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7. Conclusion

 Based on the foregoing, Applicants respectfully request that

    the various grounds for rejeCtion in the 0 ”ice Action be
 

  
reconsidered and withdrawn with respect to the previously

amended form 0: the claims, and that a Notice 0: Allowance be   

  issued for the present application to pass to issuance.

 In the event any further matters remain at issue with respect
 

 to the present application, Applicants respectfully request
   
that the Examiner please contact the undersigned below at the 
telephone number indicated in order to discuss such matter

  
prior to the next action on the merits of this application.
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DETAILED ACTION

1. Claims 1-27 are pending.

Continued Examination Under 37 CFR 1.114

2. A request for continued examination under 37 CFR 1.114, including the fee set

forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this

application is eligible for continued examination under 37 CFR 1.114, and the fee set

forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action

has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 6-29-

2009 has been entered.

Response to Arguments

3. Applicant's arguments filed 6-29-2009 have been fully considered but they are

not persuasive. Regarding Applicant’s argument that Linnakangas does not teach the

intermediate computer uses the same secure connection without establishing a new

secure connection and without involving the second computer. Linnakangas teaches an

intermediate computer (lP forwarder) that receives packets and forwards the packets to

their destination using a secure association (SA) (See paragraph 8, lines 1-5; wherein

using the same secure association, is using the same secure connection).

Regarding Applicant’s argument that there is no secure connection between local

host 5 and router 2 in Linnakangas. Linnakangas teaches a method for providing

Internet Protocol Security (lPSec) for communicating over un-trusted networks such as
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the Internet 3 (See par.’s 1 & 2). Local host 5 and router 2 are both on a corporate

Local Area Network (LAN) 1 (See par. 24, lines 1-3). Providing a secure connection

between nodes on a private LAN is inherent and discussing such security would be

repetitive. Linnakangas details the processing that goes on when traffic traverses the

Internet, such as traffic between router 2 and remote host 4 (See par. 24, lines 3-8).

While traffic between router 2 and remote host 4 is discussed in detail in Linnakangas,

the destination of the traffic sent from remote host 4, is local host 5 (See par. 24, lines

6-7).

Regarding Applicant’s argument that Linnakangas does not teach a secure

connection extending between the source address of the first computer as a first end

point and a destination address of the second computer as a second end point of the

secure connection. Linnakangas teaches that the establishment of a secure connection

between a first end point and a second end point, wherein both end points are user

terminals (See par. 5, lines 1-6). Linnakangas further teaches that the intermediate

computer (or IP forwarder) receives packets from a source and forwards them to their

destination, over a secure association (See par. 8, lines 1-5).

Regarding Applicant’s argument that there is no rationale for combining

Linnakangas and Applicant’s Admitted Prior Art (AAPA). Both Linnakangas and AAPA

deal with networking and providing secure connections between nodes. One of the

most important factors that has shaped the computer and networking industry is

compatibility. Allowing for different computers, or different networks, to communicate

with each other is always at the forefront of designers’ minds. Thus, adding flexibility by
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allowing different networks to communicate is proper motivation for combining these

related references.

Regarding Applicant’s argument that there is no rationale for combining

Linnakangas and Sandhu. Both Linnakangas and Sandhu deal with providing for

secure communications over the Internet. Since very sensitive information can be

passed over an un-trusted network such as the Internet, engineers are always looking

for ways to beef-up security, and make it harder for hackers to intercept their Internet

traffic. Sandhu provides an additional layer of security that can be used in the system of

Linnakangas to make it harder for hackers to intercept and decode Internet traffic.

Thus, sufficient motivation exists to combine Sandhu with Linnakangas.

Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

1. Claims 1-5, 7-10, 22-24, 26 & 27 are rejected under 35 U.S.C. 102(e) as being

anticipated by US. Patent Application Publication No. 2001/0047487 to Linnakangas, et

al. (Linnakangas).
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Regarding claim 1, Linnakangas teaches a method for secure forwarding of a message

from a first computer to a second computer via an intermediate computer in a

telecommunication network(See paragraph 24, lines 4-8; wherein the local host 5 is the

first computer, remote host 4 is the second computer, and router 2 is the intermediate

computer), comprising: establishing a secure connection between the first computer and

the second computer via the intermediate computer (See par. 24, lines 4-11; wherein

message formation is inherent in “communication” and “exchanging user generated

traffic”), the secure connection extending between a source address of the first

computer as a first end point and a destination address of the second computer as a

second end point of the secure connection (See par. 8, lines 1-5; wherein the

destination of the packets is the second computer) in the first computer, forming a

secure message by giving the secure message a first unique identity and a first

destination address to the intermediate computer (See par.’s 4 & 24; wherein the SPI is

the unique identity, and the header inherently includes the destination address), sending

the secure message from the first computer to the intermediate computer (See par. 24,

lines 4-6), the intermediate computer receiving the secure message and performing a

translation by using the first unique identity to find a second destination address to the

second computer, (See par.'s 4 & 24; wherein a router that is able to perform lPSec and

IKE translation, inherently includes a translation table), the intermediate computer

substituting the first destination address with the second destination address to the

second computer (See par.’s 4 & 24; wherein address substitution is a standard part of

lPSec processing and IKE translation), the intermediate computer substituting the first
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unique identity with a second unique identity of the secure connection without

establishing a new secure connection and without involving the second computer, (See

par.’s 4 & 24; wherein generating and substituting SPl’s is a standard part of lPSec

processing and IKE translation; and, par. 8, lines 1-5; wherein a secure association, is

the secure connection), and the intermediate computer forwarding the secure message

with the second destination address and the second unique identity to the second

computer in the secure connection (See par. 24, line 11).

2. Regarding claim 2, Linnakangas discloses forming the secure message in step b)

by using an lPSec connection between the first computer and the second computer

(See par. 24, lines 4-7).

3. Regarding claim 3, Linnakangas discloses performing a secure forwarding of the

message by making use of SSL or TLS protocols (See par. 24, lines 4-7; wherein using

a secure socket layer (SSL) is inherent in lPSec).

4. Regarding claim 4, Linnakangas discloses manually performing a preceding

distribution of keys to components for forming the lPSec connection (See par. 40, lines

8-12; wherein manual distribution occurs when the IKE module is responding to a

request).

5. Regarding claim 5, Linnakangas discloses performing a preceding distribution of

keys for forming the lPSec connection by an automated key exchange protocol (See

par. 40, lines 8-12; wherein automated key exchange occurs when the IKE module

initiates negotiations).
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6. Regarding claim 7, Linnakangas teaches sending the message that is sent from

the first computer as a packet that contains message data, an inner lP header

containing the actual sender and receiver addresses, an outer lP header containing the

addresses of the first computer and the intermediate computer (See par. 3, lines 1-6).

7. Regarding claim 8, Linnakangas teaches the lPSec connection being one or

more security associations (SA) and the unique identity being one or more SPI values

(See par. 4, lines 5-14).

8. Regarding claim 9, Linnakangas teaches performing the matching in step d)

by using a translation table stored at the intermediate computer (See par. 31, lines 1-6;

wherein the IP forwarder module is part of the intermediate computer).

9. Regarding claim 10, Linnakangas teaches changing both the address and

the SPI-value by the intermediate computer (See par. 24; wherein lPSec includes

replacing addresses in accordance with the translation tables, and assigning a new SPI

value to every received packet).

10. Regarding claim 22, Linnakangas teaches a telecommunication network for

secure forwarding of messages, comprising: a first computer, a second computer and

an intermediate computer, the first and the second computers having a secure

connection therebetween via the intermediate computer (See par. 24, lines 1-15;

wherein local host 5 is the first computer, remote host 4 is the second computer, and

router 2 is the intermediate computer), the secure connection having a source address

of the first computer as a first end point and a destination address of the second

computer as a second end point (See par.'s 5, lines 1-6, and par. 8, lines 1-5), the first
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and the second computers having means for performing an lPSec processing, the

intermediate computer having translation means for using translation tables to perform

lPSec and IKE translation (See par. 14, lines 1-5) and for changing a destination

address of the intermediate computer of a secure message to a destination address of

the second computer, and the intermediate computer having means for fon/varding the

secure message received from the first computer to the second computer in the secure

connection (See par. 8, lines 1-5).

11. Regarding claim 23, Linnakangas teaches the translation table for lPSec

translation has IP addresses of the intermediate computer to be matched with IP

addresses of the second computer (See par. 24, lines 4-6; wherein the router inherently

has translation tables to perform lPSec).

12. Regarding claim 24, Linnakangas teaches the translation tables for IKE

translation consists of two partitions, one for the communication between the first

computer and the intermediate computer and another for the communication between

the intermediate computer and the second computer (See par. 24, lines 4-8; wherein

the router (or intermediate computer) inherently includes at least two translation tables

(or partitions), since one translation table is required for each lPSec connection, and

there are at least two lPSec connections).

13. Regarding claim 26, Linnakangas teaches another translation table for IKE

translation containing fields for matching a given user to a given second computer (See

par. 24, lines 8-11; wherein each remote host must establish a new secure connection,

which includes a new translation table).
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14. Regarding claim 27, this claim recites a network for carrying out the method of

claim 1, and is rejected for the same reasons.

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

15. Claims 6, 11-14 & 20-21 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Linnakangas, as applied to claim 1 above, in view of Applicant's

Admitted Prior Art (AAPA).

16. Regarding claim 6, Linnakangas teaches the invention as described in claim 5.

Linnakangas does not teach performing the automated key exchange protocol used for

the preceding distribution of keys for forming the IP Sec connection by means of a

modified IKE key exchange protocol between the first computer and the intermediate

computer and by means of a standard IKE key exchange protocol between the

intermediate computer and the second computer. However, AAPA teaches a

modified IKE key exchange protocol between the first computer and the intermediate

computer (See page 8, lines 27-29; wherein the key exchange is modified to support

NAT traversal) and a standard IKE key exchange protocol between the intermediate

computer and the second computer (See p. 8, lines 29-32).
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Using the features of AAPA in the system of Linnakangas would have added

flexibility by allowing different networks to connect to the system. Therefore, it would

have been obvious to one of ordinary skill in the art, at the time of the invention, to

combine the teachings of AAPA and Linnakangas.

17. Regarding claim 11, Linnakangas teaches the invention as described in claim 1.

Linnakangas does not teach the first computer being a mobile terminal, so that the

mobility is enabled by modifying the translation table at the intermediate

computer. However, AAPA teaches this limitation (See p. 7, lines 10-16).

Using the features of AAPA in the system of Linnakangas would have broadened

the appeal and applicability of the system by allowing mobile units to connect to the

network. Therefore, it would have been obvious to one of ordinary skill in the art, at the

time of the invention, to combine the teachings of AAPA and Linnakangas.

18. Regarding claim 12, Linnakangas, in view of AAPA, teach the invention as

described in claim 11. Linnakangas further teaches performing the modification of the

translation tables by sending a request for registration of the new address from the first

computer to the intermediate computer (See p. 3, par.’s 46-51).

19. Regarding claim 13, Linnakangas, in view of AAPA, teach the invention as

described in claim 12. Linnakangas further teaches sending a reply to the request for

registration from the intermediate computer to the first computer (See p. 3, par. 50).

20. Regarding claim 14, Linnakangas, in view of AAPA, teach the invention as

described in claim 12. Linnakangas further teaches authenticating or encrypting by

lPSec the request for registration and/or reply (See p. 3, par. 62).
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21. Regarding claim 20, Linnakangas teaches the invention as described in claim 1.

Linnakangas does not teach sending the secure message by using an lPSec transport

mode. However, AAPA teaches this limitation (See p. 4, lines 14-19).

Using the features of AAPA in the system of Linnakangas would have added

improved security to the system. Therefore, it would have been obvious to one of

ordinary skill in the art, at the time of the invention, to combine the teachings of AAPA

and Linnakangas.

22. Regarding claim 21, Linnakangas teaches the invention as described in claim 1.

Linnakangas does not teach sending the secure message by using an lPSec tunnel

mode. However, AAPA teaches this limitation (See p. 4, lines 21-29).

Using the features of AAPA in the system of Linnakangas would have added

improved security and flexibility to the system. Therefore, it would have been obvious to

one of ordinary skill in the art, at the time of the invention, to combine the teachings of

AAPA and Linnakangas.

23. Claims 15-19 & 25 are rejected under 35 U.S.C. 103(a) as being unpatentable

over Linnakangas, as applied to claims 4 & 24 above, in view of U.S. Patent Number

6,985,953 issued to Sandhu, et al. (Sandhu).

24. Regarding claim 15, Linnakangas teaches the invention as described in claim 4.

Linnakangas further teaches establishing the key distribution for the secure connections

by establishing an IKE protocol translation table, and using the translation table to

modify IP addresses of IKE packets in the intermediate computer (See par. 24, lines 4-
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6). Linnakangas does not teach using the translation table to modify cookie values of

IKE packets in the intermediate computer. However, Sandhu teaches this limitation

(See col. 7, line 55 to col. 8, line 19; wherein the KDC is the intermediate computer).

Using the features of Sandhu in the system of Linnakangas would have added

another layer of security within the secure connection. Therefore, it would have been

obvious to one of ordinary skill, at the time of the invention, to combine the teachings of

Sandhu and Linnakangas.

25. Regarding claim 16, Linnakangas in view of Sandhu teach the invention as

described in claim 15. Linnakangas does not teach establishing the key exchange

distribution by: generating an initiator cookie and sending a zero responder cookie to

the second computer, generating a responder cookie in the second computer, and

establishing a mapping between IKE cookie values in the intermediate computer.

However, Sandhu teaches generating an initiator cookie and sending a zero responder

cookie to the second computer (See col. 8, lines 41-47; wherein the Authenticator is the

initiator cookie), generating a responder cookie in the second computer (See col. 8,

lines 41-47; wherein Bob’s response is the responder cookie), and establishing a

mapping between IKE cookie values in the intermediate computer (See col. 8, lines 49-

51; wherein a mapping is required for authentication).

Using the features of Sandhu in the system of Linnakangas would have

increased the number of security features available in the system. Therefore, it would

have been obvious to one of ordinary skill in the art, at the time of the invention, to

combine the teachings of Sandhu and Linnakangas.
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26. Regarding claim 17, Linnakangas in view of Sandhu teach the invention as is

described in claim 15. Linnakangas further teaches modifying a IKE protocol between

the first computer and the intermediate computer by transmitting the IKE keys from the

first computer to the intermediate computer in order to decrypt and modify IKE packets

(See par.'s 4 & 24; wherein the remote host 4 is an IPSec node that sends the IKE keys,

and equates to applicant's first computer).

27. Regarding claim 18, Linnakangas in view of Sandhu teach the invention as is

described in claim 15. Linnakangas further teaches carrying out the modification of the

IKE packets by the first computer with the intermediate computer requesting such

modifications (See par.’s 41-45; wherein the IKE module is in the intermediate

computer).

28. Regarding claim 19, Linnakangas in view of Sandhu teach the invention as

described in claim 17. Linnakangas further teaches defining the address so that the first

computer is identified for the second computer by the intermediate computer by means

of an IP address taken from a pool of user IP addresses when forming the translation

table (See par.’s 56 & 57).

29. Regarding claim 25, Linnakangas teaches the invention as described in claim 24.

Linnakangas further teaches both partitions of the mapping table for IKE translation

contains translation fields for a source IP address and a destination IP address between

respective computers (See par. 24, lines 4-8; wherein source and destination addresses

are inherent in IPSec). Linnakangas does not teach the mapping table for IKE

translation contains translation fields for initiator and responder cookies between
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respective computers. However, Sandhu teaches a mapping table that contains

translation fields for initiator and responder cookies between respective computers (See

col. 8, lines 41-51; wherein the authenticator is the initiator cookie and Bob’s response

is the responder cookie).

Using the features of Sandhu in the system of Linnakangas would have provided

increased security and insured that messages where transmitted to the correct

destination. Therefore, it would have been obvious to one of ordinary skill in the art, at

the time of the invention, to combine the teachings of Sandhu and Linnakangas.

Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Jeffrey Seto whose telephone number is (571 )270-7198.

The examiner can normally be reached on Monday thru Thursday and alt. Fridays, 9:30

AM-7 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Joseph E. Avellino can be reached on (571) 272-3905. The fax phone

number for the organization where this application or proceeding is assigned is 571-

273-8300.
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Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

JKS

9/8/2009

/Joseph E. Avellino/

Supervisory Patent Examiner, Art Unit 2458
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PTO/SB/30EFS (05/07)
Approved for use through 11/30/2007. OMB 0651-0031

U.S. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL

(Submitted Only via EFS-Web)

Application Filing Docket Number Art

Number 10500930 Date 2005 10 19 (if applicable) 290.1078USN Unit

FlrSt Named Sami Vaarala Examlner Jeffrey K. SetoInventor Name

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
1995, or to any design application. The Instruction Sheet for this form is located at WWW.USPTO.GOV

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment( ).

D Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as asubmission even if this box is not checked.

|:| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

D Other

Enclosed

Amendment/Reply

D Information Disclosure Statement (IDS)

|:| Affidavit(s)/ Declaration(s)

|:| Other

MISCELLANEOUS

D Suspension of action on the above-identified application is requested under 37 CFR 1.103(0) for a period of months(Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required)

D Other

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR1.114 when the RCE is filed.
The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No 060243

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

Patent Practitioner Signature

|:| ApplicantSignature
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Approved for use through 11/30/2007. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Signature of Registered U.S. Patent Practitioner

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
PO. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the

attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be

advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information

solicited is voluntary; and (3) the principal purpose for which the information is used by the US. Patent and Trademark Office

is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested

information, the US. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information

Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the

Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need

for the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records

may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,

pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,

or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and

2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may

be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is

referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

 
EFS - Web 2.0.2

0384



0385

Attorney Docket No. 290.1078US
RF:ss 6/29/09

IN TF

In re app

Sami Vaa

Serial No.

Filed:

For:

'LiJLil
M. T

S. N

T  

 lica:ion

rala, An

L0/50

 L9 Oc

{OD AND

 
CONVECTION

Examiner:

 Date:

Je ”r

 
  
 

29 Ju

 of

:ti Nuopponen

3,930 
:ober 2005

SYSTEM FOR

DING A MESSAGE

{ROUGH A SECURE

 
  

ey K. Seto

ne 2009

N PATENT

E UNITED STATES PATENT AND TRADEMARK OFFICE

EXPEDITED PROCEDURE UNDER 37

CFR 1.114

Art Unit 2458

Confirmation No. 1571 

CERTIFICATE OF MAILING

I HEREBY CERTIFY THAT THIS PAPER AND THE DOCUMENTS

REFERRED TO AS BEING ATTACHED OR ENCLOSED HEREWITH

ARE BEING SUBMITTED ELECTRONICALLY TO THE UNITED

STATES PATENT AND TRADEMARK OFFICE ON 29 June 2009.

/rfasth/

 Ro': Fasth

Attorney for Applicant

 
  

 

TRANSMITTAL LETTER

ELECTRONIC SUBMISSION

COMMISSIONER FOR PATENTS

P. O. Box

Alexandri

Enclosed

  
 

(X) Response to Final

(X) Request
X(

__450

a, VA 2
  

 

2313-1450

 

:ol'owing:

 

 
  
 

) The Commissioner is hereby au

or ”iling in the above-re  ferenced application are the

O”ice Action dated 1 June 2009.

for Continued Examina: ion (RCE) 
  shori2ed to charge any fees 

   which may be required in connection wish the ”iling O" this

correspondence,
No. 06-0243.

Respe

FASTH

/r

 

or credit over-payment, to Account

 
 csjully submitted,

 LAW OFFICES

 

jasoh/
 

Rolj

Regis

 

Attorney Docket No. 290.1078USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2

Southern Pines, N

Telephone:
Facsimile:

9lO-68

9'0-79 

C 28387-4301

7-0001

5-715?

0385

Fassh

oration No. 36,999
   



0386

Electronic Patent Application Fee Transmittal

Filing Date: 19-Oct-2005

Title of Invention: Method and system for sending a message through a secure connection

_—

U.S. National Stage under 35 USC 371 Filing Fees

Sub-Total in

USD($)

BaSIc Filing:

Description Fee Code Quantity

Miscellaneous Filing

Post-Allowance-and-Post Issuance

Extension-of—Time:

Patent Appeals and Interference:
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Electronic Acknowledgement Receipt

“—

——

Title of Invention: Method and system for sending a message through a secure connection

——

Payment information:

 
Submitted with Payment yes

RAM confirmation Number 919

Deposit Account 060243

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. 1.492 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document . . File Size(Bytes)/ Multi Pages

AMD.PDF
1c80f3831e2bca202b7b7a43b2d83a5ad27

9bf66

Multipart Description/PDF files in .zip description

Request for Continued Examination
(RCE) RCE.PDF bf476b0cecc3al440f660179cc0c76193829

aa7c

This is not a USPTO supplied RCE SB3O form.

Miscellaneous Incoming Letter TRX.PDF
lb8650942ef743629dae6d2c0445b91 d72

7a7a7

Information:

Fee Worksheet (PTO-875) fee-info.pdf
3c7e65f3077336ac33fe871b6d3ce3e9508c

809f
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2458

Sami Vaarala and Antti Nuopponen

Serial No. 10/500,930

Filed: 19 October 2005

For: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE

Examiner:

Date: 29

CONNECTION

Jeffrey K. Seto

June 2009

Attorney Docket No. 290.1078USN

AMENDMENT

Commissioner for Patents

P.O. BOX 1450

Alexandria, VA 22313—1450

2009. Please amend the above—identified patent application as

follows:

This is in response to the Office action of 1 June
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Amend the claims as follows:
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method further comprises forming the secure message by using

 an IPSec connection between the first computer and the second

  

 

 

 

 

 

 
   

   
 

 

 

computer.

3. (Previously presented) The method of claim 1 wherein the

method further comprises performing a secure forwarding of the

message by making use of SSL or TLS protocols.

4. (Previously presented) The method of claim 2 wherein the

method further comprises manually performing a preceding

distribution of keys to components ”or ’orming the IPSec

connection.

5. (Previously presented) The method of claim 2 wherein the

method further comprises performing a preceding distribution  
 

  
  

exchange prOtocol.

 

 

0: keys or ’orming the IPSec connection by an automated key

6. (Previously presented) The method 0: claim 5 wherein the

 method further comprises performing the automa'

  protocol used for the preceding distribution 0'

 

 
    

 
 exchange prOtocol between the first compiter and the   intermediate computer and by means of a standard IKE key   

exchange prOtocol b tw n th int

   
second computer.

:ed key exchange

forming the IP Sec connection by means 0: a modified 'KE key

rm diat computer and the

 7. (Previously presented) The method 0: claim 2 wherein the

 method further comprises sending

 

the message that is sent
  

the first computer as a packet that contains message data

inner IP header containing the ac

addresses, an outer IP header con'  
 first computer and the intermedia'

 
identity.

0393

:ual sender and receiver

:aining the addresses 0:  
 

:e computer, the unique

 from

, an

the
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8. (Previously presented) The method 0: claim 1 wherein the 

 method further comprises the IPSec connection being one or 
more security associations (SA) and the unique identity being

one or more SPI values.

9. (Previously presented) The method 0: claim 1 wherein the 

method further comprises performing the matching by using a

   
translation table stored at the intermediate computer.

10. (Previously presented) The method 0: claim 1 wherein the

  method further comprises changing both the address and the

SPI—value by the intermediate computer.

 11. (Previously presented) The method of claim 1 wherein the

   method further comprises the first computer being a mobile

  terminal so that the mobility is enabled by modifying the     

translation table at the intermediate computer.

12. (Previously presented) The method 0: claim 11 wherein the 

method further comprises performing the modification 0" the   
 

translation tables by sending a request for registration 0;
  

        the new address from the first computer to the intermediate

computer.

13. (Previously presented) The method 0: claim 12 wherein the 

method further comprises sending a reply to the request for  
     registration from the intermediate computer to the first

 computer.

14. (Previously presented) The method 0: claim 12 wherein the  
 method further comprises authenticating or encrypting by IPSec   the request for registration and/or reply.

15. (Previously presented) The method 0: claim 4 wherein the

 
method further comprises establishing the key distribution for  

0394
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 IP addresses and cookie values of IKE packets in the

intermediate computer

16.

method  

distribution by:

(Previously presented) The method 0: 

:ocol

 and using the translation table to modify

claim 15 wherein the

further comprises establishing the key exchange

generating an initiator cookie and sending a zero responder

cookie  to the second computer,

generating a responder cookie in the second computer,

establishing a mapping between IP addresses and IKE cookie

values in

using the  
 modifying

of the IKE packets.

 
 

l7.
 

method farther comprises modi: 

the  between
   

transmitting the IKE keys 
(Previously presented)

the intermediate computer,

translation table to modify IKE packets in

The method 0:

 

and

 

 

 

flight by

the eXternal IP addresses and possibly IKE cookies

 

claim 15 wherein the

fying a modified IKE prOtocol

first computer and the intermediate compu':er by  
 from

intermediate computer in order

  
    
 

 
the  first computer to  

 
 

 

the

to decrypt and modify IKE

 

  

packets.

18. (Previoasly presented) The method of claim ’5 wherein the

method further comprises carrying out in a modified 'KE

protocol between the first computer and the intermediate

computer the modi”ication of the IKE packets by the first

computer with the intermediate computer requesting such

 
 

 modifications.

  
 method

first compiter
 

is

L9. (Previously presented)

further comprises de:

idenfi

 
The method of

fining

 

 claim 17 wherein the
 

the address so that

   
'"ied 
 

 
 

  
intermediate computer by means 0:

0395

 OI

an IP address taken 

the

the second computer by the 
from a
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pool 0: 
user

 
20.

method  

an IPSec transport mo

21.

method  

an IPSec tunnel mode.

22. (Currently amende

forwarding o:
  message

 a first computer, 
 computer, the first  

secure connection the

the secure connection having a source address of  
computer as a

 

the

an IPSec processing,

 first and  
the intermediate comp

translation tables to 
for changing a destin

computer 0: 

second computer, and

the intermediate computer having means

s CUI

compu'

r c iv d

290.1078USN

IP addresses when

(Previously presented)

further comprises sending

de.

(Previously presented)

further comprises sending

d)

S;

 

6/29/09 - 6 -

 forming

 
The method of

 

The method of 

 

A telecommunication network

comprising:

:er and the second compu'

 

a second computer and an intermediate

the translation table.

claim 1 wherein the

the secure message by using

claim 1 wherein the

the secure message by using

for secure

:er having a

rebetween via the intermediate computer,

and

 per: 
ation address 0:

 
 

first end point and a destination address 0:

second computer as a second end point,

the second computers having means

uter having translation means

form IPSec and IKE

  

OI
 

  
 

 
 

 
m ssag

23.

claim 22 wherein the

has IP addresses 0: 

(Previously presented)

  
 with IP addresses of

24. (Previously presented)

from

translation table

the  

 
computer in the secure conneCtion.

The telecommunication

 for IPSec

the intermediate computer to

the second computer.

The telecommunication

0396

 
the  first 

 

transla'

 

 

the

for performing

for using

:ion and

the intermediate

 

"orwarding the

network 0;

a secure message to a destination address of the

first computer to the second

 

translation

be matched

network 0:
I)
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 claim 22 wherein the translation tables for IKE translation

 
consists 0: two partitions, one for the communication between

 
  

  

the jirst computer and the intermediate computer and anOther    
for the communication b tw n th int rm diat computer and 
the second computer.

25. (Previously presented) The telecommunication network 0:

claim 24 wherein both partitions o: the mapping table for "KR
   
 

 
 translation contains translation fields for a source IP
 

address, a destination IP address, initiator and responder

cooki s b tw n r sp Ctiv computers.

 

 
26. (Previously presented) The telecommunication network 0; 

 claim 22 wherein there is another translation table for IKE

  
 

translation containing fields for matching a given user to a

given computer.

27. (Currently amended) A telecommunication network for secure

forwarding of messages, comprising:

a first computer,

a second computer,

an intermediate computer electronically connected to the first

computer and the second computer, the first and the second

computers having a secure connection between them via the

intermediate computer, the secure connection having a source

address of the first computer as a first end point and a

destination address of the second computer as a second end

point, and

the intermediate computer having means for performing

translation between destination addresses and secure

identities for forwarding secure messages received from the

first computer to the second computer in the secure

connection.

0397
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 Reconsideration 0:

Claims 1—27 are pending in the present invention.

matter has been added to the application in

 1. Rejection 0: Claims 1—5,

USC § 102(e).

Claims 1—5, 7—10,

102 as being anticipated by Linnakangas.

 

290.1078USN 6/29/09

REMARKS/ARGUMENTS

7-10,

is respectfully traversed.

In summary,

points of the IPSec

  fixed.

 

establishing a new SA that replaces the previoas SA.

particularly,

their network points

 are bound to

establish new IPSec connections

This requires the exchange 0;

process that uses computation

invention provides a solution

  

There is no

fixed addresses,

:unnel mode SA

 
 

 

 

 {eys etc.
 

time.

   

0398

which is a

8

the application is respec

 
 ofully requested.

No new 
:his response.

22-24 and 26-27 under 35

22—24 and 26—27 were rejected under Section

This § 102 rejection

(security association)

feature in conventional systems

changing any 0: the parameters of an SA other

since mobile terminals move and

the mobile terminals mus:

from each point 0:

The method 0:

so this problem.

one problem with standard IPSsec is that the end

are

IO]: 
than by

More 
:hus change

frequently and since IPSec connec:ions

 
attachment. 

cumbersome

 the present

One unique

feature 0: the present invention is that the intermediate
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 computer modifies the addresses and SP1 values 0:

pre-existing secure connection i.e.

setting up 0: 

290.1078USN

a new secure conneCtion.

6/29/09 - 9

without

 
 message sent

computer may be modi

from the  

 fied so that it can be

 
first computer to the

In this way,

forwarded

the same 

requiring the

a secure

intermediate

 from the 

intermediate computer to the second computer in the same

secure connection without requiring the cumbersome exchange 0;

additional keys 0: 

involving the second computer.

a. The Requisite Steps 0: 

Taught Nor Suggested in the Cited Art.

Claim 1 has been amended to clarify

extends between the source address of

 

the  

destination address of

  
  
  
poins of

modified to clari

the  

first end point of
   

the secure connection.

first destination address wi'

 
 

 

I)
 

a new secure connection and without

: Independent Claim 1 Are Neither

that the secure connection

 
 the

  address and substitu

 
tes

 
the  firs

  
second unique identi vy O i the secure connec

establishing a new secure connection and wi'

claim 1 or any other claim.

on pages 17, 14, 17, 19-71 of the original patent

No new matter has been added

For example,

 

0399

support

first computer as

the secure connection and the

the second computer as the second end

The claim has also been

fy that the intermediate computer substitutes

:h the second destination

a unique identity with a

:ion without

 
:hout involving the

to the amended

 may be found 
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 specification WO 03/063443. It is submitted that such steps

  are not taught or suggested in th cit d r l r nc s.

 

 On page 3, paragraph 7, the Examiner refers to paragraph 4 and

paragraph 24,

 secure forwarding o:

host 5) to a second computer via an in

telecommunication network.

 lines 4—8 0: Linnakangas as teaching the

 
   

step 0; 

a message from a first computer (local

 

 has been amended to clarify that the end points 0: the

  

:ermediate computer in a

It should be noted that claim 1

secure

connection xt nd b tw n th first computer and the second

 

computer. Claim 1 has also been amended

intermediate computer substitutes the

  
 

 

to require that the

  
first unique identity

with a second unique identity 0: the same secure conneCtion
  

without establishing a new secure connection and without

 
involving the second computer.

Applicants submit

these additional s

only b tw n

 
 

that Linnakangas completely fails to

   

secure connec

In contrast,

:ion be' 
the rou'

tween the local host 5 and the rou'

:er 2 decrypts, reads and unwraps
 

 secure message from

 
 

that the message is

forwarding is done without implementing IPSec.

the remote host 4 to be able to de' 
 

 

 
teach

:eps and limitations. Linna<angas’ IPSec is

th r mot host 4 and the roater 2. There is no

:er 2.

the 
:ermine

to be forwarded to the local host 5. This

The Examiner

is respectfully requested to show where Linnakangas teaches

that the secure connec  

0400

:ion extends between the local host 5
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and the router 2 also. On page 2, the Examiner writes that “a

 
virtual private network is established to provide secure

communication between host 4 and host 5, via router 2 (See

par. 24, 4-8). Thus a secure communication is provided

between host 5 and router 2.”

 Linnakangas clearly fails to teach or suggest a secure

 connection that extends between the source address on the hos:

 

       4 as a first end point and the destination address of the hos:

5 as the second end point 0: the secure connec:ion.
 

 
Additionally, Linnakangas fails to teach the step on the

 
 

  

router 2 substituting the first unique identity with the

second unique identity on the secure connec:ion WithOJt

      
establishing a new secure connection and without involving the

second computer; and the router 2 forwarding the secure

 
message to the second computer in the same secure connection.

In paragraph 24, lines 4—8, Linnakangas explains that "[b]y

using IPSec to control communication between the router 2 and

the remote hosts 4 (and hence between remote hosts 4 and local

hosts 5), a Virtual Private Network (VPN) may be established"

(emphasis added). It is respectfully submitted that this is

different from a secure connection that has end points

extending between the host 4 and the host 5. Additionally,

“controlling" communication across the route from remote host

4 via router 2 all the way to host 5 does not mean here that

0401
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there is a secure connection also between router 2 and host 5.

Linnakangas merely mentions controlling the communication, not

securing. In other words, the IPSec, defined in the foregoing

sentence in Linnakangas as being between the host 4 and the

router 2, controls what traffic goes therebetween. The

traffic from the host 4 to host 5 goes via this IPSec

connection between the host 4 and router 2. It should be

noted that the virtual private network in Linnakangas is note

secured but merely controlled. There is not really as much

need for a secure connection between the router 2 and the host

5 since the connection is within the same LAN. Wikipedia

states that a virtual private network (VPN) is a computer

network in which some of the links between nodes are carried

 
by open connections or virtual circuits in some larger

networks (such as the Internet), as opposed to running across

a single private network. The Link Layer protocols of the

 
virtual network are said to be :unneled through the transport

network. One common application is to secure communications

through the public Internet, but a VPN does not need to have

explicit security features such as authentication or content

encryption and is quite different from a secure connection

such as a security association.

Applicants also would like to draw the Examiner’s attention to
 

 the fact that, in the cited Linnakangas paragraph, the  establishment or the secure connection between remo:e host 4

 
 

0402
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and router 2 is quite well described,

 

 

including the exchange

0: keys etc. However, there is nowhere described any security

connection formed between router 2 and host 5, because there

is no security connection between router 2 and host 5.

 Paragraph 24 o: Linnakangas m r ly t ach s th r mot host 4

 

negotiating secure associations with the router 2 (lines 9-10

  0: paragraph 24). There is nothing about forming a secure

message in the local host 5 or negotiating secure associations

 with the local host 5. ?ven i" the communication between the
     router 2 and the host 5 may be considered guise safe and

secure, Linnakangas still completely

establishing a secare connection that
 

 

 fails to teach or suggest

extends between a source

address of she host 4 as a first end point and the destination

     
address of she host 5 as the second end point 0: the same

secure connection.

 

Applicants cannot see that Linnakangas t ach s th r quir d

 steps 0: establishing a secure connection between the firso

 
 

 
computer and the second computer wherein the secure conneCtion

 
  extends between a source address of the first computer as a

 

computer as a second end poino of the
   

It is submitted that Linnakangas also

 

 first end point and a destination address 0: the second

secure connection.

 fails to teach or

suggest the step 0: the intermediate computer, while being in

 a secure connection between the first

0403

computer and the second
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computer as required in the first paragraph 0: the amended  

 
 claim 1, the intermediate computer substituting the jirst

unique identity with a second unique identity on the same

    

 
secure conneCtion without establishing a new secure connection

and without involving the second computer, and the

 
intermediate computer forwarding the secure message with the 
second destination address and the second unique identity to

the second computer in the same secure connection.

 It is submitted that Linnakangas completely fails to teach or
I) 

  suggest the above-outlined steps. Th r for , th r j ction 0;

claim 1 under § 102 is improper, and should be removed.

b. Dependent Claims 2-5 and 7—10

Claims 2-5, 7-10 are submitted to be allowable because the

  
claims depend either direCtly or indirectly upon the allowable

 base claim 1 and because each claim includes limitations that

 are not taught or suggested in th cit d r f r nc s.

 

 2. The Requisite Limitations 0: Independent Claim 22 Are

Neither Taught Nor Suggested in the Cited Art.

As mentioned above, Linnakangas merely shows a secure

  conneCtion b tw n th r mot host 4 and the router 2.

 Applicants fails to see where Linnakangas teaches a secure

0404
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  connection that has a source address of the host 4 (the first

 computer) as a first end point and a des

the local host 5 (the second computer)

  
In contrast, the secure connection 0'

 

 

 
 

 

:ination address 0; 

as a second end point.

.innakangas merely

extends between the host 4 and the router 2. Additionally,

 
 

Linnakangas fails to teach or suggest means or "orwarding the
 

    
 s cur m ssag r c iv d from

 

computer in the secure connec

merely describes a router 2 that

 the first computer

 
to the second

:ion. In contrast, Linnakangas

 forwards a message in a VPN

and an IPSec with end points at the host 4 and the router 2

(but not at the host 5).

 It is submitted that Linnakangas fails to teach
   

or suggest all

 the limitations of the amended claim 22. There:

  anticipation rejection 0:

and should be removed.

a. Dependent claims 23—24 and 26

Claims 23-24 and 26 are submitted to be a:

 
claims depend either directly or indirect:

 

fore, the

: claim 22 under § 102 is improper,

_lowable because the

_y upon the allowable

base claim 22 and because each claim includes limitations that

 
 

are not taught or suggested in th cit d r l r nc s.

 3. The Requisite Limitations 0: Independent Claim 27 Are

Neither Taught Nor Suggested in the Cited Art.

0405
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Similar to claim 22, the amended claim 27 requires a secure

connec:ion that has a source address of the first computer as

 
  

 
a first end point and a destination address 0: the second

 
  

computer as a second end point. The amended claim 27 also

requires that the intermediate computer has means for 

 
   
 

forwarding th s cur m ssag s r c iv d from the first

computer to the second computer in the secure connection. The
 

 amended claim 27 is submitted to be allowab'e for reasons
 

    
   similar to the reasons put forth for the al'owability of the
 

amended claim 1 and claim 22.

 It is submitted that Linnakangas fails to teach or suggest all

the limitations of the amended claim 27. Therefore, the

    

rejection 0: claim 27 under § 102 is improper, and should be 

removed.

 4. Rejection of Claims 6, 11—14 and 20—21 under 35 USC §

lO3(a).

Claims 6, 11—14 and 20-21 were rejected under Section 103 as

being obvious over Linnakangas, as applied to claim 1 above,

in view 0: Applicant’s Admitted Prior Art (AAPA). This § 103 

  
 rejection is respectfully traversed in part and overcome in

 part as follows:

0406
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a. The Requisite Steps 0: Claims 6, 11—14 and 20—21 Are

 
Neither Taught Nor Suggested in the Cited Art.

Claims 6, 11—;4 and 20-21 are submitted to be allowable

 
because the claims depend either directly or indirectly upon 
the allowable base claim 1 and because each claim includes

limitations that are not taught or suggested in the cited

 references.

 The § 103 rejection is therefore improper and should be

withdrawn.

 b. Prima Facie Support for Combination Under § 103 Not

Provided

l)

Even assuming arguendo that the requisite method steps 0;

  l)

claims 6, 11—14 and 20—21 are shown by the combination 0; 
 Linnakangas and AAPA, prima facie support for combining the

  references, according to the requirements as set forth in

 
M.P.E.P. § 2142 has nOt been provided in the present 0 1C8

 
  
 

Action.

As provided in M.P.E.P. § 2142, the Supreme Court in KSR

International V. Teleflex InC., 82 USPQ2d 1385, 1396 (2007)

 specified that the analysis supporting a rejection under 35

U.S.C. § 103 should be made explicit. “[R]ejections on

0407



0408

10

15

20

25

M Attorney Docket NO. 290.1078USN 6MWw - l8 -

obviousness cannot be sustained with mere conc:

statements; instead, there must be some articu:

 conclusion 0: obviousness.” In

USPQ2d 1329, 1336 (Fed. Cir. 20

must make “explicit” this ratio

combine the known elements in t

" \\|

 
_usory

with some rational underpinning to support the legal

_ated reasoning

re Kahn, 441 F.3dd 977, 988, 78

06). Furthermore,

" \\   

the Examiner

nale of the apparent reason to

 he fashion claimed,” including
  

a detailed explanation of the

design community or present in

  e "ects of demands known to the
 

 
the marketplace” and “the

background knowledge possessed by a person having ordinary

skill in the art” (KSR, page 14

The only rationale provided in

0: claim 6 is at the bottom 0:  

).

 support of the
 

 page 7 of the O
  
 

lO3(a) rejection

”ice action,

 which merely asserts it would have been obvious to modify the

 teaching method 0: Linnakangas with AAPA because it “would

have added flexibility by allow

 
  ing di
  

connect to the system“(emphasis

Examiner has completely ignored

previous response regarding the

establish a prima facie case 0; 

request the Examiner to conside

 
response instead 0: simply copy 

 
  O’”ice action.
 

0408

added). It

the argumen

 Examiner’s

obviousness

 

seems

’erent networks to

 

tha t the

 

ts put

 
 for

failure to

 th in the

. Applicants

 r all of the arguments Of this

   
ing text from the previous

 The Examiner has again merely provided one benefit, 0
I
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advantage 0:   

 
  in the O
 

However,

exists, as done above,

reasoning with some rationale underpinning to support

legal conclusion 0: obviousness, 

de  finition,

290.1078USN

”ice Action in support 0:

6/29/09

the modification ass the only ra'

 the instant

_ 19 _

 

 
 

:ionale provided

rejection.

fication Lhe modi: 
 

merely stating that a bene it 0

required under KSR.

does not provide the “articulated

the

 
3y

 every patentable invention must be “beneficial” —

and arguendo every invention contemplates at least some new

  benefit(s) in arriving at

 not render the benefit obvious or expected.

 

the invention —

 
certainly this does

Because every

 modification or element has a corresponding use or benefit,

the above reasoning could be applied to any improvement.

 

It

appears therefore that “hindsight construction” may have

perhaps played a role in arriving at the present ground
   rejection in the O
 

perhaps to avoid in many cases,

in making a prima facie showing

to M.P.E.P. 2142,According

   burden o
 

If obviousness.

case,

O:
I

nonobviousness.’ 

obviousness has not been provided in the present 0

 Action,

0409

”ice action — which

)

 IO]:

 
  though di””iculL
 

 is none'

O: 

:heless impermissible

obviousness.

"actually supporting any prima facie conclusion 0;

Because a prima facie conclusion 0;

“the examiner bears the initial

 

the examiner does not produce a prima facie

the applicant is under no obligation to submit evidence

 

 
 1(36
 

 
Applicants respectfully request reconsideration and
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withdrawal of this ground for rejection as to claim 6. 

Similarly, no articulated reasoning is provided for the 

rejections of claims 11-14 and 20-21. On page 8, lines 5-7, 

5 the Examiner merely states it would have been obvious because 

it "would have broadened the appeal and applicability of the 

system by allowing mobile units to connect to the network" 

(emphasis added). On page 9, lines 1-2 and 8-9 of the Office 

action it is stated that the combination would have been 

10 obvious because it "would have added improved security to the 

system" (emphasis added). It is submitted that none of the 

above stated general benefits provides the required 

articulated reasoning to show prima facie conclusion of 

obviousness. 

15 

20 

The rejections of claims 6, 11-14 and 20-21 under Section 103 

are therefore improper and should be removed. 

5. Rejection of Claims 15-19 and 25 under 35 USC§ 103(a). 

Claims 15-19 and 25 were rejected under Section 103 as being 

obvious over Linnakangas in view of Sandhu. This rejection is 

respectfully traversed. 

25 a. The Requisite Steps of Claims 15-19 and 25 Are Neither 

Taught Nor Suggested in the Cited Art. 

0410
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Claims 15-19 and 25 are submitted to be allowable because the 

claims depend either directly or indirectly upon the allowable 

base claims 1 and 22, respectively, and because each claim 

includes limitations that are not taught or suggested in the 

5 cited references. 

10 

The § 103 rejection is therefore improper and should be 

withdrawn. 

b. Prima Facie Support for Combination Under § 103 Not 

Provided 

These rejections also lack the required articulated reasoning 

to establish prima facie conclusion of obviousness. The only 

15 reasons for obviousness are stated on page 9, last line 

("would have added another layer of security within the secure 

connection" (emphasis added)) and page 10, line 15 ("would 

have increased the number of security features available in 

the system" (emphasis added)) are again submitted to be mere 

20 general benefits that do not provide the required articulated 

reasoning to meet the burden of establishing a prima facie 

conclusion of obviousness. Page 12, lines 2-3, of the Office 

action states that the proposed combination is obvious because 

it "would have provided increased security and insured that 

25 messages where transmitted to the correct destination" 

(emphasis added) . It is assumed that the Examiner meant that 

0411
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messages "were" transmitted to the correct destination. Again 

the above statements fail to establish the prima facie case of 

obviousness since they merely mention benefits and advantages 

of the proposed combination, as explained above. 

The rejections of claims 15-19 and 25 under Section 103 are 

therefore improper and should be removed. 

6. Conclusion 

Based on the foregoing, Applicants respectfully request that 

the various grounds for rejection in the Office Action be 

reconsidered and withdrawn with respect to the previously 

amended form of the claims, and that a Notice of Allowance be 

15 issued for the present application to pass to issuance. 

In the event any further matters remain at issue with respect 

to the present application, Applicants respectfully request 

that the Examiner please contact the undersigned below at the 

20 telephone number indicated in order to discuss such matter 

prior to the next action on the merits of this application. 
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The application is submitted to be in condition for 

allowance, and such action is respectfully requested. 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 
Rolf Fasth 
Registration No. 36,999 

ATTORNEY DOCKET NO. 290.1078USN 

FASTH LAW OFFICES 
20 26 Pinecrest Plaza, Suite 2 

Southern Pines, NC 28387-4301 

Telephone: 
Facsimile: 

25 

(910) 687-0001 
(910) 295-2152 
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Application/Control Number: 10/500,930 

Art Unit: 2458 

DETAILED ACTION 

1. Claims 1-27 are pending. 

Response to Amendment 

2. In response to the amendment filed 1-17-09: 

a. The objections to claims 1, 17 & 18 are withdrawn; and, 

Page 2 

b. The rejection of claim 26 under 35 USC 112, 2d paragraph is withdrawn. 

Response to Arguments 

3. Applicant's arguments filed 1-17-09 have been fully considered but they are not 

persuasive. In regards to Applicant's argument that Linnakangas only teaches a secure 

connection between host 4 and router 2, and does not teach a secure connection 

between host 5 and router 2. Linnakangas teaches that a virtual private network is 

established to provide secure communications between host 4 and host 5, via router 2 

(See par. 24, 4-8). Thus, a secure connection is provided between host 5 and router 2. 

4. Regarding Applicant's argument that Linnakangas delivers "plain text" from the 

router 2 to the host 5. The Examiner has fully reviewed Linnakangas and found no 

teaching in the reference supporting this assertion. 

Claim Rejections- 35 USC§ 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 
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A person shall be entitled to a patent unless-

Page 3 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

1. Claims 1-5, 7-10, 22-24, 26 & 27 are rejected under 35 U.S.C. 1 02(e) as being 

anticipated by U.S. Patent Application Publication No. 2001/0047487 to Linnakangas, et 

al. (Linnakangas). 

2. Regarding claim 1, Linnakangas teaches a method for secure forwarding of a 

message from a first computer to a second computer via an intermediate computer in a 

telecommunication network(See paragraph 24, lines 4-8; wherein the local host 5 is the 

first computer, remote host 4 is the second computer, and router 2 is the intermediate 

computer), comprising: establishing a secure connection between the first computer and 

the second computer via the intermediate computer (See par. 24, lines 4-11; wherein 

message formation is inherent in "communication" and "exchanging user generated 

traffic"), in the first computer, forming a secure message by giving the secure message 

a first unique identity and a first destination address to the intermediate computer (See 

par.'s 4 & 24; wherein the SPI is the unique identity, and the header inherently includes 

the destination address), sending the secure message from the first computer to the 

intermediate computer (See par. 24, lines 4-6), the intermediate computer receiving the 

secure message and performing a translation by using the first unique identity to find a 

second destination address to the second computer, (See par.'s 4 & 24; wherein a 

router that is able to perform IPSec and IKE translation, inherently includes a translation 
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table), the intermediate computer substituting the first destination address with the 

second destination address to the second computer (See par.'s 4 & 24; wherein 

address substitution is a standard part of IPSec processing and IKE translation), the 

intermediate computer substituting the first unique identity with a second unique identity, 

(See par.'s 4 & 24; wherein generating and substituting SPI's is a standard part of 

IPSec processing and IKE translation), and the intermediate computer forwarding the 

secure message with the second destination address and the second unique identity to 

the second computer (See par. 24, line 11 ). 

3. Regarding claim 2, Linnakangas discloses forming the secure message in step b) 

by using an IPSec connection between the first computer and the second computer 

(See par. 24, lines 4-7). 

4. Regarding claim 3, Linnakangas discloses performing a secure forwarding of the 

message by making use of SSL or TLS protocols (See par. 24, lines 4-7; wherein using 

a secure socket layer (SSL) is inherent in IPSec). 

5. Regarding claim 4, Linnakangas discloses manually performing a preceding 

distribution of keys to components for forming the IPSec connection (See par. 40, lines 

8-12; wherein manual distribution occurs when the IKE module is responding to a 

request). 

6. Regarding claim 5, Linnakangas discloses performing a preceding distribution of 

keys for forming the IPSec connection by an automated key exchange protocol (See 

par. 40, lines 8-12; wherein automated key exchange occurs when the IKE module 

initiates negotiations). 
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7. Regarding claim 7, Linnakangas teaches sending the message that is sent from 

the first computer as a packet that contains message data, an inner IP header 

containing the actual sender and receiver addresses, an outer IP header containing the 

addresses of the first computer and the intermediate computer (See par. 3, lines 1-6). 

8. Regarding claim 8, Linnakangas teaches the IPSec connection being one or 

more security associations (SA) and the unique identity being one or more SPI values 

(See par. 4, lines 5-14). 

9. Regarding claim 9, Linnakangas teaches performing the matching in step d) 

by using a translation table stored at the intermediate computer (See par. 31, lines 1-6; 

wherein the IP forwarder module is part of the intermediate computer). 

10. Regarding claim 10, Llnnakangas teaches changing both the address and 

the SPI-value by the intermediate computer (See par. 24; wherein IPSec includes 

replacing addresses in accordance with the translation tables, and assigning a new SPI 

value to every received packet). 

11. Regarding claim 22, Linnakangas teaches a telecommunication network for 

secure forwarding of messages, comprising: a first computer, a second computer and 

an intermediate computer, the first and the second computers having a secure 

connection therebetween via the intermediate computer, the first and the second 

computers having means for performing an IPSec processing, and the intermediate 

computer having translation tables to perform IPSec and IKE translation (See par. 24, 

lines 1-15; wherein local host 5 is the first computer, remote host 4 is the second 

computer, and router 2 is the intermediate computer). 
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translation has IP addresses of the intermediate computer to be matched with IP 

Page 6 

addresses of the second computer (See par. 24, lines 4-6; wherein the router inherently 

has translation tables to perform IPSec). 

13. Regarding claim 24, Linnakangas teaches the translation tables for IKE 

translation consists of two partitions, one for the communication between the first 

computer and the intermediate computer and another for the communication between 

the intermediate computer and the second computer (See par. 24, lines 4-8; wherein 

the router (or intermediate computer) inherently includes at least two translation tables 

(or partitions), since one translation table is required for each IPSec connection, and 

there are at least two IPSec connections). 

14. Regarding claim 26, Linnakangas teaches another translation table for IKE 

translation containing fields for matching a given user to a given second computer (See 

par. 24, lines 8-11; wherein each remote host must establish a new secure connection, 

which includes a new translation table). 

15. Regarding claim 27, this claim recites a network for carrying out the method of 

claim 1, and is rejected for the same reasons. 

Claim Rejections- 35 USC§ 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

16. Claims 6, 11-14 & 20-21 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Linnakangas, as applied to claim 1 above, in view of Applicant's 

Admitted Prior Art (AAPA). 

17. Regarding claim 6, Linnakangas teaches the invention as described in claim 5. 

Linnakangas does not teach performing the automated key exchange protocol used for 

the preceding distribution of keys for forming the IP Sec connection by means of a 

modified IKE key exchange protocol between the first computer and the intermediate 

computer and by means of a standard IKE key exchange protocol between the 

intermediate computer and the second computer. However, AAPA teaches a 

modified IKE key exchange protocol between the first computer and the intermediate 

computer (See page 8, lines 27-29; wherein the key exchange is modified to support 

NAT traversal) and a standard IKE key exchange protocol between the intermediate 

computer and the second computer (Seep. 8, lines 29-32). 

Using the features of AAPA in the system of Linnakangas would have added 

flexibility by allowing different networks to connect to the system. Therefore, it would 

have been obvious to one of ordinary skill in the art, at the time of the invention, to 

combine the teachings of AAPA and Linnakangas. 

18. Regarding claim 11, Linnakangas teaches the invention as described in claim 1. 

Linnakangas does not teach the first computer being a mobile terminal, so that the 
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Using the features of AAPA in the system of Linnakangas would have broadened 

the appeal and applicability of the system by allowing mobile units to connect to the 

network. Therefore, it would have been obvious to one of ordinary skill in the art, at the 

time of the invention, to combine the teachings of AAPA and Linnakangas. 

19. Regarding claim 12, Linnakangas, in view of AAPA, teach the invention as 

described in claim 11. Linnakangas further teaches performing the modification of the 

translation tables by sending a request for registration of the new address from the first 

computer to the intermediate computer (Seep. 3, par.'s 46-51 ). 

20. Regarding claim 13, Linnakangas, in view of AAPA, teach the invention as 

described in claim 12. Linnakangas further teaches sending a reply to the request for 

registration from the intermediate computer to the first computer (Seep. 3, par. 50). 

21. Regarding claim 14, Linnakangas, in view of AAPA, teach the invention as 

described in claim 12. Linnakangas further teaches authenticating or encrypting by 

IPSec the request for registration and/or reply (Seep. 3, par. 62). 

22. Regarding claim 20, Linnakangas teaches the invention as described in claim 1. 

Linnakangas does not teach sending the secure message by using an IPSec transport 

mode. However, AAPA teaches this limitation (Seep. 4, lines 14-19). 

Using the features of AAPA in the system of Linnakangas would have added 

improved security to the system. Therefore, it would have been obvious to one of 
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ordinary skill in the art, at the time of the invention, to combine the teachings of AAPA 

and Linnakangas. 

23. Regarding claim 21, Linnakangas teaches the invention as described in claim 1. 

Linnakangas does not teach sending the secure message by using an IPSec tunnel 

mode. However, AAPA teaches this limitation (Seep. 4, lines 21-29). 

Using the features of AAPA in the system of Linnakangas would have added 

improved security and flexibility to the system. Therefore, it would have been obvious to 

one of ordinary skill in the art, at the time of the invention, to combine the teachings of 

AAPA and Linnakangas. 

24. Claims 15-19 & 25 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 

over Linnakangas, as applied to claims 4 & 24 above, in view of U.S. Patent Number 

6,985,953 issued to Sandhu, et al. (Sandhu). 

25. Regarding claim 15, Linnakangas teaches the invention as described in claim 4. 

Linnakangas further teaches establishing the key distribution for the secure connections 

by establishing an IKE protocol translation table, and using the translation table to 

modify IP addresses of IKE packets in the intermediate computer (See par. 24, lines 4-

6). Linnakangas does not teach using the translation table to modify cookie values of 

IKE packets in the intermediate computer. However, Sandhu teaches this limitation 

(See col. 7, line 55 to col. 8, line 19; wherein the KDC is the intermediate computer). 

Using the features of Sandhu in the system of Linnakangas would have added 

another layer of security within the secure connection. Therefore, it would have been 
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obvious to one of ordinary skill, at the time of the invention, to combine the teachings of 

Sandhu and Linnakangas. 

26. Regarding claim 16, Linnakangas in view of Sandhu teach the invention as 

described in claim 15. Linnakangas does not teach establishing the key exchange 

distribution by: generating an initiator cookie and sending a zero responder cookie to 

the second computer, generating a responder cookie in the second computer, and 

establishing a mapping between IKE cookie values in the intermediate computer. 

However, Sandhu teaches generating an initiator cookie and sending a zero responder 

cookie to the second computer (See col. 8, lines 41-47; wherein the Authenticator is the 

initiator cookie), generating a responder cookie in the second computer (See col. 8, 

lines 41-47; wherein Bob's response is the responder cookie), and establishing a 

mapping between IKE cookie values in the intermediate computer (See col. 8, lines 49-

51; wherein a mapping is required for authentication). 

Using the features of Sandhu in the system of Linnakangas would have 

increased the number of security features available in the system. Therefore, it would 

have been obvious to one of ordinary skill in the art, at the time of the invention, to 

combine the teachings of Sandhu and Linnakangas. 

27. Regarding claim 17, Linnakangas in view of Sandhu teach the invention as is 

described in claim 15. Linnakangas further teaches modifying a IKE protocol between 

the first computer and the intermediate computer by transmitting the IKE keys from the 

first computer to the intermediate computer in order to decrypt and modify IKE packets 
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(See par.'s 4 & 24; wherein the remote host 4 is an IPSec node that sends the IKE keys, 

and equates to applicant's first computer). 

28. Regarding claim 18, Linnakangas in view of Sandhu teach the invention as is 

described in claim 15. Linnakangas further teaches carrying out the modification of the 

IKE packets by the first computer with the intermediate computer requesting such 

modifications (See par.'s 41-45; wherein the IKE module is in the intermediate 

computer). 

29. Regarding claim 19, Linnakangas in view of Sandhu teach the invention as 

described in claim 17. Linnakangas further teaches defining the address so that the first 

computer is identified for the second computer by the intermediate computer by means 

of an IP address taken from a pool of user IP addresses when forming the translation 

table (See par.'s 56 & 57). 

30. Regarding claim 25, Linnakangas teaches the invention as described in claim 24. 

Linnakangas further teaches both partitions of the mapping table for IKE translation 

contains translation fields for a source IP address and a destination IP address between 

respective computers (See par. 24, lines 4-8; wherein source and destination addresses 

are inherent in IPSec). Linnakangas does not teach the mapping table for IKE 

translation contains translation fields for initiator and responder cookies between 

respective computers. However, Sandhu teaches a mapping table that contains 

translation fields for initiator and responder cookies between respective computers (See 

col. 8, I ines 41-51 ; wherein the authenticator is the initiator cookie and Bob's response 

is the responder cookie). 
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Using the features of Sandhu in the system of Linnakangas would have provided 

increased security and insured that messages where transmitted to the correct 

destination. Therefore, it would have been obvious to one of ordinary skill in the art, at 

the time of the invention, to combine the teachings of Sandhu and Linnakangas. 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 

policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 

MONTHS from the mailing date of this action. In the event a first reply is filed within 

TWO MONTHS of the mailing date of this final action and the advisory action is not 

mailed until after the end of the THREE-MONTH shortened statutory period, then the 

shortened statutory period will expire on the date the advisory action is mailed, and any 

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 

the advisory action. In no event, however, will the statutory period for reply expire later 

than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Jeffrey Seto whose telephone number is (571 )270-7198. 

The examiner can normally be reached on Monday thru Thursday and alt. Fridays, 9:30 

AM-7 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Joseph E. Avellino can be reached on (571) 272-3905. The fax phone 
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number for the organization where this application or proceeding is assigned is 571-

273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of Art Unit 2446 

5 Sami Vaarala and Antti Nuopponen 

10 

15 

20 

Serial No. 10/500,930 

Filed: 19 October 2005 

For: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE 
CONNECTION 

Examiner: Jeffrey K. Seto 

Date: 17 January 2009 

Attorney Docket No. 290.1078USN 

AMENDMENT 

Commissioner for Patents 
25 P.O. Box 1450 

30 

Alexandria, VA 22313-1450 

This is in response to the Office action of 12 

November 2008. Please amend the above-identified patent 

application as follows: 
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In the Claims: 

Amend the claims as follows: 

1. (Currently amended) A method for secure forwarding of a 

message from a first computer to a second computer via an 

intermediate computer in a telecommunication network, 

10 comprising: 

establishing a secure connection between the first computer 

and the second computer via the intermediate computer, 

a) forffiing a ffiessage in the first coffiputer or in a coffiputer 

that is served by the first coffiputer, and in the latter case 

15 sending the ffiessage to the first coffiputer, 

B+ in the first computer, forming a secure message by giving 

the secure message a first unique identity and a first 

destination address to the intermediate computer, 

et sending the secure message from the first computer to the 

20 intermediate computer, 

e+ the intermediate computer receiving the secure message and 

performing a translation by using said destination address and 

the first unique identity to find an a second destination 

address to the second computer, 

25 e+ the intermediate computer substituting the current first 

destination address with the found second destination address 

to the second computer, 

~ the intermediate computer substituting the first unique 

identity with another a second unique identity, and 

30 ~ the intermediate computer forwarding the secure message 

with the second substituted current destination address and 

the second substituted unique identity to the second computer. 

2. (Currently amended) The method of claim 1 wherein the 

35 method further comprises forming the secure message in step b) 
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by using an IPSec connection between the first computer and 

the second computer. 

3. (Previously presented) The method of claim 1 wherein the 

5 method further comprises performing a secure forwarding of the 

message by making use of SSL or TLS protocols. 

4. (Previously presented) The method of claim 2 wherein the 

method further comprises manually performing a preceding 

10 distribution of keys to components for forming the IPSec 

connection. 

5. (Previously presented) The method of claim 2 wherein the 

method further comprises performing a preceding distribution 

15 of keys for forming the IPSec connection by an automated key 

exchange protocol. 

6. (Previously presented) The method of claim 5 wherein the 

method further comprises performing the automated key exchange 

20 protocol used for the preceding distribution of keys for 

forming the IP Sec connection by means of a modified IKE key 

exchange protocol between the first computer and the 

intermediate computer and by means of a standard IKE key 

exchange protocol between the intermediate computer and the 

25 second computer. 

7. (Currently amended) The method of claim 2 wherein the 

method further comprises sending the message that is sent from 

the first computer in step e) as a packet that contains 

30 message data, an inner IP header containing the actual sender 

and receiver addresses, an outer IP header containing the 

addresses of the first computer and the intermediate computer, 

the unique identity. 

35 8. (Previously presented) The method of claim 1 wherein the 
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method further comprises the IPSec connection being one or 

more security associations (SA) and the unique identity being 

one or more SPI values. 

5 9. (Currently amended) The method of claim 1 wherein the 

method further comprises performing the matching in step d) by 

using a translation table stored at the intermediate computer. 

10. (Currently amended) The method of claim 1 wherein the 

10 method further comprises changing both the address and the 

SPI-value by the intermediate computer in steps e) and f) . 

11. (Previously presented) The method of claim 1 wherein the 

method further comprises the first computer being a mobile 

15 terminal so that the mobility is enabled by modifying the 

translation table at the intermediate computer. 

12. (Previously presented) The method of claim 11 wherein the 

method further comprises performing the modification of the 

20 translation tables by sending a request for registration of 

the new address from the first computer to the intermediate 

computer. 

13. (Previously presented) The method of claim 12 wherein the 

25 method further comprises sending a reply to the request for 

registration from the intermediate computer to the first 

computer. 

14. (Previously presented) The method of claim 12 wherein the 

30 method further comprises authenticating or encrypting by IPSec 

the request for registration and/or reply. 

15. (Previously presented) The method of claim 4 wherein the 

method further comprises establishing the key distribution for 

35 the secure connections by establishing an IKE protocol 
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translation table, and using the translation table to modify 

IP addresses and cookie values of IKE packets in the 

intermediate computer. 

5 16. (Currently amended) The method of claim 15 wherein the 

method further comprises establishing the key exchange 

distribution by~ 

generating an initiator cookie and sending a zero responder 

cookie to the second computer, 

10 generating a responder cookie in the second computer, 

establishing a mapping between IP addresses and IKE cookie 

values in the intermediate computer, and 

using the translation table to modify IKE packets in flight by 

modifying the external IP addresses and possibly IKE cookies 

15 of the IKE packets. 

17. (Currently amended) The method of claim 15 wherein the 

method further comprises modifying tfie ~ modified IKE protocol 

between the first computer and the intermediate computer by 

20 transmitting the IKE keys from the first computer to the 

intermediate computer in order to decrypt and modify IKE 

packets. 

18. (Currently amended) The method of claim 15 wherein the 

25 method further comprises carrying out in tfie a modified IKE 

protocol between the first computer and the intermediate 

computer the modification of the IKE packets by the first 

computer with the intermediate computer requesting such 

modifications. 

30 

19. (Previously presented) The method of claim 17 wherein the 

method further comprises defining the address so that the 

first computer is identified for the second computer by the 

intermediate computer by means of an IP address taken from a 

35 pool of user IP addresses when forming the translation table. 
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20. (Previously presented) The method of claim 1 wherein the 

method further comprises sending the secure message by using 

an IPSec transport mode. 

21. (Previously presented) The method of claim 1 wherein the 

method further comprises sending the secure message by using 

an IPSec tunnel mode. 

10 22. (Currently amended) A telecommunication network for secure 

forwarding of messages, comprising: 

at least a first computer, a second computer and an 

intermediate computer, the first computer and the second 

computer having a secure connection therebetween via the 

15 intermediate computer, 

20 

25 

the first and the second computers having means for performing 

an IPSec processing, and 

the intermediate computer having translation tables to perform 

IPSec and IKE translation. 

23. (Previously presented) The telecommunication network of 

claim 22 wherein the translation table for IPSec translation 

has IP addresses of the intermediate computer to be matched 

with IP addresses of the second computer. 

24. (Previously presented) The telecommunication network of 

claim 22 wherein the translation tables for IKE translation 

consists of two partitions, one for the communication between 

the first computer and the intermediate computer and another 

30 for the communication between the intermediate computer and 

the second computer. 

25. (Previously presented) The telecommunication network of 

claim 24 wherein both partitions of the mapping table for IKE 

35 translation contains translation fields for a source IP 
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address, a destination IP address, initiator and responder 

cookies between respective computers. 

26. (Currently amended) The telecommunication network of claim 

5 22 wherein there is another translation table for IKE 

translation containing fields for matching a given user to a 

given second computer. 

27. (New) A telecommunication network for secure forwarding of 

10 messages, comprising: 

a first computer, 

a second computer, 

an intermediate computer electronically connected to the first 

computer and the second computer, the first and the second 

15 computers having a secure connection between them via the 

intermediate computer, and 

the intermediate computer having means for performing 

translation between destination addresses and secure 

identities for forwarding secure messages received from the 

20 first computer to the second computer. 

25 

0442



RF Attorney Docket No. 290.1078USN 1/17/09 - 8 -

REMARKS/ARGUMENTS 

5 Reconsideration of the application is respectfully requested. 

Claims 1-27 are pending in the present invention. Claim 27 

has been added. The new claim 27 is, for example, supported 

on page 19, lines 23 - 25; page 13, lines 30 - 32; page 17, 

lines 8 - 10, 15 - 16 and 30 - 32; and page 18, lines 1 - 2. 

10 No new matter has been added to the application in this 

response. 

15 

1. Rejection of Claims 1-5, 7-10, 22-24 and 26 under 35 USC § 

102 (e). 

Claims 1-5, 7-10, 22-24 and 26 were rejected under Section 102 

as being anticipated by Linnakangas. This § 102 rejection is 

respectfully traversed. 

20 In summary, an important feature of the present invention is 

that a secure message may be sent from a first computer to a 

second computer even when there is an intermediate computer 

therebetween that is part of the same secure connection. 

25 a. The Requisite Steps of Independent Claim 1 Are Neither 

Taught Nor Suggested in the Cited Art. 
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Claim 1 has been amended to clarify that the intermediate 

computer uses the first unique identity to find a second 

destination address to the second computer. The claim has 

also been modified to clarify that the intermediate computer 

5 substitutes the first destination address with the second 

destination address and substitutes the first unique identity 

with a second unique identity prior to sending the secured 

message to the second computer. No new matter has been added 

to the amended claim 1 or any other claim. Such steps are not 

10 taught or suggested in the cited references. 

On page 3, paragraph 7, the Examiner refers to paragraph 24, 

lines 4-8 as teaching the step of secure forwarding of a 

message from a first computer (local host 5) to a second 

15 computer via an intermediate computer in a telecommunication 

network. Applicants disagree. Linnakangas completely fails 

to teach a secure forwarding from the local host 5. The IPSec 

is only between the remote host 4 and the router 2. There is 

no secure connection between the local host 5 and the router 

20 2. In contrast, the router 2 decrypts, reads and unwraps the 

secure message from the remote host 4 to be able to determine 

that the message is to be forwarded (as plain text) to the 

local host 5. This forwarding is done without implementing 

IPSec. The Examiner is respectfully requested to show where 

25 Linnakangas teaches a secure connection between the local host 

5 and the router 2. 

0444



RF Attorney Docket No. 290.1078USN 1/17/09 - 10 -

The amended claim 1 also requires the step of establishing a 

secure connection between the first computer and the second 

computer via the intermediate computer. As indicated above, 

5 Linnakangas completely fails to teach or suggest this step. 

On page 4, lines 1-4, of the Office action, the Examiner 

asserts that Linnakangas teaches forming a secure message in 

the first computer (local host 5). Applicants disagree. 

10 Applicants fail to see where Linnakangas is teaching this 

step. Paragraph 24 of Linnakangas merely teaches the remote 

host 4 negotiating secure associations with the router 2 (line 

9-10 of paragraph 24). There is nothing about forming a 

secure message in the local host 5 or negotiating secure 

15 associations with the local host 5. 

On page 4, lines 4-6, of the Office action, the Examiner 

asserts that Linnakangas teaches the step of sending the 

secure message from the first computer to the intermediate 

20 computer. Applicants disagree. Since the local host 5 does 

not form any secure message no secure message can be sent from 

the local host 5. Lines 4-6 of the Office action state "[b]y 

using IPSec to control communication between the router 2 and 

the remote hosts 4 (and hence between remote hosts 4 and local 

25 hosts 5) ." It is important to note that the IPSec is only 

between the router 2 and the hosts 4. 
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Applicants cannot see that Linnakangas teaches the required 

steps of the local host forming a secure message and sending 

the secure message to the intermediate computer in the cited 

5 lines 4-6. 

It is submitted that Linnakangas also fails to teach or 

suggest the step of the intermediate computer, while being in 

a secure connection between the first computer and the second 

10 computer as required in the first paragraph of the amended 

claim 1, receiving the secure message and performing a 

translation by using the first unique identity to find a 

second destination address to the second computer. 

Linnakangas router fails to teach the step of receiving a 

15 secure message from the local host 5 since the secure 

connection is only between the router 2 and the remote host 4. 

As indicated above, no secure messages are sent from the local 

host 5 to the router 2 since there is no secure connection 

therebetween. Consequently Linnakangas router 2 also fails to 

20 substituting the first address of the secure connection with 

the second destination address of the same secure connection 

and substituting the first unique identity with the second 

unique identity. Finally, Linnakangas fails to teach or 

suggest the router 2 forwarding the secure message to the 

25 second computer since the router 2 never received a secure 

message from the local host 5 and it is therefore not possible 
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to forward any secure message. 

It is submitted that Linnakangas completely fails to teach or 

suggest the above-outlined steps. Therefore, the rejection of 

5 claim 1 under § 102 is improper, and should be removed. 

b. Dependent Claims 2-5 and 7-10 

Claims 2-5, 7-10 are submitted to be allowable because the 

10 claims depend either directly or indirectly upon the allowable 

base claim 1 and because each claim includes limitations that 

are not taught or suggested in the cited references. 

2. The Requisite Limitations of Independent Claim 22 Are 

15 Neither Taught Nor Suggested in the Cited Art. 

As mentioned above, Linnakangas merely shows a secure 

connection between the remote host 4 and the router 2 and an 

un-secure plain text connection between the router 2 and the 

20 local host 5. Applicants fails to see where Linnakangas 

teaches that the local host 5 (first computer) has means for 

performing an IPSsec processing as mentioned on page 6, lines 

1-2 of the current Office action. The Examiner refers to 

paragraph 24, lines 1-15 of Linnakangas. The cited text 

25 section merely teaches "using IPSsec to control communication 

between the router 2 and the remote hosts 4" and that each 
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"remote host 4 wishing to participate in the VPN must 

negotiate at least one pair of SAs (one for sending and one 

for receiving data) with the router 2 prior to exchanging user 

generated traffic with the LAN 5." There is nothing about a 

5 secure association between the router 2 and the LAN 5. 

The amended claim 22 has now been amended to require that 

there is a secure connection between the first computer and 

the second computer via the intermediate computer. It is 

10 again submitted that Linnakangas fails to teach or suggest a 

secure connection between the remote host 4 and the local host 

5 . 

It is submitted that Linnakangas fails to teach or suggest all 

15 the limitations of the amended claim 22. Therefore, the 

anticipation rejection of claim 22 under § 102 is improper, 

and should be removed. 

20 

25 

a. Dependent claims 23-24 and 26 

Claims 23-24 and 26 are submitted to be allowable because the 

claims depend either directly or indirectly upon the allowable 

base claim 22 and because each claim includes limitations that 

are not taught or suggested in the cited references. 

3. The Requisite Limitations of Independent Claim 27 Are 
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Neither Taught Nor Suggested in the Cited Art. 

Similar to claim 22, the new claim 27 requires a secure 

connection between the first computer and the second computer 

5 via the intermediate computer. As indicated above, 

Linnakangas fails to teach or suggest a secure connection 

between the remote host 4 and the local host 5. 

It is submitted that Linnakangas fails to teach or suggest all 

10 the limitations of the amended claim 27. Therefore, the 

rejection of claim 27 under § 102 is improper, and should be 

removed. 

4. Rejection of Claims 6, 11-14 and 20-21 under 35 USC § 

15 103 (a). 

Claims 6, 11-14 and 20-21 were rejected under Section 103 as 

being obvious over Linnakangas, as applied to claim 1 above, 

in view of Applicant's Admitted Prior Art (AAPA). This§ 103 

20 rejection is respectfully traversed in part and overcome in 

part as follows: 

25 

a. The Requisite Steps of Claims 6, 11-14 and 20-21 Are 

Neither Taught Nor Suggested in the Cited Art. 

Claims 6, 11-14 and 20-21 are submitted to be allowable 
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because the claims depend either directly or indirectly upon 

the allowable base claim 1 and because each claim includes 

limitations that are not taught or suggested in the cited 

references. 

The § 103 rejection is therefore improper and should be 

withdrawn. 

b. Prima Facie Support for Combination Under § 103 Not 

10 Provided 

Even assuming arguendo that the requisite method steps of 

claims 6, 11-14 and 20-21 are shown by the combination of 

Linnakangas and AAPA, prima facie support for combining the 

15 references, according to the requirements as set forth in 

M.P.E.P. § 2142 has not been provided in the present Office 

Action. 

As provided in M.P.E.P. § 2142, the Supreme Court in KSR 

20 International v. Teleflex Inc., 82 USPQ2d 1385, 1396 (2007) 

specified that the analysis supporting a rejection under 35 

U.S.C. § 103 should be made explicit. "[R]ejections on 

obviousness cannot be sustained with mere conclusory 

statements; instead, there must be some articulated reasoning 

25 with some rational underpinning to support the legal 

conclusion of obviousness." In re Kahn, 441 F.3dd 977, 988, 78 

0450



0451

10

15

2O

25

M Attorney Docket NO. 290.1078USN lflww - l6 -

USPQ2d 1329, 1336 (Fed. Cir. 2006). Furthermore, the Examiner

must  " \\ 
 make “explicit” this rationale of the apparent reason to

 combine the known elements in the fashion claimed,” including

a detailed explanation of the e

design community or present in the marke'

 " \\| 

"ects of demands known  
 

 
to the

:place” and “the

background knowledge possessed by a person having ordinary

skill in the art” (KSR, page 14).

 The only rationale provided in support 0: the L03(a) rejection

 0: claim 6 is at the bottom 0: page 7 of the O
     
 

which merely asserts it would have been obvious to modi:

 

”ice action,

 fy the

teaching method 0: Linnakangas with AAPA because it “would

have

 
  added flexibility by allowing di
 

’erent networks to

 connect to the system“(emphasis added). Thus, one bene; 
 

'lt, or

advantage 0: the modification is the only rationale provided
 

in the O    
 

 
   
 

”ice Action in support 0: the instant rejection.

However, merely stating that a bene it o the modification

exists, as done above, does not provide the “articulated

reasoning with some rationale underpinning to support

  

the

legal conclusion 0: obviousness, required under KSR. 3y

  definition, every patentable invention must be “beneficial” —

and arguendo every invention contemplates at least some

bene:   

  

new

fit(s) in arriving at the invention — certainly this does

not render the benefit obvious or expected. Because every

modi: fication or element has a corresponding use or bene:

0451

 fit,
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the above reasoning could be applied to any improvement. It

 appears therefore that “hindsight construction” may have
)

 perhaps played a role in arriving at the present ground for

   

”icult   
  

rejection in the 0 "ice action — which though di

 
perhaps to avoid in many cases, is nonetheless impermissible

in making a prima facie showing 0: obviousness. 

According to M.P.E.P. 2142, “the examiner bears the initial

"actually supporting any prima facie conclusion 0;

 
   burden o
 

 obviousness. If the examiner does not produce a prima facie

case, the applicant is under no obligation to submit evidence

0: nonobviousness.’
I

Because a prima facie conclusion 0;  

obviousness has not been provided in the present 0 1C8

 
 
 

 
ACtion, Applicants respectfully request reconsideration and

  
withdrawal 0: this ground for rejection as to claim 6. 

 Similarly, no articulated reasoning is provided for the

 rejections of claims 11-14 and 20—21. On page 8, lines 5—7,

the Examiner merely states it would have been obvious because

it “would have broadened the appeal and applicability o: the 

II

system by allowing mobile units to connect to the networ<
    (emphasis added). On page 9, lines 1—2 and 8-9 of the O”ice

 

action it is stated that the combination would have been

obvious because it “would have added improved security to the

system” and it “would have added improved security and

 flexibility to the system” (emphasis added). It is submitted

0452
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that none 0: the above stated general bene:

required ar

O

 
 : obviousness.

 

18 -

 fits provides the

:iculated reasoning to show prima facie conclusion

The rejec:ions of claims 6, 11-14 and 20-21 under Section 103

are therefore improper and shou:

5

  

 

_d be removed.

. Rejection of Claims 15—19 and 25 under 35 USC § 103(a).

Claims 15-19 and 25 were rejected under Section 103 as being

obvious over Linnakangas in view 0: Sandhu. 

  respectfully traversed.

a  

Taught Nor Suggested in the Cited Art.

C—

C

base claims 1 and 22, respectively, and because each cl

"aims 15-19 and 25 are submitted to be a:

laims depend either directly or indirect:
  
_y upon the a:

 

This rejection is

. The Requisite Steps 0: Claims 15-19 and 25 Are Neither

_lowable because the

_lowable

aim

includes limitations that are not taught or suggested in the

 cited references.

The § 103 rejection is there: 

withdrawn.

b.  

Provided

0453

Prima Facie Support for Combination Under

fore improper and should be

§ 103 Not
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These rejections also lack the required articulated reasoning

to establish prima facie conclusion 0: obviousness. The only 

  
reasons for obviousness are stated on page 10, line 2 (“would

have added another layer 0: security within the secure 

connection” (emphasis added)) and page 10, line 17 (“would

have increased the number 0: security features available in  

the system” (emphasis added)) are again submitted to be mere

 general benefits that do not provide the required articulated

reasoning to meet the burden o: establishing a prima facie 

conclusion 0: obviousness. 

The rejections 0: claims 15-19 and 25 under Section 103 are 

 therefore improper and should be removed.

3. Conclusion

 Based on the foregoing, Applicants respectfully request that
   ”ice Action be the various grounds for rejeCtion in the O
 

  
reconsidered and withdrawn with respect to the previously

amended form 0: the claims, and that a Notice 0: Allowance be   

  issued for the present application to pass to issuance.

 In the event any further matters remain at issue with respect
 

 to the present application, Applicants respectfully request    

that the Examiner please contact the undersigned below at the

0454
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telephone number indicated in order

prior to the next action on the meri

0455

to discuss such ma'

 
:ter

  
 us or this applica':ion.
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The application is submitted to be in condition for

allowance, and such action is respectfully requested.

10

15

20

25

Respectfully submitted,

FASTH LAW OFFICES

[rfasthz ____________———
Rolf Fasth

Registration No.

ATTORNEY DOCKET NO. 290.1078USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2

Southern Pines, NC 28387—

Telephone: (9L0) 687-0031
Facsimile: (9L0) 295—2152 

4301

cc: Lisbeth Soderman, Borenius 
(Your ref: SOO49US)
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Application No. Applicant(s)

10/500,930 VAARALA ET AL.

Office Action Summary Examiner Art Unit

Jeffrey Seto 2446 -
-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event however may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)IXI Responsive to communication(s) filed on 19 October 2005.

2a)I:I This action is FINAL. 2b)IZI This action is non-final.

3)I:I Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under EX parte Quayle, 1935 CD. 11, 453 O.G. 213.

Disposition of Claims

4)IZI Claim(s) fl is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.

5)I:I Claim(s) is/are allowed.

6)IXI Claim(s) fl is/are rejected.

7)IZI Claim(s) 1,17 and 18 is/are objected to.

8)I:I Claim(s)_are subject to restriction and/or election requirement.

Application Papers

9)I:I The specification is objected to by the Examiner.

10)IZ The drawing(s) filed on 19 October 2005 is/are: a)IZI accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)I:I The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)IXI Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)—(d) or (f).

a)IZI AII b)I:I Some * c)I:I None of:

Certified copies of the priority documents have been received.

Certified copies of the priority documents have been received in Application No.

Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attach ment(s)

1) IZI Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)

2) D Notice of Draftsperson‘s Patent Drawing Review (PTO-948) Paper No(s)/Mai| Date._
3) |:| Information Disclosure Statement(s) (PTO/SB/08) 5) I:I Notice of Informal Patent Application

Paper No(s)/Mai| Date . 6) D Other:

 
U.S. Patent and Trademark Office

PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mai| Date 20081028
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Application/Control Number: 10/500,930 Page 2

Art Unit: 2446

1 .

2.

DETAILED ACTION

Claims 1-26 are pending.

Priority

Applicant’s claim for the benefit of a prior-filed application under 35 U.S.C. 119(e)

or under 35 U.S.C. 120, 121, or 365(c) is acknowledged. Since Applicant has provided

an English translation of the foreign application, the effective filing date for this

application is 1-22-2002.

4.

Claim Objections

Claims 1, 17 & 18 are objected to because of the following informalities:

a. Regarding claim 1, “the current destination address” in line 14, lacks

antecedent basis. This phrase can be replaced with "the destination address".

b. Regarding claims 17 & 18, “the modified IKE protocol” in line 3 of each

claim, lacks antecedent basis. Appropriate correction is required.

Claim Rejections - 35 USC § 112

The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

Claim 26 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite

for failing to particularly point out and distinctly claim the subject matter which applicant

regards as the invention.
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5. Regarding claim 26, it is unclear whether “a given second computer” in line 4, is

referring to “a second computer”, in line 3 of claim 22, or if applicant is introducing

another computer, which would be the fourth computer, into the claim. For examination

purposes, “a given second computer” has been considered another computer.

Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

6. Claims 1-5, 7-10, 22-24 & 26 are rejected under 35 U.S.C. 102(e) as being

anticipated by US. Patent Application Publication No. 2001/0047487 to Linnakangas, et

al. (Linnakangas).

7. Regarding claim 1, Linnakangas teaches a method for secure forwarding of a

message from a first computer to a second computer via an intermediate computer in a

telecommunication network(See paragraph 24, lines 4-8; wherein the local host 5 is the

first computer, remote host 4 is the second computer, and router 2 is the intermediate

computer), comprising: a) forming a message in the first computer or in a computer

that is served by the first computer, and in the latter case sending the message to the

first computer (See par. 24, lines 4-11; wherein message formation is inherent in
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“communication” and “exchanging user generated traffic”), b) in the first computer,

forming a secure message by giving the message a unique identity and a destination

address (See par.’s 4 & 24; wherein the SPI is the unique identity, and the header

inherently includes the destination address), c) sending the secure message from the

first computer to the intermediate computer (See par. 24, lines 4-6), d) using said

destination address and the unique identity to find an address to the second computer

(See par.'s 4 & 24; wherein a router that is able to perform lPSec and IKE translation,

inherently includes a translation table), e) substituting the current destination address

with the found address to the second computer (See par.’s 4 & 24; wherein address

substitution is a standard part of lPSec processing and IKE translation), f) substituting

the unique identity with another unique identity (See par.’s 4 & 24; wherein generating

and substituting SPl’s is a standard part of lPSec processing and IKE translation), and

g) forwarding the secure message with substituted current destination address and

substituted unique identity to the second computer (See par. 24, line 11).

8. Regarding claim 2, Linnakangas discloses forming the secure message in step b)

by using an lPSec connection between the first computer and the second computer

(See par. 24, lines 4-7).

9. Regarding claim 3, Linnakangas discloses performing a secure forwarding of the

message by making use of SSL or TLS protocols (See par. 24, lines 4-7; wherein using

a secure socket layer (SSL) is inherent in lPSec).

10. Regarding claim 4, Linnakangas discloses manually performing a preceding

distribution of keys to components for forming the lPSec connection (See par. 40, lines
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8-12; wherein manual distribution occurs when the IKE module is responding to a

request).

11. Regarding claim 5, Linnakangas discloses performing a preceding distribution of

keys for forming the lPSec connection by an automated key exchange protocol (See

par. 40, lines 8-12; wherein automated key exchange occurs when the IKE module

initiates negotiations).

12. Regarding claim 7, Linnakangas teaches sending the message that is sent from

the first computer in step c) as a packet that contains message data, an inner lP header

containing the actual sender and receiver addresses, an outer lP header containing the

addresses of the first computer and the intermediate computer (See par. 3, lines 1-6).

13. Regarding claim 8, Linnakangas teaches the lPSec connection being one or

more security associations (SA) and the unique identity being one or more SPI values

(See par. 4, lines 5-14).

14. Regarding claim 9, Linnakangas teaches performing the matching in step d)

by using a translation table stored at the intermediate computer (See par. 31, lines 1-6;

wherein the IP forwarder module is part of the intermediate computer).

15. Regarding claim 10, Linnakangas teaches changing both the address and

the SPI-value by the intermediate computer in steps e) and f) (See par. 24; wherein

lPSec includes replacing addresses in accordance with the translation tables, and

assigning a new SPI value to every received packet).

16. Regarding claim 22, Linnakangas teaches a telecommunication network for

secure forwarding of messages, comprising: at least a first computer, a second
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computer and an intermediate computer, the first and the second computers having

means for performing an lPSec processing, and the intermediate computer having

translation tables to perform lPSec and IKE translation (See par. 24, lines 1-15; wherein

local host 5 is the first computer, remote host 4 is the second computer, and router 2 is

the intermediate computer).

17. Regarding claim 23, Linnakangas teaches the translation table for lPSec

translation has IP addresses of the intermediate computer to be matched with IP

addresses of the second computer (See par. 24, lines 4-6; wherein the router inherently

has translation tables to perform lPSec).

18. Regarding claim 24, Linnakangas teaches the translation tables for IKE

translation consists of two partitions, one for the communication between the first

computer and the intermediate computer and another for the communication between

the intermediate computer and the second computer (See par. 24, lines 4-8; wherein

the router (or intermediate computer) inherently includes at least two translation tables

(or partitions), since one translation table is required for each lPSec connection, and

there are at least two lPSec connections).

19. Regarding claim 26, Linnakangas teaches another translation table for IKE

translation containing fields for matching a given user to a given second computer (See

par. 24, lines 8-11; wherein each remote host must establish a new secure connection,

which includes a new translation table).
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Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

20. Claims 6, 11-14 & 20-21 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Linnakangas, as applied to claim 1 above, in view of Applicant's

Admitted Prior Art (AAPA).

21. Regarding claim 6, Linnakangas teaches the invention as described in claim 5.

Linnakangas does not teach performing the automated key exchange protocol used for

the preceding distribution of keys for forming the IP Sec connection by means of a

modified IKE key exchange protocol between the first computer and the intermediate

computer and by means of a standard IKE key exchange protocol between the

intermediate computer and the second computer. However, AAPA teaches a

modified IKE key exchange protocol between the first computer and the intermediate

computer (See page 8, lines 27-29; wherein the key exchange is modified to support

NAT traversal) and a standard IKE key exchange protocol between the intermediate

computer and the second computer (See p. 8, lines 29-32).

Using the features of AAPA in the system of Linnakangas would have added

flexibility by allowing different networks to connect to the system. Therefore, it would

have been obvious to one of ordinary skill in the art, at the time of the invention, to

combine the teachings of AAPA and Linnakangas.
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22. Regarding claim 11, Linnakangas teaches the invention as described in claim 1.

Linnakangas does not teach the first computer being a mobile terminal, so that the

mobility is enabled by modifying the translation table at the intermediate

computer. However, AAPA teaches this limitation (See p. 7, lines 10-16).

Using the features of AAPA in the system of Linnakangas would have broadened

the appeal and applicability of the system by allowing mobile units to connect to the

network. Therefore, it would have been obvious to one of ordinary skill in the art, at the

time of the invention, to combine the teachings of AAPA and Linnakangas.

23. Regarding claim 12, Linnakangas, in view of AAPA, teach the invention as

described in claim 11. Linnakangas further teaches performing the modification of the

translation tables by sending a request for registration of the new address from the first

computer to the intermediate computer (See p. 3, par.’s 46-51).

24. Regarding claim 13, Linnakangas, in view of AAPA, teach the invention as

described in claim 12. Linnakangas further teaches sending a reply to the request for

registration from the intermediate computer to the first computer (See p. 3, par. 50).

25. Regarding claim 14, Linnakangas, in view of AAPA, teach the invention as

described in claim 12. Linnakangas further teaches authenticating or encrypting by

lPSec the request for registration and/or reply (See p. 3, par. 62).

26. Regarding claim 20, Linnakangas teaches the invention as described in claim 1.

Linnakangas does not teach sending the secure message by using an lPSec transport

mode. However, AAPA teaches this limitation (See p. 4, lines 14-19).
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Using the features of AAPA in the system of Linnakangas would have added

improved security to the system. Therefore, it would have been obvious to one of

ordinary skill in the art, at the time of the invention, to combine the teachings of AAPA

and Linnakangas.

27. Regarding claim 21, Linnakangas teaches the invention as described in claim 1.

Linnakangas does not teach sending the secure message by using an lPSec tunnel

mode. However, AAPA teaches this limitation (See p. 4, lines 21-29).

Using the features of AAPA in the system of Linnakangas would have added

improved security and flexibility to the system. Therefore, it would have been obvious to

one of ordinary skill in the art, at the time of the invention, to combine the teachings of

AAPA and Linnakangas.

28. Claims 15-19 & 25 are rejected under 35 U.S.C. 103(a) as being unpatentable

over Linnakangas, as applied to claims 4 & 24 above, in view of U.S. Patent Number

6,985,953 issued to Sandhu, et al. (Sandhu).

29. Regarding claim 15, Linnakangas teaches the invention as described in claim 4.

Linnakangas further teaches establishing the key distribution for the secure connections

by establishing an IKE protocol translation table, and using the translation table to

modify IP addresses of IKE packets in the intermediate computer (See par. 24, lines 4-

6). Linnakangas does not teach using the translation table to modify cookie values of

IKE packets in the intermediate computer. However, Sandhu teaches this limitation

(See col. 7, line 55 to col. 8, line 19; wherein the KDC is the intermediate computer).
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Using the features of Sandhu in the system of Linnakangas would have added

another layer of security within the secure connection. Therefore, it would have been

obvious to one of ordinary skill, at the time of the invention, to combine the teachings of

Sandhu and Linnakangas.

30. Regarding claim 16, Linnakangas in view of Sandhu teach the invention as

described in claim 15. Linnakangas does not teach establishing the key exchange

distribution by: generating an initiator cookie and sending a zero responder cookie to

the second computer, generating a responder cookie in the second computer, and

establishing a mapping between IKE cookie values in the intermediate computer.

However, Sandhu teaches generating an initiator cookie and sending a zero responder

cookie to the second computer (See col. 8, lines 41-47; wherein the Authenticator is the

initiator cookie), generating a responder cookie in the second computer (See col. 8,

lines 41-47; wherein Bob’s response is the responder cookie), and establishing a

mapping between IKE cookie values in the intermediate computer (See col. 8, lines 49-

51; wherein a mapping is required for authentication).

Using the features of Sandhu in the system of Linnakangas would have

increased the number of security features available in the system. Therefore, it would

have been obvious to one of ordinary skill in the art, at the time of the invention, to

combine the teachings of Sandhu and Linnakangas.

31. Regarding claim 17, Linnakangas in view of Sandhu teach the invention as is

described in claim 15. Linnakangas further teaches modifying the IKE protocol between

the first computer and the intermediate computer by transmitting the IKE keys from the
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first computer to the intermediate computer in order to decrypt and modify IKE packets

(See par.'s 4 & 24; wherein the remote host 4 is an IPSec node that sends the IKE keys,

and equates to applicant's first computer).

32. Regarding claim 18, Linnakangas in view of Sandhu teach the invention as is

described in claim 15. Linnakangas further teaches carrying out the modification of the

IKE packets by the first computer with the intermediate computer requesting such

modifications (See par.’s 41-45; wherein the IKE module is in the intermediate

computer).

33. Regarding claim 19, Linnakangas in view of Sandhu teach the invention as

described in claim 17. Linnakangas further teaches defining the address so that the first

computer is identified for the second computer by the intermediate computer by means

of an IP address taken from a pool of user IP addresses when forming the translation

table (See par.’s 56 & 57).

34. Regarding claim 25, Linnakangas teaches the invention as described in claim 24.

Linnakangas further teaches both partitions of the mapping table for IKE translation

contains translation fields for a source IP address and a destination IP address between

respective computers (See par. 24, lines 4-8; wherein source and destination addresses

are inherent in IPSec). Linnakangas does not teach the mapping table for IKE

translation contains translation fields for initiator and responder cookies between

respective computers. However, Sandhu teaches a mapping table that contains

translation fields for initiator and responder cookies between respective computers (See
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col. 8, lines 41-51; wherein the authenticator is the initiator cookie and Bob’s response

is the responder cookie).

Using the features of Sandhu in the system of Linnakangas would have provided

increased security and insured that messages where transmitted to the correct

destination. Therefore, it would have been obvious to one of ordinary skill in the art, at

the time of the invention, to combine the teachings of Sandhu and Linnakangas.

Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Jeffrey Seto whose telephone number is (571 )270-7198.

The examiner can normally be reached on Monday thru Thursday and alt. Fridays,

9AM-6:30PM.

lf attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Jeffrey Pwu can be reached on (571) 273-6798. The fax phone number for

the organization where this application or proceeding is assigned is 571 -273-8300.
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Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

JKS

1 1/5/2008

/Joseph E. Avellino/

Primary Examiner, Art Unit 2446
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CONFIRMATION NO. 1571

371 ACCEPTANCE LETTER

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
‘00000000018494493"
 

Date Mailed: 04/17/2006

NOTICE OF ACCEPTANCE OF APPLICATION UNDER 35 U.S.C 371 AND 37 CFR 1.495

The applicant is hereby advised that the United States Patent and Trademark Office in its capacity as a
Designated / Elected Office (37 CFR 1.495), has determined that the above identified international application has
met the requirements of 35 U.S.C. 371, and is ACCEPTED for national patentability examination in the United
States Patent and Trademark Office.

The United States Application Number assigned to the application is shown above and the relevant dates are:

10/19/2005 10/19/2005

DATE OF RECEIPT OF 35 U.S.C. 371(c)(1), (c)(2) and DATE OF COMPLETION OF ALL 35 U.S.C. 371

(c)(4) REQUIREMENTS REQUIREMENTS

A Filing Receipt (PTO-103X) will be issued for the present application in due course. THE DATE APPEARING
ON THE FILING RECEIPT AS THE " FILING DATE" IS THE DATE ON WHICH THE LAST OF THE 35 U.S.C.

371 (c)(1), (c)(2) and (c)(4) REQUIREMENTS HAS BEEN RECEIVED IN THE OFFICE. THIS DATE IS SHOWN

ABOVE. The filing date of the above identified application is the international filing date of the international
application (Article 11(3) and 35 U. S. C. 363). Once the Filing Receipt has been received, send all
correspondence to the Group Art Unit designated thereon.

The following items have been received:

Indication of Small Entity Status

Copy of the International Application filed on 07/08/2004

Copy of the International Search Report filed on 07/08/2004

Copy of IPE Report filed on 07/08/2004

Preliminary Amendments filed on 07/08/2004
Oath or Declaration filed on 10/19/2005

Small Entity Statement filed on 07/08/2004

Request for Immediate Examination filed on 07/08/2004
US. Basic National Fees filed on 07/08/2004

Priority Documents filed on 07/08/2004

Power of Attorney filed on 10/19/2005
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Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed
to the address given in the heading and include the US. application no. shown above (37 CFR 1.5)

WINSTON M ALVARADO

Telephone: (703) 308—9140 EXT 206

PART 3 - OFFICE COPY

FORM PCT/DO/EO/903 (371 Acceptance Notice)
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. Commissioner for PatentsUnited States Patent and Trademark Office
. PO. Box 1450

Alexandria. VA 22313-1450
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FASTH LAW OFFICES (ROLF FASTH)

26 PINECREST PLAZA, SUITE 2

SOUTHERN PINES NC 28387-4301

In re Application of
VAARALA et al.

Application No.2 10/500,930
PCT No.: PCT/F103/00045

Int. Filing Date: 21 January 2003 :

Priority Date: 22 January 2002 : DECISION

Attorney Docket No.: 290.1078USN '
For: METHOD AND SYSTEM FOR

SENDING A MESSAGE THROUGH A

SECURE CONNECTION

This is a decision on applicants’ submission of a declaration in the United States Patent and

Trademark Office (USPTO) on 19 October 2005.

BACKGROUND

On 15 September 2005, the Office mailed Decision On Petition Under 37 CFR 1.137(b),

dismissing applicant’s petition as moot and requiring an oath or declaration of the inventors in

compliance with 37 CFR l.497(a)—(b). The decision set a one month, non-extendable time period for

reply.

On 19 October 2005, applicants submitted a new declaration, executed by the inventors.

DISCUSSION

The new declaration complies with 37 CFR 1.497(a)-(b) .

CONCLUSION

This application is being forwarded to the National Stage Processing Branch of the Office of

PCT Operations for continued processing in accordance with this decision. The application has a date of

19 October 2005 under 35 U.S.C. §371(c)(1), (c)(2) and (c)(4).

dado. fl’UMLAOYL
Erin P. Thomson

Attorney Advisor

PCT Legal Administration

Telephone: 571—272-3292
Facsimile: 571—273-0459
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THROUGH A SECURE ' ' - AN ENVELOPE. ADDAESSED To: comuisronan son PATENTS "

CONNECTION , - _ - e 2.0. BOX 1450,>‘ALEXANDR‘XA, VA 21313-1450. 0

7 Examiner: Tflxggah' ;j," 
Date: 14 October 2005 ,_ .~ ,Rolf.‘ as h _

. ‘ Attorney for Applicant

TRANSMITTAL 

COMMISSIONER FOR PATENTS

P.O. Box 1450 - _

Alexandria, VA 223l3*l450

Enclosed for filing in the aboveéreferenced'application are the
folIOwing: ‘ , -' - ‘

(X) Copy of Decision On Petition dated 15 September 2005
(X) -Signed Oath or Declaration of the InVentors ' '
(X) The Commissioner is hereby aUthorized to charge any

additional fees which may be required in connection with
the filing of this correspondence, or credit over-payment,.
to Account No. 06-0243. '

Respectfully submitted,
FASTH ' LAW OFFICES ‘

(Z. TQM/1
Rolvaas h
Registration No. 36,999

  

’FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2, . {9-
Southern Pines, NC 28387-4301 <$ ‘
Telephone: 910—687—0001 . . - C)
Facsimile: 910-295—2152 -, (3 <¢>

» ‘ ' 0° «Z,/ , / '

4%; <; 63; {$22)
”90% “a“

4?.d}.

‘%
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 COMMISSIONER FOR PATENTS

UNITED STATES PATENT AND TRADEMARK OFFICEP.O. Box I450

ALEXANDRIA. VA 2231 3- I 450
www.mpto.gov

93 o. l m s as
‘ FATH LAW OFFIC ‘

629 E. BOCA RATON 
In re Application of VAARALA et al
Application No.: 10/500,930
PCT Application No.: PCT/FIO3/OOO45 ;
Int. Filing Date: 21 January 2003 : DECISION ON PETITION
Priority Date Claimed: 22 January 2002 . : UNDER 37 CFR 1.137(b)
Attorney Docket No.: 290.1078USN
For: METHOD AND SYSTEM FOR SENDING A . .

' .. ..MESSAGE THROUGH A SECURE CONNECTION . ~ : - _ - ., .-._

This is a decision on applicants’ Petition For Revival Under 37 CFR 1.137(b), filed
in the United States Patent and Trademark Ofiice (PTO) on 13 June 2005. »

BACKGROUND

_ On 21 January 2003, applicants filed internatiOnal application PCT/F103/0004-5. The
international application claims a priority date of 22 January 2002 and designates the United
States. A copy of the international application was communicated from the International Bureau
to the United States Patent and Trademark Office on 31 July 2003. The deadline for paying the
basic national fee in the United States was thirty months from the priority date, that is 22‘July 2004.

On 8July 2004, applicants filed a transmittal letter for entry into the national stage in the
United States which was accompaniedby, inter alia, the US. Basic National Fee as required by 35
U.S.C. 371(c)(1), a copy of the international application, and an unexecuted declaration of the
inventors.

On 13 December 2004, a Notification of Missing Requirements Under 35 U.S.C. 371
(Form PCT/DO/EO/905) was mailed to applicants, requiring the submission of an executed oath
or declaration of the inventors and a surcharge under 37 CFR 1.492(6). This-Notification set; a two
(2) month period for reply, with extensions of time obtainable under 37 CFR 1.136(a). .

On 13 June 2005, applicants filed the instant petition for revival accompanied by, men/1a,
the petition fee of $750, an executed declaration as required by 35 U.S.C. 371 (c) (4), and the
surcharge of $65 for the late declaration. _ '

‘ _, BEST AVAILABLE cow
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Application No. 10/500,930

DISCUSSION

Applicants’ response filed 13 June 2005 was within the'time limits set by the Notification of
Missing Requirements, which provided for a two (2) month period for reply, with extensions of
time available. Applicants’ response was filed in the ‘fourth month, so a four men
of $795 is required. This fee has been chargedto Deposit Account No. 06-0243 as authorized.
Applicants’ response included an executed declaration as required by 35 U.S.C. 371(c)(4) and the

\surcharge of $65 for the late declaration. As suchi applicants’ reEly is timeE if if Efffffiof ifnot abandoned. Therefore, the petition to revrve is moot an e 50 fee has been credited back
to counse ’5 Deposit Account.

.IIIIIIIIIIIIII-Illlllllll-IIIIIIII.

The declaration filed 13 June 2005 is defective because it does not include theentire
declaration signed by each inventor. See MPEP 201.03, which states:

While each inventor need not execute the same oath or declaration,
each oath or declaration executed by an inventor must contain a
complete listing of all inventors so as to clearly indicate what each

a p ‘ inventor believes to be the-appropriate inventive entity. Where
'3 _ individual declarations are executed, they inust be submitted as

individual declarations rather than combined into one declaration.
a; 5 I .

\3 Thus, applicants’ declaration is defective because it is a combined declaration consisting of two
individually executed declarations. The declarations must include all of the pages of the
declaration signed by each of the inventors.

CONCLUSION

_ The petition to revive the application abandoned under 37 CFR 1.l37 (b) is DISMISSED as
MOOT. ' . ~

S: Applicant is now required to submit a substitute declaration or oath to correct the
deficiencies set forth above. Applicant is given ONE (1) MONTH from the mailing date of this
notice, within which to supply the substitute declaration or oath in order to avoid abandonment.

xtensiohs of time-ma ‘NOT be obtained under the provisions of 37 CPR-1.136.
2.___.——L——-—--—-——

WW
Amy Vanatta ' Boris Milef
PCT Legal Administration Detailee PCT Legal Examiner
Telephone: 571-272-6094 . . Office ofPCT Legal Administration
Facsimile: 571-273-0419

BEST AVAILABLE <2on
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\14-IOCT-E-fBBS 15:13 From: ‘ . . T0191Z 232158 PIE/4
'5 ' Bec’d PCT/PTO 19 OCT 2055

-;o/500930

COMBINED DECLARAIION AND EQHER OF ATTORNEY
FOR PATENT APPLICATION

10/11/08 100.1(WHUEN 
As a below named inventor, I hereby declare that:

My residence, post office.address and citizenship are as
stated below next to my name.

I believe I an original, first and.joint inventor of the
subject matter which is claimed and for which a patent is sought
on the invention entitled METHQD'AND SYSTEM FOR SENDlNG A MESSAGE
THROUGH A SECURE CONNECTTON,,the specification of which was filed
as International Patent Application No. PCT/FT03/000451/Ion 21
January 2003

T hereby state that I haVe reviewed and ‘understand the
contents of the above—identified specification, including the
claims, as amended by any amendment reterred to above.

I acknowledqe the duty to disclose information that is

material to the patentability of this application in accordance
with Title 37, Code of Federal Regulatione, § 1.56(a). If this is
a continuation-in-part application filed under the conditions

specified in 35 U.S.C. § 120 which discloses and claims subject
matter in addition to that disclosed in the prior copcnding
application, I further acknowledge the duty to disclose material
information as defined in 37 CFR'§1.56(&) which occurred between

the filing date of the prior application and the national or PCT
international filing date of the continuation—in—part application.

- I hereby claim foreign priority benefits under Title 35,
United States Code, § 119 of any foreign application(s) fer patent
or inventor‘s certificate listed below and have also identified

below any foreign application for patent or inventor'e certificate
having a filing date before that of the application on which
priority is claimed: '

Prior Foreign Application(s) Priority
- Claimed

20020112 y// Finland«/fi ‘22 Jan. 2902 /// [X] [ ]
(Number) (Country)' (Day/Month/Year) Yes No

T)F‘.('5T.ARATTON - PAGE 1 OF 3

BE§T AVAILABLECOPY
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Stevens 15:13 From: . ~ ' ' To:91la $2152 P.3_/4
‘ ‘ Bec’d PCT/PTO 19 OCT 2065

40/500930
RF 10/13/0'4 190. IUIUUSH

I hereby claim the benefit under Title 35, United States
Code, § 120 of any United States application(s) listed below and,
insofar as the subject matter of each of the claims of this
application is not disclosed -in ~the prior United States
application in the manner provided by the first paragraph of Title
35, United States Code, § 112, I acknowledge the duty to disclose
material information as defined in Title 37, Code of Federal

Regulations, § 1. 56(a) which occurred between the tiling date of

the prior application and the national or PCT international fi].ing
date of this application:

(not applicable) V (n/a) 5 ‘ (not applicable).
(Application Serial No.) (Filing Date) (Status: patented,

‘ ~- pending, abandoned)

The undersigned hereby authorizes Rolf Fasth, the 0.3.

attorney named herein, to accept and follow instructions from

lnnopat Ltd. as to any ac:t.lon t.o be taken in the Patent
and Trademark Office regarding this application without direct
communication between Rolf b'asth and the undersigned. In the
event of a change in the persons from whom instructiona may be
taken, Rolf Faeth will be :30 notified by the undersigned.

I hereby appoint Rolf Fasth, Registration No. 36,999, to

prosecute this application, to file a correspondinq international
application, and to transact all business in the Patent and
Trademark Office connected therewith. -

Address all telephone calls to Rolf FaSth at telephone

number Qfléfl_ifllrflflflli fax_number;1910) 295—2152.

Address all corres ondence to:P

.Boli—Easthq

§A§I._LAE_QEE£§§§

2§_Einecre&t_flie;eLJflE£§L3
Southern Pines N -_‘O

I hereby declare that all statements made herein of my own
knowledge are true and that all statements made on information and
belief are believed to be true; and futher LhaL these statements

were made with the knowledge that Willful false statements and the
like so inade are punishable by fine or imprisonment, or both,
under Section 1001 of Title 18 of the United States Code and that

such willful false statements may jeopardize the validity of the
application or any patent issued thereon.

BEST AVAILABLE COPY
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14-DCT-EII5 15:13 From: . \, To:91@ ©2158 , P.4’4
mu PCT/PTO 19 OCT zuus

10/500930
R7 10/13/05 290.1018USN

Full name of first joint inventor: _.Sami Vaarala'-

Inventor's signature é’Mv M [CV/.640
_.._ . ’ te

Residence: §%b‘inland \r'JaX

Citizenship: Finland/ ,sSTEEWKlNNF ggg?
. FIN’OQQOO ESPa°.FI’nlanc\

Post Office address: N-e-l-Jva-a—Fnrfirj-a—H-k
F . n u, .

Full name of sec-cud joinL inventor: Aptti Nuopponen
./

. /' ,
Inventor's signature 1"" V/az'Zl—x'

Residence: Espoo, Finland 4:). >\
Citizenship: Finland ,/

Post Office address: Kaksoiskiventie 7—9 A1

FIN—02760 Espoo, Finland

 

DECLARATION - PAGE 3 OF 3
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UNITED Sum-:5 PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Addxeu: COMNIISSIONER FOR PATENTSR0. Box 1450

Alumnimz'ia1 Virginia 273134450manna-m

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII CONFIRMATION N0. 1571
Bib Data Sheet

 

FILING OR 371(c)

SERIAL NUMBER DATE GROUP ART UNIT
10/500,930 10/19/2005 2617

RU LE

ATTORNEY

DOCKET NO.

290.1078USN

‘ PPLICANTS

Sami Vaarala, Espoo. FINLAND;

Antti Nuopponen, Espoo, FINLAND;

* CONTINUING DATA *************************

This application is a 371 of PCT/Fl03/00045 01/21/2003

* FOREIGN APPLICATIONS ********************

FINLAND 20020112 01/22/2002

** SMALL ENTITY **

Foreign Priority claimed D yes D no
5 use 119 (a-d) conditions I] yes |:| no I] Met after STATE 0R SHEETS INDEPENDENCOUNTRY DRAWING CLAIMSI et

' Allowance FINLAND 6 2
1 Examiner's Si-nature

FILING FEE FEES: Authority has been given in Paper
RECEIVED No. to charge/credit DEPOSIT ACCOUNT

for following:
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COMMISSIONER FOR PATENTS
UNITED STATES PATENT AND TRADEMARK OFFICE

PO. Box 1450
ALEXANDRIA. VA 223 I 3- I 450

www.uspto.gov

RALF FASTH

FASTH LAW OFFICES

629 E. BOCA RATON

PHOENIX, AZ 85022

In re Application of VAARALA et al

Application No.: 10/500,930

PCT Application No.: PCT/FIO3/00045 :

Int. Filing Date: 21 January 2003 : DECISION ON PETITION

Priority Date Claimed: 22 January 2002 _ : UNDER 37 CFR 1.137(b)

Attorney Docket No.: 290.1078USN '
For: METHOD AND SYSTEM FOR SENDING A

MESSAGE THROUGH A SECURE CONNECTION

This is a decision on applicants’ Petition For Revival Under 37 CFR 1.137(b), filed

in the United States Patent and Trademark Office (PTO) on 13 June 2005. '

BACKGROUND

On 21 January 2003, applicants filed international application PCT/FIO3/OOO45. The

international application claims a priority date of 22 January 2002 and designates the United
States. A copy of the international application was communicated from the International Bureau

to the United States Patent and Trademark Office on 31 July 2003. The deadline for paying the

basic national fee in the United States was thirty months from the priority date, that is 22 July 2004.

On 8July 2004, applicants filed a transmittal letter for entry into the national stage in the

United States which was accompaniedby, [Mara/1a, the US. Basic National Fee as required by 35
U.S.C. 371(c)(1), a copy of the international application, and an unexecuted declaration of the
inventors.

On 13 December 2004, a Notification of Missing Requirements Under 35 U.S.C. 371

(Form PCT/DO/EO/905) was mailed to applicants, requiring the submission of an executed oath

or declaration of the inventors and a surcharge under 37 CFR 1.492(6). This-Notification set a two

(2) month period for reply, with extensions of time obtainable under 37 CFR 1.136(a).

On 13 June 2005, applicants filed the instant petition for revival accompanied by, inter alia,

the petition fee of $750, an executed declaration as required by 35 U.S.C. 371(c)(4), and the

surcharge of $65 for the late declaration.

‘0494
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IN". . .

Application No. 10/500,930 -2-

DISCUSSION

Applicants’ response filed 13 June 2005 was within the time limits set by the Notification of

Missing Requirements, which provided for a two (2) month period for reply, with extensions of

time available. Applicants’ response was filed in the 'fourth month, so a four month extension fee

of $795 is required. This fee has been charged to Deposit Account No. 06—0243 as authorized.

Applicants’ response included an executed declaration as required by 85 U.S.C. 371 (CH4) and the

surcharge of $65 for the late declaration. As such, applicants’ reply is timely and the application is
not abandoned. Therefore, the petition to revive is moot and the $750 fee has been credited back

to counsel’s Deposit Account.

The declaration filed 13June 2005 is defective because it does not include the entire

declaration signed by each inventor. See MPEP 201.03, which states:

While each inventor need not execute the same oath or declaration,

each oath or declaration executed by an inventor must contain a

complete listing of all inventors so as to clearly indicate what each

inventor believes to be the appropriate inventive entity. Where

individual declarations are executed, they must be submitted as
individual declarations rather than combined into one declaration.

Thus, applicants’ declaration is defective because it is a combined declaration consisting of two

individually executed declarations. The declarations must include all of the pages of the

declaration signed by each of the inventors. ‘

CONCLUSION

The petition to revive the application abandoned under 37 CFR 1.137 (b) is DISMISSED as
MOOT.
 

Applicant is now required to submit a substitute declaration or oath to correct the

deficiencies set forth above. Applicant is given ONE (1) MONTH from the mailing date of this

notice, within which to supply the substitute declaration or oath in order to avoid abandonment.

Extensions of time may NOT be obtained under the provisions of 37 CFR 1.136.

WW" W
Amy Vanatta Boris Milef

PCT Legal Administration Detailee PCT Legal Examiner

Telephone: 571-272-6094 . Office of PCT Legal Administration
Facsimile: 571-273 -0419
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1 4010 Rec’d PCT/P” 13 JUN 2005 Rhea 5/9/05 29040700510 PATENT

IN THE UNI ”0" 5L PATENT AND TRADEMARK OFFICE

In re application of Art Unit

Sami Vaarala, Antti Nuopponen

_ CERTIFICATE QF' mthfi
Serial No. 10/500,930

I HEREBY GRIT?! THAT THIS DEER AND THE W5

Filed: 8 July 2004 mmasnsmmmmonmmn
m mm DEPOSIED WITH THE 0mm 5M5 Poem

For: METHOD AND SYSTEM FOR games as Mme 9, 2005 as msm cuss mm. m m
SENDING A MESSAGE mamas nausea: to: MAIL 5m surname,
THROUGH A SECURE cmssroma m yams, 2.0. Box 1450,
CONNECTION mmnmmu,wx2umd o

Examiner: . % flCIFA/W
Date: 9 June 2005 magnum

Attorney £9: Applicant

33912320 FOR RECONSIDERA'I‘ION or HOLDING or ABANDONMENT

TO THE COMMISSIONER FOR PATENTS:

The entire delay in filing the required reply from the due

date for the reply until the filing of a grantable petition

' purSuant to 37 1.137(b) was unintentional.

It is requested that any additional fees which are

required in connection with this request be charged to Deposit

Account No. 06-0243. A duplicate copy of this paper is enclosed.

0 10500930
05/17/2005 1000710000 0000000 Respectfully submitted,
01 FC:2617 05.00 on FASTH LAW OFFICES

Rolf Fast

Registration No. 36,999

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387—4301

Telephone: 910—687—0001
Facsimile: 910—295—2152

BEST AVAILABLE COPY
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMJVIISSIONER FOR PATENTSR0. Box 1450

AlexanddLVugim 22313—1450. wwwusptogov

10/500,930 290.1078USNSami Vaarala

INTERNATIONAL APPLICATION NO.

 

 

PCT/FIO3/00045

33369

FASTH LAW OFFICES 01/21/2003 01/22/2002
629 E. BOCA RATON ROAD

PHOENIX' AZ 85022 CONFIRMATION N0. 1571
371 FORMALITIES LETTER

lliillllllilllillllillll Illlilililllilli lillllllii llllllllliilllililiililll lillillllllii
‘00000000014733065"
   

” 56a; Mallet-012330604

NOTIFICATION OF MISSING REQUIREMENTS UNDER 35 U.S.C. 371 IN THE UNITED

STATES DESIGNATED/ELECTED OFFICE (DO/EO/US)

The following items have been submitted by the applicant or the lB to the United States Patent and Trademark
' Office as a Designated / Elected Office (37 CFR 1.495).

c indication of Small Entity Status

Copy of the international Application filed on 07/08/2004

Copy of the international Search Report filed on 07/08/2004

Copy of iPE Report filed on 07/08/2004

Preliminary Amendments filed on 07/08/2004

Oath or Declaration filed on 07/08/2004

Small Entity Statement filed on 07/08/2004

Request for immediate Examination filed on 07/08/2004

US. Basic National Fees filed on 07/08/2004

Priority Documents filed on 07/08/2004

-- axio‘ .‘

The following items MUST be furnished within the period set forth below in order to complete the requirements for
acceptance under 35 U.S.C. 371:

N o Oath or declaration of the inventors, in compliance with 37 CFR 1.497(a) and (b), identifying the application
by the international application number and international filing date. The current oath or declaration does
not comply with 37 CFR 1.497(a) and (b) in that it:

I is not executed in accordance with either 37 CFR 1.66 or 37 CFR 1.68.

a $65 Surcharge for providing the oath or declaration later than 30 months from the priority date (37 CFR
1.492(e)) is required.

SUMMARY OF FEES DUE:

Total additional fees required for this application is $65 for a Small Entity:

BEST AVAILABLE COPY
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.Vv . . ‘ v. Page 2 of 2
0 $65 Late oath or declaration Surcharge.

‘_,, :A

of 37 CFR 1.136(8).

Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed
to the address given in the heading and include the US. application no. shown above (37 CFR 1.5)

‘ '$ A copy of this notice MUSTbe returned with the response.

WINSTON M ALVARADO

R

Telephone: (703) 305-6421

””‘PART '1 — ATTOR’NEYiAPiSLicAN'T EOPY '
WWW

US. APPLICATION NUMBER NO. INTERNATIONAL APPLICATION NO. ATTY. DOCKET NO.

10/500,930 PCT/F103/00045 290.1078USN

_ FORM PCT/DO/EO/905 (371 Formalities Notice)

BEST AVAILABLE COPY
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@1 JUN-82.5 1?: 24 From: LISBETH
’2

RI 6/1/05 290.107BUSN

COMBINED DECIMATION
FOR PATENT AP

As a below named inventor, I

My residence, post office a
stated below next to my name.

I believe I an original, fi
subject matter which is claimed an
on the invention entitled METHOD

THROUGH A SECURE CONNECTION, the Sp
as International Patent Applicati

January 2003.¢/’

I hereby state that I hav
contents of the above—identified

claims, as amended by any amendment

material to the patentability of

+3589584E’E 1 50

 

 

 

P.5’?

To:91.29‘58

10/500930
POWER OF ATTORNEY

LICATION

ereby declare that:

dress and citizenship are as

st and joint inventor of the

for which a patent is sought
SYSTEM FOR SENDING A MESSAGE

cification of which was/filed11 No. PCT/FIOB/OOO45,:~ on 21

reviewed and understand the
specification. including. the

referred to above. “

his application in accordanceI acknowledge the duty tt)jdisclose information that is
with Title 37, Code of Federal Regu
a continuation—in—part application
specified in 35 U.S.C.
matter

application, I further acknowledge

§ 120 which

ations, § l.56(a). If this is
filed under the conditions

discloses and claims Subject
in addition to that disclosed in the prior copending

the duty to disclose material

Rec’d PET/PTO 13 JUN 2005

information as defined in 37 CFR §1.56(a) which occurred between
the filing date of the prior application and the national or PCT

international filing date of the continuation—in—part application.

I hereby claim foreign prio ity benefits under Title 35,
United States Code, § 119 of any to eign application(s) for patent
or inventor's certificate listed below and have also identified

below any foreign application for patent or inventor's certificate

having' a filing' date before that of the application on which
priority is claimed:

Priority

 
Prior Foreign Application(s)

Claimed

29929112/ Einland / 22 glen. 2002 / {x1
[1

(Number) (Country) ( y/Month/Year) Yes No

DECLARATION - PAGE 1 OF 3
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lll-JUN-EBS 17:24 FromzLISBETH . 658958422152: To:91I 2‘52 P.6’7

 
  

 

  
 
 

 
 

  

  
 

 

RI 6/1/05 29010181193

I hereby claim the benefit der Title 35, United States

code, § 120 of any United States a-plicatioMs) listed below and,
insofar as the subject matter of each of the Claire of this

application is not disclosed i the prior united States
application in the manner provided 0y the first paragraph of Title
35, United States Code, § 112, I a-Inowledge the duty to disclose
material information as defined i- Title 37, Code of Federal

Regulations, § 1.56(a) which occur ed between the filing date of

the prior application and the natio-al or PCT international filing
date of this application:

n a 1i ble
{not applicable)

(Application Serial No.) (Filing D (Status: patented,
pending, abandoned)

te)

The undersigned hereby autnorizes Rolf Fasth, the 0.8.
attorney’ named herein, to accept and follow instructions from
Innopat Ltd. as to any action to be taken in the Patent

I hereby appoint Rolf Fast , Registration No. 36,999. to
proseCute this application, to fila a corresponding international
application, and to transact all business in the Patent and
Trademark Office connected therewit

Address all telephone ca11~ to Rolf Fasth at telephgee
Eggher (602) 993-9029; fax ngmber (-

I hereby declare that all st tements made herein of my own
ements made on information and

belief are believed to be true; ano further that these statements

under section 1001 of Title 18 of -Ie United States Code and that

such willful false statements may
application or any patent issued th

DECLARATION - PAGE 2 OF 3
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Bl-JUN-EBIS 17:24 From:LISBETH . +358958428152 To:91@ 2‘152 P.7’7‘ l

K? 6/1/05 290.107GUSN

 
 

' /,(;D Full name of first joint inventor: Sami Vaarala

inventors signature W M" 7 é 52055.
Date

 

Residence: Helsinki, Finland 15.2 

Citizenship: Finland M

Post Office address: Saterinrinne 3 B 37

FIN-02600 Es ---oFin1:and

Full name of second joint inventor: Antti Nuopponen

Inventor's signature

Residence: Espoo , Finland

Citizenship: Finland

Post Office address: Kaksoiskivent e 7—9 Al

FIN~02760 Esoo, Finland

DECLARATION - PAGE 3 OF 3
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01/06/2005 11:00 FAX . .

RS fill/35 290. 107mm

Full name of first joint inventor: Sami Vaarala

Inventor ' s signature ____.___________

Residence: Helsinki . Finland

Citizenship : Finland

‘Posc Office address: Neljas Linja 22A
FIN-0053 0 Helsinki , Finland

Full name of second joint inventor: Antti NUopponenEx

' / 0 / 'Inventor's signature W 4"”

Residence: E5200. Finland "HEX

Citizenship: Finland E/

Post Office address: Kaksoiskiventie 7«9 A1

FIN-02760 Espoo. Finland

 

DECLARATION - PAGE 3 OF 3

BEST AVAILABLE COPY
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O necdpamma JUN 2005 i“

10/ 5009mm
Approved i'oruse through 07/3112006. OMB 065(1-0031

. . US. Patent and Trademark Otiloa: U.8. DEPARTMENT OF COMMERCE
Unite 31,- :3 p29;.'\_‘, -on Act d1995. no- rsons arc ..wired to res- d to a wllmn of infonnatton unless I! dis a . a valid OMB control number.

PETITIO “’-MEVNAL OF AN APPLICATION FOR PATENT Docket Number (Optional)

ABANDONED UNINTEN'HONALLY UNDER 37 CFR 1.137(b) 290-1078”er

‘. First named inventor: SAMI VAARALA

 

Application No.: 101500.930 Art Unit:

Filed: 8 JULY 2004 Examiner:

Title' METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION

Attention: Office of Petitions

Mail Stop Petition
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

FAX (703) 872—9306

NOTE: If information or assistance is needed in completing this farm. please contact Petitions
Information at (703) 305—9282.
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TRANSMITTAL LETTER TO THE UNITED STATES DESIGNATED/ELECTED OFFICE
(DO/EO/US) CONCERNING FILING UNDER 35 U.S.C. 371

Attorney Docket No.: 290.10780SN

Int'l. Application No.: PCT/FIO3/00045
Int'l. Filing Date: 21 JANUARY 2003
Priority Date Claimed: 22 JANUARY 2002
Title of Invention: METHOD AND SYSTEM FOR SENDING A

MESSAGE THROUGH A SECURE CONNEcriON
Applicant15) for DO/ES/US: Sami Vaarala, Antti Nuopponen

Applicant herewith submits to the United States

Designated/Elected/Office (DO/EO/US) the following items and
other information:

1. [X]

2. [ ]

3. [X]

4. [X]

5. [X]

a.

b.
C.

7. [X]

a.

b.
C.

d.

9. [X]

11. [ ]

12. [1

Th.1s is a FIRST submission of items concerning a filing
under 35 U. S. C 371.

This is a SECOND or SUBSEQUENT Submission of items

concerning a filing under 37 U.S.C. 371.

This is an express request t'o begin national examination
procedures (35 U. S. C. 371(f)) at any time rather than ,
delay examination until the expiration of the applicable
time limit set in 35 U. S. C. 371(b) and PCT Articles 22_
ard 39(1). -

A proper Demand for International Preliminary Examinatiou
was made by the 19th month from the earliest claimed
priority date.

A copy of the International Application as filed

(35 U.S-C. 371(c)(2)

[ ] is transmitted herewith (required only if not
transmitted by the International Bureau).

[X] has been transmitted by the International Bureau.
( ] is not required, as the application was filed in the

United States Receiving Office(RO/US).

Anendments to the claims of the International Application

under PCT Article 19 (35 U.S.C. 371(c)(3))

[ ] are transmitted herewith (required only if not
transmitted by the International Bureau).

[X] have been transmitted by the International Bureau.‘
[ ] have not been made; however, the time limit for

making Such amendments has NOT expired.
[ ] have not been made and will not be made.

An oath or declaration of the inventor (unsigned)

(35 U.S.C. 371(c)(4)) (unsigned)

An Information Disclosure Statement under 37 C.F.R. 1.37
and 1.98. I

An assignment document for recording. A cover sheet id

TRANSMITTAL LETTER - Page 1 Ofi_2
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compliance with 37 C.F.R. 3.28 and 3.31 is included.

13. [X] A FIRST preliminary amendment.

14. [X] Applicant qualifies for Small Entity Status (37 C.F.R.g
1.9(f) and 1.27(b)). ‘

16. [ ] Other items or information: (if any)

17. [X] Be.sic National Filing Fee of $1080. 00 is submitted

(Neither international preliminary exam.ination fee (37

C. F. R 1.482) nor international search fee 37 C. F. R. 5
1.44.5(a)(2) paid to U. S. P. T. O. ). a

CLAIMS AS FILED

For Number Number Basic Fee $1080.00
Filed Extra

Rate

Total Claims 26 — 20 = 0 x $18.00 = $108.00

Ind. Claims 2 - 3 = O x $86.00 = $0.00

 
19. [X] Reduction by 1/2 for filing by small entity, if

applicable. Applicant qualifies as small entity. 2

.TOTAL FILING FEE: $594400

20. [ ] Fee for recording the enclosed assignment (37 C. F. R.

1.21(h)). The assignment must be accompanied by an
appropriate c0ver sheet (37 C. F. R 3. 28, 3 31) $40. 00
per property.

21. [X} A check in the amount of $594. 00 to cover the above fee
is enclosed.

23. [X] The Commissioner is hereby authorized to charge any

additional fees which may be required, or credit any
overpayment to Deposit Account No. 06—0243.

Respectfully submitted,

RfiflW
Rolf Fasth

Registration Number 36,999
Send all correspondence to:

PLEASE ASSOCIATE THIS
APPLICATION WITH CUSTOMER

Rolf Fasth, Esq.

FASTH LAW OFFICES IE???
629 E. Bocza Raton2RoadPhoenix, AZ

323333333: 3333333333 \\||\||\\\||\\l||\\\\||1\\|\|\\\||\
33369
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delay examination until the expiration of the applicable
time limit set in 35 U. S. C. 371(b) and PCT Articles 22_
ard 39(1). -

A proper Demand for International Preliminary Examinatiou
was made by the 19th month from the earliest claimed
priority date.

A copy of the International Application as filed

(35 U.S-C. 371(c)(2)

[ ] is transmitted herewith (required only if not
transmitted by the International Bureau).

[X] has been transmitted by the International Bureau.
( ] is not required, as the application was filed in the

United States Receiving Office(RO/US).
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transmitted by the International Bureau).

[X] have been transmitted by the International Bureau.‘
[ 1 have not been made; however, the time limit for

making Such amendments has NOT expired.
[ ] have not been made and will not be made.

An oath or declaration of the inventor (unsigned)

(35 U.S.C. 371(c)(4)) (unsigned)

An Information Disclosure Statement under 37 C.F.R. 1.37
and 1.98. I

An assignment document for recording. A cover sheet id
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CLAIMS AS FILED

For Number Number Basic Fee $1080.00
Filed Extra

Rate

Total Claims 26 — 20 = 0 x $18.00 = $108.00
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METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE

22w

TECHNICAL FIELD

The method and system of the invention are intended to secure connections in

telecommunication networks. Especially, it is meant for wireless Internet Service

Provider '(lSP) connections.

TECHNICAL BACKGROUND

An internetwork is a collection of individual networks connected with intermediate

networking devices that function as .a single large network.“ Different netWorks can .be

interconnected by routers and other networking devices to create an internetwork.

A local area network (LAN) is .a data network that covers .a relativelysmall geographic

area. It typically connects workstations, personal computers, printers and other

devices. A wide area network (WAN) isa data communication network that covers a

relatively broad geographic area. Vlfide area networks (WANs) interconnect LANs

across normal telephone .lines and, for instance, optical networks; thereby

interconnecting geographically disposed users.

There is a need to protect .data and resources from disclosure, to guarantee the

authenticity of data, and to protect systems from network based attacks. More in detail,

there is a need for confidentiality (protecting the contents of data .from being read),

integrity (protecting the data from being modified, which is a property that is

independent of confidentiality), authentication (obtaining assurance about the actual

sender of data), replay protection (guaranteeing that data is fresh, and not a copy of

previously sent data), identity protection (keeping the identities of parties exchanging

data secret from outsiders), high availability, is. denial-of-service protection (ensuring

.r'

0512



0513

10

15

20

25

30

W0 03/063443 PCT/FIO3/00045

2

that the system functions even when under attack) and access control. IPSec is a

technology providing most of these, but not all of them. (In particular, identity protection

is not completely handled by IPSec, and neither is denial-of-service protection.)

The [P security. protocols (IPSec) provides the capability to secure communications

between arbitrary hosts, e.g. across a LAN, across private and public wide area

networks (WANs) and across the internet. ..lP.Sec can be used in different ways, such

as for building secure virtual private networks, to gain a secure access to a company

network, or. to secure communication with other organisations, ensuringauthenticaticn

and confidentiality and providing a key exchange mechanism. IPSec ensures

confidentiality . integrity, authentication, replay protection, limited traffic flow

confidentiality, limited identity protection, and access control based on authenticated

identities. Even if some applications already have built in security protocols, the use of

IPSec further enhances the security.

IPSec can encrypt and/or authenticate traffic at lP level. Traffic going in to a WAN is

typically compressed and encrypted and traffic coming from a WAN Jsdecrypted and

decompressed. IPSec is defined by certain documents, which contain rules for the

IPSec architecture. The documents that define IPSec, are, for the time being, the

Request For Comments (RFC) series of the Internet Engineering Task Force (IETF), in

particular, RFCs 2401 2412.

Two protocols are used to provide security at the IP layer, an authentication protocol

designated by the header of the protocol, Authentication Header .(AH), and a combined

encryption/authentication protocol designated by the format of the packet for that

protocol, Encapsulating Security Payload .(ESP). AH and ESPare however similar

protocols, both operating by adding a protocol header. Both AH and ESP are vehicles

for access control based on the distribution of cryptograpmc keysand themanagement

of traffic flows related to these security protocols.

Security association (SA) is a key concept in the authentication and the confidentiality

mechanismsfor IF. A security association is a onerway. relationship between a. sender
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and a receiver that offers security services to the traffic carried on it. If a secure two-

way relationship is needed, then two security associations are required. If ESP and AH

are combined, or .if ESP and/or AH are applied more than once, the term SA bundleis

used, meaning that two or more SAs are used. Thus, SA bundle refers to one or more

SAs applied insequenoe, eg by firstperforming an .ESPprotection, and then an AH

protection. The SA bundle is the combination of all SAs used to secure a packet.

The term iPsec connection is used .in what follows in place of an lPSec bundle of one

or more security associations, or a pair of lPSec bundles — one bundle for each

direction - .of one .or more .security associations. This term thus covers both

unidirectional and bi-directional traffic protection. There is no implication of symmetry

of the directions, i.e., theaigorithmsand lPSec transforms used for each direction may

be different.

A security association is uniquely identified by three parameters. The first one, the

Security Parameters Index (.SPI), is a bit string assigned to this SA The SP] is carried

in AH and ESP headers to enable the receiving system to select the SA under which a

received packet will be.processed. IP destination address is the second parameter.

which is the address of the destination end point of the SA, which may be an end user

system or .a network system. such as .a .firewali or a router. .The third parameter. the

security protocol identifier indicates whether the association is an AH or ESP security

association.

In each lPSec implementation, there is a nominal security association data base

(SADB) that defines the parameters associated with each SA A security association

is normally defined by the following parameters. The Sequence Number Counter is a

32-bit value used to generate the sequence number field in AH or ESP headers The

Sequence Counter Overflow is a flag indicating whether overflow of the sequence

number counter should generate .an auditable event and prevent further transmission

of packets on this SA. An Anti-Replay \Mndow is used to determine whether an

inbound AH or ESP packet is a replay. AH information involves information about the

authentication algorithm, keys and related parameters being used with AH. ESP
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information involves information of encryption and authentication algorithms, keys,

initialisation vectors, and related parameters being used with lPSec. AH information

consists of the authentication algorithm, keys and related parameters being used with

AH. ESP information consists of encryption and authentication. algorithms, keys,

cryptographic initialisation vectors and related parameters being used with ESP. The

sixth parameter, Lifetime .of. this. Security Association, is a time-interval and/or byte-

count after which this SA must be replaced with a new SA (and new SP0 or terminated

plus an indication of which of these actions should occur. IPSec Protocol Mode is

either tunnel or transport mode. Maximum Transfer Unit (MTU), an optional feature,

defines the maximum size of apacket that .can be transmitted without fragmentation.

Optionally an MTU discovery protocol may be used to determine the actual MTU for a

given route, however, such .a protocol is optional.

Both AH and ESP support two modes used, transport and tunnel mode.

Transport mode provides protection primarily for upper layer protocols and extends to

the payload of an IP packet Typically, transport mode is .used .for end-to-end

communication between two hosts. Transport mode may be used in conjunction with a

tunnellingprotocol, other than. lPSec tunnelling, to..provide a tunnelling .capabilityt

Tunnel mode provides protection to the entire lP packet and is usually used for

sending messages through. more than two components, although tunnel mode may
also be used for end-to-end communication between two hosts. Tunnel mode is often

used when one or both ends of a SA is a security gateway, such as a firewall or a

router that implements lPSec. \Nith tunnel mode, a number of hosts on networks

behind firewalls may engage..in secure communications without implementing lPSec.

The unprotected packets generated by such hosts are tunnelled through external

networks by tunnel mode SAs setup by the 12890 software in the firewall or secure

router at ‘boundary of the local network.

To achieve this, after the AH or ESP fields are added to the IP packet, the entire

packet plus. security fields are treated as. the payload of anew outer lP.packet with .a
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new outer IP header. The entire original, or inner, packet travels through a tunnel from

one point of an IP network to another: no routers along the way are able to examine

the inner IP packet. Because the original packet is encapsulated, the new larger

packet may have totally different source and destination addresses, adding to the

security. In other words, the first step in protecting the packet using tunnel mode is to

add a new IP header to the packet; thus the "lPIpayload" packet becomes

"IPI IP I payload". The next step is to secure the packet using ESP and/or AH. In case

of ESP, the resulting packet is "lPIESPIlPIpayload". The whole inner packet is

covered by the ESP and/or AH protection. AH also protects parts of the outer header,

in addition to the whole inner packet.

The lPSec tunnel mode operates eg. in such a way that if a host on a network

generates an IP packet with a destination address of another host on another network,

the packet is routed from the originating host to a security gateway (SGW), firewall or

other secure router at the boundary of the first network The SGW or the like filters all

outgoing packets to determine the need for lPSec processing. if this packet from the

first host to another host requires lPSec, the firewall performs .lPSec processing and

encapsulates the packet in an outer IP header. The source IP address of this outer IP

header is this firewall and the destination address may be .a firewall that .forms the

boundary to the other local network. This packet is now routed to the other host’s

firewall with intermediate routers examining .only the outer JP_header. At the other host

firewall, the outer IP header is stripped off and the inner packet is delivered to the other

host.

ESP in tunnel mode encrypts and optionally authenticates the entire inner IP packet,

including the inner IP header. .AH.in tunnel mode authenticates the entire inner IP

packet, including the inner lP header, and selected portions of the outer IP header.

The key management portion .of lPSec involves the determination and distribution of

secret keys. The default automated key management protocol for lPSec is referred to

as lSAKMP/Oakley and consists of_the Oakley key .determination protocol and Internet

Security Association and Key Management Protocol (ISAKMP). lntemet key exchange
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(IKE) is a newer name for the ISAKMPIOakIey protocol. IKE is based on the Diffie-

Hellman'algorithm and supports RSA signature authentication among other modes.

IKE is an extensible protocol,.and allows future and vendor-specific features to be

added without compromising functionality.

lPSec has been designed to provide confidentiality, integrity, and replay protection for

IP packets. However, lPSec is intended to work with static network topology. where

hosts are fixed to certain subnetvvorks. For instance, when an lPSec tunnel has been

formed by using Internet .Key .Exchange (IKE).protocol, the .tunnel endpoints are fixed

and remain constant. If lPSec is used with a mobile host, the IKE key exchange will

have to be redone from every. new visited network This is problematic, because IKE

key exchanges involve computationally expensive Diffie-Hellman key exchange

algorithm calculations andpossibly. RSA calculations. Furthermore, the key exchange

requires at least three round tn‘ps (six messages) if using the IKE aggressive mode

followed by IKE quick mode,.and nine messages if using IKE main mode followed by

IKE. quick mode. This may be a big problem in high latency networks, such as General

Packet Radio Service (GPRS) regardless .of the computationalexpenses.

In this text, the term mobility and mobile terminal does not only mean physical mobility,

instead the term mobility is in the first hand meant moving from one network to

another, which can be performed by a physically fixed terminal as well.

The problem with standard lPSec is .thus that it has been designed for static

connections. For instance, the end points of an lPSec tunnel mode SA are fixed.

There .is also no method for changing .any .of the .parameters .of an SA, other than by

establishing a new SA that replaces the previous one. However, establishing SAs is

costly in terms of both computation .timeand network latency.

,An example of a specific scenario where these problems occur is described next in

order to illustrate the problem.

In the scenario, there is a standard lPSec security gateway, which is used by a mobile
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terminal e.g. for remote access. The mobile terminal is mobile in the sense that it

changes its network point of attachment frequently. A mobile terminal can in this text

thus be physically fixed or mobile. Because it may be connected to networks

administered by third parties, it may also have a point of attachment that uses private

addresses — i.e., the network is behind a router that performs network address

translation .(NAT). In addition, the networks used by the mobile terminal for access

may be wireless, and may have poor quality of service in terms of throughput and e.g.

packet drop rate.

Standard lPSec does not work well in the scenario. Since lPSec connections are

bound to fixedaddresses, the mobile .terminalmust esLablish .a new lPSec connection

from each point of attachment. If an automated key exchange protocol, such as IKE, is

used, setting up a new lPsec connection is costly in terms of computation and network

latency, and may require a manual authentication phase (for instance, a one-time

password). .If lPSec connections are set up manually, there is considerable manual

work involved in configuring the lPSec connection parameters.

StandardJPSec does e.g. not .work through _NA.T devices .at the moment. A standard

lPSec NAT traversal protocol is currently being specified, but the security gateway in

thescenario might not support .an lPSec protocol extended inthis .way. Furthermore,

the current lPSec NAT traversal protocols are not well suited to mobility.

There are no.provisions for improving quality of service over wireless links in the

standard lPSec protocol. If the access network suffers from high packet drop rates, the

applications running in the mobile host and a host that the mobile terminal is

communicating with will suffer from packet drops.

A known method of solving some _of these problems .is based on having an

intermediate host between the mobile terminal and the lPSec security gateway. The

intermediate host might be a Mobile IP home agent, that provides mobility for the

connection between the mobile terminal and the home agent, while the connection

from the .mobilenode to the. security gateway is an ordinaryJPSec. connection. .In this
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case, packets sent by an application in the mobile client are first processed by lPSec,

and then by Mobile IP.

In the general use, this implies both Mobile IP and lPSec header fields for packets

exchanged by the mobile terminal and the home agent. The Mobile lP headers are

removed by the home agent prior to delivering packets to the security gateway, and

added when delivering packets to the mobile terminal. Because of the use of two

tunnelling protocols (Mobile IP and lPSec tunnelling), the solution is referred to as

”double tunnelling” in this document.

The above method solves the mobility problem, at the cost of adding extra headers to

packets. 4 This may have a significant impact on networks that have low throughput,

such as the General Packet Radio System (GPRS).

Another known method is again to use an intermediate host between the mobile client

and the lPSec security gateway. The intermediate host has an lPSec implementation

that may support NAT traversal, and possibly some proprietary extensions for

improving quality of service of the access network, for instance.

The mobile host would now establish an lPSec connection between itself and the

intermediate host, and would also establish an lPSec connection between itself and

the lPSec security gateway. This solution is similar to the first known method, except

that two lPSec tunnels are used. It solves a different set of problems — for instance,

NAT traversal — but also adds packet size overhead because of double IPsec

tunnelling.

A third known method is to use a similar intermediate host as in the second known

method, but establish an lPSec connection between the mobile terminal and the

intermediate host, and another, separate lPSec connection between the intermediate

host and the security gateway. The lPSec connection between the mobile terminal and

the intermediate host may support NAT traversal, for instance, while the second lPSec

connectiondoes not need-tr»
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When packets are sent by an application in the mobile terminal, the packets are lPSec-

processed using the lPSec connection shared by the mobile terminal and the

intermediate host.. Upon receiving these packets, ,the intermediate host undoes the

lPSec-processing. For instance, if the packet was encrypted, the intermediate host

decrypts the packet. The original packet would now be revealed in plaintext to the

intermediate host. After this, the intermediate host lPSec-processes the packet using

the lPSec connection shared by the intermediate host and the security gateway, and

forwards the packet to the security gateway.

This solution. allows the use, of .an lPSec implementation that support NAT traversal.

and possibly a number of other (possibly vendor specific) improvements, addressing

problems ,suchas the access network quality of service variations. Regardless of

these added features, the lPSec security gateway remains unaware of the

improvements, and is not required to implement any of thenprotocols involved in

improving service. However, the solution has a major drawback: the lPsec packets are

decrypted in the intermediate host, and thuspossibly sensitive data is unprotected in

the intermediate host.

Consider a business scenario where a single intermediate host provides improved

service .to a.number of separate customer networks, each having .its own standard

lPSec security gateway. Having decrypted packets of various customer networks in

plaintext form in.the intermediate host is clearly .a major securityproblem.

To summarise, the known solutions either employ extra tunnelling, causing extra

packet size overhead, or use separate tunnels, causing potential securityproblems in

the intermediate host(s) that terminate such tunnels.

THE OBJECT OF THE INVENTION
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The object of the invention is to develop a method for forwarding secure messages

between two computers, especially, via an intermediate computer by avoiding the

above mentioned disadvantages.

Especially, the object of the invention is to fonivard secure messages in a way that

enables changes to be made in the secure connection-

SUMMARY OF THE INVENTION

The method and system of the invention enable secure forwarding of a message from

a first computer to a second computer .via an intermediate computer ,in a

telecommunication network. it is mainly characterized in that a message is formed in

the first computer or in a computer that is served by the first computer, and. in the latter

case, sending the message to the first computer. In the first computer, a secure

message is then formed by giving .the message a .unique identity and a destination

address.: The message is sent from the first computer to the intermediate computer.

whereafter said destination address and .the unique identity are used .to find an

address to the second computer. The current destination address is substituted with

thetfound .address to the second computer, and the unique .identityis substituted with

another unique identity. Then the message is forwarded to the second computer.

The advantageous embodiments have the characteristicsofthe subclaims.

Preferably, the first computer processes the formed message using a security protocol

and encapsulates the message .at least .in .an outer JP.header.. The .outer .lP header

source address is the current address of the first computer, while the destination

address is that of the intermediate computer. The message .is then sent to .the

intermediate computer, which matches the outer IP header address fields together with

a unique identifier used by the security protocol, and performs a translation .of .the outer

addresses and the unique identity used by the security protocol. The translated packet

is then senLto.the.second computer. which processes it using. the standard security
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protocol in question. In the method of the invention, there is no extra enmpsulation

overhead as in the prior art methods. Also. the intermediate computer does notneed

to undo_the security processing, e.g. decryption, and thus does not compromise

security as in the prior art methods.

Corresponding steps are performed when the messages are sent in the reverse

direction, Le. from the second computer .to thefirst computer.

Preferably, the secure message is formed by making use of the lPSec protocols,

wherebythe .securemessagejs formed by usingan .lPsec connection betweenthe first

computer and the intermediate computer. The message sent from the first computer

contains message data, an._inner...iP header containing actual sender and receiver

addresses, an outer lP header containing the addresses of the first computer and the

intermediatecomputer, a unique identity. and other security parameters. The unique

identity is one or more SPI values and the other security parameters contain e.g. the

IPsec sequence number(s). .The number .of SPI values depends .on the SA bundle size

(e.g. ESP+AH bundle would have two SPI values). In the following, when an SA is

referred to,. the same applies .to an .SA bundle. The other related .securityparameters,

containing e.g. the algorithm to be used, a traffic description, and the lifetime of the SA,

are ,not .sent on the wire- Only SP] .and sequence number are .sent for each 1P.sec

processed header (one SPI and one sequence number if e.g. ESP only is used; two

SPIs and two sequence numbers if e.g. ESP+AH is used. etc.)

Thus, the unsecured data packet message is formed by the sending computer, which"

may or.may not be the first computer. The JP .header of thispacket has lP source and

destination address fields (among other things). The packet is encapsulated e.g.

wrapped inside a tunnel, and .the.resulting.packet.is.secured. .The .securedpacket has

a new outer IP header, which contains another set of IP source and destination

addresses (in the outer header — the inner header is untouched), Le. there are two

outer addresses (source and destination) and two inner addresses. The processed

packet has .a unique identity. the .IPsec S.P.I yalue(s).

An essential idea of the invention is to use the standard protocol (lPSec) between the
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intermediate computer and the second computer and an “enhanced IPSec protocol”

between the firstcomputer. and the intermediate computer. lPsec—protected packets

are translated by the intermediate computer, without undoing the lPsec processing.

This avoids both the overheadcf double tunneling, and the security problem involved

in using separate tunnels.

The translation is performed eg. by means of a translation table stored at the

intermediate computen The outer .IP header address fieldsandlor the SPJ-values are

changed by the intermediate computer so that the message can be forwarded to the

second computer.

By modifying the translation table and parameters associated to a given translation

table entry .the properties of the connection between the first and the intermediate

computers can be changed without establishing a new lPsec connection, or involving

the second computer in any way.

One example of a change in the SA between the first computer and the intermediate

computer .is_the mange of addresses for enabling mobility; ThLS can be accomplished

in the invention simply by modifying the translation table entry address fields. Signaling

messagesmaybe used to request such a change. Such signalling messages may be

authenticated and/or encrypted, or sent in plaintext. One method of doing

authentication and/or encryption .is to use an lPsec connection between the first

computer and the intermediate computer. The second computer is unaware of this

lPsec connection, and does .not need to participate in the signalling protocol .in any

way. Several other methods of signalling exist, for instance, the IKE key exchange

protocol maybe extended .to cany such signalling messages.

In the signalling, eg. a registration request is sent from the first computer to the

intermediate computer which causes the intermediate computer to modify the

addresses in the mapping table and thus, the intermediate computer can identify the

mobile next time a message is sent Preferablyy as a result of_a registration request, a

reply registration is sent from the intermediate computer back to the first computer.
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Other examples of possible modifications to the SA - or in general, the packet

processing behaviour - between the first computer and the intermediate computer are

the following.

One example is the first computer and the intermediate computer perform some sort of

retransmission protocol that ensures that the lPSecprotected packets are not dropped

in the route between the first and the intermediate computer. This may have useful

applications. when the first computer is connected using anetwork access method that

has a high packet drop rate - for instance, GPRS.

Such a protocol can be easily based on e.g. lPsec sequence number field and the

replay protection window, which provide .a way to detect that-packe.t(s.)-haye been lost

When a receiving host detects missing packets, it can send a request message for

those particular packets. The request .can of course be piggy-backed on an existing

data packet that is being sent to the other host. _Another method of doing the

retransmissions may be based on using .an extra protocol inside which the lP.Se.c

packets are wrapped for transmission between the first and intermediate computer. In

any case. the second computer remains unaware .ofsuch aretransmissjonprotocol.

Another example is performing a Network Address Translation (NAT) traversal

encapsulation between the first and the intermediate computer. This method could be

based on 6.9. using UDP encapsulation for transmission of packets between the first

and the intermediate computer. The second computer remains unaware about this

processing and does not even need to support NAT traversal at all. This is beneficial

because there are several existing .lPSec products that have no support for NAT

traversal.

The system of the invention is a telecommunication network for secure forwarding of

messages and comprises at least a first computer. a second computer and an

interrnediate computer. It is characterized in that the first and the second computers

have means to perform lPSecprocessing. and the intermediate computer have means

to perform lPSec translation and possibly key exchange protocol, such as IKE,
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translation, preferably by means of mapping tables. The intermediate computer may

perform lPSec processing related to other .features. such as mobility signalling

described above or other enhancements.

The lPSec translation method is independent of the key exchange translation method

Also- manual keying can be used instead of automatic keying. If automatic keying is

used, any key exchange protocol can be modified for thatpurpose; however, the idea

is to keep the second computer unaware of the interplay of the first and the

intermediate .computer.

An automatic key exchange protocol may be used in the invention in several ways.

The essential idea is that the second computer .seesa standardkeyexchangeprotccol

run, while the first and the intermediate computer perform a modified key exchange.

The modified key exchange protocol used between the first and the intermediate

computer ensures that the lPsec translation table and other parameters required by

the invention are set up as a side-effect of the key exchange protocol. One such

modified-protocol is presented in the application for the IKE key exchange protocol.

Each translation table consists of entries that are divided into two partitions. The first

partition contains information fields related to the connection between the first

computer and the intermediate computer. while the second partition contains

information fields related to the connection between the intermediate computer and the

second computer.

The translation occurs by identifying the translation table entry by comparing against

one partition, and mapping into the other, For traffic thatis flowingfrpm thefirst

computer towards the second computer, through the intermediate computer, the entry

is found by comparing the received packet against entries in the first partition. and then

translating said fields using information found in the second partition of the same entry.

For traffic flowing in the opposite direction. the second partition is used for finding the

proper translation table entry, and the first partition for translating the packet fields.
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The lPSec translation table partitions consist of the following information: the IP local

address and the IP remote address. (tunnel endpoint addresses) and SPls for.,sending

and receiving data.

As mentioned, a translation table entry consists of two such partitions, one for

communication between first computer and theintermediate computer, and another for

communication between the intermediate computer and the second computer.

The invention described. solves the .aboye problems otprjorart. The solution .is based

on giving the first computer, 6.9. if it is mobile, an appearance of a standard computer

for the second computer. Thus, the second computer .will believe it is talking toa

standard lPSec host, while the intermediate computer and the second computer will

work together using a modifiedprotocoL for instance a slightly .modified lPSec .and IKE

that helps to accomplish this goal. There are, however, several other control protocols

that could conceivably be used between the first and the intermediate computer.

In the following, the invention is described more in detail by using figures by means of

some embodiment examples tocarry out the invention The .invention .is notrestrjcted

to the details of the figures and accompanying text, or any existing protocols, such as

the currently standardised lPSecDUKE

Especially, the invention can be concerned with other kinds of telecommunication

networks wherein the method .of the invention can be applied than that of thefigures.

FIGURES

Figure 1 illustrates an example of a telecommunication network of the invention.

Figure 2 describes generally an example of the method of the invention

Figure 3 illustrates an example of an lPSec translation table used by the intermediate

computer to change the outer 1P addressandSRI. value.
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Figure 4 describes a detailed exampleof how the.SA .is formed in the invention

Figure 5 illustrates an example of translation tables for the modified key exchange of

the invention.

Figure 6 shows a mapping table for identification values of the user Security Gateway

(SGW) addresses.

DETAILED DESCRIPTION OF THE INVENTION

An exampleofa telecommunication network of the invention is illustrated in figure L

comprising a first computer, here a client computer 1 served by an intermediate

computer, here as a serverz, and a host computer 4, thatis served by the second

computer, here a security gateway (SGW) 3. The security gateway supports the

standard lPSec protocol and optionally the IKE key exchange protocol. The client

computer and the sewer computer support a modified lPSec and IKE protocol.

The invention is not restricted to the topology of figure 1. In other embodiments, the

first computer may e.g. be a router", or there might e.g. not be a host behind the second

computer (in which case the first .and the second computer are talking to each other

directly),'etc.

The lPSec translations taking place in the scenario of Figures 1, 2. and 3 are

discussed .first. The lPSec connections (such .as SAs) in .the scenario may be

established manually, or using some key exchange protocol, such as the lntemet Key

Exchange (IKE). To illustrate .how ..a key exchange protocol would be used .in the

scenario of figure 1, a modified IKE protocol based on IKE translation is also presented

later.

In the invention, an lPSec connection is shared by the first computer and the second

computer, while the intermediate. computer. holds information. required. to perform
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address and lPSec SPI translations for thepackets. These translations accomplish

the effect of "double tunnelling” (described in the technical background section), but

with the method of the invention the confidentiality of the packets is not compromised,

while simultaneously having no extra overhead when compared to standard lPSec.

The intermediate computer does not know the cryptographic keys used to encrypt

and/or authenticate the packets, and can thus not reveal their contents.

The advantage of the invention is that the logical lPSec connection shared by the first

and the second computer can be enhanced by the first and the intermediate computer

without involvement of the second computer, In particular the so-called “ingress

filtering” performed by some routers does not pose any problems when translations of

addresses are used. In the example presented, each host also manages its own

lPSec SPI space independently.

In the example of figure 1, an lPSec connection is formed between the client computer

1 (the first computer) and the securitygateway 3 .(the second computer). To create an

lPSec tunnel, a SA (or usually a SA bundle) is formed between the respective

computers with a preceding key exchange, The key exchange between the first and

the second computer can take place manually or it can be performed with an automatic

key exchange protocol such as the IKEprotocol...Forperforming said .key exchange, a

standard IKE protocol is used between the server 2 and the security gateway 3, and a

modified IKE protocol is used between the client computer 1 and the server 42. An

example'of a modified IKE protocol that can be used in the invention is described in

connectiOn withfigure 4.

Messages to be sent to the host terminal 4 from the client computer 1 are first sent to

the server 2, wherein an lPSec translation andan .IKE translation takes place. After

that the 'message can be sent to the security gateway 3, which sends the message

further inplain text to the host terminal 4.

The method of the invention, wherein messages in packet form are sent by routing to

the end destination, is generally. described in connection with figure 2. It is assumed in
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the following description that the lPSec connection between the first and second

computer already is formed. The lPSec connection can be set up manually or

automatically by 9.9. an IKE exchange protocol which is described later.

Figure 2 illustrates the sequence of events that take place when the first computer,

corresponding to the mobile terminal in figure 1, sends a packet to a destination host.

labelled X in the figure, and when the host X sends a packet to the mobile terminal.

IP packets consist of different parts. such as a data payload and protocol headers, The

protocol headers in turn consist of fields.

In step 1 of figure .2, the first computer, .e.g. a mobile terminaL forms an IP packet that

is to be sent to host X. Typically, this packet is created by an application running on the

mobile terminal. The IP packet source address is the address of the. mobile terminal.

while the destination address is host X. Y

The packet is processed using an lPSec .tunnel mode SA, which encapsulates the JP

packet securely. The example assumes that lPSec encryption and/or authentication of

ESP type is used forprocessing thepacket, although the invention is not limited to the

use of only ESP; instead, an arbitrary lPsec connection may be used.

In said processing, a new IP header is constructed for the packet, with so-called outer

IP addresses. The outer source address of the packet can be the same as the inner IP

address —. i-e., .the address .of the mobile terminal —- but canbe different, if the mobile

terminal is visiting a network. The outer source address corresponds to the care-of

address obtained by the mobile terminal from the visited network. .in this caseThe

outer destination address is the address of the intermediate computer. In addition to

the new IP header, an ESPheader is added, when using lPSec ESP mode. The SPI
field of the ESP header added by the lPSec processing are set to the SPI value that

the intermediate computer uses .for receiving packets from the mobile terminal. In

general, there may be more than one SPI field in a packet.

0529



0530

10

15

20

25

30

W0 03/063443 PCT/F103/00045

19

The processing of packets in the intermediate computer is based on a translation table

i.e. an lPSec translation table shown in figure 3. The table has been divided into two

partitions. Theleft one, identified by the prefix “c-“, refers to the network connection

between the first computer (host 1 in figure 1)_and the intermediate computer-(hos.t 2 in

figure 1). The right one, identified by the prefix “s-“, refers to the network connection

between the intermediate computer and the second computer (computer .3 in figure 1.).

The postfix number (“-1', "—2”, or “-3”) identifies the host in question. Thus, the address

fields (“addr’.) refer to outer addressesof apacket. while the SPI fields (“SPITQ refer to

.the receiver of packets, which packets were sent with this SPI. Thus, “o—SPl—Z” is the

SPI value used by host 2 (the intermediate computer) when receivingpackets from

host 1 (the first computer), and the SPI-value “c-SPl-1” is the SPI—value with which the

first computer receives messages and the .SRl-value with which the intermediate

computer sends messages to the first computer and so on.

In terms of Figure 3, the outer source .address would be ”.c-addr-1”(195.123), the

outer destination address ”c-addr-Z" (212.90.65.1), while the SPI field would be ”c-SPI-

2" (0x12341234). The notation DxNNNNNNNN. indicates ..a 32-bit unsigned integer

value, encoded using a hexadecimal notation (base 16). The inner source address is

processed by lPSec in the first computer, and would typically .be encrypted in this

example, the inner source address would be the static address of the mobile terminal,

e.g. 10.0.0.1.

When the intermediate computer receives the packet sent in step 1 described above, it

performs an address and SPI translation, ensuring that thesecurity gateway .(host 3 of

figure 1) can accept the packet. Most of the packet is secured using lPSec, and since

the intermediate computer does ..not have the cryptographic keys to undo the lPSec

processing done by the mobile terminal, it cannot decrypt any encrypted portions of the

packet but is able to use the outer .lP addresses and .the incoming SP] value to

determine how to modify the outer address and the SPI to suite the second computer,

which is the next destination. SPI is now changed to. 0x56785678 in the intermediate

computer and the address is changed to the address of the second computer. This is

done by means. of the lP.Sec..translation.table .of figures. .
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The first row of Figure 3 is a row that the intermediate computer has found that

matches the packet in the example, and thus the intermediate computer chooses it for

translation. The new outer source address s—addr—2 (21290651) is substituted for the

outer source address c-addr—1 (195.123), and the new outer destination address 3—

addr-3 (103.654) is substituted for the outer destination address c-addr-2

(212.90.65.1). The new SPI value, s-SPl-3 (0x56785678), is substituted for the SPI

value c-SPl-2 (0x12341234). If more than one SPI values are used, all the SPI values

are substituted similarly. In the example, s-addr—2 and c—addr—2 happen to be the

same on both partitions of the table. This is not necessarily so but the intermediate

computer might use another address for sending.

In step 2 of figure 2, the translated packet is sent further to the second computer. The

inner IP packet has not been modified after that the first computer sent the packet.

The second computer processes the packet using standard lPSec algorithms. The

security gateway (the second computer) can e.g. decipher and/or check the

authenticity of the packet, then remove the lPSec tunnelling, and forward the original

packet towards the destination host, X. Thus, the entire original packet was unaffected

by the translation as the IP header, and thus the address fields, was covered by lPSec.

After uncovering the original packet from the lPsec tunnel, the second computer

makes a routing decision based on the IP header of the original packet. In the

example, the IP destination address is X (host X in Figure 2), and thus the second

computer delivers the packet either directly to X. or to the next hop router.

in step 3 of figure 2, the packet is sent from the second computer (corresponding to

SGW in figure 1) to host X, having now only the original source IP address 10.0.0.1

and the original destination lP address X in the IP header. Thus, in step 3, host X

receives the packet sent by the second computer. Usually, an application process

running on host X would generate some return traffic. This would cause an IP packet

to be generated and sent to the second computer.

If a packet is sent back from hostX to..the..first.computer. (corresponding. to the..client.
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computer in figure 1), steps analogous to steps 1 - 3 are performed. The packet is thus

first sent to the second computer, with the source IP address being X and the

destination IP address being 10.0.0.1, in step 4. The generated packet is then received

by the second computer. The lPSec policy of the second computer requires that the

packet be lPSec-processed using a tunnel mode lPSec SA. This processing is similar

to the one in steps 1 and 2. A new, outer lP header is added to the packet in the

second computer, after which the resulting packet is secured using the lPSec SA. The

outer IP source address is set to s-addr-3 (103.6.5.4) while the outer IP destination

address is set to s—addr—2 (212..9.0.65.1_)_.. The _SPI field is .set to s-SPl-2.(0xc12,30912l

In step 5, the resulting packet is sent to the address indicated by the new outer IP

destination address, staddrsz, the intermediate computer..The intermediate computer

receives .the packet and performs a similar address and SPI translation.

The inner addresses are still the same. and are not modified by the intermediate

computer. Since the packet intended to be sent to the first computer, the new,

translated outer destination IP address indicate the address of the first computer,

The resulting packet is sent to the first computer in step 6.

Asia result of step 6, the packet is received by. the. first computer. .The lPSec

processing is undone, i.e. decryption and/or authentication is performed, and the

original packet is uncovered from the lPSec tunnel. The original -packet is then

delivered to the application running on the first computer. In case the first computer

acts as'a router. the packet may be delivered to a host in a subnet for which the first

computer acts as a router.

The first computer may be a mobile terminal, the outer address of which changes from

time to time. The translation .table is then modified using some form .of signalling

messages, as described in the summary section. Upon receiving a request for

modifying a translation, the intermediate computer updates the related translation table

entry to match the new information supplied by the first computer. The operation of the

protocol then proceeds .asdiscussedabove.
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The above discussion is a limited example for illustration purposes. In other

embodiments e.g. more than one SA for the connection — for instance, ESP followed

by AH, can be used. This introduces two SPI values that must be translated. More

than two is also, of course, possible. Furthermore, the example was considered for

lPsec ESP only. The changes required for an embodiment in which AH (or ESP+AH)

is used, are discussed next.

Changes for using AH:

if the Authentication Header (AH) lPSec security transform is to be used, there are

more considerations than in the previous example. In particular, modifications of the

packet fields — even the outer IP header — are detected if AH is used. Thus, the

following nominal processing is required by the first computer. The second computer

performs standard lPSec processing also in this mse.

In step 1, when sending a packet, the first computer must perform lPsec processing

using the SPI values and addresses used in the connection between the intermediate

computer and the second computer. For instance, the SPl value would be s—SPl-3, the

outer source address s-addr-2, -and .the outer destination address s-addr-3. The AH

integrity check value (ICV) must be computed using these values. lCV is a value,

which authentimtes most of the fields of the packet. In practice, all fields that are

never modified by routers are authenticated.

After computing the AH integrity check value, the outer addresses and the SPI value

are replaced with the values used between the first computer and the intermediate

computer: c—addr—1 for the outer .source.address, c—addr—2 for the outer destination

address, and c—SPI-2 for the SPI.

In step 2, the intermediate computer performs the address and SPI translations as in

the example with ESP described above. The resulting -packet is identical to the one

used by the first computer for the AH integrity check value calculation, except possibly

for fields not covered by. AH (such as. the. Time-TQ-Live field, the header checksum,
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etc). Thus. the AH integrity check value is now correct.

In step 3, the second computer performs standard lPSec processing of AH. The

packet, which now is uncovered from the tunnel is sent to the host X. As in the

previous example, an application in host X usually generates a retum packet that is to

be sent to the first computer. This packet is sent to the second computer in step 4.

Upon receiving the packet, the processing of the second computer are the same as in

the example with ESP. The second computer computes an AH integrity check value of

the tunneled packet it is sending to the mobile terminal. The integrity check value is

computed against the outer source address of s-addr—S, outer destination address of s-

addr—2, and the SPI value of s-SPl-2.

In step 5, when the intermediate computer receives the packet, it performs ordinary

translation of the packet. The new outer source address is c-addr-2, the outer

destination address is c-addr-t. and the SPI value is c-SPl-1. At this point the AH

integrity check value is incorrect, which was caused by the translations.

When the mobile terminal receives the packet, it performs a translation of the current

outer addresses and the SPI field for the original ones used by the second computer:

s-addr-3 for the outer source address, s-addr-2 for the outer destination address, and

s-SPI-2 for the SPI value. This reproduces the packet originally sent by the second

computer, except possibly for fields not covered by AH. This operation restores the

AH integrity check value to its original, correct value. The AH integrity check is then

performed against these fields.

Key exchange considerations

The above example discussed the “steady state” IPSec translations performed by the

intermediate computer. The IPSec SAs and the IPSec translation table entries may be

set up manually, or using some automated protocol, such as the lntemet Key

Exchange (IKE) protocol.
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Because the security gateway (the second computer) is a standard lPSec host, it

implements some standard key exchange protocol, such as IKE. The first computer

and the intermediate computer may use some modified version of IKE, or any other

suitable automatic key exchange protocol.

The key exchange must appear as a standard key exchange according to the key

exchange protocol supported by the security gateway (the second computer), such as

IKE. Also, the overall key exchange performed by the first, intermediate, and second

computer must establish not only cryptographic keys, but also the lPSec translation

table entries. The overall key exchange protocol should not reveal the lPSec

cryptographic keys to the intermediate computer to avoid even the potential forsecurity

problems. I

In the following, an example of a modified IKE protocol is presented to outline the

functionality of such a protocol in the context of the invention. The protocol provides

the functionality described above. In particular, the intermediate computer has no

knowledge of the lPSec cryptographic keys established. The protocol is presented on

a general level to simplify.the presentation.

The automatic IKE protocol is usedprior to _other.protocols .to .provide strongly

authenticated cryptographic session keys for the lPSec protocols ESP and AH. IKE

performs the following functions: (1.) security policy negotiation (what algorithms shall

be usedrlifetimes etc.), (2) a Diffie-Hellman key exchange, and (3) strong user/host

authentication (usually using either RSA—based signatures or pre-shared authentication

keys). IKE is divided into two phases: phase 1 and phase 2. Phase 1 negotiates and

establishes cryptographic keys for internal use of the lKE protocol itself, and also

performs the strong user or host authentication. Phase 2 negotiates and establishes

cryptographic keys for lPSec. If lPSec tunnel mode. is used, phase 2 also negotiates

the kind of traffic that may be sent using the tunnel (so-called traffic selectors).

The IKE framework supports several “sub-protocols” for phase 1 and phase 2. The

required ones are “main mode’f for phase. 1_,__and “quickmode” for phase 2. These are

0535



0536

10

15

20

25

30

W0 03/063443 PCT/FIO3/00045

25

used as illustrations, but the invention is not limited to these sub-protocols of IKE.

For the security gateway (second computer), the IKE session seems to be coming

from the address s-addr-2 in Figure 3. Since there may be any number of mobile

terminals served by the intermediate computer, the intermediate computer should

either (1) manage a pool of addresses to be used for the s-addr-2 translation table

address, thus providing each user with a separate “surrogate address”, or (2) use the

same address (or a limited set of addresses), and ensure that the mobile terminals are

identified using some other means than their IP address (IKE provides for such

identification types, so this is not a problem).

The modified IKE protocol specified is analogous to the IPSec translation table

approach. However, instead of SPIs, the so-called IKE cookies are used as translation

indices instead. IKE cookies are essentially IKE session identifiers, and are thus

analogous to the IPSec SPI values, which is another form of a session or context

identifier. There are two cookies: the initiator cookie, chosen by the host that initiates

the IKE session, and the responder cookie, chosen by the host that responds to a

session initiation.

The essential features of the protocol are (1) that it appears to be an entirely ordinary

IKE key exchange for the security gateway, (2) that the IPsec translation table entry is

formed by the intermediate computer during the execution of the protocol, (3) that the

first computer obtains all the necessary information for its packet processing, and (4)

that the intermediate computer does not obtain the IPsec cryptographic session keys.

The overall steps of the protocol are:

1. The first computer initiates the key exchange protocol by sending a message to

the intermediate computer. This message is essentially the IKE main mode

initiation message, with some modifications required for this application.

2. The intermediate computer determines which security gateway (second

computer) to forward this IKE session to, and also establishes a preliminary IKE

translation table entry based_on theinformationavailable from .the message. .
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3. The security gateway (the second computer) replies to the IKE main mode

initiation message.

4. The intermediate computer completes the IKE mapping based on the reply

message.

5. The modified IKE protocol run continues through IKE main mode (the phase 1

exchange), which is followed by quick mode (the phase 2 exchange).

Extensions of standard IKE messages are used between the first computer and

the intermediate computer to accomplish the extra goals required by this

modified IKE protocol.

In figure 4, the IKE session is described message by message. The following text

indicates the contents of each message and how they are processed by the various

hosts. Thereare six main mode messages in the protocol, named mm1, mm2, ...,

mm6, and three quick mode messages, .named qu _qm2, and qm3.

Figure 5 illustrates the IKE translation table entry related to the modified IKE key

exchange being performed. The bolded entries in eachstep are added or changed in

that step as a result of the processing described in the text.

The IKE translation table partition for the connection between the first computer and

the. intermediate computer is as follows (the field name in Figure 5 is given in

parentheses):

0 Local and remote IP address (c—addr-l, c—addr—2)

o Initiator and responder cookie (c-icky, c—rcky)

o IKE identification of the first computer (c-userid, e.g. joe@netseal.com)

The IKE translation table partition for the. connection. between the intermediate

computer and the second computer is as follows (the field name in Figure 5 is given in

parentheses):

0 Local and remote IP address (s—addr—2, s-addr-3)

. Initiator cookie and responder cookie (ea-ickya .s.-rcky_). .
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In addition to these entries, other data may be kept by the intermediate computer

and/or the first computer.

The key exchange is initiated by generating an initiator cookie and sending a zero

responder cookie to the second computer. A responder cookie is generated in the

second computer and a mapping between IP addresses and IKE cookie values in the

intermediate computer is established. A translation table to modify IKE packets in flight

by modifying the external IP addresses and possibly IKE cookies of the IKE packets is

used.

Either the modified IKE protocol between the first computer and the intermediate

computer is modified such that the IKE keys are transmitted from the first computer to

the intermediate computer for decryption and modification of IKE packets or,

alternatively, the modified IKE protocol between the first computer and the

intermediate computer is modified such that the IKE keys are not transmitted from the

first computer to the intermediate computer for decryption and modification of IKE

packets, and the modification of IKE packets is done by the first computer with the

intermediate computer requesting such modifications. The latter alternative is

discussed in the example that follows, since it is more secure than the first alternative.

Extra information, such as user information and SPI change requests, to be sent

between the first and the intermediate computer, is sent by appending the extra

information to the standard IKE messages. The IKE standard has message encoding

rules that indicate a definite length, thus the added extra information can be separated

from the IKE message itself. The extra information fields are preferably encrypted and

authenticated, for instance by using a secret shared by the first computer and the

intermediate computer. The details of this process are not relevant to the invention.

The extra information slot in each IKE message is called the message “tail” in the

following.

IKE messages consists of an IKE header, which includes the cookie fields and
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message ID field. and of a list of payloads. A payload has a type. and associated

information.

Figure 4 considers an example of the routing of packets according to the invention

considering lPSec security association set-up for distribution of keys. As in the

foregoing figure 2, the session begins with sending a packet from the client (first

computer) to the server (intermediate computer).

The key exchange is initiated by the first computer. Thus, in step 1 of figure 4, the first

computer constructs mm1. The IP header of the message contains the following

values:

- IP source address: 195-1.2.3 (c-addr-1)

- IP destination address: 212.90.65.1 (c-addr-2)

The IKE header contains the following values (step 1 in Figure X):

- initiator cookie: CKY1 (c—icky)

- Responder cookie: 0 (c-rcky)

— Message ID: 0

The message contains the following payloads:

- A Security Association (SA) payload, which contains the IKE phase 1

security policy offers from the first computer.

- The message may contain additional payloads, such as Vendor

Identification (VID) payloads, certificate requestslresponses, etc.

- A VID payload can be used to indicate that the first computer supports

the protocol described here.

The message tail contains the following information:

- User identification type and value — the c-userid field. These are used by

the intermediate computer to choose a security gateway to forward this

session to. The identification type may be any of the lKE types, but

additional types can be defined. An alternative to this field is to directly

indicate the security gateway for forwarding. There are other alternatives
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as well, but these are not essential to the invention.

In step 2, the mm1 is received by the intermediate computer. The intermediate

computer examines the message, and forms the preliminary IKE translation table

entry. Figure 5, step 1 illustrates the contents of this preliminary entry. The c-userid

field is sent in the mm1 tail.

The intermediate computer then determines which security gateway to forward this IKE

session to. The determination may be based on any available information, static

configuration, load balancing, or availability requirements. The presented, simple

method is to use the identification information in the mm1 tail to look up the first

matching identification type and value from a table. An example of such a table is

presented in Figure 6.

The identification mapping table of figure 6, is one method for choosing a security

gateway that matches the incoming mobile terminal. The identification table would in

this example be an ordered list of identification type/value entries, that match to a

given security gateway address. When the incoming mobile terminal identification

matches the identification in the table, the corresponding security gateway is used.

For instance, iohn.smith@netseal.com would match the first row of the table, i.e., the

security gateway 123.1.2.3, while ioe@netseal.com matches the second row, i.e., the

security gateway 103.6.5.4. The identification types include any identification types

defined for the IKE protocol, and may contain other types as well, such as employee

numbers, etc.

Other methods of determining the security gateway to be used may be employed. One

such method is for the mobile terminal to directly indicate a given security gateway to

be used. The mobile terminal may also indicate a group of security gateways, one of

which is used. The exact details are not relevant to the invention.

In addition to determining the security gateway address, the intermediate computer

determines which addressit-usesm-commmicatwn.beMeenvitselfr-and-the.second . .
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computer. The same address as is used for the communication between the first and

the intermediate computer may be used, but a new address may also be used. The

address can be determined using a table similar to the one in Figure 6, or the table of

Figure 6 may be extended to include this address.

The intermediate computer then generates its own initiator cookie. This is done to keep

the two session identifier spaces entirely separate, although the same initiator cookie

may be passed as is.

After these determinations, the preliminary translation table entry is modified. Figure 5,

step 2 illustrates the contents of the entry at this point.

The original IP header fields are modified as follows (step 2 in Figure 4):

- IP source address: 212.90.65.1 (s-addr—2)

- IP destination address: 103.6.5.4 (s-addr—3)

The IKE header is modified as follows:

- Initiator cookie: CKY2 (s-icky)

- Responder cookie: 0 (s-rcky)

- Message ID: 0

The message tail is removed. The VID payload that identifies support for this modified

protocol is also removed. The mm1 is then forwarded to the second computer.

In step 3, the second computer responds with mm2. The IP header of the message

contains the following values (step 3 in Figure 4):

- IP source address: 103.6.5.4 (s—addr-3)

~ IP destination address: 212.90.65.1 (s-addr-2)

The IKE header contains the following values:

- Initiator cookie: CKY2 (s-icky)

- Responder cookie: CKY3 (s-rcky)
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— Message ID: 0

The message contains the following payloads:

- Security Association (SA) payload. This is a reply to the offer by the first

computer, and indicates which security configuration is acceptable for the

second computer (this scenario assumes success, so the case of an

error reply is not considered).

- Possibly optional IKE payloads, such as VID payloads, certificate

requests/replies, etc.

There is no message tail.

In step 4. the mm2 is received by the intermediate computer. The intermediate

computer updates its IKE translation table based on the received message. Step 3 in

Figure 5 illustrates the contents of the translation table entry at this point.

The intermediate computer generates its own responder cookie, CKY4, and updates

the translation table yet again. Step 4 in Figure 5 illustrates the entry at this point.

After this step, the translation table entry is complete. and the address and cookie

translations are performed as in steps 1 - 4 for the following messages.

The translated message contains the following IP header fields (Figure 4, step 4)

- lP source address: 212.90.65.1 (c-addr—2)

- IP destination address: 195.1.2.3.(c—addr-1)

The translated IKE header contains the following fields:

- Initiator cookie: CKY1 (c-icky)

- Responder cookie: CKY4 (c-rcky)

The message contains the following payloads:

- The SA payload sent by the second computer.

- Any optional payloadssentbyihe second computer.
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- A VID payload may be added to indicate support of this modified protocol

to the first computer.

A message tail is added, and contains the following information:

5 - ' Address and/or identification information of the chosen security gateway

(the second computer). This information can be used by the client to

choose proper authentication information, such as RSA keys.

The message is then forwarded to the first computer.

10

In step 5, the first computer constructs mm3. The message contains the following

payloads:

- A Key Exchange (KE) payload, that contains Diffie—Hellman key

exchange data of the first computer.

15 - A Nonce (NONCE) payload, that contains a random number chosen by

the first computer.

- Possibly optional lKE payloads.

The message is sent to the intermediate computer.

20

In step 6, the mm3 is fowvarded to the second computer. The contents of the

message are not changed, only the IP header addresses and the IKE cookies, in the

manner described in steps 1 - 4.

25 In step 7, the second computer receives mm3 and responds with mm4. The message

contains the following payloads:

- A Key Exchange (KE) payload, that contains Diffie-Hellman key

exchange data of the second computer.

- A Nonce (NONCE) payload, that contains a random number chosen by

30 the second computer.

- Possibly optional IKE payloads.
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In step 8, the mm4 is forwarded to the first computer.

In step 9, the first computer constructs mm5, which is the first encrypted message in

the session. All subsequent messages are encrypted using the IKE session keys

established from the previous Diffie-Hellman key exchange (the messages mm3 and

mm4) by means of hash operations, as described in the IKE specification. Note that

the intermediate computer does not possess these keys, and can thus not examine the

contents of any subsequent IKE messages. In fact, the intermediate computer has .no

advantage compared to a hostile attacker if it attempts to decipher the IKE traffic.

Instead, the intermediate computer indirectly modifies some fields in the IKE messages

by sending a modification request in the IKE message tail to the first computer, which

does the requested modifications before IKE encryption processing.

The message contains the following payloads:

- An Identification (ID) payload, that identifies the first computer to the

second computer. This identification may be the same as the

identification sent in the mm1 tail, but may differ from that. These two

identifications serve different purposes: the mm1 tail identification (c-

userid) is used to select a security gateway for IKE session forwarding

(the second computer). while the ID payload in this message is used by

the second computer for IKE authentication purposes, for instance, to

select proper RSA authentication keys.

- A Signature (SIG) or Hash (HASH) payload, that serves as an

authenticator. A signature payload is used if RSA— or DSS-based

authentication is used, while a hash payload is used for pre-shared key

authentication. There are other authentication methods in IKE, and IKE

can also be extended with new authentication methods. These are not

essential to the invention, and the following text assumes RSA

authentication (i.e., use of the signature payload).

- Possibly optional IKE payloads.

The message tail contains the_followinginformation;
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- The SPI value that the first computer wants to use for receiving lPsec-

protected messages from the intermediate computer, i.e.. the c—SPl-1

value of the lPsec translation table in Figure 3. More than one SPl value

could be transmitted here, but for simplicity, the following discussion

assumes that only a single SPI is necessary (i.e. only one SA is applied

for lPsec traffic processing). Extending the scheme to multiple SPls is

straightforward.

In step 10, the mm5 is forwarded to the second computer.

The intermediate computer removes the message tail, and performs the IKE

translation discussed previously, and then fonivards the message to the second

computer.

In step 11, the second computer receives the mm5 message, and authenticates the

user (or the host, depending on what identification type is used). Assuming that the

authentication succeeds, the second computer proceeds to authenticate itself to the

first computer.

The mm6 message contains the following payloads:

- An Identification (ID) payload, that identifies the second computer to the

first computer.

- A Signature (SIG) payload (here RSA authentication is assumed).

- Possibly optional IKE payloads.

In step 12, the mm6 is received by the intermediate computer. The intermediate

computer does not change the message itself, but adds a tail with the following

information:

- The SPI value that the intermediate computer wants the first computer to

offer to the second computer in the qm1 message. Since the

intermediate computer cannot access the contents of the IKE messages,

this modification request is made using- the message. tail (see.-the.
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discussion of step 9). The SPI value sent matches the s-SPl-2 field of

the lPsec translation table of Figure 3.

- The SPI value that the intermediate computer wants the first computer to

use for messages sentto itself. This matches the c-SPl-2 field of the

5 lPsec translation table of Figure 3.

The resulting message is forwarded to the first computer.

In step 13, the first computer constructs qm1, which contains the following IKE

10 payloads:

- A Hash (HASH) payload, that serves as an authenticator of the message.

- A Security Association (SA) payload, which contains the IKE phase 2

security policy offers from the first computer, i.e., the lPsec security

policy offers. The SA payload contains the SPI value assigned to the first

15 computer in the mm6 message, i.e., s-SPl-2 in Figure 3.

- Optionally, a Key Exchange (KE) payload, if a new Diffie—Hellman key

exchange is to be performed in phase 2 (this depends on the contents of

the SA payload).

- A Nonce (NONCE) payload, which contains a random value chosen by

20 the first computer.

— Optionally, two Identification (ID) payloads that indimte the lPsec traffic

selectors that the first computer proposes for an lPsec tunnel mode SA.

If lPsec transport mode is used, these are not necessary, but they may

still be used. They may also be omitted if lPsec tunnel mode is used.

25

The IKE header is the same as previously, except that the Message ID field now

contains a non-zero 32-bit value, that serves as a phase 2 session identifier. This

identifier remains constant for the entire quick mode exchange.

30 The message is sent to the intermediate computer.

In step 14, the intermediate computer forwards the qm1 message to the second
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computer.

In step 15, the second computer inspects the security policy offers and other

information contained in the qm1 message, and determines which security policy offer

matches its own security policy (the case when no security policies match results in an

error notification message).

The second computer responds with qm2 message, that contains the following

payloads:

- A Hash (HASH) payload, that serves as an authenticator of the message.

- A Security Association (SA) payload, which indicates the security policy

offer chosen by the second computer. The message also contains the

SPI value that the second computer wants to use when receiving lPsec—

protected messages. The SPI value matches s-SPl—3 of the lPsec

translation table in Figure 3.

- Optionally, a Key Exchange (KE) payload, if a new Diffie-Hellman key

exchange is .to be performed .in phase_2.

- A Nonce (NONCE) .payload, which contains a random value chosen by

the second computer.

- lf Identification (ID) payloads were sent by the first computer, the second

computer also sends Identificationpayloads.

in step 16, the intermediate computer forwards the qm2 message to the first computer.

In step 17, the first computer constructs qm3 message, which containsthe following

payloads:

- A Hash (HASH) payload, that serves as an authenticator of the message.

The following information is sent in the message tail:

- The SPI value sent by the second computer in the qm2 message. This

is sent here, because the intermediate computer cannot.decrypt.the qm2

message and look up the SPI from there. The SPI value matches s-SPI—

3 cf the lPsec translation table in Figurea.
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In step 18, the intermediate computer receives the qm3 and reads the s-SPI-3 value

from the message tail. All the information required to construct the IPsec translation

table entry is now gathered, and the entry can be added to the translation table. In

particular, the information fields are as follows:

5 - c—addr-1: same as c—addr—1 of the IKE session (19512.3).

- c-addr—2: same as c-addr-2 of the IKE session (212.90.65.1).

- c-SPl-1: received in the mm5 message tail from the first computer.

- c-SPI-2: chosen by the intermediate computer, sent to the first computer

in the mm6 message tail.

10 - s—addr-2: same as s-addr—2 of the IKE session (212.90.65.1 in this

example, may be different than c—addr—2). .

- s-addr-3: same as s-addr-3 of the IKE session (10365.4).

- s—SPl-Z: chosen by the intermediate computer, sent to the first computer

in mm6 message tail.

15 - s-SPl-3: sent by the second computer in qm2 to the first computer, which

sends it to the intermediate computer in qm3 message tail.

The intermediate computer forwards the qm3 message to the second computer, which

completes the IKE key exchange, and the IPsec translation table set up.

20

The IPsec cryptographic keys established using the modified IKE key exchange

presented above are either derived from the Diffie-Hellman key exchange performed in

IKE main mode, or from the (optional) Diffie-Hellman key exchange performed in quick

mode. In both cases, the intermediate computer has no access to the shared secret

25 established using the Diffie—Hellman algorithm. In fact, the intermediate computer has

no advantage when compared to a random, hostile attacker.

The above presentation was simplified and exemplified to increase clarity of the

presentation. There are several issues not discussed, but these issues are not

30 essential to the invention.

Some of these issues are the. following;
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—' The phase 1 used main mode. Any other IKE phase 1 exchange can be

used; this changes the details of the protocol but not the essential ideas.

- There are other approaches than the onepresented here. One approach

is for the first computer to reveal the IKE keys to the intermediate

5 computer, so that the second computer is able to modify the required

_ fields of the message (namely, SPI values).

- The discussion assumes that the first computer initiates the IKE

exchange. The opposite direction is possible, too, but requires more

considerations.

10 - The commit bit feature of IKE is not used. Adding that is simple.

- Security gateway selection is based on a table lookup indexed .by an

identification type/value pair sent by the first computer. Other

mechanisms are easy to implement.

- The discussion assumes a successful IKE key exchange. Error cases

15 are easy to handle.

- Phase 1 policy lookup (when processing mm1 and mm2 messages) is

not based on the identity of the lKE counterpart. This is not a major

issue, since the phase 1 security policy can be independent of the

counterpart without limiting usability.

20 - Phase 1 be pre—requisite for executing the protocol in the example. This

can be easily changed by moving some of the “tail” items to phasez

- The protocol establishes a pair of SAs, one for each direction, and

manages the SP! value modifications of these SAs. It is easy to extend

this to cover SA bundles with more than one SA, i.e., SAs applied in ‘

25 sequence (ESP followed by AH. for instance). This requires more than

_ one SPI for each direction, but is easy to add to the protocol described.

The invention is not concerned with the details of the key exchange protocol. The

presented outline for one such protocol is given as an example, several other

30 alternatives exist. The invention is also not concerned with the lKE key exchange

protocol: other key exchange protocols exist, and similar ideas can be applied in using

them in themmextoftheinvention-
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CLAIMS

1. I Method for secure femarding of a message from a'first computer to a
second computer via an intermediate computer in a telemmmunimtion network

5 . characterized by

a) forming a message in the first computer or in a computer that is served by the

first computer and in the latter case sending the message to the first computer,
b) in the first computer forming a secure message by giving the message a unique

identity and a destination address.

10 3 , c) sending the secure message from the first computer to the intermediate
”computer, .

d) using said destination address and the unique identity to find an address to the
second computer

e) substituting the current destinationaddress with the found address to the second
- 15 computer

f) substituting the unique identity with another unique identity,
9) forwarding the secure message with substituted current destination address and-
substituted unique identity to the second computer.

20 2. Method of claim 1. c h .a r a ct e r i z e din that the secure message is formed in '

step b) by using an lPSec connection‘between the first'computer arid the second
computer formed for this purpose in~the method. '

. 3. Method of claim 1, c h a r a c t e r -i z ed in that the secure forwarding of the
"25 . message is performed by making use ofthe SSL or TLS protocols.

4. Method of claim 2, c h a r a ct e r i z e‘ d in that a preceding distribution of keys to

. the components for forming the lPSec connection is performed manually.

30 ‘ 5. Method of_claim 2, c h a r a c I e r i z e d In'IIiaI a preceding distribution of keys for
forming the lPSec connection is performed by an automated key exchange

protocol.

BEST AVAILAetE COPY, -. .,_,..‘. r,”l"_...1 - ._<— u... .___ . ._ . "'AIIJnr-uI-su—R A-§’;—3__.
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i 6 Method of claim 5 c h a r a c 't e'r i z e d in that the automated key exchange .

protocol used for the preceding distribution of keys for forming the 1P Sec

connection is performed by means of a modified IKE key exchange protocol
between the first computer and the intermediate computer and by means of a

. standard lKE key exchange protocol between the intermediate computer and. the

second. computer. _

Method of any of claims 2, 5 or 6, c h a r a c_ t e r i z e d in that the message that is.
sent from the first computer in' step o)Is a packet and contains message-data an
inner lP header containing the actual sender and receiver addresses, an outer IP

' header containing the addresses of the first computer and ‘the intermediate

compUter, the unique identity, and other security parameters._

Method of any of claims 2, 5 'or B, c h at a c t e r i z e din that that the lPSeo
, connection is one or more security associations (SA) and the unique identity is one .

or more SPl values and the other security parameters include one or more

sequence numbers.- ~ ‘

Method of any of claims 1 ,. 8, c h a r a ct e r i z e d in that the matching in step d)

g is performed by using a translation table stored at the intermediate computer.

10. Method of any of claims 1 - 9, c h a r a ct e r i z e d in that both the address and

the SPl—value are changed by the intermediate Computer in steps a) respective f).

11 Methodofanyofclaims1-,1O characterizedinthatthefirstoomputerisa

mobile terminal III/hereby the mobility is enabled by modifying the translation table-
at the intemiediate computer '

12.Method of claim 1 1,-c h a r a ct e r i z e d in that said modification of the translation

tables is performed by sending a request for registration of the new address from

the first computer to the, intermediate computer.

BEST AVAILABLE”-uIMY
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13 Method of claim 12, c h a r a ct e r i z e d in that a reply to saidrequest for-

. registration is sent from the intermediate computer to the first computer

14. Method of claim. 12 or 13, c h a r a ct e ri z e d inthat the request ior registration

_ 5 and/or reply is authenticated and/or encrypted by lPSec. '

‘15. Method of any of claims 4 -14, c h a r a ct e r i ze d in that the key distribution for

the secure connections is established by establishing an IKE protocol translation , ‘
table. and using the translation table to modify IP addresses and cookie values of

' to ’ 'IKE packets in the intermediate computer.

16. Method of claim 15, ch a r a ct e r i z e d in that the key exchange distribution is.

established by _

generating an initiator cookie and sending a zero responder cookie to the second
15’ . computer, ‘

I ' generating a responder cookie in the second computer, .
establishing a mapping between IP_ addresses and IKE cookie values in the
intermediate computer ' .

using the translation table to modify IKE packets in flight by modifying the extemal
20 IP, addresses and possibly IKE cookies of the‘IKE packets.

17.Method of claim 15 or 16. c h a r a a: t e r i z e d in that the modified IKE-protocol . '
between the first computer and the intermediate computer is modified by '

, transmitting the IKE keys from the firstcomputer to the intermediate computer in

25 order to decrypt and modifiute IKE packets.

18. Methodof claim 15 or 16, c h a r a ct e r i z e din that in the modified IKE protocol
between the first computer and the intermediate computer the modification of the

IKE packets is done by the first computer with the intermediate computer

30 requesting such modifications.

BEST AVAILABLE COPY
5‘3“?!"H‘ T_t.‘'f'nu- ...;-- ..-..

Cm“; —-l;o1_’lfih!hhfia ir- _._1‘.'M "v“,5'" .4‘l—'.n II 'F-N'im .u—.‘—"_.

0552

In



0553

‘ 17-'.I1ar --O44‘17=0'2 I'finopat 03 ‘ +358 9 2517 5378 i P 8‘
. . _ F‘s

 

"-42

19. Method of claim 17, c h a r a ct e r i z e d in that the address is defhad so that the
first computer is identified for the second computer by the intermediate computer by
means of an IP address taken from a pool of user IP addresses when forming the
translation table.

5 ‘ _

20.Method of any of. claims 1 —19. c h a r' a ct e r i z e d in that thesecu‘re message is
sent using lPSec transport mode. .

. 21 . Method of any of claims 1 -19, c h a r a ct e r i z e d in that the secure message is

10 » sent using lPSectunnel mode.

22Telecommunication network for secure forwarding of messages, comprising at least
a first computer, a second computer and an intermediate computer

characterize-dinthat. .

4 15 the first and the second computers have means to perform lPSecprocessing, and
the intermediate computer have translation tables. to perform lPSec and IKE
translation.

23. Network of claim 22, c h a r a ct e r i z e d in that the translation table for lPSec
20 translation comprises IP addresses of the intermediate computer to be matched

With IP addresses of the second computer.

24. Network of claim 22. c h a r a c t e r i z e d in that the translation tables for IKE
_ translation consists of two partitions one for the communication between the first

25 computer and the intermediate computer and another for the communication
between the intermediate computer and the second computer.

25. Network of claim 24 c h a r a c _t e ri z e d in that both partitions of the mapping
table for IKE translation contains translation fields for a source IP address a

30 destination IP address initiator and responder cookies between respective
computers.

BEST AVAILABLE COPY
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26;Network of any. of ‘claimsv22 - 25. 0 31.3 r a ct e r i z e d «in that there is another
translation table for‘lKE translation cbntaining fields for matching a given use? to a

given-second computer. '

BEST AVAILABLE COPY
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(57) Abstract: The method and system of the invention enable secure forwarding of a message from a first computer to a second
\ computer via an intermediate computer in a telecommunication network. It is mainly characterized in that a message is formed in the

first computer or in a computer that is served by the first computer, and in the latter case, sending the message to the first computer. In
the first computer, a secure message is then formed by giving the message a unique identity and a destination address. The message
is sent from the first computer to the intermediate computer, whereafter said destination address and the unique identity are used to
find an address to the second computer. The current destination address is substituted with the found address to the second computer,
and the unique identity is substituted with another unique identity. Then the message is forwarded to the second computer.
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COMBINED DECLARATION AND POWER OF ATTORNEY

FOR PATENT APPLICATION .1: 0150093@

My residence, post office address and citizenship are as

stated below next to my name.

I believe I an original, first and joint inventor of the

subject matter which is claimed and for which a patent is sought

on the invention entitled METHOD AND SYSTEM FOR SENDING A MESSAGE

THROUGH A SECURE CONNECTION, the specification of whichfwas filed
as International Patent Application No. PCT/FIO3/0004B, on 21

January 2003.

I hereby state that I have reviewed and understand the

contents of the above—identified specification, including the

claims, as amended by any amendment referred to above;

I acknowledge the duty to disclose information that is

material to the patentability of this application in accordance

with Title 37, Code of Federal Regulations, § 1.56(a). If this is

a continuation—in—part application filed under the conditions

specified in 35 U.S.C. § 120 which discloses and claims subject

matter in addition to that disclosed in the prior copending

application, I further acknowledge the duty to disclose material
information as defined in 37 CFR §1.56(a) which occurred between

the filing date of the prior application and the national or PCT

international filing date of the continuation—in-part application.

I hereby claim foreign priority benefits under Title 35,

United States Code, § 119 of any foreign application(s) for patent
or inventor's certificate listed below and have also identified

below any foreign application for patent or inventor's certificate

having a filing date before that of. the application on which

priority is claimed:

Prior Foreign Application(s) Priority
Claimed

20020112 Finland 22 Jan. 2002 [X] [ ]

(Number) (Country) (Day/Month/Year) Yes No

DECLARATION - PAGE 1 OF 3
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I hereby claim the benefit under Title 35, United States

Code, § 120 of any United States application(s) listed below and,

insofar as the subject matter of each of the claims of this

application is not disclosed in the prior United States

application in the manner provided by the first paragraph of Title

35, United States Code, § 112, I acknowledge the duty to disclose
material information as defined in Title 37, Code of Federal

Regulations, § l.56(a) which occurred between the filing date of

the prior application and the national or PCT international filing
date of this application:

(not applicable) (n/a) (not applicable)
(Application Serial No.) (Filing Date) (Status: patented,‘

pending, abandoned)

The undersigned hereby authorizes Rolf Fasth, the U.S.

attorney named herein, to accept and follow instructions from

Innopat Ltd. as to any action to be taken in the Patent
and Trademark Office regarding this application without direct

communication between Rolf Fasth and the undersigned. In the

event of a change in the persons from whom instructions may be

taken, Rolf Fasth will be so notified by the undersigned.

I hereby appoint Rolf Fasth, Registration No. 36,999, to

prosecute this application, to file a corresponding international

application, and to transact all business in the Patent and
Trademark OffiCe connected therewith.

Address all telephone calls to Rolf Fasth. at telephone

number (602) 993—9099; fax number (602) 942-8364.

Address all correspondence to:

Rolf Fasth

FASTH LAW OFFICES

629 E. Boca Raton

Phoenix, AZ 85022

I hereby declare that all statements made herein of my own

knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements

were made with the knowledge that willful false statements and the

like so made are punishable by fine or imprisonment, or both,
under Section 1001 of Title 18 of the United States Code and that

such willful false statements may jeopardize the validity of the

application or any patent issued thereon.
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Full name of first joint inventor: Sami Vaarala

Inventor's signature

Residence: Helsinki, Finland

Citizenship: Finland

Post Office address: Neljas Linja 22A

FIN—00530 Helsinki, Finland

Full name of second joint inventor: Antti Nuopponen

Inventor's signature

Residence: Espoo, Finland

Citizenship: Finland

Post Office address: Kaksoiskiventie 7-9 A1

FIN—02760 Espoo, Finland
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit

Sami Vaarala and Antti Nuopponen

Serial No.

Filed: Herewith

For: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE
CONNECTION ,

Examiner:

Date: 8 July 2004

PRELIMINARY AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

. Preliminary to examination, please amend the above—

identified patent application as follows:

In the specifiication:

Please add the following paragraph at page 1, line 3

below the title:

 

-—g£i9r Applications

This is a US national phase patent application that

claims priority from PCT/FIOB/OOO45, filed 21 January 2003,

that claims priority from Finnish Patent Application No.

20020112, filed 22 January 2002.——
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In the Claims: 

Amend the claims as follows:

1. (Currently amended) Method A method for secure forwarding

of a message from a first~computer to a second computer via

an intermediate computer in a telecommunication network, e

h a—s—a—e—t—e—r—i—s—emd——ey gomprisingi

a)forming a message in the first computer or in a computer

that is served by the first computer, and in the latter

case sending the message to the first computer,

b)in the first computer, forming a seCure message by giving

the message a unique identity and a destination address,

c)scnding the seCure message from the first computer to the

intermediate computer,

d) using said destination address and the unique identity

to find an address to the second computer,

e) substituting 'the current destination address with. the

found address to the second computer, .

f) substituting the unique identity with another unique

identity, Egg

g) forwarding the secure message with substituted current

destination address and substituted unique identity to the

second computer.

(Currently amended) Methed—ef—eiaim—$——e—h—a—s—eae—t—e~r—i

emesai—iedthat The method of claim 1 wherein the method

further comprises forming the secure message is—éermed in

 

  

step b) by using an IPSec connection between the first

computer and the second computer—fermed—éep—this—purpeeeFia
=QKF£E$§G§.

3.(Currently amended) MethedFef—eleis—4fi—e—h—a—e—e—e—t—e—s—i
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s—e—d—Hfit The method of claim ’1 wherein the method

furgher comprises performing a the secure forwarding of the
message is—peiefiemed by making use of the—88L or ‘TLS

protocols. '

 

(Currently amended) Metheé—e-fi—elaiw—Z—r—eh—a—e—a-e—t—e—H

z—e—d—ée—t-hat The method of claim 2 wherein the method

further comprises manually performing a preceding
distribution of keys to the-components for forming the

IPSec connection—is—pe-r—fiermed—maeuam.

 

. (Currently amended) Method—e—‘Pe-la—im—Q-r—e—h—a—r—a—e—t—e—P—i

-z—e—d—a'.-n—ehet T_he method_of claim 2 wherein_themetho_d

gurther comprises “perform—q a preceding distribution of
keys for forming the IPSec connection is—pesfiermed by an

automated key exchange protocol. '

 

. (Currently amended) Method—e-FGLaam—éw—e—h—a-rra—e—t—e—e—i

e—e—d—‘H-L—t—ha-t The method of claim 5 whereinthe memd

f_urther "comprises performigq the automated key exchange
protocol used for the preceding distribution of keys; for
forming the IP Sec connection is—pesfiermed by means of a

modified IKE key exchange protocol between the first

computer and the intermediate computer and by means of a

standard IKE key exchange protocol between the intermediate

computer and the second computer. 2

. (Currently amended) WWW

a—.E_a—e+e+a—-e—e—é—arn—‘vba% T_he_m___ethod_of cla___im2 wherein

gwethod‘flther comprisegiam the message that is
sent from the first computer in step c) is as a packet and

flat contains message data, an inner IP header containing
the actual sender and receiver addresses, an outer IP
header containing the addresses of the first computer and

the intermediate computer, the unique identityfané—et-he-P
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0569



0570

10

15

20

25

30

35

RP 29a.1ovausu 7/3/04 — 4 —

8. (Currently amended) Method—eéanyLe-tl~ela—ims—2—,—5—er-6,—e—h

ave%H+‘%ed+n—th&t The method of claim 1 wherein

t__hc: method further comprises t—hat— the IPSec connection is
_e_q one or more security associations (SA) and the unique

identity is being one or more SPI values her—

WWWCEWS

9- (Currently amended) Me‘shed-e—Fflfil—eafielreims—LJ--—8—,——e—hT—a—i=

a—o—t—e—ea—e—e—d—in—‘sha-t The method of claim 1 wherein? the
 

a—su—per—fiermeé by using a translation table stored at; the

 

intermediate computer.

10. (Currently amended) WMH

r—a—ewfiFe+-i—z—e—~Hn—t—ha-t- The method of claim, 1 wherei_n

fle_method further. comprises changi_nq both the address? and
the SPI-value are—eheegeé by the intermediate computer in

steps e) respeeeiye gig f).

 

11. (Currently amended) Method—#Wlaims—l—éi-G7—e—h—a
r—a—e—e-e—HH-a—e—é—in—tha-t The method of claim fl wherein

the method further comprises the first computer is tiling a
mobile terminal-,—wl=re~1=e-}s~§z s_o that the mobility is enabled by

modifying the translation table at the intermediate

 

 

 

computer-

‘12. (Currently amended)W
ér—Z-e—Wm T_hemet__hodof claim 11 where—inthe method

f_ur____ther comrprises performing the said modification of the
translation tables is—per-éemeé—by sending a request for

registration of the new address from the first computer to
the intermediate computer .
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13. (Currently amended) Methed—e—Pe—la-im—sz—e—h—a—p—a—e—j—t—e

Hrs—e—d—ia—‘ehat The method of claim ‘12 wherein the method

Ether comprises sending a reply to said jig request for

registration is—sen—t from the intermediate computer to: the

5 first computer. ‘

14. (Currently amended) Method—eé—elai—m—l—Z—eHB—e—lcpa—r—a—c

t—e+i—a—e—d—ie—thet The method of claim 12 wherein the

method further comprises authenticating or encrypting by

10 IP.Se_g the request for registration and/or reply; is

15. (Currently amended) Methed—eé—an-yhof—ela—ms—4—44—ah—a

Fe—c—t—e—s—a—s—e—d—in—ehat T____hemethod of claim 4w_here__in

‘15 t_he method _f__urther comprises establishin the ; key
distribution for the secure connections are—established by

establishing an IKE protocol translation table, and using

the translation table to modify IP addresses and cookie
values of IKE packets in the intermediate computer.

 

 

  

20

'16. (Currently amended) Method—Haim—léfi-h—a—s—a—e—ee—s

i—s-v—e—d—ia—t-hat The mi_thodo___fclaim 15 wherein the method

f_1:.rther_comprises__establis_ir;q the key exchange
distribution is—est—abfished by i

25 generating an initiator cookie and sending a zero responder
cookie to the second computer,

generating a responder cookie in the second computer,
establishing a mapping between IP addresses and IKE cookie

values in the intermediate computer, and

30 using the translation table to modify IKE packets in flight
by modifying the external IP addresses and possibly IKE
cookies of the IKE packets.

17. (Currently amended) WM
35 42—_e_.—1_=—a—z—e—d—l-R-—Gba-’E T_he metho_dof _c___laim1—5wherein_t_he
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meth_odfurther comprises modifying the modified EIKE

protocol between the first computer and the intermediate

computer ate—modified by transmitting the IKE keys fromEthe
first computer to the intermediate computer in order to

decrypt and medal—Etea-ee modify IKE packets.

 '18. (Currently amended)

c—t—e—r—i—ane—d—Ha—t—hae The method of claim 15 wherein. the

me_j:hod further comprises carrying out in the modified IKE

protocol between the first computer and the intermedELate
computer the modification of the IKE packets is—dene byE the
first computer with the intermediate computer requesting

such modifications .

19. (Currently amended) Methed—ef—elaim—‘EJ—r—e—h—a—Je-a—H—e—r

i—e—e—é—ie—tha-‘e T_he method_of claim 17 wherein the method

f_urther comprises defini_mq the address is—de—fieed so tEhat
the first computer is identified for the second computeEr by
the intermediate computer by means of an IP address tiaken

from a pool of user IP addresses when formingi the

translation table. E

20. (Currently amended) Method—ef—eeykef—cle—emkH—an—e—h—e
r—a—e—t—e—rv—jfi—e—d—in—thet fle method of claim 1 wherein

_t__he method further comprises sending the secure message is

sen-t— h_y using an IPSec transport mode. .

21. (Currently amended) WWW—e

r—H—p—eH—e—d—Lmei— The metho—do_f___clair_n_'I wherein

3133 method further comprises sendinmg the secure message is

sent— by using Q IPSec tunnel mode.

  

 

22. (Currently amended) $eleeemenéce-a-‘eiefi Afltelecgmmuniciation
network for secure forwarding of messages, comprisingugj

at least a first computer, a second computer and an
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intermediate computer,

the first and the second computers have—means—te—per—fiesm

having means for performing an IPSec processing, and
the intermediate computer have having translation tables to

perform IPSec and IKE translation.

23. (Currently amended) Netwesac—eéelaam—El,+h—a+a—e—t—e

r—zH—e—é—i-n—Ehat The telecommunication network of claim

3; where—1n the translation table for IPSec translation
eempaeises hag IP addresses of the intermediate computer to
be matched with IP addresses of the second computer.

 

24. (Currently amended) Netwerk—e-Pelaim—e—h—e—r—a—ét—e

r—i—z—e—d——i-n~t—hat T_h_e telecommunication network of claim
 - ———.r—————..,———.

guwherein the translation tables for IKE translation
consists of two partitions, one for the communication
between the first computer and the intermediate compjuter

and another for the communication between the intermediate

computer and the second computer.

25. (Currently amended) WWWH—a-‘Fa—g—H

r—i—z—e—e—a‘rn—eha-t _T_he telec___o__nmunication network of claim

2_4 where1_n both partitions of the mapping table for. IKE
translation contains translation fields for a scurce IP

address, a destination IP address, initiator and responder!

cookies between respective computers. g

 

26. (Currently amended) WWW

&-+a_.—e+e+a.—E—e-—é—3=Hha§ The telecommunic__ation

n_et_.work of claim 22 wherein there is another translation

 

table for IKE translation containing fields for matching a

given user to a given second computer.
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In the Abstract: .

Please add the following abstract on a separate page

 

following the claims:

——Abstract

The method and system enable secure forwarding of a message

from a first computer to a second computer via an intermedgate
comput.er in a telecommunication network. A message is formed
in the first computer or in a computer that is served by the
first computer, and in the latter case, sending the message to

the first computer. In the first computer, a secure message
is then formed by giving the message a unique identity and a
destination address. The message is sent from the first

compt.ter to the intermediate computer after which the

destj.nation address and the unique identity are used to fflnd

an address to the second computer. The current destination

address is substituted with the found address to the second

computer, and the unique identity is substituted with another

unique identity. Then the message is forwarded to the second

c0mputer.——
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REMARKS

Reconsideration of the application is reSpectfully
requested. The specification has been amended to better

conform to US patent practice. ;

The claims have been amended to better conform to US

patent practice. The claims contain no new matter. i
!

follOWing the claims. The added abstract contains no new 3

An abstract has been added to a separate page

matter. I

The application is submitted to be in condition for
allowance, and such action is respectfully requested.

Respectfully Submitted. 3
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METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE
CONNECTION

TECHNICAL FIELD

The method and system of the invention are intended to secure connections in

telecommunication networks- Especially, .it is meant for wireless internet Service
Provider'(lSP) connections.

TECHNICAL BACKGROUND

An internetwork is a collection of individual networks connected with intermediate _
networking devices that function as .a single .large networkDifterent networks can .be

interconnected by routers and other networking devices to create an internetwork.

A local area network (LAN) is a data network that covers .a relatively small geographic
area. It typically connects workstations, persOnal computers, printers and other

devices. A wide area network (WAN) is a data communication network that coversa

relatively broad geographic area. Wide area networks (WANs) interconnect LANs
across normal telephone lines and, for instance, optical networks; thereby
interconnecting geographically disposed users.

There. is a need to protect data .and resources from disclosure to guarantee the

authenticity of data, and to protect systems from network based attacks. More in detail,

there is a need for confidentiality (protecting the contents of data .from being read),
integrity (protecting the data from being modified, which is a property that is
independent of confidentiality), authentication (obtaining assurance about the actual

sender of data), replay protection (guaranteeing that data is fresh, and not a copy of
previously sent data), identity protection (keeping the identities of parties exchanging
data secret from outsiders), high availability, is denial-of—service protection (ensuring
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that the system functions even when under attack) and access control. lPSec is a

technology providing most of these, but not all of them. (in particular, identity protection .

is not completely handled by lPSec, and neither is denial-of-service protection.)

The [P security protocols (lPSec) provides the capability to secure communications

between arbitrary hosts, e.g. across a LAN, across private and public wide area

networks (WANs) and across the internet.lPSec can be used in different ways, such

as for building secure virtual private. networks, to gain a secure access to a company
network, or. to secure communication with other organisations, ensuring authentication

and confidentiality and providing a key exchange mechanism. lPSec ensures

confidentiality. integrity, authentication replay protection, limited traffic flow
confidentiality, limited identity protection, and access control based on authenticated

identities. Even if some applications already have built in security protocols, the use of
lPSec further enhances the security.

lPSec can encrypt and/or authenticate traffic at IP level. Traffic going in to a WAN is

typically compressed and encryptedand .traffic coming from a MNJsdecrypted and

decompressed. lPSec is defined by certain documents, which contain rules for the

lPSec architecture. The documents that define lPSec, are, for the time being, the

Request For Comments (RFC) series of the Internet Engineering Task Force (lETF), in
particular, RFCs 2401 2412.

Two protocols are used to provide security at the IP layer, an authentication protocol

designated by the header of theprotocol, Authentication Header .(AH), and a combined

encryption/authentication protocol designated by the format of the packet for that

protocol, Encapsulating Security Payload (ESP). AH and ESPare however similar

protocols. both operating by adding a protocol header. Both AH and ESP are vehicles

for access control based on the distribution of cryptographic keysand themanagement
of traffic flows related to these security protocols.

Security association (SA) is a key concept in the authentication and the confidentiality
mechanismsfor IF. A security. association is .a one-wayreiationship between a sender A
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and a receiver that offers security services to the traffic carried on it If a secure two-

way relationship is needed, then two security associations are required. if ESP and AH

are combined, or ,if ESP .and/orAH are applied more than once, the term SA bundle is

used, meaning that two or more SAs are used. Thus, SA bundle refers to one or more

SAs applied in sequence, e.g. by first performing an ESP protection, and then an AH

protection. The SA bundle is the combination of all SAs used to secure a packet.

The term JPsec connection is used in what follows in place of an lPSec bundle of one

or more security associations, or a pair of lPSec bundles — one bundle for each

direction — of one 'or more security associations. This term thus covers both

unidirectional and bi-directional traffic protection. There is no implication of symmetry

of the directions. Le, the algorithms .and lPSec transforms used for each direction may
be different.

A security association is uniquely identified by three parameters. The first one, the

Security Parameters Index (.SPl), is a bit string assigned to this SA The SP] is carried

in AH and ESP headers to enable the receiving system to select the SA under which a

received packet will be_.processed. IP destination address is the second parameter,

which is the address of the destination end point of the SA, which may be an end user

system or .a network systemsuoh as a firewall or a router. The third parameten the

security protocol identifier indicates whether the association is an AH or ESP security
association. '

In each lPSec implementation, there is a nominal security association data base

(SADB) that defines the parameters associated with each SA A security association

is normally defined by the following parameters. The Sequence Number Counter is a

32-bit value used to generate the sequence number field in AH .or ESP headers The

Sequence Counter Overflow is a flag indicating whether overflow of the sequence
number counter should generate ,an auditable event and prevent further transmission

of packets on this SA. An Anti-Replay Window is used to determine whether an

inbound AH or ESP packet is a replay. AH information involves information about the

authentication algorithm, keys and related parameters being used with AH. ESP
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information involves information of encryption and authentication algorithms, keys,
initialisation vectors, and related parameters being used with lPSec. AH information

consists of the authentication algorithm, keys and related parameters being used with

AH. ESP information consists of encryption and authentication algorithms, keys,

cryptographic initialisation vectors and related parameters being used with ESP The

sixth parameter, Lifetime of this Security Association, is a time-interval and/or byte-
count after which this SA must be replaced with a new SA (and new SPl) or terminated

plus an indication of which of these actions should occur. lPSec Protocol Mode is
either tunnel or transport mode. Maximum Transfer Unit (MTU), an optional feature,

defines the maximum size of a packet that .can be transmitted without fragmentation.

Optionally an MTU discovery protocol may be used to determine the actual MTU for a

given route, however, such .a protocol is optional- ’

Both AH and ESP support two modes used, transport and tunnel mode.

Transport mode provides protection primarily for upper layer protocols and extends to

the payload of an IP packet. Typically, transport mode is .used .for end-to—end

communication between two hosts. Transport mode may be used in conjunction with a

tunnellingprotocol, other than lPSec tunnelling, toprovide atunneliing capability.

Tunnel mode provides protection to the entire lP packet and is usually used for

sending messages through. more than two components, although tunnel mode may
also be used for end-to-end communication between two hosts. Tunnel mode is often

used when one or both ends of a SA is a security gateway, such as a firewall or a

router that implements lPSec. With tunnel mode, a number of hosts on networks

behind firewalls may engagein secure .communications without implementing iPSec.

The unprotected packets generated by such hosts are tunnelled through external

networks by tunnel mode SAs set .up by the lPSec software in the firewall or secure

router atgboundary of the local network.

To achieve this, after the AH or ESP fields are added to the IP packet, the entire

packet plussecurity fields are treated as the payload of anew outer lP packet with a
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new outer lP header. The entire original, or inner, packet travels through a tunnel from
one point of an IP network to another: no routers along the way are able to examine

the inner lP packet. Because the original packet is encapsulated, the new larger

packet may have totally different source and'destination addresses, adding to the

security. in other words, the first step in protecting the packet using tunnel mode is to

add a new lP header to the packet; thus the "lPlpayload" packet becomes

"lP 1 IP I payload". The next step is to secure the packet using ESP and/or AH. in case

of ESP, the resulting packet is "lPIESPllPIpayload". The whole inner packet is

covered by the ESP and/or AH protection. AH also protects parts of the outer header,

in addition to the whole inner packet.

The lPSec tunnel mode operates eg. in such a way that if a host on a network

generates an IP packet with a destination address of another host on another network,

the packet is routed from the Originating host to a security gateway (SGW), firewall or

other secure router at the boundary of the first network. The SGW or the like filters all

outgoing packets to determine the need for lPSec processing. if this packet from the
first host to another host requires lPSec, the firewall performs JPSecprocessing and

encapsulates the packet in an outer lP header. The source IP address of this outer IP

header is this firewall and the destination address may be .a firewall that forms the

boundary to the other local network. This packet is now routed to the other host’s

firewall with intermediate routers examining only the outer JP.header. At the otherhost

firewall, the outer lP header is stripped off and the inner packet is delivered to the other
host

ESP in tunnel mode encrypts and optionally authenticates the entire inner IP packet,

including the inner IP header. AH.in tunnel mode authenticates the entire .inner lP

packet, including the inner lP header, and selected portions of the outer IP header.

The key management portion .of lPSec involves the determination and distribution .of

secret keys. The default automated key management protocol for lPSec is referred to

as iSAKMP/Oakley and consists of.the Oakley key .determinationprotocol and Internet

Security Association and Key Management Protocol (lSAKMP). lnternet key exchange
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(IKE) is a newer name for the ISAKMPIOakley protocol. IKE is based on the Diffie-

Hellmanalgorithm and supports RSA signature authentication among other modes.
IKE is an extensible protocol, and allows future and vendor-specific features to be

added without compromising functionality.

lPSec has been designed to provide confidentiality, integrity, and replay protection for

IP packets.- However, lPSec is intended .to work with static network topology, where

hosts are fixed to certain subnetworks. For instance; when an lPSec tunnel has been

formed by using Internet Key Exchange .(IKE) protocol, the .tunnel endpoints .are fixed

and remain constant. If lPSec is used with a mobile host, the IKE key exchange will

have to be redone from every new visited network This is problematic, because IKE

key exchanges involve computationally expensive Diffie-Hellman key exchange

algorithm calculations and possibly. RSA calculations. Furthermore, the key exchange

requires at least three round trips (six messages) if using the IKE aggressive mode

followed by IKE .quick mode, end nine messages if using IKE main mode followed by

IKE. quick mode. This may be a big problem in high latency networks, such as General
Packet Radio Service (GPRS) regardless .ofthe computationatexpenses.

In this text, the term mobility and mobile terminal does not only mean physical mobility,

instead the term mobility is in the first hand meant moving .from one network to

another, which can be performed by a physically fixed terminal as well.

The probJem with standard tPSec is .thus that it has been designed for static

connections. For instance, the end points of an lPSec tunnel mode SA are fixed.

There is also no method for changing -any ofthe parameters .of an SA, other than by

establishing a new SA that replaces the previous one. However, establishing SAs is

costly in terms of both computationtime and network latency.

An example of a specific scenario where these problems occur is described next in

' order. to illustrate the problem.

In the scenario, there is a standard lPSec security gateway, which is used by a mobile
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terminal e.g. for remote access. The mobile terminal is mobile in the sense that it

changes its network point of attachment frequently. A mobile terminal can in this text

thus be physically fixed or mobile. Because it may be connected to networks

administered by third parties, it may also have a point of attachment that uses private

addresses — i.e., the network is behind a router that performs network address

translation .(NAT). In addition, the networks used by the mobile terminal for access

may be wireless, and may have poor quality of service in terms of throughput and e.g.

packet drop rate.

Standard lPSec does not work weli in the scenario. Since lPSec connections are

bound to fixed addresses, .the mobile terminal .must establish .a new lPSec connection

from each point of attachment. If an automated key exchange protocol, such as IKE, is

used, setting up a new lPsec connection is costly in terms of computation and network

latency, "and may require a manual authentication phase (for instance, a one—time

password). If lPSec connections are set up manuaUy, there is considerable manual

work involved in configuring the lPSec connection parameters.

Standard .lPSec does e.g. not workthrough NAT deviCes .at the moment. A standard

lPSecNAT traversal protocol is currently being specified, but the security gateway in
thescenario might not support .an JRSec protocol extended in this way. Furthermore,

the current lPSec NAT traversal protocols are not well suited to mobility.

There are no.provisions for improving quality of service over wireless links in the

standard lPSec protocol. if the access network suffers from high packet drop rates, the

applications running in the mobile host and a host that the mobile terminal is

communicating with will suffer from packet drops.

A known method of solving some -of these problems is .based on having an
intermediate host between the mobile terminal'and the lPSec security gateway. The
intermediate host might be a Mobile IP home agent, that provides mobility for the

connection between the mobile terminal and the home agent, while the connection

from the mobile. node to thesecurity gateway is an ordinaryJPSec connection. in this
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case, packets sent by an application in the mobile client are first processed by lPSec,

and then by Mobile lP.

In the general case, this implies both Mobile IP and lPSec header fields for packets

exchanged by the mobile terminal and the home agent. The Mobile IP headers are

removed by the home agent prior to delivering packets to the security gateway, and ‘

added when delivering packets tothe mobile terminal. Because of the use of two

tunnelling protocols (Mobile IP and lPSec tunnelling), the solution is referred to as

"double tunnelling” in this document.

The above method solves the mobility problem, at the cost of adding extra headers to

packets. This may have a significant impact on networks that have low throughput,

such as the General Packet Radio System (GPRS).

Another known method is again to use an intermediate host between the mobile client

and the lPSec security gateway. The intermediate host has an lPSec implementation»

that may support NAT traversal, and possibly some proprietary extensions for

improving quality of service of the access network, for instance.

The mobile host would now establish an lPSec connection between itself and the

intermediate host, and would also establish an lPSec connection between itself and

the lPSec security gateway. This solution is similar to the first known method, except

that two lPSec tunnels are used. it solves a different set of problems — for instance,

NAT traversal — but also adds packet size overhead because of double lPsec

tunnelling.

A third known method ‘is to use a similar intermediate host as in the second known

method, but establish an JPSec connection between the mobile .terminal and the

intermediate host, and another, separate lPSec connection between the intermediate

host and the security gateway. The lPSec connection between the mobile terminal and

the intermediate host may support NAT traversal, for instance, while the second lPSec

connectiondoes not needte:
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When packets are sent by an application in the mobile terminal, the packets are lPSec-

processed using the lPSec connection shared by the mobile terminal and the

intermediate host. Upon receiving these packets, the intermediate host undoes the

lPSec-processing. For instance, if the packet was encrypted, the intermediate host

decrypts the packet. The original packet would now be revealed in plaintext to the

intermediate host. After this, the intermediate host lPSec—processes the packet using

the lPSec connection shared by the intermediate host and the security gateway, and

forwards the packet to the security gateway.

This solutionallows the use of an lPSec implementation that support .NAT traversal,

and possibly a number of other (possibly vendor specific) improvements, addressing

problems suchas the access network quality of service variations. Regardless of

these added features, the lPSec security gateway remains unaware of the

improvements, and is not required to implement any of thelprotocols involved in

improving service. However, the solution has a major drawback: the IPsec packets are

decrypted in the intermediate host, and thustpossibly sensitive data is unprotected in

the intermediate host.

Consider a business scenario where a single intermediate host provides improved

service .to anumber of separate customer networks, each having its own standard

lPSec security gateway. Having decrypted packets of various customer networks in

plaintext form in_the intermediate host is clearly .a major securityproblem.

To summarise, the known'solutions either employ extra tunnelling, causing extra

packet size overhead, or use separate tunnels, causing potential security problems in

the intermediate host(s) that terminate such tunnels.

THE OBJECT OF THE INVENTION
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The object of the invention is to develop a method for fon/varding secure messages

between two computers, especially, via an intermediate computer by avoiding the

above mentioned disadvantages.

Especially, the object of the invention is to forward secure messages in a way that

enables changes to be made in the secure connection.

SUMMARY. OF THE INVENTION

The method and system of the invention enable secure fonlvarding of a message from

.a first computer. to a second computer via __an intermediate .computer ..in a

telecommunication network. It is mainly characterized in that a message is formed in

the first computer or in a computer that is .served by the first computer, and in the latter

case, sending the message to the first computer. In the first computer,- a secure
message is then formed by giving .the message a unique identity and a destination

address. The message is sent from the first computer to the intermediate computer,

whereafter said .destination address and .the unique identity are used to find .an

address to the second computer. The current destination address is substituted with

thejound address to the second computer, and the unique identity is substituted-with
another unique identity. Then the message is forwarded to the second computer.

The advantageous embodiments have the characteristics of_the subclaims.

Preferably, the first computer processes the formed message using a security protocol

and encapsulates the message at Jeast in an outer JP_header. The .outer JP header

source address is the current address of the first computer, while the destination

address is that of the intermediate computer. The message is then sent to -the

intermediate computer, which matches the outer lP header address fields together with

a unique identifier used by the security protocol, and performs a translation .of the outer

addresses and the unique identity used by the security protocol. The translated packet

' is then sent_to_the.second computer, which processes it using. the standard security
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protocol in question. in the method of the invention, there is no extra encapsulation

overhead as in the prior art methods. Also, the intermediate computer does not need

to undothesecurity processing, e.g. decryption, and thus does not compromise

security as in the prior art methods.

Corresponding steps are performed when the messages are sent in the reverse

direction, i.e. from the second computer to thefirst computer.

Preferably, the secure message is formed by making use of the lPSec protocols,

wherebythe .securemessage is formed by usingan lPsec connection between the .first

computer and the intermediate computer. The message sent from the first computer

contains message data, an inner lP header containing actual sender and receiver

addresses, an outer IP header containing the addresses of the first computer and the

intermediatecomputer, a unique identity, and other security parameters. .The unique

identity is one or more SPl values and the other security parameters contain e.g. the

lPsec sequence number.(s). .The number .of .SPI values depends on the SA bundle size

(e.g. ESP+AH bundle would have two SPI values). in the following, when an SA is

referred to, the same applies .to an .SAbundie. The_other.related.securityparameters,

containing e.g. the algorithm to be used, a traffic description, and the lifetime of the SA,

are ,notsent on the wire. .Oniy SP] and sequence number are .sent for each lPsec

processed header (one SPI and one sequence number if e.g. ESP only is used; two

SPls and two sequence numbers if e.g. ESP+AH is used. etc.)

Thus, the unsecured data packet message is formed by the sending computer, which

may ormay not be the first computer. The JP header of this packet has .JP source and

destination address fields (among other things). The packet is encapsulated e.g.
wrapped inside a tunnel, and the resultingpacketissecurect The securedpacket has

a new outer IP header, which contains another set of IP source and destination

addresses (in the outer header — the inner header is untouched), Le. there are .two

outer addresses (source and destination) and two inner addresses. The processed

packet has .a unique identity, the lPsec SPI .vaiue(s).

An essential idea of the invention is to use the standard protocol (lPSec) between the
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intermediate computer and the second computer and an “enhanced lPSec protocol"

between the first computer and the intermediate computer. lPsec-protected packets

are translated by the intermediate computer, without undoing the lPsec processing.

This avoids both the overhead of double tunneling, and the security problem involved

in using separate tunnels.

The translation is performed eg. by means of a translation table stored at the

intermediate computer. The outer lP header address fields. and/or the SPl-valuesare
changed by the intermediate computer so that the message can be forwarded to the

second computer.

By modifying the translation table and parameters associated to a given translation

table entry. the properties of the connection between the first and the intermediate

computers can be changed without establishing a new lPsec conneCtion, or involving

the second computer in any way.

One example of a change in the SA between the first computer and the intermediate

computeristhe change of addresses for enabling mobility. Thiscan be accomplished

in the invention simply by modifying the translation table entry address fields. Signaling

messagesmaybe used to request such a change. Such signalling messages may be

authenticated and/or encrypted, or sent in plaintext. One method of doing

authentication and/or encryption .is to use an lPsec connection between the first

computer and the intermediate computer. The second computer is unaware of this

lPsec connection, and does.th need to participate in the signalling protocol in any

way. Several other methods of signalling exist, for instance, the IKE key exchange

protocol maybe extended .to carry such signalling messages.

In the signalling, eg. a registration request is sent from the first computer to the

intermediate computer which causes the intermediate computer to modify the

addresses in the mapping table and thus, the intermediate computer can identify the

mobile next time a message is sent. Preferably, as a result of.a registration request. a

reply registration is sent from the intermediate computer back to the first computer.
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Other examples of possible modifications to the SA - or in general, the packet

processing behaviour - between the first computer and the intermediate computer are
the following.

One example is the first computer and the intermediate computer perform some sort of

retransmission protocol that ensures that the lPSec protected packets are not dropped
in the route between the first and the intermediate computer. This may have useful

applications. when the first computer is connected using anetwork access method that

has a high packet drop rate - for instance, GPRS.

Such a protocol can be easily based on e.g. lPsec sequence number field and the

replay protection window, which provide .a way to detect that.packet(s.) have been lost.

When a receiving host detects missing packets, it can send a request message for

those particular packets. The request .can of course be piggy-backed on an existing
data packet that is being sent to the other host. Another method of doing the
retransmissions may be based on using an extra protocol inside which the lP.Sec

packets are wrapped for transmission between the first and intermediate computer. In
any case, the second computerremains unaware .ofsuch aretransmissionprotocot

Another example is performing a Network Address Translation (NAT) traversal

encapsulation between the first and the intermediate computer. This method could be

based on e.g. using UDP encapsulation for transmission of packets between the first

and the intermediate computer. Ihe second computer remains unaware about this

processing and does not even need to support NAT traversal at all. This is beneficial

because there are several existing .lPSec products that have no support .for NAT
traversal.

The system of the invention is a telecommunication network for secure forwarding of

messages and comprises at least a first computer, a second computer and an

intermediate computer. It is characterized in that the first and the second computers
have means to perform lPSecprocessirLg. and the intermediate computer have means

to perform lPSec translation and possibly key exchange protocol, such as IKE,
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translation, preferably by means of mapping tables. The intermediate computer may

perform IPSec processing related to other features, such as mobility signalling

described above or other enhancements.

The IPSec translation method is independent of the key exchange translation method.

Also. manual keying can be used instead of automatic keying. If automatic keying is

used, any key exchange protocol can be modified for thatpurpose; however. the idea

is to keep the second computer unaware of the interplay of the first and the

intermediate computer.

An automatic key exchange protocol may be used in the invention in several ways.

The essential idea is that the second computer sees a standardkey exchangeprotocoi

run, while the first and the intermediate computer perform a modified key exchange.
The modified key exchange protocoJ used between the first and the intermediate

computer ensures that the IPsec translation table and other parameters required by

the invention are set up as a side-effect of the key .exchange protocol. One such

modified protocol is presented in the application for the IKE key exchange protocol.

Each translation table consists of entries that are divided into two partitions. The first

partition contains information fields related to the connection between the first

computer and the intermediate computer. while the second partition contains

information fields related to the connection between the intermediate computer and the.

second computer.

The translation occurs by identifying the translation table entry by comparing against

one partition, and mapping into the other. For traffic thatis .flowing from the first

computer towards the second computer, through the intermediate computer, the entry

is found by comparing the receivedpacket against entries in the firstpartition, and then

translating said fields using information found in the second partition 'of the same entry.

For traffic flowing in the opposite direction, the second partition is used for finding the

proper translation table entry, and the first partition for translating the packet fields.
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The lPSec translation table partitions consist of the following information: the lP local

address and the lP remote address (tunnel endpoint addresses) and SPJs for sending

and receiving data.

As mentioned, a translation table entry consists of two such partitions, one for

communication between first computer and the intermediate computer, and another for

communication between the intermediate computer and the second computer.

The invention described. solves the above problems of prior .art. The solution is based

on giving the first computer, eg. if it is mobile, an appearance of a standard computer

for the second computer. Thus, the second computer .will believe it is talking to a

standard lPSec host, while the intermediate computer and the second computer will

Work together using a modified protocol, for instance a slightly modified lPSec and IKE

that helps to accomplish this goal. There are, however, several other control protocols

that could conceivably be used between the first and the intermediate computer.

In the following, the invention is described more in detail by using figures by means of

some embodiment examples tocarry out the invention. The invention .is not restricted

to the details of the figures and accompanying text, or any existing protocols, such as

the currently standardised lPSec or lKF.

Especially, the invention can be concerned with other kinds of telecommunication

networks wherein the method of the invention can be applied than that of thefigures.

FIGURES

' Figure 1 illustrates an example of a telecommunication network of the invention.

Figure 2 describes generallyan example of the method of the invention

Figure 3 illustrates an example of an lPSec translation table used by the intermediate

computer to change the outer JP addressandfiEl value.
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Figure 4 describes a detailed example of how theSA is formed in the invention

Figure 5 illustrates an example of translation tables for the modified key exchange of

the invention.

Figure 6 shows a mapping table for identification values of the user Security Gateway

(SGW) addresses.

DETAILED DESCRIPTION OF THE INVENTION

An example ofa telecommunication network of the invention is illustrated in figure L

comprising a first computer, here a client computer 1 served by an intermediate

computer, here as a server.2, and a host computer 4, that. is served by the second

computer. here a security gateway (SGW) 3. The security gateway supports the

standard lPSec protocol and optionally the IKE key exchange protocol, The client

computer and the server computer support a modified lPSec and IKE protocol.

The invention is not restricted to the topology of figure 1. In other embodiments, the

first computer may e.g. be a router; or there might e.g. not be a host behind the second

computer (in which case the first and the second computer are talking to each other

directly); etc.

The lPSec translations taking place in the scenario of Figures 1, 2, and 3 are

discussed first The lPSec connections (such .as SAs) in the scenario may be

established manually, or using some key exchange protocol, such as the Internet Key

Exchange (lKE). To illustrate how a key exchange protocol would be used in the

scenario of figure 1, a modified IKE protocol based on IKE translation is also presented

later.

In the invention, an lPSec connection is shared by the first computer and the second

computer, while the intermediate. computer. holds information. required to perform
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address and lPSec SPI translations for the packets. These translations accomplish
the effect of “double tunnelling” (described in the technical background section), but

with the method of the invention the confidentiality of the packets is not compromised,

while simultaneously having no extra overhead when compared to standard lPSec.

The intermediate computer does not know the cryptographic keys used to encrypt

and/or authenticate the packets, and can thus not reveal their contents.

The advantage of the invention is that the logical lPSec connection shared by the first

and the second computer can be enhanced by the first and the intermediate computer

without involvement of the second computer. In .particular the so-catled "ingress

filtering" performed by some routers does not pose any problems when translations of

addresses are used. In the example presented, each host also manages its own

lPSec SPI space independently.

In the example of figure 1, an lPSec connection is formed between the client computer

1 (the first computer) and the securitygateway 3 (the second computer). To create an

lPSec tunnel, a SA (or usually a SA bundle) is formed between the respective

computers with a preceding key exchange. The key exchange between the first and

the second computer can take place manually or it can be performed with an automatic

key exchange protocol such as the IKE protocol. .Forperforming said key exchange, a

standard IKE protocol is used between the server 2 and the security gateway 3, and a

modified IKE protocol is used between the client computer 1 and the server .2. An

exampte'of a modified IKE protocol that can be used in the invention is described in

connection with figure 4. '

Messages to be sent to the host terminal 4 from the client computer 1‘are first sent to

the server .2, wherein an lPSec translation and .an IKE translation takes place. After

that the message can be sent to the security gateway 3, which sends the message

further in plain text to the host terminal 4.

The method of the invention, wherein messages in packet form are sent by routing to

the end destination, is generally described in connection with figure 2. It is assumed in
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the following description that the lPSec connection between the first and second

computer already is formed. The lPSec connection can be set up manually or

automatically by e.g. an IKE exchange protocol which is described later.

Figure 2 illustratesthe sequence of events that take place when the first computer,

corresponding to the mobile terminal in figure 1, sends a packet to a destination host,

labelled X in the figure, and when the host X sends a packet to the mobile terminal.

IP packets consist of different parts, such as a 'data payload and protocol headers, The

protocol headers in turn consist of fields.

In step 1 of figure ,2, the first computer, e.g. a mobile terminal. forms an lP.packe.t that

is to be sent to host X. Typically, this packet is created by an application running on the

mobile terminal. The IP packet source address is the address of the mobile terminal.

while the destination address is host X.

The packet isprocessed using an lPSec.tunnel mode SA, which encapsulates the JP

packet securely. The example assumes that lPSec encryption and/or authentication of

ESP type is used forprocessing thepacket, although the invention is not limited to the

use of only ESP; instead, an arbitrary lPsec connection may be used.

In said processing, a new IP header is constructed for the packet, with so-called outer

IP addresses. The outer source address of the packet can be the same as the inner IP

address — ie., the address of the mobile terminal —.but canbe different, if the mobile

terminal is visiting a network. The outer source address corresponds to the care-of

address obtained by the mobile terminal from .the visited network. in this caseThe

outer destination address is the address of the intermediate computer. In addition to

the new IP header, an ESPheader is added, when using lPSec ESP mode. The SP]

field of the ESP header added by the lPSec processing are set to the SPI value that

the intermediate computer uses for receiving .packets from the mobile terminal. In

general, there may be more than one SPI field in a packet.
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The processing of packets in the intermediate computer is based on a translation table

i.e. an lPSec translation table shown in figure 3. The table has been divided into two

partitions. The left one, identified by the prefix "c-", refers to the network connection

between the first computer (host 1 in figure 1) and the intermediate computer (host 2 in

figure 1). The rightone, identified by the prefix “3-“, refers to the network connection

between the intermediate computer and the second computer (computer 3 in figure 1).

The postfix number (“-1”,~“-2”, or “-3”) identifies the host in question. Thus, the address

fields (“addr”) refer to outer addresses of a packet, while the SPI fields (“SPlf’) refer to

the receiver of packets, which packets were sent with this SPl. Thus, "c—SPl-2” is the

SPI value used by host 2 (the intermediate computer) when receiving packets from

host 1 (the first computer), and the SPI-value l‘c—SPl-1” is the SPI-value with which the

first computer receives messages .and the .SPJ—value .with which the intermediate

computer sends messages to the first computer and so on.

In terms of Figure 3, the outer sourceaddress would be ”.c—addr-1”(195.123), the

outer destination address ”c—addr-2” (212.90.65.1), while the SPI field would be ”c—SPl-

2" (0x12341234). The notation DxNNNNNNNNindicates ..a 32-bit unsigned integer

value, encoded using a hexadecimal notation (base 16). The inner source address is

processed by lPSec in the first .computen and would typically -be encrypted Jn this

example, the inner source address would be the static address of the mobile terminal,

e.g. 10.0.0.1.

When the intermediate computer'receives the packet sent in step 1 described above, it

performs an address and SPI translation, ensuring thatthesecurity gateway (host 3 of

figure 1) can accept the packet. Most of the packet is secured using lPSec, and since

the intermediate computer does not have the cryptographic keys to undo the lPSec

processing done by the mobile terminal, it cannot decrypt any encrypted portions of the

packet but is able to use the outer JP addresses and the incoming SP] value to

determine how to modify the outer address and the SPI to suite the second computer,

which is the next destination SPI is now changed to 0x56785678 in the intermediate

computer and the address is changed to the address of the second computer. This is

done by means. of the IRSeotransiationtable of figure.3-
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The first row of Figure 3 is a row that the intermediate computer has found that

matches the packet in the example, and thus the intermediate computer chooses it for

translation. The new outer source address s—addr—2 (21290651) is substituted for the

outer source address c-addr-1 (195.123), and the new outer destination address 5-

addr-3 (10365.4) is substituted for the outer destination address c-addr-2

(21290651). The new SPl value, s-SPl-3 (0x56785678), is substituted for the SPl

value c-SPl-2 (0x12341234). If more than one SPl values are used, all the SPl values

are substituted similarly. in the example, s-addr—2 and c-addr-2 happen to be the

same on both partitions of the table. This is not necessarily so but the intermediate

computer might use another address for sending.

In step 2 of figure 2, the translated packet is sent further to the second computer. The

inner lP packet has not been modified after that the first computer sent the packet.

The second computer processes the packet using standard lPSec algorithms. The

security gateway (the second computer) can e.g. decipher and/or check the

authenticity of the packet, then remove the lPSec tunnelling, and fowvard the original
packet towards the destination host, X. Thus, the entire original packet was unaffected

by the translation as the IP header, and thus the address fields, was covered by lPSec.

After uncovering the original packet from the lPsec tunnel, the second computer

makes a routing decision based on the lP header of the original packet. in the

example, the IP destination address is X (host X in Figure 2), and thus the second

computer delivers the packet either directly to X, or to the next hop router.

In step 3 of figure 2, the packet is sent from the second computer (corresponding to

SGW in figure 1) to host X, having now only the original source IP address 10.0.0.1

and the original destination lP address X in the IP header. Thus, in step 3, host X

receives-the packet sent by the second computer. Usually, an application process

running on host X would generate some return traffic. This would cause an IP packet

to be generated and sent to the second computer.

if a packet is sent back from hostX tothe. .first.computer. (corresponding. to the_.client.
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computer in figure 1), steps analogous to steps 1 - 3 are performed. The packet is thus

first sent to the second computer, with the source "5 address being X and the

destination IP address being 10.0.0.1, in step 4. The generated packet is then received

by the second computer. The lPSec policy of the second computer requires that the

packet be lPSec-processed using a tunnel mode lPSec SA. This processing is similar

to the one in steps 1 and 2. A new, outer IP header is added to the packet in the

second computer, after which the resulting packet is secured using the lPSec .SA. The

outer IP source address is set to s-addr—3 (103.6.5.4) while the outer IP destination

address is set to s-addr—2 (21290651). The SPI field is set to s-SPl-210xc1230012).

In step 5, the resulting packet is sent to the address indicated by the new outer lP

destinationaddress, s-addr-Z, the intermediate computer. The intermediate computer

receivesthe packet and performs a similar address and SPI translation.

The inner addresses are still the same, and are not modified by the intermediate

computer. Since the packet intended to be sent to the first computer, the new,

translated outer destination IP address indicate the address of the first computer.

The resulting packet is sent to the first computer in step 6.

Asa result of .step 6, .the packet is received by. the first computer. The lPSec

processing is undone, i.e. decryption and/or authentication is performed, and the

original packet is uncovered from the lPSec tunnel. The original packet is then

delivered to the application running on the first computer. In case the first computer
acts as a router, thepacket may be delivered to a host in a subnet for which the first

computer acts as a router.

The first computer may be a mobile terminal, the outer address of which changes from

time to time. The translation table is then modified using some form .of signalling

messages, as described in the summary section. Upon receiving a request for

modifying a translation, the intermediate computer updates the related translation table

entry to match the new information supplied by the first computer. The operation of the
protocol then proceeds asdiscussedabove.
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The above discussion is a limited example for illustration purposes. In other

embodiments eg. more than one SA for the connection - for instance, ESP followed

by AH, can be used. This introduces two SPl values that must be translated. More

than two is also, of course, possible. Furthermore, the example was considered for

lPsec ESP only. The changes required for an embodiment in which AH (or ESP+AH)
is used, are discussed next.

Changes for using AH:

If the Authentication Header (AH) lPSec security transform is to be used, there are

more considerations than in the previous example. In particular, modifications of the

packet fields — even the outer IP header — are detected if AH is used. Thus, the

following nominal processing is required by the first computer. The second computer

performs standard lPSec processing also in this case.

In step 1, when sending a packet, the first computer must perform lPsec processing
using the SP! values and addresses used in the connection between the intermediate

computer and the second computer. For instance, the SPl value would be s-SPl—3, the

outer Source address s—addr—2, .and,.the outer destination address s—addr—3. The AH

integrity check value (lCV) must be computed using these values. lCV is a value,

which authenticates most of the fields of the packet. in practice, all fields that are

never modified by routers are authenticated.

After computing the AH integrity check value, the outer addresses and the SPl value

are replaced with the values used between the first computer and the intermediate

computer: c-addr—1 for the outer .sourceaddress, c-addr-2 for the outer destination

address, and c-SPl-2 for the SPl.

In step 2, the intermediate computer performs the address and SP! translations as in

the example with ESP described above. The resulting packet is identical to the one

used by the first computer for the AH integrity check value calculation, except possibly

for fields not covered by. AH (such asthe Time-To—L'Lve field, the header checksum,
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etc). Thus, the AH integrity check value is now correct.

In step 3, the second computer performs standard lPSec processing of AH. The

packet, which now is uncovered from the tunnel is sent to the host X. As in the

previous example, an application in host X usually generates a return packet that is to

be sent to the first computer. This packet is sent to the second computer in step 4.

Upon receiving the packet, the processing of the second computer are the same as in

the example with ESP. The second computer computes an AH integrity check value of

the tunneled packet it is sending to the mobile terminal. The integrity check value is

computed against the outer source address of s-addr—B, outer destination address of s-

addr-2, and the SPI value of s—SPl-2.

In step 5, when the intermediate computer receives the packet, it performs ordinary

translation of the packet. The new outer source address is c-addr-2, the outer

destination address is c-addr—t, and the SPI value is c—SPI—‘1. At this point the AH

integrity check value is incorrect, which was caused by the translations.

When the mobile terminal receives the packet, it performs a translation of the current

outer addresses and the SPI field for the original ones used by the second computer:

s-addr—3 for the outer source address, s-addr-Z for the outer destination address, and .

s-SPl-2 for the SPI value. This reproduces the packet originally sent by the second

computer, except possibly for fields not covered by AH. This operation restores the

' AH integrity check value to its original, correct value. The AH integrity check is then

performed against these fields.

Key exchange considerations

The above example discussed the “steady state" lPSec translations performed by the

intermediate computer. The lPSec SAs and the lPSec translation table entries may be

set up manually, or using some automated protocol, such as the Internet Key

Exchange (IKE) protocol.
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Because the security gateway (the second computer) is a standard lPSec host, it

implements some standard key exchange protocol, such as IKE. The first computer

and the intermediate computer may use some modified version of IKE, or any other

suitable automatic key exchange protocol.

The key exchange must appear as a standard key exchange according to the key

exchange protocol supported by the security gateway (the second computer), such as

lKE. Also, the overall key exchange performed by the first, intermediate, and second

computer must establish not only cryptographic keys, but also the lPSec translation

table entries. The overall key exchange protocol should not reveal the lPSec

cryptographic keys to the intermediate computer to avoid even the potential for security

problems.

In the following, an example of a modified IKE protocol is presented to outline the

functionality of such a protocol in the context of the invention. The protocol provides

the functionality described above. In particular, the intermediate computer has no

knowledge of the lPSec cryptographic keys established. The protocol is presented on

a general level to simplify..the presentation. '

The automatic IKE protocol is used.prior. to .other.protocols .to provide strongly

authenticated cryptographic session keys for the lPSec protocols ESP and AH. IKE

performs the following functions: (1.) securitypolicy negotiation (what algorithms shall

be used, lifetimes etc.), (2) a Diffie—Hellman key exchange, and (3) strong user/host

authentication (usually using either RSA-based signatures or pre-shared authentication

keys). lKE is divided into two phases: phase 1 and phase 2. Phase 1 negotiates and

establishes cryptographic keys for internal use of the IKE protocol itself, and also

performs the strong user or host authentication. Phase 2 negotiates and establishes

cryptographic keys for lPSec. If lPSec tunnel mode. is used, phase2 also negotiates

the kind of traffic that may be sent using the tunnel (so-called traffic selectors).

The IKE framework supports several "sub—protocols" for phase 1 and phase 2. The

required ones are “main mode’f for phase. 1,- and “quickmode” for phase 2. These are
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used as illustrations, but the invention is not limited to these sub-protocols of IKE.

For the security gateway (second computer), the IKE session seems to be coming

from the address s-addr-2 in Figure 3. Since there may be any number of mobile

terminals served by the intermediate computer, the intermediate computer should

either (1) manage a pool of addresses to be used for the s-addr—2 translation table

address, thus providing each user with a separate “surrogate address”, or_(2) use the

same address (or a limited set of addresses), and ensure that the mobile terminals are

identified using some other means than their IP address (IKE provides for such

identification types, so this is not a problem).

.The modified IKE protocol specified is analogous to the IPSec translation table

approach. However, instead of SPIs, the so-called IKE cookies are used as translation

indices instead. IKE cookies are essentially IKE session identifiers, and are thus

analogous to the IPSec SPI values, which is another form of a session or context

identifier. There are two cookies: the initiator cookie, chosen by the host that initiates

the IKE session, and the responder cookie, Chosen by the host that responds to a

session initiation.

The essential features of the protocol are (1) that it appears to be an entirely ordinary

IKE key exchange for the security gateway, (2) that the IPsec translation table entry is

formed by the intermediate computer during the execution of the protocol, (3) that the

first computer obtains all the necessary information for its packet processing, and (4)

that the intermediate computer does not obtain the IPsec cryptographic session keys. V

The overall steps of the protocol are:

1. The first computer initiates the key exchange protocol by sending a message to

the intermediate computer. This message is essentially the IKE main mode

initiation message, with some modifications‘required for this application.

2'. The intermediate computer determines which security gateway (second

computer) to forWard this IKE session to, and also establishes a preliminary IKE

translation table entry basedontheinformation available from the message. .
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3. The security gateway (the second computer) replies to the IKE main mode

initiation message. .

4. The intermediate computer completes the IKE mapping based on the repiy

message.

5. The modified IKE protocol run continues through IKE main mode (the phase 1

exchange), which is followed by quick mode (the phase 2 exchange).

Extensions of standard lKE messages are used between the first computer and

the intermediate computer to accomplish the extra goals required by this

modified lKE protocol.

In figure 4, the IKE session is described message by message. The following text

indicates the contents of each message, and how they are processed by the various

hosts. There are six main mode messages in the protocol, named mm1, mm2,

mm6, and three quick mode messages, named qm1, am; and qm3.

Figure 5 illustrates the lKE translation table entry related to the modified lKE key

exchange being performed. The bolded entries ineachstep are added or changedin

that step as a result of the processing described in the text.

The lKE translation table partition for the connection between the first computer and

the intermediate computer is as follows (the field name in Figure 5 is given in

parentheses):

0 Local and remote lP address (c—addr—1, c-addr-2)

o Initiator and responder cookie (c-icky, c-rcky)

o IKE identification of the first computer (c—userid, e.g. joe@netseal.com)

The IKE translation table partition for the connection between the intermediate

computer and the second computer is as follows (the field name in Figure 5 is given in

parentheses):

- Local and remote lP address (s-addr—Z, s-addr—3)

. initiate: cookie and responder cookie (s—icky,.s—rcky_) .
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In addition to these entries, other data may be kept by the intermediate computer

and/or the first computer.

The key exchange is initiated by generating an initiator cookie and sending a zero

responder cookie to the second computer. A responder cookie is generated in the

second computer and a mapping between IP addresses and IKE cookie values in the

intermediate computer is established. A translation table to modify IKE packets in flight

by modifying the external IP addresses and possibly IKE cookies of the IKE packets is

used.

Either the modified IKE protocol between the first computer and the intermediate

computer is modified such that the IKE keys are transmitted from the first computer to

the intermediate computer for decryption and modification of IKE packets or,

alternatively, the modified IKE protocol between the first computer and the

intermediate computer is modified such that the IKE keys are not transmitted from the

first computer to the intermediate computer for decryption and modification of _lKE

packets, and the modification of IKE packets is done by the first computer with the

intermediate computer requesting such modifications. The latter alternative is

discussed in the example that follows, since it is more secure than the first alternative.

Extra information, such as user information and SPI change requests, to be sent

between the first and the intermediate computer, is sent by appending the extra

information to the standard IKE messages. The IKE standard has message encoding

rules that indicate a definite length, thus the added extra information can be separated

from the IKE message itself. The extra information fields are preferably encrypted and

authenticated, for instance by using a secret shared by the first computer and the

intermediate computer. The details of this process are not relevant to the invention.

The extra information slot in each IKE message is called the message “tail” in the

following.

IKE messages consists of an IKE header, which includes the cookie fields and
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message ID field, and of a list of payloads. A payload has a type, and associated
information.

Figure 4 considers an example of the routing of packets according to the invention

considering lPSec security association set-up for distribution of keys. As in the

foregoingfigure 2, the session begins with sending a packet from the client (first

computer) to the server (intermediate computer).

The key exchange is initiated by the first computer. Thus, in step 1 of figure 4, the first

computer constructs mm1. The IP header of the message contains the following
values:

— IP source address: 195.1.2.3 (c-addr-1)

- lP destination address: 212.90.65.1 (c-addr—2)

The lKE header contains the following values (step 1 in Figure X):

- Initiator cookie: CKY1 (c-icky)

- Responder cookie: O (c—rcky)

- Message l0: 0

The message contains the following payloads:

- A Security Association (SA) payload, which contains the lKE phase 1

security policy offers from the first computer.

- The message may contain additional payloads, such as Vendor

Identification (VID) payloads, certificate requests/responses, etc.

- A VID payload can be used to indicate that the first computer supports
the protocol described here.

The message tail contains the following information:

- User identification type and value — the c-userid field. These are used by

the intermediate computer to choose a security gateway to forward this

session to. The identification type may be any of the IKE types, but

additional types can be defined. An alternative to this field is to directly

indicate the security gateway for forwarding. There are other alternatives
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as well, but these are not essential to the invention.

In step 2, the mm1 is received by the intermediate computer. The intermediate

computer examines the message, and forms the preliminary IKE translation table

entry. Figure 5, step 1 illustrates the contents of this preliminary entry. The c-userid

field is sent in the mm1 tail.

The intermediate computer then determines which security gateway to forward this IKE

session to. The determination may be based on any available information, static

configuration, load balancing, or availability requirements. The presented, simple

method is to use the identification information in the mm1 tail to look up the first

matching identification type and value from a table. An example of such a table is

presented in Figure 6.

The identification mapping table of figure 6, is one method for choosing a security

gateway that matches the incoming mobile terminal. The identification table would in

this example be an ordered list of identification type/value entries, that match to a

given security gateway address. When the incoming mobile terminal identification

matches the identification in the table, the corresponding security gateway is used.

For instance, iohn.smith@netseal.com would match the first row of the table, i.e., the

security gateway 123.1.2.3, while ioe@netseal.com matches the second row, i.e., the

security gateway 1036.54. The identification types include any identification types

defined for the IKE protocol, and may contain other types as well, such as employee

numbers, etc.

Other methods of determining the security gateway to be used may be employed. One

such method is for the mobile terminal to directly indicate a given security gateway to

be used. The mobile terminal may also indicate a group of security gateways, one of

which is used. The exact details are not relevant to the invention.

In addition to determining the security gateway address, the intermediate computer

determines which addressit—uses-fw communication. betweenitself-andthe second
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computer. The same address as is used for the communication between the first and

the intermediate computer may be used, but a new address may also be used. The

address can be determined using a table similar to the one in Figure 6, or the table of
Figure 6 may be extended to include this address.

The intermediate computer then generates its own initiator cookie. This is done to keep

the two session identifier spaces entirely separate, although the same initiator cookie

may be passed as is.

After these determinations, the preliminary translation table entry is modified. Figure 5,

step 2 illustrates the contents of the entry at this point.

The original lP header fields are modified as follows (step 2 in Figure 4):

- lP source address: 212.90.65.1 (s—addr-2)

- IP destination address: 103.6.5.4 (s—addr-3)

The IKE header is modified as follows:

- Initiator cookie: CKY2 (s—icky)

- Responder cookie: O (s-rcky)

- Message ID: 0

The message tail is removed. The VID payload that identifies support for this modified

protocol is also removed. The mm1 is then forwarded to the second computer.

In step 3, the second computer responds with mm2. The IP header of the message

contains the following values (step 3 in Figure 4):

- lP source address: 103.6.5.4 (s-addr—3)

- IP destination address:212.90.65.1 (s—addr—2)

The lKE header contains the following values:

- Initiator cookie: CKY2 (s-icky)

- Responder cookie: CKY3 (s-rcky)
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- Message ID: 0

The message contains the following payloads:

- Security Association (SA) payload. This is a reply to the offer by the first

computer, and indicates which security configuration is acceptable for the

second computer (this scenario assumes success, so the case of an

error reply is not considered). .

- Possibly optional IKE payloads, such as VID payloads, certificate

requests/replies, etc.

' There is no message tail.

In step 4, the mm2 is received by the intermediate computer. The intermediate

computer updates its IKE translation table based on the received message. Step 3 in

Figure 5 illustrates the contents of the translation table entry at this point.

The intermediate computer generates its own responder cookie, CKY4, and updates

the translation table yet again. Step 4 in Figure 5 illustrates the entry at this point.

After this step, the translation table entry is complete, and the address and cookie

“3"‘0 translations are performed as in steps 1 - 4 for the following messages.ccccc

anoon0o

cc :5taco
ooooo

O

The translated message contains the following lP header fields (Figure 4, step 4)

- lP source address: 212.90.65.1 (c—addr—Z)

- lP destination address: 195.12.3.(c-addr-1)

The translated IKE header contains the following fields:

- Initiator cookie: CKY1 (c-icky)

- Responder cookie: CKY4 (c—rcky)

The message contains the following payloads:

- The SA payload sent by the second computer.

- Any optional payloadssentbythesecond computer.
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A VID payload may be added to indicate support of this modified protocol

to the first computer.

A message tail is added, and contains the following information:

Address and/or identification information of the chosen security gateway5 -

‘ (the second computer). This information can be used by the client to

choose proper authentication information, such as RSA keys. .

The message is tl'ien forwarded to the first computer.

10 ' y

In step 5, the first computer constructs mm3. The message contains the following

payloads:

- A Key Exchange (KE) payload, that contains Diffie-Hellman key

exchange data of the first computer.

15 - A Nonce (NONCE) payload, that contains a random number chosen by

the first computer. ‘

- Possibly optional IKE payloads.

The message is sent to the intermediate computer.

{230

In step 6, the mm3 is forwarded to the secbnd computer. The contents of the

“3 message are not changed, only the IP header addresses and the IKE cookies, in the

3 manner described in steps 1 - 4.

sz’ZS In step 7, the second computer receives mm3 and responds with mm4. The message

. » contains the following payloads:

- A . Key Exchange (KE) payload, that contains Diffie—Hellman key

exchange data of the second computer.

- A Nonce (NONCE) payload, that contains a random number chosen by

3°W330 the second computer.
LL

0‘ aa:
0 - Possibly optional IKE payloads.‘CCO‘LC‘
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In step 8, the mm4 is forwarded to the first computer.

In step 9, the first computer constructs mm5, which is the first encrypted message in
the session. All subsequent messages are encrypted using the IKE session keys

established from the previous Diffie-Hellman key exchange (the messages mm3 and

mm4) by means of hash operations, as described in the IKE specification. Note that

the intermediate computer does not possess these keys, and can thus not examine the

contents of any subsequent IKE messages. In fact, the intermediate computer has no

advantage compared to a hostile attacker if it attempts to decipher the IKE traffic.

Instead, the intermediate computer indirectly modifies some fields in the IKE messages

by sending'a modification request in the IKE message tail to the first computer, which

does the requested modifications before IKE encryption processing.

The message contains the following payloads:

- An Identification (ID) payload, that identifies the first computer to the

second computer. This identification may be the same as the

identification sent in the mm1 tail, but may differ from that. These. two

identifications serve different purposes: the mm1 tail identification (c-

userid) is used to select a security gateway for IKE session forwarding

(the second computer), while the ID payload in this message is used by

the second computer for IKE authentication purposes, for instance, to

select proper RSA authentication keys.

- A Signature (SIG) or Hash (HASH) payload, that serves as an

authenticator. A signature payload is used if RSA— or DSS-based

authentication is used, while a hash payload is used for pre—shared key

authentication. There are other authentication methods in IKE. and IKE

can also be extended with new authentication methods. These are not

essential to the invention, and the following text assumes RSA

authentication (i.e., use of the signature payload).

- Possibly optional IKE payloads.

The message tail contains the_followinginformation:
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The SPI value that the first computer wants to use for receiving lPsec-

protected messages from the intermediate computer, i.e., the c—SPl-1

value of the lPsec translation table in Figure 3. More than one SPl value

could be transmitted here, but for simplicity, the following discussion

5 assumes that only a single SPI is necessary (i.e. only one SA is applied

for lPsec traffic processing). Extending the scheme to multiple SPls is

straightforward.

in step 10, the mm5 is forwarded to the second computer.

10

The intermediate computer removes the message tail, and performs the, lKE

translation discussed previously, and then forwards the message to the second

computer.

15 In step 11, the second computer receives the mm5 message, and authenticates the

user (or the host, depending on what identification type is used). Assuming. that the

authentication succeeds, the second computer proceeds to authenticate itself to the

first computer.

An Identification (lD) payload, that identifies the second computer to the

‘25) The mm6 message contains the following payloads:

3” first computer.

3m: - A Signature (SIG) payload (here RSA authentication is assumed).

35"3 - Possibly optional lKE payloads.

3., "5

In step 12, the mm6 is received by the intermediate computer. The intermediate

computer does not change the message itself, but adds a tail with the following
r. L C CEILLC

information:

"5”: - The SPI value that the intermediate computer wants the first computer to

39:30 _ offer to the second computer in the qm1 message. Since the
V intermediate computer cannot access the contents of the lKE messages,

this modification request. is made. using the message. tail (see.-the.
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discussion of step 9). The SPI value sent matches the s-SPl-2 field of

the IPsec translation table of Figure 3.

The SPI value that the intermediate computer wants the first computer to

use for messages sent to itself. This matches the c-SPl—2 field of the

lPsectranslation table of Figure 3.

The resulting message is fonivarded to the first computer.

In step 13, the first computer constructs qm1, which contains the following IKE

A Hash (HASH) payload, that serves as an authenticator of the message.

A Security Association (SA) payload, which contains the IKE phase 2

security policy offers from the first computer, i.e., the IPsec security

policy offers. The SA payload contains the SPI value assigned to the first

computer in the mm6 message, i.e., s—SPl-2 in Figure 3.

Optionally, a Key Exchange (KE) payload, if a new Diffie-Hellman key

exchange is to be performed in phase 2 (this depends on the contents of

the SA payload).

A Nonce (NONCE) payload, which contains a random value chosen by

the first computer.

Optionally, two Identification (ID) payloads that indicate the IPsec traffic

selectors that the first computer proposes for an IPsec tunnel mode SA.

If IPsec transport mode is used, these are not necessary, but they may

still be used. They may also be omitted if IPsec tunnel mode is used.

The IKE header is the same as previously, except that the Message ID field now

contains a non-zero 32-bit value, that serves as a phase 2 session identifier. This

identifier remains constant for the entire quick mode exchange.

The message is sent to the intermediate computer.

In step 14, the intermediate computer forwards the qm1 message to the second
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computer.

In step 15, the second computer inspects the security policy offers and other

information contained in the qm1 message, and determines which security policy offer

matches its own security policy (the case when no security policies match results in an

error notification message).

The second computer responds with qm2 message, that contains the following

payloads: ,

- A Hash (HASH) payload, that serves as an authenticator of the message.

- A Security Association (SA) payload, which indicates the security policy

offer chosen by the second computer. The message also contains the

SPI value that the second computer wants to use when receiving lPsec-

protected messages. The SPl value matches s—SPl-3 of the lPsec

translation table in Figure 3.

- Optionally, a Key Exchange (KE) payload, if a new Diffie—Hellman key

exchange is to be performed in phasez.

— A Nonce (NONCE) payload, which contains a random value chosen by

the second computer.

- If Identification (lD) payloads were sent by the first computer, the second

computer also sends Identification payloads.

In step 16, the intermediate computer forwards the qm2 message to the first computer.

In step 17, the first computer constructs qm3 message, which contains .the following

payloads:

- A Hash (HASH) payload, that serves as an authenticator of the message.

The following information is sent in the message tail:

- The SP! value sent by the second computer in the qm2 message. This

is sent here, because the intermediate computer cannotdeciypt the qm2

message and look up the SPI from there. The SPI value matches s—SPI-

3 of the lPsec translation table in Figurefi.

0612



0613

i. I

37

In step 18, the intermediate computer receives the qm3 and reads the s-SPl-3 value

from the message tail. All the information required to construct the lPsec translation

table entry is now gathered, and the entry can be added to the translation table. in

particular, the information fields are as follows:

5 -

10 -

15 -

c-addr—1: same as c—addr-1 of the IKE session (19512.3).

c—addr—2: same as c—addr-2 of the lKE session (212.90.65.1).

c—SPl—1: received in the mm5 message tail from the first computer.

c-SPl-Z: chosen by the intermediate computer, sent to the first computer

in the mm6 message tail.

s-addr—Z: same as s—addr—Z of the lKE session (212.90.65.1 in this

example, may be different than c-addr-Z). I . '

s-addr—S: same as s-addr—3 of the IKE session (1036.54).

s-SPl-2: chosen by the intermediate computer, sent to the first computer

in mm6 message tail.

s—SPl—B: sent by the second computer in qm2 to the first computer, which

sends it to the intermediate computer in qm3 message tail.

The intermediate computer forwards the qm3 message to the second computer, which

completes the IKE key exchange, and the lPsec translation table set up.

“3“3 The lPsec cryptographic keys established using the modified IKE key exchange

presented above are either derived from the Diffie-Hellman key exchange performed in

lKE main mode, or from the (optional) Diffie-Hellman key exchange performed in quick

mode. In both cases, the intermediate computer has no access to the shared secret

g”:25 established using the Diffie-Hellman algorithm. In fact, the intermediate computer has

00\J

C

no advantage when compared to a random, hostile attacker.
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The above presentation was simplified and exemplified to increase clarity of the

° .. presentation. There are several issues not discussed, but these issues are not

3...§0 essential to the invention.

Some of these issues are the following;
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The phase 1 used main mode. Any other IKE phase 1 exchange can be

used; this changes the details of the protocol but not the essential ideas.

There are other approaches than the one .presented here. One approach

is for the first computer to reveal the IKE keys to the intermediate

computer, so that the second computer is able to modify the required

fields of the message (namely, SPl values).

The discussion assumes that the first computer initiates the IKE

exchange. The opposite direction is possible, too, but requires more
considerations.

The commit bit feature of IKE is not used. Adding that is simple.

Security gateway selection is based on a table lookup indexed by an

identification type/value pair sent by the first computer. Other

mechanisms are easy to implement.

The discussion assumes a successful lKE key exchange. Error cases

are easy to handle.

Phase 1 policy lookup (when processing mm1 and mm2 messages) is

not based on the identity of the IKE counterpart. This is not a major

issue, since the phase 1 Security policy can be independent of the

counterpart without limiting usability.

Phase 1 is-a pre-requisite for executing the protocol in the example. This

can be easily changed by moving some of the “tail” items to phase;

The protocol establishes a pair of SAs, one for each direction, and

manages the SPl value modifications of these SAs. It is easy to extend

this to cover SA bundles with more than one SA, i.e., SAs applied in

sequence (ESP followed by AH, for instance). This requires more than

one SP! for each direction, but is easy to add to the protocol described.

The invention is not concerned with the details of the key exchange protocol. The

presented outline for one such protocol is given as an example, several other

alternatives exist. The invention is also not concerned with the IKE key exchange

protocol: other key exchange protocols exist, and similar ideas can be applied in using
them in thencntextcfthejnvention-
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CLAIMS

1. Method for secure forwarding of a message from a first computer to a

second computer via an intermediate computer in a telecommunication network,

characterized by

a) forming a message in the first computer or in a computer that is served by the

first computer, and in the latter case sending the message to the first computer,

b) in the first computer, forming a secure message by giving the message a unique

identity and a destination address, .

c) sending the message from the first computer to the intermediate computer,

d) using said destination address and the unique identity to find an address to the

second computer,

e) substituting the current destination address with the found address to the second

computer,

f) substituting the unique identity with another unique identity,

9) fonivarding the message to the second computer.

Method of claim 1, c h a r a c t e r i z e d in that the secure forwarding of the

message is performed by making use .ofthe lPSec protocols, whereby the secure

message is formed in- step b) by using an lPSec connection between the first

computer and the second computer formed for this purpose in the method.

. Method of claim 1, c h. a r a c t e r i z e d in that the secure forwarding of the

message is performed by making use of the SSL or TLS protocols.

. Method of claim 2, c h a r a c t e r i z e d in that a preceding distribution of keys to

the components for forming the lPSec connection is performed manually.

5. Method of claim 2, 0 ha r a ct e r i z e d in that a preceding distribution of keys for

forming the lPSec connection is performed by an automated key exchange

protocol. _
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6. Method of claim 5, c h a r a c t e r i z e d in that the automated key exchange

protocol between the first computer and the second computer is performed by

means of a modified IKE key exchange protocol between the first computer and the

intermediate computer and a standard IKE key exchange protocol between the

5 intermediate computer and the second computer.

7. Method of any of claims 2, 5 or 6, c h a r a ct e r iz e d in that the message that is

sent from the first computer in step c) is a packet and contains message data, an

inner lP header containing the actual .senderand receiver addresses an outer P

10 header containing the .addresses of the first computer and the intermediate

computer, a unique identity and other securityparameters.

8. Method of any of claims 2, 5 or 6, c h a r a c t e r i z e d in that that the lPSec '

connection is one or more security associations (SA) and the unique identity is one

15 or more SPl values and the other security parameters include the sequence

number(s).

9. Method of any of claims 1 — 8, c h a r a c t e r i z e d in that the matching in step d)

is performed by means of a translation table stored at the intermediatecomputer.

C33).

10. Method of any of claims 1 - 9, c h a r a ct e r i z e d in that both the address and

the SPl-value are changed by the intermediate computer in steps e) respective f).

0on.n.a0 D

000-.«
000
ono.)

“o °; 11.Method of any of claims 1 - 10, c h a r a c t e r i z e d in that the first computer is anun

suds mobile terminal, whereby the mobility is enabled by modifying the translation table

9 ou u
0

at the intermediate computer.

"L” 12. Method of claim 11, c h a r a ct e r i z e d in that said modification of the translation

tables is performed by sending .a request for registration of the new address from

0 the first computer to the intermediate computer, and optionally, by sending a

registrationleply. fromtheintermediate computer to. the first computer.
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13. Method of claim 12, c h ,a r a c t e r iz e d in that the registration and/or reply is

authenticated and/or encrypted by lPSec.

14.‘Method of any of claims 4 —13, c h a r a ct e r i z e d in that the key distribution for

5 the secure connections is established by establishing an IKE protocol translation

table, and using the translation table to modify IP addresses and cookie values of

IKE packets in the intermediate computer.

15. Method of claim 14, c h .a r a ct e r iz e d in that the key exchange distribution is

10 established by

generating an initiator cookie and sending a zero responder cookie to the second

computer,

generating a responder cookie in the second computer,

establishing a mapping between IP addresses and IKE cookie values in the

15 intermediate computer,

using a translation table to modify IKE packets in flight by modifying the external IP

addresses and possibly IKE cookies of .theJKEpackets.

16. Method of claim 14 or 15, c h a r a c t e r i z e d in that the modified IKE protocol

210 between the first computer and the intermediate computer is modified such that the

8; IKE keys are transmitted from the first computer to the intermediate computer for
decryption and modification of IKEpackets.

3 “o3 17. Method of claim 14 or 15, c h a r a ct e r i z e d in that in the modified IKE protocol
a a
not:

3“,;25 between the first computerand the intermediatecomputer the modification of the

IKE packets is done. by the first computer with the intermediate computer

a "3 requesting such modifications.

"3”": 18. Method of claim 16, ch a r a ct e r i z e d in that the address is defined so that the

first computer is identified for the second computer by the intermediate computer. by

means of an IP address taken from a pool of user IP addresses when forming the
can

0

u; t.t.cc c cocoLOL‘('5:c

translation table.
6: o C
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19. Method of any of claims 1 -18, c h a r a ct e r i z e d in that the secure message is

sent using lPSec transport mode.

20. Method of any of claims 1 -18, c h a r a ct e r i z e d in that the secure message is

5 sent using lPSec tunnel mode.

21.Telecommunication network for secure fon/varding of messages, comprising at least

a first computer, a second computer and an intermediate computer,

characterized inthat

the first and the second computers have means to perform lPSec processing, and
10

the intermediate computer have means to perform lPSec translation.

22. Network of claim 21, 0 ha r a c t e r i z e d in that the intermediate computer

furthermore has means to perform IKE translation.

15

23. Network of claim 21 or 22, c h a r a c t e r i z e d in that the means to perform

lPSec translation and IKE translation consists of translation tables-

24.Network of claim 22, c h a r a ct e r i z e d in that the translation table for lPSec
{2Q translation comprising IP addresses ,of the intermediate computertobe matched

with IP addresses of the second computer.

25. Network of claim 22, c h a r a ct e r i.z e d in that one of the mapping tables.er

IKE translation consists of two partitions, one for the communication between the

goo-235 first computer and the intermediate computer and another for the communication

between the intermediate computer and the second computer.

26. Network of claim 25, c h a r a ct e r i z e d in that both partitions of the mapping

"3“5 table for IKE translation contains translation fields for the source IP address, the
53330 destination IP address, initiator and responder cookies between respective

computers.
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27. Network of claim 28, c h a r a ct e r i z e d in that there is another transiation table

for IKE translation containing fields for matching a given user to a given second

computer.
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L 5’
ABSTRACT

The method and system of the invention enable secure forwarding of a message from

a first computer to a second computer via an intermediate computer in a

5 telecommunication network. It is mainly characterized in that a message is formed in

the first computer or in a computer that is served by the first computer, and in the latter

case, sending the message to the first computer. In the first computer, a secure

message is then formed by giving the message a unique identity and a destination

address. The message is sent from the first computer to the intermediate computer,

whereafier said destination address and the unique identity are used tofind an

address to the second computer. The current destination address is substituted with

the found address to the secondcomputergand the unique identity is substituted with

another unique identity. Then the message is forwarded to the second computer.

10

15 FIG. 1
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 Identification type Identification value

‘ address

User@FulIy—Qualified—
Domain-Name

DC=netseaL DC=com”

Name '
Employee number and “190170 / NetSeal 123.4.32
corn . an Technolo- ies”

  
  

   
  
  

    

FIG. 6
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I. .

INTERNATIONAL PRELIMINARY

EXAMINATION REPORT International application No. PCT/Fl 03/00045 

Basis of the report

1. With regard to the elements of the international application (Replacement sheets which have been furnished to
the receiving Office in response to an invitation under Article 14 are referred to in this report as ”originally filed"
and are not annexed to this report since they do not contain amendments (Fiules 70.16 and 70. 17)): '

Description, Pages

1-38 as originally filed

Claims, Numbers

1—26 filed with telefax on 17.03.2004

Drawings, Sheets

116-616 as originally filed

With regard to the language, all the elements marked above were available or furnished to this Authority in the
language in which the international application was filed, unless otherwise indicated under this item.

These elements were available or furnished to this Authority in the following language: , which is:

El the language of a translation furnished for the purposes of the international search (under Rule 23.1 (b)).

El the language of publication of the international application (under Rule 48.3(b)).

El the language of a translation furnished for the purposes of international preliminary examination (under
Rule 55.2 and/or 55.3).

With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the
international preliminary examination was carried out on the basis of the sequence listing: .

contained in the international application in written form.

filed together with the international application in computer readable form.

furnished subsequently to this Authority in written form.

furnished subsequently to this Authority in computer readable form.

The statement that the subsequently furnished written sequence listing does not go beyond the disclosure
in the international application as filed has been furnished.DClElClEIEI
The statement that the information recorded in computer readable form is identical to the written sequence
listing has been furnished.

4. The amendments have resulted in the cancellation of:

El the description, pages:

El the claims, Nos.:

El the drawings, sheets:

Form PCT/lPEA/409 (January 2004)
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INTERNATIONAL PRELIMINARY .

EXAMINATION REPORT International application No. PCT/F I 03/00045 

5. III This report has been established as if (some of) the amendments had not been made, since they have
been considered to go beyond the disclosure as filed (Rule 702(0)).

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this
report.)

6. Additional observations, if necessary:

V. Reasoned statement under Article 35(2) with regard to novelty, inventive step. or industrial applicability;
citations and explanations supporting such statement

9"

1 . Statement

Novelty (N) Yes: Claims 3,6,11,12,13,14,15,16,17,18,19,20,21

NO: Claims 1 ,2,4,5,7,8,9,10,22,23,24,25,26

Inventive step (IS) Yes: Claims
No: Claims 1 -26

Industrial applicability (lA) Yes: Claims 1—26
No: Claims

2. Citations and- explanations

see separate sheet

Form PCT/lPEA/409 (January 2004)
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‘9 INTERNATIONAL PRELIMINARY International application No. PCT/FI03/00045
EXAMINATION REPORT - SEPARATE SHEET '

Re Item V

Reasoned statement under Article 35(2) with regard to novelty, inventive step or

industrial applicability; citations and explanations. supporting such statement

1.

2.1

The following documents (D) are mentioned:

D1: US 2001/047487 A1 (LINNAKANGAS TOMMI ET AL) 29 November 2001

(2001-1 1-29) 2

D2: US 2001/009025 A1 (AHONEN PASI MATI'I KALEVl) 19 July 2001 (2001-

07-19)

D3: W0 00 78008 A (SSH COMM SECURITY LTD ;K|VlNEN TERO (Fl);

YLOENEN TATU (Fl)) 21 December 2000 (2000-12—21)

D4: US 2001/020273 A1 (MURAKAWA YASUSHI) 6 September 2001 (2001-09-

06)

Claim 22 lacks novelty (Article 33(2) PCT).

Document D1, which is considered to represent the most relevant state of the art ‘

for claim 1, discloses according to the subject—matter of claim 1:

. Telecommunication network for secure fonlvarding of messages, comprising

at least a first computer, a second computer and an intermediate computer

(paragraph 24, lines 4-8)

characterized in that

o» the first and the second computers have means to perform IPSec processing

(paragraph 24, lines 4-8),

. and the intermediate computer have translation tables to perform IPSec and

IKE translation (paragraph 24, lines 11-15).

The features of independent claim 22 are also disclosed in any of D2 (see e.g.

figures 1, 5; paragraphs 4, 5, 48), D3 (see e.g. page 3, line 24 - page 4, line 10;

page 9, lines 7 - 13; figures 1a, 1b, 3) and D4 (see e.g. paragraphs 71 -76).

If novelty were disputable based on minor differences of interpretation, it is

pointed out that the subject—matter of claim 22 would still not involve an inventive

step (Article 33(3) PCT).

Form PCT/Separate Sheet/409 (Sheet 1) (EPO—Aprll 1997)
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3; INTERNATIONAL PRELIMINARY International application No. PCT/FIO3/OOO45
EXAMINATION REPORT - SEPARATE SHEET 5. 

5. The subject-matter of independent method claim 1 corresponds to the subject-

matter of independent apparatus claim 22. Thus, claim 1 also lacks novelty (Article

33(2) PCT).

6. Dependent claims do notcontain any subject-matter which, in combination with

the subject-matter to which they refer, meet the requirements of the PCT in

respect of novelty and inventive step (Article 33(2) and (3) PCT). They are either

disclosed in D1 (e.g. "the secure messa'ge‘i's formed by using an lPSec

connection between the first computer and the second computer"; "preceding

distribution of keys for forming the lPSec connection is performed by an

automated key exchange protocol"), in D2 (9.9 "the request for registration is

encrypted") or common measures (e.g. "forwarding of the message is performed

by making use of the SSL or TLS protocols"; "the secure message is sent using

lPSec tunnel mode"; "the secure message is sent using lPSec transport mode")

obvious for a person skilled in the art.

gm PCT/Separate Sheet/409 (Sheet 2) (EPO—April 1997)
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CLAIMS 7 34. AMDT
 

1. Method for secure fonivarding of a message from a first computer to a

second computer via an intermediate computer in a telecommunication network,

5 characterized by

- a) forming a message in the first computer or in a computer that is served by the

first computer, and in the latter case sending the message to the first computer,

b) in the first computer, forming a secure message by giving the message a unique

identity and a destination address,

10 c) sending the message from the first computer to the intermediate computer,

d) using said destination address and the unique identity to find an address to the

second computer,

e) substituting the current destination address with the found address to the second

computer,

15 f) substituting the unique identity with another unique identity,

9) forwarding the message to the second computer.

2. Method of claim 1, c h a r a c t e r i z e d in that the secure forwarding of the

message is performed by making use ofthe lPSec protocols, whereby the .secure

20' message is formed in_ step b) by using an lPSec connection between the first

computer and the second computer formed for .this purpose in the method.

3. Method of claim 1, c h. .a r a c t e r i z e d in that the secure forwarding of the

message is performed by making use .of the SSL or TLS protocols.

25

4. Method of claim 2, c h a r a c t e r i z e d in that a preceding distribution of keys to

the components for forming the lPSec connection is performed manually.

5. Method of claim 2, c h_a r a ct e r i z e d in that a preceding distribution of keys for

30 forming the lPSec connection is performed by an automated key exchange

protocol. -
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6. Method of claim 5, c h a r a c t e r i z e d in that the automated key exchange

protocol between the first computer and .the .second computer is performed by

means of a modified IKE key exchange protocol between the first computer and the

intermediate computer and a standard IKE key exchange protocol between the

 4o

5 intermediate computer and the second computer.

7. Method of any of claims 2. 5 or 6, c h a r a ct e r iz e d in that the message that is

sent from the first computer in step c) is a packet and contains message data, an

inner IP header containing the actual senderaod “receiver addresses, an outer JP

10 header containing the .addresses of the first computer and the intennediate

computer, a unique identity, and other securityparameters.

8. MethOd of any of claims 2, 5 or 6, c h a r a ct e r i z e d in that that the lPSec

connection is one or more security as_sociations__(SA) and the unique identity is one

15 or more SPI values and the other security parameters include the sequence

number(s).

9. Method of any of claims 1 — 8, c h a r a ct e r i z e d in that the matching in step d)

is performed by means of a translation table stored .at the intermediatecomputer.

20

10. Method of any of claims 1 - 9, c h a r a ct e r i z e d in that both the address and

the SPI-value are changed by the intermediate computer. in steps 6) respective f);

11.Method of any ofclaims1-10,c h a r a c t e r i z e d in that the first computer is a

25 mobile terminal, whereby the mobility is enabled by modifying the translation table

at the intermediate computer.

12. Method of claim 11, c h a r a ct e r i z e d in that said modification of the translation

tables is performed by sending .a request for registration of the new address from

30 the first computer to the intermediate computer, and optionally, by sending a

registratiomeply. from-theintermediate computer to. the first computer.
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authenticated and/or encrypted by IPSec.

14. Method of any of claims 4 —13_, c h a r a ct e r i z e d in that the key distribution for

5 the secure connections is established by establishing an IKE protocol translation

table, and using the translation table to modify IP addresses and cookie values of

IKE packetsin the intermediate computer.

15. Method of claim 14, c h _a r a pi e riz edin that the key exchange distribution is

10 established by

generating an initiator cookie and sending a zero responder cookie to the second

computer,

generating a responder cookie in the second wmputer,

establishing a mapping between IP addresses and IKE cookie values in the

15 intermediate computer,

using a translation table to modify IKE packets in flight by modifying the external IP

addresses and possibly IKEioookies of the..lKE_packets,

16. Method of claim 14 or 15, c h a r a ct e r i z e d in that the modified IKE protocol

20 between the first computer and the intermediate computer is modifiedsuch thatthe

IKE keys are transmitted from the first computer to the intermediate computer for

decryption and modification of IKEpackets.

17. Method of claim 14 or 15, c h a r a ct e r i z e d in that in the modified IKE protocol

25 between the first computerand the intermediate computer .the modification of the

IKE packets is done. by the first computer with the intermediate computer

requesting such modifications.

18. Method of claim 16, ch a r a ct e r i z e d in that the address is defined so that the

30 first computer is identified for the second computer by the intermediate computer. by

means of an IP address taken from a pool of user IP addresses when forming the

translation table.
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19.Method of any of claims 1 -18, c h a r a ct e r i z e d in that the-secure message is

\}

sent using lPSec transport mode.

20.Method of any of claims 1 -18, c h a r a ct e r i z e d in that the secure message is

5 sent using lPSec tunnel mode.

21 .Telecommunication network for secure forwarding of messages, comprising at least

a first computer, a second computer and an intermediate computer,

characterizedinthat ‘

10 the first and the second computers have means to perform lPSec processing, and

the intermediate computer have means to perform lPSec translation.

22. Network of claim 21, c h.a r a c t e r i z e d in that the intermediate computer

furthermore has means to perform IKE translation.

15

23. Network of claim 21 or 22, c h a.r a c t e r i z e d in that the means to perform

lPSec translation and lKE translation consists of translation tables.

24. Network of claim 22, c h a r ac t e r i z e d in that the translation table for lPSec

20 translation comprising IP addresses .of the intermediate computerto .be matched

with IP addresses of the second computer.

25. Network of claim 22, c h a r a c t e r iz e d in that one of the mapping tables for

IKE translation consists of two partitions, one for the communication between the

25 first computer and the intermediate computer and another for the communication

between the intermediate computer and the second computer.

26. Network of claim 25, c h a r a c t e r i z e d in that both partitions of the mapping

table for IKE translation contains translation fields for the source IP address, the

30 destination IP address, initiator and responder cookies between respective

computers.
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27. Network of claim 28, c h a r a ct e r i z e d in that there IS another translation table

for IKE translation containing fields for matching a given user to a given second

computer.
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METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE

CONNECTION

TECHNICAL FIELD

The method and system of the invention are intended to secure connections in

telewmmunication networks. Especially, .it is meant for wireless Internet .Service

Provider '(ISP) connections.

TECHNICAL BACKGROUND

An internetwork is a collection of individual networks connected with intermediate

networking devices that function as .a single large network, Different networks can be

interconnected by routers and other networking devices to create an internetwork.

A local area network (LAN) is .a data network that covers .a relatively -small geographic

area. It typically connects workstations, personal computers, printers and other

devices. A wide area network (WAN) is_a .data communication network that covers a

relatively broad geographic area. Wide area networks (WANs) interconnect LANs

across normal telephone lines and, for instance, optical networks; thereby

interconnecting geographically disposed users.

There is a need to protect .data .and resources from disclosure, to guarantee the

authenticity of data, and to protect systems from network based attacks. More in detail,

there is a need for confidentiality (protecting the contents of data from being read),

integrity (protecting the data from being modified, which is a property that is

independent of confidentiality), authentication (obtaining assurance about the actual

sender of data), replay protection (guaranteeing that data is fresh, and not a copy of

previously .sent data), identity protection (keeping the identities of parties exchanging

data secret from outsiders), high availability, i.e. denial-of-service protection (ensuring
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that the system functions even when under attack) and access control. lPSec is a

technology providing most of these, but not all of them. (In particular, identity protection

is not completely handled by lPSec, and neither is denial—of—service protection.)

The [P security. protocols (lPSec) provides the capability to secure communications

between arbitrary hosts, e.g. across a LAN, across private and public wide area

networks (Vt/ANS.) and across the internet .lPSec can be used in different ways, .such

as for building secure virtual private networks, to gain a secure access to a company

network, or. to .secure communication with other organisations, ensuringauthenticaticn

and confidentiality and providing a key exchange mechanism. lPSec ensures

confidentiality . integrity, authentication,. replay protection, limited traffic flow

confidentiality, limited identity protection, and access control based on authenticated

identities. Even if some applications already have built in security protocols, the use of

lPSec further enhances the security.

lPSec can encrypt and/or authenticate traffic at lP level. Traffic going in to a WAN is

typically compressed and encrypted and .traffic coming from a WAN _is.decrypted and

decompressed. lPSec is defined by certain documents, which contain rules for the

lPSec architecture. The documents that define lPSec, are, for the time being, the

Request For Comments (RFC) series of the Internet Engineering Task Force (IETF), in

particular, RFCs 2401 -24.12.

Two protocols are used to provide security at the IP layer, an authentication protocol

designated by the header of the protocol, Authentication Header (AH), and a combined

encryption/authentication protocol designated by the format of the packet for that

protocol, Encapsulating .Security Payload (ESP). AH and ESP.are however similar

protocols, both operating by adding a protocol header. Both AH and ESP are vehicles

for access control based on the distribution of cryptographic keys .and themanagement

of traffic flows related to these security protocols.

Security association (SA) is a key concept in the authentication and the confidentiality

mechanismsfor. IF. A secutity association is a one-way relationship between a. sender
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and a receiver that offers security services to the traffic carried on it if a secure two-

way relationship is needed, then two security associations are required. if ESP and AH

are combined, or .if ESP and/or AH are applied more than once, the term .34 bundleis

used. meaning that two or more SAs are used. Thus, SA bundle refers to one or more

SAs applied insequenoe, eg by firstperforming an ESP protection, and then an AH

protection. The SA bundle is the combination of all SAs used to secure a packet.

The term iPsec .connection is used in what follows in place of an lPSec bundle of one

or more security associations, or a pair of lPSec bundles — one bundle for each

direction — .of one .or more .security associations. This term thus covers both

unidirectional and bi-directional traffic protection. There is no implication of symmetry

of the directions. i.e., theaigorithms and lPSec transforms used .for each direction may

be different.

A security association is uniquely identified by three parameters. The first one, the

Security Parameters index (.SPI), is a bit string assigned to this SA The SP] is carried

in AH and ESP headers to enable the receiving system to select the SA under which a

received packet will be processed. lP destination address is the second parameter,

which is the address of the destination end point of the SA, which may be an end user

system or .a network system. such as a firewall or a router. The third parameter, the

security protocol identifier indicates whether the association is an AH or ESP security

association.

in each lPSec implementation, there is a nominal security association data base

(SADB) that defines the. parameters associated with each SA A security association

is normally defined by the following parameters. The Sequence Number Counter is a

32-bit value used to generate the sequence number field in AH or ESP headers The

Sequence Counter Overflow is a flag indicating whether overflow of the sequence

number counter should generate .an auditable event and prevent further transmission

of packets on this SA. An Anti-Replay Window is used to determine whether an

inbound AH or ESP packet is a replay. AH information involves information about the

authentication algorithm, keys and related parameters being used with AH. ESP
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information involves information of encryption and authentication algorithms, keys,

initialisation vectors, and related parameters being used with lPSec. AH information

consists of the authentication algorithm, keys and related parameters being used with

AH. ESP information consists of encryption and authentication, algorithms, keys,

cryptographic initialisation vectors and related parameters being used with ESP. The

sixth parameter, Lifetime .of. this. Security Association, is a time—interval andlor byte-

count after which this SA must be replaced with a new SA (and new SPI) or terminated

plus an indication of which of these actions should occur. lPSec Protocol Mode is

either tunnel or transport mode. Maximum Transfer Unit (MTU), an optional feature,

defines the maximum size of apacket that .can be transmitted without fragmentation.

Optionally an MTU discovery protocol may be used to determine the actual MTU for a

given route, however, such .a protocol is optional-

Both AH and ESP support two modes used, transport and tunnel mode.

Transport mode provides protection primarily for upper layer protocols and extends to

the payload of an IP packet Typically, transport mode is .used .for end-to-end

communication between two hosts. Transport mode may be used in conjunction with a

tunnellingprotocol, other than. lPSec tunnelling, to..provide a tunnelling capability

Tunnel mode provides protection to the entire lP packet and is usually used for

sending messages through. more than two components, although tunnel mode may

also be used for end-to-end communication between two hosts. Tunnel mode is often

used when one or both ends of a SA is a security gateway, such as a firewall or a

router that implements lPSec. With tunnel mode, a number of hosts on networks

behind firewalls may engagein secure .communications without implementing JPSec.

The unprotected packets generated by such hosts are tunnelled through external

networks .by tunnel mode SAs set .up by the .lP.Sec software in the firewall or secure

router at [boundary of the local network.

To achieve this, after the AH or ESP fields are added to the IP packet, the entire

packet plus- security fields are treated as. the payload of a. new outer leacket with a
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new outer IP header. The entire original, or inner, packet travels through a tunnel from

one point of an IP network to another: no routers along the way are able to examine

the inner IP packet. Because the original packet is encapsulated, the new larger

packet may have totally different source and destination addresses, adding to the

security. In other words, the first step in protecting the packet using tunnel mode is to

add a new IP header to the packet; thus the "lPIpayload" packet becomes

"IP I IP I payload". The next step is to secure the packet using ESP and/or AH. In case

of ESP, the resulting packet is "lPlESPIIPIpaonad". The whole inner packet is

covered by the ESP and/or AH protection. AH also protects parts of the outer header,

in addition to the whole inner packet.

The IPSec tunnel mode operates 6.9. in such a way that if a host on a network

generates an IP packet with a destination address of another host on another network,

the packet is routed from the originating host to a security gateway (SGW), firewall or

other secure router at the boundary of the first network. The SGW or the like filters all

outgoing packets to determine the need for IPSec processing. If this packet from the

first host to another host requires JPSec, the firewall performs .lPSec.processing and

encapsulates the packet in an outer IP header. The source IP address of this outer lP

header is this firewall and the destination address may be ,a firewall that .forms the

boundary to the other local network. This packet is now routed to the other host’s

firewall with intermediate routers examining only the outer JP.header. At the other host

firewall, the outer IP header is stripped off and the inner packet is delivered to the other

host.

ESP in tunnel mode encrypts and optionally authenticates the entire inner IP packet,

including the inner IP header..AH.in .tunnel mode authenticates the entire .inner lP

packet, including the inner lP header, and selected portions of the outer lP header.

The key management portion .of IPSec involves the determination and distribution of

secret keys. The default automated key management protocol for IPSec is referred to

as lSAKMP/Oakley and consists of_the Oakley key determination protocol and internet

Security 'Association and Key Management Protocol (lSAKMP). Internet key exchange
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(IKE) is a newer name for the .lSAKMP/Oakley protocol. IKE is based on the Diffie-

Hellman'algorithm and supports RSA signature authentication among other modes.

IKE is an extensible protocol,.and allows future and vendor-specific features to be

added without compromising functionality.

lPSec has been designed to provide confidentiality, integrity, and replay protection for

IP packets. However, lPSec is intended to work with static network topology. where

hosts are fixed to certain subnetworks. For instance. when an lPSec tunnel has been

formed by using Internet Key .Exchange (IKE),proto_col, the .tunnel endpoints are fixed

. and remain constant. If lPSec is used with a mobile host, the lKE key exchange will

have to be redone from every. new visited network This is problematic. because IKE

key exchanges involve computationally expensive Diffie-Hellman key exchange

algorithm calculations and possibly. RSA calculations. Furthermore, the .key exchange

requires at least three round trips (six messages) if using the IKE aggressive mode

followed by IKE quick mode,_and nine messages if using IKE main mode followed by

IKE. quick mode. This may be a big problem in high latency networks, such as General

Packet Radio Service (GPRS) regardless .of the .computationalexpenses.

In this text, the term mobility and mobile terminal does not only mean physical mobility,

instead the term mobility is in the first hand meant moving .from one network to

another, which can be performed by a physically fixed terminal as well.

The problem with standard lPSec is .thus that it has been designed for .static

connections. For instance, the end points of an lPSec tunnel mode SA are fixed.

There .is also no method for changing .any of the parameters .of an SA, .other than by

establishing a new SA that replaces the previous one. However, establishing SAs is

costly in terms of both computation .time .and network latency.

An example of a specific scenario where these problems occur is described next in

order to illustrate the problem.

In the scenario, there is a standard lPSec security gateway, which is used by a mobile
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terminal e.g. for remote access. The mobile terminal is mobile in the sense that it

changes its network point of attachment frequently. A mobile terminal can in this text

thus be physically fixed or mobile. Because it may be connected to networks

administered by third parties, it may also have a point of attachment that uses private

addresses — i.e., the network is behind a router that performs network address

translation .(NAD. In addition the networks used by the mobile terminal for access

may be wireless, and may have poor quality of service in terms of throughput and e.g.

packet drop rate.

Standard lPSec does not work well in the scenario. Since lPSec connections are

bound to fixedaddresses, .the mobile terminalmust establish .a new lPSec connection

from each point of attachment. If an automated key exchange protocol, such as IKE, is

used, setting up a new lPsec connection is costly in terms of computation and network

latency, and may require a manual authentication phase (for instance, a one—time

password). .If lPSec connections are set up manually, there is considerable manual

work involved in configuring the lPSec connection parameters.

StandardJPSec does e.g. not .work through _NAT devices .at the moment A standard

lPSec NAT traversal protocol is currently being specified, but the security gateway in

thescenario might not support an JRSec protocol extended in -this way. Furthermore,

the current lPSec NAT traversal protocols are not well suited to mobility.

There are noprovisicns for improving quality of service over wireless links in the

standard lPSec protocol. If the access network suffers from high packet drop rates, the

applications running in the mobile host and a host that the mobile terminal is

communicating with will suffer from packet drops.

A known method of solving some -of these problems .is based on having .an

intermediate host between the mobile terminal and the lPSec secun‘ty gateway. The

intermediate host might be a Mobile IP home agent, thatprovides mobility for the

connection between the mobile terminal and the home agent, while the connection

from themobilenode to the. .security gateway is an ordinaryJPSec. connection. .In this
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case, packets sent by an application in the mobile client are first processed by lPSec,

and then by Mobile lP.

In the general case, this implies both Mobile lP and lPSec header fields for packets

exchanged by the mobile .terminal and the home agent. The Mobile IP headers are

removed by the home agent prior to delivering packets to the security gateway, and

added when delivering packets to the mobile terminal. Because of the use of two

tunnelling protocols (Mobile IP and lPSec tunnelling), the solution is referred to as

"double tunnelling” in this document

The above method solves the mobility problem, at the cost of adding extra headers to

packets. . This may have a significant impact on networks that have low throughput,

such as the General Packet Radio System (GPRS).

Another known method is again to use an intermediate host between the mobile client

and the lPSec security gateway. The intermediate host has an lPSec implementation

that may support NAT traversal, and possibly some proprietary extensions for

improving quality of service of the access network, for instance.

The mobile host would now establish an lPSec connection between itself and the

intermediate host, and would also establish an lPSec connection between itself and

the lPSec security gateway. This solution is similar to the first known method, except

that two (lPSec tunnels are used. It solves a different set of problems - for instance,

NAT traversal — but also adds packet size overhead because of double lPsec

tunnelling.

A third known method is to use a similar intermediate host as in the second known

method, but establish an lPSec connection between the mobile terminal and the

intermediate host, and another, separate lPSec connection between the intermediate

host and the security gateway. The lPSec connection between the mobile terminal and

the intermediate host may support NAT traversal, for instance, while the second lPSec

connectiondoes not need-etch
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When packets are sent by an application in the mobile terminal, the packets are lPSec-

processed using the lPSec connection shared by the mobile terminal and the

intermediate host. Upon receiving these packets, the intermediate host .undoes the

lPSec-processing. For instance, if the packet was encrypted, the intermediate host

decrypts the packet. The original packet would now be revealed in plaintext to the

intermediate host. After this, the intermediate host lPSec-processes the packet using

the lPSec connection shared by the intermediate host and the security gateway, and

forwards the packet to the security gateway.

This solution. allows the .use. of .an -lPSec implementation that support NAT traversal,

and possibly a number of other (possibly vendor specific) improvements, addressing

problems _such..as the access network quality of service variations Regardless of

these added features, the lPSec security gateway remains unaware of the

improvements, and is not required to implement any of the..protocols involved in

improving service. However, the solution has a major drawback: the lPsec packets are

decrypted in the intermediate host, and thuspossibly sensitive data is unprotected in

the intermediate host.

Consider a business scenario where a single intermediate host provides improved

service to a.number of separate customer networks, each having its own standard

'IPSec security gateway. Having decrypted packets of various customer networks in

plaintext form in_the intermediate host is clearly .a major securityrproblem.

To summarise, the known solutions either employ extra tunnelling, causing extra

packet size overhead, or use separate tunnels, causing potential .securityproblems in

the intermediate host(s) that terminate such tunnels.

THE OBJECT OF THE INVENTION
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The object of the invention is to develop a method for forwarding secure messages

between two computers, especially, via an intermediate computer by avoiding the

above mentioned disadvantages.

Especially, the object of the invention is to forward secure messages in a way that

enables changes to be made in the secure connection.

SUMMARY OF THE INVENTION

The method and system of the invention enable secure forwarding of a message from

a first computer. to a second computer via ._an intermediate computer ..in a

telecommunication network. It is mainly characterized in that a message is formed in

the first computer or in a computer that is served by the first computer, and, inthe latter

case, sending the message to the first computer. In the first computer, a secure

message is then formed by giving .the message a unique identity and a destination

address: The message is sent from the first computer to the intermediate computer,

whereafter said destination address and the unique identity are .used .to find an

address to the second computer. The current destination address is substituted with

thejound address to the secondcomputer, .and the unique .identity.i.s substituted with

another unique identity. Then the message is forwarded to the second computer.

The advantageous embodiments have the characteristics_of..the subclaims.

Preferably, the first computer processes the formed message using a security protocol

and encapsulates the message .at least in .an outer JP.header.. The .outer .IP header

source address is the current address of the first computer, while the destination

address is that of the intermediate computer. The message .is then sent .to .the

intermediate computer, which matches the outer lP header address fields together with

a unique identifier used by the security protocol, and performs a translation .of the outer

addresses and the unique identity used by the security protocol. The translated packet

is then senLtdthesecond computer, which processes it using. the standard security
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protocol in question. In the method of the invention, there is no extra encapsulation

overhead as in the prior art methods, Also, the intermediate computer does notheed

to undo_the security processing, e.g. decryption, and thus does not compromise

security as in the prior art methods-

Corresponding steps are performed when the messages are sent in the reverse

direction, Le. from the second oomputerto the_first computer.

Preferably, the secure message is formed by making use of the lPSec protocols,

wherebythe securemessagejs formed by usingan IPsec connection betweenthefirst

computer and the intermediate computer. The message sent from the first computer

contains message data, an _.inner...lP header .containing actual sender and receiver

addresses, an outer IP header containing the addresses of the first computer and the

intermediatecomputer, a unique identity, and other security parameters. The unique

identity is one or more SPl values and the other security parameters contain e.g. the

IPsec sequence number(s). .The number of .SPI values depends .on the SA bundle size

(e.g. ESP+AH bundle would have two SPI values). In the following, when an SA is

referred to, the same applies .to an .SA bundle. The other related .securityparameters,

containing e.g. the algorithm to be used, a traffic description, and the lifetime of the SA,

are ,not .sent on the wire. .Only SP] .and sequence number are -sent for each IPsec

processed header (one SPI and one sequence number if e.g. ESP only is used; two

SPls and two sequence numbers if e.g. ESP+AH is used, etc.)

Thus, the unsecured data packet message is formed by the sending computer, which

may or.may not be the first computer. The JP header ofthispacket has lP source and

destination address fields (among other things). The packet is encapsulated e.g.

wrapped inside a tunnel, and .the.resulting.packetissecured The .securedpacket has

a new outer IP header, which contains another set of IP source and destination

addresses (in the outer header — the inner header is untouched), Le. there are .two

outer addresses (source and destination) and two inner addresses. The processed

packet has .a unique identity, the lPsec .S,P_l value(s).

An essential idea of the invention is to use the standard protocol (lPSec) between the

0651



0652

10

15

20

25

3o

wo 03/063443 . .CT/F103/00045
12

intermediate computer and the second computer and an “enhanced lPSec protocol”

between the firstcomputer. and .the intermediate computer. lPsecrprotected packets

are translated by the intermediate computer, without undoing the lPsec processing.

This avoids both the overheadof double tunneling, and the security problem involved

in using separate tunnels.

The translation is performed eg. by means of a translation table stored at the

intermediate computer. The outer .IP header address fieldsand/or the SPl-values are

changed'by the intermediate computer so that the message can be fonNarded to the

second computer.

By modifying the translation table and parameters associated to a given translation

table entry, the properties of the connection between the first and the intermediate

computers can be changed without establishing a new lPsec connection, or involving

the second computer in any way.

One example of a change in the SA between the first computer and the intermediate

computer .is.the flange of addresses for enabling mobility. This can be accomplished

in the invention simply by modifying the translation table entry address fields. Signaling

messagesmaybe used to request such a change. Such signalling messages may be

authenticated and/or encrypted, or sent in plaintext. One method of doing

authentication and/or encryption .is to use an lPsec connection between the first

computer and the intermediate computer. The second computer is unaware of this

lPsec connection, and does .not need to participate in the signalling protocol .in any

way. Several other methods of signalling exist, for instance, the IKE key exchange

protocol maybe extended .to carry such signalling messages.

in the signalling, eg a registration request is sent from the first computer to the

intermediate computer which causes the intermediate computer to modify the

addresses in the mapping table and thus, the intermediate computer can identify the

mobile next time a message is sent. Preferably, as a result of_a registration request, a

reply registration is sent from the intermediate computer back to the first computer.
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Other examples of possible modifications to the SA - or in general, the packet

processing behaviour - between the first computer and the intermediate computer are

the following.

One example is the first computer and the intermediate computer perform some sort of

retransmission protocol that ensures that the lPSecprotected packets are not dropped

in the route between the first and the intermediate computer. This may have useful

applications. when the first computer is connected using anetwork access method that

has a high packet drop rate - for instance, GPRS.

Such a protocol can be easily based on e.g. lPsec sequence number field and the

replay protection window, which provide a way to detect that-packe.t(s.)..have been lost

When a receiving host detects missing packets, it can send a request message for

those particular packets. The request .can of course be piggy—backed on an existing

data packet that is being sent to the other host. Another method of doing the

retransmissions may be based on using an extra protocol inside which the lPSec

packets are wrapped for transmission between the first and intermediate computer. In

any case, the second computerremains unaware .ofsuch a retransmissionprotocol.

Another example is performing a Network Address Translation (NAT) traversal

encapsulation between the first and the intermediate computer. This method could be

based on e.g. using UDP encapsulation for transmission of packets between the first

and the intermediate computer. The second computer remains unaware about this

processing and does not even need to support NAT traversal at all. This is beneficial

because there are several existing lPSec products that have no support for NAT

traversal.

The system of the invention is a telecommunication network for secure forwarding of

messages and comprises at least a first computer, a second computer and an

interrnediate computer. It is characterized in that the first and the second computers

have means to perform lPSecprocessing. and the intermediate computer have means

to perform lPSec translation and possibly key exchange protocol, such as IKE,
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translation, preferably by means of mapping tables. The intermediate computer may

perform lPSec processing related to other features, such as mobility signalling

described above or other enhancements.

The lPSec translation method is independent of the key exchange translation method

Also- manual keying can be used instead of automatic keying. If automatic keying is

used, any key exchange protocol can be modified for thatpurpose; however, the idea

is to keep the second computer unaware of the interplay of the first and the

intermediate computer.

An automatic key exchange protocol may be used in the invention in several ways.

The essential idea is that the second computer seesa standard,.key.exchangeprotocol

run, while the first and the intermediate computer perform a modified key exchange.

The modified key exchange protocol used between the first and the intermediate

computer ensures that the lPsec translation table and other parameters required by

the invention are set up as a side-effect of the key exchange protocol. One such

modified protocol is presented in the application for the IKE key exchange protocol.

Each translation table consists of entries that are divided into two partitions. The first

partition contains information fields related to the connection between the first

computer and the intermediate computer, .while the second partition contains

information fields related to the connection between the intermediate computer and the

second computer.

The translation occurs by identifying the translation table entry by comparing against

one partition, and mapping into the other, For traffic that. is flowing from the ..first

computer towards the second computer, through the intermediate computer, the entry

is found by comparing the receivedpacket against entries in the first partition, and then

translating said fields using information found in the second partition of the same entry.

For traffic flowing in the opposite direction. the second partition is used for finding the

proper translation table entry, and the first partition for translating the packet fields.
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The lPSec translation table partitions consist of the following information: the IP local

address and the IP remote address. (tunnel endpoint addresses) and SPls forsending

and receiving data.

As mentioned, a translation table entry consists of two such partitions, one for

communication between first computer and theintermediate.computer, and another for

communication between the intermediate computer and the second computer.

The invention described solves the above problems ofprjorart. The solution -is based

on giving the first computer, eg. if it is mobile, an appearance of a standard computer

for the second computer. Thus, the second computer will believe it is talking toa

standard lPSec host, while the intermediate computer and the second computer will

work together using a modifiedprotocol. for instance a slightly .modified _IPSec and IKE

that helps to accomplish this goal. There are, however, several other control protocols

that could conceivably be used between the first and the intermediate computer.

In the following, the invention is described more in detail by using figures by means of

some embodiment examples .tooarry out the jnvention. The invention .is notrestrjcted

to the details of the figures and accompanying text, or any existing protocols, such as

the currently. standardised lPSecorJKE

Especially, the invention can be concerned with other kinds of telecommunication

networks wherein the method .of the invention can be applied than that of thefigures.

FIGURES

Figure 1 illustrates an example of a telecommunication network of the invention.

Figure 2 describes generally an example of the method of the invention.

Figure 3 illustrates an example of an lPSec translation table used by the intermediate

computer to change the cute: I? address.and.SRl. value.
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Figure 4 describes a detailed exampleof how the .SA is formed in the invention

Figure 5 illustrates an example of translation tables for the modified key exchange of

the invention.

Figure 6 shows a mapping table for identification values of the user Security Gateway

(SGW) addresses.

DETAILED DESCRIPTION OF THE INVENTION

An exampleofa telecommunication network of the invention is illustrated in figure 1,

comprising a first computer, here a client computer 1 served by an intermediate

computer, here as a serverz, and a host computer 4, that.is served by the second

computer, here a security gateway (SGW) 3. The security gateway supports the

standard IPSec protocol and optionally the IKE key exchange protocol. The .client

computer and the server computer support a modified IPSec and IKE protocol.

The invention is not restricted to the topology of figure 1. In other embodiments, the

first computer may e.g. be a router; or there might e.g. not be a host behind the second

computer (in which case the first .and the second computer are talking to each other

directly): etc.

The IPSec translations taking place in the scenario of Figures 1, 2, and 3 are

discussed .first. The IPSec connections (such .as SAs) in the scenario may be

established manually, or using some key exchange protocol, such as the lntemet Key

Exchange (IKE). To illustrate .how ._a key exchange protocol would be used .in the

scenario of figure 1, a modified IKE protocol based on IKE translation is also presented

later.

In the invention, an IPSec connection is shared by the first computer and the second

computer, while the intermediate. computer. holds information. required. to perform
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address and lPSec SPI translations for the packets. These translations accomplish

the effect of “double tunnelling” (described in the technical background section), but

with the method of the invention the confidentiality of the packets is not compromised;

while simultaneously having no extra overhead when compared to standard lPSec.

The intermediate computer does not know the cryptographic keys used to encrypt

and/or authenticate the packets, and an thus not reveal their contents.

The advantage of the invention is that the logical lPSec connection shared by the first

and the second computer can be enhanced by the first and the intermediate computer

without involvement of the second computer. In particular the so-called “ingress

filtering” performed by some routers does not pose any problems when translations of

addresses are used. In the example presented, each host also manages its own

lPSec SPI space independently.

In the example of figure 1, an lPSec connection is formed between the client computer

1 (the first computer) and the securitygateway 3 .(the second computer). To create an

lPSec tunnel, a SA (or usually a SA bundle) is formed between the respective

computers with a preceding key exchange, The key exchange between the first and

the second computer can take place manually or it can be performed with an automatic

key exchange protocol such as the IKEprotocol._.Forperforming said .key exchange, a

standard IKE protocol is used between the server 2 and the security gateway 3, and a

modified IKE protocol is used between the client computer 1 and the server .2. An

example'of a modified IKE protocol that can be used in the invention is described in

connection withfigure 4.

Messages to be sent to the host terminal 4 from the client computer 1 are first sent to

the server .2, wherein an lPSec translation andan .IKE translation takes place. After

that the 'message can be sent to the security gateway 3, which sends the message

further inplain text to the host terminal 4.

The method of the invention, wherein messages in packet form are sent by routing to

the end destination, is generally described in connection with figure 2. It is assumed in
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the following description that the lPSec connection between the first and second

computer already is formed. The lPSec connection can be set up manually or

automatically by eg. an lKE exchange protocol which is described later.

Figure 2 illustrates the sequence of events that take place when the first computer,

corresponding to the mobile terminal in figure 1, sends apacket to a destination host,

labelled X in the figure, and when the host X sends a packet to the mobile terminal.

IP packets consist of different parts, such as a data payload and protocol headers. The

protocol headers in turn consist of fields.

In step 1 of figure2, the first computer, eg. amobile. terminal, forms an |.P_p,acke.t that

is to be sent to host X. Typically, this packet is created by an application running on the

mobile terminal. The IP packet source address is the address of the. mobile terminal,

while the destination address is host X.

The packet is processed using an lPSec tunnel mode SA. which encapsulates the JP

packet securely. The example assumes that lPSec encryption and/or authentication of

ESP type is used forprocessing thepacket, although the invention is not limited to the

use of only ESP; instead, an arbitrary lPsec connection may be used.

In said processing, a new IP header is constructed for the packet, with so-called outer

IP addresses. The outer source address of the packet can be the same as the inner IP

address —. i.e., the address of the mobile .terminal — but canbe different, if .the mobile

terminal is visiting a network. The outer source address corresponds to the care-of

address obtained by the mobile terminal from the visited network. .in this case..The

outer destination address is the address of the intermediate computer. In addition to

the new ‘IP header, an ESPheader is added, when using lPSec ESP mode. The SPI

field of the ESP header added by the lPSec processing are set to the SPI value that

the intermediate computer uses for receiving packets from the mobile terminal. In

general. there may be more than one SPI field in a packet.
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The processing of packets in the intermediate computer is based on a translation table

i.e. an lPSec translation table shown in figure 3. The table has been divided into two

partitions. Theleft one, identified by the prefix “c—“, refers to the network connection

between the first computer (host 1 in figure 1,).and the intermediate computer_(host 2 in

figure 1). The right one, identified by the prefix “s—“, refers to the network connection

between the intermediate computer and the second computer (computer .3 in figure 1).

The postfix number (“-1”, “-2", or “-3”) identifies the host in question. Thus, the address

fields (“addr”) refer to outer addressesof apacket, while the SPI fields (“SPID refer to

.the receiver of packets, which packets were sent with this SPI. Thus, “o—SPl-Z” is the

SPI value used by host 2 .(the intermediate computer) when receivingpackets from

host 1 (the first computer), and the SPI-value "c—SPl-1” is the SPI-value with which the

first computer receives messages .and the _S.P.l-y_al.ue with which the intermediate

computer sends messages to the first computer and so on.

In terms of Figure 3, the outer source .address would be ”.c-addr-1”(195,123), the

outer destination address ”c-addr-2" (212.90.65.1), while the SPI field would be ”c-SPl-

2" (0x12341234). The notation DxNNNNNNNNindicatesa 32—bit .unsigned integer

value, encoded using a hexadecimal notation (base 16). The inner source address is

processed by lPSec in the first computer; and would typically .be encrypted in this

example, the inner source address would be the static address of the mobile terminal,

e.g. 10.0.0.1.

When the intermediate computer receives the packet sent in step 1 described above, it

performs an address and SPI translation, ensuring that thesecurity gateway .(host 3 of

figure 1) can accept the packet. Most of the packet is secured using lPSec, and since

the intermediate computer does ..not have the cryptographic keys .to undo the lPSec

processing done by the mobile terminal, it cannot decrypt any encrypted portions of the

packet but is able to use .the outer .IP addresses .and .the incoming SP] value to

determine how to modify the outer address and the SPI to suite the second computer,

which is the next destination. SPI is now changed to. 0x56785678 in the intermediate

computer and the address is changed to the address of the second computer. This is

done by means. of the lPSectransiationtable of figure-3.. .

0659



0660

10

15

20

25

30

wo 03/063443 . .CT/F103/00045
20

The first row of Figure 3 is a row that the intermediate computer has found that

matches the packet in the example, and thus the intermediate computer chooses it for

translation. The new outer source address s-addr—2 (21290651) is substituted for the

outer source address c-addr-1 (19512.3), and the new outer destination address 8-

addr-3 (103.654) is substituted for the outer destination address c—addr—2

(212.90.65.1). The new SPI value, s—SPl-3 (0x56785678), is substituted for the SPI

value c-SPl-2 (0x12341234). if more than one SPI values are used, all the SPI values

are substituted similarly. In the example, s-addr-2 and c-addr—2 happen to be the

same on both partitions of the table. This is not necessarily so but the intermediate

computer might use another address for sending.

In step 2 of figure 2, the translated packet is sent further to the second computer. The

inner IP packet has not been modified after that the first computer sent the packet.

The second computer processes the packet using standard lPSec algorithms. The

security gateway (the second computer) can e.g. decipher and/or check the

authenticity of the packet, then remove the lPSec tunnelling, and forward the original

packet towards the destination host, X. Thus, the entire original packet was unaffected

by the translation as the IP header, and thus the address fields, was covered by lPSec.

After uncovering the original packet from the iPsec tunnel, the second computer

makes a routing decision based on the IP header of the original packet. In the

example, the IP destination address is X (host X in Figure 2), and thus the second

computer delivers the packet either directly to X, or to the next hop router.

In step 3 of figure 2, the packet is sent from the second computer (corresponding to

SGW in figure 1) to host X, having now only the original source lP address 10.0.0.1

and the original destination IP address X in the IP header. Thus, in step 3, host X

receives the packet sent by the second computer. Usually, an application process

running on host X would generate some return traffic. This would cause an IP packet

to be generated and sent to the second computer.

If a packet is sent back from hostx to..the..first.computer. (corresponding. to the..client.
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computer in figure 1), steps analogous to steps 1 - 3 are performed. The packet is thus

first sent to the second computer, with the source IP address being X and the

destination IP address being 10.0.0.1. in step 4.. The generated packet is then received

by the second computer. The lPSec policy of the second computer requires that the

packet be lPSec-processed using a tunnel mode lPSec SA. This processing is similar

to the one in steps 1 and 2. A new, outer lP header is added to the packet in the

second computer, after which the resulting packet is secured using the lPSec SA. The

outer IP source address is set to s-addr—3 (103.6.5.4) while the outer IP destination

address is set to s-addr-2 (212..9.0.65.1.),.. The _SPl field is set to s—SPl-2.(0xc123001.2).

In step 5, the resulting packet is sent to the address indicated by the new outer IP

destination address, s:addr_-_2, the intermediate computer._The intermediate computer

receivesthe packet and performs a similar address and SPI translation.

The inner addresses are still the same. and are not modified by the intermediate

computer. Since the packet intended to be sent to the first computer, the new,

translated outer destination IP address indicate the address of the first computer,

The resulting packet is sent to the first computer in step 6.

Asa result of .step 6, the packet .is received by. the. first computer. .The lPSec

processing is undone, i.e. decryption and/or authentication is performed, and the

original packet is uncovered from the lPSec tunnel. The original packet is then

delivered to the application running on the first computer. In case the first computer

acts as a router, the .packet may be delivered to a host in a subnet for which the first

computer acts as a router.

The first computer may be a mobile terminal, the outer address of which changes from

time to time. The translation table is then modified using some form .of signalling

messages, as described in the summary section. Upon receiving a request for

modifying a translation, the intermediate computer updates the related translation table

entry to match the new information supplied by the first computer. The operation of the

protocol then proceeds. asdiscussedabove.
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The above discussion is a limited example for illustration purposes. In other

embodiments e.g. more than one SA for the connection - for instance, ESP followed

by AH, can be used. This introduces two SPI values that must be translated. More

than two is also, of course, possible. Furthermore, the example was considered for

lPsec ESP only. The changes required for an embodiment in which AH (or ESP+AH)

is used, are discussed next.

Changes for using AH:

If the Authentication Header (AH) lPSec security transform is to be used, there are

more considerations than in the previous example. In particular, modifications of the

packet fields — even the outer IP header — are detected if AH is used. Thus, the

following nominal processing is required by the first computer. The second computer

performs standard lPSec processing also in this case.

In step 1, when sending a packet, the first computer must perform lPsec processing

using the SPI values and addresses used in the connection between the intermediate

computer and the second computer. For instance, the SPI value would be s-SPI-3, the

outer source address s-addr-Z, .and.the outer destination address s—addr-3. The AH

integrity check value (ICV) must be computed using these values. ICV is a value,

which authenticates most of the fields of the packet. In practice, all fields that are

never modified by routers are authenticated.

After computing the AH integrity check value, the outer addresses and the SPI value

are replaced with the values used between the first computer and the intermediate

computer: c-addr-1 for the outer .source. address, c-addr—2 for the outer destination

address, and c—SPl-2 for the SPI.

In step 2, the intermediate computer performs the address and SPI translations as in

the example with ESP described above. The resulting -packet is identical to the one

used by the first computer for the AH integrity check value calculation, except possibly

for fields not covered by. AH (such as. the Time-To-Ljve field, the header checksum,
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etc). Thus, the AH integrity check value is now correct.

In step 3, the second computer performs standard lPSec processing of AH. The

packet, which now is uncovered from the tunnel is sent to the host X. As in the

previous example, an application in host X usually generates a return packet that is to

be sent to the first computer. This packet is sent to the second computer in step 4.

Upon receiving the packet, the processing of the second computer are the same as in

the example with ESP. The second computer computes an AH integrity check value of

the tunneled packet it is sending to the mobile terminal. The integrity check value is

computed against the outer source address of s-addr—3, outer destination address of s-

addr—2, and the SPI value of s-SPl-2.

In step 5, when the intermediate computer receives the packet, it performs ordinary

translation of the packet. The new outer source address is c—addr—2, the outer

destination address is c-addr-1, and the SPI value is c-SPl-1. At this point the AH

integrity check value is incorrect, which was caused by the translations.

When the mobile terminal receives the packet, it performs a translation of the current

outer addresses and the SPI field for the original ones used by the second computer:

s-addr-3 for the outer source address, s-addr-2 for the outer destination address, and

s-SPI-2 for the SPI value. This reproduces the packet originally sent by the second

computer, except possibly for fields not covered by AH. This operation restores the

AH integrity check value to its original, correct value. The AH integrity check is then

performed against these fields.

Key exchange considerations

The above example discussed the “steady state” lPSec translations performed by the

intemiediate computer. The lPSec SAs and the lPSec translation table entries may be

set up manually, or using some automated protocol, such as the lntemet Key

Exchange (IKE) protocol.
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Because the security gateway (the second computer) is a standard IPSec host, it

implements some standard key exchange protocol, such as IKE. The first computer

and the intermediate computer may use some modified version of IKE, or any other

suitable automatic key exchange protocol.

The key exchange must appear as a standard key exchange according to the key

exchange protocol supported by the security gateway (the second computer), such as

IKE. Also. the overall key exchange performed by the first, intermediate, and second

computer must establish not only cryptographic keys, but also the IPSec translation

table entries. The overall key exchange protocol should not reveal the IPSec

cryptographic keys to the intermediate computer to avoid even the potential forsecurity

problems. -

In the following, an example of a modified IKE protocol is presented to outline the

functionality of such a protocol in the context of the invention. The protocol provides

the functionality described above. In particular, the intermediate computer has no

knowledge of the IPSec cryptographic keys established. The protocol is presented on

a general level to simplifythe presentation.

The automatic IKE protocol is usedprior to .other.protocols .to .provide strongly

authenticated cryptographic session keys for the IPSec protocols ESP and AH. IKE

performs the following functions: (1) security policy negotiation (what algorithms shall

be used,. lifetimes etc.), (2) a Diffie-Hellman key exchange, and (3) strong user/host

authentication (usually using either RSA—based signatures or pre—shared authentication

keys). IKE is divided into two phases: phase 1 and phase 2. Phase 1 negotiates and

establishes cryptographic keys for internal use of the IKE protocol itself, and also

performs the strong user or host authentication. Phase 2 negotiates and establishes

cryptographic keys for IPSec. If IPSec tunnel mode. is used, phase 2 also negotiates

the kind of traffic that may be sent using the tunnel (so-called traffic selectors).

The IKE framework supports several "sub—protocols” for phase 1 and phase 2. The

required ones are “main mode’f for phase.1.,..and “quickmode” for phase 2. These are
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used as illustrations, but the invention is not limited to these sub-protocols of IKE.

For the security gateway (second computer), the IKE session seems to be coming

from the address s-addr-2 in Figure 3. Since there may be any number of mobile

terminals served by the intermediate computer, the intermediate computer should

either (1) manage a pool of addresses to be used for the s—addr—2 translation table

address, thus providing each user with a separate “surrogate address”, or (2) use the

same address (or a limited set of addresses), and ensure that the mobile terminals are

identified using some other means than their IP address (IKE provides for such

identification types, so this is not a problem).

The modified IKE protocol specified is analogous to the IPSec translation table

approach. However, instead of SPIs, the so-called IKE cookies are used as translation

indices instead. IKE cookies are essentially IKE session identifiers, and are thus

analogous to the IPSec SPI values, which is another form of a session or context

identifier. There are two cookies: the initiator cookie, chosen by the host that initiates

the IKE session, and the responder cookie, chosen by the host that responds to a

session initiation.

The essential features of the protocol are (1) that it appears to be an entirely ordinary

IKE key exchange for the security gateway, (2) that the IPsec translation table entry is

formed by the intermediate computer during the execution of the protocol, (3) that the

first computer obtains all the necessary information for its packet processing, and (4)

that the intermediate computer does not obtain the IPsec cryptographic session keys.

The overall steps of the protocol are:

1. The first computer initiates the key exchange protocol by sending a message to

the intermediate computer. This message is essentially the IKE main mode

initiation message, with some modifications required for this application.

2. The intermediate computer determines which security gateway (second

computer) to forward this IKE session to, and also establishes a preliminary IKE

translation table entry basecLon thejnformationavailable from .the message. _

0665



0666

10

15

20

25

30

wo 03/063443 ;‘ .CT/FIO3/00045
26

3. The security gateway (the second computer) replies to the IKE main mode

initiation message.

4. The intermediate computer completes the IKE mapping based on the reply

message.

5. The modified IKE protocol run continues through IKE main mode (the phase 1

exchange), which is followed by quick mode (the phase 2 exchange).

Extensions of standard IKE messages are used between the first computer and

the intermediate computer to accomplish the extra goals required by this

modified IKE protocol.

In figure 4, the IKE session is described message by message. The following text

indicates the contents of ead'i message, and how they are processed by the various

hosts. Thereare six main mode messages in the protocol, named mm1, mm2, ...,

mm6, and three quick mode messages, .named qm1, .qm2, and qm3.

Figure 5 illustrates the IKE translation table entry related to the modified IKE key

exchange being performed. The bolded entries in eachstep are added or changed in

that step as a result of the processing described in the text.

The IKE translation table partition for the connection between the first computer and

the. intermediate computer is as follows (the field name in Figure 5 is given in

parentheses):

0 Local and remote IP address (c—addr-i, c—addr—2)

o Initiator and responder cookie (c-icky, o-rcky)

. IKE identification of the first computer (c-userid, e.g. joe@netseal.com)

The IKE translation table partition for .the. connection . between the intermediate

computer and the second computer is as follows (the field name in Figure 5 is given in

parentheses):

. Local and remote IP address (s-addr-2, s-addr-3)

o Initiate: cookie and responder cookie (s—ickyflsrrcky). .
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In addition to these entries, other data may be kept by the intermediate computer

and/or the first computer.

The key exchange is initiated by generating an initiator cookie and sending a zero

responder cookie to the second computer. A responder cookie is generated in the

second computer and a mapping between IP addresses and IKE cookie values in the

intermediate computer is established. A translation table to modify IKE packets in flight

by modifying the external IP addresses and possibly IKE cookies of the IKE packets is

used.

Either the modified IKE protocol between the first computer and the intermediate

computer is modified such that the IKE keys are transmitted from the first computer to

the intermediate computer for decryption and modification of IKE packets or.

alternatively, the modified IKE protocol between the first computer and the

intermediate computer is modified such that the IKE keys are not transmitted from the

first computer to the intermediate computer for decryption and modification of IKE

packets, and the modification of IKE packets is done by the first computer with the

intermediate computer requesting such modifications. The latter alternative is

discussed in the example that follows, since it is more secure than the first alternative.

Extra information, such as user information and SPI change requests, to be sent

between the first and the intermediate computer, is sent by appending the extra

information to the standard IKE messages. The IKE standard has message encoding

rules that indicate a definite length, thus the added extra information can be separated

from the IKE message itself. The extra information fields are preferably encrypted and

authenticated, for instance by using a secret shared by the first computer and the

intermediate computer. The details of this process are not relevant to the invention.

The extra information slot in each IKE message is called the message "tail” in the

following.

IKE messages consists of an IKE header, which includes the cookie fields and
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message ID field, and of a list of payloads. A payload has a type, and associated

information.

Figure 4 considers an example of the routing of packets according to the invention

considering lPSec security association set-up for distribution of keys. As in the

foregoing figure 2, the session begins with sending a packet from the client (first

computer) to the server (intermediate computer).

The key exchange is initiated by the first computer. Thus, in step 1 of figure 4, the first

computer constructs mm1. The IP header of the message contains the following

values:

- lP source address: 195.1.2.3 (c-addr-l)

- IP destination address: 212.90.65.1 (c-addr-2)

The IKE header contains the following values (step 1 in Figure X):

- Initiator cookie: CKY1 (c—icky)

- Responder cookie: 0 (c—rcky)

- Message ID: 0

The message contains the following payloads:

- A Security Association (SA) payload, which contains the IKE phase 1

security policy offers from the first computer.

- The message may contain additional payloads, such as Vendor

Identification (VID) payloads, certificate requests/responses, etc.

- A VID payload can be used to indicate that the first computer supports

the protocol described here.

The message tail contains the following information:

- User identification type and value — the c-userid field. These are used by

the intermediate computer to choose a security gateway to forward this

session to. The identification type may be any of the IKE types, but

additional types can be defined. An alternative to this field is to directly

indicate the security gateway for forwarding. There are other alternatives
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as well, but these are not essential to the invention.

In step 2, the mm1 is received by the intermediate computer. The intermediate

computer examines the message, and forms the preliminary IKE translation table

entry. Figure 5, step 1 illustrates the contents of this preliminary entry. The c—userid

field is sent in the mm1 tail.

The intermediate computer then determines which security gateway to fonrvard this IKE

session to. The determination may be based on any available information, static

configuration, load balancing, or availability requirements. The presented, simple

method is to use the identification information in the mm1 tail to look up the first

matching identification type and value from a table. An example of such a table is

presented in Figure 6.

The identification mapping table of figure 6, is one method for choosing a security

gateway that matches the incoming mobile terminal. The identification table would in

this example be an ordered list of identification type/value entries, that match to a

given security gateway address. When the incoming mobile terminal identification

matches the identification in the table, the corresponding security gateway is used.

For instance, iohn.smith@netseal.com would match the first row of the table, i.e., the

security gateway 123.123, while ioe@netseal.oom matches the second row, i.e., the

security gateway 103.6.5.4. The identification types include any identification types

defined for the IKE protocol, and may contain other types as well, such as employee

numbers, etc.

Other methods of determining the security gateway to be used may be employed. One

such method is for the mobile terminal to directly indicate a given security gateway to

be used. The mobile terminal may also indicate a group of security gateways, one of

which is used. The exact details are not relevant to the invention.

In addition to determining the security gateway address, the intermediate computer

determines which addressit—waster-communication.betweenitself-and-the second . .
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computer. The same address as is used for the communication between the first and

the intermediate computer may be used, but a new address may also be used. The

address can be determined using a table similar to the one in Figure 6, or the table of

Figure 6 may be extended to include this address.

The intermediate computer then generates its own initiator cookie. This is done to keep

the two session identifier spaces entirely separate, although the same initiator cookie

may be passed as is.

After these determinations, the preliminary translation table entry is modified. Figure 5,

step 2 illustrates the contents of the entry at this point.

The original IP header fields are modified as follows (step 2 in Figure 4):

- IP source address: 212.90.65.1 (s-addr—Z)

- IP destination address: 103.6.5.4 (s-addr—3)

The IKE header is modified as follows:

- Initiator cookie: CKY2 (s-icky)

- Responder cookie: 0 (s-rcky)

- Message ID: 0

The message tail is removed. The VlD payload that identifies support for this modified

protocol is also removed. The mm1 is then forwarded to the second computer.

In step 3, the second computer responds with mm2. The IP header of the message

contains the following values (step 3 in Figure 4):

- IP source address: 103.6.5.4 (s-addr—S)

- IP destination address: 212.90.65.1 (s-addr-2)

The IKE header contains the following values:

- Initiator cookie: CKY2 (s-icky)

- Responder cookie: CKY3 (s-rcky)
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- Message ID: 0

The message contains the following payloads:

- Security Association (SA) payload. This is a reply to the offer by the first

computer, and indicates which security configuration is acceptable for the

second computer (this scenario assumes success, so the case of an

error reply is not considered).

- Possibly optional IKE payloads, such as VID payloads, certificate

requests/replies, etc.

There is no message tail.

In step 4, the mm2 is received by the intermediate computer. The intermediate

computer updates its IKE translation table based on the received message. Step 3 in

Figure 5 illustrates the contents of the translation table entry at this point.

The intermediate computer generates its own responder cookie, CKY4, and updates

the translation table yet again. Step 4 in Figure 5 illustrates the entry at this point.

After this step, the translation table entry is complete, and the address and cookie

translations are performed as in steps 1 — 4 for the following messages.

The translated message contains the following IP header fields (Figure 4, step 4)

- IP source address: 212.90.65.1 (c—addr—2)

- IP destination address: 195.1.2.3,(c—addr~1)

The translated IKE header contains the following fields:

- Initiator cookie: CKY1 (c-icky)

- Responder cookie: CKY4 (c-rcky)

The message contains the following payloads:

- The SA payload sent by the second computer.

- Any optional payloadssentbythe second computer.

0671



0672

10

15

20

25

30

wo 03/063443 . .CT/FIO3/00045
32

- A VID payload may be added to indicate support of this modified protocol

to the first computer. '

A message tail is added, and contains the following information:

- Address and/or identification information of the chosen security gateway

(the second computer). This information can be used by the client to

choose proper authentication information, such as RSA keys.

The message is then forwarded to the first computer.

In step 5, the first computer constructs mm3. The message contains the following

payloads:

- A Key Exchange (KE) payload. that contains Diffie—Hellman key

exchange data of the first computer.

- A Nonce (NONCE) payload, that contains a random number chosen by

the first computer.

- Possibly optional IKE payloads.

The message is sent to the intermediate computer.

In step 6, the mm3 is forwarded to the second computer. The contents of the

message are not changed, only the IP header addresses and the IKE cookies, in the

manner described in steps 1 - 4.

In step 7, the second computer receives mm3 and responds with mm4. The message

contains the following payloads:

— A Key Exchange (KE) payload, that contains Diffie—Hellman key

exchange data of the second computer.

- A Nonce (NONCE) payload, that contains a random number chosen by

the second computer.

- Possibly optional IKE payloads.
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In step 8, the mm: is forwarded to the first computer.

In step 9, the first computer constructs mm5, which is the first encrypted message in

the session. All subsequent messages are encrypted using the IKE session keys

5 established from the previous Diffie—Hellman key exchange (the messages mm3 and

mm4) by means of hash operations, as described in the IKE specification. Note that

the intermediate computer does not possess these keys, and can thus not examine the

contents of any subsequent IKE messages. In fact, the intermediate computer has no

advantage compared to a hostile attacker if it attempts to decipher the IKE traffic.

10 Instead, the intermediate computer indirectly modifies some fields in the IKE messages

by sending a modification request in the IKE message tail to the first computer, which

does the requested modifications before IKE encryption processing.

The message contains the following payloads:

15 - An Identification (ID) payload, that identifies the first computer to the

second computer. This identification may be the same as the

identification sent in the mm1 tail, but may differ from that. These two

identifications serve different purposes: the mm1 tail identification (c—

userid) is used to select a security gateway for IKE session forwarding

20 (the second computer), while the ID payload in this message is used by

the second computer for IKE authentication purposes, for instance, to

select proper RSA authentication keys.

- A Signature (SIG) or Hash (HASH) payload, that serves as an

authenticator. A signature payload is used if RSA- or USS-based

25 authentication is used, while a hash payload is used for pre-shared key

authentication. There are other authentication methods in IKE, and IKE

can also be extended with new authentication methods. These are not

essential to the invention, and the following text assumes RSA

authentication (i.e., use of the signature payload).

30 - Possibly optional IKE payloads.

The message tail contains the_followinginformation:
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- The SPI value that the first computer wants to use for receiving lPsec-

protected messages from the intermediate computer, i.e., the c—SPl-1

value of the lPsec translation table in Figure 3. More than one SPI value

could be transmitted here, but for simplicity, the following discussion

assumes that only a single SPI is necessary (i.e. only one SA is applied

for lPsec traffic processing). Extending the scheme to multiple SPls is

straightforward.

In step 10, the mm5 is forwarded to the second computer.

The intermediate computer removes the message tail, and performs the IKE

translation discussed previously, and then forwards the message to the second

computer.

In step 11, the second computer receives the mm5 message, and authenticates the

user (or the host, depending on what identification type is used). Assuming that the

authentication succeeds, the second computer proceeds to authenticate itself to the

first computer.

The mm6 message contains the following payloads:

- An Identification (ID) payload, that identifies the second computer to the

first computer.

- A Signature (SIG) payload (here RSA authentication is assumed).

- Possibly optional IKE payloads.

in step 12, the mm6 is received by the intermediate computer. The intermediate

computer does not change the message itself, but adds a tail with the following

information:

- The SPI value that the intermediate computer wants the first computer to

offer to the second computer in the qm1 message. Since the

intermediate computer cannot access the contents of the IKE messages,

this modification request is made using- the message. tail (see..the.
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discussion of step 9). The SPI value sent matches the s-SPl-2 field of

the lPsec translation table of Figure 3.

The SPI value that the intermediate computer wants the first computer to

use for messages sentto itself. This matches the c-SPI-2 field of the

lPsec translation table of Figure 3.

The resulting message is forwarded to the first computer.

In step 13, the first computer constructs qm1, which contains the following IKE

payloads:

A Hash (HASH) payload, that serves as an authenticator of the message.

A Security Association (SA) payload, which contains the IKE phase 2

security policy offers from the first computer, i.e., the lPsec security

policy offers. The SA payload contains the SPI value assigned to the first

computer in the mm6 message, i.e., s—SPI-2 in Figure 3.

Optionally, a Key Exchange (KE) payload, if a new Diffie—Hellman key

exchange is to be performed in phase 2 (this depends on the contents of

the SA payload).

A Nonce (NONCE) payload, which contains a random value chosen by

the first computer.

Optionally, two Identification (ID) payloads that indicate the lPsec traffic

selectors that the first computer proposes for an lPsec tunnel mode SA.

If lPsec transport mode is used, these are not necessary, but they may

still be used. They may also be omitted if lPsec tunnel mode is used.

The IKE header is the same as previously, except that the Message ID field now

contains a non-zero 32-bit value, that serves as a phase 2 session identifier. This

identifier remains constant for the entire quick mode exchange.

The message is sent to the intermediate computer.

In step 14, the intermediate computer forwards the qm1 message to the second
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computer.

In step 15, the second computer inspects the security policy offers and other

information contained in the qm1 message, and determines which security policy offer

matches its own security policy (the case when no security policies match results in an

error notification message).

The second computer responds with qm2 message, that contains the following

payloads:

- A Hash (HASH) payload, that serves as an authenticator of the message.

- A Security Association (SA) payload, which indicates the security policy

offer chosen by the second computer. The message also contains the

SPI value that the second computer wants to use when receiving lPsec-

protected messages. The SPI value matches s-SPl—3 of the lPsec

translation table in Figure 3.

- Optionally, a Key Exchange (KE) payload, if a new Diffie-Hellman key

exchange is .to be performed .in phase.2.

- A Nonce (NONCE) payload, which contains a random value chosen by

the second computer.

- If Identification (ID) payloads were sent by the first computer, the second

computer also sends Identificationpayloads.

In step 16, the intermediate computer fONl/al'dS the qmz message to the first computer.

in step 17, the first computer constructs qm3 message, which containsthe following

payloads:

— A Hash (HASH) payload, that serves as an authenticator of the message.

The following information is sent in the message tail:

- The SPI value sent by the second computer in the qmz message. This

is sent here, because the intermediate computer cannotdecrypt the qm2

message and look up the SPI from there. The SPI value matches s-SPI-

3 of the lPsec translation table in Figurea.

0676



0677

10

15

20

25

30

wo 03/063443 . .CT/FIO3/00045
37

In step 18, the intermediate computer receives the qm3 and reads the s-SPI-3 value

from the message tail. All the information required to construct the lPsec translation

table entry is now gathered, and the entry can be added to the translation table. In

particular, the information fields are as follows:

- c-addr-1: same as c—addr—1 of the IKE session (195.1 .2.3).

- c-addr-2: same as c—addr—2 of the IKE session (212.90.65.1).

- c-SPl-1: received in the mm5 message tail from the first computer.

- c-SPl-2z'chosen by the intermediate computer, sent to the first computer

in the mm6 message tail.

- s-addr-2: same as s-addr—2 of the IKE session (212.90.65.1 in this

example, may be different than c-addr-2). I

- s—addr—3: same as s—addr—3 of the IKE session (103.6.5.4).

- s-SPI-2: chosen by the intermediate computer, sent to the first computer

in mm6 message tail.

- s-SPI-3: sent by the second computer in qm2 to the first computer, which

sends it to the intermediate computer in qm3 message tail.

The intermediate computer forwards the qm3 message to the second computer, which

completes the IKE key exchange. and the lPsec translation table set up.

The lPsec cryptographic keys established using the modified IKE key exchange

presented above are either derived from the Diffie—Hellman key exchange performed in

IKE main mode, or from the (optional) Diffie-Hellman key exchange performed in quick

mode. In both cases, the intermediate computer has no access to the shared secret

established using the Dime-Hellman algorithm. In fact, the intermediate computer has

no advantage when compared to a random, hostile attacker.

The above presentation was simplified and exemplified to increase clarity of the

presentation. There are several issues not discussed, but these issues are not

essential to the invention.

Some of these issues are the. following;
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- The phase 1 used main mode. Any other IKE phase 1 exchange can be

used; this changes the details of the protocol but not the essential ideas.

- There are other approaches than the one presented here. One approach

is for the first computer to reveal the IKE keys to the intermediate

computer, so that the second computer is able to modify the required

_ fields of the message (namely, SPI values).

- The discussion assumes that the first computer initiates the IKE

exchange. The opposite direction is possible, too, but requires more

considerations.

- The commit bit feature of IKE is not used. Adding that is simple.

- Security gateway selection is based on a table Iookup indexed .by an

identification type/value pair sent by the first computer. Other

mechanisms are easy to implement.

- The discussion assumes a successful IKE key exchange. Error cases

are eaSy to handle.

- Phase 1 policy Iookup (when processing mm1 and mm2 messages) is

not based on the identity of the IKE counterpart. This is not a major

issue, since the phase 1 security policy can be independent of the

counterpart without limiting usability.

— Phase 1 is-a pre—requisite for executing the protocol in the example. This

can be easily changed by moving some of the “tail” items to _phase-2.

- The protocol establishes a pair of SAs, one for each direction, and

manages the SPI value modifications of these SAs. It is easy to extend

this to cover SA bundles with more than one SA, i.e., SAs applied in

sequence (ESP followed by AH, for instance). This requires more than

one SPI for each direction, but is easy to add to the protocol described.

The invention is not concerned with the details of the key exchange protocoL The

presented outline for one such protocol is given as an example, several other

alternatives exist. The invention is also not concerned with the IKE key exchange

protocol: other key exchange protocols exist, and similar ideas can be applied in using

them in themmextoftheinvention-

0678



0679

wo 03/063443 . .CT/F103/00045
39

CLAIMS

1. Method for secure forwarding of a message from a first computer to a

second computer via an intermediate computer in a telecommunication network,

5 characterized by

a) forming a message in the first computer or in a computer that is served by the

first computer. and in the latter case sending the message to the first computer,

b) in the first computer, forming a secure message by giving the message a unique

identity and a destination address,

10 c) sending the message from the first computer to the intermediate computer,

d) using said destination address and the unique identity to find .an address to the

second computer,

9) substituting the current destination address with the found address to the second

computer,

15 f) substituting the unique identity with another unique identity,

9) forwarding the message to the second computer.

2. Method of claim 1, c h a r a c t e r i z e d in that the secure forwarding of the

message is performed by making use .ofthe lPSec protocols, whereby the secure

20 message is formed in_ step b) by using an lPSec connection between the first

computer and the second computer formed for this purpose in the method.

3. Method of claim 1, c h..a r a c t e r i z e d in that the secure forwarding of the

message is performed by making use .of the SSL or TLS protocols.

25

4. Method of claim 2, c h a r a c t e r i z e d in that a preceding distribution of keys to

the components for forming the lPSec connection is performed manually.

5. Method of claim 2, 0 ha r a c t e r i z e d in that a preceding distribution of keys for

30 forming the lPSec connection is performed by an automated key exchange

protocol. - t
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6. Method of claim 5, c h a r a c t e r i z e d in that the automated key exchange

protocol between the first computer and .the .second computer is performed by

means of a modified IKE key exchange protocol between the first computer and the

intermediate computer and a standard IKE key exchange protocol between the

5 intermediate computer and the second computer.

7. Method of any of claims 2, 5 or 6, c h a r a ct e r iz e d in that the message that is

sent from the first computer in step c) is a packet and contains message data, an

inner IP header containing the actual senderandreceiver addresses, an outer JP

10 header containing the addresses of the first computer and the intermediate

computer, a unique identity, and other securityparameters.

8. Method of any of claims 2, 5 or 6, c h a r a ct e r i z e d in that that the lPSec

. connection is one or more security as.sociations.(SA) and the unique identity is one

15 or more SPI values and the other security parameters include the sequence

number(s).

9. Method of any of claims 1 — 8, c h a r a ct e r i z e d in that the matching in step d)

is performed by means of a translation table stored .at the intermediateccmputer.

20

10. Method of any of claims 1 - 9, c h a r a ct e r i z e d in that both the address and

the SPI-value are changed by the intermediate computer in steps e) respective f),

11.Methodofanyofclaims1-10,cha ra cte rized in that the first computer is a

25 mobile terminal, whereby the mobility is enabled by modifying the translation table

at the intermediate computer.

12. Method of claim 11, c h a r a ct e r i z e d in that said modification of the translation

tables is performed by sending .a request for registration of the new address from

30 the first computer to the intermediate computer, and optionally, by sending a

registratimeply. from_theintermediate computer to. the first computer.
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13. Method of claim 12. c h.a r a c t e r iz e d in that the registration and/or reply is

authenticated and/or encrypted by IPSec.

14. Method of any of claims 4 -13_, c h a r a c t e r i z e d in that the key distribution for

5 the secure connections is established by establishing an IKE protocol translation

table, and using the translation table to modify IP addresses and cookie values of

IKE packetsin the intermediate computer.

15. Method of claim 14, c h _a r a ct e r‘iz e.d_.in that the key exchange distribution is

10 established by

generating an initiator cookie and sending a zero responder cookie to the second

computer,

generating a responder cookie in the second computer,

establishing a mapping between IP addresses and IKE cookie values in the

15 intermediate computer,

using a translation table to modify IKE packets in flight by modifying the external IP

addresses and possibly lKE..cookies of the,.lKE_packets.

16. Method of claim 14 or 15, c h a r a ct e r i z e d in that the modified IKE protocol

20 between the first computer and the intermediate computer is modifiedsuch thatthe

IKE keys are transmitted from the first computer to the intermediate computer for

decryption and modification of IKEpackets,

17. Method of claim 14 or 15, c h a r a ct e r i z e d in that in the modified IKE protocol

25 between the first computerand the intermediate computer .the modification of the

IKE packets is done by the first computer with the intermediate computer

requesting such modifications.

18. Method of claim 16, ch a r a ct e r i z e d in that the address is defined so that the

30 first computer is identified for the second computer by the intermediate computer. by

means of an IP address taken from a pool of user IP addresses when forming the

translation table.
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19.Method of any of claims 1 —18, c h a r a ct e r i z e d in that the secure message is

sent using IPSec transport mode.

20. Method of any of claims 1 -18, c h a r a ct e r i z e d in that the secure message is

5 sent using IPSec tunnel mode.

21 .Telecommunication network for secure forwarding of messages, comprising at least

a first computer, a second computer and an intermediate computer,

cha racterized inthat

10 the first and the second computers have means to perform IPSec processing, and

the intermediate computer have means to perform IPSec translation.

22. Network of claim 21, c ha r a c t e r i z e d in that the intermediate computer

furthermore has means to perform IKE translation.

15

23. Network of claim 21 or 22, c h a.r a c t e r i z e d in that the means to perform

IPSec translation and IKE translation consists of translation tables.

24. Network of claim 22, c h a r a ct e r i z e d in that the translation table for IPSec

20 translation comprising IP addresses .of the intermediate computerto be matched

with IP addresses of the second computer.

25. Network of claim 22, c h a r a c t e r i1 e d in that one of the mapping tables for

IKE translation consists of two partitions, one for the communication between the

25 first computer and the intermediate computer and another for the communication

between the intermediate computer and the second computer.

26.Network of claim 25, c h a r a c t e r i z e d in that both partitions of the mapping

table for IKE translation contains translation fields for the source IP address, the

30 destination IP address, initiator and responder cookies between respective

computers.
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27. Network of claim 28, c h a r a ct e r i z e d in that there is another translation table

for IKE translation containing fields for matching a given user to a given second

computer.
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