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the proposed combination in general. This is clearly not the
obviousness standard set out by the courts. The Examiner
seems to use his own subjective standard for what he thinks
are good rationale for the combination without finding support
for the asserted rationale in the cited references.

Applicants submit that this subjective or personal standard of
the Examiner is not what the courts have ruled to be the

proper standard.

According to M.P.E.P. 2142, “the examiner bears the initial
burden of factually supporting any prima facie conclusion of
obviousness. If the examiner does not produce a prima facie
case, the applicant is under no obligation to submit evidence
of nonobviousness” (emphasis added). It is respectfully
submitted that the Examiner has not factually supported the
prima facie conclusion of obviousness. Applicants cannot see
that any of the cited references discusses that “one of the
most important factors that has shaped the computer and
networking industry is compatibility” or that allowing for
“different computers, or different networks, to communicate
with each other is always at the forefront of designer’s
mind.” Additionally, applicants cannot find that the cited
references mention that since “very sensitive information can
be passed over an un-trusted network such as the Internet,
engineers are always looking for ways to beef-up security, and

make it harder for hackers to intercept their Internet

Ex. 1005 (Part 2 of 2)
Apple v. MPH Techs. Oy
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traffic.” It is respectfully submitted that the above text
segments are merely speculations on behalf of the Examiner and
that the rationale provided by the Examiner is not supported
in the cited references. Because a prima facie conclusion of
obviousness has not been provided in the present Office
Action, Applicants respectfully request reconsideration and

withdrawal of this ground for rejection.

7. Conclusion

Based on the foregoing, Applicants respectfully request that
the various grounds for rejection in the Office Action be
reconsidered and withdrawn with respect to the previously
amended form of the claims, and that a Notice of Allowance be

issued for the present application to pass to issuance.

In the event any further matters remain at issue with respect
to the present application, Applicants respectfully request
that the Examiner please contact the undersigned below at the
telephone number indicated in order to discuss such matter

prior to the next action on the merits of this application.
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The application is submitted to be in condition for allowance,

and such action is respectfully requested.

Respectfully submitted,

FASTH LAW OFFICES

/rfasth/

Rolf Fasth
Registration No. 36,999

ATTORNEY DOCKET NO. 290.1078USN

FASTH LAW OFFICES
26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301

Telephone: (910) 687-0001
Facsimile: (910) 295-2152
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DETAILED ACTION

1. Claims 1-27 are pending.

Continued Examination Under 37 CFR 1.114
2. A request for continued examination under 37 CFR 1.114, including the fee set
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 6-29-

2009 has been entered.

Response to Arguments

3. Applicant's arguments filed 6-29-2009 have been fully considered but they are
not persuasive. Regarding Applicant’s argument that Linnakangas does not teach the
intermediate computer uses the same secure connection without establishing a new
secure connection and without involving the second computer. Linnakangas teaches an
intermediate computer (IP forwarder) that receives packets and forwards the packets to
their destination using a secure association (SA) (See paragraph 8, lines 1-5; wherein
using the same secure association, is using the same secure connection).

Regarding Applicant’s argument that there is no secure connection between local
host 5 and router 2 in Linnakangas. Linnakangas teaches a method for providing

Internet Protocol Security (IPSec) for communicating over un-trusted networks such as
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the Internet 3 (See par.’s 1 & 2). Local host 5 and router 2 are both on a corporate
Local Area Network (LAN) 1 (See par. 24, lines 1-3). Providing a secure connection
between nodes on a private LAN is inherent and discussing such security would be
repetitive. Linnakangas details the processing that goes on when traffic traverses the
Internet, such as traffic between router 2 and remote host 4 (See par. 24, lines 3-8).
While traffic between router 2 and remote host 4 is discussed in detail in Linnakangas,
the destination of the traffic sent from remote host 4, is local host 5 (See par. 24, lines
6-7).

Regarding Applicant’s argument that Linnakangas does not teach a secure
connection extending between the source address of the first computer as a first end
point and a destination address of the second computer as a second end point of the
secure connection. Linnakangas teaches that the establishment of a secure connection
between a first end point and a second end point, wherein both end points are user
terminals (See par. 5, lines 1-6). Linnakangas further teaches that the intermediate
computer (or IP forwarder) receives packets from a source and forwards them to their
destination, over a secure association (See par. 8, lines 1-5).

Regarding Applicant’s argument that there is no rationale for combining
Linnakangas and Applicant’s Admitted Prior Art (AAPA). Both Linnakangas and AAPA
deal with networking and providing secure connections between nodes. One of the
most important factors that has shaped the computer and networking industry is
compatibility. Allowing for different computers, or different networks, to communicate

with each other is always at the forefront of designers’ minds. Thus, adding flexibility by
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allowing different networks to communicate is proper motivation for combining these
related references.

Regarding Applicant’s argument that there is no rationale for combining
Linnakangas and Sandhu. Both Linnakangas and Sandhu deal with providing for
secure communications over the Internet. Since very sensitive information can be
passed over an un-trusted network such as the Internet, engineers are always looking
for ways to beef-up security, and make it harder for hackers to intercept their Internet
traffic. Sandhu provides an additional layer of security that can be used in the system of
Linnakangas to make it harder for hackers to intercept and decode Internet traffic.

Thus, sufficient motivation exists to combine Sandhu with Linnakangas.

Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

1. Claims 1-5, 7-10, 22-24, 26 & 27 are rejected under 35 U.S.C. 102(e) as being
anticipated by U.S. Patent Application Publication No. 2001/0047487 to Linnakangas, et

al. (Linnakangas).
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Regarding claim 1, Linnakangas teaches a method for secure forwarding of a message
from a first computer to a second computer via an intermediate computer in a
telecommunication network(See paragraph 24, lines 4-8; wherein the local host 5 is the
first computer, remote host 4 is the second computer, and router 2 is the intermediate
computer), comprising: establishing a secure connection between the first computer and
the second computer via the intermediate computer (See par. 24, lines 4-11; wherein
message formation is inherent in “communication” and “exchanging user generated
traffic”), the secure connection extending between a source address of the first
computer as a first end point and a destination address of the second computer as a
second end point of the secure connection (See par. 8, lines 1-5; wherein the
destination of the packets is the second computer) in the first computer, forming a
secure message by giving the secure message a first unique identity and a first
destination address to the intermediate computer (See par.’s 4 & 24; wherein the SPI is
the unique identity, and the header inherently includes the destination address), sending
the secure message from the first computer to the intermediate computer (See par. 24,
lines 4-6), the intermediate computer receiving the secure message and performing a
translation by using the first unique identity to find a second destination address to the
second computer, (See par.'s 4 & 24; wherein a router that is able to perform IPSec and
IKE translation, inherently includes a translation table), the intermediate computer
substituting the first destination address with the second destination address to the
second computer (See par.’s 4 & 24; wherein address substitution is a standard part of

IPSec processing and IKE translation), the intermediate computer substituting the first
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unique identity with a second unique identity of the secure connection without
establishing a new secure connection and without involving the second computer, (See
par.’s 4 & 24; wherein generating and substituting SPI's is a standard part of IPSec
processing and IKE translation; and, par. 8, lines 1-5; wherein a secure association, is
the secure connection), and the intermediate computer forwarding the secure message
with the second destination address and the second unique identity to the second
computer in the secure connection (See par. 24, line 11).

2. Regarding claim 2, Linnakangas discloses forming the secure message in step b)
by using an IPSec connection between the first computer and the second computer
(See par. 24, lines 4-7).

3. Regarding claim 3, Linnakangas discloses performing a secure forwarding of the
message by making use of SSL or TLS protocols (See par. 24, lines 4-7; wherein using
a secure socket layer (SSL) is inherent in IPSec).

4. Regarding claim 4, Linnakangas discloses manually performing a preceding
distribution of keys to components for forming the IPSec connection (See par. 40, lines
8-12; wherein manual distribution occurs when the IKE module is responding to a
request).

5. Regarding claim 5, Linnakangas discloses performing a preceding distribution of
keys for forming the IPSec connection by an automated key exchange protocol (See
par. 40, lines 8-12; wherein automated key exchange occurs when the IKE module

initiates negotiations).
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6. Regarding claim 7, Linnakangas teaches sending the message that is sent from
the first computer as a packet that contains message data, an inner IP header
containing the actual sender and receiver addresses, an outer IP header containing the
addresses of the first computer and the intermediate computer (See par. 3, lines 1-6).
7. Regarding claim 8, Linnakangas teaches the IPSec connection being one or
more security associations (SA) and the unique identity being one or more SPI values
(See par. 4, lines 5-14).

8. Regarding claim 9, Linnakangas teaches performing the matching in step d)

by using a translation table stored at the intermediate computer (See par. 31, lines 1-6;
wherein the IP forwarder module is part of the intermediate computer).

9. Regarding claim 10, LInnakangas teaches changing both the address and

the SPI-value by the intermediate computer (See par. 24; wherein IPSec includes
replacing addresses in accordance with the translation tables, and assigning a new SPI
value to every received packet).

10.  Regarding claim 22, Linnakangas teaches a telecommunication network for
secure forwarding of messages, comprising: a first computer, a second computer and
an intermediate computer, the first and the second computers having a secure
connection therebetween via the intermediate computer (See par. 24, lines 1-15;
wherein local host 5 is the first computer, remote host 4 is the second computer, and
router 2 is the intermediate computer), the secure connection having a source address
of the first computer as a first end point and a destination address of the second

computer as a second end point (See par.'s 5, lines 1-6, and par. 8, lines 1-5), the first
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and the second computers having means for performing an IPSec processing, the
intermediate computer having translation means for using translation tables to perform
IPSec and IKE translation (See par. 14, lines 1-5) and for changing a destination
address of the intermediate computer of a secure message to a destination address of
the second computer, and the intermediate computer having means for forwarding the
secure message received from the first computer to the second computer in the secure
connection (See par. 8, lines 1-5).

11.  Regarding claim 23, Linnakangas teaches the translation table for IPSec
translation has IP addresses of the intermediate computer to be matched with IP
addresses of the second computer (See par. 24, lines 4-6; wherein the router inherently
has translation tables to perform IPSec).

12.  Regarding claim 24, Linnakangas teaches the translation tables for IKE
translation consists of two partitions, one for the communication between the first
computer and the intermediate computer and another for the communication between
the intermediate computer and the second computer (See par. 24, lines 4-8; wherein
the router (or intermediate computer) inherently includes at least two translation tables
(or partitions), since one translation table is required for each IPSec connection, and
there are at least two IPSec connections).

13. Regarding claim 26, Linnakangas teaches another translation table for IKE
translation containing fields for matching a given user to a given second computer (See
par. 24, lines 8-11; wherein each remote host must establish a new secure connection,

which includes a new translation table).
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14. Regarding claim 27, this claim recites a network for carrying out the method of

claim 1, and is rejected for the same reasons.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

15. Claims 6, 11-14 & 20-21 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Linnakangas, as applied to claim 1 above, in view of Applicant's
Admitted Prior Art (AAPA).

16. Regarding claim 6, Linnakangas teaches the invention as described in claim 5.
Linnakangas does not teach performing the automated key exchange protocol used for
the preceding distribution of keys for forming the IP Sec connection by means of a
modified IKE key exchange protocol between the first computer and the intermediate
computer and by means of a standard IKE key exchange protocol between the
intermediate computer and the second computer. However, AAPA teaches a
modified IKE key exchange protocol between the first computer and the intermediate
computer (See page 8, lines 27-29; wherein the key exchange is modified to support
NAT traversal) and a standard IKE key exchange protocol between the intermediate

computer and the second computer (See p. 8, lines 29-32).
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Using the features of AAPA in the system of Linnakangas would have added
flexibility by allowing different networks to connect to the system. Therefore, it would
have been obvious to one of ordinary skill in the art, at the time of the invention, to
combine the teachings of AAPA and Linnakangas.

17. Regarding claim 11, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach the first computer being a mobile terminal, so that the
mobility is enabled by modifying the translation table at the intermediate

computer. However, AAPA teaches this limitation (See p. 7, lines 10-16).

Using the features of AAPA in the system of Linnakangas would have broadened
the appeal and applicability of the system by allowing mobile units to connect to the
network. Therefore, it would have been obvious to one of ordinary skill in the art, at the
time of the invention, to combine the teachings of AAPA and Linnakangas.

18. Regarding claim 12, Linnakangas, in view of AAPA, teach the invention as
described in claim 11. Linnakangas further teaches performing the modification of the
translation tables by sending a request for registration of the new address from the first
computer to the intermediate computer (See p. 3, par.’s 46-51).

19. Regarding claim 13, Linnakangas, in view of AAPA, teach the invention as
described in claim 12. Linnakangas further teaches sending a reply to the request for
registration from the intermediate computer to the first computer (See p. 3, par. 50).
20. Regarding claim 14, Linnakangas, in view of AAPA, teach the invention as
described in claim 12. Linnakangas further teaches authenticating or encrypting by

IPSec the request for registration and/or reply (See p. 3, par. 62).
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21. Regarding claim 20, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach sending the secure message by using an IPSec transport
mode. However, AAPA teaches this limitation (See p. 4, lines 14-19).

Using the features of AAPA in the system of Linnakangas would have added
improved security to the system. Therefore, it would have been obvious to one of
ordinary skill in the art, at the time of the invention, to combine the teachings of AAPA
and Linnakangas.

22. Regarding claim 21, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach sending the secure message by using an IPSec tunnel
mode. However, AAPA teaches this limitation (See p. 4, lines 21-29).

Using the features of AAPA in the system of Linnakangas would have added
improved security and flexibility to the system. Therefore, it would have been obvious to
one of ordinary skill in the art, at the time of the invention, to combine the teachings of

AAPA and Linnakangas.

23. Claims 15-19 & 25 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Linnakangas, as applied to claims 4 & 24 above, in view of U.S. Patent Number
6,985,953 issued to Sandhu, et al. (Sandhu).

24. Regarding claim 15, Linnakangas teaches the invention as described in claim 4.
Linnakangas further teaches establishing the key distribution for the secure connections
by establishing an IKE protocol translation table, and using the translation table to

modify IP addresses of IKE packets in the intermediate computer (See par. 24, lines 4-
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6). Linnakangas does not teach using the translation table to modify cookie values of
IKE packets in the intermediate computer. However, Sandhu teaches this limitation
(See col. 7, line 55 to col. 8, line 19; wherein the KDC is the intermediate computer).

Using the features of Sandhu in the system of Linnakangas would have added
another layer of security within the secure connection. Therefore, it would have been
obvious to one of ordinary skill, at the time of the invention, to combine the teachings of
Sandhu and Linnakangas.
25. Regarding claim 16, Linnakangas in view of Sandhu teach the invention as
described in claim 15. Linnakangas does not teach establishing the key exchange
distribution by: generating an initiator cookie and sending a zero responder cookie to
the second computer, generating a responder cookie in the second computer, and
establishing a mapping between IKE cookie values in the intermediate computer.
However, Sandhu teaches generating an initiator cookie and sending a zero responder
cookie to the second computer (See col. 8, lines 41-47; wherein the Authenticator is the
initiator cookie), generating a responder cookie in the second computer (See col. 8,
lines 41-47; wherein Bob’s response is the responder cookie), and establishing a
mapping between IKE cookie values in the intermediate computer (See col. 8, lines 49-
51; wherein a mapping is required for authentication).

Using the features of Sandhu in the system of Linnakangas would have
increased the number of security features available in the system. Therefore, it would
have been obvious to one of ordinary skill in the art, at the time of the invention, to

combine the teachings of Sandhu and Linnakangas.

0370



Application/Control Number: 10/500,930 Page 13
Art Unit: 2458

26. Regarding claim 17, Linnakangas in view of Sandhu teach the invention as is
described in claim 15. Linnakangas further teaches modifying a IKE protocol between
the first computer and the intermediate computer by transmitting the IKE keys from the
first computer to the intermediate computer in order to decrypt and modify IKE packets
(See par.'s 4 & 24; wherein the remote host 4 is an IPSec node that sends the IKE keys,
and equates to applicant's first computer).

27. Regarding claim 18, Linnakangas in view of Sandhu teach the invention as is
described in claim 15. Linnakangas further teaches carrying out the modification of the
IKE packets by the first computer with the intermediate computer requesting such
modifications (See par.’s 41-45; wherein the IKE module is in the intermediate
computer).

28. Regarding claim 19, Linnakangas in view of Sandhu teach the invention as
described in claim 17. Linnakangas further teaches defining the address so that the first
computer is identified for the second computer by the intermediate computer by means
of an IP address taken from a pool of user IP addresses when forming the translation
table (See par.’s 56 & 57).

29. Regarding claim 25, Linnakangas teaches the invention as described in claim 24.
Linnakangas further teaches both partitions of the mapping table for IKE translation
contains translation fields for a source IP address and a destination IP address between
respective computers (See par. 24, lines 4-8; wherein source and destination addresses
are inherent in IPSec). Linnakangas does not teach the mapping table for IKE

translation contains translation fields for initiator and responder cookies between
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respective computers. However, Sandhu teaches a mapping table that contains
translation fields for initiator and responder cookies between respective computers (See
col. 8, lines 41-51; wherein the authenticator is the initiator cookie and Bob's response
is the responder cookie).

Using the features of Sandhu in the system of Linnakangas would have provided
increased security and insured that messages where transmitted to the correct
destination. Therefore, it would have been obvious to one of ordinary skill in the art, at

the time of the invention, to combine the teachings of Sandhu and Linnakangas.

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Jeffrey Seto whose telephone number is (571)270-7198.
The examiner can normally be reached on Monday thru Thursday and alt. Fridays, 9:30
AM-7 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Joseph E. Avellino can be reached on (571) 272-3905. The fax phone
number for the organization where this application or proceeding is assigned is 571-

273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

JKS
9/8/2009

/Joseph E. Avellino/
Supervisory Patent Examiner, Art Unit 2458
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follows:

0391



10

15

20

25

30

35

re Attorney Docket No. 290.1078USN s/29/09 - 2 -

In the Claims:

Amend the claims as follows:

1. (Previously presented) A method for secure forwarding of a
message from a first computer to a second computer via an
intermediate computer in a telecommunication network,
comprising:

establishing a secure connection between the first computer
and the second computer via the intermediate computer, the

secure connection extending between a source address of the

first computer as a first end point and a destination address

of the second computer as a second end point of the secure

connection,

in the first computer, forming a secure message by giving the
secure message a first unigque identity and a first destination
address to the intermediate computer,

sending the secure message from the first computer to the
intermediate computer,

the intermediate computer receiving the secure message and
performing a translation by using the first unique identity to
find a second destination address to the second computer,

the intermediate computer substituting the first destination
address with the second destination address to the second
computer,

the intermediate computer substituting the first unigue

identity with a second unigue identity of the secure

connection without establishing a new secure connection and

without involving the second computer, and

the intermediate computer forwarding the secure message with
the second destination address and the second unique identity

to the second computer in the secure connection.

2. (Previously presented) The method of claim 1 wherein the
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method further comprises forming the secure message by using
an IPSec connection between the first computer and the second

computer.

3. (Previously presented) The method of claim 1 wherein the
method further comprises performing a secure forwarding of the

message by making use of SSL or TLS protocols.

4. (Previously presented) The method of claim 2 wherein the
method further comprises manually performing a preceding
distribution of keys to components for forming the IPSec

connection.

5. (Previously presented) The method of claim 2 wherein the
method further comprises performing a preceding distribution
of keys for forming the IPSec connection by an automated key

exchange protocol.

6. (Previously presented) The method of claim 5 wherein the
method further comprises performing the automated key exchange
protocol used for the preceding distribution of keys for
forming the IP Sec connection by means of a modified IKE key
exchange protocol between the first computer and the
intermediate computer and by means of a standard IKE key
exchange protocol between the intermediate computer and the

second computer.

7. (Previously presented) The method of claim 2 wherein the
method further comprises sending the message that is sent from
the first computer as a packet that contains message data, an
inner IP header containing the actual sender and receiver
addresses, an outer IP header containing the addresses of the
first computer and the intermediate computer, the unigue

identity.
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8. (Previously presented) The method of claim 1 wherein the
method further comprises the IPSec connection being one or
more security associations (SA) and the unique identity being

one or more SPI wvalues.

9. (Previously presented) The method of claim 1 wherein the
method further comprises performing the matching by using a

translation table stored at the intermediate computer.

10. (Previously presented) The method of claim 1 wherein the
method further comprises changing both the address and the

SPI-value by the intermediate computer.

11. (Previously presented) The method of claim 1 wherein the
method further comprises the first computer being a mobile
terminal so that the mobility is enabled by modifying the

translation table at the intermediate computer.

12. (Previously presented) The method of claim 11 wherein the
method further comprises performing the modification of the
translation tables by sending a regquest for registration of
the new address from the first computer to the intermediate

computer.

13. (Previously presented) The method of claim 12 wherein the
method further comprises sending a reply to the request for
registration from the intermediate computer to the first

computer.
14. (Previously presented) The method of claim 12 wherein the
method further comprises authenticating or encrypting by IPSec

the request for registration and/or reply.

15. (Previously presented) The method of claim 4 wherein the

method further comprises establishing the key distribution for
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the secure connections by establishing an IKE protocol
translation table, and using the translation table to modify
IP addresses and cookie values of IKE packets in the

intermediate computer.

16. (Previously presented) The method of claim 15 wherein the
method further comprises establishing the key exchange
distribution by:

generating an initiator cookie and sending a zero responder
cookie to the second computer,

generating a responder cookie in the second computer,
establishing a mapping between IP addresses and IKE cookie
values in the intermediate computer, and

using the translation table to modify IKE packets in flight by
modifying the external IP addresses and possibly IKE cookies
of the IKE packets.

17. (Previously presented) The method of claim 15 wherein the
method further comprises modifying a modified IKE protocol
between the first computer and the intermediate computer by
transmitting the IKE keys from the first computer to the
intermediate computer in order to decrypt and modify IKE

packets.

18. (Previously presented) The method of claim 15 wherein the
method further comprises carrying out in a modified IKE
protocol between the first computer and the intermediate
computer the modification of the IKE packets by the first
computer with the intermediate computer requesting such

modifications.

19. (Previously presented) The method of claim 17 wherein the
method further comprises defining the address so that the
first computer is identified for the second computer by the

intermediate computer by means of an IP address taken from a
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pool of user IP addresses when forming the translation table.

20. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using

an IPSec transport mode.

21. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using

an IPSec tunnel mode.

22. (Currently amended) A telecommunication network for secure
forwarding of messages, comprising:

a first computer, a second computer and an intermediate
computer, the first computer and the second computer having a
secure connection therebetween via the intermediate computer,

the secure connection having a source address of the first

computer as a first end point and a destination address of the

second computer as a second end point,

the first and the second computers having means for performing
an IPSec processing, and

the intermediate computer having translation means for using

translation tables to perform IPSec and IKE translation and

for changing a destination address of the intermediate

computer of a secure message to a destination address of the

second computer, and

the intermediate computer having means for forwarding the

secure message received from the first computer to the second

computer in the secure connection.

23. (Previously presented) The telecommunication network of
claim 22 wherein the translation table for IPSec translation
has IP addresses of the intermediate computer to be matched

with IP addresses of the second computer.

24. (Previously presented) The telecommunication network of
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claim 22 wherein the translation tables for IKE translation
consists of two partitions, one for the communication between
the first computer and the intermediate computer and another
for the communication between the intermediate computer and

the second computer.

25. (Previously presented) The telecommunication network of
claim 24 wherein both partitions of the mapping table for IKE
translation contains translation fields for a source IP
address, a destination IP address, initiator and responder

cookies between respective computers.

26. (Previously presented) The telecommunication network of
claim 22 wherein there is another translation table for IKE
translation containing fields for matching a given user to a

given computer.

27. (Currently amended) A telecommunication network for secure
forwarding of messageg, comprising:

a first computer,

a second computer,

an intermediate computer electronically connected to the first
computer and the second computer, the first and the second
computers having a secure connection between them via the

intermediate computer, the secure connection having a source

addresgs of the first computer as a first end point and a

destination address of the second computer as a second end

point, and
the intermediate computer having means for performing

translation between destination addresses and secure
identities for forwarding secure messages received from the

first computer to the second computer in the secure

connection.
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REMARKS /ARGUMENTS

Reconsideration of the application is respectfully requested.
Claims 1-27 are pending in the present invention. No new

matter has been added to the application in this response.

1. Rejection of Claims 1-5, 7-10, 22-24 and 26-27 under 35

UsC & 102 (e).

Claims 1-5, 7-10, 22-24 and 26-27 were rejected under Section
102 as being anticipated by Linnakangas. This § 102 rejection

is respectfully traversed.

In summary, one problem with standard IPSsec is that the end
points of the IPSec tunnel mode SA (security association) are
fixed. There is no feature in conventional systems for
changing any of the parameters of an SA other than by
establishing a new SA that replaces the previous SA. More
particularly, since mobile terminals move and thus change
their network points frequently and since IPSec connections
are bound to fixed addresses, the mobile terminals must
establish new IPSec connections from each point of attachment.
This requires the exchange of keys etc. which is a cumbersome
process that uses computation time. The method of the present
invention provides a solution to this problem. One unique

feature of the present invention is that the intermediate
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computer modifies the addresses and SPI values of the same
pre-existing secure connection i.e. without requiring the
setting up of a new secure connection. In this way, a secure
message sent from the first computer to the intermediate
computer may be modified so that it can be forwarded from the
intermediate computer to the second computer in the same
secure connection without requiring the cumbersome exchange of
additional keys of a new secure connection and without

involving the second computer.

a. The Requisite Steps of Independent Claim 1 Are Neither

Taught Nor Suggested in the Cited Art.

Claim 1 has been amended to clarify that the secure connection
extends between the source address of the first computer as
the first end point of the secure connection and the
destination address of the second computer as the second end
point of the secure connection. The claim has also been
modified to clarify that the intermediate computer substitutes
the first destination address with the second destination
address and substitutes the first unique identity with a

second unique identity of the secure connection without

establishing a new secure connection and without involving the

second computer. No new matter has been added to the amended

claim 1 or any other claim. For example, support may be found

on pages 12, 14, 17, 19-21 of the original patent
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specification WO 03/063443. It is submitted that such steps

are not taught or suggested in the cited references.

On page 3, paragraph 7, the Examiner refers to paragraph 4 and
paragraph 24, lines 4-8 of Linnakangas as teaching the step of
secure forwarding of a message from a first computer (local
host 5) to a second computer via an intermediate computer in a
telecommunication network. It should be noted that claim 1
has been amended to clarify that the end points of the secure
connection extend between the first computer and the second
computer. Claim 1 has also been amended to require that the
intermediate computer substitutes the first unique identity
with a second unique identity of the same secure connection
without establishing a new secure connection and without

involving the second computer.

Applicants submit that Linnakangas completely fails to teach
these additional steps and limitations. Linnakangas’ IPSec is
only between the remote host 4 and the router 2. There is no
secure connection between the local host 5 and the router 2.
In contrast, the router 2 decrypts, reads and unwraps the
secure message from the remote host 4 to be able to determine
that the message is to be forwarded to the local host 5. This
forwarding is done without implementing IPSec. The Examiner
is respectfully requested to show where Linnakangas teaches

that the secure connection extends between the local host 5
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A\

and the router 2 also. On page 2, the Examiner writes that “a
virtual private network is established to provide secure
communication between host 4 and host 5, wvia router 2 (See

par. 24, 4-8). Thus a secure communication is provided

between host 5 and router 2.7

Linnakangas clearly fails to teach or suggest a secure
connection that extends between the source address of the host
4 as a first end point and the destination address of the host
5 as the second end point of the secure connection.
Additionally, Linnakangas fails to teach the step of the
router 2 substituting the first unique identity with the
second unique identity of the secure connection without
establishing a new secure connection and without involving the
second computer; and the router 2 forwarding the secure

message to the second computer in the same secure connection.

In paragraph 24, lines 4-8, Linnakangas explains that "[bly
uging IPSec to control communication between the router 2 and
the remote hosts 4 (and hence between remote hosts 4 and local
hostgs 5), a Virtual Private Network (VPN) may be established"
(emphagig added). It ig resgpectfully submitted that this is
different from a secure connection that has end points
extending between the host 4 and the host 5. Additionally,
“controlling” communication acrosgssgs the route from remote host

4 via router 2 all the way to host 5 does not mean here that
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there is a secure connection also between router 2 and host 5.

Linnakangas merely mentions controlling the communication, not
securing. In other words, the IPSec, defined in the foregoing
gentence in Linnakangasgs asgs being between the host 4 and the
router 2, controlg what traffic goeg therebetween. The
traffic from the host 4 to host 5 goeg via this IPSec
connection between the host 4 and router 2. It should be
noted that the virtual private network in Linnakangas is note

secured but merely controlled. There is not really as much

need for a secure connection between the router 2 and the host
5 since the connection is within the same LAN. Wikipedia
gstates that a virtual private network (VPN) is a computer
network in which some of the links between nodes are carried
by open connections or virtual circuits in some larger
networks (such as the Internet), as opposed to running across
a single private network. The Link Layer protocols of the
virtual network are said to be tunneled through the transport
network. One common application is to secure communications
through the public Internet, but a VPN does not need to have
explicit security features such as authentication or content
encryption and is quite different from a secure connection

gsuch as a security association.

Applicants also would like to draw the Examiner’s attention to

the fact that, in the cited Linnakangas paragraph, the

establishment of the secure connection between remote host 4
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and router 2 is guite well described, including the exchange
of keys etc. However, there is nowhere described any security
connection formed between router 2 and host 5, because there
is no security connection between router 2 and host 5.
Paragraph 24 of Linnakangas merely teaches the remote host 4
negotiating secure associations with the router 2 (lines 9-10
of paragraph 24). There is nothing about forming a secure
message in the local host 5 or negotiating secure associations
with the local host 5. Even 1f the communication between the
router 2 and the host 5 may be considered quite safe and
secure, Linnakangas still completely fails to teach or suggest
establishing a secure connection that extends between a source
address of the host 4 as a first end point and the destination
address of the host 5 as the second end point of the same

secure connection.

Applicants cannot see that Linnakangas teaches the required
steps of establishing a secure connection between the first
computer and the second computer wherein the secure connection
extends between a source address of the first computer as a
first end point and a destination address of the second

computer as a second end point of the secure connection.

It is submitted that Linnakangas also fails to teach or

suggest the step of the intermediate computer, while being in

a secure connection between the first computer and the second
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computer as regquired in the first paragraph of the amended
claim 1, the intermediate computer substituting the first
unigue identity with a second unigque identity of the same
secure connection without establishing a new secure connection
and without involving the second computer, and the
intermediate computer forwarding the secure message with the
second destination address and the second unique identity to

the second computer in the same secure connection.

It is submitted that Linnakangas completely fails to teach or

suggest the above-outlined steps. Therefore, the rejection of

claim 1 under § 102 is improper, and should be removed.

b. Dependent Claims 2-5 and 7-10

Claims 2-5, 7-10 are submitted to be allowable because the
claims depend either directly or indirectly upon the allowable
base claim 1 and because each claim includes limitations that

are not taught or suggested in the cited references.

2. The Requisite Limitations of Independent Claim 22 Are

Neither Taught Nor Suggested in the Cited Art.

As mentioned above, Linnakangas merely shows a secure
connection between the remote host 4 and the router 2.

Applicants fails to see where Linnakangas teaches a secure
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connection that has a source address of the host 4 (the first
computer) as a first end point and a destination address of
the local host 5 (the second computer) as a second end point.
In contrast, the secure connection of Linnakangas merely
extends between the host 4 and the router 2. Additionally,
Linnakangas fails to teach or suggest means for forwarding the
secure message received from the first computer to the second

computer in the secure connection. In contrast, Linnakangas

merely describes a router 2 that forwards a message in a VPN
and an IPSec with end points at the host 4 and the router 2

(but not at the host 5H).

It is submitted that Linnakangas fails to teach or suggest all
the limitations of the amended claim 22. Therefore, the
anticipation rejection of claim 22 under § 102 is improper,

and should be removed.

a. Dependent claims 23-24 and 26

Claims 23-24 and 26 are submitted to be allowable because the
claims depend either directly or indirectly upon the allowable
base claim 22 and because each claim includes limitations that

are not taught or suggested in the cited references.

3. The Requisite Limitations of Independent Claim 27 Are

Neither Taught Nor Suggested in the Cited Art.
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Similar to claim 22, the amended claim 27 requires a secure
connection that has a source address of the first computer as
a first end point and a destination address of the second
computer as a second end point. The amended claim 27 also
requires that the intermediate computer has means for
forwarding the secure messages received from the first

computer to the second computer in the secure connection. The

amended claim 27 is submitted to be allowable for reasons
similar to the reasons put forth for the allowability of the

amended claim 1 and claim 22.

It is submitted that Linnakangas fails to teach or suggest all
the limitations of the amended claim 27. Therefore, the
rejection of claim 27 under § 102 is improper, and should be

removed.

4. Rejection of Claims 6, 11-14 and 20-21 under 35 USC §

103 (a).

Claims 6, 11-14 and 20-21 were rejected under Section 103 as
being obvious over Linnakangas, as applied to claim 1 above,
in view of Applicant’s Admitted Prior Art (AAPA). This §& 103
rejection is respectfully traversed in part and overcome in

part as follows:
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a. The Requisite Steps of Claims 6, 11-14 and 20-21 Are

Neither Taught Nor Suggested in the Cited Art.

Claims 6, 11-14 and 20-21 are submitted to be allowable
because the claims depend either directly or indirectly upon
the allowable base claim 1 and because each claim includes
limitations that are not taught or suggested in the cited

references.

The § 103 rejection is therefore improper and should be

withdrawn.

b. Prima Facie Support for Combination Under § 103 Not

Provided

Even assuming arguendo that the requisite method steps of
claims 6, 11-14 and 20-21 are shown by the combination of
Linnakangas and AAPA, prima facie support for combining the
references, according to the reguirements as set forth in
M.P.E.P. § 2142 has not been provided in the present Office

Action.

As provided in M.P.E.P. § 2142, the Supreme Court in KSR
International v. Teleflex Inc., 82 USPQ2d 1385, 1396 (2007)
specified that the analysis supporting a rejection under 35

U.S.C. & 103 should be made explicit. “[R]ejections on
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obviousness cannot be sustained with mere conclusory

statements; instead, there must be some articulated reasoning

with some rational underpinning to support the legal

(4

conclusion of obviousness.” In re Kahn, 441 F.3dd 977, 988, 78
UspQ2d 1329, 1336 (Fed. Cir. 2006). Furthermore, the Examiner
must make “explicit” this rationale of “the apparent reason to
combine the known elements in the fashion claimed,” including
a detailed explanation of “the effects of demands known to the
design community or present in the marketplace” and “the

background knowledge possessed by a person having ordinary

skill in the art” (KSR, page 14).

The only rationale provided in support of the 103 (a) rejection
of claim 6 is at the bottom of page 7 of the Office action,
which merely asserts it would have been obvious to modify the
teaching method of Linnakangas with AAPA because it “would

have added flexibility by allowing different networks to

connect to the system"™ (emphasis added). It seems that the
Examiner has completely ignored the arguments put forth in the
previous response regarding the Examiner’s failure to
establish a prima facie case of obviousness. Applicants
request the Examiner to consider all of the arguments of this
response instead of simply copying text from the previous

Office action.

The Examiner has again merely provided one benefit, or
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advantage of the modification ass the only rationale provided

in the Office Action in support of the instant rejection.

However, merely stating that a benefit of the modification
exists, as done above, does not provide the “articulated
reasoning with some rationale underpinning to support the
legal conclusion of obviousness, regquired under KSR. By
definition, every patentable invention must be “beneficial” -
and arguendo every invention contemplates at least some new
benefit (s) in arriving at the invention - certainly this does
not render the benefit obvious or expected. Because every
modification or element has a corresponding use or benefit,
the above reasoning could be applied to any improvement. It
appears therefore that “hindsight construction” may have
perhaps played a role in arriving at the present ground for
rejection in the Office action - which though difficult
perhaps to avoid in many cases, is nonetheless impermissible

in making a prima facie showing of obviousness.

According to M.P.E.P. 2142, “the examiner bears the initial
burden of factually supporting any prima facie conclusion of
obviousness. If the examiner does not produce a prima facie
case, the applicant is under no obligation to submit evidence
of nonobviousness.” Because a prima facie conclusion of
obviousness has not been provided in the present Office

Action, Applicants respectfully request reconsideration and
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withdrawal of this ground for rejection as to claim 6.

Similarly, no articulated reasoning is provided for the
rejections of claims 11-14 and 20-21. On page 8, lines 5-7,
the Examiner merely states it would have been obvious because

it “would have broadened the appeal and applicability of the

system by allowing mobile units to connect to the network”
(emphasis added). On page 9, lines 1-2 and 8-9 of the Office
action it is stated that the combination would have been

obvious because it “would have added improved security to the

system” (emphasis added). It is submitted that none of the
above stated general benefits provides the required
articulated reasoning to show prima facie conclusion of

obviousness.

The rejections of claims 6, 11-14 and 20-21 under Section 103

are therefore improper and should be removed.

5. Rejection of Claims 15-19 and 25 under 35 USC § 103 (a).

Claims 15-19 and 25 were rejected under Section 103 as being
obvious over Linnakangas in view of Sandhu. This rejection is

respectfully traversed.

a. The Requisite Steps of Claims 15-19% and 25 Are Neither

Taught Nor Suggested in the Cited Art.
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Claims 15-19 and 25 are submitted to be allowable because the
claims depend either directly or indirectly upon the allowable
base claims 1 and 22, respectively, and because each claim
includes limitations that are not taught or suggested in the

cited references.

The § 103 rejection is therefore improper and should be

withdrawn.

b. Prima Facie Support for Combination Under § 103 Not

Provided

These rejections also lack the required articulated reasoning
to establish prima facie conclusion of obviousness. The only
reasons for obviousness are stated on page 9, last line

(“would have added another layer of security within the secure

connection” (emphasis added)) and page 10, line 15 (“would

have increased the number of security features available in

the system” (emphasis added)) are again submitted to be mere
general benefits that do not provide the required articulated
reasoning to meet the burden of establishing a prima facie
conclusion of obviousness. Page 12, lines 2-3, of the Office
action states that the proposed combination is obvious because

it “would have provided increased security and insured that

messages where transmitted to the correct destination”

(emphasis added). It is assumed that the Examiner meant that
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messages “were” transmitted to the correct destination. Again
the above statements fail to establish the prima facie case of
obviousness since they merely mention benefits and advantages

of the proposed combination, as explained above.

The rejections of claims 15-19 and 25 under Section 103 are

therefore improper and should be removed.

6. Conclusion

Based on the foregoing, Applicants respectfully request that
the various grounds for rejection in the Office Action be
reconsidered and withdrawn with respect to the previously
amended form of the claims, and that a Notice of Allowance be

issued for the present application to pass to issuance.

In the event any further matters remain at issue with respect
to the present application, Applicants respectfully request
that the Examiner please contact the undersigned below at the
telephone number indicated in order to discuss such matter

prior to the next action on the merits of this application.
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The application is submitted to be in condition for
allowance, and such action igs resgpectfully requested.
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Respectfully submitted,
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DETAILED ACTION

1. Claims 1-27 are pending.

Response to Amendment
2. In response to the amendment filed 1-17-09:
a. The objections to claims 1, 17 & 18 are withdrawn; and,

b. The rejection of claim 26 under 35 USC 112, 2d paragraph is withdrawn.

Response to Arguments
3. Applicant's arguments filed 1-17-09 have been fully considered but they are not
persuasive. In regards to Applicant’'s argument that Linnakangas only teaches a secure
connection between host 4 and router 2, and does not teach a secure connection
between host 5 and router 2. Linnakangas teaches that a virtual private network is
established to provide secure communications between host 4 and host 5, via router 2
(See par. 24, 4-8). Thus, a secure connection is provided between host 5 and router 2.
4. Regarding Applicant’s argument that Linnakangas delivers “plain text” from the
router 2 to the host 5. The Examiner has fully reviewed Linnakangas and found no

teaching in the reference supporting this assertion.

Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:
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A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

1. Claims 1-5, 7-10, 22-24, 26 & 27 are rejected under 35 U.S.C. 102(e) as being
anticipated by U.S. Patent Application Publication No. 2001/0047487 to Linnakangas, et
al. (Linnakangas).

2. Regarding claim 1, Linnakangas teaches a method for secure forwarding of a
message from a first computer to a second computer via an intermediate computer in a
telecommunication network(See paragraph 24, lines 4-8; wherein the local host 5 is the
first computer, remote host 4 is the second computer, and router 2 is the intermediate
computer), comprising: establishing a secure connection between the first computer and
the second computer via the intermediate computer (See par. 24, lines 4-11; wherein
message formation is inherent in “communication” and “exchanging user generated
traffic”), in the first computer, forming a secure message by giving the secure message
a first unique identity and a first destination address to the intermediate computer (See
par.’s 4 & 24; wherein the SPI is the unique identity, and the header inherently includes
the destination address), sending the secure message from the first computer to the
intermediate computer (See par. 24, lines 4-6), the intermediate computer receiving the
secure message and performing a translation by using the first unique identity to find a
second destination address to the second computer, (See par.'s 4 & 24; wherein a

router that is able to perform IPSec and IKE translation, inherently includes a translation
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table), the intermediate computer substituting the first destination address with the
second destination address to the second computer (See par.’s 4 & 24; wherein
address substitution is a standard part of IPSec processing and IKE translation), the
intermediate computer substituting the first unique identity with a second unique identity,
(See par.’s 4 & 24; wherein generating and substituting SPI’s is a standard part of
IPSec processing and IKE translation), and the intermediate computer forwarding the
secure message with the second destination address and the second unique identity to
the second computer (See par. 24, line 11).

3. Regarding claim 2, Linnakangas discloses forming the secure message in step b)
by using an IPSec connection between the first computer and the second computer
(See par. 24, lines 4-7).

4. Regarding claim 3, Linnakangas discloses performing a secure forwarding of the
message by making use of SSL or TLS protocols (See par. 24, lines 4-7; wherein using
a secure socket layer (SSL) is inherent in IPSec).

5. Regarding claim 4, Linnakangas discloses manually performing a preceding
distribution of keys to components for forming the IPSec connection (See par. 40, lines
8-12; wherein manual distribution occurs when the IKE module is responding to a
request).

6. Regarding claim 5, Linnakangas discloses performing a preceding distribution of
keys for forming the IPSec connection by an automated key exchange protocol (See
par. 40, lines 8-12; wherein automated key exchange occurs when the IKE module

initiates negotiations).
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7. Regarding claim 7, Linnakangas teaches sending the message that is sent from
the first computer as a packet that contains message data, an inner IP header
containing the actual sender and receiver addresses, an outer IP header containing the
addresses of the first computer and the intermediate computer (See par. 3, lines 1-6).
8. Regarding claim 8, Linnakangas teaches the IPSec connection being one or
more security associations (SA) and the unique identity being one or more SPI values
(See par. 4, lines 5-14).

9. Regarding claim 9, Linnakangas teaches performing the matching in step d)

by using a translation table stored at the intermediate computer (See par. 31, lines 1-6;
wherein the IP forwarder module is part of the intermediate computer).

10.  Regarding claim 10, LInnakangas teaches changing both the address and

the SPI-value by the intermediate computer (See par. 24; wherein IPSec includes
replacing addresses in accordance with the translation tables, and assigning a new SPI
value to every received packet).

11.  Regarding claim 22, Linnakangas teaches a telecommunication network for
secure forwarding of messages, comprising: a first computer, a second computer and
an intermediate computer, the first and the second computers having a secure
connection therebetween via the intermediate computer, the first and the second
computers having means for performing an IPSec processing, and the intermediate
computer having translation tables to perform IPSec and IKE translation (See par. 24,
lines 1-15; wherein local host 5 is the first computer, remote host 4 is the second

computer, and router 2 is the intermediate computer).
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12.  Regarding claim 23, Linnakangas teaches the translation table for IPSec
translation has IP addresses of the intermediate computer to be matched with IP
addresses of the second computer (See par. 24, lines 4-6; wherein the router inherently
has translation tables to perform IPSec).

13. Regarding claim 24, Linnakangas teaches the translation tables for IKE
translation consists of two partitions, one for the communication between the first
computer and the intermediate computer and another for the communication between
the intermediate computer and the second computer (See par. 24, lines 4-8; wherein
the router (or intermediate computer) inherently includes at least two translation tables
(or partitions), since one translation table is required for each IPSec connection, and
there are at least two IPSec connections).

14. Regarding claim 26, Linnakangas teaches another translation table for IKE
translation containing fields for matching a given user to a given second computer (See
par. 24, lines 8-11; wherein each remote host must establish a new secure connection,
which includes a new translation table).

15. Regarding claim 27, this claim recites a network for carrying out the method of

claim 1, and is rejected for the same reasons.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

16. Claims 6, 11-14 & 20-21 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Linnakangas, as applied to claim 1 above, in view of Applicant's
Admitted Prior Art (AAPA).

17. Regarding claim 6, Linnakangas teaches the invention as described in claim 5.
Linnakangas does not teach performing the automated key exchange protocol used for
the preceding distribution of keys for forming the IP Sec connection by means of a
modified IKE key exchange protocol between the first computer and the intermediate
computer and by means of a standard IKE key exchange protocol between the
intermediate computer and the second computer. However, AAPA teaches a
modified IKE key exchange protocol between the first computer and the intermediate
computer (See page 8, lines 27-29; wherein the key exchange is modified to support
NAT traversal) and a standard IKE key exchange protocol between the intermediate
computer and the second computer (See p. 8, lines 29-32).

Using the features of AAPA in the system of Linnakangas would have added
flexibility by allowing different networks to connect to the system. Therefore, it would
have been obvious to one of ordinary skill in the art, at the time of the invention, to
combine the teachings of AAPA and Linnakangas.

18. Regarding claim 11, Linnakangas teaches the invention as described in claim 1.

Linnakangas does not teach the first computer being a mobile terminal, so that the
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mobility is enabled by modifying the translation table at the intermediate
computer. However, AAPA teaches this limitation (See p. 7, lines 10-16).

Using the features of AAPA in the system of Linnakangas would have broadened
the appeal and applicability of the system by allowing mobile units to connect to the
network. Therefore, it would have been obvious to one of ordinary skill in the art, at the
time of the invention, to combine the teachings of AAPA and Linnakangas.
19. Regarding claim 12, Linnakangas, in view of AAPA, teach the invention as
described in claim 11. Linnakangas further teaches performing the modification of the
translation tables by sending a request for registration of the new address from the first
computer to the intermediate computer (See p. 3, par.’s 46-51).
20. Regarding claim 13, Linnakangas, in view of AAPA, teach the invention as
described in claim 12. Linnakangas further teaches sending a reply to the request for
registration from the intermediate computer to the first computer (See p. 3, par. 50).
21. Regarding claim 14, Linnakangas, in view of AAPA, teach the invention as
described in claim 12. Linnakangas further teaches authenticating or encrypting by
IPSec the request for registration and/or reply (See p. 3, par. 62).
22. Regarding claim 20, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach sending the secure message by using an IPSec transport
mode. However, AAPA teaches this limitation (See p. 4, lines 14-19).

Using the features of AAPA in the system of Linnakangas would have added

improved security to the system. Therefore, it would have been obvious to one of
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ordinary skill in the art, at the time of the invention, to combine the teachings of AAPA
and Linnakangas.
23. Regarding claim 21, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach sending the secure message by using an IPSec tunnel
mode. However, AAPA teaches this limitation (See p. 4, lines 21-29).

Using the features of AAPA in the system of Linnakangas would have added
improved security and flexibility to the system. Therefore, it would have been obvious to
one of ordinary skill in the art, at the time of the invention, to combine the teachings of

AAPA and Linnakangas.

24. Claims 15-19 & 25 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Linnakangas, as applied to claims 4 & 24 above, in view of U.S. Patent Number
6,985,953 issued to Sandhu, et al. (Sandhu).
25. Regarding claim 15, Linnakangas teaches the invention as described in claim 4.
Linnakangas further teaches establishing the key distribution for the secure connections
by establishing an IKE protocol translation table, and using the translation table to
modify IP addresses of IKE packets in the intermediate computer (See par. 24, lines 4-
6). Linnakangas does not teach using the translation table to modify cookie values of
IKE packets in the intermediate computer. However, Sandhu teaches this limitation
(See col. 7, line 55 to col. 8, line 19; wherein the KDC is the intermediate computer).
Using the features of Sandhu in the system of Linnakangas would have added

another layer of security within the secure connection. Therefore, it would have been
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obvious to one of ordinary skill, at the time of the invention, to combine the teachings of
Sandhu and Linnakangas.

26. Regarding claim 16, Linnakangas in view of Sandhu teach the invention as
described in claim 15. Linnakangas does not teach establishing the key exchange
distribution by: generating an initiator cookie and sending a zero responder cookie to
the second computer, generating a responder cookie in the second computer, and
establishing a mapping between IKE cookie values in the intermediate computer.
However, Sandhu teaches generating an initiator cookie and sending a zero responder
cookie to the second computer (See col. 8, lines 41-47; wherein the Authenticator is the
initiator cookie), generating a responder cookie in the second computer (See col. 8,
lines 41-47; wherein Bob’s response is the responder cookie), and establishing a
mapping between IKE cookie values in the intermediate computer (See col. 8, lines 49-
51; wherein a mapping is required for authentication).

Using the features of Sandhu in the system of Linnakangas would have
increased the number of security features available in the system. Therefore, it would
have been obvious to one of ordinary skill in the art, at the time of the invention, to
combine the teachings of Sandhu and Linnakangas.

27. Regarding claim 17, Linnakangas in view of Sandhu teach the invention as is
described in claim 15. Linnakangas further teaches modifying a IKE protocol between
the first computer and the intermediate computer by transmitting the IKE keys from the

first computer to the intermediate computer in order to decrypt and modify IKE packets
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(See par.'s 4 & 24; wherein the remote host 4 is an IPSec node that sends the IKE keys,
and equates to applicant's first computer).

28. Regarding claim 18, Linnakangas in view of Sandhu teach the invention as is
described in claim 15. Linnakangas further teaches carrying out the modification of the
IKE packets by the first computer with the intermediate computer requesting such
modifications (See par.’s 41-45; wherein the IKE module is in the intermediate
computer).

29. Regarding claim 19, Linnakangas in view of Sandhu teach the invention as
described in claim 17. Linnakangas further teaches defining the address so that the first
computer is identified for the second computer by the intermediate computer by means
of an IP address taken from a pool of user IP addresses when forming the translation
table (See par.’s 56 & 57).

30. Regarding claim 25, Linnakangas teaches the invention as described in claim 24.
Linnakangas further teaches both partitions of the mapping table for IKE translation
contains translation fields for a source IP address and a destination IP address between
respective computers (See par. 24, lines 4-8; wherein source and destination addresses
are inherent in IPSec). Linnakangas does not teach the mapping table for IKE
translation contains translation fields for initiator and responder cookies between
respective computers. However, Sandhu teaches a mapping table that contains
translation fields for initiator and responder cookies between respective computers (See
col. 8, lines 41-51; wherein the authenticator is the initiator cookie and Bob's response

is the responder cookie).
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Using the features of Sandhu in the system of Linnakangas would have provided
increased security and insured that messages where transmitted to the correct
destination. Therefore, it would have been obvious to one of ordinary skill in the art, at

the time of the invention, to combine the teachings of Sandhu and Linnakangas.

Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Jeffrey Seto whose telephone number is (571)270-7198.
The examiner can normally be reached on Monday thru Thursday and alt. Fridays, 9:30
AM-7 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Joseph E. Avellino can be reached on (571) 272-3905. The fax phone
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number for the organization where this application or proceeding is assigned is 571-
273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

JKS
5/28/2009

/Joseph E. Avellino/
Supervisory Patent Examiner, Art Unit 2458
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