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the proposed combination in general. This is clearly not the
obviousness standard set out by the courts. The Examiner
seems to use his own subjective standard for what he thinks
are good rationale for the combination without finding support
for the asserted rationale in the cited references.

Applicants submit that this subjective or personal standard of
the Examiner is not what the courts have ruled to be the

proper standard.

According to M.P.E.P. 2142, “the examiner bears the initial
burden of factually supporting any prima facie conclusion of
obviousness. If the examiner does not produce a prima facie
case, the applicant is under no obligation to submit evidence
of nonobviousness” (emphasis added). It is respectfully
submitted that the Examiner has not factually supported the
prima facie conclusion of obviousness. Applicants cannot see
that any of the cited references discusses that “one of the
most important factors that has shaped the computer and
networking industry is compatibility” or that allowing for
“different computers, or different networks, to communicate
with each other is always at the forefront of designer’s
mind.” Additionally, applicants cannot find that the cited
references mention that since “very sensitive information can
be passed over an un-trusted network such as the Internet,
engineers are always looking for ways to beef-up security, and

make it harder for hackers to intercept their Internet

Ex. 1003 (Part 2 of 2)
Apple v. MPH Techs. Oy
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traffic.” It is respectfully submitted that the above text
segments are merely speculations on behalf of the Examiner and
that the rationale provided by the Examiner is not supported
in the cited references. Because a prima facie conclusion of
obviousness has not been provided in the present Office
Action, Applicants respectfully request reconsideration and

withdrawal of this ground for rejection.

7. Conclusion

Based on the foregoing, Applicants respectfully request that
the various grounds for rejection in the Office Action be
reconsidered and withdrawn with respect to the previously
amended form of the claims, and that a Notice of Allowance be

issued for the present application to pass to issuance.

In the event any further matters remain at issue with respect
to the present application, Applicants respectfully request
that the Examiner please contact the undersigned below at the
telephone number indicated in order to discuss such matter

prior to the next action on the merits of this application.
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The application is submitted to be in condition for allowance,

and such action is respectfully requested.

Respectfully submitted,

FASTH LAW OFFICES

/rfasth/

Rolf Fasth
Registration No. 36,999

ATTORNEY DOCKET NO. 290.1078USN

FASTH LAW OFFICES
26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301

Telephone: (910) 687-0001
Facsimile: (910) 295-2152
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DETAILED ACTION

1. Claims 1-27 are pending.

Continued Examination Under 37 CFR 1.114
2. A request for continued examination under 37 CFR 1.114, including the fee set
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 6-29-

2009 has been entered.

Response to Arguments

3. Applicant's arguments filed 6-29-2009 have been fully considered but they are
not persuasive. Regarding Applicant’s argument that Linnakangas does not teach the
intermediate computer uses the same secure connection without establishing a new
secure connection and without involving the second computer. Linnakangas teaches an
intermediate computer (IP forwarder) that receives packets and forwards the packets to
their destination using a secure association (SA) (See paragraph 8, lines 1-5; wherein
using the same secure association, is using the same secure connection).

Regarding Applicant’s argument that there is no secure connection between local
host 5 and router 2 in Linnakangas. Linnakangas teaches a method for providing

Internet Protocol Security (IPSec) for communicating over un-trusted networks such as
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the Internet 3 (See par.’s 1 & 2). Local host 5 and router 2 are both on a corporate
Local Area Network (LAN) 1 (See par. 24, lines 1-3). Providing a secure connection
between nodes on a private LAN is inherent and discussing such security would be
repetitive. Linnakangas details the processing that goes on when traffic traverses the
Internet, such as traffic between router 2 and remote host 4 (See par. 24, lines 3-8).
While traffic between router 2 and remote host 4 is discussed in detail in Linnakangas,
the destination of the traffic sent from remote host 4, is local host 5 (See par. 24, lines
6-7).

Regarding Applicant’s argument that Linnakangas does not teach a secure
connection extending between the source address of the first computer as a first end
point and a destination address of the second computer as a second end point of the
secure connection. Linnakangas teaches that the establishment of a secure connection
between a first end point and a second end point, wherein both end points are user
terminals (See par. 5, lines 1-6). Linnakangas further teaches that the intermediate
computer (or IP forwarder) receives packets from a source and forwards them to their
destination, over a secure association (See par. 8, lines 1-5).

Regarding Applicant’s argument that there is no rationale for combining
Linnakangas and Applicant’s Admitted Prior Art (AAPA). Both Linnakangas and AAPA
deal with networking and providing secure connections between nodes. One of the
most important factors that has shaped the computer and networking industry is
compatibility. Allowing for different computers, or different networks, to communicate

with each other is always at the forefront of designers’ minds. Thus, adding flexibility by
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allowing different networks to communicate is proper motivation for combining these
related references.

Regarding Applicant’s argument that there is no rationale for combining
Linnakangas and Sandhu. Both Linnakangas and Sandhu deal with providing for
secure communications over the Internet. Since very sensitive information can be
passed over an un-trusted network such as the Internet, engineers are always looking
for ways to beef-up security, and make it harder for hackers to intercept their Internet
traffic. Sandhu provides an additional layer of security that can be used in the system of
Linnakangas to make it harder for hackers to intercept and decode Internet traffic.

Thus, sufficient motivation exists to combine Sandhu with Linnakangas.

Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

1. Claims 1-5, 7-10, 22-24, 26 & 27 are rejected under 35 U.S.C. 102(e) as being
anticipated by U.S. Patent Application Publication No. 2001/0047487 to Linnakangas, et

al. (Linnakangas).
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Regarding claim 1, Linnakangas teaches a method for secure forwarding of a message
from a first computer to a second computer via an intermediate computer in a
telecommunication network(See paragraph 24, lines 4-8; wherein the local host 5 is the
first computer, remote host 4 is the second computer, and router 2 is the intermediate
computer), comprising: establishing a secure connection between the first computer and
the second computer via the intermediate computer (See par. 24, lines 4-11; wherein
message formation is inherent in “communication” and “exchanging user generated
traffic”), the secure connection extending between a source address of the first
computer as a first end point and a destination address of the second computer as a
second end point of the secure connection (See par. 8, lines 1-5; wherein the
destination of the packets is the second computer) in the first computer, forming a
secure message by giving the secure message a first unique identity and a first
destination address to the intermediate computer (See par.’s 4 & 24; wherein the SPI is
the unique identity, and the header inherently includes the destination address), sending
the secure message from the first computer to the intermediate computer (See par. 24,
lines 4-6), the intermediate computer receiving the secure message and performing a
translation by using the first unique identity to find a second destination address to the
second computer, (See par.'s 4 & 24; wherein a router that is able to perform IPSec and
IKE translation, inherently includes a translation table), the intermediate computer
substituting the first destination address with the second destination address to the
second computer (See par.’s 4 & 24; wherein address substitution is a standard part of

IPSec processing and IKE translation), the intermediate computer substituting the first
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unique identity with a second unique identity of the secure connection without
establishing a new secure connection and without involving the second computer, (See
par.’s 4 & 24; wherein generating and substituting SPI's is a standard part of IPSec
processing and IKE translation; and, par. 8, lines 1-5; wherein a secure association, is
the secure connection), and the intermediate computer forwarding the secure message
with the second destination address and the second unique identity to the second
computer in the secure connection (See par. 24, line 11).

2. Regarding claim 2, Linnakangas discloses forming the secure message in step b)
by using an IPSec connection between the first computer and the second computer
(See par. 24, lines 4-7).

3. Regarding claim 3, Linnakangas discloses performing a secure forwarding of the
message by making use of SSL or TLS protocols (See par. 24, lines 4-7; wherein using
a secure socket layer (SSL) is inherent in IPSec).

4. Regarding claim 4, Linnakangas discloses manually performing a preceding
distribution of keys to components for forming the IPSec connection (See par. 40, lines
8-12; wherein manual distribution occurs when the IKE module is responding to a
request).

5. Regarding claim 5, Linnakangas discloses performing a preceding distribution of
keys for forming the IPSec connection by an automated key exchange protocol (See
par. 40, lines 8-12; wherein automated key exchange occurs when the IKE module

initiates negotiations).
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6. Regarding claim 7, Linnakangas teaches sending the message that is sent from
the first computer as a packet that contains message data, an inner IP header
containing the actual sender and receiver addresses, an outer IP header containing the
addresses of the first computer and the intermediate computer (See par. 3, lines 1-6).
7. Regarding claim 8, Linnakangas teaches the IPSec connection being one or
more security associations (SA) and the unique identity being one or more SPI values
(See par. 4, lines 5-14).

8. Regarding claim 9, Linnakangas teaches performing the matching in step d)

by using a translation table stored at the intermediate computer (See par. 31, lines 1-6;
wherein the IP forwarder module is part of the intermediate computer).

9. Regarding claim 10, LInnakangas teaches changing both the address and

the SPI-value by the intermediate computer (See par. 24; wherein IPSec includes
replacing addresses in accordance with the translation tables, and assigning a new SPI
value to every received packet).

10.  Regarding claim 22, Linnakangas teaches a telecommunication network for
secure forwarding of messages, comprising: a first computer, a second computer and
an intermediate computer, the first and the second computers having a secure
connection therebetween via the intermediate computer (See par. 24, lines 1-15;
wherein local host 5 is the first computer, remote host 4 is the second computer, and
router 2 is the intermediate computer), the secure connection having a source address
of the first computer as a first end point and a destination address of the second

computer as a second end point (See par.'s 5, lines 1-6, and par. 8, lines 1-5), the first
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and the second computers having means for performing an IPSec processing, the
intermediate computer having translation means for using translation tables to perform
IPSec and IKE translation (See par. 14, lines 1-5) and for changing a destination
address of the intermediate computer of a secure message to a destination address of
the second computer, and the intermediate computer having means for forwarding the
secure message received from the first computer to the second computer in the secure
connection (See par. 8, lines 1-5).

11.  Regarding claim 23, Linnakangas teaches the translation table for IPSec
translation has IP addresses of the intermediate computer to be matched with IP
addresses of the second computer (See par. 24, lines 4-6; wherein the router inherently
has translation tables to perform IPSec).

12.  Regarding claim 24, Linnakangas teaches the translation tables for IKE
translation consists of two partitions, one for the communication between the first
computer and the intermediate computer and another for the communication between
the intermediate computer and the second computer (See par. 24, lines 4-8; wherein
the router (or intermediate computer) inherently includes at least two translation tables
(or partitions), since one translation table is required for each IPSec connection, and
there are at least two IPSec connections).

13. Regarding claim 26, Linnakangas teaches another translation table for IKE
translation containing fields for matching a given user to a given second computer (See
par. 24, lines 8-11; wherein each remote host must establish a new secure connection,

which includes a new translation table).
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14. Regarding claim 27, this claim recites a network for carrying out the method of

claim 1, and is rejected for the same reasons.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

15. Claims 6, 11-14 & 20-21 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Linnakangas, as applied to claim 1 above, in view of Applicant's
Admitted Prior Art (AAPA).

16. Regarding claim 6, Linnakangas teaches the invention as described in claim 5.
Linnakangas does not teach performing the automated key exchange protocol used for
the preceding distribution of keys for forming the IP Sec connection by means of a
modified IKE key exchange protocol between the first computer and the intermediate
computer and by means of a standard IKE key exchange protocol between the
intermediate computer and the second computer. However, AAPA teaches a
modified IKE key exchange protocol between the first computer and the intermediate
computer (See page 8, lines 27-29; wherein the key exchange is modified to support
NAT traversal) and a standard IKE key exchange protocol between the intermediate

computer and the second computer (See p. 8, lines 29-32).

0367



Application/Control Number: 10/500,930 Page 10
Art Unit: 2458

Using the features of AAPA in the system of Linnakangas would have added
flexibility by allowing different networks to connect to the system. Therefore, it would
have been obvious to one of ordinary skill in the art, at the time of the invention, to
combine the teachings of AAPA and Linnakangas.

17. Regarding claim 11, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach the first computer being a mobile terminal, so that the
mobility is enabled by modifying the translation table at the intermediate

computer. However, AAPA teaches this limitation (See p. 7, lines 10-16).

Using the features of AAPA in the system of Linnakangas would have broadened
the appeal and applicability of the system by allowing mobile units to connect to the
network. Therefore, it would have been obvious to one of ordinary skill in the art, at the
time of the invention, to combine the teachings of AAPA and Linnakangas.

18. Regarding claim 12, Linnakangas, in view of AAPA, teach the invention as
described in claim 11. Linnakangas further teaches performing the modification of the
translation tables by sending a request for registration of the new address from the first
computer to the intermediate computer (See p. 3, par.’s 46-51).

19. Regarding claim 13, Linnakangas, in view of AAPA, teach the invention as
described in claim 12. Linnakangas further teaches sending a reply to the request for
registration from the intermediate computer to the first computer (See p. 3, par. 50).
20. Regarding claim 14, Linnakangas, in view of AAPA, teach the invention as
described in claim 12. Linnakangas further teaches authenticating or encrypting by

IPSec the request for registration and/or reply (See p. 3, par. 62).
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21. Regarding claim 20, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach sending the secure message by using an IPSec transport
mode. However, AAPA teaches this limitation (See p. 4, lines 14-19).

Using the features of AAPA in the system of Linnakangas would have added
improved security to the system. Therefore, it would have been obvious to one of
ordinary skill in the art, at the time of the invention, to combine the teachings of AAPA
and Linnakangas.

22. Regarding claim 21, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach sending the secure message by using an IPSec tunnel
mode. However, AAPA teaches this limitation (See p. 4, lines 21-29).

Using the features of AAPA in the system of Linnakangas would have added
improved security and flexibility to the system. Therefore, it would have been obvious to
one of ordinary skill in the art, at the time of the invention, to combine the teachings of

AAPA and Linnakangas.

23. Claims 15-19 & 25 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Linnakangas, as applied to claims 4 & 24 above, in view of U.S. Patent Number
6,985,953 issued to Sandhu, et al. (Sandhu).

24. Regarding claim 15, Linnakangas teaches the invention as described in claim 4.
Linnakangas further teaches establishing the key distribution for the secure connections
by establishing an IKE protocol translation table, and using the translation table to

modify IP addresses of IKE packets in the intermediate computer (See par. 24, lines 4-
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6). Linnakangas does not teach using the translation table to modify cookie values of
IKE packets in the intermediate computer. However, Sandhu teaches this limitation
(See col. 7, line 55 to col. 8, line 19; wherein the KDC is the intermediate computer).

Using the features of Sandhu in the system of Linnakangas would have added
another layer of security within the secure connection. Therefore, it would have been
obvious to one of ordinary skill, at the time of the invention, to combine the teachings of
Sandhu and Linnakangas.
25. Regarding claim 16, Linnakangas in view of Sandhu teach the invention as
described in claim 15. Linnakangas does not teach establishing the key exchange
distribution by: generating an initiator cookie and sending a zero responder cookie to
the second computer, generating a responder cookie in the second computer, and
establishing a mapping between IKE cookie values in the intermediate computer.
However, Sandhu teaches generating an initiator cookie and sending a zero responder
cookie to the second computer (See col. 8, lines 41-47; wherein the Authenticator is the
initiator cookie), generating a responder cookie in the second computer (See col. 8,
lines 41-47; wherein Bob’s response is the responder cookie), and establishing a
mapping between IKE cookie values in the intermediate computer (See col. 8, lines 49-
51; wherein a mapping is required for authentication).

Using the features of Sandhu in the system of Linnakangas would have
increased the number of security features available in the system. Therefore, it would
have been obvious to one of ordinary skill in the art, at the time of the invention, to

combine the teachings of Sandhu and Linnakangas.
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26. Regarding claim 17, Linnakangas in view of Sandhu teach the invention as is
described in claim 15. Linnakangas further teaches modifying a IKE protocol between
the first computer and the intermediate computer by transmitting the IKE keys from the
first computer to the intermediate computer in order to decrypt and modify IKE packets
(See par.'s 4 & 24; wherein the remote host 4 is an IPSec node that sends the IKE keys,
and equates to applicant's first computer).

27. Regarding claim 18, Linnakangas in view of Sandhu teach the invention as is
described in claim 15. Linnakangas further teaches carrying out the modification of the
IKE packets by the first computer with the intermediate computer requesting such
modifications (See par.’s 41-45; wherein the IKE module is in the intermediate
computer).

28. Regarding claim 19, Linnakangas in view of Sandhu teach the invention as
described in claim 17. Linnakangas further teaches defining the address so that the first
computer is identified for the second computer by the intermediate computer by means
of an IP address taken from a pool of user IP addresses when forming the translation
table (See par.’s 56 & 57).

29. Regarding claim 25, Linnakangas teaches the invention as described in claim 24.
Linnakangas further teaches both partitions of the mapping table for IKE translation
contains translation fields for a source IP address and a destination IP address between
respective computers (See par. 24, lines 4-8; wherein source and destination addresses
are inherent in IPSec). Linnakangas does not teach the mapping table for IKE

translation contains translation fields for initiator and responder cookies between
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respective computers. However, Sandhu teaches a mapping table that contains
translation fields for initiator and responder cookies between respective computers (See
col. 8, lines 41-51; wherein the authenticator is the initiator cookie and Bob's response
is the responder cookie).

Using the features of Sandhu in the system of Linnakangas would have provided
increased security and insured that messages where transmitted to the correct
destination. Therefore, it would have been obvious to one of ordinary skill in the art, at

the time of the invention, to combine the teachings of Sandhu and Linnakangas.

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Jeffrey Seto whose telephone number is (571)270-7198.
The examiner can normally be reached on Monday thru Thursday and alt. Fridays, 9:30
AM-7 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Joseph E. Avellino can be reached on (571) 272-3905. The fax phone
number for the organization where this application or proceeding is assigned is 571-

273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

JKS
9/8/2009

/Joseph E. Avellino/
Supervisory Patent Examiner, Art Unit 2458
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In the Claims:

Amend the claims as follows:

1. (Previously presented) A method for secure forwarding of a
message from a first computer to a second computer via an
intermediate computer in a telecommunication network,
comprising:

establishing a secure connection between the first computer
and the second computer via the intermediate computer, the

secure connection extending between a source address of the

first computer as a first end point and a destination address

of the second computer as a second end point of the secure

connection,

in the first computer, forming a secure message by giving the
secure message a first unigque identity and a first destination
address to the intermediate computer,

sending the secure message from the first computer to the
intermediate computer,

the intermediate computer receiving the secure message and
performing a translation by using the first unique identity to
find a second destination address to the second computer,

the intermediate computer substituting the first destination
address with the second destination address to the second
computer,

the intermediate computer substituting the first unigue

identity with a second unigue identity of the secure

connection without establishing a new secure connection and

without involving the second computer, and

the intermediate computer forwarding the secure message with
the second destination address and the second unique identity

to the second computer in the secure connection.

2. (Previously presented) The method of claim 1 wherein the
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method further comprises forming the secure message by using
an IPSec connection between the first computer and the second

computer.

3. (Previously presented) The method of claim 1 wherein the
method further comprises performing a secure forwarding of the

message by making use of SSL or TLS protocols.

4. (Previously presented) The method of claim 2 wherein the
method further comprises manually performing a preceding
distribution of keys to components for forming the IPSec

connection.

5. (Previously presented) The method of claim 2 wherein the
method further comprises performing a preceding distribution
of keys for forming the IPSec connection by an automated key

exchange protocol.

6. (Previously presented) The method of claim 5 wherein the
method further comprises performing the automated key exchange
protocol used for the preceding distribution of keys for
forming the IP Sec connection by means of a modified IKE key
exchange protocol between the first computer and the
intermediate computer and by means of a standard IKE key
exchange protocol between the intermediate computer and the

second computer.

7. (Previously presented) The method of claim 2 wherein the
method further comprises sending the message that is sent from
the first computer as a packet that contains message data, an
inner IP header containing the actual sender and receiver
addresses, an outer IP header containing the addresses of the
first computer and the intermediate computer, the unigue

identity.
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8. (Previously presented) The method of claim 1 wherein the
method further comprises the IPSec connection being one or
more security associations (SA) and the unique identity being

one or more SPI wvalues.

9. (Previously presented) The method of claim 1 wherein the
method further comprises performing the matching by using a

translation table stored at the intermediate computer.

10. (Previously presented) The method of claim 1 wherein the
method further comprises changing both the address and the

SPI-value by the intermediate computer.

11. (Previously presented) The method of claim 1 wherein the
method further comprises the first computer being a mobile
terminal so that the mobility is enabled by modifying the

translation table at the intermediate computer.

12. (Previously presented) The method of claim 11 wherein the
method further comprises performing the modification of the
translation tables by sending a regquest for registration of
the new address from the first computer to the intermediate

computer.

13. (Previously presented) The method of claim 12 wherein the
method further comprises sending a reply to the request for
registration from the intermediate computer to the first

computer.
14. (Previously presented) The method of claim 12 wherein the
method further comprises authenticating or encrypting by IPSec

the request for registration and/or reply.

15. (Previously presented) The method of claim 4 wherein the

method further comprises establishing the key distribution for
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the secure connections by establishing an IKE protocol
translation table, and using the translation table to modify
IP addresses and cookie values of IKE packets in the

intermediate computer.

16. (Previously presented) The method of claim 15 wherein the
method further comprises establishing the key exchange
distribution by:

generating an initiator cookie and sending a zero responder
cookie to the second computer,

generating a responder cookie in the second computer,
establishing a mapping between IP addresses and IKE cookie
values in the intermediate computer, and

using the translation table to modify IKE packets in flight by
modifying the external IP addresses and possibly IKE cookies
of the IKE packets.

17. (Previously presented) The method of claim 15 wherein the
method further comprises modifying a modified IKE protocol
between the first computer and the intermediate computer by
transmitting the IKE keys from the first computer to the
intermediate computer in order to decrypt and modify IKE

packets.

18. (Previously presented) The method of claim 15 wherein the
method further comprises carrying out in a modified IKE
protocol between the first computer and the intermediate
computer the modification of the IKE packets by the first
computer with the intermediate computer requesting such

modifications.

19. (Previously presented) The method of claim 17 wherein the
method further comprises defining the address so that the
first computer is identified for the second computer by the

intermediate computer by means of an IP address taken from a
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pool of user IP addresses when forming the translation table.

20. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using

an IPSec transport mode.

21. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using

an IPSec tunnel mode.

22. (Currently amended) A telecommunication network for secure
forwarding of messages, comprising:

a first computer, a second computer and an intermediate
computer, the first computer and the second computer having a
secure connection therebetween via the intermediate computer,

the secure connection having a source address of the first

computer as a first end point and a destination address of the

second computer as a second end point,

the first and the second computers having means for performing
an IPSec processing, and

the intermediate computer having translation means for using

translation tables to perform IPSec and IKE translation and

for changing a destination address of the intermediate

computer of a secure message to a destination address of the

second computer, and

the intermediate computer having means for forwarding the

secure message received from the first computer to the second

computer in the secure connection.

23. (Previously presented) The telecommunication network of
claim 22 wherein the translation table for IPSec translation
has IP addresses of the intermediate computer to be matched

with IP addresses of the second computer.

24. (Previously presented) The telecommunication network of
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claim 22 wherein the translation tables for IKE translation
consists of two partitions, one for the communication between
the first computer and the intermediate computer and another
for the communication between the intermediate computer and

the second computer.

25. (Previously presented) The telecommunication network of
claim 24 wherein both partitions of the mapping table for IKE
translation contains translation fields for a source IP
address, a destination IP address, initiator and responder

cookies between respective computers.

26. (Previously presented) The telecommunication network of
claim 22 wherein there is another translation table for IKE
translation containing fields for matching a given user to a

given computer.

27. (Currently amended) A telecommunication network for secure
forwarding of messageg, comprising:

a first computer,

a second computer,

an intermediate computer electronically connected to the first
computer and the second computer, the first and the second
computers having a secure connection between them via the

intermediate computer, the secure connection having a source

addresgs of the first computer as a first end point and a

destination address of the second computer as a second end

point, and
the intermediate computer having means for performing

translation between destination addresses and secure
identities for forwarding secure messages received from the

first computer to the second computer in the secure

connection.
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REMARKS /ARGUMENTS

Reconsideration of the application is respectfully requested.
Claims 1-27 are pending in the present invention. No new

matter has been added to the application in this response.

1. Rejection of Claims 1-5, 7-10, 22-24 and 26-27 under 35

UsC & 102 (e).

Claims 1-5, 7-10, 22-24 and 26-27 were rejected under Section
102 as being anticipated by Linnakangas. This § 102 rejection

is respectfully traversed.

In summary, one problem with standard IPSsec is that the end
points of the IPSec tunnel mode SA (security association) are
fixed. There is no feature in conventional systems for
changing any of the parameters of an SA other than by
establishing a new SA that replaces the previous SA. More
particularly, since mobile terminals move and thus change
their network points frequently and since IPSec connections
are bound to fixed addresses, the mobile terminals must
establish new IPSec connections from each point of attachment.
This requires the exchange of keys etc. which is a cumbersome
process that uses computation time. The method of the present
invention provides a solution to this problem. One unique

feature of the present invention is that the intermediate
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computer modifies the addresses and SPI values of the same
pre-existing secure connection i.e. without requiring the
setting up of a new secure connection. In this way, a secure
message sent from the first computer to the intermediate
computer may be modified so that it can be forwarded from the
intermediate computer to the second computer in the same
secure connection without requiring the cumbersome exchange of
additional keys of a new secure connection and without

involving the second computer.

a. The Requisite Steps of Independent Claim 1 Are Neither

Taught Nor Suggested in the Cited Art.

Claim 1 has been amended to clarify that the secure connection
extends between the source address of the first computer as
the first end point of the secure connection and the
destination address of the second computer as the second end
point of the secure connection. The claim has also been
modified to clarify that the intermediate computer substitutes
the first destination address with the second destination
address and substitutes the first unique identity with a

second unique identity of the secure connection without

establishing a new secure connection and without involving the

second computer. No new matter has been added to the amended

claim 1 or any other claim. For example, support may be found

on pages 12, 14, 17, 19-21 of the original patent
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specification WO 03/063443. It is submitted that such steps

are not taught or suggested in the cited references.

On page 3, paragraph 7, the Examiner refers to paragraph 4 and
paragraph 24, lines 4-8 of Linnakangas as teaching the step of
secure forwarding of a message from a first computer (local
host 5) to a second computer via an intermediate computer in a
telecommunication network. It should be noted that claim 1
has been amended to clarify that the end points of the secure
connection extend between the first computer and the second
computer. Claim 1 has also been amended to require that the
intermediate computer substitutes the first unique identity
with a second unique identity of the same secure connection
without establishing a new secure connection and without

involving the second computer.

Applicants submit that Linnakangas completely fails to teach
these additional steps and limitations. Linnakangas’ IPSec is
only between the remote host 4 and the router 2. There is no
secure connection between the local host 5 and the router 2.
In contrast, the router 2 decrypts, reads and unwraps the
secure message from the remote host 4 to be able to determine
that the message is to be forwarded to the local host 5. This
forwarding is done without implementing IPSec. The Examiner
is respectfully requested to show where Linnakangas teaches

that the secure connection extends between the local host 5
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A\

and the router 2 also. On page 2, the Examiner writes that “a
virtual private network is established to provide secure
communication between host 4 and host 5, wvia router 2 (See

par. 24, 4-8). Thus a secure communication is provided

between host 5 and router 2.7

Linnakangas clearly fails to teach or suggest a secure
connection that extends between the source address of the host
4 as a first end point and the destination address of the host
5 as the second end point of the secure connection.
Additionally, Linnakangas fails to teach the step of the
router 2 substituting the first unique identity with the
second unique identity of the secure connection without
establishing a new secure connection and without involving the
second computer; and the router 2 forwarding the secure

message to the second computer in the same secure connection.

In paragraph 24, lines 4-8, Linnakangas explains that "[bly
uging IPSec to control communication between the router 2 and
the remote hosts 4 (and hence between remote hosts 4 and local
hostgs 5), a Virtual Private Network (VPN) may be established"
(emphagig added). It ig resgpectfully submitted that this is
different from a secure connection that has end points
extending between the host 4 and the host 5. Additionally,
“controlling” communication acrosgssgs the route from remote host

4 via router 2 all the way to host 5 does not mean here that
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there is a secure connection also between router 2 and host 5.

Linnakangas merely mentions controlling the communication, not
securing. In other words, the IPSec, defined in the foregoing
gentence in Linnakangasgs asgs being between the host 4 and the
router 2, controlg what traffic goeg therebetween. The
traffic from the host 4 to host 5 goeg via this IPSec
connection between the host 4 and router 2. It should be
noted that the virtual private network in Linnakangas is note

secured but merely controlled. There is not really as much

need for a secure connection between the router 2 and the host
5 since the connection is within the same LAN. Wikipedia
gstates that a virtual private network (VPN) is a computer
network in which some of the links between nodes are carried
by open connections or virtual circuits in some larger
networks (such as the Internet), as opposed to running across
a single private network. The Link Layer protocols of the
virtual network are said to be tunneled through the transport
network. One common application is to secure communications
through the public Internet, but a VPN does not need to have
explicit security features such as authentication or content
encryption and is quite different from a secure connection

gsuch as a security association.

Applicants also would like to draw the Examiner’s attention to

the fact that, in the cited Linnakangas paragraph, the

establishment of the secure connection between remote host 4
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and router 2 is guite well described, including the exchange
of keys etc. However, there is nowhere described any security
connection formed between router 2 and host 5, because there
is no security connection between router 2 and host 5.
Paragraph 24 of Linnakangas merely teaches the remote host 4
negotiating secure associations with the router 2 (lines 9-10
of paragraph 24). There is nothing about forming a secure
message in the local host 5 or negotiating secure associations
with the local host 5. Even 1f the communication between the
router 2 and the host 5 may be considered quite safe and
secure, Linnakangas still completely fails to teach or suggest
establishing a secure connection that extends between a source
address of the host 4 as a first end point and the destination
address of the host 5 as the second end point of the same

secure connection.

Applicants cannot see that Linnakangas teaches the required
steps of establishing a secure connection between the first
computer and the second computer wherein the secure connection
extends between a source address of the first computer as a
first end point and a destination address of the second

computer as a second end point of the secure connection.

It is submitted that Linnakangas also fails to teach or

suggest the step of the intermediate computer, while being in

a secure connection between the first computer and the second

0403



10

15

20

25

rr Attorney Docket No. 290.1078USN e6/29/00 - 14 -

computer as regquired in the first paragraph of the amended
claim 1, the intermediate computer substituting the first
unigue identity with a second unigque identity of the same
secure connection without establishing a new secure connection
and without involving the second computer, and the
intermediate computer forwarding the secure message with the
second destination address and the second unique identity to

the second computer in the same secure connection.

It is submitted that Linnakangas completely fails to teach or

suggest the above-outlined steps. Therefore, the rejection of

claim 1 under § 102 is improper, and should be removed.

b. Dependent Claims 2-5 and 7-10

Claims 2-5, 7-10 are submitted to be allowable because the
claims depend either directly or indirectly upon the allowable
base claim 1 and because each claim includes limitations that

are not taught or suggested in the cited references.

2. The Requisite Limitations of Independent Claim 22 Are

Neither Taught Nor Suggested in the Cited Art.

As mentioned above, Linnakangas merely shows a secure
connection between the remote host 4 and the router 2.

Applicants fails to see where Linnakangas teaches a secure
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connection that has a source address of the host 4 (the first
computer) as a first end point and a destination address of
the local host 5 (the second computer) as a second end point.
In contrast, the secure connection of Linnakangas merely
extends between the host 4 and the router 2. Additionally,
Linnakangas fails to teach or suggest means for forwarding the
secure message received from the first computer to the second

computer in the secure connection. In contrast, Linnakangas

merely describes a router 2 that forwards a message in a VPN
and an IPSec with end points at the host 4 and the router 2

(but not at the host 5H).

It is submitted that Linnakangas fails to teach or suggest all
the limitations of the amended claim 22. Therefore, the
anticipation rejection of claim 22 under § 102 is improper,

and should be removed.

a. Dependent claims 23-24 and 26

Claims 23-24 and 26 are submitted to be allowable because the
claims depend either directly or indirectly upon the allowable
base claim 22 and because each claim includes limitations that

are not taught or suggested in the cited references.

3. The Requisite Limitations of Independent Claim 27 Are

Neither Taught Nor Suggested in the Cited Art.
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Similar to claim 22, the amended claim 27 requires a secure
connection that has a source address of the first computer as
a first end point and a destination address of the second
computer as a second end point. The amended claim 27 also
requires that the intermediate computer has means for
forwarding the secure messages received from the first

computer to the second computer in the secure connection. The

amended claim 27 is submitted to be allowable for reasons
similar to the reasons put forth for the allowability of the

amended claim 1 and claim 22.

It is submitted that Linnakangas fails to teach or suggest all
the limitations of the amended claim 27. Therefore, the
rejection of claim 27 under § 102 is improper, and should be

removed.

4. Rejection of Claims 6, 11-14 and 20-21 under 35 USC §

103 (a).

Claims 6, 11-14 and 20-21 were rejected under Section 103 as
being obvious over Linnakangas, as applied to claim 1 above,
in view of Applicant’s Admitted Prior Art (AAPA). This §& 103
rejection is respectfully traversed in part and overcome in

part as follows:
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a. The Requisite Steps of Claims 6, 11-14 and 20-21 Are

Neither Taught Nor Suggested in the Cited Art.

Claims 6, 11-14 and 20-21 are submitted to be allowable
because the claims depend either directly or indirectly upon
the allowable base claim 1 and because each claim includes
limitations that are not taught or suggested in the cited

references.

The § 103 rejection is therefore improper and should be

withdrawn.

b. Prima Facie Support for Combination Under § 103 Not

Provided

Even assuming arguendo that the requisite method steps of
claims 6, 11-14 and 20-21 are shown by the combination of
Linnakangas and AAPA, prima facie support for combining the
references, according to the reguirements as set forth in
M.P.E.P. § 2142 has not been provided in the present Office

Action.

As provided in M.P.E.P. § 2142, the Supreme Court in KSR
International v. Teleflex Inc., 82 USPQ2d 1385, 1396 (2007)
specified that the analysis supporting a rejection under 35

U.S.C. & 103 should be made explicit. “[R]ejections on
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obviousness cannot be sustained with mere conclusory

statements; instead, there must be some articulated reasoning

with some rational underpinning to support the legal

(4

conclusion of obviousness.” In re Kahn, 441 F.3dd 977, 988, 78
UspQ2d 1329, 1336 (Fed. Cir. 2006). Furthermore, the Examiner
must make “explicit” this rationale of “the apparent reason to
combine the known elements in the fashion claimed,” including
a detailed explanation of “the effects of demands known to the
design community or present in the marketplace” and “the

background knowledge possessed by a person having ordinary

skill in the art” (KSR, page 14).

The only rationale provided in support of the 103 (a) rejection
of claim 6 is at the bottom of page 7 of the Office action,
which merely asserts it would have been obvious to modify the
teaching method of Linnakangas with AAPA because it “would

have added flexibility by allowing different networks to

connect to the system"™ (emphasis added). It seems that the
Examiner has completely ignored the arguments put forth in the
previous response regarding the Examiner’s failure to
establish a prima facie case of obviousness. Applicants
request the Examiner to consider all of the arguments of this
response instead of simply copying text from the previous

Office action.

The Examiner has again merely provided one benefit, or
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advantage of the modification ass the only rationale provided

in the Office Action in support of the instant rejection.

However, merely stating that a benefit of the modification
exists, as done above, does not provide the “articulated
reasoning with some rationale underpinning to support the
legal conclusion of obviousness, regquired under KSR. By
definition, every patentable invention must be “beneficial” -
and arguendo every invention contemplates at least some new
benefit (s) in arriving at the invention - certainly this does
not render the benefit obvious or expected. Because every
modification or element has a corresponding use or benefit,
the above reasoning could be applied to any improvement. It
appears therefore that “hindsight construction” may have
perhaps played a role in arriving at the present ground for
rejection in the Office action - which though difficult
perhaps to avoid in many cases, is nonetheless impermissible

in making a prima facie showing of obviousness.

According to M.P.E.P. 2142, “the examiner bears the initial
burden of factually supporting any prima facie conclusion of
obviousness. If the examiner does not produce a prima facie
case, the applicant is under no obligation to submit evidence
of nonobviousness.” Because a prima facie conclusion of
obviousness has not been provided in the present Office

Action, Applicants respectfully request reconsideration and
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withdrawal of this ground for rejection as to claim 6.

Similarly, no articulated reasoning is provided for the
rejections of claims 11-14 and 20-21. On page 8, lines 5-7,
the Examiner merely states it would have been obvious because

it “would have broadened the appeal and applicability of the

system by allowing mobile units to connect to the network”
(emphasis added). On page 9, lines 1-2 and 8-9 of the Office
action it is stated that the combination would have been

obvious because it “would have added improved security to the

system” (emphasis added). It is submitted that none of the
above stated general benefits provides the required
articulated reasoning to show prima facie conclusion of

obviousness.

The rejections of claims 6, 11-14 and 20-21 under Section 103

are therefore improper and should be removed.

5. Rejection of Claims 15-19 and 25 under 35 USC § 103 (a).

Claims 15-19 and 25 were rejected under Section 103 as being
obvious over Linnakangas in view of Sandhu. This rejection is

respectfully traversed.

a. The Requisite Steps of Claims 15-19% and 25 Are Neither

Taught Nor Suggested in the Cited Art.
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Claims 15-19 and 25 are submitted to be allowable because the
claims depend either directly or indirectly upon the allowable
base claims 1 and 22, respectively, and because each claim
includes limitations that are not taught or suggested in the

cited references.

The § 103 rejection is therefore improper and should be

withdrawn.

b. Prima Facie Support for Combination Under § 103 Not

Provided

These rejections also lack the required articulated reasoning
to establish prima facie conclusion of obviousness. The only
reasons for obviousness are stated on page 9, last line

(“would have added another layer of security within the secure

connection” (emphasis added)) and page 10, line 15 (“would

have increased the number of security features available in

the system” (emphasis added)) are again submitted to be mere
general benefits that do not provide the required articulated
reasoning to meet the burden of establishing a prima facie
conclusion of obviousness. Page 12, lines 2-3, of the Office
action states that the proposed combination is obvious because

it “would have provided increased security and insured that

messages where transmitted to the correct destination”

(emphasis added). It is assumed that the Examiner meant that
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messages “were” transmitted to the correct destination. Again
the above statements fail to establish the prima facie case of
obviousness since they merely mention benefits and advantages

of the proposed combination, as explained above.

The rejections of claims 15-19 and 25 under Section 103 are

therefore improper and should be removed.

6. Conclusion

Based on the foregoing, Applicants respectfully request that
the various grounds for rejection in the Office Action be
reconsidered and withdrawn with respect to the previously
amended form of the claims, and that a Notice of Allowance be

issued for the present application to pass to issuance.

In the event any further matters remain at issue with respect
to the present application, Applicants respectfully request
that the Examiner please contact the undersigned below at the
telephone number indicated in order to discuss such matter

prior to the next action on the merits of this application.
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The application is submitted to be in condition for
allowance, and such action igs resgpectfully requested.
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Respectfully submitted,
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DETAILED ACTION

1. Claims 1-27 are pending.

Response to Amendment
2. In response to the amendment filed 1-17-09:
a. The objections to claims 1, 17 & 18 are withdrawn; and,

b. The rejection of claim 26 under 35 USC 112, 2d paragraph is withdrawn.

Response to Arguments
3. Applicant's arguments filed 1-17-09 have been fully considered but they are not
persuasive. In regards to Applicant’'s argument that Linnakangas only teaches a secure
connection between host 4 and router 2, and does not teach a secure connection
between host 5 and router 2. Linnakangas teaches that a virtual private network is
established to provide secure communications between host 4 and host 5, via router 2
(See par. 24, 4-8). Thus, a secure connection is provided between host 5 and router 2.
4. Regarding Applicant’s argument that Linnakangas delivers “plain text” from the
router 2 to the host 5. The Examiner has fully reviewed Linnakangas and found no

teaching in the reference supporting this assertion.

Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

0417



Application/Control Number: 10/500,930 Page 3
Art Unit: 2458

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

1. Claims 1-5, 7-10, 22-24, 26 & 27 are rejected under 35 U.S.C. 102(e) as being
anticipated by U.S. Patent Application Publication No. 2001/0047487 to Linnakangas, et
al. (Linnakangas).

2. Regarding claim 1, Linnakangas teaches a method for secure forwarding of a
message from a first computer to a second computer via an intermediate computer in a
telecommunication network(See paragraph 24, lines 4-8; wherein the local host 5 is the
first computer, remote host 4 is the second computer, and router 2 is the intermediate
computer), comprising: establishing a secure connection between the first computer and
the second computer via the intermediate computer (See par. 24, lines 4-11; wherein
message formation is inherent in “communication” and “exchanging user generated
traffic”), in the first computer, forming a secure message by giving the secure message
a first unique identity and a first destination address to the intermediate computer (See
par.’s 4 & 24; wherein the SPI is the unique identity, and the header inherently includes
the destination address), sending the secure message from the first computer to the
intermediate computer (See par. 24, lines 4-6), the intermediate computer receiving the
secure message and performing a translation by using the first unique identity to find a
second destination address to the second computer, (See par.'s 4 & 24; wherein a

router that is able to perform IPSec and IKE translation, inherently includes a translation
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table), the intermediate computer substituting the first destination address with the
second destination address to the second computer (See par.’s 4 & 24; wherein
address substitution is a standard part of IPSec processing and IKE translation), the
intermediate computer substituting the first unique identity with a second unique identity,
(See par.’s 4 & 24; wherein generating and substituting SPI’s is a standard part of
IPSec processing and IKE translation), and the intermediate computer forwarding the
secure message with the second destination address and the second unique identity to
the second computer (See par. 24, line 11).

3. Regarding claim 2, Linnakangas discloses forming the secure message in step b)
by using an IPSec connection between the first computer and the second computer
(See par. 24, lines 4-7).

4. Regarding claim 3, Linnakangas discloses performing a secure forwarding of the
message by making use of SSL or TLS protocols (See par. 24, lines 4-7; wherein using
a secure socket layer (SSL) is inherent in IPSec).

5. Regarding claim 4, Linnakangas discloses manually performing a preceding
distribution of keys to components for forming the IPSec connection (See par. 40, lines
8-12; wherein manual distribution occurs when the IKE module is responding to a
request).

6. Regarding claim 5, Linnakangas discloses performing a preceding distribution of
keys for forming the IPSec connection by an automated key exchange protocol (See
par. 40, lines 8-12; wherein automated key exchange occurs when the IKE module

initiates negotiations).
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7. Regarding claim 7, Linnakangas teaches sending the message that is sent from
the first computer as a packet that contains message data, an inner IP header
containing the actual sender and receiver addresses, an outer IP header containing the
addresses of the first computer and the intermediate computer (See par. 3, lines 1-6).
8. Regarding claim 8, Linnakangas teaches the IPSec connection being one or
more security associations (SA) and the unique identity being one or more SPI values
(See par. 4, lines 5-14).

9. Regarding claim 9, Linnakangas teaches performing the matching in step d)

by using a translation table stored at the intermediate computer (See par. 31, lines 1-6;
wherein the IP forwarder module is part of the intermediate computer).

10.  Regarding claim 10, LInnakangas teaches changing both the address and

the SPI-value by the intermediate computer (See par. 24; wherein IPSec includes
replacing addresses in accordance with the translation tables, and assigning a new SPI
value to every received packet).

11.  Regarding claim 22, Linnakangas teaches a telecommunication network for
secure forwarding of messages, comprising: a first computer, a second computer and
an intermediate computer, the first and the second computers having a secure
connection therebetween via the intermediate computer, the first and the second
computers having means for performing an IPSec processing, and the intermediate
computer having translation tables to perform IPSec and IKE translation (See par. 24,
lines 1-15; wherein local host 5 is the first computer, remote host 4 is the second

computer, and router 2 is the intermediate computer).
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12.  Regarding claim 23, Linnakangas teaches the translation table for IPSec
translation has IP addresses of the intermediate computer to be matched with IP
addresses of the second computer (See par. 24, lines 4-6; wherein the router inherently
has translation tables to perform IPSec).

13. Regarding claim 24, Linnakangas teaches the translation tables for IKE
translation consists of two partitions, one for the communication between the first
computer and the intermediate computer and another for the communication between
the intermediate computer and the second computer (See par. 24, lines 4-8; wherein
the router (or intermediate computer) inherently includes at least two translation tables
(or partitions), since one translation table is required for each IPSec connection, and
there are at least two IPSec connections).

14. Regarding claim 26, Linnakangas teaches another translation table for IKE
translation containing fields for matching a given user to a given second computer (See
par. 24, lines 8-11; wherein each remote host must establish a new secure connection,
which includes a new translation table).

15. Regarding claim 27, this claim recites a network for carrying out the method of

claim 1, and is rejected for the same reasons.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

16. Claims 6, 11-14 & 20-21 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Linnakangas, as applied to claim 1 above, in view of Applicant's
Admitted Prior Art (AAPA).

17. Regarding claim 6, Linnakangas teaches the invention as described in claim 5.
Linnakangas does not teach performing the automated key exchange protocol used for
the preceding distribution of keys for forming the IP Sec connection by means of a
modified IKE key exchange protocol between the first computer and the intermediate
computer and by means of a standard IKE key exchange protocol between the
intermediate computer and the second computer. However, AAPA teaches a
modified IKE key exchange protocol between the first computer and the intermediate
computer (See page 8, lines 27-29; wherein the key exchange is modified to support
NAT traversal) and a standard IKE key exchange protocol between the intermediate
computer and the second computer (See p. 8, lines 29-32).

Using the features of AAPA in the system of Linnakangas would have added
flexibility by allowing different networks to connect to the system. Therefore, it would
have been obvious to one of ordinary skill in the art, at the time of the invention, to
combine the teachings of AAPA and Linnakangas.

18. Regarding claim 11, Linnakangas teaches the invention as described in claim 1.

Linnakangas does not teach the first computer being a mobile terminal, so that the
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mobility is enabled by modifying the translation table at the intermediate
computer. However, AAPA teaches this limitation (See p. 7, lines 10-16).

Using the features of AAPA in the system of Linnakangas would have broadened
the appeal and applicability of the system by allowing mobile units to connect to the
network. Therefore, it would have been obvious to one of ordinary skill in the art, at the
time of the invention, to combine the teachings of AAPA and Linnakangas.
19. Regarding claim 12, Linnakangas, in view of AAPA, teach the invention as
described in claim 11. Linnakangas further teaches performing the modification of the
translation tables by sending a request for registration of the new address from the first
computer to the intermediate computer (See p. 3, par.’s 46-51).
20. Regarding claim 13, Linnakangas, in view of AAPA, teach the invention as
described in claim 12. Linnakangas further teaches sending a reply to the request for
registration from the intermediate computer to the first computer (See p. 3, par. 50).
21. Regarding claim 14, Linnakangas, in view of AAPA, teach the invention as
described in claim 12. Linnakangas further teaches authenticating or encrypting by
IPSec the request for registration and/or reply (See p. 3, par. 62).
22. Regarding claim 20, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach sending the secure message by using an IPSec transport
mode. However, AAPA teaches this limitation (See p. 4, lines 14-19).

Using the features of AAPA in the system of Linnakangas would have added

improved security to the system. Therefore, it would have been obvious to one of
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ordinary skill in the art, at the time of the invention, to combine the teachings of AAPA
and Linnakangas.
23. Regarding claim 21, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach sending the secure message by using an IPSec tunnel
mode. However, AAPA teaches this limitation (See p. 4, lines 21-29).

Using the features of AAPA in the system of Linnakangas would have added
improved security and flexibility to the system. Therefore, it would have been obvious to
one of ordinary skill in the art, at the time of the invention, to combine the teachings of

AAPA and Linnakangas.

24. Claims 15-19 & 25 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Linnakangas, as applied to claims 4 & 24 above, in view of U.S. Patent Number
6,985,953 issued to Sandhu, et al. (Sandhu).
25. Regarding claim 15, Linnakangas teaches the invention as described in claim 4.
Linnakangas further teaches establishing the key distribution for the secure connections
by establishing an IKE protocol translation table, and using the translation table to
modify IP addresses of IKE packets in the intermediate computer (See par. 24, lines 4-
6). Linnakangas does not teach using the translation table to modify cookie values of
IKE packets in the intermediate computer. However, Sandhu teaches this limitation
(See col. 7, line 55 to col. 8, line 19; wherein the KDC is the intermediate computer).
Using the features of Sandhu in the system of Linnakangas would have added

another layer of security within the secure connection. Therefore, it would have been
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obvious to one of ordinary skill, at the time of the invention, to combine the teachings of
Sandhu and Linnakangas.

26. Regarding claim 16, Linnakangas in view of Sandhu teach the invention as
described in claim 15. Linnakangas does not teach establishing the key exchange
distribution by: generating an initiator cookie and sending a zero responder cookie to
the second computer, generating a responder cookie in the second computer, and
establishing a mapping between IKE cookie values in the intermediate computer.
However, Sandhu teaches generating an initiator cookie and sending a zero responder
cookie to the second computer (See col. 8, lines 41-47; wherein the Authenticator is the
initiator cookie), generating a responder cookie in the second computer (See col. 8,
lines 41-47; wherein Bob’s response is the responder cookie), and establishing a
mapping between IKE cookie values in the intermediate computer (See col. 8, lines 49-
51; wherein a mapping is required for authentication).

Using the features of Sandhu in the system of Linnakangas would have
increased the number of security features available in the system. Therefore, it would
have been obvious to one of ordinary skill in the art, at the time of the invention, to
combine the teachings of Sandhu and Linnakangas.

27. Regarding claim 17, Linnakangas in view of Sandhu teach the invention as is
described in claim 15. Linnakangas further teaches modifying a IKE protocol between
the first computer and the intermediate computer by transmitting the IKE keys from the

first computer to the intermediate computer in order to decrypt and modify IKE packets
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(See par.'s 4 & 24; wherein the remote host 4 is an IPSec node that sends the IKE keys,
and equates to applicant's first computer).

28. Regarding claim 18, Linnakangas in view of Sandhu teach the invention as is
described in claim 15. Linnakangas further teaches carrying out the modification of the
IKE packets by the first computer with the intermediate computer requesting such
modifications (See par.’s 41-45; wherein the IKE module is in the intermediate
computer).

29. Regarding claim 19, Linnakangas in view of Sandhu teach the invention as
described in claim 17. Linnakangas further teaches defining the address so that the first
computer is identified for the second computer by the intermediate computer by means
of an IP address taken from a pool of user IP addresses when forming the translation
table (See par.’s 56 & 57).

30. Regarding claim 25, Linnakangas teaches the invention as described in claim 24.
Linnakangas further teaches both partitions of the mapping table for IKE translation
contains translation fields for a source IP address and a destination IP address between
respective computers (See par. 24, lines 4-8; wherein source and destination addresses
are inherent in IPSec). Linnakangas does not teach the mapping table for IKE
translation contains translation fields for initiator and responder cookies between
respective computers. However, Sandhu teaches a mapping table that contains
translation fields for initiator and responder cookies between respective computers (See
col. 8, lines 41-51; wherein the authenticator is the initiator cookie and Bob's response

is the responder cookie).
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Using the features of Sandhu in the system of Linnakangas would have provided
increased security and insured that messages where transmitted to the correct
destination. Therefore, it would have been obvious to one of ordinary skill in the art, at

the time of the invention, to combine the teachings of Sandhu and Linnakangas.

Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Jeffrey Seto whose telephone number is (571)270-7198.
The examiner can normally be reached on Monday thru Thursday and alt. Fridays, 9:30
AM-7 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Joseph E. Avellino can be reached on (571) 272-3905. The fax phone
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number for the organization where this application or proceeding is assigned is 571-
273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

JKS
5/28/2009

/Joseph E. Avellino/
Supervisory Patent Examiner, Art Unit 2458
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re application of Art Unit 2446
Sami Vaarala and Antti Nuopponen
Serial No. 10/500,930
Filed: 19 October 2005

For: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE
CONNECTION

Examiner: Jeffrey K. Seto
Date: 17 January 2009

Attorney Docket No. 290.1078USN

AMENDMENT

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Thig ig in response to the Office action of 12
November 2008. Pleasgse amend the above-identified patent

application ag follows:
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In the Claims:

Amend the claims as follows:

1. (Currently amended) A method for secure forwarding of a
message from a first computer to a second computer via an
intermediate computer in a telecommunication network,
comprising:

establishing a secure connection between the first computer

and the second computer via the intermediate computer,
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B+ in the first computer, forming a secure message by giving
the secure message a first unique identity and a first

destination address to the intermediate computer,

e+ sending the secure message from the first computer to the
intermediate computer,

e+ the intermediate computer receiving the secure message and

RN
TITh

qr
|_.|.

N R ]
A s

oLy
A7 T S @ W B W i [ R o s

H

performing a translation by using setd—dest

the first unigque identity to find &m a second destination

address to the second computer,
e+ the intermediate computer substituting the ewrrent first

destination address with the fewrnd second destination address

to the second computer,

£+ the intermediate computer substituting the first unigque
identity with amether a second unique identity, and

&+ the intermediat

e
with the second substituted—euxrrent destination address and

computer forwarding the secure message

the second swestituted unique identity to the second computer.

2. (Currently amended) The method of claim 1 wherein the

method further comprises forming the secure message ia—step—k
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by using an IPSec connection between the first computer and

the second computer.

3. (Previously presented) The method of claim 1 wherein the
method further comprises performing a secure forwarding of the

message by making use of SSL or TLS protocols.

4. (Previously presented) The method of claim 2 wherein the
method further comprises manually performing a preceding
distribution of keys to components for forming the IPSec

connection.

5. (Previously presented) The method of claim 2 wherein the
method further comprises performing a preceding distribution
of keys for forming the IPSec connection by an automated key

exchange protocol.

6. (Previously presented) The method of claim 5 wherein the
method further comprises performing the automated key exchange
protocol used for the preceding distribution of keys for
forming the IP Sec connection by means of a modified IKE key
exchange protocol between the first computer and the
intermediate computer and by means of a standard IKE key
exchange protocol between the intermediate computer and the

second computer.

7. (Currently amended) The method of claim 2 wherein the

method further comprises sending the message that is sent from

qr

the first computer +m——step—e}r as a packet that contains
message data, an inner IP header containing the actual sender
and receiver addresses, an outer IP header containing the
addresses of the first computer and the intermediate computer,

the unique identity.

8. (Previously presented) The method of claim 1 wherein the
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method further comprises the IPSec connection being one or
more security associations (SA) and the unique identity being

one or more SPI wvalues.

9. (Currently amended) The method of claim 1 wherein the

method further comprises performing the matching 4+m—step—e) by

using a translation table stored at the intermediate computer.

10. (Currently amended) The method of claim 1 wherein the

method further comprises changing both the address and the

SPI-value by the intermediate computer im—steps—er—and—F.

11. (Previously presented) The method of claim 1 wherein the
method further comprises the first computer being a mobile
terminal so that the mobility is enabled by modifying the

translation table at the intermediate computer.

12. (Previously presented) The method of claim 11 wherein the
method further comprises performing the modification of the
translation tables by sending a regquest for registration of
the new address from the first computer to the intermediate

computer.

13. (Previously presented) The method of claim 12 wherein the
method further comprises sending a reply to the request for
registration from the intermediate computer to the first

computer.

14. (Previously presented) The method of claim 12 wherein the
method further comprises authenticating or encrypting by IPSec

the request for registration and/or reply.
15. (Previously presented) The method of claim 4 wherein the

method further comprises establishing the key distribution for

the secure connections by establishing an IKE protocol
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translation table, and using the translation table to modify
IP addresses and cookie values of IKE packets in the

intermediate computer.

16. (Currently amended) The method of claim 15 wherein the
method further comprises establishing the key exchange
distribution by:

generating an initiator cookie and sending a zero responder
cookie to the second computer,

generating a responder cookie in the second computer,
establishing a mapping between IP addresses and IKE cookie
values in the intermediate computer, and

using the translation table to modify IKE packets in flight by
modifying the external IP addresses and possibly IKE cookies
of the IKE packets.

17. (Currently amended) The method of claim 15 wherein the
method further comprises modifying #ke a modified IKE protocol
between the first computer and the intermediate computer by
transmitting the IKE keys from the first computer to the
intermediate computer in order to decrypt and modify IKE

packets.

18. (Currently amended) The method of claim 15 wherein the
method further comprises carrying out in ke a modified IKE
protocol between the first computer and the intermediate
computer the modification of the IKE packets by the first
computer with the intermediate computer requesting such

modifications.

19. (Previously presented) The method of claim 17 wherein the
method further comprises defining the address so that the
first computer is identified for the second computer by the
intermediate computer by means of an IP address taken from a

pool of user IP addresses when forming the translation table.
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20. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using

an IPSec transport mode.

21. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using

an IPSec tunnel mode.

22. (Currently amended) A telecommunication network for secure
forwarding of messages, comprising:
a#—teast a first computer, a second computer and an

intermediate computer, the first computer and the second

computer having a secure connection therebetween via the

intermediate computer,

the first and the second computers having means for performing
an IPSec processing, and

the intermediate computer having translation tables to perform
IPSec and IKE translation.

23. (Previously presented) The telecommunication network of
claim 22 wherein the translation table for IPSec translation
has IP addresses of the intermediate computer to be matched

with IP addresses of the second computer.

24. (Previously presented) The telecommunication network of
claim 22 wherein the translation tables for IKE translation
consists of two partitions, one for the communication between
the first computer and the intermediate computer and another
for the communication between the intermediate computer and

the second computer.
25. (Previously presented) The telecommunication network of

claim 24 wherein both partitions of the mapping table for IKE

translation contains translation fields for a source IP
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address, a destination IP address, initiator and responder

cookies between respective computers.

26. (Currently amended) The telecommunication network of claim
22 wherein there is another translation table for IKE
translation containing fields for matching a given user to a

given seeend computer.

27. (New) A telecommunication network for secure forwarding of
meggagesg, comprising:

a first computer,

a second computer,

an intermediate computer electronically connected to the first
computer and the second computer, the first and the second
computers having a secure connection between them via the
intermediate computer, and

the intermediate computer having means for performing
translation between destination addresses and secure
identities for forwarding secure messagesg received from the

first computer to the second computer.
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REMARKS /ARGUMENTS

Reconsideration of the application is respectfully requested.
Claims 1-27 are pending in the present invention. Claim 27
has been added. The new claim 27 is, for example, supported
on page 19, lineg 23 - 25; page 13, lines 30 - 32; page 17,
lineg 8 - 10, 15 - 16 and 30 - 32; and page 18, lines 1 - 2.
No new matter has been added to the application in this

response.

1. Rejection of Claims 1-5, 7-10, 22-24 and 26 under 35 USC §

102 (e) .

Claims 1-5, 7-10, 22-24 and 26 were rejected under Section 102
as being anticipated by Linnakangas. This § 102 rejection is

respectfully traversed.

In summary, an important feature of the present invention is
that a secure message may be sent from a first computer to a
second computer even when there is an intermediate computer

therebetween that is part of the same secure connection.

a. The Requisite Steps of Independent Claim 1 Are Neither

Taught Nor Suggested in the Cited Art.
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Claim 1 has been amended to clarify that the intermediate

computer uses the first unique identity to find a second

destination address to the second computer. The claim has

also been modified to clarify that the intermediate computer

substitutes the first destination address with the second

destination address and substitutes the first unique identity

with a second unique identity prior to sending the secured

message to the second computer. No new matter has been added
to the amended claim 1 or any other claim. Such steps are not

taught or suggested in the cited references.

On page 3, paragraph 7, the Examiner refers to paragraph 24,
lines 4-8 as teaching the step of secure forwarding of a
message from a first computer (local host 5) to a second

computer via an intermediate computer in a telecommunication

network. Applicants disagree. Linnakangas completely fails
to teach a secure forwarding from the local host 5. The IPSec
is only between the remote host 4 and the router 2. There is

no secure connection between the local host 5 and the router
2. 1In contrast, the router 2 decrypts, reads and unwraps the
secure message from the remote host 4 to be able to determine
that the message is to be forwarded (as plain text) to the
local host 5. This forwarding is done without implementing
IPSec. The Examiner is respectfully requested to show where
Linnakangas teaches a secure connection between the local host

5 and the router 2.
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The amended claim 1 also requires the step of establishing a
secure connection between the first computer and the second
computer via the intermediate computer. As indicated above,

Linnakangas completely fails to teach or suggest this step.

On page 4, lines 1-4, of the Office action, the Examiner
asserts that Linnakangas teaches forming a secure message in
the first computer (local host 5). Applicants disagree.
Applicants fail to see where Linnakangas is teaching this
step. Paragraph 24 of Linnakangas merely teaches the remote
host 4 negotiating secure associations with the router 2 (line
9-10 of paragraph 24). There is nothing about forming a
secure message in the local host 5 or negotiating secure

associations with the local host 5.

On page 4, lines 4-6, of the Office action, the Examiner
asserts that Linnakangas teaches the step of sending the
secure message from the first computer to the intermediate
computer. Applicants disagree. Since the local host 5 does
not form any secure message no secure message can be sent from
the local host 5. Lines 4-6 of the Office action state “[bly
using IPSec to control communication between the router 2 and
the remote hosts 4 (and hence between remote hosts 4 and local
hosts 5).” It is important to note that the IPSec is only

between the router 2 and the hosts 4.
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Applicants cannot see that Linnakangas teaches the required
steps of the local host forming a secure message and sending
the secure message to the intermediate computer in the cited

lines 4-6.

It is submitted that Linnakangas also fails to teach or
suggest the step of the intermediate computer, while being in
a secure connection between the first computer and the second
computer as regquired in the first paragraph of the amended
claim 1, receiving the secure message and performing a
translation by using the first unique identity to find a
second destination address to the second computer.

Linnakangas router fails to teach the step of receiving a
secure message from the local host 5 since the secure
connection is only between the router 2 and the remote host 4.
As indicated above, no secure messages are sent from the local
host 5 to the router 2 since there is no secure connection
therebetween. Consequently Linnakangas router 2 also fails to
substituting the first address of the secure connection with
the second destination address of the same secure connection
and substituting the first unique identity with the second
unigque identity. Finally, Linnakangas fails to teach or
suggest the router 2 forwarding the secure message to the
second computer since the router 2 never received a secure

message from the local host 5 and it is therefore not possible
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to forward any secure message.

It is submitted that Linnakangas completely fails to teach or

suggest the above-outlined steps. Therefore, the rejection of

claim 1 under § 102 is improper, and should be removed.

b. Dependent Claims 2-5 and 7-10

Claims 2-5, 7-10 are submitted to be allowable because the
claims depend either directly or indirectly upon the allowable
base claim 1 and because each claim includes limitations that

are not taught or suggested in the cited references.

2. The Requisite Limitations of Independent Claim 22 Are

Neither Taught Nor Suggested in the Cited Art.

As mentioned above, Linnakangas merely shows a secure
connection between the remote host 4 and the router 2 and an
un-secure plain text connection between the router 2 and the
local host 5. Applicants fails to see where Linnakangas
teaches that the local host 5 (first computer) has means for
performing an IPSsec processing as mentioned on page 6, lines
1-2 of the current Office action. The Examiner refers to
paragraph 24, lines 1-15 of Linnakangas. The cited text
section merely teaches “using IPSsec to control communication

between the router 2 and the remote hosts 4” and that each
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“remote host 4 wishing to participate in the VPN must
negotiate at least one pair of SAs (one for sending and one
for receiving data) with the router 2 prior to exchanging user
generated traffic with the LAN 5.” There is nothing about a

secure assoclation between the router 2 and the LAN 5.

The amended claim 22 has now been amended to require that
there is a secure connection between the first computer and
the second computer via the intermediate computer. It is
again submitted that Linnakangas fails to teach or suggest a
secure connection between the remote host 4 and the local host

5.

It is submitted that Linnakangas fails to teach or suggest all
the limitations of the amended claim 22. Therefore, the
anticipation rejection of claim 22 under § 102 is improper,

and should be removed.

a. Dependent claims 23-24 and 26

Claims 23-24 and 26 are submitted to be allowable because the
claims depend either directly or indirectly upon the allowable
base claim 22 and because each claim includes limitations that

are not taught or suggested in the cited references.

3. The Requisite Limitations of Independent Claim 27 Are

0448



10

15

20

25

rr Attorney Docket No. 290.1078USN 1/17/00 - 14 -

Neither Taught Nor Suggested in the Cited Art.

Similar to claim 22, the new claim 27 requires a secure
connection between the first computer and the second computer
via the intermediate computer. As indicated above,
Linnakangas fails to teach or suggest a secure connection

between the remote host 4 and the local host 5.

It is submitted that Linnakangas fails to teach or suggest all
the limitations of the amended claim 27. Therefore, the
rejection of claim 27 under § 102 is improper, and should be

removed.

4. Rejection of Claims 6, 11-14 and 20-21 under 35 USC §

103 (a).

Claims 6, 11-14 and 20-21 were rejected under Section 103 as
being obvious over Linnakangas, as applied to claim 1 above,
in view of Applicant’s Admitted Prior Art (AAPA). This §& 103
rejection is respectfully traversed in part and overcome in

part as follows:

a. The Requisite Steps of Claims 6, 11-14 and 20-21 Are

Neither Taught Nor Suggested in the Cited Art.

Claims 6, 11-14 and 20-21 are submitted to be allowable
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because the claims depend either directly or indirectly upon
the allowable base claim 1 and because each claim includes
limitations that are not taught or suggested in the cited

references.

The § 103 rejection is therefore improper and should be

withdrawn.

b. Prima Facie Support for Combination Under § 103 Not

Provided

Even assuming arguendo that the requisite method steps of
claims 6, 11-14 and 20-21 are shown by the combination of
Linnakangas and AAPA, prima facie support for combining the
references, according to the reguirements as set forth in
M.P.E.P. § 2142 has not been provided in the present Office

Action.

As provided in M.P.E.P. § 2142, the Supreme Court in KSR
International v. Teleflex Inc., 82 USPQ2d 1385, 1396 (2007)
specified that the analysis supporting a rejection under 35

U.S.C. & 103 should be made explicit. “[R]ejections on

obviousness cannot be sustained with mere conclusory

statements; instead, there must be some articulated reasoning

with some rational underpinning to support the legal

conclusion of obviousness.” In re Kahn, 441 F.3dd 977, 988,
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UspQ2d 1329, 1336 (Fed. Cir. 2006). Furthermore, the Examiner
must make “explicit” this rationale of “the apparent reason to
combine the known elements in the fashion claimed,” including
a detailed explanation of “the effects of demands known to the
design community or present in the marketplace” and “the
background knowledge possessed by a person having ordinary

skill in the art” (KSR, page 14).

The only rationale provided in support of the 103 (a) rejection
of claim 6 is at the bottom of page 7 of the Office action,
which merely asserts it would have been obvious to modify the
teaching method of Linnakangas with AAPA because it “would

have added flexibility by allowing different networks to

connect to the system"™ (emphasis added). Thus, one benefit, or
advantage of the modification is the only rationale provided

in the Office Action in support of the instant rejection.

However, merely stating that a benefit of the modification
exists, as done above, does not provide the “articulated
reasoning with some rationale underpinning to support the
legal conclusion of obviousness, regquired under KSR. By
definition, every patentable invention must be “beneficial” -
and arguendo every invention contemplates at least some new
benefit (s) in arriving at the invention - certainly this does
not render the benefit obvious or expected. Because every

modification or element has a corresponding use or benefit,
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the above reasoning could be applied to any improvement. It
appears therefore that “hindsight construction” may have
perhaps played a role in arriving at the present ground for
rejection in the Office action - which though difficult
perhaps to avoid in many cases, is nonetheless impermissible

in making a prima facie showing of obviousness.

According to M.P.E.P. 2142, “the examiner bears the initial
burden of factually supporting any prima facie conclusion of
obviousness. If the examiner does not produce a prima facie
case, the applicant is under no obligation to submit evidence
of nonobviousness.” Because a prima facie conclusion of
obviousness has not been provided in the present Office
Action, Applicants respectfully request reconsideration and

withdrawal of this ground for rejection as to claim 6.

Similarly, no articulated reasoning is provided for the
rejections of claims 11-14 and 20-21. On page 8, lines 5-7,
the Examiner merely states it would have been obvious because

it “would have broadened the appeal and applicability of the

system by allowing mobile units to connect to the network”
(emphasis added). On page 9, lines 1-2 and 8-9 of the Office
action it is stated that the combination would have been

obvious because it “would have added improved security to the

system” and it “would have added improved security and

flexibility to the system” (emphasis added). It is submitted
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that none of the above stated general benefits provides the
required articulated reasoning to show prima facie conclusion

of obviousness.

The rejections of claims 6, 11-14 and 20-21 under Section 103

are therefore improper and should be removed.

5. Rejection of Claims 15-19 and 25 under 35 USC § 103 (a).

Claims 15-19 and 25 were rejected under Section 103 as being
obvious over Linnakangas in view of Sandhu. This rejection is

respectfully traversed.

a. The Requisite Steps of Claims 15-19 and 25 Are Neither

Taught Nor Suggested in the Cited Art.

Claims 15-19 and 25 are submitted to be allowable because the
claims depend either directly or indirectly upon the allowable
base claims 1 and 22, respectively, and because each claim
includes limitations that are not taught or suggested in the

cited references.

The § 103 rejection is therefore improper and should be

withdrawn.

b. Prima Facie Support for Combination Under § 103 Not

Provided
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These rejections also lack the required articulated reasoning
to establish prima facie conclusion of obviousness. The only
reasons for obviousness are stated on page 10, line 2 (“would

have added another layer of security within the secure

connection” (emphasis added)) and page 10, line 17 (“would

have increased the number of security features available in

the system” (emphasis added)) are again submitted to be mere
general benefits that do not provide the required articulated
reasoning to meet the burden of establishing a prima facie

conclusion of obviousness.

The rejections of claims 15-19 and 25 under Section 103 are

therefore improper and should be removed.

3. Conclusion

Based on the foregoing, Applicants respectfully request that
the various grounds for rejection in the Office Action be
reconsidered and withdrawn with respect to the previously
amended form of the claims, and that a Notice of Allowance be

issued for the present application to pass to issuance.

In the event any further matters remain at issue with respect

to the present application, Applicants respectfully request

that the Examiner please contact the undersigned below at the
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telephone number indicated in order to discuss such matter

prior to the next action on the merits of this application.
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The application is submitted to be in condition for
allowance, and such action is resgpectfully requested.

Respectfully submitted,

FASTH LAW OFFICES

/rfasth/

Rolf Fasth
Registration No. 36,999

ATTORNEY DOCKET NO. 290.1078USN

FASTH LAW OFFICES
26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301

Telephone: (910) 687-0001
Facsimile: (910) 295-2152

cc: Lisbeth Soderman, Borenius
(Your ref: S0049US)
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DETAILED ACTION

1. Claims 1-26 are pending.

Priority
2. Applicant’s claim for the benefit of a prior-filed application under 35 U.S.C. 119(e)
or under 35 U.S.C. 120, 121, or 365(c) is acknowledged. Since Applicant has provided
an English translation of the foreign application, the effective filing date for this

application is 1-22-2002.

Claim Objections
3. Claims 1, 17 & 18 are objected to because of the following informalities:
a. Regarding claim 1, “the current destination address” in line 14, lacks
antecedent basis. This phrase can be replaced with "the destination address".
b. Regarding claims 17 & 18, “the modified IKE protocol” in line 3 of each

claim, lacks antecedent basis. Appropriate correction is required.

Claim Rejections - 35 USC § 112

The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims patrticularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

4. Claim 26 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite
for failing to particularly point out and distinctly claim the subject matter which applicant

regards as the invention.
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5. Regarding claim 26, it is unclear whether “a given second computer” in line 4, is
referring to “a second computer”, in line 3 of claim 22, or if applicant is introducing
another computer, which would be the fourth computer, into the claim. For examination

purposes, “a given second computer” has been considered another computer.

Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

6. Claims 1-5, 7-10, 22-24 & 26 are rejected under 35 U.S.C. 102(e) as being
anticipated by U.S. Patent Application Publication No. 2001/0047487 to Linnakangas, et
al. (Linnakangas).

7. Regarding claim 1, Linnakangas teaches a method for secure forwarding of a
message from a first computer to a second computer via an intermediate computer in a
telecommunication network(See paragraph 24, lines 4-8; wherein the local host 5 is the
first computer, remote host 4 is the second computer, and router 2 is the intermediate
computer), comprising: a) forming a message in the first computer or in a computer

that is served by the first computer, and in the latter case sending the message to the

first computer (See par. 24, lines 4-11; wherein message formation is inherent in
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‘communication” and “exchanging user generated traffic”), b) in the first computer,
forming a secure message by giving the message a unique identity and a destination
address (See par.’s 4 & 24; wherein the SPI is the unique identity, and the header
inherently includes the destination address), ¢) sending the secure message from the
first computer to the intermediate computer (See par. 24, lines 4-6), d) using said
destination address and the unique identity to find an address to the second computer
(See par.'s 4 & 24; wherein a router that is able to perform IPSec and IKE translation,
inherently includes a translation table), e) substituting the current destination address
with the found address to the second computer (See par.’s 4 & 24; wherein address
substitution is a standard part of IPSec processing and IKE translation), f) substituting
the unique identity with another unique identity (See par.’s 4 & 24; wherein generating
and substituting SPI's is a standard part of IPSec processing and IKE translation), and
g) forwarding the secure message with substituted current destination address and
substituted unique identity to the second computer (See par. 24, line 11).

8. Regarding claim 2, Linnakangas discloses forming the secure message in step b)
by using an IPSec connection between the first computer and the second computer
(See par. 24, lines 4-7).

9. Regarding claim 3, Linnakangas discloses performing a secure forwarding of the
message by making use of SSL or TLS protocols (See par. 24, lines 4-7; wherein using
a secure socket layer (SSL) is inherent in IPSec).

10. Regarding claim 4, Linnakangas discloses manually performing a preceding

distribution of keys to components for forming the IPSec connection (See par. 40, lines
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8-12; wherein manual distribution occurs when the IKE module is responding to a
request).

11.  Regarding claim 5, Linnakangas discloses performing a preceding distribution of
keys for forming the IPSec connection by an automated key exchange protocol (See
par. 40, lines 8-12; wherein automated key exchange occurs when the IKE module
initiates negotiations).

12.  Regarding claim 7, Linnakangas teaches sending the message that is sent from
the first computer in step ¢) as a packet that contains message data, an inner IP header
containing the actual sender and receiver addresses, an outer IP header containing the
addresses of the first computer and the intermediate computer (See par. 3, lines 1-6).
13. Regarding claim 8, Linnakangas teaches the IPSec connection being one or
more security associations (SA) and the unique identity being one or more SPI values
(See par. 4, lines 5-14).

14. Regarding claim 9, Linnakangas teaches performing the matching in step d)

by using a translation table stored at the intermediate computer (See par. 31, lines 1-6;
wherein the IP forwarder module is part of the intermediate computer).

15.  Regarding claim 10, LInnakangas teaches changing both the address and

the SPI-value by the intermediate computer in steps e) and f) (See par. 24; wherein
IPSec includes replacing addresses in accordance with the translation tables, and
assigning a new SPI value to every received packet).

16. Regarding claim 22, Linnakangas teaches a telecommunication network for

secure forwarding of messages, comprising: at least a first computer, a second
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computer and an intermediate computer, the first and the second computers having
means for performing an IPSec processing, and the intermediate computer having
translation tables to perform IPSec and IKE translation (See par. 24, lines 1-15; wherein
local host 5 is the first computer, remote host 4 is the second computer, and router 2 is
the intermediate computer).

17. Regarding claim 23, Linnakangas teaches the translation table for IPSec
translation has IP addresses of the intermediate computer to be matched with IP
addresses of the second computer (See par. 24, lines 4-6; wherein the router inherently
has translation tables to perform IPSec).

18. Regarding claim 24, Linnakangas teaches the translation tables for IKE
translation consists of two partitions, one for the communication between the first
computer and the intermediate computer and another for the communication between
the intermediate computer and the second computer (See par. 24, lines 4-8; wherein
the router (or intermediate computer) inherently includes at least two translation tables
(or partitions), since one translation table is required for each IPSec connection, and
there are at least two IPSec connections).

19.  Regarding claim 26, Linnakangas teaches another translation table for IKE
translation containing fields for matching a given user to a given second computer (See
par. 24, lines 8-11; wherein each remote host must establish a new secure connection,

which includes a new translation table).
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Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

20. Claims 6, 11-14 & 20-21 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Linnakangas, as applied to claim 1 above, in view of Applicant's
Admitted Prior Art (AAPA).
21. Regarding claim 6, Linnakangas teaches the invention as described in claim 5.
Linnakangas does not teach performing the automated key exchange protocol used for
the preceding distribution of keys for forming the IP Sec connection by means of a
modified IKE key exchange protocol between the first computer and the intermediate
computer and by means of a standard IKE key exchange protocol between the
intermediate computer and the second computer. However, AAPA teaches a
modified IKE key exchange protocol between the first computer and the intermediate
computer (See page 8, lines 27-29; wherein the key exchange is modified to support
NAT traversal) and a standard IKE key exchange protocol between the intermediate
computer and the second computer (See p. 8, lines 29-32).

Using the features of AAPA in the system of Linnakangas would have added
flexibility by allowing different networks to connect to the system. Therefore, it would
have been obvious to one of ordinary skill in the art, at the time of the invention, to

combine the teachings of AAPA and Linnakangas.
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22. Regarding claim 11, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach the first computer being a mobile terminal, so that the
mobility is enabled by modifying the translation table at the intermediate

computer. However, AAPA teaches this limitation (See p. 7, lines 10-16).

Using the features of AAPA in the system of Linnakangas would have broadened
the appeal and applicability of the system by allowing mobile units to connect to the
network. Therefore, it would have been obvious to one of ordinary skill in the art, at the
time of the invention, to combine the teachings of AAPA and Linnakangas.

23. Regarding claim 12, Linnakangas, in view of AAPA, teach the invention as
described in claim 11. Linnakangas further teaches performing the modification of the
translation tables by sending a request for registration of the new address from the first
computer to the intermediate computer (See p. 3, par.’s 46-51).

24. Regarding claim 13, Linnakangas, in view of AAPA, teach the invention as
described in claim 12. Linnakangas further teaches sending a reply to the request for
registration from the intermediate computer to the first computer (See p. 3, par. 50).
25. Regarding claim 14, Linnakangas, in view of AAPA, teach the invention as
described in claim 12. Linnakangas further teaches authenticating or encrypting by
IPSec the request for registration and/or reply (See p. 3, par. 62).

26. Regarding claim 20, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach sending the secure message by using an IPSec transport

mode. However, AAPA teaches this limitation (See p. 4, lines 14-19).
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Using the features of AAPA in the system of Linnakangas would have added
improved security to the system. Therefore, it would have been obvious to one of
ordinary skill in the art, at the time of the invention, to combine the teachings of AAPA
and Linnakangas.

27. Regarding claim 21, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach sending the secure message by using an IPSec tunnel
mode. However, AAPA teaches this limitation (See p. 4, lines 21-29).

Using the features of AAPA in the system of Linnakangas would have added
improved security and flexibility to the system. Therefore, it would have been obvious to
one of ordinary skill in the art, at the time of the invention, to combine the teachings of

AAPA and Linnakangas.

28. Claims 15-19 & 25 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Linnakangas, as applied to claims 4 & 24 above, in view of U.S. Patent Number
6,985,953 issued to Sandhu, et al. (Sandhu).

29. Regarding claim 15, Linnakangas teaches the invention as described in claim 4.
Linnakangas further teaches establishing the key distribution for the secure connections
by establishing an IKE protocol translation table, and using the translation table to
modify IP addresses of IKE packets in the intermediate computer (See par. 24, lines 4-
6). Linnakangas does not teach using the translation table to modify cookie values of
IKE packets in the intermediate computer. However, Sandhu teaches this limitation

(See col. 7, line 55 to col. 8, line 19; wherein the KDC is the intermediate computer).
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Using the features of Sandhu in the system of Linnakangas would have added
another layer of security within the secure connection. Therefore, it would have been
obvious to one of ordinary skill, at the time of the invention, to combine the teachings of
Sandhu and Linnakangas.

30. Regarding claim 16, Linnakangas in view of Sandhu teach the invention as
described in claim 15. Linnakangas does not teach establishing the key exchange
distribution by: generating an initiator cookie and sending a zero responder cookie to
the second computer, generating a responder cookie in the second computer, and
establishing a mapping between IKE cookie values in the intermediate computer.
However, Sandhu teaches generating an initiator cookie and sending a zero responder
cookie to the second computer (See col. 8, lines 41-47; wherein the Authenticator is the
initiator cookie), generating a responder cookie in the second computer (See col. 8,
lines 41-47; wherein Bob’s response is the responder cookie), and establishing a
mapping between IKE cookie values in the intermediate computer (See col. 8, lines 49-
51; wherein a mapping is required for authentication).

Using the features of Sandhu in the system of Linnakangas would have
increased the number of security features available in the system. Therefore, it would
have been obvious to one of ordinary skill in the art, at the time of the invention, to
combine the teachings of Sandhu and Linnakangas.

31. Regarding claim 17, Linnakangas in view of Sandhu teach the invention as is
described in claim 15. Linnakangas further teaches modifying the IKE protocol between

the first computer and the intermediate computer by transmitting the IKE keys from the
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first computer to the intermediate computer in order to decrypt and modify IKE packets
(See par.'s 4 & 24; wherein the remote host 4 is an IPSec node that sends the IKE keys,
and equates to applicant's first computer).

32. Regarding claim 18, Linnakangas in view of Sandhu teach the invention as is
described in claim 15. Linnakangas further teaches carrying out the modification of the
IKE packets by the first computer with the intermediate computer requesting such
modifications (See par.’s 41-45; wherein the IKE module is in the intermediate
computer).

33. Regarding claim 19, Linnakangas in view of Sandhu teach the invention as
described in claim 17. Linnakangas further teaches defining the address so that the first
computer is identified for the second computer by the intermediate computer by means
of an IP address taken from a pool of user IP addresses when forming the translation
table (See par.’s 56 & 57).

34. Regarding claim 25, Linnakangas teaches the invention as described in claim 24.
Linnakangas further teaches both partitions of the mapping table for IKE translation
contains translation fields for a source IP address and a destination IP address between
respective computers (See par. 24, lines 4-8; wherein source and destination addresses
are inherent in IPSec). Linnakangas does not teach the mapping table for IKE
translation contains translation fields for initiator and responder cookies between
respective computers. However, Sandhu teaches a mapping table that contains

translation fields for initiator and responder cookies between respective computers (See
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col. 8, lines 41-51; wherein the authenticator is the initiator cookie and Bob's response
is the responder cookie).

Using the features of Sandhu in the system of Linnakangas would have provided
increased security and insured that messages where transmitted to the correct
destination. Therefore, it would have been obvious to one of ordinary skill in the art, at

the time of the invention, to combine the teachings of Sandhu and Linnakangas.

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Jeffrey Seto whose telephone number is (571)270-7198.
The examiner can normally be reached on Monday thru Thursday and alt. Fridays,
9AM-6:30PM.
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Jeffrey Pwu can be reached on (571) 273-6798. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

JKS
11/5/2008

/Joseph E. Avellino/
Primary Examiner, Art Unit 2446
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
mgg}»ﬁuaplssggom FOR PATENTS

4
Alexandria, Virginia 22313-1450

WWW.UspLo. gov

| U.S. APPLICATION NUMBER NO. | FIRST NAMED APPLICANT | ATTY. DOCKET NO. |
10/500,930 Sami Vaarala 290.1078USN
| INTERNATIONAL APPLICATION NO. |
PCT/FI103/00045
33369 | LA. FILING DATE | erioriTY DATE |
FASTH LAW OFFICES (ROLF FASTH) 01/21/2003 01/22/2002

26 PINECREST PLAZA, SUITE 2

SOUTHERN PINES, NC 28387-4301 CONFIRMATION NO. 1571

371 ACCEPTANCE LETTER

T AU R R

*0C000000018494493*

Date Mailed: 04/17/2006

NOTICE OF ACCEPTANCE OF APPLICATION UNDER 35 U.S.C 371 AND 37 CFR 1.495

The applicant is hereby advised that the United States Patent and Trademark Office in its capacity as a
Designated / Elected Office (37 CFR 1.495), has determined that the above identified international application has
met the requirements of 35 U.S.C. 371, and is ACCEPTED for national patentability examination in the United
States Patent and Trademark Office.

The United States Application Number assigned to the application is shown above and the relevant dates are;

10/19/2005 10/19/2005
DATE OF RECEIPT OF 35 U.S.C. 371(c)(1), (c)(2)and  DATE OF COMPLETION OF ALL 35 U.S.C. 371
(c)(4) REQUIREMENTS REQUIREMENTS

A Filing Receipt (PTO-103X) will be issued for the present application in due course. THE DATE APPEARING
ON THE FILING RECEIPT AS THE " FILING DATE" IS THE DATE ON WHICH THE LAST OF THE 35 U.S.C.
371 (c)(1), (c)(2) and (c)(4) REQUIREMENTS HAS BEEN RECEIVED IN THE OFFICE. THIS DATE IS SHOWN
ABOVE. The filing date of the above identified application is the international filing date of the international
application (Article 11(3) and 35 U.S.C. 363). Once the Filing Receipt has been received, send all
correspondence to the Group Art Unit designated thereon.

The following items have been received:

Indication of Small Entity Status

Copy of the International Application filed on 07/08/2004
Copy of the International Search Report filed on 07/08/2004
Copy of IPE Report filed on 07/08/2004

Preliminary Amendments filed on 07/08/2004

Oath or Declaration filed on 10/19/2005

Small Entity Statement filed on 07/08/2004

Request for Immediate Examination filed on 07/08/2004
U.S. Basic National Fees filed on 07/08/2004

Priority Documents filed on 07/08/2004

Power of Attorney filed on 10/19/2005
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Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed
to the address given in the heading and include the U.S. application no. shown above (37 CFR 1.5)

WINSTON M ALVARADO
Telephone: (703) 308-9140 EXT 206

PART 3 - OFFICE COPY

FORM PCT/DO/EO/903 (371 Acceptance Notice)
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UI%I%DMTATE ATENT AND TRADEMARK OFFICE

. Commissioner for Patents
United States Patent and Trademark Office
. P.O. Box 1450

Alexandria, VA 22313-1450

www.uspto.gov

FASTH LAW OFFICES (ROLF FASTH)
26 PINECREST PLAZA, SUITE 2
SOUTHERN PINES NC 28387-4301

In re Application of
VAARALA et al.
Application No.: 10/500,930
PCT No.: PCT/F103/00045
Int. Filing Date: 21 January 2003 :
Priority Date: 22 January 2002 : DECISION
Attorney Docket No.: 290.1078USN :
For: METHOD AND SYSTEM FOR
SENDING A MESSAGE THROUGH A
SECURE CONNECTION

This is a decision on applicants’ submission of a declaration in the United States Patent and
Trademark Office (USPTO) on 19 October 2005.

BACKGROUND

On 15 September 2005, the Office mailed Decision On Petition Under 37 CFR 1.137(b),
dismissing applicant’s petition as moot and requiring an oath or declaration of the inventors in
compliance with 37 CFR 1.497(a)-(b). The decision set a one month, non-extendable time period for

reply.
On 19 October 2005, applicants submitted a new declaration, executed by the inventors.
DISCUSSION
The new declaration complies with 37 CFR 1.497(a)~(b) .

CONCLUSION

This application is being forwarded to the National Stage Processing Branch of the Office of
PCT Operations for continued processing in accordance with this decision. The application has a date of
19 October 2005 under 35 U.S.C. §371(c)(1), (c)(2) and (c)(4).

CoonP Thomaon

Erin P. Thomson
Attorney Advisor
PCT Legal Administration

Telephone: 571-272-3292
Facsimile:  571-273-0459
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19/14/20885 89:55 19182952152 ‘ o FASTH LAWAOFFICES o PAGE 81
| -~ JCO4Rsc'd PCT/PTO 19 OCT 2005
10/14/05  290,1078uUSN S : ‘ o PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

'

%' re application of - " Art unit.’

~Sami Vaarala, Antti Nuopponen . Confirmation No.
Serial No. . 10/500,930C : %0 .7 CERRIFICATE OF MAILING
Filed: 8 July 2004 . . . I HEREBY CERTIFY THAT TWIS PAPER AND THE DOCUMENTS -
< o . © . REFERRED TO AS BEING ATTACHED OR ENCLOSED HEREWITH
For: METHOD AND SYSTEM FOR . ARE BEING DEPOSITED WITH THE UNXTED STATES POSTAL
SENDING A MESSAGE : ' SERVICE ON October 14, 2005 AS FIRST CLASS MAIL IN
THROUGH A SECURE " - " AN ENVELOFS ADDRESSED TO: COMMISIONER FOR PATENTS
CONNECTION : C ©» P.0. BOK 1450, ALEXANORIA, VA 22313-1450. ‘
~ Examiner: 4 C .(lJJX:I;%akf

Date: 14 October 2005 ~ Rolf Fas¥h B
_ Attorney for Applicant

TRANSMITTAL

COMMISSIONER FOR PATENTS
P.0. Box 1450 - .
Alexandria, VA 22313-1450

Enclosed for filing in the above4:eferencéd'épplicatioh are the
following: . _ L

(X) Copy of Decision On Petition dated 15 September 2005

(X) -Signed Oath or Declaration of the Inventors -

(X} The Commissioner is hereby authorized to charge any
additional fees which may be required in connection with
the filing of this correspondence, or credit over~payment,
to Account No. 06-0243. ' .

Respectfully submitted,
FASTH LAW OFEICES '

et Faln

Rolvaasth
Registration No. 36,999

'FASTH LAW OFFICES

26 Pinecrxest Plaza, Suite 2. _ {9-
Southern Pines, NC 28387-4301 <3 .
Telephone: 910-687-0001 . _ : C)
Facsimile: 910-295-2152 . < <¢>
: ' * -
/0’6"» <. ‘é”/ <\?\
%% R
XSS N
% ©
/17
d}.
%

BEST AVAILABLE CCPY

0487



COMMISSIONER FOR PATENTS
UNITED STATES PATENT AND TRADEMARK OFFICE
P.O. Box 1480

ALEXANDRIA, VA 2231 3-1450
WWW.USPLo.gOV

629 E. BOCA RATON

In re Application of VAARALA et al

Application No.: 10/500,930

PCT Application No.: PCT/F103/00045 :
Int. Filing Date: 21 January 2003 - DECISION ON PETITION

Priority Date Claimed: 22 January 2002 . - UNDER 37 CFR 1.137(b)

Attorney Docket No.: 290. 1078USN
Forr METHOD AND SYSTEM FOR SENDING A ;
. MESSAGE THROUGH A SECURE CONNECTION - -~

This is a decision on applicants’ Petition For Revival Under 37 CFR 1.137(b), filed
in the United States Patent and Trademark Office (PTO) on 18 June 2005. -

BACKGROUND

~ On 21 January 2003, applicants filed international application PCT/F103/00045. The
international application claims a priority date of 22 January 2002 and designates the United
States. A copy of the international application was communicated from the International Bureau
to the United States Patent and Trademark Office on 31 July 2003. The deadline for paying the
basic national fee in the United States was thirty months from the priority date, that is 22 July 2004.

On 8 July 2004, applicants filed a transmittal letter for entry into the national stage in the
United States which was accompanied by, inter alia, the U.S. Basic National Fee as required by 35
U.S.C. 871(c)(1), a copy of the international application, and an unexecuted declaration of the
inventors.

On 13 December 2004, a Notification of Missing Requirements Under 35 U.S.C. 371
(Form PCT/DO/EQ/905) was mailed to applicants, requiring the submission of an executed oath
or declaration of the inventors and a surcharge under 37 CFR 1.492(e). This Notification set a two
(2) month period for reply, with extensions of time obtainable under 37 CFR 1.136(a). .

On 13 June 2005, applicants filed the instant petition for revival accompanied by, mnter alia,

the petition fee of $750, an executed declaration as required by 35 U.S.C. 871(c)(4), and the
surcharge of $65 for the late declaration. _ :

- BEST AVAILABLE CoPY
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DISCUSSION

Applicants’ response filed 13 June 2005 was within the time limits set by the Notification of
Missing Requirements, which provided for a two (2) month period for reply, with extensions of
time available. Applicants’ response was filed in the fourth month, so 2 four month extension fee
of $795 is required. This fee has been charged to Deposit Account No. 06-0243 as authorized.
Applicants’ response included an executed declaration as required by 35 U.S.C. 871(c)(4) and the

\ surcharge of $65 for the Jate declaration. As such, a licants’ reply is tme icatio
not abandoned. Therefore, the petition to revive Is moot and the $/90 fee has been credited back

to counsel’s Deposit Account.

The declaration filed 13 June 2005 1s defective because it does not include the entire
declaration signed by each inventor. See MPEP 201.03, which states:

While each inventor need not execute the same oath or declaration,
each oath or declaraton executed by an inventor must contain a
complete listing of all inventors so as to clearly indicate what each
inventor believes to be the appropriate inventive entity. Where
individual declarations are executed, they must be submitted as
individual declarations rather than combined into one declaration.

¥

Ly ‘
\ Thus, applicants” declaration is defective because itis a combined declaration consisting of two
individually executed declarations. The declarations must include all of the pages of the
declaration signed by each of the inventors. : '

CONCLUSION

~ The petition to revive the application abandoned under 37 CFR 1.187(b) is DISMISSED as
MOOT. ' :

-\.5 Applicant is now required to submit a substitute declaration or oath to correct the
deﬁciencies set forth above. Applicant is given ONE (1) MONTH from the mailing date of this
notice, within which to supply the substitute declaration or oath in order to avoid abandonment.

Extensions of time may NOT be obtained under the provisions of 37 CFR 1.136.

Amy Vanatta ‘Boris Milef

PCT Legal Administration Detailee PCT Legal Examiner

Telephone: 571-272-6094 : . Office of PCT Legal Administration

‘Facsimile: 571-273-0419

BEST AVAILABLE COPY
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14{0CT~EjBS 15:13 From: . ' | To:918 83&‘152 P..F_”4
X | Rec’'d PCT/PTO 19 OCT 2085

10/500930

COMBINED DECLARATION AND‘EQHER OF ATTORNEY
FOR PATENT APPLICATION

I0/11/08 200 107808N

As a bclow named inventor, I hereby declarc that:

My residence, post office . address and citizenship are as
stated below next to my name.

I believe I an original, first and. joint inventor of the
subject matter which is claimed and for which a patent is sought
on the invention entitled METHQD'AND SYSTEM FOR SENDING A MESSAGE
THROUGH A SECURE CONNECTTON, the specification of which was filed
a5 International Patent Application No. PCT/PT03/000451//on 21
January 2003 .

T hereby state that I have reviewed and understand the
contents of the above-identified specification, including the
claims, as amended by any amendment referred to above,

I acknowledge the duty to disclose information that is
material to Lhe patentability of this application in accordance
with Title 37/, Code of Federal Reqgulations, § 1.56(a). If this is
a continuvation-in-part application filed under the conditions
specitied in 35 0.8.C. § 120 which discloses and claims subject
matter in addition to that disclogsed in the prior copending
application, I further acknowledge the duty to disclose material
information as defined in 37 CFR §1.56(a) which occurred between
the filing date of the prior appiication and the national or PCT
international filing date of the ¢ontinuation-in-part application.

- I herecby c¢laim foreign priority benefits under Title 35,
United States Code, § 119 of any foreign application(s) for patent
or inventor's certitricate listed below and have also identified
below any foreign application for patent or invenlor's certificate
having a filing date before that of the application on which
priority is claimed: :

Prior Foreign Application(s) Priority
: Claimed

20020112 = Finlanae” 22 Jan. 2002 - X1 [

(Number) (Country) = (Day/Month/Year) Yes No

DRCTARATTON - FAGE 1 OrF 3

BEST AVAILABLE COPY
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:.-DCT-ES 15:13 From: . : : " T0:910 ialsa P.3_/4
| - Rec’d PCT/PTO 19 OCT 2085

10/500930

RF 1071370 280,10 78USH

T hercby claim the benefit under Title 35, United States
Code, § 120 of any United States application(s) listed below and,
insofar as the subject matter of each of the claims of this
app]1¢aflon is not disclosed -in the prior United States
application in the manner provided by the first paragraph of Title
35, United States Code, § 112, I acknowledge the duty to disclose
mat@rja1 information as defined in Title 37, Code of- Federal
Regulations, § 1.56(a) which occurred between the tiling date of
the prior application and the natlonal or PCT international filing
date of this applicatlion:

(not applicable) ' (n/a} ~_(not applicable).
(Application Serial No.) (Filing Datce) {Status: patented,
‘ : pending, abandoned)

The undersigned hereby authorizes Rolf Fasth, the U.S.
attorney named herein, to accept and follow instructions Lrom
Innopat Ltd. as to any action to be taken in the Patent
and Trademark Office regarding this application without direct
communication between Rolf fasth and the undersigned. In the
cvent of a change in the persons from whom instruclLions may be
lLaken, Rolf Fasth will be so notified by the undersigned.

I hereby appoint Rolf Fasth, Registration No. 36,949, to
prosecute this application, to file a corresponding intcrnational
application, and to transact all business in Lhe Parent and
Trademark Office connected therewith. :

Address all telephone calls to Rolf Fkasth at telephone
number (210) 687-0001: fax number. (310) 295-2152.

Nddress all correspondence to:
p

Rl Fasth—
FASTH _LAW OFFICES

26 DPinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301

I hereby declare that all statements made herein of my own
knowledge are true and that all statements made on information and
belief are believed to be true; and furLlher thal Lhese slalements
were made with the knowledge that willful false statements and the
like so made are punishable by fine or imprisonment, or both,
under Section 1001 of Title 18 of the United States Code and that
such willful false statements may Jjeopardize the validity of the
application or any patent issued thereon.

BEST AVAILABLE COPY
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14-0CT-2085 15:13 From: ‘ v To:918 imse , P.4-4

- Rec’d PCT/PTO 19 0CT 2085
10/500930

RF 10/13705  240.10/8USN

//ﬁv Full name of first joint inventor: Sami Vaarala

Inventor's signature Q’M%—-‘ﬂ/’ /'o//"ggog—
— N : te
Residence: -:H%&'T—' rinland ¥\ x
Citizenship: Finlando” SATERINRINNE  8RB31
. FIN ~0R¢e00 ES(’aO. Finlend
Post Office address: RNedas—Trriar—277
r . S

Tl ad.
;2,62) Full name of second joinl inventor: Aptti Nuopponen

7
: 72 :
Inventor's signature 152%5445 p’égég::;ﬁ—*~\h‘. edv4?/b§‘

, Date
Residence: FEspoo, Finland +_\_ >\

Citizenship: Finland,,///

Post Qffice address: Kaksoiskiventie 7-9 Al
FIN-02760 Espoo, Finland

DECLARATION - PAGE 3 OF 3

BEST AVAILABLE CCPY
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UNITED STATES PATENT AND TRADEMARK OFFICE

Page 1 of 1

P.O. Box 14
www.uspto.gov
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Bib Data Sheet

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

50
Virginia 22313-1450

CONFIRMATION NO. 1571

' FILING OR 371(c) ATTO
SERIAL NUMBER DATE CLASS GROUP ART UNIT DOCKSTNEE
10/500,930 10/19/2005 455 2617 290.1078USN
RULE .
APPLICANTS
Sami Vaarala, Espoo, FINLAND;
Antti Nuopponen, Espoo, FINLAND;
** CONTINUING DATA ***¥atitibiibikikikbiik
This application is a 371 of PCT/F103/00045 01/21/2003
** FOREIGN APPLICATIONS ***#ssaikikbikiiiks
FINLAND 20020112 01/22/2002
** SMALL ENTITY **
Foreign Priority claimed D yes D no
i - STATE OR | SHEETS TOTAL |[INDEPENDENT]
35 1SC 119 (a-d) conditons A'ljlongw? no L metatter COUNTRY | DRAWING | cLAMs | cLAIms
\erified and FINLAND 6 26 2
Acknowledged Examiner's Signature Initials
IADDRESS
33369
TITLE
|Method and system for sending a message through a secure connection
U All Fees
L 1.16 Fees ( Filing )
FILING FEE [FEES: Authority has been given in Paper D 1.17 Fees ( Processing Ext. of
RECEIVED |No. to charge/credit DEPOSIT ACCOUNT time )
579 No. for following:
g Q118 Fees ( Issue )
O other
U credit
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&

COMMISSIONER FOR PATENTS
UNITED STATES PATENT AND TRADEMARK OFFICE
P.0. Box 1450

ALEXANDRIA, VA 2231 3-1450
WWW.uspto.gov

RALF FASTH

FASTH LAW OFFICES
629 E. BOCA RATON
PHOENIX, AZ 85022

In re Application of VAARALA et al

Application No.: 10/500,930

PCT Application No.: PCT/FI03/00045 ;

Int. Filing Date: 21 January 2003 : DECISION ON PETITION
Priority Date Claimed: 22 January 2002 : UNDER 37 CFR 1.137(b)
Attorney Docket No.: 290.1078USN ;

For: METHOD AND SYSTEM FOR SENDING A

MESSAGE THROUGH A SECURE CONNECTION

This is a decision on applicants’ Petiion For Revival Under 37 CFR 1.137(b), filed
in the United States Patent and Trademark Office (PTO) on 13 June 2005. '

BACKGROUND

On 21 January 2003, applicants filed international application PCT/FI03/00045. The
international application claims a priority date of 22 January 2002 and designates the United
States. A copy of the international application was communicated from the International Bureau
to the United States Patent and Trademark Office on 31 July 2003. The deadline for paying the

basic national fee in the United States was thirty months from the prionty date, that 1s 22 July 2004.

On 8 July 2004, applicants filed a transmuttal letter for entry into the national stage in the
United States which was accompanied by, inter alia, the U.S. Basic National Fee as required by 35
U.S.C. 371(c)(1), a copy of the international application, and an unexecuted declaration of the
inventors.

On 13 December 2004, a Notification of Missing Requirements Under 35 U.S.C. 371
(Form PCT/DO/EO/905) was mailed to applicants, requiring the submission of an executed oath
or declaration of the inventors and a surcharge under 37 CFR 1.492(e). This Notfication set a two
(2) month period for reply, with extensions of time obtainable under 37 CFR 1.136(a).

On 13 June 2005, applicants filed the instant petition for revival accompanied by, infer ala,

the petition fee of $750, an executed declaration as required by 35 U.S.C. 371(c)(4), and the
surcharge of $65 for the late declaration.

0494
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DISCUSSION

Applicants’ response filed 13 June 2005 was within the time limits set by the Notification of
Missing Requirements, which provided for a two (2) month period for reply, with extensions of
time available. Applicants’ response was filed in the fourth month, so a four month extension fee
of $795 is required. This fee has been charged to Deposit Account No. 06-0243 as authorized.
Applicants’ response included an executed declaration as required by 35 U.S.C. 371(c)(4) and the
surcharge of $65 for the late declaration. As such, applicants’ reply is timely and the application is
not abandoned. Therefore, the petition to revive is moot and the $750 fee has been credited back
to counsel’s Deposit Account.

The declaration filed 13 June 2005 1s defective because it does not include the entire
declaration signed by each inventor. See MPEP 201.03, which states:

‘While each inventor need not execute the same oath or declaration,
each oath or declaration executed by an inventor must contain a
complete listing of all inventors so as to clearly indicate what each
inventor believes to be the approprate inventive entity. Where
individual declarations are executed, they must be submitted as
individual declarations rather than combined into one declaration.

Thus, applicants* declaration 1s defective because it is a combined declaration consisting of two

individually executed declarations. The declarations must include all of the pages of the
declaration signed by each of the inventors.

CONCLUSION

The petition to revive the application abandoned under 37 CFR 1.137(b) is DISMISSED as
MOOT.

Applicant is noWw required to submit a substitute declaration or oath to correct the
deficiencies set forth above. Applicant is given ONE (1) MONTH from the mailing date of this
notice, within which to supply the substitute declaration or oath in order to avoid abandonment.
Extensions of time may NOT be obtained under the provisions of 37 CFR 1.136.

A o

Amy Vanatta Boris Milef
PCT Legal Administration Detailee PCT Legal Examiner
Telephone: 571-272-6094 : Office of PCT Legal Administration

Facsimile: 571-273-0419
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RE:nr  6/9/05  2¢0.1078USN PATENT

. .

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit
Sami Vaarala, Antti Nuopponen Confirmation No.

' Serial No. 10/500 r 930 ‘ CERTIFICATE OF MATLING

Filed: 8 July 2004 I HERESY CERTIFY THAT THIS PAPFR AND THE DOCUMENTS
REFERRED TO AS BEING ATTACHED OR ENCIOSED HEREWITH
ARE BEING DEPOSITED WITH THE UNITED STATES POSTATL

For: METHCD AND SYSTEM FOR

SENDING A MESSAGE SERVICE ON June 9, 2005 AS FIRST CLASS MALL LN AN
THROUGH A SECURE ENVELOPE ADDRESSED TO: OFFICE OF PETITIONS, MAIL
CONNECTION 5TOP PETITIONS, P.O. BOX 1450, ALEXANDRIA, VA
22313-1450.
Examiner: ‘Zm %(‘V
Date: 9 June 2005 q\
Rolf Fasth

Attorney for Applicant

TRANSMTTTAT, LETTER

OFFICE OF EETITIONS

MAIL STOP EETITIONS

P.O. Box 1450 -
* Alexandria, VA 22313-1450

Enclosed fcr filing in the above-referenced application are the
following:

(X) Petition for Revival of Application for Patent

Abandcned Unintentionally under 37 CFR. 1.137(b)
(X) Reguest for Reconsideration of Holding of Abandonment
(X) Copy cof Notice Peomsima-faozzacted AnDlicateR=Ranais O b Hassa»g gébwm
(X) Signec. Oath or Declaration of the Inventors ‘ﬁ
(X) Check for $815.00 to cover fees (8750 for petition to revive

and $€¢5 surcharge for providing ocath or declaration later

than >0 months from the priority date)
(X) The Commissioner is hereby authorized to charge any

additional fees which may be required in connection with

the filing of this correspondence, or credit over-payment,

to Account No. 06-0243.

Respectfully submitted,
FASTH LAW OFFICES ‘

g~

Rolf Fasth
Registration No. 36,999

FASTH LAW QFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301
Telephone: 910-687-0001
Facsimile: 910-2985-2152

BEST AVAILABLE COPY
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‘

RF:sa  6/9/05 291,1078USN PATENT
IN THE UNITBORABDER PATENT AND TRADEMARK OFFICE
In re application of Art Unit
Sami Vaarala, Antti Nuopponen
. CERTIFICATE OF MAJLING
Serial No. 10/500, 930
I HBEREBY CERTIFY THAT THIS PAPER AND THE DOCUMENTS
Filed: 8 July 2004 REFERRED 70 AS BEING ATTACHED OR ENCLOSED HEREWITH
ARE BEIRG DEPOSITED WITH TEE UNITED STATES POSTAL
For: METHCD AND SYSTEM FOR SERVICE &N June 9, 2005 AS FIRST CLASS MAYYL. TN AN
SENDING A MESSAGE ENVELOPE ADDRESSSD TO: MATL STOP BETTTrana,
THROUGH A SECURE COMMISSYONER FOR PATENTS, P.O. BOX 1450,
CONNECTION ALEXANDRIR, VA 22323~1450
Examiner: . M\F.).{l]iﬂ
Date: 2 June 2005 Rolf Fasth

Attorney for Applicant
REQUEST FOR RECONSTDERATION OF HOLDING OF ABANDONMENT
TC THE COMMISSIONER FOR PATENTS:
The entire delay in filing the required reply from the due
date for the reply until the filing of a grantable petition

* pursuant to 37 1.137(b) was unintentional.

It is requested that any additional fees which are
required in connection with this request be charged to Deposit
Account No. 06~0243. A duplicate copy of this paper is enclosed.

3
06/17/2005 KKAYPAGH 00000088 10500930 Respectfully submitted,
01 FC:2617 £5.00 0P FASTH LAW OFFICES

(Tl

Rolf Fasth
Registration No. 36,999

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 2B8387-4301
Telephone: 910-687-0001
Facsimile: 910-295-2152

BEST AVAILABLE COPY
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U < TATERS AATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
us M Address: COMJ\/HSEIONER FOR PATENTS
aq o '] \07 q f\'gkasnoé‘xi:a,i?u@ﬁn 22313-1450
. www.uspto.gov
| U.S. APPLICATION NUMBER NO. | FIRST NAMED APPLICANT | ATTY. DOCKET NO. ]
10/500,930 Sami Vaarala 290.1078USN
| INTERNATIONAL APPLICATION NO. l
PCT/F103/00045
33369 | 1A FILING DATE | PriORITY DATE ]
FASTH LAW OFFICES 01/21/2003 01/22/2002
629 E. BOCA RATON ROAD
PHOENIX, AZ 85022 CONFIRMATION NO. 1571

371 FORMALITIES LETTER

AL 0O G MO

*OC000000014733065*

- *.-D"até_ Mailed: 12/13/2004

NOTIFICATION OF MISSING REQUIREMENTS UNDER 35 U.S.C. 371 IN THE UNITED
STATES DESIGNATED/ELECTED OFFICE (DO/EO/US)

The following items have been submitted by the applicant or the IB to the United States Patent and Trademark
" Office as a Designated / Elected Office (37 CFR 1.495).

Indication of Small Entity Status

Copy of the International Application filed on 07/08/2004
Copy of the International Search Report filed on 07/08/2004
Copy of IPE Report filed on 07/08/2004

Preliminary Amendments filed on 07/08/2004

Oath or Declaration filed on 07/08/2004

Small Entity Statement filed on 07/08/2004

Request for Immediate Examination filed on 07/08/2004
U.S. Basic National Fees filed on 07/08/2004

Priority Documents filed on 07/08/2004

The following items MUST be furnished within the period set forth below in order to complete the requirements for
acceptance under 35 U.S.C. 371:

e Oath or declaration of the inventors, in compliance with 37 CFR 1.497(a) and (b), identifying the application
by the International application number and international filing date. The current oath or declaration does
not comply with 37 CFR 1.497(a) and (b) in that it:

» is not executed in accordance with either 37 CFR 1.66 or 37 CFR 1.68.

e 365 Surcharge for providing the oath or declaration later than 30 months from the priority date (37 CFR
1.492(e)) is required.

SUMMARY OF FEES DUE:

Total additional fees required for this application is $65 for a Small Entity:

BEST AVAILABLE COPY
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e $68 Late oatn or declaration Surcharge.

ALL OF THE ITEMS SET FORTH ABOVE MUST BE SUBMITTED WITHIN TWO (2) MONTHS FROM THE
DATE OF THIS NOTICE OR BY 32 MONTHS FROM THE PRIORITY DATE FOR THE APPLICATION,
WHICHEVER IS LAT"ER.“_:FI’\ILURE TO [’ROPERLY’ RESPOND WILL RESULT IN ABANDONMENT.

The time period set above may be extended by filing a petition and fee for extension of time under the provisions
of 37 CFR 1.136(a).

Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed
to the address given in the heading and include the U.S. application no. shown above (37 CFR 1.5)

. '$ A copy of this notice MUST be returned with the response.

WINSTON M ALVARADO

Telephone: (703) 305-6421

777 TTPART 1- ATTORNEY/APPLICANT COPY

| U.S. APPLICATION NUMBER NO. | INTERNATIONAL APPLICATION NO. | ATTY. DOCKET NO. ]
10/500,930 PCT/FI03/00045 290.1078USN

. FORM PCT/DO/EO/905 (371 Formalities Notice)

BEST AVAILABLE COPY
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@1-JUN-20@5 17:24 From:LISBETH

.

RF 6/1/05 290.1078USN

+358958422150

P.5/7

To:910 29‘158

10/50093g

CONBINED DECLARATION AND POWER OF ATTORNEY
FOR PATENT APPLICATION

As & below named inventor, I

My residence,
stated below next to my name.

I believe I an original, fi

post office af

hereby declare that:

ddress and citizenship are as

rst and joint inventor of the

subject matter which is claimed and for which a patent is sought
on the invention entitled METHOD AND SYSTEM FOR SENDING A MESSAGE

THROUGH A SECURE CONNECTION, the sp
as

January 2003.¢/’

I hereby state that I have

of the above-identified
as amended by any amendment

contents
claims,

I acknowledge the duty to

International Patent Application No.

ecification of which wgs/filed
PCT/FI03/00045,  on 21

reviewed and understand the
specification, including. the
referred to above. "

disclose information that is

material to the patentability of ghis application in accordance

with Title 37, Code of Federal Regulations,

a continuation-in-part application
specified in 35 U.S.C. § 120 which
matter in addition to that discl
application, I further acknowledge
information as defined in 37 CFR §
the filing date of the prior applic
international filing date of the con

I hereby claim foreign prio
United States Code, § 119 of any fo:
or inventor's certificate listed b

§ 1.56(a)., 1If this is

filed wunder the conditions
discloses and claims subject
osed in the prior copending
the duty to disclose material
1.56(a) which occurred between
ration and the national or PCT
tinuvation-in-part application.

rity benefits under Title 35,
reign application(s) for patent
plow and have also identified

below any foreign application for patent or inventor's certificate

having a filing date before that
priority is claimed:

Prior Foreign Application(s)

Finland 7
(D

20020112

(Number) (Country)

BEST AVAILABLE C

0500

of the application on which

Priority

Claimed
22 gan. 2002 ¢ [X]
ay/Month/Year) Yes No

DECLARATION - PAGE 1 OF 3.

oPY
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@1-JUN-28@5 17:24 From:LISBETH

.

RF 6/1/0% 780.1078USN
I hereby claim the benefit

Code, § 120 of any United States agplication(s)
ingsofar as the subject matter of
application 1is not disclosed in the

+358958422150

under Title 359,

To:91@ 2‘152

United States
listed below and,
each of the c¢laims of this
prior United States

application in the manner provided by the first paragraph of Title

35, United States Code, § 112,

Regulations, § 1.56(a) which occury

I acknowledge the duty to disclose
material information as defined in Title 37,

Code of Federal
ed between the filing date of

the prior application and the national or PCT international filing

date of this application:

(not applicable) (n/a) (not applicable)
{Application Serial No.) (Filing Date) (Status: patented,
' pending, abandoned)

The undersigned hereby authorizes

attorney named herein, to accept
Innopat Ltd. as to any action
and Trademark Office rxegarding thi
communication between Rolf Fasth
event of a change in the persons
taken, Rolf Fasth will be so notifie

I hereby appoint Rolf Fasth
prosecute this application, to £file
application, and to transact all
Trademark Office connected therewith

Address all telephone calls
number (602) 993-9099: fax number (@

and the

Rolf Fasth, the U.S.
and £follow instructions from
to be taken in the Patent
s application without direct
undersigned. In the
from whom instructions may be
d by the undersigned.

, Registration _No. 36,999, to
a corresponding international
business in the Patent and

to Rolf Fasth at
02) 942-8364.

telephone

Address all correspondence to:

Rolf Fasth
FASTH LAW ICE!
629 E. Boca Rato

_Phoenix, AZ 8502]

L hr lUl

I hereby declare that all statements made herein of my own
knowledge are true and that all statements made on information and

belief are believed to be true; and

further that these statements

were made with the knowledge that willful false statements and the

like so made are punishable by filne or imprisonment,

oxr both,

under Ssection 1001 of Title 18 of the United States Code and that
such willful false statements may J)eopardize the validity of the
application or any patent issued thTreon.

BEST AVAILABLE ©

0501

DECLARATION ~ PAGE 2 OF 3
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91-JUN-2085 17:24 From:LISBETH . +358958422158 To:910 2‘158 P.7/7

K 6/1/05 290.)1078USN

/,,m Full name of first joint inventor: | Sami Vaarala

Inventor's signature g;‘/‘"” M’_/ 1 6. 2005

Date
Residence: Helsinki, Finland AZX
Citizenship: Finland .~
pPost Office address: Saterinrinne B 37
FIN-02600 Espoo, Finland
Full name of second joint inventor: Antti Nuopponen
Inventor's signature
Date

Regidence: Espoo, Finland
Citizenship: Finland

Post Office address: Kaksoigskiventie 7-9 Al
FIN-02760 Esgoo, Finland

DECLARATION - PAGE 3 OF 3

BEST AVAILABLE COPY
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01/06/2005 11:00 FAX . .

RF 8/1s95 290.10760SN

Full name of first joint inventor: Sami Vaarala

Inventor's signature

| Date
Residence: Helsinki, Finland
Citizenship: Finland
Post Office address: Neljas Linja 22A
FIN-00530 Helsinki. Finland
Q" W Full name of second joint inventor: Antti Nuopponen
) /. / |
Inventor's signature \/bé-’"é J""" 7.4 2008
Date

Residence: _Espoo, Finland FJ X
Citizenship: Finland "

Post Office address: Kaksoiskiventie 7-9 Al
FIN-02760 Espoo, Finland

DECLARATION - PAGE 3 OF 3

BEST AVAILABLE COPY
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® Rec'd PETPTO@3 JUN 2003
10/500930

Approved for use through 07/31/2006. OMB 0651-0031
U.S, Patcnt and Trademark Office; U.S. DEPARYMENT OF COMMERCE
no persons arc requinced to respond to a collection of information uniess it displiays a valid OMB cantrol number,

[PETITION FERREVIVAL OF AN APPLICATION FOR PATENT | Dodket Number (Gptonal)

ABANDONED UNINTENTIONALLY UNDER 37 CFR 1.137(b) 230.1078USN

06/17/2005 HKAYPJ'
02 FC:2453

First naméd inventor: SAMI VAARALA
Application No.: 10/300,930 Art Unit:

Filed:; 8 JULY 2004 Examiner:
Title; METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION

Attention: Office of Petitions
Mail Stop Petition
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450-
FAX (703) 872-9306

NOTE: K information or assistance is needed in completing this form, please contact Petitions
Information at (703) 305-9282.

The above-identified application became abandoned for failure to file a timely and proper reply to a notice or
action by the Unitec: States Patent and Trademark Office, The date of abandonment is the day after the expiration
date of the period st for reply in the office notice or action plus an extensions of time actually obtained.

APPLICANT HEREBY PETITIONS FOR REVIVAL OF THIS APPLICATION

NOTE: A grantable petition requires the following items:
(1) Petition fee;
(2) Reply and/or issue fee;
(3) Terminal disclaimer with disclaimer fee - required for all utility and plant applications
filed before June 8, 1995; and for all design applications; and -
(4) Statement that the entire delay was unintentional.

B 4004, J0500930

Small entitysfee 170.00 (37 CFR 1.17(m)). Applicant ctaims small entity status. See 37 CFR 1.27.
[ | other than small entity ~ fee $ (37 CFR 1.17(m))
2. Reply and/or fee

A. The reply and/or fee to the above-noted Office action in
the form of STATEMENT THAT DELAY WAS UNINTENTIONAL (identify type of reply):

[ 1 nas been filed previously on
s enclosed herewith,

B. The issue fee and publication fee (if applicable) of $
has heen paid previously on
[] is enclosed herewith.

Wl

1012 T3/£609 i&tﬁﬁfggg bEE? #0938
This collcetion af Information is required by 37 CFR 1.137(b). The Infonn[:t?g: fs raqsmad to obtain or re(a;$ i&gg }_(}%h&%%ﬁcﬂ) ﬁé%y the) é ng

USPTO to proccss) an apyiication. Confidentielity is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1 {sseatiaction is estimalobToB8kelRo nour to 758.88 0p

completa, including gathering, preparing, and aubmitting the completed application form to the USPTO. Time wiu vary depending upon the individual case. A

comments on the amount of time you require to complete this form and/or suggestions (o reducing this burden, should ba aent to the Chisf Information OTl'ncer

U.S. Patent and Trademar« Office, U.S. Depatment of Commerce, P.O. Box 1450, Alcxandrla, VA 22313-1450. DO NOY SEND FEES OR COMPLE(ED

FORMS TO THIS ADDRES3. SEND TO: Mall Stop Petition, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

I you need assistance in completing the farm, call 1-800-PT0-9199 and select option 2, N .t e
=

BEST AVAILABLE COPY
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PTO/SE/64 (09-04)

Approved for use through 07/31/2006. OMB 08510031

) U.8. Patent and Tradeimark Oiw; U,S, DEPARTMENT OF COMMERCE
Under the Paemnrk Reduction Act of 1995, no persons ate required o respond to a collection of information unicss it displays a valid OMB control number.

3. Terminal disclaimer with disclaimer fee

Since this wtility/plant application was filed on or after June 8, 1995, no terminal disclaimer is required.

l:] A terminal disclaimer (and disclaimer fee (37 CFR 1.20(d)) of $ for a small entity or $
for other then a small entity) disclaiming the required period of time is enclosed herewith (see
PTO/SB/63).

4. STATEMENT: The entire delay in filing the required reply from the due date for the required reply until the
filing of a grantatie petition under 37 CFR 1.137(b) was unintentional. [NOTE: The United States Patent and
Trademark Office: may require additional information if there is a question as to whether either the

abandonment or the delay in filing a petition under 37 CFR 1.137(b) was unintentlonal (MPEP 711.03(c),
subsections (lll)(C) and (D)).]

WARNING: Information on this form may become public. Credit card information should not be
included on thiﬁ form. Provide credit card information and authorization on PTO-2038.

Fa 9T, 2005

! Signature ' Date
ROLF FASTH 38.999
Typed or printed name Registration Number, if applicable
FASTH LAW OFFICES. 26 PINECREST PLAZA, SUITE 2 910-687-0001
Address Telephone Number
SOUTHERN PINES, NG 28387-4301
Address

Enclosures: [v' | Fee Payment
Reply
D Terminal Disclaimer Form

Additional sheets containing statements establishing unintentional delay
Other:_SIGNED DECLARATION

CERTIFICATE OF MAILING OR TRANSMISSION [37 CFR 1.8(a)]

I hereby certify that this correspondence is being:
Deposited with the United States Postal Service on the date shown below with sufficient

postage as first class mail in an envelope addressed to: Mail Stop Petition, Commissioner for
Patents, P. O. Box 1450, Alexandria, VA 22313-1450.

D Transmitted by facsimile on the date shown below to the United States Patent and Trademark
Office as (703) 872-9306.

s ey Tl

Date V' Signature

ROLF FASTH
Typed or printed name of person signing certificate

[Page 2 of 2

BEST AVAILABLE COPY

0505



.‘ s ‘ Page 1 of 2

UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

1 U.S. APPLICATION NUMBER NO. | FIRST NAMED APPLICANT | ATTY.DOCKET NO. |
10/500,930 Sami Vaarala 290.1078USN
[ INTERNATIONAL APPLICATIONNO, ]
PCT/F103/00045
33369 | 1A FILING DATE | PrIORITY DATE ]
FASTH LAW OFFICES ' 01/21/2003 01/22/2002

629 E. BOCA RATON ROAD

PHOENIX, AZ 85022 CONFIRMATION NO. 1571

371 FORMALITIES LETTER

IJICI)II(I!l(I)IﬂlIUIIIﬂIIIIIIIHIlllllII()HI(!!EI)I[IIIIIIIIIIIIIHIIIIIIHIIIHHIIIII L

0000014733
Date Mailed: 12/13/2004

NOTIFICATION OF MISSING REQUIREMENTS UNDER 35 U.S.C. 371 IN THE UNITED
STATES DESIGNATED/ELECTED OFFICE (DO/EO/US)

The following items have been submitted by the applicant or the IB to the United States Patent and Trademark
Office as a Designated / Elected Office (37 CFR 1.495).

Indication of Small Entity Status

Copy of the International Application filed on 07/08/2004
“Copy of the International Search Report filed on 07/08/2004

Copy of IPE Report filed on 07/08/2004

Preliminary Amendments filed on 07/08/2004

Oath or Declaration filed on 07/08/2004

Small Entity Statement filed on 07/08/2004

Request for Immediate Examination filed on 07/08/2004

U.S. Basic National Fees filed on 07/08/2004

Priority Documents filed on 07/08/2004

The following items MUST be furnished within the period set forth below in order to complete the requirements for
acceptance under 35 U.S.C. 371:

¢ Oath or declaration of the inventors, in compliance with 37 CFR 1.497(a) and (b), identifying the application
by the International application number and international filing date. The current oath or declaration does
not comply with 37 CFR 1.497(a) and (b) in that it:
® is not executed in accordance with either 37 CFR 1.66 or 37 CFR 1.68.

e $65 Surcharge for pfoviding the oath or declaration later than 30 months from the priority date (37 CFR
1.492(e)) is required. ~

SUMMARY OF FEES DUE:

Total additional fees required for this application is $65 for a Small Entity:

0506



. ‘ Page 2 of 2

o $65 Late oath or declaration Surcharge.

ALL OF THE ITEMS SET FORTH ABOVE MUST BE SUBMITTED WITHIN TWO (2) MONTHS FROM THE
DATE OF THIS NOTICE OR BY 32 MONTHS FROM THE PRIORITY DATE FOR THE APPLICATION,
WHICHEVER IS LATER. FAILURE TO PROPERLY RESPOND WILL RESULT IN ABANDONMENT.

The time period set above may be extended by filing a petition and fee for extension of time under the provisions
of 37 CFR 1.136(a).

Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed
to the address given in the heading and include the U.S. application no. shown above (37 CFR 1.5) -

A copy of this notice MUST be returned with the response.

WINSTON M ALVARADO

Telephone: (703) 305-6421

PART 2 - OFFICE COPY

| U.S. APPLICATION NUMBER NO. | INTERNATIONAL APPLICATION NO, | ATTY. DOCKET NO. H|
10/500,930 PCT/F103/00045 290.1078USN

FORM PCT/DO/EO/905 (371 Formalities Notice)

0507



o | 10/5009 3
* DTO7Recd PETPTO g 5 Ju( 2004

BF:nr 7/8/04 210,1078USN EXPRESS MAIL LABEL NO. EUS83828392US
Date of Mailing: 8 July 2004

TRANSMITTAL LETTER TO THE UNITED STATES DESIGNATED/ELECTED OFFICE
(DO/EO/US) CONCERNING FILING UNDER 35 U.S.C. 371

Attorney Docket No.: 290.1078USN
Int'l. Application No.: DCT/FI03/00045
Int'l. Filing Date: 21 JANUARY 2003
Priority Date Claimed: 22 JANUARY 2002
Title of Invention: METHOD AND SYSTEM FOR SENDING A |
MESSAGE THROUGH A SECURE CONNECTION
Applicant(s) for DO/ES/US: Sami Vaarala, Antti Nuopponen

Applicant herewith submits to the United States
Designatecl/Elected/Office (DO/EO/US) the following items and
other information:

1. [X] Tris is & FIRST submission of items concerning a flllng
urder 35 U.S§.C. 371.

2. [ ] Tkis is a SECOND or SUBSEQUENT submission of items
cencerning a filing under 37 U.S.C. 371.

3. [X] This is an express request to begin national examination
procedures {35 U.S.C. 371(f)) at any time rather than -
delay examination until the expiration of the applicable

time limit set in 35 U.S.C. 371 (b) and PCT Articles 22
ard 39(1). :

4. [X] A proper Demand for International Preliminary Examinatiou
was made by the 19th month from the earliest claimed
priority date.

5. [X] A copy of the International Application as filed
(35 U.S.C. 371(c) (2)
a. [ ] is transmitted herewith (required only if not
transmitted by the International Bureau).
b. [X] has been transmitted by the International Bureau. .
¢. [ 1 is not required, as the application was filed in the
United States Receiving Office (RO/US).

7. [X] Amendments to the claims of the International Application

under PCT Article 19 (35 U.8.C. 371(c) (3))
a. [ ] are transmitted herewith (required only if not
transmitted by the Internaticnal Bureau).
b. [X] have been transmitted by the International Bureau. -
c. [ ] have not been made; however, the time limit for
making such amendments has NOT expired.
d. [ ] have not been made and will not be made.

9. [X] An oath or declaration of the inventor (unsigned)
(35 U.S.C. 371(¢) (4)) (unsigned)

11, [ ] An Information Disclosure Statement under 37 C.F.R. 1.27
and 1.98. i

12. [ 1 Aan assignment document for recording. A cover sheet iA

TRANSMITTAL LETTER - Page 1 of 2

BEST AVAILABLE COPY
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RP:ar 7/B/04 280.1078USN

16/500930

DT04 Rec’d PCT/PTO 0 8 JUL 2004

EXPRESS MAIL LABEL NO. EUY83828392US

Date of Mailing: 8 July 2004

compliance with 37 C.F.R. 3.28 and 3.31 is included.
13. [X] A FIRST preliminary amendment.

14. [X] Applicant qualifies for Small Entity Status (37 C.F.R.:

1.9(f) and 1.27(b)).

16. [ ] Other items or information: (if any)

17. [X] Besic National Filing Fee of $1080.00 is submitted ,
(Neither international preliminary examination fee (37

C.F.R. 1.482) nor international search fee 37 C.F.R. |
1.44.5(a) (2) paid to U.S.P.T.O.). :

For Number
Filed

Total Claims 26 - 20
Ind. Claims 2 - 3

CLAIMS AS FILED
Number Basic Fee $1080.00

Extra

Rate
=0 x $18.00 = $108.00
=0 x $86.00 = $0.00

19. [X] Reduction by 1/2 for filing by small entity, if

applicable. Applicant qualifies as small entity.

. TOTAL FILING FEE:

$594..00

20. [ ] Fee for recording the enclosed assignment (37 C.F.R.

1.21(h)). The assignment must be accompanied by an .
appropriate cover sheet (37 C.F.R. 3.28, 3.31). $40.00

per property.

21. [X] A check in the amount of $594.00 to cover the above fed

is enclosed.

23. [X] Tre Commissioner is hereby authorized to charge any

atditional fees which may be required, or credit any
overpayment to Deposit Account No. 06-0243.

Send all correspondence to:

Rolf Fastlk, Esqg.

FASTH LAW OFFICES

629 E. Boca Raton Road
Phoenix, 2Z 85022
Telephone: 602-993-9099
Facsimile: 602-942-8364

Respectfully submitted,

L} G

Rolf Fasth
Registration Number 36,999

PLEASE ASSOCIATE THIS
APPLICATION WITH CUSTOMER
NUMBER
33369

T —

33369 |

TRANSMITTANEVESPER ™ Blge 2 of 2

BEST AVAILABLE COPY
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o | 10/5009 3
* DTO7Recd PETPTO g 5 Ju( 2004

BF:nr 7/8/04 210,1078USN EXPRESS MAIL LABEL NO. EUS83828392US
Date of Mailing: 8 July 2004

TRANSMITTAL LETTER TO THE UNITED STATES DESIGNATED/ELECTED OFFICE
(DO/EO/US) CONCERNING FILING UNDER 35 U.S.C. 371

Attorney Docket No.: 290.1078USN
Int'l. Application No.: DCT/FI03/00045
Int'l. Filing Date: 21 JANUARY 2003
Priority Date Claimed: 22 JANUARY 2002
Title of Invention: METHOD AND SYSTEM FOR SENDING A |
MESSAGE THROUGH A SECURE CONNECTION
Applicant(s) for DO/ES/US: Sami Vaarala, Antti Nuopponen

Applicant herewith submits to the United States
Designatecl/Elected/Office (DO/EO/US) the following items and
other information:

1. [X] Tris is & FIRST submission of items concerning a flllng
urder 35 U.S§.C. 371.

2. [ ] Tkis is a SECOND or SUBSEQUENT submission of items
cencerning a filing under 37 U.S.C. 371.

3. [X] This is an express request to begin national examination
procedures {35 U.S.C. 371(f)) at any time rather than -
delay examination until the expiration of the applicable

time limit set in 35 U.S.C. 371 (b) and PCT Articles 22
ard 39(1). :

4. [X] A proper Demand for International Preliminary Examinatiou
was made by the 19th month from the earliest claimed
priority date.

5. [X] A copy of the International Application as filed
(35 U.S.C. 371(c) (2)
a. [ ] is transmitted herewith (required only if not
transmitted by the International Bureau).
b. [X] has been transmitted by the International Bureau. .
¢. [ 1 is not required, as the application was filed in the
United States Receiving Office (RO/US).

7. [X] Amendments to the claims of the International Application

under PCT Article 19 (35 U.8.C. 371(c) (3))
a. [ ] are transmitted herewith (required only if not
transmitted by the Internaticnal Bureau).
b. [X] have been transmitted by the International Bureau. -
c. [ ] have not been made; however, the time limit for
making such amendments has NOT expired.
d. [ ] have not been made and will not be made.
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METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE

_CONNECTION

TECHNICAL FIELD

The method and system of the invention are intended to secure connections in
telecommunication networks. Especially, it is meant for wireless Internet Service

Provider (ISP) connections.

TECHNICAL BACKGROUND

An internetwork is a collection of individual networks connected with intermediate
networking devices that function as a single large network. Different networks can be
interconnected by routers and other networking devices to create an internetwork.

A local area network (LAN) is.a data network that covers a relatively small geographic
area. It typically connects workstations, personal computers, printers and other
devices. A wide area network (WAN) is.a data communication network that covers a
relétively broad geographic area. Wide area networks (WANS) interconnect LANs
across normal telephone lines and, for instance, optical networks; thereby
interconnecting geographically disposed users.

There is a need to protect data and resources from disclosure, to guarantee the
authenticity of data, and to protect systems from network based attacks. More in detail,
there is a need for confidentiality (protecting the contents of data from being read),
integrity (protecting the data from being modified, which is a property that is
independent of confidentiality), authentication (obtaining assurance about the actual
sender of data), replay protection (guaranteeing that data is fresh, and not a copy of
previously sent data), identity protection (keeping the identities of parties exchanging
data secret from outsiders), high availability, i.e. denial-of-service protection (ensuring

-~

0512



10

15

20

25

30

WO 03/063443 PCT/FI03/00045

2

that the system functions even when under attack) and access control. IPSec is a
technology providing most of these, but not all of them. (In particular, identity protection
is not completely handled by IPSec, and neither is denial-of-service protection.)

The IP security protocols (IPSec) provides the capability to secure communications
between arbitrary hosts, e.g. across a LAN, across private and public wide area
networks (WANs) and across the internet. IPSec can be used in different ways, such
as for bu'ilding secure virtual private networks, to gain a secure access to a company
network, or.to secure communication with other organisations, ensuring. authentication
and éonﬂdentiality and providing a key exchange mechanism. IPSec ensures
confidentiality . integrity, authentication,. replay .protection, limited traffic flow
confideniiality, limited identity protection, and access control based on authenticated
identitiesl. Even if some applications already have built in security protocols, the use of
IPSec further enhances the security.

IPSec can encrypt and/or authenticate traffic at IP level. Traffic going in to a WAN is
typically compressed and encrypted and traffic coming from a WAN _is decrypted and
decompréssed. IPSec is defined by certain documents, which contain rules for the
IPSec architecture. The documents that define IPSec, are, for the time being, the
Request For Comments (RFC) series of the Internet Engineering Task Force (IETF), in
particular, RFCs 2401-2412.

Two protocols are used to provide security at the IP layer; an authentication protocol
designated by the header of the protocol, Authentication Header (AH), and a combined
encryption/authentication protocol designated by the format of the packet for that
protocol, Encapsulating Security Payload (ESP). AH and ESP are however similar
protocols, both operating by adding a protocol header. Both AH and ESP are vehicles
for access control based on the distribution of cryptographic keys and the management
of traffic flows related to these security protocols.

Security association (SA) is a key concept in the authentication and the confidentiality
mechanisms for IP. A security association is a one-way. relationship between a sender
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and a receiver that offers security services to the traffic carried on it. If a secure two-
way relationship is needed, then two security associations are required. If ESP and AH
are combined, or if ESP and/or AH are applied more than once, the term SA bundle is
used, meaning that two or more SAs are used. Thus, SA bundle Arefers to one or more
SAs applied in.sequence, e.g. by first performing an ESP protection, and then an AH
protection. The SA bundle is the combination of all SAs used to secure a packet.

The term ]Psec connection is used in what follows in place of an IPSec bundle of one
or more security associations, or a pair of IPSec bundies — one bundle for each
direction — of one .or more .security associations. This term thus covers both
unidirectional and bi-directional traffic protection. There is no implication of symmetry
of the directions, i.e., the algorithms and IPSec transforms used for each direction may
be different.

A security association is uniquely identified by three parameters. The first one, the
Security Parameters Index (SPI), is a bit string assigned to this SA. The SPI is carried
in AH and ESP headers to enable the receiving system to select the SA under which a
received packet will be processed. IP destination address is the second parameter,
which is the address of the destination end point of the SA, which may be an end user
system or a network system.such as a firewall or a router. The third parameter, the
security protocol identifier indicates whether the association is an AH or ESP security

association.

In each IPSec implementation, there is a nominal security association data base
(SADB) that defines the parameters associated with each SA. A security association
is normally defined by the following parameters. The Sequence Number Counter is a
32-bit value used to generate the sequence number field in AH or ESP headers. The
Sequende Counter Overflow is a flag indicating whether overflow of the sequence
number counter should generate an auditable event and prevent further transmission
of packets on this SA. An Anti-Replay Window is used to determine whether an
inbound AH or ESP packet is a replay. AH information involves information about the
authentication algorithm, keys and related parameters being used with AH. ESP
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information involves information of encryption and authentication algorithms, keys,
initialisation vectors, and related parameters being used with IPSec. AH information
consists of the authentication algorithm, keys and related parameters being used with
AH. ESP information consists of encryption and authentication . algorithms, keys,
cryptbgraphic initialisation vectors and related parameters being used with ESP. The
sixth parameter, Lifetime of this. Security Association, is a time-interval and/or byte-
count aftér which this SA must be replaced with a new SA (and new SPI) or terminated
plus an indication of which of these actions should occur. IPSec Protocol Mode is
either tunnel or transport mode. Maximum Transfer Unit (MTU), an optional feature,
defines the maximum size of a packet that can be transmitted without fragmentation.
Optionally an MTU discovery protocol may be used to determine the actual MTU for a
given route, however, such a protocol is optional.

Both AH and ESP support two modes used, transport and tunnel mode.

Transport mode provides protection primarily for upper layer protocols and extends to
the payload of an IP packet Typically, transport mode is used for end-to-end
communication between two hosts. Transport mode may be used in conjunction with a
tunnelling.protocol, other than IPSec tunnelling, to provide a tunnelling capability.

Tunnel mode provides protection to the entire IP packet and is usually used for
sending messages through. more than two components, although tunnel mode may
also be used for end-to-end communication between two hosts. Tunnel mode is often
used when one or both ends of a SA is a security gateway, such as a firewall or a
router that implements IPSec. With tunnel mode, a number of hosts on networks
behind firewalls may engage.in secure communications without implementing IPSec.
The unp}otected packets generated by such hosts are tunnelled through external
networks by tunnel mode SAs set up by the IPSec software in the firewall or secure
router at 'boundary of the local network.

To achieve this, after the AH or ESP fields are added to the IP packet, the entire
packet plus. security fields. are treated as the payload of a. new outer IP packet with a
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new outer |P header. The entire original, or inner, packet travels through a tunnel from
one point of an IP network to another: no routers along the way are able to examine
the inner IP packet. Because the original packet is encapsulated, the new larger
packet may have totally different source and destination addresses, adding to the
security. In other words, the first step in protecting the packet using tunnel mode is to
add a new IP header to the packet, thus the "IP| payload" packet becomes
“P|IP| payload". The next step is to secure the packet using ESP and/or AH. In case
of ESP, the resulting packet is "IPIESPIIPlpaonad". The whole inner packet is
covered by the ESP and/or AH protection. AH also protects parts of the outer header,
in addition to the whole inner packet.

The IPSec tunnel mode operates e.g. in such a way that if a host on a network
generates an IP packet with a destination address of another host on another network,
the packet is routed from the originating host to a security gateway (SGW), firewall or
other secure router at the boundary of the first network. The SGW or the like filters all
outéoing packets to determine the need for IPSec processing. if this packet from the
first host to another host requires IPSec, the firewall performs IPSec processing and
encapsulates the packet in an outer IP header. The source IP address of this outer IP
header is this firewall and the destination address may be a firewall that forms the
boundary to the other local network. This packet is now routed to the other host’s
firewall with intermediate routers examining only the outer IP_header. At the other host
firewall, the outer IP header is stripped off and the inner packet is delivered to the other
host.

ESP in tunnel mode encrypts and optionally authenticates the entire inner IP packet,
including the inner IP header. AH in tunnel mode authenticates the entire .inner IP
packet, including the inner IP header, and selected portions of the outer IP header.

The key management portion of IPSec involves the determination and distribution of
secret keys. The default automated key management protocol for IPSec is referred to
as ISAKMP/Oakley and consists of the Oakley key determination protocol and Internet
Security ‘Association and Key Management Protocol (ISAKMP). Internet key exchange
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(IKE) is a newer name for the ISAKMP/Oakley protocol. IKE is based on the Diffie-
Hellman'algorithm and supports RSA signature authentication among other modes.
IKE is an extensible protocol,.and allows future and vendor-specific features to be
added without compromising functionality.

IPSec has been designed to provide confidentiality, integrity, and replay protection for
IP packets. However, IPSec is intended to work with static network topology, where
hosts are fixed to certain subnetworks. For instance, when an IPSec tunnel has been
formed by using Intermet Key Exchange (IKE) protocol, the tunnel endpoints are fixed
and remain constant. If IPSec is used with a mobile host, the IKE key exchange will
have to be redone from every. new visited network. This is problematic, because IKE
key exchanges involve computationally expensive Diffie-Hellman key exchange
algorithm calculations and possibly. RSA calculations. Furthermore, the key exchange
requires at least three round trips (six messages) if using the IKE aggressive mode
followed by IKE quick mode, .and nine messages if using IKE main mode followed by
IKE. quick mode. This may be a big problem in high latency networks, such as General
Packet Radio Service (GPRS) regardless of the computational expenses.

In this text, the term mobility and mobile terminal does not only mean physical mobility,
instead the term mobility is in the first hand meant moving from one network to
another, which can be performed by a physically fixed terminal as well.

The problem with standard IPSec is thus that it has been designed for static
connectk’)ns. For instance, the end points of an IPSec tunnel mode SA are fixed.
There is also no method for changing .any of the parameters .of an SA, other than by
establishing a new SA that replaces the previous one. However, establishing SAs is
costly in terms of both computation time .and network latency.

An example of a specific scenario where these problems occur is described next in

order to illustrate the problem.

In the scenario, there is a standard IPSec security gateway, which is used by a mobile
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terminal e.g. for remote access. The mobile terminal is mobile in the sense that it
changes its network point of attachment frequently. A mobile terminal can in this text
thus be physically fixed or mobile. Because it may be connected to networks
administered by third parties, it may also have a point of attachment that uses private
addresses — i.e., the network is behind a router that performs network address
translation ANAT). In addition, the networks used by the mobile terminal for access
may be wireless, and may have poor quality of service in terms of throughput and e.g.

packet drop rate.

Standard IPSec does not work well in the scenario. Since IPSec connections are
bound to fixed addresses, the mobile terminal must establish .a new IPSec connection
from each point of attachment. If an automated key exchange protocol, such as IKE, is
used, setting up a new IPsec connection is costly in terms of computation and network
latency, and may require a manual authentication phase (for instance, a one-time
password). If IPSec connections are set up manually, there is considerable manual
work involved in configuring the IPSec connection parameters.

Standard .IPSec does e.g. not work through NAT devices at the moment. A standard
IPSec NAT traversal protocol is currently being specified, but the security gateway in
the scenario might not support an JPSec protocol extended .in this way. Furthermore,
the current IPSec NAT traversal protocols are not well suited to mobility.

There are no.provisions for improving quality of service over wireless links in the
standard IPSec protocol. If the access network suffers from high packet drop rates, the
applications running in the mobile host and a host that the mobile terminal is
communicating with will suffer from packet drops.

A knpr method of solving some of these problems .is based on having an
intermediate host between the mobile terminal and the IPSec security gateway. The
intermediate host might be a Mobile IP home agent, that provides mobility for the
connection between the mobile terminal and the home agent, while the connection
from the mabile node to the. security gateway is an ordinary . IPSec connection. In this
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case, packets sent by an application in the mobile client are first processed by IPSec,
and then by Mobile IP.

In the general case, this implies both Mobile IP and IPSec header fields for packets
exchanged by the mobile terminal and the home agent. The Mobile IP headers are
removed by the home agent prior to delivering packets to the security gateway, and
added when delivering packets to the mobile terminal. Because of the use of two
tunnelling protocols (Mobile IP and IPSec tunnelling), the solution is referred to as

"double tunnelling” in this document.

The above method solves the mobility problem, at the cost of adding extra headers to
packets. This may have a significant impact on networks that have low throughput,
such as the General Packet Radio System (GPRS).

Another known method is again to use an intermediate host between the mobile client
and the IPSec security gateway. The intermediate host has an IPSec implementation
that may support NAT ftraversal, and possibly some proprietary extensions for
improviné quality of service of the access network, for instance.

The mobile host would now establish an IPSec connection between itself and the
intermediate host, and would also establish an IPSec connection between itself and
the IPSec security gateway. This solution is similar to the first known method, except
that two IIPSec tunnels are used. It solves a different set of problems — for instance,
NAT traversal — but also adds packet size overhead because of double IPsec
tunnelling.

A third known method is to use a similar intermediate host as in the second known
method, but establish an JPSec connection between the mobile terminal and the
intermediate host, and another, separate IPSec connection between the intermediate
host and the security gateway. The IPSec connection between the mobile terminal and
the intermediate host may support NAT traversal, for instance, while the second IPSec
connection-does not need-to-
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When packets are sent by an application in the mobile terminal, the packets are IPSec-
processed using the [PSec connection shared by the mobile terminal and the
intermediate host. Upon receiving these packets, the intermediate host undoes the
IPSec-processing. For instance, if the packet was encrypted, the intermediate host
decrypts the packet. The original packet would now be revealed in plaintext to the
intermediate host. After this, the intermediate host IPSec-processes the packet using
the IPSec connection shared by the intermediate host and the security gateway, and
forwards the packet to the security gateway.

This solution._allows the use of an IPSec implementation that support NAT traversal,
and possibly a number of other (possibly vendor specific) improvements, addressing
problems such as the access network quality of service variations. Regardless of
these added features, the [PSec security gateway remains unaware of the
improvements, and is not required to implement any of the.protocols involved in
improving service. However, the solution has a major drawback: the IPsec packets are
decrypted in the intermediate host, and thus.possibly sensitive data is unprotected in
the intermediate host.

Consider a business scenario where a single intermediate host provides improved
service to a.number of separate customer networks, each having .its own standard
IPSec security gateway. Having decrypted packets of various customer networks in
plaintext form in_the intermediate host is clearly a major security problem.

To summarise, the known solutions either employ extra tunnelling, causing extra
packet size overhead, or use separate tunnels, causing potential security problems in
the intermediate host(s) that terminate such tunnels.

THE OBJECT OF THE INVENTION
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The object of the invention is to develop a method for forwarding secure messages
between two computers, especially, via an intermediate computer by avoiding the

above mentioned disadvantages.

Especially, the object of the invention is to forward secure messages in a way that
enables changes to be made in the secure connection.

SUMMARY OF THE INVENTION

The method and system of the invention enable secure forwarding of a message from
a first computer to a second computer via an intermediate computer .in a
telecommunication network. It is mainly characterized in that a message is formed in
the first computer or in a computer that is served by the first computer, and in the latter
case, sending the message to the first computer. In the first computer, a secure
message is then formed by giving the message a unique identity and a destination
address.: The message is sent from the first computer to the intermediate computer,
whereafter said destination address and the unique identity are used to find an
address to the second computer. The current destination address is substituted with
the found address to the second. computer, and the unique identity .is substituted with
another unique identity. Then the message is forwarded to the second computer.

The advantageous embodiments have the characteristics of the subclaims.

Preferably, the first computer processes the formed message using a security protocol
and encapsulates the message at least in .an outer 1P _header. The outer IP header
source address is the current address of the first computer, while the destination
address is that of the intermediate computer. The message .is then sent to the
intermediate computer, which matches the outer IP header address fields together with
a unique identifier used by the security protocol, and performs a translation of the outer
addresses and the unique identity used by the security protocol. The translated packet
is then sent to the second computer, which processes it using the standard security
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protocol in question. In the method of the invention, there is no extra encapsulation
overhead as in the prior art methods. Also, the intermediate computer does not need
to undo _the security processing, e.g. decryption, and thus does not compromise

security as in the prior art methods.

Corresponding steps are performed when the messages are sent in the reverse
direction, i.e. from the second computer to the first computer.

Preferably, the secure message is formed by making use of the IPSec protocols,
whereby the secure. message.is formed by using.an IPsec connection between the first
corﬁputer and the intermediate computer. The message sent from the first computer
contains message data, an .inner.IP header containing actual sender and receiver
addresses, an outer IP header containing the addresses of the first computer and the
intermediate computer, a unique identity, and other security parameters. The unique
identity is one or more SPI values and the other security parameters contain e.g. the
IPsec sequence number(s). The number of SPI values depends on the SA bundie size
(e.g. ESP+AH bundle would have two SPI values). In the following, when an SA is
referred to, the same applies to an SA bundle. The other related security parameters,
containing e.g. the algorithm to be used, a traffic description, and the lifetime of the SA,
are not .sent on the wire. Only SP] and sequence number are sent for each IPsec
processed header (one SPI and one sequence number if e.g. ESP only is used; two
SPIs and two sequence numbers if e.g. ESP+AH is used, etc.).

Thus, the unsecured data packet message is formed by the sending computer, which
may or.may not be the first computer. The IP header of this packet has IP source and
deétination address fields (among other things). The packet is encapsulated e.g.
wrapped inside a tunnel, and the resulting.packet is secured. The secured packet has
a new outer IP header, which contains another set of IP source and destination
addresses (in the outer header — the inner header is untouched), i.e. there are two
outer addresses (source and destination) and two inner addresses. The processed
packet has a unique identity, the IPsec SPI value(s).

An essential idea of the invention is to use the standard protocol (IPSec) between the
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intermediate computer and the second computer and an “enhanced IPSec protocol”

between the first computer and the intermediate computer. IPsec-protected packets

are translated by the intermediate computer, without undoing the iIPsec processing.

This avoids both the overhead.of double tunneling, and the security problem involved

in using separate tunnels.

The translation is performed e.g. by means of a translation table stored at the
intermediate computer. The outer IP header address fields and/or the SPl-values are
changed by the intermediate computer so that the message can be forwarded to the

second computer.

By modifying the translation table and parameters associated to a given transiation
table entry, the properties of the connection between the first and the intermediate
computers can be changed without establishing a new IPsec connection, or involving

the second computer in any way.

One example of a change in the SA between the first computer and the intermediate
computer is_the change of addresses for enabling mobility. This.can be accomplished
in the invention simply by modifying the translation table entry address fields. Signaling
messages.may.be used to request such a change. Such signalling messages may be
authenticated and/or encrypted, or sent in plaintext. One method of doing
authentication and/or encryption .is to use an IPsec connection between the first
computer and the intermediate computer. The second computer is unaware of this
IPsec connection, and does .not need to participate in the signalling protocol in any
way. Several other methods of signalling exist, for instance, the IKE key exchange
protocol may be extended to carry such signalling messages.

In the signalling, e.g. a registration request is sent from the first computer to the
intermediate computer which causes the intermediate computer to modify the
addresses in the mapping table and thus, the intermediate computer can identify the
mobile next time a message is sent. Preferably, as a result of a registration request, a
reply registration is sent from the intermediate computer back to the first computer.
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Other examples of possible modifications to the SA - or in general, the packet
processing behaviour - between the first computer and the intermediate computer are

the following.

One example is the first computer and the intermediate computer perform some sort of
retransmission protocol that ensures that the IPSec protected packets are not dropped
in the route between the first and the intermediate computer. This may have useful
applications when the first computer is connected using a network access method that
has a high packet drop rate - for instance, GPRS.

Such a protocol can be easily based on e.g. IPsec sequence number field and the
replay protection window, which provide a way to detect that packet(s) have been lost.
When a receiving host detects missing packets, it can send a request message for
those particular packets. The request can of course be piggy-backed on an existing
data packet that is being sent to the other host. Another method of doing the
retransmissions may be based on using an extra protoco! inside which the IPSec
packets ére wrapped for transmission between the first and intermediate computer. In
any case, the second computer remains unaware of such a retransmission protocol

Another example is performing a Network Address Translation (NAT) traversal
encapsulation between the first and the intermediate computer. This method could be
based on e.g. using UDP encapsulation for transmission of packets between the first
and the intermediate computer. The second computer remains unaware about this
processing and does not even need to support NAT traversal at all. This is beneficial
because there are several existing IPSec products that have no support for NAT
traversal.

The system of the invention is a telecommunication network for secure forwarding of
messages and comprises at least a first computer, a second computer and an
intefn"uediate computer. It is characterized in that the first and the second computers
have means to perform IPSec processing, and the intermediate computer have means
to perform IPSec translation and possibly key exchange protocol, such as IKE,
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translation, preferably by means of mapping tables. The intermediate computer may
perform IPSec processing related to other features, such as mobility signalling
described above or other enhancements.

The IPSec translation method is independent of the key exchange transiation method.
Also.manual keying can be used instead of automatic keying. If automatic keying is
used, any key exchange protocol can be modified for that purpose; however, the idea
is to kéep the second computer unaware of the interplay of the first and the

intermediate computer.

An automatic key exchange protocol may be used in the invention in several ways.
The essential idea is that the second computer sees a standard key exchange protocol
run, whilé the first and the intermediate computer perform a modified key exchange.
The modified key exchange protocol used between the first and the .intermediate
computer ensures that the IPsec translation table and other parameters required by
the invention are set up as a side-effect of the key exchange protocol. One such
modified protocol is presented in the application for the IKE key exchange protocol.

Each translation table consists of entries that are divided into two partitions. The first
partition contains information fields related to the connection between the first
computer and the intermediate computer, while the second partition contains
information fields related to the connection between the intermediate computer and the
second computer.

The translation occurs by identifying the translation table entry by comparing against
one partition, and mapping into the other. For traffic that.is flowing from the first
computer towards the second computer, through the intermediate computer, the entry
is found by comparing the received packet against entries in the first partition, and then
translating said fields using information found in the second partition of the same entry.
For traffic flowing in the opposite direction, the second partition is used for finding the
prdper translation table entry, and the first partition for translating the packet fields.
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The IPSec translation table partitions consist of the following information: the IP local
address and the IP remote address (.tunnel endpoint addresses) and SPIs for. sending
and receiving data.

As mentioned, a translation table entry consists of two such partitions, one for
communication between first computer and the intermediate computer, and another for
communication between the intermediate computer and the second computer.

The invention described solves the aboyve problems of prior art. The solution is based
on giving the first computer, e.g. if it is mobile, an appearance of a standard computer
for the s_eco_nd computer. Thus, the second computer will believe it is talking to a
standard IPSec host, while the intermediate computer and the second computer will
work together using a modified _protocol, for instance a slightly modified IPSec and IKE
that help's to accomplish this goal. There are, however, several other control protocols
that could conceivably be used between the first and the intermediate computer.

In the following, the invention is described more in detail by using figures by means of
some embodiment examples to carry out the .invention. The invention is not restricted
to the details of the figures and accompanying text, or any existing protocols, such as
the cumrently. standardised IPSec or IKE.

Especially, the invention can be concerned with other kinds of telecommunication
networks wherein the method of the invention can be applied than that of the figures.
FIGURES

Figure 1 illustrates an example of a telecommunication network of the invention.

Figure 2 describes generally an example of the method of the invention.

Figure 3 illustrates an example of an IPSec translation table used by the intermediate
computer to change the outer IP address and. SPI value.
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Figure 4 describes a detailed example of how the SA is formed in the invention.

Figure 5 illustrates an example of translation tables for the modified key exchange of

the invention.

Figure 6 shows a mapping table for identification values of the user Security Gateway
(SGW) addresses.

DETAILED DESCRIPTION OF THE INVENTION

An example of a telecommunication network of the invention is illustrated in figure 1,
comprisil'wg a first computer, here a client computer 1 served by an intermediate
computer, here as a server.2, and a host computer 4, that.is served by the second
computer, here a security gateway (SGW) 3. The security gateway supports the
standard IPSec protocol and optionally the IKE key exchange protocol. The client
computer and the server computer support a modified IPSec and IKE protocol.

The invention is not restricted to the topology of figure 1. In other embodiments, the
first computer may e.g. be a router; or there might e.g. not be a host behind the second
computer (in which case the first and the second computer are talking to each other
directly),'etc.

The IPSec translations taking place in the scenario of Figures 1, 2, and 3 are
discussed first. The IPSec connections (such as SAs) in the scenario may be
established manually, or using some key exchange protocol, such as the Internet Key
Exchange (IKE). To illustrate how a key exchange protocol would be used in the
scenario of figure 1, a modified IKE protocol based on IKE translation is also presented
later.

In the invention, an IPSec connection is shared by the first computer and the second
computer, while the intermediate. computer. holds. information. required to perform
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address and IPSec SPI translations for the packets. These translations accomplish
the effect of “double tunnelling” (described in the technical background section), but
with the method of the invention the confidentiality of the packets is not compromised,
while simultaneously having no extra overhead when compared to standard IPSec.
The intermediate computer does not know the cryptographic keys used to encrypt
and/or authenticate the packets, and can thus not reveal their contents.

The advantage of the invention is that the logical IPSec connection shared by the first
and the second computer can be enhanced by the first and the intermediate computer
without involvement of the .second computer. In particular the so-called “ingress
filtering” performed by some routers does not pose any problems when translations of
addresses are used. In the example presented, each host also manages its own
IPSec SPI space independently.

In the example of figure 1, an IPSec connection is formed between the client computer
1 (the first computer) and the security gateway 3 (the second. computer). To create an
IPSec tunnel, a SA (or usually a SA bundle) is formed between the respective
computers with a preceding key exchange. The key exchange between the first and
the second computer can take place manually or it can be performed with an automatic
key exchange protoco! such as the IKE protocol. For performing said key exchange, a
standard IKE protocol is used between the server 2 and the security gateway 3, and a
modified IKE protocol is used between the client computer 1 and the server 2. An
example'of a modified IKE protocol that can be used in the invention is described in
connection with figure 4.

Messages to be sent to the host terminal 4 from the client computer 1 are first sent to
the server 2, wherein an IPSec translation and. an IKE translation takes place. After
that the message can be sent to the security gateway 3, which sends the message
further in plain text to the host terminal 4.

The method of the invention, wherein messages in packet form are sent by routing to
the end destination, is generally described in connection with figure 2. It is assumed in
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the following description that the IPSec connection between the first and second
computer already is formed. The IPSec connection can be set up manually or
automatically by e.g. an IKE exchange protocol which is described later.

Figure 2 illustrates the sequence of events that take place when the first computer,
corresponding to the mobile terminal in figure 1, sends a packet to a destination host,
labelled X in the figure, and when the host X sends a packet to the mobile terminal.

IP packets consist of different parts, such as a data payload and protocol headers. The
protocol headers in turn consist of fields.

In step 1 of figure 2, the first computer, e.g. a mobile. terminal, forms an IP packet that
is to be sent to host X. Typically, this packet is created by an application running on the
mobile terminal. The IP packet source address is the address of the mobile terminal,
while the destination address is host X.

The packet is processed using an IPSec tunnel mode SA, which encapsulates the IP
packet sécurely. The example assumes that IPSec encryption and/or authentication of
ESP type is used for processing the_packet, although the invention is not limited to the
use of only ESP; instead, an arbitrary IPsec connection may be used.

In said processing, a new IP header is constructed for the packet, with so-called outer
IP addresses. The outer source address of the packet can be the same as the inner IP
address - i.e., the address of the mobile termina!l — but can be different, if the mobile
terminal is visiting a network. The outer source address corresponds to the care-of
address obtained by the mobile terminal from the visited network, in this case.. The
outer destination address is the address of the intermediate computer. In addition to
the new IP header, an ESP header is added, when using IPSec ESP mode. The SPI
field of the ESP header added by the IPSec processing are set to the SPi value that
the intermediate computer uses for receiving packets from the mobile terminal. In
general, there may be more than one SPI field in a packet.
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The processing of packets in the intermediate computer is based on a translation table
i.e. an IPSec translation table shown in figure 3. The table has been divided into two
partitions. The left one, identified by the prefix “c-*, refers to the network connection
between the first computer (host 1 in figure 1) and the intermediate computer (host 2 in
figure 1). The right one, identified by the prefix “s-*, refers to the network connection
between the intermediate computer and the second computer (computer 3 in figure 1).
The postfix number (“-17, “-2”, or “-3”) identifies the host in question. Thus, the address
fields (“addr”) refer to outer addresses. of a packet, while the SPI fields (“SPI’) refer to

.the receiver of packets, which packets were sent with this SPI. Thus, “c-SPI-2" is the

SPI value used by host 2 (the intermediate computer) when receiving packets from
host 1 (the first computer), and the SPI-value “c-SPI-1" is the SPl-value with which the
first computer receives messages .and the SPl-value with which the intermediate
computer sends messages to the first computer and so on.

In terms of Figure 3, the outer source address would be “c-addr-1" (195.1.2.3), the
outer destination address "c-addr-2” (212.90.65.1), while the SP!I field would be "c-SPI-
2" (0x12341234). The notation OXNNNNNNNN . indicates .a .32-bit unsigned integer
value, encoded using a hexadecimal notation (base 16). The inner source address is
processed by IPSec in the first computer, and would typically be encrypted. .In this
example, the inner source address would be the static address of the mobile terminal,
e.g. 10.0.0.1.

When the intermediate computer receives the packet sent in step 1 described above, it
performs an address and SP! translation, ensuring that the security gateway (host 3 of
figure 1) can accept the packet. Most of the packet is secured using IPSec, and since
the intermediate computer does .not have the cryptographic keys to undo the IPSec
processing done by the mobile terminal, it cannot decrypt any encrypted portions of the
packet but is able to use the outer IP addresses and the incoming SPI value to
determine how to modify the outer address and the SPI to suite the second computer,
which is the next destination. SPI is now changed to 0x56785678 in the intermediate
computer and the address is changed to the address of the second computer. This is
done by means of the IPSec translation table of figure 3. .
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The first row of Figure 3 is a row that the intermediate computer has found that
matches the packet in the example, and thus the intermediate computer chooses it for
translation. The new outer source address s-addr-2 (212.90.65.1) is substituted for the
outer source address c-addr-1 (195.1.2.3), and the new outer destination address s-
addr-3 (103.6.5.4) is substituted for the outer destination address c-addr-2
(212.90.65.1). The new SPI value, s-SPI-3 (0x56785678), is substituted for the SPI
value c-SPI-2 (0x12341234). If more than one SPI values are used, all the SPI values
are substituted similarly. In the example, s-addr-2 and c-addr-2 happen to be the
same on both partitions of the table. This is not necessarily so but the intermediate
computer might use another address for sending.

In step 2 of figure 2, the translated packet is sent further to the second computer. The
inner IP packet has not been modified after that the first computer sent the packet.
The second computer processes the packet using standard IPSec algorithms. The
security gateway (the second computer) can e.g. decipher and/or check the
authenticity of the packet, then remove the IPSec tunnelling, and forward the original
packet towards the destination host, X. Thus, the entire original packet was unaffected
by the translation as the IP header, and thus the address fields, was covered by IPSec.

After uncovering the original packet from the IPsec tunnel, the second computer
makes a routing decision based on the IP header of the original packet. In the
example, the IP destination address is X (host X in Figure 2), and thus the second
computer delivers the packet either directly to X, or to the next hop router.

In step 3 of figure 2, the packet is sent from the second computer (corresponding to
SGW in figure 1) to host X, having now only the original source IP address 10.0.0.1
and the original destination IP address X in the IP header. Thus, in step 3, host X
receives the packet sent by the second computer. Usually, an application process
running on host X would generate some return traffic. This would cause an IP packet
to be generated and sent to the second computer.

If a packet is sent back fram. hast X to.the ficst. computer. (corresponding.to the..client.
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computer in figure 1), steps analogous to steps 1 - 3 are performed. The packet is thus
first sent to the second computer, with the source IP address being X and the
destination IP address being 10.0.0.1, in step 4. The generated packet is then received
by the second computer. The IPSec policy of the second computer requires that the
packet be IPSec-processed using a tunnel mode IPSec SA. This processing is similar
to the one in steps 1 and 2. A new, outer IP header is added to the packet in the
second computer, after which the resulting packet is secured using the IPSec SA. The
outer IP source address is set to s-addr-3 (103.6.5.4) while the outer IP destination
address is set to s-addr-2 (212.90.65.1).. The SPI field is set to s-SPI-2 (0xc1230012).
In step 5, the resulting packet is sent to the address indicated by the new outer IP
destination address, s-addr-2, the intermediate computer. The intermediate computer
receives the packet and performs a similar address and SPI translation.

The inner addresses are still the same, and are not modified by the intermediate
computer. Since the packet intended to be sent to the first computer, the new,
translated outer destination IP address indicate the address of the first computer.

The resulting packet is sent to the first computer in step 6.

As.,a result of step 6, the packet is received by.the. first computer. The IPSec
processing is undone, i.e. decryption and/or authentication is performed, and the
original packet is uncovered from the IPSec tunnel. The original packet is then
delivered to the application running on the first computer. In case the first computer
acts as a router, the packet may be delivered to a host in a subnet for which the first
computer acts as a router.

The first computer may be a mobile terminal, the outer address of which changes from
time to time. The translation table is then modified using some form .of signalling
messages, as described in the summary section. Upon receiving a request for
modifying a translation, the intermediate computer updates the related transiation table
eniry to match the new information supplied by the first computer. The operation of the
protocol then proceeds as discussed above.
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The above discussion is a limited example for illustration purposes. In other
embodiments e.g. mare than one SA for the connection — for instance, ESP followed
by AH, can be used. This introduces two SPI! values that must be translated. More
than two is also, of course, possible. Furthermore, the example was considered for
IPsec ESP only. The changes required for an embodiment in which AH (or ESP+AH)
is used, are discussed next.

Changes for using AH:

If the Authentication Header (AH) IPSec security transform is to be used, there are
more considerations than in the previous example. In particular, modifications of the
packet fields — even the outer IP header — are detected if AH is used. Thus, the
following nominal processing is required by the first computer. The second computer
performs standard IPSec processing also in this case.

In step 1, when sending a packet, the first computer must perform IPsec processing
using the SPI values and addresses used in the connection between the intermediate
computer and the second computer. For instance, the SPI value would be s-SPI-3, the
outer source address s-addr-2, and the outer destination address s-addr-3. The AH
integrity check value (ICV) must be computed using these values. ICV is a value,
which authenticates most of the fields of the packet. In practice, all fields that are
never modified by routers are authenticated.

After computing the AH integrity check value, the outer addresses and the SPI value
are replaced with the values used between the first computer and the intermediate
computer: c-addr-1 for the outer source address, c-addr-2 for the outer destination
address, and c-SPI-2 for the SPI.

In step 2, the intermediate computer performs the address and SPI translations as in
the example with ESP described above. The resulting packet is identical to the one
used by the first computer for the AH integrity check value calculation, except possibly
for fields not covered by. AH (such as.the Time-Ta-Live field, the header checksum,
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etc). Thus, the AH integrity check value is now correct.

in step 3, the second computer performs standard IPSec processing of AH. The
packet, which now is uncovered from the tunne! is sent to the host X. As in the
previous example, an application in host X usually generates a retum packet that is to
be sent to the first computer. This packet is sent to the second computer in step 4.

Upon receiving the packet, the processing of the second computer are the same as in
the example with ESP. The second computer computes an AH integrity check value of
the tunneled packet it is sending to the mobile terminal. The integrity check value is
computed against the outer source address of s-addr-3, outer destination address of s-
addr-2, and the SPI value of s-SPI-2.

In step 5, when the intermediate computer receives the packet, it performs ordinary
translation of the packet. The new outer source address is c-addr-2, the outer
destination address is c-addr-1, and the SPI value is ¢c-SPI-1. At this point the AH
integrity check value is incorrect, which was caused by the translations.

When the mobile terminal receives the packet, it performs a translation of the current
outer addresses and the SPI field for the original ones used by the second computer:
s-addr-3 for the outer source address, s-addr-2 for the outer destination address, and
s-SPI-2 for the SPI value. This reproduces the packet originally sent by the second
computer, except possibly for fields not covered by AH. This operation restores the
AH integrity check value to its original, correct value. The AH integrity check is then
performed against these fields.

Key exchange considerations

The above example discussed the “steady state” IPSec translations performed by the
intermediate computer. The IPSec SAs and the IPSec translation table entries may be
set up manually, or using some automated protocol, such as the Intemet Key
Exchange (IKE) protocol.
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Because the security gateway (the second computer) is a standard IPSec host, it
implements some standard key exchange protocol, such as IKE. The first computer
and the intermediate computer may use some modified version of IKE, or any other
suitable automatic key exchange protocol.

The key exchange must appear as a standard key exchange according to the key
exchange protocol supported by the security gateway (the second computer), such as
IKE. Also, the overall key exchange performed by the first, intermediate, and second
computer must establish not only cryptographic keys, but also the IPSec translation
table entries. The overall key exchange protocol shouid not reveal the IPSec
cryptographic keys to the intermediate computer to avoid even the potential for. security
problems. '

In the following, an example of a modified IKE protocol is presented to outline the
functionality of such a protocol in the context of the invention. The protocol provides
the functionality described above. In particular, the intermediate computer has no
knowledge of the IPSec cryptographic keys established. The protocol is presented on
a general level to simplify_the presentation.

The automatic IKE protocol is used. prior to .other. protocols to provide strongly
authenticated cryptographic session keys for the IPSec protocols ESP and AH. IKE
performs the following functions: (1) security policy negotiation (what algorithms shall
be used,.lifetimes etc.), (2) a Diffie-Hellman key exchange, and (3) strong user/host
authentication (usually using either RSA-based signatures or pre-shared authentication
keys). IKE is divided into two phases: phase 1 and phase 2. Phase 1 negotiates and
establishes cryptographic keys for internal use of the IKE protocol itself, and also
performs the strong user or host authentication. Phase 2 negotiates and establishes
cryptographic keys for IPSec. If IPSec tunnel mode. is used, phase 2 also negotiates
the kind of traffic that may be sent using the tunnel (so-called traffic selectors).

The IKE framework supports several “sub-protocols” for phase 1 and phase 2. The
required ones are “main mode” for phase. 1,.and “quick mode” for phase 2. These are
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used as illustrations, but the invention is not limited to these sub-protocols of IKE.

For the security gateway (second computer), the IKE session seems to be coming
from the address s-addr-2 in Figure 3. Since there may be any number of mobile
terminals served by the intermediate computer, the intermediate computer should
either (1) manage a pool of addresses to be used for the s-addr-2 translation table
address, thus providing each user with a separate “surrogate address®, or (2) use the
same address (or a limited set of addresses), and ensure that the mobile terminals are
identified using some other means than their IP address (IKE provides for such
identification types, so this is not a problem).

The modified IKE protocol specified is analogous to the IPSec transiation table
approach. However, instead of SPls, the so-called IKE cookies are used as translation
indices instead. IKE cookies are essentially IKE session identifiers, and are thus
analogous to the IPSec SPI values, which is another form of a session or context
identifier. There are two cookies: the initiator cookie, chosen by the host that initiates
the IKE session, and the responder cookie, chosen by the host that responds to a

session initiation.

The essential features of the protocol are (1) that it appears to be an entirely ordinary
IKE key exchange for the security gateway, (2) that the IPsec translation table entry is
formed by the intermediate computer during the execution of the protocol, (3) that the
first computer obtains all the necessary information for its packet processing, and (4)
that the intermediate computer does not obtain the IPsec cryptographic session keys.

The overall steps of the protocol are:

1. The first computer initiates the key exchange protocol by sending a message to
the intermediate computer. This message is essentially the IKE main mode
initiation message, with some modifications required for this application.

2. The intermediate computer determines which security gateway (second
computer) to forward this IKE session to, and also establishes a preliminary IKE
translation table entry based on the. infarmation.available from the message.. .
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3. The security gateway (the second computer) replies to the IKE main mode
initiation message.

4. The intermediate computer completes the IKE mapping based on the reply
message.

5. The maodified IKE protocol run continues through IKE main mode (the phase 1
exchange), which is followed by quick mode (the phase 2 exchange).
Extensions of standard IKE messages are used between the first computer and
the intermediate computer to accomplish the extra goals required by this

modified IKE protocol.

In figure 4, the IKE session is described message by message. The following text
indicates the contents of each message, and how they are processed by the various
hosts. There .are six main mode messages in the protocol, named mm1, mm2, ...,
mm6, and three quick mode messages, named gm1, gm2, and gm3.

Figure 5 illustrates the IKE translation table entry related to the modified IKE key
exchange being performed. The bolded entries in each step are added or changed in
that step as a resuit of the processing described in the text.

The IKE translation table partition for the connection between the first computer and
the intermediate computer is as follows (the field name in Figure 5 is given in
parentheses):

e Local and remote IP address (c-addr-1, c-addr-2)

o Initiator and responder cookie (c-icky, c-rcky)

¢ [KE identification of the first computer (c-userid, e.g. joe@netseal.com)

The IKE translation table partition for the. connection between the intermediate
computer and the second computer is as follows (the field name in Figure 5 is given in
parentheses):

e Local and remote IP address (s-addr-2, s-addr-3)

¢ |Initiator cookie and responder cookie (s-icky, s-rcky) ..
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In addition to these entries, other data may be kept by the intermediate computer

and/or the first computer.

The key exchange is initiated by generating an initiator cookie and sending a zero
responder cookie to the second computer. A responder cookie is generated in the
second computer and a mapping between IP addresses and IKE cookie values in the
intermediate computer is established. A translation table to modify IKE packets in flight
by modifying the external IP addresses and possibly IKE cookies of the IKE packets is

used.

Either the modified IKE protocol between the first computer and the intermediate
computer is modified such that the IKE keys are transmitted from the first computer to
the intermediate computer for decryption and modification of IKE packets or,
alternatively, the modified IKE protocol between the first computer and the
intermediate computer is modified such that the IKE keys are not transmitted from the
first computer to the intermediate computer for decryption and modification of IKE
packets, and the modification of IKE packets is done by the first computer with the
intermediate computer requesting such modifications. The latter alternative is
discussed in the example that follows, since it is more secure than the first altemative.

Extra information, such as user information and SPI change requests, to be sent
between the first and the intermediate computer, is sent by appending the extra
information to the standard IKE messages. The IKE standard has message encoding
rules that indicate a definite length, thus the added extra information can be separated
from the IKE message itself. The extra information fields are preferably encrypted and
authenticated, for instance by using a secret shared by the first computer and the
intermediate computer. The details of this process are not relevant to the invention.

The extra information slot in each IKE message is called the message “tail® in the
following.

IKE messages consists of an IKE header, which includes the cookie fields and
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message ID field, and of a list of payloads. A payload has a type, and associated

information.

Figure 4 considers an example of the routing of packets according to the invention
considering IPSec security association set-up for distribution of keys. As in the
foregoing figure 2, the session begins with sending a packet from the client (first
computer) to the server (intermediate computer).

The key exchange is initiated by the first computer. Thus, in step 1 of figure 4, the first
computer constructs mm1. The IP header of the message contains the following
values:

- IP source address: 195.1.2.3 (c-addr-1)

- |P destination address: 212.90.65.1 (c-addr-2)

The IKE header contains the following values (step 1 in Figure X):
- Initiator cookie: CKY1 (c-icky)
- Responder cookie: 0 (c-rcky)
- Message ID: O

The message contains the following payloads:

- A Security Association (SA) payload, which contains the IKE phase 1
security policy offers from the first computer.

- The message may contain additional payloads, such as Vendor
Identification (VID) payloads, certificate requests/responses, etc.

- A VID payload can be used to indicate that the first computer supports
the protocol described here.

The message tail contains the following information:

- User identification type and value — the c-userid field. These are used by
the intermediate computer to choose a security gateway to forward this
session to. The identification type may be any of the IKE types, but
additional types can be defined. An alternative to this field is to directly
indicate the security gateway for forwarding. There are other alternatives
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as well, but these are not essential to the invention.

In step 2, the mm1 is received by the intermediate computer. The intermediate
computer examines the message, and forms the preliminary IKE translation table
entry. Figure 5, step 1 illustrates the contents of this preliminary entry. The c-userid
field is sent in the mm1 tail.

The intermediate computer then determines which security gateway to forward this IKE
session to. The determination may be based on any available information, static
configuration, load balancing, or availability requirements. The presented, simple
method is to use the identification information in the mm1 tail to look up the first
matching identification type and value from a table. An example of such a table is

presented in Figure 6.

The identification mapping table of figure 6, is one method for choosing a security
gateway that matches the incoming mobile terminal. The identification table would in
this example be an ordered list of identification type/value entries, that match to a
given security gateway address. When the incoming mobile terminal identification
matches the identification in the table, the corresponding security gateway is used.
For instance, john.smith@netseal.com would match the first row of the table, i.e., the
security gateway 123.1.2.3, while joe@netseal.com matches the second row, i.e., the
security gateway 103.6.5.4. The identification types include any identification types
defined for the IKE protocol, and may contain other types as well, such as employee
numbers, etc.

Other methods of determining the security gateway to be used may be employed. One
such method is for the mobile terminal to directly indicate a given security gateway to
be used. The mobile terminal may also indicate a group of security gateways, one of
which is used. The exact details are not relevant to the invention.

In addition to determining the security gateway address, the intermediate computer

determines which address- it uses-for- communication- between-itself-and-the. second -
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corhputer. The same address as is used for the communication between the first and
the intermediate computer may be used, but a new address may also be used. The
address can be determined using a table similar to the one in Figure 6, or the table of
Figure 6 may be extended to include this address.

The intermediate computer then generates its own initiator cookie. This is done to keep
the two session identifier spaces entirely separate, although the same initiator cookie
may be passed as is.

After these determinations, the preliminary translation table entry is modified. Figure 5,
step 2 illustrates the contents of the entry at this point.

The original IP header fields are modified as follows (step 2 in Figure 4):
- IP source address: 212.90.65.1 (s-addr-2)
- IP destination address: 103.6.5.4 (s-addr-3)

The IKE header is modified as follows:
- Initiator cookie: CKY2 (s-icky)
- Responder cookie: 0 (s-cky)
- Message ID: 0

The message tail is removed. The VID payload that identifies support for this modified
protocol is also removed. The mma1 is then forwarded to the second computer.

In step 3, the second computer responds with mm2. The IP header of the message
contains the following values (step 3 in Figure 4):

- IP source address: 103.6.5.4 (s-addr-3)

- IP destination address: 212.90.65.1 (s-addr-2)

The IKE header contains the following values:

- Initiator cookie: CKY2 (s-icky)
- Responder cookie: CKY3 (s-rcky)
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- Message ID: 0

The message contains the following payloads:

- Security Association (SA) payload. This is a reply to the offer by the first
computer, and indicates which security configuration is acceptable for the
second computer (this scenario assumes success, so the case of an
error reply is not considered).

- Possibly optional IKE payloads, such as VID payloads, certificate

requests/replies, etc.
There is no message tail.

In step 4, the mm2 is received by the intermediate computer. The intermediate
computer updates its IKE translation table based on the received message. Step 3 in
Figure 5 illustrates the contents of the translation table entry at this point.

The intermediate computer generates its own responder cookie, CKY4, and updates
the translation table yet again. Step 4 in Figure 5 illustrates the entry at this point.
After this step, the translation table entry is complete, and the address and cookie
translations are performed as in steps 1 - 4 for the following messages.

The translated message contains the following IP header fields (Figure 4, step 4)
- IP source address: 212.90.65.1 (c-addr-2)
- IP destination address: 195.1.2.3 (c-addr-1)

The translated IKE header contains the following fields:
- Initiator cookie: CKY1 (c-icky)
- Responder cookie: CKY4 (c-rcky)

The message contains the following payloads:

- The SA payload sent by the second computer.
- Any optional payloads sent by the second computer.
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- A VID payload may be added to indicate support of this modified protocol
to the first computer.

A message tail is added, and contains the following information:
- Address and/or identification information of the chosen security gateway
(the second computer). This information can be used by the client to
choose proper authentication information, such as RSA keys.

The message is then forwarded to the first computer.

In step 5, the first computer constructs mm3. The message contains the following
payloads:
- A Key Exchange (KE) payload, that contains Diffie-Hellman key
exchange data of the first computer.
- A Nonce (NONCE) payload, that contains a random number chosen by
the first computer.
- Possibly optional IKE payloads.

The message is sent to the intermediate computer.

In step 6, the mm3 is forwarded to the second computer. The contents of the
message are not changed, only the IP header addresses and the IKE cookies, in the
manner described in steps 1 - 4.

In step 7, the second computer receives mm3 and responds with mm4. The message
contains the following payloads: |
- A Key Exchange (KE) payload, that contains Diffie-Hellman key
exchange data of the second computer.
- A Nonce (NONCE) payload, that contains a random number chosen by
the second computer.
- Possibly optional IKE payloads.
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In step 8, the mmd4 is forwarded to the first computer.

In step 9, the first computer constructs mm5, which is the first encrypted message in
the session. All subsequent messages are encrypted using the IKE session keys
established from the previous Diffie-Hellman key exchange (the messages mm3 and
mm4) by means of hash operations, as described in the IKE specification. Note that
the intermediate computer does not possess these keys, and can thus not examine the
contents of any subsequent IKE messages. In fact, the intermediate computer has no
advantage compared to a hostile attacker if it attempts to decipher the IKE traffic.
Instead, the intermediate computer indirectly modifies some fields in the IKE messages
by sending a modification request in the IKE message tail to the first computer, which
does the requested modifications before IKE encryption processing.

The message contains the following payloads:

- An Ildentification (ID) payload, that identifies the first computer to the
second computer. This identification may be the same as the
identification sent in the mm1 tail, but may differ from that. These two
identifications serve different purposes: the mma1 tail identification (c-
userid) is used to select a security gateway for IKE session forwarding
(the second computer), while the ID payload in this message is used by
the second computer for IKE authentication purposes, for instance, to
select proper RSA authentication keys.

- A Signature (SIG) or Hash (HASH) payload, that serves as an
authenticator. A signature payload is used if RSA- or DSS-based
authentication is used, while a hash payload is used for pre-shared key
authentication. There are other authentication methods in IKE, and IKE
can also be extended with new authentication methods. These are not
essential to the invention, and the following text assumes RSA
authentication (i.e., use of the signature payload).

- Possibly optional IKE payloads.

The message tail contains the following infarmation:
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- The SPI value that the first computer wants to use for receiving IPsec-
protected messages from the intermediate computer, i.e., the c-SPi-1
value of the IPsec translation table in Figure 3. More than one SPI value
could be transmitted here, but for simplicity, the following discussion
assumes that only a single SPI is necessary (i.e. only one SA is applied
for IPsec traffic processing). Extending the scheme to multiple SPIs is
straightforward.

In step 10, the mmS is forwarded to the second computer.

The intermediate computer removes the message tail, and performs the IKE
translation discussed previously, and then forwards the message to the second

computer.

In step 11, the second computer receives the mmS$ message, and authenticates the
user (or the host, depending on what identification type is used). Assuming that the
authentication succeeds, the second computer proceeds to authenticate itself to the
first computer.

The mme6 message contains the following payloads:
- An Identiﬁcafion (ID) payload, that identifies the second computer to the
first computer.
- A Signature (SIG) payload (here RSA authentication is assumed).
- Possibly optional IKE payloads.

In step 12, the mm6 is received by the intermediate computer. The intermediate
computer does not change the message itself, but adds a tail with the following
information:

- The SPI value that the intermediate computer wants the first computer to
offer to the second computer in the qm1 message. Since the
intermediate computer cannot access the contents of the IKE messages,
this modification request is made using the message tail (see.the
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discussion of step 9). The SPI value sent matches the s-SPI-2 field of
the IPsec translation table of Figure 3.

The SPI value that the intermediate computer wants the first computer to
use for messages sent to itself. This matches the ¢-SPI-2 field of the
IPsec translation table of Figure 3.

The resulting message is forwarded to the first computer.

in step 13, the first computer constructs qm1, which contains the following IKE

payloads:

A Hash (HASH) payload, that serves as an authenticator of the message.
A Security Association (SA) payload, which contains the IKE phase 2
security policy offers from the first computer, i.e., the IPsec security
policy offers. The SA payload contains the SPI value assigned to the first
computer in the mme6 message, i.e., s-SPI-2 in Figure 3.

Optionally, a Key Exchange (KE) payload, if a new Diffie-Hellman key
exchange is to be performed in phase 2 (this depends on the contents of
the SA payload).

A Nonce (NONCE) payload, which contains a random value chosen by
the first computer.

Optionally, two Identification (ID) payloads that indicate the IPsec traffic
selectors that the first computer proposes for an IPsec tunnel mode SA.
If IPsec transport mode is used, these are not necessary, but they may
still be used. They may also be omitted if IPsec tunnel mode is used.

The IKE header is the same as previously, except that the Message ID field now
contains a non-zero 32-bit value, that serves as a phase 2 session identifier. This

identifier remains constant for the entire quick mode exchange.

The message is sent to the intermediate computer.

In step 14, the intermediate computer forwards the qm1 message to the second
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computer.

In step 15, the second computer inspects the security policy offers and other
information contained in the qm1 message, and determines which security policy offer
matches its own security policy (the case when no security policies match results in an

error notification message).

The second computer responds with qm2 message, that contains the following
payloads:
- A Hash (HASH) payload, that serves as an authenticator of the message.
- A Security Association (SA) payload, which indicates the security policy
offer chosen by the second computer. The message also contains the
SPI value that the second computer wants to use when receiving IPsec-
protected messages. The SP! value matches s-SPI-3 of the IPsec
translation table in Figure 3.
- Optionally, a Key Exchange (KE) payload, if a new Diffie-Hellman key
exchange is to be performed in phase 2.
- A Nonce (NONCE) payload, which contains a random value chosen by
the second computer.
- If Identification (ID) payloads were sent by the first computer, the second
computer also sends Identification _payloads.
In step 16, the intermediate computer forwards the qm2 message to the first computer.

In step 17, the first computer constructs qm3 message, which contains.the following
payloads:
- A Hash (HASH) payload, that serves as an authenticator of the message.

The following information is sent in the message tail:

- The SPI value sent by the second computer in the qm2 message. This
is sent here, because the intermediate computer cannot decrypt the qm2
message and look up the SPI from there. The SPI value matches s-SPI-
3 of the IPsec translation table. in Figure 3.
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In step 18, the intermediate computer receives the qm3 and reads the s-SPI-3 value
from the message tail. All the information required to construct the IPsec translation
table entry is now gathered, and the entry can be added to the transiation table. In
particular, the information fields are as follows:
- c-addr-1: same as c-addr-1 of the IKE session (195.1.2.3).
- c-addr-2: same as c-addr-2 of the IKE session (212.90.65.1).
- ¢-SPI-1: received in the mm5 message tail from the first computer.
- ¢-SPI-2: chosen by the intermediate computer, sent to the first computer
in the mme6 message tail.
- s-addr-2: same as s-addr-2 of the IKE session (212.90.65.1 in this
example, may be different than c-addr-2). .
- s-addr-3: same as s-addr-3 of the IKE session (103.6.5.4).
- s-SPI-2: chosen by the intermediate computer, sent to the first computer
in mm6 message tail.
- s-SPI-3: sent by the second computer in qm2 to the first computer, which
sends it to the intermediate computer in gqm3 message tail.

The intermediate computer forwards the gqm3 message to the second computer, which
completes the IKE key exchange, and the IPsec translation table set up.

The [IPsec cryptographic keys established using the modified IKE key exchange
presented above are either derived from the Diffie-Hellman key exchange performed in
IKE main mode, or from the (optional) Diffie-Hellman key exchange performed in quick
mode. In both cases, the intermediate computer has no access to the shared secret
established using the Diffie-Hellman algorithm. In fact, the intermediate computer has
no advantage when compared to a random, hostile attacker.

The above presentation was simplified and exemplified to increase clarity of the
presentation. There are several issues not discussed, but these issues are not

essential to the invention.

Some of these issues are the. fallawing:
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- The phase 1 used main mode. Any other IKE phase 1 exchange can be
used; this changes the details of the protocol but not the essential ideas.

- There are other approaches than the one presented here. One approach
is for the first computer to reveal the IKE keys to the intermediate
computer, so that the second computer is able to modify the required

- fields of the message (namely, SPI values). ‘

- The discussion assumes that the first computer initiates the IKE
exchange. The opposite direction is possible, too, but requires more
considerations.

- The commit bit feature of IKE is not used. Adding that is simple.

- Security gateway selection is based on a table lookup indexed by an
identification type/value pair sent by the first computer. Other
mechanisms are easy to implement.

- The discussion assumes a successful IKE key exchange. Error cases
are easy to handie.

- Phase 1 policy lookup (when processing mm1 and mm2 messages) is
not based on the identity of the IKE counterpart. This is not a major
issue, since the phase 1 security policy can be independent of the
counterpart without limiting usability.

- Phase 1 is a pre-requisite for executing the protocol in the example. This
can be easily changed by moving some of the “tail’ items to phase 2.

- The protocol establishes a pair of SAs, one for each direction, and
manages the SPI value modifications of these SAs. It is easy to extend
this to cover SA bundles with more than one SA, i.e., SAs applied in
sequence (ESP followed by AH, for instance). This requires more than

- one SPI for each direction, but is easy to add to the protocol described.

The invention is not concerned with the details of the key exchange protocol. The
presented outline for one such protocol is given as an example, several other
alternatives exist. The invention is also not concerned with the IKE key exchange
protocol: other key exchange protocols exist, and similar ideas can be applied in using
them in the_cantext of the invention.
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1. Method for secure forwarding of a message from a first computer to a
second computer via an mtermedlete computer ina te)ecommummtlon network
5 characterlzed by .
a) forming a message in the first computer" orina co_mputer that is served by the
first computer, and in the latter case sending the message to the first computer,
b) in the first oompufer forming a secure’rnessege by giving the message a unique
ndentlty and a destmation address,
10 - c) sending the secure message from the first computer: to the mtermedlate
| _ computer . .
d) using said destination address and the unigue identity to find an address to the
sacond computer, ) ' S
) e) substltutmg the current destination: address with the found address to the second
- 15 computer, . '
f) substituting the unlque ldenmy wnth another umque identity,

g) forwarding the secure message with substituted current destination address and
substituted unique identity to the second computer '

20 2. Methodofclaim1,characterizedinthat the secure message is formed in
step b) by using an IPSec connection between the first- computer and the second
computer formed for this purpose |n the method

3. Method ofclaim1,characterize d in that the secure forwarding of the
"25 ~ message is performed by making use of the SSL or TLS protocols.

4. Msthod of claim2, characterized in that a preceding distribution of keys to
_ the components for forming the IPSec connection is performed manually.

30 5, Methodofclaim2, characterize din thata preceding distribution of keys for
forming the IPSec connection is performed by an automated key exchange

pratocol.

BEST AVAILABLE coryY
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. Method of claim §, charac terize din that the automated key exchange .
-protocol used for the preceding dlstnbutnon of keys for forming the P Sec

connection :s performed by means of a modified IKE key exchange protocol
between the ﬁrst computer and -the intermediate computer and by means of a

. standard {KE key exchange protocol between the intermediate c_omputer and the

second cornputer

Method of any of claims 2, 5 or 6, characterizedinthatthe messags that is.
sent from the first computer m step c) is a packet and contains message- data, an
inner IP header containing the actual sender and receiver addresses, an outer 1P

" header containing the addresses of the first computer and the intermediate

computer, the unique identity, and other security parameters.

Method of any of claims 2,50r8, c h aracterize d. in that that the IPSec

. connection is one or more security associations (SA) and the unique identity is one

or more SPI values and the other security parameters inciude one or more
sequence numbers. * ) ‘ '

Method of any of claims 1 -8, characterize d in that the matching in step d)

_ is performed by using a translation table stored at the intermediate computer.

10. I_Vletnod ofanyofclaims 1-9, characterizedin that both the addrese and

the SPl-value are changed Aby the intermediate computer in steps e) respective f).

11.Method of any of claims 1 - 10, bharacterizedinthattheﬁrstcomputerisa

mobile terminal, whereby the mobility is enabled by modifying the translatnon table
at the intermediate computer

12.Method of claim 1 1,.c haracterize din that said modification of the translation

tables is performed by sending a request for registration of the new address from
the first computer to the intermediate computer.

BEST AVAILABLE ceoryY

gy i v’\"-' R T T o
:\;x. .‘.,.,‘.', K TN S R e T



17. Mar G4w17:02

10

15

20

25

30

cm"\‘ﬁ —— 2201 I IAAA 2 e em

.Innopétlﬂa +358 9 2517 5378

41
13. Method of claim 12, characterizadinthat a reply to said- request for-

' registration is sent from the intermediate computer to the first computer.

14.Method of claim.12 or 13, characterize dinthat the request for registration
“and/or reply is authenticated and/or enerypted by IPSec. ' '

'15.Method of any of claims 4 -14,characteri z e d in that the key distribution for
the secure connections is ‘established by establzshmg an IKE protocol translation - 4

table, and using the translation table to modify IP addresses and cookie values of
'IKE packets in the intermediate computer.

16.Method of claim 15, c haracterizedin that the key exchange distribution is

established by

generating an mmator cookxe and sending a zero responder cookie to the second
computer,

generatmg a responder coakie in the second computer,

estabhshmg a mapping between IP addresses and IKE cookie values in the
intermediate computer, .

using the translation table to modify IKE packets in ﬂlght by modifying the external
P addresses and possibly IKE cookies of the IKE packets.

17.Method of claim 15 or 16, characteriz e d in that the modified IKE protocol -
between the first computer and -the intermediate computer is modified by '

transmitting the IKE keys from the first compulter to the intermediate computer in
order to decrypt and modificate IKE packets.

18. Method-of claim 150r 16, characterizedin thatin the modified IKE protocol
between the first computer and the intermediate computer the modification of the
IKE packets is done by the first computer with the intermediate computer
requesting such maodifications.
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-19. Method of clanm 17,character | zedjn that ihe address is defined so that the

first computer is identified for the second computer by the mtermedlate computer by
means of an IP address taken from a pool of user IP addresses when forming the
translation table.

20.Method of any of claims 1 -18, ¢ haracter izedin that the secure message is
sent using IPSec transport mode.

‘ 21. Method of any of claims 1 -19, ¢ haracterize d in that the secure message is

30

. sent using IPSec tunnel mods.

22, Telecommumcatlon network for secure forwardlng of messages, comprising at least
a first computer, a second computer and an mtermedlate computer,
characterized inthat . .
the first and the second computers have means to perform IPSec processing, and
the intermediate computer have translaﬂon tables to perform IPSec and IKE
transtation. |

23. Network of claim 22 chara ct erized |n that the translation table for IPSec-

translation comprises IP addresses of the intermediate computer to be matched
with IP addresses of the second computer.

24. Network ofclam22, chara cterized inthat the translation tables for IKE
translation consists of two partitions, one for the commumcahon between the first
computer and the intermediate computer and another for the communication
between the lntermedlate computer and the second computer.

o5.Network of claim 24, characte rized inthat both partitions of the mapping
table for IKE translation contains translation fields for a source [P address, a
destination IP address, initiator and responder cookies between raspective
coh‘tputers.
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26.Network of any. of claims 22 - 25, c haracterized inthat there is another

translation table for IKE translation containing fields for matching a given user to a
given second computer.
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0554



&

g\
(S

D O O O O

WO 03/063443--A1

Rec’d PCT/PTO 08 JUL 2004

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organizatio
International Bureau .

(43) International Publication Date
31 July 2003 (31.07.2003)

10/500930
000 0 0 0 O

" (10) International Publication Number

WO 03/063443 Al

(51) International Patent Classification”: HO04L 29/06,
HO04Q 7/38
(21) International Application Number:  PCT/FI03/00045

(22) International Filing Date: 21 January 2003 (21.01.2003)

(25) Filing Language: English

(26) Publication Language: English
(30) Priority Data:

20020112 22 January 2002 (22.01.2002) FI

(71) Applicant (for all designated States except US): IN-
TRASECURE NETWORKS OY (FI/FI]; PL 38,
FIN-02201 Espoo (FI).

(72) }nventors; and

(75) Inventors/Applicants (for US only): VAARALA, Sami
[FI/FI]; Neljas Linja 22 A, FIN-00530 Helsinki (FI).
NUOPPONEN, Antti [FI/FI]; Kaksoiskiventie 7-9 A 1,
FIN-02760 Espoo (FI).

Agent: INNOPAT LTD; P.O. Bex 556, FIN-02151 Espoo
(FD).

Designated States (national): AE, AG, AL, AM, AT, AU,
AZ, BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU,
CZ, DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH,
GM, HR, HU, ID, IL, IN, IS, JP, KE, KG, KP,KR, KZ, LC,
LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW,
MX, MZ, NO, NZ, OM, PH, PL, PT, RO, RU, SC, SD, SE,
SG, SK, SL, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ,
VC, VN, YU, ZA, ZM, ZW.

(84) Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),
Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FL, FR, GB, GR, HU, IE, IT, LU, MC, NL, PT, SE, S],
SK, TR), OAPI patent (BF, BJ, CF, CG, CI, CM, GA, GN,
GQ, GW, ML, MR, NE, SN, TD, TG).

Published:

with international search report

before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments

[Continued on next page]

(54) Title: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION

IPsec transiation

IKE translation

2 3
N Sta -
‘Z!‘r | Standard IPsec
T >l .
Standard IKE
Enh g (optional)
IPns eince Plaintext packets
4
1
\ Modified IKE

protocol (optional)

(57) Abstract: The method and system of the invention enable secure forwarding of a message from a first computer to a second
computer via an intermediate computer in a telecommunication network. It is mainly characterized in that a message is formed in the
first computer or in a computer that is served by the first computer, and in the latter case, sending the message to the first computer. In
the first computer, a secure message is then formed by giving the message a unique identity and a destination address. The message
is sent from the first computer to the intermediate computer, whereafter said destination address and the unique identity are used to
find an address to the second computer. The current destination address is substituted with the found address to the second computer,
and the unique identity is substituted with another unique identity. Then the message is forwarded to the second computer.

0555



Rec'd PCT/PTO 08 JUL 2004

WO 03/063443

/

14
s)oxoed xajule|d

l Ol

(jeuondo) j00030.d

NI P3YIPON
(leuondo)
M| PJepuels =
PR vl.\.m
4 5954] piepuels H\X

uone|sues il
uolje|suel) 99sd|

\

|

298d|
pasoueyul

0556



Rec'd PCT/P;TQF 0 3;:2 UL 2004
{675060930

2 /6

HOST X

FIG. 2

Intermediate comp. Second computer

First computer
1

05657



Rec’d PCT/PTO, 08 JUL 2004

WO 03/063443

-
Y -
(@ )
(@)
-
(Tg)
Y »
=) ¢ 'Old
-y
w
—
™
8/9G68/96X0 | CL00€CLX0 | ¥'G'9°E0L | L'S9°06°¢Cle yECLYECLIX0 | LO000008X0 | L'69°06°CLlC | €2 L'G61
€-1dS-S C-idS-S | €-ippe-s ¢-ippe-s 1dS-0 b-IdS-0 ¢-4ppe-0 | |-ippe-d

0558



Rec’d PCT/PTO 08 JUL 2004

WO 03/063443 1PCTIF 103/00045

0/500930

Intermediate comp. Second computer

L . 7'y A A A
1K) o~ ol < | w © <
v v v MK Al \
0 3 $ X O
Li.
S
S
>
o
£
o
8'- | O | o N ™M O]~
17,3 «— | -] —
= \ 4 Y \ 4 A 4
(N

0559



Rec’d PCT/PTO 08 JUL 2004

PCT/FI03/00045

18/500954

WO 03/063443

G Old
D £AND 0 BU| AW
MO CAAD CAND B/u AYol-s
¥'G'9ell y'S'9't0l $'5'9°€0L B/u | g-ippe-s
1'G9'06¢ClLe 1'69°06°CLC 1'69°08°CLC B/u | ¢Z-ippe-s
woo'jeasjpueol | woo’|essjaueo! Eoo._m.mﬂm:@mo_ woojeasjau@aol | puesn-d
PAND 0 0 0 A0s-0
LAAD LAAD LAAD LAMD AYo1-0
1'69'06'ClC 1'69°06'¢ClC 1'69°06°CLC 1'§9°06'CLC | C-IPPE-D
€¢'1'G6L £¢1g6l £€CLG6l €TL's6L | |-JppE-D
. Ploy
¢ abejg ¢ abejg Z abeyg buiddeyy

} obeyg

0560



WO 03/063443

Rec’d PCT/PTG 08 JUL 2004
107500950

Identification type

Identification value

SGW
address

User@Fully-Qualified-
Domain-Name

* smith@netseal.com

123.1.23

user@Fully-Qualified-

Domain-Name

*@netseal.com

103.6.5.4

Distinguished Name

“CN=Sami Vaarala,
DC=netseal, DC=com

122.43.2

Fully-Qualified-Domain-
Name

host4.roammate.com

123.3.21

Employee number and
company

“480170 / NetSeal
Technologies®

123.4.3.2

FIG. 6

0561



g

v e s @ Rec'd PdbTO 05 111 2004

COMBINED DECLARATION AND POWER OF ATTORNEY
FOR PATENT APPLICATION o
19450

0950

My residence, post office address and citizenship are as
stated below next to my name.

As a below named inventor, I hereby declare that:

I believe I an original, first and joint inventor of the
subject matter which is claimed and for which a patent is sought
on the invention entitled METHOD AND SYSTEM FOR SENDING A MESSAGE
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January 2003.
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I acknowledge the duty to disclose information that is
material to the patentability of this application in accordance
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a continuation-in-part application filed under the conditions
specified in 35 U.S.C. § 120 which discloses and claims subject
matter in addition to that disclosed in the prior copending
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international filing date of the continuation-in-part application.
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below any foreign application for patent or inventor's certificate
having a filing date before that of . the application on which
priority is claimed:

Prior Foreign Application(s) Priority
Claimed

20020112 Finland 22 Jan. 2002 (X] [ ]

(Number) (Country) (Day/Month/Year) Yes No

DECLARATION - PAGE 1 OF 3
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I hereby claim the benefit under Title 35, United States
Code, § 120 of any United States application(s) listed below and,
insofar as the subject matter of each of the claims of this
application is not disclosed 1in the prior United States
application in the manner provided by the first paragraph of Title
35, United States Code, § 112, I acknowledge the duty to disclose
material information as defined in Title 37, Code of Federal
Regulations, § 1.56(a) which occurred between the filing date of
the prior application and the national or PCT international filing
date of this application:

(not applicable) (n/a) (not applicable)
(Application Serial No.) (Filing Date) (Status: patented,
pending, abandoned)

The undersigned hereby authorizes Rolf Fasth, the U.S.
attorney named herein, to accept and follow instructions from
Innopat Ltd. as to any action to be taken in the Patent
and Trademark Office regarding this application without direct
communication between Rolf Fasth and the undersigned. In the
event of a change in the persons from whom instructions may be
taken, Rolf Fasth will be so notified by the undersigned.

I hereby appoint Rolf Fasth, Registration No. 36,999, to
prosecute this application, to file a corresponding international
application, and to transact all business 1in the Patent and
Trademark Office connected therewith.

Address all telephone calls to Rolf Fasth at telephone
number (602) 993-9099; fax number (602) 942-8364.

Address all correspondence to:

Rolf Fasth

FASTH LAW OFFICES
629 E. Boca Raton
Phoenix, AZ 85022

I hereby declare that all statements made herein of my own
knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements
were made with the knowledge that willful false statements and the
like so made are punishable by fine or imprisonment, or both,
under Section 1001 of Title 18 of the United States Code and that
such willful false statements may jeopardize the validity of the
application or any patent issued thereon.
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Full name of first joint inventor: Sami Vaarala

Inventor's signature

Date
Residence: Helsinki, Finland
Citizenship: Finland
Post Office address: Neljas Linja 22A
FIN-00530 Helsinki, Finland
Full name of second joint inventor: Antti Nuopponen
Inventor's signature
Date

Residence: Espoo, Finland
Citizenship: Finland

Post Office address: Kaksoiskiventie 7-9 Al
FIN-02760 Espoo, Finland
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re application of Art Unit
Ssami vaarala and Antti Nuopponen
Serial No.
Filed: Herewith

For: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURLE
CONNECTION .

Examiner:

Date: 8 July 2004

PRELIMINARY AMENDMENT

Commissioner for Patents
P.0. Box 1450
Alexandria, VA 22313-1450

. Preliminary to examination, please amend the above-
identified patent application as follows:

In the specification:
Please add the following paragraph at page 1, line 3
below the title:

--Prior Applications

This ig a US national phase patent application that
claims priority from PCT/FI03/00045, filed 21 January 2003,
that claims priority from Finnish Patent Application No.
20020112, filed 22 January 2002.--
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In the Claims:

Amend the claims as follows:

3.

(Currently amended) Methed A method for secure forwarding
of a message from a first .computer to a second computer via
an intermediate computer in a telecommunication network, e
b a—r—a—et o r-i-z—e-4—py comprising:

a) forming a message in the first computer or in a computer
that is served by the first computer, and in the latter
case sending the message to the first computer,

b) in the first computer, forming a secure message by giving
the message a unique identity and a destipation addréss,

c) sending the secure message from the first computer to the
intermediate computer,

d) using said destination address and the unique identity

to find an address to the second computer,

e) substituting the current destination address with the

found address to the second computer,

f) subsiituting the unique identity with another unique

icentity, and

g) forwarding the secure message with substituted current

destination address and substituted unique identity to the

second ¢omputer.

(Currently amended) Mothod—of elain 3¢ h a——r—a e+t e-r3
za-a—in that The method of c¢laim ] wherein the method
further comprises forming the secure message ig—formed in

step b) by using an IPSec connection between the first
computer and the second computer—£orned—forthis purpose—in
£he-methed.

(Currently amended) Mothod—of claim 1 —c h ar o e+t o0 3

BEST AVAILABLE COPY
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z—o—& 4in that The method of claim 1 wherein the method
further comprises performing a the secure forwarding of the
message is—performed by making use of thke—SSL or TLS
protocols. '

(Currently amended) Method—of-elaim 2+—e—h- a2 —te-—r—%
2 & A-3in that The method of claim 2 wherein the method

further comprises manually performing a preceding

distribution of keys to +he—components for forming the
IPSec connection—is—performedmanualtiy.

(Currently amended) Methed—eof¢laim—2,—e—h—a ¥ a oo = +
z—o -&—in—that The method of claim 2 wherein the method
fu-ther comprises vperforming a preceding distribution of
keys for forming the IPSec connection is--performed by an
automated key exchange protocol. :

. (Carrently amended) Method—of claim 5,~och a = ac—te—=23

e -3 in —+that The method of claim 5 wherein the method
further comprises performing the automated key excﬁange

protocol used for the preceding distribution of keys: for
forming the IP Sec connection isperformed by means of a
modified IKE key exchange protocol between the first
computer and the intermediate computer and by means pf a
standard IKE key exchange protocol between the intermediate
ccmputer and the second computer. :

. (Currently amended) Method of—any of—elaime—2—5—oor6s—c—h

ar a-et er i wo-din that The method of claim 2 wherein
the method further comprises_ sending the message that is

sent from the first computer in step c) #& as a packet and
that contains message data, an inner IP header containing
the actual sender and receiver addresses, an outefr IP
header containing the addresses of the first computer and
the intermediate computer, the unique identity—and—other

BEST AVAILABLE COPY
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(Currently amended) Method of any—of-claims2—5—0r 6—e-h
a-a o tepr-i-z o dinthat The method of claim 1 wherein
the method further comprises £hat the IPSec connection is

being one or more security associations (SA) and the unique
identity i5 being one or more SPI values- ther

gﬁey_pafameteﬁﬁae%uée—ene—ef—mefe—ceqaease-—numbers

(Currently amended) Methed-ofany—ef—eclaims—— —8———H}1—H
a3t o i-zo-d-inthet The method of claim ] whorewm the
me-hod further comprises performing the matching in step d)
is —performed by using a translation table stored at the
intermediate computer.

10, (Currently amended) Me%hed—e#&ny—ef—el-a-ms—‘l——&—e—h—a

11.

& ot o r iz e d in that The method of claim 1 wherein
the method further comprises changing both the address: and
the SPI-value are—changed by the intermediate computer in
steps e) respeetive and f). :

an
T

(Currently amended) Methed—eof -any—of ciaims— 10 e—h—-a
r-a ot e-xr iz ed inthat The method of claim I whereln
the method further comprises the first computer s k&l_zj._q a
mcbile terminal—whereby so_that the mobility is enabled by
medifying the translation table at the intermediate

ccmputer.

12. (Currently amended) y;eghgd—eée—],\%—'t—’!—,—&h—a—?—a—%t—’e—?

iz o & in-that The method of claim 11 wherein the méthod
further comprises performing the said modification of the
translation tables is—performed—Dby sending a request for
registration of the new address from the first computer to

the intermediate computer.

BEST AVAILABLE COPY
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13. (Currently amended) Me%heéreé—e&a&mr445r4;4+4}4;4&—e—%—e

£z o & in-that The method of claim 12 wherein the method
further comprises sending a reply to s&id the request for

registration is—sent from the intermediate computer to. the
first computer. :

14. (Currently amended) Me%heé—cé;eéa&m—$2—e£—l3——e—hpfb49—a—c

t—e-r i =z o d—in-that The method of claim 12 wherein: the
method further comprises authenticating or encrypting by

IP3ec the request for registration and/or reply. <5
authenticated-andlor encrypied by-IRsec. :

15. (Currently amended) Me%heé—@§—aﬂ¥—0§—€%&&mS—4——14——€—h—a

£ a-ec t e r i z—e-d-inthat The method of claim 4 wherein
the method further comprises establishing the @ key
distribution for the secure connections &s—es&ab&&sheé by
establishing an IKE protocol translation table, and uSLng
the translation table to modify IP addresses and c?okle

values of IKE packets in the intermediate computer.

16. (Currently amended) Methed-of——claim 15— baraet ez

i z-o-d in-that The method of claim 15 wherein the method
fvrther comprises establishing the key exchange
distribution is—established by :

generating an initiator cookie and sending a zero responder

cookie to the second computer,

generating a responder cookie in the second computer,
establishing a mapping between IP addresses and IKE cookie
values in the intermediate computer, and

using the translation table to modify IKE packets in fﬂlght
bv modifying the external IP addresses and p0551bly IKE
cookies of the IKE packets.

17. (Currently amended) Me%hed—eéq&kaﬁmJéL{&L46v—e—h—&ﬁ§—a—e

£t e-r 3 2 o-d—3in that The method of claim 15 whereln the
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method further comprises modifying the modified  IKE

protocol between the first computer and the intermediate
computer is—modified by transmitting the IKE keys from-the
first computer to the intermediate computer in order to
decrypt and meodifiecate modify IKE packets.

18. (Currently amended)
et o—r i 2z -e-g in—+that The method of claim 15 where::.n. the
method further comprises carrying out in the modlfled IKE

protocol between the first computer and the J.ntermedu.ate
computer the modification of the IKE packets is—done byl the
fi~st computer with the intermediate computer requestlng
such modifications. ‘

19. (Currently amended) Me%hed—ef—ela&m—ﬂ—,—e—h—a—p—a—%t—e—e
iz o-d in +hat The method of claim 17 wherein the melthod
further comprises defining the address is—defined so that
ths first computer is identified for the second computelr by

thz intermediate computer by means of an IP address tlaken
]

from a pool of user IP addresses when formingf the

translation table. !

20. (Currently amended) Method—of—anyof claime +—I39—eh—=2
rac—t o r—3-w-o-din that The method of claim 1 wherein
the method further comprises sending the secure message 5

seat— by using an IPSec transport mode. :
21. (Currently amended) Method of any-of clains—t1——19—<c-h-—=
a2 et e r i zo-din-that The method of claim 1 wherein
tre method further comprises sending the secure message is

sent— by using an IPSec tunnel mode.

22. (Currently amended) Telecommunicatien A telecommunication
network for secure forwarding of messages, comprising: :

at least a first computer, a second computer and an

BEST AVAILABLE COPY
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intermediate computer,
the first and the second computers hmeaaa—te——pe:-ﬁe;m
having means for performing an IPSec processing, and

the intermediate computer hawe having translation tables to
perform IPSec and IKE translation.

23. (Currently amended) Network—ef-claim 22,—e—h o ac—+t—©
r—i = e—a8 in +that The telecommunication network of claim

22 wherein the translation table for IPSec translation
conprises has IP addresses of the intermediate computer to
be matched with IP addresses of the second computer.

24. (Currently amended) Network of claim 22, c-ha-ra o t-e
2 iz o d in that The telecommunication network of claim
22 wherein the translation tables for IKE translation

consists of two partitions, one for the communication
between the first computer and the intermediate computer
and another for the communication between the intermediate
computer and the second computer. ‘

25. (Currently amended) Network of elaim 24, e h o ra—oc-£e
2 i+ = o -8 in +thaet The telecommunication network of dlaim

24 _wherein both partitions of the mapping table for' IKE

translation contains translation fields for a SOurce IP

address, a destination IP address, initiator and requnder
I

ccokies between respective computers. i

26. (Currently amended) N.e.‘ewg%k—e-ﬁ-—a-ﬂy—e-ﬁ-—e]:a—}ms—%z—-'—z_fh—g"h
a—r a e+t e i+ z o4& in +hat The telecommunication

network of claim 22 wherein there is another translatlon

table for IKE translation containing fields for matchlng a
given user to a given second computer.
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In thz Abstract: i
Please add the following abstract on a separate page

following the claims:
--Absgtract

The method and system enable secure forwarding of a message
from a first computer to a second computer via an intermedgate
computer in a telecommunication network. A message is forﬁed
in the first computer or in a computer that is served by the
first computer, and in the latter case, sending the message to
the first computer. In the first computer, a secure messabe
is then formed by giving the message a unique identity ani a
destination address. The message is sent from the first
computer to the intermediate computer after which the é
destination address and the unique identity are used to fmnd
an acdldress to the second computer. The current destlnathn
address is substituted with the found address to the second
computer, and the unique identity is substituted with anoﬁher
unicue identity. Then the message is forwarded to the second
computer.-- ‘
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REMARKS

Reconsideration of the application is reSpectful;y

requested. The specification has been amended to better
conform to US patent practice.

The claims have been amended to better conform tb uUs

patent practice. The claims contain no new matter.
An abstract has been added to a separate page

following the claims. The added abstract contains no new ?

matter.
The application is submitted to be in condition
allowance, and such action is respectfully requested.

Respectfully submitted,

FASTH LAW OFFICES

[ Fae

Rolf Fasth
Registration No. 36,999

FASTH LAW OFFICES
629 E. Boca Raton
Phoenix, AZ 85022

Telerhone: (602) 993-9099
Facsimile: (602) 942-8364

cc: Paivi Soderman, Innopat Ltd.
(Your ref: s0049US)
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METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE
CONNECTION

5  TECHNICAL FIELD

The method and system of the invention are intended to secure connections in
telecommunication networks. Especially, it is meant for wireless Internet Service
Provider (ISP) connections.

10

TECHNICAL BACKGROUND

An internetwork is a collection of individual networks connected with intermediate _
15 networking devices that function as a single large network.. Different networks can be
interconnected by routers and other networking devices to create an internetwork.

A local area network (LAN) is a data network that covers a relatively small geographic
27" area. It typically connects workstations, personal computers, printers and other
220 devices. A wide area network (WAN) is.a data communication network that covers a
s relatlvely broad geographlc area. Wide area networks (WANS) interconnect LANs
across normal telephone lines and, for instance, optical networks; thereby
interconnecting geographically disposed users.

“obs There is a need to protect data and resources from disclosure, to guarantee the
authenticity of data, and to protect systems from network based attacks. More in detail,
3073 there is g need for confidentiality (protecting the contents of data from being read),
integrity (protecting the data from being modified, which is a property that is
independent of confidentiality), authentication (obtaining assurance about the actual
sender of data), replay prbtection (guaranteeing that data is fresh, and not a copy of
previously sent data), identity protection {keeping the identities of parties exchanging
data secret from outsiders), high availability, i.e. denial-of-service protection (ensuring

<
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that the system functions even when under attack) and access control. IPSec is a
technology providing most of these, but not all of them. (In particular, identity protection -
is not completely handled by IPSec, and neither is denial-of-service protection.)

5 The IP security protocols (IPSec) provides the capability to secure communications
between arbitrary hosts, e.g. across a LAN, across private and pubiic wide area
networks (WANs) and across the internet. .IPSec can be used in different ways, such
as for bu'ilding secure virtual private networks, to gain a secure access to a company
network, or.to secure communication with other organisations, ensuring authentication

10 and confidentiality and providing a key exchange mechanism. IPSec ensures
'conﬁdentiality . integrity, authentication, replay _protection, limited traffic flow
conﬁdenfiality, limited identity protection, and access control based on authenticated
identities. Even if some applications already have built in security protocols, the use of
IPSec further enhances the security.

15

IPSec can encrypt and/or authenticate traffic at IP level. Traffic going in to a WAN is

typically compressed and encrypted.and traffic coming from a WAN is decrypted and

decompressed. IPSec is defined by certain documents, which contain rules for the

IPSec architecture. ]_'he documents that define IPSec, .are, for the time being, the

Request For Comments (RFC) series of the Internet Engineering Task Force (IETF), in

particular, RFCs 2401-2412.
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Two protocols are used to provide security at the IP layer; an authentication protocol

designated by the header of the protocol, Authentication Header (AH), and a combined
* "25  encryption/authentication protocol designated by the format of the packet for that
protocol, Encapsulating Security Payload (ESP). AH and ESP are however similar
i protocols, both operating by adding a protocol header. Both AH and ESP are vehicles
R for access control based on the distribution of cryptographic keys and the management
of traffic flows related to these security protocols.

Security association (SA) is a key concept in the authentication and the confidentiality
mechanisms for IP. A security association is a one-way.relationship between a sender
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and a receiver that offers security services to the traffic carried on it. If a secure two-
way relationship is needed, then two security associations are required. If ESP and AH
are combined, or if ESP and/or AH are applied more than once, the term SA bundle is
used, meaning that two or more SAs are used. Thus, SA bundle refers to one or more

SAs applied in sequence, e.g. by first performing an ESP protection, and then an AH
protection. The SA bundle is the combination of all SAs used to secure a packet.

The term JPsec connection is used in what follows in place of an IPSec bundle of one
or more security associations, or a pair of IPSec bundles — one bundle for each
direction — of one ‘or more security associations. This term thus covers both
unidirectional and bi-directional traffic protection. There is no implication of symmetry
of the directions, ie., the algorithms and IPSec transforms used for each direction may
be different.

A security association is uniquely identified by three parameters. The first one, the
Security Parameters Index (SPI), is a bit string assigned to this SA. The SPI is camried
in AH and ESP headers to enable the receiving system to select the SA under which a
received packet will be_processed. IP destination address is the second parameter,
which is the address of the destination end point of the SA, which may be an end user
system or a network system.such as a firewall or a router. The third parameter, the
security protocol identifier indicates whether the association is an AH or ESP security

association.

In each IPSec implementation, there is a nominal security association data base
(SADB) that defines the parameters associated with each SA. A Security association
is normally defined by the following parameters. The Sequence Number Counter is a
32-bit value used to generate the sequence number field in AH or ESP headers. The
Sequencé Counter Overflow is a flag indicating whether overflow of the sequence
number counter should generate .an auditable event and prevent further transmission
of packets on this SA. An Anti-Replay Window is used to determine whether an
inbound AH or ESP packet is a replay. AH information involves information about the
authentication algorithm, keys and related parameters being used with AH. ESP
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information involves information of encryption and authentication algorithms, keys,
initialisation vectors, and related parameters being used with IPSec. AH information
consists of the authentication algorithm, keys and related parameters being used with
AH. ESP information consists of encryption and authentication algorithms, keys,
cryptographic initialisation vectors and related parameters being used with ESP. The
sixth parameter, Lifetime of this Security Assomatlon, is a time-interval and/or byte-
count after which this SA must be replaced with a new SA (and new SPI) or terminated
plus an indication of which of these actions should occur. IPSec Protocol Mode is
either tunnel or transport mode. Maximum Transfer Unit (MTU), an optional feature,
defines the maximum size of a packet that can be transmitted without fragmentation.
Optionally an MTU discovery protocol may be used to determine the actual MTU for a

given route, however, such a protocol js optional.
Both AH and ESP support two modes used, transport and tunnel mode.

Transport mode provides protection primarily for upper layer protocols and extends to
the payload of an IP packet Typically, transport mode is used for end-to-end
communication between two hosts. Transport mode may be used in conjunction with a
tunnelling protocol, other than IPSec tunnelling, to_provide a tunnelling capability.

Tunnel mode provides protection to the entire IP packet and is usually used for
sending messages through. more than two components, although tunnel mode may
also be used for end-to-end communication between two hosts. Tunnel mode is often
used when one or both ends of a SA is a security gateway, such as a firewall or a
router that implements IPSec. With tunnel mode, a number of hosts on networks
behind fi rewalls may engage.in secure communications without implementing IPSec.
The unprotected packets generated by such hosts are tunnelled through external
networks by tunnel mode SAs set up by the IPSec software in the firewall or secure

router at;boundary of the local network.

To achieve this, after the AH or ESP fields are added to the IP packet, the entire
packet plus. security fields. are treated as. the payload of a.new outer IP packet with a
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new outer IP heéder. The entire original, or inner, packet travels through a tunnel from
one point of an IP network to another: no routers along the way are able to examine
the inner IP packet. Because the original packet is encapsulated, the new larger
packet may have totally different source and destination addresses, adding to the
security. In other words, the first step in protecting the packet using tunnel mode is to
add a new IP header to the packet thus the "IP] payload" packet becomes
"IP|IP| payload". The next step is to secure the packet using ESP and/or AH. In case
of ESP, the resulting packet is "IPIESPIIPlpaonad". The whole inner packet is
covered by the ESP and/or AH protection. AH also protects parts of the outer header,

in addition to the whole inner packet.

The IPSec tunnel mode operates e.g. in such a way that if a host on a network
generates an IP packet with a destination address of another host on another network,
the packet is routed from the originating host to a security gateway (SGW), firewall or
other secure router at the boundary of the first network. The SGW or the like filters all
outéoing packets to determine the need for IPSec processing. If this packet from the
first host to another host requires IPSec, the firewall performs IPSec Jprocessing and
encapsulates the packet in an outer IP header. The source IP address of this outer IP
header is this firewall and the destination address may be a firewall that forms the
boundary to the other local network. This packet is now routed to the other host’s
firewall with intermediate routers examining .only the outer IP_header. At the other host
firewall, the outer IP header is stripped off and the inner packet is delivered to the other

host,

ESP in tunnel mode encrypts and optionally authenticates the entire inner IP packet,
including the inner IP header. AH.in tunnel mode authenticates the entire .inner IP
packet, including the inner IP header, and selected portions of the outer IP header.

The key management portion of IPSec involves the determination and distribution of
secret keys. The default automated key management protocol for IPSec is referred to
as ISAKMP/Oakley and consists of the Oakley key determination .protocol and Internet
Security Association and Key Management Protocol (ISAKMP). Internet key exchange
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(IKE) is a newer name for the ISAKMP/Oakley protocol. IKE is based on the Diffie-
Hellman algorithm and supports RSA signature authentication among other modes.
IKE is an extensible protocol, and allows future and vendor-specific features to be

added without compromising functionality.

IPSec has been designed to provide confidentiality, integrity, and replay protection for
IP packets.- However, IPSec is intended to work with static network topology, where
hosts are fixed to certain subnetworks. For instance; when an IPSec tunnel has been
formed by using Internet Key Exchange (IKE) protocol, the tunne! endpoints are fixed
and remain constant. If IPSec is used with a mobile host, the IKE key exchange will
have to be redone from every new visited network. This is problematic, because IKE
key exchanges involve computationally expensive Diffie-Hellman key exchange
algorithm calculations and possibly. RSA calculations. Furthermore, the key exchange
requires at least three round trips (six messages) if using the IKE aggressive mode
followed by IKE quick mode, .and nine messages if using IKE main mode followed by
IKE' quick mode. This may be a big problem in high latency networks, such as General
Packet Radio Service (GPRS) regardless of the computational.expenses.

In this text, the term mobility and mobile terminal does not only mean physical mobility,
instead the term mobility is in the first hand meant moving from one network to
another, which can be performed by a physically fixed terminal as well.

The problem with standard IPSec is thus that it has been designed for static
connectitlans. For instance, the end points of an IPSec tunnel mode SA are fixed.
There is also no method for changing .any of the parameters of an SA, other than by
establishing a new SA that replaces the previous one. However, establishing SAs is
costly in terms of both computation time and network latency.

An example of a specific scenario where these problems occur is described next in

_ order to illustrate the problem.

In the scenario, there is a standard IPSec security gateway, which is used by a mobile
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terminal e.g. for remote access. The mobile terminal is mobile in the sense that it
changes its network point of attachment frequently. A mobile terminal can in this text
thus be physically fixed or mobile. Because it may be connected to networks
administered by third parties, it may also have a point of attachment that uses private
addresses — i.e., the network is behind a router that performs network address
translation (NAT). In addition, the networks used by the mobile terminal for access
may be wireless, and may have poor quality of service in terms of throughput and e.g.

packet drap rate.

Standard IPSec does not work well in the scenario. Since IPSec connections are
bound to fixed addresses, the mobile terminal must establish .a new IPSec connection
from each point of attachment. If an automated key exchange protocol, such as IKE, is
used, setting up a new IPsec connection is costly in terms of computation and network
latency, and may require a manual authentication phase (for instance, a one-time
password). If IPSec connections are set up manually, there is considerable manual
work involved in configuring the IPSec connection parameters.

Standard IPSec does e.g. not work. through NAT devices at the moment. A standard
lPSec_NAT traversal protocol is currently being specified, but the security gateway in
the scenario might not suppart an IPSec protocol extended in this way. Furthermare,
the current IPSec NAT traversal protocols are not well suited to mobility.

There are no.provisions for improving quality of service over wireless links in the
standard IPSec protocol. If the access network suffers from high packet drop rates, the
applications running in the mobile host and a host that the mobile terminal is
communicating wjth will suffer from packet drops.

A known method of solving some of these prgblgm_s is based on having an
intermed'iate host between the mobile terminal and the IPSec security gateway. The
intermediate host might be a Mobile IP home agent, that provides mobility for the
connection between the mobile terminal and the home agent, while the connection
from the mabile node to the. security gateway is an ordinary.IPSec connection. In this
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case, packets sent by an application in the mobile client are first processed by IPSec,
and then by Mobile IP.

In the general case, this implies both Mobile IP and IPSec header fields for packets
exchanged by the mobile terminal and the home agent. The Mobile IP headers are
removed by the home agent prior to delivering packets to the security gateway, and -
added when delivering packets to.the mobile terminal. Because of the use of two
tunnelling protocols (Mobile IP and IPSec tunnelling), the solution is referred to as

"double tunnelling” in this document.

The above method solves the mobility problem, at the cost of adding extra headers to
packets. This may have a significant impact on networks that have low throughput,
such as the General Packet Radio System (GPRS).

Another known method is again to use an intermediate host between the mobile client
and the IPSec security gateway. The intermediate host has an IPSec implementation
that may support NAT traversal, and possibly some proprietary extensions for
improvin'g quality of service of the access network, for instance.

The mobile host would now establish an IPSec connection between itself and the
intermediate host, and would also establish an IPSec connection between itself and
the IPSec security gateway. This solution is similar to the first known method, except
that two IPSec tunnels are used. It solves a different set of problems - for instance,
NAT traversal — but also adds packet size overhead because of double IPsec
tunnelling.

A third known method 'is to use a similar intermediate host as in the second known
method, but establish an IPSec connection between the mobile terminal and the
intermediate host, and another, separate IPSec connection between the intermediate
host and the security gateway. The IPSec connection between the mobile terminal and
the intermediate host may support NAT traversal, for instance, while the second IPSec
connection-does not need-to-
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When packets are sent by an application in the mobile terminal, the paékets are |PSec-
processed using the IPSec connection shared by the mobile terminal and the
intermediate host. Upon receiving these packets, the intermediate host undoes the
IPSec-processing. For instance, if the packet was encrypted, the intermediate host
decrypts the packet. The original packet would now be revealed in plaintext to the
intermediate host. After this, the intermediate host IPSec-processes the packet using
the IPSec connection shared by the intermediate host and the security gateway, and
forwards the packet to the security gateway.

This solution. allows the use of an IPSec implementation that support NAT traversal,
and possibly a number of other (possibly vendor specific) improvements, addressing
problems such.as the access netwark quality of service variations. Regardless of
these added features, the IPSec security gateway remains unaware of the
improvements, and is not required to implement any of the protocols involved in
improving service. However, the solution has a major drawback: the IPsec packets are
decrypted in the intermediate host, and thus possibly sensitive data is unprotected in

the intermediate host.

Consider a business scenario where a single intermediate host provides improved
service to a.number of separate customer networks, each having its own standard
IPSec seéurity gateway. Having decrypted packets of various customer networks in
plaintext form in_the intermediate host is clearly a major security problem.

To summarise, the known solutions either employ extra tunnelling, causing extra
packet size overhead, or use separate funnels, causing potential security problems in
the intermediate host(s) that terminate such tunnels.

THE OBJECT OF THE INVENTION
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The object of the invention is to develop a method for forwarding secure messages
between two computers, especially, via an intermediate computer by avoiding the
above mentioned disadvantages.

Especially, the object of the invention is to forward secure messages in a way that
enables changes to be made in the secure connection.

SUMMARY OF THE INVENTION

The method and system of the invention enable secure forwarding of a message from

-a first computer to a second computer via an intermediate computer .in a

telecommunication network. It is mainly characterized in that a message is formed in
the first computer or in a computer that is served by the first computer, and in the latter
case, sending the message to the first computer. In the first computer,- a secure
message is then formed by giving the message a unique identity and a destination
address. The message is sent from the first computer to the intermediate computer,
whereafter said .destination address and .the unique identity are used to find .an
address to the second computer. The current destination address is substituted with
the found address to the second computer, and the unique identity is .subsﬂtuie.d.with
another unique identity. Then the message is forwarded to the second computer.

The advantageous embodiments have the characteristics of the subclaims.

Preferably, the first computer processes the formed message using a security protocol
and encapsulates the message at least in an outer IP_header. The outer IP header
source address is the current address of the first computer, while the destination
address is that of the intermediate computer. The .message .is then sent to the
intermediate computer, which matches the outer IP header address fields together with
a unique identifier used by the security protocol, and performs a translation of the outer
addresses and the unique identity used by the security protocol. The translated packet

* is then sent to the secand computer, which processes it using. the standard security
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protocol in question. In the method of the invention, there is no extra encapsulation
overhead as in the prior art methods. Also, the intermediate computer does not need
to undo .the security processing, e.g. decryption, and thus does not compromise

security as in the prior art methods.

Corresponding steps are perfofmed when the messages are sent in the reverse
direction, i.e. from the secand computer to the first computer.

Preferably, the secure message is formed by making use of the IPSec protocols,
whereby the secure. message is formed by using an IPsec connection between the first
computer and the intermediate computer. The message sent from the first computer
contains message data, an inner IP header containing actual sender and receiver
addresses, an outer IP header containing the addresses of the first computer and the
intermediate .computer, a unique identity, and other security parameters. The unique
identity is one or more SPI values and the other security parameters contain e.g. the
IPsec sequence number(s). The number of SP| values depends on the SA bundie size
(e.g. ESP+AH bundle would have two SPI values). In the following, when an SA is
referred to, the same applies to an SA bundle. The. other related security parameters,
containing e.g. the algorithm to be used, a traffic description, and the lifetime of the SA,
are not sent on the wire. Only SPI and sequence number are sent for each IPsec
processed header (one SPI and one sequence number if e.g. ESP only is used; two
SPIs and two sequence numbers if e.g. ESP+AH is used, etc.).

Thus, the unsecured data packet message is formed by the sending computer, which
may or may not be the first computer. The IP header of this.packet has IP source and
deétination address fields (among other things). The packet is encapsulated e.g.
wrapped inside a tunnel, and the resulting.packet is secured. The secured packet has
a new outer IP header, which contains another set of IP source and destination
addresses (in the outer header — the inner header is untouched), i.e. there are two
outer addresses (source and destination) and two inner addresses. The processed
packet has.a unique identity, the IPsec SPI value(s).

An essential idea of the invention is to use the standard protocoi (IPSec) between the
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intermediate computer and the second computer and an “enhanced IPSec protocol”
between the first computer and the intermediate computer. IPsec-protected packets
are translated by the intermediate computer, without undoing the IPsec processing.

This avoids both the overhead of double tunneling, and the security problem involved
in using separate tunnels. '

The translation is performed e.g. by means of a translation table stored at the
intermediate computer. The outer IP header address fields. and/or the SPl-values are
changed by the intermediate computer so that the message can be forwarded to the

second computer.

By modifying the translation table and parameters associated to a given translation
table entry, the praperties of the connection between the first and the intermediate
computers can be changed without establishing a new IPsec connection, or involving

the second computer in any way.

One example of a change in the SA between the first computer and the intermediate
computer is.the change of addresses for enabling mobility. This.can be accomplished
in the invention simply by modifying the translation table entry address fields. Signaling
messages.may.be used to request such a change. Such signalling messages may be
authenticated and/or encrypted, or sent in plaintext One method of doing
authentication and/or encryption is to use an IPsec connection between the first
computer and the intermediate computer. The second computer is unaware of this
IPsec connection, and does not need to participate in the signalling protocol in any
way. Several other methods of signalling exist, for instance, the IKE key exchange
protocol may be extended to .cér;y such signalling messages.

In the signalling, e.g. a registration request is sent from the first computer to the
intermediate computer which causes the intermediate computer to modify the
addresses in the mapping table and thus, the intermediate computer can identify the
mobile next time a message is sent. Preferably, as a result of .a registration request, a
reply registration is sent from the intermediate computer back to the first computer.
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Other examples of possible modifications to the SA - or in general, the packet
processing behaviour - between the first computer and the intermediate computer are

the following.

One example is the first computer and the intermediate computer perform some sort of
retransmission protocol that ensures that the IPSec protected packets are not dropped
in the route between the first and the intermediate computer. This may have useful
applications when the first computer is connected using a.network access method that
has a high packet drop rate - for instance, GPRS.

Such a protocol can be easily based on e.g. IPsec sequence number field énd the
replay protection window, which provide a waly to detect that packet(s) have been lost.
When a receiving host detects missing packets, it can send a request message for
those particular packets. The request can of course be piggy-backed on an existing
data packet that is being sent to the other host. Another method of doing the
retransmissions may be based on using an extra Jprotocol inside which the IPSec
packets ére wrapped for transmission between the first and intermediate computer. In
any case, the second computer remains unaware of such a retransmission_protocol.

Another example is performing a Network Address Translation (NAT) traversal
encapsulation between the first and the intermediate computer. This method could be
based on e.g. using UDP encapsulation for transmission of packets between the first
and the intermediate computer. The second computer remains unaware about this
processing and does not even need to support NAT traversal at all. This is beneficial
because there are several existing IPSec products that_have no support for NAT

traversal.

The system of the invention is a telecommunication network for secure forwarding of
messages and comprises at least a first computer, a second computer and an
inter"rﬁediate computer. It is characterized in that the first and the second computers
have means to perform IPSec processing, and the intermediate computer have means
to perform IPSec translation and possibly key exchange protocol, such as IKE,
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translation, preferably by means of mapping tables. The intermediate computer may
perform IPSec processing related to other features, such as mobility signalling
described above or other enhancements.

The IPSec translation method is independent of the key exchange translation method.
Also. manual keying can be used instead of automatic keying. If automatic keying is
used, any key exchange protocol can be modified for that purpose; however, the idea
is to ke'ep the second computer unaware of the interplay of the first and the

intermediate computer.

An automatic key exchange protocol may be used in the invention in several ways.
The essential idea is that the second computer sees a standard key exchange protocol
run, whilé the first and the intermediate computer perform a modified key exchange.
The modified key exchange protocol used between the first and the .intermediate
computer ensures that the IPsec translation table and other parameters required by
the invention are set up as a side-effect of the key exchange protocol. One such
modified protocol is presented in the application for the IKE key exchange protocol.

Each translation table consists of entries that are divided into two partitions. The first
partition contains information fields related to the connection between the first
computer and the intermediate computer, while the second partition contains
information fields related to the connection between the intermediate computer and the

second computer.

The translation occurs by identifying the transiation table entry by comparing against
one partition, and mapping into the other. For traffic that is flowing from the first
computer towards the second computer, through the intermediate computer, the entry
is found by comparing the received.pécket against entries in the first partition, and then
translating said fields using information found in the second partition of the same entry.
For traffic flowing in the opposite direction, the second partition is used for finding the
prdper translation table entry, and the first partition for translating the packet fields.
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The IPSec translation table partitions consist of the following information: the IP local
address and the IP remote address (tunnel endpoint addresses) and SPIs for sending

and receiving data.

As mentioned, a translation table entry consists of two such partitions, one for
communication between first computer and the intermediate computer, and another for
communication between the intermediate computer and the second computer.

The invention described solves the above problems of prior .art. The solution is based
on giving the first computer, e.g. if it is mobile, an appearance of a standard computer
for the second computer. Thus, the second computer will believe it is talking to a
standard IPSec host, while the intermediate computer and the second computer will
work together using a modified protocol, for instance a slightly modified IPSec and IKE
that helpé to accomplish this goal. There are, however, several other control protocols
that could conceivably be used between the first and the intermediate computer.

In the following, the invention is described more in detail by using figures by means of
some embodiment examples to carry out the invention. The invention is not restricted
to the details of the figures and accompanying text, or any existing protocols, such as
the currently standardised IPSec or JKE

Especially, the invention can be concerned with other kinds of telecommunication
networks wherein the method of the invention can be applied than that of the figures.

FIGURES

" Figure 1 illustrates an example of a telecommunication network of the invention.

Figure 2 describes generally an example of the method of the invention.
Figure 3 illustrates an example of an IPSec translation table used by the intermediate

computer to change the outer IP address and SPI value.
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Figure 4 describes a detailed example of how the SA is formed in the invention.

Figure 5 illustrates an example of translation tables for the modified key exchange of

the invention.

Figure 6 shows a mapping table for identification values of the user Security Gateway
(SGW) addresses. '

10 DETAILED DESCRIPTION OF THE INVENTION

An example of a telecommunication network of the invention is illustrated in figure 1,
comprisiﬁg a first computer, here a client computer 1 served by an intermediate
computer, here as a server.2, and a host computer 4, that.is served by the second
15 computer, here a security gateway (SGW) 3. The security gateway supports the
standard IPSec protocol and optionally the IKE key exchange protocol. The client
computer and the server computer support a modified IPSec and IKE protocol.

The invention is not restricted to the topology of figure 1. In other embodiments, the
first computer may e.g. be a router; or there might e.g. not be a host behind the second
computer (in which case the first and the second computer are talking to each other
d irectly),' etc.

o
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The IPSec translations taking place in the scenario of Figures 1, 2, and 3 are
-°"25 discussed first. The IPSec conneclions (such as SAs) in the scenario may be
established manually, or using some key exchange protocol, such as the Internet Key
Exchange (IKE). To illustrate how a key exchange protocol would be used in the
scenario of figure 1, a modified IKE protocol based on IKE translation is also presented

later.

. In the invention, an IPSec connection is shared by the first computer and the second
computer, while the intermediate. computer. holds infarmation. required to perfarm
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address and IPSec SPI translations for the packets. These translations accomplish
the effect of “double tunnelling” (described in the technical background section), but
with the method of the invention the confidentiality of the packets is not compromised,
while simultaneously having no extra overhead when compared to standard IPSec.
The intermediate computer does not know the cryptographic keys used to encrypt
and/or authenticate the packets, and can thus not reveal their contents.

The advantage of the invention is that the logical IPSec connection shared by the first
and the second computer can be enhanced by the first and the intermediate computer
without involvement of the second computer. In particular the so-called ‘ingress
filtering” performed by some routers does not pose any problems when translations of
addresses are used. In the example presented, each host also manages its own

IPSec SPI space independently.

In the example of figure 1, an IPSec connection is formed between the client computer
1 (the ﬁr§t computer) and the security gateway 3 (the second computer). To create an
IPSec tunnel, a SA (or usually a SA bundle) is formed between the respective
computers with a preceding key exchange. The key exchange between the first and
the secohd computer can take place manualiy or it can be performed with an automatic
key exchange protocol such as the IKE protocol. For_performing said key exchange, a
standard IKE protocol is used between the server 2 and the security gateway 3, and a
modified IKE protocol is used between the client computer 1 and the server 2. An
example'of a modified IKE protocol that can be used in the invention is described in

connection with figure 4. -

Messages to be sent to the host terminal 4 from the client computer 1 are first sent to
the server 2, wherein an IPSec franslation and an IKE translation takes place. After
that the message can be sent to the security gateway 3, which sends the message
further in plain text to the host terminal 4.

The method of the invention, wherein messages in packet form are sent by routing to
the end destination, is generally described in connection with figure 2. It is assumed in
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the following description that the IPSec connection between the first and second
computer already is formed. The IPSec connection can be set up manually or
automatically by e.g. an IKE exchange protocol which is described later.

Figure 2 illustrates.the sequence of events that take place when the first computer,
corresponding to the mobile terminal in figure 1, sends a packet to a destination host,
labelled X in the figure, and when the host X sends a packet to the mobile terminal.

IP packets consist of different parts, such as a data payload and protocol headers. The
protocol headers in turn consist of fields.

In step 1 of figure 2, the first computer, e.g. a mobile terminal, forms an IP packet that
is to be sent to host X. Typically, this packet is created by an application running on the
mobile terminal. The IP packet source address is the address of the mobile terminal,
while the destination address is host X.

The packet is processed using an IPSec tunnel mode SA, which encapsulates the IP
packet sécurely. The example assumes that IPSec encryption and/or authentication of
ESP type is used for processing the packet, although the invention is not limited to the
use of only ESP; instead, an arbitrary IPsec connection may be used.

In said processing, a new IP header is constructed for the packet, with so-called outer
IP addresses. The outer source address of the packet can be the same as the inner IP
address ~ i.e., the address of the mobile terminal — but can be different, if the mabile
terminal is visiting a network. The outer source address corresponds to the care-of
address obtained by the mobile terminal from the visited network, in this casse.. The
outer destination address is the address of the intermediate computer. In addition to
the new IP header, an ESP header is added, when using IPSec ESP mode. The SPI
field of the ESP header added by the IPSec processing are set to the SPI value that
the intermediate computer uses for receiving packets from the mobile terminal. In
general, there may be more than one SP! field in a packet.
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The processing of packets in the intermediate computer is based on a translation table
i.e. an IPSec transiation table shown in figure 3. The table has been divided into two
partitions. The left one, identified by the prefix “c-*, refers to the network connection
between the first computer (host 1 in figure 1) and the intermediate computer (host 2 in
figure 1). The right.one, identified by the prefix “s-*, refers to the netWork connection
between the intermediate computer and the second computer (computer 3 in figure 1).
The postfix number ("-17,-“-2”, or “-3") identifies the host in question. Thus, the address
fields (“addr”) refer to outer addresses of a packet, while the SPI fields (“SPI") refer to
the receiver of packets, which packets were sent with this SPI. Thus, “c-SPI-2” is the
SPI value used by host 2 (the intermediate computer) when receiving packets from
host 1 (the first computer), and the SPI-value “c-SPI-1” is the SPl-value with which the
first computer receives messages .and the SPlvalue with which the intermediate
computer sends messages to the first computer and so on.

In terms of Figure 3, the outer source address would be “c-addr-1” (195.1.2.3), the
outer destination address "c-addr-2” (212.90.65.1), while the SPI field would be "c-SPI-
2" (0x12341234). The notation OxXNNNNNNNN indicates .a 32-bit unsigned integer
value, encoded using a hexadecimal notation (base 16). The inner source address is
processed by IPSec in the first computer, and would typically be encrypted. In this
example, the inner source address would be the static address of the mobile terminal,
e.g. 10.0.0.1.

When the intermediate computer receives the packet sent in step 1 described above, it
performs an address and SPI translation, ensuring that the security gateway (host 3 of
figure 1) can accept the packet. Most of the packet is secured using IPSec, and since
the intermediate computer does.not have the .cryptographic keys 1o undo the IPSec
processing done by the mobile terminal, it cannot decrypt any encrypted portions of the
packet but is able to use the outer IP a_ddr_ésses and the incoming SPJ value to
determine how to modify the outer address and the SPI to suite the second computer,
which is the next destination. SPI is now changed to 0x56785678 in the intermediate
computer and the address is changed to the address of the second computer. This is
done by means of the IRSec franslation tahle of figure.3.
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The first row of Figure 3 is a row that the intermediate computer has found that
matches the packet in the example, and thus the intermediate computer chooses it for
translation. The new outer source address s-addr-2 (212.90.65.1) is substituted for the
outer source address c-addr-1 (195.1.2.3), and the new outer destination address s-
5 addr-3 (103.6.5.4) is substituted for the outer destination address c-addr-2
(212.90.65.1). The new SPI value, s-SPI-3 (0x56785678), is substituted for the SPI
value c-SPI-2 (0x12341234). If more than one SPI values are used, all the SPI values
are substituted similarly. In the example, s-addr-2 and c-addr-2 happen to be the
same on both partitions of the table. This is not necessarily so but the intermediate

10  computer might use another address for sending.

~ In step 2 of figure 2, the translated packet is sent further to the second computer. The
inner IP packet has not been modified after that the first computer sent the packet.

The second computer processes the packet using standard IPSec algorithms. The

15 security gateway (the second computer) can e.g. decipher and/or check the
authenticity of the packet, then remove the IPSec tunneliing, and fbrward the original
paéket towards the destination host, X. Thus, the entire original packet was unaffected

by the transiation as the IP header, and thus the address fields, was covered by IPSec.

After uncovering the original packet from the IPsec tunnel, the second computer
makes a routing decision based on the IP header of the original packet. In the
example, the IP destination address is X (host X in Figure 2), and thus the second
s computer delivers the packet either directly to X, or to the next hop router.
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*...25  In step 3 of figure 2, the packet is sent from the second computer (corresponding to
. SGW in figure 1) to host X, having now only the original source IP address 10.0.0.1
33 and the original destination IP address X in the IP header. Thus, in step 3, host X

2 receives the packet sent by the second computer. Usually, an application process
SRt running on host X would generate some return traffic. This would cause an IP packet
*...30 to be generated and sent to the second computer.

If a packet is sent back fram hast X to.the first. computer (corresponding. to the client.

(2]
[
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computer in figure 1), steps analogous to steps 1 - 3 are performed. The packet is thus
first sent to the second computer, with the source IP address being X and the
destination IP address being 10.0.0.1, in step 4. The generated packet is then received
by the second computer. The IPSec policy of the second computer requires that the

5 packet be IPSec-processed using a tunnel mode IPSec SA. This processing is similar
to the one in steps 1 and 2. A new, outer IP header is added to the packet in the
second computer, after which the resulting packet is secured using the IPSec SA. The
outer IP source address is set to s-addr-3 (103.6.5.4) while the outer IP destination
address is set to s-addr-2 (212.90.65.1). The SPI field is set to s-SPI-2 (0xc1230012).

10 In step 5, the resulting packet is sent to the address indicated by the new outer IP
destination.address, s-addr-2, the intermediate computer. The intermediate cbmputer
receives the packet and performs a similar address and SPI transiation.

The inner addresses are still the same, and are not modified by the intermediate
15 computer. Since the packet intended to be sent to the first computer, the new,
translated outer destinatign IP address indicate the address of the first computer.

The resulting packet is sent to the first computer in step 6.

zo As__a result of step 6, the packet is received by.the first computer. The IPSec
s processing is undone, i.e. decryption and/or authentication is performed, and the
Eht] original packet is uncovered from the IPSec tunnel. The original packet is then
delivered to the application running on the first computer. In case the first computer
%5 acts as a router, the packet may be delivered to a host in a subnet for which the first

.35 computer acts as a router.

The first computer may be a mobile terminal, the outer address of which changes from
time to time. The transiation table is then modified using some form .of signalling
5203 messages, as described in the summary section. Upon receiving a request for
w30 modifying a translation, the intermediate computer updates the related transiation table
entry to match the new information supplied by the first computer. The operation of the
protocol then proceeds as discussed above.
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The above discussion is a limited example for illustration purposes. In other

embodiments e.g. more than one SA for the connection — for instance, ESP followed
by AH, can be used. This introduces two SPI values that must be translated. More
than two is also, of course, possible. Furthermore, the example was considered for
IPsec ESP only. The changes required for an embodiment in which AH (or ESP+AH)

is used, are discussed next.
Changes for using AH:

If the Authentication Header (AH) IPSec security fransform is to be used, there are
more considerations than in the previous example. In particular, modifications of the
packet fields — even the outer IP header — are detected if AH is used. Thus, the
following nominal processing is required by the first computer. The second computer
performs standard IPSec processing also in this case.

In step 1, when sending a packét, the first computer must perform IPsec processing
using the SPI values and addresses used in the connection between the intermediate
computer and the second computer. For instance, the SPI value would be s-SPI-3, the
outer source address s-addr-2, .and the outer destination address s-addr-3. The AH
integrity check value (ICV) must be computed using these values. ICV is a value,
which authenticates most of the fields of the packet. In practice, all fields that are
never modified by routers are authenticated.

After computing the AH integrity check value, the outer addresses and the SPI| value
are replaced with the values used between the first computer and the intermediate
computer: c-addr-1 for the outer source. address, c-addr-2 for the outer destination
address, and c-SPI-2 for the SPI.

In step 2, the intermediate computer performs the address and SPI translations as in
the example with ESP described above. The resulting packet is identical to the one
used by the first computer for the AH integrity check value calculation, except possibly
for fields nat covered by. AH (such as.the Time-Ta-Live field, the header checksum,
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etc). Thus, the AH integrity check value is now correct.

In step 3, the second computer performs standard IPSec processing of AH. The
packet, which now is uncovered from the tunnel is sent to the host X. As in the
previous example, an application in host X usually generates a retum packet that is to
be sent to the first computer. This packet is sent to the second computer in step 4.

Upon receiving the packet, the processing of the second computer are the same as in
the example with ESP. The second computer computes an AH integrity check value of
the tunneled packet it is sending to the mobile terminal. The ihtegrity check value is
computed against the outer source address of s-addr-3, outer destination address of s-
addr-2, and the SPI value of s-SPI-2.

In step 5, when the intermediate computer receives the packet, it performs ordinary
translation of the packet. The new outer source address is c-addr-2, the outer
destination address is c-addr-1, and the SPI value is c-SPI-1. At this point the AH
integrity check value is incorrect, which was caused by the translations.

When the mobile terminal receives the packet, it performs a translation of the current
outer addresses and the SPI field for the original ones used by the second computer:
s-addr-3 for the outer source address, s-addr-2 for the outer destination address, and .
s-SPI-2 for the SPI value. This reproduces the packet originally sent by the second
computer, except possibly for fields not covered by AH. This operation restores the

 AH integrity check value to its original, correct value. The AH integrity check is then

performed against these fields.

Key exchange considerations

The above example discussed the “steady state” IPSec translations performed by the
intermediate computef. The IPSec SAs and the IPSec translation table entries may be
set up manually, or using some automated protocol, such as the Internet Key
Exchange (IKE) protocol.
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Because the security gateway (the second computer) is a standard IPSec host, it
implements some standard key exchange protocol, such as IKE. The first computer
and the intermediate computer may use some modified version of IKE, or any other

suitable automatic key exchange protocol.

The key exchange must appear as a standard key exchange according to the key
exchange protocol supported by the security gateway (the second computer), such as
IKE. Also, the overall key exchange performed by the first, intermediate, and second
computer must establish not only cryptographic keys, but also the IPSec translation
table entries. The overall key exchange protocol should not reveal the iPSec
cryptographic keys to the intermediate computer to avoid even the potential for security
problems.

In the following, an example of a modified IKE protocol is presented to outline the
functionality of such a protocol in the context of the invention. The protocol provides
the functionality described above. In particular, the intermediate computer has no
knowledge of the IPSec cryptographic keys established. The protocol is presented on
a general level to simplify.the presentation.

The automatic IKE protocol is used. prior. to .other . protocols to provide strongly
authenticated cryptographic session keys for the IPSec protocols ESP and AH. IKE
performs the following functions: (1) security policy negotiation (what algorithms shall
be used, lifetimes etc.), (2) a Diffie-Hellman key exchange, and (3) strong user/host
authentication (usually using either RSA-based signatures or pre-shared authentication
keys). IKE is divided into two phases: phase 1 and phase 2. Phase 1 negotiates and
establishes cryptographic keys for internal use of the IKE protocol itself, and also
performs the strong user or host authentication. Phase 2 negotiates and establishes
cryptographic keys for IPSec. If IPSec tunnel mode is used, phase 2 alsp negotiates
the kind of traffic that may be sent using the tunnel (so-called traffic selectors).

The IKE framework supports several “sub-protocols” for phase 1 and phase 2. The
required ones are “main mode” far phase 1,.and “quick mode” for phase 2. These are
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used as illustrations, but the invention is not limited to these sub-protocols of IKE.

For the security gateway (second computer), the IKE session seems to be coming
from the address s-addr-2 in Figure 3. Since there may be any number of mobile
terminals served by the intermediate computer, the intermediate computer should
either (1) manage a pool of addresses to be used for the s-addr-2 translation table
address, thus providing each user with a separate “surrogate address’, or (2) use the
same address (or a limited set of addresses), and ensure that the mobile terminals are
identified using some other means than their IP éddress (IKE provides for such

identification types, so this is not a pfob_lem).

‘The modified IKE protocol specified is analogous to the IPSec translation table

approach. However, instead of SPls, the so-called IKE cookies are used as transiation
indices instead. IKE cookies are essentially IKE session identifiers, and are thus
analogous to the IPSec SPI values, which is another form of a session or context
identifier. There are two cookies: the initiator cookie, chosen by the host that initiates
the IKE session, and the responder cookie, ¢hosen by the host that responds to a

session initiation.

The essential features of the protocol are (1) that it appears to be an entirely ordinary
IKE key exchange for the security gateway, (2) that the IPsec translation table entry is
formed by the intermediate computer during the execution of the protocol, (3) that the
first computer obtains all the necessary information for its packet processing, and (4)
that the intermediate computer does not obtain the IPsec cryptographic session keys.

The overall steps of the protocol are:

1. The first computer initiates the key exchange protocol by sending a message to
the intermediate computer. This message is essentially the IKE main mode
initiation message, with some modiﬁcations‘reqqired for this application.

2. The intermediate computer determines which security gateway (second
computer) to forward this IKE session to, and also establishes a preliminary IKE
translation table entry based an the.information available from the message. .
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3. The security gateway (the second computer) replies to the IKE main mode
initiation message. ,
4. The intermediate computer completes the IKE mapping based on the reply

message.

5. The modified IKE protocol run continues through IKE main mode (the phase 1
exchange), which is followed by quick mode (the phase 2 exchange).
Extensions of standard IKE messages are used between the first computer and
the intermediate computer to accomplish the extra goals required by this
modified IKE protocol.

In figure 4, the IKE session is described message by message. The following text
indicates the contents of each message, and how they are processed by the various
hosts. There are six main mode messages in the protocol, named mm1, mm2, ...,
mms,‘ and three quick mode messages, named gqm1, gm2, and gma3.

Figure 5 illustrates the IKE translation table entry related to the modified IKE key
exchange being performed. The bolded entries in. each step are added or changed in
that step as a result of the processing described in the text.

The IKE translation table partition for the connection between the first computer and
the intermediate computer is as follows (the field name in Figure 5 is given in
parentheses): '

e Local and remote IP address (c-addr-1, c-addr-2)

e Initiator and responder cookie (é-icky, c-rcky)

e IKE identification of the first computer (c-userid, e.g. joe@netseal.com)

The IKE translation table partition for the connection between the intermediate
computer and the second computer is as follows (the field name in Figure 5 is given in

parentheses):
e Local and remote IP address (s-addr-2, s-addr-3)

e Initiatar cookie and responder cookie (s-icky, s-rcky) .
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In addition to these entries, other data may be kept by the intermediate computer

and/or the first computer.

The key exchange is initiated by generating an initiator cookie and sending a zero
responder cookie to the second computer. A responder cookie is generated in the
second computer and a mapping between IP addresses and IKE cookie values in the
intermediate computer is established. A translation table to modify IKE packets in flight
by modifying the external IP addresses and possibly IKE cookies of the IKE packets is

used.

Either the modified IKE protocol between the first computer and the intermediate
computer is modified such that the IKE keys are transmitted from the first computer to
the intermediate computer for decryption and modification of IKE packets or,
alternatively, the modified IKE protocol between the first computer and the
intermediate computer is modified such that the IKE keys are not transmitted from the
first computer to the intermediate computer for decryption and modification of IKE
packets, and the modification of IKE packets is done by the first computer with the
intermediate computer requesting such modifications. The latter alternative is
discussed in the example that follows, since it is more secure than the first alternative.

Extra information, such as user information and SPIl change requests, to be sent
between the first and the intermediate computer, is sent by appending the extra
information to the standard IKE messages. The IKE standard has message encoding
rules that. indicate a definite length, thus the added extra information can be separated
from the IKE message itself. The extra information fields are preferably encrypted and
authenticated, for instance by using a secret shared by the first computer and the
intermediate computer. The details of this process are not relevant to the invention.

The extra information slot in each IKE message is called the message “tail” in the

following.

IKE messages consists of an IKE header, which includes the cookie fields and
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message ID field, and of a list of payloads. A payload has a type, and associated

information.

Figure 4 considers an example of the routing of packets according to the invention
considering IPSec security association set-up for distribution of keys. As in the
foregoing figure 2, the session begins with sending a packet from the client (first
computer) to the server (intermediate computer).

The key exchange is initiated by the first computer. Thus, in step 1 of ﬁgure 4, the first
computer constructs mm1. The IP header of the message contains the following
values:

- |IP source address: 195.1.2.3 (c-addr-1)

- IP destination address: 212.90.65.1 (c-addr-2)

The IKE header contains the following values (step 1 in Figure X):
- Initiator cookie: CKY1 (c-icky)
- Responder cookie: 0 (c-rcky)
- Message ID: O

The message contains the following payloads:
- A Security Association (SA) payload, which contains the IKE phase 1
security policy offers from the first computer.
- The message may contain additional payloads, such as Vendor
Identification (VID) payloads, certificate requests/responses, etc.
- A VID payload can be used to indicate that the first computer supports
the protocol described here.

The message tail contains the following information:

- User identification type and value — the c-userid field. These are used by
the intermediate computer to choose a security gateway to forward this
session to. The identification type may be any of the IKE types, but
additional types can be defined. An alternative to this field is to directly
indicate the security gateway for forwarding. There are other aiternatives
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as well, but these are not essential to the invention.

In step 2, the mm1 is received by the intermediate computer. The intermediate
computer examines the message, and forms the preliminary IKE translation table
5 entry. Figure 5, step 1 illustrates the contents of this preliminary entry. The c-userid

field is sent in the mm1 tail.

The intermediate computer then determines which security gateway to forward this IKE
session to. The determination rhay be based on any available information, static
10 configuration, load balancing, or availability requirements. The presented, simple
method is to use the identification information in the mm1 tail to look up the first
matching identification type and value from a table. An example of such a table is

presented in Figure 6.

15  The identification mapping table of figure 6, is one method for choosing a security
gateway that matches the incoming mobile terminal. The identification table would in

this example be an ordered list of identification type/value entries, that match to a

given security gateway address. When the incoming mobile terminal identification
matches the identification in the table, the corresponding security gateway is used.

22D For instance, john.smith@netseal.com would match the first row of the table, i.e., the
security gateway 123.1.2.3, while joe@netseal.com matches the second row, i.e., the
...~ security gateway 103.6.5.4. The identification types include any identification types
Fo0d? defined for the IKE protocol, and may contain other types as well, such as employee

numbers, etc.

°
voco

s Other methods of determining the security gateway to be used may be employed. One

. such method is for the mobile terminal to directly indicate a given security gateway to
be used. The mobile terminal may also indicate a group of security gateways, one of
" which is used. The exact details are not relevant to the invention.

[3

In addition to determining the security gateway address, the intermediate computer
determines which address- it uses-for- communication. between-.itself--and-the. second

©
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computer. The same address as is used for the communication between the first and
the intermediate computer may be used, but a new address may also be used. The
address can be determined using a table similar to the one in Figure 6, or the table of
Figure 6 may be extended .to include this address.

The intermediate computer then generates its own initiator cookie. This is done to keep
the two session identifier spaces entirely separate, although the same initiator cookie

may be passed as is.

After these determinations, the preliminary translation table entry is modified. Figure 5,
step 2 illustrates the contents of the entry at this point.

The original IP header fields are modified as follows (step 2 in Figure 4):
- IP source address: 212.90.65.1 (s-addr-2)
- IP destination address: 103.6.5.4 (s-addr-3)

The IKE header is modified as follows:
- Initiator cookie: CKY2 (s-icky)
- Responder cookie: 0 (s-rcky)
- MessageiD: 0

The message tail is removed. The VID payload that identifies support for this modified
protocol is also removed. The mm1 is then forwarded to the second computer.

In step 3, the second computer responds with mm2. The IP header of the message
contains the following values (step 3 in Figure 4):

- IP source address: 103.6.5.4 (s-addr-3)

- IP destination address: 212.90.65.1 (s-addr-2)

The IKE header contains the following values:
- Initiator cookie: CKY2 (s-icky)
- Responder cockie: CKY3 (s-rcky)
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- Message ID: O

The message contains the following payloads:

- Security Association (SA) payload. This is a reply to the offer by the first
computer, and indicates which security configuration is acceptable for the
second computer (this scenario assumes success, so the case of an
error reply is not considered). .

- Possibly optional IKE payloads, such as VID payloads, certificate

requests/replies, etc.

- There is no message tail.

In step 4, the mm2 is received by the intermediate computer. The intermediate
computer updates its IKE translation table based on the received message. Step 3 in
Figure 5 illustrates the contents of the translation table entry at this point.

The intermediate computer generates its own responder cookie, CKY4, and updates
the translation table yet again. Step 4 in Figure 5 illustrates the entry at this point.
Atfter this step, the translation table entry is complete, and the address and cookie
translations are performed as in steps 1 - 4 for the following messages. |

The translated message contains the following IP header fields (Figure 4, step 4)
- [P source address: 212.90.65.1 (c-addr-2)
- [P destination address: 195.1.2.3.(c-addr-1)

The translated IKE header contains the following fields:
- Initiator cookie: CKY1 (c-icky)
- Responder cookie: CKY4 (c-rcky)

The message contains the following payloads:

- The SA payload sent by the second computer.
- Any optional payloads sent by the second camputer.
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- A VID payload may be added to indicate support of this modified protocol

to the first computer.

A message tail is added, and contains the following information:
- Address and/or identification information of the chosen security gateway
(the second computer). This information can be used by the client to
choose proper authentication information, such as RSA keys.

The message is then forwarded to the first computer.

In step 5, the first computer constructs mm3. The message contains the following

payloads:
- A Key Exchange (KE) payload, that contains Diffie-Hellman key

exchange data of the first computer.
- A Nonce (NONCE) payload, that contains a random number chosen by

the first computer.
- Possibly optional IKE payloads.

The message is sent to the intermediate computer.

In step 6, the mm3 is forwarded to the second computer. The contents of the
message are not changed, only the IP header addresses and the IKE cookies, in the

manner described in steps 1 - 4.

In step 7, the second computer receives mm3 and responds with mm4. The message

contains the following payloads:
- A .Key Exchange (KE) payload, that contains Diffie-Hellman key

exchange data of the second computer.
- A Nonce (NONCE) payload, that contains a random number chosen by

the second computer.
- Possibly optional IKE payloads.
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In step 8, the mmd4 is forwarded to the first computer.

In step 9,‘ the first computer constructs mm5, which is the first encrypted message in
the session. All subsequent mességes are encrypted using the IKE session keys
established from the previous Diffie-Hellman key exchange (the messages mm3 and
mm4) by means of hash operations, as described in the IKE specification. Note that
the intermediate computer does not possess these keys, and can thus not examine the
contents of any subsequent IKE messages. In fact, the intermediate computer has no
advantage compared to a hostile attacker if it attempts to decipher the IKE traffic.
Instead, the intermediate computer indirectly modifies some fields in the IKE messages
by sending'a modification request in the IKE message tail to the first computer, which
does the requested modifications before IKE encryption processing.

The message contains the following payloads:

- An ldentification (ID) payload, that identifies the first computer to the
second computer. This identification may be the same as the
identification sent in the mm1 tail, but may differ from that. These two
identifications serve different purposes: the mm1 tail identification (c-
userid) is used to select a security gateway for IKE session forwarding
(the second computer), while the ID payload in this message is used by
the second computer for IKE authentication purposes, for instance, to
select proper RSA authentication keys.

- A Signature (SIG) or Hash (HASH) payload, that serves as an
authenticator. A signature payload is used if RSA- or DSS-based
authentication is used, while a hash payload is used for pre-shared key
authentication. There are other authentication methods in IKE, and IKE
can also be extended with new authentication methods. These are not
essential to the invention, and the following text assumes RSA
authentication (i.e., use of the signature payload).

- Possibly optional IKE payloads.

The message tail contains the fallowing infarmatian:
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- The SPI value that the first computer wants to use for receiving IPsec-
protected messages from the intermediate computer, i.e., .the c-SPI-1
value of the IPsec transiation table in Figure 3. More than one SPI vaiue
could be transmitted here, but for simplicity, the following discussion
assumes that only a single SPI is necessary (i.e. only one SA is applied
for IPsec traffic processing). Extending the scheme to muitiple SPIs is

straightforward.
In step 10, the mmb5 is forwarded to the second computer.

The intermediate computer removes the message tail, and performs the IKE
translation discussed previously, and then forwards the message to the second

computer.

In step 11, the second computer receives the mm5 message, and authenticates the
user (or the host, depending on what identification type is used). Assuming that the
authentication succeeds, the second computer proceeds to authenticate itself to the

first computer.

The mm6 message contains the following payloads:
- An ldentification (ID) payload, that identifies the second computer to the
first computer.
- A Signature (SIG) payload (here RSA authentication is assumed).
- Possibly optional IKE payloads.

In step 12, the mm6 is received by the intermediate computer. The intermediate

computer does not change the message itself, but adds a tail with the following
information:

- The SPI value that the intermediate computer wants the first computer to

offer to the second computer in the gm1 message. Since the

intermediate computer cannot access the contents of the IKE messages,

this modification request is made using the message tail (see..the.

0610



10

15

uuuuu

vow

PR

©

c
<
<
o8ce tece PXR©

35
discussion of step 9). The SPI value éent matches the s-SPI-2 field of
the IPsec transiation table of Figure 3.
The SPI value that the intermediate computer wants the first computer to

use for messages sent to itself. This matches the c-SPI-2 field of the
IPsec.translation table of Figure 3.

The resulting message is forwarded to the first computer.

In step 13, the first computer constructs gm1, which contains the following IKE

payloads:

A Hash (HASH) payload, that serves as an authenticator of the message.
A Security Association (SA) payload, which contains the IKE phase 2
security policy offers from the first computer, i.e., the IPsec security
policy offers. The SA payload contains the SPI value assigned to the first
computer in the mme6 message, i.e., s-SPI-2 in Figure 3.

Optionally, a Key Exchange (KE) payload, if a new Diffie-Hellman key
exchange is to be performed in phase 2 (this depends on the contents of
the SA payload).

A Nonce (NONCE) payload, which contains a random value chosen by
the first computer.

Optionally, two Identification (ID) payloads that indicate the IPsec traffic
selectors that the first computer proposes for an IPsec tunnel mode SA.
If IPsec transport mode is used, these are not necessary, but they may
still be used. They may also be omitted if IPsec tunnel mode is used.

The IKE header is the same as previously, except that the Message I-D field now

contains a non-zero 32-bit value, that serves as a phase 2 session identifier. This

identifier remains constant for the entire quick mode exchange.

The message is sent to the intermediate computer.

In step 14, the intermediate computer forwards the qm1 message to the second
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In step 15, the second computer inspects the security policy offers and other
information contained in the gm1 message, and determines which security policy offer
matches its own security policy (the case when no security policies match results in an

error notification message).

The second computer responds with gm2 message, that contains the following

payloads:

A Hash (HASH) payload, that serves as an authenticator of the message.
A Security Association (SA) payload, which indicates the security policy
offer chosen by the second computer. The message also contains the
SPI value that the second computer wants to use when receiving IPsec-
protected messages. The SPI value matches s-SPI-3 of the IPsec
transiation table in Figure 3.

Optionally, a Key Exchange (KE) payload, if a new Diffie-Hellman key
exchange is to be performed in phase 2. |

A Nonce (NONCE) payload, which contains a random value chosen by
the second computer.

If Identification (ID) payloads were sent by the first computer, the second
computer also sends ldentification payloads. '

In step 16, the intermediate computer forwards the gm2 message to the first computer.

In step 17, the first computer constructs gm3 message, which contains the following

payloads:
- A Hash (HASH) payload, that serves as an authenticator of the message.

The following information is sent in the message tail:

The SPI vaiue sent by the second computer in the qm2 message. This
is sent here, because the intermediate computer cannot decrypt the gm2
message and look up the SPI from there. The SPI value matches s-SPI-
3 of the IPsec translation tablein Figure 3.
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In step 18, the intermediate computer receives the qm3 and reads the s-SPI-3 value
from the message tail. All the information required to construct the IPsec transiation
table entry is now gathered, and the entry can be added to the translation table. In
particular, the information fields are as follows:
- c-addr-1. same as c-addr-1 of the IKE session (195.1.2.3).
- c-addr-2: same as c-addr-2 of the IKE session (212.90.65.1).
- ¢-SPI-1: received in the mm5 message tail from the first computer.
- ¢-SPI-2: chosen by the intermediate computer, sent to the first computer
in the mme6 message tail.
- s-addr-2: same as s-addr-2 of the IKE session (212.90.65.1 in this
example, may be different than c-addr-2). ‘ .
- s-addr-3:. same as s-addr-3 of the IKE session (103.6.5.4).
- s-SPI-2: chosen by the intermediate computer, sent to the first computer
in mme6 message tail.
- s-SPI-3: sent by the second computer in gm2 to the first computer, which
sends it to the intermediate computer in gm3 message tail.

The intermediate computer forwards the gm3 message to the second computer, which
completes the IKE key exchange, and the IPsec translation table set up.

The 1Psec cryptographic keys established using the modified IKE key exchange
presented above are either derived from the Diffie-Hellman key exchange performed in
IKE main mode, or from the (optional) Diffie-Hellman key exchange performed in quick
mode. In both cases, the intermediate computer has no access to the shared secret
established using the Diffie-Hellman algorithm. In fact, the intermediate computer has
no advantage when compared to a random, hostile attacker.

The above presentation was simplified and exemplified to increase clarity of the
presentation. There are several issues not discussed, but these issues are not

essential to the invention.

Some of these issues are the fallawing:
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The phase 1 used main mode. Any other IKE phase 1 exchange can be
used; this changes the details of the protocol but not the essential ideas.
There are other approaches than the one presented here. One approach
is for the first computer to reveal the IKE keys to the intermediate
computer, so that the second computer is able to modify the required
fields of the message (namely, SPI values).

The discussion assumes that the first computer initiates the IKE
exchange. The opposite direction is possible, too, but requires more
considerations.

The commit bit feature of IKE is not used. Adding that is simple.

Security gateway selection is based on a table lookup indexed by an
identification type/value pair sent by the first computer. Other
mechanisms are easy to implement.

The discussion assumes a successful IKE key exchange. Error cases
are easy to handle.

Phase 1 policy lookup (when processing mm1 and mm2 messages) is
not based on the identity of the IKE counterpart. This is not a major
issue, since the phase 1 security policy can be independent of the
counterpart without limiting usability.

Phase 1 is.a pre-requisite for executing the protocol in the exampie. This
can be easily changed by moving some of the “tail” items to phase 2.

The protocol establishes a pair of SAs, one for each direction, and
manages the SPI value modifications of these SAs. It is easy to extend
this to cover SA bundles with more than one SA, ie., SAs applied in
sequence (ESP followed by AH, for instance). This requires more than
one SPI for each direction, but is easy to add to the protocol described.

The invention is not concerned with the details of the key exchange protocol. The
presented outline for one such protocol is given as an example, several other
alternatives exist. The invention is also not concerned with the IKE key exchange
protocol: other key exchange protocols exist, and similar ideas can be applied in using *
them in the context of the invention.
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CLAIMS

1. Method for secure forwarding of a message from a first computer to a

second computer via an intermediate computer in a telecommunication network,

characterized by

a) forming a message in the first computer or in a computer that is served by the
first computer, and in the latter case sending the message to the first computer,

b) in the first computer, forming a secure message by giving the message a unique
identity and a destination address, ,

¢) sending the message from the first computer to the intermediate computer,

d) using said destination address and the unique identity to find an address to the

second computer,

e) substituting the current destination address with the found address to the second

computer,

f) substituting the unique identity with another unique identity,

g) forwarding the message to the second computer.

. Method of claim 1, characterize din that the secure forwarding of the

message is performed by making use of the IPSec protocols, whereby the secure
message is formed in_step b) by using an IPSec connection between the first
computer and the second computer formed for this purpose in the method.

. Method of claim 1, ch.aracterizedin that the secure forwarding of the

message is performed by making use of the SSL or TLS protocols.

. Method of claim 2, characterizedin that a preceding distribution of keys to

the components for forming the 1PSec connection is performed manually.

. Method of claim 2, ch.aracterize din that a preceding distribution of keys for

forming the IPSec connection is performed by an automated key exchange

protocol. .
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. Method of claim 5, characterizedin that the automated key exchange
protocol between the first computer and the second computer is performed by
means of a modified IKE key exchange protocol between the first computer and the
intermediate computer and a standard IKE key exchange protocol between the
intermediate computer and the second computer.

. Method of any ofclaims 2, 50r6, characterizedinthat the message thatis
sent fram the first computer in step c) is a packet and contains message data, an
inner IP header containing the actual sender and receiver addresses, an outer IP
header containing the .addresses of the first computer and thel intermediate
computer, a unique identity, and other security parameters.

. Method of any of claims 2, 50r6, characterized in that that the IPSec
connection is one or more security associations (SA) and the unique identity is ane
or more SPI values and the other security parameters include the sequence

number(s).

. Method of any of claims 1 -8, characterizedin that the matching in step d)
is performed by means of a translation table stored at the intermediate computer.

10.Method of any of claims 1 -9, characterized in that both the address and

the SPl-value are changed by the intermediate computer in steps e) respective f).

11.Method of any of claims 1 -10,characteriz e din that the first computer is a

mobile terminal, whereby the mobility is enabled by modifying the translation table

at the intermediate computer.

12.Method of claim 11, characterize dinthat said modification of the translation

tables is performed by sending a request for registration of the new address from
the first computer to the intermediate computer, and optionally, by sending a
registration_reply. from the.intermediate computer to.the first computer.
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13.Method of claim 12, characterize din that the registration and/or reply is
authenticated and/or encrypted by IPSec.

14.Method of any of claims 4 -13, characterized in that the key distribution for
5 the secure connections is established by establishing an IKE protocol translation
table, and using the translation table to modify IP addresses and cookle values of

IKE packets in the intermediate computer.

15.Method of claim 14, ch.aracterize d in that the key exchange distribution is

10 established by
generating an initiator cookie and sending a zero responder cookie to the second

computer,
generating a responder cookie in the second computer,
establishing a mapping between IP addresses and IKE cookie values in the

15 intermediate computer,
using a translation table to modify IKE packets in flight by modifying the external IP

addresses and possibly IKE cookies of the IKE packets.

16.Method of claim 14 or 15, characteri z e d in that the modified IKE protocol
2% between the first computer and the intermediate computer is modified such that the
IKE keys are transmitted from the first computer to the intermediate computer for
decryption and modification of IKE packets.

%'ef  17. Method of claim 14 or 15, characteriz e d in that in the modified IKE protocol
%ea g5 between the first computer and the .intermediate computer the modification of the
IKE packets is done. by the first computer with the intermediate computer

“ requesting such modifications.

18.Method of claim 16, characterize din that the address is defined so that the
3'»30.3;0 first computer is identified for the second computer by the intermediate computer by
means of an IP address taken from a pool of user IP addresses when forming the
translation table.
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19.Method of any of claims 1 -18,characteriz e din that the secure message is

sent using IPSec transport mode.

20.Method of any of claims 1 -18,characterizedin that the secure message is

sent using IPSec tunnel mode.

21. Telecommunication network for secure forwarding of messages, comprising at least
a first computer, a second computer and an intermediate computer,

characterized inthat
the first and the second computers have means to perform IPSec processing, and
the intermediate computer have means to perform IPSec translation. ‘

22.Network of claim 21, ch.aracteriz e d in that the intermediate computer
furthermore has means to perform IKE translation.

23.Network of claim 21 or 22, characteriz e d in that the means to perform
IPSec translation and IKE translation consists of translation tables.

24 Network of claim 22, characterized in that the transiation table for IPSec
translation comprising IP addresses of the intermediate computer to be matched
with IP addresses of the second computer.

25.Network of claim 22, characteriz ed in that one of the mapping tables for
IKE translation consists of two partitions, one for the communication between the
first computer and the intermediate computer and another for the communication
between the intermediate computer and the second computer.

26.Network of claim 25, characterized in that both partitions of the mapping
table for IKE translation contains translation fields for the source IP address, the
destination IP address, initiator and responder cookies between respective

computers.
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27.Network of claim 28, characteriz ed inthat there is another translation table
for IKE translation containing fields for matching a given user to a given second

computer.

0619



10

15

ooooo
o

uuuuu

44

L5
ABSTRACT

The method and system of the invention enable secure forwarding of a message from
a first computer to a second computer via an intermediate computer in a
telecommunication network. It is mainly characterized in that a message is formed in
the first computer or in a computer that is served by the first computer, and in the latter
case, sending the message to the first computer. In the first computer, a secure
message is then formed by giving the message a unique identity and a destination
address. The message is sent from the first computer to the intermediate computer,
whereafter said destination address and the unique identity are used to find an
address to the second computer. The current destination address is substitt.ited with
the found address to the second. computer, and the unique identity is substituted with
another unique identity. Then the message is forwarded to the second computer.

FIG: 1
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Identification type Identification value SGW
‘ address

User@F ully-Qualified- * smith@netseal.com 123.1.23
Domain-Name
user@Fully-Qualified- *@netseal.com 103.6.5.4
Domain-Name
Distinguished Name “CN=Sami Vaarala, 122.4.3.2

DC=netseal, DC=com”
Fully-Qualified-Domain- | host4.roammate.com 123.3.21
Name ]
Employee number and ®490170 / NetSeal 123.4.3.2
company Technologies”
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INTERNATIONAL PRELIMINARY
EXAMINATION REPORT International application No. PCT/FI 03/00045

Basis of the report

1. With regard to the elements of the international application (Replacement sheets which have been furnished to

the receiving Office in response to an invitation under Article 14 are referred to in this report as "originally filed"
and are not annexed to this report since they do not contain amendments (Rules 70.16 and 70.17)). :

Description, Pages

1-38 as originally filed

Claims, Numbers
1-26 filed with telefax on 17.03.2004

Drawings, Sheets
16-6/6 as originally filed

With regard to the language, all the elements marked above were available or furnished to this Authority in the
language in which the international application was filed, unless otherwise indicated under this item.

These elements were available or furnished to this Authority in the following language:  , which is:

I the language of a translation furnished for the purposes of the international search (under Rule 23.1(b)).
O the language of publication of the international application (under Rule 48.3(b)).

O the language of a translation furnished for the purposes of international preliminary examination (under
Rule 55.2 and/or 55.3).

With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the
international preliminary examination was carried out on the basis of the sequence listing: .

[0 contained in the international application in written form.

filed together with the international application in computer readable form.
furnished subsequently to this Authority in written form.

furnished subsequently to this Authority in computer readable form.

The statement that the subsequently furnished written sequence listing does not go beyond the disclosure
in the international application as filed has been furnished.

O ocoOaoaano

The statement that the information recorded in computer readable form is identical to the written sequence
listing has been furnished.

The amendments have resulted in the cancellation of:

O the description, pages:
O the claims, Nos.:
O the drawings, sheets:

Form PCTAPEA/409 (January 2004)
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INTERNATIONAL PRELIMINARY .
EXAMINATION REPORT International application No.  PCT/FI 03/00045

5. OO0 This report has been established as if (some of) the amendments had not been made, since they have
been considered to go beyond the disclosure as filed (Rule 70.2(c)).

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this
report.)

6. Additional observations, if necessary:

V. Reasoned statement under Article 35(2) with regard to novelty, inventive step. or industrial applicability;
citations and explanations supporting such statement

e

1. Statement

Novelty (N) Yes: Claims 3,6,11,12,13,14,15,16,17,18,19,20,21
No: Claims 1,2,4,5,7,8,9,10,22,23,24,25,26
Inventive step (IS) Yes: Claims

No: Claims 1-26

Industrial applicability (1A) Yes: Claims 1-26
No: Claims

2. Citations and explanations

see separate sheet

~orm PCTAPEA/409 (January 2004)
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R INTERNATIONAL PRELIMINARY International application No. PCT/FI03/00045
EXAMINATION REPORT - SEPARATE SHEET :

Re ltem V
Reasoned statement under Article 35(2) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. The following documents (D) are mentioned:

D1: US 2001/047487 A1 (LINNAKANGAS TOMMI ET AL) 29 November 2001
(2001-11-29) :

D2 US 2001/009025 A1 (AHONEN PASI MATTI KALEVI) 19 July 2001 (2001-
07-19)

D3: WO 00 78008 A (SSH COMM SECURITY LTD ;KIVINEN TERO (FI);
YLOENEN TATU (FI)) 21 December 2000 (2000-12-21)

D4: US 2001/020273 A1 (MURAKAWA YASUSHI) 6 September 2001 (2001-09-
06)

2. Claim 22 lacks novelty (Article 33(2) PCT).

2.1 Document D1, which is considered to represent the most relevant state of the art -
for claim 1, discloses according to the subject-matter of claim 1:

. Telecommunication network for secure forwarding of messages, comprising
at least a first computer, a second computer and an intermediate computer
(paragraph 24, lines 4-8)

characterized in that

. the first and the second computers have means to perform IPSec processing
(paragraph 24, lines 4-8),

. and the intermediate computer have translation tables to perform IPSec and
IKE translation (paragraph 24, lines 11-15).

3. The features of independent claim 22 are also disclosed in any of D2 (see e.g.
figures 1, 5; paragraphs 4, 5, 48), D3 (see e.g. page 3, line 24 - page 4, line 10;
page 9, lines 7 - 13; figures 1a, 1b, 3) and D4 (see e.g. paragraphs 71-76).

4. If novelty were disputable based on minor differences of interpretation, it is
pointed out that the subject-matter of claim 22 would still not involve an inventive
step (Article 33(3) PCT).

Form PCT/Separate Sheet/409 (Sheet 1) (EPO-April 1997)
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By INTERNATIONAL PRELIMINARY International application No. PCT/FI03/00045
EXAMINATION REPORT - SEPARATE SHEET .

5. The subject-matter of independent method claim 1 corresponds to the subject-
matter of independent apparatus claim 22. Thus, claim 1 also lacks novelty (Article
33(2) PCT).

6. Dependent claims do not contain any subject-matter which, in combination with
the subject-matter to which they refer, meet the requirements of the PCT in
respect of novelty and inventive step (Article 33(2) and (3) PCT). They are either
disclosed in D1 (e.g. "the secure messa'ge"i's formed by using an IPSec
connection between the first computer and the second computer"; "preceding
distribution of keys for forming the IPSec connection is performed by an
automated key exchange protocol”), in D2 (e.g "the request for registration is
encrypted") or common measures (e.g. "forwarding of the message is performed
by making use of the SSL or TLS protocols"; "the secure message is sent using
IPSec tunnel mode"; "the secure message is sent using IPSec transport mode")
obvious for a person skilled in the art.

=s=m PCT/Separate Sheet/409 (Sheet 2) (EPO-April 1997)
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CLAIMS ANT 34 AMDT

1. Method for secure forwarding of a message from a first computer to a

10

15

20

25

30

second computer via an intermediate computer in a telecommunication network,

characterized by

a) forming a message in the first computer or in a computer that is served by the
first computer, and in the latter case sending the message to the first computer,

b) in the first computer, forming a secure message by giving the message a unique
identity and a destination address,

¢) sending the message from the first computer to the intermediate computer,

d) using said destination address and the unique identity to find an address to the

second computer,

e) substituting the current destination address with the found address to the second

computer,

f) substituting the unique identity with another unique identity,

g) forwarding the message to the second computer.

. Method of claim 1, characterize din that the secure forwarding of the

message is performed by making use of the IPSec protocols, whereby the secure
message is formed in_step b) by using an IPSec connection between the first
computer and the second computer formed for this purpose in the method.

. Method of claim 1, characterizedin that the secure forwarding of the

message is performed by making use of the SSL or TLS protocols.

. Method of claim2, characterizedin that a preceding distribution of keys to

the components for forming the IPSec connection is performed manually.

. Method of claim 2, ch.aracterized in that a preceding distribution of keys for

forming the IPSec connection is performed by an automated key exchange
protocol. . '
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protocol between the first computer and the second computer is performed by
means of a modified IKE key exchange protocol between the first computer and the
intermediate computer and a standard IKE key exchange protocol between the
intermediate computer and the second computer.

. Method of any of claims 2, 5or6, characterizedinthatthe message thatis

sent fraom the first computer in step c) is a packet and contains message data, an
inner IP header containing the actual sender and receiver addresses, an outer IP
header containing the .addresses of the first computer and the intermediate
computer, a unique identity, and other security parameters.

. Method of any of claims 2, 50r6, characterizedin that that the IPSec

connection is one or more security associations (SA) and the unique identity is one
or more SP| values and the other security parameters include the sequence
number(s).

. Method of any of claims 1 -8, characterizedinthat the matching in step d)

is performed by means of a translation table stored at the intermediate computer.

10.Method of any of claims 1 -9, characteriz e din that both the address and

the SPi-value are changed by the intermediate computer. in steps e) respective f).

11.Method of any of claims 1 - 10, characteriz e din that the first computer is a

mobile terminal, whereby the mobility is enabled by modifying the translation table
at the intermediate computer.

12.Method of claim 11, characteriz e din that said modification of the translation

tables is performed by sending .a request for registration of the new address from
the first computer to the intermediate computer, and optionally, by sending a
registration reply. from. the intermediate computer to. the first computer.
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13.Method of claim 12, characterize din that the registration and/or reply is

authenticated and/or encrypted by IPSec.

14.Method of any of claims 4 -13, characteriz ed in that the key distribution for
the secure connections is established by establishing an IKE protocol translation
table, and using the translation table to modify IP addresses and cookie values of
IKE packets in the intermediate computer.

15.Method of claim 14, character.ize d.in that the key exchange distribution is
established by
generating an initiator cookie and sending a zero responder cookie to the second
computer,
generating a responder cookie in the second computer,
establishing a mapping between IP addresses and IKE cookie values in the
intermediate computer,
using a translation table to modify IKE packets in flight by modifying the external IP
addresses and possibly IKE cookies of the IKE packets.

16.Method of claim 14 or 15, characteriz e d in that the modified IKE protocol
between the first computer and the intermediate computer is modified such that the
IKE keys are transmitted from the first computer to the intermediate computer for
decryption and modification of IKE _packets.

17. Method of claim 14 or 15, characteri z e din that in the modified IKE protocol
between the first computer .and the .intermediate computer the modification of the
IKE packets is done. by the first computer with the intermediate computer
requesting such modifications.

18.Method of claim 16, characterize din that the address is defined so that the
first computer is identified for the second computer by the intermediate computer. by
means of an IP address taken from a pool of user IP addresses when forming the
translation table.
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19.Method of any of claims 1 -18,characterizedin that the;secure message is
sent using IPSec transport mode.

20.Method of any of claims 1 -18, characterize din that the secure message is

sent using IPSec tunnel mode.

21. Telecommunication network for secure forwarding of messages, comprising at least
a first computer, a second computer and an intermediate computer,
characterized inthat |
the first and the second computers have means to perform IPSec processing, and
the intermediate computer have means to perform IPSec transiation.

22.Network of claim 21, ch.aracteriz e d in that the intermediate computer
furthermore has means to perform IKE translation.

23.Network of claim 21 or22, characterized inthat the means to perform
IPSec translation and IKE translation consists of translation tables.

24 Network of claim 22, characterized in that the translation table for IPSec
translation comprising IP addresses of the intermediate computer to be matched
with IP addresses of the second computer.

25.Network of claim 22, characterized in that one of the mapping tables for
IKE transiation consists of two partitions, one for the communication between the
first computer and the intermediate computer and another for the communication
between the intermediate computer and the second computer.

26.Network of claim 25, characterized in that both partitions of the mapping
table for IKE translation contains translation fields for the source IP address, the
destination [P address, initiator and responder cookies between _respective

computers.
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27.Network of claim 28, characterized inthat thereis another transiation table

for IKE translation containing fields for matching a given user to a given second

computer.
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METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE
CONNECTION

TECHNICAL FIELD

The method and system of the invention are intended to secure connections in
telecommunication networks. Especially, it is meant for wireless Internet Service
Provider (ISP) connections.

TECHNICAL BACKGROUND

An internetwork is a collection of individual networks connected with intermediate
networking devices that function as a single large network. Different networks can be
interconnected by routers and other networking devices to create an internetwork.

A local area network (LAN) is a data network that covers a relatively small geographic
area. It typically connects workstations, personal computers, printers and other
devices. A wide area network (WAN) is a data communication network that covers a
relétively broad geographic area. Wide area networks (WANSs) interconnect LANs
across normal telephone .lines and, for instance, optical networks; thereby
interconnecting geographically disposed users.

There is a need to protect data and resources from disclosure, to guarantee the
authenticity of data, and to protect systems from network based attacks. More in detail,
there is a need for confidentiality (protecting the contents of data from being .read),
integrity (protecting the data from being modified, which is a property that is
independent of confidentiality), authentication (obtaining assurance about the actual
sender of data), replay protection (guaranteeing that data is fresh, and not a copy of
previously sent data), identity protection (keeping the identities of parties exchanging
data secret from outsiders), high availability, i.e. denial-of-service protection (ensuring
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that the system functions even when under attack) and access control. IPSec is a
technology providing most of these, but not all of them. (In particular, identity protection
is not completely handled by IPSec, and neither is denial-of-service protection.)

The IP security protocols (IPSec) provides the capability to secure communications
between arbitrary hosts, e.g. across a LAN, across private and public wide area
networks (WANs) and across the internet. IPSec can be used in different ways, .such
as for bu'ilding secure virtual private networks, to gain a secure access to a company
network, or.to secure communication with other organisations, ensuring. authentication
and éonﬁdentiality and providing a key exchange mechanism. IPSec ensures
confidentiality . integrity, authentication, replay .protection, Ilimited traffic flow
confideniiality, limited identity protection, and access control based on authenticated
identities'. Even if some applications already have built in security protocols, the use of
IPSec further enhances the security.

IPSec can encrypt and/or authenticate traffic at IP level. Traffic going in to a WAN is
typically compressed and encrypted and traffic coming from a WAN _is decrypted and
decompréssed. IPSec is defined by certain documents, which contain rules for the
IPSec architecture. The documents that define IPSec, are, for the time being, the
Request For Comments (RFC) series of the Internet Engineering Task Force (IETF), in
particular, RFCs 2401-2412.

Two protocols are used to provide security at the IP layer; an authentication protocol
designated by the header of the protocol, Authentication Header (AH), and a combined
encryptionfauthentication protocol designated by the format of the packet for that
protocol, Encapsulating Security Payload (ESP). AH and ESP are however similar
protocols, both operating by adding a protocol header. Both AH and ESP are vehicles
for access control based on the distribution of cryptographic keys and the management
of traffic flows related to these security protocols.

Security association (SA) is a key concept in the authentication and the confidentiality
mechanisms. for. IP. A security association is a one-way. relationship between a. sender
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and a receiver that offers security services to the traffic carried on it If a secure two-
way relationship is needed, then two security associations are required. If ESP and AH
are combined, or if ESP and/or AH are applied more than once, the term SA bundle is
used, meaning that two or more SAs are used. Thus, SA bundle refers to one or more
SAs applied in.sequence, e.g. by first performing an ESP protection, and then an AH
protection. The SA bundie is the combination of all SAs used to secure a packet.

The term JPsec connection is used in what follows in place of an IPSec bundie of one
or more security associations, or a pair of IPSec bundies — one bundle for each
direction — of one .or more security associations. This term thus covers both
unidirectional and bi-directional traffic protection. There is no implication of symmetry
of the directions, i.e., the algorithms and IPSec transforms used for each direction may
be different.

A security association is uniquely identified by three parameters. The first one, the
Security Parameters Index (SPI), is a bit string assigned to this SA. The SP] is carried
in AH and ESP headers to enable the receiving system to select the SA under which a
received packet will be processed. IP destination address is the second parameter,
which is the address of the destination end point of the SA, which may be an end user
system or a network system.such as a firewall or a router. The third parameter, the
security protocol identifier indicates whether the association is an AH or ESP security
association.

In each IPSec implementation, there is a nominal security association data base
(SADB) that defines the parameters associated with each SA. A security association
is normally defined by the following parameters. The Sequence Number Counter is a
32-bit value used to generate the sequence number field in AH or ESP headers. The
Sequencé Counter Overflow is a flag indicating whether overflow of the sequence
number counter should generate an auditable event and prevent further transmission
of packets on this SA. An Anti-Replay Window is used to determine whether an
inbound AH or ESP packet is a replay. AH information involves information about the
authentication algorithm, keys and related parameters being used with AH. ESP
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information involves information of encryption and authentication algorithms, keys,
initialisation vectors, and related parameters being used with IPSec. AH information
consists of the authentication algorithm, keys and related parameters being used with
AH. ESP information consists of encryption and authentication . algorithms, keys,
cryptbgraphic initialisation vectors and related parameters being used with ESP. The
sixth parameter, Lifetime of this. Security Association, is a time-interval and/or byte-
count aftér which this SA must be replaced with a new SA (and new SPI) or terminated
plus an indication of which of these actions should occur. IPSec Protocol Mode is
either tunnel or transport mode. Maximum Transfer Unit (MTU), an optional feature,
defines the maximum size of a packet that can be transmitted without fragmentation.
Optionally an MTU discovery protocol may be used to determine the actual MTU for a
given route, however, such a protocol is optional

Both AH and ESP support two modes used, transport and tunnel mode.

Transport mode provides protection primarily for upper layer protocols and extends to
the payload of an IP packet. Typically, transport mode is used for end-to-end
communication between two hosts. Transport mode may be used in conjunction with a
tunnelling protocol, other than. IPSec tunnelling, to_provide a tunnelling capability.

Tunnel mode provides protection to the entire IP packet and is usually used for
sending messages through. more than two components, although tunnel mode may
also be used for end-to-end communication between two hosts. Tunnel mode is often
used when one or both ends of a SA is a security gateway, such as a firewall or a
router that implements IPSec. With tunnel mode, a number of hosts on networks
behind firewalls may engage.in secure communications without implementing IPSec.
The unp.rotected packets generated by such hosts are tunnelled through external
networks by tunnel mode SAs set up by the IPSec software in the firewall or secure
router at 'boundary of the local network.

To achieve this, after the AH or ESP fields are added to the IP packet, the entire
packet plus. security fields. are treated as.the payload of a.new outer IP packet with a
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new outer IP header. The entire original, or inner, packet travels through a tunnel from
one point of an IP network to another: no routers along the way are able to examine
the inner IP packet. Because the original packet is encapsulated, the new larger
packet may have totally different source and destination addresses, adding to the
security. In other words, the first step in protecting the packet using tunnel mode is to
add a new IP header to the packet;, thus the "IP | payload" packet becomes
"IP | IP| payload". The next step is to secure the packet using ESP and/or AH. In case
of ESP, the resulting packet is "IP|ESP|IP|payload”. The whole inner packet is
covered by the ESP and/or AH protection. AH also protects parts of the outer header,
in addition to the whole inner packet.

The IPSec tunnel mode operates e.g. in such a way that if a host on a network
generates an IP packet with a destination address of another host on another network,
the packet is routed from the originating host to a security gateway (SGW), firewall or
other secure router at the boundary of the first network. The SGW or the like filters all
outéoing packets to determine the need for IPSec processing. If this packet from the
first host to another host requires IPSec, the firewall performs IPSec processing and
encapsulates the packet in an outer IP header. The source IP address of this outer IP
header is this firewall and the destination address may be a firewall that forms the
boundary to the other local network. This packet is now routed to the other host's
firewall with intermediate routers examining only the outer IP_header. At the other host
firewall, the outer IP header is stripped off and the inner packet is delivered to the other
host.

ESP in tunnel mode encrypts and optionally authenticates the entire inner IP packet,
including the inner IP header. AH.in tunnel mode authenticates the entire .inner IP
packet, including the inner IP header, and selected portions of the outer IP header.

The key management portion of IPSec involves the determination and distribution of
secret keys. The default automated key management protocol for IPSec is referred to
as ISAKMP/Oakley and consists of the Oakley key determination protocol and Internet
Security ‘Association and Key Management Protocol (ISAKMP). Internet key exchange
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(IKE) is a newer name for the ISAKMP/Oakley protocol. IKE is based on the Diffie-
Hellman'algorithm and supports RSA signature authentication among other modes.
IKE is an extensible protocol,.and allows future and vendor-specific features to be
added without compromising functionality.

IPSec has been designed to provide confidentiality, integrity, and replay protection for
IP packets. However, 1PSec is intended to work with static network topology, where
hosts are fixed to certain subnetworks. For instance, when an IPSec tunnel has been
formed by using Intemet Key Exchange (IKE) protocol, the tunnel endpoints are fixed

- and remain constant. If IPSec is used with a mobile host, the IKE key exchange will

have to be redone from every. new visited network. This is problematic, because IKE
key exchanges involve computationally expensive Diffie-Hellman key exchange
algorithm calculations and possibly. RSA calculations. Furthermore, the key exchange
requires at least three round trips (six messages) if using the IKE aggressive mode
followed by IKE quick mode, and nine messages if using IKE main mode followed by
IKE‘ quick mode. This may be a big problem in high latency networks, such as General
Packet Radio Service (GPRS) regardless of the computational expenses.

In this text, the term mobility and mobile terminal does not only mean physical mobility,
instead the term mobility is in the first hand meant moving from one network to
another, which can be performed by a physically fixed terminal as well.

The problem with standard IPSec is thus that it has been designed for static
connectic')ns. For instance, the end points of an IPSec tunnel mode SA are fixed.
There is also no method for changing .any of the parameters of an SA, other than by
estéblishing a new SA that replaces the previous one. However, establishing SAs is
costly in terms of both computation time and network latency.

An example of a specific scenario where these problems occur is described next in
order to illustrate the problem.

In the scenario, there is a standard IPSec security gateway, which is used by a mobile
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terminal e.g. for remote access. The mobile terminal is mobile in the sense that it
changes its network point of attachment frequently. A mobile terminal can in this text
thus be physically fixed or mobile. Because it may be connected to networks
administered by third parties, it may also have a point of attachment that uses private
addresses — i.e., the network is behind a router that performs network address
translatiop (NAT). In addition, the networks used by the mobile terminal for access
may be wireless, and may have poor quality of service in terms of throughput and e.g.
packet drap rate.

Standard IPSec does not work well in the scenario. Since IPSec connections are
bound to fixed. addresses, the mobile terminal must establish .a new IPSec connection
from each point of attachment. If an automated key exchange protocol, such as IKE, is
used, setting up a new IPsec connection is costly in terms of computation and network
latency, and may require a manual authentication phase (for instarice, a one-time
password). If IPSec connections are set up manually, there is considerable manual
work involved in configuring the IPSec connection parameters.

Standard .IPSec does e.g. not work through NAT devices at the moment. A standard
iPSec NAT traversal protocol is currently being specified, but the security gateway in
the scenario might not support an IPSec protocol extended in this way. Furthermore,
the current IPSec NAT traversal protocols are not well suited to mobility.

There are no provisions for improving quality of service over wireless links in the
standard IPSec protocol. If the access network suffers from high packet drop rates, the
applications running in the mobile host and a host that the mobile terminal is
communicating with will suffer from packet drops.

A knowp method of solving some of these problems is based on having an
intermediate host between the mobile terminal and the IPSec security gateway. The
intermediate host might be a Mobile IP home agent, that provides mobility for the
connection between the mobile terminal and the home agent, while the connection
from the mabile node to the. security gateway is an ordinary.IPSec. connection. In this
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case, packets sent by an application in the mobile client are first processed by IPSec,
and then by Mobile IP.

In the general case, this implies both Mobile IP and IPSec header fields for packets
exchanged by the mobile terminal and the home agent. The Mobile IP headers are
removed by the home agent prior to delivering packets to the security gateway, and
added when delivering packets to the mobile terminal. Because of the use of two
tunnelling protocols (Mobile IP and IPSec tunnelling), the solution is referred to as
"double tunnelling” in this document.

The above method solves the mobility problem, at the cost of adding extra headers to
packets. This may have a significant impact on networks that have low throughput,
such as the General Packet Radio System (GPRS).

Another known method is again to use an intermediate host between the mobile client
and the IPSec security gateway. The intermediate host has an IPSec implementation
that may support NAT traversal, and possibly some proprietary extensions for
improviné quality of service of the access network, for instance.

The mobile host would now establish an IPSec connection between itself and the
intermediate host, and would also establish an IPSec connection between itself and
the IPSec security gateway. This solution is similar to the first known method, except
that two 'IPSec tunnels are used. It solves a different set of problems — for instance,
NAT traversal — but also adds packet size overhead because of double IPsec
tunnelling.

A third known method is to use a similar intermediate host as in the second known
method, but establish an IPSec connection between the mobile terminal and the
intermediate host, and another, separate IPSec connection between the intermediate
host and the security gateway. The IPSec connection between the mobile terminal and
the intermediate host may support NAT traversal, for instance, while the second IPSec
connection-does not need-to-
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When packets are sent by an application in the mobile terminal, the packets are IPSec-
processed using the [IPSec connection shared by the mobile terminal and the
intermediate host.. Upon receiving these packets, .the intermediate host undoes the
IPSec-processing. For instance, if the packet was encrypted, the intermediate host
decrypts the packet. The original packet would now be revealed in plaintext to the
intermediate host. After this, the intermediate host IPSec-processes the packet using
the IPSec connection shared by the intermediate host and the security gateway, and
forwards the packet to the security gateway.

This solution.allows the use of an IPSec implementation that support NAT traversal,
and possibly a number of other (possibly vendor specific) improvements, addressing
problems such as the access netwoark quality of service variations. Regardless of
these added features, the IPSec security gateway remains unaware of the
improvements, and is not required to implement any of the protocols involved in
improving service. However, the solution has a major drawback: the IPsec packets are
decrypted in the intermediate host, and thus possibly sensitive data is unprotected in
the intermediate host.

Consider a business scenario where a single intermediate host provides improved
service to a number of separate customer networks, each having .its own standard

IPSec security gateway. Having decrypted packets of various customer networks in

plaintext form in_the intermediate host is clearly a major security problem.

To summarise, the known solutions either employ extra tunnelling, causing extra
packet size overhead, or use separate tunnels, causing potential security problems in
the intermediate host(s) that terminate such tunnels.

THE OBJECT OF THE INVENTION
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The object of the invention is to develop a method for forwarding secure messages
between two computers, especially, via an intermediate computer by avoiding the
above mentioned disadvantages.

Especially, the object of the invention is to forward secure messages in a way that
enables changes to be made in the secure connection.

SUMMARY OF THE INVENTION

The method and system of the invention enable secure forwarding of a message from
a first computer to a second computer via an intermediate computer in a
telecommunication network. It is mainly characterized in that a message is formed in
the first computer or in a computer that is served by the first computer, and in the latter
case, sending the message to the first computer. In the first computer, a secure
message is then formed by giving the message a unique identity and a destination
address.: The message is sent from the first computer to the intermediate computer,
whereafter said .destination address and the unique identity are used to find an
address to the second computer. The current destination address is substituted with
the found address to the second computer, and the unique identity .is substituted with
another unique identity. Then the message is forwarded to the second computer.

The advantageous embodiments have the characteristics of the subclaims.

Preferably, the first computer processes the formed message using a security protocol
and encapsulates the message at least in an outer IP_header. The outer IP header
source address is the current address of the first computer, while the destination
address is that of the intermediate computer. The message .is then sent to the
intermediate computer, which matches the outer IP header address fields together with
a unique identifier used by the security protocol, and performs a translation of the outer
addresses and the unique identity used by the security protocol. The translated packet
is then sent to_the second computer, which processes it using. the standard security
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protocol in question. In the method of the invention, there is no extra encapsulation
overhead as in the prior art methods. Also, the intermediate computer does not. need
to undo.the security processing, e.g. decryption, and thus does not compromise
security as in the prior art methods.

Corresponding steps are performed when the messages are sent in the reverse
direction, i.e. from the second computer to the first computer.

Preferably, the secure message is formed by making use of the IPSec protocols,
whereby the secure message is formed by using an IPsec connection between the first
corﬁputer and the intermediate computer. The message sent from the first computer
contains message data, an.inner.IP header containing actual sender and receiver
addresses, an outer IP header containing the addresses of the first computer and the
intermediate_computer, a unique identity, and other security parameters. The unique
identity is one or more SPI values and the other security parameters contain e.g. the
IPsec sequence number(s). The number of SPI values depends on the SA bundle size
(e.g. ESP+AH bundle would have two SPI values). In the following, when an SA is
referred ta, the same applies to an SA bundle. The other related security parameters,
containing e.g. the algorithm to be used, a traffic description, and the lifetime of the SA,
are not sent on the wire. Only SP] and sequence number are sent for each IPsec
processed header (one SPI and one sequence number if e g. ESP only is used; two
SPis anq two sequence numbers if e.g. ESP+AH is used, etc.).

Thus, the unsecured data packet message is formed by the sending computer, which
may or. may not be the first computer. The IP header of this packet has IP source and
des'tination address fields (among other things). The packet is encapsulated e.g.
wrapped inside a tunnel, and the resulting. packet is secured. The secured packet has
a new outer IP header, which contains another set of IP source and destination
addresses (in the outer header — the inner header is untouched), i.e. there are two
outer addresses (source and destination) and two inner addresses. The processed
packet has a unique identity, the IPsec SPI value(s).

An essential idea of the invention is to use the standard protoco! (IPSec) between the
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intermediate computer and the second computer and an “enhanced IPSec protocol”
between the first. computer and the intermediate computer. IPsec-protected packets
are translated by the intermediate computer, without undoing the IPsec processing.
This avoids both the overhead.of double tunneling, and the security problem involved
in using separate tunnels.

The translation is performed e.g. by means of a translation table stored at the
intermediate computer. The outer IP header address fields. and/or the SPJ-values are
changed'by the intermediate computer so that the message can be forwarded to the
second computer.

By modifying the translation table and parameters associated to a given translation
table entry, the properties of the connection between the first and the intermediate
computers can be changed without establishing a new IPsec connection, or involving
the second computer in any way.

One example of a change in the SA between the first computer and the intermediate
computer is.the change of addresses for enabling mobility. This can be accomplished
in the invention simply by modifying the translation table entry address fields. Signaling
messages.may .be used to request such a change. Such signalling messages may be
authenticated and/or encrypted, or sent in plaintext. One method of doing
authentication and/or encryption is to use an IPsec connection between the first
computer and the intermediate computer. The second computer is unaware of this
IPsec connection, and does .not need to participate in the signalling protocol .in any
way. Several other methods of signalling exist, for instance, the IKE key exchange
protocol may be extended to carry such signalling messages.

In the signalling, e.g. a registration request is sent from the first computer to the
intermediate computer which causes the intermediate computer to modify the
addresses in the mapping table and thus, the intermediate computer can identify the
mobile next time a message is sent. Preferably, as a result of a registration request, a
reply registration is sent from the intermediate computer back to the first computer.
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Other examples of possible modifications to the SA - or in general, the packet
processing behaviour - between the first computer and the .intermediate computer are
the following.

One example is the first computer and the intermediate computer perform some sort of
retransmission protocol that ensures that the IPSec protected packets are not dropped
in the route between the first and the intermediate computer. This may have useful
applications when the first computer is connected using a network access method that
has a high packet drop rate - for instance, GPRS.

Such a protocol can be easily based on e.g. IPsec sequence number field and the
replay protection window, which provide a way to detect that packet(s) have been lost.
When a receiving host detects missing packets, it can send a request message for
those particular packets. The request can of course be piggy-backed on an existing
data packet that is being sent to the other host. Another method of doing the
retransmissions may be based on using an extra protocol inside which the IPSec
packets ére wrapped for transmission between the first and intermediate computer. In
any case, the second computer remains unaware of such a retransmission protocol.

Another example is performing a Network Address Translation (NAT) traversal
encapsulation between the first and the intermediate computer. This method could be
based on e.g. using UDP encapsulation for transmission of packets between the first
and the intermediate computer. The second computer remains unaware about this
processing and does not even need to support NAT traversal at all. This is beneficial
because there are several existing IPSec products that have no support for NAT
traversal.

The system of the invention is a telecommunication network for secure forwarding of
messages and comprises at least a first computer, a second computer and an
intehﬁediate computer. it is characterized in that the first and the second computers
have means to perform IPSec processing, and the intermediate computer have means
to perform IPSec translation and possibly key exchange protocol, such as IKE,
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translation, preferably by means of mapping tables. The intermediate computer may
perform IPSec processing related to other features, such as mobility signalling
described above or other enhancements.

The IPSec translation method is independent of the key exchange translation method.
Also. manual keying can be used instead of automatic keying. If automatic keying is
used, any key exchange protocol can be modified for that purpose; however, the idea
is to keép the second computer unaware of the interplay of the first and the
interm_ediate computer.

An automatic key exchange protocol may be used in the invention in several ways.
The essential idea is that the second computer sees a standard key exchange protocol
run, whilé the first and the intermediate computer perform a modified key exchange.
The modified key exchange protocol used between the first and the .intermediate
computer ensures that the IPsec translation table and other parameters required by
the invention are set up as a side-effect of the key exchange protocol. One such
modified protocol is presented in the application for the IKE key exchange protocol.

Each translation table consists of entries that are divided into two partitions. The first
partition contains information fields related to the connection between the first
computer and the intermediate computer, while the second partition contains
information fields related to the connection between the intermediate computer and the
second computer.

The translation occurs by identifying the translation table entry by comparing against
one partition, and mapping into the other. For traffic that is flowing.from the first
computer towards the second computer, through the intermediate computer, the entry
is found by comparing the received packet against entries in the first partition, and then
translating said fields using information found in the second partition of the same entry.
For traffic flowing in the opposite direction, the second partition is used for finding the
prdper translation table entry, and the first partition for translating the packet fields.
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The IPSec translation table partitions consist of the following information: the IP local
address and the IP remote address. (tunnel endpoint addresses) and SPIs for.sending
and receiving data.

As mentioned, a translation table entry consists of two such partitions, one for
communication between first computer and the intermediate computer, and another for
communication between the intermediate computer and the second computer.

The invention described solves the above problems of prior art. The solution is based
on giving the first computer, e.g. if it is mobile, an appearance of a standard computer
for the second computer. Thus, the second computer will believe it is talking to a
standard: IPSec host, while the intermediate computer and the second computer will
work together using a modified protocol, for instance a slightly modified IPSec and IKE
that help's to accomplish this goal. There are, however, several other control protocols
that could conceivably be used between the first and the intermediate computer.

In the following, the invention is described more in detail by using figures by means of
some embodiment examples to carry out the invention. The invention is not restricted
to the details of the figures and accompanying text, or any existing protocols, such as
the currently. standardised IPSec or IKE.

Especially, the invention can be concerned with other kinds of telecommunication
networks wherein the method of the invention can be applied than that of the figures.

FIGURES

Figure 1 illustrates an example of a telecommunication network of the invention.

Figure 2 describes generally an example of the method of the invention.

Figure 3 illustrates an example of an IPSec translation table used by the intermediate
computer to change the outer IP address and SPI value.
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Figure 4 describes a detailed example of how the SA is formed in the invention.

Figure 5 illustrates an example of translation tables for the modified key exchange of
the invention.

Figure 6 shows a mapping table for identification values of the user Security Gateway
(SGW,) addresses.

DETAILED DESCRIPTION OF THE INVENTION

An example of a telecommunication network of the invention is illustrated in figure 1,
comprisillwg a first computer, here a client computer 1 served by an intermediate
computer, here as a server. 2, and a host computer 4, that.is served by the second
computer, here a security gateway (SGW) 3. The security gateway supports the
standard IPSec protocol and optionally the IKE key exchange protocol. The client
computer and the server computer support a modified IPSec and IKE protocol.

The invention is not restricted to the topology of figure 1. In other embodiments, the
first computer may e.g. be a router; or there might e.g. not be a host behind the second
computer (in which case the first and the second computer are talking to each other
directly), etc.

The IPSec transiations taking place in the scenario of Figures 1, 2, and 3 are
discussed first. The IPSec connections (such as SAs) in the scenario may be
established manually, or using some key exchange protocol, such as the Internet Key
Exchange (IKE). To illustrate how a key exchange protocol would be used in the
scenario of figure 1, a modified IKE protocol based on IKE translation is also presented
later.

In the invention, an IPSec connection is shared by the first computer and the second
computer, while the intermediate. computer. holds. .information. required to perform
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address and IPSec SPI translations for the packets. These translations accomplish
the effect of “double tunnelling” (described in the technical background section), but
with the method of the invention the confidentiality of the packets is not compromised,
while simultaneously having no extra overhead when compared to standard IPSec.
The intermediate computer does not know the cryptographic keys used to encrypt
and/or authenticate the packets, and can thus not reveal their contents.

The advantage of the invention is that the logical IPSec connection shared by the first
and the second computer can be enhanced by the first and the intermediate computer
without involvement of the .second computer. In particular the so-called “ingress
filtering” performed by some routers does not pose any problems when translations of
addresses are used. In the example presented, each host also manages its own
IPSec SPI space independently.

In the example of figure 1, an IPSec connection is formed between the client computer
1 (the first computer) and the security gateway 3 (the second computer). To create an
IPSec tunnel, a SA (or usually a SA bundle) is formed between the -respective
computers with a preceding key exchange. The key exchange between the first and
the second computer can take place manually or it can be performed with an automatic
key exchange protocol such as the IKE protocol. For_performing said key exchange, a
standard IKE protocol is used between the server 2 and the security gateway 3, and a
modified IKE protocol is used between the client computer 1 and the server 2. An
example'of a modified IKE protocol that can be used in the invention is described in
connection with figure 4.

Messages to be sent to the host terminal 4 from the client computer 1 are first sent to
the server 2, wherein an IPSec translation and an IKE translation takes place. After
that the message can be sent to the security gateway 3, which sends the message
further in plain text to the host terminal 4.

The method of the invention, wherein messages in packet form are sent by routing to
the end destination, is generally described in connection with figure 2. it is assumed in
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the following description that the IPSec connection between the first and second
computer already is formed. The [PSec connection can be set up manually or
automatically by e.g. an IKE exchange protocol which is described later.

Figure 2 illustrates the sequence of events that take place when the first computer,
corresponding to the mobile terminal in figure 1, sends a packet to a destination host,
labelled X in the figure, and when the host X sends a packet to the mobile terminal.

IP packets consist of different parts, such as a data payload and protocol headers. The
protocol headers in turn consist of fields.

In step 1 of figure 2, the first computer, e.g. a mobile terminal, forms an IP packet that
is to be sent to host X. Typically, this packet is created by an application running on the
mobile terminal. The IP packet source address is the address of the mobile terminal,
while the destination address is host X.

The packet is processed using an IPSec tunnel mode SA, which encapsulates the IP
packet sécurely. The example assumes that IPSec encryption and/or authentication of
ESP type is used for processing the packet, although the invention is not limited to the
use of only ESP; instead, an arbitrary IPsec connection may be used.

In said processing, a new IP header is constructed for the packet, with so-called outer
IP addresses. The outer source address of the packet can be the same as the inner IP
address — i.e., the address of the mobile terminal — but can be different, if the mobile
terminal is visiting a network. The outer source address corresponds to the care-of
address obtained by the mobile terminal from the visited network, .in this case.. The
outer destination address is the address of the intermediate computer. In addition to
the new IP header, an ESP header is added, when using IPSec ESP mode. The SPI
field of the ESP header added by the IPSec processing are set to the SPI value that
the intermediate computer uses for receiving packets from the mobile terminal. In
general, there may be more than one SPI field in a packet.
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The processing of packets in the intermediate computer is based on a translation table
i.e. an IPSec translation table shown in figure 3. The table has been divided into two
partitions. The left one, identified by the prefix “c-*, refers to the network connection
between the first computer (host 1 in figure 1).and the intermediate computer (host 2 in
figure 1). The right one, identified by the prefix “s-*, refers to the network connection
between the intermediate computer and the second computer (computer 3 in figure 1).
The postfix number (*-1”, “-2”, or “-3") identifies the host in question. Thus, the address
fields (“addr”) refer to outer addresses.of a packet, while the SPI fields (“SPI”) refer to

.the receiver of packets, which packets were sent with this SPl. Thus, “c-SPI-2" is the

SPI value used by host 2 (the intermediate computer) when receiving packets from
host 1 (the first computer), and the SPI-value “c-SPI-1" is the SPl-value with which the
first computer receives messages .and the SPl-value with which the intermediate
computer sends messages to the first computer and so on.

In terms of Figure 3, the outer source address would be °c-addr-1” (195.1.2.3), the
outer destination address "c-addr-2" (212.90.65.1), while the SP!I field would be "c-SPI-
2" (0x12341234). The notation OXNNNNNNNN indicates a 32-bit unsigned integer
value, encoded using a hexadecimal notation (base 16). The inner source address is
processed by IPSec in the first computer, and would typically be encrypted. .In this
example, the inner source address would be the static address of the mobile terminal,
e.g. 10.0.0.1.

When the intermediate computer receives the packet sent in step 1 described above, it
performs an address and SPI translation, ensuring that the security gateway (host 3 of
figure 1) can accept the packet. Most of the packet is secured using IPSec, and since
the intermediate computer does not have the cryptographic keys to undo the IPSec
processing done by the mobile terminal, it cannot decrypt any encrypted portions of the
packet but is able to use the outer IP addresses and the incoming SPI value to
determine how to modify the outer address and the SPI to suite the second computer,
which is the next destination. SPI is now changed to 0x56785678 in the intermediate
computer and the address is changed to the address of the second computer. This is
done by means. of the IPSec translation table of figure 3. .
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The first row of Figure 3 is a row that the intermediate computer has found that
matches the packet in the example, and thus the intermediate computer chooses it for
translation. The new outer sourcé address s-addr-2 (212.90.65.1) is substituted for the
outer source address c-addr-1 (195.1.2.3), and the new outer destination address s-
addr-3 (103.6.5.4) is substituted for the outer destination address c-addr-2
(212.90.65.1). The new SPI value, s-SPI-3 (0x56785678), is substituted for the SPI
value ¢-SPI-2 (0x12341234). If more than one SPI values are used, all the SPI values
are substituted similarly. In the example, s-addr-2 and c-addr-2 happen to be the
same on both partitions of the table. This is not necessarily so but the intermediate
computer might use another address for sending.

In step 2 of figure 2, the transiated packet is sent further to the second computer. The
inner |IP packet has not been modified after that the first computer sent the packet.
The second computer processes the packet using standard IPSec algorithms. The
security gateway (the second computer) can e.g. decipher and/or check the
authenticity of the packet, then remove the IPSec tunnelling, and forward the original
packet towards the destination host, X. Thus, the entire original packet was unaffected
by the translation as the IP header, and thus the address fields, was covered by IPSec.

After uncovering the original packet from the IPsec tunnel, the second computer
makes a routing decision based on the IP header of the original packet. In the
example, the IP destination address is X (host X in Figure 2), and thus the second
computer delivers the packet either directly to X, or to the next hop router.

In step 3 of figure 2, the packet is sent from the second computer (corresponding to
SGW in figure 1) to host X, having now only the original source IP address 10.0.0.1
and the original destination IP address X in the IP header. Thus, in step 3, host X
receives the packet sent by the second computer. Usually, an application process
running on host X would generate some return traffic. This would cause an IP packet
to be generated and sent to the second computer.

If a packet is sent back from hast X to.the first. computer. (corresponding.to the. client.
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computer in figure 1), steps analogous to steps 1 - 3 are performed. The packet is thus
first sent to the second computer, with the source IP address being X and the
destination IP address being 10.0.0.1, in step 4. The generated packet is then received
by the second computer. The IPSec policy of the second computer requires that the
packet be IPSec-processed using a tunnel mode IPSec SA. This processing is similar
to the one in steps 1 and 2. A new, outer IP header is added to the packet in the
second computer, after which the resulting packet is secured using the IPSec SA. The
outer IP source address is set to s-addr-3 (103.6.5.4) while the outer IP destination
address is set to s-addr-2 (212.90.65.1).. The SPI field is set to s-SPI-2 (0Oxc1230012).
In step 5, the resulting packet is sent to the address indicated by the new outer IP
destination address, s-addr-2, the intermediate computer. The intermediate computer
receives the packet and performs a similar address and SPI translation.

The inner addresses are still the same, and are not modified by the intermediate
computer. Since the packet intended to be sent to the first computer, the new,
translated outer destination IP address indicate the address of the first computer.

The resulting packet is sent to the first computer in step 6.

As’,a result of step 6, the packet is received by the. first computer. The IPSec
processing is undone, i.e. decryption and/or authentication is performed, and the
original packet is uncovered from the IPSec tunnel. The original packet is then
delivered to the application running on the first computer. In case the first computer
acts as a router, the packet may be delivered to a host in a subnet for which the first
computer acts as a router.

The first computer may be a mobile terminal, the outer address of which changes from
time to time. The translation table is then modified using some form .of signalling
messages, as described in the summary section. Upon receiving a request for
modifying a translation, the intermediate computer updates the related translation table
en{ry to match the new information supplied by the first computer. The operation of the
protocol then proceeds as discussed.above.
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The above discussion is a limited example for illustration purposes. In other
embodiments e.g. more than one SA for the connection — for instance, ESP followed
by AH, can be used. This introduces two SPI values that must be translated. More
than two is also, of course, possible. Furthermore, the example was considered for
IPsec ESP only. The changes required for an embodiment in which AH (or ESP+AH)
is used, are discussed next.

Changes for using AH:

If the Authentication Header (AH) IPSec security transform is to be used, there are
more considerations than in the previous example. In particular, modifications of the
packet fields — even the outer IP header — are detected if AH is used. Thus, the
following nominal processing is required by the first computer. The second computer
performs standard IPSec processing also in this case.

In step 1, when sending a packet, the first computer must perform IPsec processing
using the SPI values and addresses used in the connection between the intermediate
computer and the second computer. For instance, the SPI value would be s-SPI-3, the
outer source address s-addr-2, .and .the outer destination address s-addr-3. The AH
integrity check value (ICV) must be computed using these values. ICV is a value,
which authenticates most of the fields of the packet. In practice, all fields that are
never modified by routers are authenticated.

After computing the AH integrity check value, the outer addresses and the SPI value
are replaced with the values used between the first computer and the intermediate
computer. c-addr-1 for the outer source. address, c-addr-2 for the outer destination
address, and c-SPI-2 for the SPI.

In step 2, the intermediate computer performs the address and SPI translations as in
the example with ESP described above. The resulting packet is identical to the one
used by the first computer for the AH integrity check value calculation, except possibly
for fields not covered by AH (such as the Time-To-Live field, the. header checksum,

0662



10

15

20

25

30

WO 03/063443 . .CT/F103/00045

23

etc). Thus, the AH integrity check value is now correct.

in step 3, the second computer performs standard IPSec processing of AH. The
packet, which now is uncovered from the tunnel is sent to the host X. As in the
previous example, an application in host X usually generates a returm packet that is to
be sent to the first computer. This packet is sent to the second computer in step 4.

Upon receiving the packet, the processing of the second computer are the same as in
the example with ESP. The second computer computes an AH integrity check value of
the tunneled packet it is sending to the mobile terminal. The integrity check value is
computed against the outer source address of s-addr-3, outer destination address of s-
addr-2, and the SPI value of s-SPI-2.

In step 5, when the intermediate computer receives the packet, it performs ordinary
translation of the packet. The new outer source address is c-addr-2, the outer
destination address is c-addr-1, and the SPI value is c-SPI-1. At this point the AH
integrity check value is incorrect, which was caused by the translations.

When the mobile terminal receives the packet, it performs a translation of the current
outer addresses and the SPI field for the original ones used by the second computer:
s-addr-3 for the outer source address, s-addr-2 for the outer destination address, and
s-SPI-2 for the SPI value. This reproduces the packet originally sent by the second
computer, except possibly for fields not covered by AH. This operation restores the
AH integrity check value to its original, correct value. The AH integrity check is then
performed against these fields.

Key exchange considerations

The above example discussed the “steady state® IPSec translations performed by the
intermediate computer. The IPSec SAs and the IPSec translation table entries may be
set up manually, or using some automated protocol, such as the Intermet Key
Exchange (IKE) protocol.
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Because the security gateway (the second computer) is a standard IPSec host, it
implements some standard key exchange protocol, such as IKE. The first computer
and the intermediate computer may use some modified version of IKE, or any other
suitable automatic key exchange protocol.

The key exchange must appear as a standard key exchange according to the key
exchange protocol supported by the security gateway (the second computer), such as
IKE. Also, the overall key exchange performed by the first, intermediate, and second
computer must establish not only cryptographic keys, but also the IPSec translation
table entries. The overall key exchange protocol shouid not reveal the IPSec
cryptographic keys to the intermediate computer to avoid even the potential for security
problems. |

In the following, an example of a modified IKE protocol is presented to outline the
functionality of such a protocol in the context of the invention. The protocol provides
the functionality described above. In particular, the intermediate computer has no
knowledge of the IPSec cryptographic keys established. The protocol is presented on
a general level to simplify the presentation.

The automatic IKE protocol is used. prior to other.protocols to provide strongly
authenticated cryptographic session keys for the IPSec protocols ESP and AH. IKE
performs the following functions: (1) security policy negotiation (what algorithms shall
be used, lifetimes etc.), (2) a Diffie-Hellman key exchange, and (3) strong user/host
authentication (usually using either RSA-based signatures or pre-shared authentication
keys). IKE is divided into two phases: phase 1 and phase 2. Phase 1 negotiates and
establishes cryptographic keys for internal use of the IKE protocol itself, and also
performs the strong user or host authentication. Phase 2 negotiates and establishes
cryptographic keys for IPSec. If IPSec tunnel mode. is used, phase 2 also negotiates
the kind of traffic that may be sent using the tunnel (so-called traffic selectors).

The IKE framework supports several “sub-protocols” for phase 1 and phase 2. The
required ones are “main mode” for phase. 1,.and “quick mode” for phase 2. These are
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used as illustrations, but the invention is not limited to these sub-protocols of IKE.

For the security gateway (second computer), the IKE session seems to be coming
from the address s-addr-2 in Figure 3. Since there may be any number of mobile
terminals served by the intermediate computer, the intermediate computer should
either (1) manage a pool of addresses to be used for the s-addr-2 translation table
address, thus providing each user with a separate “surrogate address’, or (2) use the
same address (or a limited set of addresses), and ensure that the mobile terminals are
identified using some other means than their IP address (IKE provides for such
identification types, so this is not a problem).

The modified IKE protocol specified is analogous to the IPSec translation table
approach. However, instead of SPIs, the so-called IKE cookies are used as translation
indices instead. IKE cookies are essentially IKE session identifiers, and are thus
analogous to the IPSec SPI values, which is another form of a session or context
identifier. There are two cookies: the initiator cookie, chosen by the host that initiates
the IKE session, and the responder cookie, chosen by the host that responds to a
session initiation.

The essential features of the protocol are (1) that it appears to be an entirely ordinary
IKE key exchange for the security gateway, (2) that the IPsec translation table entry is
formed by the intermediate computer during the execution of the protocol, (3) that the
first computer obtains all the necessary information for its packet processing, and (4)
that the intermediate computer does not obtain the IPsec cryptographic session keys.

The overall steps of the protocol are:

1. The first computer initiates the key exchange protocol by sending a message to
the intermediate computer. This message is essentially the IKE main mode
initiation message, with some modifications required for this application.

2. The intermediate computer determines which security gateway (second
computer) to forward this IKE session to, and also establishes a preliminary IKE
translation table entry based aon the.infarmation available from the message. . .
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3. The security gateway (the second computer) replies to the IKE main mode
initiation message.

4. The intermediate computer completes the IKE mapping based on the reply
message.

5. The modified IKE protocol run continues through IKE main mode (the phase 1
exchange), which is followed by quick mode (the phase 2 exchange).
Extensions of standard IKE messages are used between the first computer and
the intermediate computer to accomplish the extra goals required by this
modified IKE protocol.

In figure 4, the IKE session is described message by message. The following text
indicates the contents of each message, and how they are processed by the various
hosts. There are six main mode messages in the protocol, named mm1, mm2, ...,
mmé6, and three quick mode messages, named gm1, gm2, and gm3.

Figure S illustrates the IKE translation table entry related to the modified IKE key
exchange being performed. The bolded entries in each step are added or changed in
that step as a result of the processing described in the text.

The IKE translation table partition for the connection between the first computer and
the intermediate computer is as follows (the field name in Figure 5§ is given in
parentheses):

e Local and remote IP address (c-addr-1, c-addr-2)

e |Initiator and responder cookie (c-icky, c-rcky)

o |KE identification of the first computer (c-userid, e.g. joe@netseal.com)

The IKE translation table partition for the connection . between the intermediate
computer and the second computer is as follows (the field name in Figure § is given in
parentheses):

e Local and remote IP address (s-addr-2, s-addr-3)
o [nitiatar cookie and responder cookie (s-icky, s-rcky)..
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In addition to these entries, other data may be kept by the intermediate computer
and/or the first computer.

The key exchange is initiated by generating an initiator cookie and sending a zero
responder cookie to the second computer. A responder cookie is generated in the
second computer and a mapping between IP addresses and IKE cookie values in the
intermediate computer is established. A translation table to modify IKE packets in flight
by modifying the external IP addresses and possibly IKE cookies of the IKE packets is
used.

Either the modified IKE protocol between the first computer and the intermediate
computer is modified such that the IKE keys are transmitted from the first computer to
the intermediate computer for decryption and modification of IKE packets or,
alternatively, the modified IKE protocol between the first computer and the
intermediate computer is modified such that the IKE keys are not transmitted from the
first computer to the intermediate computer for decryption and modification of IKE
packets, and the modification of IKE packets is done by the first computer with the
intermediate computer requesting such modifications. The latter alternative is
discussed in the example that follows, since it is more secure than the first alternative.

Extra information, such as user information and SPI change requests, to be sent
between the first and the intermediate computer, is sent by appending the extra
information to the standard IKE messages. The IKE standard has message encoding
rules that indicate a definite length, thus the added extra information can be separated
from the IKE message itself. The extra information fields are preferably encrypted and
authenticated, for instance by using a secret shared by the first computer and the
intermediate computer. The details of this process are not relevant to the invention.

The extra information slot in each IKE message is called the message “tail” in the
following.

IKE messages consists of an IKE header, which includes the cookie fields and
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message ID field, and of a list of payloads. A payload has a type, and associated
information.

Figure 4 considers an example of the routing of packets according to the invention
considering IPSec security association set-up for distribution of keys. As in the
foregoing figure 2, the session begins with sending a packet from the client (first
computer) to the server (intermediate computer).

The key exchange is initiated by the first computer. Thus, in step 1 of figure 4, the first
computer constructs mm1. The IP header of the message contains the following
values:

- IP source address: 195.1.2.3 (c-addr-1)

- |P destination address: 212.80.65.1 (c-addr-2)

The IKE header contains the following values (step 1 in Figure X):
- Initiator cookie: CKY1 (c-icky)
- Responder cookie: 0 (c-rcky)
- Message ID: 0

The message contains the following payloads:

- A Security Association (SA) payload, which contains the IKE phase 1
security policy offers from the first computer.

- The message may contain additional payloads, such as Vendor
Identification (VID) payloads, certificate requests/responses, etc.

- A VID payload can be used to indicate that the first computer supports
the protocol described here.

The message tail contains the following information:

- User identification type and value — the c-userid field. These are used by
the intermediate computer to choose a security gateway to forward this
session to. The identification type may be any of the IKE types, but
additional types can be defined. An alternative to this field is to directly
indicate the security gateway for forwarding. There are other alternatives
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as well, but these are not essential to the invention.

In step 2, the mm1 is received by the intermediate computer. The intermediate
computer examines the message, and forms the preliminary IKE translation table
entry. Figure 5, step 1 illustrates the contents of this preliminary entry. The c-userid
field is sent in the mm1 tail.

The intermediate computer then determines which security gateway to forward this IKE
session to. The determination may be based on any available information, static
configuration, load balancing, or availability requirements. The presented, simple
method is to use the identification information in the mm1 tail to look up the first
matching identification type and value from a table. An example of such a table is
presented in Figure 6.

The identification mapping table of figure 6, is one method for choosing a security
gateway that matches the incoming mobile terminal. The identification table would in
this example be an ordered list of identification type/value entries, that match to a
given security gateway address. When the incoming mobile terminal identification
matches the identification in the table, the corresponding security gateway is used.
For instance, john.smith@netseal.com would match the first row of the table, i.e., the
security gateway 123.1.2.3, while joe@netseal.com matches the second row, i.e., the
security gateway 103.6.5.4. The identification types include any identification types
defined for the IKE protocol, and may contain other types as well, such as employee
numbers, etc.

Other methods of determining the security gateway to be used may be employed. One
such method is for the mobile terminal to directly indicate a given security gateway to
be used. The mobile terminal may also indicate a group of security gateways, one of
which is used. The exact details are not relevant to the invention.

In addition to determining the security gateway address, the intermediate computer

determines which address- it uses-for- communication. between. itself and- the. second .
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computer. The same address as is used for the communication between the first and
the intermediate computer may be used, but a new address may also be used. The
address can be determined using a table similar to the one in Figure 6, or the table of
Figure 6 may be extended to include this address.

The intermediate computer then generates its own initiator cookie. This is done to keep
the two session identifier spaces entirely separate, although the same initiator cookie
may be passed as is.

After these determinations, the pretiminary translation table entry is modified. Figure 5,
step 2 illustrates the contents of the entry at this point.

The original IP header fields are modified as follows (step 2 in Figure 4):
- |P source address: 212.90.65.1 (s-addr-2)
- |P destination address: 103.6.5.4 (s-addr-3)

The IKE header is modified as follows:
- Initiator cookie: CKY2 (s-icky)
- Responder cookie: 0 (s-rcky)
- Message ID: 0

The message tail is removed. The VID payload that identifies support for this modified
protocol is also removed. The mma1 is then forwarded to the second computer.

In step 3, the second computer responds with mm2. The IP header of the message
contains the following values (step 3 in Figure 4):

- IP source address: 103.6.5.4 (s-addr-3)

- IP destination address: 212.90.65.1 (s-addr-2)

The IKE header contains the following values:

- Initiator cookie: CKY2 (s-icky)
- Responder cookie: CKY3 (s-rcky)
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- Message ID: O

The message contains the following payloads:

- Security Association (SA) payload. This is a reply to the offer by the first
computer, and indicates which security configuration is acceptable for the
second computer (this scenario assumes success, so the case of an
error reply is not considered).

- Possibly optional IKE payloads, such as VID payloads, certificate
requests/replies, etc.

There is no message tail.

In step 4, the mm2 is received by the intermediate computer. The intermediate
computer updates its IKE translation table based on the received message. Step 3 in
Figure 5 illustrates the contents of the translation table entry at this point.

The intermediate computer generates its own responder cookie, CKY4, and updates
the translation table yet again. Step 4 in Figure 5 illustrates the entry at this point.
After this step, the translation table entry is complete, and the address and cookie
translations are performed as in steps 1 - 4 for the following messages.

The translated message contains the following IP header fields (Figure 4, step 4)
- |IP source address: 212.90.65.1 (c-addr-2)
- IP destination address: 195.1.2.3 (c-addr-1)

The translated IKE header contains the following fields:
- Initiator cookie: CKY1 (c-icky)
- Responder cookie: CKY4 (c-rcky)

The message contains the following payloads:

- The SA payload sent by the second computer.
- Any optional payloads sent by the second computer.
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- A VID payload may be added to indicate support of this modified protocol
to the first computer. '

A message tail is added, and contains the following information:
- Address and/or identification information of the chosen security gateway
(the second computer). This information can be used by the client to
choose proper authentication information, such as RSA keys.

The message is then forwarded to the first computer.

In step 5, the first computer constructs mm3. The message contains the following
payloads:
- A Key Exchange (KE) payload, that contains Diffie-Heliman key
exchange data of the first computer.
- A Nonce (NONCE) payload, that contains a random number chosen by
the first computer.
- Possibly optional IKE payloads.

The message is sent to the intermediate computer.

In step 6, the mm3 is forwarded to the second computer. The contents of the
message are not changed, only the IP header addresses and the IKE cookies, in the
manner described in steps 1 - 4.

In step 7, the second computer receives mm3 and responds with mm4. The message
contains the following payloads:
- A Key Exchange (KE) payload, that contains Diffie-Hellman key
exchange data of the second computer.
- A Nonce (NONCE) payload, that contains a random number chosen by
the second computer.
- Possibly optional IKE payloads.
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In step 8, the mm4 is forwarded to the first computer.

In step 9, the first computer constructs mm5, which is the first encrypted message in
the session. All subsequent messages are encrypted using the IKE session keys
established from the previous Diffie-Hellman key exchange (the messages mm3 and
mmd) by means of hash operations, as described in the IKE specification. Note that
the intermediate computer does not possess these keys, and can thus not examine the
contents of any subsequent IKE messages. In fact, the intermediate computer has no
advantage compared to a hostile attacker if it attempts to decipher the IKE traffic.
Instead, the intermediate computer indirectly modifies some fields in the IKE messages
by sending a modification request in the IKE message tail to the first computer, which
does the requested modifications before IKE encryption processing.

The message contains the following payloads:

- An ldentification (ID) payload, that identifies the first computer to the
second computer. This identification may be the same as the
identification sent in the mm1 tail, but may differ from that. These two
identifications serve different purposes: the mm1 tail identification (c-
userid) is used to select a security gateway for IKE session forwarding
(the second computer), while the ID payload in this message is used by
the second computer for IKE authentication purposes, for instance, to
select proper RSA authentication keys.

- A Signature (SIG) or Hash (HASH) payload, that serves as an
authenticator. A signature payload is used if RSA- or DSS-based
authentication is used, while a hash payload is used for pre-shared key
authentication. There are other authentication methods in IKE, and IKE
can also be extended with new authentication methods. These are not
essential to the invention, and the following text assumes RSA
authentication (i.e., use of the signature payload).

- Possibly optional IKE payloads.

The message tail contains the fallowing infarmation:
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- The SPI value that the first computer wants to use for receiving IPsec-
protected messages from the intermediate computer, i.e., the c-SPi-1
value of the IPsec translation table in Figure 3. More than one SPI value
could be transmitted here, but for simplicity, the following discussion
assumes that only a single SPI is necessary (i.e. only one SA is applied
for IPsec traffic processing). Extending the scheme to multiple SPIs is
straightforward.

In step 10, the mmb is forwarded to the second computer.

The intermediate computer removes the message tail, and performs the IKE
transiation discussed previously, and then forwards the message to the second
computer.

in step 11, the second computer receives the mmS message, and authenticates the
user (or the host, depending on what identification type is used). Assuming that the
authentication succeeds, the second computer proceeds to authenticate itself to the
first computer.

The mm6 message contains the following payloads:
- An ldentification (ID) payload, that identifies the second computer to the
first computer.
- A Signature (SIG) payload (here RSA authentication is assumed).
- Possibly optional IKE payloads.

In step 12, the mm6 is received by the intermediate computer. The intermediate
computer does not change the message itself, but adds a tail with the following
information:

- The SPI value that the intermediate computer wants the first computer to
offer to the second computer in the qm1 message. Since the
intermediate computer cannot access the contents of the IKE messages,
this modification request is made using. the message. tail (see..the.
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discussion of step 9). The SPI value sent matches the s-SPI-2 field of
the IPsec translation table of Figure 3.

The SPI value that the intermediate computer wants the first computer to
use for messages sent to itself. This matches the c-SPI-2 field of the
IPsec translation table of Figure 3.

The resulting message is forwarded to the first computer.

in step 13, the first computer constructs qm1, which contains the following IKE

payloads:

A Hash (HASH) payload, that serves as an authenticator of the message.
A Security Association (SA) payload, which contains the IKE phase 2
security policy offers from the first computer, i.e., the IPsec security
policy offers. The SA payload contains the SPI value assigned to the first
computer in the mm6 message, i.e., s-SPI-2 in Figure 3.

Optionally, a Key Exchange (KE) payload, if a new Diffie-Hellman key
exchange is to be performed in phase 2 (this depends on the contents of
the SA payload).

A Nonce (NONCE) payload, which contains a random value chosen by
the first computer.

Optionally, two Identification (ID) payloads that indicate the IPsec traffic
selectors that the first computer proposes for an IPsec tunnel mode SA.
If IPsec transport mode is used, these are not necessary, but they may
still be used. They may also be omitted if IPsec tunnel mode is used.

The IKE header is the same as previously, except that the Message ID field now

contains a non-zero 32-bit value, that serves as a phase 2 session identifier. This

identifier remains constant for the entire quick mode exchange.

The message is sent to the intermediate computer.

In step 14, the intermediate computer forwards the qm1 message to the second
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computer.

In step 15, the second computer inspects the security policy offers and other
information contained in the qm1 message, and determines which security policy offer
matches its own security policy (the case when no security policies match results in an
error notification message).

The second computer responds with qm2 message, that contains the following
payloads:
- A Hash (HASH) payload, that serves as an authenticator of the message.
- A Security Association (SA) payload, which indicates the security policy
offer chosen by the second computer. The message also contains the
SPI value that the second computer wants to use when receiving IPsec-
protected messages. The SPI value matches s-SPI-3 of the IPsec
translation table in Figure 3.
- Optionally, a Key Exchange (KE) payload, if a new Diffie-Hellman key
exchange is to be performed in phase.2.
- A Nonce (NONCE) payload, which contains a random value chosen by
the second computer.
- [If Identification (ID) payloads were sent by the first computer, the second
computer also sends ldentification payloads.
In step 16, the intermediate computer forwards the gqm2 message to the first computer.

In step 17, the first computer constructs gm3 message, which contains.the following
payloads:
- A Hash (HASH) payload, that serves as an authenticator of the message.

The following information is sent in the message tail:

- The SPI value sent by the second computer in the qm2 message. This
is sent here, because the intermediate computer cannot decrypt the qm2
message and look up the SPI from there. The SPI value matches s-SPI-
3 of the IPsec translation table in Figure 3.
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in step 18, the intermediate computer receives the qm3 and reads the s-SPI-3 value
from the message tail. All the information required to construct the IPsec translation
table entry is now gathered, and the entry can be added to the translation table. In
particular, the information fields are as follows:
- c-addr-1: same as c-addr-1 of the IKE session (195.1.2.3).
- c-addr-2: same as c-addr-2 of the IKE session (212.80.65.1).
- ¢-SPI-1: received in the mm5 message tail from the first computer.
- ¢-SPI-2: chosen by the intermediate computer, sent to the first computer
in the mme6 message tail.
- s-addr-2: same as s-addr-2 of the IKE session (212.90.65.1 in this
example, may be different than c-addr-2). ‘
- s-addr-3: same as s-addr-3 of the IKE session (103.6.5.4).
- s-SPI-2: chosen by the intermediate computer, sent to the first computer
in mm6 message tail.
- s-SPI-3: sent by the second computer in gm2 to the first computer, which
sends it to the intermediate computer in qm3 message tail.

The intermediate computer forwards the qm3 message to the second computer, which
completes the IKE key exchange, and the IPsec translation table set up.

The IPsec cryptographic keys established using the modified IKE key exchange
presented above are either derived from the Diffie-Hellman key exchange performed in
IKE main mode, or from the (optional) Diffie-Hellman key exchange performed in quick
mode. In both cases, the intermediate computer has no access to the shared secret
established using the Diffie-Hellman algorithm. In fact, the intermediate computer has
no advantage when compared to a random, hostile attacker.

The above presentation was simplified and exemplified to increase clarity of the
presentation. There are several issues not discussed, but these issues are not

essential to the invention.

Some of these issues are the fallowing:
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- The phase 1 used main mode. Any other IKE phase 1 exchange can be
used; this changes the details of the protocol but not the essential ideas.

- There are other approaches than the one presented here. One approach
is for the first computer to reveal the IKE keys to the intermediate
computer, so that the second computer is able to modify the required

- fields of the message (namely, SPI values).

- The discussion assumes that the first computer initiates the IKE
exchange. The opposite direction is possible, too, but requires more
considerations.

- The commit bit feature of IKE is not used. Adding that is simple.

- Security gateway selection is based on a table lookup indexed by an
identification type/value pair sent by the first computer. Other
mechanisms are easy to implement.

- The discussion assumes a successful IKE key exchange. Error cases
are easy to handle.

- Phase 1 policy lookup (when processing mm1 and mm2 messages) is
not based on the identity of the IKE counterpart. This is not a major
issue, since the phase 1 security policy can be independent of the
counterpart without limiting usability.

- Phase 1 is.a pre-requisite for executing the protocol in the example. This
can be easily changed by moving some of the “tail” items to phase 2.

- The protocol establishes a pair of SAs, one for each direction, and
manages the SPI| value modifications of these SAs. It is easy to extend
this to cover SA bundles with more than one SA, i.e., SAs applied in
sequence (ESP followed by AH, for instance). This requires more than
one SPI for each direction, but is easy to add to the protocol described.

The invention is not concerned with the details of the key exchange protocol. The
presented outline for one such protocol is given as an example, several other
alternatives exist. The invention is also not concerned with the IKE key exchange

protocol. other key exchange protocols exist, and similar ideas can be applied in using
them in the context of the invention..

0678



10

15

20

25

30

WO 03/063443 . .CT/F103/00045

39

CLAIMS

1. Method for secure forwarding of a message from a first computer to a

second computer via an intermediate computer in a telecommunication network,

characterized by

a) forming a message in the first computer or in a computer that is served by the
first computer, and in the latter case sending the message to the first computer,

b) in the first computer, forming a secure message by giving the message a unique
identity and a destination address,

¢) sending the message from the first computer to the intermediate computer,

d) using said destination address and the unique identity to find an address to the

second computer,

e) substituting the current destination address with the found address to the second

computer,

f) substituting the unique identity with another unique identity,

g) forwarding the message to the second computer.

. Method of claim 1, characterize din that the secure forwarding of the

message is performed by making use of the IPSec protocols, whereby the secure
message is formed in_step b) by using an IPSec connection between the first
computer and the second computer formed for this purpose in the method.

. Method of claim 1, ch aracterize din that the secure forwarding of the

message is performed by making use of the SSL or TLS protocols.

. Method of claim 2, characterize din that a preceding distribution of keys to

the components for forming the IPSec connection is performed manually.

. Method of claim2, ch.aracterize din that a preceding distribution of keys for

forming the IPSec connection is performed by an automated key exchange
protocol. - '
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. Method of claim 5, characterize din that the automated key exchange

protocol between the first computer and the .second computer is performed by
means of a modified IKE key exchange protocol between the first computer and the
intermediate computer and a standard IKE key exchange protocol between the
intermediate computer and the second computer.

. Methodof any ofclaims 2, 50or6, characterizedin that the message that is

sent from the first computer in step c) is a packet and contains message data, an
inner IP header containing the actual sender_and receiver addresses, an outer 1P
header containing the addresses of the first computer and the intermediate
computer, a unique identity, and other security parameters.

. Method of any of clams 2, 50r6, characterize din that that the IPSec
- connection is one or more security associations (SA) and the unique identity is one

or more SPl values and the other security parameters include the sequence
number(s).

. Method of any of claims 1 — 8, characterize dinthat the matching in step d)

is performed by means of a translation table stored at the intermediate. computer.

10.Method of any of claims 1 -9, characterizedin that both the address and

the SPi-value are changed by the intermediate computer. in steps e) respective f).

11.Method of any of claims 1 - 10, characterize din that the first computer is a

mobile terminal, whereby the mobility is enabled by modifying the translation table
at the intermediate computer.

12.Method of claim 11, characteri z e din that said modification of the translation

tables is performed by sending a request for registration of the new address from
the first computer to the intermediate computer, and optionally, by sending a
registration reply. from.the intermediate computer to.the first computer.
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13.Method of claim 12, ch.aracterize din that the registration and/or reply is
authenticated and/or encrypted by IPSec.

14.Method of any of claims 4 -13, characterized in that the key distribution for
the secure connections is established by establishing an IKE protocol translation
table, and using the translation table to modify IP addresses and cookie values of
IKE packets in the intermediate computer.

16.Method of claim 14, ch.aracter.iz e d.in that the key exchange distribution is
established by
generating an initiator cookie and sending a zero responder cookie to the second
computer,
generating a responder cookie in the second computer,
establishing a mapping between IP addresses and IKE cookie values in the
intermediate computer,
using a translation table to modify IKE packets in flight by modifying the external IP
addresses and possibly IKE cookies of the IKE packets.

16.Method of claim 14 or 15, characteri z e d in that the modified IKE protocol
between the first computer and the intermediate computer is modified such that the
IKE keys are transmitted from the first computer to the intermediate computer for
decryption and modification of IKE packets.

17. Method of claim 14 or 15, characteriz e din that in the modified IKE protocol
between the first computer and the intermediate computer the modification of the
IKE packets is done. by the first computer with the intermediate computer
requesting such modifications.

18.Method of claim 16, characteriz e d in that the address is defined so that the
first computer is identified for the second computer by the intermediate computer by
means of an IP address taken from a pool of user IP addresses when forming the
translation table.

0681



10

15

20

25

30

WO 03/063443 ‘ .CT/F103/00045

42

19.Method of any of claims 1 -18, characteriz ed in that the secure message is
sent using IPSec transport mode.

20.Method of any of claims 1 -18, characterizedin that the secure message is
sent using IPSec tunnel mode.

21. Telecommunication network for secure forwarding of messages, comprising at least
a first computer, a second computer and an intermediate computer,
characterized inthat
the first and the second computers have means to perform IPSec processing, and
the intermediate computer have means to perform IPSec transiation.

22 Network of claim 21, ch.aracteriz e d in that the intermediate computer
furthermore has means to perform IKE translation.

23.Network of claim 21 or 22, characterized in that the means to perform
IPSec transiation and IKE translation consists of translation tables.

24 Network of claim 22, characterized in that the translation table for IPSec
translation comprising IP addresses of the intermediate computer to be matched
with IP addresses of the second computer.

25.Network of claim 22, characterized in that one of the mapping tables for
IKE transiation consists of two partitions, one for the communication between the
first computer and the intermediate computer and another for the communication
between the intermediate computer and the second computer.

26.Network of claim 25, characterized in that both partitions of the mapping
table for IKE translation contains translation fields for the source IP address, the
destination IP address, initiator and responder cookies between _respective
computers.
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27.Network of claim28,characterized inthat there is another transiation table
for IKE translation containing fields for matching a given user to a given second

computer.
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Identification type Identification value SGw
address

User@Fully-Qualified- * smith@netseal.com 123.1.2.3

Domain-Name

user@Fully-Qualified- *@netseal.com 103.6.5.4

Domain-Name

Distinguished Name “*CN=Sami Vaarala, 122.4.3.2
DC=netseal, DC=com”

Fully-Qualified-Domain- | host4.roammate.com 123.3.2.1

Name

Employee number and “180170 / NetSeal 123.4.3.2

company Technologies”

FIG. 6
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