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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

www.uspto.gov

Patent No.: 8346949

Issue Date: 01 January 2013
Appl. No.:  10/500,930
Filed: 19 October 2005

PART (A) RESPONSE FOR CERTIFICATES OF CORRECTION

This is a decision on the Certificate of Correction request filed 12 October 2017.

The request for issuance of Certificate of Correction for the above-identified correction(s) under the
provisions of 37 CFR 1.322 and/or 1.323 is hereby:

(Check one)
Approved UJ Approved in Part [J Denied

Comments:

PART (B) PETITION UNDER 37 CFR 1.324 OR 37 CFR 1.48

0J This is a decision on the petition filed to correct inventorship under 37 CFR 1.324.

0J This is a decision on the request under 37 CFR 1.48, petition filed . In view of the fact that the
patent has already issued, the request under 37 CFR 1.48 has been treated as a petition to correct
inventorship under 37 CFR 1.324.

The petition is hereby: O Granted [ Dismissed

Comment:

The patented filed is being forwarded to Certificate of Corrections Branch for 1ssuance of a certificate
naming only the actual inventor or inventors.

/Tan N Moore/

Supervisory Patent Examiner, Art Unit 2469
Technology Center 2400

Phone: (571)272-3085

Certificates of Correction Branch email: CustomerServiceCoC@uspto.gov CoC Central Phone Number: (703) 756-1814
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : 8,346,949 B2 Page 1of1
APPLICATION NO. :10/500930

DATED : January 1, 2013

INVENTOR(S) : Sami Vaarala and Antti Nuopponen

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the Claims

Column 22, Line 10: delete “the first computer and the second computer” negotiating and exchanging
keys with one another,

Column 22, Line 20: delete “in the first computer” forming a secure message,

Column 22, Line 33: delete “the intermediate computer” substituting, at the intermediate computer,
Column 22, Line 36: delete “the intermediate computer” forwarding, at the intermediate computer,

Signed and Sealed this
Twenty-first Day of November, 2017

Joseph Matal
Performing the Functions and Duties of the
Under Secretary of Commerce for Intellectual Property and
Director of the United States Patent and Trademark Office
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PTO/SB/44 (09-07)

Approved for use through 01/31/2020. OMB 0651-0033

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
(Also Form PTO-1050)

UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

Page 1 of _ 1
PATENT NO. : 8,346,949

APPLICATION NO.: 10/500,930

ISSUE DATE 1 January 2013

INVENTOR(S) Sami Vaarala, Antti Nuopponen

It is certified that an error appears or errors appear in the above-identified patent and that said Letters Patent
is hereby corrected as shown below:

Col. 22, line 10: delete "the first computer and the second computer" negotiating and exchanging keys with one
another,

Col. 22, line 20: delete "in the first computer" forming a secure message,

Col. 22, line 33: delete "the intermediate computer" substituting, at the intermediate computer,

Col. 22, line 36: delete "the intermediate computer" forwarding, at the intermediate computer,

MAILING ADDRESS OF SENDER (Please do not use Customer Number below):

FASTH LAW OFFICES
1206 Stanridge Drive
Raleigh, NC 27613
This collection of information is required by 37 CFR 1.322, 1.323, and 1.324. The information is required to obtain or retain a benefit by the public which is to file
(and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 1.0 hour to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria,

VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (6 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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EF:iss PATEI\}T

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Attorney Ref. No. 290.1078USN

In re application of
Art Unit 2469

Sami Vaarala, Antti Nuopponen Confirmation No. 15371
Serial No. 10/500,930 CERTIFICATE OF MAILING
Filed: 19 October 2005 I HEREBY CERTIFY TEAT THIS PAPER AND THE DOCUMENTS

REFERRED TO AS REING ATTACHED OR ENCILOSED BEREWITH
For: I-\/-IETHOD AND SYSTEI-V-I FC,R ARE RBEING SUBMITTED ELEC ICALLY 70 THE UNITED
SEE\IDI}-\JG A E‘/‘[ESSAGE STATES PATENT AND TRADEMARK CFFICE ON 12 October
THROUGH A SECURE 2017.
CONNECTICN
/rfasth/

Examiner: Afshawn M. Towfighi

Rolf Fasth
Date: 12 COctober 2017 Attorney for Applicant

TRANSMITTAL LETTER

ELECTRONIC SUBMISSION
COMMISSIONER FOR PATENTS
P.C. Box 14590

Alexandria, VA 22313-14590

Enclosed for filing in the above-referenced application are the
following:

{X) Reguest for Certificate of Correction due to USPTO error
{X} The Commissioner 1is hereby authorized to charge any fees
which may be required in connection with the filing of this
correspondence, or credit over-payment, to Account
No. 06-0243.
Respectfully submitted,
FASTH LAW CFFICES

/rfasth/

Rolf Fasth
Registration No. 36,9389

FASTH LAW OFFICES

1206 Stanridge Drive

Raleigh, North Carolina 27613-7063 USA
Tel: +1-910-687-0001

Fax: +1-919-882-1265

Attorney Ref. No. 290.1078USN
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Electronic Acknowledgement Receipt

EFS ID: 30634917
Application Number: 10500930
International Application Number:
Confirmation Number: 1571

Title of Invention:

METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE
CONNECTION

First Named Inventor/Applicant Name:

Sami Vaarala

Customer Number:

33369

Filer:

Rolf Fasth/Sloan Smith

Filer Authorized By:

Rolf Fasth

Attorney Docket Number:

290.1078USN

Receipt Date: 12-0CT-2017
Filing Date: 19-0CT-2005
Time Stamp: 11:43:25

Application Type:

U.S. National Stage under 35 USC 371

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Size( B){tes)/ Multl- 'Pages
Number Message Digest | Part/.zip| (ifappl.)
170774
1 Request for Certificate of Correction sb0044.pdf no 2
98c25f0c4989e3a38daa5590b0as53f4d8f9)
424
Warnings:
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Information:

246703
2 Transmittal Letter TRX.pdf no 1
dc2aa54bbfbd4938b85f6deeaact17f8437d]
65fa
Warnings:
Information:
Total Files Size (in bytes): 417477

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
10/500,930 10/19/2005 Sami Vaarala 290.1078USN 1571
33369 7590 09/22/2017
EXAMINER

FASTH LAW OFFICES (ROLF FASTH) | |
1206 Stanridge Drive TOWFIGHI, AFSHAWN M
Raleigh, NC 27613-7063

| ART UNIT | PAPER NUMBER |

2469
| NOTIFICATION DATE | DELIVERY MODE |
09/22/2017 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

sloan.smith @ fasthlaw.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

. -, , 10/500,930 VAARALA ET AL.
Applicant-Initiated Interview Summary
Examiner Art Unit
AFSHAWN TOWFIGHI 2469

All participants (applicant, applicant's representative, PTO personnel):

(1) AESHAWN TOWFIGHI. (3) .

(2) Rolf Fasth. GO

Date of Interview: 18 September 2017.

Type: [X Telephonic [] Video Conference
[ Personal [copy given to: [] applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [ Yes X No.
If Yes, brief description:

Issues Discussed [J101 [J112 [J102 [J103 [XOthers

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)
Claim(s) discussed: 1-29.
Identification of prior art discussed:

Substance of Interview

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a

reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

Mr. Fasth pointed out that the issued patent does not contain the examiner's amendment from 1/12/12. Examiner

confirmed,_ and informed Mr. Fasth that the best cource of action at this time would be to file a certificate of correction.

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the

interview

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the

general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

] Attachment

/AFSHAWN TOWFIGHI/
Primary Examiner, Art Unit 2469

U.S. Patent and Trademark Office

PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20170918
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

— Application Number (Series Code and Serial Number)

—Name of applicant

—Name of examiner

—Date of interview

—Type of interview (telephonic, video-conference, or personal)

—Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

— An indication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed

— Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

—The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown or any demonstration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.
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Attorney Docket. No. 290.1078USN

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re: Sami Vaarala, Antti Nuopponen Art Unit 2469

Patent No. 8,346,949
Issued: 1 January 2013
METHOD AND SYSTEM FOR SENDING A

MESSAGE THROUGH A SECURE CONNECTION

Examiner: Afshawn M. Towfighi Date: 3 January 2013
ELECTRONIC SUBMISSION

COMMISSIONER FOR PATENTS

P.0O. Box 1450
Alexandria, VA 22313-1450

LOSS OF SMALL ENTITY STATUS

This is a notice of LOSS OF SMALL ENTITY STATUS under 37 CFR
1.28 for the above issued patent. Applicant was notified on
28 September 2012 that the assignor had not been entitled to
small entity status since June 2010. The issue fee and
publication fee have been paid at the large entity rate.
Applicant was unintentionally deficient in the following
payments:

8 April 2011 RCE $405 paid, $525 due
7 Nov 2011 2-month EXT $635 paid, $655 due
18 Jan 2012 RCE $465 paid, $465 due

The Commissioner is hereby authorized to charge $1645 in
deficient fees itemized above and any additional fees which
may be required in connection with the filing of this
correspondence, or credit over-payment, to Account

No. 06-0243.

Respectfully submitted,
FASTH LAW OFFICES

/rfasth/

Rolf Fasth
Registration No. 36,999

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301
Telephone: (910) 687-0001
Facsimile: (910) 295-2152
Email: rolf.fasth@fasthlaw.com
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Electronic Acknowledgement Receipt

EFSID: 14609619
Application Number: 10500930
International Application Number:
Confirmation Number: 1571

Title of Invention:

METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE
CONNECTION

First Named Inventor/Applicant Name:

Sami Vaarala

Customer Number:

33369

Filer:

Rolf Fasth/Sloan Smith

Filer Authorized By:

Rolf Fasth

Attorney Docket Number:

290.1078USN

Receipt Date: 03-JAN-2013
Filing Date: 19-0CT-2005
Time Stamp: 16:28:23

Application Type:

U.S. National Stage under 35 USC 371

Payment information:

Submitted with Payment no

File Listing:

D t " . File Size(Byt Multi P
ocumen Document Description File Name ile Size( )(es)/ u I. . ages
Number Message Digest | Part/.zip| (ifappl.)

Post All C icati 62744
1 ost Allowance =ommunication LOSS_ENTITY.pdf no 1
Incoming
e964f67c45e3501¢9f04b52f740a0baledfa
dosf
Warnings:

Information:
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Total Files Size (in bytes):| 62744

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | ISSUE DATE | PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
10/500,930 01/01/2013 8346949 290.1078USN 1571
33369 7590 12/12/2012

FASTH LAW OFFICES (ROLF FASTH)
26 PINECREST PLAZA, SUITE 2
SOUTHERN PINES, NC 28387-4301

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 959 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Sami Vaarala, Espoo, FINLAND;
Antti Nuopponen, Espoo, FINLLAND;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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FPART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE YEE
Commissioner for Paients
P Box 1458
Alexundria, Virginin 23313-1458
or Fax (8713-273-2888

INSTRUCTIONS: This forss should be used for ramsmitting the ISSUE FEE and PUBLICATION PEE (f required). Blocks I through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance {ees will be mailed o the current cotrespondence address as

indicated unless vorrecied below or directed otherwise in Block 1, by {(a) specifying a new correspondence address; andior (b)) indicating a sepasate "FREE ADDRESS™ for
maintesance foe notifications.

CORRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Nole: A certificale of mailing can only be used for domestic mailings cf the

Feels) Transmittal, This certificate cannot be used for auy other avcompanying

;mpers, ach additjonal paper, such as an assignment or formal drawing, awst

Yy o T [
iave ity own certificate of m;ulmg OF ACANSIISSION,

33365 7560 82012012
FASTH LAW OFFICES (ROLF FASTH) ., Certificate of Mailing or Trassmission ) ,
26 PINECREST FLAZA, SUTTY: 2 sty ety s s Tl s i dpocied ot e st
SOUTHERN PINES, NC 26387-430) el o e Yl Sop DY T s o 3 i,
's e o Depesiter's naos)
“Hp s S;;v'&z., (Signatuz)
23 Nev. Ao .
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ORNEY DOCKRT NG, | CONFIRMATION NO. E
1/500.830 1071842005 Sami Vaarala 290.1078VISN 1571

TITLE OF INVENTION: METHOQD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION

E APELN. TYPE SMALL ENTITY | 1551 3 DUE E PUBLICATION F E FREV. PAID ISSUE ITE E TOTAL FEE(S) DUR | DATE DUE
nonpravisional ~FEe E\ﬁ} %76 P D 300 $0 ~SPETT 10/29/2012
s - £ 2070
E ERA I ART UNIT E CTASS-STTBCLASS ]

TOWFIGH], AFSHAWN M 2468 TOO-222000

1. Change of comespondence address or indication of "Tee Address”

{37 2. Tor printing on the patens front page, list -
CHR. 1.363), N ¥ FhTH Law OFFILeS

(1) the names of up fo 3 registered patent aitorneys

3 Change of correspondesce address (or Change of Correspondence or ugents OR, alternatively, 2 )
Address form PTO/SBR/122) attached. 3 ¢ LS?{ ¥ ?ﬁ&“f'!ﬂ

(2} the name of a single fum (having as a mewmber 2

Tee Address” indication {or "Fee Address” Indication form gl od attorney or agent) and the names of up to
PTOVEBA7; Rev §3-02 or more recend) attached. Use of a Castomier 2 repistered patent altorneys or ageats. If wo mame is g

Nuowober fs required, listed, no rame will be printed

3. ASSIGNEH NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT {(print ot type)
¢

PLEASE NOTR: Unless an assigaee s identified befow, no assiguee data will appesr on the patent. ¥ an assignee is identified below, the docurment has been iiled for
recordation as sei forth in 37 CFE 311, Completion of this form is NOT a substitte for filing an assignmeni.

(A)Y NAME OF ASSIGNEE {B) RESIDENCT: (CTTY and STATE OR COUNTRY)

M “eennmones OY 750 0, FioANT

e
- e
Flease check the appropriate assigues category or categories (will not be printed on the patent} : LY individual (' Corporation or other private group entity L3 Government

4z Thodollowing fee(s) are subwmitted: 4b. Payment of Tea(s): {Please first reapply soy previously paid issue fee shown above)
Wf e Tee 'k & check is enclosed.
@f:b!jcahon Hee (Mo stmall entity discount perrutted) ¥ Eayment by credit card. Form PRO-Z038 is attached.
L3 Advance Oeder - # of Copies ﬁ/‘

{8 The Director is hereby authorized to charge the reguired fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number 80 3 & {enclose an exira copy of this formg).

5. Change o Entity Status {from status indicated above)
Ja Appticant claims SMALL ENTITY status. Sze 37 CFR 1.27. N Applicant is 5o longer claiming SMALL ENIITY status. See 37 CFR 127(g¥2).

MNOGTE: The Issue Fee and Publication Fee (if required) will not be accepied {tom anyone other thau the applicant; a registered attorney or agent: or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Gifice.

7 N fg&@sﬁ"
Authorized Signature /rfaSthl Prate ';7 g Rov as Aot2-
Rolf Fasth Registration No. g‘(i“ 448

This colicction of information is required by 37 CFR 1.311. The information is rcaiuircd to oblain or retain s beuefit by the public which ts to file {and by the USPTO io provess)
ap application. Contidestiality s governed by 35 US.C and 37 CFR 1,34, This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form o the USPTO. Time will vary degendmg upew the individual case. Any comments on the amount of time you reguire fo complete
this form andior suggestions for reducing this burden, should be sent o the Chief Information Officer, U.S. Patent and Trademark Oifice, 1.5, Department of Commeree, P.O.
Bor 1430, Alexandria, Visginia 22313-1450. X NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450,

Vnder the Paperwork Reduction Act of 1925, no persons ase required to respond (0 a coliection of tnformation unless it displays a valid OME contro! number.

Typed or prinicd namc

PTOL-RS (Rev. 0271 1) Approved for use tfeough 083172013, OMB 0651-0033 8. Patent and Tradesnark Office; UL, DEPARTMENT OF COMMERCTH
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Electronic Patent Application Fee Transmittal

Application Number:

10500930

Filing Date:

19-Oct-2005

Title of Invention:

METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE

CONNECTION

First Named Inventor/Applicant Name:

Sami Vaarala

Filer:

Rolf Fasth/Sloan Smith

Attorney Docket Number:

290.1078USN

Filed as Large Entity

U.S. National Stage under 35 USC 371 Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl issue fee 1501 1 1770 1770
Publ. Fee- early, voluntary, or normal 1504 1 300 300
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Description Fee Code Quantity Amount SU{JJ-STS::; in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 2070
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Electronic Acknowledgement Receipt

EFSID: 14322959
Application Number: 10500930
International Application Number:
Confirmation Number: 1571

Title of Invention:

METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE
CONNECTION

First Named Inventor/Applicant Name:

Sami Vaarala

Customer Number:

33369

Filer:

Rolf Fasth/Sloan Smith

Filer Authorized By:

Rolf Fasth

Attorney Docket Number:

290.1078USN

Receipt Date: 28-NOV-2012
Filing Date: 19-0CT-2005
Time Stamp: 09:28:54

Application Type:

U.S. National Stage under 35 USC 371

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $2070

RAM confirmation Number 8919

Deposit Account 060243

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. 1.492 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

66512

1 Miscellaneous Incoming Letter TRX.pdf no 1

f2f92ee4b0f33016f94213a1559e63d68bfd
5bd

Warnings:

Information:

1881195
2 Issue Fee Payment (PTO-85B) PART_B.pdf no 1

0e02380cd4b2ad0e120626da7649181c48
2e83a

Warnings:

Information:

31946
3 Fee Worksheet (SB06) fee-info.pdf no 2

30a92d0789195f8b6c7a3e51d3cd13ce50a)

Warnings:

Information:

Total Files Size (in bytes); 1979653

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2469
Confirmation No. 1571
Sami Vaarala, Antti Nuopponen

CERTIFICATE OF MAILING

Serial No. 10/500, 930

I HEREBY CERTIFY THAT THIS PAPER AND THE DOCUMENTS
. REFERRED TO AS BEING ATTACHED OR ENCLOSED HEREWITH
Filed: 19 October 2005
ARE BEING ELECTRONICALLY SUBMITTED TO THE
COMMISSIONER FOR PATENTS, P.O. BOX 1450,

For: METHOD AND SYSTEM FOR
SENDING A MESSAGE

ALEXANDRIA, VA 22313-1450 ON 28 November 2012.

THROUGH A SECURE /rfasth/
CONNECTION
Rolf Fasth
Examiner: Afshawn M. Attorney for Applicant
Towfighi

Date: 28 November 2012

TRANSMITTAL LETTER

ELECTRONIC SUBMISSION
COMMISSIONER FOR PATENTS
P.0O. Box 1450

Alexandria, VA 22313-1450

In connection with issuance of a patent, enclosed for
filing in the above-referenced application are the following:
(X) Form PTOL-85 (Part B — Fee Transmittal)

(X) Issue Fee and Publication Fee ($1170;)to be charged

to Account No. 06-0243.

(X) The Commissioner is hereby authorized to charge any
additional fees which may be required in connection with

the issuance of a patent or credit over-payment to Account
No. 06-0243.

Respectfully submitted,
FASTH LAW OFFICES

/rfasth/

Rolf Fasth
Registration No. 36,999
FASTH LAW OFFICES
26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301
Telephone: 910-687-0001
Facsimile: 910-295-2152
Attorney Ref. No. 290.1078USN
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UNITED STATES PATENT AND TRADEMARK OFFICE PRESORTED

COMMISSIONER FOR PATENTS FIRST-CLASS MAIL
P.0O.BOX 1450 U.S. POSTAGE PAID

) POSTEDIGITAL
ALEXANDRIA VA 22313-1451 NNNNN

FASTH LAW OFFIGES (ROLF FASTH)
26 PINECREST PLAZA, SUITE 2
SOUTHERN PINES, NC 28387-4301

Courtesy Reminder for
Application Serial No: 10/500,930

Attorney Docket No: 290.1078USN
Customer Number: 33369
Date of Electronic Notification: 08/29/2012

This is a courtesy reminder that new correspondence is available for this
application. The official date of notification of the outgoing correspondence
will be indicated on the form PTOL-90 accompanying the correspondence.

An email notification regarding the correspondence was sent to the following
email address(es) associated with your customer number:
sloan.smith@fasthlaw.com
nan_russell@fasthlaw.com
Please verify that these email addresses are correct.

To view your correspondence online or update your email addresses, please
visit us anytime at https://sportal.uspto.gov/secure/myportal/privatepair.

If you have any questions, please email the Electronic Business Center (EBC)
at EBC@uspto.gov or call 1-866-217-9197.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

33369 7590 08/29/2012 | EXAMINER |
FASTH LAW OFFICES (ROLF FASTH) TOWFIGHI, AFSHAWN M
26 PINECREST PLAZA, SUITE 2
SOUTHERN PINES, NC 28387-4301 | ART UNIT PAPER NUMBER |
2469
DATE MAILED: 08/29/2012
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
10/500,930 10/19/2005 Sami Vaarala 290.1078USN 1571

TITLE OF INVENTION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional YES $370 $300 $0 $1170 11/29/2012

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now

Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)

and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (f required) and 1/2
the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commlssmner for Patents
P.O.Box 1
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

33369 7590 08/29/2012
FASTH LAW OFFICES (ROLF F ASTH) Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
26 PINECREST PLAZA, SUITE 2 States Postal Service with sufficient postage for first class mail in an envelope
SOUTHERN PINES, NC 28387-4301 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
10/500,930 10/19/2005 Sami Vaarala 290.1078USN 1571
TITLE OF INVENTION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $370 $300 $0 $1170 11/29/2012
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
TOWFIGHI, AFSHAWN M 2469 709-229000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1
(1) the names of up to 3 registered patent attorneys
| Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . ! . 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
(] Advance Order - # of Copies (1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. . Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will v. epending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toalt'f}lle Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandgrla Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commlss1oner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
10/500,930 10/19/2005 Sami Vaarala 290.1078USN 1571
33369 7590 08/29/2012 | EXAMINER |
FASTH LAW OFFICES (ROLF FASTH) TOWFIGHI, AFSHAWN M
26 PINECREST PLAZA, SUITE 2
SOUTHERN PINES, NC 28387-4301 | ART UNIT PAPER NUMBER |

2469

DATE MAILED: 08/29/2012

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 746 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 746 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3

PTOL-85 (Rev. 02/11)
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5§ U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress

submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency

having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

. A record in this system of records may be disclosed, as a routine use, to another federal agency for

purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either

publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local

law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

. . 10/500,930 VAARALA ET AL.
Notice of Allowablllty Examiner Art Unit
AFSHAWN TOWFIGHI 2469

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [ This communication is responsive to 1/18/12.

2. [ An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1-29.
4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a[d Al b)y[JSome* c)[]None ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No. ____
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: ___
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.
6. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [0 including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [J to Paper No./Mail Date _____.
(b) [0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date ___ .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

7. ] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [ Notice of References Cited (PTO-892) 5. [ Notice of Informal Patent Application
2. [[] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [] Interview Summary (PTO-413),
Paper No./Mail Date .
3. X Information Disclosure Statements (PTO/SB/08), 7. [ Examiner's Amendment/Comment
Paper No./Mail Date 1/18/2012
4. [J Examiner's Comment Regarding Requirement for Deposit 8. X Examiner's Statement of Reasons for Allowance
of Biological Material
9. [] Other )
/AT /IAN N. MOORE/
Examiner, Art Unit 2469 Supervisory Patent Examiner, Art Unit 2469
U.S. Patent and Trademark Office
PTOL-37 (Rev. 03-11) Notice of Allowability Part of Paper No./Mail Date 20120812
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Application/Control Number: 10/500,930 Page 2
Art Unit: 2469

DETAILED ACTION
Information Disclosure Statement
1. The information disclosure statement (IDS) submitted on 1/18/12 has been

considered by the examiner.

Allowable Subject Matter
2. Claims 1-29 (amended) are allowed.
3. The following is an examiner’s statement of reasons for allowance:
Amended claims 1-29 are allowable for the same reasons indicated in the Notice of
Allowance mailed on 1/12/12 and are allowable over prior art since the prior art
reference(s) taken individually or in combination fails to particularly disclose, fairly
suggests, or render obvious as argued by the applicant which examiner considers as

persuasive as set forth above.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to AFSHAWN TOWFIGHI whose telephone number is
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Application/Control Number: 10/500,930 Page 3
Art Unit: 2469

(5671)270-7296. The examiner can normally be reached on Monday - Friday 9:00 A.M.
to 6:00 P.M..

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, lan Moore can be reached on (571)272-3085. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/A.T./
Examiner, Art Unit 2469

/IAN N. MOORE/

Supervisory Patent Examiner, Art Unit 2469
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Under the Paperwork Reduction Act of 1885, no persons are required {o respond to a cellection of information unless i containg a valid OMB control number.

Application Numbsy 10500930

Filing Date 2005-10-19

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.88)

First Named Inventor | Sami Vaarala

Art Unit 2489

Examiner Name Afshawn M. Towfighi
Atltorney Docket Number 280.1078USN

U.S.PATENTS
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e e Patent Number ~ . .| Issue Date . Relevant Passagss or Relevant
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1 5732269 2004-05-04 Baskey, Michael Edward et al.

i 6718388 2004-04-08 arborough, Wiliam Jordan et al.

3 Q857348 2005-10-18 Kivinen, Tero af al.

4 8795917 2004-09-21 Yionen, Tatu

If vou wish o add additional U.8. Patent cifation information please click the Add bution.
U.S.PATENT APPLICATION PUBLICATIONS

Examiner .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines Mwere
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If vou wish fo add additional U.8S. Published Application citation information please click the Add button.
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Receipt date: 01/18/2012 Application Number 10500930
Filing Date 2005-10-12

INFORMATION DISCLOSURE First Named Inventor | Sami Vaarala

STATEMENT BY APPLICANT ———— Py

{ Mot for submission under 37 CFR 1.88) -
Examiner Name Afshawn M. Towfighi
Attorney Bocket Number 280.1078USN

If you wish to add additional Foreign Patent Document citation information please dick the Add bution
NON-PATENT LITERATURE DOCUMENTS

Include name of the author {in CAPITAL LETTERS), title of the arlicle {(when appropriate}, tile of the item
{(book, magazine, journal, serial, sympasium, catalog, ete), date, pages(s}, volums-issus number(s}, TS
publisher, city and/or country where published.

Examiner; Cite
initials® iNo

AR LUOTONEN, "Tunneling 3SL Through a WWW Proxy™ Internet draft memo, March 26, 1897,

AR LUOTONEN, "Tunneling TCP based protocols through Web proxy servers™ Intarmaet draft memo, August 1898, ﬂ

L]

if vou wish {o add additional non-patent Hterature document citation information please dlick the Add bution
EXAMINER SIGNATURE

T N j o P = il
Examiner Signature /Afshawn Towfighy/ Date Considered 081202012

TEXAMINER: tnitigl if reference considered, whether or not citation is in conformance with MPEP 808. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at v Cor MPEP 901.04. 2 Enter office that issued the document, by the tweo-latter code {WIPC

Standard ST.3). 3 For Japanese pateni documents, the indication of the year of the reign of the Emperor musi precede the serial number of the patent document.
4 Kindg of document by the appropriate symbols as indicated on the document under WIPO Standard 8T.16 if possible. 5 Applicant is # place a check mark hare if
English language translation is attached.
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Receipt date: 01/18/2012 Application Number 10500930
Filing Date 2005-10-12

INFORMATION DISCLOSURE First Named Inventor | Sami Vaarala

STATEMENT BY APPLICANT ———— Py

{ Mot for submission under 37 CFR 1.88) -
Examiner Name Afshawn M. Towfighi
Attorney Bocket Number 280.1078USN

CERTIFICATION STATEMENT

Please see 37 CFR 1.897 and 1.98 to malke the appropriate selection{s):

_ That sach item of information contained in the information disclosure statement was first cited in any communication
{1 from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was ciled in a communication from a
foreign patent office in a counterpart foreign application, and, o the knowledge of the person signing the certification
after making reasonable inguiry, no item of information contained in the information disclosure statement was known to

i 1 any individual designated in 37 CFR 1.56{c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)}(2}).

B Ses attached certification statement.
5 The fee set forth in 37 CFR 1.17 {p} has baen submitted harewith.

[ 1 A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4{d) for the
form of the signature.

Signature irfasth/ Date (YYYY-MM-DD} 2012-01-17
Namea/Print Roif Fasth Registration Number 369299

This collection of information is required by 37 CFR 1.897 and 1.98. The information is required {o oblain or refain a benefil by the
public which is to file (and by the USPTO to procsss) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR
1.14. This collection is estimated o take 1 hour to complete, including gathering, preparing and submilting the completed
application form o the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require 1o complete this form andfor suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.C. Box 1450, Alexandiia,
VA& 223131450,

EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /AT

0034



Receipt date: 01/18/2012
Privacy Act Statement

The Privacy Act of 1974 (P L. 93-579) requires that vou be given cerfain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant io the requirements of the Adl, please be advised
that: {1} the general authorily for the collection of this information is 35 U.S.C. 2{b}2); (2} furnishing of the information solicited
is voluntary, and {3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is fo
process and/or examine your submission related o 3 patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able (o process and/or examine your submission, which may
resufl in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by vou in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.5.C. 552} and the Privacy Act (5 U.8.C. 55Z2a). Records from this system of records may be disclosed {o the
Depanmeant of Justice to determins whether the Freedom of information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the courss of presenting evidence to a
court, magistrate, or administrative fribunal, including disclosures to opposing counsel in the course of seftlement
negotiations.

3. A record in this system of records may be disclosed, as a routing use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with raspect to the subject matter of the record.

4. A record in this system of records may be disclosad, as a routing use, o 8 contractor of the Agency having need for
the information in order fo perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuantto 5 U.S.C. 552a{m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a rouline use, to the Infernational Bureau of the World Intellectual Property Crganization, pursuant
o the Patent Cooperation Treaty.

8. A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
National Security review (35 U.8.C. 181} and for review pursuant o the Atomic Energy Act (42 U.8.C. 218{c}

7. Arecord from this system of records may be disclosed, as a routine use, {o the Administralor, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2804 and
2806. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {f.e., G3A or Commerce) directive. Such disclosure shall not be used o maks
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, o the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151, Further, a racord
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the procsadings wers terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

g. Arecord from this system of records may be disclosed, as a routine use, {o a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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L71 {15 L70 and secure near10 key near10iUS-PGPUB; OR OFF 2012/08/12
exchang$3 USPAT 17:25
L72 {544 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
USPAT 17:25
L73 §170 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
same (gateway or proxy or USPAT 17:25
intermediate)
L74 2 "US 20060173968" US-PGPUB; OR OFF 2012/08/12
USPAT; USOCR; 17:25
DERWENT
L75 {10 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
same (gateway or proxy or USPAT 17:25
intermediate) and cookie
L76 21 ike with responder with cookie US-PGPUB; CR OFF 2012/08/12
USPAT 17:25
L77 {3132 ipsec same (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L78 {2700 ipsec with(ssl or tls) US-PGPUB; CR OFF 2012/08/12
USPAT 17:25
L79 {2700 ipsec with (ssl or tls) US-PGPUB; CR OFF 2012/08/12
USPAT 17:25
L80 {2068 ipsec near5(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L81 {2068 ipsec near5 (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
g2 {2 '20010047487" US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L83 {5426 {i709/236.ccls. or 709/245.ccls. US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L84 {15 L83 and secure near10 key near10{{US-PGPUB; OR OFF 2012/08/12
exchang$3 USPAT 17:25
L85 {544 ipsec same tunnel$3 same IKE US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L86 170 ipsec same tunnel$3 same IKE US-PGPUB; OR OFF 2012/08/12
same (gateway or proxy or USPAT 17:25
intermediate)
L87 2 "US 20060173968" US-PGPUB; OR OFF 2012/08/12
USPAT; USOCR; 17:25
DERWENT
L88 10 ipsec same tunnel$3 same IKE US-PGPUB; OR OFF 2012/08/12
same (gateway or proxy or USPAT 17:25
intermediate) and cockie
L89 {21 ike with responder with cookie US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
S0 3132 ipsec same (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L91 {2700 ipsec with(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L92 {2700 ipsec with (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L93 {2068 ipsec near5(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L94 12068 ipsec near5 (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
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L95 2 '20010047487" US-PGPUB; CR OFF 2012/08/12
USPAT 17:25
L96 5426 11709/236.ccls. or 709/245.ccls. US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L97 {15 L96 and secure near10 key near10{{US-PGPUB; OR OFF 2012/08/12
exchang$3 USPAT 17:25
L98 {544 ipsec same tunnel$3 same IKE US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
99 {170 ipsec same tunnel$3 same IKE US-PGPUB; OR OFF 2012/08/12
same (gateway or proxy or USPAT 17:25
intermediate)
L100 {2 "US 20060173968" US-PGPUB; OR OFF 2012/08/12
USPAT; USOCR; 17:25
DERWENT
L101 {10 ipsec same tunnel$3 same IKE US-PGPUB; OR OFF 2012/08/12
same (gateway or proxy or USPAT 17:25
intermediate) and cookie
L102 {21 ike with responder with cookie US-PGPUB; CR OFF 2012/08/12
USPAT 17:25
L103 {3132 ipsec same (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L104 {2700 ipsec with(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L105 {2700 ipsec with (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L106 {{2068 ipsec near5(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L107 {{2068 ipsec near5 (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L108 {4 "7882538" US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L109 §20 "6744741" US-PGPUB; CR OFF 2012/08/12
USPAT 17:25
L110 §19 "7055027" US-PGPUB; OR OFF 2012/08/12
USPAT 17:25
L1119 ((SAMI) near2 (VAARALA)).INV. US-PGPUB; CR OFF 2012/08/12
USPAT 17:25
L112 {9 ((ANTTI) near2 US-PGPUB; CR OFF 2012/08/12
(NUOPPONEN)).INV. USPAT 17:25
L113 {9 L111 or L112 US-PGPUB; CR OFF 2012/08/12
USPAT 17:25
L114 {8 L113 and (secure adj US-PGPUB; OR OFF 2012/08/12
connection).clm. USPAT 17:25
L115 {7 L113 and (secure adj connection {{US-PGPUB; OR OFF 2012/08/12
with address).clm. USPAT 17:25
L116 {1 L113 and (secure adj connection {{US-PGPUB; OR OFF 2012/08/12
with intermediate with USPAT 17:25
address).clm.
L120 {{107613 {j("6732269" "6718388" "6957346" {{US-PGPUB; OR ON 2012/08/12
'8795917")".pn" USPAT; EPO; 17:47
JPO
L121 §4 ("6732269" "6718388" "6957346" {US-PGPUB; OR ON 2012/08/12
"6795917").pn. USPAT; EPO; 17:47
JPO
iL122 5426  §709/236.ccls. or 709/245.ccls.  {US-PGPUB;  JOR JOFF  {j2012/08/12;
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L | {USPAT ‘ 3 757 |

L123 13132 ipsec same (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L124 12700 ipsec with(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L125 {2700 ipsec with (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L126 {{2068 ipsec near5(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L127 45426  }{709/236.ccls. or 709/245.ccls. US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

L128 {13132 ipsec same (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L129 {2700 ipsec with(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L130 {2700 ipsec with (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L131 {2068 ipsec near5(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L132 {5426  |{709/236.ccls. or 709/245.ccls. US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

L133 {3132 ipsec same (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L134 {2700 ipsec with(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L135 {12700 ipsec with (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L136 {{2068 ipsec near5(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L137 {5426  }{709/236.ccls. or 709/245.ccls. US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

L138 {{3132 ipsec same (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L139 {{2700 ipsec with(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L140 {2700 ipsec with (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L141 {2068 ipsec near5(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L142 {4 "7882538" US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

L143 {5426  |{709/236.ccls. or 709/245.ccls. US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

L144 {3132 ipsec same (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L145 {12700 ipsec with(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L146 {2700 ipsec with (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L147 {2068 ipsec near5(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L148 {5426 |{709/236.ccls. or 709/245.ccls. US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

IL149 {3132 iipsec same (ssl or tls) 1US-PGPUB; JOR JOFF  12012/08/12
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P i JUSPAT ; 117:57
L150 {2700 ipsec with(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L151 {2700 ipsec with (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L152 {2068 ipsec near5(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L153 {5426  {i709/236.ccls. or 709/245.ccls. US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L154 {3132 ipsec same (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L155 {12700 ipsec with(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L156 {{2700 ipsec with (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L157 {2068 ipsec near5(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L158 {5426  11709/236.ccls. or 709/245.ccls. US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L159 {3132 ipsec same (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L160 {2700 ipsec with(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L161 {12700 ipsec with (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L162 {{2068 ipsec near5(ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L163 {4 "7882538" US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L164 {9 L111 or L112 US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L165 8 L113 and (secure adj US-PGPUB; OR OFF 2012/08/12
connection).clm. USPAT 17:57
L166 {7 L113 and (secure adj connection {{US-PGPUB; OR OFF 2012/08/12
with address).clm. USPAT 17:57
L167 {1 L113 and (secure adj connection {US-PGPUB; OR OFF 2012/08/12
with intermediate with USPAT 17:57
address).clm.
L171 42 "20010047487" US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L172 {15 L2 and secure near10 key near10 {US-PGPUB; OR OFF 2012/08/12
exchang$3 USPAT 17:57
L173 {2 "US 20060173968" US-PGPUB; OR OFF 2012/08/12
USPAT; USOCR; 17:57
DERWENT
L174 10 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
same (gateway or proxy or USPAT 17:57
intermediate) and cookie
L175 {21 ike with responder with cookie US-PGPUB; CR OFF 2012/08/12
USPAT 17:57
L176 ii2 "20010047487" US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L177 {15 L15 and secure near10 key near10i{US-PGPUB; OR OFF 2012/08/12
exchang$3 USPAT 17:57

i
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L178 {2 "US 20060173968" US-PGPUB; OR OFF 2012/08/12
USPAT; USOCR; 17:57
DERWENT
L179 §10 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
same (gateway or proxy or USPAT 17:57
intermediate) and cookie
L180 {21 ike with responder with cookie US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L181 {2 "20010047487" US-PGPUB; CR OFF 2012/08/12
USPAT 17:57
L182 {15 L28 and secure near10 key near10{{US-PGPUB; OR OFF 2012/08/12
exchang$3 USPAT 17:57
L183 {2 "US 20060173968" US-PGPUB; OR OFF 2012/08/12
USPAT; USOCR; 17:57
DERWENT
L184 {10 ipsec same tunnel$3 same IKE US-PGPUB; OR OFF 2012/08/12
same (gateway or proxy or USPAT 17:57
intermediate) and cookie
L185 {21 ike with responder with cookie US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L186 {2 "20010047487" US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L187 {15 L41 and secure near10 key near10{{US-PGPUB; OR OFF 2012/08/12
exchang$3 USPAT 17:57
L188 {2 "US 20060173968" US-PGPUB; OR OFF 2012/08/12
USPAT; USOCR; 17:57
DERWENT
L189 {10 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
same (gateway or proxy or USPAT 17:57
intermediate) and cookie
L190 {21 ike with responder with cookie US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L191 §20 "6744741" US-PGPUB; CR OFF 2012/08/12
USPAT 17:57
L192 {19 "7055027" US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L193 2 "20010047487" US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L194 {15 L57 and secure near10 key near10{{US-PGPUB; OR OFF 2012/08/12
exchang$3 USPAT 17:57
L195 {2 "US 20060173968" US-PGPUB; OR OFF 2012/08/12
USPAT; USOCR; 17:57
DERWENT
L196 {10 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
same (gateway or proxy or USPAT 17:57
intermediate) and cockie
L197 §21 ike with responder with cookie US-PGPUB; CR OFF 2012/08/12
USPAT 17:57
L198 2 "20010047487" US-PGPUB; OR OFF 2012/08/12
USPAT 17:57
L199 {15 L70 and secure near10 key near10{{US-PGPUB; OR OFF 2012/08/12
exchang$3 USPAT 17:57
200 {2 "US 20060173968" US-PGPUB; OR OFF 2012/08/12
USPAT; USOCR; 17:57

DERWENT
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L201 {10 ipsec same tunnel$3 same IKE US-PGPUB; OR OFF 2012/08/12
same (gateway or proxy or USPAT 17:57
intermediate) and cookie

202 {21 ike with responder with cookie US-PGPUB; CR OFF 2012/08/12

USPAT 17:57
203 {2 "20010047487" US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

204 {15 L83 and secure near10 key near10{{US-PGPUB; OR OFF 2012/08/12
exchang$3 USPAT 17:57

205 2 "US 20060173968" US-PGPUB; OR OFF 2012/08/12

USPAT; USOCR; 17:57
DERWENT

L206 {10 ipsec same tunnel$3 same IKE US-PGPUB; OR OFF 2012/08/12
same (gateway or proxy or USPAT 17:57
intermediate) and cookie

207 §21 ike with responder with cookie US-PGPUB; CR OFF 2012/08/12

USPAT 17:57
208 {2 "20010047487" US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

L209 {15 L96 and secure near10 key near10jUS-PGPUB; CR OFF 2012/08/12
exchang$3 USPAT 17:57

210 2 "US 20060173968" US-PGPUB; OR OFF 2012/08/12

USPAT; USOCR; 17:57
DERWENT
211 {10 ipsec same tunnel$3 same IKE US-PGPUB; OR OFF 2012/08/12
same (gateway or proxy or USPAT 17:57
intermediate) and cookie
212 §21 ike with responder with cookie US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

213 {20 "8744741" US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

214 {19 "7055027" US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

215 {9 ((SAMI) near2 (VAARALA)).INV.  {US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

216 {9 ((ANTTI) near2 US-PGPUB; OR OFF 2012/08/12
(NUOPPONEN)).INV. USPAT 17:57

217 §170 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
same (gateway or proxy or USPAT 17:57
intermediate)

218 {170 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
same (gateway or proxy or USPAT 17:57
intermediate)

219 {170 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
same (gateway or proxy or USPAT 17:57
intermediate)

220 §170 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
same (gateway or proxy or USPAT 17:57
intermediate)

221 §170 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
same (gateway or proxy or USPAT 17:57
intermediate)

222 §170 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
same (gateway or proxy or USPAT 17:57
intermediate)

IL223 {170 iipsec same tunnel$3 same IKE  {US-PGPUB; ~ {OR JOFF  §2012/08/12]
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same (gateway or proxy or USPAT 17:57
intermediate)
224 170 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
same (gateway or proxy or USPAT 17:57
intermediate)
225 {544 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

226 {544 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

227 {544 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

228 {544 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

229 {544 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

L230 {544 ipsec same tunnel$3 same IKE US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

231 {{544 ipsec same tunnel$3 same IKE US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

232 {544 ipsec same tunnel$3 same IKE US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

233 {{2068 ipsec near5 (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

234 {2068 ipsec nearb (ssl or tls) US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

235 {2068 ipsec near5 (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

236 {2068 ipsec near5 (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

237 42068 ipsec nearb (ssl or tls) US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

238 {2068 ipsec near5 (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

239 {2068 ipsec nearb (ssl or tls) US-PGPUB; CR OFF 2012/08/12
USPAT 17:57

240 {2068 ipsec near5 (ssl or tls) US-PGPUB; OR OFF 2012/08/12
USPAT 17:57

241 107613 {j("6732269" "6718388" "6957346" {{US-PGPUB; OR ON 2012/08/12
'8795917")".pn" USPAT; EPO; 17:57

JPO

(242 {4 ("6732269" "6718388" "6957346" {US-PGPUB; OR ON 2012/08/12

"8795917").pn. USPAT; EPO; 17:57
JPO

EAST Search History (I nterference)

Ref {Hits {i{Search Query DBs Default Plurals iTime

# Operator Stamp

L117 {1 (secure adj connection with intermediate with §USPAT;{{OR OFF 2012/08/12
address).clm. UPAD 17:25

L118 {{14 i(secure adj connection with (intermediate or {{USPAT;{iOR OFF 2012/08/12
gateway or proxy) with address).clm. UPAD 17:25

L119 {1 (secure adj connection with (intermediate or {USPAT;iiOR OFF 2012/08/12
gateway or proxy) with (key or token) with UPAD 17:25
address).cim.

4 H N i § § {

file:///Cl/Users/atowfighi/Documents/e-Red%20Folder/10500930/EASTSearchHRR48,.10500930_AccessibleVersion.htm[8/12/2012 6:15:10 PM]



EAST Search History

L168 {1 (secure adj connection with intermediate with §USPAT;{{OR OFF 2012/08/12
address).clm. UPAD 17:57

L169 {{14 ii(secure adj connection with (intermediate or }jUSPAT;{{OR OFF 2012/08/12
gateway or proxy) with address).clm. UPAD 17:57

L170 {1 (secure adj connection with (intermediate or {USPAT;iiOR OFF 2012/08/12
gateway or proxy) with (key or token) with UPAD 17:57
address).cim.

8/12/2012 6:15:08 PM
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Application Number

for

i : . Filing Date 18 Calober 2005
Continued Examination (RCE) g il
Transmitial First Named invenior Sami Vaarala

Address to: 2489

Art Unit

Mail Stop RCE
Commissioner for Patents Examiner Name Afshawn M. Towfighi

P.0. Box 1450
\:’i\lexaridria, VA 22313-145C

Attorney Docket Number |2901078USN A,/

This is a Request for Continued Examination {(RCE} under 37 CFR 1.114 of the above-identified application.
Reguest {or Continued Examination (RCE) praciice under 37 CFR 1.114 does not apply to any ulility or plant application filed prior to June 8,
1895, or to any design application. See instruction Sheet for HCEs (not to be submitied fo the USPTC) on page 2

1. |Submission required under 37 CFR 1.114 Note: If the RCE is proger, any previousiy filed unentered amendments and
amendmeants enclosad with the RCE will be entered in the order in which they were filad uniess applicant instructs otherwisa. {f
applicant does not wish to have any previously filed unenierad amendment{s) entered, applicant must request non-eniry of such
amendment{s}.

a E:E Previously submitted. If a final Office action is ouistanding, any amendments filed after the final Office action may be
considered as a submission even if this box IS not checked.

[:E Consider the argumenis in the Appeal Brief or Reply Brief previously filed on

i l:] Other
b. Enclose
Ej Amendment/Reply iii. information Disclosure Statement (IDS)

3 e [y, - § b § . .
l:] Affidavit(s)/ Bedlaration(s) . Other Copy of non-patent literature cited

Miscellaneous

Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a

[=3

N

a. E} genod of months, (Period of suspension shall not axceed 3 maonths; Fas under 37 CFR 1.17() required)
b. [:E Other
3. The RCE fee under 37 CFR 1.17(a} is required by 37 CF 114 when the RCE is filed.
The Director is hereby authonzed to charge the foliowing \‘em or cradit any overpaymeants, fo

a. Deposit Account No. _08-0243 . 1 have enclosad a duplicate copy of this sheat.

i. RCE fee required undar 37 CFR 1.17(2}

ii. i:“] Extension of time fee (37 CFR 1.136 and 1.17)

' Other Supplemental 1DS fes

. EE Check in the amount of § enciosed

c. [] Payment by credit card (Form PTO-2038 enciosed)

WARNING: information on this form may become public. Credit card information shouid not be included on this form. Provide credit
card information and authorization on PTO-2038,

4 SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED
Signature frfasih/ Date 17 January 2012
L Name {Print/Type) | ROLF FASTH Registration No. {35 ggo

CERTIFICATE OF MAILING OR TRANSMISSION

I hereby ceriify that this correspondence is being deposited with the United States Postal Setvice with sufficient postage as first class mail in an envelope
aodressed to: Mail Stop RCE, Commissioner for Patents, . O, Box 1450, Alexandria, VA 22313-1450 or facsimile transmitted to the UL.S. Patent and Trademark
Office on the date shown helow.,

Signature Electronic Submission
Name (Print/Type) { Rolf Fasth /rfasth/ Bate 117 January 2012

This collection of information is required by 37 CFR 1.114. The information is required o oblain or retain a henefit by the public which is (o file {and by the USPTO
to process) an application. Confidentiality is govemed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to taks 12 mmq{es to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of thime you require to compiete this form and/u suggestions for reducing this burden, should be sent to the Chief Information Cfficer, ULS. Patent and
Trademark Office, U.8. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NQT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Mait Stop RCE, Cummissioner for Patents, P.O. Box 1450, Alexandria, VA 223131458,

if vou need assisiance in compieting the form, cali 1-800-PT0-23193 and sefect option 2.

0049
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Approved for use through (,l"o 12006. OMB 06651-0031
i DEP MENT OF COMMERCE

iy of information uniess it cor*ta:nb a valid OMB controf number,

Under the Paperwork Reduction Act of 1885, no persons are required fo respond to a collecti

Instruction Sheet for RCEs

{not fo be submitied to the USFTO)

NOTES:

An RCE is not a new application, and filing an RCE will not result in an application being aceorded a new filing
| date.

| Filing Qualifications:

| The application must be a utility or plant application filed on or after June &, 1895, The application cannot be a provisional
s application, a utility or plant application filed bafore June 8, 1985, a design appiication, or a patent under resxamination. Ses
S 37 CFR 1.114(e).

* Filing Reguirements:

Prosecution in the application must be closed. Prosecution is closed if the application is under appeal, or the last Office
action is a final action, a notice of allowance, or an action that otherwise closes prosecution in the application {e.g., an Office
= action under £x parfe Quayle). See 37 CFR 1.114(b).

A submission and a fee are required at the fime the RCE is filed. If reply 1o an Office action under 35 US.C. 132 is
= outstanding (e.g., the application is under final rejaction), the submission must mest the reply requirements of 37 CFR 1.111.
there is no outstanding Office action, the submission can be an information disclosure statement, an amendment, new
| arguments, or new evidence. See 37 CFR 1.114(c). The submissicn may be a previcusly filed amendment {(2.9., an
= amendment after final rejection).

WARNINGS:

Regquest for Suspension of Actiom

All RCE filing requirements must be met before suspension of aclion is granted. A request for a suspension of

action under 37 CFR 1.103{c) does nof satisfy the submission requirement and does not permit the filing of the
required submission to be suspends

improper RCE will NOT toll Any Time Period:

Before Appeal - if the RCE is improper {e.g., prosecution in the application is not closed or the submission or
fee has not been filed) and the application is not under appeal, the time period set forth in the last Office action
will continue o run and the application will be abandoned after the statutory fime period has expired if a reply o
the Office action is not timely filed. No additional time will be given o correct the improper RCE.

Under Appeal - If the RCE is improper {&.¢., the submission or the fee has not been filed) and the application is
under appeal, the improper RCE is effective to withdraw the appeal. Withdrawal of the appeal resulls in the
allowance or abandonment of the application depending on the status of the claims. If there are no allowed
claims, the application is abandonsd. f there is at least one allowsad claim, the application will be passad to issue
on the allowed claim{s). See MPEP 1215.01.

See MPEP 706.07(h) for further information on the RCE praclics.

¥

0050




™

IN THE UNITED STATES

in re application of

Sami Vaarala,

m

10/500, 930

Serial No.

1led: 19 OCctober 2005

AND SYSTEM
THROUGH A

(NG R A Y

For:

METHOD

MESSEA

b
AT

Examiner: Afshawn M.

SUFPLEMENTAL INFORMATION DIZCE

PATENT AND TRADEMARK

FOR SENDI
C CONNECTION

st Lt

PATENT

Attorney Matter No. 280.1078USN

OrFICE

Dat 17 January 2012

.
e:

Antti Nucpponen

NG

JAY
£

OSURE STATEMENT PURSUANT 70O CFR S

17 {c)

1.

oo

TO: COMMISSICONER FOR PATENTS

Thisg

e ey N

vreferences listed on ¥

with the Applicant's of

ted concurrently.

submit

It is requested that

mation and clte this infc

infor

with this

~
)
=3

o]
—
]
P

B
6>}

connection

in

?-(‘

Sui

Claza,

Sovu thﬂrn P nes, NC 28387-4301%
Taelephone: 210-687~-0001

Facsimile: 310-295-2152

Disclosure
PTO/SB/08

/\{wl

srmation

and enclosed

~atement

comply

sclosure. 18
the Examiner review the encliosed

as having been considered

T AT

AL .

Mfad‘l icati

Regpectfully submitted,

1T

FASTE OEFICES

N
i LAW

;J;‘

.

/rfasth/
Rolf Fasth

Ragistration No.

36, 999

0051



IN THE UNITED STATES

AT
il

In re applicati of

Antti Nuopponen

Filed: 19 October 20
For: METHCD AND
SENDING A
THROUGH A
CONNECTION

SYSTEM FOR
v e

MESSAGH

SECURE

Examiner: Afshawn M.

Date: 18 January

_)7\-

03

2T \rw

JaTEh

PATENT

QFELCE
290.1078U8N

ANT
AND

TRADEMAERE
Attarney Ref. Ho

Art Unit 2469
Confirmation No. 1571

CERTIFICATE OF MATILING

I BERERY CTERTIFY TEAT THI3 PAPER AND THE DOCUL

D TO

AS BRI

NG ATTACHED OR ENCLOSED HEREWITEH

SEING

NT ANT TR
ENT AND TR

Rolf Fasth

Attorney for Applicant

TRANSMITTAL LETTER

ELECTRONIC SUBMISSION
COMMISSICNER FOR PATE
P.C}e P‘UX 14\/\_/

NTS

Alexandria, VA 2Z22313-1450

Enclosed for
following:

filing

nlemental IDS and fe

fee

(X}
(X}
(X3}
(X}

S
RCE
Copi of non-patent
The Commissiconer ig
whiph may be reqguir

ed in
correspondence, or credit
O(""\_/g"’)l\/.

“A
Li

No.

FILEQ
f taza, Suite 2
North Carcliina

Nl e

=iephone:
Facsgimile: L (
Attorney Ref. No.

290.1678U$N

abov

hé1657

CoOn

e-1e

rature ¢i
authorized

mection with
Gver-payment,

cation are the

ferencad appli

ited

to charge
the fiil
to fi¥alels

.
ACCCUNT

1y submitted,

OFFICES

FARPN = 7
/IL&&Lh/

Rolf
Ragistration No.

0052

Fasth

36,999



Electronic Patent Application Fee Transmittal

Application Number:

10500930

Filing Date:

19-Oct-2005

Title of Invention:

METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE

CONNECTION

First Named Inventor/Applicant Name:

Sami Vaarala

Filer:

Rolf Fasth/Sloan Smith

Attorney Docket Number:

290.1078USN

Filed as Small Entity

U.S. National Stage under 35 USC 371 Filing Fees

Description

Fee Code Quantity Amount

Sub-Total in
UsD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:

0053




Description

Fee Code Quantity

Amount

Sub-Total in

UsD($)
Miscellaneous:
Request for continued examination 2801 1 465 465
Submission- Information Disclosure Stmt 1806 1 180 180
Total in USD ($) 645
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Electronic Acknowledgement Receipt

EFSID: 11858269
Application Number: 10500930
International Application Number:
Confirmation Number: 1571

Title of Invention:

METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE
CONNECTION

First Named Inventor/Applicant Name:

Sami Vaarala

Customer Number:

33369

Filer:

Rolf Fasth/Sloan Smith

Filer Authorized By:

Rolf Fasth

Attorney Docket Number:

290.1078USN

Receipt Date: 18-JAN-2012
Filing Date: 19-0CT-2005
Time Stamp: 09:10:10

Application Type:

U.S. National Stage under 35 USC 371

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $645

RAM confirmation Number 9725

Deposit Account 060243

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. 1.492 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document L. . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
Infi tion Discl Stat t (IDS) 66625
nrormation bisclosure >tatemen
1 Form (SBOS) IDS.PDF no 4
31f490db890793769e7fed 1fccelb65ecf71
5148
Warnings:
Information:
This is notan USPTO supplied IDS fillable form
22389
2 Non Patent Literature NPL.PDF no 6
28e1ba21864776cfff0ch28d8d253090¢629]
584e
Warnings:
Information:
28801
3 Non Patent Literature NPL_B.PDF no 10
efada3cal4a21721580d1075b228cb7c660¢]
314a
Warnings:
Information:
R t for Conti dE inati 142141
4 equestror Lontinue Xamination RCE.PDF no 5
(RCE)
82ci4tb0ac246cd7bbaba2be33c2fa351bb15)
08cl
Warnings:
This is nota USPTO supplied RCE SB30 form.
Information:
55097
5 Transmittal Letter SUPP_IDS_LTR.PDF no 1
20708cfc04532ea0c8a0fb83e573¢22e730b)|
6773
Warnings:
Information:
58279
6 Transmittal Letter TRX.pdf no 1
002737baf3fbb972cf730c284b62648d3d 04|
Warnings:
Information:
31855
7 Fee Worksheet (SB06) fee-info.pdf no 2
6ffee20096366edf84e4561c4d9d41317dcd)|
a55f
Warnings:
Information:
Total Files Size (in bytes); 408187

0056




This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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oc code: 1DS
Doc descrigtion: Information Disclosure Statement (1D

3) Filed

PTO/SBI08 (01-10)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1885, no persons are required {o respond to a cellection of information unless i containg a valid OMB control number.

Application Numbaer

10500830

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

Filing Date 2005-10-19
First Named Inventor | Sami Vaarala
Art Unit 2489

{ Not for submission under 37 CFR 1.88)

Examiner Name

Afshawn M. Towfight

Atltorney Docket Number

290.1078USN

U.S.PATENTS
Exarminer Cite Kind MName of Patentee or Applicant Paggs,@oiumns,i.mas where
e e Patent Number ~ . .| Issue Date . Relevant Passagss or Relevant
initial No Codet of cited Document N )
Figuras Appear

1 5732269 2004-05-04 Baskey, Michael Edward et al.

i 6718388 2004-04-08 arborough, Wiliam Jordan et al.

3 Q857348 2005-10-18 Kivinen, Tero af al.

4 8795917 2004-09-21 Yionen, Tatu

If vou wish o add additional U.S. Patent citation

information please click the Add bution.

U.S.PATENT APPLICATION PUBLICATIONS

Examiner .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines Mwere
- Cite No . Ralevant Passages or Kelevant
initial Number Code’| Date of cited Document )
Figures Appear
1

If vou wish fo add additional U.8S. Published Application citation information please click the Add button.

FOREIGHN PATENT DOCUMENTS

Cite
No

Country
Code?i

Examiner
inifial*

Forsign Document
Numbers

Kind
Codet

Fublication

Date Document

Name of Patentse or
Applicant of cited

Fages,Columns,Lines
where Relevant
Passages or Relevant
Figures Appear

Te

EFS Web 2.1.17
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Application Number 10500830
Filing Date 2005-10-12

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
{ Mot for submission under 37 CFR 1.88}

First Named Inventor | Sami Vaarala

Art Unit 2489

Examiner Name Afshawn M. Towfighi
Attorney Bocket Number 280.1078USN

If you wish to add additional Foreign Patent Document citation information please dick the Add bution

NON-PATENT LITERATURE DOCUMENTS

Include name of the author {in CAPITAL LETTERS), title of the arlicle {(when appropriate}, tile of the item
{(book, magazine, journal, serial, sympasium, catalog, ete), date, pages(s}, volums-issus number(s}, TS
publisher, city and/or country where published.

Examiner; Cite
initials® iNo

AR LUOTONEN, "Tunneling 3SL Through a WWW Proxy™ Internet draft memo, March 26, 1897,

AR LUOTONEN, "Tunneling TCP based protocols through Web proxy servers™ Intarmaet draft memo, August 1898, ﬂ

L]

if vou wish {o add additional non-patent Hterature document citation information please dlick the Add bution

EXAMINER SIGNATURE

Examiner Signature Date Considered

TEXAMINER: tnitigl if reference considered, whether or not citation is in conformance with MPEP 808. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USFTO Patent Documents at w Cor MPEP 901.04. 2 Enter office that issued the document, by the tweo-latter code {WIPC

Standard ST.3). 3 For Japanese pateni documents, the indication of the year of the reign of the Emperor musi precede the serial number of the patent document.
4 Kindg of document by the appropriate symbols as indicated on the document under WIPO Standard 8T.16 if possible. 5 Applicant is # place a check mark hare if
English language translation is attached.

EFS Web 2.1.17
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Application Number 10500830
Filing Date 2005-10-12
INFORMATION DISCLOSURE First Named Inventor | Sami Vaarala
STATEMENT BY APPLICANT o Py
{ Mot for submission under 37 CFR 1.88) -
Examiner Name Afshawn M. Towfighi

Attorney Bocket Number 280.1078USN

CERTIFICATION STATEMENT

Please see 37 CFR 1.897 and 1.98 to malke the appropriate selection{s):

_ That sach item of information contained in the information disclosure statement was first cited in any communication
{1 from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was ciled in a communication from a
foreign patent office in a counterpart foreign application, and, o the knowledge of the person signing the certification
after making reasonable inguiry, no item of information contained in the information disclosure statement was known to

i 1 any individual designated in 37 CFR 1.56{c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)}(2}).

B Ses attached certification statement.
5 The fee set forth in 37 CFR 1.17 {p} has baen submitted harewith.

[ 1 A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4{d) for the
form of the signature.

Signature irfasth/ Date (YYYY-MM-DD} 2012-01-17

Namea/Print Roif Fasth Registration Number 369299

This collection of information is required by 37 CFR 1.897 and 1.98. The information is required {o oblain or refain a benefil by the
public which is to file (and by the USPTO to procsss) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR
1.14. This collection is estimated o take 1 hour to complete, including gathering, preparing and submilting the completed
application form o the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require 1o complete this form andfor suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.C. Box 1450, Alexandiia,
VA& 223131450,

EFS Web 2.1.17
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Privacy Act Statement

The Privacy Act of 1974 (P L. 93-579) requires that vou be given cerfain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant io the requirements of the Adl, please be advised
that: {1} the general authorily for the collection of this information is 35 U.S.C. 2{b}2); (2} furnishing of the information solicited
is voluntary, and {3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is fo
process and/or examine your submission related o 3 patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able (o process and/or examine your submission, which may
resufl in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by vou in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.5.C. 552} and the Privacy Act (5 U.8.C. 55Z2a). Records from this system of records may be disclosed {o the
Depanmeant of Justice to determins whether the Freedom of information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the courss of presenting evidence to a
court, magistrate, or administrative fribunal, including disclosures to opposing counsel in the course of seftlement
negotiations.

3. A record in this system of records may be disclosed, as a routing use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with raspect to the subject matter of the record.

4. A record in this system of records may be disclosad, as a routing use, o 8 contractor of the Agency having need for
the information in order fo perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuantto 5 U.S.C. 552a{m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a rouline use, to the Infernational Bureau of the World Intellectual Property Crganization, pursuant
o the Patent Cooperation Treaty.

8. A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
National Security review (35 U.8.C. 181} and for review pursuant o the Atomic Energy Act (42 U.8.C. 218{c}

7. Arecord from this system of records may be disclosed, as a routine use, {o the Administralor, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2804 and
2806. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {f.e., G3A or Commerce) directive. Such disclosure shall not be used o maks
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, o the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151, Further, a racord
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the procsadings wers terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

g. Arecord from this system of records may be disclosed, as a routine use, {o a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.1.17
0061




UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

33369 7590 01/12/2012 | EXAMINER |
FASTH LAW OFFICES (ROLF FASTH) TOWFIGHI, AFSHAWN M
26 PINECREST PLAZA, SUITE 2
SOUTHERN PINES, NC 28387-4301 | ART UNIT PAPER NUMBER |
2469
DATE MAILED: 01/12/2012
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
10/500,930 10/19/2005 Sami Vaarala 290.1078USN 1571

TITLE OF INVENTION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional YES $370 $300 $0 $1170 04/12/2012

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now

Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)

and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (f required) and 1/2
the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commlssmner for Patents
P.O.Box 1
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

33369 7590 01/12/2012
FASTH LAW OFFICES (ROLF F ASTH) Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
26 PINECREST PLAZA, SUITE 2 States Postal Service with sufficient postage for first class mail in an envelope
SOUTHERN PINES, NC 28387-4301 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
10/500,930 10/19/2005 Sami Vaarala 290.1078USN 1571
TITLE OF INVENTION: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE CONNECTION
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $370 $300 $0 $1170 04/12/2012
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
TOWFIGHI, AFSHAWN M 2469 709-229000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1
(1) the names of up to 3 registered patent attorneys
| Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . ! . 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
(] Advance Order - # of Copies (1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. . Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will v. epending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toalt'f}lle Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandgrla Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commlss1oner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
10/500,930 10/19/2005 Sami Vaarala 290.1078USN 1571
33369 7590 01/12/2012 | EXAMINER |
FASTH LAW OFFICES (ROLF FASTH) TOWFIGHI, AFSHAWN M
26 PINECREST PLAZA, SUITE 2
SOUTHERN PINES, NC 28387-4301 | ART UNIT PAPER NUMBER |

2469

DATE MAILED: 01/12/2012

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 643 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 643 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3

PTOL-85 (Rev. 02/11)
0064



Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5§ U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress

submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency

having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

. A record in this system of records may be disclosed, as a routine use, to another federal agency for

purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either

publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local

law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

. -, , 10/500,930 VAARALA ET AL.
Examiner-Initiated Interview Summary
Examiner Art Unit
AFSHAWN TOWFIGHI 2469

All participants (applicant, applicant’s representative, PTO personnel):

(1) AFSHAWN TOWFIGHI. (3) .

(2) Rolf Fasth. GO

Date of Interview: 03 January 2011.

Type: [X Telephonic [ Video Conference
[ Personal [copy given to: [] applicant [ applicant’s representative]

Exhibit shown or demonstration conducted: [ Yes X No.
If Yes, brief description:

Issues Discussed []101 []112 []102 [J103 [XlOthers
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)
Claim(s) discussed: 1.

Identification of prior art discussed: N/A.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

Applicant’s representative gave permission for the examiner to place the "action" terms at the beginnng of each
limitation in claim 1..

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

] Attachment

/AL T/
Examiner, Art Unit 2469

U.S. Patent and Trademark Office
PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20111228
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Application No. Applicant(s)

. . 10/500,930 VAARALA ET AL.
Notice of Allowablllty Examiner Art Unit
AFSHAWN TOWFIGHI 2469

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [ This communication is responsive to 11/7/11.

2. [] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1-29.

4. [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a) [ Al b) [] Some* c¢)[]None of the:
1. [ Certified copies of the priority documents have been received.
2. [0 Certified copies of the priority documents have been received in Application No.
3. [0 Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER’S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

6. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [0 including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [J to Paper No./Mail Date .

(b) [0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

7. ] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [ Notice of References Cited (PTO-892) 5. [ Notice of Informal Patent Application
2. [[] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. X Interview Summary (PTO-413),
Paper No./Mail Date 1/3/11 .

3. [ Information Disclosure Statements (PTO/SB/08), 7. X Examiner's Amendment/Comment

Paper No./Mail Date
4. [J Examiner's Comment Regarding Requirement for Deposit 8. X Examiner's Statement of Reasons for Allowance

of Biological Material

9. [] Other )

/AT /IAN N. MOORE/
Examiner, Art Unit 2469 Supervisory Patent Examiner, Art Unit 2469
U.S. Patent and Trademark Office
PTOL-37 (Rev. 03-11) Notice of Allowability Part of Paper No./Mail Date 20111228
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Application/Control Number: 10/500,930 Page 2
Art Unit: 2469

EXAMINER’S AMENDMENT

1. An examiner’s amendment to the record appears below. Should the changes
and/or additions be unacceptable to applicant, an amendment may be filed as provided
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be
submitted no later than the payment of the issue fee.

Authorization for this examiner’'s amendment was given in a telephone interview
with Rolf Fasth on 1/3/11.

The application has been amended as follows:

Lines 5-6 of claim 1 should be replaced with “negotiating and exchanging keys
with one another, by the first and second computer, according to a key exchange”.

Line 14 of claim 1 should be replaced with “forming a secure message, in the first
computer, by giving the”.

Line 26 of claim 1 should be replaced with “substituting, at the intermediate
computer, the first unique”.

Line 29 of claim 1 should be replaced with “forwarding, at the intermediate

computer, the secure message with".

Response to Arguments
2. Applicant’s arguments, see pages 9-20, filed 11/7/2011, with respect to claims 1-
29 have been fully considered and are persuasive. The rejection of claims 1-29 has

been withdrawn.

0068



Application/Control Number: 10/500,930 Page 3
Art Unit: 2469

Allowable Subject Matter
3. Claims 1-29 (amended) are allowed.
4. The following is an examiner’s statement of reasons for allowance:
Amended claims 1-29 are allowable over prior art since the prior art reference(s) taken
individually or in combination fails to particularly disclose, fairly suggests, or render
obvious as argued by the applicant which examiner considers as persuasive as set froth

above.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to AFSHAWN TOWFIGHI whose telephone number is
(571)270-7296. The examiner can normally be reached on Monday - Friday 9:00 A.M.
to 6:00 P.M..
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, lan Moore can be reached on (571)272-3085. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 10/500,930 Page 4
Art Unit: 2469

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/A.T./
Examiner, Art Unit 2469

/IAN N. MOORE/
Supervisory Patent Examiner, Art Unit 2469
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

‘Ref {Hits iSearch Query DBs Default Plurals {Time Stamp
# Operator
L1 2 "20010047487" US-PGPUB; OR OFF 2011/12/28
: USPAT 20:07
L2 5125 {709/236.ccls. or US-PGPUB; OR OFF 2011/12/28
709/245.ccls. USPAT 20:07
L3 13 iL2 and secure near10 {US-PGPUB; OR OFF 2011/12/28
key near10 exchang$3 {USPAT 20:07
L4 501 lipsec same tunnel$3 US-PGPUB; OR OFF 2011/12/28
same |KE USPAT 20:07
L5 152  iipsec same tunnel$3 US-PGPUB; OR OFF 2011/12/28
same | KE same USPAT 20:07
(gateway or proxy or
5 intermediate)
L6 2 "US 20060173968" US-PGPUB; OR OFF 2011/12/28
f USPAT; 20:07
USOCR;
DERWENT
L7 10 lipsec same tunnel$3  {US-PGPUB; OR OFF 2011/12/28
same | KE same USPAT 20:07
(gateway or proxy or
intermediate) and
cookie
L8 20 ike with responder US-PGPUB; OR OFF 2011/12/28
with cookie USPAT 20:07
iL9 2794 ipsec same (ssl or tls) {US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L10 2398 lipsec with(ssl or tls) US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L11 2398 lipsec with (ssl or tls) US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L12 1829 iipsec near5(ssl or tls) {US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L13 1829 iipsec nearb (ssl or tls) {US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L14 2 "20010047487" US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L15 5125 {709/236.ccls. or US-PGPUB; OR OFF 2011/12/28
709/245.ccls. USPAT 20:07
L16 13 L15 and secure near10 {US-PGPUB; OR OFF 2011/12/28
: key near10 exchang$3 {USPAT 20:07

file:///Cl/Documents%20and %20Settings/atowfighi/My %20...0930/EASTSearchHistory. 1080(PB0_AccessibleVersion.htm (1 of 5)12/28/2011 8:27:12 PM




EAST Search History

L17 501 iipsec same tunnel$3 US-PGPUB; OR OFF 2011/12/28
same |KE USPAT 20:07
L18 152 lipsec same tunnel$3 US-PGPUB; OR OFF 2011/12/28
same | KE same USPAT 20:07
(gateway or proxy or
intermediate)
L19 2 "US 20060173968" US-PGPUB; OR OFF 2011/12/28
USPAT: 20:07
USOCR;
DERWENT
20 110 ipsec same tunnel$3  {US-PGPUB; OR OFF 2011/12/28
same |KE same USPAT 20:07
(gateway or proxy or
intermediate) and
cookie
{21 20 ike with responder US-PGPUB; OR OFF 2011/12/28
with cookie USPAT 20:07
22 2794 ipsec same (ssl or tls) {US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
23 2398 lipsec with(ssl or tls) US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
24 2398 lipsec with (ssl or tls) US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L25 1829 iipsec near5(ssl or tls) {US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L26 1829 .ipsec near5 (ssl or tls) {US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
27 2 "20010047487" US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
28 5125 709/236.ccls. or US-PGPUB; OR OFF 2011/12/28
709/245.ccls. USPAT 20:07
29 113 128 and secure near10 {US-PGPUB; OR OFF 2011/12/28
key near10 exchang$3 {USPAT 20:07
130 1501 ipsec same tunnel$3  {US-PGPUB; OR OFF 2011/12/28
same |KE USPAT 20:07
AL31 152  iipsec same tunnel$3 US-PGPUB; OR OFF 2011/12/28
same | KE same USPAT 20:07
(gateway or proxy or
intermediate)
L32 2 "US 20060173968" US-PGPUB; OR OFF 2011/12/28
f USPAT; 20:07
USOCR;
DERWENT
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EAST Search History

L33 {10 ipsec same tunnel$3 US-PGPUB; OR OFF 2011/12/28
same | KE same USPAT 20:07
(gateway or proxy or
intermediate) and
5 cookie
L34 20 ike with responder US-PGPUB; OR OFF 2011/12/28
with cookie USPAT 20:07
L35 12794 ipsec same (ssl or tls) {US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L36 2398 _lipsec with(ssl or tls) US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L37 2398 _lipsec with (ssl or tls) US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L38 1829 lipsec near5(ssl or tls) {US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L39 1829 lipsec near5 (ssl or tls) {US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L40 2 "20010047487" US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L41 5125 {709/236.ccls. or US-PGPUB; OR OFF 2011/12/28
709/245.ccls. USPAT 20:07
L42 13 L41 and secure near10 {US-PGPUB; OR OFF 2011/12/28
key near10 exchang$3 USPAT 20:07
143 501 lipsec same tunnel$3 US-PGPUB; OR OFF 2011/12/28
same |KE USPAT 20:07
L44 152 lipsec same tunnel$3 US-PGPUB; OR OFF 2011/12/28
same | KE same USPAT 20:07
(gateway or proxy or
5 intermediate)
L45 2 "US 20060173968" US-PGPUB; OR OFF 2011/12/28
USPAT; 20:07
USQOCR;
DERWENT
146 110 ipsec same tunnel$3  {US-PGPUB; OR OFF 2011/12/28
f same | KE same USPAT 20:07
(gateway or proxy or
intermediate) and
5 cookie
L47 20 ike with responder US-PGPUB; OR OFF 2011/12/28
with cookie USPAT 20:07
L48 2794 -lipsec same (ssl or tls) {US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L49 2398 lipsec with(ssl or tls) US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L50 2398 iipsec with (ssl or tls) US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
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EAST Search History

L51 1829 lipsec near5(ssl or tls)  {US-PGPUB; OR OFF 2011/12/28
USPAT 20:07
L52 1829 lipsec nearb (ssl or tls) {US-PGPUB; OR OFF 2011/12/28
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A s N R R
Amend the claims as follows:

1. (Currently amended)} A od for gecure forwarding of a
message from a first computer to a second computer

. .

gsecure connection via an intermediate computer in a

telecommunication network, comprising:
the first computer and the second computer negotiating and
exchanging keys with one another accoerding to a key exchange

protoccel to establish [[al] the secure ceonnection ketween the

4N TY

first computer and the second computer via the intermediate

Fh
}_..
=
9]
ot

the secure connection having a source address of the

Hﬂ
6
(92
&
O
H
ot
iy
(D

computer as a first end point and a destination add

‘

second computer as

Q
{‘

second end point of the secure
connaction,

in the first computer, forming a secure message by giving the
secure message a first unigue identity and a first destination
address to the intermediate computer,

sending the secure message, using the secure connection,

containing the firsgt unigue identity and the first destination

address from the first computer to the intermediate computer,
t

the intermediate computer receiving

~anslation

forming a

pe;
find a second destination address to the second computer,
he intermediate computer substituting the f

address with the second destinati

computer,

the intermediate computer substituting the first unigue
identity with a second unigue identity of the secure
connection, and

the intermediate computer forwarding the secure message with

second destination address and the second unigue identity
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to the second
2.
method further

an LPSec conne

computer
3. (Previously

ethod furthex
message by mak

L

1
L
Y

method further

di

(JJ

connaction.

5. (Fre
method further

for

@)
[}

eys

sxchange pro

I

~

method further
protcocol used
forming the IP

xchange proto
intermaediate
exchange pr

I

second compute

7.
methced further
the first
heade

inner IP

addresses, an

T T o
Docket

computer

(Praviously

ing

{Previously presented)

stribution of

viously

for

6. {(Freviously

for the pre

col between

otocol ket

{Previously

computer as a

outer

22G,1078U3N v - 3 -

No.

Conn C10n.

DAWURIRY

(D
9]
t

method of claim 1 wherein the

The

comprises forming the secure message by Uusing
ction between the first computer and the second

presented) The method of claim 1 wherein the

o~ -~

secure

compr ises performi ng a

forwarding of the

usae of S3L orx

The methoed of

comprises manually perfo

rming &

™

keys to components for

forming

pregented) The method of claim 2 wherein the
comprises performing a preceding distribution

ming the automa

connaction by an

tocol.

Pt

presented) The

S ne

PRI

method of claim 5 wherein

i

comprises performing the

i

automated key exchange

ceding distribution of for

kevs

modifie

T 1
T

()
[0

Sec cennection by means of &

the first computer and the

computer and by mesans of a standard IRKE key
tween the intermediate computer and the
presented) The method of claim 2 wherein the
comprises sending the message that is sent from

that contains

)]
]

packet message data, ar

containing the actual sender and

Ip

N
- e
L2

- o

heade addresses of

v containing the
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o~

first computer and the intermediate computer, the unique

identity.

8. (Previously presented) The method of claim 1 wherein the
method further comprises the IPSec connection being one or
more gsecurity associations (8A) and the unique identity being

I 4 QDT x7m ] oo
one or more SPI values.

2. (Previously prezented) The method of claim 1 wherein the

method furtherx

nwprises performing the matching by using a

A

transliation table stored at the intermediate computer.

10. {(Previously presented} The method of c¢laim 1 wherein the

method further comprises changing both the address and the

SPI-valus by the intermediats computer

1i. {(Previocusly presented} The method of claim 1 wherein the

method further comprises the first computer being a mobile

termin g0 that the mobility is enabled by modifyving the

0

transiation table at the int

@)
(7

~
=3
O
Q_)
(T)
]
O
=
9]
o
@)
0]
~

12, {Previocously presented} The method of claim 11 wherein the

method further comprizes performing the me
transiation tables by sending a reguest for registration of
the new address from the first computer to the intermediate
computerx.

13. {(Previcusly presented)} The method of clai
method further comprises sending a reply to the reguest for

regigtration from the intermediate computer to the first

computer.

14. {(Previocusly presented} The method of claim 12 wherein the

method further

comprises authenticating or encrypting by

“he reguest for registration and/or reply,
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15. {(Previcusly presented} The method of claim 4 wherein the

methed further comprises establishing the key distribution for

-

the secure connections by establiishing an IKE protocol

1]

translation table, and using the translation table to modify

(@

TP addresses and cookie values of IKE packets in the

intermediate computer.

1

method furtherx

()

. {Previocusly presented} The method of claim 15 wherein the

eXCns

comprises estakb

1z - . ;
R o b o] TN
ais L,.'__'_but_'_'ull ‘O}Z‘/:

O
®
3

erating an initiator cockie and sending a zero responder
cockie to the second computer,

generating a responder cookie in the second computer,
establishing a mapping between IP addresses and IKE cockie
values in the intermediate computer, and

using the transliation table to modify IKE packets in flight by
modifying the external IP addresses and possibly TKE ccookies
IKE packets

cf the

n

©

17. {Previousgly presented} The method of c¢laim 15 wherein the
method further comprises modifying a modified ITKE protocol

computer by

between the first computer and

transmitting the IKE keys from r to the

intermediate computer in order t acrypt and modify IKE

8. {(Previcusly presented} The method of claim 15 wherein the

method further comprises carryryving out in a modified IKE

protocol between the first computer and the intermediate
computer the medification of the IKE packets by the first
computer with the intermediate computer reguesting such

- 14 €3 - : .
modifications.

19. {(Previously praesented) The method of claim 17 wherein the
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method further comprises defining the address so that the
first computer iz identified for the second computer by the

intermediate computer by means of an IP address taken from a

poci of user IP addresses when forming the translation table.
20. {Previously presented} The method of claim 1 wherein the
method further comprizes sending the secure message by using

an IPSec transport mode.

cf claim 1 wherein the

21, {Previcusly presented
methoed further comprises sending the securse messags by using

an IPSec tunnel mode.

~N T e - 7y E de “ RO - e ey ke + PR, Ny N
22. {Previously presented} A telecommunication network fox

secure forwarding of messages, comprizing:

|2

sl
@)
{ T

a first computer, a second computer and an intermes

directly negotiating and exchanging kevys, according

Hay

first computer and the

exchange protoccel, between the
second computer to establish a security association having a

~ Pt . R e Ny £ e J—— e o o A e v e o~ v A
source address of the first computer as a first end point and

-~

an TP destination address of the second computer as a second
end point,

the first and the second computers having means for performing
an IFSec processing,

the intermediate computer having translation means for using
transiation tables to perform IPsec and IKE transiation and
for changing a destination address of the intermediate
computer ¢of a secure message, containing a unigue identity, to
a desgtination address of the second computer without

rypting the secure message, and

3,
ced

U)

the intermediate computer having means for using the unigus

4

identity when forwarding the secure message received from the
first computer to the second computer in the security

association.
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23. {Previcusly presented} The telecommunication network of

i

~ranslation

c

claim 22 wherein the translation table fo
has IP addresses 0f the intermediate computer to be matched

with TP addresses of the second computer.

unicaticon

24, {Frevicusly presented} The telecom

claim 22 wherein the translation tables for IXKE transiation

Ol

consists of two partitions, one for the communication betweer

~st computer and the intermediate computer and another

Hay -

for the communication betwsen the intermediate computer and

the second computer

25. {Previously presented) The telecommunication

claim 24 wherein both partitions of the mapping table
transiation contains translation fields for a source IP
addresa, a destination IP address, initiator and responder
cockies betwesen regpective computers.

26. {Previcusly presented) The telecommunicatiocn network of
claim 22 wherein there i1z anocther transiation table for IKE
transiation containing fields for matching a given usger Lo

given computear

A el . 2~ 4 T .
A telecommunication network for

N
I
[
([1
<
r
e
e
=
10}
6
(b
r+
([1

secure forwarding of messages, comprising:
a first computer,
a second ccmputer,
an intermediate computer electronically connected to the fir

computer and the second computer,

a negotiating and key changing module betwsen the first

[

computer and the second computer to establish a secure

T O

~ ST 71T - ~ ~ e Sl voeaa ~F e e SMOMTITIT e e
connection having a sour ddress of the first computer as

ination address of the second

first end point and a

cint, and

>
O
o}
(@R
0]
o}
(@R
Q

computer as a sec
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the intermediate computer performing translation between
degtination addresses and gsecure identities for forwarding a
gecure message, containin identity, ceived from

the first computer and usi ique ldentity when

forwarding the secure mess second computer in the
gecure connection without decrypting the secure message and
being aware of the keys to encrypt and/or authenticate the

secure message and without establishing a new secure

28. {Criginal} The method of claim 1 wherein the method
h

first unique identity with the second unigue identity of th

further comprises the intermediate computer substituting

ot

0

T

gsecure connection without establishing a new secure connection

and without involving the second computer.

29. {(Original) The metho

-\

of claim 1 wherein the packets
between the first computer and intermediate computers are sent

using a UDP protocol.
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REMARKS /ARGU
Reconsideration of the applicat
requested. Claims 1-2, 4-29 were rejected

as being obvious

over

rejection is respectiull

view

cf Gunter.

Ciaim 1 has now been amended to
secure forwarding if the message is from L
the second computer using a secure connec

secure messgage is sent b

No new matter has been addsd.
found in paragraphs 0073-0083

")f\o6

Kunzinger

serves as a point of entry
and that the security gate

3. These services include
transiation that reguire

that the security

av

coentent

using
Support

of the

eway retains

ailable 1in

o

the same

intra

the

may,

. £
use 0L

(intermediary

he ability

control

the gateway protects the

communication from the ope

of incoming packets before

intranet. This reqguires

to decrypt the inco

intranet

the

ming pa

m

n Internet by

the packets

[P p
CReT 1n orde

0088

£
Trom

ion

under Secticon 103
This

et

i w

inspection.

clarify that the
he first computer to
tion and that the
secure connection.
for example, be
corresponding US
twe tunnels. He

computer)
{(paragraph 0058

to

provide

envirconment of Fig.,
nd network address
In other wozrds,
undesirab
rspecting the content
r intc the
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the content of the incoming packet., In other words, Kunzinger
expressiy teaches away from any modification that would not

allow the intermediate computer to decrypt the incoming packet

o inspect the content (which would happren 1f Kunzinger is

0]

- 33 £ o
mogairie

ot

o include Gunter’s extended tunnel, as proposed by

ot

he Examiner).
Fig. 4 of Kunzinger clearly shows that a first
tunnel extends between the first computer {client) and the

intermediate computer {boundary device or gateway) and a

through the Internet and the second tunnel provides security
through an intranet {(see paragraph [0051] of Kunzinger).
Funzinger explaing in paragraph [0047] that the “use of
ascaded tunnels (as oppocsed toe one tunnel or SA extending

from the client to the server) allows security protection to

be tailored to the requirements of a particular network

Applicant fails to see why the skilled person would
loock to Gunter to modify RKunzinger toe inclilude a zingle tunnel
extending from the client to the server when Kunzinger
expressliy teaches that such a modification should not be made
because this would mean that the gateway would not be able to
ingpect the content of the incoming packets to protect the
intranet from the ocutside public Internet.

In the current invention, the intermediate computer
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does not need to know the cryptographic keys or read the
content but is able to use the outer TP addresses and the
incoming SPI wvalue (= unigue identity) to determine how to

modify the outer address and the SPI to sulte the second

computer, which is the next destination.

In paragraph [(0013], Kunzinger explains that the

e : e, et ; e .
endpoints i.e. & filrst negotiaticon is between the endpoints of

tunnel 1 and a second

b
O
=
([!
O
]
parh
¢t
s
C
]
.
6
o)
0
1

tween the endpoints of
tunnel 2. Thig meansg the client 405 negotiates with the
gateway 420 to establish tunnel 1 {but not with the server
4403 . Similarly, the gateway 420 negotiates with the server
440 to establish tunnel 2.

In summary, Kunzinger clearly teaches the use of

caacade tunnels which provide the tailoring features (see

the client to the server.” In other words, he expressly

using a single tunnel from the client to the

server, Also, in paragraphs [0012-0014] Kunzinger explains

that each tunnel is a separate connection. In paragraphs

Fh

~0068 Kunzinger expiainsg 1f there is no existing cascaded

established to provide the next tunnel (which again indicates

that there are two separate tunnelszs and not one tunnel).

On page 5 of the Cffice action, the Examiner st

T
o)}
ct
D

6]

0090
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On page 6, the
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to have endpoints directly negoet

Funzinger

computer must be able to decrypt

intranet {

(l\

ree paragraph 0050) .

tabliished by the endpoints of
Gunter, then the intermediate
decrypt tThe messag
Examiner is respectfully regueste
modify Kunz

modification even i1f such

0091
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computer forwarding

5

destinaticn address and the

cond computer in the secure
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[@]
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s
~g
e}
[
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oy
@B
IS_‘

ction that extends from the

cond computer.

would have
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lines 13-15. As indicated above, if the tunnel would be
between the client and the server, then the gateway could not

have clear fext access tTo the datagrams. In paragraph [0017],

o]
P
b
O
/l
,_J
(o}
[
3
_Q,
@B
3
([!
]
9]
(9N
i
1
G
{
0
]
=
L
[6)]
([!
p]
[
[
P
ct
b
Qo
¢ 2
195
O
3
o
8}
it
e
O
3
o}
0
¢t
o
=y
([1
0,
3
-1
=
[
-1
=
iy
o

prevented from accessing the clear-text data content of the
transmitted packets, because only the two endpoints are able
to encrypt and decrypt the packets on this SA.” In cother
words, Kunzinger expressly teaches away from a security

asgociation that extends between the client (first computer)

which is the only time the gateway would be using the id to

the second computer. & secure connection that
extends between the first computer and the second computer is
exactly what is reguired by the amended claim 1 angd that the
intermediate computer uses the unigue identity contained in
the secure message to find the address to the second computer.

I order for the gateway

<
:\
3
T
]
-y
=
O
[
=
oY)
T
]
-
pi
>
i
=3
e
A‘_
T
O
1

Kuntzinger to forward a packet it has to decrypt it {(see

paragraph 0068, lines &-7. A key is needed for decryption

which of course cannct be transmitted in the packet to be
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could not inspect the content of incoming packets.
In view thereof, claim 1 iz submitted to be

allowable

they depend upon the alliocwable base claim 1 and because each
claim inciudes limitations that are not taught or suggested in
the cited references.

Independent claim 272 iz submitted to be allowable
for reasons similar to the reasons put forth above. Claim 22
has been amended to now reguire that the secure message
containsg the unigue identity and that the intermediate
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computer) in the intranet. In other words, the decryption 18
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security gateway (intermediate computer) must be able to

decrypt the packet so that it can provide the important
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services of access controel, network address translation etc.
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Application No. Applicant(s)
10/500,930 VAARALA ET AL.

Office Action Summary Examiner AriUnit
AFSHAWN TOWFIGHI 2469

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

)X Responsive to communication(s) filed on 4/8/11.

a)[] This action is FINAL. 2b)[X] This action is non-final.

3)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4\ Claim(s) 1-29 is/are pending in the application.

4a) Of the above claim(s) ______is/are withdrawn from consideration.
5[] Claim(s) is/are allowed.
6)X] Claim(s) 1-29 is/are rejected.
7)[0 Claim(s) ____is/are objected to.
8)[] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[1] The specification is objected to by the Examiner.
0)[] The drawing(s) filed on is/are: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)JAIl b)[]Some * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PT0-948) Paper No(s)/Mail Date. ___
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U.S. Patent and Trademark Office
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Application/Control Number: 10/500,930 Page 2
Art Unit: 2469

DETAILED ACTION
1. Claims 1-29 are pending.

2. Claims 28 and 29 are new.

Continued Examination Under 37 CFR 1.114
3. A request for continued examination under 37 CFR 1.114, including the fee set
forthin 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set
forthin 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 4/8/11

has been entered.

Response to Arguments
4. Applicant's arguments with respect to claims 1-29 have been considered but

some are not persuasive and some are moot in view of the new ground(s) of rejection.

On page 4 of the applicant’s response, the applicant states that the key in Kunzinger

does not correspond to the unique identity of the present invention.

The examiner respectfully disagrees, but has provided clarification. The messages

exchanged in Kunzinger are part of the IPSec protocol. The protocol uses messages

that are encrypted and have a value associated them that is used by a key to read the
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messages. Kunzinger [0067] shows that the messages have ID’s associated them, in
addition, IPSec uses a hash value that is transmitted with each packet. The “key” is the
value that is transmitted with the packet so that it can be read by the receiving device.
Therefore, as the claim language reads, the new combination of references does teach

the argued limitations.

The examiner invites the applicant to contact the examiner to discuss the claim

language and help further advance prosecution of the case.

Claim Rejections - 35 USC § 103
3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

4. Claims 1,2, 4-29 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Kunzinger (Pub No: 2002/0091921)., and further in view of Gunter et al (Patent No:

7,055,027).

As to claim 1, Kunzinger teaches a method for secure forwarding of a message from a
first computer to a second computer via an intermediate computer in a

telecommunication network (Kunzinger, [0047] L1-13, end o end data sending via an

intermediate gateway using secure tunnels), comprising:
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in the first computer, forming a secure message by giving the secure message a
first unique identity and a first destination address to the intermediate computer,

(Kunzinger, [0068] L1-3, the hash value of IPSec used by the key is the id and [0013]

the outer header has the address of the endpoint of the tunnel, i.e. gateway), sending

the secure message containing the first unique identity and the first destination address

from the first computer to the intermediate computer message (Kunzinger, [0068] L1-3,

the messagqe is sent from the client and received by the gateway [0068] L 1-3, the hash

value of IPSec used by the key is the id and [0013] the outer header has the address of

the endpoint of the tunnel, i.e. gateway),

the intermediate computer receiving the secure message (Kunzinger, [0068] L1-

3, the message is sent from the client and received by the gateway) and performing a
translation by using the first unique identity to find a second destination address to the

second computer (Kunzinger [0074] the gateway uses tables and id to translate the

packet into a corresponding tunnel and the data is then forwarded/send the over the

second tunnel and [0013] the new packet has the address of the second computer),

the intermediate computer substituting the first destination address with the

second destination address to the second computer (Kunzinger [0074] the gateway

uses tables and id to translate the packet into a corresponding tunnel and the data is

then forwarded/send the over the second tunnel and [0013] the new packet has the

address of the second computer),
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the intermediate computer substituting the first unique identity with a second

unique identity of the secure connection (Kunzinger [0074] the gateway uses tables and

id to translate the packet into a corresponding tunnel and the data is then

forwarded/send the over the second tunnel and [0013] the new packet has the address

of the second computer), and the intermediate computer forwarding the secure

message with the second destination address and the second unique identity to the

second computer in the secure connection (Kunzinger, [0074] forwarding the IPSec

datagram and [0013] and [0068] the id and address are in the packet of data).

Kunzinger does not expressly the first computer and the second computer
negotiating and exchanging keys with one another according to a key exchange
protocol to establish a secure connection between the first computer and the second
computer via the intermediate computer, the secure connection having a source
address of the first computer as a first end point and a destination address of the

second computer as a second end point of the secure connection.

However, Gunter teaches the first computer and the second computer
negotiating and exchanging keys with one another according to a key exchange
protocol to establish a secure connection between the first computer and the second

computer via the intermediate computer (Gunter, Fig 4 and Col 6 L36-40, external client

42 and internal client 44 establish a secure connection via the intermediate firewall

using a key exchange protocol) the secure connection having a source address of the

first computer as a first end point and a destination address of the second computer as
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a second end point of the secure connection (Gunter, Fig 4, the external client 42 is the

source of the secure connection and the internal client 44 is the destination)

It would have been obvious to one of ordinary skill in the art at the time of
invention to combine the teachings of Kunzinger and Gunter to have the endpoints
directly negotiate a key to establish a secure connection, because Gunter teaches that
direct key negotiation is a well know method for two endpoints to communicate securely

with an intermediary involved (Gunter Col 3 L50-57).

As to claim 2, Kunzinger and Gunter teaches wherein the method further comprises
forming the secure message by using an IPSec connection between the first computer

and the second computer (Kunzinger, [0067], IPSec protection).

As to claim 4, Kunzinger and Gunter teaches wherein the method further comprises
manually performing a preceding distribution of keys to components for forming the

IPSec connection (Kunzinger, [0067], IKE is used to for the IPSec connection).

As to claim 5, Kunzinger and Gunter teaches wherein the method further comprises
performing a preceding distribution of keys for forming the IPSec connection by an

automated key exchange protocol (Kunzinger, [0067], IKE is used to for the IPSec

connection).

As to claim 6, Kunzinger and Gunter teaches wherein the method further comprises
performing the automated key exchange protocol used for the preceding distribution of
keys for forming the IP Sec connection by means of a modified IKE key exchange

protocol between the first computer and the intermediate computer (Kunzinger, [0067],
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using phaseZ2 IKE exchange between the client and gateway, this is a modified protocol

because the table at the gateway modifies the IKE packets and inserts a new address

automatically) and by means of a standard IKE key exchange protocol between the

intermediate computer and the second computer (Kunzinger, [0069] using IKE between

gateway and server).

As to claim 7, Kunzinger and Gunter teaches wherein the method further comprises
sending the message that is sent from the first computer as a packet that contains
message data, an inner I[P header containing the actual sender and receiver addresses,
an outer IP header containing the addresses of the first computer and the intermediate

computer, the unique identity_(Kunzinger, [0013], inner and outer headers and

neqotiated security association).

As to claim 8, Kunzinger and Gunter teaches wherein the method further comprises
the IPSec connection being one or more security associations (SA) and the unique

identity being one or more SPI values(Kunzinger, [0067], setting up the IPSec SA and

the values are SPI values).

As to claim 9, Kunzinger and Gunter teaches wherein the method further comprises
performing the matching by using a translation table stored at the intermediate

computer_(Kunzinger, [0066], the databases are the translation tables).

As to claim 10, Kunzinger and Gunter teaches wherein the method further comprises

changing both the address and the SPI-value by the intermediate computer (Kunzinger,
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[0074], the address is changed to point to the tunnel and the ID(SPI) is changed, the

SPl is the ID that is exchanged for indexing).

As to claim 11, Kunzinger and Gunter teaches wherein the method further comprises

the first computer being a mobile terminal (Kunzinger, [0038], the workstations

communicate over a wireless cellular network) so that the mobility is enabled by

modifying the translation table at the intermediate computer (Kunzinger, [0067] L13-17,

the SAD on the gateway is modified with IKE value).

As to claim 12, Kunzinger and Gunter teaches wherein the method further comprises
performing the modification of the translation tables by sending a request for registration
of the new address from the first computer to the intermediate computer (Kunzinger,

[0062], the client is the IKE initiator with neqotiations with the gateway).

As to claim 13, Kunzinger and Gunter teaches wherein the method further comprises
sending a reply to the request for registration from the intermediate computer to the first

computer (Kunzinger, [0063], the gateway is the IKE responder to the client in the IKE

negqotiations).

As to claim 14, Kunzinger and Gunter teaches wherein the method further comprises
authenticating or encrypting by IPSec the request for registration and/or reply

(Kunzinger, [0067], authenticating IPSec).

As to claim 15, Kunzinger and Gunter teaches wherein the method further comprises
establishing the key distribution for the secure connections by establishing an IKE

protocol translation table, and using the translation table to modify IP addresses and
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cookie values of IKE packets in the intermediate computer (Kunzinger [0074] the

gateway uses tables and id to translate the packet into a corresponding tunnel and

[0066]-[0067], the IKE protocol addresses, etc are stored in the SAD tables).

As to claim 16, Kunzinger and Gunter teaches wherein the method further comprises
establishing the key exchange distribution by: generating an initiator cookie and sending
a zero responder cookie to the second computer, generating a responder cookie in the

second computer (Kunzinger, [0064] [0065] and [0067], the gateway is the initiator and

the server is the responder in the IKE neqotiations. [0069] shows an example of IKE

negotiations the IDCi and IDCr values are set), establishing a mapping between IP

addresses and IKE cookie values in the intermediate computer, and using the
translation table to modify IKE packets in flight by modifying the external IP addresses

and possibly IKE cookies of the IKE packets (Kunzinger [0074] the gateway uses tables

and id to translate the packet into a corresponding tunnel and [0066]-[0067], the IKE

protocol addresses, etc are stored in the SAD tables).

As to claim 17, Kunzinger and Gunter teaches wherein the method further comprises
modifying a modified IKE protocol between the first computer and the intermediate
computer by transmitting the IKE keys from the first computer to the intermediate

computer in order to decrypt and modify IKE packets (Kunzinger, [0067], using phase2

IKE exchange between the client and gateway, this is a modified protocol because the

table at the gateway modifies the IKE packets and inserts a new address automatically).
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As to claim 18, Kunzinger and Gunter teaches wherein the method further comprises
carrying out in a modified IKE protocol between the first computer and the intermediate
computer the modification of the IKE packets by the first computer with the intermediate

computer requesting such modifications (Kunzinger, [0067], using phase2 IKE

exchange between the client and gateway, this is a modified protocol because the table

at the gateway modifies the IKE packets and inserts a new address automatically).

As to claim 19, Kunzinger and Gunter teaches wherein the method further comprises
defining the address so that the first computer is identified for the second computer by
the intermediate computer by means of an IP address taken from a pool of user IP

addresses when forming the translation table (Kunzinger [0074] the gateway uses

tables and id to translate the packet into a corresponding tunnel and the data is then

forwarded/send the over the second tunnel and [0013] the new packet has the address

of the second computer).

As to claim 20, Kunzinger and Gunter teaches wherein the method further comprises

sending the secure message by using an IPSec transport mode (Kunzinger, [0075] L 12-

15, IPSec operates in transport mode).

As to claim 21, Kunzinger and Gunter teaches wherein the method further comprises

sending the secure message by using an IPSec tunnel mode (Kunzinger, [0075] L 12-

15, IPSec operates in tunnel mode).
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As to claim 22, Kunzinger teaches a telecommunication network for secure forwarding

of messages (Kunzinger, [0047] L 1-13, end to end data sending via an intermediate

gateway using secure tunnels), comprising:

a first computer, a second computer and an intermediate computer (Kunzinger,

[0047] L1-13 and Fig 4, the endpoints and intermediate computer),

the first and the second computers having means for performing an IPSec
processing, the intermediate computer having translation means for using translation
tables to perform IPSec and IKE translation and for changing a destination address of
the intermediate computer of a secure message containing a unique identity to a

destination address of the second computer (Kunzinger [0074] the gateway uses tables

and id to translate the packet into a corresponding tunnel (IKE/IPSec) and the data is

then forwarded/send the over the second tunnel and [0013] the new packet has the

address of the second computer), and

the intermediate computer having means for using the unique identity when
forwarding the secure message received from the first computer to the second

computer in the security association (Kunzinger, [0074] forwarding the IPSec datagram

and [0013] and [0068] the hash value and id and address are in the packet of data) .

Kunzinger does not expressly teach means for directly negotiating and
exchanging keys, according to a key exchange protocol, between the first computer and
the second computer to establish a security association having a source address of the

first computer as a first end point and a destination address of the second computer as
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a second end point and the intermediate computer forwarding without decrypting the

Secure message.

However Gunter teaches means for directly negotiating and exchanging keys,
according to a key exchange protocol, between the first computer and the second

computer to establish a security association (Gunter, Fig 4 and Col 6 L36-40, external

client 42 and internal client 44 establish a secure connection via the intermediaie

firewall using a key exchange protocol) having a source address of the first computer as

a first end point and a destination address of the second computer as a second end

point (Gunter, Fig 4, the external client 42 is the source of the secure connection and

the internal client 44 is the destination) and the intermediate computer forwarding

without decrypting the secure message (Gunter, Fig 4 #220-#224, the intermediate

firewall transmits the packet without first decrypting it)

It would have been obvious to one of ordinary skill in the art at the time of
invention to combine the teachings of Kunzinger and Gunter to have the endpoints
directly negotiate a key to establish a secure connection, because Gunter teaches that
direct key negotiation is a well know method for two endpoints to communicate securely

with an intermediary involved (Gunter Col 3 L50-57).

As to claim 23, Kunzinger and Gunter teaches wherein the translation table for IPSec
translation has IP addresses of the intermediate computer to be matched with IP

addresses of the second computer (Kunzinger [0074] the gateway uses tables and id to
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translate the packet into a corresponding tunnel and the data is then forwarded/send the

over the second tunnel and [0013] the new packet has the address of the second

computer).

As to claim 24, Kunzinger and Gunter teaches wherein the translation tables for IKE
translation consists of two partitions, one for the communication between the first
computer and the intermediate computer and another for the communication between

the intermediate computer and the second computer (Kunzinger, [0066] L 1-10, each set

of interfaces has its own databases).

As to claim 25, Kunzinger and Gunter teaches wherein both partitions of the mapping
table for IKE translation contains translation fields for a source |IP address, a destination

IP address (Kunzinger, [0067] IKE tables have the addresses for endpoint association),

initiator and responder cookies between respective computers (Kunzinger, [0067], IDci

and IDcr values).

As to claim 26, Kunzinger and Gunter teaches wherein there is another translation
table for IKE translation containing fields for matching a given user to a given computer

(Kunzinger, [0066], association for a user to an endpoint).

As to claim 27, Kunzinger teaches a telecommunication network for secure forwarding

of messages (Kunzinger, [0047] L1-13, end to end data sending via an intermediate

gateway using secure tunnels), comprising:
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a first computer, a second computer, an intermediate computer electronically

connected to the first computer and the second computer (Kunzinger, [0047] L 1-13 and

Fig 4, the endpoints and intermediate computer),

means for directly negotiating and exchanging keys between the first computer
and the second computer to establish a secure connection having a source address of
the first computer as a first end point and a destination address of the second computer

as a second end point (Kunzinger, [0072] the cascade enabled flag can not be set and

prior art neqotiatiion of keys directly takes place [0007] L1-9 and [0014] L1-2 and [0017]

L1-3)), and

the intermediate computer having means for performing translation between

destination addresses and secure identities (Kunzinger [0074] the gateway uses tables

and id to translate the packet into a corresponding tunnel and the data is then

forwarded/send the over the second tunnel and [0013] the new packet has the address

of the second computer) for forwarding a secure message containing a unique identity

received from the first computer and using the second computer in the secure

connection to the second computer in the secure connection (Kunzinger, [0074]

forwarding the IPSec datagram and [0013] and [0068] the id and address are in the

packet of data).

Kunzinger does not expressly teach means for directly negotiating and
exchanging keys between the first computer and the second computer to establish a

secure connection having a source address of the first computer as a first end point
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and a destination address of the second computer as a second end point the
intermediate computer forwards without decrypting the secure message and being
aware of the keys to encrypt and/or authenticate the secure message and without

establishing a new secure connection.

Gunter teaches means for directly negotiating and exchanging keys between the

first computer and the second computer to establish a secure connection (Gunter, Fig 4

and Col 6 L36-40, external client 42 and internal client 44 establish a secure connection

via the intermediate firewall using a key exchange protocol) having a source address of

the first computer as a first end point and a destination address of the second computer

as a second end point (Gunter, Fig 4, the external client 42 is the source of the secure

connection and the internal client 44 is the destination) the intermediate computer

forwards without decrypting the secure message and being aware of the keys to encrypt
and/or authenticate the secure message and without establishing a new secure

connection (Gunter, Fig 4 #220-#224, the intermediate firewall transmits the packet

without first decrypting it)

As to claim 28, Kunzinger and Gunter teaches the method further comprises the
intermediate computer substituting the first unique identity with the second unique
identity of the secure connection without establishing a new secure connection and

without involving the second computer (Kunzinger [0074] the gateway uses tables and

id to translate the packet into a corresponding tunnel (IKE/IPSec) and the data is then

0121



Application/Control Number: 10/500,930 Page 16
Art Unit: 2469

forwarded/send the over the second tunnel and [0013] the new packet has the address

of the second computer. The second computer is uninvolved in this step and no new

connections are created).

As to claim 29, Kunzinger and Gunter teaches the packets between the first computer

and the intermediate computers are sent using a UDP protocol (Kunzinger [0043], the

packets are UDP packets sent over the protocol).

6. Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over Kunzinger
and Gunter as applied to claim 1 above, and further in view of Patel ( Pub No:

2002/0004900).

As to claim 3, Kunzinger and Gunter teaches the limitations of claim 1. Kunzinger and
Gunter does not teach wherein the method further comprises performing a secure
forwarding of the message by making use of SSL or TLS protocols. Patel teaches
wherein the method further comprises performing a secure forwarding of the message

by making use of SSL or TLS protocols (Patel, [0037] L 18-21, SSL for secure

connection). It would have been obvious to one of ordinary skill in the art at the time of
invention to combine the teachings of Kunzinger and Gunter with Patel to use SSL for
the secure connection because Patel teaches that SSL is a well know protocol for a

secure connection that can be used like IPSec.
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Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to AFSHAWN TOWFIGHI whose telephone number is
(5671)270-7296. The examiner can normally be reached on Monday - Friday 9:00 A.M.
to 6:00 P.M..

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, lan Moore can be reached on (571)272-3085. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/A.T./
Examiner, Art Unit 2469
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/lan N. Moore/
Supervisory Patent Examiner, Art Unit 2469
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In re application of Art Unit 2458
Sami Vaarala and Antti Nuopponen
Serial No. 10/500,930
Filed: 19 October 2005

For: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE
CONNECTION

Examiner: Afshawn M. Towfighi
Date: 7 April 2011

Attorney Docket No. 290.1078USN

AMENDMENT

Commissioner for Patents
P.0. Box 1450
Alexandria, VA 22313-1450

This is in response to the Office action of 9
February 2011. Please amend the above-identified patent

application as follows:
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In the Claims:

Amend the claims as follows:

1. (Currently amended) A method for secure forwarding of a
message from a first computer to a second computer via an
intermediate computer in a telecommunication network,
comprising:

the first computer and the second computer negotiating and
exchangiﬁg keys with one another according to a key exchange
protocol to establish a secure connection between the first
computer and the second computer via the intermediate
computer, the secure connection having a source address of the
first computer as a first end point and a destination address
of the second computer as a second end point of the secure
connection,

in the first computer, forming a secure message by giving the
secure message a first unique identity and a first destination
address to the intermediate computer,

sending the secure message containing the first unique

identity and the first destination address from the first

computer to the intermediate computer,

the intermediate computer receiving the secure message and
performing a translation by using the first unique identity to
find a second destination address to the second computer,

the intermediate computer substituting the first destination
address with the second destination address to the second
computer,

the intermediate computer substituting the first unique
identity with a second unique identity of the secure
connection, and

the intermediate computer forwarding the secure message with
the second destination address and the second unique identity

to the second computer in the secure connection.
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2. (Previously presented) The method of claim 1 wherein the
method further comprises forming the secure message by using
an IPSec connection between the first computer and the second

computer.

3. (Previously presented) The method of claim 1 wherein the
method further comprises performing a secure forwarding of the

message by making use of SSL or TLS protocols.

4. (Previously presented) The method of claim 2 wherein the
method further comprises manually performing a preceding
distribution of keys to components for forming the IPSec

connection.

5. (Previously presented) The method of claim 2 wherein the
method further comprises performing a preceding distribution
of keys for forming the IPSec connection by an automated key

exchange protocol.

6. (Previously presented) The method of claim 5 wherein the
method further comprises performing the automated key exchange
protocol used for the preceding distribution of keys for
forming the IP Sec connection by means of a modified IKE key
exchange protocol between the first computer and the
intermediate computer and by means of a standard IKE key
exchange protocol between the intermediate computer and the

second computer.

7. (Previously presented) The method of claim 2 wherein the
method further comprises sending the message that is sent from
the first computer as a packet that contains message data, an
inner IP header containing the actual sender and receiver
addresses, an outer IP header containing the addresses of the

first computer and the intermediate computer, the unique
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identity.

8. (Previously presented) The method of claim 1 wherein the
method further comprises the IPSec connection being one or
more security associations (SA) and the unique identity being

one or more SPI wvalues.

9. (Previously presented) The method of claim 1 wherein the
method further comprises performing the matching by using a

translation table stored at the intermediate computer.

10. (Previously presented) The method of claim 1 wherein the
method further comprises changing both the address and the

SPI-value by the intermediate computer.

11. (Previously presented) The method of claim 1 wherein the
method further comprises the first computer being a mobile
terminal so that the mobility is enabled by modifying the

translation table at the intermediate computer.

12. (Previously presented) The method of claim 11 wherein the
method further comprises performing the modification of the
translation tables by sending a request for registration of
the new address from the first computer to the intermediate

computer.

13. (Previously presented) The method of claim 12 wherein the
method further comprises sending a reply to the request for
registration from the intermediate computer to the first

computer.
14. (Previously presented) The method of claim 12 wherein the

method further comprises authenticating or encrypting by IPSec

the request for registration and/or reply.
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15. (Previously presented) The method of claim 4 wherein the
method further comprises establishing the key distribution for
the secure connections by establishing an IKE protocol
translation table, and using the translation table to modify
IP addresses and cookie values of IKE packets in the

intermediate computer.

16. (Previously presented) The method of claim 15 wherein the
method further comprises establishing the key exchange
distribution by:

generating an initiator cookie and sending a zero responder
cookie to the second computer,

generating a responder cookie in the second computer,
establishing a mapping between IP addresses and IKE cookie
values in the intermediate computer, and

using the translation table to modify IKE packets in flight by
modifying the external IP addresses and possibly IKE cookies
of the IKE packets.

17. (Previously presented) The method of claim 15 wherein the
method further comprises modifying a modified IKE protocol
between the first computer and the intermediate computer by
transmitting the IKE keys from the first computer to the
intermediate computer in order to decrypt and modify IKE

packets.

18. (Previously presented) The method of claim 15 wherein the
method further comprises carrying out in a modified IKE
protocol between the first computer and the intermediate
computer the modification of the IKE packets by the first
computer with the intermediate computer requesting such

modifications.

19. (Previously presented) The method of claim 17 wherein the

method further comprises defining the address so that the
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first computer is identified for the second computer by the
intermediate computer by means of an IP address taken from a

pool of user IP addresses when forming the translation table.

20. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using

an IPSec transport mode.

21. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using

an IPSec tunnel mode.

22. (Currently amended) A telecommunication network for secure
forwarding of messages, comprising:

a first computer, a second computer and an intermediate
computer,

means for directly negotiating and exchanging keys, according
to a key exchange protocol, between the first computer and the
second computer to establish a security association having a
source address of the first computer as a first end point and
an IP destination address of the second computer as a second
end point,

the first and the second computers having means for performing
an IPSec processing,

the intermediate computer having translation means for using
translation tables to perform IPsec #PSee and IKE translation
and for changing a destination address of the intermediate

computer of a secure message, containing a unique identity, to

a destination address of the second computer without

decrypting the secure message, and

the intermediate computer having means for using the unique

identity when forwarding the secure message received from the

first computer to the second computer in the security

association.
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23. (Previously presented) The telecommunication network of
claim 22 wherein the translation table for IPSec translation
has IP addresses of the intermediate computer to be matched

with IP addresses of the second computer.

24. (Previously presented) The telecommunication network of
claim 22 wherein the translation tables for IKE translation
consists of two partitions, one for the communication between
the first computer and the intermediate computer and another
for the communication between the intermediate computer and

the second computer.

25. (Previously presented) The telecommunication network of
claim 24 wherein both partitions of the mapping table for IKE
translation contains translation fields for a source IP
address, a destination IP address, initiator and responder

cookies between respective computers.

26. (Previously presented) The telecommunication network of
claim 22 wherein there is another translation table for IKE
translation containing fields for matching a given user to a

given computer.

27. (Currently amended) A telecommunication network for secure
forwarding of messages, comprising:

a first computer,

a second computer,

an intermediate computer electronically connected to the first
computer and the second computer,

a negotiating and key exchanging module between the first
computer and the second computer to establish a secure
connection having a source address of the first computer as a
first end point and a destination address of the second
computer as a second end point, and

the intermediate computer performing translation between
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destination addresses and secure identities for forwarding

sceure-messages a secure message, containing a unique
identity, received from the first computer and using the

unique identity when forwarding the secure message to the

second computer in the secure connection without decrypting

the secure message and being aware of the keys to encrypt

and/or authenticate the secure message and without

establishing a new secure connection.

28. (New) The method of claim 1 wherein the method further
comprises the intermediate computer substituting the first
unique identity with the second unique identity of the secure
connection without establishing a new secure connection and

without involving the second computer.
29. (New) The method of claim 1 wherein the packets between

the first computer and intermediate computers are sent using a
UDP protocol.

0145



10

15

20

25

rr Attorney Docket No. 290.1078USN 4711 - 9 -

REMARKS/ARGUMENTS

Reconsideration of the application is respectfully
requested. Claims 1-2, 4-27 were rejected under Section 102
as being anticipated by Kunzinger. This rejection is
respectfully traversed. Claims 28-29 have been added to the
application. No new matter has been added to the application.

Applicants submit that Kunzinger merely teaches end-
to-end protection between the client and the server when the
flag cannot be set and the use of cascaded tunnels (see
abstract) when the flag can be set in which, as shown in Fig.
4, a first tunnel extends between the first computer (client)
and the intermediate computer (boundary device or gateway) and
a second tunnel extends between the intermediate computer and
a second computer (server). The first tunnel provides
security through the Internet and the second tunnel provides
security through an intranet (see paragraph [0051] of
Kunzinger). Kunzinger explains in paragraph [0047] that the
“use of cascaded tunnels (as opposed to one tunnel or SA
extending from the client to the server) allows security
protection to be tailored to the requirements of a particular
network segment.” He also explains that the security gateway
serves as a point of entry into the intranet (paragraph 0050)
and that the security gateway 420 retains the ability to

provide of the type of services available in the environment
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of Fig. 3. These services include access control and network

address translation that require content inspection. In other

words, the gateway protects the intranet from undesirable
communication from the open Internet by inspecting the content
of incoming packets before the packets enter into the
intranet. This requires the gateway (intermediate computer)
to decrypt the incoming packet in order to be able to inspect
the content of the incoming packet. In the current invention,
the intermediate computer does not need to know the
cryptographic keys or read the content but is able to use the
outer IP addresses and the incoming SPI wvalue (= unique
identity) to determine how to modify the outer address and the
SPI to suite the second computer, which is the next
destination.

In paragraph [0013], Kunzinger explains that the
security associations are negotiated between the tunnel
endpoints i.e. a first negotiation is between the endpoints of
tunnel 1 and a second negotiation is between the endpoints of
tunnel 2. This means the client 405 negotiates with the
gateway 420 to establish tunnel 1 (but not with the server
440). Similarly, the gateway 420 negotiates with the server
440 to establish tunnel 2.

As indicated above, Kunzinger clearly teaches the
advantage of using cascade tunnels which provide the tailoring
features (see paragraph [0047]) “as opposed to a tunnel or SA

extending from the client to the server.” Also, in paragraphs
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[0012-0014] Kunzinger explains that each tunnel is a separate
connection. Also, in paragraphs 0067-0068 Kunzinger explains
if there is no existing cascaded tunnel available between the
gateway 420 and the server 440 then a pair of IKE and IPSsec
security associations are established to provide the next
tunnel (which again indicates that there are two separate
tunnels and not one tunnel).

On page 4 of the Office action, the Examiner states
that Kunzinger’s key is equivalent to the “first unique
identity” required in the claim 1. Applicants are still
puzzled over this statement. A key is something used for
encryption and decryption (lock and unlock). It is submitted
it would not make sense to send a secure message that includes
the key in the same message. If the key is sent together with
the encrypted message then the encryption would be meaningless
since anyone would have access to the key and would be able to
decrypt and read the encrypted secure message. A key
therefore does not need to be sent in the same encrypted
message. It could be like leaving the key in a locked door
when leaving your house. Also, if the key were sent as data
in the encrypted message, then the recipient could not gain
access to the key included in the encrypted message because
the recipient could not gain access to the key either to be
able to decrypt/open the encrypted message. It is therefore
submitted that the key in Kunzinger does not correspond to the

unique identity of the present invention and that the key in
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Kunzinger would not be contained in the secured message since
the amended claim 1 now requires that the secure message
contains the first unique identity and the first destination
address. Support may, for example, be found in paragraph
[0043] and the original claim 7 of the published US
2006/0173968.

Claim 1 has alsoc been amended to specify that there
is a secure connection between the first computer and the
second computer via the intermediate computer. Support may be
found in paragraph [0075] which states that an IPSec
connection is formed between the first computer and the second
computer. As clearly shown in Fig. 4 of Kunzinger, his system
has two connections when the flag can be set, one tunnel
between the client 405 and the gateway 420 and a second tunnel
between the device 420 and the gateway 440. More
particularly, the amended claim 1 requires the step of “the
first computer and the second computer negotiating and
exchanging keys with one another according to a key exchange
protocol to establish a secure connection between the first
computer and the second computer via the intermediate
computer.” This means that there is a secure connection in
the present invention that extends between the first computer
and the second computer. Thanks to the unique features of the
present invention, the secured information flow can work all
the way from the first computer to the second computer even if

there is an intermediate computer therebetween.
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In contrast, Kunzinger teaches two (or more)
successive secure connections (IPSEc tunnels one after
another). As indicated above, this is clearly shown in Fig.
of Kunzinger wherein the first secure connection (Tunnel 1)
extends between the client (the first computer) and the
gateway (the intermediate computer) and the second secure
connection (Tunnel 2) extends between the gateway and the
endpoint (the second computer). In other words, each tunnel
is a separate secure connection, as explained very well in
paragraphs [0012] and [0014]. This means there is no direct
secure connection extending between the client 405 and the
server 440 in Kunzinger when the flag is set. This
interpretation is verified in Kunzinger’s claim 1 and
abstract. Of course, as indicated earlier, Kunzinger
expressly teaches away from using such a secure connection
when the flag is set since the intermediate gateway 420 would
be prevented from access, as explained in paragraph [0017].

In Kunzinger there is thus not any key negotiation
between the client 405 and the server 440 when the flag is
set. In contrast, the client 405 first changes keys with the
gateway 420, and thereafter, the gateway 420 exchanges keys
with the server 440. Please also see Fig. 11 and paragraphs
[0071 - 0074] of Kunzinger.

On page 2 of the Office action, the Examiner states
that Kunzinger teaches a direct key exchange between a first

computer (client in Kunzinger) and a second computer (server
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in Kunzinger). However, paragraph [0072] referred to by the
Examiner teaches that if cascading-enabled flag is not set,
the packet will be forwarded as in prior art. The prior art
method is described in paragraphs [0050-0051] and in Fig. 3 of
Kunzinger. Fig. 3 clearly shows that the secure tunnel
(Tunnel 1) is between the client and the gateway (equivalent
to the intermediate computer of the present invention). So
the key exchange to establish the secure connection takes
place between the client and the gateway in Kunzinger (when
cascading-enabled flag is not set) and not between the client
and the server via the gateway, as required by the amended
claim 1. It should be noted that the prior art technology
Kunzinger is referring to when the flag cannot be set is
described in Figs. 1-3, 5 and 7 and not the prior art
technology described in paragraph [0017], lines 1-3.
Paragraph [0017] merely mentions the possibility of extending
the security association between the client and the server but
Kunzinger never teaches that this end-to-end protection is to
be used when the flag cannot be set. Even if Kunzinger did
teach this, Kunzinger still fails to teach or suggest sending
a message that contains the unique identity and using this
unique identity to identify the address to the second
computer.

It is submitted that the secure tunnel (Tunnel 1) in
Fig. 3 could extend between the client and the server because

in Kunzinger, the gateways has clear text access to datagrams
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as explained in paragraph [0027], lines 13-15. 1If the tunnel
would be between the client and the server, then the gateway
would not have clear text access to the datagrams. In
paragraph [0017], Kunzinger explains that there are several
disadvantages in providing an end-to-end security association
between the two end-points (i.e. between the client and
server, see paragraph 0017) because any “intermediate system
in the network path are prevented from accessing the clear-
text data content of the transmitted packets, because only the
two endpoints are able to encrypt and decrypt the packets on
this SA.” 1In other words, Kunzinger expressly teaches away
from a security association that extends between the client
(first computer) and the server (the second computer) when the
flag is set which is the only time the gateway would be using
the id to identify the second computer. A secure connection
that extends between the first computer and the second
computer is exactly what is required by the amended claim 1
and that the intermediate computer uses the unique identity
contained in the secure message to find the address to the
second computer.

Applicants fail to see why a person of ordinary
skill in the art would look to Kunzinger to learn about
establishing a secure connection between the first computer
and the second computer in which the first computer is the
first end-point and the second computer the second end-point

and the intermediate computer using the unigque identity
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contained in the secure message to find the address to the
second computer when Kunzinger expressly teaches away from
this feature when the flag is set since the intermediate
computer would be prevented from accessing the clear-text data
content described in paragraph [0017]. When the flag is not
set the gateway would not use any unique identity contained in
the secure message to find an address for the second computer.

It is noted that the Examiner has split up the step
of "the first computer and the second computer negotiating and
exchanging keys with one another according to a key exchange
protocol to establish a secure connection between the first
computer and the second computer via the intermediate
computer." First, the Examiner states that the direct
communication is taught in Kunzinger when the cascade-enabled
flag is not set [see paragraph 0072] and then the use of
intermediate computer is taught when cascade-enabled flag is
set (see paragraph [0068]). The use of cascade-enabled flag
is clearly mutually exclusive since i1t cannot be on and off at
the same time so the teaching of paragraphs [0072] and [0068]
cannot be combined in the manner suggested.

It is also noted that the Examiner has not commented
on all the arguments presented in the previous response. The
Examiner is respectfully requested to review and consider all
the arguments presented.

On pages 3-8 of the Cffice action, the Examiner

refers to paragraphs [0067] and [0068] of Kunzinger. However
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th i
€ cited paragraphs, among other things, explain that the

gateway decrypts that incoming data packet by using the

decryption key that Corresponds to the particular secure

A C . .
Ssoclation i.e. Tunnel 1 extending between the client and the

gateway. Kunzinger then explains that whether the message is
intended to be forwarded further in the secured form (to the
endpoint) then a Tunnel 2 has to be used and if there is no
Tunnel 2 then it has to be established by means of a key
exchange (IKE) procedure. Kunzinger explains that the policy
"will direct the gateway to either use an existing cascaded
tunnel, or if one is not available, to establish a pair of IKE
and IPsec security associations that will provide this next
cascaded tunnel. Kunzinger is here referring to Tunnel 2.
This again confirms that Kunzinger teaches two separate
tunnels (secure connections) and it is submitted that it would
not have been possible for Kunzinger’s gateway to have
decrypted the packet had the tunnel extended all the way
between Kunzinger’s client and server.

In several places of the Office action, the Examiner
refers to paragraph [0013] of Kunzinger. This paragraph
explains what an IPsec packet generally consists of. More
importantly, the paragraph explains that the negotiation takes
place between the tunnel endpoints. This means there is no
secure connection negotiation between the client and the
server since the first tunnel (Tunnel 1) ends at the gateway

and the second tunnel (Tunnel 2) only extends between the
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gateway and the server. In other words, the negotiations take
place between the client and the gateway regarding Tunnel 1
and between the gateway and the server regarding Tunnel 2
since those represent the endpoints of the two tunnels when
the flag is set and the gateway is actively involved. The
amended claim 1 requires negotiation between the first
computer (Kunzinger’s client) and the second computer
(Kunzinger’s server) since the current invention needs only
one secure connection even if there is an intermediate
computer between the endpoints of the secure connection. It
is submitted that Kunzinger fails to teach or suggest all
these steps.

It is submitted that Kunzinger would require
extensive modifications that are not taught or suggested to
arrive at the features of the present invention. Applicants
fail to see why a person of ordinary skill in the art would
look to Kunzinger to learn about the secure connection and the
key exchange between the first and second computer when
Kunzinger completely fails to teach or suggest these and other
steps of the amended claim 1.

In view thereocf, claim 1 is submitted to be
allowable.

Claims 2, 4-21 are submitted to be allowable because
they depend upon the allowable base claim 1 and because each
claim includes limitations that are not taught or suggested in

the cited references.
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Independent claim 22 is submitted to be allowable
for reasons similar to the reasons put forth above. Claim 22
has been amended to now require that the secure message
contains the unique identity and that the intermediate
computer has a module performing the IPsec and IKE translation

etc. without decrypting the secure message. Support for this

limitation may be found in paragraph [0085].

In contrast, the intermediate computer in Kunzinger
decrypts the incoming secured message, as explained above. An
important function of Kunzinger’s gateways is to function as a
port of entry into an intranet and to inspect the content of
incoming secure packets which requires decryption of the
packets before forwarding them to the server (the second
computer) in the intranet. In other words, the decryption is
an important function of Kunzinger’s invention because the
security gateway (intermediate computer) must be able to
decrypt the packet so that it can provide the important
services of access control, network address translation etc.
that require content inspection, as explained in for example,
paragraph [0050] of Runzinger. Throughout the Kunzinger
patent, the feature of content inspection is emphasized and it
ig submitted it would be contrary to the spirit of Kunzingexr
to modify his system to prevent the security gateway from
being able to inspect the content of the incoming packets. It
is submitted that Kunzinger would require extensive

modifications that are not taught or suggested in the cited
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references in order to meet the requirements of the amended
claim 22.

Claims 23-26 are submitted to be allowable because
they depend upon the allowable base claim 22 and because each
claim includes limitations that are not taught or suggested in
the cited references.

Independent claim 27 is submitted to be allowable
for the same reasons as those put forth for the patentability
of claim 22. 1In addition, the amended claim 27 requires a
module for performing the IPsec and IKE translation etc.

without undoing the IPsec processing and being aware of the

kevs to encrypt and/or authenticate the secure message and

without establishing a new IPsec connection and that the

secure messade contains the unique identity. Support for

these amendments may, for example, be found in paragraphs
[0045, 0047, and 0073].

Claim 3 was rejected under Section 103 as being
obvious over Kunzinger in view of Patel. This rejection is
respectfully traversed.

Claim 3 is submitted to be allowable because it
depends upon the allowable base claim 1 and because the claim
includes limitations that are not taught or suggested in the
cited references.

New claims 28-29 are submitted to be allowable
because they depend upon the allowable base claim 1 and

because the claims include limitations that are not taught or
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suggested in the cited references. Support may, for example,
be found in paragraphs [0047 and 0053] of the currént
application.

Paragraph [0074] of Kunzinger explains that a second
successive secure connection is established (to create Tunnel
2), since there is a new key exchange performed between the
gateway and the server and the copied values (IDci and IDcr)
from the SAD database from Tunnel 1 are used to create Tunnel
2. To be able to fully understand paragraph [0074], the
Examiner is requested to also review paragraphs [0068] and
[0069] first. Paragraph [0068] explains that “when a data
packet arrives from the client at the gateway, the gateway can
decrypt that packet using the decryption key corresponding to
the IPSec SA established with the client on the Tunnel 1 side.
At this point in the process, the gateway is in possession of

a clear text copy” of the message with the start address

9.1.2.3. (=the client’s address, i.e. the first computer) and
the destination address 8.1.2.3 (the server’’s address, i.e.
the second computer). Paragraph [0068] further states that
the gateway is directed to use an existing tunnel or to
establish a pair of IKE and IPSec security associations that
provide the next tunnel. Paragraph [0069] explains if the
message has to be sent further as an IPsec, then the gateway
plays the role of an IKE initiator for the purposes of
establishing an IPsec SA with server (which is the endpoint).

Kunzinger thus teaches the gateway establishing a new tunnel
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(secure connection) and the gateway involves the server (the
second computer) which is opposite to what is required by the

new claim 28.

In view thereof, claims 28-29 are submitted to be

allowable.

The application is submitted to be in condition for

allowance, and such action is respectfully requested.

Respectfully submitted,

FASTH LAW OFFICES

/rfasth/
Rolf Fasth
Registration No. 36,999

ATTORNEY DOCKET NO. 290.1078USN

FASTH LAW OFFICES
26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301

Telephone: (910) 687-0001
Facsimile: (910) 295-2152
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10/500,930 VAARALA ET AL.

Office Action Summary Examiner Art Unit
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Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

)X Responsive to communication(s) filed on 17 November 2010.

a)X This action is FINAL. 2b)[] This action is non-final.

3)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4[] Claim(s) 1-27 is/are pending in the application.

4a) Of the above claim(s) ______ is/are withdrawn from consideration.
5[] Claim(s) is/are allowed.
6)X] Claim(s) 1-27 is/are rejected.
7)[J Claim(s) ____is/are objected to.
) (8) —

8)[] Claim(s are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
0)[ The drawing(s) filed on is/are: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119
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1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ____
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.
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1) IZI Notice of References Cited (PTO-892) 4) x Interview Summary (PTO-413)
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(1) AESHAWN TOWFIGHI. (3) .
(2) Rolf Fasth. 4) .
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X Telephonic
[J video Conference
[ Personal (Copy given to: [] Applicant ] Applicant’s representative)

Exhibit Shown or Demonstrated: []Yes [XINo
If Yes, provide a brief description:

Part I
Rejection(s) discussed:
N/A

Claims discussed:
N/A

Prior art documents discussed:
N/A

Part Il.

SUBSTANCE OF INTERVIEW DESCRIBING THE GENERAL NATURE OF WHAT WAS DISCUSSED:
See Continuation Sheet

Part Ill.

[ 1t is not necessary for applicant to provide a separate record of the substance of the interview, since the interview
directly resulted in the allowance of the application. The examiner will provide a written summary of the substance

of the interview in the Notice of Allowability.

X 1t is not necessary for applicant to provide a separate record of the substance of the interview, since the interview

did not result in resolution of all issues. A brief summary by the examiner appears in Part Il above.

IA.TS
Examiner, Art Unit 2469
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U.S. Patent and Trademark Office
PTOL-413B (04-03) Examiner Initiated Interview Summary Paper No. 20110117
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Continuation Sheet (PTOL-413B) Application No. 10/500,930

Continuation of Substance of Interview including description of the general nature of what was discussed: Examiner
contacted applicant's representative and informed him of possible allowable subject matter that was found and to
contact the examiner as soon as possible. Examiner and applicant agreed to send the final office action, and speak
after the applicant's representative has spoken with the client and received the examiner's action.
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Application/Control Number: 10/500,930 Page 2
Art Unit: 2469

DETAILED ACTION
1. Claims 1-27 are pending.
2. Claims 1, 22, and 27 are amended.
Response to Arguments
4. Applicant's arguments filed with respect to claims 1-27 have been fully

considered but they are not persuasive.

On page 11 of the applicant’s response, the applicant argues that Kunzinger fails to
teach or suggest the direct exchange of keys between the client and the server, and
that Kunzinger teaches away from the first computer and second computer negotiating

and exchanging keys with one another.

The examiner respectfully disagrees. Kunzinger teaches a security method between two
end points, and does not teach away from direct communication but in fact teaches an
embodiment where direct negotiation occurs. Kunzinger, [0072], teaches that the
cascade enabled flag may not be set. When the flag is not set then the system uses
prior art methods of secure connection. Prior art methods have the two endpoints
negotiate keys with one another [0007] L1-9 and [0014] L1-2 and [0017] L1-3. The
negotiation is direct with one another, and each endpoint is equivalent to the first
computer and the second computer. Therefore Kunzinger does teach the argued

limitations and does not teach away from the claimed invention.
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Claim Rejections - 35 USC § 102
3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States

only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

4. Claims 1, 2, 4-27 are rejected under 35 U.S.C. 102(e) as being anticipated by

Kunzinger (Pub No: 2002/0091921).

As to claim 1, Kunzinger teaches a method for secure forwarding of a message from a
first computer to a second computer via an intermediate computer in a

telecommunication network (Kunzinger, [0047] L1-13, end fo end data sending via an

intermediate gateway using secure tunnels), comprising: the first computer and the

second computer negotiating and exchanging keys with one another (Kunzinger, [0072]

the cascade enabled flag can not be set and prior art neqotiatiion of keys directly takes

place [0007] L1-9 and [0014] L1-2 and [0017] L1-3) according to a key exchange

protocol to establish a secure connection between the first computer and the second

computer via the intermediate computer (Kunzinger, [0067] and [0068], the client

establishes a secure connection to the endpoint using the IPSec and internet key

exchange policy since the endpoint is within and intranet a gateway is an intermediary),

the secure connection having a source address of the first computer as a first end point
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and a destination address of the second computer as a second end point of the secure

connection (Kunzinger, [0013] , the IPSec packet has an inner header with the source

and destination addresses), in the first computer, forming a secure message by giving
the secure message a first unique identity and a first destination address to the

intermediate computer, (Kunzinger, [0068] L1-3, the key is the id and [0013] the outer

header has the address of the endpoint of the tunnel, i.e. gateway), sending the secure
message from the first computer to the intermediate computer, the intermediate

computer receiving the secure message (Kunzinger, [0068] L 1-3, the message is sent

from the client and received by the gateway) and performing a translation by using the
first unique identity to find a second destination address to the second computer , the
intermediate computer substituting the first destination address with the second
destination address to the second computer, the intermediate computer substituting the
first unique identity with a second unique identity of the secure connection (Kunzinger

[0074] the gateway uses tables and id to translate the packet into a corresponding

tunnel and the data is then forwarded/send the over the second tunnel and [0013] the

new packet has the address of the second computer), and the intermediate computer

forwarding the secure message with the second destination address and the second

unique identity to the second computer in the secure connection (Kunzinger, [0074]

forwarding the IPSec datagram and [0013] and [0068] the id and address are in the

packet of data).
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As to claim 2, Kunzinger teaches wherein the method further comprises forming the
secure message by using an IPSec connection between the first computer and the

second computer (Kunzinger, [0067], IPSec protection).

As to claim 4, Kunzinger teaches wherein the method further comprises manually
performing a preceding distribution of keys to components for forming the IPSec

connection (Kunzinger, [0067]. IKE is used to for the IPSec connection).

As to claim 5, Kunzinger teaches wherein the method further comprises performing a
preceding distribution of keys for forming the IPSec connection by an automated key

exchange protocol (Kunzinger, [0067], IKE is used to for the IPSec connection).

As to claim 6, Kunzinger teaches wherein the method further comprises performing the
automated key exchange protocol used for the preceding distribution of keys for forming
the IP Sec connection by means of a modified IKE key exchange protocol between the

first computer and the intermediate computer (Kunzinger, [0067], using phase2 IKE

exchange between the client and gateway, this is a modified protocol because the table

at the gateway modifies the IKE packets and inserts a new address automatically) and

by means of a standard IKE key exchange protocol between the intermediate computer

and the second computer (Kunzinger, [0069] using IKE between gateway and server).

As to claim 7, Kunzinger teaches wherein the method further comprises sending the
message that is sent from the first computer as a packet that contains message data,
an inner |P header containing the actual sender and receiver addresses, an outer IP

header containing the addresses of the first computer and the intermediate computer,
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the unique identity_(Kunzinger, [0013], inner and outer headers and negotiated security

association).

As to claim 8, Kunzinger teaches wherein the method further comprises the IPSec
connection being one or more security associations (SA) and the unique identity being

one or more SPI values(Kunzinger, [0067], setting up the IPSec SA and the values are

SPI values).

As to claim 9, Kunzinger teaches wherein the method further comprises performing the
matching by using a translation table stored at the intermediate computer_(Kunzinger,

[0066], the databases are the translation tables).

As to claim 10, Kunzinger teaches wherein the method further comprises changing

both the address and the SPI-value by the intermediate computer (Kunzinger, [0074],

the address is changed to point to the tunnel and the ID(SPI) is changed, the SPI is the

ID that is exchanged for indexing).

As to claim 11, Kunzinger teaches wherein the method further comprises the first

computer being a mobile terminal (Kunzinger, [0038], the workstations communicate

over a wireless cellular network) so that the mobility is enabled by modifying the

translation table at the intermediate computer (Kunzinger, [0067] L13-17, the SAD on

the gateway is modified with IKE value).

As to claim 12, Kunzinger teaches wherein the method further comprises performing

the modification of the translation tables by sending a request for registration of the new
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address from the first computer to the intermediate computer (Kunzinger, [0062], the

client is the IKE initiator with neqotiations with the gateway).

As to claim 13, Kunzinger teaches wherein the method further comprises sending a
reply to the request for registration from the intermediate computer to the first computer

(Kunzinger, [0063]. the gateway is the IKE responder to the client in the IKE

negqotiations).

As to claim 14, Kunzinger teaches wherein the method further comprises
authenticating or encrypting by IPSec the request for registration and/or reply

(Kunzinger, [0067], authenticating IPSec).

As to claim 15, Kunzinger teaches wherein the method further comprises establishing
the key distribution for the secure connections by establishing an IKE protocol
translation table, and using the translation table to modify IP addresses and cookie

values of IKE packets in the intermediate computer (Kunzinger [0074] the gateway uses

tables and id 1o translate the packet into a corresponding tunnel and [0066]-[0067], the

IKE protocol addresses, etc are stored in the SAD tables).

As to claim 16, Kunzinger teaches wherein the method further comprises establishing
the key exchange distribution by: generating an initiator cookie and sending a zero
responder cookie to the second computer, generating a responder cookie in the second

computer (Kunzinger, [0064] [0065] and [0067], the gateway is the initiator and the

server is the responder in the IKE neqotiations. [0069] shows an example of IKE

negotiations the IDCi and IDCr values are set), establishing a mapping between IP

0176



Application/Control Number: 10/500,930 Page 8
Art Unit: 2469

addresses and IKE cookie values in the intermediate computer, and using the
translation table to modify IKE packets in flight by modifying the external IP addresses

and possibly IKE cookies of the IKE packets (Kunzinger [0074] the gateway uses tables

and id to translate the packet into a corresponding tunnel and [0066]-[0067], the IKE

protocol addresses, etc are stored in the SAD tables).

As to claim 17, Kunzinger teaches wherein the method further comprises modifying a
modified IKE protocol between the first computer and the intermediate computer by
transmitting the IKE keys from the first computer to the intermediate computer in order

to decrypt and modify IKE packets (Kunzinger, [0067], using phase2 IKE exchange

between the client and gateway, this is a modified protocol because the table at the

gateway modifies the IKE packets and inserts a new address automatically).

As to claim 18, Kunzinger teaches wherein the method further comprises carrying out
in a modified IKE protocol between the first computer and the intermediate computer the
modification of the IKE packets by the first computer with the intermediate computer

requesting such modifications (Kunzinger, [0067], using phase2 IKE exchange between

the client and gateway, this is a modified protocol because the table at the gateway

modifies the IKE packets and inserts a new address automatically).

As to claim 19, Kunzinger teaches wherein the method further comprises defining the
address so that the first computer is identified for the second computer by the
intermediate computer by means of an IP address taken from a pool of user IP

addresses when forming the translation table (Kunzinger [0074] the gateway uses
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tables and id to translate the packet into a corresponding tunnel and the data is then

forwarded/send the over the second tunnel and [0013] the new packet has the address

of the second computer).

As to claim 20, Kunzinger teaches wherein the method further comprises sending the

secure message by using an IPSec transport mode (Kunzinger, [0075] L12-15, IPSec

operates in transport mode).

As to claim 21, Kunzinger teaches wherein the method further comprises sending the

secure message by using an IPSec tunnel mode (Kunzinger, [0075] L12-15, IPSec

operates in tunnel mode).

As to claim 22, Kunzinger teaches a telecommunication network for secure forwarding

of messages (Kunzinger, [0047] L1-13, end to end data sending via an intermediate

gateway using secure tunnels), comprising: a first computer, a second computer and an

intermediate computer, means for directlynegotiating and exchanging keys, according to
a key exchange protocol, between the first computer and the second computer to
establish a security association having a source address of the first computer as a first
end point and a destination address of the second computer as a second end point

(Kunzinger, [0072] the cascade enabled flag can not be set and prior art negotiatiion of

keys directly takes place [0007] L1-9 and [0014] L1-2 and [0017] L1-3), the first and the

second computers having means for performing an IPSec processing, the intermediate
computer having translation means for using translation tables to perform IPSec and

IKE translation and for changing a destination address of the intermediate computer of a
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secure message to a destination address of the second computer (Kunzinger [0074] the

gateway uses tables and id to translate the packet into a corresponding tunnel

(IKE/IPSec) and the data is then forwarded/send the over the second tunnel and [0013]

the new packet has the address of the second computer), and

the intermediate computer having means for forwarding the secure message received
from the first computer to the second computer in the security association (Kunzinger,

[0074] forwarding the IPSec datagram and [0013] and [0068] the id and address are in

the packet of data) .

As to claim 23, Kunzinger teaches wherein the translation table for IPSec translation
has IP addresses of the intermediate computer to be matched with IP addresses of the

second computer (Kunzinger [0074] the gateway uses tables and id to translate the

packet into a corresponding tunnel and the data is then forwarded/send the over the

second tunnel and [0013] the new packet has the address of the second computer).

As to claim 24, Kunzinger teaches wherein the translation tables for IKE translation
consists of two partitions, one for the communication between the first computer and the
intermediate computer and another for the communication between the intermediate

computer and the second computer (Kunzinger, [0066] L1-10, each set of interfaces has

its own databases).

As to claim 25, Kunzinger teaches wherein both partitions of the mapping table for IKE
translation contains translation fields for a source IP address, a destination |P address

(Kunzinger, [0067] IKE tables have the addresses for endpoint association), initiator and
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responder cookies between respective computers (Kunzinger, [0067], IDci and [Dcr

values).

As to claim 26, Kunzinger teaches wherein there is another translation table for IKE
translation containing fields for matching a given user to a given computer (Kunzinger,

[0066], association for a user to an endpoint).

As to claim 27, Kunzinger teaches a telecommunication network for secure forwarding

of messages (Kunzinger, [0047] L 1-13, end to end data sending via an intermediate

gateway using secure tunnels), comprising: a first computer, a second computer, an

intermediate computer electronically connected to the first computer and the second
computer, means for directly negotiating and exchanging keys between the first
computer and the second computer to establish a secure connection having a source
address of the first computer as a first end point and a destination address of the

second computer as a second end point (Kunzinger, [0072] the cascade enabled flag

can not be set and prior art neqgotiatiion of keys directly takes place [0007] L1-9 and

[0014] L 1-2 and [0017] L1-3)). and the intermediate computer having means for
performing translation between destination addresses and secure identities (Kunzinger

[0074] the gateway uses tables and id to translate the packet into a corresponding

tunnel and the data is then forwarded/send the over the second tunnel and [0013] the

new packet has the address of the second computer) for forwarding secure messages

received from the first computer to the second computer in the secure connection

(Kunzinger, [0074] forwarding the IPSec datagram and [0013] and [0068] the id and

address are in the packet of data).
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Claim Rejections - 35 USC § 103
6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

7. Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over Kunzinger

as applied to claim 1 above, and further in view of Patel ( Pub No: 2002/0004900).

As to claim 3, Kunzinger teaches the limitations of claim 1. Kunzinger does not teach
wherein the method further comprises performing a secure forwarding of the message
by making use of SSL or TLS protocols. Patel teaches wherein the method further
comprises performing a secure forwarding of the message by making use of SSL or

TLS protocols (Patel, [0037] L18-21, SSL for secure connection). It would have been

obvious to one of ordinary skill in the art at the time of invention to combine the
teachings of Kunzinger with Patel to use SSL for the secure connection because Patel
teaches that SSL is a well know protocol for a secure connection that can be used like

IPSec.
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Conclusion
5. Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to AFSHAWN TOWFIGHI whose telephone number is
(5671)270-7296. The examiner can normally be reached on Monday - Friday 9:00 A.M.
to 6:00 P.M..

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, lan Moore can be reached on (571)272-3085. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/A.T./
Examiner, Art Unit 2469

/lan N. Moore/
Supervisory Patent Examiner, Art Unit 2469
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re application of Art Unit 2458
Sami Vaarala and Antti Nuopponen
Serial No. 10/500,930
Filed: 19 October 2005

For: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE
CONNECTION

Examiner: Afshawn M. Towfighi
Date: 16 November 2010

Attorney Docket No. 290.1078USN

AMENDMENT

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

This is in response to the Office action of 26
August 2010. Please amend the above-identified patent

application as follows:
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In the Claims:

Amend the claims as follows:

1. (Currently amended) A method for secure forwarding of a
message from a first computer to a second computer via an
intermediate computer in a telecommunication network,
comprising:

the first computer and the second computer negotiating and

exchanging keys with one another according to a key exchange

protocol to establish a secure connection between the first
computer and the second computer via the intermediate
computer, the secure connection having a source address of the
first computer as a first end point and a destination address
of the second computer as a second end point of the secure
connection,

in the first computer, forming a secure message by giving the
secure message a first unigque identity and a first destination
address to the intermediate computer,

sending the secure message from the first computer to the
intermediate computer,

the intermediate computer receiving the secure message and
performing a translation by using the first unique identity to
find a second destination address to the second computer,

the intermediate computer substituting the first destination
address with the second destination address to the second
computer,

the intermediate computer substituting the first unigue

identity with a second unigue identity of the secure

connection withewvt—establiching o nRew Secure——econnection—ond

PRE I NP e
WOt xs

s th d—eempyter, and

bawad
T

H-
H-
H-

the intermediate computer forwarding the secure message with
the second destination address and the second unique identity

to the second computer in the secure connection.
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2. (Previously presented) The method of claim 1 wherein the
method further comprises forming the secure message by using
an IPSec connection between the first computer and the second

computer.

3. (Previously presented) The method of claim 1 wherein the
method further comprises performing a secure forwarding of the

message by making use of SSL or TLS protocols.

4. (Previously presented) The method of claim 2 wherein the
method further comprises manually performing a preceding
distribution of keys to components for forming the IPSec

connection.

5. (Previously presented) The method of claim 2 wherein the
method further comprises performing a preceding distribution
of keys for forming the IPSec connection by an automated key

exchange protocol.

6. (Previously presented) The method of claim 5 wherein the
method further comprises performing the automated key exchange
protocol used for the preceding distribution of keys for
forming the IP Sec connection by means of a modified IKE key
exchange protocol between the first computer and the
intermediate computer and by means of a standard IKE key
exchange protocol between the intermediate computer and the

second computer.

7. (Previously presented) The method of claim 2 wherein the
method further comprises sending the message that is sent from
the first computer as a packet that contains message data, an
inner IP header containing the actual sender and receiver
addresses, an outer IP header containing the addresses of the

first computer and the intermediate computer, the unigue
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identity.

8. (Previously presented) The method of claim 1 wherein the
method further comprises the IPSec connection being one or
more security associations (SA) and the unique identity being

one or more SPI wvalues.

9. (Previously presented) The method of claim 1 wherein the
method further comprises performing the matching by using a

translation table stored at the intermediate computer.

10. (Previously presented) The method of claim 1 wherein the
method further comprises changing both the address and the

SPI-value by the intermediate computer.

11. (Previously presented) The method of claim 1 wherein the
method further comprises the first computer being a mobile
terminal so that the mobility is enabled by modifying the

translation table at the intermediate computer.

12. (Previously presented) The method of claim 11 wherein the
method further comprises performing the modification of the
translation tables by sending a regquest for registration of
the new address from the first computer to the intermediate

computer.

13. (Previously presented) The method of claim 12 wherein the
method further comprises sending a reply to the request for
registration from the intermediate computer to the first

computer.
14. (Previously presented) The method of claim 12 wherein the

method further comprises authenticating or encrypting by IPSec

the request for registration and/or reply.
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15. (Previously presented) The method of claim 4 wherein the
method further comprises establishing the key distribution for
the secure connections by establishing an IKE protocol
translation table, and using the translation table to modify
IP addresses and cookie wvalues of IKE packets in the

intermediate computer.

16. (Previously presented) The method of claim 15 wherein the
method further comprises establishing the key exchange
distribution by:

generating an initiator cookie and sending a zero responder
cookie to the second computer,

generating a responder cookie in the second computer,
establishing a mapping between IP addresses and IKE cookie
values in the intermediate computer, and

using the translation table to modify IKE packets in flight by
modifying the external IP addresses and possibly IKE cookies
of the IKE packets.

17. (Previously presented) The method of claim 15 wherein the
method further comprises modifying a modified IKE protocol
between the first computer and the intermediate computer by
transmitting the IKE keys from the first computer to the
intermediate computer in order to decrypt and modify IKE

packets.

18. (Previously presented) The method of claim 15 wherein the
method further comprises carrying out in a modified IKE
protocol between the first computer and the intermediate
computer the modification of the IKE packets by the first
computer with the intermediate computer requesting such

modifications.

19. (Previously presented) The method of claim 17 wherein the

method further comprises defining the address so that the
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first computer is identified for the second computer by the
intermediate computer by means of an IP address taken from a

pool of user IP addresses when forming the translation table.

20. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using

an IPSec transport mode.

21. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using

an IPSec tunnel mode.

22. (Currently amending) A telecommunication network for
secure forwarding of messages, comprising:

a first computer, a second computer and an intermediate
computer,

means for directly negotiating and exchanging keys, according
to a key exchange protocol, between the first computer and the
second computer to establish a security association having a
source address of the first computer as a first end point and
a destination address of the second computer as a second end
point,

the first and the second computers having means for performing
an IPSec processing,

the intermediate computer having translation means for using
translation tables to perform IPSec and IKE translation and
for changing a destination address of the intermediate
computer of a secure message to a destination address of the
second computer, and

the intermediate computer having means for forwarding the
secure message received from the first computer to the second

computer in the security association.

23. (Previously presented) The telecommunication network of

claim 22 wherein the translation table for IPSec translation
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has IP addresses of the intermediate computer to be matched

with IP addresses of the second computer.

24. (Previously presented) The telecommunication network of
claim 22 wherein the translation tables for IKE translation
consists of two partitions, one for the communication between
the first computer and the intermediate computer and another
for the communication between the intermediate computer and

the second computer.

25. (Previously presented) The telecommunication network of
claim 24 wherein both partitions of the mapping table for IKE
translation contains translation fields for a source IP
address, a destination IP address, initiator and responder

cookies between respective computers.

26. (Previously presented) The telecommunication network of
claim 22 wherein there is another translation table for IKE
translation containing fields for matching a given user to a

given computer.

27. (Currently amended) A telecommunication network for secure
forwarding of messages, comprising:

a first computer,

a second computer,

an intermediate computer electronically connected to the first
computer and the second computer,

means for directly negotiating and exchanging keys between the
first computer and the second computer to establish a secure
connection having a source address of the first computer as a
first end point and a destination address of the second
computer as a second end point, and

the intermediate computer having means for performing
translation between destination addresses and secure

identities for forwarding secure messages received from the
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first computer to the second computer in the secure

connection.
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REMARKS /ARGUMENTS

Reconsideration of the application is respectfully
requested. Claims 1-2, 4-27 were rejected under Section 102 as
being anticipated by Kunzinger. This rejection is
respectfully traversed. No new matter has been added to the
application.

Claim 1 has been amended to clarify that the first
computer and second computer negotiate and exchanges key with

one another to establish the secure connection. Support may

be found in, for example, paragraphs 0075-0093 of the
corresponding published US 2006/0173968. The secure
connection extending between the first computer and the second
computer is shown in Fig. 1.

Kunzinger merely teaches the use of cascaded tunnels
(see abstract) in which, as shown in Fig. 4, a first tunnel
extends between the first computer (client) and the
intermediate computer (boundary device) and a second tunnel
extends between the intermediate computer and a second
computer (server). The first tunnel provides security through
the Internet and the second tunnel provides security through
an intranet (see paragraph 0051). Kunzinger explains in
paragraph 0047 that the “use of cascaded tunnels (as opposed
to a single tunnel or SA extending from the client to the

server) allows security protection to be tailored to the
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requirements of a particular network segment.” He also
explains that the security gateway serves as a point of entry
into the intranet (paragraph 0050) and that the security
gateway 420 retains the ability to provide of the type of
services available in the environment of Fig. 3. These
services include access control and network address
translation that require content inspection. In other words,
the gateway protects the intranet from undesirable
communication from the open Internet by inspecting the content
of incoming packets before the packets enter into the
intranet. In paragraph 0013, Kunzinger explains that the
security associations are negotiated between the tunnel
endpoints i.e. between the endpoints of tunnel 1 and the
endpoints of tunnel 2. This means the client 405 negotiates
with the gateway 420 to establish tunnel 1 (but not with the
server 440). Similarly, the gateway 420 negotiates with the
server 440 to establish tunnel 2.

It is submitted that Kunzinger and the other cited
references fail to teach or suggest the step of the first and

second computers exchanging keys with one another to establish

the secure connection that has a source address of the first
computer and a destination address of the second computer.

As indicated above, Kunzinger clearly teaches the
advantage of using cascade tunnels which provide the tailoring
features (see paragraph 0047) “as opposed to a single tunnel

or SA extending from the client to the server.” Also, in
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paragraphs 0012-0014 Kunzinger explains that each tunnel is a
separate connection. In other words, there is no single
secure connection that extends between the client 405 and the
server 440 in Kunzinger’s system. Also, in paragraphs 0067-
0068 Kunzinger explains if there is no existing cascaded
tunnel available between the gateway 420 and the server 440
then a pair of IKE and IPSsec security associations will be
established to provide the next tunnel (which again indicates
that there are two separate tunnels and not a single tunnel).
In view thereof, Applicants even submit that
Kunzinger teaches away from the first computer and the second
computer negotiating and exchanging keys with one another to
establish a secure connection between the first computer and
the second computer. More particularly, Kunzinger fails to
teach or suggest the direct exchange of keys between the
client 405 and the server 440. The key exchanges described in
Kunzinger are only between the client (first computer) and the
gateway (intermediate computer) to establish tunnel 1 and then
between the gateway (intermediate computer) and the server
(second computer) to establish tunnel 2. In other words, in
Kunzinger the client 405 first exchanges keys with the gateway
420 (intermediate computer) and thereafter the gateway 420, in
turn, exchanges keys with the server 440 (the second
computer). There is thus no direct exchange between the
client 405 and the server 440 to establish a tunnel between

the client 405 to the server 440. There is therefore no key
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exchange between the client and the server either.

On page 4, line 3 of the Office action, the Examiner
states that “the key is the id.” Applicants are puzzled over
this statement. The exchange of keys is a basic concept in
all kinds of cryptography to encrypt and decrypt information.
In the present invention, the unique identity is in the secure
message and it would not make sense to send the key together
with the secure message itself. This would make the
encryption meaningless since any recipient would be able to
decrypt the secure message with the key. It is like locking a
door but leaving the key in the door. It is therefore
submitted that the key in Kunzinger does not correspond to the
unique identity of the present invention.

It is submitted that Kunzinger would require
extensive modifications that are not taught or suggested to
arrive at the features of the present invention. Applicants
fail to see why a person of ordinary skill in the art would
look to Kunzinger to learn about the single secure connection
and the key exchange between the first and second computer
when Kunzinger completely fails to teach or suggest these
steps.

In view thereof, claim 1 is submitted to be
allowable.

Claims 2, 4-21 are submitted to be allowable because
they depend upon the allowable base claim 1 and because each

claim includes limitations that are not taught or suggested in
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the cited references.

Independent claims 22 and 27 are submitted to be
allowable for reasons similar to the reasons put forth for the
allowability of the amended claim 1. More particularly, it is
submitted that none of the cited references teaches means for
directly exchanging and negotiating keys between the first and
second computer. As explained above, an important function of
Kunzinger’s gateways is to function as a port of entry into an
intranet and to inspect the content of incoming secure packets
which requires decryption of the packets before forwarding
them to the server (the second computer) in the intranet.
There should therefore be no direct communication between the
client and the server since the role of the gateway is to
inspect the incoming packets before they enter the intranet.

In view thereof, claims 22 and 27 are submitted to
be allowable.

Claims 23-26 are submitted to be allowable because
they depend upon the allowable base claim 22 and because each
claim includes limitations that are not taught or suggested in
the cited references.

Claim 3 was rejected under Section 103 as being
obvious over Kunzinger in view of Patel. This rejection is
respectfully traversed.

Claim 3 is submitted to be allowable because it
depends upon the allowable base claim 1 and because the claim

includes limitations that are not taught or suggested in the
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cited references.
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The application is submitted to be in condition for

allowance, and such action is respectfully requested.
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Application No. Applicant(s)

10/500,930 VAARALA ET AL.
Office Action Summary Examiner ArtUnit
AFSHAWN TOWFIGHI 2458

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 22 June 2010.
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)X] Claim(s) 1-27 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s) _____is/are allowed.
6)X] Claim(s) 1-27 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)_] The drawing(s) filed on is/are: a)[_] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)LJAIl  b)[]Some * c)[] None of:
1.0 Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ___
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) x Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) L] Notice of Informal Patent Application
Paper No(s)/Mail Date _____. 6) |:| Other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-08) Office Action Summary Part of Paper No./Mail Date 20100821
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Application/Control Number: 10/500,930 Page 2
Art Unit: 2458

DETAILED ACTION

1. Claims 1-27 are pending.

Response to Arguments
2. In view of the Appeal Brief filed on 6/22/2010, PROSECUTION IS HEREBY
REOPENED. New grounds of rejection are set forth below.

To avoid abandonment of the application, appellant must exercise one of the
following two options:

(1) file a reply under 37 CFR 1.111 (if this Office action is non-final) or a reply
under 37 CFR 1.113 (if this Office action is final); or,

(2) initiate a new appeal by filing a notice of appeal under 37 CFR 41.31 followed
by an appeal brief under 37 CFR 41.37. The previously paid notice of appeal fee and
appeal brief fee can be applied to the new appeal. If, however, the appeal fees set forth
in 37 CFR 41.20 have been increased since they were previously paid, then appellant
must pay the difference between the increased fees and the amount previously paid.

A Supervisory Patent Examiner (SPE) has approved of reopening prosecution by

signing below.

Response to Arguments

3. Applicant's arguments with respect to claims 1-27 have been considered but are

moot in view of the new ground(s) of rejection.
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Claim Rejections - 35 USC § 102
4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

5. Claims 1, 2, 4-27 are rejected under 35 U.S.C. 102(e) as being anticipated by

Kunzinger (Pub No: 2002/0091921).

As to claim 1, Kunzinger teaches a method for secure forwarding of a message from a
first computer to a second computer via an intermediate computer in a
telecommunication network (Kunzinger, [0047] L1-13, end to end data sending via an
intermediate gateway using secure tunnels), comprising: the first computer and the
second computer negotiating and exchanging keys according to a key exchange
protocol to establish a secure connection between the first computer and the second
computer via the intermediate computer (Kunzinger, [0067] and [0068], the client
establishes a secure connection to the endpoint via cascaded tunnels and the gateway
using the IPSec and internet key exchange policy), the secure connection having a
source address of the first computer as a first end point and a destination address of the
second computer as a second end point of the secure connection (Kunzinger, [0013],

the IPSec packet has an inner header with the source and destination addresses), in
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the first computer, forming a secure message by giving the secure message a first
unique identity and a first destination address to the intermediate computer, (Kunzinger,
[0068] L1-3, the key is the id and [0013] the outer header has the address of the
endpoint of the tunnel, i.e. gateway), sending the secure message from the first
computer to the intermediate computer, the intermediate computer receiving the secure
message (Kunzinger, [0068] L1-3, the message is sent from the client and received by
the gateway) and performing a translation by using the first unique identity to find a
second destination address to the second computer , the intermediate computer
substituting the first destination address with the second destination address to the
second computer, the intermediate computer substituting the first unique identity with a
second unique identity of the secure connection without establishing a new secure
connection and without involving the second computer (Kunzinger [0074] the gateway
uses tables and id to translate the packet into a corresponding tunnel and the data is
then forwarded/send the over the second tunnel and [0013] the new packet has the
address of the second computer), and the intermediate computer forwarding the secure
message with the second destination address and the second unique identity to the
second computer in the secure connection (Kunzinger, [0074] forwarding the IPSec

datagram and [0013] and [0068] the id and address are in the packet of data).

As to claim 2, Kunzinger teaches wherein the method further comprises forming the
secure message by using an IPSec connection between the first computer and the

second computer (Kunzinger, [0067], IPSec protection).
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As to claim 4, Kunzinger teaches wherein the method further comprises manually
performing a preceding distribution of keys to components for forming the IPSec

connection (Kunzinger, [0067], IKE is used to for the IPSec connection).

As to claim 5, Kunzinger teaches wherein the method further comprises performing a
preceding distribution of keys for forming the IPSec connection by an automated key

exchange protocol (Kunzinger, [0067], IKE is used to for the IPSec connection).

As to claim 6, Kunzinger teaches wherein the method further comprises performing the
automated key exchange protocol used for the preceding distribution of keys for forming
the IP Sec connection by means of a modified IKE key exchange protocol between the
first computer and the intermediate computer (Kunzinger, [0067], using phase2 IKE
exchange between the client and gateway, this is a modified protocol because the table
at the gateway modifies the IKE packets and inserts a new address automatically) and
by means of a standard IKE key exchange protocol between the intermediate computer

and the second computer (Kunzinger, [0069] using IKE between gateway and server).

As to claim 7, Kunzinger teaches wherein the method further comprises sending the
message that is sent from the first computer as a packet that contains message data,
an inner IP header containing the actual sender and receiver addresses, an outer IP
header containing the addresses of the first computer and the intermediate computer,
the unique identity (Kunzinger, [0013], inner and outer headers and negotiated security

association).
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As to claim 8, Kunzinger teaches wherein the method further comprises the IPSec
connection being one or more security associations (SA) and the unique identity being
one or more SPI values(Kunzinger, [0067], setting up the IPSec SA and the values are

SPI values).

As to claim 9, Kunzinger teaches wherein the method further comprises performing the
matching by using a translation table stored at the intermediate computer (Kunzinger,

[0066], the databases are the translation tables).

As to claim 10, Kunzinger teaches wherein the method further comprises changing
both the address and the SPI-value by the intermediate computer (Kunzinger, [0074],
the address is changed to point to the tunnel and the ID(SPI) is changed, the SPI is the

ID that is exchanged for indexing).

As to claim 11, Kunzinger teaches wherein the method further comprises the first
computer being a mobile terminal (Kunzinger, [0038], the workstations communicate
over a wireless cellular network) so that the mobility is enabled by modifying the
translation table at the intermediate computer (Kunzinger, [0067] L13-17, the SAD on

the gateway is modified with IKE value).

As to claim 12, Kunzinger teaches wherein the method further comprises performing
the modification of the translation tables by sending a request for registration of the new
address from the first computer to the intermediate computer (Kunzinger, [0062], the

client is the IKE initiator with negotiations with the gateway).
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As to claim 13, Kunzinger teaches wherein the method further comprises sending a
reply to the request for registration from the intermediate computer to the first computer
(Kunzinger, [0063], the gateway is the IKE responder to the client in the IKE

negotiations).

As to claim 14, Kunzinger teaches wherein the method further comprises
authenticating or encrypting by IPSec the request for registration and/or reply

(Kunzinger, [0067], authenticating IPSec).

As to claim 15, Kunzinger teaches wherein the method further comprises establishing
the key distribution for the secure connections by establishing an IKE protocol
translation table, and using the translation table to modify IP addresses and cookie
values of IKE packets in the intermediate computer (Kunzinger [0074] the gateway uses
tables and id to translate the packet into a corresponding tunnel and [0066]-[0067], the

IKE protocol addresses, etc are stored in the SAD tables).

As to claim 16, Kunzinger teaches wherein the method further comprises establishing
the key exchange distribution by: generating an initiator cookie and sending a zero
responder cookie to the second computer, generating a responder cookie in the second
computer (Kunzinger, [0064] [0065] and [0067], the gateway is the initiator and the
server is the responder in the IKE negotiations. [0069] shows an example of IKE
negotiations the IDCi and IDCr values are set), establishing a mapping between IP
addresses and IKE cookie values in the intermediate computer, and using the

translation table to modify IKE packets in flight by modifying the external IP addresses
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and possibly IKE cookies of the IKE packets (Kunzinger [0074] the gateway uses tables
and id to translate the packet into a corresponding tunnel and [0066]-[0067], the IKE

protocol addresses, etc are stored in the SAD tables).

As to claim 17, Kunzinger teaches wherein the method further comprises modifying a
modified IKE protocol between the first computer and the intermediate computer by
transmitting the IKE keys from the first computer to the intermediate computer in order
to decrypt and modify IKE packets (Kunzinger, [0067], using phase2 IKE exchange
between the client and gateway, this is a modified protocol because the table at the

gateway modifies the IKE packets and inserts a new address automatically).

As to claim 18, Kunzinger teaches wherein the method further comprises carrying out
in a modified IKE protocol between the first computer and the intermediate computer the
modification of the IKE packets by the first computer with the intermediate computer
requesting such modifications (Kunzinger, [0067], using phase2 IKE exchange between
the client and gateway, this is a modified protocol because the table at the gateway

modifies the IKE packets and inserts a new address automatically).

As to claim 19, Kunzinger teaches wherein the method further comprises defining the
address so that the first computer is identified for the second computer by the
intermediate computer by means of an IP address taken from a pool of user IP
addresses when forming the translation table (Kunzinger [0074] the gateway uses

tables and id to translate the packet into a corresponding tunnel and the data is then
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forwarded/send the over the second tunnel and [0013] the new packet has the address

of the second computer).

As to claim 20, Kunzinger teaches wherein the method further comprises sending the
secure message by using an IPSec transport mode (Kunzinger, [0075] L12-15, IPSec

operates in transport mode).

As to claim 21, Kunzinger teaches wherein the method further comprises sending the
secure message by using an IPSec tunnel mode (Kunzinger, [0075] L12-15, IPSec

operates in tunnel mode).

As to claim 22, Kunzinger teaches a telecommunication network for secure forwarding
of messages (Kunzinger, [0047] L1-13, end to end data sending via an intermediate
gateway using secure tunnels), comprising: a first computer, a second computer and an
intermediate computer, means for negotiating and exchanging keys, according to a key
exchange protocol, between the first computer and the second computer to establish a
security association having a source address of the first computer as a first end point
and a destination address of the second computer as a second end point (Kunzinger,
[0067] and [0068], the client establishes a secure connection to the endpoint via
cascaded tunnels and the gateway using the IPSec and internet key exchange policy),
the first and the second computers having means for performing an IPSec processing,
the intermediate computer having translation means for using translation tables to
perform IPSec and IKE translation and for changing a destination address of the

intermediate computer of a secure message to a destination address of the second
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computer (Kunzinger [0074] the gateway uses tables and id to translate the packet into
a corresponding tunnel (IKE/IPSec) and the data is then forwarded/send the over the
second tunnel and [0013] the new packet has the address of the second computer), and
the intermediate computer having means for forwarding the secure message received
from the first computer to the second computer in the security association (Kunzinger,
[0074] forwarding the IPSec datagram and [0013] and [0068] the id and address are in

the packet of data) .

As to claim 23, Kunzinger teaches wherein the translation table for IPSec translation
has IP addresses of the intermediate computer to be matched with IP addresses of the
second computer (Kunzinger [0074] the gateway uses tables and id to translate the
packet into a corresponding tunnel and the data is then forwarded/send the over the

second tunnel and [0013] the new packet has the address of the second computer).

As to claim 24, Kunzinger teaches wherein the translation tables for IKE translation
consists of two partitions, one for the communication between the first computer and the
intermediate computer and another for the communication between the intermediate
computer and the second computer (Kunzinger, [0066] L1-10, each set of interfaces has

its own databases).

As to claim 25, Kunzinger teaches wherein both partitions of the mapping table for IKE
translation contains translation fields for a source IP address, a destination IP address
(Kunzinger, [0067] IKE tables have the addresses for endpoint association), initiator and
responder cookies between respective computers (Kunzinger, [0067], IDci and IDcr

values).
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As to claim 26, Kunzinger teaches wherein there is another translation table for IKE
translation containing fields for matching a given user to a given computer (Kunzinger,

[0066], association for a user to an endpoint).

As to claim 27, Kunzinger teaches a telecommunication network for secure forwarding
of messages (Kunzinger, [0047] L1-13, end to end data sending via an intermediate
gateway using secure tunnels), comprising: a first computer, a second computer, an
intermediate computer electronically connected to the first computer and the second
computer, means for negotiating and exchanging keys between the first computer and
the second computer to establish a secure connection having a source address of the
first computer as a first end point and a destination address of the second computer as
a second end point (Kunzinger, [0067] and [0068], the client establishes a secure
connection to the endpoint via cascaded tunnels and the gateway using the IPSec and
internet key exchange policy), and the intermediate computer having means for
performing translation between destination addresses and secure identities (Kunzinger
[0074] the gateway uses tables and id to translate the packet into a corresponding
tunnel and the data is then forwarded/send the over the second tunnel and [0013] the
new packet has the address of the second computer) for forwarding secure messages
received from the first computer to the second computer in the secure connection
(Kunzinger, [0074] forwarding the IPSec datagram and [0013] and [0068] the id and

address are in the packet of data).
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Claim Rejections - 35 USC § 103
6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

7. Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over Kunzinger

as applied to claim 1 above, and further in view of Patel ( Pub No: 2002/0004900).

As to claim 3, Kunzinger teaches the limitations of claim 1. Kunzinger does not teach
wherein the method further comprises performing a secure forwarding of the message
by making use of SSL or TLS protocols. Patel teaches wherein the method further
comprises performing a secure forwarding of the message by making use of SSL or
TLS protocols (Patel, [0037] L18-21, SSL for secure connection). It would have been
obvious to one of ordinary skill in the art at the time of invention to combine the
teachings of Kunzinger with Patel to use SSL for the secure connection because Patel
teaches that SSL is a well know protocol for a secure connection that can be used like

IPSec.

Conclusion
Any inquiry concerning this communication or earlier communications from the

examiner should be directed to AFSHAWN TOWFIGHI whose telephone number is
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(571)270-7296. The examiner can normally be reached on Monday - Friday 8:00 A.M.
to 5:00 P.M..

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Joseph E. Avellino can be reached on (571)272-3905. The fax phone
number for the organization where this application or proceeding is assigned is 571-
273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Joseph E. Avellino/
Supervisory Patent Examiner, Art Unit 2458
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Status of the Claims

Rejection 1

Claims 1-5, 7-10, 22-24 and 26-27 stand rejected in the
Office action dated 23 March 2010 as being anticipated by US

Patent Application No. 2001/0047487 to Linnakangas et al.

Rejection 2

Claims 6, 11-14, 20-21 stand rejected in the Office
action dated 23 March 2010 as being obvious over Linnakangas in

view of Applicant’s Admitted Prior Art (AAPA).

Rejection 3

Claims 15-19 and 25 stand rejected in the Office action
dated 23 March 2010 as being obvious over Linnakangas in view of

Sandhu.

The application has been rejected at least twice.
A copy of the claims is reproduced as Claims Appendix hereto.

The rejections of claims 1-27 are appealed.
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Status of Amendments

All Amendments have been entered.

Summary of Claimed Subject Matter

The application has three independent claims (i.e.
claims 1, 22 and 27). Independent claim 1 refers to a method for
secure forwarding of a message from a first computer to a second
computer via an intermediate computer in a telecommunication
network (see abstract and paragraph 0039 of US 2006/0173968).

The first computer and the second computer negotiate and exchange
keys according to a key exchange protocol to establish a secure
connection (such as a security association (SA)) between the
first computer and the second computer via the intermediate
computer (see paragraphs 0039, 0070, 0104-0113). The secure
connection has a source address of the first computer as a first
end point and a destination address of the second computer as a
second end point of the secure connection (see Figs. 1-2,
paragraphs 0010, 0013-0014 and 0021). A secure message is formed
in the first computer by giving the secure message a first unique
identity and a first destination address to the intermediate
computer (see abstract, paragraphs 0038, 0041, 0043-0044). The

secure message is sent from the first computer to the

_3_
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intermediate computer (see abstract). The intermediate computer
receives the secure message and performs a translation by using
the first unigque identity to find a second destination address of
the second computer (see paragraphs 0023, 0041, 0045-0048, 0053-
0060, 0072-0095). The intermediate computer substitutes the
first destination address with the second destination address to
the second computer (see abstract, original claim 1, paragraphs
0039 and 0086). The intermediate computer substitutes the first
unique identity with a second unique identity of the same secure
connection without establishing a new secure connection between
the intermediate computer and the second computer and without
involving the second computer (see abstract, paragraphs 0038,
0047 and 0086). The intermediate computer then forwards the
secure message with the second destination address and the second
unigue identity to the second computer in the same secure
connection (see abstract, Figs. 1-2, paragraphs 0039, 0041, 0045-
0048, 0052-0061, 0070-0076¢, 0083-0090, 0096-0118).

Claim 2 refers to the step of forming the secure
message by using an IPSec connection between the first computer
and the second computer (see original claim 2, paragraphs 0008,
0024-0033, 0043 and 0045).

Claim 3 refers to the step of performing a secure
forwarding of the message by making use of SSL or TLS protocols

(see original claim 3).
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Claim 4 refers to the step of manually performing a
preceding distribution of keys to components for forming the
IPSec connection (see original claim 4).

Claim 5 refers to the step of performing a preceding
distribution of keys for forming the IPSec connection by an
automated key exchange protocol (see original claim 5).

Claim 6 refers to the step of performing the automated
key exchange protocol used for the preceding distribution of keys
for forming the IPSec connection by means of a modified IKE key
exchange protocol between the first computer and the intermediate
computer and by means of a standard IKE key exchange protocol
between the intermediate computer and the second computer (see
original claim 6 and paragraphs 0018, 0024 and 0043-0062).

Claim 7 refers to the step of sending the message that
is sent from the first computer as a packet that contains message
data, an inner IP header containing the actual sender and
receiver addresses, an outer IP header containing the addresses
of the first computer and the intermediate computer, the unique
identity (see original claim 7, paragraphs 0041-0062, 0082-0091).

Claim 8 refers to the IPSec connection being one or
more security associations (SA) and the unique identity being one
or more SPI values (see original claim 8).

Claim 9 refers to the step of performing the matching

by using a translation table stored at the intermediate computer

_5_
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(see original claim 9 and paragraphs 0041-0048, 0086, 0090, 014%9-
0150 and 0214-0216).

Claim 10 refers to the step of changing both the
address and the SPI-value by the intermediate computer (see
original claim 10 and paragraphs 0043-0046).

Claim 11 refers to the first computer being a mobile
terminal so that the mobility is enabled by modifying the
translation table at the intermediate computer (see original
claim 11 and paragraphs 0020-0033, 007%-0085).

Claim 12 refers to the step of performing the
modification of the translation tables by sending a request for
registration of the new address from the first computer to the
intermediate computer (see original claim 12).

Claim 13 refers to the step of sending a reply to the
request for registration from the intermediate computer to the
first computer (see original claim 13).

Claim 14 refers to the step of authenticating or
encrypting by IPSec the request for registration and/or reply
(see original claim 14 and paragraphs 0051, 0073 and 0081).

Claim 15 refers to the step of establishing the key
distribution for the secure connections by establishing an IKE
protocol translation table, and using the translation table to
modify IP addresses and cookie values of IKE packets in the

intermediate computer (see original claim 15 and paragraphs 0039-

_6_
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0062 and 0111-0142).

Claim 16 refers to the step of establishing the key
exchange distribution by generating an initiator cookie and
sending a zero responder cookie to the second computer,
generating a responder cookie in the second computer,
establishing a mapping between IP addresses and IKE cookie wvalues
in the intermediate computer, and using the translation table to
modify IKE packets in flight by modifying the external IP
addresses and possibly IKE cookies of the IKE packets (see
original claim 16 and paragraphs 0039-0062).

Claim 17 refers to the step of modifying a modified IKE
protocol between the first computer and the intermediate computer
by transmitting the IKE keys from the first computer to the
intermediate computer in order to decrypt and modify IKE packets
(see original claim 17 and paragraphs 0039-0062).

Claim 18 refers to the step of carrying out in a
modified IKE protocol between the first computer and the
intermediate computer the modification of the IKE packets by the
first computer with the intermediate computer requesting such
modifications (see original claim 18 and paragraphs 0039-0062).

Claim 19 refers to the step of defining the address so
that the first computer is identified for the second computer by
the intermediate computer by means of an IP address taken from a

pool of user IP addresses when forming the translation table (see
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original claim 19).
Claim 20 refers to the step of sending the secure
message by using an IPSec transport mode (see original claim 20).
Claim 21 refers to the step of sending the secure
message by using an IPSec tunnel mode (see original claim 21).
Independent claim 22 refers to a telecommunication
network for secure forwarding of messages that has a first
computer, a second computer and an intermediate computer (see
abstract and paragraph 0039). The network has means for
negotiating and exchanging keys, according to a key exchange
protocol, between the first computer and the second computer to
establish a security association (SA) that has a source address
of the first computer as a first end point and a destination
address of the second computer as a second end point (see Figs.
1-2, paragraphs 0010, 0013-0014, 0021, 0039-0062, 0070 and 0104-
0113). The first and the second computers have means for
performing IPSec processing (see paragraphs 0009, 0024-0033,
0043-0045 and 0054). The intermediate computer has translation
means for using translation tables to perform IPSec and IKE
translation and for changing a destination address of the
intermediate computer of a secure message to a destination
address of the second computer (see paragraphs 0020-0033, 0043-
0062 and 0079-0085). Furthermore, the intermediate computer has

means for forwarding the secure message received from the first
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computer to the second computer in the same security association
(see paragraph 0039).

Claim 23 refers to the translation table for IPSec
translation has IP addresses of the intermediate computer to be
matched with IP addresses of the second computer (see original
claim 23 and paragraphs 0046-0062).

Claim 24 refers to the translation tables for IKE
translation consists of two partitions, one for the communication
between the first computer and the intermediate computer and
another for the communication between the intermediate computer
and the second computer (see original claim 24 and paragraphs
0046-0062) .

Claim 25 refers to both partitions of the mapping table
for IKE translation contains translation fields for a source IP
address, a destination IP address, initiator and responder
cookies between respective computers (see original claim 25 and
paragraphs 0043, 0054 and 0058).

Claim 26 refers to another translation table for IKE
translation containing fields for matching a given user to a
given computer (see original claim 26 and paragraphs 0041-0048,
0086, 0090, 0149-0150 and 0214-0216).

Independent claim 27 refers to a telecommunication
network for secure forwarding of messages that has a first

computer, a second computer and an intermediate computer
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electronically connected to the first computer and the second
computer (see abstract and paragraphs 0039. The network has
means for negotiating and exchanging keys between the first
computer and the second computer to establish a secure connection
therebetween that has a source address of the first computer as a
first end point and a destination address of the second computer
as a second end point (see paragraphs 0039, 0041-0062, 0070 and
0104-0113). The intermediate computer has means for performing
translation between destination addresses and secure identities
for forwarding secure messages received from the first computer
to the second computer in the same secure connection (see
paragraphs 0023, 0041, 0045-0048, 0053-0060 and 0072-0095).
In summary, one problem with standard/conventional
IPSsec mobile telephone systems is that the end points of the
IPSec tunnel mode SA (security association) are fixed. There is
no feature in conventional systems for changing any of the
parameters of an SA other than by establishing a new SA that
replaces the previous SA. More particularly, since mobile
terminals move and thus change their network points fregquently
and since IPSec connections are bound to fixed addresses, the
mobile terminals must establish new IPSec connections from each
new point of attachment. This requires the exchange of keys etc.
which is a cumbersome process that uses computation time. The

method of the present invention provides a solution to this
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problem.

Unique features of the present invention are the secure
connection is established all the way between the first computer
and the second computer via the intermediate computer by
exchanging keys and that the intermediate computer 1) uses the
first unique identity to find a second destination address to the

second computer and 2) substitutes the first destination address

with the second destination address in the same secure

connection. Thus, there is no need to set up a new secure
connection between the intermediate computer and the second
computer. In this way, a secure message, sent from the first
computer to the intermediate computer, may be modified by the
intermediate computer so that it can be forwarded from the
intermediate computer to the second computer in the same secure
connection without requiring the cumbersome exchange of
additional keys to set up a new secure connection between the
intermediate computer and the second computer and without

involving the second computer.

Grounds Of Rejection To Be Reviewed On Appeal

Whether the Examiner properly rejected claims 1-5, 7-
10, 22-24 and 26-27 as being anticipated by Linnakangas and
whether the Examiner properly rejected claims 6, 11-14 and 20-21
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of the application as being obvious of Linnakangas in view of
Applicants’ Admitted Prior Art (AAPA). Finally, whether the
Examiner properly rejected claims 15-19 and 25 of the application

as being obvious of Linnakangas in view of Sandhu.
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Argument (Rejection 1) - 35 U.S.C. 102 (Anticipation)

The 102 rejection is submitted to be improper because
the cited Linnakangas reference (US 2001/0047487) does not, among
other things, teach or suggest the steps establishing a secure
connection between the first and second computer that requires
the first and second computer to exchange keys between each other
when establishing the secure connection so that the secure
connection has a source address of the first computer as a first
end point and a destination address of the second computer as a
second end point of the secure connection. Additionally,
Linnakangas fails to teach the step of the intermediate computer
substituting the first destination address and first unigue
identity of the secure message with a second destination address
and a second unigue identity of a second computer in the same
secure connection without establishing a new secure connection
and without involving the second computer so that the
intermediate computer forwards the secure message to the second

computer in the same secure connection. Linnakangas merely

teaches the step of setting up of a secure connection (security
association) between the intermediate computer (router 2) and the
second computer (remote hosts 4) and the prior segment between
the intermediate computer and the first computer (local hosts 5)
is merely within the same local area network (LAN) so that the

intermediate computer decrypts packets going into the local hosts
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5 of the LAN and encrypts packets going out from the local hosts
5 of the LAN to the second computer. If the segment between the
intermediate computer (router 2) and the first computer (local
hosts 5) had been part of the same security association there
would be no need to decrypt and encrypt messages going to and
from the first computer (local hosts 5). The
decryption/encryption procedure of Linnakangas’ intermediate
computer (router 2) is quite different from sending a secure
message in a secure connection that extends all the way from the
first computer (local hosts 5) to the second computer (remote
hosts 4). The above features are submitted to be novel and not
obvious in view of the cited references.

More particularly, Linnakangas describes the
establishment of a security association (which is one type of a
secure connection). When a security association is formed
between two computers, keys are first exchanged between the two
computers. This is done according to an Internet Key Exchange
(IKE) protocol and the security association is defined by unigque
identity and addresses of the two computers between which the
security association is formed. Despite numerous efforts to try
to explain in Linnakangas there is no security association
established between the local hosts 5 (first computer) and the
router 2 (intermediate computer), the Examiner still maintains

that there is also a security association created between the
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router 2 and the local hosts 5. Appellants maintain that there
is only a security association created between the router 2
(intermediate computer) and the remote hosts 4 (second computer).
It is submitted that the security association established does
not extend to the local hosts 5 (first computer).

The Examiner refers to paragraphs 4 and 5 of
Linnakangas as teaching the establishment of the secure
connection between the first computer and the second computer.

Appellants respectfully disagree. Paragraphs 4 and 5
describe the establishment of security associations (SAs) in
general and not that a SA is established between the remote hosts
4 and local hosts 5 or between the intermediate computer 2 and
the local hosts 5. It is submitted that paragraph 24 of
Linnakangas clearly teaches that each remote host 4 must
negotiate at least one pair of SAs with the router 2.

Linnakangas fails to teach the remote hosts 4 negotiating and
establishing a security association with the local hosts 5.
More importantly, there is absolutely nothing in Linnakangas
about the local hosts 5 (first computer) negotiating a security
association with the remote hosts 4 (second computer) so that a
security association extends all the way from one of the local
hosts 5 to one of the remote hosts 4. Appellants assert that
Linnakangas and the other cited references completely fail to

teach or suggest the step of the local hosts 5 (first computer)
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establishing secure connections with the remote hosts 4 (second
computer). On the contrary, Linnakangas’ local hosts 5 and the
router 2 communicate, as indicated above, via a Local Area
Network (LAN) 1. The SA thus only extends between the remote
hosts 4 and the router 2 but not between the router 2 and the
local hosts 5. To further support that there is no security
association established between the router 2 and the local hosts
5, the router 2 decrypts, reads and unwraps any secure message
received from the remote hosts 4 to be able to determine that the
message is to be forwarded (most likely as plain text) to the
local hosts 5. This forwarding is done without implementing
IPSec. There is nothing about forming a secure message in the
local hosts 5 or the local hosts 5 negotiating secure
associations with the remote hosts 4. In other words, it is
important to note that the negotiated secure connection merely
extends between the router 2 and the remote hosts 4. On page 4
of the Office action, the Examiner refers to paragraph 8, lines
1-5 of Linnakangas as teaching that “the destination of the
packets is the second computer.” Firstly, the claim does not
require that the “destination of the packets is the second
computer.” The claim requires that the secure connection has a
source address of the first computer as a first end point and a
destination address of the second computer as a second end point

of the secure connection. As explained above, Linnakangas’ SA
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only extends between the intermediate computer (router 2) and the
remote hosts (4) but excludes the segment between the router (2)
and the local hosts (5). Secondly, the cited text segment in
paragraph 8, lines 1-5 of Linnakangas merely refers to the IP
forwarder as being the receiver (or “destination” as the Examiner
calls it). It is important to realize that the IP forwarder is
an inner destination within the router 2 itself and not the local
hosts (5). Paragraph 31, lines 1-3 of Linnakangas supports this.
The IP forwarder (IPFW) is shown in Fig. 2 that describes the
internal architecture of the router 2 (see paragraph 21 of
Linnakangas). In paragraph 24, lines 4-8, Linnakangas explains
that "[bl]y using IPSec to control communication between the
router 2 and the remote hosts 4 (and hence between remote hosts 4
and local hosts 5), a Virtual Private Network (VPN) may be
established" (emphasis added). It is respectfully submitted that
this is different from establishing a secure connection that
extends all the way from the local hosts 5 to the remote hosts 4
which requires the exchange of keys according to a key exchange
protocol. Additionally, “controlling” communication across the
route from local hosts 5 via router 2 all the way to the remote
hosts 4 does not mean that there is a secure connection
established also between router 2 and host 5. As explained
above, the nodes involved in the negotiation and exchange of keys

according to the key exchange protocol IKE determines the
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boundaries of the secure connection. In Linnakangas, the

exchange of keys is only between the router 2 and the remote

hosts 4. 1In other words, Linnakangas merely mentions controlling

the communication, not securing. It should be noted that the
virtual private network in Linnakangas is not secured since it is
not part of the security association between the router 2 and the
remote hosts 4. There is not really as much need for a secure
connection between the router 2 and the host 5 since the
connection is within the same LAN.

Even if the communication between the router 2 and the
local hosts 5 may be considered guite safe, it is still not part
of the SA because the SA merely extends between the router 2 and
the remote hosts 4. The fact that there is no SA between the
router 2 and the local hosts 5 is supported on line 2 of
paragraph 4 in Linnakangas that discusses encapsulation and
decapsulation of IPSec packets. This means the segment between
the router 2 and the local hosts 5 is not part of the security
association that extends between the router 2 and the remote
hosts 4. If this segment would have been part of the same
security association then there would not make sense to encrypt
and decrypt incoming and ocutgoing messages between the router 2
and the local hosts 5. 1Instead, the packets are opened and
decrypted by adding an IPSec layer. This is quite different from

address substitution in a secure connection that extends between
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the first computer and the second computer as required by claim
1. In other words, when the router 2 receives a packet from the
outside (such as from the remote hosts 4), the router 2 opens the
packet (decapsulation) and sends it to the local host 5 in a
decrypted form and when the router 2 receives a packet from
within the network (such as from the local hosts 5) the router
encrypts the packets by adding an IPSec layer and sends it into
the security association (SA) such as to the remote hosts 4.

On page 5 of the Office action, the Examiner states
that the router is able to perform IPSec and IKE translation and
inherently includes a translation table. Appellants cannot see
that Linnakangas teaches that the router 2 can perform IPSec/IKE
translation as asserted by the Examiner. The Examiner also
states that “address substitution is a standard part of IPSec
processing and IKE translation.” It should be noted that address
substitution is not a standard part of IPSec. The Examiner
refers to paragraphs 4 and 24 of Linnakangas as teaching that
address substitution is standard.

In view of the above, it 1s submitted that claim 1 is
not anticipated by Linnakangas and that the Section 102 rejection
should be withdrawn.

Claims 2-5 and 7-10 are submitted to be allowable
because they depend upon the allowable base claim 1 and because

each claim includes limitations that are not taught or suggested
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in the cited references.

Claim 22 is submitted to be allowable for reasons
similar to the arguments put forth for the allowability of claim
1. As mentioned above, Linnakangas merely shows the
establishment of a secure connection between the remote hosts 4
and the router 2 by negotiating security associations (SAs)
between those two components. Appellants fail to see where
Linnakangas teaches means for negotiating and exchanging keys,
according to a key exchange protocol, between the local hosts 4
(first computer) and the remote hosts 5 (second computer) to
establish a security association that has a source address of the
local host 5 as a first end point and a destination address of
the remote host 4 as a second end point, as required by claim 22.
In contrast, Linnakangas merely teaches the negotiation of the
security associations between the router 2 (intermediate
computer) and the remote hosts 4 (second computer), as expressly
shown in paragraph 0024 of the Linnakangas reference and as
explained above.

It is submitted that Linnakangas fails to teach or
suggest all the limitations of claim 22. Therefore, the
anticipation rejection of claim 22 under § 102 is improper, and
should be removed.

Claims 23-24 and 26 are submitted to be allowable

because the claims depend either directly or indirectly upon the
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allowable base claim 22 and because each claim includes
limitations that are not taught or suggested in the cited
references.

Similar to claim 22, claim 27 requires means for
negotiating and exchanging keys between the first computer and
the second computer to establish a secure connection having a
source address of the first computer as a first end point and a
destination address of the second computer as a second end point.

For reasons similar to the reasons put forth for the allowability

of claims 1 and 22, claim 27 is submitted to be allowable.

Argument (Rejection 2, Claims 6, 11-14, 20-21) - 35

U.S.C. 103 (Obviousness)

Claims 6, 11-14 and 20-21 are submitted to be allowable
because the claims depend upon the allowable base claim 1 and
because the claims include limitations that are not taught or
suggested in the cited references.

Additionally, the latest Section 103 obviousness
rejection is submitted to be improper because the Examiner has
applied the incorrect standard. On page 3 of the Office action
of 23 March 2010 the Examiner writes “[t]lhe rationale for the
combination of the references comes from a motivation that is

obvious to one of ordinary skill in the art, and does not have to

come from the cited references themselves. In this case, the
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examiner feels that the increased security on a network is a
motivation to combine one reference with another.” (emphasis
added). This is clearly not the obviousness standard as set out
by the courts. The Examiner seems to use his own subjective
standard for what he “feels” is a good rationale for the
combination without finding support for the asserted rationale in
the cited references. Appellants submit that this subjective or
personal standard of the Examiner is not what the courts have
ruled to be the proper standard.

Even assuming arguendo that the requisite method steps
of claims 6, 11-14 and 20-21 are shown by the combination of
Linnakangas and AAPA, prima facie support for combining the
references, according to the reguirements as set forth in
M.P.E.P. § 2142 has not been provided in the Office Actions.

As provided in M.P.E.P. § 2142, the Supreme Court in
KSR International v. Teleflex Inc., 82 USPQ2d 1385, 1396 (2007)
specified that the analysis supporting a rejection under 35

U.S.C. § 103 should be made explicit. “[R]ejections on

obviousness cannot be sustained with mere conclusory statements;

instead, there must be some articulated reasoning with some

rational underpinning to support the legal conclusion of

(4

obviousness.” In re Kahn, 441 F.3dd 977, 988, 78 USPQz2d 1329,

1336 (Fed. Cir. 2006). Furthermore, the Examiner must make

“Yexplicit” this rationale of “the apparent reason to combine the
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known elements in the fashion claimed,” including a detailed
explanation of “the effects of demands known to the design
community or present in the marketplace” and “the background
knowledge possessed by a person having ordinary skill in the art”
(KSR, page 14).
The only rationale provided in support of the 103 (a)
rejection of claim 6 is at the bottom of page 7 of the Office
action, which merely asserts it would have been obvious to modify

the teaching method of Linnakangas with AAPA because it “would

have added flexibility by allowing different networks to connect

to the system™ (emphasis added). The Examiner has merely provided
one benefit, or advantage of the modification as the only
rationale provided in the Office Action in support of the instant
rejection.

However, merely stating that a benefit of the
modification exists, as done above, does not provide the
“Yarticulated reasoning with some rationale underpinning to
support the legal conclusion of obviousness, required under KSR.
By definition, every patentable invention must be “beneficial” -
and arguendo every invention contemplates at least some new
benefit(s) in arriving at the invention - certainly this does not
render the benefit obvious or expected. Because every
modification or element has a corresponding use or benefit, the

above reasoning could be applied to any improvement. It appears
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therefore that “hindsight construction” may have perhaps played a
role in arriving at the present ground for rejection in the
Office action - which though difficult perhaps to avoid in many
cases, 1s nonetheless impermissible in making a prima facie
showing of obviousness.

According to M.P.E.P. 2142, “the examiner bears the
initial burden of factually supporting any prima facie conclusion
of obviousness. If the examiner does not produce a prima facie
case, the applicant is under no obligation to submit evidence of
nonobviousness” (emphasis added). It is respectfully submitted
that the Examiner has not factually supported the prima facie
conclusion of obviousness. Appellants cannot see that any of the
cited references discusses that “one of the most important
factors that has shaped the computer and networking industry is
compatibility” or that allowing for “different computers, or
different networks, to communicate with each other is always at
the forefront of designer’s mind.” Additionally, Appellants
cannot find that the cited references mention that since “wery
sensitive information can be passed over an un-trusted network
such as the Internet, engineers are always looking for ways to
beef-up security, and make it harder for hackers to intercept
their Internet traffic.” It is respectfully submitted that the
above text segments are merely speculations on behalf of the

Examiner and that the rationale provided by the Examiner is not
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supported in the cited references. Because a prima facie
conclusion of obviousness has not been provided in the Office
Action, Appellants respectfully request reconsideration and
withdrawal of this ground for rejection.
Appellants further submit that it would not be obvious
to modify Linnakangas to meet all the limitations of claim 1. It
is submitted Linnakangas does not provide one of ordinary skill

in the art the motivation to make the required modifications

needed to arrive at the claimed invention. In In re Fine, 5

USPQ2d (Fed. Cir. 1988), the court ruled (on page 1%44) that
there must be a motivation for the reguired modification to be

obvious. In Winner International Royalty Corp. v. Wing,

48 USPQ2d 1139, the court ruled (on page 1144) that there must
have been some explicit teaching or suggestion in the art to
motivate one of ordinary skill in the art to make the required
modifications.

It is submitted that Linnakangas fails to provide such
explicit teaching. Additionally, there is no desirability or
motivation to make the required modifications because the current
system is complete and functional since the router is a firewall
to the Internet 3 for the local area network (LAN) 1. The IP
forwarder in the router 2 is designed to open incoming packets
(decapsulation) and sends them to the local hosts 5 in a

decrypted form and when the router 2 receives outgoing packets
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from within the network (i.e. from the local hosts 5) the router
encrypts the packets by adding an IPSec layer and sends them to
the outside receives such as to the remote hosts 4. This
function of the IP forwarder would be useless if the security
associations were to be extended all the way to the local hosts
5. The extension of the security association all the way to the
local hosts 5 would even make Linnakangas’ system inoperable
because the decapsulation would interfere with the protocol of
the security association. Even i1f one could find reasons to make
the required modifications of Linnakangas’ system, Linnakangas
and the other cited references still completely fail to teach or
suggest the required modifications.

It is thus submitted it would not be obvious to modify
Linnakangas to substitute addresses in the same security
association and to extend the security association to the local
hosts 5 because Linnakangas does not teach or suggest these
modifications and it would, among other things, interfere with
the function of the IP forwarder.

In view of the above, it 1s submitted that the claims

6, 11-14 and 20-21 are allowable.

Argument (Rejection 3, Claims 15-19 and 25) - 35 U.S.C.

103 (Obviousness)
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Claims 15-19 and 25 are submitted to be allowable
because the claims depend upon the allowable base claim 1 and 25,
respectively, and because the claims include limitations that are
not taught or suggested in the cited references. In this
rejection, the Examiner has provided additional “benefits”
without providing any rationale for why the combination is
obvious. The Examiner merely states (page 11, lines 11-12 of the
Office action) that the combination of Linnakangas with Sandhu
would have “added another layer of security within the secure
connection.” On page 12, lines 5-6, the Examiner states that the
proposed combination would “have increased the number of security
features available in the system.” It is submitted that the
rationale provided by the Examiner does not satisfy the
requirement of providing some articulated reasoning with some
rational underpinning, as explained above.
In view of the above, it 1s submitted that the claims

15-19 and 25 are allowable.
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In view of the above arguments, Appellants respectfully

request that the Board reverse the Examiner's rejections.

Respectfully submitted,

FASTH LAW OFFICES

/rfasth/
Rolf Fasth
Registration No. 36,999

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301
Telephone: (910) 687-0001
Facsimile: (910) 295-2152
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Claims Appendix

1. (Previously presented) A method for secure forwarding of a
message from a first computer to a second computer via an
intermediate computer in a telecommunication network, comprising:
the first computer and the second computer negotiating and
exchanging keys according to a key exchange protocol to establish
a secure connection between the first computer and the second
computer via the intermediate computer, the secure connection
having a source address of the first computer as a first end
point and a destination address of the second computer as a
second end point of the secure connection,

in the first computer, forming a secure message by giving the
secure message a first unigque identity and a first destination
address to the intermediate computer,

sending the secure message from the first computer to the
intermediate computer,

the intermediate computer receiving the secure message and
performing a translation by using the first unique identity to
find a second destination address to the second computer,

the intermediate computer substituting the first destination
address with the second destination address to the second
computer,

the intermediate computer substituting the first unique identity
with a second unique identity of the secure connection without
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establishing a new secure connection and without involving the
second computer, and
the intermediate computer forwarding the secure message with the

second destination address and the second unique identity to the

second computer in the secure connection.

2. (Previously presented) The method of claim 1 wherein the
method further comprises forming the secure message by using an
IPSec connection between the first computer and the second

computer.

3. (Previously presented) The method of claim 1 wherein the
method further comprises performing a secure forwarding of the

message by making use of SSL or TLS protocols.

4. (Previously presented) The method of claim 2 wherein the
method further comprises manually performing a preceding
distribution of keys to components for forming the IPSec

connection.

5. (Previously presented) The method of claim 2 wherein the
method further comprises performing a preceding distribution of
keys for forming the IPSec connection by an automated key

exchange protocol.
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6. (Previously presented) The method of claim 5 wherein the
method further comprises performing the automated key exchange
protocol used for the preceding distribution of keys for forming
the IP Sec connection by means of a modified IKE key exchange
protocol between the first computer and the intermediate computer
and by means of a standard IKE key exchange protocol between the

intermediate computer and the second computer.

7. (Previously presented) The method of claim 2 wherein the
method further comprises sending the message that is sent from
the first computer as a packet that contains message data, an
inner IP header containing the actual sender and receiver
addresses, an outer IP header containing the addresses of the
first computer and the intermediate computer, the unigue

identity.

8. (Previously presented) The method of claim 1 wherein the
method further comprises the IPSec connection being one or more
security associations (SA) and the unique identity being one or

more SPI wvalues.

9. (Previously presented) The method of claim 1 wherein the

method further comprises performing the matching by using a
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translation table stored at the intermediate computer.

10. (Previously presented) The method of claim 1 wherein the
method further comprises changing both the address and the SPI-

value by the intermediate computer.

11. (Previously presented) The method of claim 1 wherein the
method further comprises the first computer being a mobile
terminal so that the mobility is enabled by modifying the

translation table at the intermediate computer.

12. (Previously presented) The method of claim 11 wherein the
method further comprises performing the modification of the
translation tables by sending a regquest for registration of the

new address from the first computer to the intermediate computer.

13. (Previously presented) The method of claim 12 wherein the
method further comprises sending a reply to the request for
registration from the intermediate computer to the first

computer.

14. (Previously presented) The method of claim 12 wherein the
method further comprises authenticating or encrypting by IPSec

the request for registration and/or reply.
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15. (Previously presented) The method of claim 4 wherein the
method further comprises establishing the key distribution for
the secure connections by establishing an IKE protocol
translation table, and using the translation table to modify IP
addresses and cookie values of IKE packets in the intermediate

computer.

16. (Previously presented) The method of claim 15 wherein the
method further comprises establishing the key exchange
distribution by:

generating an initiator cookie and sending a zero responder
cookie to the second computer,

generating a responder cookie in the second computer,
establishing a mapping between IP addresses and IKE cookie wvalues
in the intermediate computer, and

using the translation table to modify IKE packets in flight by
modifying the external IP addresses and possibly IKE cookies of

the IKE packets.

17. (Previously presented) The method of claim 15 wherein the
method further comprises modifying a modified IKE protocol
between the first computer and the intermediate computer by

transmitting the IKE keys from the first computer to the
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intermediate computer in order to decrypt and modify IKE packets.

18. (Previously presented) The method of claim 15 wherein the
method further comprises carrying out in a modified IKE protocol
between the first computer and the intermediate computer the
modification of the IKE packets by the first computer with the

intermediate computer requesting such modifications.

19. (Previously presented) The method of claim 17 wherein the
method further comprises defining the address so that the first
computer is identified for the second computer by the
intermediate computer by means of an IP address taken from a pool

of user IP addresses when forming the translation table.

20. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using an

IPSec transport mode.

21. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using an

IPSec tunnel mode.

22. (Previously presented) A telecommunication network for secure

forwarding of messages, comprising:
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a first computer, a second computer and an intermediate computer,

means for negotiating and exchanging keys, according to a key
exchange protocol, between the first computer and the second

computer to establish a security association having a source

address of the first computer as a first end point and a

destination address of the second computer as a second end point,

the first and the second computers having means for performing an

IPSec processing,

the intermediate computer having translation means for using
translation tables to perform IPSec and IKE translation and for
changing a destination address of the intermediate computer of a
secure message to a destination address of the second computer,

and

the intermediate computer having means for forwarding the secure
message received from the first computer to the second computer

in the security association.

23. (Previously presented) The telecommunication network of claim
22 wherein the translation table for IPSec translation has IP
addresses of the intermediate computer to be matched with IP

addresses of the second computer.

24. (Previously presented) The telecommunication network of claim
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22 wherein the translation tables for IKE translation consists of
two partitions, one for the communication between the first
computer and the intermediate computer and another for the

communication between the intermediate computer and the second

computer.

25. (Previously presented) The telecommunication network of claim
24 wherein both partitions of the mapping table for IKE
translation contains translation fields for a source IP address,
a destination IP address, initiator and responder cookies between

respective computers.

26. (Previously presented) The telecommunication network of claim
22 wherein there is another translation table for IKE translation

containing fields for matching a given user to a given computer.

27. (Previously presented) A telecommunication network for secure
forwarding of messages, comprising:

a first computer,

a second computer,

an intermediate computer electronically connected to the first
computer and the second computer,

means for negotiating and exchanging keys between the first

computer and the second computer to establish a secure connection
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having a source address of the first computer as a first end

point and a destination address of the second computer as a

second end point, and

the intermediate computer having means for performing translation

between destination addresses and secure identities for

forwarding secure messages received from the first computer to

the second computer in the secure connection.
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Fvidence Appendix

There 1s no evidence to be presented in this appendix.
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Related Proceedings Appendix

There 1s no related proceeding to be presented in this appendix.
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Status of the Claims

Rejection 1

Claims 1-5, 7-10, 22-24 and 26-27 stand rejected in the
Office action dated 23 March 2010 as being anticipated by US

Patent Application No. 2001/0047487 to Linnakangas et al.

Rejection 2

Claims 6, 11-14, 20-21 stand rejected in the Office
action dated 23 March 2010 as being obvious over Linnakangas in

view of Applicant’s Admitted Prior Art (AAPA).

Rejection 3

Claims 15-19 and 25 stand rejected in the Office action
dated 23 March 2010 as being obvious over Linnakangas in view of

Sandhu.

The application has been rejected at least twice.

A copy of the claims is reproduced as Claims Appendix hereto.

The rejections of claims 1-27 are appealed.

Status of Amendments

All Amendments have been entered.
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Summary of Claimed Subject Matter

The application has three independent claims (i.e.
claims 1, 22 and 27). Independent claim 1 refers to a method for
secure forwarding of a message from a first computer to a second
computer via an intermediate computer in a telecommunication
network. The first computer and the second computer negotiate
and exchange keys according to a key exchange protocol to
establish a secure connection (such as a security association
(SA)) between the first computer and the second computer via the
intermediate computer. The secure connection has a source
address of the first computer as a first end point and a
destination address of the second computer as a second end point
of the secure connection. A secure message is formed in the
first computer by giving the secure message a first unique
identity and a first destination address to the intermediate
computer. The secure message 1is sent from the first computer to
the intermediate computer. The intermediate computer receives
the secure message and performs a translation by using the first
unigue identity to find a second destination address of the
second computer. The intermediate computer substitutes the first
destination address with the second destination address to the
second computer. The intermediate computer substitutes the first

unique identity with a second unique identity of the same secure
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connection without establishing a new secure connection between
the intermediate computer and the second computer and without
involving the second computer. The intermediate computer then

forwards the secure message with the second destination address

and the second unique identity to the second computer in the same

secure connection.

Independent claim 22 refers to a telecommunication
network for secure forwarding of messages that has a first
computer, a second computer and an intermediate computer. The
network has means for negotiating and exchanging keys, according
to a key exchange protocol, between the first computer and the
second computer to establish a security association (SA) that has
a source address of the first computer as a first end point and a
destination address of the second computer as a second end point.
The first and the second computers have means for performing
IPSec processing. The intermediate computer has translation
means for using translation tables to perform IPSec and IKE
translation and for changing a destination address of the
intermediate computer of a secure message to a destination
address of the second computer. Furthermore, the intermediate
computer has means for forwarding the secure message received
from the first computer to the second computer in the same
security association.

Independent claim 27 refers to a telecommunication

-4 -
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network for secure forwarding of messages that has a first
computer, a second computer and an intermediate computer
electronically connected to the first computer and the second
computer. The network has means for negotiating and exchanging
keys between the first computer and the second computer to
establish a secure connection therebetween that has a source
address of the first computer as a first end point and a
destination address of the second computer as a second end point.
The intermediate computer has means for performing translation
between destination addresses and secure identities for
forwarding secure messages received from the first computer to
the second computer in the same secure connection.
In summary, one problem with standard/conventional
IPSsec mobile telephone systems is that the end points of the
IPSec tunnel mode SA (security association) are fixed. There is
no feature in conventional systems for changing any of the
parameters of an SA other than by establishing a new SA that
replaces the previous SA. More particularly, since mobile
terminals move and thus change their network points fregquently
and since IPSec connections are bound to fixed addresses, the
mobile terminals must establish new IPSec connections from each
new point of attachment. This requires the exchange of keys etc.
which is a cumbersome process that uses computation time. The

method of the present invention provides a solution to this
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problem.

Unique features of the present invention are the secure
connection is established all the way between the first computer
and the second computer via the intermediate computer by
exchanging keys and that the intermediate computer 1) uses the
first unique identity to find a second destination address to the

second computer and 2) substitutes the first destination address

with the second destination address in the same secure

connection. Thus, there is no need to set up a new secure
connection between the intermediate computer and the second
computer. In this way, a secure message, sent from the first
computer to the intermediate computer, may be modified by the
intermediate computer so that it can be forwarded from the
intermediate computer to the second computer in the same secure
connection without requiring the cumbersome exchange of
additional keys to set up a new secure connection between the
intermediate computer and the second computer and without

involving the second computer.

Grounds Of Rejection To Be Reviewed On Appeal

Whether the Examiner properly rejected claims 1-5, 7-
10, 22-24 and 26-27 as being anticipated by Linnakangas and
whether the Examiner properly rejected claims 6, 11-14 and 20-21
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of the application as being obvious of Linnakangas in view of
Applicants’ Admitted Prior Art (AAPA). Finally, whether the

Examiner properly rejected claims 15-19 and 25 of the application

as being obvious of Linnakangas in view of Sandhu.
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Argument (Rejection 1) - 35 U.S.C. 102 (Anticipation)

The 102 rejection is submitted to be improper because
the cited Linnakangas reference (US 2001/0047487) does not, among
other things, teach or suggest the steps establishing a secure
connection between the first and second computer that requires
the first and second computer to exchange keys between each other
when establishing the secure connection so that the secure
connection has a source address of the first computer as a first
end point and a destination address of the second computer as a
second end point of the secure connection. Additionally,
Linnakangas fails to teach the step of the intermediate computer
substituting the first destination address and first unigue
identity of the secure message with a second destination address
and a second unigue identity of a second computer in the same
secure connection without establishing a new secure connection
and without involving the second computer so that the
intermediate computer forwards the secure message to the second

computer in the same secure connection. Linnakangas merely

teaches the step of setting up of a secure connection (security
association) between the intermediate computer (router 2) and the
second computer (remote hosts 4) and the prior segment between
the intermediate computer and the first computer (local hosts 5)
is merely within the same local area network (LAN) so that the

intermediate computer decrypts packets going into the local hosts
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5 of the LAN and encrypts packets going out from the local hosts
5 of the LAN to the second computer. If the segment between the
intermediate computer (router 2) and the first computer (local
hosts 5) had been part of the same security association there
would be no need to decrypt and encrypt messages going to and
from the first computer (local hosts 5). The
decryption/encryption procedure of Linnakangas’ intermediate
computer (router 2) is quite different from sending a secure
message in a secure connection that extends all the way from the
first computer (local hosts 5) to the second computer (remote
hosts 4). The above features are submitted to be novel and not
obvious in view of the cited references.

More particularly, Linnakangas describes the
establishment of a security association (which is one type of a
secure connection). When a security association is formed
between two computers, keys are first exchanged between the two
computers. This is done according to an Internet Key Exchange
(IKE) protocol and the security association is defined by unigque
identity and addresses of the two computers between which the
security association is formed. Despite numerous efforts to try
to explain in Linnakangas there is no security association
established between the local hosts 5 (first computer) and the
router 2 (intermediate computer), the Examiner still maintains

that there is also a security association created between the
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router 2 and the local hosts 5. Appellants maintain that there
is only a security association created between the router 2
(intermediate computer) and the remote hosts 4 (second computer).
It is submitted that the security association established does
not extend to the local hosts 5 (first computer).

The Examiner refers to paragraphs 4 and 5 of
Linnakangas as teaching the establishment of the secure
connection between the first computer and the second computer.

Appellants respectfully disagree. Paragraphs 4 and 5
describe the establishment of security associations (SAs) in
general and not that a SA is established between the remote hosts
4 and local hosts 5 or between the intermediate computer 2 and
the local hosts 5. It is submitted that paragraph 24 of
Linnakangas clearly teaches that each remote host 4 must
negotiate at least one pair of SAs with the router 2.

Linnakangas fails to teach the remote hosts 4 negotiating and
establishing a security association with the local hosts 5.
More importantly, there is absolutely nothing in Linnakangas
about the local hosts 5 (first computer) negotiating a security
association with the remote hosts 4 (second computer) so that a
security association extends all the way from one of the local
hosts 5 to one of the remote hosts 4. Appellants assert that
Linnakangas and the other cited references completely fail to

teach or suggest the step of the local hosts 5 (first computer)
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establishing secure connections with the remote hosts 4 (second
computer). On the contrary, Linnakangas’ local hosts 5 and the
router 2 communicate, as indicated above, via a Local Area
Network (LAN) 1. The SA thus only extends between the remote
hosts 4 and the router 2 but not between the router 2 and the
local hosts 5. To further support that there is no security
association established between the router 2 and the local hosts
5, the router 2 decrypts, reads and unwraps any secure message
received from the remote hosts 4 to be able to determine that the
message is to be forwarded (most likely as plain text) to the
local hosts 5. This forwarding is done without implementing
IPSec. There is nothing about forming a secure message in the
local hosts 5 or the local hosts 5 negotiating secure
associations with the remote hosts 4. In other words, it is
important to note that the negotiated secure connection merely
extends between the router 2 and the remote hosts 4. On page 4
of the Office action, the Examiner refers to paragraph 8, lines
1-5 of Linnakangas as teaching that “the destination of the
packets is the second computer.” Firstly, the claim does not
require that the “destination of the packets is the second
computer.” The claim requires that the secure connection has a
source address of the first computer as a first end point and a
destination address of the second computer as a second end point

of the secure connection. As explained above, Linnakangas’ SA
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only extends between the intermediate computer (router 2) and the
remote hosts (4) but excludes the segment between the router (2)
and the local hosts (5). Secondly, the cited text segment in
paragraph 8, lines 1-5 of Linnakangas merely refers to the IP
forwarder as being the receiver (or “destination” as the Examiner
calls it). It is important to realize that the IP forwarder is
an inner destination within the router 2 itself and not the local
hosts (5). Paragraph 31, lines 1-3 of Linnakangas supports this.
The IP forwarder (IPFW) is shown in Fig. 2 that describes the
internal architecture of the router 2 (see paragraph 21 of
Linnakangas). In paragraph 24, lines 4-8, Linnakangas explains
that "[bl]y using IPSec to control communication between the
router 2 and the remote hosts 4 (and hence between remote hosts 4
and local hosts 5), a Virtual Private Network (VPN) may be
established" (emphasis added). It is respectfully submitted that
this is different from establishing a secure connection that
extends all the way from the local hosts 5 to the remote hosts 4
which requires the exchange of keys according to a key exchange
protocol. Additionally, “controlling” communication across the
route from local hosts 5 via router 2 all the way to the remote
hosts 4 does not mean that there is a secure connection
established also between router 2 and host 5. As explained
above, the nodes involved in the negotiation and exchange of keys

according to the key exchange protocol IKE determines the
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boundaries of the secure connection. In Linnakangas, the

exchange of keys is only between the router 2 and the remote

hosts 4. 1In other words, Linnakangas merely mentions controlling

the communication, not securing. It should be noted that the
virtual private network in Linnakangas is not secured since it is
not part of the security association between the router 2 and the
remote hosts 4. There is not really as much need for a secure
connection between the router 2 and the host 5 since the
connection is within the same LAN.

Even if the communication between the router 2 and the
local hosts 5 may be considered guite safe, it is still not part
of the SA because the SA merely extends between the router 2 and
the remote hosts 4. The fact that there is no SA between the
router 2 and the local hosts 5 is supported on line 2 of
paragraph 4 in Linnakangas that discusses encapsulation and
decapsulation of IPSec packets. This means the segment between
the router 2 and the local hosts 5 is not part of the security
association that extends between the router 2 and the remote
hosts 4. If this segment would have been part of the same
security association then there would not make sense to encrypt
and decrypt incoming and ocutgoing messages between the router 2
and the local hosts 5. 1Instead, the packets are opened and
decrypted by adding an IPSec layer. This is quite different from

address substitution in a secure connection that extends between
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the first computer and the second computer as required by claim
1. In other words, when the router 2 receives a packet from the
outside (such as from the remote hosts 4), the router 2 opens the
packet (decapsulation) and sends it to the local host 5 in a
decrypted form and when the router 2 receives a packet from
within the network (such as from the local hosts 5) the router
encrypts the packets by adding an IPSec layer and sends it into
the security association (SA) such as to the remote hosts 4.

On page 5 of the Office action, the Examiner states
that the router is able to perform IPSec and IKE translation and
inherently includes a translation table. Appellants cannot see
that Linnakangas teaches that the router 2 can perform IPSec/IKE
translation as asserted by the Examiner. The Examiner also
states that “address substitution is a standard part of IPSec
processing and IKE translation.” It should be noted that address
substitution is not a standard part of IPSec. The Examiner
refers to paragraphs 4 and 24 of Linnakangas as teaching that
address substitution is standard.

In view of the above, it 1s submitted that claim 1 is
not anticipated by Linnakangas and that the Section 102 rejection
should be withdrawn.

Claims 2-5 and 7-10 are submitted to be allowable
because they depend upon the allowable base claim 1 and because

each claim includes limitations that are not taught or suggested
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in the cited references.

Claim 22 is submitted to be allowable for reasons
similar to the arguments put forth for the allowability of claim
1. As mentioned above, Linnakangas merely shows the
establishment of a secure connection between the remote hosts 4
and the router 2 by negotiating security associations (SAs)
between those two components. Appellants fail to see where
Linnakangas teaches means for negotiating and exchanging keys,
according to a key exchange protocol, between the local hosts 4
(first computer) and the remote hosts 5 (second computer) to
establish a security association that has a source address of the
local host 5 as a first end point and a destination address of
the remote host 4 as a second end point, as required by claim 22.
In contrast, Linnakangas merely teaches the negotiation of the
security associations between the router 2 (intermediate
computer) and the remote hosts 4 (second computer), as expressly
shown in paragraph 0024 of the Linnakangas reference and as
explained above.

It is submitted that Linnakangas fails to teach or
suggest all the limitations of claim 22. Therefore, the
anticipation rejection of claim 22 under § 102 is improper, and
should be removed.

Claims 23-24 and 26 are submitted to be allowable

because the claims depend either directly or indirectly upon the
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allowable base claim 22 and because each claim includes
limitations that are not taught or suggested in the cited
references.

Similar to claim 22, claim 27 requires means for
negotiating and exchanging keys between the first computer and
the second computer to establish a secure connection having a
source address of the first computer as a first end point and a
destination address of the second computer as a second end point.

For reasons similar to the reasons put forth for the allowability

of claims 1 and 22, claim 27 is submitted to be allowable.

Argument (Rejection 2, Claims 6, 11-14, 20-21) - 35

U.S.C. 103 (Obviousness)

Claims 6, 11-14 and 20-21 are submitted to be allowable
because the claims depend upon the allowable base claim 1 and
because the claims include limitations that are not taught or
suggested in the cited references.

Additionally, the latest Section 103 obviousness
rejection is submitted to be improper because the Examiner has
applied the incorrect standard. On page 3 of the Office action
of 23 March 2010 the Examiner writes “[t]lhe rationale for the
combination of the references comes from a motivation that is

obvious to one of ordinary skill in the art, and does not have to

come from the cited references themselves. In this case, the
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examiner feels that the increased security on a network is a
motivation to combine one reference with another.” (emphasis
added). This is clearly not the obviousness standard as set out
by the courts. The Examiner seems to use his own subjective
standard for what he “feels” is a good rationale for the
combination without finding support for the asserted rationale in
the cited references. Appellants submit that this subjective or
personal standard of the Examiner is not what the courts have
ruled to be the proper standard.

Even assuming arguendo that the requisite method steps
of claims 6, 11-14 and 20-21 are shown by the combination of
Linnakangas and AAPA, prima facie support for combining the
references, according to the reguirements as set forth in
M.P.E.P. § 2142 has not been provided in the Office Actions.

As provided in M.P.E.P. § 2142, the Supreme Court in
KSR International v. Teleflex Inc., 82 USPQ2d 1385, 1396 (2007)
specified that the analysis supporting a rejection under 35

U.S.C. § 103 should be made explicit. “[R]ejections on

obviousness cannot be sustained with mere conclusory statements;

instead, there must be some articulated reasoning with some

rational underpinning to support the legal conclusion of

(4

obviousness.” In re Kahn, 441 F.3dd 977, 988, 78 USPQz2d 1329,

1336 (Fed. Cir. 2006). Furthermore, the Examiner must make

“Yexplicit” this rationale of “the apparent reason to combine the
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known elements in the fashion claimed,” including a detailed
explanation of “the effects of demands known to the design
community or present in the marketplace” and “the background
knowledge possessed by a person having ordinary skill in the art”
(KSR, page 14).
The only rationale provided in support of the 103 (a)
rejection of claim 6 is at the bottom of page 7 of the Office
action, which merely asserts it would have been obvious to modify

the teaching method of Linnakangas with AAPA because it “would

have added flexibility by allowing different networks to connect

to the system™ (emphasis added). The Examiner has merely provided
one benefit, or advantage of the modification as the only
rationale provided in the Office Action in support of the instant
rejection.

However, merely stating that a benefit of the
modification exists, as done above, does not provide the
“Yarticulated reasoning with some rationale underpinning to
support the legal conclusion of obviousness, required under KSR.
By definition, every patentable invention must be “beneficial” -
and arguendo every invention contemplates at least some new
benefit(s) in arriving at the invention - certainly this does not
render the benefit obvious or expected. Because every
modification or element has a corresponding use or benefit, the

above reasoning could be applied to any improvement. It appears
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therefore that “hindsight construction” may have perhaps played a
role in arriving at the present ground for rejection in the
Office action - which though difficult perhaps to avoid in many
cases, 1s nonetheless impermissible in making a prima facie
showing of obviousness.

According to M.P.E.P. 2142, “the examiner bears the
initial burden of factually supporting any prima facie conclusion
of obviousness. If the examiner does not produce a prima facie
case, the applicant is under no obligation to submit evidence of
nonobviousness” (emphasis added). It is respectfully submitted
that the Examiner has not factually supported the prima facie
conclusion of obviousness. Appellants cannot see that any of the
cited references discusses that “one of the most important
factors that has shaped the computer and networking industry is
compatibility” or that allowing for “different computers, or
different networks, to communicate with each other is always at
the forefront of designer’s mind.” Additionally, Appellants
cannot find that the cited references mention that since “wery
sensitive information can be passed over an un-trusted network
such as the Internet, engineers are always looking for ways to
beef-up security, and make it harder for hackers to intercept
their Internet traffic.” It is respectfully submitted that the
above text segments are merely speculations on behalf of the

Examiner and that the rationale provided by the Examiner is not
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supported in the cited references. Because a prima facie
conclusion of obviousness has not been provided in the Office
Action, Appellants respectfully request reconsideration and
withdrawal of this ground for rejection.
Appellants further submit that it would not be obvious
to modify Linnakangas to meet all the limitations of claim 1. It
is submitted Linnakangas does not provide one of ordinary skill

in the art the motivation to make the required modifications

needed to arrive at the claimed invention. In In re Fine, 5

USPQ2d (Fed. Cir. 1988), the court ruled (on page 1%44) that
there must be a motivation for the reguired modification to be

obvious. In Winner International Royalty Corp. v. Wing,

48 USPQ2d 1139, the court ruled (on page 1144) that there must
have been some explicit teaching or suggestion in the art to
motivate one of ordinary skill in the art to make the required
modifications.

It is submitted that Linnakangas fails to provide such
explicit teaching. Additionally, there is no desirability or
motivation to make the required modifications because the current
system is complete and functional since the router is a firewall
to the Internet 3 for the local area network (LAN) 1. The IP
forwarder in the router 2 is designed to open incoming packets
(decapsulation) and sends them to the local hosts 5 in a

decrypted form and when the router 2 receives outgoing packets
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from within the network (i.e. from the local hosts 5) the router
encrypts the packets by adding an IPSec layer and sends them to
the outside receives such as to the remote hosts 4. This
function of the IP forwarder would be useless if the security
associations were to be extended all the way to the local hosts
5. The extension of the security association all the way to the
local hosts 5 would even make Linnakangas’ system inoperable
because the decapsulation would interfere with the protocol of
the security association. Even i1f one could find reasons to make
the required modifications of Linnakangas’ system, Linnakangas
and the other cited references still completely fail to teach or
suggest the required modifications.

It is thus submitted it would not be obvious to modify
Linnakangas to substitute addresses in the same security
association and to extend the security association to the local
hosts 5 because Linnakangas does not teach or suggest these
modifications and it would, among other things, interfere with
the function of the IP forwarder.

In view of the above, it 1s submitted that the claims

6, 11-14 and 20-21 are allowable.

Argument (Rejection 3, Claims 15-19 and 25) - 35 U.S.C.

103 (Obviousness)
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Claims 15-19 and 25 are submitted to be allowable
because the claims depend upon the allowable base claim 1 and 25,
respectively, and because the claims include limitations that are
not taught or suggested in the cited references. In this
rejection, the Examiner has provided additional “benefits”
without providing any rationale for why the combination is
obvious. The Examiner merely states (page 11, lines 11-12 of the
Office action) that the combination of Linnakangas with Sandhu
would have “added another layer of security within the secure
connection.” On page 12, lines 5-6, the Examiner states that the
proposed combination would “have increased the number of security
features available in the system.” It is submitted that the
rationale provided by the Examiner does not satisfy the
requirement of providing some articulated reasoning with some
rational underpinning, as explained above.
In view of the above, it 1s submitted that the claims

15-19 and 25 are allowable.
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In view of the above arguments, Appellants respectfully

request that the Board reverse the Examiner's rejections.

Respectfully submitted,

FASTH LAW OFFICES

/rfasth/
Rolf Fasth
Registration No. 36,999

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301
Telephone: (910) 687-0001
Facsimile: (910) 295-2152
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Claims Appendix

1. (Previously presented) A method for secure forwarding of a
message from a first computer to a second computer via an
intermediate computer in a telecommunication network, comprising:
the first computer and the second computer negotiating and
exchanging keys according to a key exchange protocol to establish
a secure connection between the first computer and the second
computer via the intermediate computer, the secure connection
having a source address of the first computer as a first end
point and a destination address of the second computer as a
second end point of the secure connection,

in the first computer, forming a secure message by giving the
secure message a first unigque identity and a first destination
address to the intermediate computer,

sending the secure message from the first computer to the
intermediate computer,

the intermediate computer receiving the secure message and
performing a translation by using the first unique identity to
find a second destination address to the second computer,

the intermediate computer substituting the first destination
address with the second destination address to the second
computer,

the intermediate computer substituting the first unique identity
with a second unique identity of the secure connection without
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establishing a new secure connection and without involving the
second computer, and
the intermediate computer forwarding the secure message with the

second destination address and the second unique identity to the

second computer in the secure connection.

2. (Previously presented) The method of claim 1 wherein the
method further comprises forming the secure message by using an
IPSec connection between the first computer and the second

computer.

3. (Previously presented) The method of claim 1 wherein the
method further comprises performing a secure forwarding of the

message by making use of SSL or TLS protocols.

4. (Previously presented) The method of claim 2 wherein the
method further comprises manually performing a preceding
distribution of keys to components for forming the IPSec

connection.

5. (Previously presented) The method of claim 2 wherein the
method further comprises performing a preceding distribution of
keys for forming the IPSec connection by an automated key

exchange protocol.
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6. (Previously presented) The method of claim 5 wherein the
method further comprises performing the automated key exchange
protocol used for the preceding distribution of keys for forming
the IP Sec connection by means of a modified IKE key exchange
protocol between the first computer and the intermediate computer
and by means of a standard IKE key exchange protocol between the

intermediate computer and the second computer.

7. (Previously presented) The method of claim 2 wherein the
method further comprises sending the message that is sent from
the first computer as a packet that contains message data, an
inner IP header containing the actual sender and receiver
addresses, an outer IP header containing the addresses of the
first computer and the intermediate computer, the unigue

identity.

8. (Previously presented) The method of claim 1 wherein the
method further comprises the IPSec connection being one or more
security associations (SA) and the unique identity being one or

more SPI wvalues.

9. (Previously presented) The method of claim 1 wherein the

method further comprises performing the matching by using a
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translation table stored at the intermediate computer.

10. (Previously presented) The method of claim 1 wherein the
method further comprises changing both the address and the SPI-

value by the intermediate computer.

11. (Previously presented) The method of claim 1 wherein the
method further comprises the first computer being a mobile
terminal so that the mobility is enabled by modifying the

translation table at the intermediate computer.

12. (Previously presented) The method of claim 11 wherein the
method further comprises performing the modification of the
translation tables by sending a regquest for registration of the

new address from the first computer to the intermediate computer.

13. (Previously presented) The method of claim 12 wherein the
method further comprises sending a reply to the request for
registration from the intermediate computer to the first

computer.

14. (Previously presented) The method of claim 12 wherein the
method further comprises authenticating or encrypting by IPSec

the request for registration and/or reply.
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15. (Previously presented) The method of claim 4 wherein the
method further comprises establishing the key distribution for
the secure connections by establishing an IKE protocol
translation table, and using the translation table to modify IP
addresses and cookie values of IKE packets in the intermediate

computer.

16. (Previously presented) The method of claim 15 wherein the
method further comprises establishing the key exchange
distribution by:

generating an initiator cookie and sending a zero responder
cookie to the second computer,

generating a responder cookie in the second computer,
establishing a mapping between IP addresses and IKE cookie wvalues
in the intermediate computer, and

using the translation table to modify IKE packets in flight by
modifying the external IP addresses and possibly IKE cookies of

the IKE packets.

17. (Previously presented) The method of claim 15 wherein the
method further comprises modifying a modified IKE protocol
between the first computer and the intermediate computer by

transmitting the IKE keys from the first computer to the

_28_

0296



Attorney Docket No. 290.1078APP s/24/10 Serial No. 10/500,930
Filed: 19 October 2005
Art Unit: 2458

intermediate computer in order to decrypt and modify IKE packets.

18. (Previously presented) The method of claim 15 wherein the
method further comprises carrying out in a modified IKE protocol
between the first computer and the intermediate computer the
modification of the IKE packets by the first computer with the

intermediate computer requesting such modifications.

19. (Previously presented) The method of claim 17 wherein the
method further comprises defining the address so that the first
computer is identified for the second computer by the
intermediate computer by means of an IP address taken from a pool

of user IP addresses when forming the translation table.

20. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using an

IPSec transport mode.

21. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using an

IPSec tunnel mode.

22. (Previously presented) A telecommunication network for secure

forwarding of messages, comprising:
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a first computer, a second computer and an intermediate computer,

means for negotiating and exchanging keys, according to a key
exchange protocol, between the first computer and the second

computer to establish a security association having a source

address of the first computer as a first end point and a

destination address of the second computer as a second end point,

the first and the second computers having means for performing an

IPSec processing,

the intermediate computer having translation means for using
translation tables to perform IPSec and IKE translation and for
changing a destination address of the intermediate computer of a
secure message to a destination address of the second computer,

and

the intermediate computer having means for forwarding the secure
message received from the first computer to the second computer

in the security association.

23. (Previously presented) The telecommunication network of claim
22 wherein the translation table for IPSec translation has IP
addresses of the intermediate computer to be matched with IP

addresses of the second computer.

24. (Previously presented) The telecommunication network of claim

_30_

0298



Attorney Docket No. 290.1078APP s/24/10 Serial No. 10/500,930

Filed: 19 October 2005

Art Unit: 2458

22 wherein the translation tables for IKE translation consists of
two partitions, one for the communication between the first
computer and the intermediate computer and another for the

communication between the intermediate computer and the second

computer.

25. (Previously presented) The telecommunication network of claim
24 wherein both partitions of the mapping table for IKE
translation contains translation fields for a source IP address,
a destination IP address, initiator and responder cookies between

respective computers.

26. (Previously presented) The telecommunication network of claim
22 wherein there is another translation table for IKE translation

containing fields for matching a given user to a given computer.

27. (Previously presented) A telecommunication network for secure
forwarding of messages, comprising:

a first computer,

a second computer,

an intermediate computer electronically connected to the first
computer and the second computer,

means for negotiating and exchanging keys between the first

computer and the second computer to establish a secure connection
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having a source address of the first computer as a first end

point and a destination address of the second computer as a

second end point, and

the intermediate computer having means for performing translation

between destination addresses and secure identities for

forwarding secure messages received from the first computer to

the second computer in the secure connection.
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Fvidence Appendix

There 1s no evidence to be presented in this appendix.
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Related Proceedings Appendix

There 1s no related proceeding to be presented in this appendix.
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collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Application No. Applicant(s)
Notification of Non-Compliant Appeal Brief | 10/500,930 Vaarala, Sami
(37 CFR 41.37) Examiner Art Unit
Towfighi, Afshawn 2458

--The MAILING DATE of this communication appears on the cover sheet with the correspondence address--

The Appeal Brief filed on 24 May 2010 is defective for failure to comply with one or more provisions of 37 CFR 41.37.

To avoid dismissal of the appeal, applicant must file anamended brief or other appropriate correction (see MPEP
1205.03) within ONE MONTH or THIRTY DAYS from the mailing date of this Notification, whichever is longer.
EXTENSIONS OF THIS TIME PERIOD MAY BE GRANTED UNDER 37 CFR 1.136.

1.0
2.0

3. 0

o
o 0o 0O O

10.X

The brief does not contain the items required under 37 CFR 41.37(c), or the items are not under the proper
heading or in the proper order.

The brief ddes not contain a statement of the status of all claims, (e.g., rejected, allowed, withdrawn, objected to,
canceled), or does not identify the appealed claims (37 CFR 41.37(c)(1)(iii)).

At least one amendment has been filed subsequent to the final rejection, and the brief does not contain a
statement of the status of each such amendment (37 CFR 41.37(c)(1)(iv)).

(a) The brief does not contain a concise explanation of the subject matter defined in each of the independent
claims involved in the appeal, referring to the specification by page and line number and to the drawings, if any,
by reference characters; and/or (b) the brief fails to: (1) identify, for each independent claim involved in the
appeal and for each dependent claim argued separately, every means plus function and step plus function under
35 U.S.C. 112, sixth paragraph, and/or (2) set forth the structure, material, or acts described in the specification
as corresponding to each claimed function with reference to the specification by page and line number, and to
the drawings, if any, by reference characters (37 CFR 41.37(c)(1}(v)).

The brief does not contain a concise statement of each ground of rejection presented for review (37 CFR
41.37(c)(1)(vi))

The brief does not present an argument under a separate heading for each ground of rejection on appeal (37 CFR
41.37(c)(1)(vii)).

The brief does not contain a correct copy of the appealed claims as an appendix thereto (37 CFR
41.37(c)(1){viii)).

The brief does not contain copies of the evidence submitted under 37 CFR 1.130, 1.131, or 1.132 or of any
other evidence entered by the examiner and relied upon by appellant in the appeal, along with a
statement setting forth where in the record that evidence was entered by the examiner, as an appendix
thereto (37 CFR 41.37(c)(1)(ix)).

The brief does not contain copies of the decisions rendered by a court or the Board in the proceeding
identified in the Related Appeals and Interferences section of the brief as an appendix thereto (37 CFR
41.37(c}(1){x)).

Other (including any explanation in support of the above items):

The Summary of Claimed Subject Matter doesn't map independent cliams 1, 22 & 27 to the specification by page, line
number and to the drawings, the entire brief is not needed only the corrected section.

J. Dill, Paralegal

571-272-2983

Supervisory Paralegal: D. Perry
571-272-9797

U.S. Patent and Trademark Office

PTOL-462 (Rev. 7-05) Notification of Non-Compliant Appeal Brief (37 CFR 41.37) Part of Paper No.
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Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

sloan.smith @ fasthlaw.com
nan_russell @ fasthlaw.com
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Application No. Applicant(s)

10/500,930 VAARALA ET AL.
Office Action Summary Examiner ArtUnit
AFSHAWN TOWFIGHI 2458

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 29 October 2009.
2a)X] This action is FINAL. 2b)[] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)X] Claim(s) 1-27 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s) _____is/are allowed.
6)X] Claim(s) 1-27 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)_] The drawing(s) filed on is/are: a)[_] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)LJAIl  b)[]Some * c)[] None of:
1.0 Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ___
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) |:| Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) L] Notice of Informal Patent Application
Paper No(s)/Mail Date _____. 6) |:| Other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-08) Office Action Summary Part of Paper No./Mail Date 20100315
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Application/Control Number: 10/500,930 Page 2
Art Unit: 2458

DETAILED ACTION
1. Claims 1-27 are pending.

2. Claims 1, 22, and 27 are amended.

Response to Arguments
3. Applicant's arguments filed 10/29/2009 have been fully considered but they are

not persuasive.

On page 10 of the applicant’s response, the applicant argues that Linnakangas teaches
negotiating between a remote host and a router, and not negotiating the SA's between

the remote host and local host or LAN.

The examiner respectfully disagrees with the applicant's response. Linnakangas
teaches that IPSec is used to establish a secure connection between two endpoints
(See par. 5, lines 1-6). Linnakangas teaches (See par 4) that IPSec has peer nodes
negotiate and exchange keys to establish a secure connection between the two. Each
computer does negotiate keys in order to establish a secure connection with other
computers on the network. The computer does this via an intermediate computer
(router). Once both computers have negotiated a keys using IPSec, then a secure
connection between them exists. Inherently, data will be sent to/from each of the

computers with each having a respective source/destination address of that secure
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Application/Control Number: 10/500,930 Page 3
Art Unit: 2458

connection data path. As the claim language reads, the Linnakangas reference does

teach the argued limitations.

On page 14 of the applicant’s response, the applicant argues the examiner’s
interpretation of the IP forwarder as an intermediate computer, and that is simply a
component of the router and not an intermediate computer. In addition, the examiner

has not found a rationale for the combination within the cited references.

The examiner respectfully disagrees with the applicant’s response. As stated
above the router acts as an intermediate computer between the secure connection that
exists between the two computers. The rationale for the combination of the references
comes from a motivation that is obvious to one of ordinary of skill in the art, and does
not have to come from the cited references themselves. In this case, the examiner feels
that increased security on a network is a motivation to combine one reference with

another. Therefore, the cited references do teach the argued limitations.

Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
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Application/Control Number: 10/500,930 Page 4
Art Unit: 2458

only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

1. Claims 1-5, 7-10, 22-24, 26 & 27 are rejected under 35 U.S.C. 102(e) as being
anticipated by U.S. Patent Application Publication No. 2001/0047487 to Linnakangas, et
al. (Linnakangas).

Regarding claim 1, Linnakangas teaches a method for secure forwarding of a message
from a first computer to a second computer via an intermediate computer in a
telecommunication network(See paragraph 24, lines 4-8; wherein the local host 5 is the
first computer, remote host 4 is the second computer, and router 2 is the intermediate
computer), comprising: the first computer and the second computer negotiating and
exchanging keys according to a key exchange protocol to establish a secure connection
between the first computer and the second computer via the intermediate computer
(See par 4 and “Response to Arguments) (See par. 24, lines 4-11; wherein message
formation is inherent in “communication” and “exchanging user generated traffic”), the
secure connection having a source address of the first computer as a first end point and
a destination address of the second computer as a second end point of the secure
connection (See par. 8, lines 1-5; wherein the destination of the packets is the second
computer) in the first computer, forming a secure message by giving the secure
message a first unique identity and a first destination address to the intermediate
computer (See par.’s 4 & 24; wherein the SPI is the unique identity, and the header
inherently includes the destination address), sending the secure message from the first
computer to the intermediate computer (See par. 24, lines 4-6), the intermediate

computer receiving the secure message and performing a translation by using the first
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unique identity to find a second destination address to the second computer, (See par.'s
4 & 24; wherein a router that is able to perform IPSec and IKE translation, inherently
includes a translation table), the intermediate computer substituting the first destination
address with the second destination address to the second computer (See par.’s 4 &
24; wherein address substitution is a standard part of IPSec processing and IKE
translation), the intermediate computer substituting the first unique identity with a
second unique identity of the secure connection without establishing a new secure
connection and without involving the second computer, (See par.’s 4 & 24; wherein
generating and substituting SPI's is a standard part of IPSec processing and IKE
translation; and, par. 8, lines 1-5; wherein a secure association, is the secure
connection), and the intermediate computer forwarding the secure message with the
second destination address and the second unique identity to the second computer in
the secure connection (See par. 24, line 11).

2. Regarding claim 2, Linnakangas discloses forming the secure message in step b)
by using an IPSec connection between the first computer and the second computer
(See par. 24, lines 4-7).

3. Regarding claim 3, Linnakangas discloses performing a secure forwarding of the
message by making use of SSL or TLS protocols (See par. 24, lines 4-7; wherein using
a secure socket layer (SSL) is inherent in IPSec).

4. Regarding claim 4, Linnakangas discloses manually performing a preceding

distribution of keys to components for forming the IPSec connection (See par. 40, lines
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8-12; wherein manual distribution occurs when the IKE module is responding to a
request).

5. Regarding claim 5, Linnakangas discloses performing a preceding distribution of
keys for forming the IPSec connection by an automated key exchange protocol (See
par. 40, lines 8-12; wherein automated key exchange occurs when the IKE module
initiates negotiations).

6. Regarding claim 7, Linnakangas teaches sending the message that is sent from
the first computer as a packet that contains message data, an inner IP header
containing the actual sender and receiver addresses, an outer IP header containing the
addresses of the first computer and the intermediate computer (See par. 3, lines 1-6).
7. Regarding claim 8, Linnakangas teaches the IPSec connection being one or
more security associations (SA) and the unique identity being one or more SPI values
(See par. 4, lines 5-14).

8. Regarding claim 9, Linnakangas teaches performing the matching in step d)

by using a translation table stored at the intermediate computer (See par. 31, lines 1-6;
wherein the IP forwarder module is part of the intermediate computer).

9. Regarding claim 10, LInnakangas teaches changing both the address and

the SPI-value by the intermediate computer (See par. 24; wherein IPSec includes
replacing addresses in accordance with the translation tables, and assigning a new SPI
value to every received packet).

10.  Regarding claim 22, Linnakangas teaches a telecommunication network for

secure forwarding of messages, comprising: a first computer, a second computer and
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an intermediate computer, means for negotiating and exchanging keys, according to a
key exchange protocol, between the first computer and the second computer to
establish a security association (See par 4 and “Response to Arguments) (See par. 24,
lines 1-15; wherein local host 5 is the first computer, remote host 4 is the second
computer, and router 2 is the intermediate computer), having a source address of the
first computer as a first end point and a destination address of the second computer as
a second end point (See par.'s 5, lines 1-6, and par. 8, lines 1-5), the first and the
second computers having means for performing an IPSec processing, the intermediate
computer having translation means for using translation tables to perform IPSec and
IKE translation (See par. 14, lines 1-5) and for changing a destination address of the
intermediate computer of a secure message to a destination address of the second
computer, and the intermediate computer having means for forwarding the

secure message received from the first computer to the second computer in the secure
connection (See par. 8, lines 1-5).

11.  Regarding claim 23, Linnakangas teaches the translation table for IPSec
translation has IP addresses of the intermediate computer to be matched with IP
addresses of the second computer (See par. 24, lines 4-6; wherein the router inherently
has translation tables to perform IPSec).

12.  Regarding claim 24, Linnakangas teaches the translation tables for IKE
translation consists of two partitions, one for the communication between the first
computer and the intermediate computer and another for the communication between

the intermediate computer and the second computer (See par. 24, lines 4-8; wherein
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the router (or intermediate computer) inherently includes at least two translation tables
(or partitions), since one translation table is required for each IPSec connection, and
there are at least two IPSec connections).

13. Regarding claim 26, Linnakangas teaches another translation table for IKE
translation containing fields for matching a given user to a given second computer (See
par. 24, lines 8-11; wherein each remote host must establish a new secure connection,
which includes a new translation table).

14. Regarding claim 27, this claim recites a network for carrying out the method of

claim 1, and is rejected for the same reasons.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

15. Claims 6, 11-14 & 20-21 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Linnakangas, as applied to claim 1 above, in view of Applicant's
Admitted Prior Art (AAPA).

16. Regarding claim 6, Linnakangas teaches the invention as described in claim 5.
Linnakangas does not teach performing the automated key exchange protocol used for

the preceding distribution of keys for forming the IP Sec connection by means of a
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modified IKE key exchange protocol between the first computer and the intermediate
computer and by means of a standard IKE key exchange protocol between the
intermediate computer and the second computer. However, AAPA teaches a
modified IKE key exchange protocol between the first computer and the intermediate
computer (See page 8, lines 27-29; wherein the key exchange is modified to support
NAT traversal) and a standard IKE key exchange protocol between the intermediate
computer and the second computer (See p. 8, lines 29-32).

Using the features of AAPA in the system of Linnakangas would have added
flexibility by allowing different networks to connect to the system. Therefore, it would
have been obvious to one of ordinary skill in the art, at the time of the invention, to
combine the teachings of AAPA and Linnakangas.

17. Regarding claim 11, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach the first computer being a mobile terminal, so that the
mobility is enabled by modifying the translation table at the intermediate

computer. However, AAPA teaches this limitation (See p. 7, lines 10-16).

Using the features of AAPA in the system of Linnakangas would have broadened
the appeal and applicability of the system by allowing mobile units to connect to the
network. Therefore, it would have been obvious to one of ordinary skill in the art, at the
time of the invention, to combine the teachings of AAPA and Linnakangas.

18. Regarding claim 12, Linnakangas, in view of AAPA, teach the invention as

described in claim 11. Linnakangas further teaches performing the modification of the
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translation tables by sending a request for registration of the new address from the first
computer to the intermediate computer (See p. 3, par.’s 46-51).

19. Regarding claim 13, Linnakangas, in view of AAPA, teach the invention as
described in claim 12. Linnakangas further teaches sending a reply to the request for
registration from the intermediate computer to the first computer (See p. 3, par. 50).
20. Regarding claim 14, Linnakangas, in view of AAPA, teach the invention as
described in claim 12. Linnakangas further teaches authenticating or encrypting by
IPSec the request for registration and/or reply (See p. 3, par. 62).

21. Regarding claim 20, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach sending the secure message by using an IPSec transport
mode. However, AAPA teaches this limitation (See p. 4, lines 14-19).

Using the features of AAPA in the system of Linnakangas would have added
improved security to the system. Therefore, it would have been obvious to one of
ordinary skill in the art, at the time of the invention, to combine the teachings of AAPA
and Linnakangas.

22. Regarding claim 21, Linnakangas teaches the invention as described in claim 1.
Linnakangas does not teach sending the secure message by using an IPSec tunnel
mode. However, AAPA teaches this limitation (See p. 4, lines 21-29).

Using the features of AAPA in the system of Linnakangas would have added
improved security and flexibility to the system. Therefore, it would have been obvious to
one of ordinary skill in the art, at the time of the invention, to combine the teachings of

AAPA and Linnakangas.
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23. Claims 15-19 & 25 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Linnakangas, as applied to claims 4 & 24 above, in view of U.S. Patent Number
6,985,953 issued to Sandhu, et al. (Sandhu).
24. Regarding claim 15, Linnakangas teaches the invention as described in claim 4.
Linnakangas further teaches establishing the key distribution for the secure connections
by establishing an IKE protocol translation table, and using the translation table to
modify IP addresses of IKE packets in the intermediate computer (See par. 24, lines 4-
6). Linnakangas does not teach using the translation table to modify cookie values of
IKE packets in the intermediate computer. However, Sandhu teaches this limitation
(See col. 7, line 55 to col. 8, line 19; wherein the KDC is the intermediate computer).
Using the features of Sandhu in the system of Linnakangas would have added
another layer of security within the secure connection. Therefore, it would have been
obvious to one of ordinary skill, at the time of the invention, to combine the teachings of
Sandhu and Linnakangas.
25. Regarding claim 16, Linnakangas in view of Sandhu teach the invention as
described in claim 15. Linnakangas does not teach establishing the key exchange
distribution by: generating an initiator cookie and sending a zero responder cookie to
the second computer, generating a responder cookie in the second computer, and
establishing a mapping between IKE cookie values in the intermediate computer.
However, Sandhu teaches generating an initiator cookie and sending a zero responder

cookie to the second computer (See col. 8, lines 41-47; wherein the Authenticator is the
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initiator cookie), generating a responder cookie in the second computer (See col. 8,
lines 41-47; wherein Bob’s response is the responder cookie), and establishing a
mapping between IKE cookie values in the intermediate computer (See col. 8, lines 49-
51; wherein a mapping is required for authentication).

Using the features of Sandhu in the system of Linnakangas would have
increased the number of security features available in the system. Therefore, it would
have been obvious to one of ordinary skill in the art, at the time of the invention, to
combine the teachings of Sandhu and Linnakangas.

26. Regarding claim 17, Linnakangas in view of Sandhu teach the invention as is
described in claim 15. Linnakangas further teaches modifying a IKE protocol between
the first computer and the intermediate computer by transmitting the IKE keys from the
first computer to the intermediate computer in order to decrypt and modify IKE packets
(See par.'s 4 & 24; wherein the remote host 4 is an IPSec node that sends the IKE keys,
and equates to applicant's first computer).

27. Regarding claim 18, Linnakangas in view of Sandhu teach the invention as is
described in claim 15. Linnakangas further teaches carrying out the modification of the
IKE packets by the first computer with the intermediate computer requesting such
modifications (See par.’s 41-45; wherein the IKE module is in the intermediate
computer).

28. Regarding claim 19, Linnakangas in view of Sandhu teach the invention as
described in claim 17. Linnakangas further teaches defining the address so that the first

computer is identified for the second computer by the intermediate computer by means
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of an IP address taken from a pool of user IP addresses when forming the translation
table (See par.’s 56 & 57).
29. Regarding claim 25, Linnakangas teaches the invention as described in claim 24.
Linnakangas further teaches both partitions of the mapping table for IKE translation
contains translation fields for a source IP address and a destination IP address between
respective computers (See par. 24, lines 4-8; wherein source and destination addresses
are inherent in IPSec). Linnakangas does not teach the mapping table for IKE
translation contains translation fields for initiator and responder cookies between
respective computers. However, Sandhu teaches a mapping table that contains
translation fields for initiator and responder cookies between respective computers (See
col. 8, lines 41-51; wherein the authenticator is the initiator cookie and Bob's response
is the responder cookie).

Using the features of Sandhu in the system of Linnakangas would have provided
increased security and insured that messages where transmitted to the correct
destination. Therefore, it would have been obvious to one of ordinary skill in the art, at

the time of the invention, to combine the teachings of Sandhu and Linnakangas.

Conclusion
1. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).
A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within
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TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to AFSHAWN TOWFIGHI whose telephone number is
(571)270-7296. The examiner can normally be reached on Monday - Friday 8:00 A.M.
to 5:00 P.M..

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Joseph E. Avellino can be reached on (571)272-3905. The fax phone
number for the organization where this application or proceeding is assigned is 571-

273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/A.T./
Examiner, Art Unit 2458

/Joseph E. Avellino/
Supervisory Patent Examiner, Art Unit 2458
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of
Sami Vaarala and Antti Nuopponen
Serial No. 10/500,930

Filed: 19 October 2005

Art Unit 2458

For: METHOD AND SYSTEM FOR SENDING A MESSAGE THROUGH A SECURE

CONNECTION
Examiner: Jeffrey K. Seto
Date: 27 October 2009

Attorney Docket No. 290.1078USN

AMENDMENT

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

This is in response to the Office action of 16

September 2009. Please amend the above-identified patent

application ag follows:
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In the Claims:

Amend the claims as follows:

1. (Currently amended) A method for secure forwarding of a
message from a first computer to a second computer via an
intermediate computer in a telecommunication network,
comprising:

the first computer and the second computer negotiating and

exchanging keys according to a key exchange protocol to

establishimg a secure connection between the first computer
and the second computer via the intermediate computer, ke

Secure—connection tendingbetween the secure connection

having a source address of the first computer as a first end
point and a destination address of the second computer as a
second end point of the secure connection,

in the first computer, forming a secure message by giving the
secure message a first unigque identity and a first destination
address to the intermediate computer,

sending the secure message from the first computer to the
intermediate computer,

the intermediate computer receiving the secure message and
performing a translation by using the first unique identity to
find a second destination address to the second computer,

the intermediate computer substituting the first destination
address with the second destination address to the second
computer,

the intermediate computer substituting the first unigue
identity with a second unigue identity of the secure
connection without establishing a new secure connection and
without involving the second computer, and

the intermediate computer forwarding the secure message with
the second destination address and the second unique identity

to the second computer in the secure connection.
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2. (Previously presented) The method of claim 1 wherein the
method further comprises forming the secure message by using
an IPSec connection between the first computer and the second

computer.

3. (Previously presented) The method of claim 1 wherein the
method further comprises performing a secure forwarding of the

message by making use of SSL or TLS protocols.

4. (Previously presented) The method of claim 2 wherein the
method further comprises manually performing a preceding
distribution of keys to components for forming the IPSec

connection.

5. (Previously presented) The method of claim 2 wherein the
method further comprises performing a preceding distribution
of keys for forming the IPSec connection by an automated key

exchange protocol.

6. (Previously presented) The method of claim 5 wherein the
method further comprises performing the automated key exchange
protocol used for the preceding distribution of keys for
forming the IP Sec connection by means of a modified IKE key
exchange protocol between the first computer and the
intermediate computer and by means of a standard IKE key
exchange protocol between the intermediate computer and the

second computer.

7. (Previously presented) The method of claim 2 wherein the
method further comprises sending the message that is sent from
the first computer as a packet that contains message data, an
inner IP header containing the actual sender and receiver
addresses, an outer IP header containing the addresses of the

first computer and the intermediate computer, the unigue
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identity.

8. (Previously presented) The method of claim 1 wherein the
method further comprises the IPSec connection being one or
more security associations (SA) and the unique identity being

one or more SPI wvalues.

9. (Previously presented) The method of claim 1 wherein the
method further comprises performing the matching by using a

translation table stored at the intermediate computer.

10. (Previously presented) The method of claim 1 wherein the
method further comprises changing both the address and the

SPI-value by the intermediate computer.

11. (Previously presented) The method of claim 1 wherein the
method further comprises the first computer being a mobile
terminal so that the mobility is enabled by modifying the

translation table at the intermediate computer.

12. (Previously presented) The method of claim 11 wherein the
method further comprises performing the modification of the
translation tables by sending a regquest for registration of
the new address from the first computer to the intermediate

computer.

13. (Previously presented) The method of claim 12 wherein the
method further comprises sending a reply to the request for
registration from the intermediate computer to the first

computer.
14. (Previously presented) The method of claim 12 wherein the

method further comprises authenticating or encrypting by IPSec

the request for registration and/or reply.
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15. (Previously presented) The method of claim 4 wherein the
method further comprises establishing the key distribution for
the secure connections by establishing an IKE protocol
translation table, and using the translation table to modify
IP addresses and cookie wvalues of IKE packets in the

intermediate computer.

16. (Previously presented) The method of claim 15 wherein the
method further comprises establishing the key exchange
distribution by:

generating an initiator cookie and sending a zero responder
cookie to the second computer,

generating a responder cookie in the second computer,
establishing a mapping between IP addresses and IKE cookie
values in the intermediate computer, and

using the translation table to modify IKE packets in flight by
modifying the external IP addresses and possibly IKE cookies
of the IKE packets.

17. (Previously presented) The method of claim 15 wherein the
method further comprises modifying a modified IKE protocol
between the first computer and the intermediate computer by
transmitting the IKE keys from the first computer to the
intermediate computer in order to decrypt and modify IKE

packets.

18. (Previously presented) The method of claim 15 wherein the
method further comprises carrying out in a modified IKE
protocol between the first computer and the intermediate
computer the modification of the IKE packets by the first
computer with the intermediate computer requesting such

modifications.

19. (Previously presented) The method of claim 17 wherein the

method further comprises defining the address so that the
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first computer is identified for the second computer by the
intermediate computer by means of an IP address taken from a

pool of user IP addresses when forming the translation table.

20. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using

an IPSec transport mode.

21. (Previously presented) The method of claim 1 wherein the
method further comprises sending the secure message by using

an IPSec tunnel mode.

22. (Currently amended) A telecommunication network for secure
forwarding of messages, comprising:

a first computer, a second computer and an intermediate
computer,

means for negotiating and exchanging keys, according to a key

exchange protocol, between the first computer and the second

P
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seewre—eonneetieon having a source address of the first
computer as a first end point and a destination address of the
second computer as a second end point,

the first and the second computers having means for performing
an IPSec processing,

the intermediate computer having translation means for using
translation tables to perform IPSec and IKE translation and
for changing a destination address of the intermediate
computer of a secure message to a destination address of the
second computer, and

the intermediate computer having means for forwarding the
secure message received from the first computer to the second

computer in the security association seewreeconnececticn.

23. (Previously presented) The telecommunication network of
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claim 22 wherein the translation table for IPSec translation
has IP addresses of the intermediate computer to be matched

with IP addresses of the second computer.

24. (Previously presented) The telecommunication network of
claim 22 wherein the translation tables for IKE translation
consists of two partitions, one for the communication between
the first computer and the intermediate computer and another
for the communication between the intermediate computer and

the second computer.

25. (Previously presented) The telecommunication network of
claim 24 wherein both partitions of the mapping table for IKE
translation contains translation fields for a source IP
address, a destination IP address, initiator and responder

cookies between respective computers.

26. (Previously presented) The telecommunication network of
claim 22 wherein there is another translation table for IKE
translation containing fields for matching a given user to a

given computer.

27. (Currently amended) A telecommunication network for secure
forwarding of messageg, comprising:

a first computer,

a second computer,

an intermediate computer electronically connected to the first
computer and the second computer,

means for negotiating and exchanging kevs between the first

computer and the second computer to establish a she—Ffirst—and
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¥—+the secure connection having a
source address of the first computer as a first end point and
a destination address of the second computer as a second end

point, and
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the intermediate computer having means for performing
translation between destination addresgses and secure
identities for forwarding secure messageg received from the

first computer to the second computer in the secure
connection.
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REMARKS /ARGUMENTS

Reconsideration of the application is respectfully requested.
Claims 1-27 are pending in the present invention. No new

matter has been added to the application in this response.

1. Rejection of Claims 1-5, 7-10, 22-24 and 26-27 under 35

UsC & 102 (e).

Claims 1-5, 7-10, 22-24 and 26-27 were rejected under Section
102 as being anticipated by Linnakangas. This § 102 rejection

is respectfully traversed.

The independent claims 1, 22 and 27 have all been amended to
essentially require that the first computer and the second
computer negotiate and exchange keys, according to a key
exchange protocol, to establish a secure connection that has a
source address of the first computer as a first end point and
a destination address of the second computer as a second end

point of the secure connection.

It is respectfully submitted that Linnakangas completely fails
to teach or suggest this step of negotiation and exchange of
keys, according to a key exchange protocol, between the remote

hosts 4 and the local hosts 5. The local hosts 5 clearly do
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not participate in the negotiation and exchange of keys
whatsoever when the secure connection or security association
is established between the remote hosts 4 and the router 2.

In contrast, Linnakangas expressly teaches in paragraph 0024
that each remote host 4 wishing to participate in the VPN must
negotiate at least one pair of SAs (security associations)
with the router 2 prior to exchanging user generated traffic
with the LAN 5. 1In other words, the negotiation of to
establish the SAs in Linnakangas is between the remote hosts 4
and the router 2 but NOT between the remote hosts 4 and the
local hosts or LAN 5. This means the security association of
Linnakangas has a source address of the host 4 as a first end
point and a destination address of the router 2 as the second

end point of the security association.
In view thereof, it is submitted that the anticipation
rejection under Section 102 should be withdrawn and that the

amended claim 1 is allowable over the cited reference.

la. Dependent Claims 2-5 and 7-10

Claims 2-5, 7-10 are submitted to be allowable because the
claims depend either directly or indirectly upon the allowable
base claim 1 and because each claim includes limitations that

are not taught or suggested in the cited references.
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2. The Requisite Limitations of Independent Claim 22 Are

Neither Taught Nor Suggested in the Cited Art.

As mentioned above, Linnakangas merely shows the establishment
of a secure connection between the remote host 4 and the
router 2 by negotiating security associations (SAs).
Applicants fails to see where Linnakangas teaches means for

negotiating and exchanging keyg, according to a key exchange

protocol, between the remote host 4 (first computer) and the

local host 5 (gsecond computer) to establigh a security

association that has a source address of the remote host 4 as
a first end point and a destination address of the local host
5 ag a second end point, as required by the amended claim 22.

In contrast, Linnakangas merely teaches the negotiation of
the security associations between the local host 4 and the
router 2, as expressly shown in paragraph 0024 of the

Linnakangas reference.

It is submitted that Linnakangas fails to teach or suggest all
the limitations of the amended claim 22. Therefore, the
anticipation rejection of claim 22 under § 102 is improper,

and should be removed.

2a. Dependent claims 23-24 and 26

Claims 23-24 and 26 are submitted to be allowable because the
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claims depend either directly or indirectly upon the allowable
base claim 22 and because each claim includes limitations that

are not taught or suggested in the cited references.

3. The Requisite Limitations of Independent Claim 27 Are

Neither Taught Nor Suggested in the Cited Art.

Similar to claim 22, the amended claim 27 requires means for
negotiating and exchanging keys between the firgt computer and

the second computer to establish a secure connection having a

source address of the first computer as a first end point and
a destination address of the second computer as a second end
point. For reasons similar to the reasons put forth for the
allowability of the amended claim 22 and claim 1 the amended

claim 27 1s submitted to be allowable.

In summary, it is submitted that Linnakangas fails to teach or
suggest all the limitations of the amended claim 27.
Therefore, the anticipation rejection of claim 27 under & 102

is improper, and should be removed.

4. Rejection of Claims 6, 11-14 and 20-21 under 35 USC §

103 (a).

Claims 6, 11-14 and 20-21 were rejected under Section 103 as

being obvious over Linnakangas, as applied to claim 1 above,
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in view of Applicant’s Admitted Prior Art (AAPA). This §& 103

rejection is respectfully traversed.

4a. The Requisite Steps of Claims 6, 11-14 and 20-21 Are

Neither Taught Nor Suggested in the Cited Art.

Claims 6, 11-14 and 20-21 are submitted to be allowable
because the claims depend either directly or indirectly upon
the allowable base claim 1 and because each claim includes
limitations that are not taught or suggested in the cited
references. The section 103 rejection of the claims 6, 11-14
and 20-21 is also respectfully traversed because it is
submitted the incorrect standard of obviousness has been used,

as explained below.

5. Rejection of Claims 15-19 and 25 under 35 USC § 103 (a).

Claims 15-19 and 25 were rejected under Section 103 as being
obvious over Linnakangas in view of Sandhu. This rejection is

respectfully traversed.

Sa. The Requisite Steps of Claims 15-19 and 25 Are Neither

Taught Nor Suggested in the Cited Art.

Claims 15-19 and 25 are submitted to be allowable because the

claims depend either directly or indirectly upon the allowable
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base claims 1 and 22, respectively, and because each claim
includes limitations that are not taught or suggested in the
cited references. The section 103 rejection of the claims 15-
1% and 25 is also respectfully traversed because it is
submitted that the incorrect standard of obviousness has been

used, as explained below.

6. Comments Regarding Response To Arguments And the Applied

Standard 0Of Obviousness

Applicants are very puzzled over the Examiner’s interpretation
that the IP forwarder is an intermediate computer. It should
be pointed out that Fig. 2 illustrates the inside architecture
of the router 2. FEach box in Fig. 2 is thus a component of
the router and not separate computers in a network. To assert
that the IP forwarder is an intermediate computer that is
somehow located inside the security association (between the
end points of the security association) is respectfully
submitted to be incorrect. The IP forwarder is merely a
component of the router 2 which is, as explained above, the

end point of the security association.

Applicants respectfully submit that the Examiner has applied
the incorrect obviousness standard as illustrated in the last
paragraph of page 3 and the first/second paragraphs of page 4.

Applicants have not asserted that there is no rationale for
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