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sage from a first computer to a second computer via an inter­
mediate computer in a telecommunication network. A mes­
sage is formed in the first computer or in a computer that is 
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message is then formed by giving the message a unique 
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an address to the second computer. The current destination 
address is substituted with the found address to the second 
computer, and the unique identity is substituted with another 
unique identity. Then the message is forwarded to the second 
computer. 

29 Claims, 6 Drawing Sheets 

Standard IPsec 

Enhanced 
IPsec 

Standard IKE 
(optional) 

Modified IKE 
protocol (optional) 

Plaintext packets 

Ex. 1001 
Apple v. MPH Techs. Oy 

IPR2019-00822 0001
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


IPsec translation 
IKE translation 

2 

Standard IPsec 
~I 

Standard IKE 
{optional) 

Enhanced I I IPsec 

1 I I 
Modified IKE 
protocol {optional) 

FIG. 1 

3 
~ 

I 

Plaintext packets 

A 

~ 
00 
• 
~ 
~ 
~ 
~ = ~ 

~ 
~ 

:= .... 
~ 

N 
0 .... 
(.H 

rFJ 

=-('D 
('D ..... .... 
0 ..... 
0\ 

d 
rJl 
00 
w 
~ 
0'1 
\c 
~ 
\C 

= N 

0002
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent 

>< 
t­
C/J 
0 
:I: 

..... 
JB 
~ 
0.. 
E 
0 
0 
"C 
c: 
8 
Q) 
(/) 

a. 
E 
8 

* ·-"0 
Q) 

E 
£ 
c: 

..... s 
:l a. 
E 
8 
~ ·-u.. 

.~ .. 

~ 

Jan.l,2013 Sheet 2 of 6 US 8,346,949 B2 

~~ 

C') 'V 

~r 
4,.. 

• 
CJ -LL 

C\1 
lt) 

,, 

<0 

~, 

0003

US 8,346,949 B2Sheet 2 of 6Jan. 1, 2013US. Patent

N.0."— 
X.50:

.mSano28me.anoofiuwccfls
.9258EE

0003f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


c-addr-1 c-addr-2 c-SPI-1 c-SPI-2 s-addr-2 s-addr-3 s-SPI-2 s-SPI-3 ' 
195.1.2.3 212.90.65.1 Ox80000001 Ox12341234 212.90.65.1 103.6.5.4 Ox1230012 Ox56785678 

'----------- ••• -- ••• -------------------~---·-· --- [_L___ ---- ._ .. __________ ••• ••• I 

FIG. 3 

~ 
00 
• 
~ 
~ 
~ 
~ = ~ 

~ 
~ 

:= .... 
~ 

N 
0 .... 
(.H 

rFJ 

=­('D 
('D ..... 
(.H 

0 ..... 
0\ 

d 
rJl 
00 
w 
~ 
0'1 
\c 
~ 
\C 

= N 

0004
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent 

L.. 

2 
::::s 
c. 
E 
0 
0 

"C 
c 
8 
Q) 

en 

ci. 
E 
8 
~ 
"C 
Q) 

E 
Q) -c 

.... 
~ 
::::s 
c. 
E 
0 

(..) 

i? u: 

.n 

N 

·~ 

or-

Jan.l,2013 

q. 

('I') CD ,...... 
1r , .. 

j~ 

v ll) m ,. 
1 

Sheet 4 of 6 US 8,346,949 B2 

~~ ·~ ~~ 

0 or- v 10 m 
or- or-,lr or- or-,,. or-

·~ ·~ ~ 

• 
C) -LL 

0) N ('I') CD ...... 
or-, • or- or-, , ...... 

0005

US. Patent Jan. 1, 2013 Sheet 4 of6 US 8,346,949 B2

Intermediatecomp.Secondcomputer
FIG.4 

FirstComputer

0005f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


