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57 ABSTRACT
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Negotiate ISAKMP phase 1 SA between mobile host and firewail]

y
Negotiate raultiple IPsec phase 2 SAs
between mobile host and firewall

Negotiate ISAKMP phase 1 SA between
mobile host and correspondent host

Negotiate multiple [Psec phase 2 SAs between
mabile host and correspondent host

Send certificate from roaming mobile
host to firewall (over pre-exiting SA)

Firewall
authorises mobile
host?

| Identify SA to be used to correspondent hast

Send encrypted user data packets and associated authentication
packets from mobile host to firewall using respective SAs

For each packet, pass from firewall to I
correspondent host if authenticated

Does traffic
counter exceed
pre-defined

imit for SA?

[ Delete SA from SAD and select new SA}————————

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Patent Application Publication Jul. 19,2001  Sheet 1 of 3  US 2001/0009025 Al

2
6
L] 3
5
<
7
4
Figure 1
" IKE Phase 1
Peer 1
IPSec SA #1
e — IKE Phase 2

Figure 2

DOC KET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Patent Application Publication Jul. 19,2001  Sheet 2 of 3  US 2001/0009025 Al

IKE MESSAGES IN Phase 1

Prggggag ’
- Algorithm
Initiator i Response Pesponder } Negotiation

Generate key/l

' Generate kﬂ/Z
Authenticate/] .

' Authenticate/2

} Diffie-Hellman
Key Generation

} Peer authentication

Figure 3

QUICK MODE MESSAGES (Phase 2)

(IPsec) SA Proposal(s)
Initiator > Responder

Selected (IPsec) SA

Liveliness hash
’ (conclusion) l

Figure 4

[A)OC KET

' A R M Find authenticated court documents without watermarks at docketalarm.com.


https://www.docketalarm.com/

Patent Application Publication Jul. 19,2001  Sheet 3 of 3  US 2001/0009025 Al

[Negotiate ISAKMP phase 1 SA between mobile host and firewall]

Negotiate multiple [Psec phase 2 SAs
between mobile host and firewall

| |
Negotiate ISAKMP phase 1 SA between
mobile host and correspondent host

Y
Negotiate multiple IPsec phase 2 SAs between
mobile host and correspondent host

Send certificate from roaming mobile
host to firewall (over pre-exiting SA)

Firewall
authorises mobile
host?

L Identify SA to be used to correspondent host

Y
Send encrypted user data packets and associated authentication
packets from mobile host to firewall using respective SAs

For each packet, pass from firewall to |
correspondent host if authenticated

Does traffic
counter exceed
pre-defined

imit for SA?,

l Delete SA from SAD and select new SA}———-————

Figure 5

Find authenticated court documents without watermarks at docketalarm.com.


https://www.docketalarm.com/

US 2001/0009025 Al

VIRTUAL PRIVATE NETWORKS

FIELD OF THE INVENTION

[0001] The present invention relates to Virtual Private
Networks and in particular to Virtual Private Networks in
which a mobile terminal establishes a secure connection
with a correspondent host located in an intranet, via a
Security Gateway.

BACKGROUND OF THE INVENTION

[0002] There is an ever increasing demand for mobility in
communications systems. However, this demand must be
met in a manner which provides for the secure transfer of
data between communicating parties. A concept known as
the Virtual Private Network (VPN) has recently been intro-
duced, with the aim of satisfying, by a combination of
encryption and secure access, this demand. A VPN may
involve one or more corporate Local Area Networks (LANs)
or intranets, as well as users coupled to “foreign” LLANs, the
Internet, wireless mobile networks, etc.

[0003] An Internet Engineering Task Force (IETF) stan-
dard known as IPsec has been defined and provides for the
creation of a secure connection between parties in a VPN
over IPv6. In the IPsec model the end points of the secure
connection are identified by their IP addresses. Whilst this
may be satisfactory for users having a fixed connection, it
does present problems for the mobile user (such as a user
who connects to the VPN via a wireless terminal) who
wishes to roam between different access networks. The main
problem is that the IP address allocated to the roaming
mobile user is likely to change dynamically as the user
moves between access networks. In the event of an IP
address change, it is difficult to reuse the pre-existing
security associations (of IPsec) and in the worst case sce-
nario the communicating parties need to make a re-authen-
tication of one another and establish new security associa-
tions on the basis of the new IP address(es). This will result
in increased signalling traffic and will degrade the perfor-
mance of the VPN and of the applications being run.

SUMMARY OF THE INVENTION

[0004] According to a first aspect of the present invention
there is provided a secure communication method for allow-
ing a mobile host to communicate with a correspondent host
over a Virtual Private Network via a Security Gateway (SG),
the method comprising the steps of:

[0005] (1) negotiating one or more Security Associations
(SAs) between the mobile host and a correspondent host of
a Virtual Private Network (VPN);

[0006] (2) subsequently initiating a communication
between the mobile host and the SG and sending an authen-
tication certificate to the SG, the certificate containing at
least the identity of a SA which will be used for subsequent
communication between the mobile host and the correspon-
dent host;

[0007] (3) sending data packets from the mobile host to
the correspondent host using the identified SA, via the SG;
and

[0008] (4) wherein said data packets are forwarded by the
SG to the correspondent host only if they are authenticated
by the SG.
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[0009] Preferably, prior to step (2) of the above method,
one or more Security Associations (SAs) are negotiated
between the mobile host and the SG and said authentication
certificate is sent to the SG using one of these SAs.

[0010] Preferably, the authentication certificate sent to the
SG contains an IP address of the mobile host. This may be
required, for example, when the mobile host has been
allocated a new IP address.

[0011] Preferably, said SAs are IPsec phase 2 SAs and are
used on top of an ISAKMP SA. More preferably, said
authentication certificate contains the ISAKMP cookies of
the mobile host and said correspondent host, with which the
phase 2 negotiation was done.

[0012] Embodiments of the present invention reduce the
amount of security related messaging during on-the-fly IP
address changes, as the SAs needed to provide for secure
communication between the mobile host and the correspon-
dent host pre-exist. When it is required to initiate a new
communication, it is only necessary for the mobile host to
authorise the SG to forward packets belonging to a certain
SA between the mobile host and said correspondent host.

[0013] Preferably, the VPN comprises an intranet, with the
SG being coupled between the intranet and the Internet. The
SG may also be coupled between the intranet and another
network such as a core network of a mobile wireless
telecommunications system (such as UMTS).

[0014] The mobile host may be a wireless host coupled to
the SG via an access network, which may be an access
network of a mobile wireless telecommunications system
(for example the UTRAN access network of UMTS) or a
wireless LAN or WAN. Said correspondent host may also be
a mobile host, or it may be a fixed host.

[0015] In the case where the VPN comprises an intranet,
said correspondent host may reside within the intranet, or
may reside outside of the intranet. In the later case, said data
packets are forwarded to the correspondent host from the SG
over a secure connection. This may be established in the
same way as the secure connection between said mobile host
and the SG.

[0016] In certain embodiments of the present invention, a
negotiated SA expires after a predefined volume of data has
been sent using the SA. The SG maintains a record of the
sent data volume and suspends the SA when the predefined
volume is reached.

[0017] In certain embodiments of the invention, a nego-
tiated SA is time limited by the SG. At the end of a
predefined time limit the SA identity is suspend by the SG.

[0018] In the case of cellular access, the data packets sent
to the SG in step (3) and which contain user data are
authenticated using authentication data sent in separate data
packets. For example these separate data packets may con-
tain hashes of the user data. More preferably, the data
packets containing user data are sent (possibly encrypted)
using a Security Association (SA) negotiated between the
mobile host and said correspondent host and the data packets
containing authentication data are sent using Security Asso-
ciations (SA) negotiated between the mobile host and the
SG.

[0019] According to a second aspect of the present inven-
tion there is provided a Security Gateway (SG) of a Virtual
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