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(57) Abstract: The invention is concerned with a method for ensuring secure forwarding of a message is performed in a telecom-
munication network, comprising at least one terminal from which the message is sent and at least one other terminal to which the
message is senl. In the method, one or more secure connections are established between different addresses of the first terminal and
address of the ot her terminal, the connections defining at least said addresses of the two terminals. When the first terminal moves
from one address to another adress, a secure connection, whose endpoints are the new address of the first terminal and the address
of the other terminal, is registered to be at least one of the active connections.
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METHOD AND SYSTEM FOR ENSURING SECURE FORWARDING OF MESSAGES

TECHNICAL FIELD

The method and system of the invention are intended to secure connections in
telecommunication networks. Especially, the invention is meant to be used in wireless
networks as a part of a mobile IP solution or an IPSec solution.

TECHNICAL BACKGROUND

An internetwork is a collection of individual networks connected with intermediate
networking devices that function as a single large network. Different networks can be
interconnected by routers and other networking devices to create an internetwork.

A local area network (LAN) is a data network that covers a relatively small geographic
area. It typically connects workstations, personal computers, printers and other
devices. A wide area network (WAN) is a data communication network that covers a
relatively broad geographic area. Wide area networks (WANSs) interconnect LANs
across telephone networks and other media; thereby interconnecting geographically
disposed users.

In fixed networks, there exist solutions to fill the need to protect data and resources
from diéCIosure, to guarantee the authenticity of data, and to protect systems from
network based attacks. IPSec is one such technology by means of which security is

obtained.

The IP security protocols (IPSec) provides the capability to secure communications
across a LAN, across private and public wide area networks (WANSs) and across the
internet. IPSec can be used in different ways, such as for building secure virtual private
networks, to gain a secure access to a company network (as remote access IPSec
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use), or to secure communication with other organisations, ensuring authentication and
confidentiality and providing a key exchange mechanism. Even if some applications
already have built in security protocols, the use of IPSec further enhances the security.

IPSec can encrypt and/or authenticate traffic at IP level. Traffic going in to a WAN is
typically encrypted and/or authenticated and traffic coming from a WAN is decrypted
and/or authenticated. IPSec is defined by certain documents, which contain rules for

the IPSec architecture.

Two protocols are used to provide security at the IP [ayer; an authentication protocol
designated by the header of the protocal, Authentication Header (AH), and a combined
encryption/authentication protocol designated by the format of the packet for that
protocol, Encapsulating Security Payload (ESP). Both AH and ESP are vehicles for
access control based on the distribution of cryptographic keys and the management of

traffic flows related to these security protocols.

Security association (SA) is a key concept in the authentication and the confidentiality
mechanisms for IP. A security association is a one-way relationship between a sender
and a receiver that offers security services to the traffic carried on it. If a secure two-
way relationship is needed, then two security associations are required.

The term IPSec connection is used in what follows in place of an IPSec bundle of one
or more security associations SAs, or a pair of IPSec bundles — one bundie for each
direction — of one or more security associations. This term thus covers both
unidirectional and bi-directional traffic protection. There is no implication of symmetry
of the directions, i.e., the algorithms and IPSec transforms used for each direction may
be different.

A security association is uniquely ider\tiﬁéd by three parameters. The first one, the
Security Parameters Index (SPI), is a 32-bit string assigned to this SA. The SPI is
carried in AH and ESP headers to enable the receiving system to select the SA under
which a received packet will be processed. IP destination address is the second

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

10

15

20

25

WO 03/030488 PCT/F102/00771

3

parameter, which is the address of the destination end point of the SA, which may be
an end user system or a network system such as a firewall or a router. The third
parameter, the Security Protocol Identifier indicates whether the association is an AH

or ESP security association.
Both AH and ESP support two modes used, transport and tunnel mode.

Transport mode provides protection primarily for upper layer protocols and extends to
the payload of an IP packet. Typically, transport mode is used for end-to-end
communication between two hosts. Transport mode may be used in conjunction with a

tunnelling protocol (other than IPSec tunnelling).

Tunnel mode provides protection to the entire IP packet and is used for sending
messages through more than two components. Tunnel mode is often used when one
or both ends of a SA is a security gateway, such as a firewall or a router that
implements IPSec. With tunnel mode, a number of hosts on networks behind firewalls
may engage in secure communications without implementing IPSec. The unprotected
packets generated by such hosts are tunnelled through external networks by tunnel
mode SAs setup by the IPSec software in the firewall or secure router at boundary of
the local network.

To achieve this, after the AH or ESP fields are added to the IP packet, the entire
packet plus security fields are treated as the payload of a new outer IP packet with a
new outer IP header. The entire original, or inner, packet travels through a tunnel from
one point of an IP network to another: no routers along the way are able to examine
the inner IP packet. Because the original packet is encapsulated, the new larger
packet may have totally different source and destination addresses, adding to the
security. In other words, the first step in protecting the packet using tunnel mode is to
add a new IP header to the packet, thus the "IPlpayload" packet becomes
“PlIP] payload". The next step is to secure the packet using ESP and/or AH. In case
of ESP, the resulting packet is "IPIESPllPlpaonad". The whale inner packet is
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