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I, James L. Mullins, Ph.D., hereby declare as follows:

l. INTRODUCTION

1. I have personal knowledge of the facts and opinions set forth in this
declaration, I believe them to be true, and if called upon to do so, I would testify
competently to them. I have been warned that willful false statements and the like
are punishable by fine or imprisonment, or both.

2. I am a retired academic librarian working as the founder and owner of
the firm Prior Art Documentation Librarian Services, LLC, located at 106 Berrow,
Williamsburg, VA 23188. Attached as Exhibit 1015 is a true and correct copy of
my Curriculum Vitae describing my background and experience. Further
mformation about my firm, Prior Art Documentation Librarian Services, LLC
(PADLS), is available at www.priorartdoclib.com.

3. I have been retained by Sterne, Kessler, Goldstein & Fox P.L.L.C. to
mvestigate the authenticity and dates of public accessibility of certain documents
for use in one or more inter partes review proceedings. For this service, I am being
paid my usual hourly fee. My compensation in no way depends on the substance of

my testimony or the outcome of the proceeding.

II. BACKGROUND AND QUALIFICATIONS

4. Since 2018 I have been serving as Dean of Libraries Emeritus and

Esther Ellis Norton Professor Emeritus at Purdue University.
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5. I was previously employed as follows:

e Decan of Libraries and Professor & Esther Ellis Norton Professor,
Purdue University, West Lafayette, IN, 2004-2017.

e Assistant/Associate Director for Administration, Massachusetts
Institute of Technology (MIT) Libraries, Cambridge, MA, 2000-2004.

e University Librarian and Director, Falvey Memorial Library,
Villanova University, Villanova, PA, 1996-2000.

e Director of Library Services, Indiana University South Bend, South
Bend, IN, 1978-1996.

e Part-time instructor, School of Library and Information Science,
Indiana University, Bloomington, IN, 1977-1996.

e Associate Law Librarian, and associated titles, Indiana University
School of Law, Bloomington, IN, 1974-1978.

o C(atalog Librarian, Assistant Professor, Georgia Southern College
(now University), Statesboro, GA, 1973-1974.

6. Over the course of my career as a librarian, instructor of library
science, author of scholarly publications, and presenter at national and
international conferences, I have had experience with catalog records and online
library management systems built around Machine-Readable Cataloging (MARC)

standards.



7. In the course of more than forty-four years as an academic librarian
and scholar, I have been an active researcher. In my years as a librarian I have
facilitated the research of faculty colleagues either directly or through providing
and granting access to requisite print and/or digital materials and services at the
universities where I worked. I have kept current on the professional library science
literature and served on the editorial board of the most prominent library journal,
College and Research Libraries. This followed service as the chair of the Research
Committee of the Association of College and Research Libraries (ACRL), a
division of the American Library Association (ALA). As an academic library
administrator, I have had the responsibility of ensuring students were educated on
identifying, locating, assessing, and integrating information garnered from library

résourcces.

I1l. PRELIMINARIES

8. I am not a lawyer and I am not rendering an opinion on the legal
question of whether a particular document is, or is not, a “printed publication”
under the law.

0. I am, however, rendering my expert opinion on the authenticity of the
documents referenced herein and on when and how these documents were

disseminated or otherwise made available to the extent that persons interested and



ordmarily skilled in the subject matter or art, exercising reasonable diligence, could
have located the documents in the late 1990s.

10. I understand that an item is considered authentic if there is sufficient
evidence to support a finding that the item is what it is claimed to be. I am also
informed that authenticity can be established based on the contents of the
documents themselves, such as the appearance, content, substance, internal
patterns, or other distinctive characteristics of the item, taken together with all of
the circumstances.

11. I understand that a printed publication qualifies as publicly accessible
as of the date it was disseminated or otherwise made available such that a person
interested in and ordinarily skilled in the relevant subject matter could locate it
through the exercise of reasonable diligence.

12.  While I understand that the determination of public accessibility under
the foregoing standard rests on a case-by-case analysis of the facts particular to an
individual publication, I also understand that a printed publication is rendered
“publicly accessible” if it is cataloged and indexed by a library such that a person
interested in the relevant subject matter could locate it (i.e., cataloging and
indexing by a library is sufficient, though there are other ways that a printed
publication may qualify as publicly accessible). One manner of customary

indexing i1s indexing according to subject matter category. I understand that, even
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if access to a library is restricted, a printed publication that has been cataloged and
indexed therein is publicly accessible so long as the portion of the public
concerned with the relevant subject matter would know of the printed publication. |
also understand that the cataloging and indexing of information that would guide a
person interested in the relevant subject matter to the printed publication, such as
the cataloging and indexing of an abstract for the printed publication, 1s sufficient
to render the printed publication publicly accessible.

13. I also understand that routine business practices, such as general
library cataloging and indexing practices, can be used to establish an approximate

date on which a printed publication became publicly accessible.

A.  MATERIALS CONSIDERED

14. In forming the opinions expressed in this declaration, I have reviewed
the documents and appendices referenced herein. These materials are records
created in the ordmary course of business by publishers, libraries, indexing
services, and others. From my years of experience, I am familiar with the process
for creating many of these records, and I know that these records are created by
people with knowledge of the information contained in the record. Further, these
records are created with the expectation that researchers and other members of the

public will use them. All materials cited in this declaration and its appendices are



of a type that experts in my field would reasonably rely upon and refer to in
forming their opinions.

B. PERSONSOFORDINARY SKILL IN THE ART

15. I am told by counsel that the subject matter of this proceeding relates
to secure forwarding of messages in a telecommunications network.

16. I understand that a “person of ordinary skill in the art at the time of
the inventions” is a hypothetical person who is presumed to be familiar with the
relevant field and its literature at the time of the inventions. This hypothetical
person is also a person of ordinary creativity, capable of understanding the
scientific principles applicable to the pertinent field.

17. I have been informed by counsel that persons of ordmary skill in this
subject matter or art would have had at least a bachelor’s (B.S.) degree in
Computer Science, Computer Engineering, Electrical Engineering, or an equivalent
field, as well as at least 2-5 years of academic or industry experience in the field of
Internet security.

18. In 2002 and 2003, sucha person would have had access to a vast array
of print resources regarding secure network communications, access to reference
librarians (e.g., at universities), and access to a fast-changing set of online

resources.



C. LIBRARY CATALOG RECORDS
19. Some background on MARC (“Machine-Readable Cataloging”)

formatted records, Online Computer Library Center, Inc. (“OCLC”), and WorldCat
is helpful to understand the library catalog records discussed in this declaration. I
am fully familiar with the library cataloging standard known as the MARC
standard, which is an industry-wide standard method of storing and organizing
library catalog information.'! MARC practices have been consistent since the
MARC format was developed by the Library of Congress in the 1960s, and by the
early 1970s they became the U.S. national standard for disseminating bibliographic
data. By the mid-1970s, MARC format became the international standard, and this
preeminence persists through the present. A MARC-compatible library is one that
has a catalog consisting of individual MARC records for each of its items. Today,
MARC is the primary communications protocol for the transfer and storage of
bibliographic metadata in libraries.” The MARC practices discussed below were in

place during the 1998 timeframe relevant to the documents referenced herein.

' The full text of the standard is available from the Library of Congress at

http://www.loc.gov/marc/bibliographic/ (Attachment 1F) (last visited March 23,
2019).
* Almost every major library in the world is MARC-compatible. See, e.g., MARC

Frequently  Asked Questions  (FAQ), LiBRARY OF  CONGRESS,

-7 -



20. Smmilarly, OCLC practices have been consistent since the 1970s
through the present, and the OCLC practices discussed below were in place during
the 1998 timeframe relevant to the documents referenced herein. The OCLC was
created “to establish, maintain, and operate a computerized library network and to
promote the evolution of library use, of libraries themselves, and of librarianship,
and to provide processes and products for the benefit of library users and libraries,
including such objectives as increasing availability of library resources to
individual library patrons and reducing the rate of rise of library per-unit costs, all
for the fundamental public purpose of furthering ease of access to and use of the
ever-expanding body of worldwide scientific, literary, and educational knowledge

and information.”> Among other services, OCLC and its members are responsible

https://www.loc.gov/marc/faq.html (Attachment 1G) (last visited March 23, 2019)
(“MARC is the acronym for MAchine-Readable Cataloging. It defines a data
format that emerged from a Library of Congress-led iitiative that began nearly
forty years ago. It provides the mechanism by which computers exchange, use, and
interpret bibliographic information, and its data elements make up the foundation
of most library catalogs used today.”). MARC is the ANSI/NISO Z39.2-1994
(reaffirmed 2009) standard for Information Interchange Format.

> Third Article, Amended Articles of Incorporation of OCLC Online Computer

Library Center, Incorporated (last visited March 23, 2019 and available at
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for maintaining the WorldCat database (http://www.worldcat.org/), used by
independent and institutional lbraries throughout the world.

21. Libraries worldwide used the machine-readable MARC (Machine-
Readable Cataloging) format for catalog records. MARC formatted records have
provided a variety of subject access points based on the content of the document
being cataloged. A MARC record comprises several fields each of which contains
specific data about the work. Each field is identified by a standardized, unique,
three-digit code corresponding to the type of data that follows. For example,
MARC Field 610 identifies corporate names used as subjects and MARC Field 650
identifies topical terms. A researcher could discover material relevant to his or her
topic by a search using the terms employed in the MARC Fields 6XX; work’s title
is recorded in field 245, the primary author of the work is recorded in field 100, an
item’s International Standard Book Number (“ISBN”) is recorded i field 020, an
item’s Library of Congress call number is recorded in field 050, and the
publication date is recorded i field 260 under the subfield “c.” If a work is a
periodical, then its publication frequency is recorded i field 310, and the
publication dates (e.g., the first and last publication) are recorded in field 362,

which is also referred to as the enumeration/chronology field.

https://www.oclc.org/content/dam/oclc/membership/articles-of-incorporation.pdf

(Attachment 1H)



22.  The MARC Field 040, subfield “a,” identifies the library or other
entity that created the original catalog record for a given document and transcribed
it into machine-readable form. The MARC Field 008 identifies the date when this
first catalog record was entered on the file. This date persists in subsequent uses of
the first catalog record, although newly-created records for the same document,
separate from the original record, will show a new date.

23.  MARC records also include several fields that include subject matter
classification information. An overview of MARC record fields is available
through the Library of Congress at http://www.loc.gov/marc/bibliographic/. For

7,4

example, 6XX fields are termed ‘“Subject Access Fields.”” Among these, for
example, is the 650 field; this is the “Subject Added Entry — Topical Term” field.
See http://www.loc.gov/marc/bibliographic/bd650.html. The 650 field is a
“[sJubject added entry in which the entry element is a topical term.” Id. These
entries “‘are assigned to a bibliographic record to provide access according to
generally accepted thesaurus-building rules (e.g., Library of Congress Subject
Headings (LCSH), Medical Subject Headings (MeSH)).” Id. Thus, a researcher

might discover material relevant to his or her topic by a search using the terms

employed in the MARC Fields 6XX.

* See http://www.loc.gov/marc/bibliographic/bd6xx.html. (Attachment 11) (visited

March 23, 2019)
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24.  The 9XX fields are not part of the standard MARC 21 format.” OCLC
has defined the following 9XX fields for use by the Library of Congress and for
internal OCLC use: 936, 938, 956, 987, 989, and 994. 955 is used by the Library of
Congress to track the progress of a new acquisition from the time it is submitted
for Cataloging in Publication (CIP) review until it is published, fully cataloged,
and available for use within the Library of Congress. Fields 901-907, 910, and
945-949 have been defined by OCLC for local use and will pass OCLC validation.
Fields 905 or 910 are often used by an individual library for internal processing
purposes, for the date of cataloging and the nitials of the cataloger, for example.

25.  Further, MARC records include call numbers, which themselves
include a classification number. For example, the 050 field is the “Library of

Congress Call Number.”

A defined portion of the Library of Congress Call
Number is the classification number.” Thus, included in the 050 field is a subject

matter classification. Each item in a library has a single classification number. A

> See https://www.oclc.org/bibformats/en/9xx.html. (Attachment 1J) (visited March
23, 2019)

® See http://www.loc.gov/marc/bibliographic/bd050.html. (Attachment 1K)
(Visited March 23, 2019)

7 See https://www.loc.gov/aba/publications/FreeLCC/freelcc.html#About

(Attachment 1L)

-11 -



library selects a classification scheme (e.g., the Library of Congress Classification
scheme just described or a similar scheme such as the Dewey Decimal
Classification scheme) and uses it consistently. When the Library of Congress
assigns the classification number, it appears as part of the 050 field. If a local
library assigns the classification number, it appears in a 090 field. In either
scenario, the MARC record includes a classification number that represents a
subject matter classification.

26.  WorldCat is the world’s largest public online catalog, maintained by
the Online Computer Library Center, Inc., or OCLC, and built with the records
created by the thousands of libraries that are members of OCLC. OCLC has
provided bibliographic and abstract information to the public based on MARC
records through its OCLC WorldCat database. WorldCat requires no knowledge of
MARC tags and codes, and does not require a log-in or password. WorldCat is
easily accessible through the World Wide Web to all who wish to search it; there
are no restrictions to become a member of a particular community, etc. The date a
given catalog record was created (corresponding to the MARC Field 008) appears
in some detailed WorldCat records as the Date of Entry, but not necessarily in all
records. Whereas WorldCat records are widely available, the availability of MARC
formatted records varies from library to library and when made available will be

identified as MARC record or librarian/staff view.
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27.  When an OCLC member institution acquires a work, it creates a
MARC record for this work in its computer catalog system as part of the ordinary
course of its business. MARC records created at the Library of Congress have
historically been tape-loaded daily or weekly into the OCLC database through a
subscription to MARC Distribution Services. Once the MARC record is created by
a cataloger at an OCLC member institution or is tape-loaded from the Library of
Congress, the MARC record is then made available to any other OCLC members
online, and therefore made available to the public. Accordingly, once the MARC
record is created by a cataloger at an OCLC member institution or is tape-loaded
from the Library of Congress or another library anywhere m the world, any
publication corresponding to the MARC record has been cataloged and indexed
according to its subject matter such that a person interested in that subject matter
could, with reasonable diligence, locate and access the publication through any
library with access to the OCLC WorldCat database or through the Library of
Congress.

28.  When an OCLC member mstitution creates a new MARC record,
OCLC automatically supplies the date of creation for that record. The date of
creation for the MARC record appears in the fixed field (008), characters 00
through 05. The MARC record creation date reflects the date on which the item

was first acquired or cataloged. Initially, field 005 of the MARC record is
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automatically populated with the date the MARC record was created in year,
month, day format (YYYYMMDD) (some of the newer library catalog systems
also include hour, minute, second (HHMMSS)). Thereafter, the library’s computer
system may automatically update the date n field 005 every time the library
updates the MARC record (e.g., to reflect that an item has been moved to a
different shelving location within the library).

29.  Once one library has cataloged and indexed a publication by creating
a MARC record for that publication, other libraries that receive the publication do
not create additional MARC records—the other libraries instead rely on the
original MARC record. They may update or revise the MARC record to ensure
accuracy, but they do not replace or duplicate it. This practice does more than save
libraries from duplicating labor. It also enhances the accuracy of MARC records.
Further, it allows librarians around the world to know that a particular MARC
record is authoritative (in contrast, a hypothetical system wherein duplicative
records were created would result in confusion as to which record is authoritative).

30. The date of creation of the MARC record by a cataloger at an OCLC
member nstitution reflects when the underlying item is accessible to the public.
Upwards of two-thirds to three-quarters of book sales to libraries come from a
jobber or wholesaler for online and print resources. These resellers make it their

business to provide books to their customers as fast as possible, often providing
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turnaround times of only a single day after publication. Libraries purchase a
significant portion of their books directly from publishers themselves, which
provide delivery on a similarly expedited schedule. In general, libraries make these
purchases throughout the year as the books are published and shelve the books as
soon thereafter as possible in order to make the books available to their patrons.
Thus, books are generally available at libraries across the country within just a few
weeks of publication.

D. PERIODICALPUBLICATIONS

31. A library typically creates a catalog record for a periodical publication
when the library receives its first issue. When the institution receives subsequent
issues/volumes of the periodical, the issues/volumes are checked in (often using a
date stamp), added to the mstitution’s holding records, and made available very
soon thereafter — normally within a few days of receipt or (at most) within a few
weeks of receipt.

32.  The mitial periodicals record will sometimes not reflect all subsequent

changes in publication details (including minor variations in title, etc.).

E. PUBLICATIONSIN SERIES: CONFERENCE
PROCEEDINGS/TECHNICALREPORT PUBLICATIONS

33. A library typically creates a MARC catalog record for a series of
closely related publications, such as the proceedings of an annual conference or a
technical report, when the library receives its first issue and assumes there will be
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annual or succeeding issues/volumes/reports. When the institution receives
subsequent issues/volumes/reports of the series, the issues/volumes/reports are
checked in (sometimes using a date stamp), added to the mstitution’s holdings
records, and made available very soon thereafter—normally within a few days of
receipt or (at most) within a few weeks of receipt. The initial series record may not
reflect all subsequent changes in publication details (including minor variations in
title, etc.).

F. OWNERSHIP AND DATE STAMP

34.  Every library sets its own practice or policy on whether or not to date
stamp, but all will have an ownership stamp somewhere in the publication—
typically on the cover page, verso of the cover page, or a designated page within
the publication, sometimes even on the top, side, or bottom edge of the monograph
or periodical. The timing of the ownership and date stamp can also vary from one
library to another. The stamp can occur when the monograph or periodical is
received in acquisitions after shipment to the library, or it can be at time of
cataloging. Therefore, there could be instances when the date of receipt precedes
the cataloging date.

G. INDEXING

35. A researcher may discover material relevant to his or her topic in a

variety of ways. One common means of discovery is to search for relevant
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information in an index of periodical and other publications. Having found relevant
material, the researcher will then normally obtain it online, look for it in libraries,
or purchase it from the publisher, a bookstore, a document delivery service, or
other provider. Sometimes, the date of a document’s public accessibility will
involve both indexing and library date information. Date information for indexing
entries is, however, often unavailable. This is especially true for online indices.

36. Indexing services use a wide variety of controlled vocabularies to
provide subject access and other means of discovering the content of documents.
The formats in which these access terms are presented vary from service to service.

37. Onlne indexing services commonly provide bibliographic
information, abstracts, and full-text copies of the indexed publications, along with
a list of the documents cited in the indexed publication. These services also often
provide lists of publications that cite a given document. A citation of a document is
evidence that the document was publicly available and in use by researchers no
later than the publication date of the citing document.

38. One such indexing service is SpringerLink, which provides researchers
with access to millions of scientific documents from

. . . 8
journals, books, series, protocols, reference works, and proceedings.

® https/link.springer.com/ (Attachment 1M) (Last visited March 23, 2019)
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https://link.springer.com/search?facet-content-type=%22Journal%22
https://link.springer.com/search?facet-content-type=%22Book%22
https://link.springer.com/search?facet-content-type=%22BookSeries%22
https://link.springer.com/search?facet-content-type=%22Protocol%22
https://link.springer.com/search?facet-content-type=%22ReferenceWork%22
https://link.springer.com/search?facet-content-type=%22ConferenceProceedings%22

IV. OPINIONREGARDING AUTHENTICITY AND PUBLIC
ACCESSIBILITY

A.  Vipul Gupta, et al., “Complete Computing”. Worldwide
Computing and Its Applications - WWCA’98. Second
International Conference, Tsukua, Japan, March4-5,1998.
Proceedings: 174-189. Yoshifumi Masunaga, et al., editors.

Lecture Notes in Computer Science, 1368. Springer-Verlag.
(Gupta)
1.  Authentication

39.  As described above, Gupta is an article by Vipul Gupta, et al., titled
“Complete Computing” published by Springer-Verlag m Worldwide Computing
and Its Applications — WWCA’98, Second International Conference, Tsukua,
Japan, March 4-5, 1998, Proceedings, pages 174-189, published by Springer-
Verlag.

40.  Attachment 1A is a scan provided to me, at my request, on February
8, 2019 by the Wisconsin TechSearch (WTS) from Cornell University Libraries.
Attachment 1A includes scans of the front cover; the inside flyleaf to the back
cover with the stamp of the Cornell University Libraries’ Engineering Library, the
stamp having a date of July 21, 1998; the title page with Cornell University Library
inventory bar code; the verso of the title page (copyright page) with ownership
stamp plus handwritten in pencil the call number QA75.5 .W18x, 1998; the Table
of Contents; and the Gupta article.

41.  Attachment 1B, Gupta, is also available digitally within SpringerLink:

https://link-springer-com.ezproxy.lib.purdue.edu/chapter/10.1007/3-540-64216-
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1 48. Attachment 1B is a download from SpringerLink I made on February 17,
2019 through Purdue University Libraries. Paid access is available to Gupta
through: https://link.springer.com/chapter/10.1007/3-540-64216-1 48.

42.  After comparing Attachment 1A and Attachment 1B, I saw no
difference between the two. Having retrieved Attachment 1A and Attachment 1B
on my own from reliable sources, a research library (Cornell University Libraries)
and a research database (SpringerLink), which I and other librarians regularly use,
I determined that Gupta is an authentic document and reflects a true and accurate

copy of Gupta.

2. Public Accessibility

43.  Attachment 1A, received from Wisconsin TechSearch at my request,
includes a Cornell University Libraries ownership and date stamp of July 21, 1998.
Based on my experience, I affirm this ownership stamp has the general appearance
of ownership stamps that libraries have long affixed to items during processing. |
do not see any indications or have any reason to believe this ownership label was
made by anyone other than library personnel.

44.  As described above, WorldCat is the world’s largest public online
catalog. WorldCat is maintained by OCLC and is comprised of records created by
thousands of libraries that are members of OCLC. The WorldCat record would
have been available soon after the date in the MARC 008 field, which for this
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record would have been February 13, 1998. WorldCat provides a user-friendly
interface for the public to use MARC records and requires no knowledge of
MARC tags and codes to effectively search for references. WorldCat is easily
accessible through the internet to all who wish to search it and there are no
restrictions to a user’s ability to search for references within a particular field.

45.  Attachment 1C is a download from WorldCat for the Worldwide
Computing and Its Applications — WWCA’98: Second International Conference
publication. As I discuss above, WorldCat provides unmediated online access to
bibliographic information to the public. Worldwide Computing and Its
Applications — WWCA’98: Second International Conference could have been
located on WorldCat by title; by editor, Y Masunaga; by series, Lecture Notes in
Computer Science; and by subject: Electronic data processing — Congresses. The
searches discussed above could have been performed anywhere in the world by
anyone who accessed WorldCat or its predecessor First Search. Among the 301
libraries identified as holding Worldwide Computing and Its Applications — the
WWCA’98 is Cornell University Library.

46.  Attachment 1D is a download I made on February 13, 2019 from the
Cornell University Libraries OPAC (online catalog). As I have experienced during
my professional career, it was typical for a research library’s online catalog to

make the document/book accessible when it was cataloged, in this instance, June
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24, 1998. A researcher could have located Worldwide Computing and Its
Applications — WWCA’98 by title; editor, Masunaga, Y. (Yoshifumi); and by
subject, Electronic data processing — Congresses. It was shelved under the call
number QA75.5 .'W18x 1998.

47.  Attachment 1E is the MARC record for Worldwide Computing and Its
Applications — WWCA’98 as retrieved from Cornell University Libraries OPAC.
Cornell University Libraries has designated the 905 field (see 9XX field
description above) to indicate date of cataloging. The 905 field in this record reads:

905%a 19980624120000.0

48. 905 Subfield: “a 19980624...” indicates it was cataloged on June 24,
1998. This would be consistent with the date stamped on the book, July 21, 1998,
since it would take time for labeling and for transport to the Engineering Library.

Document 1 would have been accessible to the public no later than end of July

1998.

3. Conclusion

49. Based on the evidence presented here—publication in the widely held
publication, online indexing, and library processing and cataloging—it is my
opinion that Gupta is an authentic document and was publicly accessible no later

than the end of July 1998.
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Complete Computing *

Vipul Gupta, Gabriel Montenegro and Jeff Rulifson

Technology Development Group
Sun Microsystems, Inc.
901 San Antonioc Road, MS UMPK15-214
Palo Alto, California 94303
Email: {vgupta, gab, jeffr} @eng.sun.com

Abstract., Our objective is to enable nomadic and mobile computing, as
well as telecommuting, small-office, and branch-office computing. These
areas have been dealt with extensively in the literature. However, they
have been treated as separate problem spaces and current solutions focus
on solving specific problems in one area while ignoring — or even exacer-
bating — those in another area. These problem spaces must be viewed as
being closely related, and must be addressed in a coherent fashion.

We call this unified vision and architecture Complete Computing.

1 Vision

As people navigate or relocate throughout the ocean of information that sur-
rounds them (Figure 1), they wish to maintain logical availability of some sub-
set of their computing environment. We use the term computing environment
to include both a user’s applications (e.g. document editor) and data (e.g. files,
mail, efc.). Maintaining this logical availability may require a combination of
several mechanisms including caching, replication, redirection, repackaging or
even prediction.

A mobile client is able to connect using a variety of schemes (serial, LAN,
wireless, WAN, through firewalls [5], etc) and is adept at operating in discon-
nected mode. This flexibility gives its user the illusion that information is always
close at hand, and that it follows him or her and presents itself for consumption
independently of the client’s physical or logical location. An important corollary
is that this network model supports both user and terminal mobility, because
the objective is for the information to be available to the user at all times -
though perhaps in varying degrees depending on prevalent networking and en-
vironmental conditions.

In this paper, the term Mobile Compuling represents the ambitious objective
of retaining a user’s static computing environment (including all existing con-
nections), even while the user and his portable device are moving. It attempts to

* This work was partly funded by the Ministry of International Trade and Industry
of Japan through the Advanced Software Enrichment Project of the Information
Technology Promotion Agency.
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shield the user from the effects of physical or topological movement throughout
the networking fabric.

In some instances, preserving a user’s computing environment during move-
ment may not be necessary. Instead it may be sufficient to ensure that the user’s
computing environment can be recreated wherever the user moves. This may
require re-initiating network connections and/or reestablishing session state. We
use the term Nomadic Computing for these situations.

Remote Computing or Branch Office Computing have similar requirements to
the previous two, in that they involve access to a user’s private computing envi-
ronment (e.g. firewall-protected corporate resources) across a potentially hostile
— or at least untrusted — public network. Nevertheless, the static ~ hence, stable
— nature of this kind of computing translates into better resource availability
and richer services.

Finally, Small-Office/Home-Office Compuling assumes there are no private
user environments beyond those available locally. The objective is to enable
small, independent work groups. Since they do not belong to a parent organi-
zation, they lack assistance from system administrators and technical support
personnel. Therefore, ease of use is of utmost importance. However, there is still
a need for rich networking and application support.

The diverse areas mentioned above have been dealt with extensively in the
literature but not as a cohesive whole. Qur objective is to enable all of these
forms of computing using a common set of tools and solutions. We call this
unified vision and architecture Complete Compuling.

By designing similar mechanisms for all these areas, we wish to prevent fur-
ther fragmentation of proposed solutions. Qur vision of complete computing has
technology implications in several areas: hardware and software platforms, data
persistence, caching and synchronization, configuration and management, appli-
cations, services, networking, and security.

In this paper we focus primarily on networking and the concomitant secu-
rity issues. We identify the outstanding technical challenges, review proposed
solutions, and discuss their applicability in different situations.

2 Elements of a Solution

For the following discussion, a mobile user is one who needs to access informa-
tion and applications "on the road”, i.e. from different locations (or even while
changing locations) and under varying conditions. Access may be read-only or
read-write and the access device may be personal (e.g. a portable, personal note-
book or PDA) or communal (e.g. a kiosk at an airport).

2.1 Challenges of Mobility

Mobility imposes certain fundamental constraints which affect all aspects of
computing.
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Fig.1. An overview of the Complete Computing environment

1. Portable devices, as compared to their stationary counterparts, are "resource
poor” (e.g. less powerful CPU, fewer 1/O devices, smaller screen), and must
manage their resources carefully. Power management is critical for battery-
operated devices. Screen size and keyboard (or lack thereof) may influence
the user interface.

. Network characteristics like bandwidth and latency fluctuate widely. There-

fore, mobile systems must deal with communication uncertainty - including
complete disconnection — and adapt gracefully to these and other changes.

(a)

. Mobility requires different forms of security.

Network Security. Traffic may at times pass through links with ques-
tionable security characteristics. New alternatives may be required for
some traditional security mechanisms that use location information to
distinguish between authorized and unauthorized users. As an example,
many packet-filtering firewalls disallow certain kinds of traffic if it arrives
on an interface facing the general Internet. Such firewalls may need to
be enhanced with strong cryptographic mechanisms so legitimate traffic
from authorized mobile users is allowed irrespective of the interface.

Data and Device Security. As opposed to large, stationary devices safely
locked up in an office, lightweight, portable devices are frequently used
in public places. Hence, they are prone to heing destroyed, lost or stolen.
Consequently, encryption and secure backups are used to prevent sub-
version or loss of data.
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2.2 Agile Networking

In today’s fast-paced information society, it is inconceivable to think that a
mobile user can always carry all the information he needs on the local storage
of his personal computing device. Typically, the information of interest will be
distributed across a multitude of other hosts connected to a network. This im-
mediately highlights the need for a mobile user to attach to a network, establish
a communication path to the desired server and exchange information under a
variety of conditions.

Consider a salesperson who, over the course of a few hours, uses a portable
notebook in different networking modes — wireline LAN at his office, a differ-
ent wireline LAN in a conference room, wireless LAN at the company cafeteria,
wireless WAN at the airport, and a POTS modem connection at a hotel. Typi-
cally, each situation requires reconfiguration of the device. These configuration
parameters may include IP address, network mask, default router, DNS server
name, local printer, etc. In an ideal situation, most (if not all) of the necessary
changes would be transparent to the end user and occur with minimal disrup-
tion. Newer protocols like DHCP [7], Mobile IP [21] and SLP [24] hold great
promise for solving this challenge.

2.3 Disconnected Operation

Of course, there will be periods when a mobile user may not have access to
any network or the cost of connecting to a network may be prohibitively high
(as in an airplane). Support for disconnected operation is imperative for such
situations. The user should be able to cache applications and data ? in his current
”working set” onto local, non-volatile storage and, at a later point, reconcile any
changes made locally against other copies on the network. While a number of
research groups have made encouraging progress in this particular area [16],
mature industry-wide standards are still lacking,.

2.4 Adaptivity

We anticipate the development of several classes of mobile computing devices
differing in their CPU power, display size, screen resolution, input devices etc.,
While these characteristics do not change during the lifetime of a device, others
such as network bandwidth and latency, remaining battery power, and available
storage are more dynamic and applications could benefit from adapting to such
changes. A web browser could turn off automatic downloading of in-line im-
ages when available network bandwidth drops. Such applications would benefit
from a framework that supports adaptivity. This requires at least two essential
components: (i) a database which contains current values of various system pa-
rameters, and (i1) mechanisms by which applications can either poll these values
or subscribe to events corresponding to parameter changes.

2 Java, with its ability to abstract away CPU and OS-specific differences holds great
promise for realizing a vision in which applications, not just data, can be exchanged
freely between all kinds of devices.
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2.5 Firewalls and Virtual Private Networks

Corporate employees comprise a significant proportion of the mobile user com-
munity so allowing their access to corporate resources from remote locations is
an important requirement. At present, access over PSTN (e.g. using PPP [23]
with PAP/CHAP) is by far the most popular choice. In the near future, remote
access mechanisms that use the Internet (rather than PSTN) for their transport
are likely to become popular. These mechanisms offer significant savings in in-
frastructure costs and toll charges by tunneling packets between the end user
and the corporate network through the Internet. Clearly, security is an impor-
tant concern in this situation. Strong cryptographic mechanisms are required
to ensure that only authorized users gain access to company resources and all
gensitive information is hidden from eavesdroppers. Tunneling service may be
provided at Layer 2 or Layer 3 and both avenues are being pursued within the
IETF.

Many organizations deploy firewalls between their network and the Internet.
Firewalls use filtering rules and /or cryptographic mechanisms to selectively block
network traffic. Internet-based remote access mechanisms must accommodate
the presence of firewalls at a corporate network’s periphery. Here again, several
efforts are underway within the IETF to address the issue of firewall traversal
[6, 9, 18, 19]. The first internet-draft on the list [6] outlines how mobile hosts
can establish Virtual Private Networks (VPNs) with their corporate networks
using IP Security (IPSec) [13, 14, 15, 12, 17, 20]. Other proposals on the list
add mobility support using Mobile IP and can be used to create Mobile VPNs
(MVPNs). The additional mobility support allows transport level connections
to be maintained across moves, The three MVPN mechanisms differ in the key-
management protocols they use [2, 12], the requirements they impose on firewalls,
and packet header overhead. Unlike TSP [18], the proposals described in [9, 10,
19] do not require firewalls to understand Mobile IP registrations. On the other
hand, by requiring firewalls to understand Mobile IP registrations, TSP is able
reduce the header overhead on network traffic.

2.6 Web Based Remote Access

All of the above firewall traversal mechanisms are aimed at providing IP level
access to all applications even when the mobile host is outside its corporate net-
work. For situations where access to specific applications is sufficient, SSL [8] due
to its wide availability may provide a better alternative. The basic idea involves
an application-specific proxy at the firewall. The proxy replaces direct communi-
cation between a client applet and a server with two separate connections: (i) one
between the applet and the proxy, and (ii) another between the proxy and the
server. Communication between the applet and the proxy is secured using SSL
as the underlying transport. Since the applet can be downloaded from the same
host as the proxy, communication between them may use a proprietary proto-
col without introducing interoperability problems. For instance, this proprietary
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protocol may be specially tuned for low-bandwidth links. Communication be-
tween the proxy and server still utilizes regular, well established protocols, e.g.
IMAPv4, SMTP, HTTP, telnet, etc so no changes are required on the server side.
A major advantage of this architecture is that the near-ubiquity of Java- and
SSL-capable browsers eliminates the need to carry a personal device. A salesper-
son can walk up to any host, a kiosk or even a client’s workstation, and use its
browser to gain secure access to specific applications on his corporate network.
The server is authenticated through SSL’s certificate exchange mechanism and
one-time passwords can be used to authenticate the user to the proxy host.

Whatever mechanism is chosen for secure, Internet-based access, it is impor-
tant that existing applications be able to benefit from it with minimal changes.
The Java application environment supports the notion of a socket factory which
can be used to isolate applications from specific details of the packet processing
required for firewall traversal.

3 Lightweight Devices and Personal Mobility

Our objective is to enable people to access their network resources independent
from any of the following:

1. Physical location,
2. Internet access method,
3. Device used.

The last itemn will grow in importance with the deployment of internet kiosks,
web-enabled hotel rooms, public internet terminals and similar devices. Device
independence — besides being a desired objective — is sometimes necessary. For
example, the user may not have authorization to connect any device he may be
carrying to the existing network infrastructure: one company’s employee may be
forced to use existing devices at another company’s premises.

3.1 Minimum Set of Platform Requirements

This mode of access must make very few assumptions about the underlying plat-
form. We have arrived at the following elements which we believe are ubiquitous
or nearly so, and enable remote access mechanisms at the transport layer and
above.

1. HTML
2. HTTP and HTTP over SSL (HTTPS)
3. Java Virtual Machine (JVM)

An important consideration in arriving at this minimum set of requirements
is that, prior to arriving at the remote site, no client software installation is
required. Instead, any necessary client-side software is downloaded and executed
dynamically on the JVM. Given that client platforms are notorious for their lack
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of reliability, modifying the configuration in any significant manner dramatically
increases the possibility of software conflicts, lock ups and panics. It is generally
recognized that executing Java byte code within the confines of the JVM is very
effective in safeguarding the client against rogue software. What is not generally
recognized is that, by virtue of leaving drivers and kernel code untouched and
by limiting the capabilities of the code to those allowed by the JVM, bytecode
execution also protects the machine from its own unreliability.

Another objective in arriving at a minimum set of platform requirements is
that security must not be compromised. Thanks to Java’s ability to dynamically
download and execute code, basic SSL (HTTPS) services become the foundation
for secure remote access mechanisms.

3.2 Distributed Cryptographic Infrastructure

With Java, it is possible to engage in international secure transactions and net-
working without contravening any laws.

Regulations concerning cryptographic technology vary from country to coun-
try. For example. in the U.S. strict export controls must be abided by. In France,
use of cryptography by individuals is severely limited. Furthermore, governments
may express these policies in ambiguous terms as a further deterrent to the dis-
semination of cryptography. Given this confusing landscape, it is obvious that
for international corporations — particularly those implementing virtual private
networks on the Internet — and for security-conscious travelers, divining the set
of regulations valid in any given situation, and complying with it is a daunting
task. Traditionally a user installs security software onto his laptop. As this user
travels across international borders, he may have to uninstall and subsequently
reinstall the software. Besides being cumbersome, this negatively affects the sta-
bility of the portable device, precisely at the time when the user is traveling and
system administration resources are not available.

Java allows the jusi-in-{ime downloading of the — potentially digitally signed
— eryptographic software, and its subsequent installation and execution under
the watchful vigilance of the JVM. Having done this, the client is able to es-
tablish secure communications with its corporation’s public server, and use it
as a gateway into its private network. Notice that thanks to digital signatures,
the client need not download the cryptographic software from the same machine
that it then uses as a gateway into its network.

For example, suppose a U.S. user travels to Switzerland. and then accesses
his corporation’s world wide web site using the hilps protocol. The ensuing SSL
negotiation selects a cipher that is common to the server and the client in order
to encrypt the traffic. Assuming that the remote user is a law-abiding individ-
ual, the list of ciphers available at the client does not include strong encryption.
For example, instead of RC4 encryption with a 128-bit key, the client may only
have export-grade RC4 encryption with a 40-bit key. At this point, the client
may choose to download a stronger cipher. However, it does so from a server in
Switzerland, completes the SSL negotiation, and is able to secure the communi-
cations with the gateway in the U.S. using RC4 encryption with a 128-bit key.
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Since the gateway machine in the U.S. never supplies the cryptographic code,
export restrictions do not apply. At the same time, the local cryptographic code
server in Switzerland enforces whatever local policies may apply. Currently, the
U.S. government does not restrict encrypted traffic with off-shore sites, it only
restricts exporting the technology to encrypt the traffic. *

Of course, the local government might impose additional restrictions on the
use of cryptography. For example, if the visitor happens to be in France, his
client will have no preinstalled ciphers, and any attempt to download them from
a local "security” server would allow the latter to impose local regulations. The
user might be informed that cryptography is disallowed, and that any traffic
exchanged with the gateway for the U.S. corporation would be in cleartext. At
this point, the gateway could impose its own policies and reject the request for
remote access from the visitor in France. Alternatively, it could limit the remote
user’s access rights for the duration of the session.

As can be seen, these security servers take on the responsibility of enforcing
local cryptographic policy, thus relieving the users from this onerous task. This
constitutes a perfectly legal, distributed cryptographic infrastructure to secure
traffic across international borders.

3.3 Configurable Socket Factory and RAFT URLs

There is no standard for internet remote access into corporate or private net-
works. The task of traversing the corporate firewall may be accomplished in
several ways: specific gateway software, IP security (as it is being defined by
the JETF), SSL mechanisms, HT'TPS tunneling, SOCKS, etc. However, none of
the firewall traversal mechanisms will prevail completely. RAFT (Remote Ac-
cess and Firewall Traversal) URLs recognize this fact, and provide a naming and
encapsulation scheme that shields applications from particularities.

RAFT URLs have the following formats:

rafl:<raft-lype>://<traversal-point>:[<other-info>]

raft:generic-url

Where the different parts have this meaning:

raft: This indicates that the URL that follows is a handle into a registry of
remote access schemes.

raft-type: The name given to a specific firewall traversal or remote access
method. Raft types denote very specific methods. For example, the use of 1P
layer 3 tunnels with SKIP, using an extended mobile registration protocol
for dynamic tunnel set-up might be one such scheme. Another one might be
a mechanism based on HTTPS tunneling.

traversal-point: This is a firewall, gateway or remote access server with which
the system must negotiate access. Discovery of the traversal point is beyond
the scope of this note.

* However, the cipher downloaded from the Swiss site must have been implemented
without any aid from the U.S.
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other-info: This is a scheme-specific initialization string. The scheme may im-
ply further round-trip times before access is granted. This string is just a first
step. It does not necessarily have to be used. The format of this parameter
is defined by the scheme.

generic-url: Any possible URL as defined in [3].

A RAFT URL does not designate a data object, but rather a means to nego-
tiate access through a traversal point to establish contact with private resources.

RAFT URLs are useful because no one method of remote access is likely
to dominate. RAFT enables the specific form of remote access to be abstracted
away from the applications that need the connectivity, It now becomes a two-part
process:

1. Discovery of a RAFT URL.
This may be accomplished, for example, by any of these methods:

(a) The user visits a special web page and as part of the login process,
anthenticates itself to the gateway or firewall by any of these mechanisms:

1. Client-side SSL authentication.
1. Hardware-assisted authentication using challenge-response schemes.
11). One-time passwords.

The web server grants access by sending some relevant information to
the client. A RAFT URL may be part of this information sent by the
web server. The code that implements the mechanisms called for by the
RAFT URL may be pre-installed on the device. Otherwise, the client
may, at this time, download the code necessary to interpret and carry
out the necessary operations for firewall traversal under the specified
RAFT URL.

(b) The appropriate RAFT URL is produced by querying a directory service
such as LDAP, Service Location Protocol or DNS.

(¢) The possible RAFT URLSs (and relevant code to execute them) are pre-
configured into the mobile device. The system is set up for the current
environment by choosing among the possible RAFT URLs. This may
happen direct by the user’s choosing from a menu among the possible
RAFT URLs, or by some event notification mechanism informing the
systemn.

2. Once the RAFT URL is discovered, it must be used by the system to set
its default firewall traversal mechanisms accordingly. The implementation of
this step and its transparency to applications is, of course, highly dependent
on the system’s software platform. As an example, a system may use the
RAFT URL to set its socket factory appropriately. Applications built to the
standard Java socket interface in package java.net need not be aware of the
exact mechanisms involved.

Notice that from the point of view of the applications, the socket factory
itself does not change, rather its internal behavior does.
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Introducing this abstraction allows any type of firewall traversal or remote
access scheme to be integrated into the platform, separately from the applications
that use the network connection.

At this time, the gateway or firewall becomes a proxy so the remote client
can access the private network.

3.4 Personal Mobility

Since the mechanisms outlined above rely on very widely deployed technologies
(Java, HTTP, SSL), they also enable personal mobility. For example, a user
can walk up to any public Internet terminal, and after properly authenticating
himself to the relevant gateway, gain access into his private network.

Some words of caution are in order. This technology only secures the link
between the client and the gateway machine. Once the data arrives at the client
it is presented in cleartext for the user’s consumption. A trojan horse client can
easily collect the data at this point.

4 Specially Configured Devices

This section examines the “road warrior” or “power user” scenario which is
distinguished by a user’s ability to carry a specially configured portable device.
The user is no longer bound by the constraints of communal devices, like kiosks,
which generally offer minimal functionality. In what follows, we present a list of
software solutions we consider important for power users.

Perhaps the most basic requirement of mobile users is the ability to change
their point of attachment to the Internet with minimal disruption. Doing so typ-
ically involves changing several network configuration parameters. This task can
be greatly simplified by a piece of software we call nelwork switcher. It allows
users to specify multiple “network profiles” (e.g. one for their office and another
for their ISP at home) and switch to a pre-stored profile quickly and conve-
niently. The software can also initiate DHCP and gather necessary configuration
parameters that way rather than through pre-specified profiles.

Whenever the IP address of a device changes, previously established transport-
level connections are normally lost. Mobile 1P allows a mobile device to be reach-
able at a fixed IP address (called its home address) irrespective of its current
point of attachment to the Internet. Transport level connections established with
the home address are preserved across moves. However, unlike PPP and DHCP,
Mobile IP is a fairly new protocol and the required infrastructure (comprising
mobility agents and client-side software) is not widely deployed.

When a mobile host is moved to a new network, 1t may need to discover
resources like network printers or HTTP proxies in its immediate vicinity. The
Service Location Protocol (SLP) is ideally suited to this task. In some situations,
LDAP [25] which is more widely deployed may provide adequate functionality.

Connecting to the Internet and finding local resources is just one part of the
overall challenge. Mobile users should also be able to access remote resources
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within firewall-protected private networks, e.g. a corporate network. This re-
quires setting up a secure communication channel across a public network like
the Internet, i.e. a Virtual Private Network (VPN). The concept of tunneling is
central to VPN solutions. It refers to the practice of encapsulating one protocol
in another. This might be necessary in order to carry non-IP traffic (e.g. [PX or
Appletalk) across the Internet, or even to carry an encrypted packet within an-
other packet directed at an intervening firewall. Tunneling service may either be
provided at Layer 2 or at Layer 3. Layer 2 tunneling mechanisms (e.g. L2TP [11])
transfer PPP packets (encapsulating IP, IPX etc) across the Internet or other
transport media. Layer 3 tunneling mechanisms, on the other hand, directly
encapsulate network layer packets (e.g. IP, IPX) in IP. A number of Layer-3
tunneling protocols have been proposed (TEP [4], TSP [18]) that extend the
basic Mobile IP protocol to allow chaining of multiple tunnel segments. All of
these tunneling proposals ({11, 4, 18]) rely on [PSec to provide confidentiality,
integrity and authenticity when the transport medium is the Internet. Currently,
L2TP seems to have captured the largest mindshare among VPN technologies.
Nevertheless, we feel that Layer 3 tunneling offers a superior solution especially
when the underlying transport is the Internet. These advantages include:

— Better bandwidth utilization. Running protocol X over PPP over UDP (as
with L2TP across the Internet) is less efficient than running protocol X
directly over IP. (X may be IP, IPX etc)

— Greater reliability, With layer-two tunneling, each end point maintains a
PPP state machine (including timers and retransmission logic) across a “sim-
ulated serial line”. Unlike a real serial line, end poiuts of the simulated line
are often separated by large distances and/or many hops with only best effort
delivery. As such, the PPP connections are prone to timeouts and frequent
resels.

[f multi-protocol support is considered unimportant, [PSec alone can go a
long way in solving the secure, remote access problem. From a deployment per-
spective, il is perhaps easier to establish secure tunnels that extend from a
corporate network’s periphery to an ISP rather than all the way to the end-user
device. The latter requires IPSec software on the portable device but offers the
following advantages:?

— End-users are free to connect to their corporate network irrespective of the
ISP used to "get on to the Internet”.

— Corporations do not need to establish a trust relationship with ISPs, they
only need to trust their own employees. A corporation in may be willing to
trust an ISP based in the same country but may not be willing to trust an
ISP based in another country even if the two ISPs are members of a roam-
ing consortia. One can also think of several situations where an employee
may connect to the Internet through a ”provider” that has no prior agree-
ments with the user’s corporation. Examples of such ”internet providers”

* As IPSec standards mature, we expect operating system vendors to bundle this
functionality, greatly alleviating the deployment chailenge.
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include universities or temporary ”terminal rooms” provided at academic
and industry conferences.

IPSec based remote access requires an IPSec-capable node within the corpo-
rate firewall complex. Filtering and access control rules should be set up so that
IPSec packets, and others necessary for establishing security associations, can be
exchanged freely between this node and the general Internet. The address of this
"IPSec gateway” must be known to external mobile hosts. The exact discovery
mechanism is irrelevant to the subsequent discussion. Manual configuration and
DNS lookup (e.g. using KX records [1]) are just two of the possible alternatives.

Very often, corporate networks use private addresses that are not advertised
to the general Internet. Furthermore, internal routers are generally unaware of
external addresses and return "ICMP unreachable” messages for such destina-
tions (assuming they do not use default routing). This creates the challenge of
ensuring end-to-end delivery between a host with an internal address (e.g. corpo-
rate file- or mail-server) and a host connected to the Internet using an external
address. There are two basic approaches to this problem:

1. The first approach adds Network Address Translation (NAT) functionality
at the IPSec gateway. After authenticating arriving packets, and before in-
jecting them into the private network, the gateway does a NAT operation,
replacing the external source address with its own [P address (the gateway
may be assigned a range of internal addresses). This way when an internal
host responds, it uses a destination address that is "valid” inside the cor-
porate network. The response packet reaches the IPSec gateway, undergoes
a reverse address translation, and [PSec processing before it is sent to the
remote host [6].

Inserting NAT in the communication path can “break” certain applications.
Some applications carry network address information (IP address and/or
TCP/UDP port) as part of the their payload and performing NAT for such
packets can get complicated, e.g. replacing the I’ address or port information
in the application payload may require adjustments to the IP packet length.
Jertain NAT implementations go to great lengths to accommodate these
applications while others simply let them fail silently. Similarly, applications
in which an internal host must initiate connections (rather than the external
host) are also harder to support and may require workarounds, e.g. FTP’s
passive mode may need to be turned on.
In spite of these limitations, this approach is quite attractive as it requires
nothing more than IPSec on the portable device. Even the internal hosts do
not require any changes.

2. Another option for preventing the exposure of external addresses to internal
routers is to use an extra level of IP-in-IP tunneling between the IPSec gate-
way and the internal host. This requires the internal host (or a proxy such
as a Mobile IP home agent) to support IP-in-IP encapsulation and decap-
sulation. The principal advantage of this approach is that it transparently
enables all applications and can be easily extended to work with Mobile IP
[9, 10, 18, 19].
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The portable device must also be responsible for securing the private network,
because it extends its periphery. Therefore, it must implement some firewall
capabilities, otherwise, any malicious individual that gains access to it will have
gained access to the private network as well.

5 Enabling Groups of Users

We have also been investigating mechanisms to support small teams of mo-
bile users traveling together. Disaster recovery teams offer an excellent example
of this scenario. Another example may be a sales team traveling together that
wishes to set up a “temporary branch office” of their corporation at a convention
center. These situations call for “thin servers” around which a small network can
be quickly established. This network may be based on either wireless or wireline
LAN technologies. We have prototyped such a device and call it a Remote Site
Server (RSS). An RSS can fulfill the booting, configuration, security, and routing
needs of an assortment of connected clients. It offers DHCP, DNS, Mail, web-
caching, file-sharing and firewall services. It also acts as a router to the outside
world and can provide both network address translation (NAT) and secure com-
munication capabilities. The NAT feature is handy for hiding multiple hosts on
a private network behind a single ISP-provided IP address. All communication
involving any of the hosts behind the thin server appears to originate from the
thin server. This communication can either be in the clear or secured through
IP-level or higher-level encryption and authentication, when necessary. The same
VPN technologies that were described earlier (see Section 4) for connecting in-
dividual remote hosts to private networks are also applicable here, A variety
of Internet connectivity options are supported including ethernet and dial-up
PPP. Since the task of establishing Internet connectivity, negotiating network
access across firewalls, and warding off hackers is off-loaded to the thin server,
individual clients behind it need not concern themselves with any of the associ-
ated complexities. One may think of the RSS as a power-device (see Section 4)
enhanced with server software to support protected workgroups.

The RSS feature-set is also a good match for small-office or home-office
(SOHO) computing. These offices can be viewed as less volatile, or smaller,
variations of "temporary” branch offices. These situations can benefit from most
of the capabilities of the RSS but may not need the VPN capabilities. For ex-
ample, a small, independently owned flower shop may not have a “parent” office
with which it may need to establish secure channels.

One possible use of our remote site server is in supporting multiple satellite
offices of a corporation. In any large deployment of these systems, ensuring
that each is installed correctly and with the latest software packages is a major
undertaking. We have addressed these issues in several ways.

We have developed a framework for automating the installation, upgrade
and configuration of software packages on the thin server This framework or-
ganizes different software packages into distinct clusters. Each cluster can be
independently installed and, if an older version of the cluster is detected, it can
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be automatically upgraded with a newer version. The framework stores con-
figuration information separately from the software. This allows a pre-existing
configuration to be reused with the newly updated software and eliminates the
overhead of unnecessary reconfiguration. The thin server offers an HTML form-
based administrative interface. As such, there is no need to connect a monitor
to the thin server, and it can be managed from any device equipped with a web
browser. In some cases, troubleshooting or special administration tasks may re-
quire complete shell access to the thin server. Our prototype offers telnet access
(through a Java applet) to administrators on the local network and Secure Shell
(SSH) login for remote administrators.

6 Conclusion

We have presented our vision of a Complete Computing environment. We leverage
a common set of mechanisms to enable mobile, nomadic, remote, branch office
and small office computing, hitherto addressed as disparate problems. From a
user-centric point of view, the important distinctions are not directly related
to any of the aforementioned modes of computing, but to the characteristics
of the device used. Table 1 correlates the type of device to the user experience
it. affords. In all cases, the first step is to establish a communication path to
the private network by (1) kopping on the internet, and (2) negotiating access
past the corporate firewall. Having done this, the user (or the device on the
user’s behalf) has obtained access to the resources within the private network.
However, the level of service with which these resources are now available reflect
the characteristics of the device used by the remote user.

Using a Java and HTTPS enabled device allows the maximum degree of no-
madicity. The user is able to use almost any portable computing device, and
may not, in fact, carry one with him. These devices allow personal mobility in
addition to nomadicity. However, the task of hopping on the internet is typically
done by dialing into an ISP. This does not constitute automatic network con-
figuration, as the user still has to worry about phone numbers, baud rate, and
similar parameters.® Similarly, the firewall traversal is an explicit phase in which
the user has to authenticate itself before gaining access to the private resources.
Having accomplished this, the user is able to access but a handful of applications
from the private network.

Specially configured devices also use ISP accounts to hop on the internet.
Using [PSec mechanisms may make it easier to negotiate access past the firewall,
but this step still exists. However, the level of application support improves
considerably. Using these types of devices, it is possible to establish network
level connections with the application servers within the private network. Full
mobility is now possible.

Finally, devices that provide group support shield their clients from direct
internet usage. Group support devices, such as our Remote Sile Server create

® Strictly speaking, it is possible to establish internet presence by completely automatic
means such as DHCP. However, typical ISP accounts do not yet allow this.
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a protected workgroup safely ensconced away from the intimidating internet. A
device within the protected workgroup benefits from automatic network config-
uration via DHCP support at the thin server. Likewise, the latter performs any
required firewall negotiation on behalf of its clients. Given that the connection
mechanisms used by the thin server to access servers in the corporate network
are identical to those used by specially configured devices, the clients in the
protected workgroup also enjoy a very high level of service.

Table 1. Modes of access when away from the the home network

Device User Experience

Requirements Establishing a Level of Service
communication path

Auto. | Implicit | Some apps | All or most [All applications
network| firewall |/(web based)|apps (nomadic| (mobile mode)
config. | traversal mode)
Java and HTTPS N N Y N N
enabled browser
Specially configured N N Y X Y
devices
Group support b 4 Y Y Y Y
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