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METHOD AND SYSTEM FOR ENSURING SECURE FORWARDING OF MESSAGES 

TECHNICAL FIELD 

The method and system of the invention are intended to secure connections in 

telecommunication networks. Especially, the invention is meant to be used in wireless 

networks as a part of a mobile IP solution or an IPSec solution. 

TECHNICAL BACKGROUND 

An internetwork is a collection of individual networks connected with intermediate 

networking devices that function as a single large network. Different networks can be 

I 5 interconnected by routers and other networking devices to create an internetwork. 

A local area network (LAN) is a data network that covers a relatively small geographic 

area. It typically connects workstations, personal computers, printers and other 

devices. A wide area network (WAN) is a data communication network that covers a 

20 relatively broad geographic area. Wide area networks (WANs) interconnect LANs 

across telephone networks and other media; thereby interconnecting geographically 

disposed users. 

In fixed networks, there exist solutions to fill the need to protect data and resources 

25 from disClosure, to guarantee the authenticity of data, and to protect systems from 

network based attacks. IPSec is one such technology by means of \Nhich security is 

obtained. 

The IP security protocols (IPSec) provides the capability to secure communications 

30 across a LAN, across private and public wide area net\vorks (WANs) and across the 

internet. IPSec can be used in different ways, such as for building secure virtual private 

networks, to gain a secure access to a company network (as remote access IPSec 
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use), or to secure communication with other organisations, ensuring authentication and 

confidentiality and providing a key exchange mechanism. Even if some applications 

already have built in security protocols, the use of IPSec further enhances the security. 

s IPSec can encrypt and/or authenticate traffic at IP level. Traffic going in to a WAN is 

typically encrypted and/or authenticated and traffic coming from a WAN is decrypted 

and/or authenticated. IPSec is defined by certain documents, which contain rules for 

the IPSec architecture. 

10 Two protocols are used to provide security at the IP layer; an authentication protocol 

designated by the header of the protocol, Authentication Header {AH), and a combined 

encryption/authentication protocol designated by the format of the packet for that 

protocol, Encapsulating Security Payload (ESP). Both AH and ESP are vehicles for 

access control based on the distribution of cryptographic keys and the management of 

15 traffic flows related to these security protocols. 

Security association (SA) is a key concept in the authentication and the confidentiality 

mechanisms for IP. A security association is a one-way relationship between a sender 

and a receiver that offers security services to the traffic carried on it If a secure two-

20 way relationship is needed, then two security associations are required. 

The term IPSec connection is used in what follows in place of an IPSec bundle of one 

or more security associations SAs, or a pair of IPSec bundles- one bundle for each 

direction - of one or more security associations. This term thus covers both 

25 unidirectional and bi-directional traffic protection. There is no implication of symmetry 

of the directions, i.e., the algorithms and IPSec transforms used for each direction may 

be different. 

A security association is uniquely identified by three parameters. The first one, the 

30 Security Parameters Index {SPI), is a 32-bit string assigned to this SA. The SPI is 

carried in AH and ESP headers to enable the receiving system to select the SA under 

which a received packet wilt be processed. I P destination address is the second 
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parameter, which is the address of the destination end point of the SA, which may be 

an end user system or a network system such as a firewall or a router. The third 

parameter, the Security Protocol Identifier indicates whether the association is an AH 

or ESP security association. 

Both AH and ESP support two modes used, transport and tunnel mode. 

Transport mode provides protection primarily for upper layer protocols and extends to 

the payload of an IP packet Typically, transport mode is used for end-to-end 

10 communication between two hosts. Transport mode may be used in conjunction with a 

tunnelling protocol (other than IPSec tunnelling). 

Tunnel mode provides protection to the entire IP packet and is used for sending 

messages through more than two components. Tunnel mode is often used when one 

15 or both ends of a SA is a security gateway, such as a firewall or a router that 

implements IPSec. With tunnel mode, a number of hosts on networks behind firewalls 

may engage in secure communications without implementing IPSec. The unprotected 

packets generated by such hosts are tunnelled through external networks by tunnel 

mode SAs setup by the IPSec software in the firewall or secure router at boundary of 

20 the local network. 

To achieve this, after the AH or ESP fields are added to the IP packet, the entire 

packet plus security fields are treated as the payload of a new outer IP packet with a 

new outer IP header. The entire original, or inner, packet travels through a tunnel from 

25 one point of an J P network to another: no routers along the way are able to examine 

the inner IP packet. Because the original packet is encapsulated, the new larger 

packet may have totally different source and destination addresses, adding to the 

security. In other words, the first step in protecting the packet using tunnel mode is to 

add a new I P header to the packet; thus the "1 P I payload" packet becomes 

30 "IP liP I payload". The next step is to secure the packet using ESP and/or AH. In case 

of ESP, the resulting packet is "IP I ESP liP I payload". The whole inner packet is 
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covered by the ESP and AH protection. AH also protects parts of the outer header, in 

addition to the whole inner packet. 

The IPSec tunnel mode operates e.g. in such a way that if a host on a network 

5 generates an IP packet with a destination address of another host on another network, 

the packet is routed from the originating host to a security gateway (SGW), firewall or 

other secure router at the boundary of the first network. The SGW filters all outgoing 

packets to determine the need for IPSec processing. If this packet from the first host to 

another host requires IPSec, the firewall performs IPSec processing involving 

10 encapsulation of the packet in an outer IP header. The source IP address of this outer 

I P packet is this firewall and the destination address may be a firewall that forms the 

boundary to the other local network. This packet is now routed to the other host's 

firewall with intermediate routers examining only the outer IP header. At the other host 

firewall, the outer IP header is stripped off and the inner packet is delivered to the other 

15 host. 

20 

ESP in tunnel mode encrypts and optionally authenticates the entire inner IP packet, 

including the inner IP header. AH in tunnel mode authenticates the entire inner IP 

packet and seleded fields of the outer IP header. 

The key management portion of IPSec involves the determination and distribution of 

secret keys. The default automated key management protocol for IPSec is referred to 

as ISAKMP/Oakley and consists of the Oakley key determination protocol and Internet 

Security Association and Key Management Protocol (ISAKMP). Internet Key Exchange 

25 (IKE) is a newer name for the ISAKMP/Oakley. IKE is based on the Diffie-Hellman key 

exchange algorithm, and supports RSA signature authentication among other modes. 

IKE is easily extensible for future and vendor -specific features without breaking 

backwards compatibility. 

30 The IPSec protocol solves the known security problems of the Internet Protocol (IP) in 

a satisfactory manner. However, it is designed for a static Internet, 'Nhere the hosts 

using IPSsec are relatively static. Thus, IPSec does not work well with mobile devices. 
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For instance, if a mobile terminal moves from one netWork to another, an IPSec 

connection set up is required, typically using the JKE key exchange protocol. Such a 

set up is expensive in terms of latency, since IKE may require several seconds to 

complete. It is also expensive in terms of computation, because the Diffie-Hellman 

5 and authentication-related calculations of IKE are extremely time consuming. 

Routing means moving information across an internetwork from one source to another. 

Along the way, usually at least one intermediate node is encountered. Routing involves 

both the determination of the optimal routing path and the transport of information 

1 o packets. To aid the routing of information packets, routing algorithms initialise and 

maintain routing tables, which contain route information. Routers communicate with 

each other and maintain their routing tables through the transmission of a variety of 

messages. The routing update message is one such message that generally consists 

the whole or part of a routing table. 

15 

The fundamental problem with IP mobility is the fact that IP routing is based on fixed 

addresses. The address space has been divided into subnetworks, that reside in 

practically fixed locations with respect to network topology (the routing can be 

changed, but that is a slow process, possibly in the order of minutes). When a mobile 

20 host moves away from its home netwOrk (where its IP address is proper), there is a 

problem with the routing of the packets to the new location if the IP network in question 

does not support such movement 

In this text, the term mobility and mobile terminal does not only mean physical mobility, 

25 instead the term mobility is in the first hand meant moving from one network to 

another, which can be performed by a physically fixed terminal as well. 

Standard Mobile IP for 1Pv4 utilises e.g. IP-lP and Generic Routing Encapsulation 

(GRE) tunnelling to overcome this problem (See more details in figure 1 with 

30 accompanying text). There are also other methods of tunnelling, and hence, JP-IP and 

GRE tunnelling are used only as examples in this text. Mobile 1Pv4 has two modes of 

operation. In the co-located care-of address mode the mobile terminal performs IP-IP 



0008

wo 03/030488 PCTIFI02/00771 

6 

encapsulation and decapsulation. Ttlis mode requires a borrowed address - the co

located care-of address - from the visited network. The other mode is the foreign agent 

mode, where the IP-IP or other tunnelling is performed by a special host in the visited 

network, called the Foreign Agent (FA). The mobile terminal communicates directly 

5 with the FA {an JP address is not required for this direct communication), and does not 

require a borrowed address in this mode. 

In IP-IP tunnelling, an IP address (the so called co-located care-of address) is 

borrowed from a network being visited. This address is topologically correct, i.e. 

I o routable from other parts of the network. When a mobile terminal needs to send a 

packet to a given target computer, it first constructs an IP packet, whose source 

address is its home address, i.e. the address that is not topologically correct in the new 

network, and whose destination address is the target computer. 

15 Since this packet may not be directly routabfe, it is encapsulated into another IP packet 

(by so called IP-IP encapsulation, or IP-IP tunnelling). The source address of this IP 

packet is the care-of address, and the target address is the so called home server of 

the mobile terminal. Upon receiving such an encapsulated packet, the home server 

unwraps the JP-JP tunnel, and proceeds to route the packet, which was inside the 

20 encapsulation. 

Reverse packets from the target computer to the mobile terminal are handled similarly; 

the packet is first routed to the home server, then encapsulated in IP-IP and delivered 

to the current network the mobile terminal is in. The current mobility binding 

25 determin.es which current care-of address matches a given home address. (There may 

also be so-called simultaneous bindings, in which case the home address matches a 

set of care-of addresses; the packet is encapsulated and sent to each care-of address 

separately.} 

30 When the mobile terminal moves to a new network, an authenticated signalling 

message exchange is done between the mobile terminal and the home server. A 

Registration Request is sent by the mobile terminal to the home server, requesting an 
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update of the current mobility binding. The server responds using a Registration Reply 

that may either accept or deny the request. When the Foreign Agent mode of operation 

is used, the registration messages go through the Foreign Agent. 

5 IP version 4 (1Pv4) is the currently widely deployed Internet Protocol version. Its major 

disadvantage is the small number of unique, public IP addresses. IP version 6 (1Pv6) 

has a much larger address space, which fixes the most important 1Pv4 problem known 

today. JPv6 also changes some other things in the Internet Protocol, for example, how 

fragmentation of packets is done, but these changes are quite small. Most protocols 

10 have separate definitions on how they are used within the 1Pv4 and the 1Pv6 context. 

For instance, there are separate versions of IPSec and Mobile IP for use with 1Pv4 and 

I Pv6. However, such modifications to protocols are quite small, and do not usually 

change the essentials of the protocols significantly. 

I 5 The IPSec protocol solves the known security problems of the Internet Protocol (IP) in 

a satisfactory manner. However, it is designed for a static Internet, where the hosts 

using IPSec are relatively static. Thus, IPSec does not work well with mobile devices. 

For instance, if a mobile terminal moves from one nel\wrk to another, an IPSec 

connection set up is required, typically using the IKE key exchange protocol. Such a 

20 set up is expensive in terms of latency, since IKE may require several seconds to 

complete. It is also expensive in terms of computation, because the Diffie-Hellman and 

authentication-related calculations of IKE are extremely time consuming. 

25 

The above description presents the essential ideas of Mobile IP. 

The mobile IP approach of prior art has some disadvantages and problems. 

The standard Mobile IP protocol provides a mobile terminal with a mobile connection, 

and defines mechanisms for performing efficient handovers from one network to 

30 another. However, Mobile IP has several disadvantages. The security of Mobile IP is 

very limited. The mobility signalling messages are authenticated, but not encrypted, 

and user data traffic is· completely unprotected. Also, there is no key exchange 
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mechanism for establishing the ayptographic keys required for authenticating the 

mobility signaUing. Such keys need to be typically distributed manually. In the manual 

prior art key management, the signalling authentication mechanism requires the mobile 

host and the home server to share a secret authentication key and the distribution of 

5 that key, which is carried out manually, is not very practical. Finally, the current Mobile 

IP protocol does not define a method for working through Network Address Translation 

{NAT) devices. 

Said problem With Network Address Translation (NAn devices, even if NAT devices 

I o are ab(e to translate addresses of private networks in messages to public I P addresses 

so that the messages can be sent through internet, is, however, that currently no 

standard for making Mobile IP work through NAT devices. NAT devices are widely 

deployed because the use of private addresses requires less public IP addresses than 

would otherwise be needed. 

15 
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THE OBJECT OF THE INVENTION 

The object of the invention is to ensure secure forwarding of messages from and to 

mobile terminals by avoiding the problems of prior art described above. 

20 SUMMARY OF THE. INVENTION 

The method of the invention for ensuring secure forwarding of a message is performed 

in a telecommunication network, comprising at least one terminal from which the 

message is sent and at least one other terminal to which the message is sent. In the 

25 method,·one or more secure connections are established between different addresses 

of the first terminal and address of the other terminal, the connections defining at least 

said addresses of the two terminals. When the first terminal moves from one address 

to another address, a secure connection, whose endpoints are the new address of the 

first terminal and the address of the other terminal, is registered to be at least one of 

30 the active connections. 
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If there does not already exist such a secure connection between the new address and 

the other terminal. a new secure connection between the new address and the other 

terminal address has to be formed. 

5 The terminals might have several active connections. In the invention, the terminal 

might in one embodiment also have only one secure active connection at a time, which 

can be changed in according with the invention to be defined to be between the 

address the terminal moves to and the address of the other terminal. 

10 In the invention, the first terminal is movable from one netv.lork to another. Such a 

terminal can physically be a mobile terminal or a fixed terminal. 

The invention is moreover concerned with a system. which is able to perform the 

method of the invention. The characteristics of the system are defined by the system 

15 main claim, the subclaim defining the functions that can be performed by the system of 

the invention. 

The secure connections are preferably established by forming Security Associations 

{SAs) using the IPSec protocols and the message to be forwarded consists of IP 

20 packets. The key exchange being a part of the forming of a secure connection is 

performed manually or automatically with IKE or some other automated key exchange 

protocol. 

When a new secure connection is formed, it is registered for immediate and/or later 

25 use. The registration for later use is made using a connection table, which is 

maintained by both hosts participating in the forming of the secure connection. The 

connection table is also used e.g. when the first terminal moves, and needs to 

determine whether a secure tunnel already exists for the new address. The table can 

be e.g. a Security Association DataBase (SADB), which is the nominal place to store 

30 IPSec .SAs in the IPSec model. 
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In the preferred embodiment. fPSec security associations are used as secure 

connections. The table, through which the existence of a given IPSec SA {in either the 

first terminal or the other terminal) is determined, is then the IPSec Security 

Association DataBase (SADB). 

The actual connection(s) to be used is registered by means of a signalling message or 

signalling message exchange between the first terminal and the other terminal, for 

example by means of Registration Request and possibly Registration Reply 

messages. 

The request message may update a set of security associations, for instance, a single 

security association, a security association bundle, an IPSec connection, a group of 

IPSec connections, or any combinations of these. In practice, it is useful to update 

either a single IPSec connection or a group of IPSec connections. The latter may be 

15 important if separate IPSec connections are used for different kinds of traffic. A single 

request message can then update all (or a certain set) of such connections to a new 

address, instead of requiring separate requests for each IPSec connection. In the 

following, the case of updating a single IPSec connection is discussed, without limiting 

the invention to this behaviour. 

20 
The new address of the first terminal can also be updated automatically by the other 

terminal when the first terminal sends a message from its new address. 

The active SA is a stored mobility binding that maps a given terminal address to one or 

25 more IP.Sec tunnel mode SAs (or zero such SAs, if the terminal in question is not 

connected). These mobility bindings are manipulated when Registration Request and 

Registration Reply messages are processed when sending packets to the first 

terminal. It is possible to restrict traffic from the first terminal to only the IPSec SAs that 

are currently registered in the mobility binding, but allowing traffic from all shared SAs 

30 is also reasonable. 

The mobility binding is necessary, since each of the shared IPSec security 

associations is valid for securing traffic. There has to be some way for the first terminal 
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to determine. which security association(s) to actually use when processing packets. 

The mobility binding serves this purpose in the invention. 

The first terminal may use any IPSec tunnel SA it shares with the other terminal. It is 

5 possible to restrid traffic from the first terminal to only the IPSec SAs that are currently 

registered, but this is not an essential feature. Thus, the first terminal may use any 

IPSec tunnel SA it shares with the other terminal when sending packets. The other 

terminal may restrid traffic only to IPSec SAs that are currently adive in the mobility 

binding, but allowing traffic from all shared SAs is also reasonable. 

10 

The invention can be used for direct end-to-end communication, in which case the 

secure tunnel is established between these end computers. If applied to IPSec, this 

could correspond to either an IPSec transport mode or tunnel mode SA The message 

might also be sent first to an intermediate computer, whereby the outer address of the 

15 IPSec tunnel is unwrapped by the intermediate computer and the message is 

forwarded as plain text to the end destination computer. 

Thus, in the solution of the invention, an IPSec security association is used instead of 

the IP-tP tunnelling. The invention can also be used for tunnelling with IPSec transport 

20 mode and an external tunnelling mechanism, such as Layer 2 Tunnelling Protocol 

{L2TP). 

The invention provides the following advantages. 

25 IPSec key management and strong authentication can be leveraged for this application 

involving asymmetric {RSA) authentication, the use of the Diffie-Hellman key exchange 

algorithm, the possibility to use certificates etc. 

The IPSec symmetric encryption and authentication methods can be used to protect 

30 both signalling and data traffic. This provides confidentiality and integrity and any 

future developments of IPSec can be taken advantage of. 
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The NAT traversal problem can be solved by using any available NAT traversal 

mechanisms for IPSec. One is currently being standardised for JPSec, but any other 

IPSec NAT traversal mechanism may be used. 

5 The invention can be used in different networks, such as 1Pv4 and 1Pv6. 

10 

15 

20 

In the following the invention is described more in detail by means of an advantageous 

embodiment in an example network but is not restricted to the details thereof. 

FIGURES 

Figure 1 describes the mobile IP tunnelling of prior art by means of a signalling 

diagram 

Figure 2 describes the method of the invention by means of a signalling diagram 

DETAILED DESCRIPTION 

The data communication in figure 1 takes place from a mobile terminal to a target host 

X via an intermediate computer, which YIOrks as a home server for host X. 

Packets sent from the home address of the mobile terminal can be directly routed to 

25 the target address X by the intermediate computer, since the home address is 

registered in routing tables by means of which the routing takes place. 

Figure 1 describes a method of prior art, 'Nherein IP-IP tunnelling is used for routing 

data packets when the mobile host moves from one address to another, i.e. from the 

30 home address to a new address. 
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Mobile IP also supports the so-called triangular routing mode, where the packets sent 

by the mobile terminal are routed directly to the recipient of the packet, bypassing the 

home server, while packets sent to the mobile terminal are first routed to the home 

server and then I P-IP tunnelled to the mobile terminal. This mode is more efficient, but 

5 is incompatible with -so-cal_l~ ingress filtering routers, which do not route IP packets 

whose source addresses are topologically incorrect, as is the case with a mobile 

terminal that is away from the home network. The details of this mode are different, but 

the general idea is the same. The more general case 'Nhere IP-IP tunnelling is used 

for traffic between the mobile terminal and the home server in both directions is 

I o discussed in the following text. 

In figure 1, when a mobile terminal being in a visited network intends to send a packet 

to a target host X using its current care-of address, 'Nhich is an address borrowed from 

the visited network, it first constructs a data packet, whose source address is its home 

15 address -which is not a topologically correct address in the current network the mobile 

terminal is in - and whose destination address is X. Because the source address of the 

packet is topologically incorrect, i.e., does not belong to the network the mobile 

terminal is in, some routers, especially the ones that implement the so-called ingress 

filtering algorithm, will not route the packet properly. To overcome this, the packet is 

20 encapsulated into another IP packet; this process is called IP-IP tunnelling or IP-IP 

encapsulation. The new, outer I P header source address is the care-of address from 

the visited network -which is a topologically correct address - and the outer IP header 

destination address is the home server of the mobile terminal. Thus, the inner I P 

header source address is the home address of the mobile terminal, while the inner IP 

25 header destination address is that of the host X. This is indicated in figure 1 with IP JIP 

1 data, which describes a message containing data and the originaiiP header, which is 

encapsulated further in an outer IP header for routing purposes. This IP packet is then 

s~nt to the home server in step 1 of figure 1. 

30 UR9" receiving the encapsulated IP packet, the home server unwraps the IP-IP tunnel, 

and proceeds in step 2 of figure 2 with routing a packet indicated with IP/Data, which 

packet was inside the encapsulation (inside the outer IP header). The routing is 
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performed in accordance with the inner destination address; the packet now, after the 

unwrapping, having the home address of the mobile terminal as its source address 

and host X as its destination address. 

5 Reverse packets from X to the mobile terminal are handled similarly; the packet is first 

routed to the home server in step 3, then encapsulated in IP-IP and delivered to the 

current network (in step 4) the mobile terminal is in. The mobility binding determines 

which care-of address(es) the packet is forwarded to. 

I o In the method of the invention, an IPSec tunnel mode or transport mode security 

association is used instead of the IP - IP tunnelling. Figure 2 describes an example of 

the method of the invention for sending messages when a mobile terminal moves to a 

new address. 

15 A secure connection, preferably an IPSec security association (SA) or more 

specifically one IPsec SA bundle for each direction of communication is established 

between the care-of-address and the home server address, e.g. the care-of-address of 

the mobile terminal and the home server address. The SA can also indude additional 

parameters and attributes, possibly relating to standard or non-standard IPSec 

20 extensions, such as NAT traversal, which are conventionally used in SAs. A message 

to be sent through this tunnel is marked IP/IPSec/IP/Data in figure 2, illustrating that 

the message contains a data part with a destination IP address and can be sent 

through an IPSec tunnel, while encapsulated with an outer IP header. 

25 Reverse·packets from X to the mobile terminal are handled similarly; the packet is first 

routed to the home server in step 3, then IPSec processed using the IPSec tunnel 

mode SA, during which an outer IP header is added to the packet and delivered to the 

current network(s) (in step 4) the mobile terminal is in. 

30 When IPSec transport mode is used, the mobile terminal may either communicate 

directly with the home server, or alternatively some external tunnelling protocol (apart 

from IPSec tunnelling) can be used to allow routing of packets further. For example, 
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the layer 2 Tunnelling Protocol (l2TP) can be used with IPSec transport mode to 

provide functionality similar to IPSec tunnelling. 

When the mobile terminal moves to a new network, it first obtains a care-of address 

5 from the visited network. The mobile terminal then checks whether an SA (or more 

precisely, a pair of SA bundles) SA already exists between the new care-of address 

and the home server address. 

This check is normally done by inspecting the contents of a Security Association 

10 DataBase (SADB), as specified by the IPSec protocol. The actual implementation may 

somewhat deviate from the nominal processing. The nominal model and the actual 

operations often are in reality somewhat different (for instance, hardware IPSec 

implementations have a radically different "SADB" implementation than simple lookup.) 

If an IPSec security association (SA) between the mobile terminal and the home server 

15 defining the care-of address of the mobile terminal at one end (the new address of the 

mobile terminal) and the address of the home server at the other end already exists, 

this SA is registered to be the actual SA to be used. 

This happens by means of a signalling message or signalling message exchange done 

20 between the mobile terminal and the home server, described by steps 5 and 6 in figure 

2. The messages are preferably authenticated and/or encrypted by using IPSec, and 

preferably by using the same IPSec SA that is used for the ordinary traffic protection. 

In some embodiments no reply is used. Step 5 is a registration request from the mobile 

host to the home server to register the new address and step 6 is a registration reply 

25 back to the mobile terminal. 

When a SA does not exist between the new care-of address and the home server, an 

SA setup occurs between steps 4 and 5 of figure 2. This SA setup may be manual, or 

may involve some automatic key exchange protocol, such as the Internet Key 

30 Exchange (IKE). 
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Upon receiving the IPSec protected packet sent using the new SA, the home server 

processes the IPSec headers and uncovers the origin~! packet from the IPSec tunnel, 

and then routes the IP packet to host X. If IPSec transport mode is used, the home 

server processes the IPSec headers and processes the resulting plaintext packet 

5 directly without routing it onwards. However, if an external tunnelling protocol, such as 

l2TP, is used, the tunnelling protocol may forward the pa~ket after IPSec processing. 

In figure 2, the RREQ and RREP messages are shown without IPSec protection. In an 

IPSec embodiment, the IPSec protected messages would be expressed e.g. as 

10 IP ltPSec liP I RREQ resp. IP liP Sec liP I RREP instead of IP I RREQ resp. IP I RREP. 

15 

Thus, RREQ/RREP can be protected and one method .of protection would be IPSec. If 

they are protected using IPSec, one can leverage the existing IPSec SA for that 

purpose. The IPSec protection of signalling message{s) may use either tunnel or 

transport mode. 

The abbreviation RREQ in figure 2 stands for Registration Request while the 

abbreviation RREP stands for Registration Reply. These are preferably the Mobile IP 

Registration Request and Registration Reply messages, used in conjunction with 

IPSec in the invention, but other registration formats may be used. It is also within the 

20 scope of the invention to only use a Registration Request message (not necessarily 

using the exact Mobile IP format), but not using a Registration Reply message. 

The invention also covers both the case wherein properly authenticated traffic is used 

as an implicit registration request, and a mobility binding update is performed 

25 automatiCally. As a specific example, an IPSec tunnel mode SA bundle, including an 

AH used for sending traffic, in which case the addresses of the outermost IP header 

are covered by AH authentication, is used between the mobile terminal and the home 

server. When the mobile terminal moves to a new network, it sends a data packet 

which may be an empty data packet if there is no data to send that is processed using 

30 the IPsec SA bundle and sent to the home server. Once the home server properly 

authenticates the message, including the outermost IP header, and determines that it 

is coming from an address that differs from the current mobility binding, it may update 
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the mobility binding automatically. Updating the binding results in that all subsequent 

packets being destinated to the mobile terminal, will be sent using the updated mobility 

binding, i.e. the new address that the client is using. Thus, no explicit mobility binding 

update signalling is required in this case. 

The description of the invention above has been simplified for clarity of description. 

The invention can be extended in several ways without changing the underlying idea. 

Some extensions are described in what follows. 

10 The Mobile IP concept of simultaneous bindings, and associated traffic n-casting from 

the home server to the mobile terminal can be used. In this case, packets sent 

towards the mobile terminal would be processed using several IPSec SAs, one for 

each simultaneous registration, and sent to the different visited networks used by the 

mobile terminal. The registration message(s) in this case contain fields that indicate 

15 how the mobility binding is to be modified, e.g. whether to replace existing bindings, or 

to add a new binding in addition to the existing ones. The implicit registration based on 

data packets can also be used, possibly together with registration message(s) to 

maintain the bindings. 

20 When an IPSec SA does not exist between the new care-of address and the home 

server address, and an IPSec SA is set up e.g. using an automated key exchange 

protocol, the completion of the SA setup can be used as an implicit registration, 

removing the additional registration in steps 5 and possibly 6 in figure 2. 

25 When in the above •a Security Association SA• or "a bundle of Security Associations 

SAs" is referred to, this means in practice, an IPSec SA bundle in both cases - one or 

more IPSec security associations applied in sequence- can be used for each direction 

of traffic. 

30 The invention is not specific to 1Pv4 or 1Pv6, and can be used with Mobile IP for 1Pv4 

and Mobile IP for 1Pv6. The invention is also straightforward to extend to future IPSec 

versions 
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CLAIMS 

1. Method for ensuring secure forwarding of a message in a telecommunication 

network, ~mprising at least one first terminal from which the message is sent and 

5 at least c:>ne other terminal to which the message is sent, · 

c h a r a c t e r i z e d by 

a) establishing one or more secure connections between different addresses of the 

first terminal and address of the other terminal, these conneqtions defining at 

least said addresses of the two terminals, 

10 b) th~ first terminal moving from one address to anothe~-address, 

c) · a secure comedian between said other address and the other terminal address 

is registered to be at least one of the active connections to be used. . 

2. Method of claim 1, ~ h a r a c t e r i z e d in that a new secure connection between 
. .· . 

15 .· the other address of the first -terminal and the address of tJ'le other terminal is 

formed for the registration in step c) if such a secure connections does not already 

exist. 

3. Method of claim 1 , c h a r a c t e r i z e d in that, the secure connection is 

20 established in· step a) and claim 2 by ·forming one or more Security Associations 

{SAs) using the IPSec protocols, such as .a t;>undle of SAs. 

25 

30 

4. Method.of any of claims 1 - 3, char a c·t e r i zed in that the message to be 

forwarded consists of IP pack~ts. 

5. Method of any of claims 1 - 4, c h a r ~ c t e r_ i · z e d in that. after step b), when the 

first terminal intend to send a message fro~ the address it has moved to it first 

checks whether a secure connection between the new address and the other 

terminal already exists. 

6. Method of claim 5, c h a r a c t e r i z e d in that the existence of the new secure 

connection is checked by means of a connection table. 

AMENDED SHEET 
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7. Mefflod of any of claims 1 - ·s. c h a r a c t e r i z e d in that. in step c). the actual 

connectiopjs} to be used is/are r~istered by means of a sJgnalliQg mess~ge or 

sigoalling message exchange between the mobile terminal and the other terminal. · 

5 8. Method .of any of claims 1 -6. characterized in~ the new (second) 

. address of the mobile terminal is updated automatically by the other terminal \Nhen 

the first terminal sends a message from its new address. 

. . 
9. MethOd of any of claims 1 - a, c h a r a c t e r i z e d in that the a key exchange 

10 beif!J a ~of the forming of the secure connection in. ~tep a) and claim 2 is 

perfonned manually. 

10. Method of any of claims 1 - 8, c h a r a c t e r i z e d in that a key exchange. being a 

part Of the forming of the secure connection in step a) and claim 2 is performed with 

IS IKE or some other auto~ated key exchange protocol. 

- 20 

11. Method .of any of claims 1 ~ 1 0~ c h ·a r a c t e r I z e ·d in that the secure comection 
between the new address of the first terminal and the other tenninal is in step c) 

. . 
registered for immediate and/or later use. 

12. Method of claim 11, c h a r a c t e r i z e d in that the registration for later use is 
. . 

made by the other terminal in a connection 1able. 

13. Method of any of daims 3 - 12, c h a r a c t e r · i z e d in that when sending 

25 m~s~e thro~_gh the secure connection lPSec transport ~od~ is used to secure 

traffic between the mobile computer and the destination computer. 

3& 

14.Method of claim 13. char act a r i zed in that a tunnellin:9 protocol is used 

together with IPSec to provide a tunnelling capability. 

AMENDED SHEET 
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. . 

15. Method of claim 14, c h a r a c t e r i z e d in that where the Layer 2 Tunnelfing 

Protocol (L2TP) tunnelling protocol is used together with IPSec to provide a 

tunnelling capability. 

5 16. Method of any of claims 3 - 15, c h a r a c t e r i z e d in ·that when sending 
. . 

messi!ige through the. secure connection IPSe~ tunnel lllOde is used to· secure 

traffic between the mobile computer and the destination computer. 

17.System "for ensuring secure fo~rding of a message- in a t~lecommunication 

10 network, comprising at least one first terminal from which the message is sent and 

. at least one other terminal to which the message is sent, 

characterized by 

mearis for forming secure connectionS between the address of the other terminal 

and different addresses of the first terminal. 

15 tables with lists of said secure connections, and 

registrations means for forming such lists. 

18. System of claim 17, c h a r a c t e r i z e d in that it has means for performing the · 
• # • • 

method of any of claims 1 - 16. 

20 

AMENDED SHEET 
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message is sent. In the method, one or more secure connections are established between different addresses of the first terminal and 
0 address of the ot her terminal, the connections defining at least said addresses of the two terminals. When the first terminal moves 
::> from one address to another adress, a secure connection, whose endpoints are the new address of the first terminal and the address 
~ of the other terminal, is registered to be at least one of the active connections. 
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0111 Rec'd PST/PTO 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of Art Unit 

5 Sami Vaarala, Antti Nuopponen, Panu Pietikainen 

10 

15 

Serial No. 

Filed: Herewith 

For: METHOD AND SYSTEM FOR ENSURING SECURE FORWARDING OF 
MESSAGES 

Examiner: 

Date: 26 March 2004 

20 PRELIMINARY AMENDMENT 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

26 MAll~ 

25 Preliminary to examination, please amend the above-
identified patent application as follows: 

In the specification: 
Please add the following paragraph at page 1, line 

30 3 below the title: 

--Prior Applications 
This is a US national phase patent application that 

claims priority from PCT/FI02/00771, filed 27 September 2002, 

35 that claims priority from Finnish Patent Application No. 
20011911, filed 28 September 2001.-
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In the Claims: 

Amend the claims as follows: 

1. (Currently amended) A method Methed for ensuring secure 
forwarding of a message in a telecommunication network, 
comprising at least one first terminal from which the message 
is sent and at least one other terminal to which the message 

10 is sent, Gha.ras1:a;rizee :s;~ the method comprising: 

a) establishing one or more secure connections between 
different addresses of the first terminal and address of the 
other terminal, these connections defining at least said 
addresses of the two terminals, 

15 b) the first terminal moving from one address to another 

address, and 

20 

c) registering a secure connection between said other address 
and the other terminal address is ;rQgis1:@r@a to be at least 

one of the active connections to be used. 

2. (Currently amended) The method ~4§t:R:e9. of claim 1, 
characterized in that a new secure connection between the 
other address of the first terminal and the address of the 
other terminal is formed for the registration in step c) if 

25 such a secure connections does not already exist. 

3. (Currently amended) The method W~&:R:aQ of claim 1, 
characterized in that, the secure connection is established 
in step a) and elaim 2 by forming one or more Security 

30 Associations (SAs) using the IPSec protocols, sMaa as m 

s1aneUe ef SAs. 

4, (Currently amended) The method of claim 1 M9t);md of s.ay of 
~laims 1 J, characterized in that the message to be forwarded 

35 consists of IP packets. 
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5. {CUrrently amended) The method of claim 1 M@thog gf asy ef 
elaims 1 4, characterized in that, after step b), when the 
first terminal intend to send a message from the address it 

5 has moved to it first checks whether a secure connection 
between the new address and the other terminal already 
exists. 

6. (CUrrently amended) The method M@tbod of claim 5, 
lO characterized in that the existence of the new secure 

connection is checked by means of a connection table. 

7. (Currently amended} The method of claim 1 Meth9G af any af 
elaims l 6, characterized in that, in step c), the actual 

15 connection (s) to be used is/are registered by means of a 
signaling message or signaling message exchange between the 
mobile terminal and the other terminal. 

a. (Currently amended) The method of claim 1 MetJ::J.aa ef a:ay of 
20 glaims l 6, characterized in that, the new (second) address 

of the mobile terminal is updated automatically by the other 

terminal when the first terminal sends a message from its new 
address. 

25 9. (Currently amended) The method of claim l Methse of &R¥ of 
~laims 1 S, characterized in that the a key exchange being a 
part of the forming of the secure connection in step a} and 
claim 2 is performed manually. 

30 10. (Currently amended) The method of claim l rqetl:a.oe ef &R} .. 

of Glaims 1 8, characterized in that a key exchange being a 
part of the forming of the secure connection in step a) and 
claim 2 is performed with IKE or some other automated key 
exchange protocol. 

35 
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11. (Currently amended) The method of claim 1 Methes Qf aay 

ef slaims 1 10, characterized in that the secure connection 
between the new address of the first terminal and the other 

terminal is in step c) registered for immediate and/or later 

5 use. 

10 

12. (Currently amended) The method Metaee of claim ll, 
characterized in that the registration for later use is made 

by the other terminal in a connection table. 

l3. (Currently amended) The method of claim 3 Methes ef aay 
ef slaims 2 l2, characteri~ed in that when sending message 
through the secure connection IPSec transport mode is used to 
secure traffic between the mobile computer and the 

lS destination computer. 

l4. (Currently amended) The method Met~es of claim 13, 

characteri~ed in that a tunneling tYRRellias protocol is used 

together with IPSec to provide a tunnelins tyaaelliRg 
20 capability. 

15. (Currently amended) The method Metaed of claim l4, 

characterized in that where the Layer 2 Tunneling T~~~elliag 
Protocol (L2TP) tunneling t~anelliag protocol is used 

25 together with +Psec to provide a tunneling tnaaelliag 

capability. 

16. (Currently amended) The method of claim 3 P1etaaQ. raf aJaY 
ef alai~s § 15, characterized in that when sending message 

30 through the secure connection IPSec tunnel mode is used to 
secure traffic between the mobile computer and the 

destination computer. 

17. (Currently amended) A system ~~{Stem for ensuring secure 

35 forwarding of a message in a telecommunication network, 
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comprising at least one first terminal from which the message 
is sent and at least one other terminal to which the message 
is sent, characterized by means for forming secure 
connections between the address of the other terminal and 

5 different addresses of the first terminal, 

10 

tables with lists of said secure connections, and 
registrations means for forming such lists. 

18. (Canceled) 
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In the Abstract: 
Please add the following abstract on a separate 

page following the claims: 
--Abstract 

The method is for ensuring secure forwarding of a message is 
performed in a telecommunication network that has at least 
one terminal from which the message is sent and at least one 
other terminal to which the message is sent. One or more 

10 secure connections are established between different 
addresses of the first terminal and address of the other 
terminal. The connections define at least said addresses of 
the two terminals. When the first terminal moves from one 
address to another address, a secure connection, which 

15 endpoints are the new address of the first terminal and the 
address of the other terminal, is registered to be at least 
one of the active connections.--
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REMARKS 

Reconsideration of the application is respectfully 
requested. The specification has been amended to better 
conform to us patent practice. 

5 The claims have been amended to better conform to 
US patent practice. Claim 18 has been canceled to facilitate 
the prosecution of this application. The claims contain no 
new matter. 

An abstract has been added to a separate page 
10 following the claims. The added abstract contains no new 

matter. 

15 

20 

25 

The application is submitted to be in condition for 
allowance, and such action is respectfully requested. 

FASTH LAW OFFICES 
629 E. Boca Raton 
Phoenix, AZ 85022 

Respectfully submitted, 

FASTH LAW OFFICES 

Rolf Fasth 
Registration No. 36,999 

30 Telephone: ( 602) 993-9099 
Facsimile; (602) 942-8364 

cc: Paivi Soderman 
(Your ref: S00052US) 
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• • 
· METHOD AND SYSTEM FOR ENSURING SECURE FORWARDING OF MESSAGES 

TECHNICAL FIELD 

The method and system of the invention are intended to secure connections in 

telecommunication networks. Especially, the invention is meant to be used in wireless 

networks as a part of a mobile IP solution or an IPSec solution. 

TECHNICAL BACKGROUND 

An internetwork is a collection of individual networks connected with intermediate 

networking devices that function as a single large network. Different networks can be 

15 interconnected by routers and other networking devices to create an internetwork. 

2.0: 

A local area network (LAN} is a data network that covers a relatively small geographic 

area. It typically connects workstations, personal computers, printers and other 

devices. A wide area network (yVAN) is a data communication network that covers a 

relatively broad geographic area. Wide area networks (WANs} interconnect LANs 

across telephone networks and other media; thereby interconnecting geographically 

disposed users. 

In fixed networks, there exist solutions to fill the need to protect data and resources 

25 : from disclosure, to guarantee the authenticity of data, and to protect systems from 

network based attacks. IPSec is one such technology ·by means of which security is 

obtained. 

· · The IP security protocols (IPSec) provides the capability to secure communications 

·JO'! across a LAN, across private and public wide area networks (WANs) and across the 

internet. IPSec can be used in different ways, such as for building secure virtual private 

networks, to gain a secure access to a company network (as remote access IPSec 
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use), or to secure communication with other organisations, ensuring authentication and 

confidentiality and providing a key exchange mechanism. Even if some applications 

already have built in security protocols, the use of IPSec further enhances the security. 

5 IPSec can encrypt and/or authenticate traffic at IP level. Traffic going in to a WAN is 

typically encrypted and/or authenticated and traffic coming from a WAN is decrypted 

and/or authenticated. IPSec is defined by certain documents, which contain rules for 

the IPSec architecture. 

10 Two protocols are used to provide security at the IP layer; an authentication protocol 

designated by the header of the protocol, Authentication Header (AH), and a combined 

encryption/authentication protocol designated by the format of the packet for that 

protocol, Encapsulating Security Payload (ESP). Both AH and ESP are vehicles for 

access control based on the distribution of cryptographic keys and the management of 

15 traffic flows related to these security protocols. 

Security association (SA) is a key concept in the authentication and the confidentiality 

mechanisms for IP. A security association is a one-way relationship between a sender 

and a receiver that offers secur)ty services to the traffic carried on it. If a secure two-

~o: way relationship is needed, then two security associations are required. 

... . . . . . . 

. . ... 

The term IPSec connection is used in what follows in place of an IPSec bundle of one 

or more security associations SAs, or a pair of lPSec bundles- one bundle for each 

direction - of one or more security associations. This term thus covers both 

unidirectional and bi-directional traffic protection. There is no implication of symmetry 

of the directions, i.e., the algorithms and IPSec transforms used for each direction may 

be different. 

A security association is uniquely identified by three parameters. The first one, the 

Security Parameters Index (SPI), is a 32-bit string assigned to this SA. The SPI is 

carried in AH and ESP headers to enable the receiving system to select the SA under 

which a received packet will be processed. IP destination address is the second 
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parameter, which is the address of the destination end point of the SA. which may be 

an end user system or a network system such as a firewall or a router. The third 

parameter, the Security Protocol Identifier indicates whether the association is an AH 

or ESP security association. 

Both AH and ESP support two modes used, transport and tunnel mode. 

Transport mode provides protection primarily for upper layer protocols and extends to 

the payload of an IP packet. Typically, transport mode is used for end-to-end 

10 communication between two hosts. Transport mode may be used in conjunction with a 

tunnelling protocol (other than IPSec tunnelling). 

Tunnel mode provides protection to the entire IP packet and is used for sending 

messages through more than two components. Tunnel mode is often used when one 

15 or both ends of a SA is a security gateway, such as a firewall or a router that 

implements IPSec. With tunnel mode, a number of hosts on networks behind firewalls 

may engage in secure communications without implementing IPSec. The unprotected 

packets generated by such hosts are tunnelled through external networks by tunnel 

mode SAs setup by the IPSec ~oftware in the firewall or secure router at boundary of 

~Q: the local network. 

J, ... • •S J 
~ . 

.::. ..... . . 

... . . . ... 
:3.0: 
.. . . . 
. . . . ~. . . 

To achieve this, after the AH or ESP fields are added to the IP packet, the entire 

packet plus security fields are treated as the payload of a new outer IP packet with a 

new outer IP header. The entire original, or inner, packet travels through a tunnel from 

one point of an IP network to another: no routers along the way are able to examine 

the inner IP packet. Because the original packet is encapsulated, the new larger 

packet may have totally different source and destination addresses, adding to the 

security. In other words, the first step in protecting the packet using tunnel mode is to 

add a new IP header to the packet; thus the .. IP I payload' packet becomes · 

"IP liP I payload". The next step is to secure the packet using ESP and/or AH. In case 

of ESP, the resulting packet is "IP I ESP liP I payload". The whole inner packet is 
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covered by the ESP and AH protection. AH also protects parts of the outer header, in 

addition to the whole inner packet. 

The IPSec tunnel mode operates e.g. in such a way that if a host on a network 

5 generates an I P packet with a destination address of another host on another network, 

the packet is routed from the originating host to a security gateway (SGW), firewall or 

other secure router at the boundary of the first network. The SGW filters all outgoing 

packets to determine the need for IPSec processing. If this packet from the first host to 

anothc:- host requires IPSec, the firewall performs IPSec processing involving 

10 encapsulation of the packet in an outer IP header. The source IP address of this outer 

IP packet is this firewall and the destination address may be a firewall that forms the 

boundary to the other local network. This packet is now routed to the other host's 

firewall with intermediate routers examining only the outer IP header. At the other host 

firewall, the outer IP header is stripped off and the inner packet is delivered to the other 

15 host 

. 
"·-·· 

. . . . . . 

ESP in tunnel mode encrypts and optionally authenticates the entire inner IP packet, 

including the inner IP header. AH in tunnel mode authenticates ~e entire inner IP 

· packet and selected fields of thE! outer IP header. 

The key management portion of IPSec !nvolves the determination and distribution of 

secret keys. The default automated key management protocol for IPSec is referred to 

as ISAKMP/Oakley and consists of the Oakley key determination protocol and Internet 

Security Association and Key Management Protocol (ISAKMP). Internet Key Exchange 

(IKE) is a newer name for the ISAKMP/Oakley. IKE is based on the Diffie-Hellman key 

exchange algorithm, and supports RSA signature authentication among other modes. 

IKE is easily extensible for future and vendor-specific features without breaking 

backwards compatibility. 

sri: The IPSec protocol solves the known security problems of the Internet Protocol (IP) in •. _ ... 

a satisfactory manner. However, it is designed for a static Internet, where the hosts 

using IPSsec are relatively static. Thus, IPSec does not work well with mobile devices. 
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For instance, if a mobile terminal moves from one network to another, an IPSec 

connec~ion set up is required, typically using the IKE key exchange protocol. Such a 

set up is expensive in terms of latency, since IKE may require several seconds to 

complete. It is also expensive in terms of computation, because the Diffie-Hellman 

5 and authentication-related calculations of IKE are extremely time consuming. 

Routing means moving information across an internetwork from one source to another. 

Along the way, usually at least one intermediate node is encountered. Routing involves 

both the deter~ination of the optimal routing path and the transport of information 

1 o packets. To aid the routing of information packets, routing algorithms initialise and 

maintain routing tables, which contain route information. Routers communicate with 

each other and maintain their routing tables through the transmission of a variety of 

messages. The routing update message is one such message that generally consists 

the whole or part of a routing table. 

15 

The fundamental problem with IP mobility is the fact that IP routing is based on fixed 

addresses. The address space has been divided into subnetworks, that reside in 

practically fixed locations with respect to network topology (the routing can be 

changed, but that is a slow pro~ss, possibly in the order of minutes}. When a mobile 

host moves away from its home netwOrk (where its IP address is proper), there is a 

problem with the routing of the packets to the new location if the IP network in question 

does not support such movement. 

- · · · In this text, the term mobility and mobile terminal does not only mean physical mobility, 

:~~ : instead the term mobility is in the first hand meant moving from one network to 

another. which can be performed by a physically fixed terminal as well. 

Standard Mobile IP for 1Pv4 utilises e.g. IP-IP and Generic Routing Encapsulation 

::r: {GRE) tunnelling to overcome this problem {See more details in figure 1 with 

~~: accompanying text). There are also other methods of tunnelling, and hence, I P-IP and . . . . . , . . . 
: ~.: . . 

GRE tunnelling are used only as examples in this text Mobile 1Pv4 has two modes of 

operation. In the co-located care-of address mode the mobile terminal performs JP-IP 
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encapsulation and decapsulation. This mode requires a borrowed address - the co

located care-of address - from the visited network. The other mode is the foreign agent 

mode, where the I P-IP or other tunnelling is performed by a special host in the visited 

network, called the Foreign Agent (FA). The mobile terminal communicates directly 

5 with the FA (an IP address is not required for this direct communication), and does not 

require a borrowed address in this mode. 

In IP-IP tunnelling, an IP address (the so called co-located care-of address) is 

borrowed from a network being visited. This address is topologically correct, i.e. 

1 o routable from other parts of the network. When a mobile terminal needs to send a 

packet to a given target computer, it first constructs an IP packet, whose source 

address is its home address, i.e. the address that is not topologically correct in the new 

network, and whose destination address is the target computer. 

15 Since this packet may not be directly routable, it is encapsulated into another IP packet 

(by so called IP-IP encapsulation, or IP-IP tunnelling). The source address of this IP 

packet is the care-of address, and the target address is the so called home server of 

the mobile terminal. Upon receiving such an encapsulated packet, the home server 

unwraps the IP-IP tunnel, and_ proceeds to route the packet, which was inside the 

encapsulation. 

. . . . 
...... ~ 

> • 

. . . . . . . 

Reverse packets from the target computer to the mobile terminal are handled similarly; 

the packet is first routed to the home server, then encapsulated in IP-IP and delivered 

to the current network the mobile terminal is in. The current mobility binding 

determines which current care-of address matches a given home address. (There may 

also be so-called simultaneous bindings, in which case the home address matches a 

set of care-of addresses; the packet is encapsulated and sent to each care-of address 

separately.) 

~ ?..Q: When the mobile terminal moves to a new network, an authenticated signalling 

message exchange is done between the mobile terminal and the home server. A .. 
:: • < ~ Registration Request is sent by the mobile terminal to the home server, requesting an 
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update of the current mobility binding. The server responds using a Registration Reply 

that may either accept or deny the request. When the Foreign Agent mode of operation 

is used, the registration messages go through the Foreign Agent. 

5 IP version 4 (1Pv4) is. the currently widely deployed Internet Protocol version. Its major 

disadvantage is the small number of unique, public IP addresses. IP version 6 (1Pv6) 

has a much larger address space, which fixes the most important 1Pv4 problern known 

today. 1Pv6 also changes some other things in the Internet Protocol, for example, how 

fragmentation of packets is done, but these changes are quite small. Most protocols 

10 have separate definitions on how they are used within the 1Pv4 and the 1Pv6 context. 

For instance, there are separate versions of IPSec and Mobile IP for use with I Pv4 and 

1Pv6. However, such modifications to protocols are quite small, and do not usually 

change the essentials of the protocols significantly. 

15 The IPSec protocol solves the known security problems of the Internet Protocol (IP) in 

a satisfactory manner. However, it is designed for a static Internet, where the hosts 

using IPSec are relatively static. Thus, IPSec does not work well with mobile devices. 

For instance, if a mobile terminal moves from one network to another, an IPSec 

connection set up is required, typically using the IKE key exchange- protocoL Such a 

~2q set up is expensive in terms of latency, since IKE may require several seconds to 

· ·- ·: complete. It is also expensive in terms of computation, because the Diffie-Hellman and 

~: · • authentication-related calculations of IKE are extremely time consuming. 

r;. •• ~ • . . 

... . . . . ... 
0 •• . . . 
:36: 

•• o 

• • a . . . . . . ~ . 
~ ol•• . . 

The above description presents the essential ideas of Mobile IP. 

The mobile IP approach of prior art has some disadvantages and problems . 

The standard Mobile IP protocol provides a mobile terminal with a mobile connection, 

and defines mechanisms for performing efficient handovers from one netvvork to 

another. However, Mobile IP has several disadvantages. The security of Mobile IP is 

very limited. The mobility signalling messages are authenticated, but not encrypted, 

and user data. traffic is completely unprotected. Also, there is no key exchange 
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mechanism for establishing the cryptographic keys required for authenticating the 

mobility signalling. Such keys need to be typically distributed manually. In the manual 

prior art key management, the signalling authentication mechanism requires the mobile 

host and the home server to share a secret authentication key and the distribution of 

5 that key, which is carried out manually, is not very practical. Finally, the current Mobile 

IP protocol does not define a method for working through Network Address Translation 

(NAT) devices. 

Said problem with Network Address Translation (NAn devices, even if NAT devices 

10 are able to translate addresses of private networks in messages to public I P addresses 

so that the messages can be sent through internet, is, however, that currently no 

standard for making Mobile IP work through NAT devices. NAT devices are widely 

deployed because the use of. private addresses requires less public IP addresses than 

would otherwise be needed. 

·IS 

?.0: 

:2"5: 

. . .. . ... . . . 
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THE OBJECT OF THE INVENTION 

The object of the invention is to ensure secure forwarding of messages from and to_ 

mobile terminals by avoiding the problems of prior art described above. 

20 SUMMARY OF THE INVENTION 

.... .;. . . 
25. 

... . . . 

The method of the invention for ensuring secure forwarding of a message is performed 

in a telecommunication network, comprising at least one terminal from which the 

message is sent and at least one other terminal to which the message is sent. In the 

method, one or more secure connections are established between different addresses 

of the first terminal and address of the other terminal, the connections definiflg at least 

said addresses of the two terminals. When the first terminal moves from one address 

to another address, a secure connection, whose endpoints are the new address of the 

first terminal and the address of the other terminal, is registered to be at least one of 

IO ••. the active connections. 

. . ... 
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If there does not already exist such a secure connection between the new address and 

the other terminal, a new secure connection between the new address and the other 

terminal address has to be formed. 

5 The terminals might have several active connections. In the invention, the terminal 

might in one embodiment also have only one secure active connection at a time, which 

can be changed in according with the invention to be defined to be between the 

address the terminal moves to and the address of the other terminal. 

10 In the invention, the first terminal is movable from one network to another. Such a 

terminal can physically be a mobile terminal or a fixed terminal. 

The invention is moreover concerned with a system, which is able to perform the 

method of the invention. The characteristics of the system are defined by the system 

15 main claim, the subclaim defining the functions that can be performed by the system of 

the invention. 

The secure connections are preferably established by forming Security Associations 

(SAs) using the lPSec protocols and the message to be forwarded consists of IP 

20 packets. The key exchange being a part of the forming of a secure connection is 

performed manually or automatically with IKE or some other automated key exchange 

protocol. 

. . . . . . 

. . . 
J • • 

. ~ . . . . 

When a new secure connection is formed, it is registered for immediate and/or later 

use. The registration for later use is made using a connection table, which is 

maintained by both hosts participating in the forming of the secure connection. The 

connection table is also used e.g. when the first terminal moves, and needs to 

determine whether a secure tunnel already exists for the new address. The table can 

be e.g. a Security Association DataBase (SADB), which is the nominal place to store 

IPSec SAs in the IPSec model. 

:.. 
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In the preferred embodiment, IPSec security associations are used as secure 

connections. The table, through which the existence of a given I PSec SA (in either the 

first terminal or the other terminal) is determined, is then the IPSec Security 

Association DataBase (SADB). 

The actual connection( s) to be used is registered by means of a signalling message or 

signalling message exchange between the first terminal and the other terminal, for 

example by means of Registration Request and possibly Registration Reply 

messages. 

The request message may update a set of security associations, for instance, a single 

security association, a security association bundle, an IPSec connection. a group of 

IPSec connections, or any combinations of these. In practice, it is useful to update 

either a single IPSec connection or a group of IPSec connections. The latter may be 

15 important if separate IPSec connections are used for different kinds of traffic. A single 

request message can then update all (or a certain set) of such connections to a new 

address, instead of requiring separate requests for each IPSec connection. In the 

following, the case of updating a single IPSec connection is discussed, without limiting 

the invention to this behaviour. 

. . . .. . . . 
............ . . 
• ·25. . . 

... . . . 

. . . . :. . 

The new address of the first terminal can also be updated automatically by the other 

terminal when the first terminal sends a message from its new address . 

The active SA is a stored mobility binding that maps a given terminal address to one or 

more IPSec tunnel mode SAs (or zero such SAs, if the terminal in question is not 

connected). These mobility bindings are manipulated when Registration Request and 

Registration Reply messages are processed when sending packets to the first 

terminal. It is possible to restrict traffic from the first terminal to only the IPSec SAs that 

are currently registered in the mobility binding, but allowing traffic from all shared SAs 

is also reasonable . 

The mobility binding is necessary, since each of the shared IPSec security 

associations is valid for securing traffic. There has to be some way for the first terminal 
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to determine which security association(s} to actually use when processing packets. 

The mobifity binding serves this purpase in the invention. 

The first terminal may use any IPSec tunnel SA it shares with the other terminal. It is 

5 possible to restrict traffic from the first terminal to only the IPSec SAs that are currently 

registered, but this is not an essential feature. Thus, the first terminal may use any 

IPSec tunnel SA it shares with the other terminal when sending packets. The other 

terminal may restrict traffic only to IPSec SAs that are currently active in the mobility 

binding, but allowing traffic from all shared SAs is also reasonable. 

10 

The invention can be used for direct end-to-end communication, in which case the 

secure tunnel is established between these end computers. If applied to IPSec, this 

could correspond to either an IPSec transport mode or tunnel mode SA. The message 

might also be sent first to an intermediate computer, whereby the outer address of the 

15 IPSec tunnel is unwrapped by the intermediate computer and the message is 

forwarded as plain text to the end destination computer. 

Thus, in the solution of the invention, an IPSec security association is used instead of 

the IP-IP tunnelling. The inventi~n can also be used for tunnelling with IPSec transport 

~o: mode and an external tunnelling mechanism, such as Layer 2 Tunnelling Protocol 

, · · · (L2TP}. 

The invention provides the following advantages. 

IPSec key management and strong authentication can be leveraged for this application 

involving asymmetric (RSA) authentication, the use of the Diffie-Hellman key exchange 

algorithm, the possibility to use certificates etc. 

: : : The JPSec symmetric encryption and authentication methods can be used to protect 

::i9.: both signalling and data traffic. This provides confidentiality and integrity and any 

; ·: ·: future developments of IPSec can be taken advantage of. 
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The NAT traversal problem can be solved by using any available NAT traversal 

m~chanisms for IPSec. One is currently being standardised for IPSec, but any other 

IPSec NAT traversal mechanism may be used. 

5 The invention can be. used in different networks, such as 1Pv4 and 1Pv6. 

10 

15 

.. ,_.,. ... . . 
. . ··-. . . 

:25: 
... ~· 

~.,. .... . . 

... - . . . . . 

In the following the invention is described more in detail by means of an advantageous 

embodiment in an example network but is not restricted to the details thereof. 

FIGURES 

Figure 1 describes the mobile IP tunnelling ·of prior art by .means of a signalling 

diagram 

Figure 2 describes the method of the invention by means of a signalling diagram 

DETAILED DESCRIPTION 

The data communication in figure 1 takes place from a mobile terminal to a target host 

X via an intermediate computer, which works as a home server for host X . 

Packets sent from the home address of the mobile terminal can be directly routed to 

the target address X by the intermediate computer, since the home address is 

registered in routing tables by means of which the routing takes place. 

·Figure 1 describes a method of prior art, wherein IP-IP tunnelling is used for routing 

data packets when the mobile host moves from one address to another, i.e. from the 

q~: home address to a new address. 

. . . . - . 
: -.. : 
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Mobile IP also supports the so-called triangular routing mode, where the packets sent 

by the mobile terminal are routed directly to the recipient of the packet, bypassing the 

home server, while packets sent to the mobile terminal are first routed to the home 

server and then I P-1 P tunnelled to the mobile terminal. This mode is more efficient, but 

5 is incompatible with so-called ingress filtering routers, which do not route IP packets 

whose source addresses are topologically incorrect, as is the case with a mobile 

terminal that is away from the home network. The details of this mode are different, but 

the general idea is the same. The more general case where IP-IP tunnelling is used 

for traffic between the mobile terminal and the home server in both directions is 

10 discussed in the following text. 

In figure 1, when a mobile terminal being in a visited network intends .to send a packet 

to a target host X using its current care-of address, which is an address borrowed from 

the visited network, it first constructs a data packet, whose source address is its home 

15 address -which is not a topologically correct address in the current network the mobile 

terminal is in- and whose destination address is X. Because the source address of the 

packet is topologically incorrect, i.e., does not belong to the network the mobile 

terminal is in, some routers, especially ·the ones that implement the so-called ingress 

filtering algorithm, will not rout~ the packet properly. To overcome. this, the packet is 

encapsulated into another IP packet; this process is called IP-IP tunnelling or IP-IP 

. . ... 
..... . . 
""'·---· . . 

-·· ... . . . 

~ .. 
~ .. 
= ~. : . . 

encapsulation. The new, outer IP header source address is the care-of address from 

the visited netvvork- which is a topologically correct address - and the outer IP header 

destination address is the home server of the mobile terminal. Thus, the inner IP 

header source address is the home address of the mobile terminal, while the inner IP 

header destination address is that of the host X. This is indicated in figure 1 with IP liP 

1 data, which describes a message containing data and the originaiiP header, which is 

encapsulated further in an outer IP header for routing purposes. This IP packet is then 

§~nt to the home server in step 1 of figure 1 . 
... ·'· 

yppn receiYing the encapsulated IP packet, the home server unwraps the IP-IP tunnel, 

and proceeds in step 2 of figure 2 with routing a packet indicated with IP/Data, which 

packet was inside the encapsulation (inside the outer IP header). The routing is 
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performed in accordance with the inner destination address, the packet now, after the 

unwrapping, having the home address of the mobile terminal as its source address 

and host X as its destination address. 

5 Reverse packets from X to the mobile terminal are handled similarly; the packet is first 

routed to the home server in step 3, then encapsulated in IP-IP and delivered to the 

current network {in step 4) the mobile terminal is in. The mobility binding determines 

which care-of address(es) the packet is forwarded to. 

10 In the method of the invention, an IPSec tunnel mode or transport mode security 

association is used instead of the IP- IP tunnelling. Figure 2 describes an example of 

the method of the invention for sending messages when a mobile terminal moves to a 

new address. 

15 A secure connection, preferably an IPSec security association (SA) or more 

specifically one IPsec SA bundle for each direction of communication is established 

between the care-of-address and the home server address, e.g. the care-of-address of 

the mobile terminal and the home server address. The SA can also include additional 

~2Q 

... . . . . . . .... 

parameters and attributes, PC?Ssibly relating to standard or non-standard IPSec 

extensions, such as NAT traversal, which are conventionally used in SAs. A message 

to be sent through this tunnel is marked IPnPSec/IP/Data in figure 2, illustrating that 

the message contains a data part with a destination IP address and can be sent 

through an IPSec tunnel, while encapsulated with an outer IP header. 

Reverse packets from X to the mobile terminal are handled similarly; the packet is first 

routed to the home server in step 3, then IPSec processed using the IPSec tunnel 

mode SA, during which an outer IP header is added to the packet and delivered to the 

current network(s) (in step 4) the mobile terminal is in . 

: #~p When IPSec transport mode is used, the mobile terminal may either communicate 

: : : directly with the home server, or alternatively some external tunnelling protocol (apart 

! • ·.: from IPSec tunnelling) can be used to allow routing of packets further. For example, 
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the Layer 2 Tunnelling Protocol (L2TP) can be used with IPSec transport mode to 

provide functionality similar to JPSec tunnelling. 

When the mobile terminal moves to a new network, it first obtains a care-of address 

5 from the visited network. The mobile terminal then checks whether an SA (or more 

precisely, a pair of SA bundles) SA already exists between the new care-of address 

and the home server address. 

This check is normally done by inspecting the contents of a Security Association 

10 DataBase {SADB), as specified by the IPSec protocol. The actual implementation may 

somewhat deviate from the nominal processing. The nominal model and the actual 

operations often are in reality somewhat different (for instance, hardware IPSec 

implementations have a radically different "SADB" implementation than simple lookup.) 

If an IPSec security association {SA) between the mobile terminal and the home server 

15 defining the care-of address of the mobile terminal at one end (the new address of the 

mobile terminal) and the address of the home server at the other end already exists, 

this SA is registered to be the actual SA to be used. 

.2~ 

... 
! : : 

. . . . . ' .. . ·- . . .. 

This happens by means of a sig_nalling message or signalling message exchange done 

between the mobile terminal and the home server, described by steps 5 and 6 in figure 

2. The messages are preferably authenticated and/or encrypted by using IPSec, and 

preferably by using the same IPSec SA that is used for the ordinary traffic protection. 

In some embodiments no reply is used. Step 5 is a registration request from the mobile 

host to the home server to register the new address and step 6 is a registration reply 

back to the mobile terminal. 

When a SA does not exist between the new care-of address and the home server, an 

SA setup occurs between steps 4 and 5 of figure 2. This SA setup may be manual, or 

may involve some automatic key exchange protocol, such as the Internet Key 

Exchange (IKE) . 
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Upon receiving the I PSec protected packet sent using the new SA, the home server 

processes the IPSec headers and uncovers the original packet from the IPSec tunnel, 

and then routes the IP packet to host X. If IPSec transport mode is used, the home 

server processes the IPSec headers and processes the resulting plaintext packet 

5 directly without routing it onwards. However, if an external tunnelling protocol, such as 

L2TP, is used, the tunnelling protocol may forward the packet after IPSec processing. 

In figure 2, the RREQ and RREP messages are shown without IPSec protection. In an 

IPSec embodiment, the IPSec protected messages would be expressed e.g. as 

10 IP IIPSeciiP I RREQ resp. IP IIPSecllP I RREP instead of IP J RREQ resp. IP I RREP. 

15 

. . . . . . 

Thus, RREQIRREP can be protected and one method of protection would be IPSec. If 

they are protected using IPSec, one can leverage the existing IPSec SA for that 

purpose. The IPSec protection of signalling message(s) may use either tunnel or 

transport mode. 

The abbreviation RREQ in figure 2 stands for Registration Request while the 

abbreviation RREP stands for Registration Reply. These are preferably the Mobile IP 

Registration Request and Registration Reply messages, used in conjunction with 

IPSec in the invention, but other registration formats may be used. It is also within the 

scope of the invention to only use a Registration Request message (not necessarily 

using the exact Mobile I P format), but not using a Registration Reply message. 

·: · ·; The invention also covers both the case wherein properly authenticated traffic is used 

·: · ·: as an implicit registration request, and a mobility binding update is performed 

:: ~5 automatically. As a specific example, an IPSec tunnel mode SA bundle, including an 

AH used for sending traffic, in which case the addresses of the outermost IP header 
··"'!"' . . 

••4 . . ... . .... 
0 • • ... 

~ . . . . 
.. 0 • 

. ~ . . . . . . 

are covered by AH authentication, is used between the mobile terminal and the home 

server. When the mobile terminal moves to a new network, it sends a data packet 

which may be an empty data packet if there is no data to send that is processed using 

the IPsec SA bundle and sent to the home server. Once the home server properly 

authenticates the message, induding the outermost IP header, and determines that it 

is coming from an address that differs from the current mobility binding, it may update 
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the mobility binding automatically. Updating the binding results in that all subsequent 

packets being destinated to the mobile terminal, will be sent using the updated mobility 

binding, i.e. the new address that the client is using. Thus, no explicit mobility binding 

update signalling is required in this case. 

The description of the invention above has been simplified for clarity of description. 

The invention can be extended in several ways without changing the underlying idea. 

Some extensions are described in what follows. 

10 The Mobile IP concept of simultaneous bindings, and associated traffic n-casting from 

the home server to the mobile terminal can be used. In this case, packets sent 

towards the mobile terminal would be processed using several IPSec SAs, one for 

each simultaneous registration, and sent to the different visited networks used by the 

mobile terminal. The registration message(s) in this case contain fields that indicate 

15 how the mobility binding is to be modified, e.g. whether to replace existing bindings, or 

to add a new binding in addition to the existing ones. The implicit registration based on 

data packets can also be used, possibly together with registration message( s) to 

maintain the bindings . 

. 7.0 When an IPSec SA does not exist betvveen the new care-of address and the home 

server address, and an IPSec SA is set up e.g. using an automated key exchange 

... •. • ~ I 

> • 

. .... 
0 ~ • . . . 
... . 

I > 0 . " . . . . . 
~ ~a .. : . . 

protocol, the completion of the SA setup can be used as an implicit registration, 

removing the additional registration in steps 5 and possibly 6 in figure 2 . 

When in the above ua Security Association SAn or "a bundle of Security Associations 

SAs" is referred to, this means in practice, an IPSec SA bundle in both cases - one or 

more IPSec security associations applied in sequence- can be used for each direction 

of traffic . 

The invention is not specific to 1Pv4 or 1Pv6, and can be used with Mobile IP for 1Pv4 

and Mobile IP for 1Pv6. The invention is also straightforward to extend to future IPSec 

versions 
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CLAIMS 

1. Method for ensuring secure forwarding of a message in a telecommunication 

network, comprising at least one first terminal from which the message is sent and 

5 at least one other.terminal to which the message is sent, 

c h a r a c t e r i z e d by 

a) establishing one or more secure connections between different addresses of the 

first terminal and address of the other terminal, these connections defining at 

Jeast said addresses of the two terminals, 

10 b) the first terminal moving from one address to another address, 

c) a secure connection between said other address and the other terminal address 

is registered to be at least one of the actual connections to be used. 

2. Method of claim 1, c h a r a c t e r i z e d in that a new secure connection between 

15 the other address of the first terminal and the address of the other terminal is 

formed for the registration in step c) if such a secure connections does not already 

exist. 

20 

. . . . . . ' 

3. Method of claim 1, c h a ~ a c t e r i z e d in that, the secure connection is 

established in step a} and claim 2 by forming one or more Security Associations 

{SAs) using the IPSec protocols, such as a bundle of SAs . 

· · 4. Method of any of claims 1 - 3, c h a r a c t e r i z e d in that the message to be 

• -2~ 

: 

forwarded consists of I P packets . 

5. Method of any of claims 1 -4, characterized in _that. after step b), when the 

first terminal intend to send a message from the address it has moved to it first 

checks whether a secure connection between the new address and the other 

terminal already exists. 

6. Method of claim 5, c h a r a c t e r i z e d in that the existence of the new secure 

connection is checked by means of a connection table. 
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7. Method of any of claims 1 - 6, characterized in that, in step c), the actual 

connection( s) to be used is/are registered by means of a signalling message or 

signalling message exchange between the mobile terminal and the other terminal. 

5 8. Method of any of claims 1 - 6, c h a r a c t e r i z e d in that, the new (second) 

address of the mobile terminal is updated automatically by the other terminal when 

the first terminal sends a message from its new address. 

9. Method of any of claims 1 - 8, c h a r a c t e r i z e d in that the a key exchange 

10 being a part of the forming of the secure connection in step a) and claim 2 is 

performed manually. 

10. Method of any of claims 1 - 8, c h a r a c t e r i z e d in that a key exchange being a 

part of the forming of the secure connection in step a) and claim 2 is performed with 

15 IKE or some other automated key exchange protocol. 

20 

;25. 

..... . . 

• a • . . . 
" . . - . 

11. Method of any of claims 1 ~ 1 0, c h a r a c t e r i z e d in that the secure connection 

between the new address of the first terminal and the other terminal is in step c) 

registered for immediate and{or later use. 

12. Method of claim 11, c h a r a c t e. r i z e d in that the registration for later use is 

made by the other terminal in a connection table: 

13. Method of any of claims 3 - 12, c h a r a c t e r i z e d in that when sending 

message through the secure connection IPSec transport mode is used to secure 

traffic between the mobile computer and the destination computer. 

14. Method of claim 13, c h a r a c t e r i z e d in that a tunnelling protocol is used 

together with IPSec to provide a tunnelling capability. 
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15. Method of claim 14, c h a r a c t e r i z e d in that where the Layer 2 Tunnelling 

Protocol (L2TP) tunnelling protocol is used together with JPSec to provide a 

tunnelling capability. 

5 16.Method of any of claims 3- 15, character i z e d in that when sending 

message through the secure connection IPSec tunnel mode is used to secure 

traffic between the mobile computer and the destination computer. 

17. System for ensuring secure forwarding of a message in a telecommunication 

1 o network, comprising at least one first terminal from which the message is sent and 

at least one other terminal to which the message is sent. 

c h a r a c t e r i z e d by 

means for forming secure connections between the address of the other terminal 

and different addresses of the first terminal, 

15 tables with lists of said secure connections, and 

registrations means for forming such lists. 

20 

.. . ' . 
-- .... 
~ . 
. - .. 
> • 

. . . . . . 

. . . ~ . 
~ .. 
~ . . . . - .. . . 

18. System of claim 17, c h a r a c t e r i z e d in that it has means for performing the 

method of any of claims 1 - 1_6. 
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ABSTRACT 

The invention is concerned with a method for ensuring secure forwarding of a 

message is performed in a telecommunication network, comprising at least one 

5 terminal from which the message is sent and at least one other terminal to which the 

message is sent. In the method, one or more secure connections are established 

between different addresses of the first terminal and address of the other terminal, the 

connections defining at least said addresses of the two terminals. When the first 

terminal moves from one address to another address, a secure connection, whose 

1 o endpoints are the new address of the first terminal and the address of the other 

terminal, is registered to be at least one of the active connections. 

. . . 
~ . . 

. . . . . 
< • . . . 

0 co . . 

FIG.2 
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V. REASONED STATEMENT UNDER RULE 66.2{A)(11) WITH REGARD TO NOVELTY, INVENTIVE 

STEP AND INDUSTRIAL APPLICABILITY 

1. It is considered that independent claims 1 (method) and 17 (apparatus) relate to 
new and inventive subject-matter (Articles 33 (2) and (3) PCT), since the prior art 
does not disclose or suggest the specifically claimed method for ensuring secure 
forwarding of a message in a telecommunication network according to claim 1 and 
does not disclose or suggest the specifically claimed system for ensuring secure 
forwarding of a message in a telecommunication network according to claim 17. 

Document 02=W0 00/41427 discloses a method for accomplishing handover for 
a mobile unit from a first stationary unit to a second stationary unit; the Security 
Association SA in 02 is reused literally when the terminal moves. In 02 the same 
SA can be transferred and reused because the terminal only moves within one 
administrative domain. Thus the first stationary unit in the other end has a 

common IP address as the second stationary unit which now is the end-point. An 
SA is always defined by its destination address but in 02 the destination.address 
in the SA did not have to be changed as the other terminal always is an access 
point in the same network domain. 
Document 01 = WO 01/39538 discloses a method of providing information security 
when communication with a given mobile terminal is handed-over from a first 
access point to a second access point; in 01 (as in 02} the SA is also reused 
literally when the terminal moves. In 01 the SA is maintained when a handover 
occurs within the network. The SA is there transferred (and not redefined) and 

there are only one SA that exists between the terminal and the other endpoint that 
always is an access point in the same network. The same parameters ·Of the SA 

are transferred. 

In the pres~nt invention (method claim 1 and corresponding apparatus claim 17) 
there is established several secure connections, each of which defines different 

addresses. One or more of them is then registered to be the active(s) one upon 
moving of the first terminal. Then no renegotiation or reestablishing of any SA is 
needed when the first terminal moves from one point to another. 

In the present invention a different SA defining a different address has to be used 
when the first terminal moves, and the other terminal can be any other terminal. 
The question is here, as it is clearly indicated in present claim 1, about using 

Form POT/Separate SheeV409 (Sheet 1) (EPQ-Apnl1997) 
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different secure connections, not reusing them. 
In the present invention there is question about different SAs each defining 
different addresses. 

2. Dependent claims 2 to 16 and 18 contain further details of the method of claim 1 
and of the system of claim 17 respectively. As they are dependent on claims 1 
and 17 respectively, they also satisfy the requirements for novelty and inventive 
step (Articles 33 (2) and (3) PCT). 

Fonn PCT/Separate SheeV409 (Sheet 2) (EPO-April1997) 
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CLAIMS 

1. Method for ensuring secure forwarding of a message in a telecommunication 

network, comprising at least one first terminal from which the message is sent and 

5 at least one other terminal to which the message is sent, 

characterized py 

a) establishing one or more secure connections between different addresses of the 

first terminal and address of the other terminal, these connections defining at 

least said addresses of the two terminals, 

10 b) the first terminal moving from one address to another address, 

c) a secure connection between said other address and the other terminal address 

is registered to be at least one of the actual connections to be used. 

2. Method of claim 1, c h a r a c t e r i z e d in that a new secure connection between 

15 the other address of the first terminal and the address of the other terminal is 

formed for the registration in step c) if such a secure connections does not already 

exist 

3. Method of claim 1, c h a r a c t e r i z e d in that, the secure connection is 

20 established in step a) and claim 2 by forming one or more Security Associations 

(SAs) using the IPSec protocols, such as a bundle of SAs. 

25 

30 

4. Method of any of claims 1 - 3, c h a r a c t e r i z e d in that the message to be 

forwarded consists of IP packets. 

5. Method of any of claims 1 -4, characterized in that, after step b), when the 

first terminal intend to send a message from the address it has moved to it first 

checks whether a secure connection between the new address and the other 

terminal already exists. 

6. Method of claim 5, c h a r a c t e r i z e d in that the existence of the new secure 

connection is checked by means of a connection table. 
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7. Method of any of claims 1 - 6, c ~a r act e r i zed in that, in step c), the actual 

connection(s) to be used is/are registered by means of a signalling message or 

signalling message exchange between the mobile terminal and the other terminal. 

5 · 8 .. Method of any of claims 1 - 6, c h a r a c t e r i zed in that, the new (second) 

address of the mobile terminal is updated automatically by the other terminal when 

the first terminal sends a message from its new address. 

9. Method of any of claims 1 - 8, c h a r a c t e r i z e d in that the a key exchange 

10 being a part of the forming of the secure connection in step a) and claim 2 is 

performed manually. 

10. Method of any of claims 1 - 8, c h a r a c t e r i z e d in that a key exchange being a 

part of the forming of the secure connection in step a) and claim 2 is performed with 

IS IKE or some other automated key exchange protocol. 

20 

11. Method of any of claims 1 - 10, c h a r a c t e r i z e d in that the secure connection 

between the new address of the first terminal and the other terminal is in step c) 

registered for immediate andlor later use. 

12. Method of claim 11, c h a r a c t e r i z e d in that the registration for later use is 

made by the other terminal in a connection table. 

13.Method of any of claims 3 - 12, c h a r a c t e r i z e d in that when sending 

25 message through the secure connection I PSec transport mode is used to secure 

traffic between the mobile computer and the destination computer. 

30 

14. Method of claim 13, c h a r a c t e r i z e d in that a tunnelling protocol is used 

together with IPSec to provide a tunnelling capability. 
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15. Method of claim 14, c h a r a c t e r i z e d in that where the Layer 2 Tunnelling 

Protocol (L2TP) tunnelling protocol is used together with IPSec to provide a 

tunnelling capability. 

5 16. Method of any of claims 3- 15, c h a r a c t e r i z e d in that when sending 

message through the 8ecure connection IPSec tunnel mode is used to secure 

traffic between the mobile computer and the destination computer. 

17. System for ensuring secure forwarding of a message in a telecommunication 

1 o network, comprising at least one first terminal from which the message is sent and 

at least one other terminal to which the message is sent, 

c h a r a c t e r i z e d by 

means for forming secure connections between the address of the other terminal 

and different addresses of the first terminal, 

15 tables with lists of said secure connections, and 

registrations means for forming such lists. 

20 

18. System of claim 17, c h a r a c t e r i z e d in that it has means for performing the 

method of any of claims 1 - 16. 
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,._ of the other terminal, is registered to be at least one of the active connections. 



0081

" o3to3o488 AI JllllliiEDIIIUIImJianmmnuJmJIIIIIIIIIIIIIIIII 

For two-letter codes and other abbreviations, refer to the "Guid
ance Notes on Codes and Abbreviations" appearing at the begin
ning of each regular issue of the PCT Gazette. 



0082

5 

10 

wo 03/030488 • .TIFI02/00771 

1 

METHOD AND SYSTEM FOR ENSURING SECURE FORWARDING OF MESSAGES 

TECHNICAL FIELD 

The method and system of the invention are intended to secure connections in 

telecommunication networks. Especially, the invention is meant to be used in wireless 

networks as a part of a mobile IP solution or an IPSec solution. 

TECHNICAL BACKGROUND 

An internetwork is a collection of individual networks connected with intermediate 

networking devices that function as a single large network. Different networks can be 

1 5 interconnected by routers and other networking devices to create an internetwork. 

A local area network (LAN) is a data network that covers a relatively small geographic 

area. It typically connects workstations, personal computers, printers and other 

devices. A wide area network (!NAN) is a data communication network that covers a 

20 relatively broad geographic area. Wide area networks (WANs) interconnect LANs 

across telephone networks and other media; thereby interconnecting geographically 

disposed users. 

In fixed networks, there exist solutions to fill the need to protect data and resources 

25 from disClosure, to guarantee the authenticity of data, and to protect systems from 

network based attacks. IPSec is one such technology by means of which security is 

obtained. 

The IP security protocols (IPSec) provides the capability to secure communications 

30 across a LAN, across private and public wide area networks (WANs) and across the 

internet. IPSec can be used in different ways, such as for building secure virtual private 

networks, to gain a secure access to a company network (as remote access IPSec 
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use), or to secure communication with other organisations, ensuring authentication and 

confidentiality and providing a key exchange mechanism. Even if some applications 

already have built in security protocols, the use of IPSec further enhances the security. 

5 IPSec can encrypt and/or authenticate traffic at IP level. Traffic going in to a WAN is 

typically encrypted and/or authenticated and traffic coming from a WAN is decrypted 

and/or authenticated. IPSec is defined by certain documents, vvhich contain rules for 

the IPSec architecture. 

10 Two protocols are used to provide security at the IP layer. an authentication protocol 

designated by the header of the protocol, Authentication Header (AH), and a combined 

encryption/authentication protocol designated by the format of the packet for that 

protocol, Encapsulating Security Payload (ESP). Both AH and ESP are vehicles for 

access control based on the distribution of cryptographic keys and the management of 

15 traffic flows related to these security protocols. 

Security association (SA) is a key concept in the authentication and the confidentiality 

mechanisms for IP. A security association is a one-way relationship between a sender 

. and a receiver" that offers security services to the traffic carried on it If a secure two-

20 way relationship is needed, then two security associations are required. 

The term IPSec connection is used in what follows in place of an IPSec bundle of one 

or more security associations SAs, or a pair of IPSec bundles - one bundle for each 

directio~ - of one or more security associations. This term thus covers both 

25 unidirectional and bi-directional traffic protection. There is no implication of symmetry 

of the directions, i.e., the algorithms and IPSec transforms used for each direction may 

be different. 

A security association is uniquely identified by three parameters. The first one, the 

30 Security Parameters Index (SPI}, is a 32-bit string assigned to this SA. The SPI is 

carried in AH and ESP headers to enable the receiving system to select the SA under 

which a received packet will be processed. IP destination address is the second 
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parameter, which is the address of the destination end point of the SA, which may be 

an end user system or a network system such as a firewall or a router. The third 

parameter, the Security Protocol Identifier indicates whether the association is an AH 

or ESP security association. 

Both AH and ESP support two modes used, transport and tunnel mode. 

Transport mode provides protection primarily for upper layer protocols and extends to 

the payload of an IP packet. Typically, transport mode is used for end-to-end 

10 communication between two hosts. Transport mode may be used in conjunction with a 

tunnelling protocol (other than IPSec tunnelling). 

Tunnel mode provides protection to the entire IP packet and is used for sending 

messages through more than two components. Tunnel mode is often used when one 

IS or both ends of a SA is a security gateway, such as a firewall or a router that 

implements IPSec. With tunnel mode, a number of hosts on networks behind firewalls 

may engage in secure communications without implementing IPSec. The unprotected 

packets generated by such hosts are tunnelled through external networks by tunnel 

mode SAs setup by the IPSec software in the firewall or secure router at boundary of 

20 the local network. 

To achieve this, after the AH or ESP fields are added to the IP packet, the entire 

packet plus security fields are treated as the payload of a new outer IP packet with a 

new outer IP header. The entire original, or inner, packet travels through a tunnel from 

25 one poirlt of an IP network to another: no routers along the way are able to examine 

the inner IP packet. Because the original packet is encapsulated, the new larger 

packet may have totally different source and destination addresses, adding to the 

security. In other words, the first step in protecting the packet using tunnel mode is to 

add a new IP header to the packet; thus the "IP I paytoad'' packet becomes 

30 "IP liP I payload". The next step is to secure the packet using ESP and/or AH. In case 

of ESP, the resulting packet is "IP I ESP liP I payload". The whole inner packet is 
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covered by the ESP and AH protection. AH also protects parts of the outer header, in 

addition to the whole inner packet. 

The IPSec tunnel mode operates e.g. in such a way that if a host on a network 

5 generates an I P packet with a destination address of another host on another network, 

the packet is routed from the originating host to a security gateway (SGW), firewall or 

other secure router at the boundary of the first network. The SGW filters all outgoing 

packets to determine the need for IPSec processing. If this packet from the first host to 

another host requires IPSec, the firewall performs IPSec processing involving 

10 encapsulation of the packet in an outer IP header. The source IP address of this outer 

IP packet is this firewall and the destination address may be a firewall that forms the 

boundary to the other local network. This packet is now routed to the other host's 

firewall with intermediate routers examining only the outer IP header. At the other host 

firewall, the outer IP header is stripped off and the inner packet is delivered to the other 

15 host. 

20 

ESP in tunnel mode encrypts and optionally authenticates the entire inner IP packet, 

including the inner IP header. AH in tunnel mode authenticates the entire inner IP 

packet and selected fields of the outer IP header. 

The key management portion of IPSec involves the determination and distribution of 

secret keys. The default automated key management protocol for I PSec is referred to 

as ISAKMP/Oakley and consists of the Oakley key determination protocol and Internet 

Security Association and Key Management Protocol (ISAKMP). Internet Key Exchange 

25 (IKE) is a newer name for the ISAKMP/Oakley. IKE is based on the Diffie-Hellman key 

exchange algorithm, and supports RSA signature authentication among other modes. 

IKE is easily extensible for future and vendor-specific features without breaking 

backwards compatibility. 

30 The IPSec protocol solves the known security problems of the Internet Protocol (IP) in 

a satisfactory manner. However, it is designed for a static Internet, where the hosts 

using IPSsec are relatively static. Thus, IPSec does not work well with mobile devices. 
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For instance, if a mobile terminal moves from one netWork to another, an IPSec 

connection set up is required, typically using the JKE key exchange protocol. Such a 

set up is expensive in terms of latency, since IKE may require several seconds to 

complete. It is also expensive in terms of computation, because the Diffie-Hellman 

5 and authentication-related calculations of IKE are extremely time consuming. 

Routing means moving information across an internetwork from one source to another. 

Along ~e way, usually at least one intermediate node is encountered. Routing involves 

both the determination of the optimal routing path and the transport of information 

10 packets. To aid the routing of information packets, routing algorithms initialise and 

maintain routing tables, which contain route information. Routers communicate with 

each other and maintain their routing tables through the transmission of a variety of 

messages. The routing update message is one such message that generally consists 

the whole or part of a routing table. 

15 

The fundamental problem with IP mobility is the fact that IP routing is based on fixed 

addresses. The address space has been divided into subnetworks, that reside in 

practically fixed locations with respect to netvlark topology (the routing can be 

changed, but that is a slow process, possibly in the order of minutes). When a mobile 

20 host moves away from its home netwOrk (where its IP address is proper), there is a 

problem with the routing of the packets to the new location if the I P network in question 

does not support such movement. 

In this text, the term mobility and mobile terminal does not only mean physical mobility, 

25 instead the term mobility is in the first hand meant moving from one network to 

another, which can be performed by a physically fixed terminal as well. 

Standard Mobile IP for 1Pv4 utilises e.g. IP-IP and Generic Routing Encapsulation 

(GRE) tunnelling to overcome this problem (See more details in figure 1 with 

30 accompanying text). There are also other methods of tunnelling, and hence, IP-IP and 

GRE tunnelling are used only as examples in this text Mobile 1Pv4 has two modes of 

operation. In the co-located care-of address mode the mobile terminal performs IP-IP 
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encapsulation and decapsulation. Ttlis mode requires a borrowed address -the co

located care-of address - from the visited network. The other mode is the foreign agent 

mode, where the IP-IP or other tunnelling is performed by a special host in the visited 

network, called the Foreign Agent (FA). The mobile terminal communicates directly 

5 with the FA (an IP address is not required for this direct communication), and does not 

require a borrowed address in this mode. 

In IP-IP tunnelling, an IP address (the so called co-located care-of address) is 

borrowed from a network being visited. This address is topologically correct, i.e. 

1 o routable from other parts of the network. When a mobile terminal needs to send a 

packet to a given target computer, it first constructs an IP packet, whose source 

address is its home address, i.e. the address that is not topologically correct in the new 

network, and whose destination address is the target computer. 

15 Since this packet may not be directly routable, it is encapsulated into another IP packet 

(by so called IP-IP encapsulation, or IP-IP tunnelling). The source address of this IP 

packet is the care-of address, and the target address is the so called home server of 

the mobile terminal. Upon receiving such an encapsulated packet, the home server 

unwraps the IP-IP tunnel, and proceeds to route the packet, which was inside the 

20 encapsulation. 

Reverse packets from the target computer to the mobile terminal are handled similarty; 

the packet is first routed to the home server, then encapsulated in IP-IP and delivered 

to the current network the mobile terminal is in. The current mobility binding 

25 determines which current care-of address matches a given home address. (There may 

also be so-called simultaneous bindings, in which case the home address matches a 

set of care-of addresses; the packet is encapsulated and sent to each care-of address 

separately.) 

30 When the mobile terminal moves to a new network, an authenticated signalling 

message exchange is done between the mobile terminal and the home server. A 

Registration Request is sent by the mobile terminal to the home server, requesting an 
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update of the current mobility binding. The server responds using a Registration Reply 

that may either accept or deny the request. When the Foreign Agent mode of operation 

is used, the registration messages go through the Foreign Agent. 

5 IP version 4 (1Pv4) is the currently widely deployed lntemet Protocol version. Its major 

disadvantage is the small number of unique, public IP addresses. IP version 6 (1Pv6) 

has a much larger address space, which fixes the most important 1Pv4 problem known 

today. 1Pv6 also changes some other things in the Internet Protocol, for example, how 

fragmentation of packets is done, but these changes are quite small. Most protocols 

10 have separate definitions on how they are used within the 1Pv4 and the 1Pv6 context. 

For instance, there are separate versions of 1PSec and Mobile IP for use with 1Pv4 and 

1Pv6. However, such modifications to protocols are quite small, and do not usually 

change the essentials of the protocols significantly. 

15 The IPSec protocol solves the known security problems of the Internet Protocol (IP} in 

a satisfactory manner. However, it is designed for a static Internet, where the hosts 

using IPSec are relatively static. Thus, IPSec does not work weU with mobile devices. 

For instance, if a mobile terminal moves from one nelYJork to another, an IPSec 

connection set up is required, typically using the IKE key exchange protocol. Such a 

20 set up is expensive in terms of latency, since IKE may require several seconds to 

complete. It is also expensive in terms of computation, because the Diffie-Hellman and 

authentication-related calculations of IKE are extremely time consuming. 

25 

The above description presents the essential ideas of Mobile IP. 

The mobile IP approach of prior art has some disadvantages and problems. 

The standard Mobile IP protocol provides a mobile terminal with a mobile connection, 

and defines mechanisms for performing efficient handovers from one network to 

30 another. However, Mobile IP has several disadvantages. The security of Mobile IP is 

very limited. The mobility signalling messages are authenticated, but not encrypted, 

and user data traffic is· completely unprotected. Also, there is no key exchange 
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mechanism for establishing the cryptographic keys required for authenticating the 

mobility signalling. Such keys need to be typically distributed manually. In the manual 

prior art key management, the signalling authentication mechanism requires the mobile 

host and the home server to share a secret authentication key and the distribution of 

5 that key, which is carried out manually, is not very practical. Finally, the current Mobile 

IP protocol does not define a method for working through Network Address Translation 

(NAT) devices. 

Said problem With NeMiork Address Translation (NAT) devices, even if NAT devices 

10 are able to translate addresses of private networks in messages to public IP addresses 

so that the messages can be sent through internet, is, however, that currently no 

standard for making Mobile lP work through NAT devices. NAT devices are widely. 

deployed because the use of private addresses requires less public IP addresses than 

would otherwise be needed. 

15 
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IS 

THE OBJECT OF THE INVENTION 

The object of the invention is to ensure secure forwarding of messages from and to 

mobile terminals by avoiding the problems of prior art described above. 

20 SUMMARY OF THE.INVENTION 

The method of the invention for ensuring secure forwarding of a message is performed 

in a telecommunication network, comprising at least one terminal from which the 

message is sent and at least one other terminal to which the message is sent. In the 

25 method, ·one or more secure connections are established between different addresses 

of the first terminal and address of the other terminal, the connections defining at least 

said addresses of the two terminals. When the first terminal moves from one address 

to another address, a secure connection, whose endpoints are the new address of the 

first terminal and the address of the other terminal, is registered to tie at least one of 

30 the active connections. 
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If there does not already exist such a secure connection between the new address and 

the other terminal, a new secure connection between the new address and the other 

terminal address has to be formed. 

s The terminals might have several active connections. In the invention, the terminal 

might in one embodiment also have only one secure active connection at a time, which 

can be changed in according with the invention to be defined to be between the 

address the terminal moves to and the address of the other terminal. 

10 In the invention, the first terminal is movable from one network to another. Such a 

terminal can physically be a mobile terminal or a fixed terminal. 

The invention is moreover concerned with a system, which is able to perform the 

method of the invention. The characteristics of the system are defined by the system 

15 main claim, the subclaim defining the functions that can be performed by the system of 

the invention. 

The secure connections are preferably established by forming Security Associations 

(SAs) using the IPSec protocols and the message to be forwarded consists of IP 

20 packets. The key exchange being a part of the forming of a secure connection is 

performed manually or automatically with IKE or some other automated key exchange 

protocol. 

When a new secure connection is formed, it is registered for immediate and/or later 

25 use. The registration for later use is made using a connection table, which is 

maintained by both hosts participating in the forming of the secure connection. The 

connection table is also used e.g. when the first terminal moves, and needs to 

determine whether a secure tunnel already exists for the new address. The table can 

be e.g. a Security Association DataBase (SADB}, which is the nominal place to store 

30 IPSec .SAs in the IPSec model. 
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In the preferred embodiment, IPSec security associations are used as secure 

connections. The table, through which the existence of a given IPSec SA {in either the 

first terminal or the other terminal) is determined, is then the IPSec Security 

Association DataBase (SADB). 

The actual connection(s) to be used is registered by means of a signalling message or 

signalling message exchange between the first terminal and the other terminal, for 

example by means of Registration Request and possibly Registration Reply 

messages. 

The request message may update a set of security associations, for instance, a single 

security association, a security association bundle, an IPSec connection, a group of 

IPSec connections, or any combinations of these. In practice, it is useful to update 

either a single IPSec connection or a group of IPSec connections. The latter may be 

15 important if separate IPSec connections are used for different kinds of traffic. A single 

request message can then update all (or a certain set) of such connections to a new 

address, instead of requiring separate requests for each IPSec connection. In the 

following, the case of updating a single IPSec connection is discussed, without limiting 

the invention to this behaviour. 

20 
The new address of the first terminal can also be updated automatically by the other 

terminal when the first terminal sends a message from its new address. 

The active SA is a stored mobility binding that maps a given terminal address to one or 

25 more IP.Sec tunnel mode SAs (or zero such SAs, if the terminal in question is not 

connected). These mobility bindings are manipulated when Registration Request and 

Registration Reply messages are processed when sending packets to the first 

terminal. It is possible to restrict traffic from the first terminal to only the IPSec SAs that 

are currently registered in the mobility binding, but allowing traffic from all shared SAs 

30 is also reasonable. 

The mobility binding is necessary, since each of the shared IPSec security 

associations is valid for securing traffic. There has to be some way for the first terminal 
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to determine. which security association( s) to actually use when processing packets. 

The mobility binding serves this purpose in the invention. 

The first terminal may use any I PSec tunnel SA it shares with the other terminal. It is 

s possible to restrict tr:affic from the first terminal to only the IPSec SAs that are currently 

registered, but this is not an essential feature. Thus, the first terminal may use any 

IPSec tunnel SA it shares with the other terminal when sending packets. The other 

terminal may restrict traffic only to IPSec SAs that are currently active in the mobility 

binding, but allowing traffic from all shared SAs is also reasonable. 

10 

The invention can be used for direct end-to-end communication, in which case the 

secure tunnel is established between these end computers. If applied to IPSec, this 

could correspond to either an IPSec transport mode or tunnel mode SA. The message 

might also be sent first to an intermediate computer, whereby the outer address of the 

15 IPSec tunnel is unwrapped by the intermediate computer and the message is 

forwarded as plain text to the end destination computer. 

Thus, in the solution of the invention, an IPSec security association is used instead of 

the IP-IP tunnelling. The invention can also be used for tunnelling with IPSec transport 

20 mode and an external tunnelling mechanism, such as Layer 2 Tunnelling Protocol 

(L2TP). 

The invention provides the following advantages. 

25 IPSec key management and strong authentication can be leveraged for this application 

involving asymmetric (RSA) authentication, the use of the Diffie-Hellman key exchange 

algorithm, the possibility to use certificates etc. 

The IPSec symmetric encryption and authentication methods can be used to protect 

30 both signalling and data traffic. This provides confidentiality and integrity and any 

future developments of IPSec can be taken advantage of. 
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The NAT traversal problem can be solved by using any available NAT traversal 

mechanisms for IPSec. One is currently being standardised for IPSec, but any other 

IPSec NAT traversal mechanism may be used. 

5 The invention can be used in different networks, such as 1Pv4 and 1Pv6. 

10 

15 

20 

In the following the invention is described more in detail by means of an advantageous 

embodiment in an example network but is not restricted to the details thereof. 

FIGURES 

Figure 1 describes the mobile IP tunnelling of prior art by means of a signalling 

diagram 

Figure 2 describes the method of the invention by means of a signalling diagram 

DETAILED DESCRIPTION 

The data communication in figure 1 takes place from a mobile terminal to a target host 

X via an intermediate computer, which works as a home server for host X. 

Packets sent from the home address of the mobile terminal can be directly routed to 

25 the target address X by the intermediate computer, since the home address is 

registered in routing tables by means of which the routing takes place. 

Figure 1 describes a method of prior art, wherein IP-IP tunnelling is used for routing 

data packets when the mobile host moves from one address to another, i.e. from the 

30 home address to a new address. 



0098

wo 03/030488 • .TIFI02/00771 

17 

Mobile IP also supports the so-called triangular routing mode, where the packets sent 

by the mobile terminal are routed directly to the recipient of the packet, bypassing the 

home server, while packets sent to the mobile terminal are first routed to the home 

server and then IP-IP tunnelled to the mobile terminal. This mode is more efficient, but 

5 is incompatible with ·so-cal'~ ingress filtering routers, which do not route IP packets 

whose source addresses are topologically incorrect, as is the case with a mobile 

terminal that is away from the home network. The details of this mode are different, but 

the general idea is the same. The more general case where IP-IP tunnelling is used 

for traffic between the mobile terminal and the home server in both directions is 

I 0 discussed in the following text 

In figure 1, when a mobile terminal being in a visited network intends to send a packet 

to a target host X using its current care-of address, which is an address borrowed from 

the visited network, it first constructs a data packet, whose source address is its home 

15 address -which is not a topologically correct address in the current network the mobile 

terminal is in - and whose destination address is X. Because the source address of the 

packet is topologically incorrect, i.e., does not belong to the network the mobile 

terminal is in, some routers, especially the ones that implement the so-called ingress 

filtering algorithm, will not route the packet property. To overcome this, the packet is 

20 encapsulated into another IP packet; this process is called IP-IP tunnelling or IP-IP 

encapsulation. The new, outer I P header source address is the care-of address from 

the visited netvvork - which is a topologically correct address - and the outer IP header 

destination address is the home server of the mobile terminal. Thus, the inner IP 

header source address is the home address of the mobile terminal, while the inner IP 

25 header destination address is that of the host X. This is indicated in figure 1 with IP liP 

I data, which describes a message containing data and the originaiiP header, which is 

encapsulated further in an outer IP header for routing purposes. This IP packet is then 

s~nt to the home server in step 1 of figure 1. 

30 U~gn receiving the encapsulated IP packet, the home server unwraps the I P-IP tunnel, 

and proceeds in step 2 of figure 2 with routing a packet indicated with IP/Data, which 

packet was inside the encapsulation (inside the outer IP header). The routing is 
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performed in accordance with the inner destination address; the packet now, after the 

unwrapping, having the home address of the mobile terminal as its source address 

and host X as its destination address. 

5 Reverse packets from X to the mobile terminal are handled similarly; the packet is first 

routed to the home server in step 3, then encapsulated in IP-IP and delivered to the 

current network (in step 4} the mobile terminal is in. The mobility binding determines 

which care-of address(es) the packet is forwarded to. 

10 In the method of the invention, an IPSec tunnel mode or transport mode security 

association is used instead of the IP- IP tunnelling. Figure 2 describes an example of 

the method of the invention for sending messages when a mobile terminal moves to a 

new address. 

15 A secure connection, preferably an IPSec security association (SA) or more 

specifically one IPsec SA bundle for each direction of communication is established 

between the care-of-address and the home server address, e.g. the care-of-address of 

the mobile terminal and the home server address. The SA can also include additional 

parameters and attributes, possibly relating to standard or non-standard IPSec 

20 extensions, such as NAT traversal, which are conventionally used in SAs. A message 

to be sent through this tunnel is marked IPnPSecJIP/Data in figure 2, illustrating that 

the message contains a data part with a destination IP address and can be sent 

through an IPSec tunnel, while encapsulated with an outer IP header. 

25 Reverse·packets from X to the mobile terminal are handled similarly; the packet is first 

routed to the home server in step 3, then IPSec processed using the IPSec tunnel 

mode SA, during which an outer IP header is added to the packet and delivered to the 

current network(s) (in step 4) the mobile terminal is in. 

30 When IPSec transport mode is used, the mobile terminal may either communicate 

directly with the home server, or alternatively some external tunnelling protocol (apart 

from IPSec tunnelling) can be used to allow routing of packets further. For example, 



0100

wo 03/030488 • .TIFI02/00771 

19 

the Layer 2 Tunnelling Protocol (L2TP) can be used with IPSec transport mode to 

provide functionality similar to IPSec tunnelling. 

When the mobile terminal moves to a new network, it first obtains a care-of address 

5 from the visited network. The mobile terminal then checks whether an SA (or more 

precisely, a pair of SA bundles) SA already exists between the new care-of address 

and the home server address. 

This check is normally done by inspecting the contents of a Security Association 

10 DataBase (SADB), as specified by the IPSec protocol. The actual implementation may 

somewhat deviate from the nominal processing. The nominal model and the actual 

operations often are in reality somewhat different (for instance, hardware IPSec 

implementations have a radically different "SADB .. implementation than simple lookup.) 

If an IPSec security association (SA) between the mobile terminal and the home server 

15 defining the care-of address of the mobile terminal at one end (the new address of the 

mobile terminal) and the address of the home server at the other end already exists, 

this SA is registered to be the actual SA to be used. 

This happens by means of a signalling message or signalling message exchange done 

20 between the mobile terminal and the home server, described by steps 5 and 6 in figure 

2. The messages are preferably authenticated and/or encrypted by using IPSec, and 

preferably by using the same IPSec SA that is used for the ordinary traffic protection. 

In some embodiments no reply is used. Step 5 is a registration request from the mobile 

host to the home server to register the new address and step 6 is a registration reply 

25 back to the mobile terminal. 

When a SA does not exist between the new care-of address and the home server, an 

SA setup occurs between steps 4 and 5 of figure 2. This SA setup may be manual, or 

may involve some automatic key exchange protocol, such as the Internet Key 

30 Exchange (IKE). 
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Upon receiving the IPSec protected packet sent using the new SA, the home server 

processes the IPSec headers and uncovers the origin~! packet from the IPSec tunnel, 

and then routes the IP packet to host X. If IPSec transport mode is used, the home 

server processes the IPSec headers and processes the resulting plaintext packet 

5 directly without routing it onwards. However, if an external tunnelling protocol, such as 

L2TP, is used, the tunnelling protocol may forward the pa~ket after IPSec processing. 

In figure 2, the RREQ and RREP messages are shown without IPSec protection. In an 

IPSec embodiment, the IPSec protected messages would be expressed e.g. as 

10 IP IIPSec liP I RREQ resp. IP IIPSec liP I RREP instead of IP I RREQ resp. IP I RREP. 

15 

Thus, RREQ/RREP can be protected and one method .of protection would be IPSec. If 

they are protected using IPSec, one can leverage the existing IPSec SA for that 

purpose. The IPSec protection of signalling message(s) may use either tunnel or 

transport mode. 

The abbreviation RREQ in figure 2 stands for Registration Request while the 

abbreviation RREP stands for Registration Reply. These are preferably the Mobile IP 

Registration Request and Registration Reply messages, used in conjunction with 

IPSec in the invention, but other registration formats may be used. It is also within the 

20 scope of the invention to only use a Registration Request message (not necessarily 

using the exact Mobile IP format), but not using a Registration Reply message. 

The invention also covers both the case wherein property authenticated traffic is used 

as an implicit registration request, and a mobility binding update is performed 

25 automatiCally. As a specific example, an IPSec tunnel mode SA bundle, including an 

AH used for sending traffic, in which case the addresses of the outermost IP header 

are covered by AH authentication, is used between the mobile terminal and the home 

server. When the mobile terminal moves to a new network, it sends a data packet 

which may be an empty data packet if there is no data to send that is processed using 

30 the IPsec SA bundle and sent to the home server. Once the home server property 

authenticates the message, including the outermost IP header, and determines that it 

is coming from an address that differs from the current mobility binding, it may update 
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the mobility binding automatically. Updating the binding results in that all subsequent 

packets being destinated to the mobile terminal, will be sent using the updated mobility 

binding, i.e. the new address that the client is using. Thus, no explicit mobility binding 

update signalling is required in this case. 

The description of the invention above has been simplified for clarity of description. 

The invention can be extended in several ways without changing the underlying idea. 

Some extensions are described in what follows. 

10 The Mobile IP concept of simultaneous bindings, and associated traffic n-casting from 

the home server to the mobile terminal can be used. In this case, packets sent 

towards the mobile terminal would be processed using several IPSec SAs, one for 

each simultaneous registration, and sent to the different visited networks used by the 

mobile terminal. The registration message(s) in this case contain fields that indicate 

15 how the mobility binding is to be modified, e.g. whether to replace existing bindings, or 

to add a new binding in addition to the existing ones. The implicit registration based on 

data packets can also be used, possibly together with registration message(s) to 

maintain the bindings. 

20 When an IPSec SA does not exist between the new care-of address and the home 

server address, and an IPSec SA is set up e.g. using an automated key exchange 

protocol, the completion of the SA setup can be used as an implicit registration, 

removing the additional registration in steps 5 and possibly 6 in figure 2. 

25 When in the above '"a Security Association SA" or "a bundle of Security Associations 

SAs" is referred to, this means in practice, an IPSec SA bundle in both cases - one or 

more IPSec security associations applied in sequence- can be used for each direction 

of traffic. 

30 The invention is not specific to 1Pv4 or 1Pv6, and can be used with Mobile IP for 1Pv4 

and Mobile IP for 1Pv6. The invention is also straightforward to extend to future IPSec 

versions 



0103

wo 03/030488 .TIFI02/00771 

22 

CLAIMS 

1. Method for ensuring secure forwarding of a message in a telecommunication 

network, comprising at least one first terminal from which the message is sent and 

5 at least one other terminal to which the message is sent, 

characterized py 

a) establishing one or more secure connections between different addresses of the 

first terminal and address of the other terminal, these connections defining at 

least said addresses of the two terminals, 

10 b) the first terminal moving from one address to another address, 

c) a secure connection between said other address and the other terminal address 

is registered to be at least one of the actual connections to be used. 

2. Method of claim 1, c h a r a c t e r i z e d in that a new secure connedion between 

15 the other address of the first terminal and the address of the other terminal is 

formed for the registration in step c) if such a secure connections does not already 

exist. 

3. Method of claim 1 , c h a r a c t e r i z e d in that, the secure connedion is 

20 established in step a) and claim 2 by forming one or more Security Associations 

(SAs) using the IPSec protocols, such as a bundle of SAs. 

25 

30 

4. Method of any of claims 1 - 3, c h a r a c t e r i z e d in that the message to be 

forwarded consists of IP packets. 

5. Method of any of claims 1 -4, characterized in that, after step b), when the 

first terminal intend to send a message from the address it has moved to it first 

checks whether a secure connection between the new address and the other 

terminal already exists. 

6. Method of claim 5, c h a r a c t e r i z e d in that the existence of the new secure 

connection is checked by means of a connection table. 
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7. Method of any of claims 1 - 6, c ~ a r a c t e r i z e d in that, in step c), the actual 

connection(s) to be used is/are registered by means of a signalling message or 

signalling message exchange between the mobile terminal and the other terminal. 

5 · 8.. Method of any of claims 1 - 6, c h a r a c t e r i z e d in that, the new (second) 

address of the mobile terminal is updated automatically by the other terminal when 

the first terminal sends a message from its new address. 

9. Method of any of claims 1 - 8, c h a r a c t e r i z e d in that the a key exchange 

10 being a part of the forming of the secure connection in step a) and claim 2 is 

performed manually. 

1 0. Method of any of claims 1 - 8, c h a r a c t e r i z e d in that a key exchange being a 

part of the forming of the secure connection in step a) and claim 2 is performed with 

15 IKE or some other automated key exchange protocol. 

20 

11 . Method of any of claims 1 - 1 0, c h a r a c t e r i z e d in that the secure connection 

between the new address of the first terminal and the other terminal is in step c) 

registered for immediate and/or later use. 

12. Method of claim 11, c h a r a c t e r i z e d in that the registration for later use is 

made by the other terminal in a connection table. 

13.Method of any of claims 3 - 12, c h a r a c t e r i zed in that when sending 

25 message through the secure connection IPSec transport mode is used to secure 

traffic between the mobile computer and the destination computer. 

30 

14. Method of claim 13, c h a r a c t e r i z e d in that a tunnelling protocol is used 

together with IPSec to provide a tunnelling capability. 
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15.Method of claim 14, characterized in that where the layer 2 Tunnelling 

Protocol (L2TP) tunnelling protocol is used together with IPSec to provide a 

tunnelling capability. 

5 16. Method of any of claims 3- 15, c h a r a c t e r i z e d in that when sending 

message through the secure connection IPSec tunnel mode is used to secure 

traffic between the mobile computer and the destination computer. 

17. System for ensuring secure forwarding of a message in a telecommunication 

I o network, comprising at least one first terminal from which the message is sent and 

at least one other terminal to which the message is sent, 

c h a r a c t e r i z e d by 

means for forming secure connections between the address of the other terminal 

and different addresses of the first terminal, 

15 tables with lists of said secure connections, and 

registrations means for forming such lists. 

20 

18. System of claim 17, c h a r a c t e r i z e d in that it has means for performing the 

method of any of claims 1 - 16. 
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the receiving Office in response to an invitation under Article 14 are referred to in this report as "originally filedu 
and are not annexed to this report since they do not contain amendments (Rules 70.16 and 70.17)): 

Description, Pages 

1-21 

Claims, Numbers 

1-18 

Drawings, Sheets 

1~-2/2 

as originally filed 

received on 10.07.2003 with letter of 07.07.2003 

as originally filed 

2. With regard to the language, all the elements marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language: • which is: 

D the language of a translation furnished for the purposes of the international search (under Rule 23.1 (b)). 

D the language of publication of the international application (under Rule 48.3(b}). 

D the language of a translation furnished for the purposes of international preliminary examination (under 
Rule 55.2 anclbr 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the 
international preliminary examination was ~arried out on the basis of the sequence listing: 

D contained in the international application in written form. 

D filed together with the international application in computer readable form. 

D furnished subsequently to this Authority in written form. 

D furnished subsequently to this Authority in computer readable form. 

D The statement that the subsequently furnished written sequence listing does not go beyond the disclosure 
in the international application as filed has been furnished. 

D The statement that the information recorded in computer readable form is identical to the written sequence 
listing has been furnished. 

4. The amendments have resulted in the cancellation of: 

D the description, 

D the claims, 

D the drawings, 

pages: 

Nos.: 

sheets: 

Form PCTAPEA/409 (July 1999) 
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report.) 

6. Additional observations, if necessary: 

V. Reasoned statement under Article 35{2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 1-18 
No: Claims 

Inventive step (IS) Yes: Claims 1-18 
No: Claims 

Industrial applicability (lA) Yes: Claims 1-18 
No: Claims 

2. Citations and explanations 

see separate sheet 

Form PCTAPEA/409 (July 1999} 
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V. REASONED STATEMENT UNDER RULE 66.2(A)(11) WITH REGARD TO NOVELTY, INVENTIVE 

STEP AND INDUSTRIAL APPLICABIUTY 

1. It is considered that independent claims 1 (method) and 17 (apparatus) relate to 
new and inventive subject-matter (Articles 33 (2) and (3) PCT), since the prior art 
does not disclose or suggest the specifically claimed method for ensuring secure 
forwarding of a message in a telecommunication network according to claim 1 and 
does not disclose or suggest the specifically claimed system for ensuring secure 
forwarding of a message in a telecommunication network according to claim 17. 

Document 02=W0 00/41427 discloses a method for accomplishing handover for 
a mobile unit from a first stationary unit to a second stationary unit; the Security 
Association SA in D2 is reused literally when the terminal moves. In D2 the same 
SA can be transferred and reused because the terminal only moves within one 
administrative domain. Thus the first stationary unit in the other end has a 
common IP address as the second stationary unit which now is the end-point. An 
SA is always defined by its destination address but in 02 the destination. address 
in the SA did not have to be changed as the other terminal always is an access 
point in the same network domain. 
Document 01= WO 01/39538 discloses a method of providing information security 
when communication with a given mobile terminal is handed-over from a first 
access point to a second access point; in 01 (as in D2) the SA is also reused 
literally when the terminal moves. In D1 the SA is maintained when a handover 
occurs within the network. The SA is there transferred (and not redefined) and 
there are only one SA that exists between the terminal and the other endpoint that 
always is an access point in the same network. The same parameters ·Of the SA 
are transferred. 

In the pres~nt invention (method claim 1 and corresponding apparatus claim 17) 
there is established several secure connections, each of which defines different 
addresses. One or more of them is then registered to be the active(s) one upon 
moving of the first terminal. Then no renegotiation or reestablishing of any SA is 
needed when the first terminal moves from one point to another. 
In the present invention a different SA defining a different address has to be used 

when the first terminal moves, and the other terminal can be any other terminal. 
The question is here, as it is clearly indicated in present claim 1 , about using 

Form PCT/Sepamte Sheet/409 (Sheet 1) (EPQ-Aprll1997) 
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different secure connections, not reusing them. 
In the present invention there is question about different SAs each defining 

different addresses. 

2. Dependent claims 2 to 16 and 18 contain further details of the method of claim 1 
and of the system of claim 17 respectively. As they are dependent on claims 1 
and 17 respectively, they also satisfy the requirements for novelty and inventive 
step (Articles 33 (2) and (3) PCT). 

Fonn PCT/Separate Sheet/409 (Sheet 2) (EPO-April1997} 
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CLAIMS 

1. Method for ensuring secure forwarding of a message in a telecommunication 

network, ~mprising at least one first terminal from which the message is sent and 

5 at least ~ne other terminal to which the message is sent, · 

c h a r a c t e r i z e d by 

a) establishing one or more secure connections between different addresses of the 

first terminal and address of the other terminal, these conne~ions defining at 

least said addresses of the two terminals, 

10 b) th~ first terminal moving from one address to anothe~-address, 

c) · a seci.lre connection between $aid other address and the other terminal address 

is registered to be at least one of the active connections to be used. . 

2. Method of daim 1, ~ h a r a c t e r i z e d in that a new secure connection between 
. .· . 

15 .· the other address of the first terminal and the address of tne other terminal is 

formed for the registration in step c) if such a secure connections does not already 

exist. 

3. Method of claim 1 , c h a r a c t e r i z e d in that, the secure connection is 

20 established in· step a) and claim 2 by ·forming one or more Security Associations 

{SAs) using the IPSec protocols, such as .a bundle of SAs. 

25 

30 

4. Method .of any of claims 1 - 3, char a c·t e r i zed in that the message to be 

forwarded consists of IP pack~ts. 

5. Method of any of claims 1 -4, char~ c t e r.i'z e din that, after step b), when the 

first terminal intend to send a message fro~ the address it has moved to it first 

checks whether a secure connection between the new address and the other 

terminal already exists. 

6. Method of daim 5, c h a r a c t e r i z e d in that the existence of the new secure 

connection is checked by means of a conne~on table. 

AMENDED SHEET 
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7. Method of any of claims 1 -·s. characterized in that. in step c). the actual 

connectit?P1s} to be used is/are re_gistered by means of a sjgnallil]g mess~ge or 

signalling message exchange between the mobile terminal and the other terminal. · 

s 8. Method ~f any of claims 1 - 6, c h a r a c t e r i z e d in that, the new {second) 

-address of the mobile terminal is updated automatically by the other terminal when 

the first terminal sends a message from its new address. 

. . 
9. Method of any of claims 1 - a. c h a r a c t e r i z e d in that the a key exchange 

10 bei119 a~ of the forming of the secure connection in_ step a) and claim 2 is 

performed manually. 

10. Method of any of claims 1 - 8, c h a r a c t e r i z e d in that a key exchange. being a 

part cit the forming of the secure comection in step a) and claim 2 is performed with 

15 IKE or some other auto~ated key exchange protocol. 

. 20 

11. Method.of any of claims 1 -:- 10; c h. a r a c t e r I z e -d in that the secure connection 

between the new address of the fnt terminal and the other terminal is in step c) 
. . 

registered for immediate and/or later use . 

12. Method of claim 11, c h a r a c t e r i z e d in that the registration for later use is 

made by the other tenninal in a connection table. 

13.Method of any of claims 3- 12, c h a r act e r·i z e din that when sending 

2S m~ssa_ge thro~h the secure connection IPSec transport ~od~ is used to secure 

traffic between the mobile computer and the destination computer. 

3& 

14. Method of claim 13. c h a r a c t e r i z e d in that a tunnellin~ protocol is used 

together with IPSec to provide a tunnelling capability. 

AMENDED SHEET 
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. . 

15. Method of claim 14, c h a r a c t e r i z e d in that where the Layer 2 Tunne11ing 

Protocol (L2TP) tunnelling protocol is used together with IPSec to provide a 

tunnelling capability. 

s 16. Method of any of claims 3 - 15. ~ h a r ~ c t e r i z e d in ·that when sending 
. . 
mess~ge through the. secure connection IPS~ tunnel ~ode is used to. secure 

traffic between the mobile computer and the destination computer. 

17.System ·for ensuring secure fo~rding of a message- in a t~lecommunication 

1 o network, comprising at least one first terminal from which the message is sent and 

. at least one other terminal to which the message is sent. 

characterized by 

means for forming secure connections between the address of the other terminal 

and different addresses of the first terminal, 

IS tables with lists of said secure connections, and 

registrations means for forming such lists. 

18. System of claim 17, c h a r a c t e r i z e d in that it has means for performing the , . . . . 
method of any of claims 1 - 16. 

20 

.· 

AMENDED SHEET 
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Examiner: 

Date: 25 June 2004 

Art Unit 

Batch No. 

r Hk".lti:ll'i Cl!R.UFY THI\T 'l"HH) PIU'Jrlt AND THE l.lOCUMJ.:N~'S 

RE:l"lllUU!!l TO liS EKI NO 1\TT/\Cli!!O OR ENCJ,OI'llW H£1\EWI'l'H 

.1\:!Ul: BE\NC c~;J.OUSIT!!O WITH Tl!E UNT'l'l<:l.l STATES POST}>[. 

S'E:I'IVIC::kl ON June Z5, 2004 .116 t'll\ST CLASS MAIL HI 1\.N 

!::N\IELOPE AllDI\E55F.t:l TC: N.li!L STOP DD, CCMMl:oSIONJm 

l'OR PI\TF.N'I'!l, J:'.O. BOX HSO, ALBXO.NCJ.t!l\, VA 22313 

~~lf F&i ~ ~~·-----
Attorney for Applicant 

TRANSMITTAL LETTER 

MAIL STOP DD 
COMMISSIONER FOR PATEN'l'S 
P.O. Bo;x: 1450 
Alexandria, VA 22313~1450 

Enclosed for filing in the above-referenced appli.cation are the 
following: 

(X) Infonnation Disclosure Statement (No references) 
(X) The Corrunissioner is hereby authorized to charge any 

additional fees which may be required in connection with 
the filing of this information disclosure statement, or 
cred:Lt over-payment, to Account No. 06-0243. 

FASTH LAW OFFICES 
629 E. Boca Raton Road 
Phoenix, AZ 85022 

Teleohone: 602-993-9099 
Facsimile: 602-942-8364 

Respectfully submitted, 

FASTH LAW OFFICES 

Rolf fk1 ~ {r--
Registration No. 36,999 
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RF:n" 6/25/04 '-90.10S3t.ISN PATENT 

Attorney Matter No. 290.1053USN 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of 
Sami vaara.la, Antti Nuopponen, 
Panu J?ieti.kainen 

Serial No. 10/490,933 

Filed: 26 March 2004 

For: 

Examiner: 

METHOD AND SYSTEM 
FOR ENSURING SECURE 
FORWARDING OF MESSAGES 

Date: June 25, 2004 

Art Unit 

Confirmation No. 

INFORMATION DISCLOSURE STATEMENT 

TO: coMM::SSIONER FOR PATENTS 

This Information Disclosure Statement is being filed to 

comply wii:h the Applicant's duty of disclosure. Applicant knows 

of no information in addition to the references cited in the 

International Search Report that would be material to the 

patentabi1ity of the claimed invention. 

FASTH LAW OFFICES 
629 E. Boca Raton Road 
Phoenix, AZ 85022 
Telephone: 602-993-9099 
Facsimile: 602-942-8364 

Respectfully submitted, 

FASTH LAW OFFICES 

Rolf~--
Registration No. 36,999 
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U.S. APPLICATION NUMBER NO. 

10/490,933 

Rolf Fasth 
FASTH LAW OFFICES 
629 East Boca Raton Road 
Phoenix, AZ 85022 

Date Mailed: 12/02/2004 

FIRST NAMED APPLICANT 

Sami Vaarala 

Page 1 of2 

UNITED STATES DEPARTMENT OF COMMERCE 
United Stoteo Potent and Trademark Office 
Addron:COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Vuginia 22313-1450 
www.urpto.gov 

A TTY. DOCKET NO. 

290.1053USN 

INTERNATIONAL APPLICATION NO. 

PCT/F102/00771 
I.A. FILING DATE I PRIORITY DATE 

09/27/2002 09/28/2001 

CONFIRMATION NO. 2431 
371 FORMALITIES LETTER 

lllllm II~ ~~ II~ Ill~ Ill~ II~ 1m Ill~ IIIII ~~~ IIIII 1m ~Ill ~1111~11 m ~1111~ 
·ocooooooo146413s7· 

NOTIFICATION OF MISSING REQUIREMENTS UNDER 35 U.S.C. 371 IN THE UNITED 
STATES DESIGNATED/ELECTED OFFICE (DO/EO/US) 

The following items have been submitted by the applicant or the IB to the United States Patent and Trademark 
Office as a Designated I Elected Office (37 CFR 1.495). 

• Indication of Small Entity Status 
• Copy of the International Application filed on 03/26/2004 
• Copy of the International Search Report filed on 03/26/2004 
• Copy of IPE Report filed on 03/26/2004 
• Preliminary Amendments filed on 03/26/2004 
• Oath or Declaration filed on 03/26/2004 
• Request for Immediate Examination filed on 03/26/2004 
• U.S. Basic National Fees filed on 03/26/2004 
• Priority Documents filed on 03/26/2004 

The following items MUST be furnished within the period set forth below in order to complete the requirements for 
acceptance under 35 U.S.C. 371: 

• Oath or declaration of the inventors, in compliance with 37 CFR 1.497(a) and (b), identifying the application 
by the International application number and international filing date. The current oath or declaration does 
not comply with 37 CFR 1.497(a) and (b) in that it: 

• is not executed in accordance with either 37 CFR 1.66 or 37 CFR 1.68. 

• $65 Surcharge for providing the oath or declaration later than 30 months from the priority date (37 CFR 
1.492(e)) is required. 

SUMMARY OF FEES DUE: 

Total additional fees required for this application is $65 for a Small Entity: 
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• $65 Late oath or declaration Surcharge. 

ALL OF THE ITEMS SET FORTH ABOVE MUST BE SUBMITTED WITHIN TWO (2) MONTHS FROM THE 
DATE OF THIS NOTICE OR BY 32 MONTHS FROM THE PRIORITY DATE FOR THE APPLICATION, 
WHICHEVER IS LATER. FAILURE TO PROPERLY RESPOND WILL RESULT IN ABANDONMENT. 

The time period set above may be extended by filing a petition and fee for extension of time under the provisions 
of 37 CFR 1.136(a). 

Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed 
to the address given in the heading and include the U.S. application no. shown above (37 CFR 1.5) 

A copy of this notice MUST be returned with the response. 

SHAKEEL AHMED 

Telephone: (703) 305-3659 

PART 2 - OFFICE COPY 

U.S. APPLICATION NUMBER NO. rNTERNATIONAL APPLICATION NO. ATTY. DOCKET NO. 

10/490,933 PCT /FI02/00771 290.l053USN 

FORM PCT/DO/E0/905 (371 Formalities Notice) 
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• 
IIIUIIIIIIIIIIIIIIIII ~111111111 ~111111111111 m1111111111111 ~ 1111 
Bib Data Sheet 

FILING OR 371(c) 

SERIAL NUMBER DATE CLASS 
10/490,933 04/18/2005 713 

RULE 

~PPLICANTS 
Sami Vaarala, Espoo, FINLAND; 
Antti Nuopponen, Espoo, FINLAND; 
Panu Pietikainen, Espoo, FINLAND; 

I*• CONTINUING DATA ••••••••••••••••••••••••• 

This application is a 371 of PCT/FI02/00771 09/27/2002 

I*• FOREIGN APPLICATIONS ******************** 
FINLAND 20011911 09/28/2001 

• Page 1 of 1 

Ul'\ITED STATES DEPARTMDIT OF COMMERCE 
Uoitt'ld ~t.utl'!!ll Plitt'!nt ~:~nd TratdHnuu·k om.:t'l 
Addtn.:COMMISSIO;.<ER FUR PATENTS 

P.O. Dox I ~SO 
Alt:AliDiliia. VugiJWI 223 11·1450 
w~w.~t.u.guv 

CONFIRMATION NO. 2431 

GROUP ART UNIT 
ATTORNEY 

DOCKET NO. 
2131 290.1 053USN 

** SMALL ENTITY ** 

Foreign Priority claimed 1:1 yes 1:1 no 
INDEPENDENT 

~5 usc 119 (a-d) conditions 1:1 yes 1:1 no 1:1 Met after 
STATE OR SHEETS TOTAL 

met Allowance 
COUNTRY DRAWING CLAIMS CLAIMS 

~erified and FINLAND 2 17 2 
!Acknowledged Examiner's Signature Initials 

~DDRESS 

Rolf Fasth 
Fasth Law Offices 
~29 E Boca Raton 
Phoenix ,AZ 85022 

IJ"ITLE 

Method and system for ensuring secure forwarding of messages 

11:1 All Fees I 
11:1 1.16Fees(Filing) I 

FILING FEE FEES: Authority has been given in Paper 1:1 1.17 Fees (Processing Ext. of 
RECEIVED No. to charge/credit DEPOSIT ACCOUNT time) 

525 No. for following: I bl 1.18 Fees ( Issue ) I 
11:1 Other I 
11:1 Credit I 
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04/15/2005 13:54 16i$_9428364 

u FASTH LAW O~ES PAGE 01 

JC03 Rec'.-TIPTO l ~ APR. 2005 # ::s 

Rt:n• 4/15/05 290.1053USN PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of 

Sami vaarala, Antti Nuopponen, 
Panu Pietikainen 

Serial No. 10/490,933 

Filed: 26 March 2004 

For: METHOD AND SYSTEM FOR 
ENSURING SECURE 
FORWARDING OF MESSAGES 

Examiner: 

Date: 15 April 2005 

Art Unit 

Confirmation No. 2431 

CERTIFICATE OF MAILING 

I HEREBY CERTIFY THAT THIS PAPER AND THE DOCUMENTS 

R&F&R~ED TO AS BEING ATTACHED DR ENCLOSEO HEREWITH 

ARE BEING DEPOSITED WITH TilE UI'IITEO S'l'll.TES POSTAL 

StlWIC:E ON April 15. 200$ 1\.S riiiST CLASS W\Il IN AN 

ENVELOPE ADDRESSED TO: MAlL STOP MISSXNG PARTS, 

COMMISSXONER FOR PATENTS, P.O. BOK 1450, 

Rolf TaSh 
Attorney for Applicant 

TRANSMITTAL LETTER 
"MAIL STOP MISSING PARTS 
·; COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, VA 22313-1450 

Enclosed for filing in the above-referenced application are the 
following: 
(X) Notification of Missing Requirements mailed 2 December 2004 
(X) Request for 3MO EXTENSION in responding to Notification of 

Missing Requirements dated 2 December 2004 
(X) Signed Oath or Declaration of the inventor(s) 
(X) Check #4135 for $575.00 ($510 for 3MO EXTENSION in 

responding to MP Notification and $65 to cover surcharge for 
providing signed oath or declaration later than 30 months 
from priority date 

(X) The Commissioner is hereby authorized 
additional fees which may be required 
the filing of this correspondence, or 

to charge any 
in connection with 
credit over-payment, 

04/21/2005 SNAJARRO OOOOOOtil ll&~ilmt No. 06-0243. 

01 FC:2617 65.00 OP 

FASTH LAW OFFICES 
629 E. Boca Raton Road 
Phoenix, AZ 85022 
Telephone: 602-993-9099 
Facsimile: 602-942-8364 

04/21/2005 SNAJARRO 00000040 10490933 

02 FC:2253 510.00 OP 

Respectfully submitted, 
F~STH L~W O~ES 

Rolf~ 
Registration No. 36,999 



0125

\ 

' • 
U.S. APPLICATION NUMBER NO. 

10/490,933 

Rolf Fasth 
FASTH LAW OFFICES 
629 East Boca Raton Road 
Phoenix, AZ 85022 

Date Mailed: 12/02/2004 

FIRST NAMED APPLICANT 

Sami Vaarala 

·~ 
Page 1 of2 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Addren: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alcxmtdria, Vusinia 22313-1450 
www.tapto.gov 

PCT/FI02/00771 
I.A. FILING DATE I PRIORITY DATE 

09/27/2002 09/28/2001 

CONFIRMATION NO. 2431 
371 FORMALITIES LETTER 

I ~~1m 1111 ~~ 1m Ill~ Ill~ II~ Ill~ II~ 11~1 m IIIII I~ IIIII ~1111~11~~ ~1111~ 
*OC000000014641357* 

NOTIFICATION OF MISSING REQUIREMENTS UNDER 35 U.S.C. 371 IN THE UNITED 
STATES DESIGNATED/ELECTED OFFICE (DO/EO/US) 

The following items have been submitted by the applicant or the IB to the United States Patent and Trademark 
Office,,as a Designated I Elected Office (37 CFR 1.495). 

• Indication of Small Entity Status 
• Copy of the International Application filed on 03/26/2004 
• Copy of the International Search Report filed on 03/26/2004 
• Copy of IPE Report filed on 03/26/2004 
• Preliminary Amendments filed on 03/26/2004 
• Oath or Declaration filed on 03/26/2004 
• Request for Immediate Examination filed on 03/26/2004 
• U.S. Basic National Fees filed on 03/26/2004 
• Priority Documents filed on 03/26/2004 

The following items MUST be furnished within the period set forth below in order to complete the requirements for 
acceptance under 35 U.S.C. 371: 

• Oath or declaration of the inventors, in compliance with 37 CFR 1.497(a) and (b), identifying the application 
by the International application number and international filing date. The current oath or declaration does 
not comply with 37 CFR 1.497(a) and (b) in that it: 

• is not executed in accordance with either 37 CFR 1.66 or 37 CFR 1.68. 

• $65 Surcharge for providing the oath or declaration later than 30 months from the priority date (37 CFR 
1.492(e)) is required. 

SUMMARY OF FEES DUE: 

Total additional fees required for this application is $65 for a Small Entity: 

04/211200§ s•IA1ARR9 09999949 19499933 

ot-FC·2f.17 155.00 UP 
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: S65 Late oath or declaration Surcharge. 

ALL OF THfE ITEMS SET FORTH ABOVE MUST BE SUBMITTED WITHIN TWO (2) MONTHS FROM THE 
DATE OF THIS NOTICE OR BY 32 MONTHS FROM THE PRIORITY DATE FOR THE APPLICATION, 
WHICHEVER IS LATER. FAILURE TO PROPERLY RESPOND WILL RESULT IN ABANDONMENT. 

The time period set above may be extended by filing a petition and fee for extension of time under the provisions 
of 37 CFR 1.136(a). 

Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed 
to the address given in the heading and include the U.S. application no. shown above (37 CFR 1.5) 

A copy of this notice MUST be returned with the response. 

SHAKEEL AHMED 

Telephone: (703) 305-3659 

PART 1 -ATTORNEY/APPLICANT COPY 

U.S. APPLICATION NUMBER NO. INTERNATIONAL APPLICATION NO. ATTY. DOCKET NO. 

10/490,933 PCT/FI02/00771 290.1053USN 

FORM PCT/00/E0/905 (371 Formalities Notice) 



0127

El3/26/20B4 15:87 6El2-942-8364 FASTM LAW OFFICES PAGE 12/14 

J~Rec'dPCT/PTO 18 APR 200, 

COMBIN'SO DEC'LAAATION A!m POWZil 01 ATTOM'BY 
1'01. PATEN'l' APPLICATION 

As a below named inventor, I he~eby declare that~ 

My resic:ienee:, post office address and citizenship are as 
stated belc~ ne~t to my name. · 

I beJ.ieve ! an original, fi.rst and joint inventor of the 
suz~e~t matter which .is claimed and for which a patent is sou~ht 
on the invention ent~tled METHOD AND StSTE'.M FOR ENSURING SE.CiJRE 
FORt-iAF<.DING or t-n:.SSAGES, the specification of which was filed as 
International ?a tent Application No. I?CT /FIO~ /007i 1, on 27 
September: 2002. 

! hereby state that I have reviewed and understand the 
contents of the above-identified specification, including the 
cl.;.ims, as amended by any amendment referred to above. 

! acknot•Jleclge the duty to disclose information that . is 
material to the patentability of this application in accox:dance 
with Iitle 31, Code of rederal ReQUlations, § 1.56(a). lf this is 
a continuation-in-part application filed under the conditions 
s~ecifie.d in 35 U.s. c. § 120 which discloses and claims subject 
matter in aedition to that disclosed in the prior copending 
=P?J.icatior., I further acknowledge the duty to disclose material 
informatio~ as defined in 37 CFR §1.56(a) which occurred between 
the filing date of the prior application and the national or PC! 
ir.ter.nattonal f~ling date of the continuation-in-part application. 

I hereby clairn foreign pr.iority benefits under Title 35, 
United States Code, S ll9 of any foreign applieation{S) for patent 
or inventor's certificate listed below and have also identified 
below any foreigP application for patent or inventor's certificate 
having Ill filing date befo:re that of the application on which 
priority is claimed: 

Prior Foreign Application(s) 

20011911 
<Number) 

!:'inland 
(Country) 

28 Sept. 2001 
(Day/Month/Year) 

Priority 
Claimed 

[X) [ J 
Yes No 

Df.C1 .. 111U\TION - ~AGE: l Cf 3 
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! hereby claim the benefit uncer Title 35, United States 
Code § 120 of any United States ~pplication(s} listed below and, 
insofar as the subject matter. of each of the claims of th5.s 
application is not disclosed in the prior United States 
applicatio" in thE manner provided by the first paragraph of Title 
35: United states Code, § 112, I acknowledge the duty to disclose 
~aterial information as defined in Title 37, Code of federal 
Regulations, § 1.56(a) which occurred between the filing date of 
the prior application and the national or PCT international filin9 
date of :his applic~tion: 

<not applicable) (n/al 
(Application Serial No.) (Filing Date) 

(not applica.blel 
(Status: patented, 
pending, abandoned) 

The undersigned hereby authorizes Rolf Fast~, the u.s. 
attorney named her<::in, to accept and follow instructions from 
Innopa~ Ltd. as to any action to be taken in the Patent 
and Trademark Office regarding this application without direct 
cor.'\l'nunication between Rolf Fasth and the undersigned. In the 
ever:t of a che1'ige in the persons from whom instructions may be 
taken, Rolf Fasth will be so notified by the und~rsigned. 

I hereby appoint R.olf Fasth, Reg)..stration No. 36,999, to 
prosecute this application, to file a corresponding intGrnational 
application, and to transact all business in the Patent and 
Trademark Office connected therewith. 

Address all telephone call~ t.o Rolf F.;sth at telephone 
number (602) 993-9099; fax number (602) 942-8364. 

Address all correspondent~ to: 

Rolf Fasth 
~ASTH LAW OFFICES 
629 E. aoca Rate~ 
Phoenix, AZ 85022 

I hereby declare that all statements made he:tein of my own 
knowledge are true and that all statements Ndlil on information artd 
belief are believed to be tru~: and further T.hat these statements 
were made with the knowledge that willful faJ.se statements and the 
like so made a.re punishable by fine or imprisonment, or both 
under Section 1001 of Title 18 of the United States Code and that 
sue~. 1r1il~ful false St~J~.tements may jeopardi ~e the validity of the 
app~1cat1on or any patent issued thereon. 

DECLARATION • :nGE Z OF 3 
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Full na~e of first joint inventor: Sam~ Vaarala 

Inventor's signature 

Residence: Helsin k.i. ~5.nlenid 

Citit:ensnip: Finland. $''l\7'1=12-tNe..(I\Jk}~ ~~37-
0.R.b 0 (!') eg-f CJ 0 F I")(.. 

Post Office eddrASS: tJel':) a:s L±nj a i32 A :il 4 
lfii"-QQ639 Kehinlti, F±t!land""" 

~ ~ full na~e of second joint inventor: Antti Nuopponen 

PAGE: 14/14 

Date 

Itwentor' s stgnature ~~ (C/. ~- ~~"']' 

3- c:;o. 

Residence: Espoo, Fil!.la!icl t=.=-cx.. 

Citizenship: Finland 

Post Of!ice address: Kaksoiskiventie 7-9 A 1 
fiN-02760 Espoo, Finland 

~ Piet 5. kaine:n 

Residence; Espoo, finland I=" I ;x

Citi~ens~ip: Finland W c:...)f-e....)..~ b"c.. 1 J f)~ 
Post Of.bce address: ..;.a~rsiknp JQ C lOJ.--~1,.-/(JOC:-.J (IO 

-f'IN 02210 Espee, Fir-1J and~ !...._.J. 

Date 
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Ul\ITED STATES DEPARTM~T OF COMMERCE 
United Rtutt:" Putt:nt and 'T'rudttmurk Omc~.., 
Addr.:u: COMMISSIO>IER FOR PATENTS 

P.O. Oox ••so 
AI<AlUl.Jrio, Vugini• 22313-14$0 
W~"',Uli]JW.g\i'W' 

U.S. APPLICATION NUMBER NO. FIRST NAMED APPLICANT I A TTY. DOCKET NO. 

10/490,933 

Rolf Fasth 
Fasth Law Offices 
629 E Boca Raton 
Phoenix, AZ 85022 

Date Mailed: 04/26/2005 

Sami Vaarala 290.1 053USN 

INTERNATIONAL APPLICATION NO. 

PCT /FI02/0077l 
I.A. FILING DATE I PRIORITY DATE 

09/27/2002 09/28/2001 

CONFIRMATION NO. 2431 
371 ACCEPTANCE LETTER 

IIIIIIIIIUIIIII m1 m111111 m1 m11111111m Ill~ 111111111111~111111111111111111111111 
*OC00000001 5857988* 

NOTICE OF ACCEPTANCE OF APPLICATION UNDER 35 U.S.C 371 AND 37 CFR 1.495 

The applicant is hereby advised that the United States Patent and Trademark Office in its capacity as a 
Designated I Elected Office (37 CFR 1.495), has determined that the above identified international application has 
met the requirements of 35 U.S.C. 371, and is ACCEPTED for national patentability examination in the United 
States Patent and Trademark Office. 

The United States Application Number assigned to the application is shown above and the relevant dates are: 

04/18/2005 04/18/2005 

DATE OF RECEIPT OF 35 U.S.C. 371(c)(1), (c)(2) and 
(c)(4) REQUIREMENTS 

DATE OF COMPLETION OF ALL 35 U.S.C. 371 
REQUIREMENTS 

A Filing Receipt (PT0-103X) will be issued for the present application in due course. THE DATE APPEARING 
ON THE FILING RECEIPT AS THE" FILING DATE" IS THE DATE ON WHICH THE LAST OF THE 35 U.S.C. 
371 (c)(1), (c)(2) and (c)(4) REQUIREMENTS HAS BEEN RECEIVED IN THE OFFICE. THIS DATE IS SHOWN 
ABOVE. The filing date of the above identified application is the international filing date of the international 
application (Article 11(3) and 35 U.S. C. 363). Once the Filing Receipt has been received, send all 
correspondence to the Group Art Unit designated thereon. 

The following items have been received: 

• Indication of Small Entity Status 
• Copy of the International Application filed on 03/26/2004 
e Copy of the International Search Report filed on 03/26/2004 
• Copy of IPE Report filed on 03/26/2004 
• Preliminary Amendments filed on 03/26/2004 
• Oath or Declaration filed on 04/18/2005 
• Request for Immediate Examination filed on 03/26/2004 
• U.S. Basic National Fees filed on 03/26/2004 
• Priority Documents filed on 03/26/2004 
• Power of Attorney filed on 04/18/2005 
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Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed 
to the address given in the heading and include the U.S. application no. shown above (37 CFR 1.5) 

SHAKEEL AHMED 
Telephone: (703) 308-9140 EXT 208 

PART 3 -OFFICE COPY 

FORM PCT/00/E0/903 (371 Acceptance Notice) 
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PTO/Sa/122 (04o05) 
Approved for use lhrough 07131/2006. OMB 0851-003!1 

U.S. P31ent ;nd Trademark 01!1¢¢; U.S. DEPARTMENT OF COMMERCE 
th Pilpe r1c Red ca Ad at 1995 Under e 1'\W u on ' d I d I llc:dioo f'l!fi , 1'10 ~ns llN 1'1i:ClUJre o respon o o c.o o 1 orma~on unl~ tt displays a valid OMB c;ontrol number. 

C:HANGE OF ADDiication Number 101490,933 ' CORRESPtONDENCE ADDRESS Filing Date 26 MARCH 2004 

Application First Named Inventor SAMI VAARALA 

Address to: Art Unit 

CommissionEir for Patents 
Examiner Name P.O. Box 14:·0 

Alexandria, v.~ 2231:3-1450 
Attorney Docket Number 290.1 053USN 

Please change 1 he Correspondence Address for the above-identified patent application to: 

0 The addre:;s associated with 

I I I 1111~ IIIII IIIII IIIII II~ 1111 l1 
Customer \lumber: 33369 

OR 33369 
D Firm or PATENT TRADEMARK OFFICE 

J~ame 

Address 

City I State I Zip 
- ,, 

Country 

Telephone I Email 
.• 

This form cannot be used to change the data associated with a Customer Number. To change the 
data associated with an existing Customer Number use "Request for Customer Number Data Change" (PTO/SB/124 ). 

1 am the: 

D A~·plicanVInventor 

D Assi9nee of record of the entire Interest 
Statement under 37 CFR 3.73(b) is enclosed. (Form PTO/SB/98). 

0 Atromey or agent of record. Registration Number 36,999 

D RE9Istered practitioner named In the application transmittal letter in an application without an 
ax.:x;uted oath or declaration. See 37 CFR 1.33(a)(1 ). Registration Number -· 

~ 

Signature IM T-q IMt_._._ .. -- .. .. 
Typed or Print£R'oLF FO\STH l 
Name 

Date .I Telephone91 0-S87-ooo1 

NOTE: Signatures at an tne tnvenl01'$0r II'Uignacs of rutiord of the entire Interest or their reptet.ent~\illc(s) aro required. SuDmlt mulnpte 
fbrms if more than ono t:ign;•lvrc i:; raauired, see below". 

10 •Total of 1 _forms are sullmltted. 

Thi5 r:::ollll:dion of inforrnal:ior is required by 37 CFR 1.33. The lnfcrmauonl$ required lo obtain or retain a banefltlly me public which i• to file (and by the USPTO 
to procesa) an application. Gordidentlality Is governed by 35 U.S.C. 12:1 and 37 CFR 1.11 and 1.14. Thla coltelllton IS estimated to ll!ke 3 minutes to comple~, 
Including gathering, prepar1n~. and sul:lmllllng the comptete<lappl~lio:m form to the USPTO. Time will vary depending upan the individual esse. Any oommenl:i on 
me amount o1 ume you requ re to complete till$ ro., ond/or :;a.rggc:;tiona for reducing this bun:len, snould be se~t to the Chief lnformanon Officer, u.s. P;stent <Jnd 
Traclemar1< Office, u.S. Oepllltment at COmmerce, P.O. Box 14:;Q, Alollilndria, VA 22313-1450. DO NOT SEND FilES OR COMPLETED FORMS TO THIS 
AbOFU:SS. 5ENDT0: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313--1450. 

ff yo" need assistance In completing 1M! form, 01!1111-800-PTo-9199 and select opUon 2. 
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Application No. Applicant(s) 

10/490,933 V AARALA ET AL. 

Office Action Summary Art Unit 

I 

Examiner 

DEVIN ALMEIDA 2432 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address -
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE~ MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 
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Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )IZ! Responsive to communication(s) filed on 26 March 2004. 

2a)0 This action is FINAL. 2b)[8J This action is non-final. 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

4)[8J Claim(s) 1-17 is/are pending in the application. 

4a) Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim(s) __ is/are allowed. 

6)[8J Claim(s) 1-17 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

10)0 The drawing(s) filed on __ is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

11 )0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PT0-152. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some* c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17 .2(a)). 

*See the attached detailed Office action for a list of the certified copies not received. 
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1) [8J Notice of References Cited (PT0-892) 

2) 0 Notice of Draftsperson's Patent Drawing Review (PT0-948) 

4) 0 Interview Summary (PT0-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application 3) 0 Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date __ . 

U.S. Patent and Trademark Off1ce 

PTOL-326 (Rev. 08-06) 

6) 0 Other: __ . 

Office Action Summary Part of Paper No./Mail Date 20081007 
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Application/Control Number: 10/490,933 

Art Unit: 2432 

DETAILED ACTION 

This action is in response to the papers filed 3/26/2004. 

Priority 

Acknowledgment is made of applicant's claim for foreign priority under 35 

U.S.C. 119(a)-(d). The certified copy has been received. 

Information Disclosure Statement 

The information disclosure statement (IDS) submitted on 6/29/2004 is in 

compliance with the provisions of 37 CFR 1.97. Accordingly, the information 

disclosure statement is being considered by the examiner. 

Claim Objections 

Claims 7 and 8 are objected to because of the following informalities: 

Claim 7 recites the limitation "the mobile terminal" in line 5 of claim 7. There is 

insufficient antecedent basis for this limitation in the claim.Ciaim 8 recites the 

limitation "the mobile terminal" in line 3 of claim 8. There is insufficient 

antecedent basis for this limitation in the claim. 

Appropriate correction is required. 

Claim Rejections - 35 USC § 112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claim 1 is rejected under 35 U .S.C. 112, second paragraph, as being 

indefinite for failing to particularly point out and distinctly claim the subject matter 

which applicant regards as the invention. It is unclear what the limitation "said 

Page 2 
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other address" refers to. For purposes of examination "said other address" is 

interpreted as the new address of the first terminal. 

Claim Rejections- 35 USC§ 102 

The following is a quotation of the appropriate paragraphs of 35 

U.S.C. 102 that form the basis for the rejections under this section made in this 

Office action: 

A person shall be entitled to a patent unless-

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for patent or 
(2) a patent granted on an application for patent by another filed in the United States before 
the invention by the applicant for patent, except that an international application filed under 
the treaty defined in section 351 (a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United 
States and was published under Article 21 (2) of such treaty in the English language. 

Claims 1-8, 10-14, 16 and 17 rejected under 35 U.S.C. 102(e) as being 

anticipated by Ala-Laurila (U.S. 6,587,680). 

With respect to claim 1 a method for ensuring secure forwarding of a 

message in a telecommunication network (see abstract i.e. radio 

communications system), comprising at least one first terminal from which the 

message is sent and at least one other terminal to which the message is sent 

(see abstract), the method comprising: a) establishing one or more secure 

connections between different addresses of the first terminal (mobile terminal) 

and address of the other terminal (access points), these connections defining at 

least said addresses of the two terminals (see column 6 lines 25-50), b) the first 

terminal (mobile terminal address with old access point) moving from one 

address to another address (mobile terminal address new access point) (see 

column 7 line 46- column 8 line 41 ), and c) registering a secure connection 
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Art Unit: 2432 

between said other address and the other terminal address to be at least one of 

the active connections to be used (see column 7 line 46- column 8 line 41 ). 

With respect to claim 2, characterized in that a new secure connection 

between the other address of the first terminal and the address of the other 

terminal is formed for the registration in step c) if such a secure connections does 

not already exist (see column 7 line 46- column 8 line 16). 

With respect to claim 3, characterized in that, the secure connection is 

established in step a) and by forming one or more Security Associations (SAs) 

using the IPSec protocols (see column 91ines 17-21). 

With respect to claim 4, characterized in that the message to be forwarded 

consists of IP packets (see column 8 lines 1-16). 

With respect to claim 5, characterized in that, after step b), when the first 

terminal intend to send a message from the address it has moved to it first 

checks whether a secure connection between the new address and the other 

terminal already exists (see column 8 lines 49-61 ). 

With respect to claim 6, characterized in that the existence of the new 

secure connection is checked by means of a connection table (see column 7 line 

56-67 i.e. available access point list). 

With respect to claim 7, characterized in that, in step c), the actual 

connection(s) to be used is/are registered by means of a signaling message or 

signaling message exchange between the mobile terminal and the other terminal 

(see figure 2 and 3). 
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Art Unit: 2432 

With respect to claim 8, characterized in that, the new (second) address of 

the mobile terminal is updated automatically by the other terminal when the first 

terminal sends a message from its new address (see column 7 line 46- column 

81ine41). 

With respect to claim 1 0, characterized in that a key exchange being a 

part of the forming of the secure connection in step a) and claim 2 is performed 

with IKE or some other automated key exchange protocol (see column 8 lines 

17 -22). 

With respect to claim 11, characterized in that the secure connection 

between the new address of the first terminal and the other terminal is in step c) 

registered for immediate and/or later use (see column 7 line 46- column 8 line 

41 ). 

With respect to claim 12, characterized in that the registration for later use 

is made by the other terminal in a connection table (see column 7 line 56-67 i.e. 

available access point list). 

With respect to claim 13, characterized in that when sending message 

through the secure connection IPSec transport mode is used to secure traffic 

between the mobile computer and the destination computer (see column 9 lines 

17-21). 

With respect to claim 14, characterized in that a tunneling protocol is used 

together with IPSec to provide a tunneling capability (see figure 2, 3 and column 

9 lines 17-21 ). 

Page 5 
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Application/Control Number: 10/490,933 

Art Unit: 2432 

With respect to claim 16, characterized in that when sending message 

through the secure connection IPSec tunnel mode is used to secure traffic 

between the mobile computer and the destination computer (see figure 2, 3 and 

column 9 lines 17-21 ). 

With respect to claim 17 a system for ensuring secure forwarding of a 

message in a telecommunication network, comprising at least one first terminal 

from which the message is sent and at least one other terminal to which the 

message is sent (see abstract), characterized by means for forming secure 

connections between the address of the other terminal and different addresses of 

the first terminal (see abstract), tables with lists of said secure connections, and 

registrations means for forming such lists (see column 7 line 56-67 i.e. available 

access point list). 

Claim Rejections- 35 USC§ 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for 

all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

Claim 9 is rejected under 35 U .S.C. 1 03(a) as being unpatentable over 

Ala-Laurila (U.S. 6,587,680) in view of Takagi et al (U.S. 7,143,282). 

Ala-Laurila does not teach that the a key exchange being a part of the 

forming of the secure connection in step a) and is performed manually. Takagi 
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teaches a key exchange being a part of the forming of the secure connection in 

step a) and is performed manually (see Takagi column 8 lines 29-34 ). 

It would have been obvious at the time the invention was made to a 

person having ordinary skill in the art to which said subject matter pertains to 

have the Security Associations of Ala-Laurila to be set up manually as taught in 

Takagi by Internet Key Exchange to increase the compatibility of the system (see 

Takagi column 8 lines 29-34 ). Therefore one would have been motivated to have 

Security Associations be able to be set up manually by Internet Key Exchange. 

Claim 15 is rejected under 35 U.S.C. 1 03(a) as being unpatentable over 

Ala-Laurila (U.S. 6,587,680) in view of Jorgensen (U.S. 6,452,915). 

Ala-Laurila does not teach with respect to claim 15 where the Layer 2 

Tunneling Protocol (L2TP) tunneling protocol is used together with IPSec to 

provide a tunneling capability. Jorgensen teaches Layer 2 Tunneling Protocol 

(L2TP) tunneling protocol is used together with IPSec to provide a tunneling 

capability (see Jorgensen column 44 lines 8-17). It would have been obvious at 

the time the invention was made to a person having ordinary skill in the art to 

which said subject matter pertains to have used L2TP over IPsec because L2TP 

can carry multiple protocols. L2TP also offers transmission capability over non-IP 

networks (see Jorgensen column 44 lines 8-17). Therefore one would have been 

motivated to have used L2TP over IPsec. 
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Art Unit: 2432 

Conclusion 

Any inquiry concerning this communication or earlier communications from 

the examiner should be directed to Devin Almeida whose telephone number is 

571-270-1018. The examiner can normally be reached on Monday-Thursday 

from 7:30A.M. to 5:00P.M. The examiner can also be reached on alternate 

Fridays from 7:30A.M. to 4:00 P.M. 

If attempts to reach the examiner by telephone are unsuccessful, the 

examiner's supervisor, Gilberta Barron, can be reached on 571-272-3799. The 

fax phone number for the organization where this application or proceeding is 

assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from 

the Patent Application Information Retrieval (PAIR) system. Status information 

for published applications may be obtained from either Private PAIR or Public 

PAIR. Status information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, see http://pair-

direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-

free). 

/Devin Almeida/ 
Examiner, Art Unit 2432 
10/8/2008 

/Gilberta Barron Jr/ 
Supervisory Patent Examiner, Art Unit 2432 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of Art Unit 2432 

5 Sami Vaarala, Antti Nuopponen, Panu Pietikainen 

10 

15 

20 

Serial No. 10/490,933 

Filed: 18 April 2005 

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF 
MESSAGES 

Examiner: Devin E. Almeida 

Date: 8 January 2009 

Attorney Docket Number: 290.1053USN 

Commissioner for Patents 
P.O. Box 1450 

AMENDMENT 

25 Alexandria, VA 22313-1450 

30 

This is in response to the Office action of 15 

October 2008. Please amend the above-identified patent 

application as follows: 
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In the Claims: 

Amend the claims as follows: 

1. (Currently amended) A method for ensuring secure forwarding 

of a message in a telecommunication network, comprising: 

providing at least one ~ first terminal from which the message 

is sent and ~ at least one other second terminal to which the 

10 message is sent, the method comprising: 

a) establishing one or more ~ secure connection connections 

between different a first addressee of the first terminal and 

an original address of the other second terminal, these 

connections the secure connection defining the first and 

15 original at least said addresses of the twe first and second 

terminals, 

b) the first terminal moving changing from -one the first 

address to a new another address, and 

c) registering a secure connection between said other the new 

20 address and the original address of the second other terminal 

address to be at least one of the actioe connections the 

secure connection to be used. 

2. (Currently amended) The method of claim 1, characterized in 

25 that a new secure connection between the other new address of 

the first terminal and the address of the other second 

terminal is formed for the registration in step c) if such a 

secure connections does not already exist. 

30 3. (Previously presented) The method of claim 1, characterized 

in that, the secure connection is established in step a) and 

by forming one or more Security Associations (SAs) using the 

IPSec protocols. 

35 4. (Previously presented) The method of claim 1, characterized 
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in that the message to be forwarded consists of IP packets. 

5. (Currently amended) The method of claim 1, characterized in 

that, after step b), when the first terminal intend to send a 

5 message from the address it has moved to it first checks 

whether a secure connection between the new address and the 

other second terminal already exists. 

6. (Previously presented) The method of claim 5, characterized 

10 in that the existence of the new secure connection is checked 

by means of a connection table. 

7. (Currently amended) The method of claim 1, characterized in 

that, in step c), the actual connection(s) to be used is/are 

15 registered by means of a signaling message or signaling 

message exchange between the ffiobile first terminal and the 

other second terminal. 

8. (Currently amended) The method of claim 1, characterized in 

20 that, the new (second) address of the ffiobile first terminal is 

updated automatically by the other second terminal when the 

first terminal sends a message from ±te the new address. 

9. (Previously presented) The method of claim 1, characterized 

25 in that the a key exchange being a part of the forming of the 

secure connection in step a) and is performed manually. 

10. (Currently amended) The method of claim~±, characterized 

in that a key exchange being a part of the forming of the 

30 secure connection in step a) and elaiffi 2 is performed with IKE 

or some other automated key exchange protocol. 

11. (Previously presented) The method of claim 1, 

characterized in that the secure connection between the new 

35 address of the first terminal and the other second terminal is 
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in step c) registered for immediate and/or later use. 

12. (Currently amended) The method of claim 11, characterized 

in that the registration for later use is made by the other 

5 second terminal in a connection table. 

13. (Currently amended) The method of claim 3, characterized 

in that when sending message through the secure connection 

IPSec transport mode is used to secure traffic between the 

10 mobile computer and the~ destination computer. 

15 

20 

25 

14. (Previously presented) The method of claim 13, 

characterized in that a tunneling protocol is used together 

with IPSec to provide a tunneling capability. 

15. (Currently amended) The method of claim 14, characterized 

in that where the Layer 2 Tunneling Protocol (L2TP) tunneling 

protocol is used together with ~PSec to provide a tunneling 

capability. 

16. (Currently amended) The method of claim 3, characterized 

in that when sending message through the secure connection 

IPSec tunnel mode is used to secure traffic between the mobile 

computer and the~ destination computer. 

17. (Canceled) 

18. (Canceled)_ 
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REMARKS 

Reconsideration of the application is respectfully requested. 

5 Claims 1-16 are pending in the current application. Claim 17 

was canceled in this amendment to facilitate the prosecution 

of this application. Claim 18 was previously canceled. No 

new matter has been added to the application. Applicants 

noticed that the first page of the Office action has 18 April 

10 2005 as the filing date. This is incorrect. The correct 

filing date is 26 March 2004. Appropriate correction is 

respectfully requested. 

15 

20 

1. Objections to Claims 7-8 

Claims 7 and 8 were objected to. Claims 7 and 8 have now been 

amended and should be in full conformance. 

2. Rejection of Claim 1 As Being Indefinite Under §112 

Claim 1 was rejected under §112 as being indefinite because it 

is unclear what the statement "said other address" refers to. 

Claim 1 has now been amended and should fully conform to the 

requirements of §112. Claims 2, 5, 10-13 and 16 have also 

25 been amended for consistency. 

3. Rejection of Claims 1-8, 10-14 and 16-17 Under §102 

Claims 1-8, 10-14 and 16-17 were rejected under §102 as being 

30 anticipated by Ala-Laurila (US 6,587,680). This rejection is 

respectfully traversed. No new matter has been added to this 

application. 

Claim 1 has been amended to clarify that it is only the first 

35 terminal that switches from the first address to the new 
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address while the original address of the second terminal 

remains the same in the secure connection so that the secure 

connection is registered between the new address of the first 

terminal and the original address of the second terminal. 

The Requisite Steps of Independent Claim 1 Are Neither Taught 

Nor Suggested in the Cited Art. 

The current amended claim 1 recites, among other method steps, 

10 the first terminal changing from the first address to a new 

15 

address and registering a secure connection between the new 

address of the first terminal and the original address of the 

second terminal to be the secure connection to be used. Such 

steps are not taught or suggested in the cited references. 

The Examiner states at the bottom of page 3 and at the top of 

page 4 of the Office action that Ala teaches "registering a 

secure connection between said other address and the other 

terminal address to be at least one of the active connections 

20 to be used" by referring to col. 7, line 48 - col. 8, line 41 

25 

of the Ala reference. It should be noted that both the 

original claim 1 and the amended claim 1 require that the same 

address of the other terminal is used in the secure connection 

both before and after the mobile terminal has changed from the 

first address to the new address. For clarity, the amended 

claim 1 has now been amended to specify that it is only the 

first terminal that changes from the first address to the new 
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address while the original address of the second terminal 

remains un-changed in the secure connection so that the secure 

connection is registered between the new address of the first 

terminal and the original address of the second terminal. 

It is submitted that Ala completely fails to teach or suggest 

these steps. Ala is void any discussion of teaching of a 

registering a secure connection between the new address of the 

first terminal and the original address of the second 

10 terminal. Ala merely discloses a conventional system for 

transferring a security association during a mobile terminal 

handover. This means the mobile terminal is moved from a 

first address to a new address and a new access point is 

established between the mobile terminal at the new address 

15 that belongs to a new coverage area of the new access point. 

Ala's system requires a change of the location of both the 

mobile terminal and the access points. When the mobile 

terminal moves from a first address to a new address, the 

access points at the other end are changed also (AP old -> AP 

20 new). In other words, when the mobile terminal moves from 

cell 18 to cell 118 the other end-point of the secure 

connection changes also i.e. from AP 14 to AP 114. 

The transfer of the access point AP 14 to AP 114 (including 

25 the transfer of the keys, see e.g. col. 8, lines 35-41) means 

that a new security connection has to be created and the 
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original security connection is destroyed from the access 

point AP 14. In other words, the new access point AP 114 

creates the new security connection (see for example claim 1) 

for itself and the mobile terminal updates its security 

5 connection to be in accordance to the requirements of access 

point 114. 

In col. 5, lines 51-58, Ala explains that the new AP requests 

the keys and other information that is transferred from the 

10 old AP to the new AP (so that all such communication is 

between the two APs and not between the old AP and the mobile 

terminal) . More importantly, Ala fails to teach or suggest 

registering a secure connection between the new address of the 

first terminal and the original address of the second terminal 

15 to be the secure connection to be used, as required by the 

amended claim 1. 

It is submitted that it would not make sense to registering 

the secure connection between the new address of the first 

20 terminal and the original address of the second terminal (i.e. 

access point) because the new security association has already 

been set up between the new AP of the second terminal and the 

new address of the first terminal. When the mobile terminal 

connects to the new AP, the security association has already 

25 been set up for the first terminal so there is no incentive to 

register a secure connection between the second address of the 
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first terminal and the old AP of the second terminal. In 

fact, the old AP has been disconnected so why register a 

secure connection thereto. 

5 Applicants fails to see why a person of ordinary skill in the 

art would look to Ala and the other cited references to learn 

about the features of the amended claim 1 when such features 

are completely missing in the cited references. All the cited 

references fail to teach or suggest the steps of the first 

10 terminal changing from the first address to a new address and 

registering a secure connection between the new address and 

the original address of the second terminal to be the secure 

connection to be used. 

15 In summary, there is no registration of the secure connection 

between the new address of Ala-Laurila's mobile terminal and 

the original address of the second terminal (AP) , as required 

by the amended claim 1. 

20 Therefore, all of the limitations of the amended claim 1 are 

not anticipated by Ala-Laurila and the anticipation rejection 

should be withdrawn. 

Claims 2-8, 10-14 and 16 are submitted to be allowable because 

25 they depend upon the allowable base claim 1 and because each 

claim includes limitations that are not taught or suggested in 
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the cited reference. 

- 10 -

Claim 9 was rejected under §103 as being obvious over Ala

Laurila in view of Takagi. This rejection is respectfully 

5 traversed. 

Claim 9 is submitted to be allowable because it depends upon 

the allowable base claim 1 and because the claim includes 

limitations that are not taught or suggested in the cited 

10 references. 

15 

Claim 15 was rejected under §103 as being obvious over Ala

Laurila in view of Jorgensen. This rejection is respectfully 

traversed. 

Claim 15 is submitted to be allowable because it depends upon 

the allowable base claim 1 and because the claim includes 

limitations that are not taught or suggested in the cited 

references. 
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The application is submitted to be in condition for allowance, 

and such action is respectfully requested. 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 
Rolf Fasth 
Registration No. 36,999 

Attorney Docket No. 290.1053USN 

20 FASTH LAW OFFICES 

25 

26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 

Telephone: 
Facsimile: 

(910) 687-0001 
(910) 295-2152 

cc: Lisbeth Soderman, Borenius 
(Your ref: S00052US) 
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This action is in response to the papers filed 1/10/2009. 

Response to Arguments 

Page 2 

Applicant's arguments with respect to the address of the second terminal that 

does not change have been fully considered but they are not persuasive. According to 

column 7 line 46- column 8 line 41 only the given position of mobile terminal 12 

changes from cell 18 to cell 118 during a given communication session. The first mobile 

terminal during the communication session switches cell but the communication session 

is still maintained with the end device (second device) therefor minimizing any 

interruption of real-time services such as Voice over IP (VOIP) and video distribution. 

The access point is just an intermediary for the secure session not the second device 

that the session is with. 

Claim Rejections- 35 USC§ 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless-

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 
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Claims 1-8, 10-14, 16 and 17 rejected under 35 U.S.C. 102(e) as being 

anticipated by Ala-Laurila (U.S. 6,587,680). 
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With respect to claim 1 a method for ensuring secure forwarding of a message in 

a telecommunication network (see abstract i.e. radio communications system), 

comprising: providing a first terminal from which the message is sent and a second 

terminal to which the message is sent (see abstract): 

a) establishing a secure connection between a first address of the first terminal 

(mobile terminal) and an original address of the second terminal (another of the plurality 

of mobile terminals of the wireless communication network), the secure connection 

defining the first and original addresses of the first and second terminals (see column 6 

lines 25-50), 

b) the first terminal (mobile terminal address with old access point) changing from 

the first address to a new address (mobile terminal address new access point) (see 

column 7 line 46- column 8 line 41 ), and 

c) registering a secure connection between the new address and the original 

address of the second terminal to be the secure connection to be used (see column 7 

line 46- column 8 line 41 ). 

With respect to claim 2, characterized in that a new secure connection between 

the new address of the first terminal and the address of the second terminal is formed 

for the registration in step c) if such a secure connections does not already exist (see 

column 7 line 46- column 8 line 16). 
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With respect to claim 3, characterized in that, the secure connection is 
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established in step a) and by forming one or more Security Associations (SAs) using the 

IPSec protocols (see column 9 lines 17-21 ). 

With respect to claim 4, characterized in that the message to be forwarded 

consists of IP packets (see column 8 lines 1-16). 

With respect to claim 5, characterized in that, after step b), when the first terminal 

intend to send a message from the address it has moved to it first checks whether a 

secure connection between the new address and the other terminal already exists (see 

column 8 lines 49-61 ). 

With respect to claim 6, characterized in that the existence of the new secure 

connection is checked by means of a connection table (see column 7 line 56-67 i.e. 

available access point list). 

With respect to claim 7, characterized in that, in step c), the actual connection(s) 

to be used is/are registered by means of a signaling message or signaling message 

exchange between the first terminal and the second terminal (see figure 2 and 3). 

With respect to claim 8, characterized in that, the new (second) address of the 

first terminal is updated automatically by the second terminal when the first terminal 

sends a message from the new address (see column 7 line 46- column 8 line 41 ). 

With respect to claim 1 0, characterized in that a key exchange being a part of the 

forming of the secure connection is performed with IKE or some other automated key 

exchange protocol (see column 8 lines 17 -22). 
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With respect to claim 11, characterized in that the secure connection between 

the new address of the first terminal and the second terminal is in step c) registered for 

immediate and/or later use (see column 7 line 46- column 8 line 41 ). 

With respect to claim 12, characterized in that the registration for later use is 

made by the second terminal in a connection table (see column 7 line 56-67 i.e. 

available access point list). 

With respect to claim 13, characterized in that when sending message through 

the secure connection IPSec transport mode is used to secure traffic between the 

mobile computer and a destination computer (see column 9 lines 17-21 ). 

With respect to claim 14, characterized in that a tunneling protocol is used 

together with IPSec to provide a tunneling capability (see figure 2, 3 and column 9 lines 

17-21). 

With respect to claim 16, characterized in that when sending message through 

the secure connection IPSec tunnel mode is used to secure traffic between the mobile 

computer and a destination computer (see figure 2, 3 and column 9 lines 17-21 ). 

Claim Rejections- 35 USC§ 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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Claim 9 is rejected under 35 U.S.C. 1 03(a) as being unpatentable over Ala-

Laurila (U.S. 6,587,680) in view of Takagi et al (U.S. 7, 143,282). 

Ala-Laurila does not teach that the a key exchange being a part of the forming of 

the secure connection in step a) and is performed manually. Takagi teaches a key 

exchange being a part of the forming of the secure connection in step a) and is 

performed manually (see Takagi column 8 lines 29-34 ). 

It would have been obvious at the time the invention was made to a person 

having ordinary skill in the art to which said subject matter pertains to have the Security 

Associations of Ala-Laurila to be set up manually as taught in Takagi by Internet Key 

Exchange to increase the compatibility of the system (see Takagi column 8 lines 29-34 ). 

Therefore one would have been motivated to have Security Associations be able to be 

set up manually by Internet Key Exchange. 

Claim 15 is rejected under 35 U.S.C. 1 03(a) as being unpatentable over Ala-

Laurila (U.S. 6,587,680) in view of Jorgensen (U.S. 6,452,915). 

Ala-Laurila does not teach with respect to claim 15 where the Layer 2 Tunneling 

Protocol (L2TP) tunneling protocol is used together with IPSec to provide a tunneling 

capability. Jorgensen teaches Layer 2 Tunneling Protocol (L2TP) tunneling protocol is 

used together with IPSec to provide a tunneling capability (see Jorgensen column 44 

lines 8-17). It would have been obvious at the time the invention was made to a person 

having ordinary skill in the art to which said subject matter pertains to have used L2TP 

over IPsec because L2TP can carry multiple protocols. L2TP also offers transmission 
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capability over non-IP networks (see Jorgensen column 44 lines 8-17). Therefore one 

would have been motivated to have used L2TP over IPsec. 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 

policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 

MONTHS from the mailing date of this action. In the event a first reply is filed within 

TWO MONTHS of the mailing date of this final action and the advisory action is not 

mailed until after the end of the THREE-MONTH shortened statutory period, then the 

shortened statutory period will expire on the date the advisory action is mailed, and any 

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 

the advisory action. In no event, however, will the statutory period for reply expire later 

than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Devin Almeida whose telephone number is 571-270-

1018. The examiner can normally be reached on Monday-Thursday from 7:30A.M. to 

5:00P.M. The examiner can also be reached on alternate Fridays from 7:30A.M. to 

4:00P.M. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gilberta Barron, can be reached on 571-272-3799. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). 

/Devin Almeida/ 
Examiner, Art Unit 2432 

/Gilberta Barron Jr./ 
Supervisory Patent Examiner, Art Unit 2432 



0173

Application/Control No. Applicant(s)/Patent Under 
Reexamination 

Index of Claims 10490933 V AARALA ET AL. 

Examiner Art Unit 

DEVIN ALMEIDA 2432 

Rejected Cancelled N Non-Elected A Appeal 

= Allowed Restricted Interference 0 Objected 

D Claims renumbered in the same order as presented by applicant D CPA D T.D. D R.1.47 

CLAIM DATE 
Final Original 10/08/2008 03/18/2009 

1 ./ ./ 

2 ./ ./ 

3 ./ ./ 

4 ./ ./ 

5 ./ ./ 

6 ./ ./ 

7 ./ ./ 

8 ./ ./ 

9 ./ ./ 

10 ./ ./ 

11 ./ ./ 

12 ./ ./ 

13 ./ ./ 

14 ./ ./ 

15 ./ ./ 

16 ./ ./ 

17 ./ -

18 - -

U.S. Patent and Trademark Office Part of Paper No.: 20090318 



0174

PTO/SB/30EFS (05/07) 
Approved for use through 11/30/2007. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

REQUEST FOR CONTINUED EXAMINATION{RCE)TRANSMITTAL 
{Submitted Only via EFS-Web) 

Application 
10490933 I Filing 

1 2005-04-18 
Docket Number 

290.1 053USN I Art 1 2432 Number Date (if applicable) Unit 

First Named 
Sami Vaarala 

Examiner 
Devin E. Almeida 

Inventor Name 

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application. 
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8, 
1995, or to any design application. The Instruction Sheet for this form is located at WWW.USPTO.GOV 

SUBMISSION REQUIRED UNDER 37 CFR 1.114 

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order 
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s) 
entered, applicant must request non-entry of such amendment(s). 

D Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a 
submission even if this box is not checked. 

D Consider the arguments in the Appeal Brief or Reply Brief previously filed on 

D Other 

[g] Enclosed 

[g] Amendment/Reply 

D Information Disclosure Statement (IDS) 

D Affidavit(s )/ Declaration(s) 

D Other 

MISCELLANEOUS 

D Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a period of months 
(Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required) 

D Other 

FEES 

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed. 
[g] The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to 

Deposit Account No 060243 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 

[g] Patent Practitioner Signature 

D Applicant Signature 

EFS - Web 2.0.2 



0175

Signature 

Name 

PTO/SB/30EFS (05/07) 
Approved for use through 11/30/2007. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Signature of Registered U.S. Patent Practitioner 

/rfasth/ Date (YYYY-MM-00) 2009-05-22 

Rolf Fasth Registration Number 36999 

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to 
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is 
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time 
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for 
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, 
P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2. 

EFS - Web 2.0.2 



0176

Privacy Act Statement 

The Privacy Act of 197 4 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be 
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b )(2); (2) furnishing of the information 
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office 
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information 
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need 
for the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, 
pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may 
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an 
application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

EFS - Web 2.0.2 



0177

Attorney Docket No. 290.1053USN PATENT 
RF:ss 5/22/09 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 
In re application of EXPEDITED PROCEDURE UNDER 37 

CFR 1.114 
Sami Vaarala, Antti 

Nuopponen, Panu Pietikainen 

Serial No. 10/490,933 

Filed: 18 April 2005 

For: METHOD AND SYSTEM FOR 
ENSURING SECURE 
FORWARDING OF MESSAGES 

Examiner: Devin E. Almeida 

Date: 22 May 2009 

Art Unit 2432 
Confirmation No. 2431 

CERTIFICATE OF MAILING 

I HEREBY CERTIFY THAT THIS PAPER AND THE DOCUMENTS 

REFERRED TO AS BEING ATTACHED OR ENCLOSED HEREWITH 

ARE BEING SUBMITTED ELECTRONICALLY TO THE UNITED 

STATES PATENT AND TRADEMARK OFFICE ON 22 May 2009. 

/rfasth/ 

Rolf Fasth 
Attorney for Applicant 

TRANSMITTAL LETTER 

ELECTRONIC SUBMISSION 
COMMISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Enclosed for filing in the above-referenced application are the 
following: 

(X) Response to Final Office Action dated 30 March 2009. 
(X) Request for Continued Examination (RCE) 
(X) The Commissioner is hereby authorized to charge any fees 

which may be required in connection with the filing of this 
correspondence, or credit over-payment, to Account 
No. 06-0243. 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 

Rolf Fasth 
Registration No. 36,999 

Attorney Docket No. 290.1053USN 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 
Telephone: 910-687-0001 
Facsimile: 910-295-2152 



0178

Electronic Patent Application Fee Transmittal 

Application Number: 10490933 

Filing Date: 18-Apr-2005 

Title of Invention: Method and system for ensuring secure forwarding of messages 

First Named Inventor/Applicant Name: Sami Vaarala 

Filer: Rolf Fasth/Sioan Smith 

Attorney Docket Number: 290.1 053USN 

Filed as Small Entity 

U.S. National Stage under 35 USC 371 Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 



0179

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Miscellaneous: 

Request for continued examination 2801 1 405 405 

Total in USD ($) 405 



0180

Electronic Acknowledgement Receipt 

EFSID: 5382585 

Application Number: 10490933 

International Application Number: 

Confirmation Number: 2431 

Title of Invention: Method and system for ensuring secure forwarding of messages 

First Named Inventor/Applicant Name: Sami Vaarala 

Customer Number: 33369 

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 053USN 

Receipt Date: 22-MAY-2009 

Filing Date: 18-APR-2005 

TimeStamp: 11:28:25 

Application Type: U.S. National Stage under 35 USC 371 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $405 

RAM confirmation Number 6826 

Deposit Account 060243 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. 1.492 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 



0181

Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size( Bytes)/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

37955 

1 AMD.PDF yes 13 
09c2f09f019f3312a019e817fb5fcd450302c 

727 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Amendment Submitted/Entered with Filing of CPA/RCE 1 1 

Claims 2 4 

Applicant Arguments/Remarks Made in an Amendment 5 13 

Warnings: 

Information: 

36006 

2 
Request for Continued Examination 

RCE.PDF no 3 
(RCE) 

ab7a868cfaf04cc983303cd39aede1 06e507 
f6fa 

Warnings: 

This is not a USPTO supplied RCE SB30 form. 

Information: 

18565 

3 Miscellaneous Incoming Letter TRX.PDF no 1 
e23b2380c222996c78de5f6924ec482a43e 

7a61b 

Warnings: 

Information: 

29916 

4 Fee Worksheet (PT0-875) fee-info. pdf no 2 
061 a03823f46b299904f2b53f313ec3ce86b 

8c23 

Warnings: 

Information: 

Total Files Size (in bytes) 122442 



0182

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 



0183

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of Art Unit 2432 

5 Sami Vaarala, Antti Nuopponen, Panu Pietikainen 

10 

15 

20 

Serial No. 10/490,933 

Filed: 18 April 2005 

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF 
MESSAGES 

Examiner: Devin E. Almeida 

Date: 22 May 2009 

Attorney Docket Number: 290.1053USN 

Commissioner for Patents 
P.O. Box 1450 

AMENDMENT 

25 Alexandria, VA 22313-1450 

30 

This is in response to the Office action of 30 March 
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5 

RF Attorney Docket No. 290.1053USN s/22/09 - 2 -

In the Claims: 

Amend the claims as follows: 

1. (Currently amended) A method for ensuring secure forwarding 

of a message in a telecommunication network, comprising: 

providing a first terminal from which the message is sent and 

a second terminal to which the message is sent, 

10 a) establishing a first secure connection between a first 

address of the first terminal and an original address of the 

second terminal, the first secure connection extending between 

defiRiRg the first address of the first terminal and the 

original addressee of the first and second terminale, 

15 b) the first terminal changing from the first address to a new 

address, afT€l: 

c) registering a second secure connection extending between 

the new address of the first terminal and the original address 

of the second terminal~ to be the secure coRRectioR to be 

20 used. and 

using the second secure connection extending between the new 

address of the first terminal and the original address of the 

second terminal. 

25 2. (Currently amended) The method of claim 1, characterized iR 

tfiat wherein a new secure connection between the new address 

of the first terminal and the address of the second terminal 

is formed for the registration in step c) if such a secure 

connections does not already exist. 

30 

35 

3. (Currently amended) The method of claim 1, characterized in 

that, wherein the secure connection is established in step a) 

and by forming one or more Security Associations (SAs) using 

the IPSec protocols. 
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4. (Currently amended) The method of claim 1, characterized in 

tfiat wherein the message to be forwarded consists of IP 

packets. 

5 5. (Currently amended) The method of claim 1, characterized in 

tfiat wherein, after step b), when the first terminal intend to 

sends a message from the address ±t the first terminal has 

moved to, the first terminal ±t first checks whether a secure 

connection between the new address and the second terminal 

10 already exists. 

15 

6. (Currently amended) The method of claim 5, characterized in 

tfiat wherein tfie an existence of the new second secure 

connection is checked by means of a connection table. 

7. (Currently amended) The method of claim 1, characterized in 

that, wherein in step c), the actual connection(s) to be used 

is/are registered by means of a signaling message or signaling 

message exchange between the first terminal and the second 

20 terminal. 

8. (Currently amended) The method of claim 1, characterized in 

that, wherein the new (second) address of the first terminal 

is updated automatically by the second terminal when the first 

25 terminal sends a message from the new address. 

9. (Currently amended) The method of claim 1, characterized in 

that the wherein a key exchange is being a part of tfie forming 

of the first secure connection in step a) and is performed 

30 manually. 

10. (Currently amended) The method of claim 2, characterized 

in that wherein a key exchange being is a part of tfie forming 

of the secure connection ±e performed with IKE or ooffie other 

3 5 autoffiated lee] e><change protocol. 
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11. (Currently amended) The method of claim 1, characterized 

in that wherein the second secure connection between the new 

address of the first terminal and the second terminal is in 

5 step c) registered for immediate and/or later use. 

10 

15 

12. (Currently amended) The method of claim 11, characterized 

in that wherein the registration for later use is made by the 

second terminal in a connection table. 

13. (Currently amended) The method of claim 3, characterized 

in that wherein when sending message through the secure 

connection~ IPSec transport mode is used to secure traffic 

between t&e a mobile computer and a destination computer. 

14. (Currently amended) The method of claim 13, characterized 

in that wherein a tunneling protocol is used together with 

IPSec to provide a tunneling capability. 

20 15. (Currently amended) The method of claim 14, characterized 

in that wherein where t&e a Layer 2 Tunneling Protocol (L2TP) 

tunneling protocol is used together with IPSec to provide a 

tunneling capability. 

25 16. (Currently amended) The method of claim 3, characterized 

in that wherein when sending message through the secure 

connection~ an IPSec tunnel mode is used to secure traffic 

between t&e a mobile computer and a destination computer. 

30 17. (Canceled) 

18. (Canceled) 
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REMARKS 

Reconsideration of the application is respectfully requested. 

5 Claims 1-16 are pending in the current application. No new 

matter has been added to the application. Figs. 1-2 show that 

the first secure connection extends between the first address 

of the first terminal and the original address of the second 

terminal and that the second secure connection extends between 

10 the new address of the first terminal and the same original 

address of the second terminal. These features are also 

described on pages 16-21 in the priority document WO 

03/030488. 

15 1. Incorrect filing date on Office action 

Applicants pointed out in the previous response that the first 

Office action of 15 October 2008 had "18 April 2005" as the 

filing date and that the correct filing date is 26 March 2004. 

20 Applicants noticed that the second Office action still has 18 

April 2005 as the filing date. PTO has not corrected the 

filing date despite the request. Applicants again request 

that the filing date is corrected to 26 March 2004. 

25 2. Examiner's "Response to Arguments" 

On page 2 of the Office action the Examiner states that only 

"the mobile terminal 12 changes from cell 18 to cell 118 

during a given communication session" and that the 

30 "communication session is still maintained with the end device 

(second device)." The Examiner either seems to infer that the 

second device must physically move also or the Examiner has 

missed the express statement in col. 7, line 46 - col. 8, line 

41 that the end address of the security association at the end 

35 device (second device) switches from AP 14 to AP 114. More 
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particularly, col. 8, lines 6-9 states: "In accordance with 

the invention, this established and shared security 

association is transferred from old-AP 14 to new-AP 114 in a 

secure fashion, as mobile terminal moves from cell 18 to cell 

5 118." Additionally, col. 8, lines 23-29 states: "Later, when 

mobile terminal 12 moves from cell 18 and its AP 14 to cell 

118 and its AP 114, authentication during the handover process 

is achieved by the invention's simple challenge/response 

procedure. Also, security associations are transferred 

10 between old-AP 14 and new-AP 114, thus avoiding the need for a 

new key exchange during a handover from old-AP 14 to new-AP 

114." It is submitted that the above cited text sections 

clearly describe a hand-over process in which the address of 

the security association at the end device changes from old-AP 

15 14 to new-AP 114. 

The Examiner states that the "access point is just an 

intermediary for the secure session not the second device that 

the session is with." It should be understood that the 

20 amended claim 1 requires that the first secure connection 

extends between the first address of the first terminal and 

the original address of the second terminal and that the 

second secure connection extends between the new address of 

the first terminal and the original address of the second 

25 terminal. This is to clarify that the original address of the 

second terminal refers to the end point of the security 

connection and not to the physical location of the second 

terminal. 

30 Col. 6, lines 41-49 of Ala-Laurila, explain that the APs 14, 

114 are base stations or remote antenna devices (RADs) and 

that the term access point is used to identify devices that 

form points of access to the network infrastructure of 

communication system 10. This means AP14 and AP 114 are the 

35 end address of the two security associations. As pointed out 
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above, the amended claim 1 requires that the first secure 

connection has the same original address at the second 

terminal as the second secure connection. This means the end 

point of the first secure connection is the same as the end 

5 point of the second secure connection. This is equivalent to 

the security association of Ala-Laurila that extends between 

the mobile terminal 12 when in cell 18 and the access point 14 

of the base station. The first security association of Ala

Laurila thus extends between the mobile terminal 12 when in 

10 cell 18 and the access point 14 of the base station. However, 

the second security association extends between the mobile 

terminal 12 when in cell 118 and the access point 114 (not the 

access point 14) of the base station. In other words, the 

address AP114 of the second security association at the base 

15 station is clearly different from the address AP 14 of the 

first security association. 

3. Rejection of Claims 1-8, 10-14 and 16-17 Under §102 

20 Claims 1-8, 10-14 and 16-17 were rejected under §102 as being 

anticipated by Ala-Laurila (US 6,587,680). This rejection is 

respectfully traversed. No new matter has been added to this 

application. 

25 The Requisite Steps of Independent Claim 1 Are Neither Taught 

Nor Suggested in the Cited Art. 

Claim 1 has been amended to clarify that the first secure 

connection extends between the first address of the first 

30 terminal and the original address of the second terminal and 

that the second secure connection extends between the second 

address of the first terminal and the same original address of 

the second terminal. This is to clarify that the original 

address of the second terminal refers to the end point of the 
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secure connections and not to the physical location of the 

second terminal. 

5 It is submitted that Ala-Laurila fails, among other things, to 

teach or suggest the step of registering a second secure 

connection extending between the new address of the first 

terminal and the original address of the second terminal. In 

contrast, Ala-Laurila teaches registering the address AP 114 

10 of the second security association that is different from the 

original address AP 14 of the first security association. 

Ala-Laurila also fails to teach the step of using the second 

secure connection extending between the new address of the 

first terminal and the same original address of the second 

15 terminal. 

20 

As explained above, Ala-Laurila teaches, in contrast, the step 

of changing the address of the second security association 

from AP 14 to AP 114 at the base station during the hand-over 

process. In col. 8, lines 57-61, Ala-Laurila teaches that the 

mobile terminal 12 is even disconnected from old-AP 14 and 

connected new-AP 114 where the new security association 35 has 

already been established. It is submitted that the security 

association 35 is equivalent to the second secure connection 

25 of the amended claim 1. However, one important difference 

compared to the present invention is that the security 

association 35 of Ala-Laurila has both a new address (cell 
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118) at the mobile terminal 12 and the new-AP 114 address at 

the base station (second terminal). 

It is submitted that Ala-Laurila completely fails to teach or 

5 suggest the required steps of the amended claim 1. Ala

Laurila is void any discussion of teaching of a registering a 

second secure connection extending between the new address of 

the first terminal and the original address of the second 

terminal. As indicated above, Ala-Laurila merely discloses a 

10 conventional system for transferring a security association 

during a mobile terminal handover. This means the mobile 

terminal is moved from a first address to a new address and a 

new access point is established between the mobile terminal at 

the new address that belongs to a new coverage area of the new 

15 access point. Ala-Laurila's system requires a change of the 

location of both the mobile terminal and the access points. 

When the mobile terminal moves from a first address to a new 

address, the access points at the other end of the security 

associations are changed also (AP old -> AP new) . In other 

20 words, when the mobile terminal moves from cell 18 to cell 118 

the other end-point of the secure connection changes also i.e. 

from AP 14 to AP 114. 

The transfer of the access point AP 14 to AP 114 (including 

25 the transfer of the keys, see e.g. col. 8, lines 35-41) means 

that a new security connection has to be created and the 

original security connection is destroyed from the access 
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point AP 14. In other words, the new access point AP 114 

creates the new security connection (see for example claim 1) 

for itself and the mobile terminal updates its security 

connection to be in accordance to the requirements of access 

5 point 114. 

In col. 5, lines 51-58, Ala-Laurila explains that the new AP 

requests the keys and other information that is transferred 

from the old AP to the new AP (so that all such communication 

10 is between the two APs and not between the old AP and the 

mobile terminal). More importantly, Ala-Laurila fails to 

teach or suggest using the second secure connection extending 

between the new address of the first terminal and the original 

address of the second terminal, as required by the amended 

15 claim 1. 

It is submitted that it would not make sense to use the first 

secure connection between the new address of the first 

terminal and the original address of the second terminal (i.e. 

20 access point) because the new security association 35 has 

already been set up between the new AP of the second terminal 

and the new address of the first terminal. When the mobile 

terminal connects to the new AP, the security association 35 

has already been set up for the first terminal so there is no 

25 incentive to register a secure connection between the second 

address of the first terminal and the old AP of the second 
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terminal. In fact, the old AP has been disconnected so why 

register a secure connection thereto. 

Applicants fails to see why a person of ordinary skill in the 

5 art would look to Ala-Laurila and the other cited references 

to learn about the features of the amended claim 1 when such 

features are completely missing in the cited references. All 

the cited references fail to teach or suggest the steps of the 

first terminal changing from the first address to a new 

10 address and using the second secure connection extending 

between the new address and the original address of the second 

terminal. 

In summary, there is no step of using the second secure 

15 connection extending between the new address of Ala-Laurila's 

mobile terminal and the original address of the second 

terminal (AP), as required by the amended claim 1. 

Therefore, all of the limitations of the amended claim 1 are 

20 not anticipated by Ala-Laurila and the anticipation rejection 

should be withdrawn. 

Claims 2-8, 10-14 and 16 are submitted to be allowable because 

they depend upon the allowable base claim 1 and because each 

25 claim includes limitations that are not taught or suggested in 

the cited reference. 
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Claim 9 was rejected under §103 as being obvious over Ala

Laurila in view of Takagi. This rejection is respectfully 

traversed. 

Claim 9 is submitted to be allowable because it depends upon 

the allowable base claim 1 and because the claim includes 

limitations that are not taught or suggested in the cited 

references. 

Claim 15 was rejected under §103 as being obvious over Ala

Laurila in view of Jorgensen. This rejection is respectfully 

traversed. 

15 Claim 15 is submitted to be allowable because it depends upon 

the allowable base claim 1 and because the claim includes 

limitations that are not taught or suggested in the cited 

references. 
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The application is submitted to be in condition for allowance, 

and such action is respectfully requested. 

5 
Respectfully submitted, 

FASTH LAW OFFICES 

10 

/rfasth/ 
Rolf Fasth 

15 Registration No. 36,999 

Attorney Docket No. 290.1053USN 

20 FASTH LAW OFFICES 

25 

26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 

Telephone: 
Facsimile: 

(910) 687-0001 
(910) 295-2152 

cc: Lisbeth Soderman, Borenius 
(Your ref: S00052US) 
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DETAILED ACTION 

This action is in response to the papers filed 5/22/2009. 

Response to Arguments 

Page 2 

Applicant's arguments with respect to the address of the second terminal that 

does not change have been fully considered but they are not persuasive. According to 

column 7 line 46- column 8 line 41 only the given position of mobile terminal 12 

changes from cell 18 to cell 118 during a given communication session. The first mobile 

terminal during the communication session switches cell but the communication session 

is still maintained with the end device (second device) therefore minimizing any 

interruption of real-time services such as Voice over IP (VOIP) and video distribution. 

The access point is just an intermediary for the secure session not the second 

device that the session is with. 

Applicant's arguments have been fully considered but they are not persuasive. 

Applicant is arguing the claim not the way they are mapped out in the rejection below. 

The second device is not the access point that the mobile terminal uses but the end 

device that the mobile terminal is receiving real-time services such as Voice over IP 

(VOIP) and video distribution from as taught in column 7 line 46- column 8 line 41. 

Claim Rejections- 35 USC§ 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 
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A person shall be entitled to a patent unless-

Page 3 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

Claims 1-8, 10-14, 16 and 17 rejected under 35 U.S.C. 102(e) as being 

anticipated by Ala-Laurila (U.S. 6,587,680). 

With respect to claim 1 a method for ensuring secure forwarding of a message in 

a telecommunication network (see abstract i.e. radio communications system), 

comprising: providing a first terminal from which the message is sent and a second 

terminal (end device) to which the message is sent (see abstract): 

a) establishing a first secure connection between a first address of the first 

terminal (mobile terminal) and an original address of the second terminal (another of the 

plurality of mobile terminals of the wireless communication network), the first secure 

connection extending between the first address of the first terminal and the original 

address of the second terminal (see column 6 lines 25-50), 

b) the first terminal (mobile terminal address with old access point) changing from 

the first address to a new address (mobile terminal address new access point) (see 

column 7 line 46- column 8 line 41 ), 

c) registering a second secure connection extending between the new address of 

the first terminal and the original address of the second terminal (see column 7 line 46-

column 8 line 41) and using the second secure connection extending between the new 
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address of the first terminal and the original address of the second terminal (see column 

7 line 46- column 8 line 41 ). 

With respect to claim 2, wherein a new secure connection between the new 

address of the first terminal and the address of the second terminal is formed for the 

registration in step c) if such a secure connections does not already exist (see column 7 

line 46- column 8 line 16). 

With respect to claim 3, characterized in that, the secure connection is 

established in step a) and by forming one or more Security Associations (SAs) using the 

IPSec protocols (see column 9 lines 17-21 ). 

With respect to claim 4, wherein the message to be forwarded consists of IP 

packets (see column 8 lines 1-16). 

With respect to claim 5, wherein, after step b), when the first terminal intend to 

send a message from the address it has moved to it first checks whether a secure 

connection between the new address and the other terminal already exists (see column 

8 lines 49-61 ). 

With respect to claim 6, wherein the existence of the new secure connection is 

checked by means of a connection table (see column 7 line 56-67 i.e. available access 

point list). 

With respect to claim 7, wherein, in step c), the actual connection(s) to be used 

is/are registered by means of a signaling message or signaling message exchange 

between the first terminal and the second terminal (see figure 2 and 3). 
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With respect to claim 8, wherein the new (second) address of the first terminal is 

updated automatically by the second terminal when the first terminal sends a message 

from the new address (see column 7 line 46- column 8 line 41 ). 

With respect to claim 10, wherein a key exchange being a part of the forming of 

the secure connection is performed with IKE or some other automated key exchange 

protocol (see column 8 lines 17-22). 

With respect to claim 11, wherein the secure connection between the new 

address of the first terminal and the second terminal is in step c) registered for 

immediate and/or later use (see column 7 line 46- column 8 line 41 ). 

With respect to claim 12, wherein the registration for later use is made by the 

second terminal in a connection table (see column 7 line 56-67 i.e. available access 

point list). 

With respect to claim 13, wherein when sending message through the secure 

connection IPSec transport mode is used to secure traffic between the mobile computer 

and a destination computer (see column 9 lines 17-21 ). 

With respect to claim 14, wherein a tunneling protocol is used together with 

IPSec to provide a tunneling capability (see figure 2, 3 and column 91ines 17-21). 

With respect to claim 16, wherein when sending message through the secure 

connection IPSec tunnel mode is used to secure traffic between the mobile computer 

and a destination computer (see figure 2, 3 and column 9 I ines 17-21 ). 

Claim Rejections- 35 USC§ 103 
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The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claim 9 is rejected under 35 U.S.C. 1 03(a) as being unpatentable over Ala-

Laurila (U.S. 6,587,680) in view of Takagi et al (U.S. 7, 143,282). 

Ala-Laurila does not teach that the a key exchange being a part of the forming of 

the secure connection in step a) and is performed manually. Takagi teaches a key 

exchange being a part of the forming of the secure connection in step a) and is 

performed manually (see Takagi column 8 lines 29-34 ). 

It would have been obvious at the time the invention was made to a person 

having ordinary skill in the art to which said subject matter pertains to have the Security 

Associations of Ala-Laurila to be set up manually as taught in Takagi by Internet Key 

Exchange to increase the compatibility of the system (see Takagi column 8 lines 29-34 ). 

Therefore one would have been motivated to have Security Associations be able to be 

set up manually by Internet Key Exchange. 

Claim 15 is rejected under 35 U.S.C. 1 03(a) as being unpatentable over Ala-

Laurila (U.S. 6,587,680) in view of Jorgensen (U.S. 6,452,915). 

Ala-Laurila does not teach with respect to claim 15 where the Layer 2 Tunneling 

Protocol (L2TP) tunneling protocol is used together with IPSec to provide a tunneling 

capability. Jorgensen teaches Layer 2 Tunneling Protocol (L2TP) tunneling protocol is 
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used together with IPSec to provide a tunneling capability (see Jorgensen column 44 

lines 8-17). It would have been obvious at the time the invention was made to a person 

having ordinary skill in the art to which said subject matter pertains to have used L2TP 

over IPsec because L2TP can carry multiple protocols. L2TP also offers transmission 

capability over non-IP networks (see Jorgensen column 44 lines 8-17). Therefore one 

would have been motivated to have used L2TP over IPsec. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Devin Almeida whose telephone number is 571-270-

1018. The examiner can normally be reached on Monday-Thursday from 7:30A.M. to 

5:00P.M. The examiner can also be reached on alternate Fridays from 7:30A.M. to 

4:00P.M. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gilberta Barron, can be reached on 571-272-3799. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. 

/Devin Almeida/ 
Examiner, Art Unit 2432 

/Gilberta Barron Jr./ 
Supervisory Patent Examiner, Art Unit 2432 
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2009. Please amend the above-identified patent application as 
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In the specification: 

Please change the paragraph starting on page 17, line 30 as 

shown below: 

Upon receiving the encapsulated IP packet, the home server 

unwraps the IP-IP tunnel, and proceeds in step 2 of figure 1 ~ 

with routing a packet indicated with IP/Data, which packet was 

inside the encapsulation (inside the outer IP header). The 

10 routing is performed in accordance with the inner destination 

address, the packet now, after the unwrapping, having the home 

address of the mobile terminal as its source address and host 

X as its destination address. 

15 
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In the Claims: 

Amend the claims as follows: 

1. (Currently amended) A method for ensuring secure forwarding 

of a message in a telecommunication network, comprising: 

providing a first terminal from which the message is sent and 

a second terminal to which the message is sent, 

10 a) establishing a first secure connection extending between a 

first end-point at address of the first terminal and an 

original end-point at address of the second terminal, tfie 

first secure connection e><tending bet .. een the first address of 

the first terffiinal and the original address of the second 

15 terffiinal, 

b) the first terminal changing from tfie a first address to a 

new address, 

c) registering a second secure connection extending between 

the ne .. address of the first terffiinal a new end-point and the 

20 original end-point of the first secure connection address of 

the second terffiinal, and 

using the second secure connection extending between the new 

address of the first terffiinal end-point and the original end

point of the first secure connection address of the second 

25 terffiinal. 

2. (Previously presented) The method of claim 1, wherein a new 

secure connection between the new address of the first 

terminal and the address of the second terminal is formed for 

30 the registration in step c) if such a secure connections does 

not already exist. 

3. (Previously presented) The method of claim 1, wherein the 

secure connection is established in step a) and by forming one 

35 or more Security Associations (SAs) using the IPSec protocols. 
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4. (Previously presented) The method of claim 1, wherein the 

message to be forwarded consists of IP packets. 

5 5. (Previously presented) The method of claim 1, wherein, 

after step b), when the first terminal sends a message from 

the address the first terminal has moved to, the first 

terminal first checks whether a secure connection between the 

new address and the second terminal already exists. 

10 

6. (Previously presented) The method of claim 5, wherein an 

existence of the second secure connection is checked by means 

of a connection table. 

15 7. (Previously presented) The method of claim 1, wherein in 

step c), the actual connection(s) to be used is/are registered 

by means of a signaling message or signaling message exchange 

between the first terminal and the second terminal. 

20 8. (Previously presented) The method of claim 1, wherein the 

new address of the first terminal is updated automatically by 

the second terminal when the first terminal sends a message 

from the new address. 

25 9. (Previously presented) The method of claim 1, wherein a key 

exchange is a part of forming of the first secure connection 

in step a) and is performed manually. 

10. (Previously presented) The method of claim 2, wherein a 

30 key exchange is a part of forming of the secure connection 

performed with IKE. 

11. (Previously presented) The method of claim 1, wherein the 

second secure connection between the new address of the first 

35 terminal and the second terminal is in step c) registered for 
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immediate and/or later use. 

12. (Previously presented) The method of claim 11, wherein the 

registration for later use is made by the second terminal in a 

5 connection table. 

13. (Previously presented) The method of claim 3, wherein when 

sending message through the secure connection, IPSec transport 

mode is used to secure traffic between a mobile computer and a 

10 destination computer. 

15 

14. (Previously presented) The method of claim 13, wherein a 

tunneling protocol is used together with IPSec to provide a 

tunneling capability. 

15. (Previously presented) The method of claim 14, wherein 

where a Layer 2 Tunneling Protocol (L2TP) tunneling protocol 

is used together with IPSec to provide a tunneling capability. 

20 16. (Previously presented) The method of claim 3, wherein when 

sending message through the secure connection, an IPSec tunnel 

mode is used to secure traffic between a mobile computer and a 

destination computer. 

25 17. (Canceled) 

18. (Canceled) 
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REMARKS 

Reconsideration of the application is respectfully requested. 

5 Claims 1-16 are pending in the current application. No new 

matter has been added to the application. Claim 1 has now 

been amended to clarify that it is not the physical address of 

the first and second terminal that is important but the end

points of the secure connections. More particularly, the end-

10 points of the second secure connection are the new end-point 

and the original end-point of the first secure connection. 

Support may be found in the abstract and in paragraphs [0010, 

0013, 0108, 0122 and 0143-0144} that explain that the secure 

connections extend between the end-points of the secure 

15 connections and that the end-points define the secure 

connections. 

1. Incorrect filing date on Office action 

20 Applicants pointed out in the previous response that the first 

Office action of 15 October 2008 had "18 April 2005" as the 

filing date and that the correct filing date is 26 March 2004. 

Applicants noticed that the second Office action still has 18 

April 2005 as the filing date. PTO has not corrected the 

25 filing date despite the request. The Examiner did not seem to 

have corrected this error. Applicants make a THIRD request to 

have the filing date corrected to 26 March 2004. Applicants 

respectfully request that the Examiner responds to this issue 

in the next communication from USPTO. 

30 

2. Examiner's "Response to Arguments" 

On page 2 of the Office action the Examiner states that only 

"the mobile terminal 12 changes from cell 18 to cell 118 

35 during a given communication session" and that the 
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"communication session is still maintained with the end device 

(second device)." The Examiner refers to col. 7, line 46 -

col. 8, line 41 of Ala-Laurila that expressly states that the 

end address of the security association at the end device 

5 (second device) switches from AP 14 to AP 114. More 

particularly, col. 8, lines 6-9 states: "In accordance with 

the invention, this established and shared security 

association is transferred from old-AP 14 to new-AP 114 in a 

secure fashion, as mobile terminal moves from cell 18 to cell 

10 118." Additionally, col. 8, lines 23-29 states: "Later, when 

mobile terminal 12 moves from cell 18 and its AP 14 to cell 

118 and its AP 114, authentication during the handover process 

is achieved by the invention's simple challenge/response 

procedure. Also, security associations are transferred 

15 between old-AP 14 and new-AP 114, thus avoiding the need for a 

new key exchange during a handover from old-AP 14 to new-AP 

114." It is submitted that the above cited text sections 

clearly describe a hand-over process in which the end-points 

of the security associations at the end device changes from 

20 old-AP 14 to new-AP 114. 

More particularly, the mobile terminal in Ala-Laurila 

communicates by e.g. Voice Over IP with another device via the 

access point, but this whole path can not be a secure 

25 connection. The payload traffic mentioned in col. 8, lines 

13-16 and all the Figs. 2 -7 is between the mobile terminal 

and the access point. Actually, there is in Ala-Laurila 

nothing said about the communication between the access points 

and the VoiP at all. Especially, there is no teaching or 

30 suggestion about this being a secure connection. 

Additionally, it should be noted that virtual private network 

channels are not necessarily secured, they are just 

controlled. Per definition, a virtual private network (VPN) 

does not need to have explicit security features such as 

35 authentication or content encryption. For example, VPNs can 
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also be used to separate the traffic of different user 

communities over an underlying network with strong security 

features, or to provide access to a network via customized or 

private routing mechanisms. 

It is submitted that Ala-Laurila clearly fails to teach or 

suggest the steps of registering and using a second secure 

connection that extends between the new end-point and the 

original end-point of the first secure connection, as required 

10 by the amended claim 1. As explained above, Ala-Laurila 

expressly requires a transfer from the old-AP 14 to the new-AP 

114 and there is no secure connection between the old-AP 14 

and the cell 118. More particularly, in col. 6, lines 41-49 

of Ala-Laurila explains that the APs 14, 114 are base stations 

15 or remote antenna devices (RADs) and that the term access 

point is used to identify devices that form points of access 

to the network infrastructure of communication system 10. 

This means AP14 and AP 114 are the end points of the two 

security associations. As pointed out above, the amended 

20 claim 1 now requires that the second secure connection has the 

original end-point as the first secure connection. This means 

the end point of the first secure connection is the same as 

the end point of the second secure connection. In contrast 

Ala-Laurila's second security association extends between the 

25 mobile terminal 12 when in cell 118 and the access point 114 

30 

(not the access point 14) of the base station. In other 

words, the end point AP114 of the second security association 

at the base station is clearly different from the end-point AP 

14 of the first security association. 

3. Rejection of Claims 1-8, 10-14 and 16-17 Under §102 

Claims 1-8, 10-14 and 16-17 were rejected under §102 as being 

anticipated by Ala-Laurila (US 6,587,680). This rejection is 
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respectfully traversed. No new matter has been added to this 

application. 

The Requisite Steps of Independent Claim 1 Are Neither Taught 

5 Nor Suggested in the Cited Art. 

Claim 1 has been amended to clarify that the first secure 

connection extends between a first end-point at the first 

terminal and an original end-point at the second terminal and 

10 that the second secure connection extends between a new end

point and the same original end-point of the first secure 

connection. This is to clarify that the original end-point of 

the first secure connection is the same as the end-point of 

the second secure connection. 

15 

20 

It is submitted that Ala-Laurila fails, among other things, to 

teach or suggest the step of registering a second secure 

connection extending between the new end-point and the 

original end-point of the first secure connection. In 

contrast, Ala-Laurila teaches registering the end-point AP 114 

of the second security association that is different from the 

original address AP 14 of the first security association. 

Ala-Laurila also fails to teach the step of using the second 

25 secure connection extending between the new end-point and the 

same original end-point of the first secure connection. 

As explained above, Ala-Laurila teaches, in contrast, the step 

of changing the end-point of the second security association 

30 from AP 14 to AP 114 at the base station during the hand-over 
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process. In col. 8, lines 57-61, Ala-Laurila teaches that the 

mobile terminal 12 is even disconnected from old-AP 14 and 

connected new-AP 114 when the new (second) security 

association 35 is established. It is submitted that the 

5 security association 35 is equivalent to the second secure 

connection of the amended claim 1. However, one important 

difference compared to the present invention is that the 

security association 35 of Ala-Laurila changes both end-points 

(cell 118) at the mobile terminal 12 and the new-AP 114 end-

10 point at the base station (second terminal). 

It is submitted that Ala-Laurila completely fails to teach or 

suggest the required steps of the amended claim 1. Ala

Laurila is void any discussion of teaching of a registering a 

15 second secure connection extending between the new end-point 

and the original end-point of the first secure connection. As 

indicated above, Ala-Laurila merely discloses a conventional 

system for transferring a security association during a mobile 

terminal handover. This is not surprising since in the 

20 standardized IPSsec protocol the end points are fixed and if 

one of the end-points changes (for example when one terminal 

moves) then the secure connection must be re-defined by 

repeating all the key exchange messages and parameter 

definitions. This means when Ala-Laurila's mobile terminal is 

25 moved from a first address to a new address and a new access 

point is established between the mobile terminal at the new 
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address that belongs to a new coverage area of the new access 

point. Ala-Laurila's system requires a change of the location 

of both the mobile terminal and the access end-points. When 

the mobile terminal moves from a first address to a new 

5 address, the end-points at the other end of the security 

10 

15 

20 

associations are changed also (AP old -> AP new) . In other 

words, when the mobile terminal moves from cell 18 to cell 118 

the other end-point of the secure connection changes also i.e. 

from AP 14 to AP 114. 

The transfer of the access point AP 14 to AP 114 (including 

the transfer of the keys, see e.g. col. 8, lines 35-41) means 

that a new security connection (i.e. security connection 35) 

has to be created and the original security connection is 

destroyed from the access point AP 14. In other words, the 

new access point AP 114 creates the new security connection 35 

(see for example claim 1 of Ala-Laurila) for itself and the 

mobile terminal updates its security connection to be in 

accordance to the requirements of access point 114. 

In col. 5, lines 51-58, Ala-Laurila explains that the new AP 

requests the keys and other information that is transferred 

from the old AP to the new AP (so that all such communication 

is between the two APs and not between the old AP and the 

25 mobile terminal). More importantly, Ala-Laurila fails to 

teach or suggest using the second secure connection extending 

between the new end-point and the original end-point of the 
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first secure connection, as required by the amended claim 1. 

It is submitted that it would not make sense to use a secure 

connection of Ala-Laurila between the new end-point and the 

5 original end-point (i.e. access point) because the new 

security association 35 has already been set up between the 

new AP (new end-point) and the new end-point at the first 

terminal. When the mobile terminal connects to the new AP, 

the security association 35, with the new two end-points, has 

10 already been set up for the first terminal so there is no 

incentive to register a secure connection between the new end

point and the old AP (end-point) particularly since the old AP 

has been disconnected. 

15 Applicants fails to see why a person of ordinary skill in the 

art would look to Ala-Laurila and the other cited references 

to learn about the features of the amended claim 1 when such 

features are completely missing in the cited references. All 

the cited references fail to teach or suggest the steps of the 

20 registering and using the second secure connection that 

extends between the new end-point and the original end-point 

of the first secure connection when the first terminal has 

changed from the first address to the new address. 

25 In summary, the cited references fails to teach or suggest the 

steps of registering and using the second secure connection 
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extending between the new end-point of Ala-Laurila's mobile 

terminal and the original end-point of the first secure 

connection, as required by the amended claim 1. 

5 Therefore, all of the limitations of the amended claim 1 are 

not anticipated by Ala-Laurila and the anticipation rejection 

should be withdrawn. 

Claims 2-8, 10-14 and 16 are submitted to be allowable because 

10 they depend upon the allowable base claim 1 and because each 

claim includes limitations that are not taught or suggested in 

the cited reference. 

Claim 9 was rejected under §103 as being obvious over Ala-

15 Laurila in view of Takagi. This rejection is respectfully 

traversed. 

Claim 9 is submitted to be allowable because it depends upon 

the allowable base claim 1 and because the claim includes 

20 limitations that are not taught or suggested in the cited 

references. 

Claim 15 was rejected under §103 as being obvious over Ala

Laurila in view of Jorgensen. This rejection is respectfully 

25 traversed. 
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Claim 15 is submitted to be allowable because it depends upon 

the allowable base claim 1 and because the claim includes 

limitations that are not taught or suggested in the cited 

references. 
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The application is submitted to be in condition for allowance, 

and such action is respectfully requested. 

5 
Respectfully submitted, 

FASTH LAW OFFICES 

10 
/rfasth/ 

Rolf Fasth 
15 Registration No. 36,999 

Attorney Docket No. 290.1053USN 

20 FASTH LAW OFFICES 

25 

26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 

Telephone: 
Facsimile: 

(910) 687-0001 
(910) 295-2152 

cc: Lisbeth Soderman, Borenius 
(Your ref: S00052US) 
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I-
AMENDMENT PAID FOR 

z Total (37 CFR * Minus ** = X$ = OR X$ = w 1.16(i)) 

~ Independent * Minus *** = X$ = OR X$ = 
0 37 CFR 1.16 hi I 

z D Application Size Fee (37 CFR 1.16(s)) w 
~ D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) <( OR 

TOTAL TOTAL 
ADD'L OR ADD'L 
FEE FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. Legal Instrument Examiner: 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". NENICE M. WILLIAMS/ 
*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1. 

Th1s collect1on of mformat1on IS requ1red by 37 CFR 1.16. The mformat1on IS requ1red to obtam or retam a benefit by the public wh1ch IS to f1le (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, 
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2. 
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Application No. Applicant(s) 

10/490,933 V AARALA ET AL. 

Office Action Summary Art Unit 

I 

Examiner 

DEVIN ALMEIDA 2432 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address -
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE~ MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )IZ! Responsive to communication(s) filed on 23 July 2009. 

2a)[8J This action is FINAL. 2b)0 This action is non-final. 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

4)[8J Claim(s) 1-16 is/are pending in the application. 

4a) Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim(s) __ is/are allowed. 

6)[8J Claim(s) 1-16 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

10)0 The drawing(s) filed on __ is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

11 )0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PT0-152. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some* c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17 .2(a)). 

*See the attached detailed Office action for a list of the certified copies not received. 

Attachment(s) 

1) 0 Notice of References Cited (PT0-892) 

2) 0 Notice of Draftsperson's Patent Drawing Review (PT0-948) 

4) 0 Interview Summary (PT0-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application 3) 0 Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date __ . 

U.S. Patent and Trademark Off1ce 

PTOL-326 (Rev. 08-06) 

6) 0 Other: __ . 

Office Action Summary Part of Paper No./Mail Date 20091028 
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Application/Control Number: 10/490,933 

Art Unit: 2432 

DETAILED ACTION 

This action is in response to the papers filed 5/22/2009. 

Response to Arguments 

Page 2 

Applicant's arguments with respect to the filing date. Palm has the effective filling 

date as 26 March 2004. 

Applicant's arguments with respect to registering a second secure connection 

extending between a new end-point (mobile terminal address on new access point) and 

the original end-point of the first secure connection (the device that is sending the voice 

over IP) are have been considered but are moot in view of the new ground(s) of 

rejection. 

Claim Rejections- 35 USC§ 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-8, 10-14, and 16 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Ala-Laurila (U.S. 6,587,680) in view of Herle (U.S. 7, 165, 173). 

With respect to claim 1 a method for ensuring secure forwarding of a message in 

a telecommunication network (see abstract i.e. radio communications system), 
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comprising: providing a first terminal from which the message is sent and a second 

terminal (end device) to which the message is sent (see abstract): 

a) establishing a first connection extending between a first end-point at the first 

terminal (mobile terminal) and an original end-point at the second terminal (another of 

the plurality of mobile terminals of the wireless communication network) (see column 6 

lines 25-50), 

b) the first terminal (mobile terminal address with old access point) changing from 

the first address to a new address (mobile terminal address on new access point) (see 

column 7 line 46- column 8 line 41 ), 

c) registering a secure connection extending between a new end-point (mobile 

terminal address on new access point) and the original end-point of the first secure 

connection (see column 7 line 46- column 8 line 41 the device that is sending the voice 

over IP) and using the second secure connection extending between the new end-point 

and the original end-point of the first secure connection (see column 7 line 46- column 

81ine41). 

Ala-Laurila does not teach that the connections are secure connection. Herle 

teaches that the connections are secure connection from end point to end point through 

the access point (see figure 2 and column 8 lines 41-63). It would have been obvious at 

the time the invention was made to a person having ordinary skill in the art to which said 

subject matter pertains to have secure path between the mobile station and provisioning 

server to increase security of the path. Therefore one would have been motivated to 

have a secure path between the mobile station and provisioning server. 
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With respect to claim 2, wherein a new secure connection between the new 

address of the first terminal and the address of the second terminal is formed for the 

registration in step c) if such a secure connections does not already exist (see column 7 

line 46- column 8 line 16). 

With respect to claim 3, characterized in that, the secure connection is 

established in step a) and by forming one or more Security Associations (SAs) using the 

IPSec protocols (see column 9 lines 17-21 ). 

With respect to claim 4, wherein the message to be forwarded consists of IP 

packets (see column 8 lines 1-16). 

With respect to claim 5, wherein, after step b), when the first terminal intend to 

send a message from the address it has moved to it first checks whether a secure 

connection between the new address and the other terminal already exists (see column 

8 lines 49-61 ). 

With respect to claim 6, wherein the existence of the new secure connection is 

checked by means of a connection table (see column 7 line 56-67 i.e. available access 

point list). 

With respect to claim 7, wherein, in step c), the actual connection(s) to be used 

is/are registered by means of a signaling message or signaling message exchange 

between the first terminal and the second terminal (see figure 2 and 3). 

With respect to claim 8, wherein the new (second) address of the first terminal is 

updated automatically by the second terminal when the first terminal sends a message 

from the new address (see column 7 line 46- column 8 line 41 ). 
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With respect to claim 10, wherein a key exchange being a part of the forming of 

the secure connection is performed with IKE or some other automated key exchange 

protocol (see column 8 lines 17-22). 

With respect to claim 11, wherein the secure connection between the new 

address of the first terminal and the second terminal is in step c) registered for 

immediate and/or later use (see column 7 line 46- column 8 line 41 ). 

With respect to claim 12, wherein the registration for later use is made by the 

second terminal in a connection table (see column 7 line 56-67 i.e. available access 

point list). 

With respect to claim 13, wherein when sending message through the secure 

connection IPSec transport mode is used to secure traffic between the mobile computer 

and a destination computer (see column 9 lines 17-21 ). 

With respect to claim 14, wherein a tunneling protocol is used together with 

IPSec to provide a tunneling capability (see figure 2, 3 and column 91ines 17-21). 

With respect to claim 16, wherein when sending message through the secure 

connection IPSec tunnel mode is used to secure traffic between the mobile computer 

and a destination computer (see figure 2, 3 and column 9 I ines 17-21 ). 

Claim 9 is rejected under 35 U.S.C. 1 03(a) as being unpatentable over Ala-

Laurila (U.S. 6,587,680) in view of Herle (U.S. 7, 165, 173)in view of Takagi et al (U.S. 

7,143,282). 
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Ala-Laurila does not teach that the a key exchange being a part of the forming of 

the secure connection in step a) and is performed manually. Takagi teaches a key 

exchange being a part of the forming of the secure connection in step a) and is 

performed manually (see Takagi column 8 lines 29-34 ). 

It would have been obvious at the time the invention was made to a person 

having ordinary skill in the art to which said subject matter pertains to have the Security 

Associations of Ala-Laurila to be set up manually as taught in Takagi by Internet Key 

Exchange to increase the compatibility of the system (see Takagi column 8 lines 29-34 ). 

Therefore one would have been motivated to have Security Associations be able to be 

set up manually by Internet Key Exchange. 

Claim 15 is rejected under 35 U.S.C. 1 03(a) as being unpatentable over Ala-

Laurila (U.S. 6,587,680) in view of Herle (U.S. 7, 165, 173) in view of Jorgensen (U.S. 

6,452,915). 

Ala-Laurila does not teach with respect to claim 15 where the Layer 2 Tunneling 

Protocol (L2TP) tunneling protocol is used together with IPSec to provide a tunneling 

capability. Jorgensen teaches Layer 2 Tunneling Protocol (L2TP) tunneling protocol is 

used together with IPSec to provide a tunneling capability (see Jorgensen column 44 

lines 8-17). It would have been obvious at the time the invention was made to a person 

having ordinary skill in the art to which said subject matter pertains to have used L2TP 

over IPsec because L2TP can carry multiple protocols. L2TP also offers transmission 
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capability over non-IP networks (see Jorgensen column 44 lines 8-17). Therefore one 

would have been motivated to have used L2TP over IPsec. 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 

policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 

MONTHS from the mailing date of this action. In the event a first reply is filed within 

TWO MONTHS of the mailing date of this final action and the advisory action is not 

mailed until after the end of the THREE-MONTH shortened statutory period, then the 

shortened statutory period will expire on the date the advisory action is mailed, and any 

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 

the advisory action. In no event, however, will the statutory period for reply expire later 

than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Devin Almeida whose telephone number is 571-270-

1018. The examiner can normally be reached on Monday-Thursday from 7:30A.M. to 

5:00P.M. The examiner can also be reached on alternate Fridays from 7:30A.M. to 

4:00P.M. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gilberta Barron, can be reached on 571-272-3799. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. 

/Devin Almeida/ 
Examiner, Art Unit 2432 

/Benjamin E Lanier/ 
Primary Examiner, Art Unit 2432 



0234

Application/Control No. Applicant(s)/Patent Under 
Reexamination 

Index of Claims 10490933 V AARALA ET AL. 

Examiner Art Unit 

DEVIN ALMEIDA 2432 

Rejected Cancelled N Non-Elected A Appeal 
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 
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Application 
10490933 I Filing 

1 2004-03-26 
Docket Number 

290.1053USN I ~it 1 2432 Number Date (if applicable) 

First Named 
Sami Vaarala 

Examiner 
Devin E. Almeida 

Inventor Name 

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application. 
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8, 
1995, or to any design application. The Instruction Sheet for this form is located at WWW.USPTO.GOV 

SUBMISSION REQUIRED UNDER 37 CFR 1.114 

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order 
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s) 
entered, applicant must request non-entry of such amendment(s). 

D Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a 
submission even if this box is not checked. 

D Consider the arguments in the Appeal Brief or Reply Brief previously filed on 

D other 

~ Enclosed 

~ Amendment/Reply 

D Information Disclosure Statement (IDS) 

D Affidavit(s )/ Declaration(s) 

D Other 

MISCELLANEOUS 

D 
Suspension of action on the above-identified application is requested under 37 CFR 1.1 03( c) for a period of months 
(Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required) 

D Other 

FEES 

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed. 

~ The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to 
Deposit Account No 060243 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 

~ Patent Practitioner Signature 

D Applicant Signature 
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Rolf Fasth Registration Number 36999 

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to 
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S. C. 122 and 37 CFR 1.11 and 1.14. This collection is 
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time 
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for 
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, 
P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579} requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be 
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2}; (2) furnishing of the information 
solicited is voluntary; and (3} the principal purpose for which the information is used by the U.S. Patent and Trademark Office 
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information 
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need 
for the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, 
pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce} directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may 
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an 
application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

EFS - Web 2.0.2 
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CFR 1.114 
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Examiner: Devin E. Almeida 
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Art Unit 2432 
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STATES PATENT AND TRADEMARK OFFICE ON 29 December 

2009. 
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Rolf Fasth 
Attorney for Applicant 
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COMMISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, VA 22313-1450 
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(X) Response to Final Office Action dated 19 November 2009. 
(X) Request for Continued Examination (RCE) 
(X) The Commissioner is hereby authorized to charge any fees 

which may be required in connection with the filing of this 
correspondence, or credit over-payment, to Account 
No. 06-0243. 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 

Rolf Fasth 
Registration No. 36,999 

Attorney Docket No. 290.1053USN 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 
Telephone: 910-687-0001 
Facsimile: 910-295-2152 
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Commissioner for Patents 
P.O. Box 1450 

AMENDMENT 

25 Alexandria, VA 22313-1450 

This is in response to the Office action of 19 

November 2009. Please amend the above-identified patent 

application as follows: 
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In the Claims: 

Amend the claims as follows: 

1. (Currently amended) A method for ensuring secure forwarding 

of a message in a telecommunication network, comprising: 

providing a first terminal from which the message is sent and 

a second terminal to which the message is sent, 

10 a) establishing a first secure connection extending between a 

first end point at network address of the first terminal and 

an original end point at network address of the second 

terminal, 

b) the first terminal changing from a the first network 

15 address to a new network address, and 

c) registering a second secure connection extending between 

the a new end point network address and the original end point 

network address of the first secure connection. , and 

using the second secure connection e><tending betueen the neu 

20 end point and the original end point of the first secure 

connection. 

2. (Currently amended) The method of claim 1, wherein the 

method further comprises establishing the second secure 

25 connection a ne .. secure connection bet .. een the ne .. address of 

the first terffiinal and the address of the second terffiinal is 
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formed for the registration in step c) if such a when the 

second secure connections does not already exist. 

3. (Currently amended) The method of claim 1, wherein the 

5 method further comprises establishing the first secure 

connection is established in step a) and by forming one or 

more Security Associations (SAo) by using tfie IPSec protocols. 

4. (Currently amended) The method of claim 1, wherein the 

10 method further comprises providing the message to be for .. arded 

consists of with IP packets. 

5. (Currently amended) The method of claim 1, wherein, after 

step b), oohen the first terminal sends a message from the 

15 address the first terminal has mooed to, the first terminal 

first checlcs the method further comprises checking whether a 

secure connection between the new network address and the 

second terminal already exists. 

20 6. (Currently amended) The method of claim 5, wherein the 

method further comprises checking by using an e><istence of the 

second secure connection is checlced b] means of a connection 

table. 

25 7. (Currently amended) The method of claim 1, wherein in step 

c), the actual connection(s) to be used is/are registered b] 
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means of the method further comprises using a signaling 

message or signaling message exchange between the first 

terminal and the second terminal. 

5 8. (Currently amended) The method of claim 1, wherein the 

method further comprises automatically updating the new 

network address of the first terminal is updated automatically 

by the second terminal when the first terminal sends a message 

from the new network address. 

10 

15 

20 

9. (Currently amended) The method of claim 1, wherein the 

method further comprises using a key exchange is a part of 

forming of when establishing the first secure connection ±n 

step a) and is performed manuall]. 

10. (Currently amended) The method of claim 2, wherein the 

method further comprises using a key exchange is a part of 

forming of the secure connection performed with Internet Key 

Exchange j_IKEl. 

11. (Currently amended) The method of claim 1, wherein tfie 

second secure connection bet .. een the ne .. address of the first 

terminal and the second terminal is in step c) registered the 

second secure connection is registered for immediate and/or 

25 later use. 
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12. (Previously presented) The method of claim 11, wherein the 

registration for later use is made by the second terminal in a 

connection table. 

5 13. (Currently amended) The method of claim 3, wherein the 

method further comprises sending the message uhen sending 

message through the secure connection, IPSec transport mode is 

ueee to secure traffic between a mobile computer and a 

destination computer. 

10 

14. (Currently amended) The method of claim 13, wherein the 

method further comprises using a tunneling protocol is used 

together with IPSec to provide a tunneling capability. 

15 15. (Currently amended) The method of claim 14, wherein the 

method further comprises using .. here a Layer 2 Tunneling 

Protocol (L2TP) tunneling protocol is used together with IPSec 

to provide a tunneling capability. 

20 16. (Currently amended) The method of claim 3, wherein the 

method further comprises using oohen sending message through 

the secure connection, an IPSec tunnel mode is used to secure 

traffic between a mobile computer and a destination computer. 

25 17-18. (Canceled) 
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REMARKS 

Reconsideration of the application is respectfully requested. 

5 Claim 1 has been clarified to require that the first terminal 

changes from the first network address to a new network 

address. No new matter has been added. The fact that the 

method of the present invention relates to network addresses 

and not physical addresses of the mobile terminal is clear 

10 from the detailed description. Support for the change of the 

network may be found on, for example, page 5, lines 16-26; 

page 6, lines 8-14; page 13, line 10-11; and page 16, line 28 

-page 17, line 28. 

15 Applicants would like to respectfully assert that the cited 

Ala-Laurila does not show a mobile terminal changing its 

network address. When a mobile terminal changes access point, 

as described in Ala-Laurila, it simply means that the mobile 

terminal is going to be served by a new base station (such as 

20 when switching from AP 14 to AP 114 as illustrated in Ala

Laurila) . The mobile terminal does not change the network 

address itself even if the mobile terminal physically moves to 

a new place (such as moving from cell 18, served by AP 14, to 

cell 118 served by AP 114). In other words, the new base 

25 station AP 114 is merely another terminal that the mobile 

terminal 12 communicates with when the mobile terminal has 
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moved to a new cell/area so that it first communicates with 

the first base station AP 14 and after the hand-over it 

communicates with the new base station AP 114. It should be 

made clear that the mobile terminal does not change its 

5 network address just because it moves to a new geographic area 

or cell (such as when moving from geographic area 18 to area 

118 as described in Ala-Laurila). 

It is therefore submitted that Ala-Laurila does not teach or 

10 suggest step b) of the amended claim 1, i.e. the step of "the 

first terminal changing from the first network address to a 

new network address." In contrast, Ala-Laurila's mobile 

terminal merely moves from the geographical area 18 to the new 

geographical area 118 but maintains the same network address. 

15 Before the hand-over, the mobile terminal 12 communicates with 

AP 14 and after the hand-over the mobile terminal 12 

communicates with AP 114 but the mobile terminal 12 never 

changes its network address. This means the mobile terminal 

12 has the same network address even after it has moved to 

20 cell 118 and after the handover to AP 114. 

In the present invention, it is thus not necessary for the 

mobile terminal to physically move. The mobile terminal can 

remain in the same physical place while the mobile terminal 

25 changes from one network address to another network address 

(see, for example, page 5, lines 24-26). 
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It is submitted that Ala-Laurila fails to teach or suggest the 

step of the first terminal changing from the first network 

address to a new network address, as required by step b) of 

5 the amended claim 1. Consequently, Ala-Laurila also fails to 

teach or suggest the step of registering a second secure 

connection extending between the new network address and the 

original network address of the first secure connection, as 

required by the amended step c) of claim 1. 

10 

Herle does not cure these deficiencies. Herle was cited to 

show that the connections are secure connections from end

point to end-point through the access point. Herle merely 

teaches a mobile station 112 that is capable of securely 

15 communicating with a plurality of base stations. It is 

submitted that Herle alone or in combination with Ala-Laurila 

completely fails to teach or suggest the steps of the mobile 

station 112 changing from the first network address to a new 

network address, and registering a second secure connection 

20 extending between the new network address and the original 

network address of the first secure connection, as required by 

the amended claim 1. Similar to Ala-Laurila, Herle merely 

teaches the mobile terminal switching between different base 

stations to find a stronger signal. As explained above, this 

25 is quite different from changing the network address of the 

mobile terminal to another network address. 
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In summary, the proposed combination of Ala-Laurila and Herle 

completely fails to teach or suggest the amended steps b) and 

c) of the amended claim 1. The cited references would require 

5 extensive modifications to arrive at the limitations of the 

amended claim 1. Applicants fail to see why a person of 

ordinary skill in the art would look to Ala-Laurila and Herle 

to learn about the limitations of step b) and step c) when 

such limitations are completely missing from the cited 

10 references. 

Even assuming arguendo that the requisite method steps of 

claim 1 are shown by the combination of Ala-Laurila and Herle, 

(although this is disputed by Applicants) prima facie support 

15 for combining the references, according to the requirements as 

set forth in M.P.E.P. § 2142 has not been provided in the 

present Office Action. 

As provided in M.P.E.P. § 2142, the Supreme Court in KSR 

20 International v. Teleflex Inc., 82 USPQ2d 1385, 1396 (2007) 

specified that the analysis supporting a rejection under 35 

U.S.C. § 103 should be made explicit. "[R]ejections on 

obviousness cannot be sustained with mere conclusory 

statements; instead, there must be some articulated reasoning 

25 with some rational underpinning to support the legal 

conclusion of obviousness." In re Kahn, 441 F.3dd 977, 988, 78 

USPQ2d 1329, 1336 (Fed. Cir. 2006). Furthermore, the Examiner 
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must make "explicit" this rationale of "the apparent reason to 

combine the known elements in the fashion claimed," including 

a detailed explanation of "the effects of demands known to the 

design community or present in the marketplace" and "the 

5 background knowledge possessed by a person having ordinary 

skill in the art" (KSR, page 14). 

The only rationale provided in support of the 103(a) rejection 

of claim 1 is at the bottom of page 3 of the Office action, 

10 which merely asserts it would have been obvious to modify the 

teaching method of Herle with Ala-Laurila in order to 

"increase security of the path." (emphasis added). Thus, one 

benefit, or advantage of the modification is the only 

rationale provided in the Office Action in support of the 

15 instant rejection. 

However, merely stating that a benefit of the modification 

exists, as done above, does not provide the "articulated 

reasoning with some rationale underpinning to support the 

20 legal conclusion of obviousness, required under KSR. By 

definition, every patentable invention must be "beneficial" -

and arguendo every invention contemplates at least some new 

benefit(s) in arriving at the invention- certainly this does 

not render the benefit obvious or expected. Because every 

25 modification or element has a corresponding use or benefit, 

the above reasoning could be applied to any improvement. It 
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appears therefore that "hindsight construction" may have 

perhaps played a role in arriving at the present ground for 

rejection in the Office action - which though difficult 

perhaps to avoid in many cases, is nonetheless impermissible 

5 in making a prima facie showing of obviousness. 

According to M.P.E.P. 2142, "the examiner bears the initial 

burden of factually supporting any prima facie conclusion of 

obviousness. If the examiner does not produce a prima facie 

10 case, the applicant is under no obligation to submit evidence 

of nonobviousness." Because a prima facie conclusion of 

obviousness has not been provided in the present Office 

Action, Applicants respectfully request reconsideration and 

withdrawal of this ground for rejection as to claim 1, and any 

15 additional remaining claims to the extent they may depend 

therefrom. 

Most importantly and as explained above, Applicants 

respectfully request the rejection of claim 1 is withdrawn 

20 because the proposed combination of Ala-Laurila and Herle 

complete fails to teach or suggest all the limitations of the 

amended claim 1. 

Claims 2-8, 10-14 and 16 are submitted to be allowable because 

25 they depend upon the allowable base claim 1 and because each 

claim includes limitations that are not taught or suggested in 
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the cited reference. 

Claim 9 was rejected under §103 as being obvious over Ala

Laurila in view of Herle. This rejection is respectfully 

5 traversed. 

Claim 9 is submitted to be allowable because it depends upon 

the allowable base claim 1 and because the claim includes 

limitations that are not taught or suggested in the cited 

10 references. 

15 

Claim 15 was rejected under §103 as being obvious over Ala

Laurila in view of Herle. This rejection is respectfully 

traversed. 

Claim 15 is submitted to be allowable because it depends upon 

the allowable base claim 1 and because the claim includes 

limitations that are not taught or suggested in the cited 

references. 
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The application is submitted to be in condition for allowance, 

and such action is respectfully requested. 

5 
Respectfully submitted, 

FASTH LAW OFFICES 

10 

/rfasth/ 
Rolf Fasth 

15 Registration No. 36,999 

Attorney Docket No. 290.1053USN 

20 FASTH LAW OFFICES 

25 

26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 

Telephone: 
Facsimile: 

(910) 687-0001 
(910) 295-2152 
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Application/Control Number: 10/490,933 

Art Unit: 2432 

DETAILED ACTION 

This action is in response to the papers filed 12/29/2009. 

Response to Arguments 

Page 2 

Applicant's arguments with respect to claim have been considered but are moot 

in view of the new ground(s) of rejection. 

Claim Rejections- 35 USC§ 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-8, 10-14, and 16 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Sturniolo et at (U.S. 6,091,951) in view of Herle (U.S. 7, 165, 173). 

With respect to claim 1, Sturniolo discloses a method for ensuring secure 

forwarding of a message in a telecommunication network (see abstract i.e. radio 

communications system), comprising: providing a first terminal from which the message 

is sent and a second terminal (end device) to which the message is sent (see abstract): 

a) establishing a first connection extending between a first network address of 

the first terminal (mobile terminal at AP1) and an original network address of the second 

terminal (see abstract i.e. device on the network backbone), 
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b) the first terminal (mobile terminal) changing from the first network address to a 

new network address (see column 10 line 8-55) and 

c) registering a second connection extending between the new network address 

(mobile terminal address on new access point) and the original network address of the 

first secure connection (see column 10 line 8-55). 

Sturniolo does not teach that the connections are secure connection. 

Herle teaches that the connections are secure connection from end point to end 

point through the access point (see figure 2 and column 8 lines 41-63). It would have 

been obvious at the time the invention was made to a person having ordinary skill in the 

art to which said subject matter pertains to have secure path between the mobile station 

and provisioning server to increase security of the path. Therefore one would have been 

motivated to have a secure path between the mobile station and provisioning server. 

With respect to claim 2, wherein the method further comprises establishing the 

second secure connection when the second secure connections does not already exist 

(see column 10 line 8-55). 

With respect to claim 3, wherein the method further comprises establishing the 

first secure connection by using the IPSec protocols (see Herle column 9 lines 4-22). 

With respect to claim 4, wherein the method further comprises providing the 

message with IP packets (see column 9 lines 21-38). 

With respect to claim 5, checking whether a secure connection between the new 

network address and the other terminal already exists (see figure 2 and column 10 line 

8-55). 
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With respect to claim 6, checking by using a connection table (see figure 5a and 

5b). 

With respect to claim 7, a signaling message or signaling message exchange 

between the first terminal and the second terminal (see figure 2 and column 10 line 8-

55). 

With respect to claim 8, automatically updating the new network address of the 

first terminal by the second terminal when the first terminal sends a message from the 

new network address (see figure 2 and column 10 line 8-55). 

With respect to claim 1 0, using a key exchange performed with Internet key 

exchange IKE (see Herle figure 2, 3 and column 9 lines 5-22). 

With respect to claim 11, the second secure connection is registered for 

immediate and/or later use (see figure 2 and column 10 line 8-55). 

With respect to claim 12, wherein the registration for later use is made by the 

second terminal in a connection table (see figure 2 and column 10 line 8-55). 

With respect to claim 13, to secure traffic between the mobile computer and a 

destination computer (see figure 2 and column 10 line 8-55). 

With respect to claim 14, using a tunneling protocol together with IPSec to 

provide a tunneling capability (see Herle figure 2, 3 and column 9 lines 5-22). 

With respect to claim 16, an IPSec tunnel mode is used to secure traffic between 

the mobile computer and a destination computer (see Herle figure 2, 3 and column 9 

lines 5-22). 
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Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over Sturniolo 

et at (U.S. 6,091,951 )in view of Herle (U.S. 7, 165, 173)in view of Takagi et al (U.S. 

7,143,282). 

Sturniolo does not teach that a key exchange when establishing the secure 

connection. Takagi teaches a key exchange when establishing the secure connection 

(see Takagi column 8 lines 29-34). It would have been obvious at the time the invention 

was made to a person having ordinary skill in the art to which said subject matter 

pertains to have the Security Associations of Ala-Laurila to be set up manually as taught 

in Takagi by Internet Key Exchange to increase the compatibility of the system (see 

Takagi column 8 lines 29-34 ). Therefore one would have been motivated to have 

Security Associations be able to be set up manually by Internet Key Exchange. 

Claims 14 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Sturniolo et at (U.S. 6,091,951) in view of Herle (U.S. 7, 165, 173) in view of 

Jorgensen (U.S. 6,452,915). 

Sturniolo does not teach with respect to claim 14, using a tunneling protocol 

together with IPSec to provide a tunneling capability. Jorgensen using a tunneling 

protocol together with IPSec to provide a tunneling capability (see Jorgensen column 44 

lines 8-17). It would have been obvious at the time the invention was made to a person 

having ordinary skill in the art to which said subject matter pertains to have used L2TP 

over IPsec because L2TP can carry multiple protocols. L2TP also offers transmission 
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capability over non-IP networks (see Jorgensen column 44 lines 8-17). Therefore one 

would have been motivated to have used L2TP over IPsec. 

With respect to claim 15 where the Layer 2 Tunneling Protocol (L2TP) tunneling 

protocol together with IPSec to provide a tunneling capability (see Jorgensen column 44 

lines 8-17). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Devin Almeida whose telephone number is 571-270-

1018. The examiner can normally be reached on Monday-Thursday from 7:30A.M. to 

5:00P.M. The examiner can also be reached on alternate Fridays from 7:30A.M. to 

4:00P.M. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gilberta Barron, can be reached on 571-272-3799. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. 

/Devin Almeida/ 
Examiner, Art Unit 2432 

/Benjamin E Lanier/ 
Primary Examiner, Art Unit 2432 
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5 Sami Vaarala, Antti Nuopponen, Panu Pietikainen 

10 

15 

20 

Serial No. 10/490,933 

Filed: 26 March 2004 

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF 
MESSAGES 

Examiner: Devin E. Almeida 

Date: 11 February 2010 

Attorney Docket Number: 290.1053USN 

Commissioner for Patents 
P.O. Box 1450 

AMENDMENT 

25 Alexandria, VA 22313-1450 

This is in response to the Office action of 19 

January 2010. Please amend the above-identified patent 

application as follows: 
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In the Claims: 

Amend the claims as follows: 

1. (Currently amended) A method for ensuring secure forwarding 

of a message in a telecommunication network, comprising: 

providing a first terminal from which the message is sent and 

a second terminal to which the message is sent, 

10 a) establishing a first secure connection as being an active 

connection and extending between a first network address of 

the first terminal and an original network address of the 

second terminal, establishing a second secure connection 

extending between a second network address of the first 

15 terminal and the original network address of the second 

terminal, 

b) the first terminal changing from the first network address 

to a neu the second network address, ttfT€l: 

the first terminal checking whether the second secure 

20 connection already exists, and 

c) when the second secure connection already exists, 

registering a the already established second secure connection 

as being the active connection e><teRdiRg bet .. eeR the Reoo 

Ret..orlc address aRd the origiRal Ret..orlc address of the first 

25 secure coRRectioR without having to reestablish the second 

secure connection. 
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2. (Previously presented) The method of claim 1, wherein the 

method further comprises establishing the second secure 

connection when the second secure connections does not already 

5 exist. 

10 

3. (Previously presented) The method of claim 1, wherein the 

method further comprises establishing the first secure 

connection by using IPSec protocols. 

4. (Previously presented) The method of claim 1, wherein the 

method further comprises providing the message with IP 

packets. 

15 5. (Previously presented) The method of claim 1, wherein the 

method further comprises checking whether a secure connection 

between the new network address and the second terminal 

already exists. 

20 6. (Previously presented) The method of claim 5, wherein the 

method further comprises checking by using a connection table. 

7. (Previously presented) The method of claim 1, wherein the 

method further comprises using a signaling message or 

25 signaling message exchange between the first terminal and the 

second terminal. 
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8. (Previously presented) The method of claim 1, wherein the 

method further comprises automatically updating the new 

network address of the first terminal by the second terminal 

5 when the first terminal sends a message from the new network 

address. 

9. (Previously presented) The method of claim 1, wherein the 

method further comprises using a key exchange when 

10 establishing the first secure connection. 

15 

10. (Previously presented) The method of claim 2, wherein the 

method further comprises using a key exchange performed with 

Internet Key Exchange (IKE). 

11. (Previously presented) The method of claim 1, wherein the 

second secure connection is registered for immediate and/or 

later use. 

20 12. (Previously presented) The method of claim 11, wherein the 

registration for later use is made by the second terminal in a 

connection table. 

13. (Previously presented) The method of claim 3, wherein the 

25 method further comprises sending the message to secure traffic 

between a mobile computer and a destination computer. 
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14. (Previously presented) The method of claim 13, wherein the 

method further comprises using a tunneling protocol together 

with IPSec to provide a tunneling capability. 

15. (Previously presented) The method of claim 14, wherein the 

method further comprises using a Layer 2 Tunneling Protocol 

(L2TP) tunneling protocol together with IPSec to provide a 

tunneling capability. 

16. (Previously presented) The method of claim 3, wherein the 

method further comprises using an IPSec tunnel mode to secure 

traffic between a mobile computer and a destination computer. 

15 17-18. (Canceled) 
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REMARKS 

Reconsideration of the application is respectfully 

5 requested. Claims 1-8, 10-14 and 16 were rejected under 

Section 103 as being obvious over Sturniolo in view of Herle. 

This rejection is respectfully traversed. 

On page 2 of the current Office action, the Examiner 

states that Sturniolo "discloses a method for ensuring secure 

10 forwarding of a message .... " Applicants strongly disagree. 

15 

There is absolute nothing in Sturniolo about secure 

forwarding or the use of secure connections. The Examiner 

refers to the abstract of Sturniolo and despite the relatively 

long abstract there is no mentioning whatsoever about "secure 

forwarding" or the use of secure connections. The Examiner 

then confirms on page 3 of the Office action that Sturniolo 

does not teach connections that are secure connections. 

The use of secure connections is a critical aspect 

of the present invention so that the mobile terminal may 

20 switch from a first secure connection to an already 

established second secure connection while maintaining the 

original network address of the second terminal but without 

having to reestablish the second secure connection since it 

has already been established. More particularly, the amended 

25 claim 1 has been clarified to require that the second secure 

connection is established prior to the first terminal changing 
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from the first network address to the second network address. 

Claim 1 has also been amended to require that the first secure 

connection is established as the active connection and after 

the change of the first terminal from the first network 

5 address to the second network address, the first terminal 

checks whether the second secure connection already exists and 

when it already exists the second secure connection is 

established as the active connection without having to 

reestablish the second secure connection. No new matter has 

10 been added to the application. The amended claim 1 is, for 

example, supported in the original claim 1; page 4, lines 30-

32; page 5, lines 1-5; page 12, lines 22-30; page 13, line 25 

- page 14, line 4; page 14, line 24; page 15, line 2; page 19, 

lines 4-18 and 25-30; page 20, line 23 - page 21, line 4 of 

15 the corresponding WO publication. 

It is submitted that Sturniolo completely fails to 

teach or suggest the method steps of the amended claim 1. As 

indicated above, the main reason for this is that Sturniolo 

fails to teach the establishment and use of the critical 

20 secure connections. 

Herle does not cure these deficiencies. Herle was 

merely cited to show a secure connection from one end point to 

another end point. Herle merely teaches a mobile station 112 

that is capable of securely communicating with a plurality of 

25 base stations. Additionally, Herle merely teaches the mobile 

terminal switching between different base stations to find a 
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stronger signal. As explained earlier, this is quite 

different from changing the network address of the mobile 

terminal to another network address. Herle fails to teach or 

suggest the steps of establishing a first secure connection as 

5 the active connection and establishing a second secure 

connection before the first terminal changes from the first 

network address to the second network address. Herle also 

fails to teach or suggest the first terminal checking whether 

the second secure connection already exists prior to 

10 registering the second secure connection as the active 

connection without having to reestablish the second secure 

connection (since it has already been established). In 

contrast, the network address of the first terminal in Herle 

does not change. 

15 Applicants cannot see why a person of ordinary skill 

in the art would look to Sturniolo, Herle or the combination 

thereof to learn about the features of the amended claim 1 

when those features are completely missing in the cited 

references. It is submitted that the cited references would 

20 require extensive modifications, that are not taught or 

suggested, to arrive at all of the method steps of the amended 

claim 1. 

Even assuming arguendo that the requisite method 

steps of claim 1 are shown by the combination of Sturniolo and 

25 Herle, (although this is disputed by Applicants) prima facie 

support for combining the references, according to the 
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requirements as set forth in M.P.E.P. § 2142 has not been 

provided in the present Office Action. 

As provided in M.P.E.P. § 2142, the Supreme Court in 

KSR International v. Teleflex Inc., 82 USPQ2d 1385, 1396 

5 (2007) specified that the analysis supporting a rejection 

under 35 U.S.C. § 103 should be made explicit. "[R]ejections 

on obviousness cannot be sustained with mere conclusory 

statements; instead, there must be some articulated reasoning 

with some rational underpinning to support the legal 

10 conclusion of obviousness." In re Kahn, 441 F.3dd 977, 988, 78 

USPQ2d 1329, 1336 (Fed. Cir. 2006). Furthermore, the Examiner 

must make "explicit" this rationale of "the apparent reason to 

combine the known elements in the fashion claimed," including 

a detailed explanation of "the effects of demands known to the 

15 design community or present in the marketplace" and "the 

background knowledge possessed by a person having ordinary 

skill in the art" (KSR, page 14). 

The only rationale provided in support of the 103(a) 

rejection of claim 1 is in the middle of page 3 of the Office 

20 action, which merely asserts it would have been obvious to 

modify the teaching method of Herle with Sturniolo in order to 

"increase security of the path." (emphasis added). Thus, one 

benefit, or advantage of the modification is the only 

rationale provided in the Office Action in support of the 

25 instant rejection. 

However, merely stating that a benefit of the 
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modification exists, as done above, does not provide the 

"articulated reasoning with some rationale underpinning to 

support the legal conclusion of obviousness, required under 

KSR. By definition, every patentable invention must be 

5 "beneficial" - and arguendo every invention contemplates at 

least some new benefit(s) in arriving at the invention

certainly this does not render the benefit obvious or 

expected. Because every modification or element has a 

corresponding use or benefit, the above reasoning could be 

10 applied to any improvement. It appears therefore that 

"hindsight construction" may have perhaps played a role in 

arriving at the present ground for rejection in the Office 

action - which though difficult perhaps to avoid in many 

cases, is nonetheless impermissible in making a prima facie 

15 showing of obviousness. 

According to M.P.E.P. 2142, "the examiner bears the 

initial burden of factually supporting any prima facie 

conclusion of obviousness. If the examiner does not produce a 

prima facie case, the applicant is under no obligation to 

20 submit evidence of nonobviousness." Because a prima facie 

conclusion of obviousness has not been provided in the present 

Office Action, Applicants respectfully request reconsideration 

and withdrawal of this ground for rejection as to claim 1, and 

any additional remaining claims to the extent they may depend 

25 therefrom. 

Most importantly and as explained above, Applicants 
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respectfully request the rejection of claim 1 is withdrawn 

because the proposed combination of Sturniolo and Herle 

complete fails to teach or suggest all the limitations of the 

amended claim 1. 

Claims 2-8, 10-14 and 16 are submitted to be 

allowable because they depend upon the allowable base claim 1 

and because each claim includes limitations that are not 

taught or suggested in the cited reference. 

Claim 9 was rejected under §103 as being obvious 

10 over Sturniolo in view of Herle and Takagi. This rejection is 

respectfully traversed. 

Claim 9 is submitted to be allowable because it 

depends upon the allowable base claim 1 and because the claim 

includes limitations that are not taught or suggested in the 

15 cited references. 

Claims 14-15 were rejected under §103 as being 

obvious over Sturniolo in view of Herle and Jorgensen. This 

rejection is respectfully traversed. 

Claims 14-15 are submitted to be allowable because 

20 they depend upon the allowable base claim 1 and because the 

claims include limitations that are not taught or suggested in 

the cited references. 
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The application is submitted to be in condition for 

allowance, and such action is respectfully requested. 

5 Respectfully submitted, 

FASTH LAW OFFICES 

10 

/rfasth/ 
Rolf Fasth 
Registration No. 36,999 

15 

Attorney Docket No. 290.1053USN 

20 FASTH LAW OFFICES 

25 

26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 

Telephone: 
Facsimile: 

(910) 687-0001 
(910) 295-2152 
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Application No. Applicant(s) 

10/490,933 V AARALA ET AL. 

Office Action Summary Art Unit 

I 

Examiner 

DEVIN ALMEIDA 2432 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address -
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE~ MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)[8J Responsive to communication(s) filed on 11 February 2010. 

2a)[8J This action is FINAL. 2b)0 This action is non-final. 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

4)[8J Claim(s) 1-16 is/are pending in the application. 

4a) Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim(s) __ is/are allowed. 

6)[8J Claim(s) 1-16 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

10)0 The drawing(s) filed on __ is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

11 )0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PT0-152. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some* c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17 .2(a)). 

*See the attached detailed Office action for a list of the certified copies not received. 

Attachment(s) 

1) 0 Notice of References Cited (PT0-892) 

2) 0 Notice of Draftsperson's Patent Drawing Review (PT0-948) 

4) 0 Interview Summary (PT0-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application 3) 0 Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date __ . 

U.S. Patent and Trademark Off1ce 

PTOL-326 (Rev. 08-06) 

6) 0 Other: __ . 

Office Action Summary Part of Paper No./Mail Date 20100413 
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Application/Control Number: 10/490,933 

Art Unit: 2432 

DETAILED ACTION 

This action is in response to the papers filed 2/11/201 0. 

Response to Arguments 

Page 2 

Applicant's arguments with respect to Sturniolo not teaching secure forwarding of 

messages have been fully considered but they are not persuasive. Sturniolo in view of 

Herle teach the claimed invention. Sturniolo does not teach that the connections are 

secure connection. Herle teaches that the connections are secure connection from end 

point to end point through the access point (see figure 2 and column 8 lines 41-63). It 

would have been obvious at the time the invention was made to a person having 

ordinary skill in the art to which said subject matter pertains to have secure path 

between the mobile station and provisioning server to increase security of the path. 

Therefore one would have been motivated to have a secure path between the mobile 

station and provisioning server. 

Applicant's arguments with respect to Sturniolo not teaching the second secure 

connection is established prior to the first terminal changing from the first network 

address to the second network address. Sturniolo teaches "Nevertheless, the virtual 

circuit, session, and socket connection information previously obtained via the 

GATEWAY1 is still valid despite the mobile terminal 36 receiving a new network 

address in step 76. Thus, packets delivered to the GATEWAY1 for routing to the mobile 

terminal 36 still may be routed to the mobile terminal 36 by the GATEWAY1." Therefore 

there is still the first connection when the second connection is being established. 
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In response to applicant's argument that there is no teaching, suggestion, or 

motivation to combine the references, the examiner recognizes that obviousness may 

be established by combining or modifying the teachings of the prior art to produce the 

claimed invention where there is some teaching, suggestion, or motivation to do so 

found either in the references themselves or in the knowledge generally available to one 

of ordinary skill in the art. See In reFine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 

1988), In re Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992), and KSR 

International Co. v. Teleflex, Inc., 550 U.S. 398, 82 USPQ2d 1385 (2007). In this case, 

It would have been obvious at the time the invention was made to a person having 

ordinary skill in the art to which said subject matter pertains to have secure path 

between the mobile station and provisioning server to increase security of the path (see 

column 3 lines 37-46). 

Claim Rejections- 35 USC§ 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-8, 10-14, and 16 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Sturniolo et at (U.S. 6,091,951) in view of Herle (U.S. 7, 165, 173). 

With respect to claim 1, Sturniolo discloses a method for ensuring secure 

forwarding of a message in a telecommunication network (see abstract i.e. radio 
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communications system), comprising: providing a first terminal from which the message 

is sent and a second terminal (end device) to which the message is sent (see abstract): 

a) establishing a first connection as being an active connection and extending 

between a first network address of the first terminal (mobile terminal at AP1) and an 

original network address of the second terminal (see abstract i.e. device on the network 

backbone), establishing a second connection extending between a second network 

address of the first terminal and the original network address of the second terminal 

(see column 10 line 8-55), 

b) the first terminal (mobile terminal) changing from the first network address to 

the second network address (see column 10 line 8-55), the first terminal checking 

whether the second connection already exists, and 

c) when the second connection already exists registering the already established 

second connection as being the active connection without having to reestablish the 

second connection (see column 10 line 8-55). 

Sturniolo does not teach that the connections are secure connection. 

Herle teaches that the connections are secure connection from end point to end 

point through the access point (see figure 2 and column 8 lines 41-63). It would have 

been obvious at the time the invention was made to a person having ordinary skill in the 

art to which said subject matter pertains to have secure path between the mobile station 

and provisioning server to increase security of the path (see column 3 lines 37-46). 

Therefore one would have been motivated to have a secure path between the mobile 

station and provisioning server. 
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With respect to claim 2, wherein the method further comprises establishing the 

second secure connection when the second secure connections does not already exist 

(see column 10 line 8-55). 

With respect to claim 3, wherein the method further comprises establishing the 

first secure connection by using the IPSec protocols (see Herle column 9 lines 4-22). 

With respect to claim 4, wherein the method further comprises providing the 

message with IP packets (see column 9 lines 21-38). 

With respect to claim 5, checking whether a secure connection between the new 

network address and the other terminal already exists (see figure 2 and column 10 line 

8-55). 

With respect to claim 6, checking by using a connection table (see figure 5a and 

5b). 

With respect to claim 7, a signaling message or signaling message exchange 

between the first terminal and the second terminal (see figure 2 and column 10 line 8-

55). 

With respect to claim 8, automatically updating the new network address of the 

first terminal by the second terminal when the first terminal sends a message from the 

new network address (see figure 2 and column 10 line 8-55). 

With respect to claim 1 0, using a key exchange performed with Internet key 

exchange IKE (see Herle figure 2, 3 and column 9 lines 5-22). 

With respect to claim 11, the second secure connection is registered for 

immediate and/or later use (see figure 2 and column 10 line 8-55). 
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With respect to claim 12, wherein the registration for later use is made by the 

second terminal in a connection table (see figure 2 and column 10 line 8-55). 

With respect to claim 13, to secure traffic between the mobile computer and a 

destination computer (see figure 2 and column 10 line 8-55). 

With respect to claim 14, using a tunneling protocol together with IPSec to 

provide a tunneling capability (see Herle figure 2, 3 and column 9 lines 5-22). 

With respect to claim 16, an IPSec tunnel mode is used to secure traffic between 

the mobile computer and a destination computer (see Herle figure 2, 3 and column 9 

lines 5-22). 

Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over Sturniolo 

et at (U.S. 6,091,951 )in view of Herle (U.S. 7, 165, 173)in view of Takagi et al (U.S. 

7,143,282). 

Sturniolo does not teach that a key exchange when establishing the secure 

connection. Takagi teaches a key exchange when establishing the secure connection 

(see Takagi column 8 lines 29-34). It would have been obvious at the time the invention 

was made to a person having ordinary skill in the art to which said subject matter 

pertains to have the Security Associations of Ala-Laurila to be set up manually as taught 

in Takagi by Internet Key Exchange to increase the compatibility of the system (see 

Takagi column 8 lines 29-34 ). Therefore one would have been motivated to have 

Security Associations be able to be set up manually by Internet Key Exchange. 
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Claims 14 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Sturniolo et at (U.S. 6,091,951) in view of Herle (U.S. 7, 165, 173) in view of 

Jorgensen (U.S. 6,452,915). 

Sturniolo does not teach with respect to claim 14, using a tunneling protocol 

together with IPSec to provide a tunneling capability. Jorgensen using a tunneling 

protocol together with IPSec to provide a tunneling capability (see Jorgensen column 44 

lines 8-17). It would have been obvious at the time the invention was made to a person 

having ordinary skill in the art to which said subject matter pertains to have used L2TP 

over IPsec because L2TP can carry multiple protocols. L2TP also offers transmission 

capability over non-IP networks (see Jorgensen column 44 lines 8-17). Therefore one 

would have been motivated to have used L2TP over IPsec. 

With respect to claim 15 where the Layer 2 Tunneling Protocol (L2TP) tunneling 

protocol together with IPSec to provide a tunneling capability (see Jorgensen column 44 

lines 8-17). 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 

policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 

MONTHS from the mailing date of this action. In the event a first reply is filed within 

TWO MONTHS of the mailing date of this final action and the advisory action is not 

mailed until after the end of the THREE-MONTH shortened statutory period, then the 
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shortened statutory period will expire on the date the advisory action is mailed, and any 

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 

the advisory action. In no event, however, will the statutory period for reply expire later 

than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Devin Almeida whose telephone number is 571-270-

1018. The examiner can normally be reached on Monday-Thursday from 7:30A.M. to 

5:00P.M. The examiner can also be reached on alternate Fridays from 7:30A.M. to 

4:00P.M. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gilberta Barron, can be reached on 571-272-3799. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. 

/Devin Almeida/ 
Examiner, Art Unit 2432 

/Gilberta Barron Jr./ 
Supervisory Patent Examiner, Art Unit 2432 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of Art Unit 2432 

5 Sami Vaarala, Antti Nuopponen, Panu Pietikainen 

10 

15 

20 

Serial No. 10/490,933 

Filed: 26 March 2004 

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF 
MESSAGES 

Examiner: Devin E. Almeida 

Date: 14 July 2010 

Attorney Docket Number: 290.1053USN 

Commissioner for Patents 
P.O. Box 1450 

AMENDMENT 

25 Alexandria, VA 22313-1450 

This is in response to the Office action of 20 April 

2010. Please amend the above-identified patent application as 

follows: 
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RF Attorney Docket No. 290.1053USN 7/14/10 - 2 -

In the Claims: 

Amend the claims as follows: 

1. (Currently amended) A method for ensuring secure forwarding 

of a message in a telecommunication network, comprising: 

providing a first terminal from which the message is sent and 

a second terminal to which the message is sent, 

10 a) establishing a first secure connection as being an active 

connection and extending between a first network address of 

the first terminal and an original network address of the 

second terminal, establishing a second secure connection 

extending between a second network address of the first 

15 terminal and the original network address of the second 

terminal, 

b) the first terminal changing from the first network address 

to the second network address, 

the first terminal checking whether the second secure 

20 connection already exists, and 

25 

c) when the second secure connection already exists, the 

second terminal registering the already established second 

secure connection as being the active connection without 

having to reestablish the second secure connection. 

2. (Previously presented) The method of claim 1, wherein the 
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method further comprises establishing the second secure 

connection when the second secure connections does not already 

exist. 

5 3. (Previously presented) The method of claim 1, wherein the 

method further comprises establishing the first secure 

connection by using IPSec protocols. 

4. (Previously presented) The method of claim 1, wherein the 

10 method further comprises providing the message with IP 

packets. 

5. (Previously presented) The method of claim 1, wherein the 

method further comprises checking whether a secure connection 

15 between the new network address and the second terminal 

already exists. 

20 

25 

6. (Previously presented) The method of claim 5, wherein the 

method further comprises checking by using a connection table. 

7. (Previously presented) The method of claim 1, wherein the 

method further comprises using a signaling message or 

signaling message exchange between the first terminal and the 

second terminal. 

8. (Previously presented) The method of claim 1, wherein the 
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method further comprises automatically updating the new 

network address of the first terminal by the second terminal 

when the first terminal sends a message from the new network 

address. 

9. (Previously presented) The method of claim 1, wherein the 

method further comprises using a key exchange when 

establishing the first secure connection. 

10 10. (Previously presented) The method of claim 2, wherein the 

method further comprises using a key exchange performed with 

Internet Key Exchange (IKE). 

11. (Previously presented) The method of claim 1, wherein the 

15 second secure connection is registered for immediate and/or 

later use. 

12. (Previously presented) The method of claim 11, wherein the 

registration for later use is made by the second terminal in a 

20 connection table. 

25 

13. (Previously presented) The method of claim 3, wherein the 

method further comprises sending the message to secure traffic 

between a mobile computer and a destination computer. 

14. (Previously presented) The method of claim 13, wherein the 
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method further comprises using a tunneling protocol together 

with IPSec to provide a tunneling capability. 

15. (Previously presented) The method of claim 14, wherein the 

5 method further comprises using a Layer 2 Tunneling Protocol 

(L2TP) tunneling protocol together with IPSec to provide a 

tunneling capability. 

16. (Previously presented) The method of claim 3, wherein the 

10 method further comprises using an IPSec tunnel mode to secure 

traffic between a mobile computer and a destination computer. 

17-18. (Canceled) 
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REMARKS 

Reconsideration of the application is respectfully 

5 requested. Claims 1-8, 10-14 and 16 were rejected under 

Section 103 as being obvious over Sturniolo in view of Herle. 

This rejection is respectfully traversed. 

No new matter has been added. Support may, for 

example, be found on page 14, lines 20-22. The original 

10 claims 7-8 also provide some support for the amended claim 1. 

One important aspect of the present invention is that the 

method ensures secure forwarding even when the first terminal, 

such as a mobile phone, changes from a first address to a 

second address. The problem of the prior art solutions is 

15 that when the mobile terminal changes to the second address 

the already established first secure connection does not work 

because it was only defined for the first address of the 

mobile terminal. A second secure connection must then be 

established by using a rather cumbersome key exchange 

20 protocol. 

In Sturniolo, the "second terminal" (i.e. the 

device) that communicates with the first terminal uses the 

same address both before and after the move of the first 

terminal. On page 2, lines 45-52, Sturniolo explains that the 

25 actual network addresses of the mobile terminal becomes 

transparent to the device so that even if the mobile terminal 
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roams from one LAN to another communication between the mobile 

terminal and the device is not interrupted so as to provide 

seamless roaming. This means the device is using the same 

address before and after the mobile terminal roams. At the 

5 end of the abstract Sturniolo explains that "the device is 

able to maintain communications with the mobile terminal 

without requiring knowledge of a change in the network address 

of the mobile terminal." This means Sturniolo's device would 

not be able to know when to register an already established 

10 second secure connection as being the active connection since 

it does not even know about the change of address of the 

mobile terminal. The lack of knowledge of the device is 

further explained in col. 7, lines 21-29 where Sturniolo 

states that the device remains "unaware that the mobile 

15 terminal 36 has received a new network address." An important 

point is that Sturniolo's device ("the second terminal") does 

not know or need to know that the first terminal has changed 

address since Sturniolo has arranged a gateway (intermediate 

computer) to take care of the change. It is submitted that 

20 Sturniolo never had the problem of the security connection not 

working after an address change of the mobile terminal since 

there is no secure connection established in Sturniolo, as 

agreed by the Examiner on page 4 of the Office action. 

Sturniolo merely uses an un-secure connection. 

25 Herle does not cure these deficiencies either. It 

is submitted that Herle also fails to address the issue of how 
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to handle the change of address of the mobile terminal when 

using secure connections. The Examiner is respectfully 

requested to point out where Herle addresses this issue. It 

is submitted that the address of the mobile terminal does not 

5 even change in Herle. Herle uses a SSH tunnel over a TCP/IP 

connection, as shown in Fig. 3 of Herle, so that the IP 

addresses cannot change. Herle is merely cited as showing a 

secure connection defined from one end point to another end 

point. 

10 An important distinction over the cited patents is 

thus that it is the second terminal that registers the already 

established second secure connection as being the active 

connection. As pointed out above, Sturniolo's device ("second 

terminal") is not even aware of the address change of the 

15 mobile terminal ("first terminal") and would thus not know 

when to register an already established second secure 

connection as being the active connection as required by the 

amended claim 1. Therefore, it is submitted that it would not 

make sense and it would not be obvious to modify Sturniolo so 

20 that the device registers an already established second secure 

connection as being the active connection, as required by the 

amended claim 1. As indicated above, Herle teaches nothing 

about how to handle the change of secure connections as a 

result of the first terminal changing network address. 

25 Applicants cannot see why a person of ordinary skill 

in the art would look to Sturniolo, Herle or the combination 
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thereof to learn about the features of the amended claim 1 

when those features are completely missing in the cited 

references. If a secure connection is set up in Sturniolo a 

key exchange is first required and there can only be one 

5 secure connection setup i.e. for one address only for the 

device which never changes since Sturniolo's device is not 

even aware of or affected by any change of the addresses of 

the mobile terminal. It is submitted that the cited 

references would require extensive modifications that are not 

10 taught or suggested, to arrive at all of the method steps of 

the amended claim 1. 

In view of the amended claim 1, Applicants 

respectfully request the rejection of claim 1 is withdrawn 

because the proposed combination of Sturniolo and Herle fails 

15 to teach or suggest all the limitations of the amended claim 

1. 

Claims 2-8, 10-14 and 16 are submitted to be 

allowable because they depend upon the allowable base claim 1 

and because each claim includes limitations that are not 

20 taught or suggested in the cited reference. 

Claim 9 was rejected under §103 as being obvious 

over Sturniolo in view of Herle and Takagi. This rejection is 

respectfully traversed. 

Claim 9 is submitted to be allowable because it 

25 depends upon the allowable base claim 1 and because the claim 

includes limitations that are not taught or suggested in the 
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cited references. 

Claims 14-15 were rejected under §103 as being 

obvious over Sturniolo in view of Herle and Jorgensen. This 

rejection is respectfully traversed. 

5 Claims 14-15 are submitted to be allowable because 

they depend upon the allowable base claim 1 and because the 

claims include limitations that are not taught or suggested in 

the cited references. 
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The application is submitted to be in condition for 

allowance, and such action is respectfully requested. 

5 Respectfully submitted, 

FASTH LAW OFFICES 

10 /rfasth/ 
Rolf Fasth 
Registration No. 36,999 

15 Attorney Docket No. 290.1053USN 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 

20 Southern Pines, NC 28387-4301 

Telephone: 
Facsimile: 

(910) 687-0001 
(910) 295-2152 
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Application No. 

10/490,933 

Examiner 

DEVIN ALMEIDA 

Applicant(s) 

V AARALA ET AL. 

Art Unit 

2432 

--The MAILING DATE of this communication appears on the cover sheet with the correspondence address -

THE REPLY FILED 14 July 2010 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE. 

1. ~ The reply was filed after a final rejection, but prior to or on the same day as filing a Notice of Appeal. To avoid abandonment of this 
application, applicant must timely file one of the following replies: (1) an amendment, affidavit, or other evidence, which places the 
application in condition for allowance; (2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3) a Request 
for Continued Examination (RCE) in compliance with 37 CFR 1.114. The reply must be filed within one of the following time 
periods: 

a) [8J The period for reply expires ;Lmonths from the mailing date of the final rejection. 
b) D The period for reply expires on: (1) the mailing date of this Advisory Action, or (2) the date set forth in the final rejection, whichever is later. In 

no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection. 
Examiner Note: If box 1 is checked, check either box (a) or (b). ONLY CHECK BOX (b) WHEN THE FIRST REPLY WAS FILED WITHIN TWO 
MONTHS OF THE FINAL REJECTION. See MPEP 706.07(f). 

Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate extension fee 
have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The appropriate extension fee 
under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally set in the final Office action; or (2) as 
set forth in (b) above, if checked. Any reply received by the Office later than three months after the mailing date of the final rejection, even if timely filed, 
may reduce any earned patent term adjustment. See 37 CFR 1.704(b). 
NOTICE OF APPEAL 
2. D The Notice of Appeal was filed on __ . A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of 

filing the Notice of Appeal (37 CFR 41.37(a)), or any extension thereof (37 CFR 41.37(e)), to avoid dismissal of the appeal. Since a 
Notice of Appeal has been filed, any reply must be filed within the time period set forth in 37 CFR 41.37(a). 

AMENDMENTS 

3. [8J The proposed amendment(s) filed after a final rejection, but prior to the date of filing a brief, will not be entered because 
(a) [8J They raise new issues that would require further consideration and/or search (see NOTE below); 
(b)O They raise the issue of new matter (see NOTE below); 
(c) D They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for 

appeal; and/or 
(d) D They present additional claims without canceling a corresponding number of finally rejected claims. 

NOTE: The Amendment to claims would require further consideration of the cited prior art as well as an updated search 
(See 37 CFR 1.116 and 41.33(a)). 

4. D The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non-Compliant Amendment (PTOL-324). 

5. D Applicant's reply has overcome the following rejection(s): __ . 

6. D Newly proposed or amended claim(s) __ would be allowable if submitted in a separate, timely filed amendment canceling the 
non-allowable claim(s). 

7. D For purposes of appeal, the proposed amendment(s): a) D will not be entered, or b) D will be entered and an explanation of 
how the new or amended claims would be rejected is provided below or appended. 
The status of the claim(s) is (or will be) as follows: 
Claim(s) allowed: __ . 
Claim(s) objected to: __ . 
Claim(s) rejected: __ . 
Claim(s) withdrawn from consideration: __ . 

AFFIDAVIT OR OTHER EVIDENCE 

8. D The affidavit or other evidence filed after a final action, but before or on the date of filing a Notice of Appeal will not be entered 
because applicant failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and 
was not earlier presented. See 37 CFR 1.116(e). 

9. D The affidavit or other evidence filed after the date of filing a Notice of Appeal, but prior to the date of filing a brief, will not be 
entered because the affidavit or other evidence failed to overcome§.)! rejections under appeal and/or appellant fails to provide a 
showing a good and sufficient reasons why it is necessary and was not earlier presented. See 37 CFR 41.33(d)(1 ). 

10. D The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached. 
REQUEST FOR RECONSIDERATION/OTHER 

11. D The request for reconsideration has been considered but does NOT place the application in condition for allowance because: 

12. D Note the attached Information Disclosure Statement(s). (PTO/SB/08) Paper No(s). __ 

13. D Other: __ . 

/Gilberta Barron Jr./ 
Supervisory Patent Examiner, Art Unit 2432 

/Devin Almeida/ 
Examiner, Art Unit 2432 

U.S. Patent and Trademark Off1ce 
PTOL-303 (Rev. 08-06) Advisory Action Before the Filing of an Appeal Brief Part of Paper No. 20100809 
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Doc code: RCEX PTO/SBJ30EFS (07-09) 

Doc description: Request for Continued Examination (RCE) Approved tor use through 07131/2012. OMB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL 
(Submitted Only via EFS-Web) 

Application 
10/490,933 I Filing 

1 2004-03-26 
Docket Number 

290.1053USN I ~it 1 2431 Number Date (if applicable) 

First Named 
Sami Vaarala 

Examiner 
Devin Almeida 

Inventor Name 

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application. 
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8, 
1995, or to any design application. The Instruction Sheet for this form is located at WWW.USPTO.GOV 

SUBMISSION REQUIRED UNDER 37 CFR 1.114 

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order 
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s) 
entered, applicant must request non-entry of such amendment(s). 

jg] Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a 
submission even if this box is not checked. 

jg] Consider the arguments in the Appeal Brief or Reply Brief previously filed on 2010-08-14 

D other 

D Enclosed 

D Amendment/Reply 

D Information Disclosure Statement (IDS) 

D Affidavit(s )/ Declaration(s) 

D Other 

MISCELLANEOUS 

D 
Suspension of action on the above-identified application is requested under 37 CFR 1.1 03( c) for a period of months 
(Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required) 

D Other 

FEES 

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed. 
jg] The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to 

Deposit Account No 060243 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 

jg] Patent Practitioner Signature 

D Applicant Signature 

EFS - Web 2.1.15 
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Signature 
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Signature of Registered U.S. Patent Practitioner 

/rfasth/ Date (YYYY-MM-DD) 2010-09-17 

Rolf Fasth Registration Number 36999 

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to 
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S. C. 122 and 37 CFR 1.11 and 1.14. This collection is 
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time 
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for 
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, 
P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2. 

EFS - Web 2.1.15 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579} requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be 
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2}; (2) furnishing of the information 
solicited is voluntary; and (3} the principal purpose for which the information is used by the U.S. Patent and Trademark Office 
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information 
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need 
for the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, 
pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce} directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may 
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an 
application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Application No. Applicant(s) 

10/490,933 V AARALA ET AL. 

Office Action Summary Art Unit 

I 

Examiner 

DEVIN ALMEIDA 2432 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address -
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE~ MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)[8J Responsive to communication(s) filed on 17 September 2010. 

2a)0 This action is FINAL. 2b)[8J This action is non-final. 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

4)[8J Claim(s) 1-16 is/are pending in the application. 

4a) Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim(s) __ is/are allowed. 

6)[8J Claim(s) 1-16 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

10)0 The drawing(s) filed on __ is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

11 )0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PT0-152. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some* c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17 .2(a)). 

*See the attached detailed Office action for a list of the certified copies not received. 

Attachment(s) 

1) 0 Notice of References Cited (PT0-892) 

2) 0 Notice of Draftsperson's Patent Drawing Review (PT0-948) 

4) 0 Interview Summary (PT0-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application 3) 0 Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date __ . 

U.S. Patent and Trademark Off1ce 

PTOL-326 (Rev. 08-06) 

6) 0 Other: __ . 

Office Action Summary Part of Paper No./Mail Date 20101020 
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DETAILED ACTION 

This action is in response to the papers filed 9/17/2010. 

Response to Arguments 

Applicant's arguments with respect to Stumiolo not teaching the second terminal 

Page 2 

registering the already established second secure connection as being the active connection. 

Stumiolo teaches in column 22 lines 50 - column 23 line 9 "Consequently, when a device 

second device in the system queries the DNS 1 for the address of the mobile terminal 36 using 

known network techniques, the DNS 1 provides the querying device with the virtual address of 

the mobile terminal 36. In the present invention the network address of the mobile terminal 36 as 

stored in the DNS 1 is its virtual address identified by the GATEWAY 1. The GATEWAY 1 is 

configured to listen for any information directed to a mobile terminal's 36 virtual address 

included in its virtual circuit table (FIG. 5b ). Using known techniques, the GATEWAY 1 receives 

the information directed to the virtual address of the mobile terminal 36 by accepting 

connections and/or information from devices initiating communications directed to the virtual 

address of the mobile terminal36. In tum, the GATEWAY! forwards the information to the 

mobile terminal via the corresponding virtual circuit connection previously established between 

the GATEWAY! and the mobile terminal36. The mobile terminal36 may respond to such 

information and if it does its via the GATEWAY!. Ifthe mobile terminal36 responds, the 

GATEWAY! receives the response information from the mobile terminal36 and forwards such 

information to the initiating device. In the event the mobile terminal 36 then roams to another 

LAN or WAN and receives another network address (e.g., steps 72, 74 and 76 in FIG. 9A), the 



0327

Application/Control Number: 10/490,933 

Art Unit: 2432 

Page 3 

mobile terminal36 updates the GATEWAY! with its new address via the flag field FLG as 

described above in relation to FIG. 4o." Therefore there the second terminal is registering the 

already established second secure connection as being the active connection through the 

GATEWAY!. 

Claim Rejections- 35 USC§ 103 

The following is a quotation of35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 ofthis title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 1-8, 10-14, and 16 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Stumiolo et at (U.S. 6,091,951) in view ofHerle (U.S. 7,165,173). 

With respect to claim 1, Stumiolo discloses a method for ensuring secure forwarding of a 

message in a telecommunication network (see abstract i.e. radio communications system), 

comprising: providing a first terminal from which the message is sent and a second terminal (end 

device) to which the message is sent (see abstract): 

a) establishing a first connection as being an active connection and extending between a 

first network address of the first terminal (mobile terminal at API) and an original network 

address of the second terminal (see abstract i.e. device on the network backbone), establishing a 

second connection extending between a second network address of the first terminal and the 

original network address of the second terminal (see column 10 line 8-55), 
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b) the first terminal (mobile terminal) changing from the first network address to the 

second network address (see column 10 line 8-55), the first terminal checking whether the 

second connection already exists, and 

c) when the second connection already exists the second terminal registering the already 

established second connection as being the active connection without having to reestablish the 

second connection (see column 10 line 8-55 and column 21line 19- column 23 line 9). 

Stumiolo does not teach that the connections are secure connection. 

Herle teaches that the connections are secure connection from end point to end point 

through the access point (see figure 2 and column 8 lines 41-63). It would have been obvious at 

the time the invention was made to a person having ordinary skill in the art to which said subject 

matter pertains to have secure path between the mobile station and provisioning server to 

increase security of the path (see column 3 lines 37-46). Therefore one would have been 

motivated to have a secure path between the mobile station and provisioning server. 

With respect to claim 2, wherein the method further comprises establishing the second 

secure connection when the second secure connections does not already exist (see column 10 line 

8-55). 

With respect to claim 3, wherein the method further comprises establishing the first 

secure connection by using the IPSec protocols (see Herle column 9 lines 4-22). 

With respect to claim 4, wherein the method further comprises providing the message 

with IP packets (see column 9 lines 21-38). 

With respect to claim 5, checking whether a secure connection between the new network 

address and the other terminal already exists (see figure 2 and column 10 line 8-55). 
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With respect to claim 6, checking by using a connection table (see figure 5a and 5b ). 

With respect to claim 7, a signaling message or signaling message exchange between the 

first terminal and the second terminal (see figure 2 and column 10 line 8-55). 

With respect to claim 8, automatically updating the new network address of the first 

terminal by the second terminal when the first terminal sends a message from the new network 

address (see figure 2 and column 10 line 8-55). 

With respect to claim 10, using a key exchange performed with Internet key exchange 

IKE (see Herle figure 2, 3 and column 9lines 5-22). 

With respect to claim 11, the second secure connection is registered for immediate and/or 

later use (see figure 2 and column 10 line 8-55). 

With respect to claim 12, wherein the registration for later use is made by the second 

terminal in a connection table (see figure 2 and column 10 line 8-55). 

With respect to claim 13, to secure traffic between the mobile computer and a destination 

computer (see figure 2 and column 10 line 8-55). 

With respect to claim 14, using a tunneling protocol together with IPSec to provide a 

tunneling capability (see Herle figure 2, 3 and column 9 lines 5-22). 

With respect to claim 16, an IPSec tunnel mode is used to secure traffic between the 

mobile computer and a destination computer (see Herle figure 2, 3 and column 9 lines 5-22). 

Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over Stumiolo et at 

(U.S. 6,091,951)in view ofHerle (U.S. 7,165,173)in view of Takagi et al (U.S. 7,143,282). 
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Sturniolo does not teach that a key exchange when establishing the secure connection. 

Takagi teaches a key exchange when establishing the secure connection (see Takagi column 8 

lines 29-34). It would have been obvious at the time the invention was made to a person having 

ordinary skill in the art to which said subject matter pertains to have the Security Associations of 

Ala-Laurila to be set up manually as taught in Takagi by Internet Key Exchange to increase the 

compatibility of the system (see Takagi column 8 lines 29-34). Therefore one would have been 

motivated to have Security Associations be able to be set up manually by Internet Key Exchange. 

Claims 14 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Sturniolo et at (U.S. 6,091,951) in view ofHerle (U.S. 7,165,173) in view of Jorgensen (U.S. 

6,452,915). 

Sturniolo does not teach with respect to claim 14, using a tunneling protocol together 

with IPSec to provide a tunneling capability. Jorgensen using a tunneling protocol together with 

IPSec to provide a tunneling capability (see Jorgensen column 44 lines 8-17). It would have been 

obvious at the time the invention was made to a person having ordinary skill in the art to which 

said subject matter pertains to have used L2TP over IPsec because L2TP can carry multiple 

protocols. L2TP also offers transmission capability over non-IP networks (see Jorgensen column 

44 lines 8-17). Therefore one would have been motivated to have used L2TP over IPsec. 

With respect to claim 15 where the Layer 2 Tunneling Protocol (L2TP) tunneling 

protocol together with IPSec to provide a tunneling capability (see Jorgensen column 44 lines 8-

17). 
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Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Devin Almeida whose telephone number is 571-270-

1018. The examiner can normally be reached on Monday-Thursday from 7:30A.M. to 

5:00P.M. The examiner can also be reached on alternate Fridays from 7:30A.M. to 

4:00P.M. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gilberto Barron, can be reached on 571-272-3799. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. 

/Devin Almeida/ 
Examiner, Art Unit 2432 
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Attorney Docket No. 290.1053USN 4/18/11 

Attorney Matter No. 290.1053USN 

Serial No. 10/490,933 
Filed: 18 April 2005 

Art Unit: 2432 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 
BEFORE THE BOARD OF APPEALS AND INTERFERENCES 

In re application of: Sami Vaarala et al 

Serial No. 10/490,933 

Filed: 18 April 2005 

For: METHOD AND SYSTEM FOR 
ENSURING SECURE FORWARDING 
OF MESSAGES 

Date: 19 April 2011 

COMMISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, VA 22313-1450 

APPEAL BRIEF 

Art Unit 2432 

Examiner Devin E. Almeida 

APPELLANT'S BRIEF ON APPEAL 

Real Party in Interest 

The real party in interest is MPH Technologies Oy, 

Tekniikantie 14, FIN-02150 Espoo, Finland, the recorded assignee 

of the above-captioned patent application. 

Related Appeals and Interferences 

-1-
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No related appeals or interferences of this application 

are known to the Appellant, the Appellant's legal representative 

or assignee which will directly affect or be directly affected by 

or have a bearing on the Board's decision in the pending appeal. 

Status of the Claims 

Rejection 1 

Claims 1-8, 10-14, and 16 stand rejected in the Office 

action dated 26 October 2010 as being obvious over Sturniolo et 

al (US 6,091,951) in view of Herle (US 7,165,173). 

Rejection 2 

Claim 9 stands rejected in the Office action dated 26 

October 2010 as being obvious over Sturniolo et al (US 6,091,951) 

in view of Herle (US 7,165,173) and further in view of Takagi et 

al (US 7,143,282). 

Rejection 3 

Claims 14-15 stand rejected in the Office action dated 

26 October 2010 as being obvious over Sturniolo et al (US 

6,091,951) in view of Herle (US 7,165,173) and further in view of 

Jorgensen (US 6, 452, 915). 

-2-
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Filed: 18 April 2005 

Art Unit: 2432 

The application has been rejected at least twice. 

A copy of the claims is reproduced as Claims Appendix hereto. 

The rejections of claims 1-16 are appealed. Claims 17-18 were 

canceled in a previous response. 

Status of Amendments 

All Amendments have been entered. 

Summary of Claimed Subject Matter 

The application has one independent claim (i.e. claim 

1). Independent claim 1 refers to a method for ensuring secure 

forwarding of a message in a telecommunication network (page 1, 

lines 6-7 and page 12, lines 22-23). A first terminal is 

provided from which the message is sent and a second terminal is 

provided to which the message is sent (page 12, lines 23-24) A 

first secure connection is established as being an active 

connection and extending between a first network address of the 

first terminal and an original network address of the second 

terminal (page 12, lines 25-27). A second secure connection is 

established extending between a second network address of the 

first terminal and the original network address of the second 

terminal (page 12, lines 27-30). The first terminal changes from 

the first network address to the second network address (page 12, 

-3-
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Filed: 18 April 2005 

Art Unit: 2432 

lines 27-28). The first terminal checks whether the second 

secure connection already exists (page 19, lines 5-7). When the 

second secure connection already exists, the second terminal 

registers the already established second secure connection as 

being the active connection without having to reestablish the 

second secure connection (page 19, lines 9-17). 

Claim 2 refers to the step of establishing the second 

secure connection when the second secure connection does not 

already exist (original claim 2 and page 13, lines 1-3). Claim 3 

refers to the step of establishing the first secure connection by 

using IPSec protocols (original claim 3 and page 13, lines 18-

20). Claim 4 refers to the step of providing the message with IP 

packets (original claim 4 and page 13, lines 19-20). Claim 5 

refers to the step of checking whether a secure connection 

between the new network address and the second terminal already 

exists (original claim 5 and page 19, lines 4-10)). Claim 6 

refers to the step of checking by using a connection table 

(original claim 6 and page 13, lines 24-26). Claim 7 refers to 

the step of using a signaling message or signaling message 

exchange between the first terminal and the second terminal 

(original claim 7 and page 14, lines 6-9). Claim 8 refers to the 

step of automatically updating the new network address of the 

first terminal by the second terminal when the first terminal 

sends a message from the new network address (original claim 8 

-4-
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Filed: 18 April 2005 
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and page 14, lines 11-22). Claim 9 refers to the step of using a 

key exchange when establishing the first secure connection 

(original claim 9) . Claim 10 refers to the step of using a key 

exchange performed with Internet Key Exchange (IKE) (original 

claim 10). Claim 11 refers to the step of registering the second 

secure connection for immediate and/or later use (original claim 

11). Claim 12 refers to the step of the second terminal doing 

the registration for later use in a connection table (original 

claim 12). Claim 13 refers to the step of sending the message to 

secure traffic between a mobile computer and a destination 

computer (original claim 13). Claim 14 refers to the step of 

using a tunneling protocol together with IPSec to provide a 

tunneling capability (original claim 14). Claim 15 refers to the 

step of using a Layer 2 Tunneling Protocol (L2TP) tunneling 

protocol together with IPSec to provide a tunneling capability 

(original claim 15 and page 15, lines 18-21)). Claim 16 refers 

to the step of using an IPSec tunnel mode to secure traffic 

between a mobile computer and a destination computer (original 

claim 16 and page 15, lines 4-9). 

Grounds Of Rejection To Be Reviewed On Appeal 

Rejection 1 

Whether the Examiner properly rejected claims 1-8, 10-

14 and 16 as being obvious over Sturniolo in view of Herle. 

Rejection 2 

-5-
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Whether the Examiner properly rejected claim 9 as being 

obvious over Sturniolo in view of Herle and further in view of 

Takagi. 

Rejection 3 

Whether the Examiner properly rejected claims 14-15 as 

being obvious over Sturniolo in view of Herle and further in view 

of Jorgensen. 

Argument (Rejection 1) - 35 U.S.C. 103 (Obviousness) 

Reconsideration of the application is respectfully 

requested. To provide some background, one problem with IPSsec 

connections or mobile connections in the past was that the end 

points of the IPSec tunnel mode SA (security association) were 

fixed. There was no feature in conventional systems in the past 

for changing any of the parameters of an SA other than by 

establishing a new SA that replaces the previous SA. More 

particularly, since mobile terminals move and thus change their 

network points frequently and since IPSec connections are bound 

to fixed addresses, the mobile terminals must establish new IPSec 

connections from each new point of attachment. This requires the 

exchange of keys etc. which is a cumbersome process that uses 

computation time. The method of the present invention provides a 

solution to this problem by enabling the second terminal to 

-6-
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register an already established second secure connection as being 

the active connection without having to reestablish the second 

secure connection. 

On page 3, lines 1-4 of the Office action the Examiner 

concludes that the second terminal (the "device" in Sturniolo) 

registers the already established second secure connection as 

being the active connection through the GATEWAY1. Appellants 

respectfully disagree and cannot follow the rationale of the 

Examiner. The Examiner does not seem to have noticed that in 

Sturniolo the same mobile terminal (first terminal) is both 

moving and updating its new address (but the second terminal is 

not involved). In the present invention, the first terminal 

moves and the second terminal is registering the second secure 

connection as being the active connection. 

The text copied by the Examiner (col. 22, lines 50 -

col. 23, line 9 of Sturniolo) seems to merely state that "the 

mobile terminal 36 updates the GATEWAY1 with its new address via 

the flag field FLG as described above in relation to Fig. 4o." 

Appellants cannot see that "the mobile terminal updating the 

Gateway1 with its new address" is the same thing as the device 

(second terminal) "registering the already established second 

secure connection as being the active connection without having 

to reestablish the second secure connection" as required by claim 

1. Firstly, the mobile terminal is not equivalent to the "second 

-7-
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terminal" in claim 1. Secondly, updating the intermediary 

computer with a new address is not the same thing as registering 

an already established secure connection as being the active 

connection. Thirdly, the device does not seem to be involved at 

all. There are good reasons for this because the address of the 

mobile terminal is transparent to Sturniolo's device which is not 

even aware of the address change of the mobile terminal, as 

explained in detail below. 

Appellants submit that Sturniolo is distinctly 

different from the present invention. In Sturniolo when the 

mobile terminal moves the mobile terminal merely updates its 

address to Gateway1 but the same secure connection is being used. 

In the present invention there are, in general, two different 

secure connections involved and which secure connection is used 

changes when the first terminal moves from one network to another 

network. 

In Sturniolo the gateway (GATEWAY1) does not even 

inform the device (that the mobile terminal is communicating 

with) as the system transparent to the devices in the network. 

This means the "second terminal" in Sturniolo (i.e. the device) 

that communicates with the first terminal uses the same address 

both before and after the move of the first terminal. In 

Sturniolo, the "second terminal " ("the device") that 

communicates with the first terminal (the mobile terminal 36) 

-8-
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uses the same address for the first terminal when sending a 

message to the first terminal both before the moving and after 

moving. This is explained in many places in Sturniolo. For 

example, col. 2, lines 45 - 47 states: "By serving as an 

intermediary (reference made to the gateway), the actual network 

addresses of the mobile terminal become transparent to the 

devices with which the mobile terminals are communicating." In 

col. 2, lines 63 - 65, Sturniolo explains: "With the gateway in 

the present invention, however, it is not necessary for the 

devices to know the new network address of the mobile terminal." 

In col. 2, line 67 - column 3, line 1, he states: "There is no 

need to first inform the devices of the new network address." 

Col. 4, lines 6-9 further explains that "the device is able to 

maintain network communications with the mobile terminal without 

requiring knowledge of a change in the network address of the 

mobile terminal." In other words, from second terminal's 

(Sturniolo's "device") point of view, the address of the mobile 

terminal does not change as the mobile terminal moves from one 

network to another. In contrast, the address does change in the 

present invention. Thus, in Sturniolo, the second terminal does 

not know that the mobile terminal (the first terminal) has 

changed address. This unawareness is well summarized in col. 7, 

lines 23 - 26 which states: "The devices with which the mobile 

terminal 36 is communicating remain unaware that the mobile 

-9-
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terminal 36 has received a new network address." The last 

sentence of the abstract states: "The device is able to maintain 

communications with the mobile terminal without requiring 

knowledge of a change in the network address of the mobile 

terminal." Because the device is unaware of the change of 

address of the mobile terminal the device would not register a 

second secure connection as being the active connection. Since 

the device is unaware there is not even anything to trigger such 

as registration step. The above cited text segments are 

explained in more detail below. 

As indicated earlier, on page 2, lines 45-52, Sturniolo 

explains that the actual network addresses of the mobile terminal 

becomes transparent to the device so that even if the mobile 

terminal roams from one LAN to another the communication between 

the mobile terminal and the device is not interrupted so as to 

provide seamless roaming. This means the device is using the 

same address before and after the mobile terminal roams. At the 

end of the abstract, Sturniolo explains that "the device is able 

to maintain communications with the mobile terminal without 

requiring knowledge of a change in the network address of the 

mobile terminal." This means Sturniolo's device would not be 

able to know when to register an already established second 

secure connection as being the active connection since it does 

not even know about the change of address of the mobile terminal. 

-10-
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The lack of knowledge of the device is further explained in col. 

7, lines 21-29 where Sturniolo states that the device remains 

"unaware that the mobile terminal 36 has received a new network 

address." An important point is that Sturniolo's device ("the 

second terminal") does not know or need to know that the first 

terminal has changed address since Sturniolo has arranged a 

gateway (intermediate computer or perhaps a host) to take care of 

the change. It is submitted that Sturniolo never had the problem 

of the security connection not working after an address change of 

the mobile terminal since there is no secure connection 

established in Sturniolo, as agreed by the Examiner on page 4 of 

the Office action. Sturniolo merely uses an un-secure 

connection. 

On a different note, the Examiner has compared the 

"device" of Sturniolo with the "other terminal" of the present 

invention. In a way this is not a correct comparison. Sturniolo 

aims to solve roaming problems in mobile telecommunications 

networks when the serving base station (access point) changes as 

a result of a move by the mobile terminal. In Sturniolo, the 

device communicates with the mobile terminal via the access point 

(host), so in fact it is the host that should be considered as 

the other terminal not the device. In Sturniolo, when the mobile 

terminal moves, also the host changes and after the move of the 

mobile terminal a different host will be used. In the present 
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invention, the mobile terminal communicates with a host which is 

the second terminal (also called "other terminal) and the secure 

connection is between the mobile terminal and the host, as shown 

in Fig. 2. 

Herle does not cure these deficiencies either. Herle 

was merely cited to show a secure connection defined from one end 

point to another end point. It is submitted that Herle also 

fails to address the issue of how to handle the change of address 

of the mobile terminal when using secure connections. The 

Examiner has been respectfully requested to point out where Herle 

addresses this issue but the Examiner has not responded to this 

request. It is submitted that the address of the mobile terminal 

does not even change in Herle. Herle uses a SSH tunnel over a 

TCP/IP connection, as shown in Fig. 3 of Herle, so that the IP 

addresses cannot change. 

It is important to realize that the problem solved by 

the present invention lies in the secure connection itself, i.e. 

how to handle the secure connection when a move of the mobile 

terminal has taken place. Although Herle discloses some kind of 

secure connections but none of them, not even when combined with 

the teachings of Sturniolo, is able to handle a move by a mobile 

terminal while maintaining the connection secure, which was the 

problem to be solved by the present invention. In the present 

invention, it is not necessary use any key exchange after the 
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move by the mobile terminal since there is no need to setup a new 

secure connection. It is merely necessary for the second 

terminal to register an already existing secure connection 

instead. 

If a secure connection is setup in Sturniolo, a key 

exchange is first needed. In addition, there can only be one 

security connection setup (for one address only, which never 

changes) in Sturniolo, since from the other terminal's (the 

device) point of view, the address of the mobile terminal does 

never change. Sturniolo has a special network with an extra 

gateway for handling moves by mobile terminals, while the system 

of the present invention is implemented in a normal IP network, 

wherein the address of the mobile terminal changes at moving also 

from the other terminal's point of view. 

In summary, an important distinction over the cited 

patents is thus that it is the second terminal that registers the 

already established second secure connection as being the active 

connection. As pointed out above, Sturniolo's device ("second 

terminal") is not even aware of the address change of the mobile 

terminal ("first terminal") and would thus not know when to 

register an already established second secure connection as being 

the active connection as required by the amended claim 1. 

Therefore, it is submitted that it would not make sense and it 

would not be obvious to modify Sturniolo and the other cited 
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references so that the device registers an already established 

second secure connection as being the active connection, as 

required by the amended claim 1. As indicated above, Herle 

teaches nothing about how to handle the change of secure 

connections as a result of the first terminal changing network 

address. 

Appellants cannot see why a person of ordinary skill in 

the art would look to Sturniolo, Herle or the combination thereof 

to learn about the features of the amended claim 1 when those 

features are completely missing in the cited references. If a 

secure connection is set up in Sturniolo a key exchange is first 

required and there can only be one secure connection setup i.e. 

for one address only for the device which never changes since 

Sturniolo's device is not even aware of or affected by any change 

of the addresses of the mobile terminal. It is submitted that 

the cited references would require extensive modifications that 

are not taught or suggested, to arrive at all of the method steps 

of the amended claim 1. It is submitted that the cited 

references would require extensive modifications to arrive at all 

the limitations of claim 1. 

Even assuming arguendo that the requisite method steps 

of claim 1 are shown by the combination of Sturniolo and Herle, 

prima facie support for combining the references, according to 

the requirements as set forth in M.P.E.P. § 2142 has not been 

-14-



0355

Attorney Docket No. 290.1053USN 4/18/11 

provided in the Office Actions. 

Serial No. 10/490,933 
Filed: 18 April 2005 

Art Unit: 2432 

As provided in M.P.E.P. § 2142, the Supreme Court in 

KSR International v. Teleflex Inc., 82 USPQ2d 1385, 1396 (2007) 

specified that the analysis supporting a rejection under 35 

U.S.C. § 103 should be made explicit. "[R]ejections on 

obviousness cannot be sustained with mere conclusory statements; 

instead, there must be some articulated reasoning with some 

rational underpinning to support the legal conclusion of 

obviousness." In re Kahn, 441 F.3dd 977, 988, 78 USPQ2d 1329, 

1336 (Fed. Cir. 2006). Furthermore, the Examiner must make 

"explicit" this rationale of "the apparent reason to combine the 

known elements in the fashion claimed," including a detailed 

explanation of "the effects of demands known to the design 

community or present in the marketplace" and "the background 

knowledge possessed by a person having ordinary skill in the art" 

(KSR, page 14). 

The only rationale provided in support of the 103(a) 

rejection of claim 1 is in the middle of page 4 of the Office 

action, which merely asserts it would have been obvious to modify 

the teaching method of Sturniolo with Herle "to increase security 

of the path (see column 3 lines 37-46). Therefore one would have 

been motivated to have a secure path between the mobile station 

and the provisioning server" (emphasis added) . The Examiner has 

merely provided one benefit, or advantage of the modification as 
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the only rationale provided in the Office Action in support of 

the instant rejection. 

However, merely stating that a benefit of the 

modification exists, as done above, does not provide the 

"articulated reasoning with some rationale underpinning to 

support the legal conclusion of obviousness, required under KSR. 

By definition, every patentable invention must be "beneficial" -

and arguendo every invention contemplates at least some new 

benefit(s) in arriving at the invention- certainly this does not 

render the benefit obvious or expected. Because every 

modification or element has a corresponding use or benefit, the 

above reasoning could be applied to any improvement. It appears 

therefore that "hindsight construction" may have perhaps played a 

role in arriving at the present ground for rejection in the 

Office action - which though difficult perhaps to avoid in many 

cases, is nonetheless impermissible in making a prima facie 

showing of obviousness. 

According to M.P.E.P. 2142, "the examiner bears the 

initial burden of factually supporting any prima facie conclusion 

of obviousness. If the examiner does not produce a prima facie 

case, the applicant is under no obligation to submit evidence of 

nonobviousness" (emphasis added) . It is respectfully submitted 

that the Examiner has not factually supported the prima facie 

conclusion of obviousness. Because a prima facie conclusion of 
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obviousness has not been provided in the Office Action, 

Appellants respectfully request reconsideration and withdrawal of 

this ground for rejection. 

In view of the amended claim 1, Appellants respectfully 

request the rejection of claim 1 is withdrawn because the 

proposed combination of Sturniolo and Herle fails to teach or 

suggest all the limitations of the amended claim 1 and the 

Examiner has not met his burden of establishing a prima facie 

case of obviousness. 

Argument (Rejection 2) - 35 U.S.C. 103 (Obviousness) 

Claim 9 is submitted to be allowable because the claim 

depends upon the allowable base claim 1 and because the claim 

includes limitations that are not taught or suggested in the 

cited references. 

Argument (Rejection 3) - 35 U.S.C. 103 (Obviousness) 

Claims 14-15 are submitted to be allowable because the 

claims depend upon the allowable base claim 1 and because the 

claims include limitations that are not taught or suggested in 

the cited references. 
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In view of the above arguments, Appellants respectfully 

request that the Board reverse the Examiner's rejections. 

FASTH LAW OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 
Telephone: (910) 687-0001 
Facsimile: (910) 295-2152 

Respectfully submitted, 

FASTH LAW OFFICES 

/rfasth/ 
Rolf Fasth 
Registration No. 36,999 
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1. (Previously presented) A method for ensuring secure forwarding 

of a message in a telecommunication network, comprising: 

providing a first terminal from which the message is sent and a 

second terminal to which the message is sent, 

a) establishing a first secure connection as being an active 

connection and extending between a first network address of the 

first terminal and an original network address of the second 

terminal, establishing a second secure connection extending 

between a second network address of the first terminal and the 

original network address of the second terminal, 

b) the first terminal changing from the first network address to 

the second network address, 

the first terminal checking whether the second secure connection 

already exists, and 

c) when the second secure connection already exists, the second 

terminal registering the already established second secure 

connection as being the active connection without having to 

reestablish the second secure connection. 

2. (Previously presented) The method of claim 1, wherein the 

method further comprises establishing the second secure 

connection when the second secure connection does not already 

exist. 
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3. (Previously presented) The method of claim 1, wherein the 

method further comprises establishing the first secure connection 

by using IPSec protocols. 

4. (Previously presented) The method of claim 1, wherein the 

method further comprises providing the message with IP packets. 

5. (Previously presented) The method of claim 1, wherein the 

method further comprises checking whether a secure connection 

between the new network address and the second terminal already 

exists. 

6. (Previously presented) The method of claim 5, wherein the 

method further comprises checking by using a connection table. 

7. (Previously presented) The method of claim 1, wherein the 

method further comprises using a signaling message or signaling 

message exchange between the first terminal and the second 

terminal. 

8. (Previously presented) The method of claim 1, wherein the 

method further comprises automatically updating the new network 

address of the first terminal by the second terminal when the 
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first terminal sends a message from the new network address. 

9. (Previously presented) The method of claim 1, wherein the 

method further comprises using a key exchange when establishing 

the first secure connection. 

10. (Previously presented) The method of claim 2, wherein the 

method further comprises using a key exchange performed with 

Internet Key Exchange (IKE). 

11. (Previously presented) The method of claim 1, wherein the 

second secure connection is registered for immediate and/or later 

use. 

12. (Previously presented) The method of claim 11, wherein the 

registration for later use is made by the second terminal in a 

connection table. 

13. (Previously presented) The method of claim 3, wherein the 

method further comprises sending the message to secure traffic 

between a mobile computer and a destination computer. 

14. (Previously presented) The method of claim 13, wherein the 

method further comprises using a tunneling protocol together with 
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15. (Previously presented) The method of claim 14, wherein the 

method further comprises using a Layer 2 Tunneling Protocol 

(L2TP) tunneling protocol together with IPSec to provide a 

tunneling capability. 

16. (Previously presented) The method of claim 3, wherein the 

method further comprises using an IPSec tunnel mode to secure 

traffic between a mobile computer and a destination computer. 

17-18. (Canceled) 
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There is no evidence to be presented in this appendix. 
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There is no related proceeding to be presented in this appendix. 
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interest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature _______________________ _ Date ____________________ __ 

Typed or printed name ______________________ __ Registration No. ________________ _ 

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and 
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

PTOL-85 (Rev. 02/ll) Approved for use through 08/3112013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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~~ UNITED STATES PATENT AND TRADEMARK OmcE 
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~Nl'oFCO~ 

APPLICATION NO. FILING DATE 

10/490,933 04118/2005 

33369 7590 06117/2011 

FASTH LAW OFFICES (ROLF FASTH) 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

FIRST NAMED INVENTOR 

Sami V aara1a 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

290.1053USN 2431 

EXAMINER 

ALMEIDA, DEVIN E 

ART UNIT PAPER NUMBER 

2432 

DATE MAILED: 06/17/2011 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is 709 day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be 709 day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0 101 or (571 )-272-4200. 

Page 3 of3 
PTOL-85 (Rev. 02/11) 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with 
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to 
the requirements of the Act, please be advised that: (1) the general authority for the collection of this 
information is 35 U.S.C. 2(b )(2); (2) furnishing of the information solicited is voluntary; and (3) the 
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom 
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of 
records may be disclosed to the Department of Justice to determine whether disclosure of these 
records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel 
in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be 
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 
U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this 
system of records may be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy 
Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as part of 
that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance 
with the GSA regulations governing inspection of records for this purpose, and any other relevant 
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CPR 1.14, as a 
routine use, to the public if the record was filed in an application which became abandoned or in 
which the proceedings were terminated and which application is referenced by either a published 
application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local 
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Application No. Applicant(s) 

10/490,933 VAARALA ET AL. 
Notice of Allowability Art Unit Examiner 

DEVIN ALMEIDA 2432 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address-
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOW ABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [8J This communication is responsive to 3/2112011. 

2. [8J The allowed claim(s) is/are 1-16. 

3. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) D All b) D Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

4. 0 A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 
INFORMAL PATENT APPLICATION (PT0-152) which gives reason(s) why the oath or declaration is deficient. 

5. D CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

(a) D including changes required by the Notice of Draftsperson's Patent Drawing Review ( PT0-948) attached 

1) D hereto or 2) D to Paper No./Mail Date __ . 

(b) D including changes required by the attached Examiner's Amendment I Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6. 0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PT0-892) 

2. D Notice of Draftperson's Patent Drawing Review (PT0-948) 

3. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

4. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

/Devin Almeida/ 
Examiner, Art Unit 2432 

U.S. Patent and Trademark Off1ce 

5. D Notice of Informal Patent Application 

6. D Interview Summary (PT0-413), 
Paper No./Mail Date __ . 

7. D Examiner's Amendment/Comment 

8. ~ Examiner's Statement of Reasons for Allowance 

9. D Other __ . 

/Gilberta Barron Jr./ 

Supervisory Patent Examiner, Art Unit 2432 

PTOL-37 (Rev. 08·06) Notice of Allowability Part of Paper No./Mail Date 20110609 
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Application/Control Number: 10/490,933 

Art Unit: 2432 

Allowable Subject Matter 

The following is an examiner's statement of reasons for allowance: The arguments 

presented in the Appeal Brief filed 4/20/2011 are persuasive. 

Page 2 

In particular, the argument that the prior art does not teach the second terminal registering 

the already established second secure connection in combination with the other limitations of the 

claim. The closest prior art Sturniolo et al6,091,951 only teaches the seamless roaming where 

the second device is not involved with the change in connection. 

Any comments considered necessary by applicant must be submitted no later than the 

payment of the issue fee and, to avoid processing delays, should preferably accompany the issue 

fee. Such submissions should be clearly labeled "Comments on Statement of Reasons for 

Allowance." 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Devin Almeida whose telephone number is 571-270-

1018. The examiner can normally be reached on Monday-Thursday from 7:30A.M. to. 

5:00P.M. The examiner can also be reached on alternate Fridays from 7:30A.M. to 

4:00P.M. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gilberta Barron, can be reached on 571-272-3799. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 
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Application/Control Number: 10/490,933 

Art Unit: 2432 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. 

/Devin Almeida/ 
Examiner, Art Unit 2432 

/Gilberta Barron Jr./ 
Supervisory Patent Examiner, Art Unit 2432 

Page 3 
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Application/Control No. 

Search Notes 10490933 

Examiner 

DEVIN ALMEIDA 

SEARCHED 

Class I Subclass 
713 1160,162,151,171 

SEARCH NOTES 

Search Notes 
See east printout 
See east printout 

INTERFERENCE SEARCH 

Class Subclass 
Original adj network adj address and second adj terminal 
and first adj network adj address) .elm.( 

1/DEVIN ALMEIDA/ 
E<amm.,.Art Uort 2432 

U.S. Patent and Trademark Office 

Applicant( s )/Patent Under 
Reexamination 

VAARALA ET AL. 

Art Unit 

2432 

I Date I Examiner 
I 6/9/2011 IDA 

Date Examiner 
10/8/2008 DA 
1/5/2010 DA 

Date Examiner 
6/13/2011 DA 

Part of Paper No. : 20t t 0609 
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EAST Search History 

EAST Search History 

EAST Search History (Prior Art) 

file:///CI/Documents%20and%20Settings/dalmeida!My%20D ... 0933/EASTSearchHistory.10490933_Accessible Version.htm (1 of 2)6/13/20 11 8:23:05 AM 
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file:///CI/Documents%20and%20Settings/dalmeida!My%20D ... 0933/EASTSearchHistory.10490933_Accessible Version.htm (2 of 2)6/13/20 11 8:23:05 AM 
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Application/Control No. Applicant(s)/Patent Under Reexamination 

Issue Classification 10490933 V AARALA ET AL. 

Examiner Art Unit 

DEVIN ALMEIDA 2432 

ORIGINAL INTERNATIONAL CLASSIFICATION 

CLASS SUBCLASS CLAIMED NON-CLAIMED 

713 160 H 0 4 L 9 I 00 (2006.0) 

H 0 4 L 29 I 06 (2006.01.01) 

CROSS REFERENCE(S) 

CLASS SUBCLASS {ONE SUBCLASS PER BLOCK) 

713 162 168 

181 Claims renumbered in the same order as presented by applicant D CPA D T.D. D R.1.47 

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original 

1 1 17 

2 2 18 

3 3 

4 4 

5 5 

6 6 

7 7 

8 8 

9 9 

10 10 

11 11 

12 12 

13 13 

14 14 

15 15 

16 16 

/DEVIN ALMEIDA/ 
Examiner. Art Unit 2432 Total Claims Allowed: 

16 
(Assistant Examiner) (Date) 

/GILBERTO BARRON JR/ 
Supervisory Patent Examiner.Art Unit 2432 06/10/2011 O.G. Print Claim(s) O.G. Print Figure 

(Primary Examiner) (Date) 1 1 

U.S. Pa1en1 and Trademark Office Par1 of Paper No. 20110609 
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0 

UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

10/490,933 04/18/2005 

7590 08/08/2011 
FASTH LAW OFFICES (ROLF FASTH) 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

FIRST NAMED INVENTOR 

Sami Vaarala 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22lll-14SO 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

290.1053USN 2431 

EXAMINER 

ALMEIDA, DEVIN E 

ART UNIT PAPER NUMBER 

2432 

DATE MAILED: 08/08/2011 

PRIORITY ACKNOWLEDGMENT 

1. ReceiRt is acknowledged ofpriority papers submitted under 35 U.S.C. 119. The papers have been 
placed of record in the file. 

0 2. Applicant's claim for priority, based on papers filed in parent Application Number 
per FJO:L 00771 submitted under 35 U.S.C. 119, is acknowledged. 

0 3. The priority papers, submitted , after payment of the issue fee are 
0 acknowledged 

While the priority claim or certified copy filed will be placed in the file record, neither will be 
reviewed and the patent when published will not include the priority claim. 
See 37 CFR 1.55(a)(2). 

0 not acknowledged since the processing fee in 37 CFR 1.17(i) has not been received. 

0 4. For utility and plant applications filed on or after November 29, 2000, the priority claim is not 
entered because the claim was not presented within the time limit required by 37 CFR 1.55(a)(l). 
A petition to accept a delayed claim for priority under 35 U.S.C. 119(a)- (d) or (f), or 365(a) may be 
filed. See 37 CFR 1.55(c) and MPEP 201.14(a). 

Mlde/ f!iERON 040 
For: 

571-272-4200 or 1-888-786-0101 
Application Assistance Unit 
Office of Data Management 

PTOL-147 (Rev. 03/08) 
Page 1 of 1 
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!-'ART B • l<'KE(S) TRANSM1TTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Paitents 
P,O, Box 1450 

or Fax 
Alexam:l.ria, Virginia 22313-1450 
(571)-273-2885 

lNSTRUCTlONS; ThRs form should be used for t:ra:usmitting *ih;--JSSlfB FEE and PVBLICATJON Ffm 7ir·;~mre.d)" Blocks l through 5 sh;~Td**be complered \Vhere 
appropriate .. AJl further c<.:~rrcspondenc-..e including !he Patent, advance orders and notification of malmenan.c~-.. fee·s wiH be mailed to the c.urre.nt cnrresuo.ndence address as 
indicat~-:d unle:;s corrected belo:·w or dire.;: ted otherwise in Block ] , by (a) specifying a new cmn:spondence address; and/or (b) indicating a sepl&'ate I' FEE ADDRESSi! for 
rnainten.ance fe.e notifications_ 

CL'RRENT CClRRESt'ONDC.NCE r\DDRESS (Not~: Usc :31o.:k l fur any ch::mg~ of ;o_<:JdJess) Not~.: A certRf~cme of mailing can onJy be used for domeEtic n:1aiiings Qf the 
Fee(s) Tr.an:urnttaL Thh:; certHic.?.te c.annot be used for any other accompanying 

::n:1tJY ?S9o o6n 7oo l 1 

.FASTH LAW OFFICES (RObF FAS'fH) 
26 PINECREST PLAZA, SUI'IF 2 
SOUTHERN PINES, NC 28387-4301 

I i\PPl.[C.<\TJON NO. I FJLJNG DATE ! 
l0/490.9:13 04/18/2005 

g~t~jft·s ~~~~ c~~~lN~~~-lJt~~~·h~~c;/~?:~~~1l~~1~:2eut or formf!l drawing, ffJljSt 

Ce:rtificatt" o_;f Mailing or Transmissim! 
I hereby certify Lhat thi~, Fed:s) Transrnittal is bci_ng deposited_ wilh Lhe United 
Stare::; Postal Service wtth. ~uff1cient postage ftx ftrst dass m;-;.1~ m au envelo:oe 
addressed to the JVj;:dl Siop ISSUE FEE addrer:;s above. or being facsimile 
tsansmitted to the USPTO (571) 273··2885, on the date indicated below. 

FJRST NAtvlf'D !NVENTOR ! i\TTOilNEY DOCKET NO. ! CONfll~vlAT!Ol\NO. 

Sami Vaarala 290.105JUSN 2.431 

TITLE OP TNVENTJON: METHOD AND SYSTEM FOR ENSURiNG SECURE FORWARDiNG OF MESSAGES 

APPLN, TYPE SMAIL EN'l'rl'Y JSSDE FEE DUE 

nonprovis10t~?.l YES $755 

ARTlJ'?'--'IT 

ALMEJDA, DEVIN E 2432 

~~15i_l-ti~~g6J).f correspomle:uce address or indication of uF'ce Addressn (3 7 

q Cha~¥e vf ~or~.~}1d<:nc~ -1d~rens {or Change of Correspondenco::
Audress torm PTOI>:lb,[2.o) a,tacned. 

0 ''Pee Addr·es:;'' indication (or 1'Fee Addre.-;1''' Indication forn1 
PTO/SB'/47; Rev 03-02 or more recent) aU.ache.d. Ose of a Custom~r 
N"mber is •·c•1•.0red. 

PUBLICATION FEE DUE Pl~EV, P.~JD ISS1_f£,}•F.E T'OT/\L FEE(S) DUE DAT1:.Dl..'E 

$3(10 $0 $1055 09/19/2011 

CLASS ·SUlCLASS 

2. For printing on the pate:nt front page, Jist 

0) tbe names or up to 3 .regh;te:rcd patent <.!tlo:rncys 
or agents OR, alt<matively, 

(2) tb.e name of a single finn (having a".. a member a 
rcgi:!tered atLurney or agent) and the names of up to 
?. registered patcn.t attorneys cr agems If no nnme is 
Hsted, nn nasrJe wdl be prinLt~d. 

1 E_A_S'(If. /-AJ-</__pe-~lc..t:!S" 

2_fi~~~--~-d._S-I_h ___ _ 

3. ASSIGNEE Niu\.1E iu'<D RESJDE:NCE D".'D\. TO BE PRL'.J'IED ON THE PATENT (prim or type) 

PLEASE NOTE: Cn.less a~ as~ignee is identi!led below, no ass~gn~e data ·.vill ~:~ppear ou the pa~ent. If <HJ assignee ~:s irJc:ntifif'Ai bekttv. the document bas been filed fer 
recordation as set fonh in 3 7 CFR 3.1 1. Completion of this form B NOT a substitute for filing an assignment 

(A) NA?vlE OF ASSJG:"<'EE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

;v\oe,il. .. o~"fy PtrrVS'f ij!JJ..iJn'\11'1! Mfri oy 
Please check ~he appropriate assignee category or categork·s (wiH n•.Jt be printed 011 !he patent): 0 Individual I:J c:orpo.r.atlon or olht-r private group entity 0 Government 

4a. The following fee(s) are submitied: 

~sue Fee 

Ld'"Public-ation Fee (No smaH entity discount permitted) 

0 ArivHJCe Order-# of Copies .... 

5. Chang<: hJ :Eotii)' Status (frorn status indicated alJ•)Ve) 

I:J a Applicant daims SMAlL ENTITY stows. See J7 CFR !.27 . 

4b. Payment of F<e(s): (Piea'e iir>t ~eapply ""Y p~evio.,sly paid i.sne f•e shown abo~e) 

0 A check is enclosed. 

0 P~ymelH by credit card. Form PT0-2038 js attached. 

Cd'Ttr Director is hereby authorit.ed to chf!rge the r~~quired fec(s), a.ny ddlciency, or credit anv 
ovt".rpaymeut, to Deposit .1\.ccoum ~umber -~Jz:?:._t1__ (enclose an extra copy of this fOrm). 

I:J b. Applictmt is no Jonger cbdming Sl\.~\LL L~T1TY 8tatu:>. See J7 CFR 1.27(g)(2). 

.NOTE: The Issue Pe.e and Publication l:;ee. (if .requir.;:d) \Viil not be accepted fro:•nl anyone other than the appll(ant; a registered attorney or agent; or the assignee or other parlv in 
interest u;:; shown by !he records of the Cnited States Patent and Tradem.:.uk OffJce. "' 

/rfasth/ Authorized Signature ____________ _ Date __ /J_.24!'.?h:.;~6e.r_!!!H ______________ _ 

Reg;stralioo No. ___,.J<'-6,__,,,_'1"--'-9..x..9 ________ _ 

T~ti~ co~lr-A~~ion r( jJ)forn:L::-ti)t'?!1 i~ r~quired hy 3~ C~!Z .L2 i l c. _The b~~onnr~don ,is r~~t~ired ~o o~t~i~ or ~~tain a bent{ll ~~y thf; public which is t<) rue. (aJ?d by the ~fS.PTO t•) J?rocess) 
an applica.tto:m. C·:.nf~dentW.!h} i.S governed by 3:'1 0.S.C. l22_and 3! Cf·R 1.!4. n~]5 collect~on lS estunated tc trtK.e !2 1HHHJle3 \f) cnmolcte, mcl!Jdmg gathcrmg) pre.parmg. arod 
sub~tUing the completed application ~)nn to th.e USPTO. Ttme wlll vary dep~ndtn~ upon the imhvidual c~se. Any co.mments on th_e ... ~mo:mm of tJme you re~ru1re to co.m.plele 
this tt:mn and!or su't{gesticns for reduCH!.g this burdcn1 should be seni !o ahe Ch~e.f In!orrnation Officer, U.S. Patt:nr and Tt"?.de.::nark Office, U.S. Department of Commerc.e. P.O. 
Box 1450, Alexandria. Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORc\1S TO THiS ADDRESS. SEND TO: Commi<sioner for Patents, P.O. Box J 450, 
Alexc:w.flrit~. Vi.rgil~ia 22::11 ~- 14::10. 

Under the Paperwork Redvction Act of 1995, no per:;ons a.re required to re:;pond to a collection of ~nt01.T!1atio:u unks:; it display~ a valid OMB control nwmber. 

PTOT ,-X) {Rev, 02/1 J) ApprGvcd fn< use through ORnJ/ZOlJ. OMB 065l-003"1 U.S. J'aient and Trndemark Office; ll.S. DEPARTMENT OJ' COMMERCE 
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Attorney Ref. No. 290.1053USN 

IN THE UNITED STATES Pl'iTENT AND TRADEMl'iRK OFFICE 
In re application of 

Sami Vaarala, Antti 
Nuopponen, Panu Pietikainen 

Serial No. 10/490,933 

F'iled: 

For: 

26 Narch 2004 

l'1ETHOD AND SYSTEl'1 FOR 
ENSURING SECURE 
FORif,7ARDING OF l'-'IESSl\GES 

Exa.min(~r: Devin E. Almeida 

Date: 12 September 2011 

Art Unit 2432 
Confirmation No. 2431 

CERTH'ICATE OE' M..>ULING 

I HEREBY CERTIFY THAT THIS PAPER AND THE DOCUMENTS 

REFERRED TO AS BEING ATTACHED OR ENCLOSED HEREWITH 

ARE BEING ELECTRONICALLY SUBb!ITTED TO THE 

COMMISSIONER FOR PATENTS, P.O. BOX 1450, 

ALEXANDRIA, VA 22313-1450 ON 12 Septenilier 2011. 

/rfaE:.th/ 

Rolf Fast.h 

Attorney for Applicant 

TRANSMITTAL LETTER 

ELECTRONIC SUBMISSION 
cm;li',1I:::1SIONER FOR PldENTS 
P.O. Box 1450 
Alexandria, VA 22313-1450 

In connection with issuance of a patent, enclosed for 
filing in the above-referenced application are the followinq: 

(X) Form PTOL-85 (Part B - Fee Transmittal) 
(X) Issue Fee and Publication Fee ($1055;)to be charged 
to Account No. 06-0243. 
(X) The Commissioner is hereby authorized to charge any 
additional fees which may be required in connection with 
the issuance of a patent or credit over-payment to Account 
No. 06-0243. 

Ff>.STH :L,.:D,W OFFICES 
26 Pinecrest Plaza, Suite 2 
Southern Pines, NC 28387-4301 
Telephone: 910-687-0001 
Facsimile: 910-295-2152 

Attorney Ref. No. 290.1053USN 

Respectfully submitted, 

Ff>.STH :L,.:D,W OFFICES 

/rfasth/ 

RoJ_f ~Fasth. 

Registration No. 36,999 
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Electronic Patent Application Fee Transmittal 

Application Number: 10490933 

Filing Date: 18-Apr-2005 

Title of Invention: METHOD AND SYSTEM FOR ENSURING SECURE FORWARDING OF MESSAGES 

First Named Inventor/Applicant Name: Sami Vaarala 

Filer: Rolf Fasth/Sioan Smith 

Attorney Docket Number: 290.1 053USN 

Filed as Small Entity 

U.S. National Stage under 35 USC 371 Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Utility Appl issue fee 2501 1 755 755 

Publ. Fee- early, voluntary, or normal 1504 1 300 300 
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Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 1055 
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Electronic Acknowledgement Receipt 

EFSID: 10931555 

Application Number: 10490933 

International Application Number: 

Confirmation Number: 2431 

Title of Invention: METHOD AND SYSTEM FOR ENSURING SECURE FORWARDING OF MESSAGES 

First Named Inventor/Applicant Name: Sami Vaarala 

Customer Number: 33369 

Filer: Rolf Fasth/Sioan Smith 

Filer Authorized By: Rolf Fasth 

Attorney Docket Number: 290.1 053USN 

Receipt Date: 12-SEP-2011 

Filing Date: 18-APR-2005 

TimeStamp: 21:46:41 

Application Type: U.S. National Stage under 35 USC 371 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $1055 

RAM confirmation Number 7808 

Deposit Account 060243 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. 1.492 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size( Bytes)/ Multi Pages 
Number Message Digest Part /.zip (ifappl.) 

190805 

1 Issue Fee Payment (PT0-85B) PART_B.PDF no 1 
a0627438a8f74ef6632339e12f76ce08627a 

9c14 

Warnings: 

Information: 

66216 

2 Miscellaneous Incoming Letter TRX.PDF no 1 
34f8b2a78b641 cb61 d2477abcdf2bbc7b 1 b 

77ffl 

Warnings: 

Information: 

31736 

3 Fee Worksheet (SB06) fee-info. pdf no 2 
8881 ea24aa9 5 ff53f8657 5 3a80 1 b44 79 34e 1 

e191 

Warnings: 

Information: 

Total Files Size (in bytes) 288757 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 0), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES pATENT AND TRADEMARK OFFICE 

APPLICATION NO. ISSUE DATE 

10/490,933 10/1112011 

33369 7590 09/21/2011 

F ASTH LAW OFFICES (ROLF FASTH) 
26 PINECREST PLAZA, SUITE 2 
SOUTHERN PINES, NC 28387-4301 

PATENT NO. 

8037302 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

290.1053USN 2431 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is 927 day(s). Any patent to issue from the above-identified application will 
include an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the 
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee 
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management 
(ODM) at (571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Sami Vaarala, Espoo, FINLAND; 
Antti Nuopponen, Espoo, FINLAND; 
Panu Pietikainen, Espoo, FINLAND; 

IR103 (Rev. 10/09) 
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To: P;!lge 2 of 2 2015-04-02 01 :00:20 (GMT) From: Catina Tims 

,)' 

J07700.1 00-AOl 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant: Sami Vaarala Confinnation No. 2431 

Application No. 10/490,933 Patent No. 8,037,302 

Filed: April 18, 2005 Issued: October 11, 2011 

For: METHOD AND SYSTEM FOR ENSURING SECURE FORWARDING OF 
MESSAGES 

LOSS OF ENTITLEMENT TO SMALL ENTITY STATUS 

Mail Stop Maintenance Fee 
Commissionerfor Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Honorable Commissioner: 

Pursuant to 37 C.F.R. §1.27(gX2), Patent Owner hereby informs the USPTO that the 

above-identified patent is no longer eligible for small entity status. Please update the Office 

records accordingly. 

The Office is invited to direct any questions to the undersigned practitioner at the below-

listed telephone number. 

April 1. 2015 

HERSHKOVITZ & AsSOCIATES, PLLC 
2845 Duke Street 
Alexandria, VA 22314 
Telephone 703-370-4800 
Facsimile 703-370-4809 

107700.1 00-AOI; A HI era 

-1-

Respectfully submitted, 

Sami V aarala 

I Abe Hershkovitz/ 

Abraham Hershkovitz 
Reg. No. 45,294 
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