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TRANSMITEAL LETTER TO THE UNITED STREES DESIGNAEED/ELECTED OFFICE
(DO/EO/UB) CONCERNING FILING UNDER 35 U.S.C. 371

Attorney Docket No.: 290.1052USN

Int'l. Application No.: PCT/FI02/00770
Int'l. Filing Date: 27 SEPTEMBER 2002
Priority Date Claimed: 23 SEPTEMBER 2001
Title of Invention: METHOD AND NETWORK FOR ENSURING

SECURE FORWARDING OF MESSAGES

Applicant(s} for DO/ES/US: Sami Vaarala, Antti Nuopponen

Applicant herewith submits to the United States
Designeted/Elected/Office (DO/EO/US) the following items and
other information:

1. [X] This is a FIRST submission of items concerning a filing
under 35 U.S.C. 371.

2. [ ] This is a SECOND or SUBSEQUENT submission of items
concerning a filing under 37 U.S.C. 371.

3. [X] This is an express request to begin national examination
procedures {35 U.S.c. 371(f)) at any time rather than
delay examination until the expiration of the applicable
time limit set in 35 U.S.C. 371(b) and PCT Articles 22
and 39(1)-

4. [H] A proper Demand for International Preliminary Examination
was made by the 19th month from the earliest claimed

1 priority date.

5. [x] A copy of the International Application as filed
(35 U.S.C. 371(c)(2)

a. [ 1 is transmitted herewith {required only if not
transmitted by the International Bureau).

b. [X] has been transmitted by the International Bureau.
c [ I is not required, as the application was filed in the

United States Receiving OfficetRO/US).

7. [X] Amendments to the claims of the International Application
under PCT Article 19 (35 U.S.C. 371(c)(3))

a. t ] are transmitted herewith (required only if not
transmitted by the International Bureau).

b. [K] have been transmitted by the International Bureau.
c. [ 1 haVe not been made; however, the time limit for

making such amendments has NOT expired.
d. I ] have not been made and will not be made-

9. [X] An oath or declaration of the inventor (unsigned)
{35 U.S.C. 371(c)(4)).

11. L 1 An Information Disclosure Statement under 37 C.F.R. 1.97
and 1.93.

12. L ] An assignment document for recording. A cover sheet in
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13. [x]

14. [x1

16. [ 1

17. [x]

19. [x]

20. [ 1

21. {x}
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compliance with 37 C.F.R. 3.28 and 3.31 is included.

A FIRST preliminary amendment.

Applicant qualifies for Small Entity Status {37 C.F.R.
1.9(f) and 1.27(b)).

Other items or information: (if any)

Basic National Filing Fee of $1080.00 is submitted

(Neither international preliminary examination fee [37
C.F.R. 1.482) nor international search fee 37 C.F.R.
1.44.5(alt2) paid to U.S.P.T.O.).

CLAIMS AS FILED

For Number Number Basic Fee $1080.00
Filed Extra

 

Rate

Total Claims 10 — 20 = 0 a $18.00

Ind. Claims 1 - 3 3 $86.00

$0.00

$0.00 

Reduction by 1/2 for filing by small entity, if
applicable. Applicant qualifies as small entity.
TOTAL FILING FEE: $540.00

Fee for recording the enclosed assignment {3? C.F.R.

l.21(h)). The assignment must be accompanied by an
appropriate cover sheet (37 C.F.R. 3.23, 3.31). $40.00
per property.

A check in the amount of $540.00 to cover the above fee
is enclosed.

The Commissioner is hereby authorized to charge any

additional fees which may be required, or credit any
overpayment to Deposit Account No. 06-0243.

Respectfully submitted.

Q in
R0 f Fasth

Registration Number 36,999
Send all correspondence to:

Rolf Fasth, Esq.
FASTH LAW OFFICES

629 E. Boca Baton Road
Phoenix, AZ 85022

Telephone: 602-993-9099
Facsimile: 602-942-8364
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(DO/EO/UB) CONCERNING FILING UNDER 35 U.S.C. 371

Attorney Docket No.: 290.105205N

Int'l. Application No.: PCT/FI02/00770
Int'l. Filing Date: 27 SEPTEMBER 2002
Priority Date Claimed: 23 SEPTEMBER 2001
Title of Invention: METHOD AND NETWORK FOR ENSURING

SECURE FORWARDING OF MESSAGES

Applicant(s} for DO/ES/US: Sami Vaarala, Antti Nuopponen

Applicant herewith submits to the United States
Designated/Elected/Office (DO/EO/US) the following items and
other information:

1. [X] This is a FIRST submission of items concerning a filing
under 35 U.S.C. 371.

2. [ ] This is a SECOND or SUBSEQUENT submission of items
concerning a filing under 37 U.S.C. 371.

3. [x] This is an express request to begin national examination
procedures {35 0.8.0. 371(f)) at any time rather than
delay examination until the expiration of the applicable
time limit set in 35 U.S.C. 371(b) and PCT Articles 22
and 39(1)-

4. [H] A proper Demand for International Preliminary Examination
was made by the 19th month from the earliest claimed

1 priority date.

5. [x] A copy of the International Application as filed
(35 U.S.C. 371(c)(2)

a. [ 1 is transmitted herewith {required only if not
transmitted by the International Bureau).

b. [X] has been transmitted by the International Bureau.
c [ 1 is not required, as the application was filed in the

United States Receiving OfficetRO/US).

7. [X] Amendments to the claims of the International Application
under PCT Article 19 (35 U.S.C. 371(c)(3))

a. t ] are transmitted herewith (required only if not
transmitted by the International Bureau).

b. [K] have been transmitted by the International Bureau.
c. [ 1 hays not been made; however, the time limit for

making such amendments has NOT expired.
d. I ] have not been made and will not be made-

9. [X] An oath or declaration of the inventor (unsigned)
{35 U.S.C. 371(c)(4)).

11. L 1 An Information Disclosure Statement under 37 C.F.R. 1.97
and 1.98.

12. L ] An assignment document for recording. A cover sheet in
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compliance with 37 C.F.R. 3.28 and 3.31 is included.

A FIRST preliminary amendment.

Applicant qualifies for Small Entity Status {37 C.F.R.
1.9(f) and 1.27(b)).

Other items or information: (if any)

Basic National Filing Fee of $1080.00 is submitted

(Neither international preliminary examination fee [37
C.F.R. 1.482) nor international search fee 37 C.F.R.
1.44.5(alt2) paid to U.S.P.T.O.).

CLAIMS AS FILED

For Number Number Basic Fee $1080.00
Filed Extra

 

Rate

Total Claims 10 — 20 = 0 a $18.00

Ind. Claims 1 - 3 3 $86.00

$0.00

$0.00 

Reduction by 1/2 for filing by small entity, if
applicable. Applicant qualifies as small entity.
TOTAL FILING FEE: $540.00

Fee for recording the enclosed assignment {3? C.F.R.

l.21(h)). The assignment must be accompanied by an
appropriate cover sheet (37 C.F.R. 3.23, 3.31). $40.00
per property.

A check in the amount of $540.00 to cover the above fee
is enclosed.

The Commissioner is hereby authorized to charge any

additional fees which may be required, or credit any
overpayment to Deposit Account No. 06-0243.

Respectfully submitted.
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R0 f Fasth

Registration Number 36,999
Send all correspondence to:

Rolf Fasth, Esq.
FASTH LAW OFFICES
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Phoenix, AZ 85022

Telephone: 602-993-9099
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ETHOD AND NETWORK FOR E NG SECURE FORWARDING OF

M

5 TECHNICAL FIELD

The method and network of the invention is intended to some mobile connections in

' “telecommunication networkerspeciallyyit-isrmeantfor~lPSec.connections.--.- - .

to ‘l'he invention provides a method for ensuring secure fomarding of a message in a
telecommunication network. comprising at least one mobile terminal and another

terminal, when the mobile terminal moves from a first address to a second address

and there is a secure connection established between the first address of the mobile

terminal and the other tenninal. which secure connection defines at least the

15 addresses of the two terminals. The invention also provides a network for perforating
such a method.

TECHNICAL BACKGROUND

20 _

An intemetworls is a collection of individual networks connected with intermediate

networking devices and functions as a single large network. Different networks can be

interconnected by routers and other networking devices to create an internetwork

25 A local area network (LAN) is a data network that covers a relatively small geographic

area. It typically connects workstations. personal computers, printers and other

devices. A wide area network (WAN) is a data communication network that covers a

relatively broad geographic area. Vlfide area networks (WANs) interconnect LANs

across normal telephone lines and. for instance. optical networks; thereby

30 interconnecting geographically disposed users.
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There is a need to protect data and resources from disclosure, to guarantee the '

authenticity of data and to protect systems from network based attacks. More in detail,

there is a need for confidentiality (protecting the contents of data from being read),

integrity (protecting the data from being modified which is a property that is

5 independent of confidentiality), authentication (obtaining assurance about the actual -

sender of data). replay protection (guaranteeing that data is fresh. and not a copy of '

previously sent data). identity protection (keeping the identities of parties exchanging »

" data secret'fror‘n‘ outsiders). high availability; i;e; denial—of—service protectiorn(ensuring= . .--:-.- .- -
that the system functions even when under attack) and access control- IPSec is -a

to technology providing most of these. but not all of them- (In particular. identity protection

is not completely handled by IPSec. and neither is denial-of-service protection.)

The IP security protocols (lPSec) provides the capability to sea-ire communications

between arbitrary hosts. e.g. across a LAN, across private and public wide area .,

15‘ networks (WANs) and across the intamet. IPSec can be used in different ways such

as for building secure virtual private networks to gain a secure access to a company
network or to secure communication with other organisations. ensuring authentication
and confidentiality and providing a key exchange mechanism. IPSec ensures
confidentiality integrity. authentication, replay protection. limited traffic flow

20 confidentiality. limited identity protection. and access control based on authenticated

identities. Even if some applications already have built in security protocols, the use of '

IPSec further enhances the security-

IPSec can encrypt andlcr authenticate traffic at [P level. Traffic going in to a WAN is

25 typically compressed and encrypted and traffic coming from a WAN is decrypted and

decompressed- IPSec is defined by certain documents, which contain rules for the

iPSec architecture. The documents that define iPSec, are. for the time being. the

Request For Comments (RFC) series of the lntemet Engineering Task Force (lEl‘F).. in
particular, RFCs 2401 —2412.

30

Two protocols are used to provide security at the IP layer, an authentication protocol

designated by the header of the protocol, Authentication Header {AH}. and a combined
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encryptionfauthentication protocol designated by the format of the. packet for that
protocol. Encapsmating Security Payload (ESP). AH and ESP are however similar

protocols. both operating by adding a protocol header. Both AH and ESP are vehicle's

for access control based on the distribution of cryptographic keys and the management

of traffic flows related to these security protocols.

Security association (SA) is a key concept in the authentication and the confidentiality

‘mechanisrnsfor IP'.__A"security association-is'a- onemy-relationship-behueen'a sender'- -- ‘

and a receiver that ofiers security services to the traffic un’ied on it..lf a secure two-

way relationship is needed, then two security associations are required. If- ESP‘and AH

are combined. or if ESP andlor AH are applied more than once. the term SA bundle is

used. meaning thattwo or more Site are used. Thus. SA bundle refers to one or more

SAs applied in sequence. egg. by first performing an ESP protection. and then an AH

protection. The SA bundle is the combination of all SAs used to secure a packet

The term IPsec connection is used in what follows in place of an lPSec bundle of one

or more security associations. or a pair of lPSec bundles —— one bundle for each

direction —- of one or more security associations. This term thus covers both

unidirectional and bi—directionat tiafiic protection- There is no implication of symmetry
of the directions. i.e., the algorithms and IPSec transforms used for each direction may
be different.

A security association is uniquely identified by three parameters. The first one. the

Security Parameters Index (SPI). is a bit string assigned to this SA. The SP! is carried

_ in AH and ESP headers to enable the receiving system to select the SA under which a

received packet will be processed. tP destination address is the second parameter,

which is the address ofthe destination end point of the SA. which may be an end user

system or a network system such as a firewall or a router. The third parameter. the

security protocol identifier indicates Mic-titer the association is an AH or ESP security
association.
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In each lPSeo implementation. there is a nominal security association data, base

(SADB) that defines the parameters associated with each SA. A security association

is normally defined by the following parameters. The Sequence Numtyer Counter is a

32-bit value used to generate the sequence number field in AH or ESP-headers. The

Sequence Counter Overflow is a flag indicating Mather overflow of the sequence

number counter should generate an auditable event and prevent further transmission

ofpackets on this SA Arr Anti-Replay Window is- used to determine. whether an_‘-‘*"'~'.w .r_‘--.Rf“!

Inbound AH °" ESP Pam“at '5 a "éP'aYAH rnfonnation involves intern-ration about'th'e _. '

authentication algorithm, keys and related parameters being used.- with AH- ESP

information involves information of encryption and authentication algorithms, keys.

initialisation vectors! and related parameters being used with lPSec. The sixth

parameter. Lifetime of this Security Association. is a time—intents! andior byte-count

after which a SA must be replaced with a new SA (and: new SPI) or terminated plus an

indication ofwhich of these actions should owur. IPSec Protocol Mode is either tunnel

or transport mode. Path MTU. which is an optional feature. defines the maximum size

of a packet that can be transmitted without fragmentation.

Both AH and ESP support two modes used, transport and tunnel mode.

Transport mode provides protection primarily for upper layer protocols‘and extends to

the payload of an IP packet. Typically, transport mode is used =for end-to-end

communication between two hosts. Transport mode may be used in conjunction with a

tunnelling protocol (other that lPSec tunnelling}. .

Tunnel mode provides protection to the entire IP padtet and is generally used for

sending messages through more than two components, although tunnel mode may

also be used for end-to—end communimtion between two hosts- Tunnel mode isioften

used when one or both ends of a SA is a security gateway, such as a firewall or a

router that implements lPSec. lMth tunnel mode, a number of hosts on networks

behind firewalls may engage in secure communications without implementing IPSec

The unprotected packets generated by such hosts are tunnelled through external

hm." J‘Hmwm
I'll:
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networks by tunnel mode SAs set up by the iPSec software in the firewall or secure

router at boundary of the local network.

To achieve this, after the AH or ESP fields are added to the .IP packet. the entire

packet plus security fields are treated as the payload of a new outer IF? packet with a

new outer lP,header. The entire original. or inner, packet travels through a tunnel from

one point of an IP network to another: no routers along the way are able to examine

' ‘ih'tié‘ii’inéi‘iii‘paéketf eéééuse‘ the original peeket'is 'ehiaosulated."tfi‘e"new larger '

packet may have totally different source. and destination addressesuadding to the

security. In other words. the-first step in protecting the packet using tunnel mode ls‘to

add a new IP header to the packet thus the "IPI payload"- packet becomes

“IP I IF I payload". The next step is to secure the packet using ESP'andior AH. In case

of ESP. the resulting packet is "iPIESPIIPIpaonad". The whole inner packet .is

covered by the ESP andior AH protection. AH also protects parts ofthe outer header.
in addition to the whole inner packet.

The lPSec tunnel mode operates eg. in such a way that if a host on a network

" generates an IP packet with a destination address of another host .on another network.

20

25

the packet is routed from the originating host to a security gateway [St-3M, firewall or

other sewre router at the boundary of the first network, The SGW or the like filters all

outgoing packets to determine the need for lPSec prooessing. if this packet from the

first host to another host requires IPSec. the firewall perfon'ns tPSec processing and

encapsulates the packet in an outer lP header. The source IP address of this outer lP

header is this firewall and the. destination address may be a firewall that forms the

boundary to the other local network. This packet is now routed to the other host’s

firewall with intermediate routers examining only the outer lP header. Atthe other host

firewall, the outer IP header is stripped off and the inner packet is. delivered to the other
host

ESP in tunnel mode encrypts and optionally audienticates the entire inner IP packet,

including the inner iP header. AH in tunnel mode authenticates the entire inner IP

packet, including the inner IP header, and selected portions of the outer lP header.
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The key management portion of IPSec involves the determination and distribution of

secret keys. The default automated key management protocol for IPSec is referred to

as iSAiOVlPIOakiey and consists of the Oakley key determination protocol and lntemet

Security Association and Key Management Protocol (ISAKMP). lntemet key exchange

(IKE) is a newer name for the lSAKMPIOakley protocol. IKE is based on the Difiie—

Hellman algorithm and SUpports RSA signature authentication among other modes.

IKE is an extensible protocol, and allows future and vendor-specific features to be

added without—compromising mnotionality_r- A

lPSec has been designed to provide confidentiality. integrity. and replay protection for

IP packets. However. lPSec is intended to work with static network topology. where-

hosts are fixed to certain subnetworlts. For instance. when an lPSec turmel has been

fDlTl‘led by using Internet Key Exchange (IKE) protocol. the tunnel endpoints are fixed

and remain constant. If IPSec is used with a mobile host, the "(E key exchange will-

have to be redone from every new visited network. This is problematic..because IKE

key exchanges involve computationally expensive Dime-Hellman key exchange
algorithm calculations and possibly FtSA calculations. Furthermore, the key exchange

requires at least three round trips (six messages). if using the IKE aggressive mode '

followed by IKE quick mode, and nine messages if using IKE main mode followed by

IKE quick mode. This may be a big problem in high latency networks. such as General

Packet Radio Service (GPRS) regardless ofthe computational expenses.

In this text, the term mobility and mobile terminal does not only mean physical mobility,

instead the term mobility is in the first hand meant moving from one- network to

another. which can be performed by a physically fixed terminal as well,

The problem with standard IPSec tunnel and points are that they are fixed. A SA is

bound to a certain iP address. and if it is changed, the existing lPSec SA becomes

useless because it has been established by using difierent endpoint addresses. The

problem has been discussed in the IETF standardisation forum, wwaETFor-g,

wherein an idea to support mobility for IPSec ESP tunnels by means of signalling to
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update the address of one end after a movement was mentioned by Francis Dupent.

No solutions have however has presented until this date.

The standard Mobile IP protoco provides a mobile terminal with a mobile connection.

and defines mechanisms for erforming efficient handovers ‘from one network to

another. However, Mobile IP 11 5 several disadvantages. The security of Mobile IP is

very limited. The mobility sign lling messages are authenfiuted, but not encrypted.

 

 

 

 
 

 

'and user data—traffic is sci-rip etely unprotected. 'Also. thére' is“ no key'exchange-

mechanism for establishing ih cryptographic keys required for authenticating the

mobility signalling. Such keys need to be typically distributed manually. Finally. the

current Mobile iP protocoldo not define a method for working through Network

Address Translation (NA‘D devi es.

A way to solve this problem is use e.g- Mobile IP to handie the mobility of the host,

and use lPSec on top of the s atic IP address provided by the Mobile IP. Thus. the

IPSec SAs are bound to static ddresses. and the lPSec SAs can survive mobility of

the host. However, this approa suffers from packet size overhead of both Mobile IP

and IPSec tunnels. which can. eotperfonnanoe considerabiy when using links with _

small throughput

The documents that define IF‘ i general are the RFC standards RFC 768. RFC 791,

RFC 793. RFC 826 and RFC 460. RFC 2002, RFC 2003, RFC 2131, RFC 3115,

MOBILE Ipv4 and IPv6, and D CPVB define Mobile IP, IP—iP and DHCP.

Prior art solutions in this techni l area are presented in W0 01 39538. W0 00 41427.

W0 01 24560, US 2001 {00902 and EP 1 24 397.

In W0 01 39533,'W0 DD 4142 , W0 01 24560 and EP 1 24 397. a secure connection.

which in the two first emntion ones is an lPSec SA connection. is transferred from

one access point to another in a hand-over situation of a mobiie terminal. US

2001i009025 generally presen a secure communication method by means of an IP

Sec SA connection.
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THE oer-act OF THE INVENTION

The object of the Invention is to ensure secure forwarding of messages from and to.

mobile terminals by avoiding the problems of prior art

SUMMARY OF THE INVENTION

The method and network of the invention is to ensure secure forwarding of a message
in a telecommunication network, comprising at least one first terminal and another

terminal. In the method. the first terminal moves from a first address to a second

address- A secure connection between the first address of the first terminal and the

other terminal defining at least the addresses of the m terminals is established. The

first terminal moves from the first address to a second address. The connection is

changed to be between the second address and the other terminal by means of a ‘
request from the first terminal and preferably; a reply back to the first terminal.

In the invention. the first terminal is movable from one network to another. Such a 5

terminal can physically be a mobile terminal or a fixed terminal.

The secure connectionis an lPSec connection established by forming one or more

Security Associations (5A5) using the iPSec protocols. The request andior the reply

message can be protected e.g. by lPSec encryption andfor authentication. possibly
using the same lPSec SA that is used for traffic protection purposes.

in general. registration request and registration reply are Mobile lP terms while the

invention is not bound to Mobile P. in the invention. the terms request and reply are

used in the generic sense, and may or may not be related to Mobile lP.

The method of the inventions-n be used in different kinds of networks. If the first
terminal and the other terminal form an end-to-end connection, the secure connection

Emrfanaszeii 30.01511. Iilmfgmrm
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both of the first terminal and the other terminal can be a security gateway protecting

one or more computers. whereby lPSec tunnel mode, or lPSec transport mode

together with a tunnelling protocol (such as Layer 2 Tunnelling Protocol, L2TP), is used

for the secure connection between the first terminal and the other terminal.

If both terminals are mobile. at special solution is required for the situation Mien both

terminals move simultaneously in case of a so milled f‘double jump" situation. This

solution can be implemented e.g. by using a centralised registry of current locations of

hosts, although othersolutions‘ exist for the problem. However, the "changeable" lPSec ., _

tunnel or transport mode 3A5 of the invention could be used in that case, too.

The applicant" has solved the above problems of prior art by defining a signalling

mechanism that allows an existing lPSec security association. that is, the symmetric

encryption and authentication algorithms used for packet processing. along with their

keys and other parameters, to be moved from one nettmrk to'another. To be more

precise. an existing lPSec tunnel endpoint can be moved in the invention from one

point of attachment to another. For instance. an lPSec tunnel established between

addresses A and x tunnel can be changed by using the defined signalling to be .

between addresses B and X, using oniy a single round trip for signalling [2 messages), __

or half a round trip (1 message. if a reply message is not. used) for signalling. The

solution requires minimal computational overhead compared to {lime-Hellman or_

strong authentication calculations.

The signalling mechanism is preferably similar to the one in Mobile _IP. Le. a

registration request (RREQ) is sent to the other end of the SA followed by a

registration reply (RREP) back to the sender of the RREQ message, both of which are
extensible for future features and optional attributes. The RREOJRREP message pair

is sent from the new network, and once property authenticated. the sender lPSec

tunnel endpoint is updated from the old network to the new network.

In case the security association used for protecting user traffic is also used far

signalling purposes, the reception of the RREQ message by the other end of the SA

are"? ,1 shaft“?-. _)._ .
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requires a change in a normal lPSec implementation to accept a packet that appears
to belong to a certain lPSec tunnel, but comes from a wrong address (Le. the tunnel is

currently between A and X, and the RREQ comes from address 3). This is only

necessary for the RREQ message. Such an implementation is provided by the

invention; it is necessary to modify lPSec if lPSec is used for the RREQIRREP

signalling. in that case. it is required specifically for processing of the RREQ and

RREP messages, ifthe reply message is to be used. I

' The request message may-update a set-of'security associations. for instance, asingle, ,

security association. a security association bundle, an IPSec connection, a group of

IPSec connections, or any combinations of these. In practice. it is useful to update

either a single IPSec connection or a group of IPSec connections- The latter may be

important if separate lPSec connections are used for different kinds of traffic. A single

request message can then update all (or a certain set) of such connections to a new

address, instead of requiring separate requests for each lPSec connection. In the

following, the case of updating a single lPSec connedion is discussed. without limiting

the invention to this behaviour.

Another method of performing the signalling is to use a separate protocol. The protocol

should preferably provide encryption andlor authentication of the signalling messages.

The IKE protocol already has messages defined for 62.9. deleting lPSec 3A3. One.

method of providing the neceSSary' signalling would be by adding a new IKE

notification message type that requests a change in an existing lPSec SA. Such a.

message should provide its own encryption andlor authentication to avoid requiring an

IKE connection set up from the new address. which would mquire extra messaging.

IP version 4 (IPv4) is the currently widely deployed Internet Protocol version- Its major

disadvantage is the small number of unique, public lP addresses. IP version 6 (IPv6)

has a much larger address space, which fixes the most important IPv4 problemlkncwn

today. IPv6 also changes some other things in the Internet Protocol, for example, how

fragmentation of packets is done, but these changes are quite small. Most protocols

have separate definitions on how they are Used within the IPv4 and the IPv6 context.

Emliansszeit 39.0“. Hiram“reassess-erase
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For instance. there are separate versions of lPSec and Mobile IP for use with va4 and

IPv6. However, suah modifications to protocols are quite small. and do not usually

change the essentials of the protocols significantly. The invention an be applied to

both IPv4 and IPv6.

In the following, the invention is further described by means of figures and some

examples. The intention is not to restrict the invention to the details of the following

description or to the details of protocols such as the IPSec and IKE protocols which

might be changed in the future, .. .

FIGURES

Figure 1 illustrates an example of e telecommunication network to be used in the

invention.

Figure 2 illustrates a second example of a telecommuniaation network to be used in

the invention.

Figure 3 illustrates a third example of a telecommunication network to be used in the

invention.

Figure 4 describes the prior art solution to enable mobility for El PSec connections.

Figure 5 describes the method of the invention to enable mobility for lPSec
connections.

DETAILED DESCRIPTION

Figure 1 illustrates an example of a telecommunication network to be used in the

invention. Thus, in figure 1. computer 1 may be a client computer and computer 2 a
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destination computer, to which the secure messages are sent in the invention by

means of an lPSec tunnel established between computer 1 and computer 2. Computer

2 might be a security gateway for a third computer 3. Then, the messages sent from

computer 2 to computer 3 are sent in plaintext. The security gateway can be a
common security gateway for e.g. a company LAN, whereby there are several

computers in the LAN protected by computer 2. The other protectedoomputers are not

shown in figure 1, but naturally. the invention covers also such networks.

The network of figure 2 otherwise corresponds to that of- figure 1.- but- in-tigure 2.aiso

computer 1 Is a security gateway. e.g. for computer 4. Also here. the security gateway

1 can be a common security gateway for e.g. a company LAN. whereby there are

several computers in the LAN protected by computer 1 . The other protected computers

are not shown in figure 2. But naturally. the invention covers aiso such nehwrks. The

messages between security gateway 1 and the computers it protects are sent in

plaintext as the lPSec tunnel only exist between computers 1 and 2.

The network of figure 3 is a network. wherein the lPSec- messages are sent between

an end-to—end connection between two computers 1, 2 oniy whereby lPSec transport

mode can be used instead oftunnel mode- _ -

Figure 4 describes the prior art solution to enable mobii‘rty for lPSec connections. As a

diagram. this is the standard lPSec procedure when establishing a tunnel between

addresses A and X. and then B and X.

The protocol begins with the IKE main mode requiring 6 messages in total. see steps

13 - 6a in figure 4. The protocol involves strong user authentication. policy negotiation

and the use of the Diffie—Hellman algorithm. Any other iKE phase 1 mode might of

course be used as an alternative- Another approach to minimise the number of

message exchanges would be to avoid IKE phase 1 and perform only the [K13 quick

mode (3 messages). However, IKE phase 1 is associated with IP addresses (along

with other identifying information). A modified implementation might ignore [1’

addresses when processing lKE messages. and thus be able to maintain IKE phase 1

state between connection points.

“\Fi" F331 {"7'
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The protocol then continues with IKE quick mode requiring 3 messages in total (steps

7a - 9a in figure 4). Quick_mode includes lPSec policy negotiation and Optionally the

use of the Dime-Hellman algorithm. An alternative IKE phase 2 exchange could of

course be used instead ofquick mode.

At this point the tunnel has been established between addresses A and >09 messages
have been used along with the computational expense (each Dime—Hellman

computatan may take hundreds of milliseconds, for instance, depending on the host),
‘ also the ‘ro'undtrip times being'considerable (912 = 4.5 rcundtrips. with a roundtrip-time» . .
of 500 me this Is 2.25 seconds for latency alone).

The movement of the mobile terminal to address B causes full re-negotiation and again

IKE main mode requires 6 messages in total (steps 1b -6b in figure 4); strong user

authentication. poficy negotiation, and optionally the use of the Dime-Hellman
algorithm.

The use of the protocol continues with IKE quick mode requiring 3 messages total
(steps 7!) - 9b).

The tunnel between addresses B and X is now complete.

Figure 5 describes the method of the invention. To establish the tunnel between

address A and host X, "(E main mode is again used requidng 6 messages in total ,

(steps 1a -— 6a In figure 5) as in figure 4 including strong user authentication. policy
negotiation and the use of the Billie-Hellman algorithm.

Then IKE quick mode is again used requiring 3 messages in total (steps 7a - 9a in

figure 5). The quick mode includes iPSec policy negotiation, and optionally the use of
the Diffie+tellman algorithm. 1 -

Again, IKE main mode may be replaced by any other IKE phase -1 mode, and IKE

cu'ck mode by any other IKE phase 2 mode.

ART 3,4- AMDT
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At this point the tunnel has been established between addresses A and X 9 messages

have been used along with the computational expense.

In the invention, movement to address 8 requires only a single round trip, when using

registration request messages to be sent from the mobile terminal, when it moves from

address A to address B. In signal 10a of figure 5, which is sent from the mobile

terminal to the other end of the established lPSec tunnel when it has moved to address

B, a request for registration (RREQ) of the new address is sent. Preferably, a reply

message (RREP)"is sent (step 11 a) from the host to confirm the address=change. ‘Bdth .

signals 10a and 11a can be encrypted andior authenticated. The encryption andlor

authentication is preferably performed by using lPSec. in which case it is preferable to

use the same lPSec SA tor protecting both data and registration traffic.

11a is optional in the invention. The preferable encryption method is lPSec, preferably

with the modified reception processing described previously. However, the exact

method of signalling is not important, the essence is to carry over the IPSec SA lathe

new connection point.

The SA that existed between addresses A and X has now been. changed to be

between addresses B and x and is now complete. The next time the mobile terminal

sends a message, host 2 in figure 1 -— 3 is able to property handle lPSec packets that

come fi-orn address B and vice versa. Traffic can now flow inside the tunnel as normal
with lPSeo.

Any further movement fi'om network to another can be accomplished with a similar
exchange of signalling message(s). The lPSec SA does not need to be reestablished

until the lifetime of the SA has been exhausted. '

The invention requires haif a roundtrip if only a request message is used without a

reply, and one roundtrip of the reply message is used.

Afiiaihfifli
Emnianiszeit 30.0“. 17:95’5FshT339mfih’EE—m

0022



0023

-"""’|"""" flu —+- u— —u—- ---—--—-

PETIF-al iiiilifil??@

19

The example describes the tunnel mode of lPSec. but transport mode can also be

used. lPSec transport mode connections in examples can be replaced with lPSec

tunnel mode connections and vice versa. lPSec transport mode combined with an

external tunnelling protocol, such as the Layer 2 Tunnelling Protocol (L2TP), is a

5 replacement for lPSec tunnel mode with regast to functionality.

The implementation may optimise the start of traffic flows with regard to message 10a

(and optionally 11a); e.g. after sending 10a, the client may directly send lPSec—

“protected traffic This essentially makes the handover latency zero. although it requires '

10 more complicated processing if the message 10a is lost while being delivered.

However, the essential part of the invention is that it is possible to make the invention

provide essentially zero4e~tency handover for client-to-server traffic, and half a

roundtrip latency for server~to ciient traffic.

15 Different network topologies can. of course. be used in the invention- For instance in

figure 1, the connection between hosts 2 and 3 may use lPSec transcort or tunnel

mode, instead of being plaintext, etc
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CLAIMS

1- Method for ensuring secure forwarding of a message in‘ a telecommunication
network. comprising at least one mobile terminal and another tenninat, the method

5 comprising

a) establishing a secure connection between a first address of the mobile terminal

and the other terminal, the secure connection defined by at least the addresses
' of the two terminals.

' b)’ the mobile terminal moving‘frorn the first address to a second addressgl: ._ . .

lo characterizedby _

c) changing the connection to be defined between the second address and the

other terminal by means of a request message from the mobile terminal to the

other terminal to change the address in the definition of the secure connection
to the second address.

15

2. Method ofclairn 1, ch a re cterizedin that, the secure connection is

established in step a) by forming a Security Association ism using the lPSec
protocols.

20 3. Methodofclaim 1 or2, characterizedinthatinstepc) areplybackto the i

mobile terminal is sent from the other terminal after the request from the mobile

terminal to change the address.

4- Method of any of claims 1 - 3. c h a r a ct e r i z e din that the registrationieques‘t

25 andior the reply message is encrypted and/or authenticated by using the same SA

aiready established.

5. Mefl1odofanyofclaims1 —4. ch a racterizedlln that thechangeof

addresses in the secure connection as a result of the. request message is

30 performed by means of a central register of GJI‘I‘Bnt address of the terminals

belonging to the network.

BEST AVAILABLE COPY
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7.

1 O

8.

1 5

9.

Telecommunication network to perform the method of any of claims 1 - 5.

comprising at least one mobile terminal and another terminal and a secure

connection defined between a first address of the mobile terminal and the other

terminal, 0 h a r a ct e ri z e d by means for manging the connection to be defined

between a second address of the mobile terminal and the other terminal-

Network of claim 6, c h a r a c t e r i z e d in that the mobile tenninaland the other

~ - terminatforms- an end-to-end- connection, “herebythe .sewre._connecfion is an
lPSec transport connection or lPSec tunnel connection.

NeMorkofclaim 6, cha racterized inthatone oforbothofthe mobile

terminal and the other terminal is a security gateway protecting one or more

computers, whereby lPSec tunnel mode or lPSec together with a tunnelling
protocol is used for the secure connection between the mobile terminal and the
other tenninal.

Networkofclaim 6,characterized in lhatbothterminals are mobile
terminals.

20 10. Network of claim 9. c h a r a ct e r i_z e d in that it_further contains a central

Emtfansszeit 3fl-0kt.
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COMBINED DECLARAIION AND POWER OF ATTORNEY

FOR EAEENT APPLICATION

As a below named inventor, I hereby declare that:

My residence, post office address and citizenship are as
stated below next to my name.

I believe I an original first and joint inventor of the

subject matter which is claimed and for whidh a patent is sought
on the invention entitled METHOD AND NETWORK FOR ENSURING SECURE

FORWARDING OF MESSAGES, the specification of which was filed as

International Patent Application No. PCT/F102/00770, on 27
September 2002.

I hereby state that I have reviewed and understand the

contents of the above—identified specification, including _the
claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose information that is

material to the patentability of this application in accordance
with Title 37, Code of Federal Regulations, § 1.56(a). If this is

a continuation-in-part application filed under the conditions

specified in 35 U.S.C. § 120 which discloses and claims subject
matter in addition to that disclosed in the prior copending
application, I further acknowledge the duty to disclose material
information as defined in 37 CFR §1.56(a) which occurred between

the filing date of the prior application and the national or PCT
international filing date of the continuation—in-part application.

I hereby claim foreign priority benefits under Title 35,

United States Code, § 119 of any foreign application(s) for patent
or inventor's certificate listed below and have also identified

below any foreign application for patent or inventor's certificate

having a filing date before that of the application. on which

priority is claimed:

Prior Foreign Application{s) I Priority
Claimed

20011910 Finland 28 Sept. 2001 {X} [ ]
(Number) (Country) {Day/Month/Year) Yes No
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I hereby claim the benefit under Title 35, United States

Code, § 120 of any United States application(s) listed below and,
insofar as the subject, matter of each of the claims of this

application is not disclosed in the prior United States
application in the manner provided by the first paragraph of Title
35, United States Code, § 112, I acknowledge the duty to disclose
material information as defined in Title 37, Code of Federal

Regulations, § 1.56(a) which occurred between the filing date of
the prior application and the national or PCT international filing
date of this application:

snot applicable} [n/a} [not applicable}
(Application Serial No.) (Filing Date) (Status: patented,

pending, abandoned}

The undersigned hereby authorizes Rolf Fasth, the U.S.

attorney named herein, to accept and follow instructions from
Innopat Ltd. as to any action to be taken in the Patent

and Trademark Office regarding this application without direct

communication between Rolf Fasth and the undersigned. In the

event of a change in the persons from whom instructions may be
taken, Rolf Fasth will be so notified by the undersigned.

I hereby appoint Rolf Fasth, Registration No. 36,999, to

prosecute this application, to file a corresponding international
application, and to transact all business in the Patent and
Trademark Office connected therewith.

Address all telephone calls to Rolf Fasth at telephone
number (602) 993—9099; fax number (602) 942—8364.

Address all correspondence to:

Rolf Fasth
FASTH LAW OFFICES

629 E. Boca Raton

Phoenix, AZ 85022

I hereby declare that all statements made herein of my own
knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements

were made with the knowledge that willful false statements and the
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In re application of Art Unit

5 Semi Vaarela, Antti Nuopponen

Serial No.

Filed: 'Herewith
10

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING 0F
MESSAGES

Examiner:
15

Date: 26 March 2004

20 PRELIMINARY AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

25 Preliminary to examination. please amend the above~

identified patent application as follows:

In the specification:

Please add the following paragraph at page 1, line
30 3 below the title:

-—Prior Applications

This is a US national phase patent application that

claims priority from PCT/FIOZ/00770, filed 2? September 2002r

35 that claims priority from Finnish Patent Application No.

20011910, filed 28 September 2001.—
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In the Claims: 

Amend the claims as follows:

1. (Currently amended] A method fleshed for ensuring secure

forwarding of a message in a telecommunication network,
comprising having at least one mobile terminal and another

terminal, the method comprising:

a} establishing a secare connection between a first address

of the mobile terminal and the other terminal. the secure

connection defined by at least the addresses of the two

terminals,

b) the mobile terminal moving from the first address to a

second address, and eharaoterised—by

c) changing the connection to be defined between the second

address and the other terminal by means of a request message

from the mobile terminal to the other terminal to change the
address in the definition of the secure connection to the
second address.

2. (Currently amended) The method Method of claim 1,

characterized in that, the secure connection is established

in step a) by forming a Security Association (Sn) using the
IPSec protocols.

3. (Currently amended) The method Method of claim 1 or—a,

characterized in that in step c) a reply back to the mobile

terminal is sent from the other terminal after the request
from the mobile terminal to change the address.

4. (Currently amended) The method Method of claim 1 any—es

slaims—i=s, characterized in that the registration request

and/or the reply message is encrypted and/or authenticated by
using the same SA already established.
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5. (Currently amended) The method Methed of claim 1 any-9%

claims—sne, characterized in that the change of addresses in

the secure connection as a result of the request message is

performed by means of a central register of current address

of the terminals belonging to the network.

6. (Currently amended) Teleeemmanieanion—networh—to—pereorm

the—method—oe The method of claim 1 wherein the method

further comnrises Eroviding a telecommunication network that

has any—et—elaims—i-éT—eemsrising at least one mobile

terminal and another terminal and a secure connection defined

between a first address of the mobile terminal and the other

terminal, characterized by means for changing the connection

to be defined between a second address of the mobile terminal

and the other terminal.

7. {Currently amended) Neewesh The method of claim 6,

characterized in that the mobile terminal and the other

terminal forms an end-to—end connection whereby the secure

connection is an IPSec transport connection or IPSec tunnel

connection.

8. {Currently amended) Network The method of claim 6,

characterized in that one of or both of the mobile terminal

and the other terminal is a security gateway protecting one

or more computersr whereby IPSec tunnel mode or IPSec

together with a tunneling protocol is used for the secure

Connection between the mobile terminal and the other

terminal.

9. (Currently amended) Network The method of claim 6,

characterized in that both terminals are mobile terminals.

10. (Currently amended) Network The method of claim 9,
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ehaeaoeeeeeed—in—ehee—ee—tuethe;_ooneaens wherein the method

further uomErieee Broviding a central register of current

locations of the terminals belonging to the network.
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In the Abstract:

Please add the following abstract on a separate

page following the claims:

-*Abstract

The method and network ensure secure forwarding of a message

in a telecommunication network that has at least one first

terminal and another terminal. The first terminal moves frOm

a first address to a second address. A secure connection

between the first address of the first terminal and the other

terminal defining at least the addresses of the two terminals

is established. When the first terminal moves from the first

address to a second address. the connection is changed to be

between the second address and to the other terminal by means

of a request from the first terminal and preferably a reply

back to the first terminal.--
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REMARKS

Reconsideration of the application is respectfully

requested. The specification has been amended to better

conform to US patent practice.

The claims have been amended to better conform to

US patent practice. The claims contain no new matter.

An abstract has been added to a separate page

following the claims. The added abstract contains no new

matter.

The application is submitted to be in condition for

allowanCe, and such action is respectfully requested.

Respectfully submitted.

FASTH LAW OFFICES

MW
Rolf Fasth

Registration No. 36,999

FASTH LAW OFFICES
629 E. BOca Eaton

Phoenix, AZ 85022

Telephone: (602) 993-9099
Facsimile: (602) 942-3364

cc: Paivi Soderman

(Your ref: SOOOSlUS}
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METHOD AND NETWORK FOR ENSURING SECURE FORWARDING 0F

MESSAGES

TECHNICAL FIELD

The method and network of the invention is intended to secure mobile connections in

telecommunication networks. Especially. it is meant for iPSec connections.

TECHNICAL BACKGROUND

An intemetwork is a collection of individual networks connected with intermediate

networking devices and functions as a single large network. Different networks can be

interconnected by routers and other networking devices to create an intemetwork.

A local area network (LAN) is a data netwqu that covers a relatively small geographic

area. It typically connects workstations, personal computers, printers and other

devices. A wide area network (WAN) is a data communication network that covers a

relatively broad geographic area. Wide area networks (WANs) interconnect LANs

across normal telephone lines and. for instance, optical networks; thereby

interconnecting geographically disposed users.

There is a need to protect data and resources from disclosure, to guarantee the

authenticity of data, and to protect systems from network based attacks. More in detail,

there is a need for confidentiality (protecting the contents of data from being read),

integrity (protecting the data from being modified, which is a property that is

independent of confidentiality), authentication (obtaining assurance about the actual

sender of data). reptay protection (guaranteeing that data is fresh. and not a copy of

previousiy sent data). identity protection (keeping the identities of parties exchanging

data secret from outsiders). high availability. i.e. denial-of-service protection (ensuring

that the system functions even when under attack) and access control. lPSec is a
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technology providing most of these, but not all of them. (In particular. identity protection

is not completely handled by iPSec, and neither is denial~of~service protection.)

The IP security protocols (lPSec) provides the capability to secure communications

between arbitrary hosts, e.g. across a LAN, across private and public wide area

networks (WANs) and across the intemet. IPSec can be used in different ways, such

as for building secure virtual private networks. to gain a secure access to a company

network, or to secure communication with other organisations. ensuring authentication

and confidentiality and providing a key exchange mechanism. lPSec ensures

confidentiality integrity, authentication, replay protection, limited traffic flow

confidentiality, limited identity protection, and access control based on authenticated

identities. Even if some applicctions already have built in security protocols, the use of

lPSec further enhances the security.

lPSec can encrypt andlor authenticcte traffic at lP level. Traffic going in to a WAN is

typically compressed and encrypted and traffic coming from a WAN is decrypted and

decompressed. lPSec is defined by certain documents, which contain rules for the

lPSec architecture. The documents that define lPSec, are, for the time being, the

Request For Comments (RFC) series of the internet Engineering Task Force (IETF), in

particular, RFCs 2401-2412.

Two protocols are used to provide security at the IP layer; an authentication protocol

designated by the header of the protocol, Authentication Header (AH), and a combined

encryptionlauthentication protocol designated by the format of the packet for that

protocol, Encapsulating Security Payload (ESP). AH and ESP are however similar

protocols, both operating by adding a protocol header. Both AH and ESP are vehicles

for access control based on the distribution of cryptographic keys and the management

of traffic flows related to these security protocols.

Security association (SA) is a key concept in the authentication and the confidentiality

mechanisms for lP. A security association is a one-way relationship between a sender

and a receiver that offers security services to the traffic carried on it If a secure two-
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way relationship is needed, then two-security associations are required. If ESP and AH

are combined, or if ESP andior AH are applied more than once, the term SA bundle is

used, meaning that two or more SAs are used. Thus, SA bundle refers to one or more

SAs applied in sequence. e.g. by first performing an ESP protection, and then an _AH

protection. The SA bundle is the combination of all SAs used to secure a packet.

The term lPsec connection is used in what follows in place of an lPSec bundle of one

or more security associations. or a pair of I'PSec bundles -— one bundle for each

direction — of one or more security associations. This term thus covers both

unidirectional and bidirectional traffic protection. There is no implication of symmetry

of the directions, i.e.. the algorithms and IPSec transforms used for each direction may

be different.

A security association is uniquely identified by three parameters. The first one. the

Security Parameters Index (SP1). is a bit string assigned to this SA. The SP! is carried

in AH and ESP headers to enable the receiving system to select the SA under which a

received packet will be processed- lP destination address is the second parameter,

which is the address of the destination endpoint of the SA. which may be an end user

system or a network system such as a firewall or a router. The third parameter. the

security protocol identifier indicates whether the association is an AH or ESP security

association.

In each lPSec implementation; there is a nominal security association data base

(SADB) that defines the parameters associated with each SA. A security association

is normally defined by the following parameters. The Sequence Number Counter is a

32-bit value used to generate the sequence number field in AH or ESP headers. The

Sequence Counter Overflow is a flag indicating whether overflow of the sequence

number counter should generate an auditable event and prevent further transmission

of packets on this SA. An Anti-Replay Window is used to determine whether an

inbound AH or ESP packet is a replay. AH information involves information about the
authentication algorithm. keys and related parameters being used with AH. ESP

information involves information of encryption and authentication algorithms, keys.
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initialisation vectors. and related parameters being used with lPSec. The sixth

parameter, Lifetime of this Security Association, is a time—interval andlor byte-count

after which a SA must be replaced with a new SA (and new SPI) or terminated plus an

indication of which of these actions should occur. lPSec Protocol Mode is either tunnel

or transport mode. Path MTU. which is an optional feature. defines the maximum size

of a packet that can be transmitted without fragmentation.

Both AH and ESP support two modes used, tranSport and tunnel mode.

Transport mode provides protection primarily for upper layer protocols and extends to
the payload of an tP packet. Typically, transport mode is used for end—to-end

communication between two hosts. Transport mode may be used in conjunction with a

tunnelling protocol (other that lPSec tunnelling).

Tunnei mode provides protection to the entire lP packet and is generally used for

sending messages through more than two components. although tunnel mode may
also be used for end—to—end communication between two hosts. Tunnel mode is often

used when one or both ends of a SA is a security gateway, such as a firewall or a

router that implements IPSec. iNIth tunnel mode, a number of hosts on networks

behind firewalls may engage in secure communications without implementing lPSec.

The unprotected packets generated by such hosts are tunnetled through external

networks by tunnel mode SAs set up by the lPSec software in the firewall or secure

router at boundary of the local network.

To achieve this, after the AH or ESP fields are added to the 1P packet, the entire
packet plus security fields are treated as the payload of a new outer lP packet with a

new outer IP header. The entire original, or inner, packet traveis through a tunnel from

one point of an lP network to another. no routers along the way are able to examine

the inner lP packet. Because the original packet is encapsulated, the new larger

packet may have totally different source and destination addresses, adding to the

security. In other words, the first step in protecting the packet using tunnel mode is to

add a new IP header to the packet; thus the "lPIpayload" packet becomes
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"IP I IP I payload". The next step is to secure the packet using ESP andlor AH. in case

of ESP, the resulting packet is "IP]ESPIIPIpayload". The whole inner packet is

covered by the ESP andlor AH protection. AH also protects parts of the outer header,

in addition to the whole inner packet.

The lPSec tunnel mode operates e.g. in such a way that if a host on a network

generates an IP packet with a destination address of another host on another network.

the packet is routed from the originating host to a security gateway (SGW), firewall or

other secure router at the boundary of the first network. The SGW or the like filters all

outgoing packets to determine the need for lPSec processing. If this packet from the

first host to another host requires IPSeo, the firewall performs lPSec processing and

encapsulates the packet in an outer IP header. The source IP address of this outer IP

header is this firewall and the destination address may be a firewall that forms the

boundary to the other local network. This packet is now routed to the other hosts

firewall with intermediate routers examining only the outer IP header. At the other host

firewall, the outer IP header is stripped off and the inner packet is delivered to the other

host.

ESP in tunnel mode encrypts and optionally authenticates the entire inner lP packet.

including the inner lP header. AH in tunnel mode authenticates the entire inner IF

packet, including the inner IP header. and selected portions of the outer IP header.

The key management portion of lPSec involves the determination and distribution of

secret keys. The default automated key management protocol for lPSec is referred to

as ISAKMPIOakIey and consists of the Oakley key determination protocol and lntemet

Security Association and Key Management Protocol (ISAKMP). Internet key exchange

(IKE) is a newer name for the [SAKMPIOakIey protocol. IKE is based on the Diffie-

Hellman algorithm and supports RSA signature authentication among other modes-

IKE is an extensible protocol, and allows future and vendor-specific features to be

added without compromising functionality.
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IPSec has been designed to provide confidentiality, integrity, and replay protection for

IP packets. However, lPSec is intended to work with static network topology, where

hosts are fixed to certain subnetworks. For instance, when an lPSec tunnel has been

formed by using Intemet Key Exchange (IKE) protocol, the tunnel endpoints are fixed

and remain constant. If IPSec is used with a mobile host, the IKE key exchange will

have to be redone from every new visited network. This is problematic, because IKE

key exchanges involve computationally expensive Difiie-Hellman key exchange

algorithm calculations and possibly RSA calculations. Furthermore, the key exchange

requires at least three round trips (six messages) if using the IKE aggressive mode

followed by IKE quick mode, and nine messages if using IKE main mode followed by

IKE quick mode. This may be a big problem in high latency networks. such as General

Packet Radio Service (GPRS) regardless of the computational expenses.

In this text, the term mobility and mobile terminal does not only mean physio-I mobility,

instead the term mobility is in the first hand meant moving from one network to

another, which can be performed by a physically fixed terminal as well.

The problem with standard lPSec tunnel end points are that they are fixed. A SA is

bound to a certain IP address, and if it is changed, the existing lF'Sec SA becomes

useless because it has been established by using different endpoint addresses. The

problem has been discussed in the IETF standardisation forum, www.IETF.org,

wherein an idea to support mobility for IPSec ESP tunnels by means of signalling to

update the address of one end after a movement was mentioned by Francis Dupont.

No solutions have however been presented until this date.

The standard Mobile IP protocol provides a mobile terminal with a mobile connection,

and defines mechanisms for performing efficient handovers from one network to

another. However, Mobile IP has several disadvantages. The security of Mobile IP is

very limited. The mobility signalling messages are authenticated, but not encrypted,

and user data traffic is completely unprotected. Also, there is no key exchange

mechanism for establishing the cryptographic keys required for authenticating the

mobility signalling. Such keys need to be typically distributed manually. Finally, the
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current Mobile IP protocol does not define a method for working through Network

Address Translation (NAT) devices.

A way to solve this problem is to use e.g. Mobile IP to handle the mobility of the host.

and use lPSec on top of the static IP address provided by the Mobile lP. Thus, the

lPSeo SAs are bound to static addresses, and the lPSec SAs can survive mobility of

the host. However, this approach suffers from packet size overhead of both Mobile IP

and lPSec tunnels. which can affect performance considerably when using links with

small throughput

The documents that define IP in general are the RFC standards RFC 768, RFC 791,

RFC 7913, RFC 828 and RFC 2460. RFC 2002. RFC 2003, RFC 2131. RFC 3115,

MOBILE lpv4 and IPv6, and DHCPV6 define Mobile lF', lP-lP and DHCP.
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THE OBJECT OF THE INVENTION

The object of the invention is to ensure secure forwarding of messages from and to
mobile terminals by avoiding the problems of prior art.

SUMMARY OF THE INVENTION

The method and network of the invention is to ensure secure forwarding of a message
in a telecommunication network, comprising at least one first terminal and another

terminal. In the method, the first terminal moves from a first address to a second

address. A secure connection between the first address of the first terminal and the

other terminal defining at least the addresses of the two terminals is established. The

first terminal moves from the first address to a second address. The connection is

changed to be between the second address and the other terminal by means‘of a

request from the first terminal and preferably. a reply back to the first terminal.

In the invention, the first terminal is movable from one network to another. Such a
terminal an physically be a mobile terminal or a fixed terminal.
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The secure connection is an lPSec connection established by forming one or more

message can be protected eg. by lPSec encryption andlor authentication. possibly
using the same lPSec SA that is used for traffic protection purposes.

In general, registration request and registration reply are Mobile IP terms while the

invention is not bound to Mobile IP. In the invention. the terms request and reply are
used in the generic sense, and may or may not be related to Mobile 1P.

The method of the invention can be used in different kinds of networks. If the first

terminal and the other terminal form an end—to-end connection, the secure connection

may be an lPSec tunnel mode or transport mode connection. Furthermore, one of or

both of the first terminal and the other terminal can be a security gateway protecting
one or more computers, whereby lPSec tunnel mode, or lPSec transport mode

together with a tunnelling protocol (such as Layer2 Tunnelling Protocol, L2TP), is used
for the secure connection between the first terminal and the other terminal.

If both terminals are mobile. a special solution is required for the situation when both
terminals move simultaneously in case of a so willed "double jump" situation. This
solution can be implemented e.g. by using a centralised registry of current locations of

hosts, although other solutions exist for the problem. However, the "changeable" lPSec
tunnel or transport mode SAs of the invention could be used in that case, too.

The applicant has solved the above problems of prior art by defining a signalling
mechanism that allows an existing lPSec security association. that is, the symmetric
encryption and authentication algorithms used for packet processing, along with their
keys and other parameters, to be moved from one network to another. To be more
precise, an existing lPSec tunnel endpoint can be moved in the invention from one

point of attachment to another. For instance, an lPSec tunnel established between

addresses A and X tunnel can be changed by using the defined signalling to be

between addresses 3 and X, using only a single round trip for signalling (2 messages),
or half a round trip (1 message, if a reply message is not used) for signalling. The
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solution requires minimal computational overhead compared to Diffie—Hellman or

strong authentication calculations.

The signalling mechanism is preferably similar to the one in Mobile IP. Le. a

registration request (RREQ) is sent to the other end of the SA followed by a

registration reply (RREP) back to the sender of the RREQ message. both of which are

extensible for future features and optional attributes. The RREOJRREP message pair

is sent from the new network. and once property authenticated, the sender IPSec

tunnel endpoint is updated from the old network to the new network.

In case the security association used for protecting user traffic is also used for

signalling purposes. the reception of the RREQ message by the other end of the SA

requires a change in a normal lPSec implementation to accept a packet that appears

to belong to a certain lPSec tunnel. but comes from a wrong address (la. the tunnel is

currently between A and X. and the RREQ comes from address B). This is only

necessary for the RREQ message. Such an implementation is provided by the

invention; it is necessary to modify lPSec if lPSec is used for the RREQIRREP

signalling. In that case, it is required specifically for processing of the RREQ and

RREP messages. if the reply message is to be used.

The request message may update a set of security associations, for instance, a single

security association. a security association bundle. an lPSec connection, a group of

lPSec connections; or'any combinations of these. In practice. it is useful to update

either a single lPSec connection or a group of lPSec connections. The latter may be

important if separate lPSec connections are used for different kinds of traffic. A single

request message can then update all (or a certain set) of such connections to a new

address. instead of requiring separate requests for each lPSec connection. In the

following. the case of updating a single lPSec connection is discussed. without limiting

the invention to this behaviour. ‘ .-

Another method of performing the signalling is to use a separate protocol. The protocol

should preferably provide encryption andlor authentication of the signalling messages.
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The IKE protocol already has messages defined for 9.9. deleting lPSec SAs. One

method of providing the necessary signalling would be by adding a new IKE

notification message type that requests a change in an existing IPSec SA. Such a

message should provide its own encryption andlor authentication to avoid requiring an

“(E connection set up from the new address, which would require extra messaging.

IP version 4 (va4) is the currently widely deployed Internet Protocol version. its major

disadvantage is the small number of unique. public iP addresses. lP version 6 (vaS)

has a much larger address space. Which fixes the most important va4 problem known

today. va6 also changes some other things in the Internet Protocol. for example, how

fragmentation of packets is done. but these changes are quite small. Most protocols

have separate definitions on how they are used Within the IPv4 and the IPv6 context.

For instance. there are separate versions of IPSec and Mobile IP for use with in4 and

va6. However, such modifications to protocols are quite small, and do not usually

change the essentials of the protocols significantly. The invention can be applied to

both va4 and IPv6.

In the following, the invention is further described by means of figures and some

examples. The intention is not to restrict the invention to the details of the following

description or to the details of protocols such as the lPSec and ”(E protocols which

might be changed in the future.

FIGURES

Figure 1 illustrates an example of a telecommunication network to be used in the

invention.

Figure 2 illustrates a second example of a telecommunication network to be used in

the invention.
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Figure 3 illustrates a third example of a telecommunication network to be used in the

invention.

Figure 4 describes the prior art solution to enable mobility for IPSec connections.

Figure 5 describes the method of the invention to enable mobility for lPSec‘
connections.

DETAILED DESCRIPTION

Figure 1 illustrates an example of a telecommunication network to be used in the

invention. Thus. in figure 1, computer 1 may be a client computer and computer 2 a

destination computer, to which the secure messages are sent in the invention by

means of an IPSec tunnel established between computer 1 and computer 2. Computer

2 might be a security gateway for a third computer 3. Then. the messages sent from

computer 2 to computer 3 are sent in plaintext. The security gateway can be a

common security gateway for e.g. a company LAN, whereby there are several

computers in the LAN protected by computer 2. The other protected computers are not

shown in figure 1, but naturally, the invention covers also such networks.

The network of figure 2 otherwise corresponds to that of figure 1. but in figure 2 also

computer 1 is a security gateway, e.g. for computer 4. Also here. the secufity gateway

1 can be a common security gateway for e.g. a company LAN. whereby there are

several computers in the LAN protected by computer 1. The other protected computers

are not shown in figure 2. But naturally. the invention covers also such networks. The

messages between security gateway 1 and the computers it protects are sent in

plaintext as the lPSec tunnel only exist between computers 1 and 2.

The network of figure 3 is a network, wherein the lPSec messages are sent between

an end-to—end connection between two computers 1, 2 only whereby IPSec transport

mode can be used instead of tunnel mode.
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Figure 4 describes the prior art solution to enable mobility for lPSec connections. As a

diagram. this is the standard lPSec procedure when establishing a tunnel between

addresses A and X. and then B and X.

The protocol begins with the lKE main mode requin'ng 6 messages in total, see steps

1a - 6a in figure 4. The protocol involves strong user authentication, policy negotiation

and the use of the Diffie—Hellman algorithm. Any other IKE phase 1 mode might of

course be used as an alternative. Another approach to minimise the number of

message exchanges would be to avoid IKE phase 1 and perform only the IKE quick

mode (3 messages). However, IKE phase 1 is associated with IP addresses (along

with other identifying information). A modified implementation might ignore lP

addresses when processing IKE messages. and thus be able to maintain IKE phase 1

state between connection points.

The protocol then continues with IKE quick mode requiring 3 messages in total (steps

7a — 9a in figure 4). Quick mode includes lPSec policy negotiation and optionally the

use of the Dime-Hellman algorithm. An alternative IKE phase 2 exchange coilld of

course be used instead of quick mode.

At this point the tunnel has been established between addresses A and X. 9 messages

have been used along with the computational expense (each Diffie-Hellman

computation may take hundreds of milliseconds, for instance, depending on the host),

also the roundtrip times being considerable (sz = 4.5 roundtrips. with a roundtrip time

of 500 ms this is 2.25 seconds for latency alone).

The movement of the mobile terminal to address B causes full re-negotiation and again

IKE main mode requires 6 messages in total (steps to -6b in figure 4), strong user

authentication, policy negotiation, and optionally the use of the Diffie-Hellman

algorithm.

The use of the protocol continues with IKE quick mode requiring 3 messages total

(steps 7b - 9b).
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The tunnel between addresses 8 and X is now complete.

Figure 5 describes the method of the invention. To establish the tunnel between

address A and host X. IKE main mode is again used requiring 6 messages in total

(steps is - 63 in figure 5) as in figure 4 including strong user authentication, policy

negotiation and the use of the Diffie—Hellman algorithm.

Then IKE quick mode is again used requiring 3 messages in total (steps 7a - 9a in

figure 5). The quick mode includes lPSec policy negotiation, and optionally the use of

the Diffie—Hellman algorithm.

Again, IKE main mode may be replaced by any other IKE phase 1 mode, and “(E

quick mode by any other IKE phase 2 mode.

At this point the tunnel has been established between addresses A and X. 9 messages

have been used along with the computational expense.

In the invention. movement to address B requires only a single round trip, when using

registration request messages to be sent from the mobile terminal, when it moves from

address A to address B. In signal 10a of figure 5. which is sent from the mobile

terminal to the other end of the established IPSec tunnel when it has moved to address

B. a request for registration (RREQ) of the new address is sent Preferably. a reply

message (RREP) is sent (step 11a) from the host to confirm the address change. Both

signals 10a and 11a can be encrypted andlor authenticated. The encryption andlor

authentication is preferably performed by using IPSec. in which case it is preferable to

use the same lPSec SA for protecting both data and registration traffic.

11a is optional in the invention. The preferable encryption method is lPSec, preferably

with the modified reception processing described previously. However. the exact

method of signalling is not important, the essence is to carry over the lPSec SA to the

new connection point.
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The SA that existed between addresses A and X has now been changed to be

between addresses B and X and is now complete. The next time the mobile terminal

sends a message, host 2 in figure 1 - 3 is able to properly handle lPSec packets that

come from address B and vice versa. Traffic can now flow inside the tunnel as normal

with lPSec.

Any further movement from network to another can be accomplished with a similar

exchange of signalling message(s). The lPSec SA does not need to be re—established

until the lifetime of the SA has been exhausted.

The invention requires half a roundtrip if only a request message is used without a

reply, and one roundtrip of the reply message is used.

The example describes the tunnel mode of lPSec, but transport mode can also be

used. lPSec tranSpcrt mode connections in examples can be replaced with lPSec

tunnel mode connections and vice versa. lPSec transport mode combined with an

extemal tunnelling protocol. such as the Layer 2 Tunnelling Protocol (L2TP), is a

replacement for lPSec tunnel mode with regards to functionality.

The implementation may optimise the start of t.'aftic flows with regard to message We

(and optionally 11a); e.g. after sending 103. the client may directly send lPSec-

protected traffic. This essentially makes the handover latency zero, although it requires

more complicated processing if the message 10a is lost while being delivered.

However, the essential part of the invention is that it is possible to make the invention

provide essentially zero-latency handover for client—to—server traffic. and half a

roundtrip latency for server-to client traffic.

Different network topologies can, of course. be used in the invention. For instance in

figure 1. the connection between hosts 2 and 3 may use lPSec transport or tunnel

mode, instead of being plaintext, etc.
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CLAIMS

'1. Method for ensuring secure forwarding of a message in a telecommunication

network. comprising at least one mobile terminal and another terminal, in which

method the mobile terminal moves from a first address to a second address.

characterizedby

a) establishing a secure connection between the first address of the mobile

terminal and the other terminal defining at least the addresses of the two

terminals,

b) the mobile terminal moving from the first address to a second address.

c) changing the connection to be between the second address and the other

terminal by means of a request message from the mobile terminal to the other

terminal to change the address of the secure connection to the second address.

Method of claim 1, c h a r a c t e r i z e d in that, the secure connection is

established in step a) by forming a Security Association (SA) using the lPSec

protocols.

Method of claim 1 or 2, c h a r a ct e r i z e d in that in step c) a reply back to the

mobile terminal is sent from the other terminal after the request from the mobile

terminal to change the address.

Method of any of claims 1 — 3, c h a r a ct e r i z e cl in that the registration request

andlor the reply message is encrypted andlor authenticated by using the same SA

already established.

Method of any of claims 1 — 4, c h a r a c t e r_i z e din that the change of

addresses in the secure connection as a 'result of the request message is '

performed by means of a central register of current address of the terminals

belonging to the network.
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6. Telecommunication network to perform the method of any of claims 1 - 5,

comprising at least one mobile terminal and another terminal.

7. Network of claim 6. c h a r a ct e r i z e d in that the mobile terminal and the other

5 terminal forms an end-to—end connection, whereby the secure connection is an

lPSec transport connection or lPSec tunnel connection.

8. Network of claim 6, c h a r a c t e rt 2 e d in that one of or both of the mobile
terminal and the other terminal is a security gateway protecting one or more

10 computers. whereby lPSec tunnel mode or lPSec together with a tunnelling

protocol is used for the secure connection between the mobile terminal and the
other terminal.

9. Network of claim 6, c h a r a c t e r i z e d in that both terminals are mobile

15 terminals.

10. Network of claim 9, c h a r a c t e r i z e d in that it further contains a central

register of current locations of the terminals belonging to the network.

.....
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ABSTRACT

The invention is concerned with a method and a network to ensure secure forwarding

of a message in a telecommunication network, comprising at least one first terminal

and another terminal. In the method. the first terminal moves from a first address to a

second address. A secure connection between the first address of the first terminal

and the other terminal defining at least the addresses of the two terminals is

established. When the first terminal moves from the first address to a second address,

the connection is changed to be between the second address and the other terminal

by means of a request from the first terminal and preferably. a reply back to the first

terminal.

10

FIG. 2
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language in which the international application was tiled, unless othemrise indicated under this item. '

These elements were available or furnished to this Authority in the following language: , which is:

El the language of a translation furnished for the purposes of the international search (under Flule 23.1 (b)).

I] the language of publication of the international application (under Rule 48.3(b)).

U the language of a translation furnished for the purposes of international preliminary examination {under
Ftule 55.2 andrbr 55.3).

With regard to any nucleotide andbr amino acid etiquence disclosed in the intemationai application. the
international preliminary examination was carried out on the basis of the sequence listing:

contained in the international application in written form.

filed together with the international application in computer readable form.

furnished subsequently to this Authority in written form.

furnished subsequently to this Authority in computer readable form.

The statement that the subsequently furnished written sequence listing does not go beyond-the disclosure
in the international application as tiled has been furnished.

The statement that the information recorded in computer readable form is identical tothe written sequence
listing has been furnished.

ElEIDEIEIEI
The amendments have resulted in the cancellation of:

El the description. pages:

El the claims, Nos:

El the drawings, sheets:

Form Pompeii/409 (July19991
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5. III This report has been established as if (some of) the amendments had not been made. since they hava
been considered to go beyond the disclosure as filed (Flula 70.2(c)}.

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to thisreport.

6. Additional observations. it necessary:

V. Heasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

1 . Statement

Novelty (N) Yes: Claims 1 -1 0
No: Claims

Inventive step (IS) Yes: Claims
No: Claims 1 -1 0

Industrial applicability (1A) Yes: Claims 1-1 0
No: Claims

2. Citations and explanations

see separate sheet

Forrn museums (July 1 999)
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V. REASONED STATEMENT UNDER RULE 66.2(A)(n) wrru REGARD To NOVELTY, INVENTIVE
sTEP AND INDUSTRIAL APPLICABILITY

1. The doctrments cited in the intemational Search Report will be hereinafter referred
to as D1»D5, taken in the order in which they appear in the Search Report.

2. Due to the broad formulation of its subject-matter, method claims 1 does not

comply with the dispositions set out in Articles 33 (1), (3) PCT regarding inventive
step.

3. Document Di, in fact, discloses (see passages cited in the Search Report),
according to the main features of claim 1. a method for ensuring secure
forwarding of a message (existing security association) in a telecommunication
network whereby a mobile terminal, which already has a secure connection with
another terminal, moving from a first address to a second address sends a

request message to the other terminal to change the address of the already
established secure connection to the second address (existing security
association is re-estabiished when a communication handover eventoccurs in a

radio communications system by a challenge/response procedure).

The wording of claim 1 is much too general, so that the subject-matter of the claim

is already known, in all essential aspects, from document D1; therefore, a skilled
person in telecommunications networks, being aware of the disclosure" of D1 can.

apply common general knowledge of the art e - clai 1 w i e u'r s
eae estoc eth addres ent ea dressha tab ch

becagse the cgnnegtion i5 changed, appeag tg be a, gimme and obvious star;
to e 0 "lie in t e art w uld wi o t e ercise fan ' ve tiv

agivity) and arrive at the method of claim 1.

The mobile terminal in the present application moves from a first address to a

second address (claim 1, b)), i.e. "the first terminal is movable from one network to
another" (see description page 12, line 18), whereas the mobile terminal in

document Di moves from an access point and another access point. The secure
connection is in both cases between two terminals one of them is moving. The
wording of the claim is so bread that the secure connection disclosed in D1 is

also covered by the method for ensuring secure fonrvarding of a message

Form PCTISeparate ShsalMDS (Sheet 1) (EPO—April 1997)
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presently on file. Even if there were differences between the disclosure of the
present application and that of Di, as argued by the Applicant, these differences
are not included in claim 1 as amended.

3. A similar discussion concerning inventive step could also be started from prior art
document D2. arriving at the same conclusion. indeed. this document cited in the
lntemational Search Fteport also appears to be relevant for the subjectvmatter
presently claimed.

4. The independent claim 6 cannot be accepted in the present amended form,
because it does not contain all the essential technical apparatus features
which in combination define the invention. Article 6 PCT.

The reference to the claimed method can only be interpreted as an arrangement ‘
suitable for carrying out the claimed method, without this reference itself defining
the apparatus features necessary therefor. Cleim Q should therefore explieitly

ate se‘ i tres lve' ie. us '0 re ' 0
reference only to the metheg cleims. . . .
Such an amended apparatus claim corresponding, in terms of apparatus features,
to method claim 1. would however the same problems related to the lack of
inventive step already stated with regard to claim 1 presently on file.

5. Dependent claims 2 to 5 and 7 to 10 do not appear to contain any additional
features which, in combination with the features of any claim to which they refer,
involve an inventive step for the following reasons: the subject-matter of said
claims is either directly derivable from prior art documents 01 ~05 (and in
particular from documents 01 andfor DZ) or represent minor design details
generally known in the field of secure mobile connections in telecommunications
networks.

The subject-matter of dependent claims 2 to 5 and 7 to 10 therefore does not
involve an inventive step so that these claims do not comply with the dispositions
set out in Articles 33 (1 ) and (3) PCT.

6. a) The claims should have been mm drafted in the two part form

sun-meme sneemoe (Sheet 2) (er-cram 1997)
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required by Rule 6.2 (b) PCT.

b) The prior art documents D1~D5 should have been correctly acknowledged in
the description and the state of the art disclosed therein should have been

briefly discussed in the opening part of the description, Ftule 5.1 (a) (ii) PCT.

c) The abbreviation"SA" in claim 2 is not a reference sign and should not be

included in the claim in parentheses but after a comma ("...Security
Association, SA, using ...).

d) The abbreviation "lPSec" used in claims 7 and 8 should also be defined in .

the claims by "...IP security protocols. lPSec, ...".

Form PCTfSeparala SheaU‘IOQ (Sheet 3] (EPO—April 1997)
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METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF

MESSAGES

 

 

5 TECHNICAL FIELD

The method and network of the invention is intended to secure mobile connections in

telecommunication networks. Especially. it is meant for IPSec connections.

10

TECHNICAL BACKGROUND

An intemetwork is a collection of individual networks connected with intermediate

networking devices and functions as single large network. Different networks can be

15 interconnected by routers and other networking devices to create an intemetwork
{IE-4W— -_

A local area network (LAN) is a data network that covers a relatively small geographic ,3..-

area. It typically connects workstations. personal computers. printers and other ' '
devices. A wide area network (WAN) is a data communication network that covers a

20 relatively broad geographic area. Wide area networks (WANs) interconnect LANs

across normal telephone lines and. for instance. optical networks; thereby

interconnecting geographically disposed users.

There is a need to protect data and resources from disclosure. to guarantee the
25 authenticity of data. and to protect systems from network based attacks. More in detail.

there is a need for confidentiality (protecting the contents of data from being read).

integrity (protecting the data from being modified. which is a property that is

independent of confidentiality). authentication (obtaining assurance about the actual

sender of data). replay protection (guaranteeing that data is fresh. and not a copy of

30 previously sent data). identity protection (keeping the identities of parties exchanging
data secret from outsiders). high availability. i.e. denial—of—service protection (ensuring

that the system functions even when under attack) and access control. IPSec is a
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technology providing most of these, but not all of them. (In particular. identity protection

is not compietely handled by IPSec, and neither is denial—of-service protection.)

The IP security protocols (lPSec) provides the capability to secure communications

between arbitrary hosts. e.g. across a LAN. across private and public wide area

networks (WANs) and across the internet. IPSec can be used in different ways, such

as for building secure virtual private networks. to gain a secure access to a company

network, or to secure communication with other organisations. ensuring authentication

and confidentiality and providing a key exchange mechanism. IPSec ensures

confidentiality integrity. authentication, replay protection. limited traffic flow

confidentiality, limited identity protection. and access control based on authenticated

identities. Even if some applications already have built in security protocols. the use of

IPSec further enhances the security.

IPSec can encrypt andror authenticate trafiic at IP level. Traffic going in to a WAN is

typically compressed and encrypted and traffic coming from a WAN is decrypted and

decompressed. IPSec is defined by certain documents. which contain rules for the
IPSec architecture. The documents that define IPSec. are, for the time being, the

Request For Comments (RFC) series of the lntemet Engineering Task Force (IETF). in

particular, RFCs 2401-2412.

Two protocols are used to provide security at the IP layer, an authentication protocol

designated by the header of the protocol. Authentication Header (AH), and a combined

encryptionl'authentication protocol designated by the fennel of the packet for that
protocol. Encapsulating Security Payload (ESP). AH and ESP are however similar

protocols. both operating by adding a protocol header. Eloth AH and ESP are vehicles
for access control based on the distribution of cryptographic keys and the management

of traffic flows related to these security protocols.

Security association (SA) is a key concept in the authentication and the confidentiality

mechanisms for lP. A security association is a one-way relationship between a sender

and a receiver that offers security services to the traffic carried on it. If a secure two-
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way relationship is needed. then two security associations are required. If ESP and AH

are combined, or if ESP andlor AH are applied more than once, the term SA bundie is

used, meaning that two or more SAs are used. Thus. SA bundle refers to one or more

SAs applied in sequence. eg. by first performing an ESP protection, and then an AH

protection The SA bundle is the combination of all SAs used to secure a packet.

The term lPsec connection is used in what follows in place of an lPSec bundle of one

or more security associations, or a pair of lPSec bundles '— one bundle for each
direction — of one or more security associations. This term thus covers both

unidirectional and bi-directional traffic protection. There is no implication of symmetry

of the directions. i.e.. the algorithms and IPSec transforms used for each direction may

be different.

A security association is uniquely identified by three parameters. The first oneI the

Security Parameters Index (SPl), is a bit string assigned to this SA. The SPl is carried

in AH and ESP headers to enable the receiving system to select the SA under which a

received packet will be processed. IP destination address is the second parameter,

which is the address of the destination and point of the SA, which may be an end user

system or a network system such as a firewall or a router. The third parameter. the

security protocol identifier indicates whether the association is an AH or ESP security
association.

In each IPSec implementation, there is a nominal security association data base

(SADB) that defines the parameters associated with each SA. A security association

is normally defined by the following parameters. The Sequence Number Counter is a

32-bit value used to generate the sequence number field in AH or ESP headers. The

Sequence Counter Overflow is a flag indicating whether overflow of the sequence

number ocunter should generate an auditable event and prevent further transmission

of packets on this SA. An Anti-Replay \Mndow is used to determine whether an

inbound AH or ESP packet is a replay. AH information involves information about the

authentication algorithm, keys and related parameters being used with AH. ESP

information involves irfionnation of encryption and authentication algorithms, keys.
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initialisation vectors, and related parameters being used with IPSec. The sixth

parameter, Lifetime of this Security Association, is a time-interval andior byte-count

after which a SA must be replaced with a new SA (and new SPI) or terminated plus an

indication of which of these actions should occur. lPSec Protocol Mode is either tunnel

or transport mode. Path MTU, which is an optional feature, defines the maximum size

of a packet that can be transmitted without fragmentation,

Both AH and ESP support two modes used, transport and tunnel mode.

Transport mode provides protection primarily for upper layer protocols and extends to

the payload of an IP packet. Typically, transport mode is used for end-to—end

' communication between two hosts. Transport mode may be used in conjunction with a

tunnelling protocol (other that lPSec tunnelling).

Tunnel mode provides protection to the entire IP packet and is generally used for

sending messages through more than two components. although tunnel mode may

also be used for end-to-end communication between two hosts. Tunnel mode is often

used when one or both ends of a SA is a security gateway, such as a firewall or a

router that implements lPSec. With tunnel mode. a number of hosts on networks

behind firewalls may engage in secure communications without implementing lPSec.

The unprotected packets generated by such hosts are tunnelled through external

networks by tunnel mode SAs set up by the iPSec software in the firewall or secure

router at boundary of the local network.

To achieve this, after the AH or ESP fields are added to the IP packet, the entire

packet plus security fields are treated as the payload of a new outer IP packet with a

new outer lP header. The entire original. or inner, packet travels through a tunnel from

one point of an IP network to another: no routers along the way are able to examine

the inner IP packet; Because the original packet is encapsulated, the new larger

packet may have totally different source and destination addresses, adding to the

security. In other words, the first step in protecting the packet using tunnel mode is to

' add a new IP header to the packet; thus the "lPIpayload" packet becomes
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"IP | lPIpaonad". The next step is to secure the packet using ESP andior AH. In case

of ESP. the resulting packet is "tPIESPIlPIpayload". The whole inner packet is

covered by the ESP andlor AH protection- AH also protects parts of the outer header.

in addition to the whole inner packet.

The lPSec tunnel mode operates e.g. in such a way that if a host on a network

generates an IP packet with a destination address of another host on another network,

the packet is routed from the originating host to a security gateway (SGW). firewall or

other secure router at the boundary of the first network. The SGW or the like filters all

outgoing packets to determine the need for lPSeo processing. if this packet from the

first host to another host requires lPSec. the firewall performs lPSec processing and

encapsulates the packet in an outer lP header. The source IP address of this outer IP

header is this firewall and the destination address may be a firewall that forms the

boundary to the other local network This packet is now routed to the other host's

firewall with intermediate routers examining only the outer lP header. At the other host

firewall. the outer IP header is stripped off and the inner packet is delivered to the other

host.

ESP in tunnel mode encrypts and optionally authenticates the entire inner IP packet,

including the inner lP header. AH in tunnel mode authenticates the entire inner IP

packet, including the inner IP header, and selected portions of the outer IP header.

The key management portion of IPSec involves the determination and distribution of

secret keys. “the default automated key management protocol for lPSec is referred to

as ISAKMPIOakley and consists of the Oakley key deten’nination protocol and lntemet

Security Association and Key Management Protocol (ISAKMP). lntemet key exchange

(IKE) is a newer name for the ISAKMPIOakley protocol. IKE is based on the Dittie-

Hellman algorithm and supports RSA signature authentication among other modes.

IKE is an extensible protocol. and allows future and vendor-specific features to be

added without compromising functionality.
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IPSec has been designed to provide confidentiality, integrity, and replay protection for

IP packets. However, IPSec is intended to work with static network topology, where

hosts are fixed to certain subnetworks. For instance. when an IPSec tunnel has been

formed by using Internet Key Exchange (IKE) protocol. the tunnel endpoints are fixed

and remain constant. If IPSec is used with a mobile host, the IKE key exchange will

have to be redone from every new visited network. This is problematic, because IKE

key exchanges involve computationally expensive Billie-Hellman key exchange

algorithm calculations and possibly RSA calculations. Furthermore, the key exchange

requires at least three round trips (six messages) if using the IKE aggressive mode

followed by “(E quick mode. and nine messages if using lKE main mode followed by

IKE quick mode. This may be a big problem in high latency networks, such as General

Packet Radio Service (GPRS) regardless of the computational expenses.

In this text. the term mobility and mobile terminal does not only mean physical mobility.

instead the term mobility is in the first hand meant moving from one network to

another, which can be performed by a physically fixed terminal as well.

The problem with standard IPSec tunnel end points are that they are fixed. A SA is

bound to a certain IP address, and if it is changed. the existing IPSec SA becomes

useless because it has been established by using different endpoint addresses. The

problem has been discussed in the IETF standardisation forum, www.IETF.org,

wherein an idea to support mobility for IPSec ESP tunnels by means of signalling to

update the address of one end after a movement was mentioned by Francis Dupont.

No solutions have however been presented until this date.

The standard Mobile IP protocol provides a mobile terminal with a mobile connection,

and defines mechanisms for performing efficient handovers from one network to

another. However, Mobile IP has several disadvantages. The security of Mobile IP is

very limited. The mobility signalling messages are authenticated, but not encrypted,

and user data traffic is completely unprotected. Also, there is no key exchange

mechanism for establishing the cryptographic keys required for authenticating the

mobility signalling. Such keys need to be typically distributed manually- Finally. the
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current Mobile IP protocol does not define a method for working through Network

Address Translation (NAT) devices.

A way to solve this problem is to use 9.9. Mobile IP to handle the mobility of the host.

5 and use IPSec on top of the static IP address provided by the Mobile IP. Thus. the

IPSec SAs are bound to static addresses. and the IPSec SAs can survive mobility of

the host. However. this approach suffers from packet size overhead of both Mobile IP

and IPSec tunnels. which can affect performance considerably when using links with

small throughput.
10

The documents that define IP in general are the RFC standards RFC 768. RFC 791.

RFC 793. RFC 826 and RFC 2460. RFC 2002. RFC 2003. RFC 2131. RFC 3115.

MOBILE Ipv4 and IPv6. and DHCPV6 define Mobile IP. IP—IP and DHCP.

15
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THE OBJECT OF THE INVENTION

The object of the invention is to ensure secure forwarding of messages from and to

mobile terminals by avoiding the problems of prior art.

SUMMARY OF THE INVENTION

The method and network of the invention is to ensure secure forwarding of a message

in a telecommunication network, comprising at least one first terminal and another

terminal. In the method. the first terminal moves from a first address to a second

address. A secure connection between the first address of the first terminal and the

other terminal defining at least the addresses of the two terminals is established. The

first terminal moves from the first address to a second address. The connection is

changed to be between the second address and the other terminal by means of a

request from the first terminal and preferably. a reply back to the first terminal.

In the invention. the first terminal is movable 'from one network to another. Such a

terminal can physically be a mobile terminal or a fixed terminal.

0091



0092

10

15

20

25

30

W0 031030487 . .‘CTIFIMIOWT‘ID

12

The secure connection is an lPSec connection established by forming one or more

Security Associations (3A3) using the lPSec protocols. The request andlor the reply

message can be protected eg. by lPSec encryption andlor authentication. possibly

using the same lPSec SA that is used for traffic protection purposes.

In general, registration request and registration reply are Mobile IP terms while the

invention is not bound to Mobile IP. In the invention. the terms request and reply are

used in the generic sense. and may or may not be related to Mobile IP.

The method of the invention an be used in different kinds of networks. It the first

terminal and the other terminal form an end-to—end connection. the secure connection

may be an lPSec tunnel mode or transport mode connection. Furthermore. one of or

both of the first terminal and the other terminal can be a security gateway protecting

one or more computers. whereby lPSec tunnel mode. or lPSec transport mode

together with a tunnelling protocol (such as Layer 2 Tunnelling Protocol. L2TP). is used

for the secure connection between the first terminal and the other terminal.

If both terminals are mobile. a special solution is required for the situation when both

terininals move simultaneously in case of a so called "double jump" situation. This

solution can be implemented e.g. by using a centralised registry of current‘locations of

hosts. although other solutions exist for the problem. However. the "changeable" lPSec

tunnel or transport mode SAs of the invention could be used in that case. too.

The applicant has solved the above problems of prior art by defining a signalling

mechanism that allows an existing lPSec security association. that is, the symmetric

encryption and authentication algorithms used for packet processing. along with their

keys and other parameters. to be moved from one network to another. To be more

precise. an existing lPSec tunnel endpoint can be moved in the invention from one

point of attachment to another. For instance, an lPSec tunnel established between

addresses A and X tunnel can be changed by using the defined signalling to be

between addresses B and X. using only a single round trip for signalling (2 messages).

or half a round trip (1 message. if a reply message is not used) for signalling- The
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solution requires minimal computational overhead compared to Diffie-Hellrnan or

strong authentication calculations.

The signalling mechanism is preferably similar to the one in Mobile IP. Le. a

registration request (RREQ) is sent to the other end of the SA followed by a

registration reply (RREP) back to the sender of the RREQ message, both of Which are
extensible for future features and optional attributes. The RREQIRREP message pair

is sent from the new network. and once properly authenticated, the sender lPSec

tunnel endpoint is updated from the old network to the new network.

In case the security association used for protecting user trafiic is also used for

signalling purposes. the reception of the RREQ message by the other end of the SA

requires a change in a normal lPSec implementation to accept a packet that appears

to belong to' a certain lPSec tunnel. but comes from a wrong address (is- the tunnel is

currently between A and X. and the RREQ comes from address B). This is only

necessary for the RREQ message. Such an implementation is provided by the

invention; it is necessary to modify lPSec if lPSec is used for the RREQIRREP

signalling. In that case, it is required specifically for processing of the RREQ and

RREP messages. if the reply message is to be used.

The request message may update a set of security associations. for instance. a single

security association. a security association bundle, an lPSec connection. a group of

lPSec connections. or any combinations of these. In practice, it is useful to update

either a single lPSec connection or a group of lPSec connections. The latter may be

important if separate lPSec connections are used for different kinds of traffic. A single

request message can then update all (or a certain set) of such connections to a new

address. instead of requiring separate requests for each lPSec connection. in the

following. the case of updating a single lPSec connection is discussed. without limiting

the invention to this behaviour. -

Another method of performing the signalling is to use a separate protocol. The protocol

should preferably provide encryption andlor authentication of the signalling messages.
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The IKE protocol already has messages defined for e.g. deleting lPSec SAs. One

method of providing the necessary signalling would be by adding a new IKE

notification message type that requests a change in an existing IPSec SA. Such a

message should provide its own encryption andlor authentication to avoid requiring an

IKE connection set up from the new address. which would require extra messaging.

IP version 4 (IPv4) is the currently widely deployed lntemet Protocol version. Its major

disadvantage is the small number of unique. public IP addresses. IP version 6 (IPv6)

has a much larger address space, which fixes the most important IPv4 problem known

today. IPv6 also changes some other things in the Internet Protocol, for example, how

fragmentation of packets is done. but these changes are quite small. Most protocols

have separate definitions on how they are used within the IPv4 and the vaG context.

For instance, there are separate versions of lPSec and Mobile IP for use with IPv4 and

IPv6. However. such modifications to protocols are quite small. and do not usually

change the essentials of the protocols significantly. The invention can be applied to

both IPv4 and IPv6.

In the following. the invention is further described by means of figures and some

examples. The intention is not to restrict the invention to the details of the following

description or to the details of protocols such as the lPSec and IKE protocols which

might be changed in the future.

FIGURES

Figure 1 illustrates an example of a telecommunication network to be used in the

invention.

Figure 2 illustrates a second example of a telecommunication network to be used in

the invention.
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Figure 3 illustrates a third example of a telecommunication network to be used in the
invention.

Figure 4 describes the prior art solution to enable mobility for IPSec connections.

Figure 5 describes the method of the invention to enable mobility for IPSec

connections.

DETAILED DESCRIPTION

Figure 1 illustrates an example of a telecommunication network to be used in the

invention. Thus. in figure 1, computer 1 may be a client computer and computer 2 a

destination mmputer. to which the secure messages are sent in the invention by

means of an lPSec tunnel established between computer 1 and computer 2. Computer

2 might be a security gateway for a third computer 3. Then. the messages sent from

computer 2 to computer 3 are sent in plaintext. The security gateway can be a

common security gateway for e.g. a company LAN. whereby there are several

computers in the LAN protected by computer 2. The other protected computers are not

shown in figure 1, but naturally, the invention covers also such networks.

The network of figure 2 otherwise corresponds to that of figure 1, but in figure 2 also

computer 1 is a security gateway, e.g. for computer 4. Also here. the security gateway

1 can be a common security gateway for e.g. a company LAN, whereby there are

several computers in the LAN protected by computer 1. The other protected computers

are not shown in figure 2. But naturally, the invention covers also such networks. The

messages between security gateway 1 and the computers it protects are sent in

plaintext as the lPSec tunnel only exist between computers 1 and 2.

The network of figure 3 is a network. wherein the lPSec messages are sent between

an end-to-end connection between two computers 1. 2 only whereby lPSec transport

* mode canbe used instead of tunnel mode.
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Figure 4 describes the prior art solution to enable mobility for lPSec connections. As a

diagram. this is the standard lPSec procedure when establishing a tunnel between

addresses A and X. and then B and x-

The protocol begins with the IKE main mode requiring 6 messages in total, see steps

1a - 6a in figure 4. The protocol involves strong user authentication. policy negotiation

and the use of the Diffie—Hellman algorithm. Any other IKE phase 1 mode might of

course be used as an alternative. Another approach to minimise the number of

message exchanges would be to avoid IKE phase “I and perform only the IKE quick

mode (3 messages). However, IKE phase 1 is associated with IP addresses (along

with other identifying information). A modified implementation might ignore IP

addresses when processing IKE messages, and thus be able to maintain IKE phase 1

state between connection points.

The protocol then continues with IKE quick mode requiring 3 messages in total (steps

Ta - 93 in figure 4). Quick mode includes lPSec policy negotiation and optionally the

use of the Dime-Hellman algorithm. An alternative IKE phase 2 exchange could of

course be used instead of quick mode.

At this point the tunnel has been established between addresses A and X 9 messages

have been used along with the computational expense (each Diffie-Hellman'

computation may take hundreds of milliseconds, for instance. depending on the host).

also the roundtrip times being considerable (912 = 4.5 roundtrips. with a roundtrip time

of 500 me this is 2.25 seconds for latency alone).

The movement of the mobile terminal to address B causes full re—negotiation and again

IKE main mode requires 6 messages in total (steps ‘lb -6b in figure 4), strong user

authentication, policy negotiation. and optionally the use of the Dime-Hellman

algorithm.

The use of the protocol continues with IKE quick mode requiring 3 messages total

(steps 7b - SD).
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The tunnel between addresses B and X is now complete.

Figure 5 describes the method of the invention. To establish the tunnel between
address A and host X, ”(E main mode is again used requiring 6 messages in total

5 (steps 1a - 6a in figure 5) as in figure 4 including strong user authentication. policy

negotiation and the use of the Dime-Hellman algorithm.

Then IKE quick mode is again used requiring 3 messages in totai (steps ?a - 9a in

figure 5). The quick mode includes IPSec policy negotiation. and optionally the use of
10 the Dime-Hellman algorithm.

Again, lKE main mode may be replaced by any other IKE phase 1 mode, and IKE

quick mode by any other IKE phase 2 mode.

15 At this point the tunnel has been established between addresses A and X. 9 messages

have been used along with the computational expense.

In the invention. movement to address 3 requires only a single round trip. when using

registration request messages to be sent from the mobile terminal. when it moves from
20 address A to address B. In signal 10a of figure 5. which is sent from the mobile

terminal to the other end of the established lPSec tunnel when it has moved to address

B, a request for registration (RREQ) of the new address is sent. Preferably. a reply

message (RREP) is sent (step 11a) from the host to confirm the address change. Both

signals 10a and 11a can be encrypted and/or authenticated. The encryption andlor
25 authentication is preferably performed by using lPSec in which case it is preferable to

use the same lPSec SA for protecting both data and registration traffic.

11a is optional in the invention. The preferable encryption method is IPSeo. preferably

with the modified reception processing described previously. However, the exact

30 method of signalling is not important. the essence is to can-y over the IPSec SA to the

new connection point.
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The SA that existed between addresses A and X has now been changed to be

between addresses B and X and is now complete. The next time the mobile terminal

sends a message. host 2 in figure 1 - 3 is able to properly handle lPSec packets that

come from address 6 and vice versa. Traffic can now flow inside the tunnel as normal

with IPSec.

Any further movement from network to another can be accomplished with a similar

exchange of signalling message(s). The lPSec SA does not need to be re-established

until the lifetime of the SA has been exhausted.

The invention requires half a roundtn'p if only a request message is used without a

reply. and one roundtrip of the reply message is used.

The example describes the tunnel mode of IPSec. but transport mode can also be

used. IPSec transport mode connections in examples can be replaced with IPSec

tunnel mode connections and vice versa. IPSec transport mode combined with an

external tunnelling protocol, such as the Layer 2 Tunnelling Protocol (L2TP), is a

replacement for lPSec tunnel mode with regards to functionality.

The implementation may optimise the start of traffic flows with regard to message 10a

(and optionally 11a): e.g. after sending 10a. the client may directly send lPSec—

protected traffic. This essentially makes the handover latency zero, although it requires
more complicated processing if the message 10a is lost mile being delivered.

However, the essential part of the invention is that it is possible to make the invention

provide essentially zero-latency handover for client-to—server traffic. and half a

roundtrip latency for server-to client traffic.

Different network topologies can. of course, be used in the invention. For instance in

figure 1. the connection between hosts 2 and 3 may use IPSec transport or tunnel

mode, instead of being plaintext, etc.
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CLAIMS

1. Method for ensuring secure forwarding of a message in a telecommunication

network, comprising at least one mobile terminal and another terminal. in which

method the mobile terminal moves from a first address to a second address.

characterizedby

a) establishing a secure connection between the first address of the mobile

terminal and the other terminal defining at least the addresses of the two

terminals.

b) the mobile terminal moving from the first address to a second address.

0) changing the connection to be between the second address and the other

terminal by means of a request message from the mobile terminal to the other

terminal to change the address of the secure connection to the second address.

Method of claim 1. c h a r a c t e r i z e d in that, the secure connection is

established in step a) by forming a Security Association (SA) using the IPSec

protocols.

Method of claim 1 or 2, c h a r a cte ri z e din that in step c) a reply back to the

mobile terminal is sent from the other terminal after the request from the mobile

terminal to change the address.

Method of any of claims 1 - 3. c h a r a c t e r i z e d in that the registration request

andror the reply message is encrypted andior authenticated by using the same SA

already established.

Methodofanyofclaims1 -4. characterizedinthatthechange of

addresses in the secure connection as a result of the request message is

performed by means of a central register of current address of the terminals

belonging to the network

0099



0100

10

15

W0 031'030487 . .‘CTIFI021'00770
20

6. Telecommunication network to perform the method of any of claims 1 - 5.

comprising at least one mobile terminal and another terminal.

7- Network of claim 6. c h a r a ct e r i z e d in that the mobile terminal and the other

terminal forms an end—to—end connection, whereby the secure connection is an

lPSec transport connection or lPSec tunnel connection.

8. Network of claim 6. c h a r a c t e r i z e d In that one of or both of the mobile

terminal and the other terminal is a security gateway protecting one or more

computers, whereby lPSec tunnel mode or lPSec together with a tunnelling

protocol is used for the secure connection between the mobile terminal and the

other terminal.

9. Network of claim 6. c h a r a c t e r i z e d in that both terminals are mobile

terminals.

10. Network of claim 9. c h a r a c t e r i z e d in that it further contains a central

register of current locations of the terminals belonging to the network
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willful false statements may jeopardize the validity of the
application or any patent issued thereon.
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INTERNATIONAL APPLICATION NO.

PCTIF102/00770
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Fasth Law Offices 0907/2002 0919812001
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Phoenix. AZ 85022

 
 

 

CONFIRMATION NO. 2427

371 ACCEPTANCE LE'ITER

lllllllllllllllllllllllllllllllllIllflIlIllIllIllIllllllllIlllIllllllfll
130000000014737165'

Date Mailed: 12/27I2004

NOTICE OF ACCEPTANCE OF APPLICATION UNDER 35 U.S.C 371 AND 37 CFR 1.495

The applicant is hereby advised that the United States Patent and Trademark Office in its capacity as a
Designated i Elected Office (37 CFR 1.495). has determined that the above identified international application has
met the requirements of 35 U.S.C. 371, and is ACCEPTED for national patentability examination in the United
States Patent and Trademark Office.

The United States Application Number assigned to the application is shown above and the relevant dates are:

11222004 111222004

DATE OF RECEIPT OF 35 U.S.C. 371(c)(1). (c)(2) and DATE OF COMPLETION OF ALL 35 U.S.C. 371

(c)(4) REQUIREMENTS REQUIREMENTS

A Filing Receipt (PTO-103K) will be issued forthe present application in due course. THE DATE APPEARING
ON THE FILING RECEIPT AS THE " FILING DATE" IS THE DATE ON WHICH THE LAST OF THE 35 U.S.C.

371 (cm). (c)(2i and (cm) REQUIREMENTS HAS BEEN RECEIVED IN THE OFFICE. THIS DATE Is SHOWN
ABOVE. The filing date of the above identified eppiicefion is the intemai‘ionai fiiing date of the international
appiication (Articie 11(3) and 35 U. S. C. 363). Once the Filing Receipt has been received, send all
correspondence to the Group Art Unit designated thereon.

The following items have been received:

0 Indication of Small Entity Status

0 Copy of the International Application filed on 031262004

0 Copy of the International Search Report filed on 0312612004

0 Copy oi IPE Report filed on 031262004

0 Copy of Annexes to the IPER filed on 03i26i2004

0 Preliminary Amendments filed on 03262004

0 Oath or Declaration filed on 112M004
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I Request for Immediate Examination filed on 0326!:2004

I U.S. Basic National Fees filed on 032612004

0 Pliority Documents filed on 03l26I2004

 

Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed
to the address given in the heading and include the U.S. application no. shown above (37 CFR 1.5)

TAMALA D HOLLAND

Telephone: (703) 305-5483

PART 3 - OFFICE COPY

FORM PCTIDOIEOIQOS (371 Acceptance Notice)
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UNITED STATES DEPARTMENT OF COMMERCE
United Slam Patent and Tradnmnrk Office
mums: COMMISSIONER FOR PATENTS

PO Box Mn
Alelmflrin, Virginia 223114450www.mtn.§nv

 
CONFIRMATION NO.

  

idi490,932 I ”2212004 San-ii Vnaraia 290. | DSEUSN 242?

13359 mo amazon?

FASTH LAW OFFICES {ROLF FASTH) EXAMINER
26 PINECREST PLAZA, SUITE 2 YALEW. HKREMARMM A
SOUTHERN PINES, NC 28387-430l ART UNIT PAPER NUMBER

2|16

MA IL DATE DELIVERY MODE

UWOHZDDT PAPER

Please find below andior attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-‘JDA (Rev. (HID?)
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Application No. Applicantis)

10i490.932 VAARALA ET AL.

Examiner Art Unit

Filtremariam Yalew 2136

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER. FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 3? CFR 1. labia). In no event. however. may a reply be timelyIfiled
eitei Six (5] MONTHS from the mailing date of this communication.

- Ii NO period for reply to specified above. the maximum statutoryI period will apply and will expire Six {6) MONTHS [rem the mailing date of this communication.
- Failure to reply within the set or extended period for reply will. by statute. cause the application to become ABANDONED (35 U.S.C. § 133].

Any reply received by the Otlice later than three months after the mailing date of this communication. even if timely' filed, may reduce any
earned patent term adjustment: See 37 CFR 1104(b).

Status

Office Action Summary 

HE Responsive to communication(s) filed on 10 January 200?.

Zajlj This action is FINAL. ZDJE This action is non—final.

3)I:| Since this application is in condition for allowance except for formal matters. prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle. 1935 CD. 11. 453 013.213.

Disposition of Claims

QB Claimis) m islare pending in the application.

43) Of the above claim(s)_ isiare withdrawn from consideration.

5)|:] Claim(s) __ islare allowed.

6}. Claim(s) LE islare rejected.

lej Claimis)_ islare objected to.

all] Claimis)_are subject to restriction andior election requirement.

Application Papers

9}[:I The specification is objected to by the Examiner.

“CUE The drawing(s) filed on 26 June 2004 isiare: 20% accepted or b)l:l objected to by the Examiner.

Applicant mey‘nol request that any objection to the drawingis) be held in abeyance. See 37 CFR 1.65la).

Replacement drawing sheetts} including the correction is required if the drawingisl is objected to. See 37 CFR 1.121(d).

11)|'_"| The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12). Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(aj-(d) or (f).

a). All bllj Some ‘ c)CI None of:

1.]:] Certified copies of the priority documents have been received.

2.|:l Certified copies of thepriority documents have been received in Application No._

3E] Copies of the codified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 172(3)).

* See the attached detailed Office action for a list of the certified copies not received.

Aflachmentle)

1) E Notice of References Cited (PTO-892i 4) D Interview Summary (PTO-413)
2) CI Notice oi Draflsperson‘e Patent Drawing Review (PTO-948) PEP-5' “0(5JW'3” 033- ._‘ .
3) Information Disclosure Statementisl (Prorsaloal 5) El “0th Di informal Patent Applied-on

Paper Noisleail DateW. 5) D Other:_
U.S. Pelent and Trademark Office

PTOL»326 (Rev. 03-06) Office Action Summary Part of Paper NoJMail Date 20070629
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ApplicationIControl Number: 10l490,932 Page 2

Art Unit: 2136

DETAILED ACTION

1. Claims 1-10 have been examined.

Claim Objections

2. Claim 6 is objected to because of the following informalities: Claim 6 has similar

claim limitation with claim 1 and it doesn't further limit. Appropriate correction is

required.

Claim Rejections - 35 USC § 102

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless -

(b) the invention was patented or described in a printed publication in this or a foreign country or in public
use or on sale in this country. more than one year prior to the date of application for patent in the United
States.

4. Claims MD are rejected under 35 U.S.C. 102(b) as being anticipated by Ala-

Laurila et al (hereinafter referred as Ala) US Patent No 6,587,680 Bl.

5. As per claim 1: Ala discloses a method for ensuring secure forwarding of a

message in a telecommunication network, having at least one mobile terminal and

another terminal. the method comprising:
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ApplicationIControl Number: 10l490.932 Page 3

Art Unit: 2136

a) establishing a secure connection between a first address of the mobile

terminal and the other terminal, the secure connection defined by at least the addresses

of the two terminals(col 8 lines 1-3(i.e., security association exists) and Fig 2),

b) the mobile terminal moving from the first address to a second address(See col

8 lines 6-9(i.e., mobile terminal moves from cell to cell) and Fig 2), and

c) changing the connection to be defined between the second address and the

other terminal by means of a request message from the mobile terminal to the other

terminal to change the address in the definition of the secure connection to the second

address(i.e., abstract and Fig 2 (Le, existing security association is re-established when

communication handover event occurs in a radio communications system..... by a

challenge/response procedure)).

6. As per claim 2: Ala discloses the method characterized in that, the secure

connection is established in step a) by forming a Security Association (SA) using the

lPSec protocols (See col 5 lines 27-36 and Fig 2 IPsec tunneling, SA Parameter).

7. As per claim 3: Ala discloses the method characterized in that in step c) a reply

back to the mobile terminal is sent from the other terminal after the request from the

mobile terminal to change the address (See Fig 2 and col 5 lines 43-50).

8. As per claim 4: Ala discloses the method characterized in that the registration

request andlor the reply message is encrypted andror authenticated by using the same

SA already established (See col 8 lines 1-22 and Fig 2).

9. As per claim 5: Ala discloses the method characterized in that the change of

addresses in the secure connection as a result of the request message is performed by
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Art Unit: 2135

means of a central register of current address of the terminals belonging to the network

(See col 8 lines 1?-22).

10. As per claim 6: Ala discloses the method wherein the method further comprises

providing a telecommunication network that has at least one mobile terminal and

another terminal and a secure connection defined between a first address of the mobile

terminal and the other terminal. characterized by means for changing the connection to

be defined between a second address of the mobile terminal and the other terminal

(See abstract and Fig 2).

11. As per claim 7: Ala discloses the method characterized in that the mobile

terminal and the other terminal forms an end—to-end connection whereby the secure

connection is an IPSec transport connection or IPSec tunnel connection (See Fig 2

lPsec tunneling, SA Parameter).

12. As per claim 8: Ala discloses the method characterized in that one of or both of

the mobite terminal and the other terminal is a security gateway protecting one or more

computers, whereby IPSec tunnel mode or IPSec together with a tunneling protocol is

used for the secure connection between the mobile terminal and the other terminal

lPsec tunneling, SA Parameter).

13. As per claim 9: Ala discloses the method characterized in that both terminals are

mobile terminals (See col 8 lines 17‘22 and Fig 2).

14. As per claim 10: Ala discloses the method further comprises providing a central.

register of current locations of the terminals belonging to the network (See col 7 lines

46-67).
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Art Unit: 2136

Conclusion

15. The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure. See PTO 892.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Fikremariam Yalew whose telephone number is

5712723852. The examiner can normally be reached on 9-5.

If attempts to reach the examiner by telephone are unsuccessful. the examiner's

supervisor, Moazzami Nasser can be reached on 571-272-4195. The fax phone

number for the organization where this application or proceeding is assigned is 571—

273-8300.

Information regarding the-status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http:i!pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (£80) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786—9199 (IN USA OR CANADA) or 571-272-1000.

Fikremariam Yalew Art Unit 2136

2 l2 6 NASSEFI MOAZZAMI
2?: g 00 SUPERVISORY PATENT EXAMINER

TECHNOLOGY CENTER 2100

W
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2136

Sami Vaarala, Antti Nuapponen

Serial No. 10/490,932

Filed: 22 November 2004

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF

EXEII'I:,IIEI:

MESSAGES

Yalew, Fi kremariam A

Date: 30 August 2007

ATTORNEY DOCKET NO. 290.1052USN

Commissioner for Patents
P.0. Box 1450

Alexandria, VA 22313—1450

This is in response to the Office action of 6 July;

2007. Please amend tho above—identified patent application as

follows:
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In the Claims: 

Amend the claims as follows:

1. {Currently amended} A method for ensuring secure forwarding

of a message in a telecommunication network, having at least

one mobile terminal and another terminal, the method

comprising:

a) establishing a secure connection between a first address of

the mobile terminal and E first address of the other terminal,

the secure connection defined by at least the addresses of the

two terminals,

b) tte mobile terminal moving from the first address of the

mobile terminal to a second address. and
 

o) Etile at the second address, the mobile terminal sending a

request message to the first address of the other terminal to
   

request the other terminal to change the secure connection

eaeegeng—eee—eeeneeeiea-to be defined between the second

address and the first address of the other terminalE and
 

the other terminal, while at the first address of the other

 
2. [Currently amended) The method of Claim 1, eheraetefieed—ie

ehaer wherein the secure connection is established in step a)

by forming a Security Association (SA) using IPSec protocols.

3. [CJrrently amended} The method of claim 1, eharaeterieea—en

that wherein in step c) a reply back to the mobile terminal is

sent from the other terminal after the request from the mobile

terminal to change the address.
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4. {Currently amended) The method of claim 1, ehaeeefieeieee—ie

thee wherein the registration request andfor the reply message

is encrypted and/or authenticated by using the same SA already
established.

5. (Currently amended) The method of claim 1, ehaeeeeereeee—io

thee wherein the change of addresses in the secure connection

as a result of the request message is performed by means of a

central register of current address of the terminals belonging
to the network.

6. (Currently amended) The method of claim_1 wherein the

method further comprises the other terminal sending back a

reply message to the mobile terminal at the second address to

confirm the address change.

 

 

termi - ' e . . f

eeereee—eE—the—meeiée—eeemiaae—ene—ehe—ethee—termeealr

ehaeaeteri— “ " f '— “- '

7. {Currently amended) The method of claim 6, ehaeeeteréeed—ie

eeee wherein the mobile terminal and the other terminal forms

an end-to—end connection whereby the Secure connection is an

IPSec transport connection or IPSec tunnel connectiOn.

8. (Currently amended) The method of claim 6, ehereeterieed

in—thee wherein one of or both of the mobile terminal and the

other terminal is a security gateway protecting one or more

compusers, whereby IPSeo tunnel mode or IPSec together with a

tunneling protocol is used for the secure connection between

the mobile terminal and the other terminal.
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9. (Currently amended) The method of Claim 6, eHEEaeEefiéged—&a

Ehat yherein both terminals are mobile terminala.
 

10. [Previously presented) The mathod of claim 9, wherein the

method further comprifies providing a central register of

current locations of the terminals belonging to the network.
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REMARKS

Reconsideration of the application is respectfully

requested. Applicants notice that the Office action states

that it is in reopense to communication filed 10 January 2007.

This must be a mistake. There is no record of sending in

anything on 10 January 2007. The current application was

filed 22 November 2004 and applicaan believe the current

Office action is responsive to communication filed on 22

November 2004.

Claim 6 was objected to since the claim did not

further limit Claim 1. Claim 6 has been amended to provide

the required limitation. Claim 6 should now be in full

conformance.

Claims 1—10 were rejected under Section 102 as being

anticipated by Ale-Laurila {US Patent No. 6,587,630}. This

rejection is reapectfully traversed.

To summarize the method of the present invention, it

is an effective method and network for ensuring secure

forwarding of a message as a first terminal moves from a first

address to a second address. The seture connection is changed

to be between the second address and another terminal as a

result of an address change request from the first terminal.

This is done witnOut the need for cumbersome and time

consuming exchange of security keys required to set up a new

security association.

Ala merely discloses a conventional system for

transferring a security association during a mobile terminal

handover. This means the mobile terminal is moved from a

first address to a second adress and a new access point is

established between the mobile—terminal at the second address

that belongs to a new coverage area of the new access point.

Ala's system requires a change of the location of both the

mobile terminal and the access points. The original access

point is not really need by the mobile terminal while at the
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Second address.

In col. 5r lines 37—42, Ala explains that a

challenge/response procedure is used to authenticate a mobile

terminal during a handover event. The new AP (access point),

not the mobile terminalr sends a challenge to the mobile

terminal and the mobile terminal responds by sending a

response. In col. 5, lines 51—58, Ala exPlains that the new

AP requests the keye and other information that is transferred

from the old AP to the new AP [so that all such communication

is between the two A95 and not between the old AP and the

mobile terminal). More importantly, the mobile terminal in

Ala‘s system does not send a request to the old AP to request

the old AP to change the address from the first address to the

second address in the security aSSociation.

In col. 8, lines 49—51, Ala describes the procedure

for a backward handover where the handover is requested by the

mobile terminal in communication with the old AP. A radio

interface message 31 carries the authentication challenge from

old A? to the mobile terminal to trigger the backward

handover. The authentication challenge is used to indicate to

the mobile terminal to discOnnect from the old AP and connect

to the new A? whereat a security association has already been

prepared for the mobile terminal.

This means the mobile terminal never sends a request

to the old AP to change the security association to be defined

the second address and the original address of the old AP, as

required by the amended claim I.

It is submitted that it would not make sense for the

mobile terminal to send such a request to the old A? since the

mobile terminal has been instructed to disconnect from the old

AP since the new security association has been set up between

the new AP and the mobile terminal at the ascend address

without any real participation by the mobile terminal. When

the mobile terminal connects to the new AP, the security

association has already been set up for the mobile terminal.
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In col. 10, lines 32 to col. 11, line 8, Ala

Explains that when the handover request is sent from the

mobile terminal to the old AP, the message is received by the

old AP. The old AP then retrieves the security association

from its database and sends a handover request that contains

the SA.parameters to the new A? (lines 47—49). In other

Words, there is no communication between the mobile terminal

and the old AP. More importantly, the old AP does not change

the definition of the secure connection to be between the

second address of the mobile terminal and the original address

of the old AP. In contrast. the new AP in Ala's system then

creates the new security association and generates a challenge

to authenticate the mobile terminal and the handover request

is sent to the old AP. The old AP then sends a disassociate

message to the mobile terminal (lines 59—60}. The mobile

terminal updates its security association parameters to

include the new AP and sends a challenge to authenticate the

new AP. t is important to note that Ala's mobile terminal

never requests the old AP to change the addresses in the

security association.

IL is submitted that it would not be obvious to

modify Ala to include the steps required of the amended claim

1- For exampler the first terminal in Ala’s system could not

send the request to the first address of the second terminal

i.e. the old AP, since the mobile terminal has been

disassociated from the old AP when the mobile terminal is at

the second address. It is submitted that Ala’s system would

not be operational if the mobile terminal tried to send the

request to the original address of the old AP while the mobile
terminal is at the sec0nd address.

Applicants fails to see why a person of ordinary

skill in the art would look to Ala and the other cited

references to learn about the features of the amended claim 1

when Such features are completely missing in the cited

references. All the cited references fail to teach or suggest
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the step of the mobile terminal, while at the second address,

sending a request message to the first address of the other

terminal to request the other terminal to change the seCure

connection to be defined between the second address of the

mobile terminal and the first address of the other terminal‘

On page 3, paragraph 5c, of the Office action, the

Examiner refers to the challenge/response procedure. It is

correct that Ala teaches the challenge/r95ponse procedure but

this procedure in Ala's system is different from_the steps of

the amended claim 1 of the present invention. In Ala’s system

the new AP, at the new second address. sends a challenge to

the mobile terminal and the mobile terminal responds to this

message (col. 5, lines 27—36 referred to by the Examiner).

Ala fails to teach or suggest:

1} While at the second address, the mobile terminal

sending a request message to the first address of the other

terminal to change the secure connection to be defined between

the second address of the mobile terminal and the first

address of the other terminal, and

2] The other terminal, at the first addresa of the

other terminal, changing an address definition of the secure

connection from the first address of the mobile terminal to

the second address of the mobile terminal-

In summaryr Ala’s mobile terminal never sends a

request message to the old AP to change the secure connection

to be defined between the second address of the mobile

terminal and the original first address of the old AP. In

contrast, in Ala's system the old AP sends this request to the

new AP, as described in col. 10, lines 43—49. A150, Ala’s old

A? never changes any address definition in the secure

connection. In contrast, the new AP (not the old AP], at the

new second address, Creates the new security association

between the new AP and the second address of the mobile

terminal, as explained in col. 10, lines 50—52.

It is submitted that Ala and the other cited

0136



0137

E: Attorney Docket No. 290.1052USN Baum? — 9 ~

references would require extensive modifications that are not

taught or suggesLed, to meet the requirements of the amended

claim 1. It is also submitted that those modifications are

not obvious since Ala completely fails to teach or suggest the

required modifications.

In View of the above, it is submitted that the

amended claim 1 is allowable.

Claims 2—10 are submitted to be allowable because

the claims depend upon the allowable base claim 1 and because

each claim includes limitations that are not taught or

suggested in the cited references.

The appliCation is submitted to be in condition for

allowance, and such action is reopectfully requested.

Respectfully submitted,

FASTH LAW OFFICES

Mun/t
Rolf Fasth

Registration No. 36,999

EITOENEY DOCKET NO. 290.1052USN 

FASTH LAW OFFICES
26 PinecreSt Plaza, Suite 2
Southern Pines, NC 28387~4301

Telephone: (910} 687-0001
Facsimile: [910] 295—2152

co: Lisbeth Sodermen, IprBox
{Your ref: 50005105)
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- Failure to reply within the set or extended period for reply will, by statute. cause the application to become ABANDONED (35 U.S.C § 133)

Any reply received by the Office later than three months alter the mailing date of this communication. even it timely filed. may reduce any
earned patent term adjustment See 3? CFR tin-tint.

Status

HE Responsive to communicationts) filed on 30 August 2007.

2a)E This action is FINAL. 2b)|:l This action is non-final.

3)I:l Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayte, 1935 CD. 11. 453 0.6. 213.

Disposition of Claims

44E Ciaimts) 1-__10 isfare pending in the application.

4a) Of the above claimis}_ istare withdrawn from consideration.

5)l:I Claim(s) __ islare allowed.

Sig Claimts) 1:19 islare rejected.

7)L__| Claim(s)_ isfare objected to.

3):] Claimts) are subject to restriction andfor election requirement.

Application Papers

9)I:I The specification is objected to by the Examiner.

10“] The drawingis) filed on_istare: a)l:l accepted or on: objected to by the Examiner.

Applicant may not request that any objection to the drawingts) be held in abeyance. See 3? CFR 1.85ta).

Replacement drawing sheetis) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)I:I The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(al-(d) or (f).

all] All b)l:] Some ' all] None of:

Codified copies of the priority documents have been received.

Certified copies of the priority documents have been received in Application No._

Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(aj).

‘ See the attached detailed Office action for a list ot the certified copies not received.

Abtachrnentlej

1} E Notice of References Cited {PTO-392) 4) El Interview Summary (PTO-413}
2} El Notice of Drahsperson's Patent Drawing Review (PTO-945) Paper Notsthail Date._ .
3} l:l Information Disclosure Slatementfsj (PTOISBtDaj 5t l:l NWCB 07 Intormal Patent Application

Paper NolsflMall Date _. 6} E] OlhBr‘. _.
us Patent and Trademark Dtllce

PTOL-326 (Rev. 05-06) Office Action Summary Part of Paper NoJMail Date 20071105
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DETAILED ACTION

1. The office action is in replayr to an amendment filed on 081’30/2007. Claims 1-10

have been amended. Claims 1-10 are pending.

2. The examinerwithdraws the claim objection based on applicant amendment.

Response to Arguments

3. Applicant's arguments with respect to claim 1—10 have been considered but are

moot in view of the new grou nd(s) of rejection.

Claim Rejections - 35 USC § 103

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title. if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made:

5. Claims 1-10 are rejected under 35 U.S.C. 103(a) as being unpatentable over Ala-

Laurila et al (hereinafter referred as Ala) US Patent No 6.587.680 B1 in View of

Makineni et al(hereinafter referred as Makineni) US Pub No 20020066036.

6. As per claim 1: Ala discloses a method for ensuring secure forwarding of a

message in a telecommunication network, having at least one mobile terminal and

another terminal, the method comprising:

at) establishing a secure connection between a first address of the mobile

terminal and the other terminal and first address of the other terminal. the secure

0146



0147

ApplicationfControl Number: Page 3
101490.932
Art Unit: 2136

connection defined by at least the addresses of the two terminals(col 8 lines 1-22 and

Fig 2),

b) the mobile terminal moving from the first address of the mobile terminal to a

second address(See col 8 lines 6-9 and Fig 2)

Ala does not explicitly teach c) while at the second address, the mobile terminal

sending a request message to the first address of the other terminal to request the other

terminal to change the secure connection to be defined between the second address

and the first address of the other terminal, and the other terminal. while at the first

address of the other terminal. changing and address definition of the other terminal,

changing and address definition of the secure connection from the first address to the

second address.

However Makineni discloses c) while at the second address. the mobile terminal

sending a request message to the first address of the other terminal to request the other

terminal to change the secure connection to be defined between the second address

and the first address of the other terminal, and the other terminal. while at the first

address of the other terminal. changing and address definition of the other terminal.

changing and address definition of the secure connection from the first address to the

second address(See 0026-0028).

Therefore it would have been obvious to one having ordinary skill in the art at

that time the invention was made to modify the teaching method of Makineni within Ala

method inorder to provide secure communication from any location and at anytime (See

Makineni 0010).
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7. As per claim 2: the combination of Ala and Makineni disclose the method

wherein, the secure connection is established in step a) by forming a Security

Association (SA) using the IPSec protocols (See Ala col 5 lines 27-36 and Fig 2).

8. As per claim 3: the combination of Ala and Makineni disclose the method wherein

that in step c) a reply back to the mobile terminal is sent from the other terminal after the

request from the mobile terminal to change the address (See Ala Fig 2 and col 5 lines

43—50).

9. As per claim 4: the combination of Ala and Makineni disclose the method wherein

the registration request and/or the reply message is encrypted and/or authenticated by

using the same SA already established (See Ala col 8 lines 1-22 and Fig 2).

10. As per claim 5: the combination of Ala and Makineni disclose the method wherein

the change of addresses in the secure connection as a result of the request message is

performed by means of a central register of current address of the terminals belonging

to the network (See Ala col 8 lines 17-22).

11. As per claim 6: the combination of Ala and Makineni disclose the method wherein

the method further comprises the other terminal sending back a replay message to the

mobile terminal at the second address to confirm address change(See Makineni 0026—

0028).

12. As per claim 7: the combination of Ala and Makineni disclose the method wherein

the mobile terminal and the other terminal forms an end—to-end connection whereby the
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secure connection is an IPSec transport connection or IPSec tunnel connection (See

Ala Fig 2 lPsec tunneling, SA Parameter).

13. As per claim 8: the combination of Ala and Makineni disclose the method wherein

one of or both of the mobile terminal and the other terminal is a security gateway

protecting one or more computers. whereby IPSeo tunnel mode or IPSec together with

a tunneling protocoi is used for the secure connection between the mobile terminal and

the other terminal (See Ala FigZ iPsec tunneling, SA Parameter).

14. As per claim 9: the combination of Ala and Makineni disclose the method wherein

both terminals are mobile terminals (See Ala col 8 lines 17—22 and Fig 2).

15. As per claim 10: the combination of Ala and Makineni disclose the method further

comprises providing a central register of current locations of the terminals belonging to

the network (See Ala col 7 lines 46-67).

Conclusion

1' 6. Applicant's amendment necessitated the new ground(s) of rejection presented in

this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP

§ 706.07ta). Applicant is reminded of the extension of time policy as set forth in 37

CFR1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. in the event a first reply is filed within

TWO MONTHS of the mailing date of this final action and the advisory action is not

mailed until after the end of the THREE-MONTH shortened statutory period, then the

shortened statutory period will expire on the date the advisory action is mailed. and any

0149



0150

ApplicationIControl Number: Page 6
10l490,932

Art Unit: 2136

extension fee pursuant to 37 CFR 1.136(a) wili be calculated from the mailing date of

the advisory action. In no event. however, will the statutory period for reply expire later

than SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Fikremariam Yalew whose telephone number is

5712723852. The examiner can normally be reached on 9-5.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor. Moazzami Nasser can be reached on 571—272—4195. The fax phone

number for the organization where this application or proceeding is assigned is 571—

273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system. contact the Electronic

Business Center (EBC) at 866-217—9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

SYStem, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

NASSEFi MOAZZAMI
Fikremariam Yalew exAimflFUnit 2136

sueemisonv PATENT
1 1/05’2007 TECHNOLOGY CENTER 2100

W570?—
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REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL

(Submitted Only via EFS-Web)

Application Filing 20044122 Docket Number 20.1052USN Art 2136
Number 10/490332 Date (if applicable) Unit

F'rSt Named Sami Vaarala Examiner Fikremariam A. YalewInventor Name

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
1995, or to any design application. The Instruction Sheet for this form is located at WWW.USPTO.GOV

 

SUBMISSION REQUIRED UNDER 37' CFR1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non—entry of such amendment(s).

El Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as asubmission even if this box is not checked.

|:| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

|:| Other

Enclosed

2| Amendment/Reply

:| Information Disclosure Statement (IDS)

:| Affidavit(s)/ Declaration(s) 
:| Other
 

MISCELLANEOUS
 

I: Suspension of action on the above—identified application is requested under 37 CFR 1.103(0) for a period of months(Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required)

 
|: Other
 
 

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No 060243

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED
 

Patent Practitioner Signature

|:| Applicant Signature
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Signature of Registered U.S. Patent Practitioner 

Signature fn‘asthl Date (YYYY-MM-DD) 2008-01—03

m Rolf Fasth Registration Number 36999
This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
PO. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1—800—PTO—9199 and select option 2.
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Privacy Act Statement

 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the US. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the US. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a}. Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record 5.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Attorney Docket No. 290.1052USN PATENT
Rhea l.’3.‘l:8

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of EXPEDITED PROCEDURE UNDER 37
CFR 1.114

Sami Vaarala, Art Unit 2136

Antti Nuopponen Confirmation No. 2427

Serial NO- 10/490r932 tmnrxmrormnmm

Filed: 22 November 2004 I grassy CERTZEI THAT THIE‘ PAFER AND THE DOCUMENTS
REFERRED TC AS BEING ATTACHED a? ENCLoEEb HEREWZTH

For: METHOD AND NETWORK FOR AmFflmGGEMTEDEEUMMWMLYR‘WEUMED

ENSURING SECURE SHNSPMWTmmTmflmmmfififiCWBmmmq
FORWARDING OF MESSAGES NM.

Examiner: Fikremariam A.

Yalew /rfasth/

Date: 3 January 2008 Rolf Fasth

Attorney for Applicant
TRANSMITTAL LETTER

ELECTRONIC SUBMISSION

COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, VA 22313—1450

Enclosed for filing in the above—referenced application are the

following:

(X) Response to Final Office Action dated 7 November 2007.

(X) Request for Continued Examination (RCE).

(X) The Commissioner is hereby authorized to charge any fees

which may be required in connection with the filing of this

correspondence, or credit over—payment, to Account
No. 06-0243.

Respectfully submitted,

FASTH LAW OFFICES

/rfasth/
 

Rolf Fasth

Registration No. 36,999

Attornex Docket No. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2

Southern Pines, NC 2838774301
Telephone: 910—687-0001
Facsimile: 910—295—2152
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US. National Stage under 35 USC 371 Filing Fees 
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New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)—(d) and MPEP 506}. a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
It a timely submission to enter the national stage at an international application is compliant with the conditions
0135 U.S.C. 371 and other applicable requirements a Form PCTIDO/EOIBOS indicating acceptance of the
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in due course.
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Receipt will establish the international tiling date 0! the application.

 
 

0162



0163

10

15

20

25

30

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2136

Sami Vaarala, Antti Nuopponen

Serial No. 10/490,932

Filed: 22 November 2004

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF

MESSAGES

Examiner: Yalew, Fikremariam A

Date: 3 January 2008

ATTORNEY DOCKET NO. 290.105EUSN

AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313—1450

This is in response to the Office action of 7

November, 2007. Please amend the above—identified patent

application as follows:
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In the Claims:

Amend the claims as follows:

1. (Currently amended) A_method for ensuring secure forwarding

of a message in a telecommunication network, having at least

one mobile terminal and another terminal, the method

comprising:

a) establishing a secure connection between a first address of

the mobile terminal and a first address of the other terminal,

the secure connection defined by at least the addresses of the

two terminals,

b) the mobile terminal moving from the first address of the

mobile terminal to a second address, and

c) while at the second address, the mobile terminal sending a

request message to the first address of the other terminal to

request the other terminal to change the Qreviously

established secure connection to be defined between the second

address and the first address of the other terminal, and

the other terminal, while at the first address of the other

terminal, changing an address definition of the previously

established secure connection from the first address to the

second address.

2. (Previously presented) The method of claim 1, wherein the

secure connection is established in step a) by forming a

Security Association (SA) using IPSec protocols.

3. {Previously presented) The method of claim 1, wherein in

step c) a reply back to the mobile terminal is sent from the

other terminal after the request from the mobile terminal to

change the address.

4. (Previously presented) The method of claim 1, wherein the

0164



0165

10

15

2D

25

30

RF Attorney Docket. NO. 290.1052USN Hams - 3 -

registration request and/or the reply message is encrypted

and/or authenticated by using the same SA already established.

5. {Previously presented) The method of claim 1, wherein the

Change of addresses in the secure connection as a result of

the request message is performed by means of a central

register of current address of the terminals belonging to the

network.

6. {Previously presented) The method of claim 1 wherein the

method further comprises the other terminal sending back a

reply message to the mobile terminal at the second address to

confirm the address change.

7. (Previously presented) The method of claim 6, wherein the

mobile terminal and the other terminal forms an end—to—end

connection whereby the secure connection is an IPSec transport

connection or IPSec tunnel connection.

8. (Previously presented) The method of claim 6r wherein one

of or both of the mobile terminal and the other terminal is a

security gateway protecting one or more computers, whereby

IPSec tunnel mode or IPSec together with a tunneling protocol

is used for the secure connection between the mobile terminal

and the other terminal.

9. (Previously presented) The method of claim 6, wherein both

terminals are mobile terminals.

10. (Previously presented) The method of claim 9, wherein the

method further comprises providing a central register of

current locations of the terminals belonging to the network.

0165



0166

10

15

20

25

m Attorney Docket No. 290.1052USN mums — 4 —

REMARKS

Reconsideration of the application is respectfully

requested. Claims 1—10 were rejected under Section 103 as

being anticipated by Ala—Laurila (US Patent No. 6,587,680} in

View of Makineni (US Patent Application No. 200020066036}.

This rejection is respectfully traversed.

To Summarize the method of the present invention, it

is an effective method and network for ensuring secure

forwarding of a message as a mobile terminal moves from a

first address to a second address in the same existing secure

connection (without the need for setting up a new secure

connection). Thus. the same already existing secure

connection is merely changed to be between the second address

of the mobile terminal and the address of the other terminal

as a result of an address change request from the mobile

terminal. Since the same secure connection is used, the

address change may be done without the need for the cumbersome

and time consuming exchange of security keys (IKE

negotiations) typically required to set up a new security

association.

Claim 1 has been amended to further clarify that the

already existing or previously established secure connection

is used even after the mobile terminal has moved from the

first address to the second address- No new matter has been

added to claim 1. For example, paragraphs [0091r 0120 and

0121] explain that the same existing secure connection is used
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and there is no need to re-establish the secure connection

after the mobile terminal has moved to the new second address.

Ala—Laurila merely discloses a conventional system

for transferring a security association during a mobile

terminal handover. This means the mobile terminal is moved

from a first address to a second adress and a new access point

is established between the mobile—terminal at the sec0nd

address that belongs to a new coverage area of the new access

point. Ala—Laurila’s system requires a change of the location

of both the mobile terminal and the access points.

Additionally, the original access point is not really used by

the mobile terminal while at the second address.

In col. 5, lines 37—42, Ala—Laurila explains that a

challenge/response procedure is used to authenticate a mobile

terminal during a handover event. The new AP {access point),

not the mobile terminal, sends a challenge to the mobile

terminal and the mobile terminal responds by sending a

response. In col. 5, lines 51—58, Ala—Laurila explains that

the new AP requests the keys and other information that is

transferred from the old AP to the new AP (so that all such

communication is between the two APs and not between the old

AP and the mobile terminal). More importantly, the mobile

terminal in Ala—Laurila’s system does not send a request to

the old AP to request the old AP to change the address from

the first address to the second address in the security

association.
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In col. 8, lines 49-61, Ala—Laurila describes the

procedure for a backward handover where the handover is

requested by the mobile terminal in communication with the old

AP. A radio interface message 31 carries the authentication

challenge from old AP to the mobile terminal to trigger the

backward handover. The authentication challenge is used to

indicate to the mobile terminal to disconnect from the old AP

and connect to the new AP whereat a security association has

already been prepared for the mobile terminal.

This means the mobile terminal never sends a request

to the old AP to change the security association to be defined

the second address and the original address of the old AP, as

required by the amended claim 1.

It is submitted that it would not make sense for the

mobile terminal to send such a request to the old AP since the

mobile terminal has been instructed to disconnect from the old

AP and since the new security association has been set up

between the new AP and the mobile terminal at the second

address without any real participation by the mobile terminal.

When the mobile terminal connects to the new AP, the security

association has already been set up for the mobile terminal.

In col. 10, lines 32 to col. 11, line 8, Ala—Laurila

explains that when the handover request is sent from the

mobile terminal to the old AP, the message is received by the

old AP. (It is here question about a backward handover,

wherein the mobile terminal changes back from a “new" AP to an
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“old” AP.) The old AP then retrieves the security association

from its database and sends a handover request that contains

the SA parameters to the new.AP (lines 47—49). In other

words, there is no communication between the mobile terminal

and the “new" AP, from which the mobile terminal moved. More

importantly. the old AP does not change the definition of the

secure connection to be between the second address of the

mobile terminal and the original address of the old AP. In

contrast, the new AP in Ala's system then creates the new

security association and generates a challenge to authenticate

the mobile terminal and the handover request is sent to the

old AP. The old AP then sends a disassociate message to the

mobile terminal (lines 59—60). The mobile terminal updates

its security association parameters to include the new AP and

sends a challenge to authenticate the new AP. It is important

to note that Ala—Laurila requires the set up of a new security

association and the mobile terminal never requests the old AP

to change the addresses in the security association.

It is submitted that it would not be obvious to

modify Ala—Laurila to include the steps required of the

amended claim 1. For example, the first terminal in Ala—

Laurila's system could not send the request to the first

address of the second terminal i.e. the old AP, since the

mobile terminal has been disassociated from the old AP when

the mobile terminal is at the second address. It is submitted

that Ala—Laurila’s system would not be operational if the

0169



0170

10

15

2O

25

m Attorney Docket No. 290.1052USN Inms — 8 —

mobile terminal tried to send the request to the original

address of the old AP while the mobile terminal is at the

second address.

In summary, Ala-Laurila requires the set up of a new

security association for the second address of the mobile

terminal and the mobile terminal never sends a request message

to the old AP to change the secure connection to be defined

between the sec0nd address of the mobile terminal and the

original first address of the old AP- In contrast, in Ala—

Laurila's system the old AP Sends this request to the new AP,

as described in col. 10, lines 43—49. Also, Ala—Laurila's old

AP never changes any address definition in the original secure

connection. In contrast, the new AP (not the old AP), at the

new second address, creates the new security association

between the new AP and the second address of the mobile

terminal, as explained in col. 10, lines 50—52.

As correctly stated on page 3 of the Office action,

Ala—Laurila fails to teach the entire step c} of the amended

claim 1. It is then asserted that Makineni cures this

deficiency. Applicants respectfully disagree.

Makineni merely describes a non—secure communication

between the roaming client 24 and the home server 14. In

paragraph [0028] Makineni explains that in the co—located mode

all the functions performed by the relay server 22 are

performed by the client 24 itself. This means that the client

24 in step 104 encapsulates the registration message and sends
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it to the heme server 14. In step 106, the home server 14

transmits a reply message to the client 24 confirming the

registration of the new IP address as part of the conventional

IKE exchange. By the way, the steps described in Makineni is

almost identical to the standardized mobile IP registration

procedure described in standard RFC 2002 mentioned in the

current application. Only afgg; the IKE exchange is completed

is a secure association established in step 107 between the

client 24 and the home server 14. This is an important point

because the secure association is established.AFTER the

registration and confirmation of the new IP address. In other

words, a previously established or pre—existing secure

association is not used after the new IP address is

registered. A new secure association is thus always formed

after the roaming client has moved to a new address.

As indicated above, an important feature of the

present invention is that no new secure connection is formed

after the mobile terminal has moved from the first address to

the second address. The same pre—existing secure connection,

that was previously established while the mobile terminal was

at the first address, is used also after the mobile terminal

has moved to the second address. In other words, the existing

secure connection of the present invention is merely modified

in such a way that the same existing secure connection works

even when the mobile terminal has moved from the first address

to the second address without the need for setting up a new
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secure connection (that would require the cumbersome IKE

exchange).

It is submitted that even if Ala—Laurila is modified

to include the cited features of Makineni, although this is

not taught or suggested, all the limitations of the amended

claim 1 are not met. The cited references still fail to teach

or suggest:

1) While at the second address, the mobile terminal

sending a request message to the first address of the other

terminal to change the previously established secure

connection to be defined between the second address of the

mobile terminal and the first address of the other terminal,

and

2) The other terminal, at the first address of the

other terminal, changing an address definition of the

previously established secure connection from the first

address of the mobile terminal to the second address of the

mobile terminal.

As stated above, Makineni only requests the address

change while the communication is non—secure and the security

association is only established after the IKE exchange is

completed.

It is submitted that the required modifications of

Makineni is not obvious because there is no motivation to

modify Makineni to establish a secure Connection prior to

changing the IP address. It has long been held that for a
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modification to be obvious, Ala—Laurila, Makineni and the

other cited references must explicitly teach or suggest the

required step to motivate the artisan to make the required

modifications. In re Fine 5 USPQ.2d (Fed. Cir, 1988), the

court ruled (on page 1944) that there must be a motivation for

the required modification to be obvious. In Winner

International Royalty Corp. v. Wing 48 USPQ.2d 1139, the court

ruled (on page 1144) that there must have been some explicit

teaching or suggestion in the art to motivate one of ordinary

skill in the art to make the required modifications.

Applicants submit that the cited references

completely lack the required teaching or suggestion to

motivate the artisan to make the required modifications to

Makineni's invention. In other words. it would not be obvious

for an artisan to learn about the step of establishing the

secure connection between the mobile terminal and the home

server while the client (as described in paragraph [0026]) is

operating within its home network 12. There is really no need

for the secure connection while the client is within the home

network 12 and to require the lengthy IKE negotiation while

operating in the home network would make Makineni’s system

more cumbersome and less effective. Therefore, only after the

client has roamed outside of its home network 12 and after the

IKE exchange is completed requires Makineni the establishment

of the security association (SA) and encrypted tunnel 20 (step

107}.

0173



0174

10

15

20

25

m Attorney Docket No. 290.1052USN isms — 12 —

Additionally, even if Makineni is incorporated into

Ala—Laurila a system that is distinctly different from the

present invention would be derived. Ala—Laurila teaches

changing both the end—points and the position of the mobile

phone so that a new security connection must always be set up.

Similarly, Makineni requires the step of establishing a new

security association after the IKE exchange (in a non-secure

environment) is completed. In other words, both cited

references teach the requirement of establishing a new

security connection after the mobile terminal has moved to the

second address.

Applicants fail to see why an artisan would look to

Ala—Laurila and Makineni to learn about establishing the

seCure connection prior to reporting the address change and

then continue using the existing previously established

security connection after the address change when:

a) both Ala—Laurila and Makineni completely fails to teach or

suggest this feature;

b) there is no motivation to make the required modifications

of Makineni and

c) both reference teaches the requirement of setting up a new

security connection after the registration of the address

change.

In other words, the combination of Ala—Laurila and

Makineni would merely teach a system that requires the set up

of a new security connection after the registration of the
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address change which is distinctly different from the method

of the present invention, as outlined in the amended claim 1.

As described in the current application, the setting up of a

new security connection may require 6—9 messages (IKE

negotiations) and the fact that the current invention has

eliminated this requirement is a very advantageous feature

that is not taught or suggested in the cited references.

In view of the above, it is submitted that the

amended claim 1 is allowable.

Claims 2-10 are submitted to be allowable because

the claims depend upon the allowable base claim 1 and because

each claim includes limitations that are not taught or

suggested in the cited references.
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The application is submitted to be in condition for

allowance, and such action is respectfully requested.

Respectfully submitted,

FASTH LAW OFFICES

erasthz —
Rolf Fasth

Registration No. 36,999

ATTORNEY DOCKET NO. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387—4301

Telephone: (910) 687—0001
Facsimile: (910) 295—2152

cc: Lisbeth Soderman, IprBox
(Your ref: SOOOBlUS)
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DETAILED ACTION

1. A request for continued examination under 37 CFR 1.1 14, including the fee set forth in

37 CFR 117(0), was filed in this application after final rejection. Since this application is

eligible for continued examination under 3'? CFR 1.1 14‘ and the fee set forth in 3? CFR 1.17(e')

has been timely paid, the finality of the previous Office action has been withdrawn pursuant to

37 CFR 1.1 14. Applicant‘s submission filed on 01f03f2008 has been entered.

2. The office action is in replay to an amendment filed on 01/03f2008. Claim 1 has been

amended. Claims 1-10 are pending.

Response to Arguments

3. Applicant's arguments with respect to claim 1-10 have been considered but are moot in

View of the new ground(s) of rejection.

Claim Rejections — 35 USC § 103

4. The following is a quotation of35 U.S.C. 103(3) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title il‘ the dillbrenees between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Pntentability shall not be negatived by the
manner in which the invention was made.

5. Claims 1-10 are rejected under 35 U.S.C. 103(a) as being unpatentable over Ala-Laurila

ct al (hereinafter referred as Ala) US Patent No 6,587,680 B] in View of Aura ct a|(hercinaftcr

referred as Aura) US Pub No 2003/0166397.
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5. As per claim 1: Ala discloses a method for ensuring secure forwarding ofa message in a

telecommunication network, having at least one mobile terminal and another terminal, the

method comprising:

a) establishing a secure connection between a first address of the mobile terminal and the

other terminal and first address of the other terminal, the secure connection defined by at least

the addresses of the two tcrminalsfcol 8 lines 1-22 and Fig 2),

b) the mobile terminal moving from the first address of the mobile terminal to a second

address(Sce col 8 lines 6-9 and Fig 2)

Ala does not explicitly teach c) while at the second address, the mobile terminal sending

a request message to the first address of the other terminal to request the other terminal to change

the secure connection to be defined between the second address and the first address of the other

terminal, and the other terminal, while at the first address of‘ the other tenninal, changing and

address definition of the other terminal, changing and address definition of the secure connection

from the first address to the second address.

However Aura discloses c') while at the second address, the mobile terminal sending a

request message to the first address of the other terminal to request the other terminal to change

the previously established secure connection to be defined between the second address and the

first address of the other terminal, and the other terminal, while at the first address of the other

terminal, changing and address definition of the other terminal, changing and address definition

of the previously established secure connection from the first address to the second address(See

0039,0041).
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Therefore it would have been obvious to one having ordinary skill in the art at that time

the invention was made to modify the teaching method of Aura within Ala method inorder to

provide authentication and access to reduce the service latency when a mobile unit moves

between a first base station and a second base station. (See Aura 0010).

7. As per claim 2; the combination ofAla and Aura disclose the method wherein, the

secure connectiOn is established in step a) by forming a Security Ass0ciation (SA) using the

IPSec protocols (See Ala col 5 lines 27-36 and Fig 2).

8. As per claim 3: the combination ofAla and Aura disclose the method wherein that in step

c) a reply back to the mobile terminal is sent item the other terminal after the request from the

mobile terminal to change the address (See Ala Fig 2 and col 5 lines 43—50).

9. As per claim 4: the combination of Ala and Aura disclose the method wherein the

registration request and/or the reply message is encrypted and/or authenticated by using the same

SA already established (See Ala col 8 lines 1-22 and Fig 2).

10. As per claim 5: the combination of Ala and Aura disclose the method wherein the change

of addresses in the secure connection as a result of the request message is performed by means of

a central register of current address of the terminals belonging to the network (See Ala col 8 lines

17-22).

1 1. As per claim 6: the cembination of Ala and Aura disclose the method wherein the method

further comprises the other terminal sending back a replay message to the mobile terminal at the

second address to confirm address change(See Aura Sec 0039,004l').
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12. As per claim 7: the combination of Ala and Aura disclose the method wherein the mobile

terminal and the other terminal forms an cnd-to-cnd connection whereby the secure connection is

an lPSec transport connection or IPSec tunnel connection (See Ala Fig 2 lPsee tunneling, SA

Parameter).

13. As per claim 8; the combination of Ala and Aura disclose the method wherein one of or

both of the mobile terminal and the other terminal is a security gateway protecting one or more

computers. whereby lPSec tunnel mode or lPSec together with a tunneling protocol is used for

the secure connection between the mobile terminal and the other terminal (See Ala Fig"! lPsee

tunneling SA Parameter).

14. As per claim 9: the combination of Ala and Aura disclose the method wherein both

terminals are mobile terminals (See Ala col 8 lines 17-22 and Fig 2).

I5. As per claim 10: the combination of Ala and Aura disclose the method fiirther comprises

providing a central register of current locations of the terminals belonging to the network (See

Ala col 7 lines 46-67).

Conclusion

l6. The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure. See PTO 892.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Fikremariam Yalew whose telephone number is 5712723852.

The examiner can normally be reached on 9-5.
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If attempts to reach the examiner by telephone are unsuccessfitl, the examiner’s

supervisor, Moazzarni Nasser can be reached on 571-272—4195. The fax phone number for the

organization where this application or proceeding is assigned is 571-273—8300.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http:f/pair-dircct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or Sill-“724000.

Fikremariam Yalew Art Unit 2136

03f10/2007

FA

fNasser G Moazzamix’

Supervisory Patent Examiner, Art Unit 2136
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2136

Sami Vaarala, Antti Nuopponen

Serial No. 10/490,932

Filed: 22 November 2004

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF
MESSAGES

Examiner: Yalew, Fikremariam A

Date: 30 April 2008

ATTORNEY DOCKET NO. 290.1052USN

AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 223l3el450

This is in response to the Office action of 17

March, 2008. Please amend the aboVe—identified patent

application as follows:
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In the Claims:

Amend the claims as follows:

1. (Previously presented) A method for ensuring secure

forwarding of a message in a telecommunication network, having

at least one mobile terminal and another terminal, the method

comprising:

a) establishing a secure connection between a first address of

the mobile terminal and a first address of the other terminal,

the secure connection defined by at least the addresses of the

two terminals,

b) the mobile terminal moving from the first address of the

mobile terminal to a second address, and

c) while at the second address, the mobile terminal sending a

request message to the first address of the other terminal to

request the other terminal to Change the secure connection

to be defined between the second address and the first address

of the other terminal, and

the other terminal, while at the first address of the other

terminal, changing an address definition of the secure

connection from the first address to the second address.

2. (Previously presented) The method of claim 1, wherein the

secure connection is established in step a) by forming a

Security Association (SA) using IPSec protocols.

3. (Previously presented} The method of claim 1, wherein in

step c) a reply back to the mobile terminal is sent from the

other terminal after the request from the mobile terminal to

change the address.

4. (Previously presented) The method of claim 1, wherein the

registration request and/or the reply message is encrypted
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and/or authenticated by using the same SA already established.

5. (Previously presented) The method of claim 1, wherein the

change of addresses in the secure connection as a result of

the request message is performed by means of a central

register of current address of the terminals belonging to the

network.

6. (Previously presented} The method of claim 1 wherein the

method further comprises the other terminal sending back a

reply message to the mobile terminal at the second address to

confirm the address change.

7. (Previously presented) The method of claim 6, wherein the

mobile terminal and the other terminal forms an end—to-end

connection whereby the secure cOnnection is an IPSec transport

connection or IPSec tunnel connection.

8. (Previously presented) The method of claim 6, wherein one

of or both of the mobile terminal and the other terminal is a

security gateway protecting one or more computers, whereby

IPSec tunnel mode or IPSec together with a tunneling protocol

is used for the secure connection between the mobile terminal

and the other terminal.

9. (Previously presented) The method of claim 6, wherein both

terminals are mobile terminals.

10. (Previously presented) The method of claim 9, wherein the

method further comprises providing a central register of

current locations of the terminals belonging to the network.
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REMARKS

Reconsideration of the application is reSpectfully

requested. Claims 1—10 were rejected under Section 103 as

being obvious over AlaeLaurila in View of Aura.

Aura (US Publication Number 2003/0166397) was filed

4 March 2002. The current application is based on

PCT/FIO2/0077O that was filed on 27 September 2002 and claims

priority from Finnish Patent Application No. 20011910, filed 28

Sept. 2001. Attached is a copy of the combined declaration

that confirms that the priority back to 28 September 2001 was

claimed. PCT/FIO2/00770 was filed within 12 months from the

filing date of the corresponding Finnish priority Patent

Application. Applicants are therefore entitled to the priority

filing date of 28 September 2001 which is clearly before the

filing date (4 March 2002) of the cited Aura reference. It is

therefore submitted that Aura is not a prior art document.

Therefore, it is submitted that claims lelO are

allowable over the cited reference and that the obviousness

rejection should be withdrawn.
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The application is submitted to be in condition for

allowance, and such action is respectfully requested.

10
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25

Respectfully submitted,

FASTH LAW OFFICES

/rfasth/
 

Rolf Fasth

Registration No. 36,999

ATTORNEY DOCKET NO. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza,

Southern Pines,

(910)

(910)
Telephone:
Facsimile:

cc: Lisbeth Soderman,
SOOOBlUS)(Your ref:

Suite 2
NC 28387‘4301

687r0001

295—2152

IprBox
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CMINED DECLARATION AND POWER OF ATTORNEY
FOR RAEENT APPLICATION

As a below named inventor, I hereby declare that:

My ,residence, post office address and citizenship are as
stated below next to my name.

I believe I an original, first and joint inventor of the

subject matter which is claimed and for which a patent is sought
on the invention entitled METHOD AND NETWORK FDR ENSURING SECURE

EORWARDING OF MESSAGES, the specification of which was filed as

International Patent Application No. PCT/FIOZ/OOTTO, on 2?

September 2002.

I hereby state that I have reviewed and understand the

contents of the above—identified specification, including the
claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose information that is

material to the patentability of this application in accordance
with Title 37, Code of Federal Regulations, § 1.56(a}. If this is
a continuation—in-part application filed under the conditions

specified in 35 U.S.C. § 120 which discloses and Claims subject
matter in addition to that disclosed in the prior copending
application, I farther acknowledge the duty to disclose neterial
information as defined in 37 CFR §l.56(a) which occurred between
the filing date of the prior application and the national or PCT
international filing date of the continuation—in-part application.

I hereby clainl foreign priority’ benefits under Title 35,
United States Code, § 119 of any foreign application(s) for patent
or inventor's certificate listed below and have also identified
below any foreign application for patent or inventor's certificate
having a filing date before that of the application on which
priority is claimed:

Prior Foreign Application(s} Priority
Claimed

20011910 Finland 28 Se t. 2001 [X] [ ]
(meber) (Country) {Day7Month/Year) Yes No
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claim the benefit under Title 3S, united States
Code, gilggrigyany United States applicationfs) listed below and,
insofar as the subject matter of each of the claims of this
applicatiOn is not disclosed in the prior United States application
in the manner provided by the first paragraph of Title 35, united
States Code, § 112, I acknowledge the duty to disclose material
information as defined in Title 37, Code of Federal Regulations,
§ 1.56(a) which occurred between the filing. date of_ the prior
application and the national or PCT international filing date of
this application:

(not a licable] (n/a) (not applicable}
(Application Serial No.) {Filing Date) (Status: patented,

pending, abandoned)

The undersigned hereby authorizes Rolf .Fasth, ‘the U.S.
attorney named herein, to accept and follow instructions from
Innopat Ltd. as to any action to be taken in the Patent
and Trademark Office regarding this application without direct
communication between Rolf Fasth and the undersigned. In the event
of a change in the persons from whom instructions may be taken,
Rolf Fasth will be so notified by the undersigned.

I hereby appoint Rolf Fasth, Registration. No. 36,999, to
prosecute this application, to file a corresponding international
application, and to transact all business in the Patent and
Trademark Office connected therewith.

Address all telephone calls to Rolf Fasth at telephone
number (602) 993-9099; fax number (602) 942-8364.

Address all correspondence to:

Rolf Fasth

EASTH LAW OFFICES
629 E. Boca Raton

Phoenix, AZ 85022

I hereby declare that all statements made herein of my own
knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements

were made with the knowledge that willful false statements and the

like so made are punishable by fine or imprisonment, or both, under
Section 1001 of Title 18 of the united States Code and that such

willful false statements may jeopardize the validity of the

application or any patent issued thereon.

nncnnnnmrou — PAGE 2 OF 3
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RE‘ 3f29f0é 250-1052USN

Full name of first joint inventor: Semi Vaarala

Inventor's signature

Residence: Helsinki, Finland

Citizenship: Finland

Post Office address:

Full name of second joint inventor: Antti Nuopponen

Inventor's signature {g' $2....— /61 §-2c:54-Z
Date

Residence: Espoo, Finland

Citizenship: Finland

Post Office address: Kaksoiskiventie 7—9 A 1

FIN—02760 Espoo, Finland

 

0198



0199

Attorney Docket No. 290.1052USN PATENTRF:ss éflflfflfi

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of
Art Unit 2136

Sami Vaarala, Confirmation No. 242?

Antti Nuopponen
CERTIFICATE '31" MAILING

Serial NO. 10/490,932
I HEREBY CERTIFY THAT THIE PAPER AND THE DOCUMENTS

Filed: 22 November 2004 FUTHETOAEMUEAUEEMIMEWEMHaEMWHH
ARE BEING SUEMITTE! rLEtrsoNzanLr To THE UNITED

FOr: METHOD AND NETWORK FOR 31mg: pix-mam AND TRADEMARK EFFTEE! on an April
ENSURING SECURE FORWARDING OF mm.
MESSAGES

frfasth/
Examiner: Fikremariam A Yalew

Rolf Fasth

Date: 30 April 2008 Attorney for Applicant

TRANSMITTAL LETTER

ELECTRONIC SUBMISSION

COMMISSIONER FOR PATENTS

9.0. Box 1450

Alexandria, VA 22313—1450

Enclosed for filing in the above—referenced application are the

following:

(X) Response to Office Action dated 17 March 2008.

(X) Copy of previously submitted Combined Declaration and Power
of Attorney.

(X) The Commissioner is hereby authorized to charge any fees

which may be required in connection with the filing of this

correspondence, or credit over—payment, to Account
No. 06-0243.

Respectfully submitted,

FASTH LAW OFFICES 

/rfasth/
 

Rolf Fasth

Registration No. 36,999

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2

Southern Pines, North Carolina 28387—4301

Telephone: 910768770001
Facsimile: 910—295—2152

Attornez Docket No. 290.1052USN
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2136

Sami Vaarala, Antti Nuopponen

Serial No. 10/490,932

Filed: 22 November 2004

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF

MESSAGES

Examiner: Yalew, Fikremariam A

Date: 20 May 2008

ATTORNEY DOCKET NO. 290.105EUSN

SUPPLEMENTAL AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313—1450

This is in response to the Office action of 17

March, 2008 and a supplement to the amendment filed 30 April

2008. Please amend the above-identified patent application as

follows:
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In the Claims:

Amend the claims as follows:

1. (Previously presented) A method for ensuring secure

forwarding of a message in a telecommunication network, having

at least one mobile terminal and another terminal, the method

comprising:

a) establishing a secure connection between a first address of

the mobile terminal and a first address of the other terminal,

the secure connection defined by at least the addresses of the

two terminals,

b) the mobile terminal moving from the first address of the

mobile terminal to a second address, and

c) while at the second address, the mobile terminal sending a

request message to the first address of the other terminal to

request the other terminal to change the secure connection

to be defined between the second address and the first address

of the other terminal, and

the other terminal, while at the first address of the other

terminal, changing an address definition of the secure

connection from the first address to the second address.

2. (Previously presented) The method of claim 1, wherein the

secure connection is established in step a) by forming a

Security Association (SA) using IPSec protocols.

3. {Previously presented) The method of claim 1, wherein in

step c) a reply back to the mobile terminal is sent from the

other terminal after the request from the mobile terminal to

change the address.

4. {Previously presented) The method of claim 1, wherein the

registration request and/or the reply message is encrypted
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and/or authenticated by using the same SA already established.

5. (Previously presented) The method of claim 1, wherein the

change of addresses in the secure connection as a result of

the request message is performed by means of a central

register of current address of the terminals belonging to the

network.

6. (Previously presented) The method of claim 1 wherein the

method further comprises the other terminal sending back a

reply message to the mobile terminal at the second address to

confirm the address change.

7. (Previously presented) The method of claim 6, wherein the

mobile terminal and the other terminal forms an end—to-end

connection whereby the secure connection is an IPSec transport

connection or IPSec tunnel connection.

8. (Previously presented) The method of claim 6, wherein one

of or both of the mobile terminal and the other terminal is a

security gateway protecting one or more computers, whereby

IPSec tunnel mode or IPSec together with a tunneling protocol

is used for the secure connection between the mobile terminal

and the other terminal.

9. (Previously presented) The method of claim 6, wherein both

terminals are mobile terminals.

10. (Previously presented) The method of claim 9, wherein the

method further comprises providing a central register of

current locations of the terminals belonging to the network.
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REMARKS

Reconsideration of the application is respectfully

requested. Claims 1-10 were rejected under Section 103 as

being obvious over AlaeLaurila in view of Aura.

Aura (US Publication Number 2003/0166397) was filed

4 March 2002. The current application is based on

PCT/FI02/00770 that was filed on 27 September 2002 and claims

priority from Finnish Patent Application No. 20011910, filed 28

Sept. 2001. .Attached is a copy of the combined declaration

that confirms that the priority back to 28 September 2001 was

claimed. PCT/FI02/00770 was filed within 12 months from the

filing date of the corresponding Finnish priority Patent

Application. Applicants are therefore entitled to the priority

filing date of 28 September 2001 which is clearly before the

filing date (4 March 2002) of the cited Aura reference. It is

therefore submitted that Aura is not a prior art document.

Even if Aura is considered to be prior art, it is

submitted that the currently claimed invention is not obvious

over Ala—Laurila in View of Aura.

Ala—Laurila merely discloses a conventional system

for transferring a security association during a mobile

terminal handover. This means the mobile terminal is moved

from a first address to a second address and a new access

point is established between the mobile—terminal at the second

address that belongs to a new coverage area of the new access

point. Ala-Laurila’s system requires a change of the location

of both the mobile terminal and the access points. The

original access point is not really used by the mobile

terminal while at the second address.

Aura does not cure these deficiencies. Aura is yet

another reference that merely discloses a system in which a

mobile station changes access point i.e. changes to be served

by a new base station. For example, the abstract explains

that the mobile node moves between a first base station and a

0206



0207

10

15

20

25

30

35

m Attorney Docket No. 290.1052USN smwM - 5 —

second base station. Aura is really about a new and easier

way of re—authentication when the physical access point is

changed. This is completely different from using the same

secure connection and changing the address definition of the

same secure connection, as required by claim 1. It should be

noted that the present invention does not really require the

mobile station to physically move from one base station to

another base station to trigger the address change. The

address change could take place even if the mobile station is

stationary but when, for example, the network is changed from

a wireless WLAN to a wired Ethernet, while using the same

secure connection connected between the same mobile station

and the same base station- In contrast, Aura requires that

the secure connection is changed to be between the mobile

terminal and a new base station.

The Examiner refers to paragraphs 0039, 0041 of Aura

that states that the first and second base station may be the

same base station at different points in time. A detector

module in the mobile node detects that the communication has

been terminated due to, for example, electromagnetic

interference or shielding, loss of power by either the base

station of the mobile node. The mobile station can re—

establish its connection with the base station and gain

credential authenticated access through the base station

without experiencing the delay originating from full

authentication.

It is respectfully submitted that this has nothing

to do with changing the address definition from a first

address to a second address within the same secure connection.

It merely describes an easier way to re-authenticate the

secure connection that occurs at two different points in time.

Applicants fails to see why a person of ordinary

skill in the art would look to Ala—Laurila, Aura and the other

cited references to learn about the features of the amended

claim 1 when such features are completely missing in the cited
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references. All the cited references fail to teach or suggest

the step of the mobile terminal, while at the second address,

sending a request message to the first address of the other

terminal to request the other terminal to change the secure

connection to be defined between the second address of the

mobile terminal and the first address of the other terminal.

As indicated above, Aura merely discloses a way of re—

establishing the authentication without experiencing the delay

originating from full authentication (see paragraph 0039}

which is distinctly different from changing the address from

the first address to the second address in the same secure

connection.

Even if AlaeLaurila is combined with Aura, although

such combination is not taught or suggested by the cited

references. all of the limitations of the claims are not

satisfied. It is submitted that the cited references fail to

teach or suggest:

1) While at the second address, the mobile terminal

sending a request message to the first address of the other

terminal to change the secure connection to be defined between

the second address of the mobile terminal and the first

address of the other terminal, and

2) The other terminal, at the first address of the

other terminal, changing an address definition of the secure

connection from the first address of the mobile terminal to

the second address of the mobile terminal.

It is submitted that Ala-Laurila. Aura and the other

cited references would require extensive modifications that

are not taught or suggested, to meet the requirements of the

amended claim 1. It is also submitted that those

modifications are not obvious since Ala—Laurila completely

fails to teach or suggest the required modifications.

In view of the above, it is submitted that the

amended claim 1 is allowable.

Claims 2—10 are submitted to be allowable because
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the claims depend upon the allowable base claim 1 and because

each claim includes limitations that are not taught or

suggested in the cited references.

Therefore, it is submitted that claims 1-10 are

allowable over the cited reference and that the obviousness

rejection should be withdrawn.

allowance,

The application is Submitted to be in condition for

and such action is respectfully requested.

Respectfully submitted,

FASTH LAW OFFICES

[rfasthg
Rolf Fasth

Registration No. 36,999

ATTORNEY DOCKET NO. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza,
Southern Pines,

Telephone: (910) 687—0001
Facsimile: (910) 295e2152

CC:

NC 283877
Suite 2

4301

Lisbeth Soderman, IprBox
(Your ref: SODOSlUS)

0209



0210

Attorney Docket No. 290.1052USN PATENTRF:es 3!;‘fflfi

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of
Art Unit 2136

Sami Vaarala, Confirmation No. 242?

Antti Nuopponen
CERTIFICATE '31" MAILING

Serial NO. 10/490,932
I HEREBY CERTIFY THAT THIE- RAFT? AND THE E'DCTJD-II‘NTE

FilEdi 22 November 2004 RUTHETOAEMHEAUEHEINEWEEE:EMWHH
ARE BEING SUBMITTE! ELECTRONICALLY To THE UNITED

FOr: METHOD AND NETWORK FOR 2mm F‘IJ‘FENT mun TRADE-MARK OFFICE: on 21 Hay 2009.
ENSURING SECURE FORWARDING OF

MESSAGES frfasth/

Examiner: Yalew, Fikremariam A Rolf Fasth

Attorney for Applicant
Date: 21 May 2008

TRANSMITTAL LETTER

ELECTRONIC SUBMISSION

COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, VA 22313—1450

Enclosed for filing in the above—referenced application are the

following:

(X) Response to Office Action dated 17 March 2008.

(X) The Commissioner is hereby authorized to charge any fees
which may be required in connection with the filing of this

correspondence, or credit over—payment, to Account
No. 06-0243.

 Respectfully submitted,

FASTH LAW OFFICES

/rfasth/
 

Rolf Fasth

Registration No. 36,999 

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, North Carolina 28387—4301

Telephone: 910—687—0001
Facsimile: 910—295—2152

Attornex Docket No. 290.1052USN

0210



0211

Electronic Acknowledgement Receipt

“—
Application Number: 10490932 

International Application Number: 

Confirmation Number:

Title 0! Invention: Method and nework for ensuring secure forwarding of messages

Customer Number: 33359 

Filer: Rolf Fasth/Sloan Smith 

Filer Authorized By: Flolf Fasth

Receipt Date: 21-MAY-2003 

Filing Date: 22-Nov-2004 

Time Stamp: 14:03:25

Application Type: U.S. National Stage under 35 USC 371

Payment information:

 
 

Submitted with Payment no

 File Listing:

Document

Number
File Size( Bytes) Multi Pages

Document Description File Name Message Digest Part f.zip lilaPPI-l 

30448

1 AM D . P DF —’ yes 7
£161IDSBFESJTC‘lPOEWdel-lfldifiuc

511%er

0211



0212

Multipart DescriptioanDF tiles in .zip description 

Document Description 

Supplemental Response or Supplemental Amendment

Applicant ArgumentsJFiemarks Made in an Amendment
 

Warnings:

Information: 

18353 I
Miscellaneous Incoming Letter TFIXPDF —’ no

07’ElaFocBal-ldl24lbl13hafl50d52li‘l lb:
a1773'r'5

Warnings:

Inlormation: 

Total Files Size (in bytes)

 
This Acknowledgement Receipt evidences receipt on the noted date by the US PTO ot the indicated documents,
characterized by the applicantI and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being tiled and the application includes the necessary components for a filing date (see
37 CPR 1.53(b)-(d) and MPEP 506), a Filing Receipt (3? OFF 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
oi 35 U.S.C. 371 and other applicable requirements a Form PCTIDO/EOIQOS indicating acceptance oi the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being tiled and the international application includes the necessary
components for an international filing date {see PCT Article 11 and MPEP 1810). 3 Notification of the
International Application Number and of the International Filing Date (Form PCTIR03105) will be issued in due
course. subject to prescriptions concerning national security. and the date shown on this Acknowledgement
Receipt will establish the international tiling date of the application. 

0212



0213

PTOI'SBIOE (OF-06)
Approved for use through 11319007. OMB 0651-0032

US. Patent and Trademark Office: US DEPARTMENT OF COMMERCE
Under the Pan -rworl< Reduction Act of 1995, no ersons are re-uired to res- and to a collection of information unless it disla s a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD APP'IMIP" 0' DWI‘E'INWDBF Filing Date
Substitute for Form PTO-3T5 10l490,932 1 1I'22I'2004

APPLICATION AS FILED — PART I OTHER THAN

(Column 1) [Column 2} SMALL ENTITY E on SMALL ENTITY
NUMBER FtLED RATE (5) FEE is; RATE :5) FEE ($3

[I BASIC FEE NIA NIASTCFR 1.16 at. I: . oil:

D To be Mailed

NIA

El SEARCH FEE {A37CFR1.1f:ik,i,or rn

[I EXAMINATION FEE{ETCFR 1.16 o. I .or -I
TOTAL CLAIMS
3? CFR 1 16 i '

INDEPENDENT CLAIMS
:3? CFR 1 16 hit

II the specification and drawings exceed 100

El sheets of paper, the application size fee dueAPPLICATION SIZE FEE is $250 ($125 for small entity) for each
I37 CFR ”5‘5” additional 50 sheets or fraction thereof. See

35 UiSiC.418 1 G and 37 CPR 1.15 S.

[I MULTIPLE DEPENDENT CLAIM PRESENT i3TCFR Haiti:

NA

’ II the difference in column 1 is less than zero. enter “III" in column 2.

APPLICATION AS AMENDED — PART II

OTHER THAN

(Column 1) (Column 2) {Column 3) SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER ADDITIONAL ADDITIONAL

05’21’1008 AFTER PREVIOUSLY FEE IS) FEE l$lAMENDMENT PAID FOR

I I I

Independent37 CFR t ‘Jr'ifh IAMENDMENT
El Application Size Fee (37 are 1.1I3lstl

D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM [37 CFR 1.t6l')}

[Column 1] tC—oiumn 2} (Column 3}
CLAIMS HIGHEST

REMAINING NUMBER ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY FEE ($I FEE {$1

AMENDMENT PAID FOR
Total (arena1 Itt It

Independent5? CFR |. I ‘ I) I

El Application Size Fee (3? CFR Lists);AMENDMENT
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM I37 CFR 1.18le

‘ It the entry in column 1 is less than the entry in column 2, write "0“ in column 3. Legal Instrument Examiner:
" If the ”Highest Number Previously Paid For" IN THIS SPACE is less than 20. enter “2D" ITHERESA I. OKONI
”* If the “Highest Number Previousiy Paid For" IN THIS SPACE is less than 3, enter ‘3"
The “Highest Number Previously Paid For" [Total or Independent) is the highest number found In the appropriate box In column 1.

This collection of information is required by 3? CFR 1 16 The information is required to obtain or retain a benefit by the poetic which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U513. 122 and 3? CFR 1.14. This collection Is estimated to take 12 minutes to complete, including gathering.
preparing. and submitting the completed application form to the USPTD. Time will vary depending upon the Individual case. Any comments on the amount of time you
require to complete this form andtor suggestions tor reducing this burden. should he sent to the Chief lnfon'nation Officer. US. Patent and Trademark Office. US.
Department of Commerce. PO. Box 1450. Alexandria. VA 22313—1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, PD. Box 1450. Alexandria. VA 22:313-145..

ifyou need assistance in completing the form. call l-BOD-PTO—Q‘IQQ and select option 2

 
0213



0214

UNITED STATES PA’l‘EN'l‘ AND TRADEMARK OFFICE
I‘NITFID STA'i‘ES DEPARTMENT OI" COBJMICRW
United Stan-.5 l’alenl and Trademark Dfl’icc
Addmsx- ('IUMM [3310M LR 1-011 PA li-LN ["1

PO [inn I450
Alexandria. Virginia BIA-I150lV‘VWJH [JIU El“

 

 
Al’PLlCiA’l‘IUA-V ND lili,[i\’(i DATL l-lRS'l' NAMED INVliiV [OR A'l’l‘flRNl-I‘Y DUFKli 1 NO {TINHRMAIIDN NU

101490.932 I 112212004 Semi Vamala 290.]052USN 2.42?

33.169 75m: owlfilzuos : _ -. .-
msmmw omenscuomAsm
26 PINECRJiS‘I‘ PLAZA SUITE 2 YALE\V'.F1KREMARI»W A
SOUTHERN PLNISS, NC 23387-430]

 
ARK" ENET PAP] 3R .‘u‘l‘MliliR

2136

M AIL DATE DELIVERY MODE

”31263008 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-QOA {Rn-v. MM?)

0214



0215

 

Application No. Applicantis)

10i490,932 VAARALA ET AL.

Office Aerie" summary Examiner Art Unit

Fikremariarn Yalew 2136 -
- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address —

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS.
WHICHEVER IS LONGER. FROM THE MAILING DATE OF THIS COMMUNICATION

Extensions of time may be available under the provisions of 3? CFR 1.136(a) In no event however may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.
If No period for reply is specified above the maximum statutory period will apply and will expire SIX [6) MONTHS from the mailing date of this communication

- Failure to reply within the set or extended period for reply will. by statute cause the application to become ABANDONED (35 U313. § 133].
Any reply received by the Office later than three months after the mailing date of this communication even if timely filed. may reduce any
earned patent term adiustmentr See 37 CFR 13mins).

Statu s

1). Responsive to communication(s) filed on 21 Max 2008.

2a)I:] This action is FINAL. 2mm This action is non-final.

3)I:I Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayie, 1935 CD. 11, 453 GB. 213.

Disposition of Claims

4). Claim(s) m isiare pending in the application.

43) Of the above claim(s) islare withdrawn from consideration.

5)I:I Claim(s) isiare allowed.

8). Claim(s)_1-1'0 isiare rejected.

7)l:I Claim(s)_ isiare objected to.

8)I:I Claim(s)_ are subject to restriction andi‘or election requirement.

Application Papers

9)I:I The specification is objected to by the Examiner.

10)l:l The drawingts) filed on_isiare: a)I:] accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawingis) is objected to, See 3? CFR 1.121(d).

11)|:I The oath or declaration is objected to by the Examiner. Note the attached Otfice Action or form PTO-152‘

Priority under 35 U.S.C. § 119

12)l:] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).

a)I:I All b)I:I Some * c)I:I None of:

1.I:I Certified copies of the priority documents have been received.

2.I:I Codified copies of the priority documents have been received in Application No.

3.[:I Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 112(3)).

* See the attached detailed Office action fora list of the certified copies not received.

Attachmentts)

1) E Notice of References Cited (PTO-892) 4) I] Interview Summary {PTO-413)
2) D Notice of Draftsparson‘s Patent Drawing Review (PTO-94B) Paper Nois)iMaii Date.
3} I] Information Disclosure Statementts) (PTOiSBiflai 5) El Notice of Informal Patent Application

Paper NuisyMaii Date _ a) El Other:
US. Patent and Trademark Dfl‘ice

PTOL-326 (Rev. 08—06) Office Action Summary Part of Paper NoJMail Date 20080924
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DETAILED ACTION

I. The office action is in replay to an amendment filed on 05/21/2008. Claims 1—1 0 are

pending.

Response to Arguments

2. Applicant's arguments with respect to claims 1—10 have been considered but are moot in

ViCW of the new ground(s) of rejection.

Claim Rejections - 35 USC § 103

3. The following is a quotation of35 U.S.C. 103(a') which fortns the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 ol'this Lille, it“ the differences between Lhe subject matter sought to be patented and the prior art are
such that the subject matter as a whole. would have been obvious at the time the invention Was made to a person
having ordinary skill in the art to which said subject matter pertains. Palentability shall not be negatived by the
manner in which the invention was made.

4. Claims l-IO are rejected under 35 U.S.C. 103(a) as being unparcntablc over Ala-Laut‘ila

et at (hereinafter referred as Ala) US Patent No 6.587.680 B] in View of Ishiyama et

althcreinafter referred as Aura) US Patent No 6,904,466 El.

5. As per claim I : Ala discloses a method for ensuring secure forwarding of a message in a

telecommunication network. having at least one mobile terminal and another terminal. the

method comprising:
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a) establishing a secure connection between a first address of the mobile terminal and the

other terminal and first address of the other terminal. the secure connection defined by at least

the addresses of the two terrninals(col 8 lines 1-22 and Fig 2],

b) the mobile terminal moving from the first address of the mobile terminal to a second

address(See col 8 lines 6-9 and Fig 2)

Ala does not explicitly teach c) while at the second address, the mobile terminal sending

a request message to the first address of the other terminal to request the other terminal to change

the secure connection to be defined between the second address and the first address of the other

terminal, and the other terminal, while at the first address of the other terminal, changing and

address definition of the other terminal, changing and address definition of the secure connection

from the first address to the second address.

However lshiyama discloses c) while at the second address. the mobile terminal sending

a request message to the first address of the other terminal to request the other terminal to change

the previously established secure connection to be defined between the second address and the

first address of the other terminal, and the other terminal, while at the first address ofthc other

terminal, changing and address definition of the other terminal, changing and address definition

of the previously established secure connection from the first address to the second address(Sce

col 6 lines 13-23,col 6line 54 through col '7 line 23,col ll line 29-58).

Therefore it would have been obvious to one having ordinary skill in the an at that time

the invention was made to modify the teaching method of Ishiyama within Ala method inorder to

providing a sufficient level of security.
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6. As per claim 2: the combination of Ala and Ishiyama disclose the method wherein, the

secure connection is established in step a) by forming a Security Association (SA) using the

IPSec protocols (See Ala col 5 lines 27-36 and Fig 2).

7. As per claim 3: the combination of Ala and Ishiyama disclose the method wherein that in

step c) a reply back to the mobile terminal is sent from the other terminal after the request from

the mobile terminal to change the address ("See Ala Fig 2 and col 5 lines 43-50).

8. As per claim 4: the combination of Ala and Ishiyama disclose the method wherein the

registration request and/or the reply message is encrypted andfor authenticated by using the same

SA already established (See Ala col 8 lines 1-22 and Fig 2).

9. As per claim 5: the combination of Ala and Ishiyama disclose the method wherein the

change of addresses in the secure connection as a result of the request message is performed by

means of a central register of' current address of the terminals belonging to the network (See Ala

col 8 lines 17—22).

It). As per claim 6: the combination of Ala and Ishiyama disclose the method wherein the

method further comprises the other terminal sending back a replay message to the mobile

terminal at the second address to confirm address change(See Ishiyama col 2 line 63 through col

3 line 14').

l 1. As per claim 7: the combination of Ala and Ishiyama disclose the method wherein the

mobile terminal and the other terminal forms an end-to-end connection whereby the secure

connection is an lPSec transport connection or IPSec tunnel connection (See Ala Fig 2 lPsec

tunneling, SA Parameter).
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12. As per claim 8'. the combination of Ala and Ishiyama disclose the method wherein one of

or both of the mobile terminal and the other terminal is a security gateway protecting one or

more computers, whereby IPSec tunnel mode or lPSec together with a tunneling protocol is used

for the secure connection between the mobile terminal and the other terminal (See Ala Fig2

IPsec tunneling, SA Parameter).

l3. As per claim 9: the combination of Ala and [shiyarna disclose the method wherein both

terminals are mobile terminals (See Ala col 8 lines 17-22 and Fig 2).

l4. As per claim H]: the combination of' Ala and lshiyama disclose the method fithhcr

comprises providing a central register of current locations of the terminals belonging to the

network {See Ala col 7 lines 46-67).

Conclusion

IS. The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure. See PTO 892.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Fikremariam Yalcw whoSe telephone number is 5712723852.

The examiner can normally be reached on 9-5.

If attempts to reach the examiner by telephone are unsuccessful. the examiner’s

supervisor, Moazzami Nasser can be reached on 571—272-4195. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained From the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http:f/pair-directusptogov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (BBC) at 866—217—9197 [toll—free). It'you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA 0R CANADA) or 571-272— IOOU.

Fikremariam Yalew fNasscr G Moazzamif

09/24/2008 Supervisory Patent Examiner, Art Unit
FA 2136
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2136

Sami Vaarala, Antti Nuopponen

Serial No. 10/490,932

Filed: 22 November 2004

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF

MESSAGES

Examiner: Yalewr Fikremariam A

Date: 19 December 2008

ATTORNEY DOCKET NO. 290.1052USN

AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313—1450

This is in response to the Office action of 26

September, 2008. Please amend the abovewidentified patent

application as follows:
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In the Claims:

 Amend the claims as follows:

 
1. (Currently amended) A method for ensuring secure forwarding

of a message in a telecommunication network, having at least

one mobile terminal and another terminal and a security

gateway therebetween, the method comprising:

a) establishing a secure connection between a first address of

the mobile terminal and an éifst address of the security

gateway eeher—termiaai, the secure connection defined by at

least the addresses of the mobile terminal and the securitg

gateway ewe—seemifials,

b) the mobile terminal changing eeeieg from the first address

assess—meEEie—eeemesae to a second addreSS, and

c} while at the second address, the mobile terminal sending a

request message to the first address of the security gateway

eehef—tefmieal to request the security gateway eehef—eermifiei

to Change the secure connection to be defined between the

second address and the éeese address of the security gateway

eéhee—Eeemisal, and

in response to the request message from the mobile terminal,

the security gatewaz eehef—eefmenalT—whéie—aE—ehe—fefse

aedress—ee—ehe—eeher—tefmiaalT changing an address definition

of the secure connection from the first address to the second

 

address, and
 

the mobile terminal sending a secure message in the secure

connection from the second address of the mobile terminal to 

the other terminal via the security gateway.

2. (Previously presented) The method of claim 1, wherein the

Secure connection is established in step a} by forming a

Security Association (SA) using IPSec protocols.

0228



0229

10

15

20

25

30

35

x Attorney Docket No. 290.1052USN stma — 3 -

3. (Currently amended) The method of claim 1, wherein in step

c) a reply back to the mobile terminal is sent from the

security gateway eEhef—eermeea$ after the request from the

mobile terminal to change the address.

4. (Currently amended) The method of claim 27%, wherein the

regéseraeiee request message and/or Ehe a reply message is

encrypted and/or authenticated by using the same SA already

established.

5. (Canceled)

6. (Currently amended) The method of claim 1 wherein the

method further comprises the security gateway eeher—eermiea$

sending back a reply message to the mobile terminal at the

second address to confirm the address change.

7. (Currently amended) The method of Claim 6, wherein the

mobile terminal and the other terminal éerme form an end-to— 

end connection whereby the secure connection is an IPSec

transport connection or IPSec tunnel connection.

8. (Currently amended) The method of claim 6, wherein eee—e§

 

 - - -. ... y u - y y ‘- u"-cu

EP5ee—eeaeee—mede—ef—éPSee—eegeeher—weeh a tunneling protocol

is used for the secure connection between the mobile terminal

and the security gateway eehef—eermeeae-

9. (Currently amended) The method of claim 6, wherein the

other terminal is a mobile terminal beeh—%6£mifia$s—afe—mebi&e

Eefmeeaes.

 

10. (Canceled)
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11. (New) A method for ensuring secure forwarding of a message

in a telecommunication network, having at least one mobile

terminal and another terminal and a security gateway

therebetween, the method comprising:

a) establishing a secure connection between a first address of

the mobile terminal and an address of the security gateway,

the secure connection defined by at least the addresses of the

mobile terminal and the security gateway,

b} the mobile terminal moving from the first address to a

second address, and

c) while at the second address, the mobile terminal sending a

request message to the address of the security gateway to

request the security gateway to change the secure connection

to be defined between the second address and the address of

the security gateway, and

the seCurity gateway changing an address definition of the

secure connection from the first address to the second

address, and

the other terminal sending a secure message in the secure

connection to the second address of the mobile terminal via

the security gateway.
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REMARKS/ARGUMENTS

Reconsideration of the application is respectfully requested.

Claims 1-4 and 6-9 are pending in the present invention.

Claims 5 and 10 have been canceled to facilitate the

prosecution of the current application. Claim 11 has been

added to the application. No new matter has been added to the

application in this response.

1. Rejection of Claims 1-10 under 35 USC § 103(a}.
 

Claims 1—10 were rejected under Section 103 as being Obvious

Over Ala—Laurila in View of Ishiyama- This § 103 rejection is

respectfully traversed in part and overCOme in part as

follows:

a. The Requisite Steps of Independent Claim 1 Are Neither

Taught Nor Suggested in the Cited Art.

The Current amended claim 1 recites, among other method steps,

the mobile terminal sending a request message to the address

of the security gateway to reguest the securitg gateway to

change the secure connection to be defined between the second

address of the mobile terminal and the address of the security

 
gateway and the mobile terminal sending a secure message in

the secure connection from the second address to the other 
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terminal via the security gateway. Such steps are not taught

or suggested in the cited references.

The Examiner states on page 3 of the Office action that Ala

fails to teach ”..while at the first address of the other

terminal, changing an[d] address definition of the other

 
terminal..” Similarly, the Examiner asserts of page 3 of the

Office action that Ishiyama teaches “changing an[d] address

definition of the other terminal." This may be correct but it

is not what the original or the amended claim 1 requires.

Claim 1 requires the step of changing the addrees definition

of the secure connection and it is the address of the mobile

terminal (not the other terminal) that is changed from the

first address to the second address. Claim 1 has never

required the change of the address definition of the other

terminal.

More importantly, the amended claim 1 now requires sending the

request message to the security gateway to request the

security gateway to change the address definition of the

Secure connection from the first address to the second address

and the mobile terminal sending a secure message in the secure

connection from the second address to the other terminal via

the security gateway. None of the cited references teaches

these steps. For example, lshiyama merely teaches an updating

of the mobile computer address and there is no teaching or
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suggestion of the correspondent being a security gateway for

another computer. There is only correspondence between the

correspondent and the mobile terminal. In claim 1, Ishiyama

teaches that the packet is sent directly to the correspondent.

 
In the abstract and other places in the detailed description,

Ishiyama teaches that the use of a home agent (third computer)

should be avoided so that the correspondence can be made

directly between the end-to-end connection of the mobile

terminal and the correspondent.

The cited references are void any discuSsion of teaching of a

security gateway Changing the address definition from the

first address to the second address of a mobile terminal in

response to the request message from the mobile terminal and

the mobile terminal sending a secure message in the secure

connection from the second address to the other terminal via

the security gateway. Ishiyama merely teaches an endhto—end

connection between two computers (mobile computer and

correspondent). Both references completely fail to teach

sending the request message to the security gateway and while

at the second address the mobile terminal sending a secure

message in the secure connection to the other terminal via the

security gateway.

It is submitted that Ala and Ishiyama completely fail to teach

or suggest the above-outlined steps. Accordingly, the
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combination of the cited references fails to teach, suggest or

provide motivation or incentive for this aspect of the

invention. Therefore, the rejection of claim 1 under § 103(a}

is improper, and should be removed.

b. Prima Facie Support for Combination Under § 103 Not
 

Provided

Even assuming arguendo that the requisite method steps of

claim 1 are shown by the combination of Ala and Ishiyama,

 
prima facie support for combining the references, according to

the requirements as set forth in M.P.E.P. § 2142 has not been

provided in the present Office Action.

As provided in M.P.E.P. § 2142, the Supreme Court in KSR

International v. Teleflex Inc., 82 USPQ2d 1385, 1396 (2007)

specified that the analysis supporting a rejection under 35

U.S.C. § 103 should be made explicit. “[RJejeCtions on

obviousness cannot be sustained with mere conclusory

statements; instead, there must be some articulated reasoning

with some rational underpinning to support the legal

conclusion of obviousness-" In re Kahn, 441 F-3dd 977, 988, 78

USPQ2d 1329, 1336 (Fed. Cir. 2006). Furthermore, the Examiner

must make “explicit” this rationale of “the apparent reason to

combine the known elements in the fashion claimed,” including

a detailed explanation of “the effects of demands known to the
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design community or present in the marketplace" and “the

background knowledge possessed by a person having ordinary

skill in the art” (KSR, page 14).

The only rationale provided in support of the 103(a} rejection

of claim 1 is at the bottom of page 3 of the Office action,

which merely asserts it would have been obvious to modify the

teaching method of Ishiyama with Ala method in order to

“providing a sufficient level of security.“ (emphasis added}.
 

Thus, one benefit, or advantage of the modification is the

only rationale provided in the O:fice Action in support of the
  

instant rejection.

However, merely stating that a benefit of the modification

exists, as done above, does not provide the “articulated

reasoning with some rationale underpinning to support the

legal conclusion of obviousness, required under KSR. By

definition, every patentable invention must be “beneficial" —

and arguendo every invention contemplates at least some new

benefit(s) in arriving at the invention - certainly this does

not render the benefit obvious or expected. Because every

modification or element has a corresponding use or benefit,

the above reasoning could be applied to any improvement. It

appears therefore that “hindsight construction” may have

perhaps played a role in arriving at the present ground for

rejection in the Office action - which though difficult
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perhaps to avoid in many cases, is nonetheless impermissible

in making a prima facie showing of obviousness.

According to M.P.E.P. 2142, “the examiner bears the initial

burden of factually supporting any prima facie conclusion of

obviousness. If the examiner does not produce a prima facie

case, the applicant is under no obligation to submit evidence

of nonobviousness.” Because a prima facie conclusion of

obviousness has not been provided in the present Office

Action, Applicants respectfully request reconsideration and

  
withdrawal of this ground for rejection as to claim 1, and any

additional remaining claims to the extent they may depend

therefrom.

c. Dependent Claims 2~4 and 6~9

Because dependent claims 2~4 and 6~9 depend from the allowable

independent claim 1, and as detailed above, their rejec:ion is

 
now moot- However, claims 2—4 and 6—9 also recite additional

characteristics that are not found in the Cited art.

Accordingly, the rejection of claims 2—4 and 6H9 under §103(a)

is improper.

3. New claim 11

New claim 11 has been added. No new matter has been added to
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the claim. Claim ll is submitted to be allowable for reasons

similar to the reasons put forth for the allowability of the

amended claim 1. More particularly, the cited references are

void any discussion of teaching of a security gateway changing

the address definition from the first address to the second

address and the other terminal sending a secure message in the
 

secure connection to the second address of the mobile terminal

via the security gateway.
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4. Conclusion

Based on the foregoing, Applicants respectfully request that

the various grounds for rejection in the Office Action be

reconsidered and withdrawn with respect to the previously

amended form of the claims, and that a Notice of Allowance be

issued for the present application to pass to issuance.

In the event any further matters remain at issue with respect

to the present application, Applicants respectfully request

that the Examiner please contact the undersigned below at the

 
telephone number indicated in order to discuss such matter

prior to the next action on the merits of this application.

 
Respectfully submitted,

FASTH LAW OFFICES

/rfasth/
Rolf Fasth

Registration No. 36,999

ATTORNEY DOCKET NO. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2

Southern Pines, NC 28387-4301

Telephone: (910) 687-0001
Facsimile: (910) 295—2152

cc: Lisbeth Soderman, Borenius

(Your ref: SOOOSlUS)
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10i490,932 VAARALA ET AL.

Office Aerie" summary Examiner Art Unit

Fikremariarn Yalew 2436 -
- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address —

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS.
WHICHEVER IS LONGER. FROM THE MAILING DATE OF THIS COMMUNICATION

Extensions of time may be available under the provisions of 3? CFR 1.136(a) In no event however may a reply be timer filed
after SIX (6) MONTHS from the mailing date of this communication.
If No period for reply is specified above the maximum statutory period will apply and will expire SIX [6) MONTHS from the mailing date of this communication

- Failure to reply within the set or extended period for reply will. by statute cause the application to become ABANDONED (35 U313. § 133].
Any reply received by the Office later than three months after the mailing date of this communication even if timely filed. may reduce any
earned patent term adjustment See 37 CFR 13mins).

Statu s

1). Responsive to communication(s) filed on 1'9 December 2008.

2a). This action is FINAL. 2b)[:| This action is non-final.

3)l:l Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayie, 1935 CD. 11, 453 GB. 213.

Disposition of Claims

ME Claim(s) 1-4 6-9 and 11 isfare pending in the application.

4a) Of the above claim(s) isiare withdrawn from consideration.

5)I:I Claim(s) isiare allowed.

8). Claim(s) 14 6-9 and 11 isiare rejected.

7)l:I Claim(s)_ isiare objected to.

8)I:I Claim(s)_ are subject to restriction andr‘or election requirement.

Application Papers

9)I:I The specification is objected to by the Examiner.

10)l:l The drawingts) filed on_isiare: a)I:] accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a),
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Priority under 35 U.S.C. § 119
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1.I:I Certified copies of the priority documents have been received.
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3.[:I Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 1?.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.
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US. Patent and Trademark Ofl‘ice

PTOL-326 (Rev. 08—06) Office Action Summary Part of Paper NoJMail Date 20090311
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DETAILED ACTION

I. The office action is in replay to an amendment filed on 12/19/2008. Claims l-4,6—9 and

I 1 have been amended. Claims 5,10 are canceled and claim 1 l is new added. Claims ]—4,6—9,] 1

are pending.

Response to A rgumem‘s

2. Applicant‘s arguments with respect to claims 1—4.6—9,1 l have been considered but are

moot in VlCW of the new ground(s) of rejection.

Claim Rejections - 35 USC § 1'12

3. The following is a quotation ofthc first paragraph of 35 U.S.C. l 12:
The specification shall contain a written description of the invention, and oi‘the manner and process of making and using
it, in such full. clear. concise, and exact terms as to enable any person skilled in the art to which it pertains, or with which
it is most nearly connected, to make and Lise the same and shall set forth the best mode contemplated by the inventor of
carrying out his invention.

4. Claims 1,] l are rejected under 35 U.S.C l 12. first paragraph. as falling to comply with

the written description requirement. The claim(s) coutains subject matter which was not

described in the specification in such a way as to reasonably convey to one skilled in the relevant

art that the inventoris). at the time the application was failed, had possession of the claimed

invention. The specification fails to mention or teach limitation c) while at the second address,

the mobile terminal sending a request message to the address of the security gateway to request

the security gateway to change the secure connection to be defined between the second

address and the first address of the security gateway and in response to the request

message from the mobile terminal changing an address definition of the secure connection

from the first address to the second address and the mobile terminal sending a secure

message in the secure connection from the second address of the mobile terminal to the
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other terminal via a security gateway as claims 1,11.The applicant should explicitly explain

how the specification support the new added claim limitations such as claim limitation C') as

recited above.

Claim Rejections - 35 USC § 103

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousncss rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set truth in
section 102 of this title, if the differences between the. subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the artto which said subject matter pertains. Patentahility shall not be negatived by the
manner in which the invention was made.

6. Claims l-4,6-9,l l are rejected under 35 U.S.C. 103(a) as being unpatentable over

Ahoncn( US Patent No 6,976,177 132) in VlCW of Luo ct al(hcreinafter rcfetTed as Luo) US Patent

No 7,146,428 32.

5. As per claims 1,] l : Ahoncn discloses a method for ensuring secure forwarding of a

message in a telecommunication network, having at least one mobile terminal and another

terminal and a security gateway there between. the method comprising:

a) establishing a secure connection between a first address of' the mobile terminal and the

other terminal and an address ofthc security gateway, the secure connection defined by at least

the addresses of the mobile terminal and security gateway (See col 2 lines 1 1-30 and col 3 line

57 through col 4 line I).

b] the mobile terminal changing from the first address to a second address(See col 9 lines

7-65); the mobile terminal sending a secure message in the secure connection From the second

address of the mobile terminal to the other terminal via the security gateway(See Fig 5 and col 2
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lines 1 1-37); and the mobile terminal the security gateway changing an address definition of the

secure connection from the first address to the second address(See col 2 lines 1 1-37 and col 9

lines 7—65].

Ahonnen does not explicitly teach while at the second address, the mobile terminal

sending a request message to the first address of the address of the security gateway to request

the security gateway to change the secure connection to be defined between the second address

and the first address of the security gateway.

However Luo teaches while at the second address, the mobile terminal sending a request

message to the first address of the address of the security gateway to request the security gateway

to change the secure cennection to be defined between the second address and the first address of

the security gateway(See col 4 lines 35610015 lines 18-40 and 0016 lines 40-57) and in

response to the request message from the mobile terminal the security gateway changing an

address definition of the secure connection from the first address to the second address (See col 4

lines 35-67.col 5 lines 18-40 and col 6 lines 40-57).

Therefore it would have been obvious to one having ordinary skill in the art at that time

the invention was made to modify the teaching method of Luo within Ahonen method inorder to

provide a secure communication method for allowing a mobile host to communicate with a

correspondent host over a VPN via a security gateway (See Ahonen col ] lines 43-46).

6. As per claim 2: the combination of Ahonen and Luo disclose the method wherein, the

secure connection is established in step a) by forming a Security Association (SA) using the

lPSec protocols (See Ahoncn Fig 5 and col 8 lines 17-59).

0247



0248

Application/Control Number: 10/490,932 Page 5

Art Unit: 2436

7. As per claim 3: the combination of Ahonen and Luo disclose the method wherein that in

Step c) a reply back to the mobile terminal is sent From the other terminal afier the request from

the mobile terminal to change the address (See Luo c014 lines 35-67,col 5 lines 18-40 and col 6

lines 40-57).

8. As per claim 4: the combination of Ahonen and Luo disclose the method wherein the

registration request and/or the reply message is enclypted and/or authenticated by using the same

SA already established (See Ahonen e012 lines 11-37 and Fig 5).

9. As per claim 6: the combination ofAhoncn and Luo disclose the method wherein the

method further comprises the other terminal sending back a replay message to the mobile

terminal at the second address to confirm address change(See Luo col 4 lines 35-67.col 5 lines

18-40 and col 6 lines 40-57).

I 1. As per claim 7: the combination ofAhonen and Luo disclose the method wherein the

mobile terminal and the other terminal forms an end—to—end connection whereby the secure

connection is an IPSec transport connection or IPSec tunnel connection (See Ahonen Fig 5).

12. As per claim 8: the combination ofAhonen and Luo disclose the method wherein one of

or both of the mobile terminal and the other terminal is a security gateway protecting one or

more computers, whereby lPSec tunnel mode or lPSec together with a tunneling protocol is used

for the secure connection between the mobile terminal and the other terminal (See Ahonen Fig

5).

13. As per claim 9: the combination of Ahonen and Luo disclose the method wherein both

terminals are mobile terminals (See Ahonen col 1 lines 43-53).

Conclusion
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IS . Applicant's amendment necessitated the new ground(_s) ofrejection presented in this

Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a).

Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within TWO

MONTHS of the mailing date of this final action and the advisory action is not mailed until after

the end of the THREE-MONTH shortened statutory period, then the shortened statutory period

will expire on the date the advisory action is mailed, and any extension fee pursuant to 37

CFR 1.136(3) will be calculated from the mailing date of the advisory action. In no event,

however. will the statutory period for reply expire later than SIX MONTHS from the date of this

final action.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Fikremariam Yalew whose telephone number is 5712723852.

The examiner can normally be reached on 9-5.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Moazzami Nasser can be reached on 571-272-4195. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained From the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http:f/pair-directusptogov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (BBC) at 866—2 17—9197 [toll—free). It‘you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA 0R CANADA) or 571-272- IOOO.

Fikremariam Yalew fNasscr G Moazzamii

03f] 1/2009 Supervisory Patent Examiner, Art Unit
FA 2436
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2436

Sami Vaarala, Antti Nuopponen

Serial No. 10/490,932

Filed: 22 November 2004

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF

MESSAGES

Examiner: Yalew, Fikremariam A

Date: 30 April 2009

ATTORNEY DOCKET NO. 290.105EUSN

AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313—1450

This is in response to the Office action of 16

March, 2009. Please amend the above—identified patent

application as follows:
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In the Claims:

Amend the claims as follows:

1. (Previously presented) A method for ensuring secure

forwarding of a message in a telecommunication network, having

at least one mobile terminal and another terminal and a

security gateway therebetween, the method comprising:

a) establishing a secure connection between a first address of

the mobile terminal and an address of the security gateway,

the secure connection defined by at least the addresses of the

mobile terminal and the security gateway,

b) the mobile terminal changing from the first address to a

second address, and

c) while at the second addreSS, the mobile terminal sending a

request message to the address of the security gateway to

request the security gateway to change the secure connection

to be defined between the second address and the address of

the security gateway, and

in response to the request message from the mobile terminal,

the security gateway changing an address definition of the

secure connection from the first address to the second

address, and

the mobile terminal sending a secure message in the secure

connection from the second address of the mobile terminal to

the other terminal via the security gateway.

2. (Previously presented) The method of claim 1, wherein the

secure connection is established in step a} by forming a

Security Association (SA) using IPSec protocols-

3. (Previously presented) The method of claim 1, wherein in

step c) a reply back to the mobile terminal is sent from the

security gateway after the request from the mobile terminal to
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change the address.

4. (Previously presented) The method of claim 2, wherein the

request message and/or a reply message is encrypted and/or

authenticated by using the same SA already established.

5. (Canceled)

6. (Previously presented) The method of claim 1 wherein the

method further comprises the security gateway sending back a

reply message to the mobile terminal at the second address to

confirm the address change.

7. (Previously presented) The method of Claim 6, wherein the

mobile terminal and the other terminal form an end—to—end

connection whereby the secure connection is an IPSec transport

connection or IPSeo tunnel connection.

8. (Previously presented) The method of claim 6, wherein a

tunneling protocol is used for the secure connection between

the mobile terminal and the security gateway.

9. (Previously presented) The method of claim 6, wherein the

other terminal is a mobile terminal.

10. (Canceled)

11. (Original) A method for ensuring secure forwarding of a

message in a telecommunication network, having at least one

mobile terminal and another terminal and a security gateway

therebetween, the method comprising:

a) establishing a secure connection between a first address of

the mobile terminal and an address of the security gateway,

the secure connection defined by at least the addresses of the

mobile terminal and the Security gateway.
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b) the mobile terminal moving from the first address to a

second address, and

c) while at the second address, the mobile terminal sending a

request message to the address of the security gateway to

request the security gateway to change the secure connection

to be defined between the second address and the address of

the security gateway, and

the security gateway changing an address definition of the

secure connection from the first address to the second

address, and

the other terminal sending a secure message in the secure

connection to the second address of the mobile terminal via

the security gateway.
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REMARKS

Reconsideration of the application is respectfully

requested. Claims 1 and 11 were rejected under Section 112.

It is submitted that support for the amendments can be found

on page 11, lines 27—29; page 15, lines 15—16;, page 17, lines

17-24; Claim 3; Figs. 4-5; Fig. 1; page 12, lines 12-14; and

page 15, lines 12720. It is respectfully Submitted that

claims 1 and 11 should conform to the requirements of Section

112.

Claims 1-4, 6—9 and 11 were rejected under Section

103 as being obvious over Ahonen in View of Luo.

Luo (US Patent No. 7,146,428) was filed 18 Nov. 2002

and claims priority back to US provisional patent application

no. 60/339,953, filed 12 December 2001. The current

application is based on PCT/F102/00770 that was filed on 27

September 2002 and claims priority from Finnish Patent

Application No. 20011910, filed 28 September 2001. Attached is

a copy of the combined declaration that confirms that the

priority back to 28 September 2001 was claimed. PCT/F102/00770

was filed within 12 months from the filing date of the

correSponding Finnish priority Patent Application. Applicants

are therefore entitled to the priority filing date of 28

September 2001 which is Clearly before the filing date of the

priority document (12 December 2001) of the cited Luo

reference. It is therefore submitted that Luo is not a prior

art document.

Therefore, it is submitted that claims 1-4, 6-9 and

11 are allowable over the cited reference and that the

obviousness rejection should be withdrawn.
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The application is submitted to be in condition for

allowance, and such actio

290.1052USN Mao/09 - 6 -

n is respectfully requested.

Respectfully Submitted,

FASTH LAW OFFICES

grfasthz

Rolf Fasth

Registration No. 36,999

ATTORNEY DOCKET NO. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite

Southern Pines, NC 28387—

Telephone: (910) 687—0001
Facsimile: {910) 295-2152

CC:

2

4301

Lisbeth Soderman, Borenius
(Your ref: SOOOSlUS)
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Attorney Docket No. 290.1052USN PATENT
Rhea MEDHJ']

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of EXPEDITED PROCEDURE UNDER 37
CFR 1.114

Sami Vaarala, Art Unit 2436

Antti Nuopponen Confirmation No. 2427

Serial NO. 10/490,932 rEMUmchEMMLms

Fi 19d: 22 NOV‘mee-r 2004 I HE?EEIY CERTIFY THAT THIE‘ PAFER AND THE DOCUMENTS
REFERRED TC is BEING ATTACHED a? ENCLOSE? HEREWZTH

For: METHOD AND NETWORK FOR fiaamn:mmuflmmnmwmwmmrw‘msomwn

ENSURING SECURE arm-i=5 PATENT MIL- magmas}: owns an 30 AptiL
FORWARDING OF MESSAGES new

Examiner: Fikremariam A. Yalew frfasth/

Date: 30 April 2009 Rolf Fasth
Attorney for Applicant

TRANSMITTAL LETTER

ELECTRONIC SUBMISSION
COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, VA 22313-1450

Enclosed for filing in the above-referenced application are the

following:

(X) Response to Final Office Action dated 16 March 2009.
(X) The Commissioner is hereby authorized to charge any fees

which may be required in connection with the filing of this
correspondence, or credit over—payment, to Account
No. 06—0243.

Respectfully submitted,

FASTH LAW OFFICES

/rfasth/
 

Rolf Fasth

Registration No. 36,999

Attornex Docket No. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387—4301

Telephone: 910—687—0001
Facsimile: 910729572152
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Application No. Applicantis)

10i490,932 VAARALA ET AL.

Office Aerie" summary Examiner Art Unit

Fikremariarn Yalew 2436 -
- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address —

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS.
WHICHEVER IS LONGER. FROM THE MAILING DATE OF THIS COMMUNICATION

Extensions of time may be available under the provisions of 3? CFR 1.136(a) In no event however may a reply be timer filed
after SIX (6) MONTHS from the mailing date of this communication.
If No period for reply is specified above the maximum statutory period will apply and will expire SIX [6) MONTHS from the mailing date of this communication

- Failure to reply within the set or extended period for reply will. by statute cause the application to become ABANDONED (35 U313. § 133].
Any reply received by the Office later than three months after the mailing date of this communication even if timely filed. may reduce any
earned patent term adiustmentr See 37 CFR 13mins).

Statu s

1). Responsive to communication(s) filed on 30 Agrii 2009.

2a)I:] This action is FINAL. 2133 This action is non-final.

3)I:I Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayie, 1935 CD. 11, 453 GB. 213.

Disposition of Claims

4). Claim(s) 1-4 6-9 and 1‘1 isfare pending in the application.

4a) Of the above cIaim(s) isiare withdrawn from consideration.

5)I:I Claim(s) isiare allowed.

8). Claim(s)_,_,_14 6-9 11 isfare rejected

7)l:I Claim(s)_ isiare objected to

8)I:I Claim(s)_ are subject to restriction andi‘or election requirement.

Application Papers

9)I:I The specification is objected to by the Examiner.

10)l:l The drawingts) filed on_isiare: a)I:] accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a),

Replacement drawing sheet(s) including the correction is required if the drawingis) is objected to, See 3? CFR 1.121(d).

11)|:I The oath or declaration is objected to by the Examiner. Note the attached Otfice Action or form PTO-152‘

Priority under 35 U.S.C. § 119

12)l:] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).

a)I:I All b)I:I Some * c)I:I None of:

1.I:I Certified copies of the priority documents have been received.

2.I:I Certified copies of the priority documents have been received in Application No.

3.[:I Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 1?.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attachmentts)

1) E Notice of References Cited (mossz) 4) I] Interview Summary {mom 3)
2) D Notice of Draftsparson‘s Patent Drawing Review (PTO-94B) Paper Nois)itvtaii Date.
3} I] Information Disclosure Statementts) (PTOiSBiflai 5) El Notice of Informal Patent Application

Paper NuisyMaii Date _ a) El Other:
US. Patent and Trademark Ofiice

PTOL-326 (Rev. 08—06) Office Action Summary Part of Paper NoJMeil Date 200905111
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DETAILED ACTION

l. The office action is in replay to an amendment filed on 04/30/2009. Claims 1-4, 6—9,] 1

are pending.

2- The examiner agree with the applicant‘s argument that the prior art (Luo reference) filing

date is not good to use it as a prior art therefore the examiner withdraws the previous final

rejection and reopen the case. Also the examiner withdraws the previous 35 USC l 12 first

rejection based on the applicant’s persuasive argument.

Claim Rejections - 35 USC § 103

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

{a} A patent may not. be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter Sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

4. Claims 1-4, 6-9,] I are rejected under 35 U.S.C. 103(a) as being unpatentable over

Ahoncn(US Patent No 6,976,177 B2) in View of lnoue et al(hereinafter referred as lnoue) US

Patent No 6,170,057 Bl.

5. As per claims L] I: Ahonen discloses a method for ensuring secure forwarding ofa

message in a telecommunication network, having at least one mobile terminal and another

terminal and a security gateway there between, the method comprising:

at establishing a secure connection between a first address of the mobile terminal and the

other terminal and an address of the security gateway, the secure connection defined by at least
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the addresses of the mobile terminal and security gateway (See col. 2 lines 11-30 and col. 3 line

57' through col. 4 line I),

b} the mobile terminal changing from the first address to a second address(See col. 9 lines

7-65); the mobile terminal sending a secure message in the secure connection fi'om the second

address of the mobile terminal to the other terminal via the security gateway(See Fig 5 and col. 2

lines ] l-37'); and the mobile terminal the security gateway changing an address definition of the

secure connection from the first address to the second address(See col. 2 lines 11-33l and col. 9

lines 7-65).

Ahonnen does not explicitly teach while at the second address, the mobile terminal

sending a request message to the first address of the address of the security gateway to request

the security gateway to change the secure connection to be defined between the second address

and the first address of the security gateway.

However lnoue teaches while at the second address. the mobile terminal sending a

request message to the first address of the address of the security gateway to request the security

gateway to change the secure connection to be defined between the second address and the first

address of the security gateway(See co|.6 lines 2-67 and col. lines 10-22) and in response to the

request message from the mobile terminal the security gateway changing an address definition of

the secure connection from the first address to the second address (See col.6 lines 2-67 and

col.lines 10-22 ).

Therefore it would have been obvious to one having ordinary skill in the art at that time

the invention was made to modify the teaching method of lnoue within Ahonen method in order
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to provide a secure communication method for allowing a mobile host to communicate with a

correspondent host over a VPN via a security gateway (Sec Ahonen col. 1 lines 43-46).

6. As per claim 2'. the combination of Ahonen and Incue teaches the method wherein, the

secure connection is established in step a) by forming a Security Association (SA) using the

IPSec protocols (See Ahonen Fig 5 and col. 8 lines 17-59).

7. As per claim 3: the combination of Ahonen and [none teaches the method wherein that in

step c) a reply back to the mobile terminal is sent from the other terminal after the request from

the mobile terminal to change the address (See lnouc col.6 lines 2—67 and col. I incs 10-22).

8. As per claim 4'. the combination of Ahonen and [none teaches the method wherein the

registration request andior the reply measage is encrypted and/or authenticated by using the same

SA already established (See Ahonen col. 2 lines 1 l-3i'ir and Fig 5).

9. As per claim 6: the combination of Ahonen and lnouc teaches the method wherein the

method further comprises the other terminal sending back a replay message to the mobile

terminal at the second address to confirm address change(See Inoue col_6 lines 2-67 and

col.lines 10-22 ).

I 1. As per claim 7: the combination of Ahonen and lnouc teaches the method wherein the

mobile terminal and the other terminal forms an end-to-end connection whereby the secure

connection is an IPSec transport connection or IPSec tunnel connection (See Ahonen Fig 5).

12. As per claim 8: the combination of‘Ahoncn and lnouc teaches the method wherein one of

or both of the mobile terminal and the other terminal is a security gateway protecting one or

more computers, whereby IPScc tunnel mode or lPSec together with a tunnelng protocol is used
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for the secure connection between the mobile terminal and the other terminal (See Ahonen Fig

5).

13. As per claim 9'. the combination of Ahonen and lnoue teaches the method wherein both

terminals are mobile terminals (See Ahoncn col. l lines 43-53).

Conclusion

l4. The prior art made of record and not relied upou is considered pertinent to applicant's

disclosure. See PTO 892.

A shortened statutory period for reply to this final action is set to expire THREE

MONTHS fi‘om the mailing date of this action. In the event a first reply is filed within TWO

MONTHS ofthe mailing date of this final action and the advisory action is not mailed until after

the end of the THREE-MONTH shortened statutory period, then the shortened statutory period

will expire on the date the advisory action is mailed. and any extension fee pursuant to 37

CPR 1.136(a) will be calculated from the mailing date of the advisory action. In no event,

however. will the statutory period for reply expire later than SIX MONTHS from the date of this

final action.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Fikretnariam Yalcw whose telephone number is 5712723852.

The examiner can normally be reached on 9-5.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor. Moazzami Nasser can be reached on 571—272—4195. The fax phone number for the

organization where this application or proceeding is assigned is 57 | -273-8300.
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For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF
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Date: 30 April 2009

ATTORNEY DOCKET NO. 290.105EUSN

AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313—1450

This is in response to the Office action of 16

March, 2009. Please amend the above—identified patent

application as follows:

0278



0279

EAST Seam]! History

EAST Search History

EEReiii EI-lits ESearch Query EDeiault EPIuralsETime Stamp
2E = E0perator ‘ =W mmmwwm\\\u\u\\\\\\\w-Emmwu‘uuuuum\m~uu \uuuuuuuuuw-WWW............ ;

EEL? 11135Wu EUSF'GPUB; EUR EON E2009’05i ‘1
. Eand gateway EUSPAT' EOS' 4D

E;usocn FPRS;

EEPO; JPO;

 
 

 E192 E(secur$4 with connection
5 Ewith gateway)(address

Ewith change)

EAND EON E2009! ()5! 11
E08: 41 

EIBM_TDBh.................‘ .M............... .............w............w..........w....................“.u M...................................... ...........u.......................... M

EELS E155 E(secur$4 with connection E;USPGPUB EAND EON E2009105i11 ‘
Ewith galewayfladdress EUSPAT; E03- 41 ‘
Ewith change)(security with Eusocn; FPns;
Egateway) E;EPO JPO;

;
Ei

- 5.......WMMWW .
 

 

 s and (chang$3 or upd
E$3)with secure with

Econnection 
WEIBNLTDB

§ES1 E66 Esemre with connection WEUS- PGPUB; EOH EOFF E2008109f23
Esame chang$3 with EUSPAT; E16:05
Eaddress EUSOCR; FPFiS;

EEPU; .JPO;
EDEHWENT; i

El BM_TDB E,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

E% E16 E51 and iPsec with protocol EUSPGPUB; Eon EOFF Emma/09123
EUSPAT; E16: 05
Eusocn; FPHS;
EEPO; .JPO;
EDERWENT:
E BM TDB

E1 Eaddress with change same SPGPUB; EOR EOFF 2008109! 23
E ElPsec with protocol and EUSPAT; E16: 11

Eccntral with register EUSOCR; FPHS; E 5
EEPO; JPO;
EDEFiWENT;

EIBI’vLTDB

 
  

file:i'fffli'lllliclunen[5%2tkmd'51205t1uingsi'lyalewiMyfi-Z’JUDLLUIEEIEASTSem-chHislmy.l[H90932_!\Lx'caisihle¥er§ioil.htili [l ol'filjil [#2000 “1:002“?th

0279



0280

EAST Seam]! History

E"380"I$.ccls.and s1 

 

:88 and "713"f$.ocls.
 

E((current or previous) with

Eaddress) same IPsec with
Eprotoool

 

S2and455f$ocls

E88 and "455"f$.ccls.

E" 20050083947"

ERHEP) with signal$4) ‘

EUSPAT;
EUSOCR; FPHS;

E;EPO .JPO;
EDERWENT:
‘ BNLTDB SPGPUB;

::;USPAT

EUSOCR; FPHS;
EEPO; JPO;
EDERWENT;

:IBM_TDB

USPGPUB

I

30H OFF 2008f09f23

E16:12

EOFF E20031 09x 23
E16: 13

ESE :35 E((terminal or mobile or EUSPGPUB; SOR EOFF Ewes/09123 E
Eoellular with phone)near '
Erequest)same address

Ewith change

E16: 28

 
EOFF 2003: 09/ 23

 
EDEHWENT;
El BM_TDB

EOFF E2003/09f 23
:1629

.1629

E16: 34

E1725

EOFF E2003109r23
E1603

file:mtlmasmnen[5%2mmd'5120568ingsfl‘yuleWIMy‘fi-ZUDU...932!EAS'1'Searcl1Hislmy.l[H90932_Au'eusihleVersimhtm [I M51511 [RUIN [Uifllltlfl A1“

0280

EOFF :2003}09/23 =



0281

EAST Seam]! History

  

 
 

 
 
 
 

 
 

 
 
  
 

 

 
 

 
  
 

 
 

E(updat$3 or upgrad$3 or EUS-PGPUB; EOFl EEEE""""" WTEEFEE""""""" E
Erenew$3) same ((single or EUSPAT; E18:O7
Egroup) with IPseC with Em FPHS; 3

Econnection} E;EPO JPO;

EIBM_TDB

E(updat$3 or upgrad$3 or E;USPGPUB EOE EOFF 32008109! 23
Erenew$3 or modity$3) EUSPAT; E18: 09
Esame ((single or group) E;USOCR FPFtS;
Ewith IPsec with EEFO; .JPO;
Econnection) EDERWENT;

El BNLTDBvwmmuuW‘mmma

E25 E(updat$3 or upgrad$3 or EUS-PGPUB; EOH EOFF E2368109f23
= Erenew$3 or modify$3l and EUSPAT; E18:35

E({single or group) with Eumofi; FPHS; ‘
ElPsec with connection) E;EPO JPO;

EDEFtWENT;

EIBleTDB E

  

~~
2\

 
EUSPAT; E1836
EUSOCFt; FPRS; E
E;EPO .JPO;

EDEHWENT;

  s2008109! 235320 and "380"l$.oc:ls.
5 E18: 36

al BM_TDB

E2 E320 and "455"/$GCIS. EUSPGPUB: EOR EOFF ENDS/”9’23
EUSPAT; E E13' 35
Eusocn; FPRS;
EEPO; .JPO:

EDERWENT;
EIBMTTDB

 
 

E0 Edilferent with SAs same Eus PGPUB; Eon EOFF E256MBIOQI’23 """"""" E
s Edilferent with addreess EUSPAT; E1921

IBM TDB

filezflffli'llllx‘lllI]ent5%2l]and'§12[l$t‘.tl ingS-I'UHIEWFMy‘EIZUDLL.U3EJ'EASTSEHR‘IIHislmy.l[H90932ka‘eflsihleVerSinllhllll L3 ul'irji'l [BULK] [Uifllltlil AN]

0281



0282

EAST Seam]! History

 S826 S14 S(chang$3 or updat$3 or j SPGPUB; Son SOFF Smog/0993
Supgrad$3 or renew$3) SUSPAT; S19: 27
Snear (SA with address or SUSOCR; FPFIS;
SIPSec with address) SEPO; JPO;

SDERWENT;

SIBIVLTDB

5S327 S239 S(modify$3 or updat$3 or Sus— PGPUB; Son SOFF S2009103m4 S
5 Supgrad$3) same (IPSEC or SUSPAT; S18: 52

S(Security with gateway) or SUSOOR; FPFtS; S
SSA) same(request$3 or S;EPO .JPO;
Ssend$3}with message ‘

  
modify$3 or updat$3 or ' a S S2009/03f04

Supgrad$3)same (IPSEC or SUSPAT; S18: 53
S(Securin with gateway) or SUSOCFI; FPFIS;

SSA or router with IPSEC or SEPO; .JPO;
Sfirewall with IPSEC“) same SD;EHWENT

S(request$3 or send$3)with SIBM_TDB

  

SOB SOFF S2009/03IO4
2 S18: 53

.....................................................................................................................................................................................................................................

S9 S323 and "380"/$.ccls. SOH SOFF S2009f03f04
S S;13 53

 

Son SOFF S2009103m4
; S1354: .
i 3 S: t

-SEWMMWMHS.................. gwwmm mum w¢wmw«WMMWMMM.....

ESSSI S53 S828 and "709"/$.ocls.
 

SDEHWENT;
SI BM_TDB

S9 S$1 and mobility$3 Son SOFF z2009:03m4
E SUSPAT; S18: 55

SUSOCFI; FPHS;
S;EFO JPO;
SDERWENT;

SIBMATDB

Sam S11 S329 and mobility$3 SUS-PGPUB; :OFI EOFF S2009103f04

SUSPAT'. S18:55
SEPO; .JF‘O;
SDEFIWENT;

S SIBIVLTDB

  

 

filezffiflflllumuIIEnttI'xtIZIEIaml'SQUSt‘lI ingfiflyflIEWFMyfill-(1&1“93EI'EASTSdHR‘hHiSlfll‘y.l”490932_!\L’(‘fl5§ihl€Vur§iLflllhllIl H 01'5151'1 U21”! “1110:“? AM

0282



0283

EAST Seam]! History

§2009z03104
318: 55
\
{

 E330 and mobility$3

  §IBM_TDB

$142 §(eeeurity with gateway or gUSPGPUB; $08 §0FF oosxosno
gtirewau or secure with §USPAT; $1147
Erouter)same (moblie with SUSOCR; FPRS; 5
Sterminal or mobile with §EPO; JPO;
Ede-vice or cellphone or §DERWENT;

gtelecemmunicetien with §IBM_TDB
Eterminal or PDA)same (visit

$3 or homelwith network ‘,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

:83? ES E836 and "713"/$.eels. SUSPGPUB; §0H EOFF \ 009f03f10
§USPAT; 37:48

§EPO; JPO;
§DERWENT;

§I BM_TDB

5 E836 and "380"x$.eele. iUSrF'GPUB; EOR EOFF E20091 03’ ‘0
s 3USPAT; E17148

gum; FPHS;
:EPQ; JPO;
§DERWENT;

§I BM_TDB

§1a i336 and "726"/$,ccls. §USPGPUB; goo §OFF games/03:10
i EUSPAT; 317:43

§USOGR; FPRS;
§EPO; JPO; 5
§DERWENT;
§|BM_TDB

:39 §("5303303" | "5444732" | §US—PGPUB; §0H EOFF 009/0310
§"5559883" | "5812671"| §USPAT; USOCR 33:02

§"5850449" | "5870479" | 5
§"5884025" | "5898784").
EPN. 0H ("5170057").

EURPN.

  
  

 
 

  
5/11i200910:00:01 AM

C:\ Documents and Seltings\ lyalew\ My Documenls\ EAST\ Workspaoes\10490932.wspp.wsp

fiIe:JWL'IJ'DIK‘IIIlienlfl’éflfland'fiflflfit‘flingsl'l‘y'alethy‘E-Z-UDLL.9321'EASTSeHrd1Hislmy.l[H90932_!\Lx'c55ihleVer§i0thtJIl l5 ul'fil'jfl UBUU‘J ll'JifllIZIH AN]

0283



0284

 

Applicationl‘Control No. Applicant(s)lPatent Under
Reexamination

 

                   
 
 

 

 
 
 

 

Index Of Claims 10490932 VAARALA ET AL.

Fikremariam Yalew 2436

v’ ‘ Rejected - Cancelled Non-Elected Appeal
= Allowed + Restricted Interference Objected  
 

 

 
05H 1mm

1 w
v’
4.

J

 

M

 
 

 

 
 

 

 coca-40101.5(.)
 

_x D 

 
_x

US. Patent and Trademark Office Part of Paper No. : 200905111

0284



0285

 

ApplicationIControl No. Applicant(s)!Patent Under
Reexamination

Search Notes 10490932 VAARALA ET AL.

Examiner

Fikremariam Yalew                       
  

 

 

 

SEARCHED

Class I Subclass Date Examiner
713 I 161 5111119009 FA
380 247 Limited includin with text search 51'1112009 FA 
 

SEARCH NOTES
 

Search Notes Date Examiner 

Updated East search,NPL seachnventor search 51112009 FA
 

INTERFERENCE SEARCH
 

Subclass 

US. Patent and Trademark Office Partnf Paper No. : 200905111

0285



0286

10

15

20

25

30

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2436

Sami Vaarala, Antti Nuopponen

Serial No. 10/490,932

Filed: 22 November 2004

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF

Examiner:

Date: 25

MESSAGES

Yalewr Fikremariam A

June 2009

ATTORNEY DOCKET NO. 290.1052USN

AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313—1450

This is in response to the Office action of 12 May,

2009. Please amend the above—identified patent application as

follows:
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In the Claims:

 Amend the claims as follows:

 
1. (Currently amended) A method for ensuring secure forwarding

of a message in a telecommunication network, having at least

one mobile terminal and another terminal and a security

gateway therebetween, the method comprising:

a) establishing a secure connection between a first address of

the mobile terminal and an address of the security gateway,

the secure connection defined by at least the addresses of the

mobile terminal and the security gateway,

b) the mobile terminal changing from the first address to a

second address, and

c) while at the second addreSS, the mobile terminal sending a

request message to the address of the security gateway to

request the security gateway to change the secure connection

to be defined between the second address and the address of

the security gateway, and

in response to the request message from the mobile terminal,

the security gateway changing an address definition of the

secure connection from the first address to the second

address, and

the mobile terminal sending a secure message in the secure

connection from the second address of the mobile terminal to

the other terminal via the security gateway.

2. (Previously presented) The method of claim 1, wherein the

secure connection is established in step a) by forming a

Security Association (SA) using IPSec protocols-

3. (Previously presented) The method of claim 1, wherein in

step c) a reply back to the mobile terminal is sent from the

security gateway after the request from the mobile terminal to
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change the address.

4. (Previously presented) The method of claim 2, wherein the

request message and/or a reply message is encrypted and/or

authenticated by using the same SA already established.

5. (Canceled)

6. (Previously presented) The method of claim 1 wherein the

method further comprises the security gateway sending back a

reply message to the mobile terminal at the second address to

confirm the address change.

7. (Previously presented) The method of claim 6, wherein the

mobile terminal and the other terminal form an end—to—end

connection whereby the secure connection is an IPSec transport

connection or IPSeo tunnel connection.

8. (Previously presented) The method of claim 6, wherein a

tunneling protocol is used for the secure connection between

the mobile terminal and the security gateway.

9. (Previously presented) The method of claim 6, wherein the

other terminal is a mobile terminal.

10. (Canceled)

11. (Currently amended) A method for ensuring secure

forwarding of a message in a telecommunication network, having

at least one mobile terminal and another terminal and a

security gateway therebetween, the method cemprising:

a) establishing a secure connection between a first address of

the mobile terminal and an address of the security gateway,

the secure connection defined by at least the addresses of the

mobile terminal and the Security gateway.
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b) the mobile terminal moving from the first address to a

second address, and

c) while at the second address, the mobile terminal sending a

request message to the address of the security gateway to

request the security gateway to change the secure connection

to be defined between the second address and the address of

the security gateway, aed

the security gateway changing an address definition of the

secure connection from the first address to the second

address, and

the other terminal sending a secure message in the secure

connection to the second address of the mobile terminal via

the security gateway.
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REMARKS/ARGUMENTS

Reconsideration of the application is respectfully requested.

Claims 1-4, 6-9 and ll are pending in the present invention.

Claims 5 and 10 have been canceled to facilitate the

prosecution of the current application. No new matter has

been added to the application in this response.

1. Rejection of Claims 1-4, 6—9 and 11 under 35 USC § 103(a}.
 

Claims 1—4, 6—9 and 11 were rejected under Section 103 as

being obvious over Ahonen in View of Inoue. This § 103

rejection is reapectfully traversed in part and overcome in

part as follows:

a. The Reguisite Steps of Independent Claims 1 and 11 Are

Neither Taught Nor Suggested in the Cited Art.

The current claims 1 and 11 recite, among other method steps,

“the security gateway changing an address definition of the

secure connection from the first address to the second

address." In other words, the address definition of the same
 

secure connection is changed from the first address to the

second address. Such steps are not taught or suggested in the

cited references.
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The Examiner correctly states on page 3 of the Office action

that Ahonen fails to teach "while at the second address, the

mobile terminal sending a request message to the first address

of the address of the security gateway to request the security

connection to be defined between the second address and the

first address of the security gateway" (emphasis added}.

Ahonen also fails to teach or suggest the step of “in response

to the request message from the mobile terminal, the security

gateway changing an address definition of the secure

connection from the first address to the second address"

(emphasis added)-

The Examiner then cited Inoue as teaching the missing steps.

Applicants respectfully disagree. Inoue merely teaches the

mobile computer 2 transmitting a registration message

containing information of the current location to the home

agent 5 (see col. 6, lines 27—31). The mobile computer 2 does

22; send the registration meSSage to the gateway 4a. A

Setting is made in a management table of the gateway 4a and

the visited network lb is registered into the management table

of the gateway 4b (see col. 6, lines 27—67). An important

feature of Inoue’s invention is that the mobile computer 2

compares the security parameters of the new network lb with

the security parameters of the home network la (col. 7, line

5—12, 37-42). When they are the same, the mobile computer

sets its encryption processing unit to OFF and entrust the
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gateway to do the encryption and authentication for improved

processing efficiency (col. 9, line 7—21}. When the security

parameters are not the same, then the mobile computer 2

carries out the encryption and authentication process (see

col. 10, 10-21). However, in both cases the encryption and

authentication process must take place before the new secure

connection can be activated.

It is important to realize that the currently available

standardized protocols require that the tunnel endpoints are

fixed and if one of the endpoints changes (such as when the
 

terminal moves from one network to another network) then the

tunnel has to be re—defined which means all key exchange

messages and parameter definitions must be repeated. In

general, the standardized protocols such as the IPSec

standards do not support moving. If there is a secure

connection defined between two terminals and one or both of

them moves to another address, the standardized conventional

protocols require that a new security connection must be

defined between the new addreSSes or a pre—existing security

connection must be used. This involves the activation of the

encryption and authentication process unit discussed by Inoue.

Inoue mentions the use of a home agent HA and its function is

to manage information on a current location at visited sites

of the mobile computers belonging to the network. Inoue also
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mentions gateways that have encryption and authentication

functions. For example, in col. 5, lines 41 _ 50 reference is

made to standards which are IPSec standards. In practice,

this means that there is an IPSec tunnel, i.e. a secure

connection, between the gateway and the mobile computer.

In Inoue, however, the mobile computer 2 does NOT communicate

with the other end point of the IPSec tunnel, i.e. the home

gateway 4a, when informing that it has moved to a different

network. Instead, the mobile computer sends a message to the

home agent 5, and the home agent solely takes care of the

registration of the new address.

Inoue's home agent 5 does not do ANY changes to any secure

connection (and could not even do since the secure connection

is between the gateway and the mobile, not between the home

agent and the mobile). See col. 6, lines 27~31. The

registration with the home agent does not effect the secure

connection itself at all.

Inoue refers to standard protocols such as DHCP or PEP (see

col. 6, lines 22~26). DHCP manages IP addrESSes and

information about client configuration parameters such as

default gateway, domain name, DNS servers and other servers

such as time servers but NOT secure connections. With the

Point—to-Point Protocol (PPP), a temporary care—of address
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from the visited network can be achieved but this protocol

does not handle encryption either.

This means that when Inoue's mobile computer is using the

visited network lb a different secure connection, such as a

pre-existing or new secure connection, is used compared to

when the mobile computer is using the first network 1a. There

is nothing in Inoue or any other cited reference about using

the same secure connection even though the mobile terminal has
 

moved to a second different address. In other words, Inoue’s

gateway 4a is not changing the address definition of the same

secure connection.

The solution of the present invention handles this problem by

requiring the mobile terminal that moved to just send a

request to the other endpoint terminal (gateway) and request

the gateway “to change the secure connection to be defined

between the second address and the address of the security

gateway, and in response to the request message from the

mobile terminal, the security gateway changing an address

definition of the secure connection from the first addrese to

the second address"-

It is submitted this simple solution is a very inventive way

of handling the problem that occurs when the mobile terminal

moves to a different network, i.e. by requesting the other

endpoint to change the ADDRESS PARAMETER DEFINITION in the
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secure connection and the other defin‘tions, keys and

  
everything else remain the same. 't is submitted that nobody

 

has realized that it is possible to solve the problem in this

simple way.

One important difference between the cited references and the

present invention is that in the present invention a direct

change is made to the same secure connection. In Inoue, when

the mobile computer has moved to a new network, it is

necessary to establish a new secure connection. As indicated

 above, the main feature of Inoue is to determine whether the

new gateway or the mobile terminal itself should carry out the

Encryption and authentication process- This is confirmed by

Inoue referring to the standard IPSeC solution (i.e. the RFC

standards). According to these standard protocols, when the

mobile has moved to a different network it is necessary to

establish a new secure connection which involves the

cumbersome exchange of keys etc.

It is submitted the cited references do not teach or suggest

the step of updating an existing secure connection (IPSec

Connection)- In contrast, the cited references rely on using

either a pre-existing secure connection or establishing a new

secure connection, but the secure connection they use after

such a move is NOT the same as before the move.

In order to accomplish a seamless move according to the cited
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references, this is only possible if there is a gateway having

a pre-existing secure connection to the home network.

In summary, the cited references are void any discussion of

teaching of a security gateway changing the address definition

from the first address to the second address of a mobile

terminal in response to the request message from the mobile

terminal and the mobile terminal sending a secure message in

the SAME secure connection from the second address to the

other terminal via the security gateway. It is submitted that

 I:
Ahonen and Inoue completely rail to teach or suggest the

aboveeoutlined steps. Accordingly, the combination of the

cited references fails to teach, suggest or provide motivation

or incentive for this aspect of the invention. Therefore, the

rejection of claims 1 and 11 under § 103(a) is improper, and

should be removed-

b. Prima Facie Support for Combination Under § 103 Not

Provided

Even assuming arguendo that the requisite method steps of

Claims 1 and 11 are shown by the combination of Ahonen and

Inoue, prima facie support for combining the references,

according to the requirements as set forth in M.P.E.P. § 2142

has not been provided in the present Office Action.
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As provided in M.P.E.P. § 2142, the Supreme Court in KER

International v. Teleflex Inc., 82 USPQ2d 1385, 1396 (2007)

specified that the analysis supporting a rejection under 35

U.S.C. § 103 should be made explicit. “[Rlejections on

obviousness cannot be sustained with mere conclusorz

statements; instead, there must be some articulated reasoning
 

with some rational underpinning to support the legal

” In re Kahn, 44l F.3dd 977, 988, 78
 conclusion of obviousness.

USPQ2d 1329, 1336 (Fed. Cir. 2006). Furthermore, the Examiner

must make “explicit" this rationale of “the apparent reason to

combine the known elements in the fashion claimed,” including

a detailed explanation of “the effects of demands known to the

design community or present in the marketplace" and “the

background knowledge possessed by a person having ordinary

skill in the art” (KSR, page 14).

The only rationale provided in support of the 103(a) rejection

of claims 1 and 11 is at the top of page 4 of the Office

action, which merely asserts it would have been obvious to

modify the teaching method of Inoue with Ahonen in order “to

provide a secure communication method for allowing a mobile

host to communicate with a correspondent host over a VPN via a
\\

security gateway. (emphasis added). Thus, one benefit, or

advantage of the modification is the only rationale provided

in the Office Action in support of the instant rejection.
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However, merely stating that a benefit of the modification

exists, as done above, does not provide the “articulated

reasoning with some rationale underpinning to support the

legal conclusion of obviousness, required under KER. By

definition, every patentable invention must be “beneficial” -

and arguendo every invention contemplates at least some new

benefit(s) in arriving at the invention — certainly this does

not render the benefit obvious or expected. Because every

modification or element has a corresponding use or benefit,

the above reasoning could be applied to any improvement. It

appears therefore that “hindsight construction" may have

perhaps played a role in arriving at the present ground for

rejection in the Office action — which though difficult

perhaps to avoid in many caSES, is nonethelESs impermissible

in making a prima facie showing or obviousness.
 

According to M.P.E.P. 2142, “the examiner bears the initial

burden of factually supporting any prima facie conclusion of

obviousness- If the examiner does not produce a prima facie

case, the applicant is under no obligation to submit evidence

of nonobviousness.” Because a prima facie conclusion of

obviousness has not been provided in the present Office

Action, Applicants respectfully request reconsideration and

withdrawal of this ground for rejection as to claim 1, and any

additional remaining claims to the extent they may depend

therefrom.
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c. Dependent Claims 2—4 and 6-9
 

Because dependent claims 2—4 and 6-9 depend from the allowable

independent claim 1, and as detailed above, their rejection is

now moot. However, claims 2—4 and 6-9 also recite additional

characteristics that are not found in the cited art.

Accordingly, the rejection of claims 2-4 and 6-9 under §103(a}

is improper.
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3. Conclusion

Based on the foregoing, Applicants respectfully request that

the various grounds for rejection in the Office Action be

reconsidered and withdrawn with respect to the previously

amended form of the claims, and that a Notice of Allowance be

issued for the present application to pass to issuance.

In the event any further matters remain at issue with respect

to the present application, Applicants respectfully request

that the Examiner please contact the undersigned below at the

telephone number indicated in order to discuss such matter

prior to the next action on the merits of this application.

Respectfully submitted,

FASTH LAW OFFICES

/rfasth/
 

Rolf Fasth

Registration No. 36,999

ATTORNEY DOCKET NO. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2

Southern Pines, NC 28387—4301

Telephone: (910) 687—0001
Facsimile: (910) 295—2152
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER I‘OR PATIENTS

PI) Ban i450
Alexandria. Virginia 2231} I450\i’lTVYllSPIOflDY

 
NOTICE OF ALLOWANCE AND FEE(S') DUE

EMMINER 
EDGE 759!) EJUI'E‘JIZHIJE)

FASTH LAW OFFICES (ROLF FASTH) WW- FWWRMM A

SOUTHERN PINES. NC 28387—4301  2436

DATE MAILED: D‘JIZWJDU‘D

 
APPLICATION NO. FILING DATE FIRST NAMED INVISN'I‘OR ATTORNEY DOCKET NO. CONFIRMATION N0.

l0HQD.932 l Inseam Sami Vaarala 290.|052USN 243?
TITLE OF INVENTION: METHOD AND NEWORK FOR ENSURING SECURE FORWARDING 0F MESSAGES

 
 

APPLN. TYPE SML ENTITY ISSUE FEE DI.E PI.‘BLIEATION FEE DUE PREV. PALD I‘SSL'E FEE TOTAL FEEI’SI DUE DATE DUE

nonprovisiona] $155 51055 1 1.0911000

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.

PROSEQ fllTIt [N gm TI-IE MERITS EELIEED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
TIHS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE 0R UPON
PETI'I‘ION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

TIIE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED} MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR TIIIS APPLICATION SHALL BE REGARDED AS ABANDONED. TIIIS
STATUTORY PER“!!! I ZANNQT Ii EXTENDED. SEE 35 II.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS

PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

IIOW TO REPLY TO T1118 NOTICE:

I. Review the SMALL ENTI’I'Y status shown above.

If the SMALL ENTITY is shown as YES. verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. 1f the status is the same. pay the TOTAL FEMS) DUE shown A. Pay TOTAL FEMS) DUE shown above. or
above.

B. If the slams above is to be removed. check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before. or is now
Feefs) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status. check box 5a on Part B - Feet's)
and twice the amount of the ISSUE FEE shUWn above, or Transmillal and pay the PUBLICATION ITF. {if required} and IQ

the ISSUE FEE shown above.

11. PART B - FEEIS) 'I‘RANSMITI'AL. or its equivalent, must be completed and retumed to the United Slates Patent and Trademark Office
t'USPTO') with your ISSUE FEE and PUBLICATION FEE (if required). Ifyou are charging the tenets) to your deposit account. section "4b"
of Part B - FeeIs) 'l'ransmittal should be completed and an extra copy ofthe form should be submitted. If an equivalent of PM E is filed. a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part E.

III. All communications regarding this applicaLion must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing an applications filed on or after Dec. 12. 1980 may require payment of
maintenance fees. It is palentee's responsibilily to ensure timely payment of maintenance fees when due.

Page I of 3
P'l'OL—BS (Rev. DSIUII Approved for use through USBUZUIU.
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PART B - FEEISI TRANSMITTAL

Complete and send this form. together with applicable feels), to: Mail Mail Stop ISSUE FEE.
Commissioner for Patents
l’.0. Box 1451}

Alexandria, Virginia 22313-1450
or Ea; (571)-273-2885

INSTRUCTIONS: This LDI'IIT should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required}. Blocks I through 5 should be completed where
ap ropriali‘. All I'Llrlliet' correspondence including the Patent. advance orders and notification ol‘ maintenance tires will be mailed to the current corrcs ondence address as
in icaled unless corrected below or directed otherwise in Block I, by {a} specifying a new correspondence address; andfur lb} indicating a separate " EFL ADDRESS" formaintenance fee notifications.

CURRENT conkgemmjfixc']; ADDRESSINOIL». Us... mm“ [many thmwruddmsst Note: A certificate (If mailin can only he used for domestic mailings of the
l‘cets) 'l‘tansmiltnl. This ccrti Irate cannot be used for any other accompanying

apcrs. Each additional paper. such as an assignment or formal dntwing. must
note its own certificate of mailing or transmission.33359 759” IJWZ‘JIIIDIIU

1 q ‘ 1 . Ccrtil'tmtt- nl‘ Mailing ttr Transmission

FASTI‘I LAW ()FFICEO (ROLF FAST H) Eherebly cer:.ilsi_\rr that this tll:"ee|'[sli TransmiLtnl iris heling dtipositedlwith the Unliled. t J a. - r . - . tales osta .‘ervice wit su 'icirnt 05131 e or it‘st 'ass mat in on chc0

26 PI’HE‘QIUJSI PLMA' SEN—II“ 2 addressed to the Mail Stop ISSUEPFEEgaddmss ahove, or hein I'acsin'iil:$01] I l-IL1RN PINES. NC 25387—4301 transmitted to the USPTO t. Tl J 273-2335. on the date indicated lzte ow.

{Deposilot's unmet

tSignattn'eh

{Date-

Al’Pth'A'l'ION N0. FILING DATE l'iRS'T NAMED LNVIEN'I'OR AT'I‘ORNEY DOCKET NO. ('ONI’iRMA'I‘ltW NO. 
10t490.932 l |t23f200~l Sami Vanrala EILIDSZUSN 243?

TITLE OF INVENTION: METHOD AND NEWORK FOR ENSURING SECURE FORWARDING 0F MESSAGES

 
   

APPLE. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID i‘SSLiE FEE TOTAL FEELS! DUE DATE DUE

YES . s . $300 St]nonprovisionul S? W 31055 IEIZWJDUU

EXAMINER ART tfl'fllw CLASS-SUBCLASS

YALL-ZW. I-'[ KREMARIAM A 2436 I" I3- [61000
 

I . Change ut’ correspondence address or indication oIWFee Address“ (37 .1. For prinLing on the patent front page. list
CFR l.363]. - . . - . . . . l

[1} the names at up to Ft registered patent attorneys
D Chan e (if correspondence address tor Change ol'C'ot-respondenee or agents OR, alternatively.
Address 2florm PTOJ'SBII'IZE It attached. 2t2} the name of: single firm [having as n Inernhera

registered attorney or agent) and the names ol‘ up to
3 registered patent attorneys or agents. lino name is 1,
listed. no name will be primed. '

D "lice Address“ indication tor ”I-ce Address" Indication form
lTI‘OrSBM‘t': Rev 03—02 or more recent} attached. [759 Ma Customer
Number is required.  

3. ASSlUNliLL NAME AND RES LDLLNCE DATA TO BE PRINTED ON THE". PATIENT (print or type)
PLEASE NOTE: L'nless an assi nee is identitied below, no nssignce data will appear on the patent. If an nssignce- is identified below. the document has been filed for
recordation as set forth in 3? C]; 3.1]. Completion of this form is NOTn substitute for filing an assignment.
{A} NAME OF ASSIGNFE (BI RESIDENCE: {CITY and STATE OR COUNTRY:

Please check the appropriate ttssignce category or categories twill not be printed on the patent] : D Individual '3 Commtion or other private group entity D Government

 
4:1. The following l’cets) are submitted: 4b. Payment of [Feels]: (Please first reapply any previously paid issue t'ee shown above.)

D Issue Fee 3 A check is enclosed,

D Publication Fee (No small entity discount permitted} 3 Payment by credit card. Form PTO-.1038 is attached.
D Advance Order — it at Copies :iTItc Director is hereby authorined to charge the required lbets). any deficiency. or credit anyoverpayment. to Deposit Account Number (enclose an extra copy (11 this form).

5. Change in Enlily Status I from status indicated above]

D :1 Applicant elaims SMALL TITY status. See 3? CFR Lll :I b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR ll'ithII}. 

NOTE: The Issue Fee and Publication Fee [if required} will not be accepted from anyone other than the applicant: a registered attorney or agent: or the assignee or other party ininterest as shown by the records ol'lhe United States Patent and Trademark Office.

Authoritted Signature _ Dale . _ _

Typed or printed nttme Registration No.

This collection of information is required by 37' CFR LEI I. The information is refluired to obtain or retain a benefit by the public which is to tile {and by the US I’I‘O to process)an application. Confidentiality is gtwemed by 35 L‘Sf. I22 and 37‘ CFR l.l-'l. is collection is estimated to laJte I}: minutes to complete. including gathering. prepanng. and

submitting the completed application l'urm to the USPTO. Time will Wig dcpcndin upon the individual case. Any comments on the amount 01' time you require to corn [etcthis Form andttor su rgestiuns for reducing this hurden, should l'lt.‘ sent to e C iefl orntaljon Officer. US. Patent and Trademark Oft‘ice, US. Department of Commerce. LO.Box 1450, Alexa" on. Vir inia 323134450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner I'or Patents. PO. Box l-ISD.
Alexandria. Virginia 223 I. A I450.
Under the Paperwork Rednetion Act ol' 1995. no persons are required to respond to a collection ol'int‘ormalion unless it displays a valid OMB control number.

PTOL-SS IRev. 0WD?) Ammvcd for use through 08!] ”2010. OMB Oftfilvflflflfl [15. Patent and Trademark Office: 1?..‘1'. DUPAR'I'MEN’I‘ OI“ COWERCI'S
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMM-ERFEUnited States Patent and Trademark Office
Address: COMMISSIONER I‘OR PA'I'IZNTS

I'D. Box Hit:
Alexandria. Virginia 323134-150“'WW'IIEPID.ROY

APPLICATION NO. FILING DATE FIRST NAMED LN'VENTOR ATTORNEY DOCKET NO. CONFIRMATION N0.

 
 

 

lemmas: 1 13232004 Sumi vamla 290.1 DSZUSN 242?

33369 7590 E19E‘3110l19 EXANILN—ER

FASTH LAW OFFICES (ROLF FASTH) “ml-9'" lilmm’w‘hw A

SOU'l‘l—lLiRN PINES, NC 28387—4301  2436

DATE MAILEI): DWEWIUIM

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 536 day(s}. If the issue fee is paid on the date that is three months after the

mailing date of this notice and the patent issues on the Tuesday before the date that is 318 weeks (six and a half

months) after the mailing date of this notice, the Patent Teri-n Adjustment will be 536 dayfs).

If 3 Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://palrusptogov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)—272—7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at l-(838)-786-0101 or

(571)—772—4200.

Page 3 of 3
P'l‘OL—BS (Rev. 0W0?) Approved for use through 0331,0010.
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Application No. Applicantis)

1Di490,932 VAARALA ET AL.
 

Notice ofAiiowabiiity Examiner Art Unit

Fikremariam Yalew 2436 

-— The MAILING DATE of this communication appears on the cover sheet with the correspondence address——

All claims being allowable. PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL—BE) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 3? CFR1.313 and MPEP 1308.

1. l2] This communication is responsive to 05/29/2009.

2. E The allowed claim(s) isiare ‘I 3 6-9 and 11.
 

3. Acknowledgment is made ofa claim for foreign priority under 35 U.S.C. § 119(a)—(d) or (f).

a} All b) E] Some' c} El None of the:

1. I] Certified copies of the priority documents have been received.

2. III Certified copies of the priority documents have been received in Application No.

3. El Copies ofthe certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(al).

‘ Certified copies not received:

 

Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. D A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER‘S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. El CORRECTED DRAWINGS ( as ”replacement sheets") must be submitted.

(a} El including changes required by the Notice of Draftsperson's Patent Drawing Reviewi PTO-943} attached

1) I] hereto or 2) [I to Paper NoJMaII Date_.

(b) D including changes required by the attached Examiner‘s Amendment i Comment or in the Office action of
Paper NoJMaiI Date_

Identifying indicia such as the application number (see 3? CFR 1.84M} should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d).

6. I] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachmenfls)
‘I. [I Notice of References Cited (PTO—392) 5. El Notice of Informal Patent Application

2. El Notice of Draftperson's Patent Drawing Review (PTO—948) 6. El Interview Summary (PTO—413).
Paper NoJMaiI Date .

3. E Information Disclosure Statements (PTOISBIOB), 7. E Examiner's AmendmentiComment
Paper NoJMaiI Date 06i29i2009

4. El Examiner's Comment Regarding Requirement for Deposit 8. El Examiner's Statement of Reasons for Allowance
of Biological Material

9. E Other See comment. 

 
 

US. Patent and Trademark Office

PTOL-ST (Rev. 08-06) Notice of Allowahility Part of Paper NoJMaiI Date 20090910
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Application/Control Number: 10/490,932 Page 2

Art Unit: 2436

DETAILED ACTION

I. This correspondence is in response to AMENDMENTS and REMARKS filed on

0609/2009.

2. Claims 1, 3=| 6-9, 11 are pending. Claims 2, 4-5 and 10 are canceled.

EXAMINE'R'S AMENDMENT

3. An examiner’s amendment to the record appears below. Should the changes and/or

additions be unacceptable to applicant. an amendment may be filed as provided by 37 CFR

l.312. To ensure consideration ofsuch an amendment. it MUST be submitted no later than the

payment of the issue fee.

Authorization for this examiner’s amendment was given in a telephone interview with

Rolf Fasth on 09/ 10/2009.

The applicant has been amended as Follows:

l . (Currently amended) A method for ensuring secure forwarding of a message in a

telecommunication network, having at least one mobile terminal and another terminal and a

security gateway therebetween, the method comprising:

a) establishing a secure connection between a first address of the mobile terminal and an address

of the security gateway, the secure connection defined by at least the addresses of the mobile

terminal and the security gateway,

bl the mobile terminal changing from the first address to a second address.

c) while at the second address. the mobile terminal sending a request message to the address of

the security gateway to request the security gateway to change the secure connection to be

defined between the second address and the address of the security gateway.

0318
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Application/Control Number: 10/490,932 Page 3

Art Unit: 2436

in response to the request message from the mobile terminal, the security gateway changing an

address definition of the secure connection from the first address to the second address, and

the mobile terminal sending a secure message in the secure connection from the second address

of the mobile terminal to the other terminal via the security gatexdiray1

the secure connection bein established b formin a Securit Association SA usin lPSec
 

protocols, and the request message and/or a reply message being enempted and/or authenticated

by using the same SA already established.

Claim 2 . (Canceled)

Claim 4 . (Canceled)

Response to Arguments

4. Applicant‘s arguments with respect to the rejection ofthe pending claims over prior arts

of record have been fully considered and are persuasive. The rejections of Claims I, 3, 6—9, 11

have been withdrawn.

Allowable Subject Matter

5 Claims 1 3 6-9 11 are allowed. No reason For allowance is needed as the record is clear 

in light of further search conducted and applicant‘s arguments filed on 06/29/2009.

CONTACT INFOMd TION
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Application/Control Number: 10/490,932 Page 4

Art Unit: 2436

6. Any comments considered necessary by applicant must be Submitted no later than the

payment of the issue fee and, to avoid processing delays should be clearly labeled “Comments on

statement of Reasons for allowance."

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Fikremariam Yalew whose telephone number is 5712723852.

The examiner can normally be reached on 9—5.

If attempts to reach the examiner by telephone are unsuccessful. the examiner‘s

supervisor, Moazzami Nasser, can be reached on 5712738300. The fax phone number for the

organization where this application or proceeding is assigned is 571-272-4195.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http:f/pair—directusptogov. Should you have questions on access to the Private PAIR

system. contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786—9199 (IN USA OR CANADA) or 571-277—1000.

lFikremariam Yalew/ fNasser G Moazzami/

Examiner, Art Unit 2436 Supervisory Patent Examiner. Art
09.11 OIEOOQ Unit 2436
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PART B - FEMS) TRANSMITTAI.

Complete and send this form, together with applicable feets), to: Mail Mail Stop ISSUE FEECommissioner for Patents
PD. Box 1450
Alexandria, Virginia 22313-1450

or EEK (571)-273—2885
INSTRUCTIONS: This form should he usod for transmitting the ISSUE FEE and PUBLICATION FEE (if' required). Blocks 1 through 5 should he completed where
tip prime. All furdici- con-espoudeuce including the Patent. advance orders and notification of maintenance fees will be mailed to the current corrc ndenoe- address its
in icntcd unless corrected below or directed otherwise in Block I. by (a) specifying a new correspondence address; audior (b) indicating a separate " EB ADDRESS" for
maintenance fee notifications.

CURRENT E‘tJItRESmNDLNtIE ADDRLSStNae: t'neflioettllormy clung: pram; Hole: A cerii icate o ‘mailinF can only be used or domestic mailing: of thePooh) 'l‘ransmi'ttal, This cert] Icate cannot be. used for any other accompanying
apers. Each additional paper, such as tut assignment or formal drawing, must

fiat-e its own certificate of mailing or transmisston.

 

33369 7590 [lfli’i'flmffl
‘ ‘c _' Certificate of Mailing or Transmission

PASTH LAW OFFICES (ROLI~ PASTH) éhmbfi: ed; up this hFi:e(s Transm'tltal tsr begs delpositedlwith the Unllted. tales ost ervtce Wit stt icicnl posts: e. or at: ass rnai in an cnve o e

25 PMCREST PLAZN SUITE” addressed to the Mail Stop ISSUE FE address above, or brain facsimteSOUTHERN PINES, NC 28387-4301 transmttled to the USPTO: 7])273-2885. on the date indicated he ow.

SI 00.91 SM {id-s (Decanter: nan-let

- - - 1 Gourmet
7 £44.35 r ea: “3"”

AI'i'LIC ATIUN N0. FILING DATE FIRST NAMED INVENTOR A'HTJRNEY DOCKET NO. EON'FIRMATION NO.

[Of-190.932 1 132212004 SaJni Vanilla 290.1032LISN 241'?
TITLE OF INVENTION: METHOD JAN—D NEWORK FOR ENSURING SECURE FORWARDTNG OF MESSAGES

  
 

 

 

 
  

APPLE TYPE SMALL ENTITY ISSUE FILE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE-I TOTAL. HEIRS] DUE DA’l‘l-Z DUE

SOnonprovisionnl YES S'J'SS $300

YALEW. FIKREMARIAM A 3436 "ill-161000
1 - - .

F1. F3: pn filing to: thcwpnieut Fromm 2%.:5: n ] FAST“ LAW OFF]: CESenmeso u . rents re 11 a omes —

or agentq OR, alierEativcly.” pa y R01 f Fas Ell
(2.) the name of a single firm [having it: a member a 2
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. if no name is 3
listed. no name will be printed.

$1055 11292009

 

1. Chart of correspondence address orindication of "Fee Address" {37
CFR l. 63].

D Chimps ofeorrcs rtdcnce address (or Change of CorrcspondenoeAddress: orrn PTO! 1112.) attached.

Cl "Fee Address" indication (or "Foe Address“ Indication form
P'I‘OJSEI‘IY‘. Rev {33-02 or more recent} attached Use ofa CustmncrNumber is required.  

3. ASSIGNEE. NAME AND RESIDENCE DATA TO BE. PRIVI‘ED ON THE PATENT (print or type)
PLEASE NOTE: Unless an ass‘ ice is identified below. no assignec data will appear on [he patent. If an assignec is identified below, the document has been filed for
recordalion as set ford-i in J? C 3.11. Completion of this form is NOT a. substitute for filing an assignment.

{MNAMEOF ASSIGN'EE _ (B)RESIDENCE:(CI’Wand STA‘I'E RCOUNTRY)F.Mobility Patent Holding MPH 0y . spec, 1nland

Please check the appropriate assigns: category or categories (will not be printed on the patent) : D Individual Egmorwon or other private group entity El Government 

42L Th following feds) are submitted} 4b. Payment of Fee-(5'1: [Please first reapply any previously paid issue I've shown. above)
la} tie Fee D A check is enclosed.

Publication Fee. (No small entity discount pent-titted) law-merit by credit card. Farm P1112038 is attached.El Advance Order — it of Copies __ The. Director is hereby anthoriaed to charge the required feeEs). any deficiency, or credit anyoverpayment. tn Deposit Account Number enclose an extra copy of this form). 

5. Change in Entity Status (fromslalus indicated above)

Cl 2t. Applicant claims SMALL ENTITY status, See 37 CFR 1.17. D h. Applicant is no longer claimlng SMALL ENTTTY status. See 3? CFR 1.27(g)(2).
NOTE: The. Issue Fee and Publication Fee [ifreqttimm wtll not be accepted from anyone other than the applicant: :1 registered attorney oragenl; or the asmgnee or otherparty inlI‘IlCTElll as shown h the records ofthe United States Patent and Trademark Office.

 

 

 2 0 D 9
Authorized Signature /rfa5th/ Date 7 OCtOber

Rolf Fasth W?—
TYPEC' W Primed 11W _________— Registration No.

This collection of information is required hy 37 CFR I._‘I| 1, The information is r uired to obtain or retain c benefit 1:- the public which is to file (and by the'llSFTO to process)
an application. Confidentiality is governed by 35 U.S.C. 111 and 3.? CFR 1.14. is collection is estimated to lake 1- minutes to complete. including gathering. preparing. and

submitting die completed application form to the USPTO. Time will i; depending upon the individual caSc. Any comments on the amount of time you re titre to £0311 Ietethis form andfor stfifestions for reducing this burden. should he sent to t c C ief In ormntion Officer, US. Patent and Trademark Office. US. Department otgCommerce. $0.
BNth 143C]. A‘llexarc EzgiggipfigflB-MSO. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents. P.0. Box I450.exalt na. trgima . — . .
Under the Paperwork Reduction Act of 1995, no person; are required to respond to a collection ofinf'orrnatinn unless it displays a valid OMB control number. 

P'TDI rfifi (Rev. 03107) Approved for use Ihrougl't USHIQOI 0. 0MB Ufifil-ODTET’; U.S. Patent and Trademark Office: US. DEPARTMENT OF COWERCE
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290.1052USNRF ; ‘35 HIE'FH‘S PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of

Sami Vaarala, Antti Nuopponen

Serial No. 10/490,932

Filed: 22 NoVEmber 2004

METHOD AND NETWORK FOR

ENSURING SECURE
FORWARDING OF MESSAGES

For:

Examiner: Fikremariam Yalew

Date: 7 October 2009

Art Unit 2436

Confirmation No. 2427

CERTIEIcu'E 0E mum

I Henna! CERTIFY 131T THIS PAPER AND THE nmfinwnrs

REFERRED TO as BEING ATTREHED on ENCLOSED HEREWIIH
13x BEING ELECTRONICALLY smmurrzn to THE

cannrssronmn FOE PATENTS, 5.0. BOX 1450,
ALEXANDRIA. VA 22313-1450 on 7 October zany

lrfasth/

ROLE Faslih

lttama‘y for Applicant

TRANSMITTAL LETTER

ELECTRONIC SUBMISSION

COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, VA 22313—1450

In connection with issuance of a patent, enclosed for

filing in the above—referenced application are the following:

(X) Form PTOL-SS (Part B — Fee Transmittal}

(X) Issue Fee and Publication Fee ($1055;)to be charged
to Account No. 06-02

(X)

43.

The Commissioner is hereby authorized to charge

any additional fees which may be required in connection
with the issuance of a patent or credit over-payment to
Account No. 06—0243.

FASTH

Respectfully submitted,

LAW OFFICES

frfasth/
 

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2

Southern Pines, NC 28387—4301
Telephone: 910—687—0001
Facsimile: 910—295—2152

Rolf

Regi

Fasth

stration No. 36,999

Attorney Docket No . 290 . 1052USN
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Electronic Patent Application Fee Transmittal

Application Number: 10490932 

Filing Date: 22-Nov-2004 

Title of Invention: METHOD AND NEWORK FOR ENSURING SECURE FORWARDING 0F MESSAGES

 

First Named InventorlApplica nt Name: Sa mi Vaarala

Attorney Docket Number: 290.1052USN 

Filed as Small Entity 

U.5. National Stage under 35 USC 371 Filing Fees 

Sub-Total in

Descrlption Fee Code Quantlty Amount USDl$l 

Basic Filing:

Pages: 

Claims:

Miscellaneous-Filing: 

Petition:

Patent-Appeals-a rid-Interference: 

Post-Allowa nce—and-Post—Issuance:

Publ. Fee- early! voluntary, or normal I 1504 ‘1l:|
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—--m S“3:83;: I"
Extension-of—Ti me:
 

Miscellaneous:

Total in USD (5) "’55
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Electronic Acknowledgement Receipt

Application Number: 10490932
 

International Application Number:
 

Confirmation Number:

Title of Invention: METHOD AND NEWORK FOR ENSURING SECURE FORWARDING 0F MESSAGES

FirSt flamed Inventoriapplicant Mame:

Customer Number: 33369
 

Filer: Rolf Fasth/Sloan Smith
 

Filer Authorized By: Rolf Fasth

Receipt Date: 07—00—2009
 

Filing Date: 22-Nov-2004
 

Time Stamp: 07;0?:27

Application Type: US. National Stage under 35 USC 3?1

Payment information:

 
 

Submitted with Payment YES

Payment Type Deposit Account 

Payment was SUCcessfully received in RAM $1055

RAM confirmation Number 

Deposit Account
 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 CFR. i .492 (National application filing, search. and examination fees)

Charge any Additional Fees required under 37 CPR. Section 1.17 [Patent application and reexamination processing fees) 
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 [Document supply fees)

Charge any Additional Fees required under 37 CPR. Section 1.20 [Post Issuance fees]

Charge any Additional Fees required under 37 C.F.Fi. Section 1.21 [Miscellaneous fees and charges]

Document . . . File SizelByteslf

Number Document Description “a Name Message Digest Part l.zip (ifaple 

85353

Issue Fee Payment (PTO—85 B) PART_B.PDF
(-3 | I~l l-al1605115lJIIIelihlchnLUadrilllt ll

H4795? 

Warnings:

Info rrnation: 

Miscellaneous Incoming Letter TRXPDF
I-.|J‘.l.1‘JI.W iii ld'k. l .I’ lulRLFBJO‘J‘AflquJ

n4 ran 

Warnings:

Info rrnation: 

Fee Worksheet (PTO-875] fee-i nfo.pdf Olgltl'J'HJbIMEI-l‘lnsfl I lLi‘M liillh lfllflll
aRaE i 

Warnings:

Info rmation: 

 
Total Files Size (in bytes] 13?8?1

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Ca rd, as described in MPEP 503.

New Applications Under 35 U.5.C. 111

Ifa new application is being filed and the application includes the necessary components for a filing date [see 37 CFR
1.53[b)—(dl and MPEP 506), a Filing Receipt (37 CFR 1.54] will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

 

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage ofan international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCTIDOIEOIQOB indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

 

New International Application Filed with the USPTD as a Receiving Office

Ifa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 181 O], a Notification of the International Application Number

and ofthe International Filing Date {Form PCTIROM 05} will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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figggjptgate: 06/29/2009 10490932 ‘Wms
. . . . . . Approved [or use through Mimi OMB 0651-0031

Doc description. Inlormahon Disclosure Statement (IDS) Filed U5 Pam", and mum“ mice; u‘s. DEPARTMENT op commence
Under the Paperwork Reduction Act of 1995‘ no person: are required to respond to a collection or tnlom'iauon unless it contains a valid OMB control number.

Application Number 10490932

'"F0RMAT'°"°'S°L°5”RE

STATEMENT“ APPL'CANT

( Not for submission under 37 CFR 1.99}

Enaminer Cite Patent NumberInitial No

U.S.PATENTS

, Pages,Columns,Lines where
Issue Date Name of Patentae or Applicant Relevant Passages or Relevantof cited Document .

Figures Appear

‘I goo-I

\O—q I 7245405 W5 FRIEDMAN
#300}

3 7325053 2% DILLON

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Kind
Code1

daoos
6839?”) 9605-64-94 DILLON

Pages.Columns.Lines where
Examine Cite Publication Number Kind Publication Name of Patentee or Applicant Relevant Passages or RelevantNo CodeI Date of Cited Document .

Figures Appear

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Columns,Lines
Examiner Country Kind Publication A I' t of cited where Relevant
lnitial' Code2 i Code‘ Date Dggufignt Passages or Relevant

Figures Appear

 
EFSWob2.1.2 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. JF.Y./
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UNlTED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF CONIMERCE
United States Patent and Trademark Office
Address: COWISSIONIER FOR PATENTS

P O Bun I450
Alexandria. Virginia 23513445“vi wontlsphmgcw

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO CONHRNIATION NO.

 
 

1W490332 I I f l 'IIJOO‘) T610940 1001105217511' 2437

33360 I590 IIIEJSIQI DUE)

FASTI-I LAW OFFICES [ROLF FASTI-I)
26 PINl-ZCREST Pl .AZA. SUlTE 2

SOUTHERN PINT'IS, NC 28387—4301

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment is 536 dayts). Any patent to issue from the above-identified application will

include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above—identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information

Retrieval (PAIR) WEB site (httpzflpairusptogov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the

Office of Patent Legal Administration at (571)—272—7702. Questions relating to issue and publication fee

payments should be directed to the Application Assistance Unit (AAU') of the Office of Data Management
(ODM) at (571)—272—4200.

APPLICANTGI (Please see PAIR WEB site http://pajr.nspto.gov for additional applicants):

Sana Vaarala. Helsinki, FINLAN D:
Antti Nuopponen. lispoo. NETHERLANDS;

[R103 (Rev. {WWII
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