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(57) ABSTRACT

In an IP-based mobile communications system, the Mobile
Node changes its point of attachment to the network while
maintaining network connectivity. Security concerns arise in
the mobile system because authorized users are subject to
the following forms of attack: (1) session stealing where a
hostile node hijacks session from mobile node by redirecting
packets, (2) spoofing where the identity of an authorized
user is utilized in an unauthorized manner to obtain access
to the network, and (3) eavesdropping and stealing of data
during session with authorized user. No separate secure
network exists in the IP-based mobility communications
system, and therefore, it is necessary to protect information
transmitted in the mobile system from the above-identified
security attacks.

The present invention improves the security of communi-
cations in a I[P mobile communications system by creating
variable-based Security Associations between various nodes
on the system, a Virtual Private Network supported by an
Service Level Agreement between various foreign networks
and a home network, and an SLA Broker to promote

;;}ggg Ei fl;lzlrusni Ztl al e 3801249 large-scale roaming among different SLLAs supported by the
3/1999 Okanoue ef al SLA Broker or agreements with other SLA Brokers.
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SECURITY FRAMEWORK FOR AN IP
MOBILITY SYSTEM USING
VARIABLE-BASED SECURITY
ASSOCIATIONS AND BROKER
REDIRECTION

RELATED APPLICATION DATA

This application is the utility patent application related to
provisional application Ser. No. 60/140,704 filed Jun. 24,
1999.

TECHNICAL FIELD OF THE INVENTION

A security framework for an IP-based mobile communi-
cation system having a home network, foreign network and
a mobile node.

BACKGROUND OF THE INVENTION

Present-day Internet communications represent the syn-
thesis of technical developments begun in the 1960s—the
development of a system to support communications
between different United States military computer networks,
and the subsequent development of a system to support the
communication between research computer networks at
United States universities. These technological develop-
ments would subsequently revolutionize the world of com-
puting.

The Internet, like so many other high tech developments,
grew from research originally performed by the United
States Department of Defense. In the 1960s, Defense
Department officials began to notice that the military was
accumulating a large collection of computers—-some of
which were connected to large open computer networks and
others that were connected to smaller closed computer
networks. A network is a collection of computers or com-
puter-like devices communicating across a common trans-
mission medium. Computers on the Defense Department’s
open computer networks, however, could not communicate
with the other military computers on the closed systems.

Defense Department officials requested that a system be
built to permit communication between these different com-
puter networks. The Defense Department recognized, how-
ever, that a single centralized system would be vulnerable to
missile attacks or sabotage. Accordingly, the Defense
Department mandated that the system to be used for com-
munication between these military computer networks be
decentralized and that no critical services be concentrated in
a few, vulnerable failure points. In order to achieve these
goals, the Defense Department established a decentralized
standard protocol for communication between network com-
puters.

A few years later, the National Science Foundation (NSF)
wanted to connect network computers at various research
institutions across the country. The NSF adopted the
Defense Department’s protocol for communication, and this
combination of research computer networks would eventu-
ally evolve into the Internet.

Internet Protocols

The Defense Department’s communication protocol gov-
erning data transmission between computers on different
networks was called the Internet Protocol (IP) standard. The
1P standard now supports communications between comput-
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the mechanisms needed to support these services. The IP
standard also describes the upper and lower system inter-
faces, defines the services to be provided on these interfaces,
and outlines the execution environment for services needed
in the system.

A transmission protocol, called the Transmission Control
Protocol (TCP), was also developed to provide connection-
oriented, end-to-end data transmission between packet-
switched computer networks. The combination of TCP with
IP (TCP/IP) forms a system or suite of protocols for data
transfer and communication between computers on the
Internet. The TCP/IP standard has become mandatory for
use in all packet switching networks that connect or have the
potential for utilizing connectivity across network or sub-
network boundaries.

The TCP/IP Protocol

In a typical Internet-based communication scenario, data
is transmitted from an applications program in a first com-
puter, through the first computer’s network hardware, and
across the transmission medium to the intended destination
on the Internet. After receipt at a destination computer
network, the data is transmitted through the destination
network to a second computer. The second computer then
interprets the communication using the identical protocols
on a similar application program. Because of the standard
protocols used in Internet communications, the TCP/IP
protocol on the second computer decodes the transmitted
information into the original information transmitted by the
first computer.

One of the rules in TCP/IP communications is that a
computer user does not need to get involved with details of
data communication. In order to accomplish this goal, the
TCP/IP standard imposes a layered communications system
structure. All the layers are located on each computer in the
network, and each module or layer is a separate component
that theoretically functions independent of the other layers.

TCP/IP and its related protocols form a standardized
system for defining how data should be processed, trans-
mitted and received on the Internet. TCP/IP defines the
network communication process, and more importantly,
defines how a unit of data should look and what information
the message should contain so that the receiving computer
can interpret the message correctly. Because the standard-
ized layer design of TCP/IP, a consistent conversion of base
data is ensured regardless of the version or vendor of the
TCP/IP conversion software.

TCP/IP Addressing and Routing

A computer operating on a network is assigned a unique
physical address. On a Local Area Network (“LAN”), the
physical address of the computer is a number given to
computer’s network adapter card. Hardware LAN protocols
use this physical address to deliver packets of data to
computers on the LAN.

On the Internet, the TCP/IP protocol routes information
packets using logical addressing. The network software in
the Network Layer generates logical addresses. Specifically,
a logical address in the TCP/IP network is translated into a
corresponding physical address using the ARP (Address
Resolution Protocol) and RARP (Reverse Address Resolu-
tion Protocol) protocols in the Network Layer.

The TCP/IP’s logical address is also called an IP address.
The IP address can include: (1) a network ID number
identifying a network, (2) a sub-network ID number iden-
tifying a sub-network on the network, and, (3) a host ID
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