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(57) ABSTRACT 

A network-based mobile workgroup system has consider
ably wider appeal and application than normal virtual pri
vate networks in that it provides seamless mobility across a 
number of access technologies at the same time as it offers 
a granular security separation down to workgroup level. The 
mobile workgroup system is an access management system 
for mobile users with VPN and firewall functionality inbuilt. 
The mobile user can access the mobile workgroup system 
over a set of access technologies and select server resources 
and correspondent nodes to access pending their workgroup 
membership approvals. All workgroup policy rules are 
defined in a mobile service manager and pushed down to one 
or more mobile service routers for policy enforcement. The 
mobile service router closest to the mobile client, and being 
part of the mobile virtual private network, performs regular 
authentication checks of the mobile client during service 
execution. At the same time it performs traffic filtering based 
on the mobile user's workgroup memberships. Together, 
these two components constitute an unprecedented security 
lock, effectively isolating a distributed workgroup into a 
mobile virtual private network. 
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