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This is a FIRST submission of items concerning a filing
under 35 U.S.C. 371.

This is a SECOND or SUBSEQUENT submission of items
concerning a filing under 37 U.S.C, 371.

This is an express request to begin national examination
procedures (35 U.S.C. 371(f)) at any time rather than
delay examination until the expiration of the applicable
time limit set in 35 U.S.C. 371(b) and PCT Articles 22
and 39(1).

A proper Demand for International Preliminary Examination
was made by the 19th month from the earliest claimed
priority date.

A copy of the International Application as filed
(35 U.S.C. 371 (c) (2)
[ ] is transmitted herewith (required only if not

transmitted by the International Bureau).
[X] has been transmitted by the International Bureau.
f } is not required, as the application was filed in the

United States Receiving Office(RO/US).

Amendments to the claims of the International Application
under PCT Article 19 (35 U.S.C. 371(c) (3))
{ ] are transmitted herewith (required only if not

transmitted by the International Bureau).
[¥] have been transmitted by the International Bureau,
{[ ] have not been made; however, the time limit for

making such amendments has NOT expired.
[ ] have not been made and will not be made.
An oath or declaration of the inventor (unsigned)
(35 U.S.C, 371 (c) (4)).

An Information Disclosure Statement under 37 C.F.R. 1.97
and 1.98.

An assignment document for recording. A cover sheet in
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compliance with 37 C.F.R. 3,28 and 3.31 is included.
13. (X) A FIRST preliminary amendment.

14, [KX] Applicant qualifies for Small Entity Status (37 C.F-R.
1,.9(f) and 1.27(b)).

16. [ ] Other items or information: (i£ any)

17, [X] Basic National Filing Fee of $1080.00 is submitted
(Neither international preliminary examination fee (37
C.F.R. 1.482) nor international search fee 37 C.F.R.
1,44.5(a) (2) paid to U.S.P.T.O-.).

 CLAIMS AS FILED

For Number Number Basic Fee $1080.00
Filed Hxtra

  
  
  Rate

Total Claims 10- 20 = 0 x $18.00
1-3 = 0 x §86,00

  $0.00

$0.00
  

     Ind, Claims  

19. [X] Reduction by 1/2 for filing by small entity, if
applicable. Applicant qualifies as small entity.
TOTAL FILING FEE: $540,00

20. { ] Fee for recording the enclosed assignment (37 C.F.R.
1,.21(h)). The assignment must be accompanied by an
appropriate cover sheet (37 C.F.R. 3.28, 3.31). $40.00
per property.

21. {*%) A check in the amount of §540.00 to cover the above fee
is enclosed.

23, [KX] The Commissioner is hereby authorized to charge any
additional fees which may be required, or credit any
overpayment to Deposit Account No. 06-0243.

Respectfully submitted,

ierf-fatt
Rolf Fasth

Registration Number 36,999
Send all correspondence to: 4 :

Rolf Fasth, Esq.
FASTH LAW OFFICES
629 E, Boca Raton Road
Phoenix, AZ 95022
Telephone: 602-993-9099
Facsimile: 602-942-8364
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ETHOD AND NETWORK FOR £E NG SECURE FORWARDING OF

MESSAGES

5 TECHNICAL FIELD

The method and network of the invention is intended to secure mobile connectionsin
“-"" telecommunication networks: Especially,itis-meant for-IPSecconnections:.-. ..... 0.6 Rake ennbe:

10 The invention provides a method for ensuring secure forwarding of a message in a
telecommunication network, comprising at least one mobile terminal and another

terminal, when the mobile terminal moves from a first address to a second address

and there is a secure connection established between thefirst address of the mobile

terminal and the other terminal, which secure connection defines at least the

15 addresses of the two terminals. The invention also provides a network for performing
such a method.

TECHNICAL BACKGROUND

20 A
An internetwork is a collection of individual networks connected with intermediate

networking devices and functions as a single large network. Different networks can be

interconnected by routers and other networking devices to create an internetwork.

25 A local area network (LAN)is a data network that coversarelatively small geographic
area. It typically connects workstations, personal computers, printers and other

devices. A wide area network (WAN)is a data communication network that covers a
relatively broad geographic area. Wide area networks (WANs) interconnect LANs

across normal telephone lines and, for instance, optical networks; thereby
30=interconnecting geographically disposed users.
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There is a need to protect data and resources from disclosure, to guarantee the -
authenticity of data, and to protect systems from network based attacks. More in detail,
there is a need for confidentiality (protecting the contents of data from being read),
integrity (protecting the data from being modified, which is a property that is
independent of confidentiality), authentication (obtaining assurance about the actual -
senderof data), replay protection (guaranteging that data is fresh, and not a copy of —
previously sent data), identity protection (keeping the identities of Parties exchanging -

that the system functions even when under attack) and access control. IPSec is.a
technology providing most of these, butnot all of them. (In particular, identity protection
is not completely handled by IPSec, and neitheris denial-of-service protection. )

The IP security protocols (IPSec) provides the capability fo secure communications

* data secretfromoutsiders), high availability; ise. denial-of-service protection:(ensuring®..2 *ers.+:

between arbitrary hosts, e.g. across a LAN, across private and public wide area -.
networks (WANs) and across the internet. IPSec can be usedin different Ways, such
as for building secure virtual private networks, to gain a secure access to a company
network, or to secure communication with other organisations, ensuring authentication
and confidentiality and providing a key exchange mechanism, IPSec ensures
confidentiality integrity, authentication, replay protection, limited traffic flow
confidentiality, limited identity protection, and access control based on authenticated
identities. Even if some applications already have built in security protocols, the use of ~
IPSecfurther enhances the security.

IPSec can encrypt and/or authenticate traffic at IP level. Traffic going in to a WANis
typically compressed and encrypted andtraffic coming from a WANis decrypted and
decompressed. IPSec is defined by certain documents, which contain niles for the

IPSec architecture. The documents that define IPSec, are, for the time being, the
Request For Comments (RFC)series of the Intemet Engineering Task Force (IETF),. in
particular, RFCs 2401-2412.

Two protocols are used to provide security at the IP layer, an authentication protocol
designated by the headerof the protocol, Authentication Header (AH), and a combined
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encryption/authentication protocol designated by the format of the. packet for that
protocol, Encapsulating Security Payload (ESP). AH and ESP are however similar

protocols, both operating by adding a protocol header. Both AH and ESPare vehicles

for access contro! based onthe distribution of cryptographic keys and the management
5 oftraffic flows related to these security protocols.

Security association (SA) is a key conceptin the authentication and the confidentiality
“oSs"~ “mechanisinsfor IP. A’security association-is‘a one-way relationship between:a sender: :-

and a receiver that offers security services to the traffic carried on it If a secure two-

10 _wayrelationship is needed, then two security associations are required. If ESPand AH
are combined, or if ESP and/or AH are applied more than once, the term SA bundle is

used, meaning that two or more SAs are used, Thus, SA bundle refers to one or more
SAs applied in sequence, e.g. by first performing an ESP protection, and then an AH
protection. The SA bundle is the combination of all SAs used to secure a packet.

15 ,

The term IPsec connection is used in whatfollows in place of an IPSec bundle of one
or more security associations, or a pair of IPSec bundles — one bundie for each

direction — of one or more security associations. This term thus covers both

unidirectional and bi-directional traffic protection. There is no implication of symmetry
20 of the directions,i.e., the algorithms and IPSec transforms used for each direction may

be different.

A security association is uniquely identified by three parameters. The first one, the
Security Parameters Index (SPI), is a bit string assigned to this SA. The SPI is carried

25 _in AH and ESP headers to enable the receiving system to select the SA under which a

received packet will be processed. IP destination address is the second parameter,
wnich is the address of the destination end point of the SA, which may be an end user
system or a network system such as a firewall or a router. The third parameter, the

security protocol identifier indicates whether the association is an AH or ESP security
30  =association.
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In each IPSec implementation, there is a nominal security association data, base

(SADB) that defines the parameters associated with each SA. A security association
is normally defined by the following parameters. The Sequence Number Counter is a
32-bit value used to generate the sequence numberfield in AH or ESP- headers. The

Sequence Counter Overflow is a flag indicating whether overflow of the sequence
number counter should generate an auditable event and preventfurther transmission

_ OfpacketsonthisSA. An Anti-Replay Windowis: used to determine whether an
inbound AH or ESP packet is a replay.AH informationinvolves information about the —*
authentication algorithm, keys and related parameters being used. with AH. ESP
information involves information of encryption and authentication algorithms, keys,
initialisation vectors, and related parameters being used with IPSec. The sixth

parameter, Lifetime of this Security Association, is a time-interval and/or byte-count

after which a SA must be replaced with a new SA (and:new SPI) or terminated plus an
indication of which of these actions should occur. IPSec Protocol Modeis either tunnel

or transport mode. Path MTU, which is an optional feature, defines the maximum size

of a packetthat can be transmitted without fragmentation.

Both AH and ESP support two modes used,transport and tunnel mode.

Transport mode provides protection primarily for upper layer protocolsand extends to

the payload of an IP packet. Typically, transport mode is used:for end-to-end

communication between two hosts. Transport mode may be used in conjunction with a

tunnelling protocol (other that IPSec tunnelling). i

Tunnel mode provides protection to the entire IP packet and is generally used for

sending messages through more than two components, although tunne! mode may
also be used for end-to-end communication between two hosts. Tunnel modeisoften
used when one or both ends of a SA is a security gateway, such asafirewall or a
router that implements iPSec. With tunne!] mode, a number of hosts on networks

behind firewalls may engage in secure communications without implementing IPSec.

The unprotected packets generated by such hosts are tunnelled through extemal
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networks by tunnel mode SAs set up by the JPSec software in the firewall or secure
router at boundary of the loca! network.

To achieve this, after the AH or ESP fields are added to the IP packet, the entire
packet plus security fields are treated as the payload of a new outer IP packet with a
new outer IPheader. The entire original, or inner, packet travels through a tunnel! from
one point of an IP network to another: no routers along the way are able to examine

packet may havetotally different sourceand destination addresses, adding to the
security. In other words, the-first step in protecting the packet using tunne! modeis-to

add a new IP header to the packet; thus the “IP|payload" packet becomes
“IP |IP | payload".-The next step is to secure the packet using ESP ‘and/or AH. In case
of ESP, the resulting packet is "IP|ESP|IP|payload". The whole inner packet is
covered by the ESP and/or AH protection. AH also protects parts of the outer header,
in addition to the whole inner packet. ,

The IPSec tunnel mode operates e.g. in such a way that if a host on a network

‘ generates an IP packet with a destination address of another host.on another network,
the packet is routed from the originatinghost to a security gateway (SGW),firewall or
other secure router at the boundary ofthefirst network. The SGW orthelikefilters all

outgoing packets to determine the need for IPSec processing. If this packet from the

first host to another host requires IPSec, the firewall performs IPSec processing and
encapsulates the packet in an outer |P header. The source IP address of this outer IP

headeris this firewall and the. destination address may be a firewall that forms the

boundary to the other local network. This packet is now routed to theother host’s

firewall with intermediate routers examining only the outer IP header. At the other host

firewall, the outer IP headeris strippedoff and the inner packet is. delivered to the other
host

ESP in tunne] mode encrypts and optionally authenticates the entire inner IP packet,
including the inner IP header. AH in tunnel mode authenticates the entire inner IP
Packet, including the inner IP header, and selected portions of the outer IP header.

SOIT
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The key management portion of IPSec involves the determination and distribution of

secret keys. The default automated key managementprotocol for IPSec is referred to

as ISAKMP/Oakley and consists of the Oakley key determination protoco! and internet

Security Association and Key Management Protocol (ISAKMP). Internet key exchange

(IKE) is a newer name for the ISAKMP/Oakley protocol, [KE is based on the Diffie-
Hellman algorithm and supports RSA signature authentication among other modes.

p-3

IKE is an extensible protocol, and allows future and ENfeatures to be
added without compromising functionality.”

IPSec has been designed to provide confidentiality, integrity, and replay protection for

IP packets. However, IPSec is intended to work with static network topology, where:

hosts are fixed to certain subnetworks. For instance, when an IPSec tunne! has been
formed by using Internet Key Exchange (IKE) protocol, the tunnel endpoints are fixed

and remain constant. if |PSec is used with a mobile host, the IKE key exchange will:

have to be redone from every new visited network. This is problematic, .because IKE

key exchanges involve computationally expensive Diffie-Hellman key exchange
algorithm calculations and possibly RSA calculations. Furthermore, the key exchange
requires at least three round trips (six messages). if using the IKE aggressive mode -
followedby IKE quick mode, and nine messages if using IKE main modefollowed by

IKE quick mode. Fhis may be a big problem in high latency networks, such as General

Packet Radio Service (GPRS) regardless of the computational expenses. :

In this text, the term mobility and mobile terminal does not only mean physical mobility,

instead the term mobility is in the first hand meant moving from one. network to

another, which can be performed by a physically fixed terminal as well..

The problem with standard I|PSec tunnel end points are that they are fixed. A SA is

bound to a certain IP address, and if it is changed, the existing IPSec SA becomes

useless because it has been established by using different endpoint addresses. The

problem has been discussed in the IETF standardisation forum, www.lIETF_org,

wherein an idea to support mobility for IPSec ESP tunnels by meansof signalling to

0010
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update the address of one end |after a movement was mentioned by Francis Dupont.

No solutions have however bee presented until this date.

The standard Mobile IP protoco} provides a mobile terminal with a mobile connection,

and defines mechanisms for performing efficient handovers ‘from one network to

another. However, Mobile IP has several disadvantages. The security of Mobile IP is

very limited. The mobility signalling messages are authenticated, but not encrypted,

 

 

 

 
 

 

‘and usér datatraffic is completely unprotected. Also, théreis*no key exchange

mechanism for establishing the cryptographic keys required for authenticating the

mobility signalling, Such keys |need to be typically distributed manually. Finally, the

current Mobile IP protocol does not define a method for working through Network

Address Translation (NAT) devices.

A wayto solve this problem istouse e.g. Mobile IP to handle the mobility of the host,

and use IPSec on top of the static IP address provided by the Mobile IP. Thus, the

IPSec SAs are bound to static addresses, and the IPSec SAs can survive mobility of

the host. However, this approach suffers from packet size overhead of both Mobile IP

and IPSec tunnels, which can.

small throughput.

The documents that define IP in general are the RFC standards RFC 768, RFC 791,

RFC 793, RFC 826 and RFC 2460. RFC 2002, RFC 2003, RFC 2131, RFC 3115,

MOBILEIpv4 and IPv6, and DHCPV6 define Mobile IP, IP-IP and DHCP.

Prior art solutions in this technical area are presented in WO 01 39538, WO 00 41427,

WO 01 24560, US 2001/009025 and EP 1 24 397.

In WO 01 39538,WO 00 41427), WO 01 24560 and EP 1 24 397, a secure connection,

which in the two first emntioned onesis an iPSec SA connection, is transferred from

one access poini to another|in a hand-over situation of a mobile terminal. US
2001/009025 generally presents a secure communication method by means of an IP
Sec SA connection.

‘ART 34 AMDT
CoSRSee 

p-.10

ect performance considerably when using links with



0012

——— So —_—_-

pr / fF ft @® «7007790

REFERENCES

Thefollowingis a list of useful references of standards mentioned.

5 IP ingeneral, TCP and UDP:

[RFC768]

J. Postel, User Datagram Protocol, RFC 768, August 1980.
~ ftpvAtp.isi.edu/in-notes/fic76B.tc = 9 - are Boge Hae

10

[RFC791]

J. Postel, intemet Protocol, RFC 791, September 1981.
fip://ftp.isi. otes/ric79

15 [RFC792]

J. Postel, Internet Contro! Message Protocol, RFC 792, September 1981.
ftp-//itp.isi.edu c792.

[RFC793]

20 J. Postel, Transmission Control Protocol, RFC 793, September 1981.-
d edu/in-potesirte :

[RFC826]

D.C. Plummer, An Efthemmet Address Resolution Profoco/, RFC 826, November

25 1982.

ftp:/Atp.isi.edu/in-note:

[RFC2460]

S. Deering, R. Hinden, Internet Protocol, Version 6 (IPv6) Specification, RFC

30 2460, December 1998.

 
 At 34 ANOT

Emofaneervoit IN Abt. IT: 1 TEESE

0012



0013

10

15

25

30

—— + c-=

i "2700774

Mobile IP; IP-IP; DHCP:

[RFC2002]

C. Perkins, /P Mobility Support, RFC 2002, October 1996.
fto:/Aitp.isi.edu/in-notes/rfic2002. bt

{RFC2003]

C. Perkins, /P Encapsulation Within IP, RFC 2003, October 1996.
fip:/fip isi.edu/in-notes/rfc2003.b¢ » DP ert Asin Shut

(RFC2131]

R. Droms, Dynamic Host Configuration Protocol, RFC 2131, March 1997.
fipy/, edu/in-notes/ 31 bet :

[RFC3115]

G. Dommety, and K. Leung, Mobile IP Vendor/Organization-specific Extensions,
RFC 3115, April 2001.
fip-//itp.is in-n fc3115.ba

[MOBILEIPv6] . ‘ a,
D. B. Johnson, C. Perkins, Mobility Support in IPv6, Work in progress(Internet-
Draft is available), July 2000.

[DHCPV6]

J. Bound, M. Carney, C. Perking, R.Droms, Dynamic Host Configuration
Protocol for IPv6 (DHCPv6), Work in progress (Internet-Draft is available), June
2001.

IPsec standards:

[RFC2401]

ART 34 AMDT
Enpfangszeit 30.Okt- 17: | Gaxneeneeeeeee= 



0014

PTV Fie 27 Oa77 g
10

S. Kent, and R. Atkinson, Security Architecture for the Internet Protocol, RFC
2401, November 1998,

fto//ftp.isi.edu/in-notes/ric2401 be

5 [RFC2402]

S. Kent, and R. Atkinson, /P Authentication Header, RFC 2402, November

1998.

Jiftp isiedufin-notes/rfc2402

10 [RFC2403}

C. Madson, R. Glenn, The Use of HMAC-MD5-96 within ESP and AH, RFC

2403, November 1998.

{(RFC2404]

15 C. Madson, R. Glenn, The Use of HMAC-SHA-1-96 within ESP and AH, RFC
2404, November 1998.

[RFC2405]

, C. Madson, N. Doraswamy, The ESP DES-CBCCipherMeare With Explicit
20 IV, RFC 2405, November 1998.

[RFC2406]

S. Kent, and R. Atkinson, /P Encapsulating Security Payload (ESP), RFG 2406,
November 1998.

25 Jiftp.isi.edufin-not 406.

[RFC2407]

D. Piper, The intemet IP Security Domain of ineterataticts for ISAKMP, RFC
2407, November 1998.

30 fip:/MRtp.isi.edu/sin-notes/rfc2407.b¢

[RFC2408]

 Empfansszeit 30.0kt.



0015

10

1S

20

30

PT 7 Fd ™@ * O07 7G

D. Maughan, M. Schneider, M. Schertler, and J. Turner, /nternet Secunity
Association and Key Management Protocol (ISAKMP), RFC 2408, November.
1998,

fip/Atp.(si.edu/in-notes/ric2408tt

[RFC2409]

D. Harkins, and D. Carrel, The Internet Key Exchange (IKE), RFC 2409,
November 1998.

' RovAtp.isi,edu/in-notes/ric2409.ba

[RFC2410}

R. Glenn, S. Kent, The NULL Encryption Algorithm and Its Use With IPsec, RFC
2410, November 1998.

[RFC2411]
R. Thayer, N. Doraswamy, R. Glenn, JP Security Document Roadmap, RFC
2411, November 1998.

[RFC2412]

H. Orman, The OAKLEY Key Determination Protocol, RFC 2412, November
1998,

NAT:

[RFC2694]

P. Srisuresh, G. Tsirtsis, P. Akkiraju, and A. Heffernan, DVS extensions to
Network Address Translators (DNS_ALG), RFC 2694, September 1999.

[RFC3022]

P. Shisuresh, K. Egevang, Traditional [P NetworkAddress Translator

(Traditional NAT), RFC 3022, January 2001.
fip://tp.isi.edu/in-notes/rfc3022.b¢ ;

 
=aSea.Eapfansszeit 30.0kt. 17: |eeSaree



0016

10

15

20

30

PT/ Fis £/700770

12

THE OBJECT OF THE INVENTION

The object of the invention is to ensure secure forwarding of messages from and to
mobile terminals by avoiding the problemsofprior art.

SUMMARYOF THE INVENTION

The method and network of the invention is to ensure secure forwarding of a message
in a telecommunication network, comprising at least one first terminal and another
terminal. In the method, the first terminal moves from a first address to a second
address. A secure connection betweenthefirst address of the first terminal and the
other terminal defining at least the addressesof the two terminals is established. The
first terminal moves from the first address to a second address. The connection is

changed to be between the second address and the other terminal by means of a ~
request from thefirst terminal and preferably, a reply back to the first terminal.

In the invention, the first terminal is movable from one network to another. Such a-
terminal can physically be a mobile terminal or a fixed terminal.

The secure connection is an |PSec connection established by forming one or more

Security Associations (SAs) using the IPSec protocols. The requestand/or the reply
message can be protected e.g. by IPSec encryption and/or authentication, possibly
using the same !PSec SAthat is used fortraffic protection purposes.

In general, registration request and registration reply are Mobile IP terms while the
invention is not bound to Mobile !P. In the invention, the terms request and reply are
used in the generic sense, and may or may not berelated to Mobile IP.

The method of the invention can be used in different kinds of networks. If the first
terminal and the other terminal form an end-to-end connection, the secure connection

may be an IPSec tunnel mode ortransport mode connection. Furthermore, one of or
= eae Se
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both of the first terminal and the other terminal can be a security gateway protecting
one or more computers, whereby IPSec tunnel mode, or IPSec transport mode

together with a tunnelling protocol (such as Layer 2 Tunnelling Protocol, L2TP), is used

for the secure connection betweenthefirst terminal and the other terminal.

If both terminals are mobile, a special solution is required for the situation when both,

terminals move simultaneously in case of a so called "double jump" situation. This

solution can be implemented e.g. by using a centralised registry of current locations of

hosts, although otherSolutionsexist for the problem. However, the "changeable" IPSec __

tunnel or transport mode SAs of the invention could be used in that case, too.

The applicant'has solved the above problems of prior art by defining a signalling
mechanism that allows an existing |PSec security association, that is, the syrnmetric

encryption and authentication algorithms used for packet processing, along with their

keys and other parameters, to be moved from one network to another. To be more
precise, an existing IPSec tunnel endpoint can be moved in the invention from one
point of attachment to another. For instance, an |PSec tunnel established between
addresses A andX tunnel can be changed by using the defined signalling to be |

between addresses B and X, using only a single roundtrip for signalling (2 messages), .
or half a round trip (1 message, if a reply message is not.used) for signalling. The

solution requires minimal computational overhead compared to Diffie-Hellman or

strong authentication calculations.

The signalling mechanismis preferably similar to the one in Mobile IP, ie. a

registration request (RREQ) is sent to the other end of the SA followed by a
registration reply (RREP) back to the sender of the RREQ message, both of which are
extensible for future features and optional attributes. The RREQ/RREP message pair

is sent from the new network, and once properly authenticated, the sender IPSec

tunnel endpoint is updated from the old network to the new network.

In case the security association used for protecting user traffic is also used for

Signalling purposes, the reception of the RREQ message bythe other end of the SA

 c— eye ae
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requires a change in a normalIPSec implementation to accept a packet that appears
to belong to a certain IPSec tunnel, but comes from a wrong address(i.e. the tunnel is
currently between A and X, and the RREQ comes from address B). This is only
necessary for the RREQ message. Such an implementation is provided by the
invention; it is necessary to modify IPSec if IPSec is used for the RREQ/RREP
signalling. In that case, it is required specifically for processing of the RREQ and
RREP messages,if the reply messageis to be used.

' The request message mayupdate a setofsecurity associations, for instance, asingle_ -
security association, a security association bundle, an IPSec connection, a group of
IPSec connections, or any combinations of these. In practice, it is useful to update

either a single IPSec connection or a group of IPSec connections. The latter may be
importantif separate IPSec connections are usedfordifferent kindsof traffic. A single
request message can then update all (or a certain set) of such connections to a new
address, instead of requiring separate requests for each IPSec connection. In the
following, the case of updating a single IPSec connectionis discussed, withoutlimiting
the invention to this behaviour.

Another method of performing the signalling is to use a separate protocol. The protocol
should preferably provide encryption and/or authentication of the signalling messages.
The IKE protocol already has messages defined for e.g. deleting IPSec SAs. One.
method of providing the necessary signalling would be by adding a new IKE
notification message type that requests a change in an existing IPSec SA. Such a
message should provide its own encryption and/or authentication to avoid requiring an
IKE connection set up from the new address, which would require extra messaging.

iP version 4 (IPv4) is the currently widely deployed Intemet Protocol version. Its major
disadvantage is the small number of unique, public IP addresses. IP version 6 (IPv6)
has a much larger address space, which fixes the most important IPv4 problemknown
today. IPv6 also changes someotherthingsin the Internet Protocol, for example, how
fragmentation of packets is done, but these changes are quite small. Most protocols
have separate definitions on how they are used within the IPv4 and the IPv6 context.

Eapfansszeit 20.0kt. 17: limeeRRRS

0018



0019

10

15

20

25

30

PT/ Fto2/o0770

15

For instance, there are separate versions of IPSec and Mobile IP for use with IPv4 and

IPv6. However, such modifications to protocols are quite small, and do not usually

change the essentials of the protocols significantly. The invention can be applied to

both IPv4 and IPv6.

In the following, the invention is further described by means of figures and some

examples. The intention is not to restrict the invention to the details of the following

description or to the details of peonysuch as the IPSec and IKE protocols which
might be changed in the future. este Sgite apt

FIGURES

Figure 1 illustrates an example of a telecommunication network fo be used in the

invention.

Figure 2 illustrates a second example of a telecommunication network to be used in
the invention.

Figure 3 illustrates a third example of a telecommunication network to be used in the
invention.

Figure 4 describes the priorart solution to enable mobility for IPSec connections.

Figure 5 describes the method of the invention to enable mobility for IPSec
connections.

DETAILED DESCRIPTION

Figure 1 illustrates an example of a telecommunication network to be used in the

invention. Thus, in figure 1, computer 1 may be a client computer and computer 2 a
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destination computer, to which the secure messages are sent in the invention by
means of an IPSec tunnel established between computer 1 and computer 2. Computer

2 might be a security gateway for a third computer 3. Then, the messages sent from

computer 2 to computer 3 are sent in plaintext. The secunty gateway can be a
common security gateway for e.g. a company LAN, whereby there are several

computers in the LAN protected by computer 2. The other protected computers are not

shown in figure 1, but naturally, the invention covers also such networks.

The network of figure 2 otherwise corresponds tothat of figure 1,-butin-figure 2.also

computer 1 is a security gateway, ©.g. for computer 4. Also here, the security gateway

4 can be a commonsecurity gateway for e.g. a company LAN, whereby there are

several computers in the LAN protected by computer 1. The other protected computers

are not shown in figure 2. But naturally, the invention covers also such networks. The
messages between security gateway 1 and the computers it protects are sent in

plaintext as the IPSec tunnel only exist between computers 1 and 2.

The network of figure 3 is a network, wherein the IPSec messages are sent between

an end-to-end connection between two computers 1, 2 only whereby IPSec net
mode can be used instead of tunnel mode.

Figure 4 describes the prior art solution to enable mobility for IPSecconnections. Asa
diagram, this is the standard IPSec procedure whenestablishing a tunnel between

addresses A and X, and then B and X.

The protocol begins with the IKE main mode requiring 6 messages in total, see. steps

1a - 6a in figure 4. The protocol involves strong user authentication, policy negotiation

and the use of the Diffie-Hellman algorithm. Any other IKE phase 1 mode might of

course be used as an alternative. Another approach to minimise the number of

message exchanges would be to avoid IKE phase 1 and perform only the IKEquick

mode (3 messages). However, IKE phase 1 is associated with IP addresses (along

with other identifying information). A modified implementation might ignore IP

addresses when processing IKE messages, and thus be able to maintain IKE phase 1

State between connection points.
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The protocol then continues with IKE quick mode requiring 3 messages in total (steps
7a - 9a in figure 4). Quick mode includes IPSec policy negotiation and optionally the
use of the Diffie-Hellman algorithm. An alternative IKE phase 2 exchange could of
course be used instead of quick mode. :

At this point the tunnel has been established between addresses A and X..9 messages
have been used along with the computational expense (each Diffie-Hellman

computation may take hundreds of milliseconds, for instance, dependingon the host),
also the roundtrip times being considerable (9/2 = 4.5 roundtrips, with a roundtrip-time-: «...
of 500 msthis is 2.25 secondsfor latency alone).

The movementof the mobile terminal to address B causesfull re-negotiation and again
IKE main mode requires 6 messages in total (steps ib -6b in figure 4), strong user
authentication, policy negotiation, and optionally the use of the Diffie-Hellman
algorithm.

The use of the protocol continues with IKE quick mode requiring 3 messagestotal
(steps 7b - 9b).

The tunnel between addresses B and X is now complete.

Figure 5 describes the method of the invention. To establish the tunnel between
address A and host X, IKE main mode is again used requiring G messages in total _
(steps 1a - 6a in figure 5) as in figure 4 including strong user authentication, policy
negotiation and the use of the Diffie-Hellman algorithm.

Then IKE quick mode is again used requiring 3 messages in total (steps 7a - Sa in
figure 5). The quick mode includes IPSec policy negotiation, and optionally the use of
the Diffie-Hellman algorithm. ‘ :

Again, IKE main mode may be replaced by any other IKE phase 1 mode, and IKE
quick mode by any other IKE phase 2 mode.

ART 34 AMDT
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Ai this point the tunnel has been established between addresses A and X. 9 messages
have been used along with the computational expense.

In the invention, movement to address B requires only a single round trip, when using
registration request messages to be sent from the mobile terminal, when it moves from

address A to address B. In signal 10a of figure 5, which is sent from the mobile

terminalto the other end of the established IPSec tunnel whenit has moved to address

B, a request for registration (RREQ) of the new address is sent. Preferably, a reply
message (RREP) ‘is sent (step11a) from the host to confirm the address:change.-Bcth-

signals 10a and 11a can be encrypted and/or authenticated. The encryption and/or

authentication is preferably performed by using !PSec, in which case it is preferable to
use the same IPSec SA for protecting both data and registrationtraffic.

11a is optional in the invention. The preferable encryption method is IPSec, preferably

with the modified reception processing described previously. However, the exact

method of signalling is not important, the essence is to carry over the IPSec SA to.the

new connection point

The SA that existed between addresses A and X has now. been. changed to be
between addresses B and X and is now complete. The next time the mobile terminal

‘sends a message, host 2 in figure 1 - 3 is able to properly handle IPSec packets that

come from address B and vice versa. Traffic can now flow inside the tunnel as normal
with IPSec.

Any further movement from network to another can be accomplished with a similar
exchange of signalling message(s). The IPSec SA does not need to be re-established

until fhe lifetime of the SA has been exhausted. .

The invention requires half a roundtrip if only a request message is used without a

reply, and one roundtrip of the reply messageis used..

ART 34AMDT
Empfangszeit 20.0kt. 17:2oeeS

0022



0023

10

15

———o—

pry fF i 8 2 COT7FO

19

The example describes the tunnel mode of IPSec, but transport mode can also be

used. IPSec transport mode connections in examples can be replaced with IPSec

tunnel mode connections and vice versa. [PSec transport mode combined with an
external tunnelling protocol, such as the Layer 2 Tunnelling Protocol (L2TP), is a

replacementfor [PSec tunnel mode with regards to functionality.

The implementation may optimise the start oftraffic flows with regard to message 10a
(and optionally 11a); e.g. after sending 10a, the client may directly send IPSec-

protectedtraffic. This essentially makes the handoverlatency zero, although it requires —
more complicated processing if the message 10a is lost while being delivered.

However, the essential part of the invention is that it is possible to make the invention
provide essentially zero-latency handover for client-to-server traffic, and half a

roundtrip latency for server-to client traffic.

Different network topologies can, of course, be used in the invention. For instance in

figure 1, the connection between hosts 2 and 3 may use IPSec transport or tunnel

mode, instead of being plaintext, etc.
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CLAIMS

- Method for ensuring secure forwarding of a message in a felecommunication
network, comprising at least one mobile terminal and another terminal, the method
comprising

a) establishing a secure connection between a first address of the mobile terminal
and the other terminal, the secure connection defined by at least the addresses

‘of the two terminals, .

_ b) the mobile’ terminal movingfrom the first address to a second address,........
characterizedby ,
¢) changing the connection to be defined between the second address and the

other terminal by means of a request message from the mobile terminal to the
other terminal to change the address in the definition of the secure connection
to the second address.

- Method of claim 1,characterized in that, the secure connection is
established in step a) by forming a Security Association (SA) using the IPSec
protocols.

Method of claim 1 or 2,ch aracterized in that in step c) a reply back to the .
mobile terminal is sent from the other terminal after the request from the mobile
terminal to change the address.

- Method of any of claims 1-3, characterized in that the registration request
and/or the reply message is encrypted and/or authenticated by using the same SA
already established.

. Method of any of claims 1 - 4, characterizedin that the change of
addresses in the secure connection as a result of the. request message is
performed by means of a central register of current address of the terminals
belonging to the network.
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comprising at least one mobile terminal and another terminal and a secure
connection defined betweena first address of the mobile terminal and the other

terminal, characterized by meansfor changing the connection to be defined
between a second address of the mobile terminal and the other terminal.

. Network of claim6, charact erized in that the mobile terminal. and the other
*- terminal forms: an end-to-end. connection, whereby. the secure. Connection is an _

IPSec transport connection or IPSec tunnel connection.

. Network of claim 6,characterized in that one of or both of the mobile
terminal and the other terminal is a security gateway protecting one or more
computers, whereby IPSec tunnel mode or IPSec together with a tunnelling
protocol is used for the secure connection between the mobile terminal and the
other terminal.

. Network of claim 6, characterized in that both terminals are mobile
terminals.

10. Network of claim 9,characterized in thatit further contains a central
register of current locations of the terminals belonging to the network.

BEST AVAILABLE COPYee)EI  
fs

0026



0027

4Go,qzz

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau |OURA

(43) International Publication Date (10) International Publication Number

 
 

10 April 2003 (10.04.2003) PCT WO 03/030487 Al

(51) International Patent Classification’: HO4L 29/06, (74) Agent: INNOPAT LTD,P.O. Box 556, FIN-02151 Espoo
H04Q 7738 CD.

(21) International Application Number;=PCT/FI02/00770 (81) Designated States (national): AB, AG, AL, AM,AT, AU,
(22) International Filing Date: AZ, BA, BB, BG,BR, BY, BZ, CA, CH, CN, CO, CR, CU,CZ. DE DK. DM, DZ, EC, EE, ES, Fl, GB, GD, GE, GH27 Ib 2 A i O02 i 1 ’ * + My ” * 1 . ?SeplemPer AMZ IA EAO LR GM,HR.HU, ID, IL, IN, IS, JP. KE, KG, KP, KR, KZ, LC,
(25) Filing Language: English LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, Mw,

MX, MZ, NO, NZ, OM,PH,PL, PT, RO, RU,SD, SE, SG,

(26) Publication Language: English SL SK, SL, TJ, TM,TN, TR, TT, TZ, UA, UG, US, UZ,
VC, VN, YU, ZA, ZM, ZW.

(30) Priority Data:

TAY 28 September 2001 (28.09.2001) FI (34) Designated States (regional): ARIPO patent (GH, GM,
(71) Applicant (for all designated States except US): IN- KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),

TRASECURE NETWORKS OY [FI/FI]; PO. Box 38, Eurasian patent (AM,.AZ, BY, KG, KZ, MD, RU, TJ, TM),
FIN-02201 Espoo (FI) s European patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,

: ES, FI, FR, GB, GR,IE, IT, LU, MC, NL, PT, SE, SK,

(72) Inventors; and TR), OAPI patent (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
(75) Inventors/Applicants (for US only): VAARALA, Sami GW, ML, MR, NE, SN, TD, TG).

[FI/FI]; Neljis Linja 22 A 24, FIN-00530. Helsinki (FI).
NUOPPONEN,Antti [FI/FI]; Kaksoiskiventie 7-9 A 1, Published:
FIN-02760 Espoo (FT). — with international search report

[Continued on next page]
 

(54) Title: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF MESSAGESIQA
AI 41

4

(57) Abstract: The invention is concerned with a methodand a network to ensure secure forwarding of a message ina telecommu-
nication network, comprising at least one first termina] and another terminal. In the method, the first terminal moves from a first
address to a second address. A secure connection between the first address of the first terminal and the other terminal defining at

© least the addresses of the two terminals is established. When thefirst terminal mo ves from the first address to a second address,
the connection is changed to be between the second address and the other terminal by meansofa request from thefirst terminal and
preferably, a reply back to the first terminal.

03/030487Al
Ww

0027



0028

10/4 7U932
WO 03/030487 te @>cr1102007

1/5

 
FIG.1o

c
Cc
3_—
o
®on

.

0028



0029

: 84490932
WO 03/0304387 e@ Orc102/00770

2/5

=

om

heeh

NY

NI

3 oO
5 LL.
o
oO
un

a.

5

0029



0030

+ 84490932
WO 03/030487 £ CT/FI02/00770

3/5

iPsectransportmode FIG.3

0030



0031

nia. 282879932

4/5

~<a
w
Oo

<=

co 2a

2 ~
2
uo
2 »
<

<x
Ww)
ao oO
o = <
3
<

PRIORART FIG.4
0031



0032

187690932
WO 03/030487 eid @crirt0200770

5/5

<—
wo
oO
x

oO wo
wn Sis
4 -|<—

o
o
f

a

2 @ ©
oo
5
<

FIG.5

0032



0033

RE 3/26/04 290.1052USN

COMBINED DECLARATION AND POWER OF ATTORNEY

FOR PATENT APPLICATION

As a below named inventor, I hereby declare that:

My residence, post office address and citizenship are as
stated below next to my name.

I believe I an original, first and joint inventor of the
subject matter which is claimed and for which a patent is sought
on the invention entitled METHOD AND NETWORK FOR ENSURING SECURE
FORWARDING OF MESSAGES, the specification of which was filed as
International Patent Application No. PCT/FIO2/00770, on 27
September 2002.

I hereby state that I have reviewed and understand the
contents of the above-identified specification, including the
claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose information that is
material to the patentability of this application in accordance
with Title 37, Code of Federal Regulations, § 1.56(a). If this is
a continuation-in-part application filed under the conditions
specified in 35 U.S.C. § 120 which discloses and claims subject
matter in addition to that disclosed in the prior copending
application, I further acknowledge the duty to disclose material
information as defined in 37 CFR §1.56(a) which occurred between
the filing date of the prior application and the national or PCT
international filing date of the continuation-in-part application.

I hereby claim foreign priority benefits under Title 35,
United States Code, § 119 of any foreign application(s) for patent
or inventor's certificate listed below and have also identified

below any foreign application for patent or inventor's certificate
having a filing date before that of the application on which
priority is claimed:

Prior Foreign Application(s) | Priority
Claimed

20011910 Finland 28 Sept. 2001 {X] [ ]
(Number) (Country) (Day/Month/Year) Yes No
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RE 3/26/04 290.1052USN

I hereby claim the benefit under Title 35, United States
Code, § 120 of any United States application(s) listed below and,
insofar as the subject matter of each of the claims of this
application is not disclosed in the prior United States
application in the manner provided by the first paragraph of Title
35, United States Code, § 112, I acknowledge the duty to disclose
material information as defined in Title 37, Code of Federal
Regulations, § 1.56(a) which occurred between the filing date of
the prior application and the national or PCT international filing
date of this application:

(not applicable) (n/a) (not applicable)
(Application Serial No.) (Filing Date) (Status: patented,

pending, abandoned)

The undersigned hereby authorizes Rolf Fasth, the U.S.
attorney named herein, to accept and follow instructions from
Innopat Ltd. as to any action to be taken in the Patent
and Trademark Office regarding this application without direct
communication between Rolf Fasth and the undersigned. In the
event of a change in the persons from whom instructions may be
taken, Rolf Fasth will be so notified by the undersigned.

I hereby appoint Rolf Fasth, Registration No. 36,999, to
prosecute this application, to file a corresponding international
application, and to transact all business in the Patent and
Trademark Office connected therewith.

Address all telephone calls to Rolf Fasth at telephone
number (602) 993-9099; fax number (602) 942-8364.

Address all correspondence to:

Rolf Fasth
FASTH LAW OFFICES

629 E. Boca Raton

Phoenix, AZ 85022

I hereby declare that all statements made herein of my own
knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements

were made with the knowledge that willful false statements and the
like so made are punishable by fine or imprisonment, or both,
under Section 1001 of Title 18 of the United States Code and that

such willful false statements may jeopardize the validity of the
application or any patent issued thereon.
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Inventor's signature
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Citizenship: Finland

Post Office address: Kaksoiskiventie 7-9 Al

FIN-02760 Espoo, Finland

 

DECLARATION - PAGE 3 OF 3

0035



0036

  

 

 

 

 
 
 

PATENT APPLICATION FEE DETERMINATION RECORD *
Effective October 1, 2003

CLAIMS AS FILED - PART! SMALL ENTITY OTHER THAN
(Column 1) (Column 2) FYPE Go OF SMALL ENTITY

gies: pe ae

MULTIPLE DEPENDENTCLAIM PRESENT CJ ee= — * 145=

TOTAL

    

    
 

   
 
 

  
7

i
a

  
       
  
 
 
 

 

 “If the difference in column 1 ts less than zero, enter “O" in column 2

CLAIMS AS AMENDED- PARTIl

(Column 1) (Column 2)
CLAIMS HIGHEST

(Column 3}

REMAINING NUMBER
AFTER © PREVIOUSLY

PRESENT
EXTRA,

AMENDMENT PAID FOR

i

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM {J

, OTHER THAN

SMALLENTITY OR SMALL ENTITY

ADDI. ADDI-

RATE|TIONAL TIONAL
FEE

 
 
 

  

  
   

 

 

 
  

 

(Column 1)
CLAIMS

REMAINING
AFTER

AMENDMENT

 
 
 

 NUMBER
PREVIOUSLY

 
RATE|TIONAL

 
 
 

AMENDMENTB
 
 
 

 
NUMBER _PREVIOUSLY
PAID FOR

 
 
 

 

 
REMAININGAFTER

AMENDMENT

Total

Independent

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM CJ

AMENDMENTC
  

  

 
* Hf the entry in column 1 ts less than the entry in column 2. write “0” in column’. :
= if the “Highest Number Previously Paid For (N THIS SPACE& less than 20,enter "20."

_ smi the “Highest Number Previously Paid For” IN THIS SPACEIsless than 3,enter “3.”

The“Highest Number Previously Paid For* (Total or independent) és the highest number found in the appropriate box n column 1.
   

  
 
  

 
FORM PTOS7S fev 10.035" Sie and Tragemark Oftice,YS, DEPARTMENT OF COMMERCE

0036



0037

PATENT APPLICATION SERIAL NO.

U.S. DEPARTMENT OF COMMERCE
PATENT AND TRADEMARK OFFICE

FEE RECORD SHEET

04/01/2004 GFREYI - 00000077 10490932

O1 FCs2611 940.00 OP

PTO-1556

(5/87)

“U.S. Goverment Printng Othee: 2002 — 489-267/69009

0037



0038

/ NAR. 26,2004 9:28AM FASTH-LAN-OFFICES 407490932

10

15

20

25

30

35

Dlii Rec'd P@T/PTO 26 MAR 2004
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit

Sami Vaarala, Antti Nuopponen

Serial No,

Filed:  Herewith

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF
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PRELIMINARY AMENDMENT

Commissioner for Patents
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Alexandria, VA 22313-1450

Preliminary to examination, please amend the above-
identified patent application as follows:

In the specification:

Please add the following paragraph at page 1, line
3 below the title:

~-Prior Applications

This is a US national phase patent application that
Claims priority from PCT/FI02/00770, filed 27 September 2002,
that claims priority from Finnish Patent Application No.
20011910, filed 28 September 2001,—
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In the Claims:

Amend the claims as follows:

1. (Currently amended) A_method Methed for ensuring secure
forwarding of a message in a telecommunication network,
comprising having at least one mobile terminal and another

terminal, the method comprising:

a) establishing a secure connection between a first address
of the mobile terminal and the other terminal, the secure

connection defined by at least the addresses of the two
terminals,

b) the mobile terminal moving from the first address to a

second address, and characterizedby

c) changing the connection to be defined between the second

address and the other terminal by means of a request message
from the mobile terminal to the other terminal to change the
address in the definition of the secure connection to the
second address.

2, (Currently amended) The method Method of claim i,
characterized in that, the secure connection is established

in step a) by forming a Security Association (SA) using the
IPSec protocols.

3. (Currently amended) The method Methed of claim 1 er,
characterized in that in step c) a reply back to the mobile
terminal is sent from the other terminal after the request
from the mobile terminal to change the address.

4. (Currently amended) The method Mathed of claim 1 anyee
elaims—t-3, characterized in that the registration request
and/or the reply message ig encrypted and/or authenticated by
using the same SA already established,
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5. (Currently amended) The method Method of claim 1 anjof
elaims—i—4, characterized in that the change of addresses in

the secure connection as a result of the request message is
performed by means of a central register of current address

of the terminals belonging to the network,

6. (Currently amended) Telecemmunicatien—networktoparformp
the-methsdof The method of claim 1 wherein the method

further comprises providing a telecommunication network that

has any-of-claime—t-5,comprising at least one mobile

terminal and another terminal and a secure connection defined

between a first address of the mobile terminal and the other

terminal, characterized by means for changing the connection

to be defined between a second address of the mobile terminal
and the other terminal.

7. (Currently amended) Network The method of claim 6,
characterized in that the mobile terminal and the other

terminal forms an end-to-end connection whereby the secure
connection is an IPSec transport connection or IPSec tunnel

connection.

8. (Currently amended) Netwexk The method of claim 6,
characterized in that one of or both of the mobile terminal

and the other terminal is 4 security gateway protecting one
or more computers, whereby IPSec tunnel mode or IPSec

together with a tunneling protocol is used for the secure

connection between the mobile terminal and the other

terminal.

9. (Currently amended) Network The method of claim 6,

characterized in that both terminals are mobile terminals.

10. (Currently amended) Network The method of claim 9,
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characterizedinthatitfurthersentains wherein the method

further comprises providing a central register of current

locations of the terminalis belonging to the network,
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In the Abstract:

Please add the following abstract on a separate

page following the claims:
--Abstract

The method and network ensure secure forwarding of a message

in a telecommunication network that has at least one first

terminal and another terminal. The first terminal moves from

a first address to a second address. A secure connection

between the first address of the first terminal and the other

terminal defining at least the addresses of the two terminals

is established. When the first terminal moves from the first

address to a second address, the connection is changed to be

between the second address and to the other terminal by means

of a request from the first terminal and preferably a reply
back to the first terminal.--
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REMARKS

Reconsideration of the application is respectfully

requested. The specification has been amended to better

conform to US patent practice.

The claims have been amended to better conform to

US patent practice. The claims contain no new matter.

An abstract has been added to a separate page

following the claims. The added abstract contains no new

matter.

The application is submitted to be in condition for

allowance, and such action is respectfully requested.

Respectfully submitted,

FASTH LAW OFFICES

utFar
Rolf Fasth

Registration No. 36,999

FASTH LAW OFFICES
625 E. Booa Raton

Phoenix, AZ 85022

Telephone: (602) 993-9099
Facsimile: (602) 942-9364

cc: Paivi Soderman
(Your ref: SOOQ051US)
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METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF

MESSAGES

TECHNICALFIELD

The method and network of the invention is intended to secure mobile connectionsin

telecommunication networks. Especially, it is meant for 1PSec connections.

TECHNICAL BACKGROUND

An internetwork is a collection of individual networks connected with intermediate

networking devices and functions as a single large network. Different networks can be
interconnected by routers and other networking devices to create an internetwork.

A local area network (LAN) is a data network that covers a relatively small geographic
area, It typically connects workstations, personal computers, printers and other
devices. A wide area network (WAN)is a data communication network that covers a

relatively broad geographic area. Wide area networks (WANs)interconnect LANs

across normal telephone lines and, for instance, optical networks; thereby

interconnecting geographically disposed users.

There is a need to protect data and resources from disclosure, to guarantee the

authenticity of data, and to protect systems from network based attacks. Morein detail,
there is a need for confidentiality (protecting the contents of data from being read),

integrity (protecting the data from being modified, which is a property that is
independent of confidentiality), authentication (obtaining assurance about the actual
sender of data), replay protection (guaranteeing that data is fresh, and not a copy of

previously sent data), identity protection (keeping the identities of parties exchanging
data secret from outsiders), high availability, i.e. denial-of-service protection (ensuring

that the system functions even when under attack) and access control, IPSec is a
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technology providing most of these, but not all of them.(In particular, identity protection
is not completely handled by IPSec, and neither is denial-of-service protection.)

The IP security protocols (IPSec) provides the capability to secure communications

between arbitrary hosts, e.g. across a LAN, across private and public wide area

networks (WANs) and across the internet. IPSec can be usedin different ways, such

as for building secure virtual private networks, to gain a secure access to a company

network, or to secure communication with other organisations, ensuring authentication

and confidentiality and providing a key exchange mechanism. IPSec ensures
confidentiality integrity, authentication, replay protection, limited traffic flow
confidentiality, limited identity protection, and access control based on authenticated
identities. Even if some applications already have built in security protocols, the use of

IPSec further enhances the security.

IPSec can encrypt and/or authenticate traffic at IP level. Traffic going in to a WANis

typically compressed and encrypted andtraffic coming from a WANis decrypted and
decompressed. IPSec is defined by certain documents, which contain rules for the
IPSec architecture. The documents that define IPSec, are, for the time being, the
Request For Comments (RFC) series of the Internet Engineering Task Force (IETF), in

particular, RFCs 2401-2412.

Two protocols are used to provide security at the IP layer, an authentication protocol

designated by the headerof the protocol, Authentication Header (AH), and a combined
encryption/authentication protocol designated by the format of the packet for that

protocol, Encapsulating Security Payload (ESP). AH and ESP are however similar
protocols, both operating by adding a protoco| header. Both AH and ESP are vehicles
for access control based on the distribution of cryptographic keys and the management

oftraffic flows related to these security protocols.

Security association (SA) is a key concept in the authentication and the confidentiality
mechanismsfor IP. A security association is a one-wayrelationship between a sender

and a receiver that offers security services to the traffic carried on it. If a secure two-
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wayrelationship is needed, then two-security associations are required. If ESP and AH
are combined,or if ESP and/or AH are applied more than once, the term SA bundleis
used, meaning that two or more SAs are used. Thus, SA bundle refers to one or more
SAs applied in sequence, e.g. byfirst performing an ESP protection, and then an AH
protection. The SA bundleis the combination of all SAs used to secure a packet.

The term IPsec connection is used in what follows in place of an IPSec bundle of one

or more security associations, or a pair of IPSec bundles — one bundle for each
direction — of one or more security associations. This term thus covers both
unidirectional and bi-directional traffic protection. There is no implication of symmetry

of the directions,i.e., the algorithms and IPSec transforms used for each direction may
be different.

A security association is uniquely identified by three parameters. The first one, the
Security Parameters Index (SP), is a bit string assigned to this SA. The SPI is carried
in AH and ESPheaders to enable the receiving system to select the SA under which a

received packet will be processed. IP destination addressis the second parameter,
which is the addressof the destination end point of the SA, which may be an end user
system or a network system such as a firewall or a router. The third parameter, the
security protocol identifier indicates whether the association is an AH or ESP security
association,

In each IPSec implementation; there is a nominal security association data base
(SADB) that defines the parameters associated with each SA. A security association
is normally defined by the following parameters. The Sequence Number Counteris a
32-bit value used to generate the sequence numberfield in AH or ESP headers. The
Sequence Counter Overflow is a flag indicating whether overflow of the sequence
number counter should generate an auditable event and prevent further transmission
of packets on this SA. An Anti-Replay Window is used to determine whether an
inbound AH or ESP packetis a replay. AH information involves information about the
authentication algorithm, keys and related parameters being used with AH. ESP
information involves information of encryption and authentication algorithms, keys,
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initialisation vectors, and related parameters being used with IPSec. The sixth

parameter, Lifetime of this Security Association, is a time-interval and/or byte-count
after which a SA must be replaced with a new SA (and new SPI) or terminated plus an
indication of which of these actions should occur. IPSec Protocol Modeis either tunnel
or transport mode. Path MTU, which is an optional feature, defines the maximum size
of a packetthat can be transmitted without fragmentation.

Both AH and ESP support two modesused, transport and tunnel mode.

Transport mode provides protection primarily for upper layer protocols and extends to
the payload of an IP packet. Typically, transport mode is used for end-to-end

communication between two hosts. Transport mode may be used in conjunction with a
tunnelling protocol (other that IPSec tunnelling).

Tunnel mode provides protectionto the entire IP packet and is generally used for
sending messages through more than two components, although tunnel mode may
also be used for end-to-end communication between two hosts. Tunnel modeis often
used when one or both endsof a SAis a security gateway, such as a firewall or a
router that implements IPSec. With tunnel mode, a number of hosts on networks

behind firewalls may engage in secure communications without implementing IPSec.
The unprotected packets generated by such hosts are tunnelled through external
networks by tunnel mode SAsset up by the IPSec softwarein the firewall or secure
router at boundary of the local network.

To achieve this, after the AH or ESP fields are added to the IP packet, the entire
packet plus security fields are treated as the payload of a new outer|P packet with a
new outer IP header. The entire original, or inner, packet travels through a tunnelfrom
one point of an IP network to another: no routers along the way are able to examine
the inner IP packet. Because the original packet is encapsulated, the new larger
packet may havetotally different source and destination addresses, adding to the
security. In other words,the first step in protecting the packet using tunnel modeis to
add a new IP header to the packet thus the "IP| payload" packet becomes
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"IP |IP| payload”. The next step is to secure the packet using ESP and/or AH. In case
of ESP, the resulting packet is "IP|ESP|IP| payload”. The whole inner packetis
covered by the ESP and/or AH protection. AH also protects parts of the outer header,

in addition to the whole inner packet.

The IPSec tunnel mode operates e.g. in such a waythat if a host on a network

generates an IP packet with a destination address of another host on another network,

the packet is routed from the originating host to a security gateway (SGW), firewall or
other secure router at the boundary ofthe first network. The SGW orthelikefilters all

10 outgoing packets to determine the need for IPSec processing.If this packet from the

first host to another host requires IPSec, the firewall performs IPSec processing and
encapsulates the packet in an outer IP header. The source IP addressof this outer IP

headeris this firewall and the destination address may be a firewall that forms the

boundary to the other local network. This packet is now routed to the other host's

15__firewall with intermediate routers examining only the outer IP header. At the other host

firewall, the outer IP headeris stripped off and the inner packetis delivered to the other
host.

ESPin tunnel mode encrypts and optionally authenticates the entire inner IP packet,

20 including the inner IP header. AH in tunnel mode authenticates the entire inner IP
cas packet, including the inner IP header, and selected portions of the outer IP header.

*. "The key managementportion of IPSec involves the determination and distribution of

P secret keys. The default automated key managementprotocol for IPSecis referred to
..25 as ISAKMP/Oakley and consists of the Oakley key determination protocol and Internet

Security Association and Key Management Protocol (ISAKMP). Internet key exchange

(IKE) is a newer name for the ISAKMP/Oakley protocol. IKE is based on the Diffie-

wt, Hellman algorithm and supports RSA signature authentication among other modes.

a IKE is an extensible protocol, and allows future and vendor-specific features to be
36 added without compromising functionality.
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IPSec has been designed to provide confidentiality, integrity, and replay protection for

JP packets. However, IPSec is intended to work with static network topology, where

hosts are fixed to certain subnetworks. For instance, when an IPSec tunnel has been

formed by using Internet Key Exchange (IKE) protocol, the tunnel endpoints are fixed

and remain constant. If IPSec is used with a mobile host, the IKE key exchangewill

have to be redone from every new visited network. This is problematic, because IKE

key exchanges involve computationally expensive Diffie-Hellman key exchange

algorithm calculations and possibly RSA calculations. Furthermore, the key exchange

requires at least three round trips (six messages) if using the IKE aggressive mode

followed by IKE quick mode, and nine messagesif using IKE main modefollowed by

IKE quick mode, This may be a big problem in high latency networks, such as General

Packet Radio Service (GPRS) regardiess of the computational expenses.

In this text, the term mobility and mobile terminal does not only mean physical mobility,

instead the term mobility is in the first hand meant moving from one network to

another, which can be performed by a physically fixed terminal as well.

The problem with standard IPSec tunnel end points are that they are fixed. A SA is

bound to a certain IP address, andif it is changed, the existing IPSec SA becomes

useless because it has been established by using different endpoint addresses. The

problem has been discussed in the IETF standardisation forum, www.!lETF.org,

wherein an idea to support mobility for IPSec ESP tunnels by means ofsignalling to

update the address of one end after a movement was mentioned by Francis Dupont.

No solutions have however been presented until this date.

The standard Mobile IP protocol provides a mobile terminal with a mobile connection,

and defines mechanisms for performing efficient handovers from one network to

another. However, Mobile IP has several disadvantages. The security of Mobile IP is

very limited. The mobility signalling messages are authenticated, but not encrypted,

and user data traffic is completely unprotected. Also, there is no key exchange

mechanism for establishing the cryptographic keys required for authenticating the

mobility signalling. Such keys need to be typically distributed manually. Finally, the
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current Mobile IP protocol does not define a method for working through Network

Address Translation (NAT) devices.

A wayto solve this problern is to use e.g. Mobile IP to handle the mobility of the host,

and use IPSec on top of the static IP address provided by the Mobile IP. Thus, the
IPSec SAs are bound to static addresses, and the IPSec SAs can survive mobility of

the host. However, this approach suffers from packet size overhead of both Mobile IP

and IPSec tunnels, which can affect performance considerably when using links with

small throughput.

The documents that define IP in general are the RFC standards RFC 768, RFC 791,

RFC 793, RFC 826 and RFC 2460. RFC 2002, RFC 2003, RFC 2131, RFC 3115,

MOBILE Ipv4 and IPv6, and DHCPV6define Mobile IP, IP-IP and DHCP.
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THE OBJECT OF THE INVENTION

The object of the invention is to ensure secure forwarding of messages from and to
mobile terminals by avoiding the problems of prior art.

SUMMARYOF THE INVENTION

The method and network of the invention is to ensure secure forwarding of a message
in a telecommunication network, comprising at least one first terminal and another
terminal. In the method, the first terminal moves fromafirst address to a second
address. A secure connection between the first address of the first terminal and the
otherterminal defining at least the addresses of the two terminals is established. The
first terminal moves from the first address to a second address. The connection is
changed to be between the second address and the other terminal by means of a
request from thefirst terminal and preferably, a reply back to thefirst terminal.

In the invention, the first terminal is movable from one network to another, Such a
terminal can physically be a mobile terminalor a fixed terminal.
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The secure connection is an IPSec connection established by forming one or more
Security Associations (SAs) using the IPSec protocols. The request and/or the reply
message can be protected e.g. by IPSec encryption and/or authentication, possibly
using the same IPSec SAthat is used fortraffic protection purposes.

In general, registration request and registration reply are Mobile IP terms while the
invention is not bound to Mobile IP. In the invention, the terms request and reply are
used in the generic sense, and may or may not be related to Mobile IP.

The method of the invention can be used in different kinds of networks. If the first
terminal and the other terminal form an end-to-end connection, the secure connection
may be an IPSec tunnel mode or transport mode connection. Furthermore, one of or
both of thefirst terminal and the other terminal can be a security gateway protecting
one or more computers, whereby IPSec tunnel mode, or IPSec transport mode
together with a tunnelling protocol (such as Layer 2 Tunnelling Protocol, L2TP), is used
for the secure connection betweenthefirst terminal and the other terminal.

If both terminals are mobile, a special solution is required for the situation when both
terminals move simultaneously in case of a so called "double jump" situation. This
solution can be implemented e.g. by using a centralised registry of current locations of
hosts, although other solutions exist for the problem. However, the "changeable" IPSec
tunnel! or transport mode SAs of the invention could be usedin that case, too.

The applicant has solved the above problems of prior art by defining a signalling
mechanism that allows an existing IPSec security association, that is, the symmetric
encryption and authentication algorithms used for packet processing, along with their
Keys and other parameters, to be moved from one network to another. To be more
precise, an existing IPSec tunnel endpoint can be moved in the invention from one
point of attachment to another. For instance, an IPSec tunnel established between
addresses A and X tunnel can be changed by using the defined signalling to be
between addresses B and X, using only a single round trip for signalling (2 messages),
or half a roundtrip (1 message, if a reply message is not used) for signalling. The
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solution requires minimal computational overhead compared to Diffie-Hellman or

strong authentication calculations.

The signalling mechanism is preferably similar to the one in Mobile IP, ie. a

registration request (RREQ) is sent to the other end of the SA followed by a

registration reply (RREP) back to the sender of the RREQ message, both of which are

extensible for future features and optional attributes. The RREQ/RREP message pair

is sent from the new network, and once properly authenticated, the sender IPSec

tunnel endpoint is updated from the old network to the new network.

In case the security association used for protecting user traffic is also used for

signalling purposes, the reception of the RREQ message bythe other end of the SA

requires a change in a normal IPSec implementation to accept a packet that appears

to belong to a certain IPSec tunnel, but comes from a wrong address(i.e. the tunnel is

currently between A and X, and the RREQ comes from address B). This is only

necessary for the RREQ message. Such an implementation is provided by the

invention; it is necessary to modify IPSec if IPSec is used for the RREQ/RREP

signalling. In that case, it is required specifically for processing of the RREQ and

RREP messages,if the reply messageis to be used.

The request message may update a set of security associations, for instance, a single

security association, a security association bundle, an IPSec connection, a group of

IPSec connections; or any combinations of these. In practice, it is useful to update
either a single IPSec connection or a group of IPSec connections. The Jatter may be

important if separate IPSec connections are used for different kinds oftraffic. A single

request message can then update all (or a certain set) of such connections to a new

address, instead of requiring separate requests for each IPSec connection. In the

following, the case of updating a single |PSec connection is discussed, withoutlimiting
the inventionto this behaviour. ee

Another method of performing the signalling is to use a separate protoco|. The protocol

should preferably provide encryption and/or authentication of the signalling messages.
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The IKE protocol already has messages defined for e.g. deleting IPSec SAs. One

method of providing the necessary signalling would be by adding a new IKE

notification message type that requests a change in an existing IPSec SA. Such a

message should provide its own encryption and/or authentication to avoid requiring an

IKE connection set up from the new address, which would require extra messaging.

IP version 4 (IPv4) is the currently widely deployed Internet Protocol version. Its major

disadvantage is the small number of unique, public IP addresses. IP version 6 (IPv6)

has a much larger address space, which fixes the most important |Pv4 problem known

today. IPv6 also changes someotherthings in the Internet Protocol, for example, how

fragmentation of packets is done, but these changes are quite small. Most protocols

have separate definitions on how they are used within the IPv4 and the IPv6 context.

For instance, there are separate versions of |PSec and Mobile IP for use with IPv4 and

IPv6. However, such modifications to protocols are quite small, and do not usually

change the essentials of the protocols significantly. The invention can be applied to

both IPv4 and IPv6.

in the following, the invention is further described by means of figures and some

examples. The intention is not to restrict the invention to the details of the following

description or to the details of protocols such as the IPSec and IKE protocols which

might be changedin the future.

FIGURES

Figure 1 illustrates an example of a telecommunication network to be used in the

invention.

Figure 2 illustrates a second example of a telecommunication network to be used in

the invention.
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Figure 3 illustrates a third example of a telecommunication network to be used in the

invention.

Figure 4 describestheprior art solution to enable mobility for IPSec connections.

Figure 5 describes the method of the invention to enable mobility for IPSec
connections.

DETAILED DESCRIPTION

Figure 1 illustrates an example of a telecommunication network to be used in the

invention. Thus, in figure 1, computer 1 may be a client computer and computer 2 a

destination computer, to which the secure messages are sent in the invention by
means of an IPSec tunnel established between computer 1 and computer 2. Computer
2 might be a security gateway for a third computer 3. Then, the messages sent from
computer 2 to computer 3 are sent in plaintext. The security gateway can be a

common security gateway for €.9. a company LAN, whereby there are several

computers in the LAN protected by computer 2. The other protected computers are not
shown in figure 1, but naturally, the invention covers also such networks.

The network of figure 2 otherwise correspondsto that of figure 1, but in figure 2 also

computer 1 is a security gateway, e.g. for computer 4. Also here, the security gateway
1 can be a common security gateway for e.g. a company LAN, whereby there are
several computers in the LAN protected by computer 1. The other protected computers
are not shown in figure 2. But naturally, the invention covers also such networks. The

messages between security gateway 1 and the computers it protects are sent in
plaintext as the IPSec tunnel only exist between computers 1 and 2.

The network of figure 3 is a network, wherein the IPSec messages are sent between

an end-to-end connection between two computers 1, 2 only whereby IPSec transport
mode can be used instead of tunnel mode.
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Figure 4 describesthe prior art solution to enable mobility for IPSec connections. As a

diagram, this is the standard IPSec procedure when establishing a tunnel between
addresses A and X, and then B and X.

The protocol begins with the IKE main mode requiring 6 messagesin total, see steps
1a - 6a in figure 4. The protocol involves strong user authentication, policy negotiation

and the use of the Diffie-Hellman algorithm. Any other IKE phase 1 mode might of
course be used as an alternative. Another approach to minimise the number of

message exchanges would be to avoid IKE phase 1 and perform only the IKE quick

mode (3 messages). However, IKE phase 1 is associated with IP addresses (along
with other identifying information). A modified implementation might ignore IP
addresses when processing IKE messages, and thus be able to maintain IKE phase 1
state between connection points.

The protocol then continues with IKE quick mode requiring 3 messages in total (steps
7a ~ Yain figure 4). Quick modeincludes IPSec policy negotiation and optionally the
use of the Diffie-Hellman algorithm. An alternative IKE phase 2 exchange could of
course be used instead of quick mode.

At this point the tunnel has been established between addresses A and X. 9 messages
have been used along with the computational expense (each Diffie-Hellman

computation may take hundreds of milliseconds, for instance, depending on the host),
also the roundtrip times being considerable (9/2 = 4.5 roundtrips, with a roundtrip time
of 500 msthis is 2.25 secondsfor latency alone).

The movementof the mobile terminal to address B causesfull re-negotiation and again
IKE main mode requires 6 messagesin total (steps 1b -6b in figure 4), strong user
authentication, policy negotiation, and optionally the use of the Diffie-Hellman
algorithm.

The use of the protocol continues with IKE quick mode requiring 3 messages total
(steps 7b - 9b).
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The tunnel between addresses B and X is now complete.

Figure 5 describes the method of the invention. To establish the tunnel between

address A and host X, IKE main mode is again used requiring 6 messagesin total

(steps 1a - 6a in figure 5) as in figure 4 including strong user authentication, policy

negotiation and the useof the Diffie-Hellman algorithm.

Then IKE quick mode is again used requiring 3 messages in total (steps 7a - 9a in

figure 5). The quick mode includes IPSec policy negotiation, and optionally the use of
the Diffie-Hellman algorithm.

Again, IKE main mode may be replaced by any other IKE phase 1 mode, and IKE

quick mode by any other IKE phase 2 mode.

At this point the tunnel has been established between addresses A and X. 9 CERF
have been used along with the computational expense.

In the invention, moyement to address B requires only a single round trip, when using
registration request messages to be sent from the mobile terminal, when it moves from

address A to address B. In signal 10a of figure 5, which is sent from the mobile

terminal to the other end of the established IPSec tunnel whenit has moved to address

B, a request for registration (RREQ) of the new address is sent. Preferably, a reply
message (RREP)is sent (step 11a) from the host to confirm the address change. Both

Signals 10a and 11a can be encrypted and/or authenticated. The encryption and/or

authentication is preferably performed by using IPSec, in which caseit is preferable to

use the same IPSec SA for protecting both data and registration traffic.

11a is optional in the invention. The preferable encryption method is IPSec, preferably
with the modified reception processing described previously. However, the exact

methodof signalling is not important, the essence is to carry over the IPSec SA to the

new connection point.
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The SA that existed between addresses A and X has now been changed to be

between addresses B and X and is now complete. The next time the mobile terminal

sends a message, host2 in figure 1 - 3 is able to properly handle IPSec packets that
come from address B and vice versa. Traffic can now flow inside the tunnel as normal

with IPSec.

Any further movement from network to another can be accomplished with a similar
exchange of signalling message(s). The IPSec SA does not need to be re-established

until the lifetime of the SA has been exhausted.

The invention requires half a roundtrip if only a request message is used without a

reply, and one roundtrip of the reply message is used.

The example describes the tunnel mode of IPSec, but transport mode can also be

used. IPSec transport mode connections in examples can be replaced with IPSec

tunnel mode connections and vice versa. IPSec transport mode combined with an

external tunnelling protocol, such as the Layer 2 Tunnelling Protocol (L2TP), is a

replacementfor IPSec tunnel mode with regards to functionality.

The implementation may optimise the start of taffic flows with regard to message 10a

(and optionally 11a); e.g. after sending 10a, the client may directly send IPSec-

protectedtraffic. This essentially makes the handoverlatency zero, although it requires

more complicated processing if the message 10a is lost while being delivered.

However, the essential part of the invention is that it is possible to make the invention

provide essentially zero-latency handover for client-to-server traffic, and half a

roundtrip latency for server-to clienttraffic.

Different network topologies can, of course, be used in the invention. For instance in

figure 1, the connection between hosts 2 and 3 may use !PSectransport or tunnel

mode,instead of being plaintext, etc.
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CLAIMS

4. Method for ensuring secure forwarding of a message in a telecommunication

network, comprising at least one mobile terminal and another terminal, in which
method the mobile terminal moves from a first address to a second address,

characterized by

a) establishing a secure connection between the first address of the mobile
terminal and the other terminal defining at least the addresses of the two

terminals,

b) the mobile terminal moving from thefirst address to a second address.
c) changing the connection to be between the second address and the other

terminal by means of a request message from the mobile terminal to the other
terminal to change the address of the secure connection to the second address.

. Method of claim 1, characterized in that, the secure connection is

established in step a) by forming a Security Association (SA) using the IPSec

protocols.

_ Method of clain 1 or 2, characterizedin that in step c) a reply back to the
mobile terminal is sent from the other terminal after the request from the mobile

terminal to change the address.

. Method of any of claims 1-3, characterize d in that the registration request
and/or the reply message is encrypted and/or authenticated by using the same SA

already established.

. Method of any of claims 1-4,characterized in that the change of
addresses in the secure connection as a result of the request message is ©

performed by means of a central register of current address of the terminals

belonging to the network.
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Telecommunication network to perform the method of any of claims 1 - 5,

comprising at least one mobile terminal and another terminal.

Network of claim 6, ch aracterized in that the mobile terminal and the other
terminal forms an end-to-end connection, whereby the secure connection is an

IPSec transport connection or IPSec tunnel connection.

Network of claim 6,characterized in that one of or both of the mobile
terminal and the other terminal is a security gateway protecting one or more

computers, whereby IPSec tunnel mode or IPSec together with a tunnelling
protocol is used for the secure connection between the mobile terminal and the
other terminal.

Network of clam 6, characterized in that both terminals are mobile
terminals.

Network of claim 9, characterized in thatit further contains a central
register of current locations of the terminals belonging to the network.

0064



0065

10

eete

a.feeoe

21

ABSTRACT

The invention is concerned with a method and a network to ensure secure forwarding

of a message in a telecommunication network, comprising at least one first terminal

and another terminal. In the method, the first terminal moves from a first address to a

second address. A secure connection between the first address of the first terminal

and the other terminal defining at least the addresses of the two terminals is

established. When thefirst terminal moves from thefirst address to a second address,

the connection is changed to be between the second address and the otherterminal

by means of a request from the first terminal and preferably, a reply back to the first

terminal.

FIG. 2

0065



0066

AG

b‘SlsjeULIN}98Sq|

eePaes

0066



0067

AG

2/5

é‘Sls

 
==jouun}968d]

++wee
._4&#

0067



0068

ho

3/5

€‘Sisepowyodsuel}98Sd|

0068



0069

KG

4/5

 qssouppy

VsseJppy

bSlsLuVY¥Old

0069



0070

g‘Sis

EllEO!

KG

9

eLeeel

X}SOHqSSePpYV¥sseJppy
0070



0071

@ DO/ EO wonksnter
Paralegal/ National Stage Division

U:S. Appl. No. JO} 44 é »G 3 + International Appl. No. Epou Jian oO
Application filed by : [1 30 months

WIPO PUBLICATION INFORMATION:

Publication No.; WO / Publication Language Leng OGerman O French © JapaneseQO Russian QO Korean QO Other:

Publication Date: 16 05 Not Published : C1 uss. only designated OEP request Published : Cep,
INTERNATIONAL APPLICATION PAPERS IN THE APPLICATIONFILE :

Q) Request form PCT/RO/LOL

PCTASA/210 - Search Report

C) Search Report References
C) pPcCraBe60s- Notification of a Change
C) Other:

<] International Application
Q) Article 19 Amendments

QO pcrnss31

__ PCT/IPEA/409 IPER (PCT/IPEA/416 on front)
Annexes to 409 (Article 34 Amendment)

J Priority Document(s) No. =e

RECEIPTS i-lAPPLICANT:he Basic National Fee (or authorization ta charge) Preliminary Amendment(s) Filed on :
q Be gy:Ss

 

 

1nasanin C) . Information Disclosure Statement(s) Filed on:
z t. 2. 3.

iaClaims i OC) Assignment Document (forwarded to Assignment Branch)
iy LObw! my acs ee=Be| Drawing Figure(s) - (# of dwgs. ) Assignee PG Publication Notice

C)=Translation of Article 19 Amendments C1 Substitute Specification Filed on :
QO entered O) notentered: en tr

O nota page for page substitution

El weplaced by Anticle 44 Amendineat CQ) Verified Small Status Statement (executed)

CL Translation of Annexes to 409 () Oath/ Declaration (executed)
BFentered Cnot entered : G2 surcharge was paid at the time offiling

CQ) not a page for page substitution | _ DNA Diskette Q) Sequence Listing
O other:

C) Application Data Sheet QO) Other: 1.
C) Power of Attorney (C) Change of Address 1) Other: 1.

NOTES : LA. used as Specification O Other:

35 U.S.C. 371 - Receipt of Request 2B 6 lar. Oo
Date Acceptable Oath/ Declaration Received / i

Date of Completion of requirements under 35 U.S.C. 371(c)(1), (c)(2) and (c)(4)

Date of Completion of ALL requirements under 35 U.S.C. 371 if ;

Date of Completion of DO/ EO 903 - Notification of Acceptance / poc oO

Date of Completion of DO/ EO 905 - Notification of Missing Requirements < f /
Date of Completion of DO/ EO 916 - Notification of Defectlve Response

_ [Date of Completion of DO/ EO 909 - Notification ofAbandonment

QepoawvpaseEqavauso_

0071



0072

Reed PCT/PTC 26 .AK2004

Intes —e.PCT/ Fae /00770

 

 
  
  

 
 

 

 According to Intemational Patent Classification (IPC) or to both national classification and IPC
B. FIELDS SEARCHED
Minimum documantation searched (classification system follawed by classification symbols)
IPC 7 H@4L HO4Q

Doalmantation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consutted during the Intemational search (name of data base and, where practical, search terms used)

EPO-Internal, WPI Data, PAJ, INSPEC, COMPENDEX

 

 
 
 

 

 
  
  
  
  
  

  
  
  
  

  
    

  
  
  
  

C. DOCUMENTS CONSIDERED TO BE RELEVANT

|camry Citation of document,with Indication, where appropriate, of the retavamt passages - ieee
WO 91 39538 A (NOKIA CORP ;NOKIA INC (US))
31 May 2001 (2001-05-31)
page 8, line 20 -page 10, line 19
page 14, line 19 -page 17, line 9
abstract; figure 2

WO 00 41427 A (ERICSSON TELEFON AB L M)
13 July 2000 (2000-97-13)
page 2, line 25 -page 4, line 21
page 6, line 38 -page 8, line 13

WO 01 24560 A (SIMOCO INT LTD ;RAYNE MARK
WENTWORTH (GB)) 5 April 2001 (2001-04-05)
the whole document

US 2001/0909925 Al (AHONEN PASI MATTI
KALEVI) 19 July 2001 (2001-07-19)
the whole document

 
“ documents :

Special categories of cited "Ttaterdocument publishedafterthe intemationalfiling date
A arrnin Erpeak cick atoll conflict with the application butretand aor*A" document defining the general stats of the art which Is notconsidered to beof patticutar relevance cuedieunde principle or theory undarlying the

"E" earller document but published on orafter the intamational "\¢ documant ofparticular relevance; the clalmed Invention

1ipteneee throw doubts rity clalm(s) or neanin imalhen aceacoentixeaori- on p: an inva! n ntia taken alo!which Is elted to aatabiigh the publicationdats of anather ~ denrmEatictnaaergees claimed Invention =
Gitation or other special reason (as specified) cannot be considered to Involve an Inventive step when tha

"O" document refering to an oral disctosure, use, exhibition or document Is combined with ana or more other such docu-
other means ments, such combination being obvious to a person skilled

document published prior to the intemational filing date but in the art.
later than the priority date clalmed "&" document mamber of the same patent family

  
 
  Rame and mailing address of the ISA Authored officer

Patant Office, P.6. 5818 Patantlaan 2
NL-2280 HV

Tel (+31-70) 340-2040, Tx. 31 651 epo ni,
Fax: (+31-70) 340-3016  MARIANNE ENGDAHL/JA A 

Fare PCT/ISA/210 (sscond sheet) (July 1992)

0072



0073

   
  

Ki SEARCH REPORT ne SeSaK te
PCT/ Wage2/06770

1-10

 

 
 

 EP 1 124 397 A (LUCENT TECHNOLOGIES INC)
16 August 2001 (2001-08-16)
the whole document

 

 
 

Form PGTSA/210 (contimation al second shes!) (Juty 1882)

0073



0074

  

  
  
 

 

  
 

INTERNATIONAL Sane arrorsy aaa: an onfamily members .
Co pciRez/00770

Patent document - Publication Patent family Publication 
  WO 0139538 A 31-05-2001 AU 1293301 A 04-06-2001

BR 0015774 A 13-08-2002
EP 1232662 Al 21-08-2002

0139538 Al 31-05-2001
aaseeer eee eeeeseeen een wee ee eeeeee eee eee eeeeeee eer ressseerseee===

 
 

  
  
  

 

 
 6418130 Bl 09-07-2002

AU 2335300 A 24-07-2000
CN 1337134 T 29-02-2002
EP 1142460 A2 10-10-2001
JP 2002534930 T 15-19-2002

0041427 A2 13-07-2000

WO 0124560#A 7534900 A 30-04-2001
wo 0124560 Al 05-04-2001

2359464 A 22-08-2001

Us 2001009025.Al 2364477 A 23-01-2002
AU 2895801 A 31-07-2001

0154379 Al 26-07-2001

EP 1124397,2SSW 1677601 A 16-98-2001
BR 0190193 A 89-10-2001
CN 1321649 A 07-11-2001
EP 1124397 A2 16-08-2001

2001258059 A 21-09-2001
—sseeee e e e  eee e ee  Eeee

 
 

  
 
 
  

 

 

 

 

 
 

 

 

 

 
  
    
  

 

  

 
 

Form PCT/ASA/210 (pater family annex) (July 1992)

0074



0075

= OMForiG 26 ies2004

‘ @rent COOPERATION TREA
PCT

INTERNATIONAL PRELIMINARY EXAMINATION REPORT
(PCT Article 36 and Rule 70)

DRECD 05 DEC 2003  

Applicant's or agent's file reference See Notification of Transmitial of Intemational
So051PCT FOR FURTHER ACTION Preliminary Examination Report (Form PCTAPEA/416)
Intemational application No. Intemationalfiling date (day/nonth/vear) Priority date (daysnonth/year)
PCT/FI0200770 27.09.2002 28.09.2001

intamational Patent Classification (IPC) or both national classification and IPC
HO4L29/6

Applicant

- INTRASECURE NETWORKSOY,et al.

This intemational preliminary examination report has been.prepared bythis International Preliminary Examining
Authority and is transmitted to the applicant according to Article 36.

‘This REPORTconsists of a total of 6 sheets, including this cover sheet.

fl This report is also accompanied by ANNEXES,i.e. sheets of the description, claims and/or drawings which have
been amendedand arethe basis for this report andor sheets containing rectifications made before thisAuthority
(see Rule 70.16 and Section 607 of the Administrative Instructions under the PCT).

These annexes consist of a total of 21 sheets.

This report contains indications relating to the following items:

Basis of the opinion

Priority i

Non-establishmentof opinion with regard to novelty, inventive step and industrial applicability
Lack of unity of invention

Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement '
Certain documents cited

Certain defects in the international application

Certain observations on the international application

 
Date of submission of the demand Date of completionofthis report

24.04.2003 04.12.2003

Name and mailing address of the intemational Authorized Officer
preliminary examining authority:

European Patent Office

)) D-80298 Munich Bertini, STel. +49 89 2399 - 0 Tx: 523656 epmu d
Fare+49 89 2399 - 4465 Telephone No. +49 B9 2399-8985

2
Fox PCTAPEA/409 (Cover Sheet) (January 1994)

 
0075



0076

® SCMPCTIPTO 26 MARDang 
INTERNATIONAL PRELIMINARY
EXAMINATION REPORT Intemational application No. PCT/FI02/(00770

1.

Basis of the report

With regard to the elements of the intemational application (Heplacement sheets which have been furnished to
the receiving Office in responseto aninvitation underArticle 14 are referred to in this reportas "originally filed”
and are not annexedto this report since they do not contain amendments (Rules 70.16 and 70.17)):

Description, Pages

1-19 filed with telefax on 30.10.2003

Claims, Numbers
1-10 filed with telefax on 30.10.2003

Drawings, Sheets

15-55 as originally filed

. With regard to the language,all the elements marked above were available or furnished to this Authority in the
language in which the intemational application wasfiled, unless otherwise indicated underthis item.

These elements were available or furnished to this Authority in the following language: —_, which is:

Othe languageofa translation furnished for the purposes of the intemational search (under Rule 23.1 (b)).
(1 the languageof publication of the international application (under Rule 48.3(b)).
Othe languageof a translation furnished for the purposes ofinternational preliminary examination (under

Rule 55.2 and/or 55.3).

. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the
international preliminary examination was carried out on the basis of the sequencelisting:

contained in the international application in written form.

filed together with the intemational application in computer readable form.

furnished subsequently to this Authority in written form.

furnished subsequently to this Authority in computer readable form.

The statementthat the subsequently furnished written sequencelisting does not go beyondthe disclosure
in the international application as filed has been furnished.

The statement that the information recorded in computer readable form is identical to.the written sequence
listing has been furnished.

0O0O000
. The amendments have resulted in the cancellation of:

Othe description, pages:

Othe claims, Nos.:

Othe drawings, sheets:

Form PCTAPEA/409 (July 1999)
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5.01 This report has been established as if (some of) the amendments had not been made, since they have
been considered to go beyond the disclosure asfiled (Rule 70.2(c)).

(Any replacement sheet containing such amendments mustbe referred to under item 1 and annexedto this
report.)

6. Additional observations,if necessary:

V. Reasoned statement underArticle 35(2) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

1. Statement

Novelty (N) Yes:
No:

Inventive step (IS) Yes:
No:

Industrial applicability (1A) Yes:
No:

2. Citations and explanations

see separate sheet

Form PCTAPEA/409 (July 1999)

Claims

Claims

Claims

Claims

Claims

Claims

1-10

1-10

1-10
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V. REASONED STATEMENT UNDER RULE 66.2(A)(Il) WITH REGARD TO NOVELTY, INVENTIVE
STEP AND INDUSTRIAL APPLICABILITY

The documentscited in the International Search Report will be hereinafter referred
to as D1-D5,takenin the order in which they appearin the Search Report.

Due to the broad formulation ofits subject-matter, method claims 1 does not
comply with the dispositions set outin Articles 33 (1), (3) PCT regarding inventive
step.

DocumentD1, in fact, discloses (see Passagescited in the Search Report),
according to the main features of claim 1, a method for ensuring secure
forwarding of a message (existing security association) in a telecommunication
network whereby a mobile terminal, which already has a secure connection with
anotherterminal, moving fromafirst address to a second address sends a
request messageto the other terminal to change the addressof the already
established secure connection to the second address (existing security
associationis re-established when a communication handover event occurs in a
radio communications system ... by a challenge/response procedure).

The wording of claim 1 is much too general, so that the subject-matter of the claim
is already known,in all essential aspects, from document D1; therefore, a skilled
person in telecommunications networks, being aware of the disclosureof D1 can.
apply commongeneral knowledgeofthe art (step -c-ofclaim 1 whi requires

© a requesttoc e the address when the address has to be ch

because the connection is changed, appears to be a simple and obvious step
ich the Ol illed in the art woulddowithout the exercise of any inventiv

activity) and arrive at the method ofclaim 1.

The mobile terminalin the present application moves fromafirst address to a
second address(claim 1, b)), i.e. "the first terminal is movable from one network to
another” (see description page 12,line 18), whereas the mobile terminalin
document D1 moves from an accesspoint and another access point. The secure
connection is in both cases betweentwoterminals one of them is moving. The
wording of the claim is so broadthat the secure connection disclosed in D1 is
also covered by the method for ensuring secure forwarding of a message

Form PCT/Separate Shes/409 (Sheet1) (EPO-April 1997)
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presently onfile. Even if there were differences betweenthe disclosure of the
present application and that of D1, as argued by the Applicant, these differences
are not included in claim 1 as amended.

3. A similar discussion concerning inventive step could also be started from Prior art
document D2,arriving at the same conclusion. Indeed, this documentcited in the
Intemational Search Report also appears to be relevantfor the subject-matter
presently claimed,

4. The independentclaim 6 cannot be accepted in the present amended form,
becauseit does not contain all the essential technical apparatus features
whichin combination define the invention, Article 6 PCT.
The referenceto the claimed method can only be interpreted as an atrangement°
suitable for carrying out the claimed method, without this referenceitself defining
the apparatus features necessary therefor. Claim 6 should therefore explicitly

ate sential features inventi i.e. Us) without relying o
reference only to the method claims. Gg

Such an amendedapparatus claim corresponding,in terms of apparatus features,
to method claim 1, would howeverthe same problemsrelated to the lack of
inventive step already stated with regard to claim 1 presently onfile.

5. Dependent claims 2 to 5 and 7 to 10 do not appearto contain any additional
features which, in combination with the features of any claim to whichtheyrefer,
involve an inventive step for the following reasons: the subject-matter of said
claimsis either directly derivable from prior art documents D1-D5 (andin
particular from documents D1 and/or D2) or represent minor designdetails
generally knownin the field of secure mobile connections in telecommunications
networks.

The subject-matter of dependent claims 2 to 5 and 7 to 10 therefore does not
involve an inventive step so that these claims do not comply with the dispositions
set out in Articles 33 (1) and (3) PCT.

6. a) The claims should have been properly drafted in the two part form
recommendedbyRule 6.3 (a) (b) PCT: reference signs in parentheses as

“areSCSeparate Shest/409 (Sheet 2) (EPO-April 1997)
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required by Rule 6.2 (b) PCT.

b) Theprior art documents D1-D5 should have been correctly acknowledgedin
the description andthe state of the art disclosed therein should have been
briefly discussed in the opening part of the description, Rule 5.1 (a) (ii) PCT.

c) The abbreviation"SA"”in claim 2 is not a reference sign and should not be
included in the claim in parentheses but after a comma ("...Security
Association, SA, using...).

d) The abbreviation "IPSec" usedin claims 7 and 8 should also be definedin.
the claims by"...IP security protocols, IPSec,...".

Form PCT/Separate Sheet/409 (Sheet 3) (EPO-April 1997)
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5 TECHNICAL FIELD

The method and network of the invention is intended to secure mobile connections in
telecommunication networks. Especially,it is meant for IPSec connections.

10

TECHNICAL BACKGROUND

An internetwork is a collection of individual networks connected with intermediate

networking devices and functions asasingle large network. Different networks can be
15 interconnected by routers and other networking devices to create an internetwork.

A local area network (LAN)is a data network that coversa relatively small geographic bs
area. It typically connects workstations, personal computers, printers and other
devices. A wide area network (WAN)is a data communication network that covers a

20 ~=relatively broad geographic area. Wide area networks (WANs) interconnect LANs
across normal telephone lines and, for instance, optical networks; thereby
interconnecting geographically disposed users.

There is a need to protect data and resources from disclosure, to guarantee the
25 authenticity of data, and to protect systems from network based attacks. Morein detail,

there is a need for confidentiality (protecting the contents of data from being read),

integrity (protecting the data from being modified, which is a property that is
independent of confidentiality), authentication (obtaining assurance about the actual
sender of data), replay protection (guaranteeing that data is fresh, and not a copy of

30 previously sent data), identity protection (keeping the identities of parties exchanging
data secret from outsiders), high availability, i.e. denial-of-service protection (ensuring

that the system functions even when under attack) and access control. IPSec is a
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technology providing most of these, but notall of them.(In particular, identity protection
is not completely handled by IPSec, and neitheris denial-of-service protection. )

The IP security protocols (IPSec) provides the capability to secure communications
between arbitrary hosts, e.g. across a LAN, across private and public wide area
networks (WANs) and acrossthe internet. IPSec can be usedin different ways, such
as for building secure virtual private networks, to gain 4 secure access to a company
network, or to secure communication with other organisations, ensuring authentication
and confidentiality and providing a key exchange mechanism. IPSec ensures
confidentiality integrity, authentication, replay protection, limited traffic flow
confidentiality, limited identity protection, and access control based on authenticated
identities. Even if some applications already have built in security protocols, the use of
IPSec further enhances the security.

IPSec can encrypt and/or authenticate traffic at IP level. Traffic going in to a WANis
typically compressed and encrypted and traffic coming from a WANis decrypted and
decompressed. IPSec is defined by certain documents, which contain rules for the
IPSec architecture. The documents that define IPSec, are, for the time being, the

Request For Comments (RFC) series of the Internet Engineering Task Force (IETF),in
particular, RFCs 2401-2412.

Two protocols are used to provide security at the IP layer, an authentication protocol
designated by the header of the protocol, Authentication Header (AH), and a combined
encryption/authentication proteco! designated by the format of the packet for that
protocol, Encapsulating Security Payload (ESP). AH and ESP are however similar
protocols, both operating by adding a protocol header. Both AH and ESPare vehicles
for access control based onthe distribution of cryptographic keys and the management
of traffic flows related to these security protocols.

Security association (SA) is a key conceptin the authentication and the confidentiality
mechanismsfor IP. A security association is a one-way relationship between a sender
and a receiver that offers security servicesto the traffic carried on it If a secure two-
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wayrelationship is needed, then two security associations are required. If ESP and AH
are combined,or if ESP and/or AH are applied more than once, the term SA bundle is
used, meaning that two or more SAs are used. Thus, SA bundle refers to one or more
SAs applied in sequence, e.g. byfirst performing an ESPprotection, and then an AH
protection. The SA bundle is the combination of all SAs used to secure a packet.

The term IPsec connection is used in what follows in place of an IPSec bundle of one

or more security associations, or a pair of |PSec bundles 2 one bundle for each
direction — of one or more security associations. This term thus covers both
unidirectional and bi-directional traffic protection. There is no implication of symmetry

of the directions,i.e., the algorithms and IPSec transforms used for each direction may

be different.

A security association is uniquely identified by three parameters. The first one, the
Security Parameters Index (SPI), is a bit string assigned to this SA. The SPIis carried
in AH and ESPheaders to enable the receiving system to select the SA under which a

received packet will be processed. IP destination address is the second parameter,
which is the address of the destination end point of the SA, which may be an end user

system or a network system such as a firewall or a router. The third parameter, the
security protocolidentifier indicates whether the association is an AH or ESP security
association.

in each IPSec implementation, there is a nominal security association data base
(SADB) that defines the parameters associated with each SA. A security association
is normally defined by the following parameters. The Sequence Number Counter is a
32-bit value used to generate the sequence numberfield in AH or ESP headers. The
Sequence Counter Overflow is a flag indicating whether overflow of the sequence
number counter should generate an auditable event and prevent further transmission

of packets on this SA. An Anti-Replay Window is used to determine whether an
inbound AH or ESP packetis a replay. AH information involves information about the
authentication algorithm, keys and related parameters being used with AH. ESP
information involves information of encryption and authentication algorithms, keys,
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initialisation vectors, and related parameters being used with IPSec. The sixth

parameter, Lifetime of this Security Association, is a time-interval and/or byte-count
after which a SA must be replaced with a new SA (and new SPI) or terminated plus an
indication of which of these actions should occur. IPSec Protocol Modeis either tunnel

or transport mode. Path MTU, which is an optional feature, defines the maximum size
of a packetthat can be transmitted without fragmentation,

Both AH and ESP support two modesused, transport and tunnel mode.

Transport mode provides protection primarily for upper layer protocols and extends to
the payload of an IP packet. Typically, transport mode is used for end-to-end

communication between two hosts. Transport mode maybe usedin conjunction with a

tunnelling protocol (other that IPSec tunnelling).

Tunnel mode provides protection to the entire IP packet and is generally used for
sending messages through more than two components, although tunnel mode may
also be used for end-to-end communication between two hosts. Tunnel modeis often

used when one or both ends of a SA is a security gateway, such as a firewall or a

router that implements IPSec. With tunnel mode, a number of hosts on networks
behind firewalls may engage in secure communications without implementing IPSec.

The unprotected packets generated by such hosts are tunnelled through external
networks by tunnél mode SAs set up by the IPSec software in the firewall or secure
router at boundary of the local network.

To achieve this, after the AH or ESP fields are added to the IP packet, the entire

packet plus security fields are treated as the payload of a new outer IP packet with a
new outer IP header. The entire original, or inner, packet travels through a tunnel from

one point of an IP network to another: no routers along the way are able to examine
the inner IP packet: Because the original packet is encapsulated, the new larger
packet may havetotally different source and destination addresses, adding to the
security. In other words,thefirst step in protecting the packet using tunnel mode is to

add a new IP header to the packet; thus the "IP |payload" packet becomes
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"IP |IP | payload". The next step is to secure the packet using ESP and/or AH. In case
of ESP, the resulting packet is "IP|ESP|IP|payload". The whole inner packet is
covered by the ESP and/or AH protection. AH also protects parts of the outer header,
in addition to the whole inner packet.

The IPSec tunnel mode operates e.g. in such a waythat if a host on a network

generates an IP packet with a destination address of another host on another network,
the packetis routed from the originating host to a security gateway (SGW), firewall or
other secure router at the boundary of thefirst network. The SGWorthelike filters all

outgoing packets to determine the need for IPSec processing. If this packet from the
first host to another host requires IPSec, the firewall performs IPSec processing and

encapsulates the packet in an outer IP header. The source IP address of this outer IP
headeris this firewall and the destination address may be a firewall that forms the

boundary to the other local network. This packet is now routed to the other host's
firewall with intermediate routers examining only the outer IP header. At the other host

firewall, the outer IP headeris stripped off and the inner packet is delivered to the other
host.

ESPin tunnel mode encrypts and optionally authenticates the entire inner IP packet,

including the inner IP header. AH in tunnel mode authenticates the entire inner IP
packet, including the inner IP header, and selected portions of the outer IP header.

The key management portion of IPSec involves the determination and distribution of
secret keys. The default automated key management protocol for IPSec is referred to
as ISAKMP/Oakley and consists of the Oakley key determination protocol and Internet
Security Association and Key ManagementProtocol (ISAKMP). Internet key exchange
(IKE) is a newer namefor the ISAKMP/Oakley protocol. IKE is based on the Diffie-
Hellman algorithm and supports RSA signature authentication among other modes.
IKE is an extensible protocol, and allows future and vendor-specific features to be
added without compromising functionality.
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IPSec has been designed to provide confidentiality, integrity, and replay protection for
IP packets. However, IPSec is intended to work with static network topology, where
hosts are fixed to certain subnetworks. For instance, when an IPSec tunnel has been
formed by using Internet Key Exchange (IKE) protocol, the tunnel endpoints are fixed
and remain constant. If IPSec is used with a mobile host, the IKE key exchange will
have to be redone from every new visited network. This is problematic, because IKE
key exchanges involve computationally expensive Diffie-Hellman key exchange
algorithm calculations and possibly RSA calculations. Furthermore, the key exchange
requires at least three round trips (six messages)if using the IKE aggressive mode
followed by IKE quick mode, and nine messagesif using IKE main mode followed by
IKE quick mode. This may bea big problem in high latency networks, such as General
Packet Radio Service (GPRS) regardless of the computational expenses.

In this text, the term mobility and mobile terminal does not only mean physical mobility,
instead the term mobility is in the first hand meant moving from one network to
another, which can be performed by a physically fixed terminal as well.

The problem with standard IPSec tunnel end points are that they are fixed. A SAis
bound to a certain IP address, andif it is changed, the existing IPSec SA becomes
useless because it has been established by using different endpoint addresses. The

problem has been discussed in the IETF standardisation forum, www.\|ETF.org,
wherein an idea to support mobility for IPSec ESP tunnels by means of signalling to

update the address of one end after a movement was mentioned by Francis Dupont.
No solutions have however been presenteduntil this date.

The standard Mobile IP protocol provides a mobile terminal with a mobile connection,
and defines mechanisms for performing efficient handovers from one network to
another. However, Mobile IP has several disadvantages. The security of Mobile IP is

very limited. The mobility signalling messages are authenticated, but not encrypted,
and user data traffic is completely unprotected. Also, there is no key exchange
mechanism for establishing the cryptographic keys required for authenticating the
mobility signalling. Such keys need to be typically distributed manually. Finally, the
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current Mobile IP protocol does not define a method for working through Network
Address Translation (NAT) devices.

A wayto solve this problem is to use e.g. Mobile IP to handle the mobility of the host,
and use IPSec on top of the static IP address provided by the Mobile IP. Thus, the
IPSec SAs are bound to static addresses, and the IPSec SAs can survive mobility of

the host. However, this approach suffers from packet size overhead of both Mobile IP
and IPSec tunnels, which can affect performance considerably when usinglinks with

small throughput.

The documents that define IP in general are the RFC standards RFC 768, RFC 791,

RFC 793, RFC 826 and RFC 2460. RFC 2002, RFC 2003, RFC 2131, RFC 3115,
MOBILE Ipv4 and IPv6, and DHCPV6define Mobile IP, IP-IP and DHCP.
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THE OBJECT OF THE INVENTION

The object of the invention is to ensure secure forwarding of messages from and to
mobile terminals by avoiding the problemsofprior art.

SUMMARYOFTHE INVENTION

The method and network of the invention is to ensure secure forwarding of a message
in a telecommunication network, comprising at least onefirst terminal and another
terminal. In the method, the first terminal moves from a first address to a second
address. A secure connection between the first address of the first terminal and the
other terminal defining at least the addresses of the two terminals is established. The
first terminal moves from the first address to a second address. The connection is

changed to be between the second address and the other terminal by means of a
requestfrom the first terminal and preferably, a reply back to thefirst terminal.

In the invention, the first terminal is movable ‘from one network to another. Such a

terminal can physically be a mobile terminalor a fixed terminal.
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The secure connection is an IPSec connection established by forming one or more

Security Associations (SAs) using the IPSec protocols. The request and/or the reply
message can be protected e.g. by IPSec encryption and/or authentication, possibly
using the same IPSec SAthatis used for traffic protection purposes.

In general, registration request and registration reply are Mobile IP terms while the
invention is not bound to Mobile IP. In the invention, the terms request and reply are

used in the generic sense, and may or may not be related to Mobile IP.

The method of the invention can be used in different kinds of networks. If the first

terminal and the other terminal form an end-to-end connection, the secure connection

may be an IPSec tunnel modeor transport mode connection. Furthermore, one of or
both of the first terminal and the other terminal can be a security gateway protecting

one or more computers, whereby IPSec tunnel mode, or IPSec transport mode

togetherwith a tunnelling protocol (such as Layer 2 Tunnelling Protocol, L2TP), is used
for the secure connection betweenthefirst terminal and the other terminal.

If both terminals are mobile, a special solution is required for the situation when both
tertninals move simultaneously in case of a so called “double jump"situation. This

solution can be implemented e.g. by using a centralised registry of current locations of
hosts, although other solutions exist for the problem. However, the "changeable" IPSec
tunnel or transport mode SAs of the invention could be used in that case, too.

The applicant has solved the above problems of prior art by defining a signalling
mechanism that allows an existing IPSec security association, that is, the symmetric
encryption and authentication algorithms used for packet processing, along with their
keys and other parameters, to be moved from one network to another. To be more
precise, an existing IPSec tunnel endpoint can be movedin the invention from one
point of attachment to another. For instance, an IPSec tunnel! established between
addresses A and X tunnel! can be changed by using the defined signalling to be

between addresses B and X, using only a single roundtrip for signalling (2 messages),

or half a round trip (1 message, if a reply message is not used) for signalling. The
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solution requires minimal computational overhead compared to Diffie-Hellman or

strong authentication calculations.

The signalling mechanism is preferably similar to the one in Mobile IP, i.e. a

registration request (RREQ) is sent to the other end of the SA followed by a
registration reply (RREP) back to the sender of the RREQ message, both of which are
extensible for future features and optional attributes. The RREQ/RREP message pair

is sent from the new network, and once properly authenticated, the sender IPSec

tunnel endpoint is updated from the old network to the new network.

In case the security association used for protecting user traffic is also used for

signalling purposes, the reception of the RREQ message by the other end of the SA
‘requires a change in a normal IPSec implementation to accept a packet that appears
to belong to’a certain IPSec tunnel, but comes from a wrong address(i.e. the tunnelis
currently between A and X, and the RREQ comes from address B). This is only
necessary for the RREQ message. Such an implementation is provided by the
invention; it is necessary to modify IPSec if IPSec is used for the RREQ/RREP

signalling. In that case, it is required specifically for processing of the RREQ and
RREP messages,if the reply messageis to be used.

The request message may update a set of security associations, for instance, a single
security association, a security association bundle, an IPSec connection, a group of
IPSec connections, or any combinations of these. In practice, it is useful to update

either a single IPSec connection or a group of |PSec connections. The latter may be
important if separate IPSec connections are used for different kindsoftraffic. A single
request message can then updateall (or a certain set) of such connections to a new
address, instead of requiring separate requests for each IPSec connection. In the

following, the case of updating a single IPSec connection is discussed, withoutlimiting
the invention to this behaviour.

Another method of performing the signalling is to use a separate protocol. The protoco!

should preferably provide encryption and/or authentication of the signalling messages.
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The IKE protocol already has messages defined for €.g. deleting IPSec SAs. One

methed of providing the necessary signalling would be by adding a new IKE

notification message type that requests a change in an existing IPSec SA. Such a

message should provide its own encryption and/or authentication to avoid requiring an

IKE connection set up from the new address, which would require extra messaging.

IP version 4 (IPv4) is the currently widely deployed Intemet Protocol version. Its major

disadvantage is the small number of unique, public IP addresses. IP version 6 (IPv6)

has a much larger address space, which fixes the most important IPv4 problem known
today. IPv6 also changes someotherthings in the Internet Protocol, for example, how

fragmentation of packets is done, but these changes are quite small. Most protocols
have separate definitions on how they are used within the IPv4 and the IPv6 context.

For instance, there are separate versions of IPSec and Mobile IP for use with IPv4 and

IPv6. However, such modifications to protocols are quite small, and do not usually

change the essentials of the protocols significantly. The invention can be applied to

both IPv4 and IPv6.

In the following, the invention is further described by means of figures and some

examples. The intention is not to restrict the invention to the details of the following

description or to the details of protocols such as the IPSec and IKE protocols which

might be changed in the future.

FIGURES

Figure 1 illustrates an example of a telecommunication network to be used in the

invention.

Figure 2 illustrates a second example of a telecommunication network to be used in

the invention.
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Figure3 illustrates a third example of a telecommunication network to be used in the
invention.

Figure 4 describes the prior art solution to enable mobility for IPSec connections.

Figure 5 describes the method of the invention to enable mobility for IPSec
connections.

DETAILED DESCRIPTION

Figure 1 illustrates an example of a telecommunication network to be used in the
invention. Thus, in figure 1, computer 1 may be a client computer and computer 2 a
destination computer, to which the secure messages are sent in the invention by
meansof an IPSectunnel! established between computer 1 and computer 2. Computer

2 might be a security gateway for a third computer 3. Then, the messages sent from
computer 2 to computer 3 are sent in plaintext. The security gateway can be a
common security gateway for e.g. a company LAN, whereby there are several
computers in the LAN protected by computer 2. The other protected computers are not
shown in figure 1, but naturally, the invention covers also such networks.

The network of figure 2 otherwise correspondsto that of figure 1, but in figure 2 also

computer 1 is a security gateway, e.g. for computer 4. Also here, the security gateway
4 can be a common security gateway for e.g. a company LAN, whereby there are

several computers in the LAN protected by computer 1. The other protected computers
are not shown in figure 2. But naturally, the invention covers also such networks. The

messages between security gateway 1 and the computers it protects are sent in

plaintext as the IPSec tunnel only exist between computers 1 and 2.

The network offigure 3 is a network, wherein the IPSec messages are sent between
an end-to-end connection between two computers 1, 2 only whereby IPSec transport

’ mode canbe used instead of tunnel mode.
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Figure 4 describes the priorart solution to enable mobility for |PSec connections. As a
diagram, this is the standard |PSec pracedure when establishing a tunnel! between
addresses A and X, and then B and X.

The protocol begins with the IKE main mode requiring 6 messages in total, see steps
1a - Ga in figure 4. The protocol involves strong user authentication, policy negotiation
and the use of the Diffie-Hellman algorithm. Any other IKE phase 1 mode might of
course be used as an alternative. Another approach to minimise the number of

message exchanges would be to avoid IKE phase 1 and perform only the IKE quick
mode (3 messages). However, IKE phase 1 is associated with IP addresses (along
with other identifying information). A modified implementation might ignore IP
addresses when processing IKE messages, and thus be able to maintain IKE phase 1
state between connection points.

The protocol then continues with IKE quick mode requiring 3 messagesin total (steps
7a - 9ain figure 4). Quick mode includes IPSec policy negotiation and optionally the
use of the Diffie-Hellman algorithm. An alternative IKE phase 2 exchange could of

course be used instead of quick mode.

Atthis point the tunnel has been established between addresses A and X. 9 messages
have been used along with the computational expense (each Diffie-Hellman

computation may take hundreds of milliseconds, for instance, depending on the host),
also the roundtrip times being considerable (9/2 = 4.5 roundtrips, with a roundtrip time
of 500 msthis is 2.25 secondsfor latency alone).

The movementof the mobile terminal to address B causesfull re-negotiation and again

IKE main mode requires 6 messagesin total (steps 1b -6b in figure 4), strong user

authentication, policy negotiation, and optionally the use of the Diffie-Hellman

algorithm.

The use of the protocol continues with IKE quick mode requiring 3 messages total

(steps 7b - 9b).
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The tunnel between addresses B and X is now complete.

Figure 5 describes the method of the invention. To establish the tunnel between
address A and host X, IKE main mode is again used requiring 6 messages in total
(steps 1a - 6ain figure 5) as in figure 4 including strong user authentication, policy
negotiation and the useof the Diffie-Hellman algorithm.

Then IKE quick mode is again used requiring 3 messages in total (steps 7a - Ya in
figure 5). The quick mode includes IPSec policy negotiation, and optionally the use of
the Diffie-Hellman algorithm.

Again, IKE main mode may be replaced by any other IKE phase 1 mode, and IKE
quick mode by any other IKE phase 2 mode.

At this point the tunnel has been established between addresses A and X. 9 messages
have been used along with the computational expense.

in the invention, movement to address B requires only a single round trip, when using
registration request messages to be sent from the mobile terminal, when it moves from
address A to address B. In signal 10a of figure 5, which is sent from the mobile
terminal to the other end of the established IPSec tunnel whenit has moved to address

B, a request for registration (RREQ) of the new address is sent. Preferably, a reply
message (RREP)is sent (step 11a) from the host to confirm the address change. Both
signals 10a and 11a can be encrypted and/or authenticated. The encryption and/or
authentication is preferably performed by using IPSec,in which caseit is preferable to
use the same IPSec SAfor protecting both data andregistrationtraffic.

11a is optional in the invention. The preferable encryption method is IPSec, preferably
with the modified reception processing described previously. However, the exact
method of signalling is not important, the essence is to carry over the IPSec SA to the
new connection point.

0097



0098

10

20

25

30

WO 03/030487 & @+crF10200770
18

The SA that existed between addresses A and X has now been changed to be
between addresses B and X and is now complete. The next time the mobile terminal
sends a message,host 2 in figure 1 - 3 is able to properly handle IPSec packets that
come from address B andvice versa. Traffic can nowflowinside the tunnel as normal

with IPSec.

Any further movement from network to another can be accomplished with a similar
exchangeof signalling message(s). The IPSec SA does not needto be re-established
until the lifetime of the SA has been exhausted.

The invention requires half a roundtrip if only a request message is used without a
reply, and one roundtrip of the reply messageis used.

The example describes the tunnel mode of IPSec, but transport mode can also be
used. IPSec transport mode connections in examples can be replaced with IPSec
tunnel mode connections and vice versa. IPSec transport mode combined with an

external tunnelling protocol, such as the Layer 2 Tunnelling Protocol (L2TP), is a
replacementfor IPSec tunnel mode with regards to functionality.

The implementation may optimise the start of traffic flows with regard to message 10a
(and optionally 11a); e.g. after sending 10a, the client may directly send iPSec-
protected traffic. This essentially makes the handoverlatency zero, although it requires
more complicated processing if the message 10a is lost while being delivered.
However, the essential part of the invention is that it is possible to make the invention
provide essentially zero-latency handover for client-to-server traffic, and half a
roundtrip latency for server-to clienttraffic.

Different network topologies can, of course, be used in the invention. For instance in
figure 1, the connection between hosts 2 and 3 may use IPSec transport or tunnel
mode,instead of being plaintext, etc.
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CLAIMS

Method for ensuring secure forwarding of a message in a telecommunication

network, comprising at least one mobile terminal and another terminal, in which
method the mobile terminal movesfrom a first address to a second address,

characterized by

a) establishing a secure connection between the first address of the mobile
terminal and the other terminal defining at least the addresses of the two

terminals,

b) the mobile terminal moving from thefirst address to a second address.

c) changing the connection to be between the second address and the other
terminal by means of a request message from the mobile terminal to the other

terminal to change the address of the secure connection to the second address.

. Method of claim 1,characterizedé in that, the secure connection is

established in step a) by forming a Security Association (SA) using the IPSec

protocols.

_ Method of claim 1 or 2,characterized in that in step c) a reply back to the

mobile terminal is sent from the other terminal after the request from the mobile

terminal to change the address.

. Method of any of claims 1-3, characterized in that the registration request

and/or the reply message is encrypted and/or authenticated by using the same SA

already established.

. Method of any of claims 1-4,characteriz ed in that the change of
addresses in the secure connection as a result of the request message is

performed by means of a central register of current address of the terminals
belonging to the network.
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6. Telecommunication network to perform the method of any of claims 1 - 5,

comprising at least one mobile terminal and another terminal.

7. Network of clam6, characterized in that the mobile terminal and the other
terminal forms an end-to-end connection, whereby the secure connection is an

IPSec transport connection or IPSec tunnel connection.

8. Network of claim 6, characterized in that one of or both of the mobile
terminal and the other terminal is a security gateway protecting one or more

computers, whereby IPSec tunnel mode or IPSec together with a tunnelling
protocol is used for the secure connection between the mobile terminal and the
other terminal.

9. Network of claim 6, characterized in that both terminals are mobile

terminals.

10. Network of claim 9, characterized in that it further contains a central

register of current locations of the terminals belonging to the network.
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371 FORMALITIES LETTER
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“OC000000013744998"

Date Mailed: 09/09/2004

NOTIFICATION OF MISSING REQUIREMENTS UNDER35U.S.C. 371 IN THE UNITED
STATES DESIGNATED/ELECTED OFFICE (DO/EO/US)

The following items have been submitted by the applicant or the IB to the United States Patent and Trademark
Office as a Designated / Elected Office (37 CFR 1.495).

Indication of Small Entity Status

Copy of the International Application filed on 03/26/2004
Copyof the International Search Report filed on 03/26/2004

Copy of IPE Report filed on 03/26/2004
Copy of Annexesto the IPERfiled on 03/26/2004
Preliminary Amendments filed on 03/26/2004
Oath or Declarationfiled on 03/26/2004

Request for Immediate Examination filed on 03/26/2004
U.S, Basic National Feesfiled on 03/26/2004

Priority Documentsfiled on 03/26/2004

The following items MUST befurnished within the period set forth below in order to complete the requirements for
acceptance under 35 U.S.C. 371:

e Oath or declaration of the inventors, in compliance with 37 CFR 1.497(a) and (b), identifying the application
by the International application numberandinternationalfiling date. The current oath or declaration does
not comply with 37 CFR 1.497(a) and (b) in thatit:

# is not executed in accordancewith either 37 CFR 1.66 or 37 CFR 1.68.

e $65 Surcharge for providing the oath or declaration later than 30 months from the priority date (37 CFR
1.492(e)) is required.

SUMMARYOF FEES DUE:

Total additional fees required for this application is $65 for a Small Entity:
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ALL OF THE ITEMS SET FORTH ABOVE MUST BE SUBMITTED WITHIN TWO(2) MONTHS FROM THE
DATE OF THIS NOTICE OR BY 32 MONTHS FROM THE PRIORITY DATE FOR THE APPLICATION,
WHICHEVERIS LATER. FAILURE TO PROPERLY RESPOND WILL RESULT IN ABANDONMENT.

The time period set above may be extendedbyfiling a petition and fee for extension of time underthe provisions
of 37 CFR 1.136(a).

Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed
to the address given in the heading and include the U.S. application no. shown above (37 CFR 1.5)

A copyofthis notice MUST be retumed with the response,

TAMALA D HOLLAND

Telephone: (703) 305-5483

PART2 - OFFICE COPY

U.S. APPLICATION NUMBER NO. INTERNATIONAL APPLICATION NO. ATTY. DOCKET NO.

10/490,932 PCT/FI02/00770 290,1052USN
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NOTIFICATION OF MISSING REQUIREMENTS UNDER35 U.S.C. 371 IN THE UNITED
STATES DESIGNATED/ELECTED OFFICE (DO/JEO/US)

The following items have been submitted by the applicantor the IB to the United States Patent and Trademark
* Office as a Designated / Elected Office (37 CFR 1.495).

Indication of Small Entity Status
Copy: ofthe Interfational Applicationfiled on 03/26/2004
Copy ofthe International Search Report filed on 03/26/2004
Copy of IPE Report filed on 03/26/2004
Copy of Anriexesto the IPERfiled on 03/26/2004
Preliminary Amendments filed on 03/26/2004
Oath or Declaration filed on 03/26/2004

Requestfor Immediate Examination filed on 03/26/2004
U.S. Basic National Feesfiled on 03/26/2004

Priority Documents filed on 03/26/2004
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acceptance under 35 U.S.C. 371:
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by the International application numberand internationalfiling date. The current oath or declaration does
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- @ is‘not executed in accordancewith either 37 CFR 1.66 or 37 CFR 1.68.

ss '» ‘$65Surchargefor providing the oath or declaration later than 30 months from thepriority date (37 CFR
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Total additional fees required for this application is $65 fora Small Entity:
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ALL OF THE ITEMS SET FORTH ABOVE MUST BE SUBMITTED WITHIN TWO(2) MONTHS FROM THE
DATE OF THIS NOTICE OR BY 32 MONTHS FROM THE PRIORITY DATE FOR THE APPLICATION,
WHICHEVERIS LATER. FAILURE TO PROPERLY RESPOND WILL RESULT IN ABANDONMENT.

The time period set above may be extended byfiling a petition and fee for extension of time underthe provisions
of 37 CFR 1.136(a).

Applicant is reminded that any communicationsto the United States Patent and Trademark Office must be mailed
to the address given in the heading and include the U.S. application no. shown above (37 CFR 1.5)

A copyof this notice MUSTbe returned with the response.

TAMALA D HOLLAND

—_——lOO

Telephone: (703) 305-5483

PART 1 - ATTORNEY/APPLICANT COPY
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10/490,932 PCT/FI02/00770 290,1052USN

FORM PCT/DO/EO/905 (371 Formalities Notice)
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RE 3/26/04 290.1052U5NCOMBINED DECLARATION AND POWER OF ATTORNEY
FOR PATENT APPLICATION

As a below named inventor, t hereby declare that:
My residence, post office address and citizenship are as

stated below next to my name.I believe I an original, first and joint inventor of thesubject matter which 15 claimed and for which a patent is soughton the invention entitled METHOD AND NETWORK FOR ENSURING , SECURE” FORWARDING OF MESSAGES, the specification of which was filed asInternational Patent Application No. pcT/F102/00770, on 27
_ September 2002.I hereby state that I have reviewed and understand thecontents of the above-identified specification, including theclaims, a5 amended by any amendment referred to above.

1 acknowledge the duty to disclose information that ismaterial to the patentability of this application in accordancewith Title 37, Code of Federal Regulations, § 1.56(a). If this isa continuation-in-part application filed under the conditionsspecified in 35 U.S.C. § 120 which discloses and claims subjectmatter in addition to that disclosed in the prior copendingapplication, I further acknowledge the duty to disclose materialinformation as defined in 37 CFR §1.56(a) which occurred betweenthe filing date of the prior application and the national or PCTinternational filing date of the continuation-in-part application.
I hereby claim foreign priority benefits under Title 35,United States Code, § 119 of any foreign application(s) for patentor inventor's certificate listed below and have also identifiedbelow any foreign application for patent or inventor's certificatehaving a filing date before that of the application on which

priority is claimed:
Prior Foreign Application (s) PriorityClaimed

20011910 Finland 28 Sept. 2001 [X] rf(Number) (Country) (Day/Month/Year) Yes No

PRCLARATION - PAGE 1 OF 3
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ap 3/28/04 290, 1052USNI hereby claim the benefit under Title 35, United StatesCode, § 120 of any United States application (s) listed below and,insofar a5 the subject matter of each of the claims of thisapplication is not disclosed in the prior United States applicationin the manner provided by the first paragraph of Title 35, UnitedStates Code, § 112, 2 acknowledge the duty to disclose materialinformation as defined in Title 37, Code of Federal Regulations,§ 1.56 (a) which occurred between the filing date of the priorapplication and the national or PCT international filing date of
this application:

_ (not applicable) (n/a) (not applicable)(Application Serial No.) (Filing Date) (Status: patented,pending, abandoned)

The undersigned hereby authorizes Rolf Fasth, the i. S..attorney named herein, to accept and follow instructions fromInnopat Ltd. as to any action to be taken in the Patentand Trademark office regarding this application without directcommunication between Rolf Fasth and the undersigned. In the eventof a change in the persons from whom instructions mey be taken,Rolf Fasth will be so notified by the undersigned.
I hereby appoint Rolf Fasth, Registration No. 36,999, toprosecute this application, to file a corresponding internationalapplication, and to transact all business in the Patent and

Trademark Office connected therewith.
Address all telephone calls to Rolf Fasth at telephone

number (602) 993-9099; fax number (602) 942-8364.
Address all correspondence to:

Rolf Fasth
FASTH LAW OFFICES
629 E. Boca Raton
Phoenix,Az85022
_

I hereby declare that all statements made herein of my ownknowledge are true and that all statements made on information andbelief are believed to be true; and further that these statementswere made with the knowledge that willful false statements and thelike so made are punishable by fine or imprisonment, or both, underSection 1001 of Title 18 of the United States Code and that suchwillful false statements may jeopardize the validity of the
application or any patent issued thereon.

DECTARATION - PAGE 2 OF 3
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  Full name of first joint inventor:Z

Sami Vaarala

Inventor's signature woot Le A ).5 20C4
   

= Date

Residence: Helsinki, Finland HH \
citizenship: Finland SaTER INCINNE €RBRF

 
 

 

 
 

Post Office address: Neljacbine22k 2s 0OAbLOS Es POO
Full name of second joint inventor: Antti Nuopponen
Inventor's signature Ie Ges 10. § -226FYDate

Residence: Espoo, Finland ANN

 
  

  
  Citizenship: Finland

Post Office address: Kaksoiskiventie 7-9 Al
FIN-02760 Espoo, Finland 
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(00NYa CONFIRMATIONNO, 2427
Bib Data Sheet

FILING OR 371(c) ATTORNEYDATE
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RULE

APPLICANTS
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*- CONTINUING DATA RAAAAAESRARARARAAAARRAAA
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‘i FOREIGN APPLICATIONS WeKARERERRARAAA

FINLAND 20011910 09/28/2001
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Foreign Priority claimed | yes =) no
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Allowance FINLAND
Examiner's Signature
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CONFIRMATION NO.2427

371 ACCEPTANCE LETTER

IRQ80A
*OC00000001 4787165"

Date Mailed: 12/27/2004

NOTICE OF ACCEPTANCEOF APPLICATION UNDER35 U.S.C 371 AND 37 CFR 1,495

The applicant is hereby advised that the United States Patent and Trademark Office in its capacity as a
Designated / Elected Office (37 CFR 1.495), has determined that the above identified international application has
met the requirements of 35 U.S.C. 371, and is ACCEPTEDfor national patentability examination in the United
States Patent and Trademark Office.

The United States Application Number assigned to the application is shown above and the relevant dates are:

11/22/2004 11/22/2004

DATE OF RECEIPT OF 35 U.S.C, 371(c)(1), (¢)(2) and DATE OF COMPLETIONOF ALL 35 U.S.C. 371

(c)(4) REQUIREMENTS REQUIREMENTS

A Filing Receipt (PTO-103X)will be issued for the present application in due course. THE DATE APPEARING
ON THE FILING RECEIPT AS THE " FILING DATE" IS THE DATE ON WHICH THE LAST OF THE 35 U.S.C.

371 (c)(1), (c)(2) and (c)(4) REQUIREMENTS HAS BEEN RECEIVEDIN THE OFFICE. THIS DATE IS SHOWN
ABOVE.Thefiling date of the above identified application is the intemationalfiling date of the international
application (Article 11(3) and 35 U.S.C. 363). Once the Filing Receipt has been received, sendall
correspondenceto the Group Art Unit designated thereon.

The following items have been received:

® Indication of Small Entity Status

® Copy of the International Application filed on 03/26/2004

® Copy of the International Search Report filed on 03/26/2004
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10/490,932 11/22/2004 Sami Vaarala 290.1052U5N 2427

33369 7590 07/06/2007

FASTH LAW OFFICES (ROLF FASTH) EXAMINER
26 PINECREST PLAZA, SUITE 2 YALEW, FIKREMARIAM A
SOUTHERNPINES, NC 28387-4301 ART UNIT PAPER NUMBER

2136

MAIL DATE DELIVERY MODE

07/06/2007 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-9DA (Rev. 04/07)
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Application No. Applicant(s)

10/490,932 VAARALA ETAL.

Office Action Summary Examiner Ar Unit
Fikremariam Yalew 2136 a

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address ~-
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,

WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.Exdensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.
If NO period lor reply is specified above, the maximum statutory period will apply and will expire SIX (68) MONTHSfrom the mailing date of this communication.
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133),
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment, See 37 CFR 1.704(b).

 

Status

1) Responsive to communication(s)filed on 10 January 2007.
2a)_] This action is FINAL. 2b)] This action is non-final.
3)L) Sincethis application is in condition for allowance exceptfor formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parfe Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4) Claim(s) 1-10 is/are pending in the application.
 

 
4a) Of the above claim(s) is/are withdrawn from consideration.

5)L) Ctaim(s) is/are allowed.
6)X] Claim(s) 1-10 is/are rejected,
7)\C] Claim(s)__ is/are objectedto,
8)L] Claim(s)__ are subject to restriction and/or election requirement.

Application Papers

9)L] The specification is objected to by the Examiner.
10)E] The drawing(s)filed on 26 June 2004is/are: a)[X] accepted or b)(_] objected to by the Examiner.

Applicant maynot requestthat any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1,.121(d).

11)C] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152,

Priority under 35 U.S.C. § 119

12)E] Acknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or(f).
a)&X) All bj) Some*c)C] Noneof:

1.0.) Certified copies of the priority documents have been received.
2.0] Certified copies of the. priority documents have been received in Application No.
3.0] Copies ofthe certified copies of the priority documents have been receivedin this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

 

 

Attachment(s)

1) &] Notice of References Cited (PTO-892) 4) CT Interview Summary (PTO-413)
2) [_] Notice of Draftsperson's Patent Drawing Review (PTO-948) Papert No(s)/Mail Date. ——
3)EX)Information Disclosure Statement(s) (PTO/SB/08) 5) [] Notice of informal Patent Application

Paper No(s)/Mail Date 06/29/04. 6) oO Other:
U.S. Patent and Trademork Office

PTOL-326 (Rev. 08-06) Office Action Summary Pant of Paper No./Mail Date 20070629
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Application/Control Number: 10/490,932 Page 2
Art Unit: 2136

DETAILED ACTION

qi Claims 1-10 have been examined.

Claim Objections

2. Claim 6 is objected to because of the following informalities: Claim 6 has similar

claim limitation with claim 1 and it doesn't furtherlimit. Appropriate correction is

required.

Claim Rejections - 35 USC § 102

3, The following is a quotation of the appropriate paragraphsof 35 U.S.C. 102 that

form the basis for the rejections underthis section madein this Office action:

A personshall be entitled to a patent unless —

(b) the invention was patented or describedin a printed publication in this or a foreign country orin public
use or on sale in this country, more than one yearprior to the date of application for patentin the United
States.

4. Claims 1-10 are rejected under 35 U.S.C. 102(b) as being anticipated by Ala-

Laurila et al (hereinafter referred as Ala) US Patent No 6,587,680 B1.

3. As per claim 1: Ala discloses a method for ensuring secure forwarding of a

messagein a telecommunication network, having at least one mobile terminal and

another terminal, the method comprising:
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Application/Control Number: 10/490,932 Page 3
Art Unit: 2136

a) establishing a secure connection betweena first address of the mobile

terminal and the other terminal, the secure connection defined by at least the addresses

of the two terminals(col 8 lines 1-3(i.e., sacurity association exists) and Fig 2),

b) the mobile terminal moving from the first address to a second address(See col

8 lines 6-9(i.e., mobile terminal moves from cell to cell) and Fig 2), and

c) changing the connection to be defined between the second address and the

other terminal by means of a request message from the mobile terminal to the other

terminal to change the addressin the definition of the secure connection to the second

address(i.e., abstract and Fig 2 (i.e., existing security association is re-established when

communication handover event occurs in a radio communications system.....by a

challenge/response procedure)).

6. As perclaim 2: Ala discloses the method characterizedin that, the secure

connection is established in step a) by forming a Security Association (SA) using the

IPSec protocols (See col 5 lines 27-36 and Fig 2 IPsec tunneling, SA Parameter).

7. As per claim 3: Ala discloses the method characterizedin that in step c) a reply

back to the mobile terminal is sent from the other terminal after the request from the

mobile terminal to change the address (See Fig 2 and col 5 lines 43-50).

8. As per claim 4: Ala discloses the method characterizedin that the registration

request and/or the reply message is encrypted and/or authenticated by using the same

SA already established (See col8 lines 1-22 and Fig 2).

9. As perclaim 5: Ala discloses the method characterized in that the change of

addressesin the secure connection as a result of the request message is performed by
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Application/Control Number: 10/490,932 Page 4

Art Unit: 2136

meansof a central register of current addressof the terminals belonging to the network

(See col 8 lines 17-22).

10. As per claim 6: Ala discloses the method wherein the method further comprises

providing a telecommunication netwnark that has at least one mobile terminal and
another terminal and a secure connection defined betweena first address of the mobile

terminal and the other terminal, characterized by means for changing the connection to

be defined between a second addressof the mobile terminal and the other terminal

(See abstract and Fig 2).

11. As per claim 7: Ala discloses the method characterized in that the mobile

terminal and the other terminal forms an end-to-end connection whereby the secure

connection is an IPSec transport connection or IPSec tunnel connection (See Fig 2

IPsec tunneling, SA Parameter).

12. Asperclaim 8: Ala discloses the method characterized in that one of or both of

the mobile terminal and the other terminal is a security gateway protecting one or more

computers, whereby IPSec tunnel mode or IPSec together with a tunneling protocolis

used for the secure connection between the mobile terminal and the other terminal

IPsec tunneling, SA Parameter).

13. As perclaim 9: Ala discloses the method characterized in that both terminals are

mobile terminals (See col 8 lines 17-22 and Fig 2).

14. As per claim 10: Ala discloses the method further comprises providing a central

register of current locations of the terminals belonging to the network (Seecol 7 lines

46-67).
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Application/Control Number: 10/490,932 Page 5
Art Unit: 2136

Conclusion

15. The prior art made of record and notrelied upon is considered pertinent to

applicant's disclosure. See PTO 892.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Fikremariam Yalew whose telephone numberis

5712723852. The examiner can normally be reached on 9-5.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Moazzami Nasser can be reached on 571-272-4195. The fax phone

numberfor the organization where this application or proceeding is assigned is 571-

273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR,

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on accessto the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197(toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

Fikremariam Yalew Art Unit 2136
29/2006 NASSER MOAZZAMIa4 men SUPERVISORY PATENT EXAMINER

TECHNOLOGY CENTER 2100

To3,04
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2134

Sami Vaarala, Antti Nuopponen

Serial No. 10/490,932

Filed: 22 November 2004

Por: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF
MESSAGES

Examiner: Yalew, Fikremariam A

Date: 30 August 2007

ATTORNEY DOCKET NO. 290.105205N

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

This igs in response to the Office action of 6 July,

2007, Please amend the apove-identified patent application as
follows:
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In the Claims:

Amend the claims as follows;

1. (Currently amended) A method for ensuring secure forwarding
of a Méssage in a telecommunication network, having at least
one mobile terminal and another terminal, the method

comprising:

a) establishing a sécure connection between a first address of

the mobile terminal and a first address of the other terminal,
the secure connection defined by at least the addresses of the

two terminals,

b) the mobile terminal moving from the first address of the
mobile terminal to a second address, and

c) while at the second address, the mobile terminal sending a
réquestmessage to the first address of the other terminal to

request the other terminal to change the secure connection

ehanging-he-cenncetien to be defined between the second

address and the first address of the other terminal,and
the other terminal, while at the first address of the other

 
2, (Currently amended) The method of claim 1, chaeecterizedis

#het, wherein the secure connection is established in step a)

by forming a Security Association (SA) using IPSec protocols.

3. (Carrently amended) The method of claim 1, chaxacterieedian

sheet wherein in step c) a reply back to the mobile terminal is

sent from the other terminal after the request from the mobile

terminal to change the address.
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4. (Currently amended) The methed of claim 1, sheeacterizediia

that wherein the registration request and/or the reply message
is encrypted and/or authenticated by using the same SA already
established.

5. (Currently amended) The method of claim 1, charaeterized-in

thet wherein the change of addresses in the secure connection

as @ result of the request message is performed by means of a

central register of current address of the terminals belonging
to the network.

é, (Currently amended) The method of claim 1 wherein the

method further comprises the other terminal sending back a

reply message to the mobile_terminalsetheat the secondaddress to
confirm the address change.

OS a Sent : =

SochssssSreeLStereeeStastetra

Gharasectewies RS igh i

7. (Currently amended) The method of claim 6, shazacterisedia

¢het wherein the mobile terminal and the other terminal forms

an end-to-end connection whereby the secure connection is an

IPSec transport connection or [PSec tunnel connection.

8. (Carrently amended) The method of claim 6, ehaeacterized

anthat wherein one of or both of the mobilé terminal and the

other terminal is a security gateway protecting one or more

compuzers, whereby IPSec tunnel mode or IPSec together with a

tunneling protocol is used for the secure connection between

the mobile terminal and the other terminal.
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9. (Surrently amended) The method of claim 6, ekeeacterized-—in

€het wherein both terminals are mobile terminals.

10. (Previously presented) The method of claim 9, wherein the

methed further comprises providing a central register of

current locations of the terminals belonging to the network.
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REMARKS

Reconsideration of the application is respectfully
requested. Applicants notice that the Office action states

that it is in response to communication Filed 10 January 2007.

This must be ea mistake. There is no record of sending in

anything on 10 January 2007. The current application was

filed 22 November 2004 and applicants believe the current

Office action is responsive to communication filed on 22

November 2004.

Claim 6 was objected to since the claim did not

further limit claim 1, Claim 6 has been amended to provide

the vequired limitation. Claim 6 should now be in full

confarmance.

Claims 1-10 were rejected under Section 102 as being

anticipated by Ala-Laurila (US Patent No. 6,587,680). This

rejection is respectfully traversed.

To summarizé the method of the present invention, it

is an effective method and neLwork for ensuring secure

forwarding of a message as = first terminal moves from a first

address to a second address. The secure connection is changed

to be between the second address and anolher terminal as a

result of an address change request from the first terminal.

This is done without the need for cumbersome and time

consuming exchange of security keys required to set up a new

security associaticn.

Ala merely discloses a conventional system for

transferring a security association during a mobile terminal

handover. This means the mobile terminal is moved from a

first address to a second adress and a new access point is

established between the mobile-terminal at the second address

that selongs to a new coverage area of the new access point.

Ala’s system requires a change of the location of both the

mobile terminal and the access points. The original access

point is not really used by the mobile terminal while at the
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second address.

In col. 5, lines 37-42, Ala explains that a
challenge/response procedure is used to authenticate a mobile

terminal during a handover event. The new AP (access point),

not =the mobile terminal, sends a challenge ta the mobile

terminal and the mobile terminal responds by sending a

response, In col. 5, lines 51-58, Ala explains that the new

AP requests the keys and other information that is transferred

from the old AP to the new AP (so that all such communication

is between the two APS and not between the old AP and the

mobile terminal). More importantly, the mobile terminal in

Ala’‘s system does not send a request to the old AP to request

the old AP to change the address from the first address to the

second address in the security association.

In col. 8, lines 49-61, Ala describes the procedure

for @ backward handever where the handover is requested by the

mobile terminal in communication with the old AP, A radio

interface message 31 carries the authentication challenge from

old AP to the mobile terminal to trigger the backward

hand¢ver. The authentitation challenge is used to indicate to

the mobile terminal to disconnect from the old AP and connect

to the new AP whereat a security association has already been

prepared for the mobiie terminal.

This means the mobile terminal never sends a request

to the old AP to change the security association to be defined

the second address and the original address of the old AF, as

required by the amended claim 1.

It is submitted that it would not make sense for the

mobile terminal to send such a request to the old AP since the

mobile terminal has been instructed to disconnect from the old

AP since the new security association has been set up between

the new AP and the mobile terminal at the sécond address

without any real participation by the mobile terminal. When

the mobile terminal connects to the new AP, the security

association has already been sat up for the mobile terminal.
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In col. 10, lines 32 to col. 11, line &, Ala

explains that when the handover request is sent from the

mobile tarminal to the old AP, the message is received by the

old AP. The old AP then retrieves the security association

from its database and sends a handover request that contains

the 5A parameters to the new AP (lines 47-49). In other

words, there 1s ne communication between the mobile terminal

and the old AP. More importantly, the old AP does not change

the definition of the secure comnmection to be between the

second address of the mobile terminal and the original address

ef the old AP, In contrast, the new AP in Ala’s system then

creates the new security association and generates a challenge

to authenticate the mobile terminal and the handover request

is sent to the old AP. The old AP then sends a disassociate

message to the mobile terminal (lines 59-60). The mobile

terminal updates its securily association parameters to

incelide the new AP and sends a challenge to authenticate Lhe

new AP. t is important to note that Ala'’s mobile terminal

never reques|s the old AP to change the addresses in the

security association.

IL is submitted that it would not be obvious to

modify Ala to include the steps required of the amended claim

1. For example, the first terminal in Ala’s system could not

send the request to the first address of the second terminal

i.e, the old AP, since the mobile terminal has been

disassociated from the old AP when the mobile terminal is at

the second address. It is submitted that Ala’s system would

not be operational if the mobile terminal tried to send the
request to the original address of the old AP while the mobile
terminal is at the second address.

Applicants fails to see why a person of ordinary
skill in the art would look to Ala and the other cited

references to learn about the features of the amended ciaim 1

when such features are completely missing in the cited

references. All the cited references fail to teach or suggest
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the step of the mobile terminal, while at the second address,
sending 4 request message to the first address of the other

terminal to request the other terminal to change the secure
connection to be defined between the second address of the

mobile terminal and the first address of the other terminal.

On page 3, paragraph 5c, of the Office action, the

Examiner refers to the challenge/resvonse procedure, It is

correct that Ala teaches the challenge/response procedure but

this procedure in Ala’s system is different from the steps of
the amended claim 1 of the present invention. In Ala'’s system

the new AP, at the new second address, sends a challenge to

the mobile terminal and the mobile terminal responds to this

message (col. 5, lines 27-36 referred to by the Examiner).

Ala fails to teach or suggest:

1) While at the second address, the mobile terminal

sending a request message to the first address of the other

terminal to change the secure connection to be defined between

the second address of the mobile terminal and the first

address of the other terminal, and

2) The other terminal, at the first address of the

ether terminal, changing an address definition of the secure

connection from the first address of the mobile terminal to

the second address of thse mobile terminal.

In summary, Ala's mobile terminal never sends a

request message to the old AP to change the secure connection

to be defined between the second address of the mobile

terminal and the original first address of the old AP. In

contrast, in Ala’s system the old AP sends this request to the

new AP, as described in col. 10, lines 43-49, Also, Ala‘’s old

AP never changes any address definition in the secure

conneztion, In contrast, the new AP (not the old AP), at the

new second address, creates the new security association

between the new AP and the second address of the mobile

terminal, as explained in col. 10, lines 50-52,

It is submitted that Ala and the other cited
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references would require extensive modifications that are not

taugnit or suggesled, to Meet the requirements of the amended

claim 1. It is also submitted that those modifications are

not obvious since Ala completely fails to teach or suggest the

required modifications,

In view of the above, it is submitted that the

amended claim 1 is allowable.

Claims 2-10 are submitted to be allowable because

the claims depend upon the allowable base claim 1 and because

each claim includes limitations that are net taught or

suggested in the cited references.

The application is submitted to be in condition for

allowance, and such action is respectfully requested-~

Respectfully submitted,

FASTH LAW OFFICES

Cafol
Rolf Fasth

Registration No. 36,999

ATTORNEY DOCKET NO. 290.1052USN

FASTH LAW OFFICES
26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301

Telephone: (910) 687-0001
Facsimile: (910) 295-2152

eo: Lisbeth Soderman, IprBox
(Your ref: $0005108)
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10/490,932 VAARALA ET AL.

Office Action Summary Examiner Art Unit

~- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,

WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.
if NO period for reply is specified above, the maximumstatutory period will apply and will expire SIX (6) MONTHSfram the mailing date of this communication.

- Failure to reply within the sel or extended period for reply will, by statute, cause (he application to become ABANDONED (35.U.S.C. § 133)
Anyreply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b),

Status

1)&] Responsive to communication(s) filed on 30 August 2007.
2a)>] This action is FINAL. 2b)L] This actionis non-final.
3) Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordancewith the practice under Ex parte Quayle, 1935 C.D. 11, 453 O0.G. 213.

Disposition of Claims

4)5) Claim(s) 1-10 is/are pending in the application.
4a) Of the above claim(s) is/are withdrawnfrom consideration.

5)LJ Claim(s) is/are allowed.

6)X] Claim(s) 1-10 is/are rejected.

7)LJ Claim(s)__ is/are objected to.
8)C] Claim(s)___ are subjectto restriction and/or election requirenignt:

Application Papers

9)J The specification is objected to by the Examiner.
10)C) The drawing(s)filed on is/are: a)[_] accepted or b)[_] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11) The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)_] Acknowledgmentis madeof a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or(f).
a)LJA! b)LJ Some*c)L] Noneof:

1. Certified copies of the priority documents have been received.
2.C] Certified copies of the priority documents have been received in Application No.
3.) Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.
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Application/Control Number: Page 2
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DETAILED ACTION

1, Theoffice action is in replay to an amendment filed on 08/30/2007. Claims 1-10

have been amended.Claims 1-10 are pending.

2. The examinerwithdraws the claim objection based on applicant amendment.

Response to Arguments

3. Applicant's arguments with respect to claim 1-10 havebeen considered but are

mootin view of the new ground(s) of rejection.

Claim Rejections - 35 USC § 103

4. The following is a quotation of 35 U.S.C. 103(a) which formsthe basis for all

obviousnessrejections setforth in this Office action:

(a) A patent may not be obtained thoughthe invention is not identically disclosed or described as set
forth in section 102 ofthis title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obviousatthetime the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the mannerin which the invention was made.

a Claims 1-10 are rejected under 35 U.S.C. 103(a) as being unpatentable over Ala-

Laurila et al (hereinafter referred as Ala) US Patent No 6,587,680 B71 in view of

Makineniet al(hereinafter referred as Makineni) US Pub No 20020066036.

6. As perclaim 1: Ala discloses a method for ensuring secure forwarding of a

messagein a telecommunication network, having at least one mobile terminal and

anotherterminal, the method comprising:

a) establishing a secure connection betweena first address of the mobile

terminal and the other terminal and first address of the other terminal, the secure
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connection defined by at least the addresses of the two terminals(col 8 lines 1-22 and

Fig 2),

b) the mobile terminal moving from thefirst address of the mobile terminalto a

second address(Seecol8lines 6-9 and Fig 2)

Ala does not explicitly teach c) while at the second address,the mobile terminal

sending a request messageto the first address of the other terminal to request the other

terminal to change the secure connection to be defined between the second address

and thefirst address of the other terminal, and the other terminal, while at the first

addressof the other terminal, changing and addressdefinition of the other terminal,

changing and addressdefinition of the secure connection from the first address to the

second address.

However Makineni discloses c) while at the second address, the mobile terminal

sending a request messagetothefirst address of the other terminal to request the other

terminal to change the secure connection to be defined between the second address

and the first address of the other terminal, and the other terminal, while atthefirst

address of the other terminal, changing and addressdefinition of the other terminal,

changing and aaiieas definition of the seats connection from the first address to the
second address(See 0026-0028).

Therefore it would have been obvious to one having ordinary skill in the art at

that time the invention was made to modify the teaching method of Makineni within Ala

methodinorder to provide secure communication from any location and at anytime (See

Makineni 0010).
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7. As per claim 2: the combination of Ala and Makineni disclose the method

wherein, the secure connection is established in step a) by forming a Security

Association (SA) using the IPSec protocols (See Ala col 5 lines 27-36 and Fig 2).

8. As perclaim 3: the combination of Ala and Makineni disclose the method wherein

that in step c) a reply back to the mobile terminal is sent from the other terminalafter the

requestfrom the mobile terminal to change the address (See Ala Fig 2 and col 5 lines

43-50),

9. Asperclaim 4: the combination of Ala and Makineni disclose the method wherein

the registration request and/or the reply messageis encrypted and/or authenticated by

using the same SA already established (See Ala col 8 lines 1-22 and Fig 2).

10. As per claim 5: the combination of Ala and Makineni disclose the method wherein

the change of addresses in the secure connection as a result of the request messageis

performed by meansof a central register of current address of the terminals belonging

to the network (SeeAla col 8 lines 17-22).

11. As per claim 6: the combination of Ala and Makineni disclose the method wherein

the method further comprises the other terminal sending back a replay messageto the

mobile terminal at the second address to confirm address change(See Makineni 0026-

0028).

12. As per claim 7: the combination of Ala and Makineni disclose the method wherein

the mobile terminal and the other terminal forms an end-to-end connection whereby the
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secure connection is an |PSec transport connection or IPSec tunnel connection (See

Ala Fig 2 IPsec tunneling, SA Parameter).

13. As per claim 8: the combination of Ala and Makineni disclose the method wherein

one of or both of the mobile terminal and the other terminal is a security gateway

protecting one or more computers, whereby IPSec tunnel modeor IPSec together with

a tunneling protocol is used for the secure connection between the mobile terminal and

the other terminal (See Ala Fig2 IPsec tunneling, SA Parameter).

14. As per claim 9: the combination of Ala and Makineni disclose the method wherein

both terminals are mobile terminals (See Ala col 8 lines 17-22 and Fig 2).

15. As per claim 10: the combination of Ala and Makinenidisclose the method further

comprises providing a central register of current locations of the terminals belonging to

the network (See Ala col 7 lines 46-67).

Conclusion

76. Applicant's amendmentnecessitated the new ground(s) of rejection presented in

this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP

§ 706.07(a). Applicant is reminded of the extension of time policy as setforth in 37

CFR 1.136 (a).

A shortened statutory period for reply to this final action is set to expire THREE

MONTHSfrom the mailing date of this action. In the event a first reply is filed within

TWO MONTHSofthe mailing date ofthis final action and the advisory action is not

mailed until after the end of the THREE-MONTHshortenedstatutory period, then the

shortened statutory period will expire on the date the advisory action is mailed, and any
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Application/Control Number: Page 6
10/490,932
Art Unit: 2136

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of

the advisory action. In no event, however,will the statutory period for reply expire later

than SIX MONTHSfrom the date of this final action.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Fikremariam Yalew whose telephone numberis

5712723852. The examiner can normally be reached on 9-5.

lf attempts to reach the examinerby telephone are unsuccessful, the examiner's

supervisor, Moazzami Nasser can be reached on 571-272-4195. The fax phone

numberfor the organization where this application or proceeding is assigned is 571-

273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on accessto the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automatedinformation

system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

Fi MOAZZAMIFikremariam Yalew SUPERDRY PATENT EXAMIAIFUNit 2136
11/05/2007 TECHNOLOGY CENTER 2100
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of EXPEDITED PROCEDURE UNDER 37
CFR 1.114

Sami Vaarala, Art Unit 2136
Antti Nuopponen Confirmation No. 2427

Serial No. 10/490,932 CERTITPICATE -OF MATLING

Filed: 22 November 2004 I HEREBY CERTIFY THAT THIS PAPER AND THE DOCUMENTS
REFERRED TO AS BEING ATTACHED GR ENCLOSED HEREWITH

For: METHOD AND NETWORK FOR AREBEING SUBMITTED ELECTRONICALLY TO THE: UNTTED

ENSURING SECURE STATES PATENT AND TRADEMARKOFFICE oN 3 January
FORWARDING OF MESSAGES 2008,

Examiner: Fikremariam A.

Yalew /cfasth/

Date: 3 January 2008 Rolf Fasth
Attorney for Applicant

TRANSMITTAL LETTER

ELECTRONIC SUBMISSION

COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, VA 22313-1450

Enclosed for filing in the above-referenced application are the
following:

(X¥) Response to Final Office Action dated 7 November 2007.
(X) Request for Continued Examination (RCE).
(X) The Commissioner is hereby authorized to charge any fees

which may be required in connection with the filing of this
correspondence, or credit over-payment, to Account
No. 06-0243,

Respectfully submitted,

FASTH LAW OFFICES

/ctasth/
 

Rolf Fasth

Registration No. 36,999

Attorney Docket No. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301
Telephone: 910-687-0001
Facsimile: 910-295-2152
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of

Sami Vaarala, Antti Nuopponen

Serial No. 10/490,932

Filed: 22 November 2004

Art Unit 2136

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF

MESSAGES

Examiner: Yalew, Fikremariam A

Date: 3 January 2008

ATTORNEY DOCKET NO. 290.1052USN

AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

This is in response to the Office action of 7

November, 2007. Please amend the above-identified patent

application as follows:
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In the Claims:

Amend the claims as follows:

1. (Currently amended) A method for ensuring secure forwarding

of a message in a telecommunication network, having at least

one mobile terminal and another terminal, the method

comprising:

a) establishing a secure connection between a first address of

the mobile terminal and a first address of the other terminal,

the secure connection defined by at least the addresses of the

two terminals,

b) the mobile terminal moving from the first address of the

mobile terminal to a second address, and

c) while at the second address, the mobile terminal sending a

request message to the first address of the other terminal to

request the other terminal to change the previously

established secure connection to be defined between the second

address and the first address of the other terminal, and

the other terminal, while at the first address of the other

terminal, changing an address definition of the previously

established secure connection from the first address to the

second address.

2. (Previously presented) The method of claim 1, wherein the

secure connection is established in step a) by forming a

Security Association (SA) using IPSec protocols.

3. (Previously presented) The method of claim 1, wherein in

step c) a reply back to the mobile terminal is sent from the

other terminal after the request from the mobile terminal to

change the address.

4. (Previously presented) The method of claim 1, wherein the
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registration request and/or the reply message is encrypted

and/or authenticated by using the same SA already established.

5. (Previously presented) The method of claim 1, wherein the

change of addresses in the secure connection as a result of

the request message is performed by means of a central

register of current address of the terminals belonging to the

network.

6. (Previously presented) The method of claim 1 wherein the

method further comprises the other terminal sending back a

reply message to the mobile terminal at the second address to

confirm the address change.

7. (Previously presented) The method of claim 6, wherein the

mobile terminal and the other terminal forms an end-to-end

connection whereby the secure connection is an IPSec transport

connection or IPSec tunnel connection.

8. (Previously presented) The method of claim 6, wherein one

of or both of the mobile terminal and the other terminal is a

security gateway protecting one or more computers, whereby

IPSec tunnel mode or IPSec together with a tunneling protocol

is used for the secure connection between the mobile terminal

and the other terminal.

9. (Previously presented) The method of claim 6, wherein both

terminals are mobile terminals.

10. (Previously presented) The method of claim 9, wherein the

method further comprises providing a central register of

current locations of the terminals belonging to the network.
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REMARKS

Reconsideration of the application is respectfully

requested. Claims 1-10 were rejected under Section 103 as

being anticipated by Ala-Laurila (US Patent No. 6,587,680) in

view of Makineni (US Patent Application No. 200020066036).

This rejection is respectfully traversed.

To summarize the method of the present invention, it

is an effective method and network for ensuring secure

forwarding of a message as a mobile terminal moves from a

first address to a second address in the same existing secure

connection (without the need for setting up a new secure

connection). Thus, the same already existing secure

connection is merely changed to be between the second address

of the mobile terminal and the address of the other terminal

as a result of an address change request from the mobile

terminal. Since the same secure connection is used, the

address change may be done without the need for the cumbersome

and time consuming exchange of security keys (IKE

negotiations) typically required to set up a new security

association.

Claim 1 has been amended to further clarify that the

already existing or previously established secure connection

is used even after the mobile terminal has moved from the

first address to the second address. No new matter has been

added to claim 1. For example, paragraphs [0091, 0120 and

0121] explain that the same existing secure connection is used
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and there is no need to re-establish the secure connection

after the mobile terminal has moved to the new second address.

Ala-Laurila merely discloses a conventional system

for transferring a security association during a mobile

terminal handover. This means the mobile terminal is moved

from a first address to a second adress and a new access point

is established between the mobile-terminal at the second

address that belongs to a new coverage area of the new access

point. Ala-Laurila’s system requires a change of the location

of both the mobile terminal and the access points.

Additionally, the original access point is not really used by

the mobile terminal while at the second address.

In col. 5, lines 37-42, Ala-Laurila explains that a

challenge/response procedure is used to authenticate a mobile

terminal during a handover event. The new AP (access point),

not the mobile terminal, sends a challenge to the mobile

terminal and the mobile terminal responds by sending a

response. In col. 5, lines 51-58, Ala-Laurila explains that

the new AP requests the keys and other information that is

transferred from the old AP to the new AP (so that all such

comminication is between the two APs and not between the old

AP and the mobile terminal). More importantly, the mobile

terminal in Ala-Laurila’s system does not send a request to

the old AP to request the old AP to change the address from

the first address to the second address in the security

association.
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In col. 8, lines 49-61, Ala-Laurila describes the

procedure for a backward handover where the handover is

requested by the mobile terminal in communication with the old

AP. A radio interface message 31 carries the authentication

challenge from old AP to the mobile terminal to trigger the

backward handover. The authentication challenge is used to

indicate to the mobile terminal to disconnect from the old AP

and connect to the new AP whereat a security association has

already been prepared for the mobile terminal.

This meang the mobile terminal never sends a request

to the old AP to change the security association to be defined

the second address and the original address of the old AP, as

required by the amended claim 1.

Tt is submitted that it would not make sense for the

mobile terminal to send such a request to the old AP since the

mobile terminal has been instructed to disconnect from the old

AP and since the new security association has been set up

between the new AP and the mobile terminal at the second

address without any real participation by the mobile terminal.

When the mobile terminal connects to the new AP, the security

association has already been set up for the mobile terminal.

In col. 10, lines 32 to col. 11, line 8, Ala-Laurila

explains that when the handover request is sent from the

mobile terminal to the old AP, the message is received by the

old AP. (It is here question about a backward handover,

wherein the mobile terminal changes back from a “new” AP to an
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“old” AP.) The old AP then retrieves the security association

from its database and sends a handover request that contains

the SA parameters to the new AP (lines 47-49). In other

words, there is no communication between the mobile terminal

and the “new” AP, from which the mobile terminal moved. More

importantly, the old AP does not change the definition of the

secure connection to be between the second address of the

mobile terminal and the original address of the old AP. In

contrast, the new AP in Ala’s system then creates the new

security association and generates a challenge to authenticate

the mobile terminal and the handover request is sent to the

old AP. The old AP then sends a disassociate message to the

mobile terminal (lines 59-60). The mobile terminal updates

its security association parameters to include the new AP and

sends a challenge to authenticate the new AP. It is important

to note that Ala-Laurila requires the set up of a new security

association and the mobile terminal never requests the old AP

to change the addresses in the security association.

It is submitted that it would not be obvious to

modify Ala-Laurila to include the steps required of the

amended claim 1. For example, the first terminal in Ala-

Laurila’s system could not send the request to the first

address of the second terminal i.e. the old AP, since the

mobile terminal has been disassociated from the old AP when

the mobile terminal is at the second address. It is submitted

that Ala-Laurila’s system would not be operational if the
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mobile terminal tried to send the request to the original

address of the old AP while the mobile terminal is at the

second address.

In summary, Ala-Laurila requires the set up of a new

security association for the second address of the mobile

terminal and the mobile terminal never sends a request message

to the old AP to change the secure connection to be defined

between the second address of the mobile terminal and the

original first address of the old AP. In contrast, in Ala-

Laurila’s system the old AP sends this request to the new AP,

as described in col. 10, lines 43-49. Also, Ala-Laurila’s old

AP never changes any address definition in the original secure

connection. In contrast, the new AP (not the old AP), at the

new second address, creates the new security association

between the new AP and the second address of the mobile

terminal, as explained in col. 10, lines 50-52.

As correctly stated on page 3 of the Office action,

Ala-Laurila fails to teach the entire step c) of the amended

claim 1. It is then asserted that Makineni cures this

deficiency. Applicants respectfully disagree.

Makineni merely describes a non-secure communication

between the roaming client 24 and the home server 14. In

paragraph [0028] Makineni explains that in the co-located mode

all the functions performed by the relay server 22 are

performed by the client 24 itself. This means that the client

24 in step 104 encapsulates the registration message and sends
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it to the home server 14. In step 106, the home server 14

transmits a reply message to the client 24 confirming the

registration of the new IP address as part of the conventional

IKE exchange. By the way, the steps described in Makineni is

almost identical to the standardized mobile IP registration

procedure described in standard RFC 2002 mentioned in the

current application. Only after the IKE exchange is completed

is a secure association established in step 107 between the

client 24 and the home server 14. This is an important point

because the secure association is established AFTER the

registration and confirmation of the new IP address. In other

words, a previously established or pre-existing secure

association is not used after the new IP address is

registered. A new secure association is thus always formed

after the roaming client has moved to a new address.

As indicated above, an important feature of the

present invention is that no new secure connection is formed

after the mobile terminal has moved from the first address to

the second address. The same pre-existing secure connection,

that was previously established while the mobile terminal was

at the first address, is used also after the mobile terminal

has moved to the second address. In other words, the existing

secure connection of the present invention is merely modified

in such a way that the same existing secure connection works

even when the mobile terminal has moved from the first address

to the second address without the need for setting up a new
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secure connection (that would require the cumbersome IKE

exchange) .

It is submitted that even if Ala-Laurila is modified

to include the cited features of Makineni, although this is

not taught or suggested, all the limitations of the amended

claim 1 are not met. The cited references still fail to teach

or suggest:

1) While at the second address, the mobile terminal

sending a request message to the first address of the other

terminal to change the previously established secure

connection to be defined between the second address of the

mobile terminal and the first address of the other terminal,

and

2) The other terminal, at the first address of the

other terminal, changing an address definition of the

previously established secure connection from the first

address of the mobile terminal to the second address of the

mobile terminal.

As stated above, Makineni only requests the address

change while the communication is non-secure and the security

association is only established after the IKE exchange is

completed.

It is submitted that the required modifications of

Makineni is not obvious because there is no motivation to

modify Makineni to establish a secure connection prior to

changing the IP address. It has long been held that for a
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modification to be obvious, Ala-Laurila, Makineni and the

other cited references must explicitly teach or suggest the

required step to motivate the artisan to make the required

modifications. In re Fine 5 USPQO.2d (Fed. Cir. 1988), the

court ruled (on page 1944) that there must be a motivation for

the required modification to be obvious. In Winner

International Royalty Corp. v. Wing 48 USPQO.2d 1139, the court

ruled (on page 1144) that there must have been some explicit

teaching or suggestion in the art to motivate one of ordinary

skill in the art to make the required modifications.

Applicants submit that the cited references

completely lack the required teaching or suggestion to

motivate the artisan to make the required modifications to

Makineni’s invention. In other words, it would not be obvious

for an artisan to learn about the step of establishing the

secure connection between the mobile terminal and the home

server while the client (as described in paragraph [0026]) is

operating within its home network 12. There is really no need

for the secure connection while the client is within the home

network 12 and to require the lengthy IKE negotiation while

operating in the home network would make Makineni’s system

more cumbersome and less effective. Therefore, only after the

client has roamed outside of its home network 12 and after the

IKE exchange is completed requires Makineni the establishment

of the security association (SA) and encrypted tunnel 20 (step

107).
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Additionally, even if Makineni is incorporated into

Ala-Laurila a system that is distinctly different from the

present invention would be derived. Ala-Laurila teaches

changing both the end-points and the position of the mobile

phone so that a new security connection must always be set up.

Similarly, Makineni requires the step of establishing a new

security association after the IKE exchange (in a non-secure

environment) is completed. In other words, both cited

references teach the requirement of establishing a new

security connection after the mobile terminal has moved to the

second address.

Applicants fail to see why an artisan would look to

Ala-Laurila and Makineni to learn about establishing the

secure connection prior to reporting the address change and

then continue using the existing previously established

security connection after the address change when:

a) both Ala-Laurila and Makineni completely fails to teach or

suggest this feature;

b) there is no motivation to make the required modifications

of Makineni and

c) both reference teaches the requirement of setting up a new

security connection after the registration of the address

change .

In other words, the combination of Ala-Laurila and

Makineni would merely teach a system that requires the set up

of a new security connection after the registration of the
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address change which is distinctly different from the method

of the present invention, as outlined in the amended claim 1.

As described in the current application, the setting up of a

new security connection may require 6-9 messages (IKE

negotiations) and the fact that the current invention has

eliminated this requirement is a very advantageous feature

that is not taught or suggested in the cited references.

In view of the above, it is submitted that the

amended claim 1 is allowable.

Claims 2-10 are submitted to be allowable because

the claims depend upon the allowable base claim 1 and because

each claim includes limitations that are not taught or

suggested in the cited references.
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The application is submitted to be in condition for

allowance, and such action is respectfully requested.

Respectfully submitted,

FASTH LAW OFFICES

/rfasth/ aaaSSS
Rolf Fasth

Registration No. 36,999

ATTORNEY DOCKET NO. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301

Telephone: (910) 687-0001
Facsimile: (910) 295-2152

cc: Lisbeth Soderman, IprBox
(Your ref: S00051US)
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DETAILED ACTION

lL. A request for continued examination under 37 CFR 1.114, including the fee set forth in

37 CFR 1.17(e), was filed in this application after final rejection. Since this application is

eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e)

has been timely paid, the finality of the previous Office action has been withdrawnpursuantto

37 CFR 1.114. Applicant's submission filed on 01/03/2008 has been entered.

2. Theoffice action is in replay to an amendment filed on 01/03/2008. Claim | has been

amended. Claims 1-10 are pending.

Response to Arguments

3. Applicant's arguments with respect to claim 1-10 have been considered but are mootin

view of the new ground(s) of rejection.

Claim Rejections - 35 USC § 103

4 The following is a quotation of 35 U.S.C. 103(a) which formsthe basis forall

obviousnessrejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 ofthis title, if the differences between the subject matter sought to be patented and the prior art ate
suchthat the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
mannerin which the invention was made.

5. Claims 1-10 are rejected under 35 U.S.C. 103(a) as being unpatentable over Ala-Laurila

et al (hereinafter referred as Ala) US Patent No 6,587,680 B1 in view of Aura et al(hercinafter

referred as Aura) US Pub No 2003/0166397.
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6. As per claim |; Ala discloses a method for ensuring secure forwarding of a message in a

telecommunication network, having at least one mobile terminal and another terminal, the

method comprising:

a) establishing a secure connection betweena first address of the mobile terminal and the

other terminal and first address of the other terminal, the secure connection defined byatleast

the addresses of the two terminals(col 8 lines 1-22 and Fig 2),

b) the mobile terminal moving from thefirst address of the mobile terminal to a second

address(See col 8 lines 6-9 and Fig 2)

Ala does not explicitly teach c) while at the second address, the mobile terminal sending

a request message to the first address of the other terminal to request the other terminal to change

the secure connection to be defined between the second address and the first address of the other

terminal, and the other terminal, whileat the first address of the other terminal, changing and

address definition of the other terminal, changing and address definition of the secure connection

from the first address to the second address.

However Aura discloses c) while at the second address, the mobile terminal sending a

request messageto the first address of the other terminal to request the other terminal to change

the previously established secure connection to be defined between the second address and the

first address of the other terminal, and the other terminal, while at the first address of the other

terminal, changing and address definition of the other terminal, changing and address definition

of the previously established secure connection from thefirst address to the second address(See

0039,0041).
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Therefore it would have been obvious to one having ordinary skill in the art at that time

the invention was made to modify the teaching method of Aura within Ala method morder to

provide authentication and access to reduce the service latency when a mobile unit moves

between a first base station and a second basestation. (Sec Aura 0010).

7. As per claim 2: the combination ofAla and Aura disclose the method wherein, the

secure connectionis established in step a) by forming a Security Association (SA) using the

IPSec protocols (See Ala col 5 lines 27-36 and Fig 2).

8. As per claim 3: the combination of Ala and Aura disclose the method wherein that in step

c) a reply back to the mobile terminalis sent from the other terminal after the request from the

mobile terminal to change the address (See Ala Fig 2 and col 5 lines 43-50).

9. As per claim 4: the combination of Ala and Aura disclose the method wherein the

registration request and/or the reply message is encrypted and/or authenticated by using the same

SA already established (See Ala col 8 lines 1-22 and Fig 2).

10. As per claim 5: the combination of Ala and Aura disclose the method wherein the change

of addresses in the secure connection as a result of the request message is performed by means of

a central register of current address of the terminals belonging to the network (See Ala col 8 lines

17-22).

11. As per claim 6: the combination of Ala and Aura disclose the method wherein the method

further comprises the other terminal sending back a replay message to the mobile terminal at the

second address to confirm address change(See Aura See 0039,0041),
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12. As per claim 7; the combination of Ala and Aura disclose the method wherein the mobile

terminal and the other terminal forms an end-to-end connection whereby the secure connection is

an IPSec transport connection or IPSec tunnel connection (See Ala Fig 2 [Psec tunneling, SA

Parameter),

13. As per claim 8: the combination of Ala and Aura disclose the method wherein one ofor

both of the mobile terminal and the other terminal is a security gateway protecting one or more

computers, whereby IPSec tunnel mode or IPSec together with a tunneling protocol is used for

the secure connection between the mobile terminal and the other terminal (See Ala Fig? IPsec

tunneling, SA Parameter).

14. As per claim 9: the combination of Ala and Aura disclose the method wherein both

terminals are mobile terminals (See Ala col 8 lines 17-22 and Fig 2).

15, As per claim 10: the combination of Ala and Aura disclose the method further comprises

providing a central register of current locations of the terminals belonging to the network (See

Ala col 7 lines 46-67).

Conclusion

16. The priorart made of record and not relied upon is considered pertinent to applicant's

disclosure. See PTO 892.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Fikremariam Yalew whose telephone numberis 5712723852.

The examiner can normally be reached on 9-5.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Moazzami Nasser can be reached on 571-272-4195. The fax phone numberfor the

organization where this application or proceedingis assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

Fikremariam Yalew Art Unit 2136

03/10/2007
FA

/Nasser G Moazzami/

Supervisory Patent Examiner, Art Unit 2136
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2136

Sami Vaarala, Antti Nuopponen

Serial No. 10/490, 932

Filed: 22 November 2004

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF
MESSAGES

Examiner: Yalew, Fikremariam A

Date: 30 April 2008

ATTORNEY DOCKET NO. 290.1052USN

AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

This is in response to the Office action of 17

March, 2008. Please amend the above-identified patent

application as follows:
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In the Claims:

Amend the claims as follows:

1. (Previously presented) A method for ensuring secure

forwarding of a message in a telecommunication network, having

at least one mobile terminal and another terminal, the method

comprising:

a) establishing a secure connection between a first address of

the mobile terminal and a first address of the other terminal,

the secure connection defined by at least the addresses of the

two terminals,

b) the mobile terminal moving from the first address of the

mobile terminal to a second address, and

c) while at the second address, the mobile terminal sending a

request message to the first address of the other terminal to

request the other terminal to change the secure connection

to be defined between the second address and the first address

of the other terminal, and

the other terminal, while at the first address of the other

terminal, changing an address definition of the secure

connection from the first address to the second address.

2. (Previously presented) The method of claim 1, wherein the

secure connection is established in step a) by forming a

Security Association (SA) using IPSec protocols.

3. (Previously presented) The method of claim 1, wherein in

step c) a reply back to the mobile terminal is sent from the

other terminal after the request from the mobile terminal to

change the address.

4, (Previously presented) The method of claim 1, wherein the

registration request and/or the reply message is encrypted
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and/or authenticated by using the same SA already established.

5. (Previously presented) The method of claim 1, wherein the

change of addresses in the secure connection as a result of

the request message is performed by means of a central

register of current address of the terminals belonging to the

network.

6. (Previously presented) The method of claim 1 wherein the

method further comprises the other terminal sending back a

reply message to the mobile terminal at the second address to

confirm the address change.

7. (Previously presented) The method of claim 6, wherein the

mobile terminal and the other terminal forms an end-to-end

connection whereby the secure connection is an IPSec transport

connection or IPSec tunnel connection,

8. (Previously presented) The method of claim 6, wherein one

of or both of the mobile terminal and the other terminal is a

security gateway protecting one or more computers, whereby

IPSec tunnel mode or IPSec together with a tunneling protocol

is used for the secure connection between the mobile terminal

and the other terminal.

9, (Previously presented) The method of claim 6, wherein both

terminals are mobile terminals.

10. (Previously presented) The method of claim 9, wherein the

method further comprises providing a central register of

current locations of the terminals belonging to the network.
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REMARKS

Reconsideration of the application is respectfully

requested. Claims 1-10 were rejected under Section 103 as

being obvious over Ala-Laurila in view of Aura.

Aura (US Publication Number 2003/0166397) was filed

4 March 2002. The current application is based on

PCT/FI02/00770 that was filed on 27 September 2002 and claims

priority from Finnish Patent Application No. 20011910, filed 28

Sept. 2001. Attached is a copy of the combined declaration

that confirms that the priority back to 28 September 2001 was

claimed. PCT/FI02/00770 was filed within 12 months from the

filing date of the corresponding Finnish priority Patent

Application. Applicants are therefore entitled to the priority

filing date of 28 September 2001 which is clearly before the

filing date (4 March 2002) of the cited Aura reference. It is

therefore submitted that Aura is not a prior art document.

Therefore, it is submitted that claims 1-10 are

allowable over the cited reference and that the obviousness

rejection should be withdrawn.
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The application is submitted to be in condition for

allowance, and such action is respectfully requested.

Respectfully submitted,

FASTH LAW OFFICES

/rfasth/
Rolf Fasth

Registration No. 36,999

ATTORNEY DOCKET NO. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301

Telephone: (910) 687-0001
Facsimile: (910) 295-2152

cc: Lisbeth Soderman, IprBox
(Your ret: $000510S)
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COMBINED DECLARATION AND POWER OF ATTORNEY
FOR PATENT APPLICATION

As a below named inventor, I hereby declare that:

My residence, post office address and citizenship are as
stated below next to my name.

I believe I an original, first and joint inventor of the
subject matter which is claimed and for which a patent is sought
on the invention entitled METHOD AND NETWORK FOR ENSURING SECURE
FORWARDING OF MESSAGES, the specification of which was filed as
International Patent Application No. PCT/FIO2/00770, on 27
September 2002.

I hereby state that I have reviewed and understand the
contents of the above-identified specification, including the
claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose information that is
material to the patentability of this application in accordance
with Title 37, Code of Federal Regulations, § 1.56(a). If this is
a continuation-in-part application filed under the conditions
specified in 35 U.S.C. § 120 which discloses and claims subject
matter in addition to that disclosed in the prior copending
application, I further acknowledge the duty to disclose material
information as defined in 37 CFR §1.56(a) which occurred between
the filing date of the prior application and the national or PCT
international filing date of the continuation-in-part application.

I hereby claim foreign priority benefits under Title 35,
United States Code, § 119 of any foreign application(s) for patent
or inventor's certificate listed below and have also identified
below any foreign application for patent or inventor's certificate
having a filing date before that of the application on which
priority is claimed:

Prior Foreign Application (s) Priority
Claimed

20011910 Finland 28 Sept. 2001 Ey) fa
(Number) (Country) (Day/Month/Year) Yes No
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claim the benefit under Title 35, United States
Code, Sashot aes United States application(s) listed below a
insofar as the subject matter of each of the claims of this
application is not disclosed in the prior United States application
in the manner provided by the first paragraph of Title 35, United
States Code, § 112, I acknowledge the duty to disclose material
information as defined in Title 37, Code of Federal Regulations,
§ 1.56(a) which occurred between the filing date of the prior
application and the national or PCT international filing date of
this application:

(not applicable) (n/a) (not_applicable)
(Application Serial No.) (Filing Date) (Status: patented,

pending, abandoned)

The undersigned hereby authorizes Rolf Fasth, the U.S.
attorney named herein, to accept and follow instructions from
Innopat Ltd. as to any action to be taken in the Patent
and Trademark Office regarding this application without direct
communication between Rolf Fasth and the undersigned. In the event
of a change in the persons from whom instructions may be taken,
Rolf Fasth will be so notified by the undersigned.

I hereby appoint Rolf Fasth, Registration No. 36,999, to
prosecute this application, to file a corresponding international
application, and to transact all business in the Patent and
Trademark Office connected therewith.

Address all telephone calls to Rolf Fasth at telephone
number (602) 993-9099; fax number (602) 942-8364.

Address all correspondence to;

Rolf Fasth

FASTH LAW OFFICES
629 E. Boca Raton

Phoenix, AZ 85022

I hereby declare that all statements made herein of my own
knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements
were made with the knowledge that willful false statements and the
like so made are punishable by fine or imprisonment, or both, under
Section 1001 of Title 18 of the United States Code and that such

willful false statements may jeopardize the validity of the
application or any patent issued thereon.

NECTARATION -— PAGE 2 OF 3
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Full name of first joint inventor: Sami Vaarala

cee Jueotis
Date

Inventor's signature

Residence: Helsinki, Finland 

 
Citizenship: Finland CATER INRINNE §RRF

oa OAbCOe ESPOO
FIN-00530—Htetstnet—Pins

Full name of second joint inventor: Antti Nuopponen

Inventor's signature MA Wn MO. s-205Y
Date

Post Office address:

Residence: Espoo, Finland

Citizenship: Finland

Post Office address: Kaksoiskiventie 7-9 Al

FIN-02760 Espoo, Finland

weeeeee _ = as =
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of
Art Unit 2136

Sami Vaarala, Confirmation No. 2427
Antti Nuopponen

CERTIFICATE OF MATLING

Serial No. 10/490,932
T HEREAY CERTIFY THAT THIS PAPER AND THE DOCUMENTS

Filed: 22 November 2004 REFERRED TO AS BEING ATTACHED OR ENCLOSED HEREWITH
ARE BEING SUBMITTED ELECTRONICALLY TO THE UNITED

For: METHOD AND NETWORK FOR STATES PATENT AND TRADEMARK OFFICE ON 30 April
ENSURING SECURE FORWARDING OF 2008.
MESSAGES

/rfasth/
Examiner: Fikremariam A Yalew

Rolf Fasth

Date: 30 April 2008 Attorney for Applicant

TRANSMITTAL LETTER

ELECTRONIC SUBMISSION

COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, VA 22313-1450

Enclosed for filing in the above-referenced application are the
following:

(X) Response to Office Action dated 17 March 2008.
(X) Copy of previously submitted Combined Declaration and Power

of Attorney.
(X) The Commissioner is hereby authorized to charge any fees

which may be required in connection with the filing of this
correspondence, or credit over-payment, to Account
No. 06-0243.

Respectfully submitted,

FASTH LAW OFFICES 

/riasth/
 

Rolf Fasth

Registration No. 36,999

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, North Carolina 28387-4301
Telephone: 910-687-0001
Facsimile: 910-295-2152

Attorney Docket No. 290.1052USN
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2136

Sami Vaarala, Antti Nuopponen

Serial No. 10/490, 932

Filed: 22 November 2004

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF

MESSAGES

Examiner: Yalew, Fikremariam A

Date: 20 May 2008

ATTORNEY DOCKET NO. 290.1052USN

SUPPLEMENTAL AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

This is in response to the Office action of 17

March, 2008 and a supplement to the amendment filed 30 April

2008. Please amend the above-identified patent application as

Eollows:
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In the Claims:

Amend the claims as follows:

1. (Previously presented) A method for ensuring secure

forwarding of a message in a telecommunication network, having

at least one mobile terminal and another terminal, the method

comprising:

a) establishing a secure connection between a first address of

the mobile terminal and a first address of the other terminal,

the secure connection defined by at least the addresses of the

two terminals,

b) the mobile terminal moving from the first address of the

mobile terminal to a second address, and

c) while at the second address, the mobile terminal sending a

request message to the first address of the other terminal to

request the other terminal to change the secure connection

to be defined between the second address and the first address

of the other terminal, and

the other terminal, while at the first address of the other

terminal, changing an address definition of the secure

comnection from the first address to the second address.

2. (Previously presented) The method of claim 1, wherein the

secure connection is established in step a) by forming a

Security Association (SA) using IPSec protocols.

3. (Previously presented) The method of claim 1, wherein in

step c) a reply back to the mobile terminal is sent from the

other terminal after the request from the mobile terminal to

change the address.

4. (Previously presented) The method of claim 1, wherein the

registration request and/or the reply message is encrypted
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and/or authenticated by using the same SA already established.

5. (Previously presented) The method of claim 1, wherein the

change of addresses in the secure connection as a result of

the request message is performed by means of a central

register of current address of the terminals belonging to the

network.

6. (Previously presented) The method of claim 1 wherein the

method further comprises the other terminal sending back a

reply message to the mobile terminal at the second address to

confirm the address change.

7. (Previously presented) The method of claim 6, wherein the

mobile terminal and the other terminal forms an end-to-end

connection whereby the secure connection is an IPSec transport

connection or IPSec tunnel connection.

8. (Previously presented) The method of claim 6, wherein one

of or both of the mobile terminal and the other terminal is a

security gateway protecting one or more computers, whereby

IPSec tunnel mode or IPSec together with a tunneling protocol

is used for the secure connection between the mobile terminal

and the other terminal.

9. (Previously presented) The method of claim 6, wherein both

terminals are mobile terminals.

10. (Previously presented) The method of claim 9, wherein the

method further comprises providing a central register of

current locations of the terminals belonging to the network.
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REMARKS

Reconsideration of the application is respectfully

requested. Claims 1-10 were rejected under Section 103 as

being obvious over Ala-Laurila in view of Aura.

Aura (US Publication Number 2003/0166397) was filed

4 March 2002. The current application is based on

PCT/FI02/00770 that was filed on 27 September 2002 and claims

priority from Finnish Patent Application No. 20011910, filed 28

Sept. 2001. Attached is a copy of the combined declaration

that confirms that the priority back to 28 September 2001 was

claimed. PCT/FI02/00770 was filed within 12 months from the

filing date of the corresponding Finnish priority Patent

Application. Applicants are therefore entitled to the priority

filing date of 28 September 2001 which is clearly before the

filing date (4 March 2002) of the cited Aura reference. It is

therefore submitted that Aura is not a prior art document.

Even if Aura is considered to be prior art, it is

submitted that the currently claimed invention is not obvious

over Ala-Laurila in view of Aura.

Ala-Laurila merely discloses a conventional system

for transferring a security association during a mobile

terminal handover. This means the mobile terminal is moved

from a first address to a second address and a new access

point is established between the mobile-terminal at the second

address that belongs to a new coverage area of the new access

point. Ala-Laurila’s system requires a change of the location

of both the mobile terminal and the access points. The

original access point is not really used by the mobile

terminal while at the second address.

Aura does not cure these deficiencies. Aura is yet

another reference that merely discloses a system in which a

mobile station changes access point i.e. changes to be served

by a new base station. For example, the abstract explains

that the mobile node moves between a first base station anda
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second base station. Aura is really about a new and easier

way of re-authentication when the physical access point is

changed. This is completely different from using the same

secure connection and changing the address definition of the

same secure connection, as required by claim 1. It should be

noted that the present invention does not really require the

mobile station to physically move from one base station to

another base station to trigger the address change. The

address change could take place even if the mobile station is

Stationary but when, for example, the network is changed from

a wireless WLAN to a wired Ethernet, while using the same

secure connection connected between the same mobile station

and the same base station. In contrast, Aura requires that

the secure connection is changed to be between the mobile

terminal and a new base station.

The Examiner refers to paragraphs 0039, 0041 of Aura

that states that the first and second base station may be the

same base station at different points in time. A detector

module in the mobile node detects that the communication has

been terminated due to, for example, electromagnetic

interference or shielding, loss of power by either the base

station of the mobile node. The mobile station can re-

establish its connection with the base station and gain

credential authenticated access through the base station

without experiencing the delay originating from full

authentication.

It is respectfully submitted that this has nothing

to do with changing the address definition from a first

address to a second address within the same secure connection.

It merely describes an easier way to re-authenticate the

secure connection that occurs at two different points in time.

Applicants fails to see why a person of ordinary

skill in the art would look to Ala-Laurila, Aura and the other

cited references to learn about the features of the amended

claim 1 when such features are completely missing in the cited
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references. All the cited references fail to teach or suggest

the step of the mobile terminal, while at the second address,

sending a request message to the first address of the other

terminal to request the other terminal to change the secure

connection to be defined between the second address of the

mobile terminal and the first address of the other terminal.

As indicated above, Aura merely discloses a way of re-

establishing the authentication without experiencing the delay

originating from full authentication (see paragraph 0039)

which is distinctly different from changing the address from

the first address to the second address in the same secure

connection.

Even if Ala-Laurila 1s combined with Aura, although

such combination is not taught or suggested by the cited

references, all of the limitations of the claims are not

satisfied. It is submitted that the cited references fail to

teach or suggest:

1) While at the second address, the mobile terminal

sending a request message to the first address of the other

terminal to change the secure connection to be defined between

the second address of the mobile terminal and the first

address of the other terminal, and

2) The other terminal, at the first address of the

other terminal, changing an address definition of the secure

connection from the first address of the mobile terminal to

the second address of the mobile terminal.

It is submitted that Ala-Laurila, Aura and the other

cited references would require extensive modifications that

are not taught or suggested, to meet the requirements of the

amended claim 1. It is also submitted that those

modifications are not obvious since Ala-Laurila completely

fails to teach or suggest the required modifications.

In view of the above, it is submitted that the

amended claim 1 is allowable.

Claims 2-10 are submitted to be allowable because
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the claims depend upon the allowable base claim 1 and because

each claim includes limitations that are not taught or

suggested in the cited references.

Therefore, it is submitted that claims 1-10 are

allowable over the cited reference and that the obviousness

rejection should be withdrawn.

The application is submitted to be in condition for

allowance, and such action is respectfully requested.

Respectfully submitted,

FASTH LAW OFFICES

/rfasth/
Rolf Fasth

Registration No. 36,999

ATTORNEY DOCKET NO. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301

Telephone: (910) 687-0001
Facsimile: (910) 295-2152

cc: Lisbeth Soderman, IprBox
(Your ref: S00051US)
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of
Art Unit 2136

Sami Vaarala, Confirmation No. 2427
Antti Nuopponen

CERTIFICATE OF MATLING

Serial No. 10/490,932
T HEREBY CRRTIFY THAT THIS PAPER AND THE DOCUMENTS

Filed: 22 November 2004 REFERRED TO AS BEING ATTACHED OR ENCLOSED HEREWITH
ARE BEING SUBMITTED ELECTRONICALLY TO THE UNITED

For: METHOD AND NETWORK FOR STATES PATENT AND TRADEMARE OTFICE ON 21 May 2008.
ENSURING SECURE FORWARDING OF

MESSAGES /rfasth/

Examiner: Yalew, Fikremariam A Rolf Fasth

Attorney for Applicant
Date: 21 May 2008

TRANSMITTAL LETTER

ELECTRONIC SUBMISSION

COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, VA 22313-1450

Enclosed for filing in the above-referenced application are the
following:

(X) Response to Office Action dated 17 March 2008.
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Application No. Applicant(s)

10/490,932 VAARALA ET AL.

Office Action Summary Examiner Art Unit
Fikremariam Yalew 2136Lsee|

~ The MAILING DATEof this communication appears on the cover sheet with the correspondence address -
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVERIS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.
- Extensions of time may be available under the provisions of 37 CFR 1,136(a). Inno event, however, may a reply be timely filed

after SIX (6) MONTHSfrom the mailing date of this communication.
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C, § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
eamed patent term adjustment, Sea 37 CFR 1.704(b).

Status

1)E] Responsive to communication(s) filed on 21 May 2008.
2a)_] This action is FINAL. 2b)X] This action is non-final.

3)L] Sincethis application is in condition for allowance exceptfor formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)EX] Claim(s) 7-10 is/are pendingin the application.

4a) Of the above claim(s) is/are withdrawn from consideration.

5)L] Claim(s) is/are allowed.
6)E] Claim(s) 1-10 is/are rejected.
7)L] Claim(s)____ is/are objected to.

8)LJ Claim(s)___ are subjectto restriction and/or election requirement.

Application Papers

9)_] The specification is objected to by the Examiner.
10)D The drawing(s) filed on is/are: a) accepted or b)[] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d),

11)C The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)L] Acknowledgmentis made ofa claim for foreign priority under 35 U.S.C. § 119(a)-(d) or(f).
a)_JAll )L_] Some * c)[-] Noneof:

1.L] Certified copies of the priority documents have been received.
2..] Certified copies of the priority documents have been received in Application No.
3.0 Copiesofthe certified copies of the priority documents have been receivedin this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) BX] Notice of References Cited (PTO-892) 4) [] Interview Summary (PTO-413)
2) [-] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) [[] Information Disclosure Statement(s) (PTO/SB/08) 5) (] Notice of Informal Patent Application

Paper No(s)/Mail Date . 6) [_] Other:
U.S, Patent and Trademark Office

PTQOL-326 (Rev, 08-06) Office Action Summary Part of Paper No./Mail Date 20080924
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Application/Control Number: 10/490,932 Page 2

Art Unit: 2136

DETAILED ACTION

l. The office action is in replay to an amendmentfiled on 05/21/2008. Claims 1-10 are

pending.

Response to Arguments

2. Applicant's arguments with respect to claims 1-10 have been considered but are moot in

view of the new ground(s)of rejection.

Claim Rejections - 35 USC § 103

3. The following is a quotation of 35 U.S.C. 103(a) which formsthe basis forall

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 ofthis title, if the differences between the subject matter sought to be patented andthe prior art are
such that the subject matter as a whole would have been obvious al the Lime the invention was made to a person
having ordinary skill in the arl lo which said subject matter pertains. Patentability shall not be negatived by the
mannerin which the invention was made.

4, Claims 1-10 are rejected under 35 U.S.C. 103(a) as being unpatentable over Ala-Laurila

et al (hereinafter referred as Ala) US Patent No 6,587,680 B1 in view of Ishiyamaet

al(hereinafter referred as Aura) US Patent No 6,904,466 BI.

5. As per claim 1; Ala discloses a method for ensuring secure forwarding of a message in a

telecommunication network, having at least one mobile terminal and another terminal, the

method comprising:
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Art Unit: 2136

a) establishing a secure connection betweena first address of the mobile terminal and the

other terminal and first address of the other terminal, the secure connection defined by at least

the addresses of the two terminals(col § lines 1-22 and Fig 2),

b) the mobile terminal moving from the first address of the mobile terminal to a second

address(See col 8 lines 6-9 and Fig 2)

Ala does not explicitly teach c) while at the second address, the mobile terminal sending

a request messageto the first address of the other terminal to request the other terminal to change

the secure connection to be defined between the second address and the first address of the other

terminal, and the other terminal, while at the first address of the other terminal, changing and

address definition of the other terminal, changing and address definition of the secure connection

from the first address to the second address.

HoweverIshiyamadiscloses c) while at the second address, the mobile terminal sending

a request messageto the first address of the other terminal to request the other terminal to change

the previously established secure connection to be defined between the second address and the

first address of the other terminal, and the other terminal, while at the first address of the other

terminal, changing and address definition of the other terminal, changing and address definition

of the previously established secure connection from the first address to the second address(See

col 6 lines 13-23,col 6line 54 through col 7 line 23,col I] line 29-58).

Therefore it would have been obvious to one having ordinary skill in the art at that time

the invention was made to modify the teaching method of Ishiyama within Ala method inorderto

providing a sufficient level of security.
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6. As per claim 2: the combination of Ala and Ishiyama disclose the method wherein, the

secure connection is established in step a) by forming a Security Association (SA) using the

IPSec protocols (See Ala col 5 lines 27-36 and Fig 2).

7. As per claim 3: the combination of Ala and Ishiyama disclose the method wherein that in

step c) areply back to the mobile terminal is sent from the other terminalafter the request from

the mobile terminal to change the address (See Ala Fig 2 and col 5 lines 43-50).

&. Asper claim 4: the combination of Ala and Ishiyama disclose the method wherein the

registration request and/or the reply message is encrypted and/or authenticated by using the same

SA already established (See Ala col 8 lines 1-22 and Fig 2).

DY As per claim 5: the combination of Ala and Ishiyama disclose the method wherein the

change of addresses in the secure connection as a result of the request message is performed by

means of a central register of current address of the terminals belonging to the network (See Ala

col 8 lines 17-22),

10. As per claim 6: the combination of Ala and Ishiyama disclose the method wherein the

method further comprises the other terminal sending back a replay message to the mobile

terminal at the second address to confirm address change(See Ishiyama col 2 line 63 throughcol

3 line 14).

11. As per claim 7: the combination of Ala and Ishiyama disclose the method wherein the

mobile terminal and the other terminal forms an end-to-end connection whereby the secure

connection is an IPSec transport connection or [PSec tunnel connection (See Ala Fig 2 IPsec

tunneling, SA Parameter).
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12. As per claim 8: the combination of Ala and Ishiyama disclose the method wherein one of

or both of the mobile terminal and the other terminal is a security gateway protecting one or

more computers, whereby IPSec tunnel mode or IPSec together with a tunneling protocol is used

for the secure connection between the mobile terminal and the other terminal (Sce Ala Fig2

IPsec tunneling, SA Parameter).

13. As per claim 9: the combination of Ala and Ishiyama disclose the method wherein both

terminals are mobile terminals (See Ala col 8 lines 17-22 and Fig 2).

14. As per claim 10: the combination of Ala and Ishiyama disclose the method further

comprises providing a central register of current locations of the terminals belonging to the

network (See Ala col 7 lines 46-67).

Conclusion

15. The prior art made of record and notrelied upon is considered pertinent to applicant's

disclosure. See PTO 892.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Fikremariam Yalew whose telephone numberis 5712723852.

The examiner can normally be reached on 9-5.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Moazzami Nasser can be reached on 571-272-4195. The fax phone numberfor the

organization where this application or proceedingis assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

Fikremariam Yalew /Nasser G Moazzami/

09/24/2008 Supervisory Patent Examiner, Art Unit
FA 2136
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2136

Sami Vaarala, Antti Nuopponen

Serial No. 10/490, 932

Filed: 22 November 2004

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF

MESSAGES

Examiner: Yalew, Fikremariam A

Date: 19 December 2008

ATTORNEY DOCKET NO. 290.1052USN

AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

This is in response to the Office action of 26

September, 2008. Please amend the above-identified patent

application as follows:
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In the Claims:

 Amend the claims as follows:

 
1. (Currently amended) A method for ensuring secure forwarding

of a message in a telecommunication network, having at least

one mobile terminal and another terminal and a security

gateway therebetween, the method comprising:

a) establishing a secure connection between a first address of

the mobile terminal and an €+*s* address of the security

gateway estherterminal, the secure connection defined by at

least the addresses of the mobile terminal and the security

gateway =ve—testinseats,

b) the mobile terminal changing mestee from the first address

efhemobiteterminat to a second address, and

c) while at the second address, the mobile terminal sending a

request message to the #+*®s+ address of the security gateway

sthesSestinet to request the security gateway sthes—-essiset

to change the secure connection to be defined between the

second address and the #t+*st address of the security gateway

ethertermine, and

in response to the request message from the mobile terminal,

the security gateway ethererminetLahitesttherset

address—o=tthe—_sctherterminal, changing an address definition

of the secure connection from the first address to the second

 

address, and

the mobile terminal sending a secure message in the secure

connection from the second address of the mobile terminal to 

the other terminal via the security gateway.

2. (Previously presented) The method of claim 1, wherein the

secure connection is established in step a) by forming a

Security Association (SA) using IPSec protocols.
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3. (Currently amended) The method of claim 1, wherein in step

c) a reply back to the mobile terminal is sent from the

security gateway seekertesminet after the request from the

mobile terminal to change the address.

4, (Currently amended) The method of claim 2 4+, wherein the

Segistratien request message and/or tke a reply message is

encrypted and/or authenticated by using the same SA already

established.

5. (Canceled)

6. (Currently amended) The method of claim 1 wherein the

method further comprises the security gateway ethes—-+erminat

sending back a reply message to the mobile terminal at the

second address to confirm the address change.

7. (Currently amended) The method of claim 6, wherein the

mobile terminal and the other terminal feems form an end-to-

end connection whereby the secure connection is an IPSec

transport connection or IPSec tunnel connection.

8. (Currently amended) The method of claim 6, wherein ese—<6=

  

tPpsSee—unnet_mede—orSee+egethersHt=k a tunneling protocol

is used for the secure connection between the mobile terminal

and the security gateway sthes+estise.

  

9. (Currently amended) The method of claim 6, wherein the

other terminal is a mobile terminal betheeenieetseomebiie

Ho

 

10. (Canceled)
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11. (New) A method for ensuring secure forwarding of a message

in a telecommunication network, having at least one mobile

terminal and another terminal and a security gateway

therebetween, the method comprising:

a) establishing a secure connection between a first address of

the mobile terminal and an address of the security gateway,

the secure connection defined by at least the addresses of the

mobile terminal and the security gateway,

b) the mobile terminal moving from the first address to a

second address, and

c) while at the second address, the mobile terminal sending a

request message to the address of the security gateway to

request the security gateway to change the secure connection

te be defined between the second address and the address of

the security gateway, and

the security gateway changing an address definition of the

secure connection from the first address to the second

address, and

the other terminal sending a secure message in the secure

connection to the second address of the mobile terminal via

the security gateway.
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REMARKS /ARGUMENTS

Reconsideration of the application is respectfully requested.

Claims 1-4 and 6-9 are pending in the present invention.

Claims 5 and 10 have been canceled to facilitate the

prosecution of the current application. Claim 11 has been

added to the application. No new matter has been added to the

application in this response.

1. Rejection of Claims 1-10 under 35 USC § 103 (a).
 

Claims 1-10 were rejected under Section 103 as being obvious

over Ala-Laurila in view of Ishiyama. This § 103 rejection is

respectfully traversed in part and overcome in part as

follows:

a. The Requisite Steps of Independent Claim 1 Are Neither

Taught Nor Suggested in the Cited Art.

The current amended claim 1 recites, among other method steps,

the mobile terminal sending a request message to the address

of the security gateway to request the security gateway to

change the secure connection to be defined between the second

address of the mobile terminal and the address of the security 
gateway and the mobile terminal sending a secure message in

the secure connection from the second address to the other 
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terminal via the security gateway. Such steps are not taught

or suggested in the cited references.

The Examiner states on page 3 of the Office action that Ala

fails to teach “..while at the first address of the other

terminal, changing an[d] address definition of the other 
terminal..” Similarly, the Examiner asserts of page 3 of the

Office action that Ishiyama teaches “changing an[d] address

definition of the other terminal.” This may be correct but it

is not what the original or the amended claim 1 requires.

Claim 1 requires the step of changing the address definition

of the secure connection and it is the address of the mobile

terminal (not the other terminal) that is changed from the

first address to the second address. Claim 1 has never

required the change of the address definition of the other

terminal.

More importantly, the amended claim 1 now requires sending the

request message to the security gateway to request the

security gateway to change the address definition of the

secure connection from the first address to the second address

and the mobile terminal sending a secure message in the secure

connection from the second address to the other terminal via

the security gateway. None of the cited references teaches

these steps. For example, Ishiyama merely teaches an updating

ef the mobile computer address and there is no teaching or
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suggestion of the correspondent being a security gateway for

another computer. There is only correspondence between the

correspondent and the mobile terminal. In claim 1, Ishiyama

teaches that the packet is sent directly to the correspondent.

 
In the abstract and other places in the detailed description,

Ishiyama teaches that the use of a home agent (third computer)

should be avoided so that the correspondence can be made

directly between the end-to-end connection of the mobile

terminal and the correspondent.

The cited references are void any discussion of teaching of a

security gateway changing the address definition from the

first address to the second address of a mobile terminal in

response to the request message from the mobile terminal and

the mobile terminal sending a secure message in the secure

connection from the second address to the other terminal via

the security gateway. Ishiyama merely teaches an end-to-end

connection between two computers (mobile computer and

correspondent). Both references completely fail to teach

sending the request message to the security gateway and while

at the second address the mobile terminal sending a secure

message in the secure connection to the other terminal via the

security gateway.

Tt is submitted that Ala and Ishiyama completely fail to teach

er suggest the above-outlined steps. Accordingly, the
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combination of the cited references fails to teach, suggest or

provide motivation or incentive for this aspect of the

invention. Therefore, the rejection of claim 1 under § 103 (a)

is improper, and should be removed.

b. Prima Facie Support for Combination Under § 103 Not
 

Provided

Even assuming arguendo that the requisite method steps of

claim 1 are shown by the combination of Ala and Ishiyama,

 prima facie support for combining the references, according to

the requirements as set forth in M.P.E.P. § 2142 has not been

provided in the present Office Action.

As provided in M.P.E.P. § 2142, the Supreme Court in KSR

International v. Teleflex Inc., 82 USPQ2d 1385, 1396 (2007)

specified that the analysis supporting a rejection under 35

U.S.C. § 103 should be made explicit. “[R]ejections on

obviousness cannot be sustained with mere conclusory

statements; instead, there must be some articulated reasoning

with some rational underpinning to support the legal

conclusion of obviousness.” In re Kahn, 441 F.3dd 977, 988, 78

USPO2d 1329, 1336 (Fed. Cir. 2006). Furthermore, the Examiner

must make “explicit” this rationale of “the apparent reason to

combine the known elements in the fashion claimed,” including

a detailed explanation of “the effects of demands known to the
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design community or present in the marketplace” and “the

background knowledge possessed by a person having ordinary

skill in the art” (KSR, page 14).

The only rationale provided in support of the 103(a) rejection

of claim 1 is at the bottom of page 3 of the Office action,

which merely asserts it would have been obvious to modify the

teaching method of Ishiyama with Ala method in order to

“providing a sufficient level of security.” (emphasis added).
 

Thus, one benefit, or advantage of the modification is the

  only rationale provided in the Office Action in support of the

instant rejection.

However, merely stating that a benefit of the modification

exists, as done above, does not provide the “articulated

reasoning with some rationale underpinning to support the

legal conclusion of obviousness, required under KSR. By

definition, every patentable invention must be “beneficial” —

and arguendo every invention contemplates at least some new

benefit(s) in arriving at the invention - certainly this does

not render the benefit obvious or expected. Because every

modification or element has a corresponding use or benefit,

the above reasoning could be applied to any improvement. It

appears therefore that “hindsight construction” may have

perhaps played a role in arriving at the present ground for

rejection in the Office action - which though difficult
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perhaps to avoid in many cases, is nonetheless impermissible

in making a prima facie showing of obviousness.

According to M.P.E.P. 2142, “the examiner bears the initial

burden of factually supporting any prima facie conclusion of

obviousness. If the examiner does not produce a prima facie

case, the applicant is under no obligation to submit evidence

of nonobviousness.” Because a prima facie conclusion of

obviousness has not been provided in the present Office

Action, Applicants respectfully request reconsideration and

  
withdrawal of this ground for rejection as to claim 1, and any

additional remaining claims to the extent they may depend

therefrom.

c, Dependent Claims 2-4 and 6-9

Because dependent claims 2-4 and 6-9 depend from the allowable

independent claim 1, and as detailed above, their rejection is 
now moot. However, claims 2-4 and 6-9 also recite additional

characteristics that are not found in the cited art.

Accordingly, the rejection of claims 2-4 and 6-9 under §103(a)

is improper.

3, New claim 11

New claim 11 has been added. No new matter has been added to
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the claim. Claim 11 is submitted to be allowable for reasons

similar to the reasons put forth for the allowability of the

amended claim 1. More particularly, the cited references are

void any discussion of teaching of a security gateway changing

the address definition from the first address to the second

address and the other terminal sending a secure message in the 

secure connection to the second address of the mobile terminal

via the security gateway.
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4. Conclusion

Based on the foregoing, Applicants respectfully request that

the various grounds for rejection in the Office Action be

reconsidered and withdrawn with respect to the previously

amended form of the claims, and that a Notice of Allowance be

issued for the present application to pass to issuance.

In the event any further matters remain at issue with respect

to the present application, Applicants respectfully request

that the Examiner please contact the undersigned below at the

 
telephone number indicated in order to discuss such matter

prior to the next action on the merits of this application.

 Respectfully submitted,

FASTH LAW OFFICES

/rfasth/
Rolf Fasth

Registration No. 36,999

ATTORNEY DOCKET NO. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301

Telephone: (910) 687-0001
Facsimile: (910) 295-2152

ce: Lisbeth Soderman, Borenius
(Your ref: $00051US)
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DETAILED ACTION

I, Theoffice action is in replay to an amendmentfiled on 12/19/2008. Claims 1-4,6-9 and

11 have been amended, Claims 5,10 are canceled and claim 11] is new added. Claims 1-4,6-9,11

are pending.

Response to Arguments

2. Applicant's arguments with respect to claims 1-4,6-9,11 have been considered butare

mootin view of the new ground(s) of rejection.

Claim Rejections - 35 USC § 112

3. The following is a quotationofthefirst paragraph of 35 U.S.C. 112:
The specification shall contain a written description ofthe invention, and of the manner and process of making and using
il, in stich full, clear, concise, and exact terms as Lo enable any person skilled in the art to which it pertains, or with which
itis most nearly connected, to make and use the same and shall set forth the best mode contemplated by the inventor of
carrying out his invention.

4. Claims 1,11 are rejected under 35 U.S.C 112, first paragraph,as falling to comply with

the written description requirement. The claim(s) contains subject matter which was not

described in the specification in such a way as to reasonably convey to oneskilled in the relevant

art that the inventor(s), at the time the application was failed, had possession of the claimed

invention, The specification fails to mention or teach limitation c) while at the second address,

the mobile terminal sending a request messageto the address of the security gatewayto request

the security gateway to change the secure connection to be defined between the second

address and thefirst address of the security gateway and in response to the request

message from the mobile terminal changing an address definition of the secure connection

from the first address to the second address and the mobile terminal sending a secure

message in the secure connection from the second address of the mobile terminal to the
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other terminal via a security gateway as claims |,11.The applicant should explicitly explain

how the specification support the new added claim limitations suchas claim limitation C) as

recited above.

Claim Rejections - 35 USC § 103

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not idenucally disclosed or described as set forth in
section 102 ofthis title, if the differences between the subject matter sought to be patented and the priorart are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

6. Claims 1-4,6-9,11 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Ahonen(US Patent No 6,976,177 B2) in view of Luo et al(hereinafter referred as Luo) US Patent

No 7,146,428 B2.

a As per claims 1,11: Ahonen discloses a method for ensuring secure forwarding of a

message in a telecommunication network, having at least one mobile terminal and another

terminal and a security gateway there between, the method comprising:

a) establishing a secure connection betweena first address of the mobile terminal and the

other terminal! and an address ofthe security gateway, the secure connection defined by at |cast

the addresses of the mobile terminal and security gateway (See col 2 lines 11-30 and col 3 line

57 throughcol 4 line 1).

b) the mobile terminal changing from the first address to a second address(Sce col 9 lines

7-65); the mobile terminal sending a secure message in the secure connection from the second

address of the mobile terminal to the other terminal via the security gateway(See Fig 5 and col 2
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lines 11-37); and the mobile terminal the security gateway changing an address definition of the

secure connection from the first address to the second address(See col 2 lines 11-37 and col 9

lines 7-65).

Ahonnen does not explicitly teach while at the second address, the mobile terminal

sending a request messageto the first address of the address of the security gateway to request

the security gateway to change the secure connection to be defined between the second address

and the first address of the security gateway.

However Luo teaches while at the second address, the mobile terminal sending a request

messageto the first address of the address of the security gateway to request the security gateway

to change the secure connection to be defined between the second address and the first address of

the security gateway(See col 4 lines 35-67,col 5 lines 18-40 and col 6 lines 40-57) and in

response to the request message from the mobile terminal the security gateway changing an

address definition of the secure connection from thefirst address to the second address (See col 4

lines 35-67,col 5 lines 18-40 and col 6 lines 40-57).

Therefore it would have been obvious to one having ordinary skill in the art at that time

the invention was made to modify the teaching method of Luo within Ahonen method inorder to

provide a secure communication method for allowing a mobile host to communicate with a

correspondent host over a VPN via a security gateway (See Ahonen col | lines 43-46).

6. As per claim 2: the combination of Ahonen and Luodisclose the method wherein, the

secure connection is established in step a) by forming a Security Association (SA) using the

[IPSec protocols (See Ahonen Fig 5 and col 8 lines 17-59).

0247



0248

Application/Control Number: 10/490,932 Page 5

Art Unit: 2436

7. As per claim 3: the combination of Ahonen and Luo disclose the method wherein that in

step c) a reply back to the mobile terminalis sent from the other terminal after the request from

the mobile terminal to change the address (See Luo col 4 lines 35-67,col 5 lines 18-40 and col 6

lines 40-57),

8. As per claim 4: the combination of Ahonen and Luo disclose the method wherein the

registration request and/or the reply message is encrypted and/or authenticated by using the same

SAalready established (See Ahonen col 2 lines 11-37 and Fig 5).

9. As per claim 6: the combination of Ahonen and Luo disclose the method wherein the

method further comprises the other terminal sending back a replay message to the mobile

terminal at the second address to confirm address change(See Luo col 4 lines 35-67,col 5 lines

18-40 and col 6 lines 40-57).

ll. As per claim 7: the combination of Ahonen and Luo disclose the method wherein the

mobile terminal and the other terminal forms an end-to-end connection whereby the secure

connection is an IPSec transport connection or IPSec tunnel connection (See Ahonen Fig 5).

12, As per claim 8: the combination of Ahonen and Luodisclose the method wherein one of

or both of the mobile terminal and the other terminalis a security gateway protecting one or

more computers, whereby IPSec tunnel mode or IPSec together with a tunneling protocol is used

for the secure connection between the mobile terminal and the other terminal (See Ahonen Fig

5).

13. As per claim 9: the combination of Ahonen and Luo disclose the method wherein both

terminals are mobile terminals (See Ahonen col | lines 43-53).

Conclusion
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15. Applicant's amendmentnecessitated the new ground(s) ofrejection presented in this

Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a),

Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE

MONTHSfrom the mailing date of this action, In the eventa first reply is filed within TWO

MONTHSofthe mailing date of this final action and the advisory action is not mailed until after

the end of the THREE-MONTHshortened statutory period, then the shortened statutory period

will expire on the date the advisory action is mailed, and any extension fee pursuant to 37

CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event,

however, will the statutory period for reply expire later than SIX MONTHSfrom the date ofthis

final action.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Fikremariam Yalew whose telephone numberis 5712723852.

The examiner can normally be reached on 9-5.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Moazzami Nasser can be reached on 571-272-4195. The fax phone numberfor the

organization where this application or proceeding is assigned is $71-273-8300.
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Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

Fikremariam Yalew /Nasser G Moazzami/

03/11/2009 Supervisory Patent Examiner, Art Unit
FA 2436
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2436

Sami Vaarala, Antti Nuopponen

Serial No. 10/490,932

Filed: 22 November 2004

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF

MESSAGES

Examiner: Yalew, Fikremariam A

Date: 30 April 2009

ATTORNEY DOCKET NO. 290.1052USN

AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

This is in response to the Office action of 16

March, 2009. Please amend the above-identified patent

application as follows:
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In the Claims:

Amend the claims as follows:

1. (Previously presented) A method for ensuring secure

forwarding of a message in a telecommunication network, having

at least one mobile terminal and another terminal and a

security gateway therebetween, the method comorising:

a) establishing a secure connection between a first address of

the mobile terminal and an address of the security gateway,

the secure connection defined by at least the addresses of the

mobile terminal and the security gateway,

b) the mobile terminal changing from the first address to a

second address, and

c) while at the second address, the mobile terminal sending a

request message to the address of the security gateway to

request the security gateway to change the secure connection

to be defined between the second address and the address of

the security gateway, and

in response to the request message from the mobile terminal,

the security gateway changing an address definition of the

secure connection from the first address to the second

address, and

the mobile terminal sending a secure message in the secure

connection from the second address of the mobile terminal to

the other terminal via the security gateway.

2. (Previously presented) The method of claim 1, wherein the

secure connection is established in step a) by forming a

Security Association (SA) using IPSec protocols.

3, (Previously presented) The method of claim 1, wherein in

step c) a reply back to the mobile terminal is sent from the

security gateway after the request from the mobile terminal to
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change the address.

4, (Previously presented) The method of claim 2, wherein the

request message and/or a reply message is encrypted and/or

authenticated by using the same SA already established.

5. (Canceled)

6. (Previously presented) The method of claim 1 wherein the

method further comprises the security gateway sending back a

reply message to the mobile terminal at the second address to

confirm the address change.

7. (Previously presented) The method of claim 6, wherein the

mobile terminal and the other terminal form an end-to-end

connection whereby the secure connection is an IPSec transport

connection or IPSec tunnel connection.

8. (Previously presented) The method of claim 6, wherein a

tunneling protocol is used for the secure connection between

the mobile terminal and the security gateway.

9. (Previously presented) The method of claim 6, wherein the

other terminal is a mobile terminal.

10. (Canceled)

11. (Original) A method for ensuring secure forwarding of a

message in a telecommunication network, having at least one

mobile terminal and another terminal and a security gateway

therebetween, the method comprising:

a) establishing a secure connection between a first address of

the mobile terminal and an address of the security gateway,

the secure connection defined by at least the addresses of the

mobile terminal and the security gateway,
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b) the mobile terminal moving from the first address to a

second address, and

c) while at the second address, the mobile terminal sending a

request message to the address of the security gateway to

request the security gateway to change the secure connection

to be defined between the second address and the address of

the security gateway, and

the security gateway changing an address definition of the

secure connection from the first address to the second

address, and

the other terminal sending a secure message in the secure

connection to the second address of the mobile terminal via

the security gateway.
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REMARKS

Reconsideration of the application is respectfully

requested. Claims 1 and 11 were rejected under Section 112.

It is submitted that support for the amendments can be found

on page 11, lines 27-29; page 15, lines 15-16;, page 17, lines

17-24; Claim 3; Figs. 4-5; Fig. 1; page 12, lines 12-14; and

page 15, lines 12-20. It is respectfully submitted that

claims 1 and 11 should conform to the requirements of Section

Lie.

Claims 1-4, 6-9 and 11 were rejected under Section

103 as being obvious over Ahonen in view of Luo.

Luo (US Patent No. 7,146,428) was filed 18 Nov. 2002

and claims priority back to US provisional patent application

no. 60/339,953, filed 12 December 2001. The current

application is based on PCT/FI02/00770 that was filed on 27

September 2002 and claims priority from Finnish Patent

Application No. 20011910, filed 28 September 2001. Attached is

a copy of the combined declaration that confirms that the

priority back to 28 September 2001 was claimed. PCT/FI02/00770

was filed within 12 months from the filing date of the

corresponding Finnish priority Patent Application. Applicants

are therefore entitled to the priority filing date of 28

September 2001 which is clearly before the filing date of the

priority document (12 December 2001) of the cited Luo

reference. It is therefore submitted that Luo is not a prior

art document.

Therefore, it is submitted that claims 1-4, 6-9 and

11 are allowable over the cited reference and that the

obviousness rejection should be withdrawn.
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The application is submitted to be in condition for

allowance, and such action is respectfully requested.

Respectfully submitted,

FASTH LAW OFFICES

/vfasth/

Rolf Fasth

Registration No. 36,999

ATTORNEY DOCKET NO. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301

Telephone: (910) 687-0001
Facsimile: (910) 295-2152

cc: Lisbeth Soderman, Borenius
(Your ref: S00051US)
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Attorney Docket No. 290.1052USN PATENT
RFiss 4/30/09

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of EXPEDITED PROCEDURE UNDER 37
CFR 1.114

Sami Vaarala, Art Unit 2436
Antti Nuopponen Confirmation No. 2427

Serial No. 10/490,932 CERITFPICATE -OF MATLING

Filed: 22 November 2004 I HEREBY CERTIFY THAT THIS PAPER AND THE DOCUMENTS
REFERRED To AS BEING ATTACHED OR ENCLOSED HEREWITH

For: METHOD AND NETWORK FOR ARE BEING SUBMITTEDELECTRONICALLY TO THE: UNTTED

ENSURING SECURE STATES PATENT AND TRADEMARK OFFICE ON 30 April
FORWARDING OF MESSAGES zoom,

Examiner: Fikremariam A. Yalew /cfasth/

Date: 30 April 2009 Rolf Fasth
Attorney for Applicant

TRANSMITTAL LETTER

ELECTRONIC SUBMISSION
COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, VA 22313-1450

Enclosed for filing in the above-referenced application are the
following:

(X) Response to Final Office Action dated 16 March 2009.
(X) The Commissioner is hereby authorized to charge any fees

which may be required in connection with the filing of this
correspondence, or credit over-payment, to Account
No. 06-0243,

Respectfully submitted,

FASTH LAW OFFICES

/rfiasth/
 
Rolf Fasth

Registration No. 36,999

Attorney Docket No. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301
Telephone: 910-687-0001
Facsimile: 910-295-2152
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* If the difference in column 1 is less than zero, enter “O"in column 2.

APPLICATION AS AMENDED — PARTII
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REMAINING NUMBER ADDITIONAL

04/30/2009 AFTER PREVIOUSLY FEE (5)AMENDMENT. PAID FOR
Total (27 cFR
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|Minus|

[_] Application Size Fee (37 CFR 1.16(¢))

3AMENDMENT
fz] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CER 1.16(j))

(Column 1) (Column 2) (Column 3)
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AMENDMENT
Total (37 cFR1 1éafi)

37 CFR |. 1éih})

[_] Application Size Fee (37 CFR 1.16(s))AMENDMENT
[J FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))

= lf the entry in column 1 is less than the entry in calumn 2, write “O" in column 3.
™ If the “Highest Number Previously Paid For" IN THIS SPACEis less than 20, enter “20"
“lf the “Highest Number Previously Paid For’ IN THIS SPACEisless than 3, enter?3”
The “Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is requirad by 37 CFR 1,16, The information is required to obtain or retain a benefit by the public whichis to file (and by the USPTO ta
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14, This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount oftime you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S,
Department of Commerce, P.O, Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMSTO THIS
ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

(fyou need assistance in completing the form, call 1-800-PTO-9799 and select option 2

Legal Instrument Examiner:
/Fennell A. Pearlie/
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Application No. Applicant(s)

10/490,932 VAARALA ET AL.

Office Action Summary Examiner Art Unit
Fikremariam Yalew 2436Lsee|

~ The MAILING DATEof this communication appears on the cover sheet with the correspondence address -
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLYIS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.
- Extensions of time may be available under the provisions of 37 CFR 1,136(a). Inno event, however, may a reply be timely filed

after SIX (6) MONTHSfrom the mailing date of this communication.
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C, § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
eamed patent term adjustment, Sea 37 CFR 1.704(b).

Status

1) Responsive to communication(s) filed on 30 April 2009.
2a)_] This action is FINAL. 2b)X] This action is non-final.

3)L] Sincethis application is in condition for allowance exceptfor formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)K] Claim(s) 7-4,6-9 and 11 is/are pendingin the application.

4a) Of the above claim(s) is/are withdrawn from consideration.

5)L] Claim(s) is/are allowed.
6)) Claim(s) 1-4,6-9,77is/are rejected.
7)L] Claim(s)____ is/are objected to.

8)LJ Claim(s)___ are subjectto restriction and/or election requirement.

Application Papers

9)_] The specification is objected to by the Examiner.
10)D The drawing(s) filed on is/are: a) accepted or b)[] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d),

11)C The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)L] Acknowledgmentis made ofa claim for foreign priority under 35 U.S.C. § 119(a)-(d) or(f).
a)_JAll )L_] Some * c)[-] Noneof:

1.L] Certified copies of the priority documents have been received.
2..] Certified copies of the priority documents have been received in Application No.
3.0 Copiesofthe certified copies of the priority documents have been receivedin this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) BX] Notice of References Cited (PTO-892) 4) [] Interview Summary (PTO-413)
2) [-] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) [[] Information Disclosure Statement(s) (PTO/SB/08) 5) (] Notice of Informal Patent Application

Paper No(s)/Mail Date . 6) [_] Other:
U.S, Patent and Trademark Office

PTQOL-326 (Rev, 08-06) Office Action Summary Part of Paper No,/Mail Date 200905111
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Application/Control Number: 10/490,932 Page 2

Art Unit: 2436

DETAILED ACTION

I. Theoffice action is in replay to an amendmentfiled on 04/30/2009, Claims 1-4, 6-9,11

are pending.

iB The examiner agree with the applicant’s argument that the prior art (Luo reference) filing

date is not good to use it as a prior art therefore the examiner withdrawsthe previousfinal

rejection and reopen the case. Also the examiner withdrawsthe previous 35 USC 112 first

rejection based on the applicant’s persuasive argument.

Claim Rejections - 35 USC § 103

3. Thefollowing is a quotation of 35 U.S.C. 103(a) which forms the basis forall

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not idenueally disclosed or described as set forth in
section 102 of this utle, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
mannerin which the invention was made.

4. Claims 1-4, 6-9,11 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Ahonen(US Patent No 6,976,177 B2) in view ofInoue et al(hereinafter referred as Inoue) US

Patent No 6,170,057 B1.

5. As per claims |,] 1: Ahonen discloses a method for ensuring secure forwarding of a

message in a telecommunication network, having at least one mobile terminal and another

termina! and a security gateway there between, the method comprising:

a) establishing a secure connection betweena first address of the mobile terminal and the

other terminal and an address of the security gateway, the secure connection defined by at least
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Art Unit: 2436

the addresses of the mobile terminal and security gateway (See col. 2 lines 11-30 and col. 3 line

57 throughcol. 4 line 1),

b) the mobile terminal changing from the first address to a second address(See col. 9 lines

7-65); the mobile terminal sending a secure message in the secure connection from the second

address of the mobile terminal to the other terminal via the security gateway(See Fig 5 and col. 2

lines 11-37), and the mobile terminal the security gateway changing an address definition ofthe

secure connection from thefirst address to the second address(Sce col. 2 lines 11-37 and col, 9

lines 7-65).

Ahonnen does not explicitly teach while at the second address, the mobile terminal

sending 4 request messageto thefirst address of the address of the security gateway to request

the security gateway to change the secure connection to be defined between the second address

and the first address of the security gateway.

HoweverInoue teaches while at the second address, the mobile terminal sending a

request messageto the first address of the address of the security gateway to request the security

gateway to change the secure connection to be defined between the second address andthe first

address of the security gateway(See col.6 lines 2-67 and col.lines 10-22) and in response to the

request message from the mobile terminal the security gateway changing an address definition of

the secure connection from the first address to the second address (See col.6 lines 2-67 and

col.lines 10-22 ).

Therefore it would have been obvious to one having ordinary skill in the art at that time

the invention was made to modify the teaching method of Inoue within Ahonen method in order
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Art Unit: 2436

to provide a secure communication method for allowing a mobile host to communicate with a

correspondent host over a VPN via a security gateway (See Ahonen col. | lines 43-46).

6. As per claim 2: the combination of Ahonen and Inoue teaches the method wherein, the

secure connection is established in step a) by forming a Security Association (SA) using the

IPSec protocols (See Ahonen Fig 5 and col. 8 lines 17-59),

rE: As per claim 3: the combination of Ahonen and Inoue teaches the method wherein that in

step c) a reply back to the mobile terminal is sent from the other terminal after the request from

the mobile terminal to change the address (See Inoue col.6 lines 2-67 and col. lines 10-22).

8. As per claim 4; the combination of Ahonen and Inoue teaches the method wherein the

registration request and/or the reply message is encrypted and/or authenticated by using the same

SA already established (See Ahonencol. 2 lines 11-37 and Fig 5).

9, As per claim 6: the combination of Ahonen and Inoue teaches the method wherein the

method further comprises the other terminal sending back a replay message to the mobile

terminal at the second address to confirm address change(See Inoue col.6 lines 2-67 and

col. lines 10-22 ).

11. As per claim 7: the combination of Ahonen and Inoue teaches the method wherein the

mobile terminal and the other terminal forms an end-to-end connection whereby the secure

connection is an IPSec transport connection or [PSec tunnel connection (See Ahonen Fig 5).

12. As per claim 8: the combination of Ahonen and Inoue teaches the method wherein one of

or both of the mobile terminal and the other terminal is a security gateway protecting one or

more computers, whereby IPSec tunnel mode or [PSec together with a tunneling protocol is used
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for the secure connection between the mobile terminal and the other terminal (See Ahonen Fig

5).

13. As per claim 9: the combination of Ahonen and Inoue teaches the method wherein both

terminals are mobile terminals (See Ahonen col. | lines 43-53).

Conclusion

14. The prior art made of record and notrelied upon is considered pertinent to applicant's

disclosure. See PTO 892.

A shortened statutory period for reply to this final action is set to expire THREE

MONTHSfrom the mailing date of this action. In the event a first reply is filed within TWO

MONTHSofthe mailing date ofthis final action and the advisory action is not mailed until after

the end of the THREE-MONTHshortened statutory period, then the shortened statutory period

will expire on the date the advisory action is mailed, and any extension fee pursuant to 37

CFR. 1,136(a) will be calculated from the mailing date of the advisory action. In no event.

however, will the statutory period for reply expire later than SEX MONTHSfrom the date of this

final action.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Fikremariam Yalew whosetelephone numberis 5712723852.

The examiner can normally be reached on 9-5,

If attempts to reach the examinerby telephone are unsuccessful, the examiner’s

supervisor, Moazzami Nasser can be reached on 571-272-4195. The fax phone numberfor the

organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system,call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

/Fikremariam Yalew/ /Nasser G Moazzami/

Examiner, Art Unit 2436 Supervisory Patent Examiner, Art Unit
05/11/2009 2436
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2436

Sami Vaarala, Antti Nuopponen

Serial No. 10/490,932

Filed: 22 November 2004

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF

MESSAGES

Examiner: Yalew, Fikremariam A

Date: 30 April 2009

ATTORNEY DOCKET NO. 290.1052USN

AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

This is in response to the Office action of 16

March, 2009. Please amend the above-identified patent

application as follows:
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2436

Sami Vaarala, Antti Nuopponen

Serial No. 10/490, 932

Filed: 22 November 2004

For: METHOD AND NETWORK FOR ENSURING SECURE FORWARDING OF

MESSAGES

Examiner: Yalew, Fikremariam A

Date: 25 June 2009

ATTORNEY DOCKET NO. 290.1052USN

AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

This is in response to the Office action of 12 May,

2009. Please amend the above-identified patent application as

follows:
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In the Claims:

 Amend the claims as follows:

 
1. (Currently amended) A method for ensuring secure forwarding

of a message in a telecommunication network, having at least

one mobile terminal and another terminal and a security

gateway therebetween, the method comprising:

a) establishing a secure connection between a first address of

the mobile terminal and an address of the security gateway,

the secure connection defined by at least the addresses of the

mobile terminal and the security gateway,

b) the mobile terminal changing from the first address to a

second address, ase

c) while at the second address, the mobile terminal sending a

request message to the address of the security gateway to

request the security gateway to change the secure connection

to be defined between the second address and the address of

the security gateway, are

in response to the request message from the mobile terminal,

the security gateway changing an address definition of the

secure connection from the first address to the second

address, and

the mobile terminal sending a secure message in the secure

connection from the second address of the mobile terminal to

the other terminal via the security gateway.

2. (Previously presented) The method of claim 1, wherein the

secure connection is established in step a) by forming a

Security Association (SA) using IPSec protocols.

3, (Previously presented) The method of claim 1, wherein in

step c) a reply back to the mobile terminal is sent from the

security gateway after the request from the mobile terminal to
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change the address.

4, (Previously presented) The method of claim 2, wherein the

request message and/or a reply message is encrypted and/or

authenticated by using the same SA already established.

5. (Canceled)

6. (Previously presented) The method of claim 1 wherein the

method further comprises the security gateway sending back a

reply message to the mobile terminal at the second address to

confirm the address change.

7. (Previously presented) The method of claim 6, wherein the

mobile terminal and the other terminal form an end-to-end

connection whereby the secure connection is an IPSec transport

connection or IPSec tunnel connection.

8. (Previously presented) The method of claim 6, wherein a

tunneling protocol is used for the secure connection between

the mobile terminal and the security gateway.

9, (Previously presented) The method of claim 6, wherein the

other terminal is a mobile terminal.

10. (Canceled)

11. (Currently amended) A method for ensuring secure

forwarding of a message in a telecommunication network, having

at least one mobile terminal and another terminal and a

security gateway therebetween, the method comprising:

a) establishing a secure connection between a first address of

the mobile terminal and an address of the security gateway,

the secure connection defined by at least the addresses of the

mobile terminal and the security gateway,
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b) the mobile terminal moving from the first address to a

second address, are

c) while at the second address, the mobile terminal sending a

request message to the address of the security gateway to

request the security gateway to change the secure connection

to be defined between the second address and the address of

the security gateway, ars

the security gateway changing an address definition of the

secure connection from the first address to the second

address, and

the other terminal sending a secure message in the secure

connection to the second address of the mobile terminal via

the security gateway.
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REMARKS/ARGUMENTS

Reconsideration of the application is respectfully requested.

Claims 1-4, 6-9 and 11 are pending in the present invention.

Claims 5 and 10 have been canceled to facilitate the

prosecution of the current application. No new matter has

been added to the application in this response.

1. Rejection of Claims 1-4, 6-9 and 11 under 35 USC § 103(a). 

Claims 1-4, 6-9 and 11 were rejected under Section 103 as

being obvious over Ahonen in view of Inoue. This § 103

rejection is respectfully traversed in part and overcome in

part as follows:

a. The Requisite Steps of Independent Claims 1 and 11 Are

Neither Taught Nor Suggested in the Cited Art.

The current claims 1 and 11 recite, among other method steps,

“the security gateway changing an address definition of the

secure connection from the first address to the second

address.” In other words, the address definition of the same

secure connection is changed from the first address to the

second address. Such steps are not taught or suggested in the

cited references.
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The Examiner correctly states on page 3 of the Office action

that Ahonen fails to teach "while at the second address, the

mobile terminal sending a request message to the first address

of the address of the security gateway to request the security

connection to be defined between the second address and the

first address of the security gateway” (emphasis added).

Ahonen also fails to teach or suggest the step of “in response

to the request message from the mobile terminal, the security

gateway changing an address definition of the secure

connection from the first address to the second address”

(emphasis added) .

The Examiner then cited Inoue as teaching the missing steps.

Applicants respectfully disagree. Inoue merely teaches the

mobile computer 2 transmitting a registration message

containing information of the current location to the home

agent 5 (see col. 6, lines 27-31). The mobile computer 2 does

not send the registration message to the gateway 4a. A

setting is made in a management table of the gateway 4a and

the visited network ib is registered into the management table

of the gateway 4b (see col. 6, lines 27-67). An important

feature of Inoue’s invention is that the mobile computer 2

compares the security parameters of the new network 1b with

the security parameters of the home network la (col. 7, line

5-12, 37-42). When they are the same, the mobile computer

sets its encryption processing unit to OFF and entrust the
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gateway to do the encryption and authentication for improved

processing efficiency (col. 9, line 7-21). When the security

parameters are not the same, then the mobile computer 2

carries out the encryption and authentication process (see

col. 10, 10-21). However, in both cases the encryption and

authentication process must take place before the new secure

connection can be activated.

It is important to realize that the currently available

standardized protocols require that the tunnel endpoints are

fixed and if one of the endpoints changes (such as when the

terminal moves from one network to another network) then the

tunnel has to be re-defined which means all key exchange

messages and parameter definitions must be repeated. In

general, the standardized protocols such as the IPSec

standards do not support moving. If there is a secure

connection defined between two terminals and one or both of

them moves to another address, the standardized conventional

protocols require that a new security connection must be

defined between the new addresses or a pre-existing security

connection must be used. This involves the activation of the

encryption and authentication process unit discussed by Inoue.

Inoue mentions the use of a home agent HA and its function is

to manage information on a current location at visited sites

of the mobile computers belonging to the network. Inoue also
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mentions gateways that have encryption and authentication

functions. For example, in col. 5, lines 41 - 50 reference is

made to standards which are IPSec standards. In practice,

this means that there is an IPSec tunnel, i.e. a secure

connection, between the gateway and the mobile computer.

In Inoue, however, the mobile computer 2 does NOT communicate

with the other end point of the IPSec tunnel, i.e. the home

gateway 4a, when informing that it has moved to a different

network. Instead, the mobile computer sends a message to the

home agent 5, and the home agent solely takes care of the

registration of the new address.

Inoue’s home agent 5 does not do ANY changes to any secure

connection (and could not even do since the secure connection

is between the gateway and the mobile, not between the home

agent and the mobile). See col. 6, lines 27-31, The

registration with the home agent does not effect the secure

connection itself at all.

Inoue refers to standard protocols such as DHCP or PPP (see

col. 6, lines 22-26). DHCP manages IP addresses and

information about client configuration parameters such as

default gateway, domain name, DNS servers and other servers

such as time servers but NOT secure connections. With the

Point-to-Point Protocol (PPP), a temporary care-of address
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from the visited network can be achieved but this protocol

does not handle encryption either.

This means that when Inoue’s mobile computer is using the

visited network 1b a different secure connection, such as a

pre-existing or new secure connection, is used compared to

when the mobile computer is using the first network la. There

is nothing in Inoue or any other cited reference about using

the same secure connection even though the mobile terminal has
 

moved to a second different address. In other words, Inoue’s

gateway 4a is not changing the address definition of the same

secure connection.

The solution of the present invention handles this problem by

requiring the mobile terminal that moved to just send a

request to the other endpoint terminal (gateway) and request

the gateway “to change the secure connection to be defined

between the second address and the address of the security

gateway, and in response to the request message from the

mobile terminal, the security gateway changing an address

definition of the secure connection from the first address to

the second address”.

It is submitted this simple solution is a very inventive way

of handling the problem that occurs when the mobile terminal

moves to a different network, 1.e. by requesting the other

endpoint to change the ADDRESS PARAMETER DEFINITION in the
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secure connection and the other definitions, keys and

  
everything else remain the same. It is submitted that nobody

 

has realized that it is possible to solve the problem in this

simple way.

One important difference between the cited references and the

present invention is that in the present invention a direct

change is made to the same secure connection. In Inoue, when

the mobile computer has moved to a new network, it is

necessary to establish a new secure connection. As indicated

 above, the main feature of Inoue is to determine whether the

new gateway or the mobile terminal itself should carry out the

encryption and authentication process. This is confirmed by

Inoue referring to the standard IPSec solution (i.e. the RFC

standards). According to these standard protocols, when the

mobile has moved to a different network it is necessary to

establish a new secure connection which involves the

cumbersome exchange of keys etc.

It is submitted the cited references do not teach or suggest

the step of updating an existing secure connection (IPSec

Connection). In contrast, the cited references rely on using

either a pre-existing secure connection or establishing a new

secure connection, but the secure connection they use after

such a mave is NOT the same as before the move.

In order to accomplish a seamless move according to the cited
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references, this is only possible if there is a gateway having

a pre-existing secure connection to the home network.

In summary, the cited references are void any discussion of

teaching of a security gateway changing the address definition

from the first address to the second address of a mobile

terminal in response to the request message from the mobile

terminal and the mobile terminal sending a secure message in

the SAME secure connection from the second address to the

other terminal via the security gateway. It is submitted that

 =
Ahonen and Inoue completely fail to teach or suggest the

above-outlined steps. Accordingly, the combination of the

cited references fails to teach, suggest or provide motivation

or incentive for this aspect of the invention. Therefore, the

rejection of claims 1 and 11 under § 103(a) is improper, and

should be removed.

b. Prima Facie Support for Combination Under § 103 Not

Provided

Even assuming arguendo that the requisite method steps of

claims 1 and 11 are shown by the combination of Ahonen and

Inoue, prima facie support for combining the references,

according to the requirements as set forth in M.P.E.P. § 2142

has not been provided in the present Office Action.
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As provided in M.P.E.P. § 2142, the Supreme Court in KSR

International v. Teleflex Inc., 82 USPO?2d 1385, 1396 (2007)

specified that the analysis supporting a rejection under 35

U.S.C. § 103 should be made explicit. “[RJejections on

obviousness cannot be sustained with mere conclusory

statements; instead, there must be some articulated reasoning
 

with some rational underpinning to support the legal

conclusion of obviousness.” In re Kahn, 441 F.3dd 977, 988, 78
 

USPQO2d 1329, 1336 (Fed. Cir. 2006). Furthermore, the Examiner

must make “explicit” this rationale of “the apparent reason to

combine the known elements in the fashion claimed,” including

a detailed explanation of “the effects of demands known to the

design community or present in the marketplace” and “the

background knowledge possessed by a person having ordinary

skill in the art” (KSR, page 14).

The only rationale provided in support of the 103(a) rejection

of claims 1 and 11 is at the top of page 4 of the Office

action, which merely asserts it would have been obvious to

modify the teaching method of Inoue with Ahonen in order “to

provide a secure communication method for allowing a mobile

host to communicate with a correspondent host over a VPN via a
A

security gateway.“ (emphasis added). Thus, one benefit, or

advantage of the modification is the only rationale provided

in the Office Action in support of the instant rejection.
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However, merely stating that a benefit of the modification

exists, as done above, does not provide the “articulated

reasoning with some rationale underpinning to support the

legal conclusion of obviousness, required under KSR. By

definition, every patentable invention must be “beneficial” -

and argquendo every invention contemplates at least some new

benefit(s) in arriving at the invention — certainly this does

not render the benefit obvious or expected. Because every

modification or element has a corresponding use or benefit,

the above reasoning could be applied to any improvement. It

appears therefore that “hindsight construction” may have

perhaps played a role in arriving at the present ground for

rejection in the Office action - which though difficult

perhaps to avoid in many cases, is nonetheless impermissible

 in making a prima facie showing of obviousness.

According to M.P.E.P. 2142, “the examiner bears the initial

burden of factually supporting any prima facie conclusion of

obviousness. If the examiner does not produce a prima facie

case, the applicant is under no obligation to submit evidence

of nonobviousness.” Because a prima facie conclusion of

obviousness has not been provided in the present Office

Action, Applicants respectfully request reconsideration and

withdrawal of this ground for rejection as to claim 1, and any

additional remaining claims to the extent they may depend

therefrom.
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c. Dependent Claims 2-4 and 6-9 

Because dependent claims 2-4 and 6-9 depend from the allowable

independent claim 1, and as detailed above, their rejection is

now moot. However, claims 2-4 and 6-9 also recite additional

characteristics that are not found in the cited art.

Accordingly, the rejection of claims 2-4 and 6-3 under $103 (a)

is improper.
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3. Conclusion

Based on the foregoing, Applicants respectfully request that

the various grounds for rejection in the Office Action be

reconsidered and withdrawn with respect to the previously

amended form of the claims, and that a Notice of Allowance be

issued for the present application to pass to issuance.

In the event any further matters remain at issue with respect

to the present application, Applicants respectfully request

that the Examiner please contact the undersigned below at the

telephone number indicated in order to discuss such matter

prior to the next action on the merits of this application.

Respectfully submitted,

FASTH LAW OFFICES

/rfasth/ 

Rolf Fasth

Registration No. 36,999

ATTORNEY DOCKET NO. 290.1052USN

FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301

Telephone: (910) 687-0001
Facsimile: (910) 295-2152
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Ifa timely submission to enter the national stage of an international application is compliant with the conditions of 35
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD|“Pblcation orDocket Number|Fling Date
Substitute for Form PTO-875 10/490,932 11/22/2004|[1] Tone Mailed

APPLICATION AS FILED — PART | OTHER THAN

(Column 1) (Column 2) SMALL ENTITY EX] oR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA

L] Basic FEE NIA N/A37 CFR 1.1 6[a). (Bb). or lc

LJ SEARCH FEE
37 CER 1.16(k), (i), of (rm NIA

() EXAMINATION FEE
(37 CFR 1.16(0). (p). or (a) NIA

TOTAL CLAIMS ?
37 CFR 1.16(i)) WmiRUE 28 =

INDEPENDENT CLAIMS -
(37 CFR 1.16(h)) minus 3=

lf the specification and drawings exceed 100

oO sheets of paper, the application size fee dueAPPLICATION SIZE FEE is $250 ($125 for small entity) for each
BPGER ATER) additional 50 sheets or fraction thereof. See

35 U.S.C. 41(a)(1\G) and 37 CFR 1,16(s).

[7] MULTIPLE DEPENDENT CLAIM PRESENT(37 CFR 1.16())
* If the difference in column 1 is less than zero, enter “O"in column 2.

APPLICATION AS AMENDED — PARTII
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REMAINING NUMBER ADDITIONAL

06/29/2009 AFTER PREVIOUSLY FEE (5)AMENDMENT. PAID FOR
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[_] Application Size Fee (37 CFR 1.16(¢))
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[J FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
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“lf the “Highest Number Previously Paid For’ IN THIS SPACEisless than 3, enter?3”
The “Highest Number Previously Paid For"(Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is requirad by 37 CFR 1.16, The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO ta
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14, This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount oftime you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S,
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMSTO THIS
ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

ifyou need assistance in completing the form, call 1-800-PTO-9799 and select option 2
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box, 1450
Alexandria, Virginia 22313-1450www Mspla.gov

 
NOTICE OF ALLOWANCE AND FEE(S) DUE

EXAMINER 
33369 75490 09/29/2009

FASTH LAW OFFICES (ROLF FASTH) SACD, HRRMARIAMS

SOUTHERN PINES, NC28387-4301
 

2436

DATE MAILED; 09/29/2009

 APPLICATION NO, FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO, CONFIRMATION NO,

10/490,932 11/22/2004 Sami Vaarala 290. L05217SN 2427
TITLE OF [NVENTION: METHOD AND NEWORK FOR ENSURING SECURE FORWARDING OF MESSAGES

  APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FER DUE|PREV. PAID ISSUE FEE TOTAL FEER(S) DUE DATE DUE

nonprovisional $755 S10S55 12/29/2009

THE APPLICATION [IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITSIS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANTOF PATENTRIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION, IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

 

HOW TO REPLY TOTHIS NOTICE:

I. Review the SMALL ENTITYstatus shown above.

If the SMALL ENTITY is shown as YES, verify your current Ifthe SMALL ENTITYis shown as NO:
SMALL ENTITY status:

A. Ifthe status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shownabove, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITYstatus before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL. ENTITY status, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

IL PART B- FEE(S) TRANSMITTAL,or its equivalent, must be completed and retumed to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required), If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

Ill. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee’s responsibility to ensure timely payment of maintenance fees when due.

Page | of 3
P'TOL-85 (Rev. 08/07) Approved for use through 08/31/2010,
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 145
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for tansmitting the ISSUE PER and PUBLICATION FEE (if required). Blocks | through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicaling a separate "FEF, ADDRESS" formaintenance [ee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note; Use Block: | for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Pee(s) Transmittal, This certificate cannot be used for any other accompanying

apers. Each additional paper, such as an assignment or formal drawing. must
have its own certificate of mailing or transmission.33369 7590) 09/29/2009

= _ Certificate of Mailing or Transmission

FASTH LAW OFFICES (ROLF FAST H) Enact sie that this reeks) Transmittal 4 being pepoetet rut the ratesOpweyT : : States Postal Service with sufficient postage forfirst class mail in an envelo

26 PINEC REST PLAZA, SUITE 2 addressed to the Mail Shop ISSUE.FEEaddress above: or bein facsinenleSOUTHERN PINES, NC 28387-4301 transmitted to the USPTO (571) 273-2885, on the date indicated below.

(Depositor's name}

(Signatore}

(Dated

APPLICATION NO, FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO, CONFIRMATION NO, 
10/490,932 11/22/2004 Sami Vaarala 290, L05217SN 2427

TITLE OF INVENTION: METHOD AND NEWORK FOR ENSURING SECURE FORWARDING OF MESSAGES

   APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FER DUE|PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

YES $300 $0nonprovisional $755 $1055 12/29/2009

EXAMINER ART UNIT CLASS-SUBCLASS

YALEW, FIKRREMARIAM A 2436 713-161000
 
1, Change of correspondence address or indication of "hee Address” (37 2. For printing on the patent [ront page, list
CPR 1.363). ; 5 a ale = , 4 a |

(1) the names of up to 3 registered patent attorneys
LJ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,Address form PTO/SB/122) attached. 2(2) the name of a single firm (having as a member a

registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will beprinted. b

C) “Hee Address"indication (or "Fee Address"Indication form
PTO/SB/47; Rev 03-02 or more recent) altached. Use of a Customer
Number is required.

 
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data sill appear on the patent. [f an assignee is identified below. the document has been filed for
recordation as set forth in 37 CPR 3.11. Completion ofthis form is NOTa substitute for filing an assignment.
(A) NAMEOP ASSIGNEE (B) RESIDENCE; (CIT'Y and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : LD individual 1 Corporation or other private group entity LY Government

 
4a. The following fee(s) are submitted: 4b. Payment of Pee(s): (Please first reapply any previously paid issue fee shown above)

LY Issue Fee LY A cheek is enclosed,

(1) Publication Bee (Nosmall entily discount permitted) QO Payment by credit card. Form PTO-2038 is attached.
LJ Advance Order- # of Copies [J The Directoris hereby authorized to charge the required fee(s), any deficiency, or credit any

overpayment, lo Deposit Account Number enclose an extra copyof this form).

5, Change in Entity Status (fromstatus indicated above)
LJ a. Applicant claims SMALL. TITY status. See 37 CFR 127_ LI b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2). 

NOTE:The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant: a registered attorney or agent; or the assignee or other party ininterest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature _ Date _

Typed or printed name Registration No.

This collection of information is required by 37 CPR 1.311. The information ts required to obtain or retain a benefit by the public which is to file (and by the USPTO to process )
an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering. preparing, and
submitting the completed application form to the USPTO. Time will ae ope upon the individual case. Any comments on the amount oflime you require lo completethis form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce. P.O.Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450,
Under the Paperwork Reduction Actof 1995, no persons are required to respond lo a collection of information unless it displays a valid OMB control number.

PYOL-85 (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651-0033 U.S. Patent and Trademark Office: US. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCEUnited States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O, Box 1450
Alexandria, Virginia 22313-1450www Mapla.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEYDOCKET NO, CONFIRMATION NO.

 
 

 

10/490,932 11/22/2004 Sami Vaarala 290.1052USN 2427

33369 7590 09/29/2009 TASONER:

FASTH LAW OFFICES (ROLF FASTH) HADEN SERREARLEN

 
SOUTHERN PINES, NC 28387-4301 ena

DATE MAILED; 09/29/2009

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 536 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 536 day(s).

If a Continued Prosecution Application (CPA) wasfiled in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA,

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEBsite (hitp://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or
(371)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010.
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Application No. Applicant(s)

10/490,932 VAARALA ET AL. 

Notice ofAllowability Examiner Art Unit

Fikremariam Yalew 2436 

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSEDinthis application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85)or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENTRIGHTS.This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. EX] This communication is responsive to 06/29/2009.

2. J The allowed claim(s) is/are 1,3,6-9 and 11.
 

3.BS]Acknowledgmentis madeof a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or(f).

a) All b)L)Some* c)[] None ofthe:

1. OJ Certified copies of the priority documents have been received.

2. (J Certified copies of the priority documents have been received in Application No.

3. (1 Copiesof the certified copies of the priority documents have been receivedin this national stage application from the

International Bureau (PCT Rule 17.2(a)).

“Certified copies notreceived:

Applicant has THREE MONTHS FROM THE “MAILING DATE"of this communicationto file a reply complying with the requirements
noted below. Failure to timely comply will resultin ABANDONMENTofthis application.
THIS THREE-MONTHPERIOD IS NOT EXTENDABLE.

4. [] A SUBSTITUTE OATH OR DECLARATIONmust be submitted. Note the attached EXAMINER'S AMENDMENTor NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. | CORRECTED DRAWINGS( as “replacement sheets") must be submitted.
(a) [] including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached

1) (0 hereto or 2)[[] to Paper No./Mail Date.
(b) (J including changes required by the attached Examiner's Amendment / Commentorin the Office action of

Paper No./Mail Date.

Identifying indicia such as the application number(see 37 CFR 1.84(c)) should be written on the drawingsin the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATIONabout the deposit of BIOLOGICAL MATERIALmustbe submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. (J Notice of References Cited (PTO-892) 5. CJ Notice of Informal Patent Application
2. LJ Notice of Draftperson's Patent Drawing Review (PTO-948) 6, C1 Interview Summary (PTO-413),

Paper No./Mail Date .
3. J Information Disclosure Statements (PTO/SB/08), 7. BJ Examiner's Amendment/Comment

Paper No./Mail Date 06/29/2009
4, [] Examiner's Comment Regarding Requirement for Deposit 8. [1] Examiner's Statement of Reasons for Allowance

of Biological Material
9. BQ Other See comment. 

 
 

U.S, Patent and Trademark Office

PTOL-37 (Rev, 08-06) Notice of Allowability Part of Paper No./Mail Date 20090910

0317



0318

Application/Control Number: 10/490,932 Page 2

Art Unit: 2436

DETAILED ACTION

I, This correspondenceis in response to AMENDMENTSand REMARKSfiled on

06/29/2009.

2. Claims 1, 3, 6-9, 11 are pending. Claims 2, 4-5 and 10 are canceled,

EXAMINER’S AMENDMENT

3. An examiner’s amendmentto the record appears below. Should the changes and/or

additions be unacceptable to applicant, an amendment maybefiled as provided by 37 CFR

1.312. To ensure consideration of such an amendment, it MUST be submitted nolater than the

paymentofthe issue fee.

Authorization for this examiner’s amendment was given in a telephone interview with

Rolf Fasth on 09/10/2009.

The applicant has been amendedas follows:

1. (Currently amended) A method for ensuring secure forwarding of a message in a

telecommunication network, having at least one mobile terminal and another terminal and a

security gateway therebetween, the method comprising:

a) establishing a secure connection between a first address of the mobile terminal and an address

of the security gateway, the secure connection defined by at least the addresses of the mobile

terminal and the security gateway,

b) the mobile terminal changing from thefirst address to a second address,

c) while at the second address, the mobile terminal sending a request message to the address of

the security gateway to request the security gateway to change the secure connection to be

defined between the second address and the address of the security gateway,
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Application/Control Number: 10/490,932 Page 3

Art Unit: 2436

in response to the request message from the mobile terminal, the security gateway changing an

address definition of the secure connection from the first address to the second address, and

the mobile terminal sending a secure message in the secure connection from the second address

of the mobile terminalto the other terminal via the security gateway,

the secure connection being established by forming a Security Association (SA) using IPSec
 

protocols, and the request message and/or a reply message being encrypted and/or authenticated

by using the same SA already established.

Claim 2. (Canceled)

Claim 4. (Canceled)

Response to Arguments

4. Applicant’s arguments with respect to the rejection of the pending claims overprior arts

of record have been fully considered and are persuasive. The rejections of Claims 1, 3, 6-9, 11

have been withdrawn.

Allowable Subject Matter

5 Claims 1, 3, 6-9, 11 are allowed. No reason for allowanceis needed as the record is clear 

in light of further search conducted and applicant’s arguments filed on 06/29/2009.

CONTACT INFORMATION
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Application/Control Number: 10/490,932 Page 4

Art Unit: 2436

6. Any comments considered necessary by applicant must be submitted no later than the

paymentof the issue fee and, to avoid processing delays should be clearly labeled “Comments on

statement of Reasonsfor allowance.”

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Fikremariam Yalew whose telephone numberis 5712723852.

The examiner can normally be reached on9-5.

If attempts to reach the examinerby telephone are unsuccessful, the examiner's

supervisor, MoazzamiNasser, can be reached on 5712738300. The fax phone numberfor the

organization where this application or proceedingis assigned is 571-272-4195.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197(toll-free). If you would

like assistance from a USPTO CustomerService Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

/Fikremariam Yalew/ /Nasser G Moazzami/

Examiner, Art Unit 2436 Supervisory Patent Examiner, Art
09/10/2009 Unit 2436
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ASi7° 11 ‘1Psec same ((RREQ or ‘US- PGPUB; ‘OR ‘OFF '2008/ 09/23
4 ‘RREP) with signal$4) ‘USPAT; 18:03

'USOCR; FPRS;
‘EPO; JPO;
‘DERWENT;
BM_TDB

2 ‘(updat$3 or upgrad$3 or|US-PGPUB; OR :OFF :3008/09/23
i ‘renew$3) same ((single or ‘USPAT; : 18: 07

igroup) with |Psec with ‘USOCR: FPRS; | : ;
‘connection) ‘EPO; JPO;

  

  

‘Sig (2 (updat$3 or upgrad$3 or |US-PGPUB; OR ‘OFF (2008/09/23
4 ‘renew$3 or modify$3) \USPAT; 18:09

  
‘same((single or group) ‘USOCR, FPRS: ‘
‘with IPsec with i \
‘connection)

($20 25 (updat$3orupgrad$3or OR :OFF (2008/09/23
‘renew$3 or modify$3) and ‘USPAT; 18:35
‘((single or group) with ‘USOCR: FPRS; ; i
‘Psec with connection) =| 
 

 
‘OR :OFF (2008/09) 23

: 18:36

D pustenensanauanans pnavanenananeavanns pacavesesasaenvaeneaeaennnesnasaaan ae ananaean an aaaaaaaE a aeanaaee) PESTATeeaeaeTeeneaeEEEaEETEE oaataaaeaataeaeaeeaasaeteanneS Geteteneeatanena Srcenereernwenreenroneennrtcnattney‘OR :OFF 3008) 09/23
: 18:36

\BM_TDB
pee: LoSRUONIT ESptriietintirennrninmnnmninennniienierriieiiiieieiniaiiinyeinnivmnninnnnnnnnnninnnnneninnrnrin, dnanersnhtinannniinnnnnnnnrnvininmnnns ganrenrneiieheriiiiie senvuinenviainnnivnnniiiiiiiess :Sa : WO-0041427-$.did. 'US-PGPUB; ‘OR ‘OFF (3008/08/88
| ‘USPAT; 19:06

‘USOCR; FPRS; | ; ;
‘EPO; JPO:
‘DERWENT;
BM_TDB

fle(ClDocuments%20and20Settings/fyalew/My %20D0,..93 /EASTSearchHistory. 10490932.AccessibleVersion, hin (6 of 9)9/ 10/2009 11:19:33 AM
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‘different with SAs same
different with addreess

 

(chang$3 or updat$3 or
‘upgrad$3 or renew$3)
inear (SA with address or
‘PSec with address)

 (modify$3 or updat$3 or
iupgrad$3) same (!PSEC or

‘SA) same(request$3 or
‘send$3)with message

‘upgrad$3) same (|PSEC or

‘firewall with IPSEC) same

‘$28 and "713"/$.ccls.

(S309$28and"380"/$.ccls.

‘S28 and "709"/$.ccls. 

 

 
 

‘(Security with gateway) or |

‘(Security with gateway) or |
‘SA or router with IPSEC or |

‘(request$3 or send$3)with i 
  

{US-PGPUB;

 
 

($33 {9837 and mobility$3

(2008/09/23OFF
19:21

(EPO; JPO:
‘DERWENT;

‘IBM_TDB
‘2008/09/23
19:27

i

2009/03/04.
18:53

‘OFF

y:

:2009/03/04
18:53

‘DERWENT;
‘IBM_TDB

2009/03/04
(18:53

i : :i : i= 2

OR :OFF
‘USPAT:
'USOCR; FPRS;
‘EPO; JPO;
‘DERWENT;
BM_TDB

‘OR OFF =. 2009/03/04
: (18:54

‘DERWENT;
'IBM_TDB

(US: PGPUB:
‘USPAT;
‘USOCR; FPRS;
‘EPO; JPO;
(DERWENT;
||BM_TDB |

‘OR OFF =:2009/03/04
18:55
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if
+e
i}

140
333Hy

3

(45 411185 secur$4 with connection

 

‘S30 and mobility$3

(security with gateway or
‘firewall or secure with
irouter)same (moblie with
‘terminal or mobile with
idevice or cellphone or
‘telecommunication with
‘terminal or PDA)same(visit |
‘$3 or home)with network

S36 and "726"/$.ccls.~-|

(("5303303"|"5444782"|
"5559883"| "5812671"|
5850449" | "5870479"|
"5884025"| 5898784"),
‘PN. OR ("6170057").
‘URPN.

iand gateway

 
 

 

'USPAT;

S- PGPUB;

 
 

a S88and"7is/8cdsERUELAR

(OR :OFF

 

\s34a‘$29andmobility$3 ('USPGPUB;=OR—t™(OFF 2009/03/04|
(18:55

'USOCR, FPRS;
(EPO; JPO;
‘DERWENT;
'IBM_TDB

sssaaa2009/03/04
18:55

2009/03/10
17:47}
}

17:48

:
3

‘DERWENT:
'IBM_TDB

“US-PGPUB;oO
'USPAT; USOCR

'US- PGPUB;
‘USPAT;
‘'USOCR, FPRS;
‘EPO; JPO;
(DERWENT;
\1BM_TDB

aar

17:48

;

i;

‘2009/03/10
17:48

~(2009/03/10
18:02

2009/05/11
‘08:40

fle(ClDocuments%20and20S8ettings/fyalew/My %20D0,..93 /EASTSearchHistory. 10490932AccessibleVersion, him(8 of 9)9/ HY2000 11:19:33 AM
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492  (secur$4 with connection ‘| US-PGPUB; “AND :ON :2009/05/11
‘with gateway) (address USPAT; : (08:41 i
with change) ‘USOCR; FPRS; || EPO: JPO;

‘DERWENT;
'1BM_TDB

165—(secur$4 with connection (SEL ‘AND :ON‘with gateway)(address=_USPAT; : (08:41
‘with change) (security with 'USOCR: FPRS: ; i
igateway) ‘EPO; JPO;

‘DERWENT;
IBM_TDB |

2 ‘S47 and (chang$3 or updat US-PGPUB; ‘AND :ON '2009/ 05/11
; ‘$3)with secure with ‘USPAT; i 08:43

‘connection 'USOCR; FPRS;
|EPO; JPO; i

1BM_TDB

EAST Search History (Interference)

<This search history is empty>

9/10/ 2009 11:19:23 AM

C:\ Documents and Settings\ fyalew\ My Documents\ EAST\ Workspaces\ 10490932.wspp.wsp

fle /(Cl/Documents%20and%20Settings/fyale w/My %20D0,,.932/EASTSearchHistory. 10490932AccessibleVersion. him(9 of 99/10/2000 1 0;)19:93 AM
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEEommissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885
INSTRUCTIONS: This form should be used for transmitting the ISSUE FRE and PUBLICATION FEE (if required). Blocks 1 through 5 should he completed where
appropriate, All further correspondence including ihe Patent, advance orders and notification of maintenance fees will be mailed to the current correspondenceaddress as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS"for
maintenance fee notifications,

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block | for any change ofaddress) Note: A certificate o maine can only be used for domestic mailings of theFee(s) Transmittal, This certificate cannot be used for any other accompanying
apers. Each additional paper, such as an assignment or formal drawing, must

feve its awn certificate of mailing or transmission.

 

33369 7590, ooreo/2009
2 = Certificate of Mailing or Transmission

FASTH LAW OFFICES (ROLF FASTH) L hereby cert that this Fee(s Transmittal is being depositedwith the United7 tales fi ervice with suificient lage for t in

26 PINECREST PLAZA,SUITE 2 Scie te al Stop ISSUEEEEdinate,Se bag fccSOUTHERN PINES, NC 28387-4301 transmitted to the USPTO (571) 273-2885, on the date mdicated below.

si Coan Sm wh (Depositor's name)
(Signature)

=< —. er

Zoectobeér 2009 =

APPLIC ATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NQ. CONFIRMATION NO,

10/490,932 11/22/2004 Sami Vaarala 290.1052USN 2427
TITLE OF INVENTION: METHOD AND NEWORK FOR ENSURING SECURE FORWARDING OF MESSAGES

 
   APPLN, TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE|PREY, PAID ISSUE FEE|TOTALFRE(S) DUE DATE DUE

30nonprovisional YES $755 $300 $1055 12/29/2009

YALEW, PIKREMARIAM A 2436 713-161000
3 an :

‘i ri printing 7elle nea . FASTH LAW OFFI CESé names of uy 3 registere nt atlomeys -

or agents OR, alternatively: ie * Rolf Fas th
(2) the name of a single firm (having as amembera=2
registered altorney or agent) and the names of up to
2 registered patent attorneys or agents. [Fnonameis 3
listed, no name will be printed.

 
L. Change of comespondence address or indication of "Fee Address” (37
CFR 1.363).

|aofcorrespondence address (or Change of CorrespondenceAddress form PTO/SB/122)attached.

(CY "Fee Address"indication (or "Fee Address" Indication form
PTO/SB/V7, Rev 03-02 or more recent) attached. Use ofa CustomerNumber is required.

3, ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (printor type)
PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the pateni. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CPR 3.11, Completion of this formis NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE ’ (B) RESIDENCE: (CITY and STATE RCOUNTRY4Mobility Patent Holding MPH Oy Espoo, Finland

 
Picase check (he appropriate assignee category or categories (will not be printed on the patent) ; (J IndividualiGocctaniisd or other private group entity LJ Government
da. The following fee(s) are submitted: +b, Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
a, we Fee Ly A checkis enclosed,

Publiestion Fee (No small entity discount permiued) pai by credit card. Form PTO-2038 is attached.(I) Advance Order- # of Copies a Th Director is hereby authorized to charge the required at any deficiency, or credit anyCer243overpayment, to Deposit Account Number: enclose an extra copy ofthis form).

5. Change in Entity Status (from status indicated above)
Lda. Applicant claims SMALL ENTITY status, See 37 CFR 1,27. Lb Applicantis no longer claiming SMALL ENTITYstatus. See 37 CFR 1.27(g¢)(2).

NOTE:TheIssue Fee and Publication Fee (if required) will nol be accepted from anyone other than the applicant; a registered altorney or agenl, or the assignee or other party ininterest as shown by the records of the Tinited States Patent and Trademark Office. 

 2009Authorized Signature /rfasth/ Date 7 October =~
Rolf Fasth Aiea

Typed or eaxatet nica ss ReemaNos———"

This collection of information is required by 37 CFR 311. The information is required to ohtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will y: epee upon the individual case. Any comments on the amount of time you require to completethis form and/or eegrsteine for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department ofCommerce, PO.
Bor aes Wicsan i aNiemi,22933-145 DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND TO; Commissionerfor Patents, P.O. Box 1450,exandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OME control number. 

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651-0033 1.8. Patent and Trademark Office; 1/.S. DEPARTMENT OF COMMERCE
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RFiss 10/7/09 290.1052USN PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Art Unit 2436

Sami Vaarala, Antti Nuopponen Confirmation No. 2427

Serial No. 10/490,932 CERTIFICATE OF MATLING

Filed: 22 November 2004 I WEREBY CERTIFY THAT THIS PAPER AND THE DOCUMENTS
REFERRED TO AS BEING ATTACHED OR ENCLOSED HEREWITH

Fors METHOD AND NETWORK FOR ARE BEING ELECTRONICALLY SUBMITTED TO THE

ENSURING SECURE COMMISSIONER FOR PATENTS, P.O, BOX 1450,
FORWARDING OF MESSAGES ALEXANDRIA, VA 22313-1450 ON 7 October 2009.

Examiner: Fikremariam Yalew /rftasth/

Date: 7 October 2009 Rolf Fasth
Attorney for Applicant

TRANSMITTAL LETTER

ELECTRONIC SUBMISSION

COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, VA 22313-1450

In connection with issuance of a patent, enclosed for
filing in the above-referenced application are the following:

(X) Form PTOL-85 (Part B - Fee Transmittal)
(X) Issue Fee and Publication Fee ($1055;)to be charged

to Account No. 06-0243.

(xX) The Commissioner is hereby authorized to charge
any additional fees which may be required in connection
with the issuance of a patent or credit over-payment to
Account No. 06-0243.

Respectfully submitted,

FASTH LAW OFFICES

/rfasth/
 

Rolf Fasth

Registration No. 36,999
FASTH LAW OFFICES

26 Pinecrest Plaza, Suite 2
Southern Pines, NC 28387-4301
Telephone: 910-687-0001
Facsimile: 910-295-2152

Attorney Docket No. 290.1052USN
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Electronic Patent Application Fee Transmittal

Application Number: 10490932 

Filing Date: 22-Nov-2004 

Title of Invention: METHOD AND NEWORK FOR ENSURING SECURE FORWARDING OF MESSAGES

 

First Named Inventor/Applicant Name: Sami Vaarala

Attorney Docket Number: 290,1052USN 

Filed as Small Entity 

U.S. National Stage under 35 USC 371 Filing Fees 

Sub-Total in

Description Fee Code Quantity Amount USD(S) 

Basic Filing:

Pages: 

Claims:

Miscellaneous-Filing: 

Petition:

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-lssuance:

Publ, Fee- early, voluntary, or normal 1504 a
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ester|areata|eat]meu|=v0) t
Extension-of-Time:
 

Miscellaneous: 

0345



0346

Electronic Acknowledgement Receipt

Application Number: 10490932 

International Application Number: 

Confirmation Number:

Title of Invention: METHOD AND NEWORK FOR ENSURING SECURE FORWARDING OF MESSAGES

oeeepeneRIE pains

Customer Number: 33369
 

Filer: Rolf Fasth/Sloan Smith
 

Filer Authorized By: Rolf Fasth

Receipt Date: 07-OCT-2009 

Filing Date: 22-NOV-2004 

Time Stamp: 07:07:27

Application Type: U.S. National Stage under 35 USC 371

Paymentinformation:

 
 

Submitted with Payment yes

Payment Type Deposit Account 

Paymentwassuccessfully received in RAM $1055

RAM confirmation Number 

Deposit Account
 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentas follows:

Charge any Additional Fees required under 37 C.F.R. 1.492 (Nationa! applicationfiling, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

Document 7x 2 File Size(Bytes)/
Number GakiimeDeschPuen Eile tans Message Digest|Part/.zip| (ifappl.) 

85853

Issue Fee Payment (PTO-85B) PART_B.PDF
6S bes hed 605053 telaehebachhaadel cS

afes9 

Warnings:

Information: 

Miscellaneous Incoming Letter TRX.PDF
[d3s3Geca235late | LociBouabjcdes:

4 380 

Warnings:

Information: 

Fee Worksheet (PTO-875) fee-info.pdf GIST3 Seloaad 29d(cssIe
ahe5 | 

Warnings:

Information: 

 
Total Files Size (in bytes) 137871

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidenceof receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
Ifa new application is being filed and the application includes the necessary componentsfor a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown onthis
AcknowledgementReceiptwill establish the filing date of the application.

 

NationalStage of an International Application under 35 U.S.C. 371
Ifa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

 

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this Acknowledgement Receiptwill establish the internationalfiling date of
the application.
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Receiptdate: 06/29/2009 10490932 -- GAld:, 2436
Lago oy 5 . ‘ Approved for use through 06/30/2008. OMB 0651-0031

Doe description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995. no persons ara required to respondto a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

hiapaataleadtettsake

( Not for submission under 37 CFR 1.99)

Attorney Docket Number 290.1052USN

Examiner Cite Patent NumberInitial No

U.S.PATENTS

Nameof Patentee or Applicant heatspiasDlced bbl
Issue Date 5 Relevant Passages or Relevantof cited Document

Figures Appear

" fe romfe
\lao0F

3 7325063 PAH6=29-6r1 DILLON

If you wish to add additional U.S. Patentcitation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Kind
Code!

\facos
6839770 2005-04-H4 DILLON

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

Name of Patentee or Applicant
of cited Document

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages, Columns. Lines
Examiner| Cite|Foreign Document|Country Kind|Publication Applicant of cited where Relevant
Initial’ No Code? j Code) Date Sees Passagesor RelevantDocument ;

Figures Appear

EFS Web 2.1.2 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /F.Y./
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O, Box 1450
Alexandria, Virginia 22319-1450WWW. Lispta.gov

APPLICATION NO, ISSUE DATE PATENT NO, ATTORNEYDOCKET NO, CONFIRMATION NO,

 
 

10/490,932 11/17/2009 T620810 290. 10S2U5N 2427

33369 7590 10/28/2009

PASTI LAW OFFICES (ROLF FASTIHD)
26 PINECREST PLAZA, SUITE 2

SOUTHERN PINES, NC 28387-4301

ISSUE NOTIFICATION

The projected patent numberand issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(applicationfiled on or after May 29, 2000)

The Patent Term Adjustment is 536 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) wasfiled in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA,

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEBsite (http://pair.uspto. gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702, Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM)at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEBsite http://pair.uspto.gov for additional applicants):

Sami Vaarala, Helsinki, FINLAND;
Antti Nuopponen, Espoo, NETHERLANDS;

IR103 (Rev. 10/09)
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