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STATUS OF AMENDMENTS

All claim amendments have been entered by the Examiner. No amendments to

the claims were proposedafter the final rejection.
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SUMMARY OF CLAIMED SUBJECT MATTER

Claimed embodiments are directed to methods for enabling two mobile devices

to find another within a network without requiring a intermediary server that includes

location information for the mobile devices in order to establish a direct connection

betweenthe two mobile devices for instant messaging.

A. CLAIM 1- INDEPENDENT

Claim 1 is directed towards a method for establishing session-based instant

messaging communications betweenaninitiating mobile device (paragraph 009, line 6;

figure 1, reference 105) and a target mobile device (paragraph 009,line 6; figure 1,

reference 110) that each support a data packet-based communications service

(paragraph 0011, lines 14-24; figure 1, references 155 and 160) over a digital mobile

network system (figure 1; paragraphs 0009-0011). The method begins by opening a

listening software port (paragraph 0013,line 18 referring to "TCP port") for the target

mobile device on the initiating mobile device to receive communications through the

data packet-based communications service from the target mobile device (figure 2, step

210; paragraph 0013,lines 17-19).

The method continues by transmitting, from the initiating mobile device, an

invitation message containing an address (paragraph 0013, line 22, referring to "IP

address") and the listening software port (paragraph 0013, line 23, referring to "TCP

port") of the initiating mobile device to the target mobile device (figure 2, step 230;

paragraph 0013, lines 21-25) through a page-mode messaging service, (paragraph

0013, line 23, referring to "SMS text message") wherein the target mobile device is

located by providing to the page-mode messaging service a unique identification

number (paragraph 0013, lines 23, referring to "phone number") that is used by the

digital mobile network system to locate the target mobile device.

The method continues by receiving, at the initiating mobile device, a response

from the target mobile device at the listening software port onthe initiating mobile
device (figure 2, step 270; paragraph 0013,lines 32-33) through the data packet-based

communications service (paragraph 0013, lines 30-32, referring to "request to establish
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a TCP connection... to the . .. TCP port") and establishing a virtual connection (figure

2, step 280; paragraph 0013, line 33 referring to "TCP connection) through the data

packet-based communications service for the session-based instant messaging session

between the initiating mobile device and the target mobile device, wherein the virtual

connection is established without use of a server that handles connection requests from

multiple mobile devices.

B. CLAIM 12 - INDEPENDENT

Claim 12 is directed towards a mobile device (paragraph 0009,line 6; figure 1,

reference 105) enabled to establish session-based instant messaging communications

with a target mobile device (paragraph 009,line 6; figure 1, reference 110) in a digital

mobile network system (figure 1; paragraphs 0009-0011). The mobile device comprises

programming means (paragraph 0009, lines 1-5, generally referring to mobile devices

enabled to interact with the digital mobile network) to support a data packet-based

communications service (paragraph 0011, lines 14-24 referring to "IP network based

communication"; figure 1, references 155 and 160) over the digital mobile network

system and programming means to support a page-mode messaging service

(paragraph 0010, lines 1-10 referring to "page mode messaging service, such as SMS")

overthe digital mobile network system.

The mobile device further comprises programming means to open a listening

software port (paragraph 0013, line 18 referring to "TCP port") for the target mobile

device to receive communication through the data packet-based communications

service from the target mobile device (figure 2, step 210; paragraph 0013, lines 17-19),

programming means to send an invitation message containing an address (paragraph

0013, line 22, referring to "IP address") and the listening software port (paragraph 0013,

line 23, referring to "TCP port") of the mobile device to the target mobile device (figure

2, step 230; paragraph 0013, lines 21-25) through the page-mode messaging service

(paragraph 0013, line 23, referring to "SMS text message"), wherein the target mobile

device is located by providing to the page-mode messaging service a unique

identification number (paragraph 0013, lines 23, referring to "phone number") that is

used by the digital mobile network system to locate the target mobile device,

AppleInc.
Ex. 1004 - Page 453



Apple Inc.
Ex. 1004 - Page 454

programming means to receive a response through the data packet-based

communications service (paragraph 0013, lines 30-32, referring to "request to establish

a TCP connection... to the . .. TCP port") from the target mobile device at the listening

software port (figure 2, step 270; paragraph 0013, lines 32-33), and programming

meansto establish a virtual connection (figure 2, step 280; paragraph 0013, line 33

referring to "TCP connection) through the data packet-based communications service

for the session-based instant messaging communications between the mobile device

and the target mobile device, wherein the virtual connection is established without use

of a server that handles connection requests from multiple mobile devices.

C. CLAIM 22 - INDEPENDENT

Claim 22 is directed towards a computer readable storage medium having stored

therein a computer program for establishing a session-based instant messaging

communications betweenaninitiating mobile device (paragraph 009, line 6; figure 1,

reference 105) and a target mobile device (paragraph 009,line 6; figure 1, reference

110) that each supports a data packet-based communications service (paragraph 0011,

lines 14-24; figure 1, references 155 and 160) over a digital mobile network system

(figure 1; paragraphs 0009-0011), the computer program to be executed ontheinitiating

mobile device to carry outall the steps of claim 1.

The steps of claim 1 begin by openinga listening software port (paragraph 0013,

line 18 referring to "TCP port") for the target mobile device on the initiating mobile

device to receive communications through the data packet-based communications

service from the target mobile device (figure 2, step 210; paragraph 0013, lines 17-19).

The steps continue by transmitting, from the initiating mobile device, an invitation

message containing an address (paragraph 0013,line 22, referring to "IP address") and

the listening software port (paragraph 0013, line 23, referring to "TCP port") of the
initiating mobile device to the target mobile device (figure 2, step 230; paragraph 0013,

lines 21-25) through a page-mode messaging service, (paragraph 0013, line 23,

referring to "SMS text message") wherein the target mobile device is located by

providing to the page-mode messaging service a unique identification number
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(paragraph 0013, lines 23, referring to "phone number") that is used by the digital

mobile network system to locate the target mobile device.

The steps continue by receiving, at the initiating mobile device, a response from

the target mobile device at the listening software port on the initiating mobile device

(figure 2, step 270; paragraph 0013, lines 32-33) through the data packet-based

communications service (paragraph 0013,lines 30-32, referring to "request to establish

a TCP connection . .. to the . .. TCP port") and establishing a virtual connection(figure

2, step 280; paragraph 0013, line 33 referring to "TCP connection) through the data

packet-based communications service for the session-based instant messaging session

between the initiating mobile device and the target mobile device, wherein the virtual

connection is established without use of a server that handles connection requests from

multiple mobile devices.
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GROUNDS OF REJECTION TO BE REVIEWED ON APPEAL

Claims 1, 12 and 22 stand rejected under 35 U.S.C. §102(e) as being anticipated

by United States Patent Publication No. 2005/0058094 (hereinafter, referred to as

“Lazaridis”).

11
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ARGUMENTS

REJECTION OF CLAIMS 1, 12 AND 22 UNDER35 U.S.C. §102(E) OVER U.S.

PATENT PUBLICATION 2005/0058094 ( “LAZARIDIS”).

Appellant respectfully disagrees with the Examiner's position that Lazaridis

teaches or suggests the following limitations in independent claim 1 (and similar

limitations in claims 12 and 22):

a. “opening a listening software port for the target mobile device on the
initiating mobile device to receive communications through the data packet-
based communicationsservice,"

b. "receiving a response from the target mobile device . . . at the listening
software port . . . through the data packet-based communications
service" when the invitation message is required to be sent through a
"page-mode messaging service," and

c. establishing a "virtual connection" betweentheinitiating mobile device and
the target mobile device "through the data-packet based
communications service."

A. Lazaridis does not mention a "listening software port" at all, let alone a
listening software port "for the target device" that receives communications
“through the data packet-based communications service."

Claim 1's recitation of opening a listening software port (such as a TCPport in

dependent claim 5) on the initiating mobile device has two specific limiting

requirements: (1) it is opened for the target mobile device, and (2) it is opened to

receive communications through the data-packet based communications service

(such as an GPRSin dependent claim 3). These specific limitations mean that the

claimed listening software port cannot be: (1) a well-known, default or generic listening

software port that is generally open and accessible to any and all devices, or (2)

opened to receive communications through services that are not data packet-based.

Lazaridis makes no mention whatsoeverof anylistening software port at all, let alone a

listening software port that is opened for a particular target mobile device and thatis

used to receive communications through a data packet based communicationsservice.

12
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In an Examiner interview on July 1, 2009, the Examiner acknowledged that

opening a listening port is not expressly mentioned in Lazaridis but maintained that

openingalistening software port is implicit in paragraphs [0022]-[0023] of Lazaridis and

that any mobile device necessarily has to openalistening software port just to operate

and communicate with other devices. This assertion is simply incorrect and further

ignores the express additional limitations that claim 1 has on the listening software port,

namely, that it is (1) opened for the target mobile device, and (2) openedto receive

communications through the data-packet based communications service.'

Paragraphs [0022]-[0023] of Lazaridis simply introduce a well-known computer system

environment (e.g., well-known mobile base stations such as cell phones, well-known

wireless network standards such as GSM/GPRSand routers and servers capable of

well known network protocols, such as TCP/IP) in which Lazaridis's own claimed

methods can operate but do not even describe the steps of these methods. Paragraph

[0027], also cited by the Examiner, specifically discusses using a "circuit switched"cell

phonecall, which, as is well knownin the art, is completely contrary to using a "data

packet-based communications service" as required by the claim.”

It is well-known in the art that any general computer system may open different

types of default or well-knownlistening software ports for specific purposes. However,

such default listening software ports can only be used for such specific purposes and

simply do notsatisfy all the additional requirements of Appellant's claimed listening port

and cannot be used as required Appellant's claimed steps. For example, a mobile

device may support a default SMS listening software port opened to receive SMS

messagesfrom all other devices, but such a default SMS port is neither (1) opened for

a specific target mobile device, nor (2) used to receive communications through a data-

packet based communications service.? Similarly, well-known TCP ports (i.e., in

' Please refer to Annex A herein for an explanation of a "data-packet based communications" service,
such as GPRS,asis well knownin the art. As shown in Annex A, a "data packet based communications
system" differs from circuit switched data transmissions as well as SMS, a “page mode messaging
service," as referred to in claim 1.

Please refer to both Annex A and AnnexBfora description of the difference between circuit switched
data transmission and packet based data transmission asis well knownin the art.
* Annex A distinguishes SMS as a type data transmission that is different from GPRS, a "data packet
based communications system" as referenced in claim 1. Furthermore, Annex C describes SMS as
“page mode messaging” as used in claim 1 which is distinguished from a "data packet based
communications service" as usedin claim 1.

13
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contrast to SMS ports, TCP ports are used to received through a "data-packet based

communications service," such as GPRS) are openedas a default to service any andall

devices for specific purposes (e.g., FTP, telnet, HTTP, etc.) and therefore do not satisfy

the requirement in claim 1 of being opened "for the target mobile device" and thus

cannot be used for Appellant's own claimed steps. While mobile devices may

generally have the capability (and indeed must have such a capability for Appellant's

claimed invention) to open a listening software port for the target mobile device to

receive communication through the data-packet based communications services,

Appellant submits that no mobile devices simply by default, open such a specific type of

listening software port as recited in claim 1 (e.g., a specific TCP port to establish a

“virtual connection" between two devices). There must be a specific purpose or

reason to open such a specific type of listening software port and Lazaridis does not

mention any such purpose, and furthermore, the pre-existing technologies and the

techniques described in Lazaridis simply do not need to open such a listening

softwareport.

B. Lazaridis does not receive a response through the data-packet based
communications service while transmitting the invitation through a page mode
messaging service.

Claim 1 further requires "receiving a response from the target mobile device . . .

at the listening software port . . . through the data packet-based communications

service. Additionally, Claim 1 is further limited by the fact that the initial invitation

message is required to be sent through a "page-mode messaging service” (e.g.,

SMS)and not the data packet based communicationsservice (e.g., GPRS)that the

responseis received through (see footnote 3 herein, and accompanying Annexes A and

C for the well-knowndistinction between a "data packet-based communications service"

and a "page mode messaging service"). Appellant respectfully submits that the

Examinerfails to acknowledge these distinctions and that Lazaridis simply fails to teach

* Please refer to Annex D for examples of well-known TCP ports for well-known Internet services such as
FTP servers (port 20), telnet server (port 23), and HTTP servers (port 80) Such well-known TCP ports
are not openedby default on mobile devices because mobile devices do not run servers for data packet
based communications services by default. Furthermore, because such well-known ports are "well-
known", they available to any computer desiring to communicate the computer having the opened port
and are therefore not openedfor a specific target mobile device, as required by claim 1.
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or suggestthis difference in the communication medium usedto first send an invitation

message and then receive a response. In the paragraph [0024] as cited by the

Examiner, Lazaridis simply uses the same "existing communications application" to

both send an invitation message and receive a response, directly contradicting

Appellant's requirements in claim 1. Whetherthis "existing communications application"

is SMS, email, MMS, EMS or any other "existing" communications application, the

underlying mechanism and medium for sending an invitation and receiving a response

via such an existing communications application will be the same and therefore does

not satisfy the distinction of claim 1 in the invitation transmission step (via a page mode

messaging service) and the response receiving step (via the data packet-based

communications—service). Indeed, the fact that Lazaridis utilizes "existing

communications applications" to initiate communications with another device

demonstrates that Lazaridis does not even offer new methods to initiate such

communications,as is the core focus of Appellant's own claims.

C. Lazaridis does not teach or suggest establishing a "virtual connection"
through "the data packet-based communication service".

Claim 1 also requires "establishing a virtual connection through the data packet

based communications service." One example of a virtual connection is a TCP

connection (see dependent claim 5). Appellant respectfully submits that the Examiner

fails to acknowledge the establishmentof a "virtual connection” as that term is very well-

known and understood in the art (e.g., enabling the transmission of a byte stream

between two nodes).° Nowhere in Lazaridis is there any mention or suggestion that any

virtual connection is ever made. Indeed all the examples of "existing communications

applications” in Lazaridis are not virtual connection based applications(i.e., SMS,

email, MMS, EMS,etc.). Instead, as clearly taught in Lazaridis, in paragraph [0025],

peer-to-peer messagesare discretely sent back and forth (i.e., not using a continues

byte stream of a "virtual connection"), each time, embedding a PIN in such a discrete

° Please refer to AnnexEfor an example of description of a "virtual connection,” as is well understood in
the art. Specifically, Wikipedia's definition of "virtual circuit" (synonymous with "virtual connection," as
noted therein) notes that a virtual connection enables a byte steam to be delivered between nodes and
mentions TCP and GPRS as examples, noneof which is taught or suggested in Lazaridis.
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message to assist a routing server to route the message. Lazaridis's described

messaging techniques are in direct contradiction with the establishment of a "virtual

connection" as required by claim 1, as the term is well understood in the art, that

enables a continuous byte stream to be transmitted between two nodes.

As the foregoingillustrates, Lazaridis fails to teach or suggest each and every

limitation of claim 1. Independent claims 12 and 22 recite limitations similar to those

discussed in conjunction with claim 1. Therefore, these independent claims and all

claims dependent thereupon are allowable for at least the same reasons as allowable

claim 1.
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Annex A

Wikipedia Entry for “GSM Services”

  

Visited August 29, 2009

GSM services

From Wikipedia, the free encyclopedia

°®

Data transmission fedit] 

The GSM standard also provides separatefacilities for transmitting digital data. This allows a mabile phone to act like any other computer on
the Internet, sending and receiving data via the internet Protocol.

The mobile may also be connected to a desktop computer, laptop, or PDA, for use as a network interface (just like a modemor ethernet
card, but using one of the GSMdata protocols described below instead of a PSTN-compatible audio channel or an ethernetlink te transmit
data). Some GSMphones can alsobecontrolled by a standardised Hayes AT commandset through a serial cable or a wirelesslink (using
IrDA, or Bluetooth} The AT commands can contro! anything from ring tones to data compression algorithms.

In addition to general Internet access, other special services maybe provided by the mohile phone operator, such as SMS.

Circuit-switched data protocols [edit]

A circuit-switched data connection reserves a certain amount of bandwidth betweentwo points for the life of.a connection, just as a
traditional phone call allocates an audio channelof a certain quality between two phonesfor the duration of the call.

Two circuit-switched data protocols are defined in the GSM standard: Circuit Switched Data {CSD} and High-Speed Circuit-Switched Data
(HS3CSD}. These types of-connectionsaretypically charged on a per-second basis, regardless of the amountof data sent overthe link. This
is because a certain amount of bandwidth is dedicated to the connection regardless of whether or notit is needed.

Circuit-switched connections dohave theadvantage of providing a constant, guaranteed quality of service, which is useful for real-time
applications like video conferencing.

General Packet Radio Service (GPRS) [edit]

The General Packet Radio Serice (GPRS) is dpacket-switched data transmission protocelwhich was incorporated into the GSM standard
in 1897. It is backwards-compatible with system Mat Use pre-laar Pisions OF mie ctanearc. GPRS does this by sending packets to the
local mobile phone mast (BTS} on channels net being used bycircuit-switched voice calls or data connections. Multiple GPRS users can
share a single unused channel because each of them usesit only for Pccasional short bursts.

   

 

 

 
 

 

The advantage of packet-switched connections is that bandwidth is orfy used when there is actually data to transmit. This type of connection
is thus generally billed by the kilobyte instead of by the second. and iB usually a cheaperalternative for applications that only need to send
and receive data sporadically, like instant messaging.

GPRSis usually described as a 2.59 technology; see the main articl® for more information.

Short Message Service (SMS)

idain article: Short message service

[edit]  
 

 
 
 

Short Wessages (more commonly known as text messages} has becme the most used dataapplication on mobile phones, with 74%ofall
mobile phone users worldwide alreadyas active users of SMS,or2.4 billion people by the end of 2007. In many advanced countries,the
users have shifted from considering the voice call being the most desifed feature of a mobile phone, to considering SMS text messaging as
the most desired feature.

SMStext messages may be sent by mobile phone users to other mobile users or external services that accept SMS. The messages are
usually sent from mobile devices via the Short Message Service Centip using the MAP protocol.

The SlSC is a central routing hubs for Short Messages. Many mobil service operators use their SMSCs as gateways to external systems,
including the Internet, incoming SMS news feeds, and other mobile operators onen Gsing the de facto SMMPP standard for SMS exchange}.

The SMS standard is also used outside of the GSM system: see the mainarticle for,

Asis well-known and shownhere, a “data packet based communications service”
as usedin claim 1 is a different data transmission service than

(1) SMS data transmission, a “page mode messaging service”as in claim 1, and (2)
circuit based communications service, as distinguished herein.
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Annex B

Wikipedia Entry for “Packet switching”
Visited August 29, 2009

Packet switching
FromWiWikipedia, the free encyclopedia

  ¢ Thisarticle may require cleanup to meet Wikipedia's quality standards. Please improve this
atticle if you can. (uty 2007)

Packet switching is a network communications method that groups all transmitted data, imespective of content, type, or structure into
suitably-sized blocks, called packefs. The network over which packets are transmitted is a shared network which routes each packet
independently fram all others and allocates transmission resources as needed. Theprincipal goals of packet switching are to optimize
utilization of available link capacity and to increase the robustness of communication. When traversing network adapters. switches and other
network nodes, packets are buffered and queued, resulting in variable delay and throughput, depending cn the traffic load in the network.

Network resources are managed bystatistical multiplexing or dynamic bandwidth allocation in which a physical communication channel is
effectively divided into an arbitrary numberof ingical variable-bit-rate channels or data streams. Each logical stream consists of a sequence of
packets, which normally arefoowarded by a network node asynchronausly usingfirst-in, first-out buffering. Alternatively, the packets may be
forwarded according to some scheduling discipline for fair queuing orfor differentiated or guaranteed quality of service, such aspipeline
forwarding or time-driven priority (TDP). Any buffering introduces varying latency and throughput in transmission. In caseof a shared physical
medium, the packets maybe delivered according to some packet-mode multiple access scheme.

 
 

Contents fhidei 

 

 
 

 

 
As described herein, “packet

2 Connectionless and connaction-oriented Packet switching switching” contrasts “circuit
Packet switching in networks switching.”

L X.25 vs. Frame Relay packet switching

/5 See also
6 References
64 Bibliography
‘7 Further reading
8 External links

  
 

TOM FDM > WDM

| Polarization multiplexing
: Spatial multiplexing (MMO}

 
 

Ory fedit]
i Channel accesss methods
: Media Access Contro] {MAC}
 
 The conceptof packet switching was first Pxplored by Paul Baran in the early 1960s, and then independently

a few years later by Donald Davies (Abbatb, 2000}.

Leonard Kleinrock conducted early researgh in queueing theory which would be important in packet switching,
and published a book in therelated field of digital message switching (without the packets} in 1961; he also
later played aleading rolein building and ghanagementof the world’s first packet switched network, the

  

As describedherein, “packet-based”as usedin claim 1 is equivalent to packet
mode,packetoriented, or “packet-switching”, as used in Annex A in distinguishing
packet based communications services from page mode messaging services such
as SMS.
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Annex C

Specification for SIP IM Requirements
hito://tools jethora/htmi/draft-rosenberg-simple-messaging-requiremenis-01

Visited August 29, 2009

SIMPLE J. Rosenberg
Internet-Draft dynamicsoft
Expires: BRugust 12, 2004 February 12, 2004

Advanced Instant Messaging Requirements for the Session Initiation
Protocol {SIP}

draft-—rosenberg-simple-messaging—requirements-—01

Status of this Memo

This decument is an Internet-Draft and is in full conformance with

1 provisions of Section 10 of RFC2026.

internet-Drafts are working documents of the Internet Engineering
fask Force (IETF}, its areas, and its working groups. Note that other
groups may also distribute working documents as Internet-Drafts.

Internet-Drafts are Graft documents valid for a maximum of six months

and may be undated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material ox to cite them other than as “work in progress.”

Phe list af current Internet-Drafts can be accessed at http: //
www. petfi.arg/ieti/ilid-abstracts.txrtk.  

Introduction

The Session Initiation Protecol {SIP} defines several specifications
CS eypport Imsta2 Messaging (7Mi The s7 3a meth Ff 24

ilows for “page-mede" messaging, offering a service similar to Short
Message Service (SMS} in wireless networks. A more advanced
Capability, caijfea session mode messaging, uses the SIP INVITE methocd
to establish a fession whose media type is messaging [8]. This allows
for many SIP capabilities to be directly applied to instant
messaging, suchas conferencing [9].

 
 

 

 
  

  
 

 
 

  

   

Asis well known and described in an RFC draft of the IETF, a “page mode
messaging”service is equivalent to SMS.
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Annex D

Wikipedia Entry for “Well known ports”
Visited August 29, 2009

ListofTCP and UDPportnumbers_
From wikipedia, the free encyclopediaZ roa Vall known ports}

  

 

In computer networking, the protocols of the Transport Layer of the Internet Protocol Suite, most notably the Transmission Control Protocol
("TCP"); and the User Datagram Protoccl {"UDP"}, but also other protocols, use a numerical identifier for the data structures of the endpoints
for host-te-host communications. Such an endpoint is known as a port and the identifier is the port number. The Internet Assigned Numbers
Authority (ANA}is responsible for maintaining the official assignments of port numbers for specific uses"!

 Contents ihide} 
+4 Table legend
2 Well-known ports: 0-1023

3 Registered ports: 1024-49151 :
4 Dynamic andar private ports: 40152-6853

'§ See also

6 References
7 External links

 

Faeenefed

Color coding of table entries

Official Portfapplication combination is registered with IANA
 Unoficial Fortfapplication combination is net registered with IANA
Conflict Port is in use for multiple applications

Well-known ports: 0O—-1023 [edit]

 
Description

Top Port Service‘Multiplexer i

: Management Utility
 

 

Quote ofthe Day
Message Send Protocol_
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Annex E

Wikipedia Entry for “Virtual circuit”
Visited August 29, 2009

Virtual circuit
FromWikipedia, the free encyclopedia

 In telecommunications and computer networks§fa virtual circuit (¥C}, synonymous with virtual connection and virtual channel, is a
connection oriented communication service that ts delvered by means of packet mode communication. Aiter a Connection of virtual Circuit is
established between two nodes or application processes, a bit stream or byte stream may be delivared between the nodes.A virtual circuit
protocol hides the division into segments. packets or frames from higherlevel protocols.

 

Virtual circuit communication resemblescircuit switching, since both are connection oriented, meaifing that in both cases data is delivered in
correct order, and signalling overhead is required during a connection establishment phase. Howevel, circuit switching provides constantbit
rate and latency, while these may vary in a virtual circuit service due to reasons such as:

» yarying packet queue lengths in the network nodes,

® varying bit rate generated by the application,

# varying load from other users sharing the same network resources by means ofstatistical multigexing, etc.

Many virtual circuit protocols, but not all. providereliable communication service, by means of data fetransmissions due te error detection
and automatic repeat request (ARQ}.  

Contents fhide}

4 Layer 4 virtual circuits

2 Layer 23 virtual circuits
3 Examples of protocols that provide virtual circuits
4 Permansnt and switched virtual circuits in ATM, frame relay, and X25:
5 References

6 See alsa 
Layer4virtualcircuits __bait] 

Connection oriented transport layer datalink protocols such as TCPINE! may rely on a connectionleBs packet switching network layer
protocol such as IP. where different packets may be routed overdifferent paths, and thus be deliverdd out of order. However, a virtual circuit!
[24 is possible since TCP includes segment numbering and reordering on the receiver sideto prevgnt out-of-order delivery.

Asis well known and usedin claim 1, a “virtual connection” is synonymous with a
virtual circuit and virtual channel to enable a bit stream or byte stream to be
delivered between nodes.
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CONCLUSION

For the reasons stated above, Appellant respectfully submits that the rejection of

claims 1-30 is improper. Reversal of the rejections is respectfully requested.

Respectfully submitted,

Gt Lo
Daniel Lin, Reg. No. 47,750
Patterson & Sheridan, L.L.P.
3040 Post Oak Bivd., Suite 1500
Houston, TX 77056-6582

Telephone: 650.996.1050
Facsimile: 650.330.2314
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CLAIMS APPENDIX

1. (Previously Presented): A method of establishing session-based instant messaging

communications between aninitiating mobile device and a target mobile device that

each support a data packet-based communications service overa digital mobile

network system, the method comprising:

opening a listening software port for the target mobile device on theinitiating

mobile device to receive communications through the data packet-based

communications service from the target mobile device;

transmitting, from the initiating mobile device, an invitation message containing

an address and the listening software port of the initiating mobile device to the target

mobile device through a page-mode messaging service, wherein the target mobile

device is located by providing to the page-mode messaging service a unique

identification number that is used by the digital mobile network system to locate the

target mobile device;

receiving, at the initiating mobile device, a response from the target mobile

device at the listening software port on the initiating mobile device through the data

packet-based communications service; and

establishing a virtual connection through the data packet-based communications

service for the session-based instant messaging session between theinitiating mobile

device and the target mobile device, wherein the virtual connection is established

without use of a server that handles connection requests from multiple mobile devices.

12. (Previously Presented) A mobile device enabled to establish session-based instant

messaging communications with a target mobile device in a digital mobile network

system, the mobile device comprising:

programming means to support a data packet-based communications service

overthe digital mobile network system;

programming meansto support a page-mode messaging service overthe digital

mobile network system;
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programming meansto openalistening software port for the target mobile device

to receive communication through the data packet-based communications service from

the target mobile device;

programming means to send an invitation message containing an address and

the listening software port of the mobile device to the target mobile device through the

page-mode messaging service, wherein the target mobile device is located by providing

to the page-mode messaging service a unique identification numberthat is used by the

digital mobile network system to locate the target mobile device;

programming means to receive a response through the data packet-based

communications service from the target mobile device at the listening software port; and

programming meansto establish a virtual connection through the data packet-

based communications service for the session-based instant messaging

communications between the mobile device and the target mobile device, wherein the

virtual connection is established without use of a server that handles connection

requests from multiple mobile devices.

22. (Previously Presented): A computer readable storage medium having stored

therein a computer program for establishing a session-based instant messaging

communications between an initiating mobile device and a target mobile device that

each supports a data packet-based communications service over a digital mobile

network system, the computer program to be executed ontheinitiating mobile device to

carry out all the steps of claim 1.
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EVIDENCE APPENDIX

None
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RELATED PROCEEDINGS APPENDIX

None
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Application/Control Number: 10/817 ,994 Page 2

Art Unit: 2617

(1) Real Party in Interest

A statementidentifying by name the real party in interest is contained in the brief.

(2) Related Appeals and Interferences

The examineris not aware of any related appeals, interferences,orjudicial

proceedings which will directly affect or be directly affected by or have a bearing on the

Board’s decision in the pending appeal.

(3) Status of Claims

The statement of the status of claims contained in the brief is correct.

(4) Status of Amendments After Final

The appellant’s statementof the status of amendmentsafterfinal rejection

contained in the brief is correct.

(5) Summary of Claimed Subject Matter

The summary of claimed subject matter contained in the brief is correct.

(6) Grounds of Rejection to be Reviewed on Appeal

The appellant’s statementof the groundsof rejection to be reviewed on appealis

correct.

(7) Claims Appendix

The copy of the appealed claims contained in the Appendix to the brief is correct.

(8) Evidence Relied Upon

2005/0058094 Lazaridis 3-2005

2003/01 26213 Betzler 3-2003
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Application/Control Number: 10/817 ,994 Page 3

Art Unit: 2617

(9) Grounds of Rejection

The following ground(s) of rejection are applicable to the appealed claims:

Claims 1-3, 5-10, 12-14, 16-23, and 25-30 are rejected under 35 U.S.C. 102(e)

as being clearly anticipated by Lazaridis et al (US 2005/0058094).

For claim 1, Lazaridis et al discloses a method of establishing session-based

instant messaging between an initiating mobile device and a target mobile device that

each support a data packet-based communicationsservice over a digital mobile

network system (paragraph 0011), the method comprising:

openingalistening software port for the target mobile device on the initiating

mobile device to receive communications through the data packet-based

communications service from the target mobile device (paragraph 0022 and 0027);

transmitting, from the initiating mobile device, an invitation message containing an

address and the listening software port of the initiating mobile device to the target

mobile device through a page-mode messaging service (paragraph 0013 and 0024),

wherein the target mobile device is located by providing to the page-mode messaging

service a unique identification numberthat is used by the digital mobile network system

to locate the target mobile device (paragraph 0013 and 0024); receiving, at the

initiating mobile device, a responsefrom the target mobile device atthe listening

software port on the initiating mobile device through the data packet-based

communications service (paragraph 0015 and 0024); and establishing a virtual

connection through the data packet-based communications service for the direct data

transfer session betweentheinitiating mobile device and the target mobile device,
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Application/Control Number: 10/817 ,994 Page 4

Art Unit: 2617

wherein the virtual connection is established without use of a server that handles

connection requests from multiple mobile devices (paragraph 0011, 0024 and 0034).

For claim 12, Lazaridis et al discloses a mobile device enabled to establish

session-based instant messaging communications with a target mobile device in a

digital mobile network system (paragraph 0011), the mobile device comprising:

programming meansto support a data packet-based communications service over the

digital mobile network system (paragraph 0022 and 0024); programming meansto

support a page-mode messaging service overthe digital mobile network system

(paragraph 0022 and 0024); programming meansto opena listening software port for

the target mobile device to receive communication through the data packet-based

communications service from the target mobile device (paragraph 0022 and 0027);

programming meansto send an invitation message containing an address and the

listening software port of the mobile device to the target mobile device through the

page-mode messaging service (paragraph 0013 and 0024), wherein the target mobile

device is located by providing to the page-mode messaging service a unique

identification numberthat is used by the digital mobile network system to locate the

target mobile device (paragraph 0013 and 0024); programming meansto receive a

responsethrough the data packet-based communications service from the target mobile

device at the listening software port (paragraph 0015 and 0024); and programming

meansto establish a virtual connection through the data packet-based communications

service for the session-based instant messaging communications between the mobile

device and the target mobile device, wherein the virtual connection is established
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Art Unit: 2617

without use of a server that handles connection requests from multiple mobile devices

(paragraph 0011, 0024 and 0034).

For claims 2 and 13, Lazaridis et al discloses opening a secondlistening

softwareport on the initiating mobile device to receive invitation messages through the

page-mode messaging service (paragraph 0024 and 0032); receiving, at the second

listening software port and through the page-mode messaging service, a message from

another mobile device inviting the initiating mobile device to establish an instant

messaging session, wherein such message contains a second address andathird

listening software port of the other mobile device (paragraph 0024, 0030 and 0032);

and transmitting a response to the second address and the third listening software port

of the other mobile device through the data packet-based communications service,

wherein the response acknowledgesthe ability to establish a virtual reliable connection

(paragraph 0024, 0030 and 0032).

For claim 22, Lazaridis et al discloses a computer readable storage medium

having stored therein a computer program for establishing session-based instant

messaging communications betweenaninitiating mobile device and a target mobile

device that each supports a data packet-based communications service overa digital

mobile network system, the computer program to be executedontheinitiating mobile

device to carry out all the steps of claim 1 (see aboverejection of claim 1).

For claims 3, 14 and 23, Lazaridis et al discloses the data packet-based

communications service is GPRS (paragraph 0022) and the digital mobile network

system is GSM (paragraph 0022).
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For claims 5, 16 and 25, Lazaridis et al discloses the addressofthe initiating

mobile device is an IP address and the listening software port is a TCP port (paragraph

0022 and 0023).

Forclaims 6, 17 and 26, Lazaridis et al discloses the page-mode messaging

service is SMS (paragraph 0022).

For claims 7, 18 and 27, Lazaridis et al discloses the method of claim 1 wherein

the page-more messaging service is a PIN-to-PIN messaging service (paragraph

0022).

For claims 8, 19 and 28, Lazaridis et al discloses the unique identification

numberis a telephone number(paragraph 0023).

For claims 9, 20 and 29, Lazaridis et al discloses the unique identification

numberis a PIN number(paragraph 0023).

For claims 10, 21 and 30 Lazaridis et al discloses the virtual reliable connection

is a TCP connection (paragraph 0022).

Claims 4, 15 and 24 are rejected under 35 U.S.C. 103(a) as being unpatentable

over Lazaridis et al.

Consider claims 4, 15 and 24, and as applied to claims 1, 12 and 22 above,

Lazaridis et al do not specifically disclose that the initiating mobile device and the target

mobile device include QWERTY keyboards.

Nonetheless, the Examiner takes Official Notice that having the claimed

QWERTY keyboardsfor mobile devices is well knownin the art.
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Therefore, it would have been obvious to a person of ordinary skill in the art at

the time of the invention was made to modify the system of Lazaridis et al in order to

specifically used the initiating mobile device and the target mobile device that include

QWERTY keyboards.

Claim 11 is rejected under 35 U.S.C. 103(a) as being unpatentable over

Lazaridis et al in view of Betzler (US 2003/0126213).

For claim 11, Lazaridis et al specifically do not disclose MSRP. However,

Betzler from the sameorsimilar fields of endeavor teaches instant messaging

communicationsthrough thevirtual connection utilizes MSRP (see paragraph 0026-

0027 and 0029). Thus,it would have been obviousto the person of ordinary skill in the

art at the time of the invention to utilize MSRP as taught by Betzlerin the

communications network of Lazaridis et al. The MSRPas taught by Betzler can be

modified/implemented into the communication network of Lazaridis et al. The

motivation for using MSRPis to improve similar devices in the same way.

(10) Response to Argument

A) Regarding independent claims 1, 12, and 22:

Appellant argues:

i) That Lazaridis fails to disclose “opening a listening software port for the target

mobile device on the initiating mobile device to receive communications through the

data packet-based communications service” (page 12 - page 14 of brief). The claimed
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limitation listening software port cannot be “(1) a well known, default or generic listening

software port that is generally open and accessible to any and all devices, or (2) opened

to receive communications through services that are not data packet-based.” (see page

12 of the brief). The examiner has failed to show where Lazaridis makes any mention

of any listening software port at all (see page 12 ofthe brief).

Examiner responds:

i) Appellant’s interpretation of Lazaridis’s disclosure as relied upon by the

Examiner andasit relates to the claimed step of “openinga listening software port for

the target mobile device on the initiating mobile device to receive communications

through the data packet-based communications service’ is incorrect and furthermore

fails to account for the entire description of paragraph 0022 and 0023. It would be

inherent to open a listening software port since Lazaridis disclosesthatit

establishes peer to peer messaging session without using a server,it also

discloses having TCP/IP. Additionally, in order for the mobile device to operate

and communicate with other devices, the mobile device has to open a listening

software port. Furthermore, a mobile device supports the opening of a software

listening port to receive messages from other mobile devices. Whereby the

mobile device has to open a software port in order to send and receive SMS

messages from other mobile devices. Appellant's argument does not accountfor

these citations. Therefore, the Examiner maintains that Lazaridis teaches the claimed

step of “opening a listening software port for the target mobile device on the initiating

mobile device to receive communications through the data packet-based
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communications service” and respectfully requests the Board to sustain this rejection.

B) Regarding independent claim 1, 12 and 22

Appellant argues:

i) That Lazaridis fails to disclose “receiving a response from the target mobile

device at the listening software port... through the data packet-based communications

service” (page 14 - page 15 of brief). Also arguesthat claim 1 comprisesaninitial

invitation messagethatis required to be sent through a “page-mode messaging service”

and not the data packet based communication service (see page 14 of the brief). The

examinerhasfailed to show where Lazaridis discloses the difference in the

communication medium is used to send andreceivean invitation message (see page

14-15 of the brief).

Examiner responds:

i) Appellant’s interpretation of Lazaridis’s disclosure as relied upon by the

Examiner and asit relates to the claimed step of “receiving a response from the target

mobile device at the listening software port... through the data packet-based

communications service”is incorrect and furthermorefails to accountfor the entire

description of paragraph 0022 and 0024. Lazaridis discloses that the mobile station

sendsan invitation to establish a peer-to-peer messaging session between two

mobile devices using existing communication applications, where the existing

communication applications comprises an email, SMS, EMS, or MMS message.
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Additionally, wireless communication network, such as CDMA, GSM/GPRS,

EDGE, and UMTS, supports the message exchanges between mobile devices,

wherebytheinitiating mobile device receives an acceptance message from the

target mobile device hence through a data packet-based communications service.

Appellant’s argument does not accountfor these citations. Therefore, the Examiner

maintains that Lazaridis teaches the claimed step of “receiving a response from the

target mobile device at the listening software port... through the data packet-based

communications service” and respectfully requests the Board to sustain this rejection.

C) Regarding independent claim 1, 12 and 22

Appellant argues:

i) That Lazaridis fails to disclose “establishing a virtual connection through the

data packet based communication service” (page 15 - page 16 of brief). Also argues

that “the examinerfails to acknowledge the establishmentof a virtual connection as that

term is very well-known and understoodin the art.” (see page 15 of the brief). The

examinerhas failed to show where Lazaridis disclose that any virtual connection is ever

made (see page 15 ofthe brief).

Examiner responds:

i) Appellant’s interpretation of Lazaridis’s disclosure as relied upon by the

Examinerand asit relates to the claimed step of “establishing a virtual connection

through the data packet based communication service”is incorrect and furthermorefails
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to accountfor the entire description of paragraph 0022 and 0024. Lazaridis discloses

that the mobile station sends an invitation to establish a peer-to-peer messaging

session between two mobile devices using existing communication applications,

once the other mobile device responded with the acceptance message,at the

very least, some kind of virtual connection is establish and both mobile devices

exchange messages. Appellant’s argument does not accountfor these citations.

Therefore, the Examiner maintains that Lazaridis teaches the claimed step of

“establishing a virtual connection through the data packet based communication

service” and respectfully requests the Board to sustain this rejection.
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(11) Related Proceeding(s) Appendix

No decision rendered by a court or the Boardis identified by the examinerin the

Related Appeals and Interferences section of this examiner’s answer.

(12) Conclusion

For the above reasons,it is believed that the rejections should be sustained.

Respectfully submitted,

/LITON MIAH/

Patent Examiner, Art Unit 2617

Conferees:

/Rafael Pérez-Gutiérrez/

Supervisory Patent Examiner, Art Unit 2617

/Charles N. Appiah/
Supervisory Patent Examiner, Art Unit 2617
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PATENT

Atty. Docket No.: LIN/0002

IN THE UNITED STATES PATENT AND TRADEMARKOFFICE

BEFORE THE BOARD OF PATENT APPEALS AND INTERFERENCES

In re Application of:
Daniel J. Lin Group Art Unit: 6700

Serial No.: 10/817,994 Confirmation No.: 2617

Filed: April 5, 2004 Examiner: Liton Miah

For: PEER-TO-PEER MOBILE

INSTANT MESSAGING

METHOD AND DEVICE

QO)CO)(0)CO?C0)C02UM)C9)
MAIL STOP APPEAL BRIEF PATENTS

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

DearSir:

REPLY BRIEF

Appellant submits this Reply Brief to the Board of Patent Appeais and

Interferences in response to the Examiner’s Answer mailed on December 23, 2009.

While Appellant maintains each of the arguments submitted in Appellant's previously

submitted Appeal Brief, Appellant makesthe following further arguments in light of the

Examiner's Answer. Although Appellant believes that no additional fees are due in

connection with this reply, the Commissioner is hereby authorized to charge Deposit

Account No. 20-0782/LIN/0002/FDK for any fees necessary to makethis reply timely

and acceptable to the Office.
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PATENT
Atty. Docket No.: LIN/0002

STATUS OF CLAIMS

Claims 1-30 are pending in the application. Claims 1-30 were originally

presented in the application. Claims 1-30 standfinally rejected in an office action dated

June 24, 2009..

The final rejections of independent claims 1, 12 and 22 are appealed. The

claims involved in this appeal are shown in the Claims Appendix of Appellant's Appeal

Brief filed September 28, 2009.
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PATENT

Atty. Docket No.: LIN/0002

GROUNDS OF REJECTION TO BE REVIEWED ON APPEAL

Claims 1, 12 and 22 stand rejected under 35 U.S.C. §102(e) as being anticipated

by United States Patent Publication No. 2005/0058094 (hereinafter, referred to as

“Lazaridis’).
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PATENT

Atty. Docket No.: LIN/0002

ARGUMENTS

Appellant supplements his arguments in reply to the remarks presented in the

Examiner's Answer dated December 23, 2009. In Paragraph (10) of the Examiner's

Answer, Examiner respondsto each of the Appellant's three main arguments setforth in

Appellant's Appeal Brief (set forth as Sections A, B and C herein).

A. Lazaridis does not mention a "listening software port" at all, let alone a
listening software port "for the target device" that receives communications
“through the data packet-based communicationsservice."

Appellant submits that Examiner improperly construes Appellant's claimed use of

a listening software port too broadly to include any openingofa listening software port

on a mobile device and further fails to address or recognize the specific limitations, as

detailed in Appellant's Appeal Brief, of Appellant's claimed step of opening a listening

software port (e.g., namely that the listening software port is (1) opened for the target

mobile device, and (2) opened to receive communications through the data-packet

based communications service). On page 8 of the Examiner's Answer, Examiner

states:

"Appellant's interpretation of Lazaridis's disclosure . . . is incorrect and
furthermore fails to account for the entire description of paragraph 0022 and
0023. It would be inherent to open a listening software port since Lazaridis
discloses that it establishes peer to peer messaging session without using
a server, it also discloses having TCP/IP. Additionally, in order for the
mobile device to operate and communicate with other devices, the mobile
device hasto opena listening software port. Furthermore, a mobile device
supports the opening of a software listening port to receive messages from
other mobile devices. Whereby the mobile device has to open a software
port in order to send and receive SMS messages from other mobile
devices. Appellant's argument does not accountfor these citations" (Examiner's
Answer, page 8).

Examineris incorrect in his above statement that Appellants argument does not account

for Examiner's citations. Appellant's Appeal Brief specifically addresses each of the

points emphasized by the Examiner in the bold font above. Indeed, Appellant even
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acknowledges and agrees with the Examiner in the Appeal Brief that any device

capable of performing Appellant's claimed methods must be capable of generally

opening a listening software port, including a listening software port using TCP/IP:

"It is well-known in the art that any general computer system may open different
types of default or well-known listening software ports for specific purposes.
However, such default listening software ports can only be used for such specific
purposes and simply do notsatisfy all the additional requirements of Appellant's
claimedlistening port and cannot be used as required Appellant's claimed steps.

. While mobile devices may generally have the capability (and indeed must
have such a capability for Appellant's claimed invention) to open a listening
software port for the target mobile device to receive communication through the
data-packet based communications services, Appellant submits that no mobile
devices simply by default, open such a specific type oflistening software port as
recited in claim 1 (e€.g., a specific TCP port to establish a "virtual connection"
between two devices). There must be a specific purpose or reason to open
such a specific type oflistening software port and Lazaridis does not mention any
such purpose, and furthermore, the pre-existing technologies and the techniques
described in Lazaridis simply do not need to open suchalistening software
port" (Appellant's Appeal Brief, pages 13-14).

Similarly, in response to Examiner's above reference to opening a software listening

port to send and receive SMS messages, Appellant specifically discussed that a

listening software port used to send or receive SMS messages does not satisfy the

limitations of the claimed listening software port:

"For example, a mobile device may support a default SMS listening software
port opened to receive SMS messagesfrom all other devices, but such a default
SMSport is neither (1) opened for a specific target mobile device, nor (2) used to
receive communications through a data-packet based communications service"
(Appellant's Appeal Brief, page 13).

Despite quoting Appellant's claim limitations from the Appeal Brief, the Examiner does

not address these clear limitations in Appellant's claimed methods for opening a

softwarelistening port, as articulated by Appellant in his Appeal Brief as follows:

"Claim 1's recitation of opening a listening software port (such as a TCP port in
dependent claim 5) on the initiating mobile device has two specific limiting
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requirements: (1) it is opened for the target mobile device, and (2)it is opened
to receive communications through the data-packet based communications
service (such as an GPRS in dependentclaim 3). These specific limitations
meanthat the claimed listening software port cannot be: (1) a well-known,default
or generic listening software port that is generally open and accessible to any
andall devices, or (2) opened to receive communications through services that
are not data packet-based" (Appellant's Appeal Brief, page 12).

B. Lazaridis does not receive a response through the data-packet based
communications service while transmitting the invitation through a page mode
messaging service.

Similar to Examiner's response relating to Section A above, Examinerfails to

acknowledge and recognize that Appellant has specifically addressed each of the

points raised in Examiner's Answer, replicated below:

“Appellant's interpretation of Lazaridis's disclosure . . . is incorrect and furthermore
fails to account for the entire description of paragraph 0022 and 0024. Lazaridis
discloses that the mobile station sends an invitation to establish a peer-to-

peer messaging session between two mobile devices using existing
communication applications, where the existing communication applications
comprises an email, SMS, EMS, or MMS message. Additionally, wireless
communication network, such as CDMA, GSM/GPRS, EDGE, and UMTS,
supports the message exchanges between mobile devices, whereby the
initiating mobile device receives an acceptance message from the target
mobile device hence through a data packet-based communications service.
Appellant's argument does not account for these citations" (Examiner's Answer,
pages 9-10).

Appellant's discussions in the Appeal Brief specifically raise responses to the points

emphasized by Examinerin the bold font above:

"In the paragraph [0024] as cited by the Examiner, Lazaridis simply uses the
same "existing communications application" to both send an invitation message
and receive a response,directly contradicting Appellant's requirements in claim
1. Whetherthis “existing communications application" is SMS, email, MMS, EMS
or any other "existing" communications application, the underlying mechanism
and medium for sending an invitation and receiving a response via such an
existing communications application will be the same and therefore does not
satisfy the distinction of claim 1 in the invitation transmission step (via a page
mode messaging service) and the responsereceiving step (via the data packet-
based communications service). Indeed, the fact that Lazaridis utilizes "existing
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communications applications" to initiate Communications with another device
demonstrates that Lazaridis does not even offer new methodsto initiate such

communications, as is the core focus of Appellant's own claims" (Appellant's
Appeal Brief, page 15).

Examinerfails to respond to Appellant's points above. For additional clarity, paragraph

[0024] of Lazaridis describes the transmission of an invitation message and an acceptance

message by using an underlying "particular" or "appropriate" existing communications

applications" such as SMS, email, EMS or MMS:

Transmissionofinvitation. "The invitation in each case consists of a message
appropriate for the particular existing communications application, such as an
email, SMS, EMS, or MMS message ora wireless telephonecall . . . " (Lazaridis,
paragraph [0024}).

Acceptanceofinvitation: "\f the user of mobile station 10B desires to establish
a peer-to-peer messaging session with mobile station 10A, the user of mobile
station 10B will respond to the invitation with an acceptance message using the
appropriate existing communications application . . ." (Lazaridis, paragraph
[0024)).

As such, for example, if the invitation message uses an underlying existing

communications application that utilizes a "page mode messaging service," such as

SMS, then Lazaridis logically and understandably teaches that an acceptance message

is transmitted also using the same appropriate existing communications application,

namely SMS(i.e., an acceptance responseis transmitted again through a "page mode

messaging service” used by the existing communications application, not a data packet

based messaging service that is not supported by the existing communications

application). It should be easily recognized that using different existing communications

applications to send an invitation message and send a corresponding acceptance

message simply does not follow the discussion in Lazaridis is further not even

suggested or enabled by the Lazaridis. There is simply no "existing communications

application" disclosed in Lazaridis that transmits an invitation message using a page

mode messaging service and receives a response using a data-packet based

communications service, as required by Appellant's claims.
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C. Lazaridis does not teach or suggest establishing a "virtual connection"
through “the data packet-based communication service".

In response to Appellant's argument that Lazaridis does not teach or suggest

establishing a virtual connection through the data packet based communication service,
Examiner simply states that "at the very least, some kind of virtual connection is

establish and both mobile devices exchange messages." This response by

Examiner fails to even address or recognize the clear limitations of a "virtual

connection"that is established through "the data packet-based communications service"

as further detailed by Appellant in the AppealBrief:

“Appellant respectfully submits that the Examiner fails to acknowledge the
establishment of a "virtual connection” as that term is very well-known and
understood in the art (e.g., enabling the transmission of a byte stream between
two nodes). Nowherein Lazaridis is there any mention or suggestion that any
virtual connection is ever made. Indeed all the examples of "existing
communications applications" in Lazaridis are not virtual connection based
applications (i.e., SMS, email, MMS, EMS,etc.). Instead, as clearly taught in
Lazaridis, in paragraph [0025], peer-to-peer messages are discretely sent back
andforth (i.e., not using a continues byte stream of a "virtual connection"), each
time, embedding a PIN in such a discrete message to assist a routing server to
route the message. Lazaridis's described messaging techniques are in direct
contradiction with the establishmentof a "virtual connection" as required by claim
1, as the term is well understood in the art, that enables a continuous byte
stream to be transmitted between two nodes" (Appellant's Appeal Brief, page15).

Given Appellant's explanation of the limitations of a "virtual connection" above (and as

further defined in Annex E of Appellant's Appeal Brief and attached herein in the Exhibit

section), Examiner's conclusion that "at the very least, some kind of virtual connection is

established and both mobile devices exchange messages"is simply untrue and has no

foundation or basis. Indeed, Lazaridis's own description of the exchanging of message

by its "peer-to-peer messaging application" describes the use of PINs to identify a

recipient mobile station and route messages between an initiating mobile station and

receiving station.

"As will be appreciated, once the above steps are complete, mobile station 10A
will have the PIN for mobile station 10B, and mobile siation 10B will have the PIN
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for mobile station 10A. Now,if either mobile station 10A or 10B desires to send a

peer-to-peer messageto the other, it prepares a peer-to-peer message using the
peer-to-peer messaging application that includes the PIN of the recipient mobile
station 10 (10A or 10B, as the case may be), preferably in the message header,
along with the messageinformation that is to be sent. The peer-to-peer message
is then sent by the mobile station 10 through wireless network 15 to routing
server 20. Routing server 20 obtains the PIN from the peer-to-peer message and
usesit to determine the network address of the recipient mobile station 10 (10A
or 10B, as the case maybe) using the routing table(s) stored therein, and sends
the messageto the recipient mobile station 10 (10A or 10B, as the case maybe)
through wireless network 15 using the determined network address. Once
received, the peer-to-peer message, and in particular the message information
contained therein, may be displayed to the user of the recipient mobile station 10
(10A or 10B, as the case may be).

The preparation and transmission of separate and discrete peer-to-peer messages,

each including a PIN to provide routing information, as described above in Lazaridis

clearly neither utilizes nor establishes a virtual connection as is well understood

in the art (e.g., enabling the transmission of a byte stream between two nodes).

Lazaridis simply does not teach or suggestthat the exchange of messagesthroughits

“peer-to-peer messaging application" is performed through the establishmentof a virtual

connection (such as, for example, a TCP connection), e.g., that enables the

transmission of a byte stream betweenthe two nodes.

10
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CONCLUSION

For the reasons presented above (as well as further detailed in Appellant's

AppealBrief), Appellant respectfully submits that the rejections over claims 1, 12 and 22

(and all claims dependent thereupon) are improper. Reversal of the rejections is

respectfully requested.

Respectfully submitted,

Cb LeFoun

Daniel Lin, Reg. No. 47,750
Patterson & Sheridan, L.L.P.
3040 Post Oak Bivd., Suite 1500
Houston, TX 77056-6582

Telephone: 650.996.1050
Facsimile: 650.330.2314
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Exhibits

Annex E from Appellant’s Appeal Brief

Wikipedia Entry for “Virtual circuit”
Visited August 29, 2009

Virtualcircuit
From Wikipedia, the free encyclopedia

 
   

 
 

 

 

In telecommunications and computer networksffa virtual circuit (VC}, synonymous with virtual cennection and virtual channel, is a

connection oriented communication service that ts delivered by means of packet mode communication. After a connection or virtual circuit is
established between two nodesor application processes, a bit stream or byte stream may be delivared between the nodes.A virtual circuit
protocol hides the division into segments. packets or frames from higher level protocols.

Virtual circuit communication resembles circuit switching, since both are connection oriented, meaiing that in both cases data is delivered in
correct order, and signalling overhead is required during a connection establishment phase. Howevef, circuit switching provides constant bit
rate and latency, while these may vary in a virtual circuit service due to reasons such as:

a yarying packet queve lengths in the network nodes,

a varying bit rate generated bythe application,

2 yarying load from other users sharing the same network resources by meansof statistical multiplexing, atc.

Many virtual circuit protocols, but not all. provide reliable communication service, by means of data Jetransmissions due to error detection

 
Contents [hides

1 Laver 4 virtual circuits

2 Laver 2/3 virtual circuits
3 Examples of protocels that provide virtual circuits

4 Permanent and switched virtual circuits in ATH, frame relay, and *.25.
§ References

i See also
 

Layer4virtualcircuits teat)

Connection oriented transport layer datalink protocols such as TCP!!! may rely on a connectionleBs packet switching network layer
protocol suchas IP, where different packets mayberouted over different paths, and thus be deliverdd out of order. However, a virtual circuit!
EAL ig possible since TCP includes segment numbering and reordering on the receiver side to prevant out-of-order delivery.

Asis well known andusedin claim 1, a “virtual connection” is synonymouswith a
virtual circuit and virtual channel to enablea bit stream or byte stream to be
delivered between nodes.
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BOARD OF PATENT APPEALS AND INTERFERENCES

UNITED STATES PATENT AND TRADEMARK OFFICE
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IN THE UNITED STATES PATENT AND TRADEMARKOFFICE

In re Application of:
Daniel J. Lin Confirmation No.: 6700

Serial No.: 10/817,994 Group Art Unit: 2617

Filed: April 5, 2004 Examiner: —Liton Miah

For: PEER-TO-PEER MOBILE

INSTANT MESSAGING

METHOD AND DEVICE -

MMMO1)10)(0)C07C0)LO)
MAIL STOP RCE

Commissionerfor Patents

P.O. Box 1450

Alexandria, VA 22313-1450

AMENDMENT SUBMITTED WITH RCE

DearSir:

In responseto the Final Office Action, dated June 24, 2009, Applicantis filing a

Request for Continued Examination (RCE) and this amendment. Applicant notes that

the filing of this RCE and this amendmentwill result in the withdraw of the appealthatis
pending a decision from the Board.

The fee of $405.00 is due in connection with this response for RCE fee andis

being paid by credit card. Although Applicant believes that no additional fees are duein

connection with this response, the Commissioneris hereby authorized to charge

counsel's Deposit Account No. 20-0782/LIN/0002/F DKfor anyfees, including extension

of time fees or excess claim fees, required to make this response timely and acceptable
to the Office. |

Amendmentsto the Claimsarereflectedin the listing of claims that begins on

page 2 of this paper. Remarksbegin on page7 ofthis paper.
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IN THE CLAIMS:

The following listing of the claims replaces all prior versions of the claims in the

application.

1.-30. (Cancelled).

31. (New): A method of establishing an instant messaging session between

mobile devices that support a data packet-based communications service overa digital

mobile network system, the method comprising:

opening a listening software port on an initiating mobile device to receive

communications through the data packet-based communications service;

transmitting an invitation message to a target mobile device through a page-

mode messaging service, wherein the invitation message comprises a network address

associated with the initiating mobile device and port information corresponding to the

opened listening software port, and wherein the target mobile device is located by

providing a unique identifier to the page-mode messagingservice; |

receiving a response from the target mobile device at the listening software port

on the initiating wireless device; and

establishing a stateful instant messaging session through the data packet-based

communications service betweentheinitiating mobile device and the target mobile
device.

32. (New): The methodof claim 31 further comprising:

opening a secondlistening software port on the initiating mobile device to receive

invitation messages through the page-mode messaging service;

receiving, at the second listening software port and through the page-mode

messaging service, a message from another mobile device inviting the initiating mobile
device to establish a stateful instant messaging session, wherein such message

comprises a network address andalistening software port associated with the other

mobile device; and
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transmitting a response to the network address andthelistening software port of

the other mobile device, wherein the response acknowledgesthe ability to establish a

stateful instant messaging session.

33. (New): The method of claim 31, wherein the network address of the

initiating mobile device is an IP address.

34. (New): The method of claim 31, wherein the page-mode messaging

service is SMS.

35. (New): The method of claim 31, wherein the page-mode messaging

service is a PIN-to-PIN messaging service.

36. (New): The method of claim 31, wherein the unique identifier is a

telephone number.

37. (New): The method of claim 31, wherein the stateful instant messaging

session utilizes a TCP connection.

38. (New): A mobile device enabled to establish an instant messaging session

with other mobile devices in adigital mobile network system, the mobile device

comprising a processorconfigured to perform the stepsof:

opening a listening software port on an initiating mobile device to receive

communications through the data packet-based communicationsservice;

transmitting an invitation message to a target mobile device through a page-

mode messaging service, wherein the invitation message comprises a network address

associated with the initiating mobile device and port information corresponding to the

opened listening software port, and wherein the target mobile device is located by
providing a unique identifier to the page-mode messaging service;

receiving a response from the target mobile device at the listening software port

on theinitiating wireless device; and
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establishing a stateful instant messaging session through the data packet-based

communications service between the initiating mobile device and the target mobile

device.

39. (New): The mobile device of claim 38, wherein the processor is further

configured to perform the stepsof: |

opening a secondlistening software port on the initiating mobile device to receive

invitation messages through the page-mode messagingservice;

receiving, at the second listening software port and through the page-mode

messaging service, a message from another mobile deviceinviting the initiating mobile

device to establish a stateful instant messaging session, wherein such message

comprises a network address andalistening software port associated with the other

mobile device; and

transmitting a response to the network address and thelistening software port of

the other mobile device, wherein the response acknowledgesthe ability to establish a

stateful instant messaging session.

40. (New): The mobile device of claim 38, wherein the network address of the
initiating mobile device is an IP address.

41. (New): The mobile device of claim 38, wherein the page-mode messaging
service is SMS.

42. (New): The mobile device of claim 38, wherein the page-mode messaging

service is a PIN-to-PIN messaging service.

43. (New): The mobile device of claim 38, wherein the unique identifier is a

telephone number.

44.(New): The mobile device of claim 38, wherein the stateful instant

messaging session utilizes a TCP connection.

AppleInc.
Ex. 1004 - Page 511



Apple Inc.
Ex. 1004 - Page 512

Atty, Okt. No. LIN/0002

45. (New): A computer-readable storage medium including instructions that,

when executed on a processor of a mobile device that supports a data packet-based
communications service over a digital mobile network system, causes the processorto

establish an instant messaging session by performing the stepsof:

opening a listening software port on an initiating mobile device to receive

communications through the data packet-based communications service;

transmitting an invitation message to a target mobile device through a page-

mode messaging service, wherein the invitation message comprises a network address

associated with the initiating mobile device and port information corresponding to the

opened listening software port, and wherein the target mobile device is located by.

providing a unique identifier to the page-mode messaging service;

receiving a response from the target mobile device at the listening software port

on the initiating wireless device; and

establishing a stateful instant messaging session through the data packet-based

communications service between the initiating mobile device and the target mobile
device.

46. (New): The computer-readable storage medium of claim 45, further
including instructions that cause the processorto perform the stepsof:

opening a secondlistening software port on the initiating mobile device to receive

invitation messages through the page-mode messaging service;

receiving, at the second listening software port and through the page-mode

messaging service, a message from another mobile device inviting the initiating mobile
device to establish a stateful instant messaging session, wherein such message

comprises a network address and a listening software port associated with the other

mobile device; and

transmitting a response to the network address andthelistening software port of

the other mobile device, wherein the response acknowledgesthe ability to establish a
stateful instant messaging session.

47. (New): The computer-readable storage medium of claim 45, wherein the

network addressofthe initiating mobile device is an IP address.
5
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48. (New): The computer-readable storage medium of claim 45, wherein the

page-mode messaging service is SMS.

49. (New): The computer-readable storage medium of claim 45, wherein the

unique identifier is a telephone number.

50. (New): The computer-readable storage medium of claim 45, wherein the

stateful instant messaging session utilizes a TCP connection.
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REMARKS

Original claims 1 to 30 have been cancelled and new claims 31 to 50 have been

added. As further detailed in the remarks below, claims 31 to 50 contain limitations

similar to those limitations madeto the allowed claims in parent application 11/042,620

(the “Parent Application”) in response to the Examiner's citation of the Lazaridis

Application (U.S. Patent Application No. 2005/0058094).

1. Applicant's disclosure claims priority back to April 5, 2004 and_ therefore
precedesthe Lazaridis disclosure which is dated September 16, 2004.

Applicant respectfully submits that the Lazaridis Application is dated September

16, 2004, which is later than the priority date that should be afforded to Applicant's

application which claimspriority the Parent Application, which is dated April 5, 2004.

In contrast, Lazaridis claims priority to two provisional applications, Provisional

Application 60/503,367 (the "367 Provisional") and Provisional Application 60/503,366

(the "366 Provisional"), both of which are dated September 16, 2003 (collectively, the

"Lazaridis Provisionals"). The '367 Provisional simply describes a "Quick Messaging"
concept whereby two mobile stations conduct a one time exchange of PINs associated

with their mobile stations and which are mapped to real network addressesin "modified

router." Once the PINs are exchanged, these mobile stations can subsequently

exchange messagesbyincluding the PIN in message headers and transmitting these
messages through the modified router, which maintains the real network addresses
associated with the PIN in order to properly route the message. The '366 Provisional

relates to presence and availability information in the Quick Messaging concept and

Applicant therefore submits that it is unrelated to the present application. The Quick

Messaging concept described in the Lazaridis Provisionals differs greatly from
Applicant's claimed inventions.:

Furthermore, the disclosures of the Lazaridis Provisionals also greatly differ

from the disclosure of the Lazaridis Application filed on September 16, 2004 and do not

contain various broadening phrasesin and further contradict someofthe disclosuresin

the Lazaridis Application. As a result and as further detailed below, Applicant submits

that the present application should be afforded a priority date of April 5, 2004 which
7
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predates the disclosures of the Lazaridis Application relied upon by the Examiner,

which should be given a date of September 16, 2004. That is, disclosures in

Applicant's application are dated April 5, 2004 and should be given priority to any

disclosures in the Lazaridis Application that are not disclosed in the Lazaridis

Provisionals.

A. The Lazaridis Provisionals do not disclose "an invitation message
compris[ing] a network address."

The Lazaridis Provisionals do not teach or suggest the “an invitation message

compris[ing] a network address” as recited in claim 30. Instead, the '367 Provisional

only discusses the use of a PIN in "quick messages," which is not an network

address:

“Addressing is handled by assigning personal PIN identifiers to each mobile station,
either in manufacturing or through their Subscriber Identity Module (SIM). This PIN is
then mappedto a real network address at a routing center to allow communications
between correspondents. In those cases where the currently assigned address
changes, the PIN numberwill remain permanent and addressable. This PIN is kept
private ensuring the only the assigned conversation namesare seen." (emphasis added,
page 6, '376 Provisional).

The '367 Provisional makes clear that the PIN is not a network address. Those with

ordinary skill in the art will recognize that network addresses assigned to mobile devices

can often change(e.g., when resetting a mobile device, turningit on, etc.) and therefore

network addresses are not "permanent" as required by a PIN in the '367 Provisional.

Furthermore, the '367 Provisional outright states that the PIN is "mapped" to a real

network address and therefore cannot, by definition, be a network addressitself.

While the Lazaridis Application dated September 16, 2004 broadensthe notion of a PIN

by stating that the "PIN may actually be the network addressitself" (see paragraph

[0023] of the Lazaridis Application), Applicant's application predates the Lazaridis

Application and, furthermore, the neither the '367 Provisional nor '366 Provisional

teaches or suggests such a broadening. Indeed, Applicant further submits that

embodiments where a PIN is the network address as subsequently disclosed the

Lazaridis Application dated September 16, 2004 are not properly enabled, particularly
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since embedding an IP addressin an invitation message was not contemplated by the

Lazaridis Provisionals.

B. The Lazaridis Provisionals do not disclose the step of "establishing a
stateful instant messaging session."

The Lazaridis Provisionals do not teach or discuss "establishing a stateful instant

messaging session " as recited in claim 30 in any way. The '367 Provisional explicitly

states that the connection between mobile devices are "stateless," not stateful:

"By virtue of the stateless link, and the always on, always connected nature of mobile
stations, two correspondents can have conversations that last indefinitely. Once
initiated, the decision to terminate conversation or change the states could be months
or years.” (emphasis added, page3, '376 Provisional).

The foregoing passage in the '367 Provisional is contrary to and teaches away from

establishing a stateful instant messaging session, as recited by claim 30. Those with

ordinary skill in the art will easily recognize that a stateful instant messaging session

does not "last indefinitely" as taught by the Lazaridis Provisionals (e.g., a TCP

connection, as in dependentclaim 36, will simply terminate, for example, if one of the

mobile devices is turned off or simply chooses to end the instant messaging session,

itself). Instead of teaching or suggesting the step of "establishing a stateful instant

messaging session" between two mobile devices, the '367 Provisional, by expressly

requiring that the conversation “last indefinitely" and that the link between the mobile ©

stations be "stateless" clearly teaches or suggests the exchange of discrete "quick

messages" that can be appended to such conversations, perhaps, for example, similar

to email or SMS conversation threads but in no way would be consistent with

establishing a stateful instant messaging session.
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~ Conclusion

Should the Examiner have any questions regarding the above remarks, the

Examineris requested to call Applicant at the numberlisted below.

Respectfully submitted,

Get Le
Daniel Lin, Reg. No. 47,750
240 Lombard Street #839

San Francisco, CA 94111
Telephone: 650.996.1050
Applicant
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UNITED STATES PATENT AND TRADEMARKOFFICE

BEFORE THE BOARD OF PATENT APPEALS

AND INTERFERENCES

Ex parte DANIEL J. LIN

Appeal 2010-006467
Application 10/817,994
Technology Center 2600

Before DALE SHAW,Division 2 Support Administrator.

ORDER DISMISSING APPEAL

On July 14, 2009, Appellant filed a Notice of Appeal. On

July 21, 2010, Appellant filed a Request for Continued Examination (RCE)

under 37 C.F.R. § 1.114. The RCE will be treated as a request to withdraw

the appeal.

Accordingly, the appeal in this application is dismissed.

The application is being returned to the Examinerfor further action as

may be appropriate.
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Appeal 2010-006467
Application 10/817,994

If there are any questions pertaining to this Order, please contact the

Board of Patent Appeals and Interferences at 571-272-9797.

gvw

PATTERSON & SHERIDAN,L.L.P.
3040 POST OAK BOULEVARD

SUITE 1500

HOUSTON TX 77056
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Application No. Applicant(s)

10/817,994 LIN, DANIEL J.

Office Action Summary Examiner Art Unit

LITON MIAH 2617 So
-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLYIS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,

WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.Extensions of time may be available underthe provisions of 37 CFR 1.136(a). In no event, however, may a reply be timelyfiled
after SIX (6) MONTHSfrom the mailing date of this communication.

- If NO period forreply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHSfrom the mailing date of this communication.
- Failure to reply within the set or extended period for replywill, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three monthsafter the mailing date of this communication, evenif timely filed, may reduce any
eamed patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 27 July 2010.
2a)L] This action is FINAL. 2b)X] This action is non-final.

3)L] Sincethis application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)X] Claim(s) 31-50 is/are pending in the application.
 

4a) Of the above claim(s) is/are withdrawn from consideration.

5)L] Claim(s)____ is/are allowed.

6)X] Claim(s) 31-50 is/are rejected.
7)L] Claim(s)__ is/are objectedto.

8)L] Claim(s)____ are subject to restriction and/or election requirement.

 

Application Papers

9)L] The specification is objected to by the Examiner.
10)L] The drawing(s) filed on is/are: a)[_] accepted or b)[_] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)L] Acknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or(f).
a)LJAll b)L_] Some*c)L] Noneof:

1.L] Certified copies of the priority documents have been received.
2.L] Certified copies of the priority documents have beenreceived in Application No.

3.L] Copies ofthe certified copies of the priority documents have been receivedin this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action foralist of the certified copies not received.

 

Attachment(s)

1) Xx] Notice of References Cited (PTO-892) 4) C] Interview Summary (PTO-413)
2) [J Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) ] Information Disclosure Statement(s) (PTO/SB/08) 5) LJ Noticeof Informal Patent Application

Paper No(s)/Mail Date . 6) C] Other:
U.S. Patent and Trademark Office

PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20100915
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DETAILED ACTION

Continued Examination Under 37 CFR 1.114

1. A request for continued examination under 37 CFR 1.114 wasfiled in this application

after appeal to the Board of Patent Appeals and Interferences, but prior to a decision on the

appeal. Since this application is eligible for continued examination under 37 CFR 1.114 and the

fee set forth in 37 CFR 1.17(e) has been timely paid, the appeal has been withdrawn pursuantto

37 CFR 1.114 and prosecution in this application has been reopened pursuant to 37 CFR 1.114.

Applicant's submission filed on July 21, 2010 has been entered. Claims 31-50 are still pending in

the present application.

Response to Arguments

2. Applicant's arguments, filed on July 21, 2010, with respect to claims 31, 38, and 45 have

been considered but are mootin view of the new ground(s) of rejection necessitated by the new

claims added. See the below rejection of claims 31-50 for the relevant citations found in

Chamberset al and Holmes disclosing the newly added claims.

Claim Rejections - 35 USC § 101

35 U.S.C. 101 reads as follows:

Whoeverinvents or discovers any new and useful process, machine, manufacture, or composition of matter, or
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and
requirementsofthistitle.

Claims 45-50 are rejected under 35 U.S.C. 101 because the claimed inventionis directed

to non-statutory subject matter.

Claim 45 claims a computer-readable storage medium, however, the specification is

silent as to what constitutes a computer-readable storage medium. Therefore, claim 45 is

rejected under 35 U.S.C. 101, because a claim that covers both statutory and non-statutory
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embodiments (underthe broadest reasonable interpretation of the claim when readin light of the

specification, whichis silent in this case, and in view ofone skilled in the art) embraces subject

matter that is not eligible for patent protection and therefore is directed to non-statutory subject

matter. See the OG Noticetitled "Subject Matter Eligibility of Computer Readable Media".

Claims 46-50 are also rejected by virtue of their dependency on claim 45.

Claim Rejections - 35 USC § 112

3. The following is a quotation ofthe first paragraph of 35 U.S.C. 112:

The specification shall contain a written description of the invention, and of the manner and process of
making and usingit, in such full, clear, concise, and exact terms as to enable any personskilled in the
art to whichit pertains, or with whichit is most nearly connected, to make and use the same and shall
set forth the best mode contemplated by the inventor of carrying out his invention.

Claims 45-50 are rejected under 35 U.S.C. 112,first paragraph, as failing to comply with

the written description requirement. The claim(s) contains subject matter which was not

described in the specification in such a way as to reasonably conveyto one skilled in the relevant

art that the inventor(s), at the time the application wasfiled, had possession of the claimed

invention.

Consider claim 45, the limitation of “a computer-readable storage medium including

instructions”in line 1 of claim 45, introduce new matter because the specification of the present

application fails to disclose, suggest, or otherwise support said limitation. A throughout review

of the specification, provides no support for said computer-readable storage medium.

Since the written description of the present application doesnot set forth the computer-

readable storage medium,it introduces new matter.

Applicant is welcomed to point out where in the specification the Examiner can find

support for these limitations if Applicant believes otherwise.

Claims 46-50 are rejected since they depend from claim 45.
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Double Patenting

4. The nonstatutory double patenting rejection is based on a judicially created doctrine

grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or

improper timewise extension of the “right to exclude” granted by a patent and to prevent possible

harassment by multiple assignees. A nonstatutory obviousness-type double patenting rejection

is appropriate where the conflicting claimsare not identical, but at least one examined

application claim is not patentably distinct from the reference claim(s) because the examined

application claim is either anticipated by, or would have been obviousover, the reference

claim(s). See, e.g., Jn re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re

Goodman,11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225

USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); Jn re

Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and Jn re Thorington, 418 F.2d 528, 163

USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may

be used to overcomean actual or provisional rejection based on a nonstatutory double patenting

ground provided the conflicting application or patent either is shown to be commonly owned

with this application, or claims an invention madeas a result of activities undertaken within the

scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a terminal

disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR

3.73(b).
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5. Claims 30, 31, 37-39, 44, and 45 are rejected on the ground of nonstatutory obviousness-

type double patenting as being unpatentable over claims 1, 8, and 14 of U.S. Patent No.

7,764,637 and claims 1-2, 10-12, and 20 of U.S. Patent No. 7,773,550.

Claims 1, 8, and 14 of U.S. Patent No. 7,764,637 and claims 1-2, 10-12, and 20 of U.S.

Patent No. 7,773,550 recite all the elements of claims 30, 31, 37-39, 44, and 45 ofthe instant

application. Although the conflicting claimsare not identical they are not patentably distinct

from each other because they are substantially similar in scope. The mapping ofthe similar

claims is shown below.

Claim 20Claim 44

Claim 45 Claim 14

Further, claims 1, 8, and 14 of U.S. Patent No. 7,764,637 and claims 1 and 11 of U.S.

 
Patent No. 7,773,550 includes the following limitations: “receiving a selected phone number

from a user ofthe initiating mobile device correspondingto the target mobile device;” that

“generating a port numberfor the received selected phone number;" and “wherein the TCP

connection is established without use of a server that handles connection requests from multiple
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mobile devices”. However, the removal of said limitations from claims 31, 38, and 45 of the

present application madeclaims 31, 38, and 45 a broaderversion of claims 1, 8, and 14 of U.S.

Patent No. 7,764,637 and claims | and 11 of U.S. Patent No. 7,773,550. Therefore, since

omission of an elementand its function in a combination is an obvious expedientif the

remaining elements perform the same functions as before (/n re Karlson (CCPA) 136 USPQ 184

(1963)), claim 31, 38 and 45 are not patentably distinct from claims 1, 8, and 14 of U.S. Patent

No. 7,764,637 and Claim | and 11 of U.S. Patent No. 7,773,550.

6. Claims 30, 31, 34-39, and 41-44 are provisionally rejected on the ground of nonstatutory

obviousness-type double patenting as being unpatentable over claims 1, 2, 6-8, 10-12, 16-18, and

20 of copending Application No. 12/832,576. Although the conflicting claims are not identical,

they are not patentably distinct from each other because they are substantially similar in scope.

The mapping ofthe similar claims is shown below.
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Claim 41 Claim 16

Claim 42 Claim 17

Claim 44 Claim 20
 Claim 43 Claim 18

This is a provisional obviousness-type double patenting rejection because the conflicting

claims havenotin fact been patented.

Claim Rejections - 35 USC § 102

7. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section madein this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country orin public use or on
sale in this country, more than one yearprior to the date of application for patent in the United States.

8. Claims 31-36, 38-43, and 45-49 are rejected under 35 U.S.C. 102(b) as being anticipated

by Chamberset al (US 2003/0142654).

For claims 31, 38 and 45, Chamberset al discloses a method/mobile

device/computer-readable storage medium of establishing an instant messaging

session between mobile devices that support a data packet-based communications

service over a digital mobile network system, the method comprising:

openingalistening software port on an initiating mobile device to receive

communications through the data packet-based communications service (it would be

inherent to open a listening software port, in order for the mobile device to

operate and communicate with other devices, the mobile device has to open a

listening software port; whereby the mobile device supports the opening of a
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software listening port to receive messages from other mobile devices);

transmitting an invitation messageto a target mobile device through a page- mode

messaging service, wherein the invitation message comprises a network address

associated with the initiating mobile device and port information corresponding to the

openedlistening software port, and wherein the target mobile device is located by

providing a unique identifier to the page-mode messaging service (paragraph 0029-

0030 and 0032; wherebytheinvitation messageis sent byinitial device);

receiving a response from the target mobile deviceat the listening software port on the

initiating wireless device (paragraph 0012 and 0035 andfig. 2 [58]); and

establishing a stateful instant messaging session [GPRS chat session] through the

data packet-based communications service between the initiating mobile device and the

target mobile device (paragraph 0038-0039; whereby the GPRSis an example of virtual

circuit communication).

For claims 32, 39 and 46, Chambersetal further discloses opening a second

listening software port on the initiating mobile device to receive invitation messages

through the page-mode messaging service (it would be inherent to opena listening

software port, in order for the mobile device to operate and communicate with

other devices, the mobile device has to open a listening software port; whereby

the mobile device supports the opening of a softwarelistening port to receive

messagesfrom other mobile devices);

receiving, at the second listening software port and through the page-mode messaging

service, a message from another mobile device inviting the initiating mobile device to

AppleInc.
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establish a stateful instant messaging session [GPRS chat session], wherein such

message comprises a network address andalistening software port associated with the

other mobile device (paragraph 0030 and 0039); and

transmitting a responseto the network address andthelistening software port of the

other mobile device, wherein the response acknowledgestheability to establish a

stateful instant messaging session [GPRS chat session](paragraph 0035 and 0039).

For claims 33, 40 and 47, Chambersetal further discloses the network

addressofthe initiating mobile device is an IP address (paragraph 0030).

For claims 34, 41 and 48, Chambersetalfurther discloses the page-mode

messaging service is SMS (paragraph 0030-0031).

For claims 35 and 42, Chambersetal further discloses the page-mode

messaging service is a PIN-to-PIN messaging service (see paragraph 0010 and 0027).

For claims 36, 43 and 49, Chambersetal further discloses the unique identifier

is a telephone number(see paragraph 0028).

Claim Rejections - 35 USC § 103

9. The following is a quotation of 35 U.S.C. 103(a) which formsthe basis forall

obviousnessrejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 ofthistitle, if the differences between the subject matter sought to be patented and theprior art are
such that the subject matter as a whole would have been obviousat the time the invention was madeto a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

10. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459

(1966), that are applied for establishing a background for determining obviousness under 35

U.S.C. 103(a) are summarized as follows:
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Determining the scope and contentsofthe priorart.
Ascertaining the differences between the prior art and the claimsat issue.
Resolving the level of ordinary skill in the pertinent art.
Considering objective evidence presentin the application indicating obviousness
or nonobviousness.

BYwNP
11. Claims 37, 44, and 50 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Chamberset al (US 2003/0142654) in view of Holmeset al (US 2005/0005014).

For claims 37, 44 and 50, Chamberset al explicitly does not disclose TCP connection.

However, Holmeset al from the sameor similar fields of endeavor teaches the stateful instant

messaging session utilizes a TCP connection (paragraph 0053). Thus, it would have been

obviousto the person of ordinary skill in the art at the time of the invention to combine

Chamberset al with the stateful instant messaging session utilizes a TCP connection as taught in

Holmeset al to improve instant messaging system with more features, besides text.

Conclusion

12. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Liton Miah whose telephone numberis (571)270-3124. The

examiner can normally be reached on Monday through Friday 7:30am to 5:00pm EST.

If attempts to reach the examinerby telephoneare unsuccessful, the examiner’s

supervisor, Rafael Perez-Gutierrez can be reached on (571)272-7915. The fax phone number for

the organization wherethis application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applicationsis available through Private PAIR only. For more information about the PAIR
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system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

LM

/Rafael Pérez-Gutiérrez/

Supervisory Patent Examiner, Art Unit 2617
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IN THE UNITED STATES PATENT AND TRADEMARKOFFICE

In re Application of: Confirmation No.: 6700
Daniel J. Lin

Group Art Unit: 2617
Serial No.: 10/817,994

Examiner: —Liton Miah

Filed: April 5, 2004

For: PEER-TO-PEER MOBILE

INSTANT MESSAGING

METHOD AND DEVICE

MMMU)WM)00)001)
MAIL STOP AMENDMENT

Commissionerfor Patents

P.O. Box 1450

Alexandria, VA 22313-1450

RESPONSETO OFFICE ACTION DATE SEPTEMBER27, 2010

DearSir:

In response to the Office Action dated September 27, 2010, please enterthis

response and reconsider the claims pending in the application for reasons discussed

below. The Commissioneris hereby authorized to charge counsel's Deposit Account

No. 20-0782/LIN/O002/FDK for any fees required to make this response timely and

acceptable to the Office.

Amendments to the Claims are reflected in the listing of claims which begins on

page2 of this paper. Remarks begin on page 7 ofthis paper.
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IN THE CLAIMS:

The following listing of the claims replaces all prior versions of the claims in the

application.

1.-30. (Cancelled).

31. (Currently Amended) A method of establishing an instant messaging

session between mobile devices that support a data packet-based communications

service overa digital mobile network system, the method comprising:

opening a listening software port on an initiating mobile device to receive

communications through the data packet-based communications service;

transmitting an invitation message to a target mobile device through a page-

mode messaging service, wherein the invitation message comprises a network address

associated with the initiating mobile device and port information corresponding to the

opened listening software port, and wherein the target mobile device is located by

providing a unique identifier to the page-mode messaging service;

receiving a response from the target mobile device at the listening software port

on theinitiating wireless device; and

establishing a stateful instant messaging session through the data packet-based

communications service between the initiating mobile device and the target mobile

device,wherein the stateful instant messaging session is established in a peer-to-peer

fashion without a serverintermediating communications through the established stateful

instant messaging session between the initiating mobile device and the target mobile

device.

32. (Previously Presented) The method of claim 31 further comprising:

opening a secondlistening software port on the initiating mobile device to receive

invitation messages through the page-mode messaging service;

receiving, at the second listening software port and through the page-mode

messaging service, a message from another mobile device inviting the initiating mobile

device to establish a stateful instant messaging session, wherein such message

2
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comprises a network address andalistening software port associated with the other

mobile device; and

transmitting a response to the network addressand the listening software port of

the other mobile device, wherein the response acknowledges the ability to establish a

stateful instant messaging session.

33. (Previously Presented)The method of claim 31, wherein the network

addressofthe initiating mobile device is an IP address.

34. (Previously Presented)The method of claim 31, wherein the page-mode

messaging service is SMS.

35. (Previously Presented)The method of claim 31, wherein the page-mode

messaging service is a PIN-to-PIN messaging service.

36. (Previously Presented)The method of claim 31, wherein the unique

identifier is a telephone number.

37. (Previously Presented)The method of claim 31, wherein the stateful

instant messaging session utilizes a TCP connection.

38. (Currently Amended) A mobile device enabled to establish an instant

messaging session with other mobile devices in a digital mobile network system, the

mobile device comprising a processor configured to perform the steps of:

opening a listening software port on an initiating mobile device to receive

communications through the data packet-based communications service;

transmitting an invitation message to a target mobile device through a page-

mode messaging service, wherein the invitation message comprises a network address

associated with the initiating mobile device and port information corresponding to the

opened listening software port, and wherein the target mobile device is located by

providing a unique identifier to the page-mode messaging service;
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receiving a response from the target mobile device at the listening software port

on the initiating wireless device; and

- establishing a stateful instant messaging session through the data packet-based

communications service between the initiating mobile device and the target mobile

device,wherein the stateful instant messaging session is established in a peer-to-peer

fashion without a server intermediating communications through the established stateful

instant messaging session between the initiating mobile device and the target mobile

device.

39. (Previously Presented) The mobile device of claim 38, wherein the

processoris further configured to perform the stepsof:

opening a secondlistening software port on the initiating mobile device to receive

invitation messages through the page-mode messaging service;

receiving, at the second listening software port and through the page-mode

messaging service, a message from another mobile device inviting the initiating mobile

device to establish a stateful instant messaging session, wherein such message

comprises a network address and a listening software port associated with the other

mobile device; and

transmitting a response to the network address and the listening software port of

the other mobile device, wherein the response acknowledgesthe ability to establish a

stateful instant messaging session.

40. (Previously Presented) The mobile device of claim 38, wherein the

network addressofthe initiating mobile device is an IP address.

41. (Previously Presented) The mobile device of claim 38, wherein the page-

mode messaging service is SMS.

42. (Previously Presented) The mobile device of claim 38, wherein the page-

mode messaging service is a PIN-to-PIN messaging service.
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43. (Previously Presented) The mobile device of claim 38, wherein the unique

identifier is a telephone number.

44. (Previously Presented) The mobile device of claim 38, wherein the stateful

instant messaging sessionutilizes a TCP connection.

45. (Currently Amended) A non-transitory computer-readable storage medium

including instructions that, when executed on a processor of a mobile device that

supports a data packet-based communications service over a digital mobile network

system, causes the processorto establish an instant messaging session by performing

the stepsof:

opening a listening software port on an initiating mobile device to receive

communications through the data packet-based communications service;

transmitting an invitation message to a target mobile device through a page-

mode messaging service, wherein the invitation message comprises a network address

associated with the initiating mobile device and port information corresponding to the

opened listening software port, and wherein the target mobile device is located by

providing a uniqueidentifier to the page-mode messaging service;

receiving a response from the target mobile device at the listening software port

on theinitiating wireless device; and

establishing a stateful instant messaging session through the data packet-based

communications service between the initiating mobile device and the target mobile

device,wherein the stateful instant messaging session is established in a peer-to-peer

fashion without a server intermediating communications through the established stateful

instant messaging session between the initiating mobile device and the target mobile

device.

46. (Currently Amended) The non-transitory computer-readable storage

medium of claim 45, further including instructions that cause the processor to perform

the steps of: .

opening a secondlistening software port on the initiating mobile device to receive

invitation messages through the page-mode messaging service;
5
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receiving, at the second listening software port and through the page-mode

. messaging service, a message from another mobile device inviting the initiating mobile
device to establish a stateful instant messaging session, wherein such message

comprises a network address and a listening software port associated with the other

mobile device; and

transmitting a response to the network address and the listening software port of

the other mobile device, wherein the response acknowledgesthe ability to establish a

stateful instant messaging session.

47. (Currently Amended) The non-transitory computer-readable storage

medium of claim 45, wherein the network addressof the initiating mobile device is an IP

address.

48. (Currently Amended) The non-transitory computer-readable storage

medium of claim 45, wherein the page-mode messaging service is SMS.

49. (Currently Amended) The non-transitory computer-readable storage

medium of claim 45, wherein the uniqueidentifier is a telephone number.

50. (Currently Amended) The non-transitory computer-readable storage

medium of claim 45, wherein the stateful instant messaging session utilizes a TCP

connection.
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REMARKS

The following is intended as a full and complete response to the Office Action

dated September 27, 2010. The Office rejected claims 31-50. Applicant respectfully

traverses these rejections.

Rejections under 35 U.S.C §101

The Office rejected claims 45-50 under 35 U.S.C. §101 as being directed to non-

statutory subject matter. Per the Office’s suggestion, claims 45-50 have now been

amended to recite a “non-transitory computer readable storage medium,” consistent

with the Office’s January 2010 guidance on the Subject Matter Eligibility of Computer
Readable Media.

Rejections under 35 U.S.C §112, second paragraph

The Examiner rejected claims 45-50 under 35 U.S.C. §112, second paragraph,

as introducing new matter due to the claiming a “computer readable storage medium”

which is not mentioned in the specification. Applicant respectfully notes that past

decisions by the Board of Patent Appeals and Interferences (BPAI) indicate that

discussion of the term “computer readable medium” in the specification is not a

necessary requirement to claim a computer readable medium. For example, in Ex parte

Daughtrey, Appeal 2008-0202 (BPAI April 8, 2009), the Board noted that “[t]he phrase

‘computer readable medium’ is not defined or discussed in the Appellant’s Specification”

and only appearsin the claim 19 (which was rejected on other grounds, namely,thatit

covered non-statutory signals, which is now addressed by the Office’s January 2010

guidance). Additionally, in Ex parte Mazzara, Appeal 008-4741 (BPAI February 5,

2009), the Board stated:

“The present Specification, however, doesnotsetforth any definition or any examples of
what is covered by their ‘computer usable medium.’ The Summary of the Claimed
Subject Matter section of the Appeal Brief also fails to point to any specific description or
definition in the Specification for the term, ‘computer usable medium.’ . . . In the present
case, there is no express statement in the Specification, nor any other indication in the
record, that the term ‘computer usable medium’ is intended to include non-statutory
subject matter such as signals or paper. Accordingly, we find that the term ‘computer
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usable medium’is limited to only tangible manufactures. As such, claim 17 is directed to
statutory subject matter.”

Finally, original claims 22-30 directed towards a computer program are considered part

of Applicant’s specification (see MPEP 2163(I)(B) and 35 U.S.C. §112). As such, given
that a “computer program”is indeed disclosed in the specification, Applicant respectfully

submits that adding new claims 45-50 directed towards a “non-transitory computer

readable storage medium”that includes computer program instructions similar to (but

the same as) those of the “computer program’of original claims 22-30 does not result in

an introduction of new matter because a non-transitory computer readable storage

medium is inherently supported by the computer program of original claims 22-30.

Specifically, Applicant respectfully submits that “a person of ordinary skill would have

understood, at the time the patent application wasfiled, that the description requires [a

non-transitory computer readable storage medium in order to store the computer

program oforiginal claims 22-30]’ (quoting Hyatt v. Boone, 146 F.3d 1348, 1353, 47

USPQ2d 1128, 1131 (Fed. Cir. 1998) as discussed in MPEP 2163(I)(B)). That is, a

non-transitory computer readable storage medium in a mobile device must be

“necessarily present’ to store the computer program oforiginal claims 22-30 and this

“would be so recognized by personsofordinary skill” (quoting In re Robertson, 169

F.3d 743, 745, 49 USPQ2d 1949, 1950-51 (Fed. Cir. 1999) as discussed in MPEP
2163(1)(B)). Based on the foregoing, Applicant respectfully requests that the §112

rejection be withdrawn.

Double Patenting Rejection

The Examiner provisionally rejected (1) claims 30, 31, 37-39, 44 and 45 on the

ground of nonstatutory obviousness-type double patenting over claims 1, 8 and 14 of

U.S. Patent 7,764,637 and claims 1-2, 10-12 and 20 of U.S. Patent 7,773,550, and (2)

claims 30, 31, 34-39 and 41-44 on the ground of nonstatutory obviousness-type double

patenting over claims 1, 2, 6-8, 10-12, 16-18 of co-pending U.S. Patent Application

12/832,576. Applicant respectfully requests that these rejections be held in abeyance

until pending claims are allowed. At that time, a proper terminal disclaimerwill befiled,

if still necessary, to cure the double patenting issues.
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Rejections under 35 U.S.C §102(b)

The Office rejected claims 31-36, 38-43 and 45-49 under 35 U.S.C §102(b) as

being anticipated by U.S. Patent Publication 2003/0142654 (hereinafter, “Chambers’).

Applicant respectfully traverses these rejections in view of the amendments made

herein.

Each of independent claims 31, 38 and 45 have been amendedto include the

limitation that “the stateful instant messaging session is established in a peer-to-peer

fashion without a server intermediating communications through the established

stateful instant messaging session between theinitiating mobile device and the

target mobile device” (emphasis added). Support for the foregoing limitation can be

found throughout Applicant’s specification including, for example, on page2,lines 32-33

(‘[t]he present invention provides a method for establishing a peer-to-peer session-

based IM communications . . . no IM registration or IM log-in server need be used to

provide presenceinformation’).

In complete contrast, rather than establishing a data transfer session in a peer-

to-peer fashion between two devices, Chambers focuses on establishing a

communication sessions for multiples parties (e.g., three or more) in which one of the

participating parties is a server that intermediates communications among the multiple

parties. For example, paragraph [0046] of Chambersstates that “[i]f the chosen active

member accepts the initiator status, the chat session remain active with the chosen

active member's terminal acting as server.” Indeed, U.S. Patent 7,558,220, Chambers’

resulting issued patent, claims a method (i.e., claim 1) involving a first, second and third

terminal in which “said first terminal [is employed] as a server for said

communication short message service chat session.” That is, in Chambers, the

initiating terminal is a server that enables other terminals to continually join or leave

an established communication session (see, e.g., paragraphs [0040]-[0042]). As such,

Applicant respectfully submits that Chambers teaches awayor at least simply fails to

teach or suggest the limitation of independent claims 31, 38 and 45 that “the stateful

instant messaging session is established in a peer-to-peer fashion without a server

intermediating communications through the established stateful instant

messaging session between theinitiating mobile device and the target mobile
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device” For at least these reasons, Chambers cannot anticipate independent claims

31, 38 and 45, or any of the remaining pending claims which are dependentthereon.

Conclusion

Based on the foregoing, Applicant believes that they have overcomeall of the

objections and rejections set forth in the Office Action mailed on September 27, 2010

and that the pending claims are in condition for allowance. If the Examiner has any

questions, please contact the Applicant at the numberprovided below.

Respectfully submitted,

/ Daniel Lin /

Daniel Lin, Reg. No. 47,750
240 Lombard Street #839

San Francisco, CA 94111
Telephone: 650.996.1050
Applicant
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In re Application of:
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Serial No.: 10/817,994 Group Art Unit: 2617

Filed: April 5, 2004 Examiner: —Liton Miah

For: PEER-TO-PEER MOBILE INSTANT

MESSAGING METHOD AND

DEVICE

MMMMMUU)
MAIL STOP AMENDMENT

Commissionerfor Patents

P.O. Box 1450

Alexandria, VA 22313-1450

DearSir:

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

The Applicants, and the Attorney who signs below on the basis of the information

supplied by the inventor and the information in his file, submit herewith patents,

publications, or other information of which they are aware, which may be materialto the

examination of this application and in respect of which there may be a duty to disclose

in accordance with 37 CFR §1.56.

While the information submitted in this Supplemental Information Disclosure

Statement may be material pursuant to 37 CFR §1.56,it is not intended to constitute an

admission that any patent, publication, or other information referred to therein is prior art

for this invention unless specifically designated as such.

In accordance with 37 CFR §1.97, this Supplemental Information Disclosure

Statement is not to be construed as a representation that a search has been made or

that no other possibly material information as defined under 37 CFR §1.56(a)exists.

The patents and/or publications submitted herewith are set forth on the attached

Form PTO-SBO08a. . Copies of the U.S. references are not being submitted.
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PATENT

Atty. Dkt. No.: LIN/O002US

The fee of $180.00 is due under 37 CFR §1.17(p) and is being paid by credit

card. The Commissioner is hereby authorized to charge any other fee necessary to

make this submission timely to the Deposit Account No. 20-0782/LIN/O002US/FDK.
Respectfully submitted,

/ Daniel Lin /

Daniel Lin, Reg. No. 47,750
240 Lombard Street #839

San Francisco, CA 94111
Telephone: 650.996.1050
Applicant
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SIP: Session Initiation Protocol

Status of this Memo

This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

 
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards" (STD 1) for the standardization state

and status of this protocol. Distribution of this memo is unlimited. 
Copyright Notice

Copyright (C) The Internet Society (2002). All Rights Reserved.

Abstract

This document describes Session Initiation Protocol (SIP), an

application-layer control (signaling) protocol for creating,
modifying, and terminating sessions with one or more participants.
These sessions include Internet telephone calls, multimedia
distribution, and multimedia conferences.

 

       

SIP invitations used to create sessions carry session descriptions
that allow participants to agree on a set of compatible media types.
SIP makes use of elements called proxy servers to help route requests
to the user’s current location, authenticate and authorize users for

services, implement provider call-routing policies, and provide
features to users. SIP also provides a registration function that
allows users to upload their current locations for use by proxy
servers. SIP runs on top of several different transport protocols.
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1 Introduction

There are many applications of the Internet that require the creation
and management of a session, where a session is considered an
exchange of data between an association of participants. The
implementation of these applications is complicated by the practices
of participants: users
addressabl

different media

 may move between endpoints, they may be
       

le by multiple names, and they may communicate in several
sometimes simultaneously. Numerous protocol

been authored that carry various forms of real-time multimedia

ls have

session data such as voice, video, or text messages. The Session Initiation Protocol
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Gateway Control Protocol (MEGACO) (RFC 3015 [30]) for controlling
gateways to the Public Switched Telephone Network (PSIN), and the
Session Description Protocol (SDP) (RFC 2327 [1]) for describing
multimedia sessions. Therefore, SIP should be used in conjunction
with other protocols in order to provide complete services to the
users. However, the basic functionality and operation of SIP does
not depend on any of these protocols.

 

 
 

 

SIP does not provide services. Rather, SIP provides primitives that
can be used to implement different services. For example, SIP can
locate a user and deliver an opaque object to his current location.
If this primitive is used to deliver a session description written in
SDP, for instance, the endpoints can agree on the parameters of a
session. If the same primitive is used to deliver a photo of the
caller as we as the session description, a "caller ID" service can
be easily implemented. As this example shows, a single primitive is
typically used to provide several different services.

          

         

SIP does not offer conference control services such as floor control

or voting and does not prescribe how a conference is to be managed.
SIP can be used to initiate a session that uses some other conference

control protocol. Since SIP messages and the sessions they establish
can pass through entirely different networks, SIP cannot, and does
not, provide any kind of network resource reservation capabilities.

 
    

 
The nature of the services provided make security particularly
important. To that end, SIP provides a suite of security services,
which include denial-of-service prevention, authentication (both user
to user and proxy to user), integrity protection, and encryption and
privacy services.

 

  

  
SIP works with both IPv4 and IPv6.

3 Terminology
 

In this document, the key words "MUST", "MUST NOT", "REQUIRED",
"SHALL", “SHALL NOI", “SHOULD", "SHOULD NOT", “RECOMMENDED", “NOT

RECOMMENDED", "MAY", and "OPTIONAL" are to be interpreted as
described in BCP 14, RFC 2119 [2] and indicate requirement levels for
compliant SIP implementations.

 
 
 

        
      

  
4 Overview of Operation

This section introduces the basic operations of SIP using simple
examples. This section is tutorial in nature and does not contain
any normative statements.
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The first example shows the basic functions of SIP: location of an
end point, signal of a desire to communicate, negotiation of session
parameters to establish the session, and teardown of the session once
established.

     
Figure 1 shows a typical example of a SIP message exchange between
two users, Alice and Bob. (Each message is labeled with the letter
"FEF" and a number for reference by the text.) In this example, Alice
uses a SIP application on her PC (referred to as a softphone) to call
Bob on his SIP phone over the Internet. Also shown are two SIP proxy
servers that act on behalf of Alice and Bob to facilitate the session

establishment. This typical arrangement is often referred to as the
"SIP trapezoid" as shown by the geometric shape of the dotted lines
in Figure 1.

 

    
 

 Alice "calls" Bob using his SIP identity, a type of Uniform Resource
 

  

    Identifier (URI) called a SIP URI. SIP URIs are defined in Section

19.1. It has a similar form to an email address, typically
containing a username and a host name. In this case, it is

    

 Ssip:bob@biloxi.com, where biloxi.com is the domain of Bob’s SIP
service provider. Alice has a SIP URI of sip:alice@atlanta.com.
Alice might have typed in Bob’s URI or perhaps clicked on a hyperlink
or an entry in an address book. SIP also provides a secure URI,
called a SIPS URI. An example would be sips:bob@biloxi.com. A call
made to a SIPS URI guarantees that secure, encrypted transport
(namely TLS) is used to carry all SIP messages from the caller to the
domain of the callee. From there, the request is sent securely to
the callee, but with security mechanisms that depend on the policy of
the domain of the callee.

       
 

     
 

  
SIP is based on an HITP-like request/response transaction model.
Each transaction consists of a request that invokes a particular
method, or function, on the server and at least one response. In
this example, the transaction begins with Alice’s softphone sending
an INVITE request addressed to Bob’s SIP URI. INVITE is an example
of a SIP method that specifies the action that the requestor (Alice)
wants the server (Bob) to take. The INVITE request contains a number
of header fields. Header fields are named attributes that provide
additional information about a message. The ones present in an
INVITE include a unique identifier for the call, the destination
address, Alice’s address, and information about the type of session
that Alice wishes to establish with Bob. The INVITE (message Fl in
Figure 1) might look like this:
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atlanta.com .. . biloxi.com

proxy proxy

 Alice’S . .. 6... ww ee ee ew ww ew ee) CUBS

softphone SIP Phone

 
 

 

 

 

  

   
 

—-------------->| INVITE F2

100 Trying F3 |---------------> INVITE F4
<--------------- | 100 Trying F5 |--------------->

| <-------------- | 180 Ringing F6
| 180 Ringing F7 |<---------------

180 Ringing F8 |<—-------------- | 200 OK F9
<--------------- | 200 OK F110 |<---------------—

200 OK Fll=|<--------------- |
<--------------- | |

ACK F12
>

Media Session
< >

BYE F13
<

200 OK F14
> 

  
Figure 1: SIP session setup example with SIP trapezoid

 INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bK776asdhds
Max—-Forwards: 70

To: Bob <sip:bob@biloxi.com>
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710@pc33.atlanta.com
CSeq: 314159 INVITE
Contact: <sip:alice@pc33.atlanta.com>
Content-Type: application/sdp
Content-Length: 142

 
 

   

 

(Alice’s SDP not shown)

 
The first line of the text-encoded message contains the method name
(INVITE). The lines that follow are a list of header fields. This

example contains a minimum required set. The header fields are
briefly described below:
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Via contains the address (pc33.atlanta.com) at which Alice is
expecting to receive responses to this request. It also contains a
branch parameter that identifies this transaction.

 To contains a display name (Bob) and a SIP or SIPS URI
(sip: bob@biloxi.com) towards which the request was originally
directed. Display names are described in RFC 2822 [3].

From also contains a display name (Alice) and a SIP or SIPS URI
(sip:alice@atlanta.com) that indicate the originator of the request.
This header field also has a tag parameter containing a random string
(1928301774) that was added to the URI by the softphone. It is used
for identification purposes.

  
    

Call-ID contains a globally unique identifier for this call,
generated by the combination of a random string and the softphone’s
host name or IP address. The combination of the To tag, From tag,
and Call-ID completely defines a peer-to-peer SIP relationship
between Alice and Bob and is referred to as a dialog.

 

     

  

CSeq or Command Sequence contains an integer and a method name. The
CSeq number is incremented for each new request within a dialog and
is a traditional sequence number.

 
  

Contact contains a SIP or SIPS URI that represents a direct route to
contact Alice, usually composed of a username at a fully qualified
domain name (FQDN). While an FODN is preferred, many end systems do
not have registered domain names, so IP addresses are permitted.
While the Via header field tells other elements where to send the

response, the Contact header field tells other elements where to send
future requests.

  

  
 

Max—-Forwards serves to limit the number of hops a request can make on
the way to its destination. It consists of an integer that is
decremented by one at each hop.

 

Content-Type contains a description of the message body (not shown).

Content-Length contains an octet (byte) count of the message body.

The complete set of SIP header fields is defined in Section 20.

 
The details of the session, such as the type of media, codec, or
sampling rate, are not described using SIP. Rather, the body of a
SIP message contains a description of the session, encoded in some  

 other protocol format. One such format is the Session Description
Protocol (SDP) (RFC 2327 [1]). This SDP message (not shown in the

Rosenberg, et. al. Standards Track [Page 13]

AppleInc.
Ex. 1004 - Page 568



Apple Inc.
Ex. 1004 - Page 569

RFC 3261

examp

a document attachment being carried by an email message,
page being carr in an HITP message.

Since the softphone
Serve

softp

he a
erve

ehal

oftp

ame

NVIT 

le)

 
rin

none

tlan
r.

£ of
he INVITE

hone.

he INVITE

To,

 
BE, wW

SIP: Session Initiation Protocol June 2002

is carried by the SIP message in a way that is analogous to

Led
 

  
the biloxi
 

the requestor

The 100 (Tr

From,
hich a

Call-ID,
lows A

 
-com domain,

the SIP server that serves Alice’s domain,

of the atlanta.com SIP server could have been configured
, or it could have been discovered by DHCP,

. In this example,
request and sends a 100 (Trying)

ying)

to the destination.

ode followed by a descriptive phrase.

 

he sent INVITE.

erver at biloxi.com,
(Domain Name Service)
biloxi.com domain. 

The a  
Th

 
tlanta.com proxy server

possibly by performing a particul
lookup to find the SIP server that serves the
is is described 1

 

T
s

b
t

s response indicates that the INVITE
been received and that the proxy is working on her behalf to route
t
c
s

I

t
s

 

Responses

 

 Th

n [4].

does not know the location of

the softphone sends the
atlanta.com.

 Bob or

for

 locates  
As a result,

or a web

the SIP
INVITE

The address
in Alice’s

example.

 to

 

ta.com SIP server is a type of SIP server known as a proxy
A proxy server receives SIP requests and forwards them on

the proxy server receives
response back to Alice’s

has  
in SIP use a three-digit
is response contains the

CSeq and branch parameter in the Via as the
ice’s softphone to correlate this response to

the proxy
lar type of DNS

it

obtains the IP address of the biloxi.com proxy server and forwards,
request theror proxies,

the atlanta.com proxy
lue that contains i
ice’s address

receives the INVITE

va

Al  
the a
INVIT

datab
curre

 

Bh an

ase,
nt I
 

this database can be
another Via header f£
proxies it to

the INVITE

  
 a

 Befor
 

ts own address

in the first Via).

nd responds with a 100
tlanta.com proxy server to indicate that it

The proxy
location service,

The bi

 

    
  

 

d is processing the request.
generically called a

P address of Bob. (We sha

populated.)
1eld value with

Bob’s SIP phone.

s the INVITE
 

Bob’s SIP phone receive

 
     

 
   

   

call from Alice so that

that is, Bob’s phone rings.
(Ringing) response, whic
the reverse direction.

determine where to send the respons
the top. As a result, a
required to route the initial INVITE,
be returned to the call

RosenberGr ©

 

t. al.

forwarding the
server adds an additional

request, 
Via header field
 

(the INVITE
   

see in the
The biloxi.com

and alerts

Bob can decide whether

Bob’s SIP phone
h is routed back throug
Each proxy uses the Via

the 180

Standards Track

 

  a 

(Trying)

in

lthough DNS and locatio
(

ler without lookups or wi
Ringing)
 
Bob to the incomi

to answer the call,
dicates this ina

h the two proxies
header field to

and removes its own address

n service lookups
response

thout state being

ready contains
oxi.com proxy server

response back to
has received the
server consults a

that contains t
next section how

proxy server adds
its own address to the INVITE

ne

and 
Ng

 
180
in

from
were
can

[Page 14]

AppleInc.
Ex. 1004 - Page 569



Apple Inc.
Ex. 1004 - Page 570

RFC 3261

mai
eac

INVITE. 

Whe

this information 

SIP:

ntained in the proxies.
h proxy that sees the INVITE

to Alice,

Session Initiation Protocol

 
will  

June 2002

This also has the desirable property that
also see all responses to the

displaying a message on Alice’s screen.   In

the
the

wit

willing to estab

this examp
handset,

ey
 

  

The 200  
ce. 

exchange of
back to Alice.

capabilities a

   nd

SDP messages:

 
exchange. If
another call,

200 (OK), whic
established.

21. The 200 (OK)
Bob sends it out:

 
  

 

SIP/2.0 200 OK
Via:

Via: 
Via:

To:  

an error response woul
h woul

The complete

 

 A
 

  
 

 

  
Call-ID:

CSeq:
Contact:

Content-Type:

Content-Length:

 

The
the
The
the

reason phrase
Via, To, From,
INVITE request.

  
added by Alice’s SIP phone,

  
(Bob’s SDP not shown)

first line of the response contai
(OK).

Call-ID, and CSeq
(There are three

one added 
one added by the biloxi.com proxy.)
parameter to the To header field.
both endpoints into the dialog and wi

 
Rosenberg, et. al.

(OR)
(OR)

SIP/2.0/UDP serverl0.biloxi.com

;branch=z9hG4bKnashds8;received=192.0.2.3

SIP/2.0/UDP bigbox3.site3.atl
;branch=z9hG4bK7 Jef 4c2312983.1;received=192.0.2.2

SIP/2.0/UDP pc33.atlanta.com
;branch=z9hG4bK7 76asdhds

Bob <sip:bob@bi
From: Alice <sip:a

V 
 

ption of the type of
1 As a resul
ice sent one to

This two-phase exchange provides basic nego
is based on a simpl

 

Bob decides to answer the call.

his SIP phone sends a 200
call has been answered.

h the SDP media descri
ish with A

co

oF  

might look

lanta.com

ia header fi

by the atlant
Bob’s SIP phone

Bob,

n Alice’s softphone receives the 180 (Ringing) response, it passes
perhaps using an audio ringback tone or by

When he picks up
response to indicate that
ntains a message body

session that

 

Bob is
 

there is a two-phase

;received=192.0.2.1

oxi.com>;tag=a6c85cf
L.ce@atlanta.com>;tag=1928301774

a84b4c76e66710@pc33.atlanta.com
314159 INVITE

<sip:bob@192.0.2.4>
application/sdp

131

 

and

ns the response code
The remaining

 nt one

tiation

Bob se   
le offer/answer model of SDP

Bob did not wish to answer the call or was busy on
ld have been sent instead of the

ld have resulted in no media session being
list of SIP response codes

(message F9 in Figure 1)

1s in Section
like this as 

(200) and
lines contain header fields.

header fields are copied from
e d values - one
 

 a.
com proxy, and
has added a tag 

   
Standards Track

This tag wi be incorporated by
1 be included in all future

[Page 15]

AppleInc.
Ex. 1004 - Page 570



Apple Inc.
Ex. 1004 - Page 571

RFC 3261 SIP: Session Initiation Protocol June 2002

requests and responses in this call. The Contact header field
contains a URI at which Bob can be directly reached at his SIP phone.
The Content-Type and Content-Length refer to the message body (not
shown) that contains Bob’s SDP media information.

  
 

In addition to DNS and location service lookups shown in this
example, proxy servers can make flexible "routing decisions" to
decide where to send a request. For example, if Bob’s SIP phone
returned a 486 (Busy Here) response, the biloxi.com proxy server
could proxy the INVITE to Bob’s voicemail server. A proxy server can
also send an INVITE to a number of locations at the same time. This

type of parallel search is known as forking.

 
        

    
In this case, the 200 (OK) is routed back through the two proxies and
is received by Alice’s softphone, which then stops the ringback tone
and indicates that the ca has been answered. Finally, Alice’s
softphone sends an acknowledgement message, ACK, to Bob’s SIP phone
to confirm the reception of the final response (200 (OK)). In this
example, the ACK is sent directly from Alice’s softphone to Bob’s SIP
phone, bypassing the two proxies. This occurs because the endpoints
have learned each other’s address from the Contact header fields

through the INVITE/200 (OK) exchange, which was not known when the

     
     

      
 

 initial INVITE was sent. The lookups performed by the two proxies
are no longer needed, so the proxies drop out of the call flow. This
completes the INVITE/200/ACK three-way handshake used to establish
SIP sessions. Full details on session setup are in Section 13.

   
Alice and Bob’s media session has now begun, and they send media
packets using the format to which they agreed in the exchange of SDP.
In general, the end-to-end media packets take a different path from
the SIP signaling messages.

 
 

 
During the session, either Alice or Bob may decide to change the
characteristics of the media session. This is accomplished by
sending a re-INVITE containing a new media description. This re-
INVITE references the existing dialog so that the other party knows
that it is to modify an existing session instead of establishing a
new session. The other party sends a 200 (OK) to accept the change.
The requestor responds to the 200 (OK) with an ACK. If the other
party does not accept the change, he sends an error response such as
488 (Not Acceptable Here), which also receives an ACK. However, the
failure of the re-INVITE does not cause the existing call to fail -
the session continues using the previously negotiated

 
     

 

  
characteristics. Full details on session modification are in Section
14.

Rosenberg, et. al. Standards Track [Page 16]

AppleInc.
Ex. 1004 - Page 571



Apple Inc.
Ex. 1004 - Page 572

RFC 3261 SIP: Session Initiation Protocol June 2002

t the end of the call, Bob disconnects (hangs up) first and  enerates a BYE message. This BYE is routed directly to Alice’s
oftphone, again bypassing the proxies. Alice confirms receipt of
he BYE with a 200 (OK) response, which terminates the session and
he BYE transaction. No ACK is sent - an ACK is only sent in

A

g
s

t
t

response to a response to an INVITE request. The reasons for this
s

t
a
x

I
°

 
      

      

     pecial handling for INVITE will be discussed later, but relate to
he reliability mechanisms in SIP, the length of time it can take for
ringing phone to be answered, and forking. For this reason,

equest handling in SIP is often classified as either INVITE or non-
NVITE, referring to all other methods besides INVITE. Full details
n session termination are in Section 15.

   
            

 
  

Section 24.2 describes the messages shown in Figure 1 in fu
 

In some cases, it may be useful for proxies in the SIP signaling path
to see all the messaging between the endpoints for the duration of
the session. For example, if the biloxi.com proxy server wished to
remain in the SIP messaging path beyond the initial INVITE, it would
add to the INVITE a required routing header field known as Record-
Route that contained a URI resolving to the hostname or IP address of
the proxy. This information would be received by both Bob’s SIP
phone and (due to the Record-Route header field being passed back in
the 200 (OK)) Alice’s softphone and stored for the duration of the
dialog. The biloxi.com proxy server would then receive and proxy the
ACK, BYE, and 200 (OK) to the BYE. Each proxy can independently
decide to receive subsequent messages, and those messages will pass
through all proxies that elect to receive it. This capability is
frequently used for proxies that are providing mid-call features.

 
  

     

     
     

   
     

 
   

Registration is another common operation in SIP. Registration is one
way that the biloxi.com server can learn the current location of Bob.
Upon initialization, and at periodic intervals, Bob’s SIP phone sends
REGISTER messages to a server in the biloxi.com domain known as a SIP
registrar. The REGISTER messages associate Bob’s SIP or SIPS URI
(sip:bob@biloxi.com) with the machine into which he is currently
logged (conveyed as a SIP or SIPS URI in the Contact header field).
The registrar writes this association, also called a binding, toa
database, called the location service, where it can be used by the
proxy in the biloxi.com domain. Often, a registrar server for a
domain is co-located with the proxy for that domain. It is an
important concept that the distinction between types of SIP servers
1s logical, not physical.

        
  
 

 
    
 

                
   

 Bob is not limited to registering from a single device. For example,
both his SIP phone at home and the one in the office could send
registrations. This information is stored together in the location
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service and allows a proxy to perform various types of searches to
locate Bob. Similarly, more than one user can be registered on a
single device at the same time.

  
  

The location service is just an abstract concept. It generally
contains information that allows a proxy to input a URI and receive a
set of zero or more URIs that tell the proxy where to send the
request. Registrations are one way to create this information, but
not the only way. Arbitrary mapping functions can be configured at
the discretion of the administrator.

     

 
 

Finally, it is important to note that in SIP, registration is used
for routing incoming SIP requests and has no role in authorizing
outgoing requests. Authorization and authentication are handled in
SIP either on a request-by-request basis with a challenge/response
mechanism, or by using a lower layer scheme as discussed in Section
26.

 

   
 

    

The complete set of SIP message details for this registration example
is in Section 24.1.

 
Additional operations in SIP, such as querying for the capabilities
of a SIP server or client using OPTIONS, or canceling a pending
request using CANCEL, will be introduced in later sections.

 
  

5 Structure of the Protocol 
SIP is structured as a layered protocol, which means that its
behavior is described in terms of a set of fairly independent
processing stages with only a loose coupling between each stage. The
protocol behavior is described as layers for the purpose of
presentation, allowing the description of functions common across
elements in a single section. It does not dictate an implementation
in any way. When we say that an element "contains" a layer, we mean
it is compliant to the set of rules defined by that layer.

 

           
 
  

Not every element specified by the protocol contains every layer.
Furthermore, the elements specified by SIP are logical elements, not
physical ones. A physical realization can choose to act as different
logical elements, perhaps even on a transaction-by-transaction basis.

 
 

    
 

The lowest layer of SIP is its syntax and encoding. Its encoding is
specified using an augmented Backus-Naur Form grammar (BNF). The
complete BNF is specified in Section 25; an overview of a SIP
message’s structure can be found in Section 7.
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Call: A call is an informal term that refers to some communication

between peers, generally set up for the purposes of a
multimedia conversation.  

Ca Leg: Another name for a dialog [31]; no longer used in this
specification.

     
Ca Stateful: A proxy is call stateful if it retains state for a

dialog from the initiating INVITE to the terminating BYE
request. A call stateful proxy is always transaction stateful,
but the converse is not necessarily true.

 
  
 

 
  

Client: A client is any network element that sends SIP requests
 

  and receives SIP responses. Clients may or may not interact
directly with a human user. User agent clients and proxies are
clients.  

Conference: A multimedia session (see below) that contains

multiple participants.

    

Core: Core designates the functions specific to a particular type
of SIP entity, i.e., specific to either a stateful or stateless
proxy, a user agent or registrar. All cores, except those for
the stateless proxy, are transaction users.

  
Dialog: A dialog is a peer-to-peer SIP relationship between two

UAs that persists for some time. A dialog is established by
SIP messages, such aS a 2xx response to an INVITE request. A       dialog is identified by a call identifier, local tag, anda
remote tag. A dialog was formerly known as a call leg in RFC
2543.

Downstream: A direction of message forwarding within a transaction
that refers to the direction that requests flow from the user
agent client to user agent server.

 

Final Response: A response that terminates a SIP transaction, as
opposed to a provisional response that does not. All 2xx, 3xx,
4xx, 5xx and 6xx responses are final.

Header: A header is a component of a SIP message that conveys
information about the message. It is structured as a sequence
of header fields.

 
Header Field: A header field is a component of the SIP message

header. A header field can appear as one or more header field
rows. Header field rows consist of a header field name and zero

or more header field values. Multiple header field values ona
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the set of proxies that need to be visited along the way
(present in the Route header field). A proxy compliant to
these mechanisms is also known as a loose router. 

Message: Data sent between SIP elements as part of the protocol.
SIP messages ar ither requests or responses.
 

Method: The method is the primary function that a request is meant
to invoke on a server. The method is carried in the request
message itself. Example methods are INVITE and BYE.   

 

Outbound Proxy: A proxy that receives requests from a client, even
though it may not be the server resolved by the Request-URI.
Typically, a UA is manually configured with an outbound proxy,
or can learn about one through auto-configuration protocols.

    
Parallel Search: In a parallel search, a proxy issues several

requests to possible user locations upon receiving an incoming
request. Rather than issuing one request and then waiting for
the final response before issuing the next request as ina
sequential search, a parallel search issues requests without
waiting for the result of previous requests.

  
      

Provisional Response: A response used by the server to indicate
progress, but that does not terminate a SIP transaction. I1xx
responses are provisional, other responses are considered
final.

  

  
Proxy, Proxy Server: An intermediary entity that acts as both a

server and a client for the purpose of making requests on
behalf of other clients. A proxy server primarily plays the
role of routing, which means its job is to ensure that a
request is sent to another entity "closer" to the targeted
user. Proxies are also useful for enforcing policy (for
example, making sure a user is allowed to make a call). A
proxy interprets, and, if necessary, rewrites specific parts of
a request message before forwarding it.

         
  

Recursion: A client recurses on a 3xx response when it generates a
new request to one or more of the URIs in the Contact header
field in the response.

 
Redirect Server: A redirect server is a user agent server that

generates 3xx responses to requests it receives, directing the
client to contact an alternate set of URIs.
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    Registrar: A registrar is a server that accepts REGISTER requests
and places the information it receives in those requests into
the location service for the domain it handles.

 

 
Regular Transaction: A regular transaction is any transaction with

a method other than INVITE, ACK, or CANCEL. 

Request: A SIP message sent from a client to a server, for the
purpose of invoking a particular operation.

 
Response: A SIP message sent from a server to a client, for

indicating the status of a request sent from the client to the
server.

Ringback: Ringback is the signaling tone produced by the calling
party’s application indicating that a called party is being
alerted (ringing).

   

  
Route Set: A route set is a collection of ordered SIP or SIPS URI

which represent a list of proxies that must be traversed when
sending a particular request. A route set can be learned,
through headers like Record-Route, or it can be configured.

 

  
Server: A server is a network element that receives requests in

order to service them and sends back responses to those
requests. Examples of servers are proxies, user agent servers,
redirect servers, and registrars.

 

Sequential Search: In a sequential search, a proxy server attempts
each contact address in sequence, proceeding to the next one
only after the previous has generated a final response. A 2xx
or 6xx class final response always terminates a sequential
search.

 

  
Session: From the SDP specification: "A multimedia session is a

set of multimedia senders and receivers and the data streams

flowing from senders to receivers. A multimedia conference is
an example of a multimedia session." (RFC 2327 [1]) (A session
as defined for SDP can comprise one or more RTP sessions.) As
defined, a callee can be invited several times, by different
calls, to the same session. If SDP is used, a session is

defined by the concatenation of the SDP user name, session id,
network type, address type, and address elements in the origin
field.

     

   
SIP Transaction: A SIP transaction occurs between a client anda

server and comprises all messages from the first request sent
from the client to the server up to a final (non-1lxx) response
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A SIP message is either a request from a client to a server, or a
response from a server to a client.

Both Request (section 7.1) and Response (section 7.2) messages use
the basic format of RFC 2822 [3], even though the syntax differs in
character set and syntax specifics. (SIP allows header fields that
would not be valid RFC 2822 header fields, for example.) Both types
of messages consist of a start-line, one or more header fields, an
empty line indicating the end of the header fields, and an optional
message-body.

    

       
 

generic-message start-line

*message—-header
CRLF

[ message-body ]
start-line = Reguest-Line / Status-—Line

  
The start-line, each message-header line, and the empty line MUST be
terminated by a carriage-return line-feed sequence (CRLF). Note that
the empty line MUST be present even if the message-body is not.

     
Except for the above difference in character sets, much of SIP’s
message and header field syntax is identical to HTTP/1.1. Rather
than repeating the syntax and semantics here, we use [HX.Y] to refer
to Section X.Y of the current HTTP/1.1 specification (RFC 2616 [8]).

   

  
However, SIP is not an extension of HTTP.

7.1 Requests

SIP requests are distinguished by having a Request-Line for a start-
line. A Request-Line contains a method name, a Request-URI, and the
protocol version separated by a single space (SP) character.

 

 
The Request-Line ends with CRLF. No CR or LF are allowed except in
the end-of-line CRLF sequence. No linear whitespace (LWS) is allowed
in any of the elements.

 
 

Request-Line = Method SP Request-URI SP SIP-Version CRLF
 

Method: This specification defines six methods: REGISTER for
registering contact information, INVITE, ACK, and CANCEL for
setting up sessions, BYE for terminating sessions, and
OPTIONS for querying servers about their capabilities. SIP
extensions, documented in standards track RFCs, may define
additional methods.
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Request-URI: The Request-URI is a SIP or SIPS URI as described in
Section 19.1 or a general URI (RFC 2396 [5]). It indicates
the user or service to which this request is being addressed.
The Request-URI MUST NOT contain unescaped spaces or control
characters and MUST NOT be enclosed in "<>",

  

 

SIP elements MAY support Request-URIs with schemes other than
"sip" and "sips", for example the "tel" URI scheme of RFC
2806 [9]. SIP elements MAY translate non-SIP URIs using any
mechanism at their disposal, resulting in SIP URI, SIPS URI,
or some other scheme.

 
    

 SIP-Version: Both request and response messages include the
version of SIP in use, and follow [H3.1] (with HTIP replaced
by SIP, and HITP/1.1 replaced by SIP/2.0) regarding version
ordering, compliance requirements, and upgrading of version
numbers. To be compliant with this specification,
applications sending SIP messages MUST include a SIP-Version
of "SIP/2.0". The SIP-Version string is case-insensitive,
but implementations MUST send upper-case.

 
  

 

      
Unlike HTTP/1.1, SIP treats the version number as a literal

string. In practice, this should make no difference. 

7.2 Responses

SIP responses are distinguished from requests by having a Status-—Line
as their start-line. A Status-Line consists of the protocol version
followed by a numeric Status-—Code and its associated textual phrase,
with each element separated by a single SP character.

   

 
No CR or LF is allowed except in the final CRLF sequence.

Status-Line = SIP-Version SP Status-Code SP Reason-Phrase CRLF
 

The Status-Code is a 3-digit integer result code that indicates the
outcome of an attempt to understand and satisfy a request. The
Reason-Phrase is intended to give a short textual description of the
Status-Code. The Status-Code is intended for use by automata,
whereas the Reason-Phrase is intended for the human user. A client

is not required to examine or display the Reason-Phrase.

  

While this specification suggests specific wording for the reason
phrase, implementations MAY choose other text, for example, in the
language indicated in the Accept-Language header field of the
request.
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The first digit of the Status-Code defines the class of response.
The last two digits do not have any categorization role. For this
reason, any response with a status code between 100 and 199 is
referred to as a "lxx response", any response with a status code
between 200 and 299 as a "2xx response", and so on. SIP/2.0 allows
six values for the first digit:

 
 

lxx: Provisional -- request received, continuing to process the
request;

2xx: Success -- the action was successfully received, understood,
and accepted;

3xx: Redirection -- further action needs to be taken in order to

complete the request;

    
  

4xx: Client Error -- the request contains bad syntax or cannot be
fulfilled at this server;

5xx: Server Error -- the server failed to fulfi an apparently
valid request;   

6xx: Global Failure -- the request cannot be fulfilled at any
server.   

Section 21 defines these classes and describes the individual codes.
  

7.3 Header Fields

SIP header fields are similar to HTTP header fields in both syntax
and semantics. In particular, SIP header fields follow the [H4.2]
definitions of syntax for the message-header and the rules for
extending header fields over multiple lines. However, the latter is
specified in HTTP with implicit whitespace and folding. This
specification conforms to RFC 2234 [10] and uses only explicit
whitespace and folding as an integral part of the grammar.

 

   

            
[H4.2] also specifies that multiple header fields of the same field
name whose value is a comma-separated list can be combined into one
header field. That applies to SIP as well, but the specific rule is
different because of the different grammars. Specifically, any SIP
header whose grammar is of the form

 
    

 

 
header = "“header-name" HCOLON header-value *(COMMA header-value)

allows for combining header fields of the same name into a comma-—
separated list. The Contact header field allows a comma-separated
list unless the header field value is "*".
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7.3.1 Header Field Format

Header fields follow the same generic header format as that given in
Section 2.2 of RFC 2822 [3]. Each header field consists of a field

name followed by a colon (":") and the field value.
  

 
field-nam field-valu

 
The formal grammar for a message-header specified in Section 25
allows for an arbitrary amount of whitespace on either side of the
colon; however, implementations should avoid spaces between the field
name and the colon and use a single space (SP) between the colon and
the field-value.

 

Subject:
Subject
Subject

 

lunch
lunch

:lunch 
Subject: lunch

 

Thus, the above are all valid and equivalent, but the last is the
preferred form.

Header fields can be extended over mu

extra line with at least one SP or horizontal tab (HT). The line

break and the whitespace at the beginning of the next line are
treated as a single SP character. 
equivalent:

Subject: I know you’re there, pick
Subject: I know you’re there,

pick up the phone
and talk to me!

   
tiple lines by preceding each  

 
Thus, the following are

up the phone and talk to me!

The relative order of header fields with different field names is not

However, it is RECOMMENDED that header fields which are

needed for proxy processing (Via, Route, Record-Route, Proxy-Require,
and Proxy-Authorization, for example) appear towards

 significant.

Max-Forwards,

the top of the message to facil

 
     

 
 

 
litate rapid parsing. The relative

order of header field rows with the same field name is important.
Multiple header field rows with the same
a message if and only if the entire field-value for that header field 

 

    
 

 eld-name MAY be present in
   

 is defined as a comma-separated list
defined in Section 7.3).
 

header field rows into one "field-nam

changing the semantics of the message, by appending each subsequent

 

   
field-value to the first,  

   
(that is, if follows the grammar   It MUST be possible to combine the multiple
      

field-value" pair, without

each separated by a comma. The exceptions
to this rule are the WWW-Authenticate, Authorization, Proxy-
 

Authenticate,

Rosenberg, et. al.
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ld rows with these names MAY be present in a message, but since
their grammar does not follow the general form listed in Section 7.3,
they MUST NOT be combined into a single header field row.

Imp
   
lementations MUST be able to process multiple header field rows  with the same name in any combination of the single-value-per-line or

comma-separated value forms.    
The following groups of header field rows are valid and equivalent:

 Eac

oth

Route

Subje
Route
Route

Route
Route

Subje

Subje
Route

h of
ers:  Route:
Route:
Route:

Route:
Route:
Route:

Route:

: <s

ct:
: <s
: <s

: <s
: <s

ct:

ct:
: <s

<s

the

<s
<s
<s

<s
<s
<s

<s
<s

The format o

will always be either an
combination of whitespace, tokens, separators, and quoted strings.
Many existing header fie va ue fo   

ip:alice@at
Lunch

ip: bob@bilox
ip:carol@chi

 

 

ip:alice@at
ip:carol@chi
Lunch

     
 Lunch

ip:alice@at
ip:carol@chi

 

Following b

 
ip:alice@at
ip: bob@biloxi

anta.com>

1.com>

cago.com>

anta.com>, <sip:bob@biloxi.com>
cago.com>

anta.com>, <sip:bob@biloxi.com>,
cago.com>  
ocks is valid but not equivalent to the

anta.com>
-com>

 

ip:carol@chi  
ip: bob@biloxi

cago.com> -com>
 

Lp:alice@at
ip:carol@chi

 

  
Lp:alice@at
ip: bob@bilox

   
f a header fi

anta.com>

cago.com>

anta.com>,<sip:carol@chicago.com>,
1.com>

 
ld-value is defined per header-name. It

opaque sequence of TEXT-UTF8 octets, or a

 

   
ds will adhere to the general form of a
 

parameter-value pairs:

Rosenb

fi

erg,

 
ld name: field

owed by a semi-colon separated sequence of parameter-name,

 

et. al.

value *(;parameter-name=parameter-value)
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Even though an arbitrary number of parameter pairs may be attached to
a header field value, any given parameter-name MUST NOT appear more
than once. 
When comparing header fields, field names are always case-
insensitive. Unless otherwise stated in the definition of a

particular header field, field values, parameter names, and parameter
values are case-insensitive. Tokens are always case-insensitive.
Unless specified otherwise, values expressed as quoted strings are
case-sensitive. For example,

   
   

Contact: <sip:alice@atlanta.com>;expires=3600

is equivalent to

CONTACT: <sip:alice@atlanta.com>;ExPiReS=3600 

and

Content-—Disposition: session;handling=optional

is equivalent to

content-disposition: Session;HANDLING=OPTIONAL

 
The following two header fields are not equivalent:

    
   

  

     
 

   

Warning: 370 devnu "Choose a bigger pipe"
Warning: 370 devnu "CHOOSE A BIGGER PIPE"

7.3.2 Header Field Classification

Some header fields only make sense in requests or responses. These
are called request header fields and response header fields,
respectively. If a header field appears in a message not matching
its category (such as a request header field in a response), it MUST
be ignored. Section 20 defines the classification of each header
field. 

7.3.3 Compact Form

SIP provides a mechanism to represent common header field names in an
abbreviated form. This may be useful when messages would otherwise
become too large to be carried on the transport available to it
(exceeding the maximum transmission unit (MIU) when using UDP, for
example). These compact forms are defined in Section 20. A compact
form MAY be substituted for the longer form of a header field name at
any time without changing the semantics of the message. A header
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field name MAY appear in both long and short forms within the same
message. Implementations MUST accept both the long and short forms
of each header name.

7.4 Bodies
 

Requests, including new requests defined in extensions to this
specification, MAY contain message bodies unless otherwise noted.
The interpretation of the body depends on the request method.

 

    
 

For response messages, the request method and the response status
code determine the type and interpretation of any message body. All
responses MAY include a body.

7.4.1 Message Body Type

The Internet media type of the message body MUST be given by the
Content-Type header field. If the body has undergone any encoding
such as compression, then this MUST be indicated by the Content-
Encoding header field; otherwise, Content-Encoding MUST be omitted.
If applicable, the character set of the message body is indicated as
part of the Content-Type header-field value.

   

 

The "multipart" MIME type defined in RFC 2046 [11] MAY be used within
the body of the message. Implementations that send requests
containing multipart message bodies MUST send a session description
as a non-multipart message body if the remote implementation requests
this through an Accept header field that does not contain multipart.

     

   
SIP messages MAY contain binary bodies or body parts. When no
explicit charset parameter is provided by the sender, media subtypes
of the "text" type are defined to have a default charset value of
"“UTF-8",

 

7.4.2 Message Body Length

The body length in bytes is provided by the Content-Length header
field. Section 20.14 describes the necessary contents of this header
field in detail.

  
   

The "chunked" transfer encoding of HITP/1.1 MUST NOT be used for SIP.
(Note: The chunked encoding modifies the body of a message in order
to transfer it as a series of chunks, each with its own size
indicator.)
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7.5 Framing SIP Messages

Unlike HTTP, SIP implementations can use UDP or other unreliable
datagram protocols. Each such datagram carries one request or
response. See Section 18 on constraints on usage of unreliable
transports.

  

 
Implementations processing SIP messages over stream-oriented
transports MUST ignore any CRLF appearing before the start-—line
[H4.1].

The Content-Length header field value is used to locate the end of
each SIP message in a stream. It will always be present when SIP
messages are sent over stream-oriented transports.
 

8 General User Agent Behavior

A user agent represents an end system. It contains a user agent
client (UAC), which generates requests, and a user agent server
(UAS), which responds to them. A UAC is capable of generating a
request based on some external stimulus (the user clicking a button,
or a Signal on a PSTN line) and processing a response. A UAS is
capable of receiving a request and generating a response based on
user input, external stimulus, the result of a program execution, or
some other mechanism.

 
   

When a UAC sends a request, the request passes through some number of
proxy servers, which forward the request towards the UAS. When the
UAS generates a response, the response is forwarded towards the UAC.

 
 

UAC and UAS procedures depend strongly on two factors. First, based
on whether the request or response is inside or outside of a dialog,
and second, based on the method of a request. Dialogs are discussed
thoroughly in Section 12; they represent a peer-to-peer relationship
between user agents and are established by specific SIP methods, such
as INVITE.

 
In this section, we discuss the method-independent rules for UAC and
UAS behavior when processing requests that are outside of a dialog.
This includes, of course, the requests which themselves establish a
dialog.  
Security procedures for requests and responses outside of a dialog
are described in Section 26. Specifically, mechanisms exist for the
UAS and UAC to mutually authenticate. A limited set of privacy
features are also supported through encryption of bodies using
S/MIME.
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8.1 UAC Behavior 

This section covers UAC behavior outside of a dialog.

8.1.1 Generating the Request

A valid SIP request formulated by a UAC MUST, at a minimum, contain
the following header fields: To, From, CSeq, Call-ID, Max—-Forwards,
and Via; all of these header fields are mandatory in a SIP
requests. These six header fields are the fundamental building
blocks of a SIP message, as they jointly provide for most of the
critical message routing services including the addressing of
messages, the routing of responses, limiting message propagation,
ordering of messages, and the unique identification of transactions.
These header fields are in addition to the mandatory request line,
which contains the method, Request-URI, and SIP version.

     

      
   

  Examples of requests sent outside of a dialog include an INVIT
establish a session (Section 13) and an OPTIONS to query for
capabilities (Section 11).

 Gl to
 

    

8.1.1.1 Request-URI

The initial Request-URI of the message SHOULD be set to the value of
the URI in the To field. One notable exception is the REGISTER
method; behavior for setting the Request-URI of REGISTER is given in
Section 10. It may also be undesirable for privacy reasons or
convenience to set these fields to the same value (especially if the
originating UA expects that the Request-URI will be changed during
transit).

 

 
 

 
 

 
    

     

In some special circumstances, the presence of a pre-existing route
set can affect the Request-URI of the message. A pre-existing route
set is an ordered set of URIS that identify a chain of servers, to
which a UAC will send outgoing requests that are outside of a dialog.
Commonly, they are configured on the UA by a user or service provider
manually, or through some other non-SIP mechanism. When a provider
wishes to configure a UA with an outbound proxy, it is RECOMMENDED
that this be done by providing it with a pre-existing route set with
a Single URI, that of the outbound proxy.

 

         
When a pre-existing route set is present, the procedures for
populating the Request-URI and Route header field detailed in Section
12.2.1.1 MUST be followed (even though there is no dialog), using the
desired Request-URI as the remote target URI.
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8.1.1.2 To

The To header field first and foremost

"logical" recipient of the request, or
user or resource that is the target of
not be the ultimate recipient of the re
MAY contain a SIP or SIPS URI,
schemes (the tel URL (RFC 2806 [9]), fo

All SIP implementations MUST support th
implementation that supports TLS MUST s
The To header field allows for a displa

 

  
A UAC may learn how to populate the To
request in a number of ways. Usually t
header field through a human interface,
manually or selecting it from some sort
the user will not enter a complete URI,
or letters (for example, "bob"). It is
to choose how to interpret this input.
user part of a SIP URI implies that the
resolved in the domain to the right-han
the SIP URI (for instance,

form the user part of a SIPS URI implie
communicate securely, and that the name
domain to the RHS of the at-sign. The
home domain of the requestor, which all
process the outgoing request. This is
"speed dial" that require interpretatio
domain. The tel URL may be used when t

he domain that should interpret at

    
 

 

sip: bob@examp

n Protocol June 2002

specifies the desired
the address-—of-record of the

this request. This may or may
 

quest. The To header field
but it may also make use of other URI 

r example) when appropriate.
e SIP URI scheme. Any
upport the SIPS URI scheme.
y name.

header field for a particular
he user will suggest the To
perhaps inputting the URI
of address book. Frequently,
but rather a string of digits
at the discretion of the UA

Using the string to form the
UA wishes the name to be

d side (RHS) of the at-sign in
le.com). Using the string to
that the UA wishes to

is to be resolved in the

RHS will frequently be the
ows for the home domain to
useful for features like

n of the user part in the home
he UA does not wish to specify
phone number that has been

  
 

    
 

 
Ss   

  

 

nput by the user. Rather, each domain
asses would be given that opportunity.
irport might log in and send requests
he airport. If they enter "411" (this
irectory assistance in the United Stat
nterpreted and processed by the outbou
he user’s home domain. In this case,
hoice.

 
   Qdtradaottdr-a

A

t
request outside of a dialog MUST NOT

he To field of a request identifies th

 
 

through which the request
As an example, a user in an

through an outbound proxy in
is the phone number for local

es), that needs to be

nd proxy in the airport, not
tel:411 would be the right

 
contain a To tag; the tag in  

 no dialog is established, no tag is pre
 

For further information on the To head

peer of the dialog. Since
sent.      

The following is an example of a valid
 

To: Carol <sip:carol@chicago.com>

et. al. Standards Trac

r field, s Section 20.39.
To header field:
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The From header field indicates the logical identity of the initiator
 

 
of the request, possibly the user’s address-of
header field, it contains a URI and optionally

   -record. Like the To

a display name. It is
 

used by SIP elements to determine which proces
a request (for example, automatic call rejecti

   sing rules
on). As s

to apply to
uch, it is

very important that the From URI not contain IP addresses or the FQDN
of the host on which the UA is running, since these are not logical
names.

The From header field allows for a display name. A UAC
tactically correct, but

otherwise meaningless URI (like sip:thisis@anonymous.invalid), if the

 

the display name "Anonymous", along with a syn     identity of the client is to remain hidden.
  

Usually, the value that populates the From header field

 
SHOULD use

in requests
 

generated by a particular UA is pre-provisioned by the user or by the  administrators of the user’s local domain. If 
 a particu ar UA is

  
e profile

  used by multiple users, it might have switchab
include a URI corresponding to the identity of
Recipients of requests can authenticate the or

   
 

  
s that

ed user.
 

the profi
iginator o

  
 
fF a request

in order to ascertain that they are who their From header field
claims they are (see Section 22 for more on authentication).

The From field MUST contain a new "tag" parame
See Section 19.3 for details on choosing a tag

  
For further information on the From header fie

Examples: 

From: "Bob" <sips:bob@biloxi.com> ;tag=a48s
From: sip:+12125551212@phone2net.com;tag=88 

ter, chose

ld, see Se

7s

n by the UAC.

ction 20.20.

From: Anonymous <sip:c80qz84zk7z@privacy.org>;tag=hyh8

8.1.1.4 Call-ID

 
The Call-ID header field acts as a unique identifier to group
together a series of messages. It MUST be the same for all requests
and responses sent by either UA in a dialog.
in each registration from a UA.  
In a new request created by a UAC outside of a
header field MUST be selected by the UAC as a

It SHOULD

ny dialog,
globally u 

be the same

the Call-ID

nique  
identifier over space and time unless overridden by method-specific
behavior. All SIP UAs must have a means to guarantee that the Call-
ID header fields they produce will not be inadvertently generated by
any other UA. Note that when requests are retried after certain
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responses that solicit an amendment to a request (for

a challenge for authentication), these retried requests are
not considered new requests, and therefore do not need new Call-ID
header fields; see Section 8.1.3.5. 

Use of cryptographically random identifiers (RFC 1750 [12]) in the
generation of Call-IDs is RECOMMENDED. Implementations MAY use the
form "localid@host". Call-IDs are case-sensitive and are simply
compared byte-by-byte.

      

 
Using cryptographically random identifiers provides some

 
 

 
  

     
protection against session hijacking and reduces the likelihood of
unintentional Call-ID collisions.

No provisioning or human interface is required for the selection of
the Call-ID header field value for a request.     
For further information on the Call-ID header field, s Section
20.8.

 
 
Example:

 

 

Call-ID: f81d4fae-—Vdec-11d0-a765-00a0c9leb6bf6Efoo.bar.com

8.1.1.5 CSeq
 

The CSeq header field serves as a way to identify and order
transactions. It consists of a sequence number and a method. The
method MUST match that of the request. For non-REGISTER requests
outside

 
 
 

of a dialog, the sequence number value is arbitrary. The
 

sequence number value MUST be expressible as a 32-bit unsigned
integer and MUST be less than 2**31. As long as it follows the above

      guidelines, a client may use any mechanism it would like to select
CSeq header field values.

Section
 

     
12.2.1.1 discusses construction of the CSeq for requests

within a dialog.

 Example:

CSeq:

Rosenberg,
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8.1.1.6 Max-Forwards

The Max—-Forwards header field serves to limit the number of hops a
request can transit on the way to its
integer that is decremented by one at

destination. It consists of an

each hop. If the Max-—Forwards 

value reaches 0 before the request reaches its destination, it will 
be rejected with a 483(Too Many Hops) error response. 
A UAC MUST insert a Max-Forwards header field into each request it
originates with a value that SHOULD be 70. This number was chosen to
be sufficiently large to guarantee that a request would not be
dropped in any SIP network when there
as to consume proxy resources when a
should be used with caution and only
known by the UA.

 
8.1.1.7 Via

   
were no loops, but not so large

loop does occur. Lower values
in networks where topologies are 

The Via header field indicates the transport used for the transaction
and identifies the location where the

 

 
 response is to be sent. A Via

header field value is added only after the transport that will be
used to reach the next hop has been selected (which may involve the 
usage of the procedures in [4]).

 

When the UAC creates a request, it MUST insert a Via into that
request. The protocol name and protocol version in the header field
MUST be SIP and 2.0, respectively. The Via header field value MUST
contain a branch parameter. This parameter is used to identify the 
transaction created by that request.
the client and the server. This parameter is used by both

The branch parameter value MUST be unique across space and time for
a requests sent by the UA. The exceptions to this rule are CANCEL
and ACK for non-2xx responses. As discussed below, a CANCEL request
will have the same value of the branch parameter as the request it
cancels. As discussed in Section 17.1.1.3, an ACK for a non-2xx

response will also have the same branch ID as the INVITE whose

 

   

response it acknowledges.

 

 

  

 
The uniqueness property of the branch ID parameter, to facilitate
its use as a transaction ID, was not part of RFC 2543.

The branch ID inserted by an element compliant with this
specification MUST always begin with the characters "z9hG4bK". These
7 characters are used as a magic cook 

 

1e (7 1s deemed sufficient to  
ensure that an older RFC 2543 implementation would not pick such a 
value), so that servers receiving the
branch ID was constructed in the fash

 request can determine that the  
ion described by this
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specification (that is, globally unique). Beyond this requirement,
the precise format of the branch token is implementation-defined.  
The Via header maddr, ttl, and sent-by components wi be set when
the request is processed by the transport layer (Section 18).

  
Via processing for proxies is described in Section 16.6 Item 8 and
Section 16.7 Item 3.

8.1.1.8 Contact

The Contact header field provides a SIP or SIPS URI that can be used
to contact that specific instance of the UA for subsequent requests.
The Contact header field MUST be present and contain exactly one SIP
or SIPS URI in any request that can result in the establishment of a
dialog. For the methods defined in this specification, that includes
only the INVITE request. For these requests, the scope of the

 
    

    
Contact is global. That is, the Contact header field va

 
ue contains

the URI at which the UA would like to receive requests, and this URI
MUST be valid even if used in subsequent requests outside of any

 
dialogs.

 
If the Request-URI or top Route header field value contains a SIPS
URI, the Contact header field MUST contain a SIPS URI as well.  
For further information on the Contact header field, see Section
20.10.

8.1.1.9 Supported and Require

If the UAC supports extensions to SIP that can be applied by the
server to the response, the UAC SHOULD include a Supported header
field in the request listing the option tags (Section 19.2) extensions.

for those

 

    
The option tags listed MUST only refer to extensions defined in
standards-track RFCs. This is to prevent servers from insisting that
clients implement non-standard, vendor-defined features in order to receive service. Extensions defined by experimental and
    informational RFCs are explicitly excluded from usage with the

Supported header field in a request, since they too are often used to

 

 
document vendor-defined extensions.

If the UAC wishes to insist that a UAS understand an extension that

the UAC will apply to the request in order to process the request, it
MUST insert a Require header field into the request listing the option tag for that extension. If the UAC wishes to appl ly an

extension to the request and insist that any proxies that are
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Lt MUST
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insert a Proxy—-Require
listing the option tag for that

the option tags in the Require
and Proxy-Require header fields MUST only refer to extensions defined
in standards-track RFCs.

After a new request has been created,
above have been proper]
fields are added,

SIP requests MAY contain a MIM
the type of body that a reques

lated to characterizebe formul

information on these 

8.1.2 Sending the Reques

The destination for t

icy specifyi
by applying the DNS procedures described in

ocal po
 

 
first element in the  in forming the reques
procedures MUST be app

8.1.1.10 Additional Message Components

ly constructed,

  
contains, 

header fields,

ng otherwise,

indi
tbed

cated a
in Sec

route set

as descr

    

 
Otherwise,

value in the request
if there is no Route
ordered set of addres

 

of which URI is used as input to the procedures of
the UAC M

if the input URI were a SIPS URI.
Request-URI specifies
procedures of [4] as

Local policy
If the Request-URI co
MUST be contacted wit
on the al

field. This

MAY spec

 
provides

lternate desti

  
(
header fiel

S, port,

if one exists),

  
ld present.

a SIPS resource,

ify an alter
ntains a SIPS URI,

h TLS. Beyo
nations if

nd that,

the reque
 

 

 
and the header fi

any additional

lds described
tonal header opt
 

 

E-encoded message-body. as are any header fields specific to the method.

Regardless of
certain header fields must

 

the contents of the body.
see Sections 20.11 through 20.15.

he request is then computed.
the destination MUST be determined

For further

Unless there is

  [4] as follows. If the

strict router (resulting
tion 12.2.1.1), the 

there
st co

lied to the Request-URI of the request.
the procedures ar

nate set of des

n

set aS a way

for configuri
route set wit

 
contains a Route header fiel

to speci
ng an ou

h a sing

a Simple al
fy an outbou
tbound proxy
e URI SHOUL

  
 

ld, th

ternative to a

nd proxy. However,

  applied to the first Route header field
or to the request’s Request-URI

These procedures yield an
and transports to attempt. Independent

[4], if the
UST follow the

tinations to attempt.
any alternate destinations

are no restrictions
tains no Route header

pre-existing route
that approach 

is NOT R  ECOMM. END   

D be used instead. 
e

request SHOU!

Rosenberg,

fro

is
Ln

locations derived
server that the UA

policies specified

 
   

 
m its topmos
certain wil
this docume

value,   
nt

  
 2543). In particular
 

et. al.

 fr
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ED; a pre-existing
If the request
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but MAY be sent to any
honor the Rou
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attempt to send the request to the location indicated in the first
Route header field value instead of adopting the policy of sending
all messages to the outbound proxy.

This ensures that outbound proxies that do not add Record-Route
header field values will drop out of the path of subsequent
requests. It allows endpoints that cannot resolve the first Route
URI to delegate that task to an outbound proxy. 

The UAC SHOULD follow the procedures defined in [4] for stateful
elements, trying each address until a server is contacted. Each try
constitutes a new transaction, and therefore each carries a different

topmost Via header field value with a new branch parameter.
Furthermore, the transport value in the Via header field is set to
whatever transport was determined for the target server.

  

   

 

8.1.3 Processing Responses

Responses are first processed by the transport layer and then passed
up to the transaction layer. The transaction layer performs its
processing and then passes the response up to the TU. The majority
of response processing in the TU is method specific. However, there
are some general behaviors independent of the method.

  
 8.1.3.1 Transaction Layer Errors

 
In some cases, the response returned by the transaction layer will
not be a SIP message, but rather a transaction layer error. When a
timeout error is received from the transaction layer, it MUST be
treated as if a 408 (Request Timeout) status code has been received.
If a fatal transport error is reported by the transport layer
(generally, due to fatal ICMP errors in UDP or connection failures in
TCP), the condition MUST be treated as a 503 (Service Unavailable)
status code.

 

   

   
  

8.1.3.2 Unrecognized Responses

A UAC MUST treat any final response it does not recognize as being
equivalent to the x00 response code of that class, and MUST be able
to process the x00 response code for all classes. For example, if a
UAC receives an unrecognized response code of 431, it can safely
assume that there was something wrong with its request and treat the

 
 

 response as if it had received a 400 (Bad Request) response code. A
UAC MUST treat any provisional response different than 100 that it
does not recognize as 183 (Session Progress). A UAC MUST be able to

 
process 100 and 183 responses.
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8.1.3.3 Vias

If more than one Via header fiel

UAC SHOULD discard the message.   
ld value is present in a response, the

The presence of additional Via header field values that precede
the originator of the request suggests that the message was
misrouted or possibly corrupted.

 
8.1.3.4 Processing 3xx Responses

Upon receipt of a redirection response
status code), clients SHOULD use t
field to formulate one or more new

request. This process is similar
 

3xx class response as detai   

(for example, a 301 response
he URI(s) in the Contact header

requests based on the redirected
to that of a proxy recursing on a

ed in Sections 16.5 and 16.6. A client

starts with an initial target set containing exactly one URI, the   
Request-URI of the original request. If a client wishes to formulate
new requests based on a 3xx class response to that request, it places
the URIs to try into the target set. Subject to the restrictions in
this specification, a client can choose

into the target set. As with proxy recursion, a client processing
3xx class responses MUST NOT add a

 
than once. If the origina

 
request had

 
 

URI, the client MAY choose  
which Contact URIs it places  

ny given URI to the target set more 
a SIPS URI in the Request-—

to recurse to a non-SIPS URI, but SHOULD
inform the user of the redirection to an insecure URI.

Any new request may receive 3xx responses themselves containing
the original URI as a contact. Two
redirect to each other. Placing any locations can be configured to

given URI in the target set
only once prevents infinite redirection loops.

As the target set grows, the client MAY
URIs in any order. A common mechanism
parameter value from the Contact header field value. Requests to the
URIs MAY be generated serially or in parallel. One approach is to
process groups of decreasing q-values serially and process the URIs
in each q-value group in parallel. Another is to perform only serial

 
  

processing in decreasing q- 
contacts of equal q-value.

 value order,

generate new requests to the 
is to order the set by the "q" 
     

arbitrarily choosing between

If contacting an address in the list results ina failure, as defined  
the request has failed.

in the next paragraph, the element moves to the next address in the
list, until the list is exhausted. If the list is exhausted, then
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Failures SHOULD be detected through failure response codes (codes
greater than 399); for network errors the client transaction will
report any transport layer failures to the transaction user. Note
that some response codes (detailed in 8.1.3.5) indicate that the
request can be retried; requests that are reattempted should not be
considered failures.

  

When a failure for a particular contact address is received, the
client SHOULD try the next contact address. This will involve
creating a new client transaction to deliver a new request.

 

In order to create a request based on a contact address in a 3xx
response, a UAC MUST copy the entire URI from the target set into the
Request-URI, except for the "method-param" and "header" URI
parameters (see Section 19.1.1 for a definition of these parameters).
It uses the "header" parameters to create header field values for the
new request, overwriting header field values associated with the
redirected request in accordance with the guidelines in Section
19.1.5.

 
 

     

Note that in some instances, header fields that have been

communicated in the contact address may instead append to existing
request header fields in the original redirected request. Asa
general rule, if the header field can accept a comma-separated list
of values, then the new header field value MAY be appended to any
existing values in the original redirected request. If the header
field does not accept multiple values, the value in the origina
redirected request MAY be overwritten by the header field value
communicated in the contact address. For example, if a contact
address is returned with the following value:

            
  

   
sip:user@host?Subject=foo&Call-Info=<http://www.foo.com>

 

Then any Subject header field in the original redirected request is
overwritten, but the HTTP URL is merely appended to any existing
Call-Info header field values.

 

  
   

It is RECOMMENDED that the UAC reuse the same To, From, and Call-ID

used in the original redirected request, but the UAC MAY also choose
to update the Call-ID header field value for new requests, for
example.

 
  

   
Finally, once the new request has been constructed, it is sent using
a new client transaction, and therefore MUST have a new branch ID in

the top Via field as discussed in Section 8.1.1.7.
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requests sent upon receipt of a redirect
ds and bodies of the original

d values may be cached at UAC
temporarily or permanently depending on the status code received and
the presence
21.3.3.

8.1.3.5 Process

Certain 4xx

 
of an expiration interval;

ing 4xx Responses

respons
 

codes requir specific UA processing,

(Proxy Authentication Required)

independent of the method.

If a 401 (Unauthorized) or 407

response is received, the UAC SHOULD follow the authorization
 

 

see Sections 21.3.2 and

procedures of Section 22.2 and Section 22.3 to retry the request with credentials.

If a 413 (Re

21.4.11), th

was willing
request, el

n
h

U

If a 415 (U

21.4.13), t
The UAC SHO  

 quest Entity Too Large) 1s received
 

respons
 

e request

to accept. If possible, 
is rec ived

Le

  
supported Media Type) respons
e request contained media this ti

(Sectio

types not supported by t 
LD retry sending the request,  me only using  

       
 

  

(Section

contained a body that was longer than the UAS
the UAC SHOULD retry the

ther omitting the body or using one of a smaller ngth.

n

he UAS. content with types listed in the Accept header field in the response,
with encodings listed in the Accept-Encoding header field in the
response, and with languages listed in the Accept-Language in the
response.

If a 416 (Unsupported URI Scheme) response is received (Section
21.4.14), the Request-URI used a URI scheme not supported by the
server. The client SHOULD retry the request, this time, using a SIP
URI.

If a 420 (Bad Extension) response is received (Section 21.4.15), the
request contained a Require or Proxy-Require header field listing an

 
option-tag f
SHOULD retry

the Unsuppor

In all of th

request with

or a feature

the request,

ted header field in the response.

not supported by  
 

above cases, th

the appropriate modifications.

 
a proxy or UAS.

this time omitting any extensions listed in

The UAC

request is retried by creating a new
This new request

constitutes a new transaction and SHOULD have the same value of the

Call-ID, To, and From of the previous request, but the CSeq should
contain a new sequence number that is one higher than the previous.
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With other 4xx responses, including those yet to be defined, a retry
may or may not be possible depending on the method and the use case.

 

8.2 UAS Behavior 

When a request outside of a dialog is processed by a UAS, there is a
set of processing rules that are followed, independent of the method.
Section 12 gives guidance on how a UAS can tell whether a request is
inside or outside of a dialog.

   
Note that request processing is atomic. If a request is accepted,
all state changes associated with it MUST be performed. If it is
rejected, all state changes MUST NOT be performed.

UASs SHOULD process the requests in the order of the steps that
follow in this section (that is, starting with authentication, then
inspecting the method, the header fields, and so on throughout the
remainder of this section).

  
 

8.2.1 Method Inspection

8.2

Ros

Once a request is authenticated (or authentication is skipped), the
UAS MUST inspect the method of the request. If the UAS recognizes
but does not support the method of a request, it MUST generate a 405
(Method Not Allowed) response. Procedures for generating responses
are described in Section 8.2.6. The UAS MUST also add an Allow

header field to the 405 (Method Not Allowed) response. The Allow
header field MUST list the set of methods supported by the UAS
generating the message. The Allow header field is presented in
Section 20.5.

   
 

    
If the method is one supported by the server, processing continues.

-2 Header Inspection

If a UAS does not understand a header field in a request (that is,
the header field is not defined in this specification or in any
supported extension), the server MUST ignore that header field and
continue processing the message. A UAS SHOULD ignore any malformed
header fields that are not necessary for processing requests.

  

  

-2.1 To and Request-URI

   
The To header field identifies the original recipient of the request
designated by the user identified in the From field. The original
recipient may or may not be the UAS processing the request, due to
ca forwarding or other proxy operations. A UAS MAY apply any
policy it wishes to determine whether to accept requests when the To
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header field is not the identity of the UAS. However, it is
RECOMMENDED that a UAS accept requests even if they do not recognize
the URI scheme (for example, a tel: URI) in the To header field, or
if the To header field does not address a known or current user of

this UAS. If, on the other hand, the UAS decides to reject the
request, it SHOULD generate a response with a 403 (Forbidden) status
code and pass it to the server transaction for transmission.

 
  
 

  
However, the Request-URI identifies the UAS that is to process the
request. If the Request-URI uses a scheme not supported by the UAS,
it SHOULD reject the request with a 416 (Unsupported URI Scheme)
response. If the Request-URI does not identify an address that the

 
  

 
          

UAS is wi ing to accept requests for, it SHOULD reject the request
with a 404 (Not Found) response. Typically, a UA that uses the
REGISTER method to bind its address-—of-record to a specific contact
address wi see requests whose Request-URI equals that contact
address. Other potential sources of received Request-URIs include
the Contact header fields of requests and responses sent by the UA
that establish or refresh dialogs.

     

8.2.2.2 Merged Requests

If the request has no tag in the To header field, the UAS core MUST
check the request against ongoing transactions. If the From tag,
Call-ID, and CSeq exactly match those associated with an ongoing
transaction, but the request does not match that transaction (based
on the matching rules in Section 17.2.3), the UAS core SHOULD
generate a 482 (Loop Detected) response and pass it to the server
transaction.

 
The same request has arrived at the UAS more than once, following
different paths, most likely due to forking. The UAS processes
the first such request received and responds with a 482 (Loop
Detected) to the rest of them.

8.2.2.3 Require

Assuming the UAS decides that it is the proper element to process the
request, it examines the Require header field, if present.

     
The Require header field is used by a UAC to te a UAS about SIP
extensions that the UAC expects the UAS to support in order to
process the request properly. Its format is described in Section
20.32. If a UAS does not understand an option-tag listed ina
Require header field, it MUST respond by generating a response with
status code 420 (Bad Extension). The UAS MUST add an Unsupported
header field, and list in it those options it does not understand
amongst those in the Require header field of the request.
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 Gl L

Thes
 

header fields MUST be
request sent for a non-2xx respons
ignored if they are present in these requests.

An ACK request for a 2xx response MUST contain only those Require and
Proxy—Require values that were present in the initial request.

 
 

 

  

Example:

UAC->UAS: INVITE sip:watso
Require: 100rel

UAS->UAC: SIP/2.0 420 Bad Extension

Unsupported: 100rel

This behavior ensures that t

 
 

sides, and only slow down if opt
 

 

n@bell-telephone.com SIP/2.0

he client-server interaction will

proceed without delay when all options are understood by both
Lons are not understood ( 

example above). For a well
interaction proceeds quickly,

 
  

  

matched client-server pair,

 

the

saving a round-trip often required

as in the 
ambiguityby negotiation mechanisms. In addition, it also removes

when the client requires features that the server does not
understand. Some features, such as call handling fields,
of interest to end systems.

8.2.3 Content Processing

Assuming the UAS
the UAS examines
describe it. If

Content-Type), language
encoding (indicated by
that body part
Disposition header field),

(Unsupported Media Type)

the body of the message, 
the Content—

is not optional (as
the UAS

Encoding)  
Th
 

respons respons  
Accept header field lis
in the event the request
the UAS. If the request
by the UAS, the response
listing the encodings understood by the UAS.
contained content wi
response MUST contain a

languages understood by the UAS.
depends on the method and type.
processing of content-specific header fields,
as Section 20.11 through 20.15.

 

 

 

 
n Accept-Language header 
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El 8.2.4 Applying Extensions

A UAS that wishes to apply some extension when generating the
response MUST NOT do so unless support for that extension is
indicated in the Supported header field in the request. If the
desired extension is not supported, the server SHOULD rely only on
baseline SIP and any other extensions supported by the client. In
rare circumstances, where the server cannot process the request
without the extension, the server MAY send a 421 (Extension Required)
response. This response indicates that the proper response cannot be
generated without support of a specific extension. The needed
extension(s) MUST be included in a Require header field in the
response. This behavior is NOT RECOMMENDED, as it wi generally
break interoperability.

 

      
 

      
     

   
Any extensions applied to a non-421 response MUST be listed in a
Require header field included in the response. Of course, the server
MUST NOT apply extensions not listed in the Supported header field in
the request. As a result of this, the Require header field ina
response will only ever contain option tags defined in standards-—
track RFCs.

    
         

8.2.5 Processing the Request 
Assuming all of the checks in the previous subsections are passed,
the UAS processing becomes method-specific. Section 10 covers the
REGISTER request, Section 11 covers the OPTIONS request, Section 13
covers the INVITE request, and Section 15 covers the BYE request.

   
 
    

 

8.2.6 Generating the Response

When a UAS wishes to construct a response to a request, it follows
the general procedures detailed in the following subsections.
Additional behaviors specific to the response code in question, which
are not detailed in this section, may also be required.

  
   

 
Once all procedures associated with the creation of a response have
been completed, the UAS hands the response back to the server
transaction from which it received the request.

 
8.2.6.1 Sending a Provisional Response 

One largely non-method-specific guideline for the generation of
responses is that UASs SHOULD NOT issue a provisional response for a
non-INVITE request. Rather, UASs SHOULD generate a final response to
a non-INVITE request as soon as possible.
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When a 100 (Trying) response is generated, any Timestamp header field
present in the request MUST be copied into this 100 (Trying)
response. If there is a delay in generating the response, the UAS
SHOULD add a delay value into the Timestamp value in the response.
This value MUST contain the difference between the time of sending of
the response and receipt of the request, measured in seconds.

 
  
   

8.2.6.2 Headers and Tags

The From field of the response MUST equal the From header field of
the request. The Call-ID header field of the response MUST equal the
Call-ID header field of the request. The CSeq header field of the
response MUST equal the CSeq field of the request. The Via header
field values in the response MUST equal the Via header field values
in the request and MUST maintain the same ordering.

     
If a request contained a To tag in the request, the To header field
in the response MUST equal that of the request. However, if the To
header field in the request did not contain a tag, the URI in the To
header field in the response MUST equal the URI in the To header
field; additionally, the UAS MUST add a tag to the To header field in
the response (with the exception of the 100 (Trying) response, in
which a tag MAY be present). This serves to identify the UAS that is
responding, possibly resulting in a component of a dialog ID. The
same tag MUST be used for all responses to that request, both final
and provisional (again excepting the 100 (Trying)). Procedures for
the generation of tags are defined in Section 19.3.

 

             
 

8.2.7 Stateless UAS Behavior 

A stateless UAS is a UAS that does not maintain transaction state.

It replies to requests normally, but discards any state that would
ordinarily be retained by a UAS after a response has been sent. If a
stateless UAS receives a retransmission of a request, it regenerates
the response and resends it, just as if it were replying to the first
instance of the request. A UAS cannot be stateless unless the request
processing for that method would always result in the same response
if the requests are identical. This rules out stateless registrars,
for example. Stateless UASs do not use a transaction layer; they
receive requests directly from the transport layer and send responses
directly to the transport layer.

 
 

 

      
 

The stateless UAS role is needed primarily to handle unauthenticated
requests for which a challenge response is issued. If
unauthenticated requests were handled statefully, then malicious
floods of unauthenticated requests could create massive amounts of
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transaction state that might slow or completely halt call processing
in a UAS, effectively creating a denial of service condition; for
more information see Section 26.1.5.

 

The most important behaviors of a stateless UAS are the following:

o A stateless UAS MUST NOT send provisional (l1xx) responses.

o A stateless UAS MUST NOT retransmit responses.

o A stateless UAS MUST ignore ACK requests.  
o A stateless UAS MUST ignore CANCEL requests. 

o To header tags MUST be generated for responses ina stateless
manner — in a manner that will generate the same tag for the
same request consistently. For information on tag construction
see Section 19.3.

In all other respects, a stateless UAS behaves in the same manner as
a stateful UAS. A UAS can operate in either a stateful or stateless
mode for each new request.

8.3 Redirect Servers

In some architectures it may be desirable to reduce the processing
load on proxy servers that are responsible for routing requests, and
improve signaling path robustness, by relying on redirection.

 

   

  
Redirection allows servers to push routing information for a request
back in a response to the client, thereby taking themselves out of
the loop of further messaging for this transaction while still aiding
in locating the target of the request. When the originator of the
request receives the redirection, it will send a new request based on
the URI(s) it has received. By propagating URIs from the core of the
network to its edges, redirection allows for considerable network
scalability.

       
 

 
  

 
A redirect server is logically constituted of a server transaction
layer and a transaction user that has access to a location service of
some kind (see Section 10 for more on registrars and location
services). This location service is effectively a database
containing mappings between a single URI and a set of one or more
alternative locations at which the target of that URI can be found.

 

    
A redirect server does not issue any SIP requests of its own. After
receiving a request other than CANCEL, the server either refuses th
request or gathers the list of alternative locations from the
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location service and returns a final response of class 3xx. For
well-formed CANCEL requests, it SHOULD return a 2xx response. This
response ends the SIP transaction. The redirect server maintains
transaction state for an entire SIP transaction. It is the

responsibility of clients to detect forwarding loops between redirect
servers.

 

 
  

When a redirect server returns a 3xx response to a request, it
populates the list of (one or more) alternative locations into the
Contact header field. An "expires" parameter to the Contact header
field values may also be supplied to indicate the lifetime of the
Contact data.

   

 
The Contact header field contains URIS giving the new locations or
user names to try, or may simply specify additional transport
parameters. A 301 (Moved Permanently) or 302 (Moved Temporarily)
response may also give the same location and username that was
targeted by the initial request but specify additional transport
parameters such as a different server or multicast address to try, or
a change of SIP transport from UDP to TCP or vice versa.

 
 

 

However, redirect servers MUST NOT redirect a request to a URI equal
to the one in the Request-URI; instead, provided that the URI does
not point to itself, the server MAY proxy the request to the
destination URI, or MAY reject it with a 404.

If a client is using an outbound proxy, and that proxy actually
redirects requests, a potential arises for infinite redirection
loops.

  

Note that a Contact header field value MAY also refer to a different

resource than the one originally called. For example, a SIP call
connected to PSTN gateway may need to deliver a special informational
announcement such as "The number you have dialed has been changed."

 

   
 

        

A Contact response header field can contain any suitable URI
indicating where the called party can be reached, not limited to SIP
URIs. For example, it could contain URIs for phones, fax, or irc (if
they were defined) or a mailto: (RFC 2368 [32]) URL. Section 26.4.4
discusses implications and limitations of redirecting a SIPS URI to a
non-SIPS URI.  
The "expires" parameter of a Contact header field value indicates how
long the URI is valid. The value of the parameter is a number
indicating seconds. If this parameter is not provided, the value of
the Expires header field determines how long the URI is valid.
Malformed values SHOULD be treated as equivalent to 3600.
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This provides a modest level of backwards compatibility with RFC
2543, which allowed absolute times in this header field. If an
absolute time is received, it will be treated as malformed, and
then default to 3600.

 

    
 

Redirect servers MUST ignore features that are not understood
(including unrecognized header fields, any unknown option tags in
Require, or even method names) and proceed with the redirection of
the request in question. 

9 Canceling a Request

The previous section has discussed general UA behavior for generating
requests and processing responses for requests of all methods. In
this section, we discuss a general purpose method, called CANCEL.

 
 

The CANCEL request, as the name implies, is used to cancel a previous
request sent by a client. Specifically, it asks the UAS to cease
processing the request and to generate an error response to that
request. CANCEL has no effect on a request to which a UAS has
already given a final response. Because of this, it is most useful
to CANCEL requests to which it can take a server long time to
respond. For this reason, CANCEL is best for INVITE requests, which
can take a long time to generate a response. In that usage, a UAS
that receives a CANCEL request for an INVITE, but has not yet sent a
final response, would "stop ringing", and then respond to the INVIT
with a specific error response (a 487).

     

 n¢            
   Gl  

CANCEL requests can be constructed and sent by both proxies and user
agent clients. Section 15 discusses under what conditions a UAC
would CANCEL an INVITE request, and Section 16.10 discusses proxy
usage of CANCEL.

 
    

 A stateful proxy responds to a CANCEL, rather than simply forwarding
a response it would receive from a downstream element. For that

reason, CANCEL is referred to as a “hop-by-hop" request, since it is
responded to at each stateful proxy hop.

 

 9.1 Client Behavior

 
A CANCEL request SHOULD NOT be sent to cancel a request other than
INVITE.  

Since requests other than INVITE are responded to immediately,
sending a CANCEL for a non-INVITE request would always create a
race condition.
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The following procedures are used to construct a CANCEL request. The
Request-URI, Call-ID, To, the numeric part of CSeq, and From header
fields in the CANCEL request MUST be identical to those in the
request being cancelled, including tags. A CANCEL constructed by a
client MUST have only a single Via header field value matching the
top Via value in the request being cancelled. Using the same values
for these header fields allows the CANCEL to be matched with the

request it cancels (Section 9.2 indicates how such matching occurs).
However, the method part of the CSeq header field MUST have a value
of CANCEL. This allows it to be identified and processed as a
transaction in its own right (See Section 17).

 

  
 

            
          

If the request being cancelled contains a Route header field, the
CANCEL request MUST include that Route header field’s values.   Gl HThis is needed so that stateless proxies are able to route CANC

requests properly.

 The CANCEL request MUST NOT contain any Require or Proxy-Require
header fields.

Once the CANCEL is constructed, the client SHOULD check whether it

has received any response (provisional or final) for the request
being cancelled (herein referred to as the “original request").

    
  

 r
If no provisional response has been received, the CANCEL request MUST
NOT be sent; rather, the client MUST wait for the arrival of a

provisional response before sending the request. If the original
request has generated a final response, the CANCEL SHOULD NOT be
sent, as it is an effective no-op, since CANCEL has no effect on

requests that have already generated a final response. When the
client decides to send the CANCEL, it creates a client transaction

for the CANCEL and passes it the CANCEL request along with the
destination address, port, and transport. The destination address,
port, and transport for the CANCEL MUST be identical to those used to
send the original request.

  

  
 

   
         

 
 If it was allowed to send the CANCEL before receiving a response

for the previous request, the server could receive the CANCEL
before the original request.

  

Note that both the transaction corresponding to the original request
and the CANCEL transaction will complete independently. However, a
UAC canceling a request cannot rely on receiving a 487 (Request
Terminated) response for the original request, as an RFC 2543-
compliant UAS will not generate such a response. If there is no
final response for the original request in 64*T1l seconds (Tl is

    

   

 

Rosenberg, et. al. Standards Track [Page 54]

AppleInc.
Ex. 1004 - Page 609



Apple Inc.
Ex. 1004 - Page 610

9.2 Server

  
RFC 3261 SIP:

defined in Section 17.1.1.1)

original transaction cance
transact    

Behavior

The CANCEL method requests t
pending transaction. The TU
cancelled by taking the CANC

 
 

request method is anything but CANCEL or ACK and app
transaction matching procedures of Section 17.2.3. 

fr

 Bh

Session Initiation Protocol June 2002

the client SHOULD then consider the

ed and SHOULD destroy the client
ion handling the original request.

hat the TU at the server side cancel a
determines the transaction to be

L request, and then assuming
ying

    

transaction is the one to be cancelled.

The processing o
server. A

respond to
will respond to

  
it and genera

it. See Sec

A UAS first processes the CANC
in Sectio

 
processing described
are hop-by-hop and cannot be
by the server in order to ge
header field. Note also tha

Require header field.

 

  

   

a CANCEL request a

stateless proxy will forward it,
te some CANCEL requests of its ow

a server depends on

  
ion 16.10 for proxy treatmen

EL request according to the
n 8.2. However,

resubmitted,

proper credentials in an Au
 

 CANCEL requests do not contai

    
  

   
  

  
  

 

e

for the original request.
for the original request,
original request.
SHOULD immed

    
Terminated).

 
Regardless of the me
CANCEL matched an existing transaction,

(OK)request itself with a 200
cons

 
ffect on any session state, and no effect on the respo

1 If the UAS has not issued a final response
its behavior depends on the method of the

If the original request was an INVITE,
(Request

impact on the processing of
ned in this specification.

Lately respond to the INVITE
A CANCEL request has no

transactions with any other method defi

thod of the original request,
the UAS answers the CANCEL

This response is

 
 

 
with a 487

  

as long

response.  
 

tructed following the procedures described in Section 8.2.6 

since CANC

they cannot be challenged

that the
the

The matching

the type of
a stateful proxy might

anda
of CANCEL.

Ny

general
EL reques

 
CS 

 thorization
na

   
If the UAS did not find a matching transaction for the CANCEL
according to the procedure above, it SHOULD respond to the CANCEL
with a 481 (Cal .eg/Transaction Does Not Exist). If the transaction
for the original request still exists, the behavior of the UAS on
receiving a CANCEL request depends on whether it has already sent a
final response for the original request. If it has, the CANCEL
request has no effect on the processing of the original request, no

nses generated

the UAS

as the

 
noting that the To tag of the response to the CANCEL and the To tag
in the response to the original request SHOULD be the same. The
response to CANCEL is passed to the server transaction for
transmission.
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An illustration of the overall registration process is given in
Figure 2. Note that the registrar and proxy server are logical roles
that can be played by a single device in a network; for purposes of
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From: The From header field contains the address-—of-record of the

person responsible for the registration. The value is the
same as the To header field unless the request is a third-
party registration.

 

Call-ID: All registrations from a UAC SHOULD use the same Call-ID
header field value for registrations sent to a particular
registrar.

 
   

If the same client were to use different Call-ID values, a

registrar could not detect whether a delayed REGISTER request
might have arrived out of order.

    
   

     CSeq: The CSeq value guarantees proper ordering of REGISTER
requests. A UA MUST increment the CSeq value by one for each
REGISTER request with the same Call-ID.

 

   
 
  Contact: REGISTER requests MAY contain a Contact header field with

zero or more values containing address bindings.

   
UAs MUST NOT send a new registration (that is, containing new Contact
header field values, as opposed to a retransmission) until they have
received a final response from the registrar for the previous one or
the previous REGISTER request has timed out.
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Figure 2: REGISTER example

The following Contact header parameters have a special meaning in
REGISTER requests:

action: The "action" parameter from RFC 2543 has been deprecated.
UACs SHOULD NOT use the "action" parameter.

expires: The “expires" parameter indicates how long the UA would
like the binding to be valid. The value is a number
indicating seconds. If this parameter is not provided, the
value of the Expires header field is used instead.
Implementations MAY treat values larger than 2**32-1
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If neither mechanism for expressing a suggested expiration time is
present in a REGISTER, the client is indicating its desire for the  

 
  

server to choose.

10.2.1.2 Preferences among Contact Addresses
 

If more than one Contact is sent in a REGISTER request, the
 

 registering UA intends to associate all of the URIs in these Contact
header field values with the address-—of-record present in the To

 

    field.
Contact header field.   This list can be prioritized with the "q" parameter in the

The "q" parameter indicates a relative
preference for the particular Contact header field value compared to   other bindings for this address—of-record.
how a proxy server uses this preference indication.

 
 10.2.2 Removing Bindings
 

  
Registrations are soft state and expir
also be explicitly removed.

     

Section 16.6 describes

unless refreshed, but can

A client can attempt to influence the
expiration interval selected by the registrar as described in Section
 

 10.2.1.
      

 
 
 

a REGISTER request.

bindings can be removed befor
 their
  

      

  

A UA requests the immediate removal of a binding by
specifying an expiration interval of "0" for that contact address in

UAs SHOULD support this mechanism so that
xpiration interval has passed.

  
field is present with a value of "0".  

 

The REGISTER-specific Contact header field value of "*" applies to
all registrations, but it MUST NOT be used unless the Expires header

Use of the "*" Contact header field value allows a registering UA
to remove a bindings associated with an address-—of-record

 
 

 without knowing their precise values. 
10.2.3 Fetching Bindings
 

   A success response to any REGISTER request contains the complete list
of existing bindings, regardless of whether the request contained a

 

Contact header field.

REGISTER request, the list of bindings is left unchanged.

    
   

10.2.4 Refreshing Bindings
  

  previously established.
other UAs.

Rosenberg, et. al. Standards Track

If no Contact header field is present  ina

Each UA is responsible for refreshing the bindings that it has
A UA SHOULD NOT refresh bindings set up by
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 xSO ires fie

fF its bind
 

 °   
combine several updates into one R

 

 

response from the registrar contains a list of Contact
ll current bindings. The UA compares each

ontact address to see if it created the contact address, using
omparison rules in Section 19.1.4.
ime interval according to the expires parameter or, if absent, the

d value. The UA then is

ings before the expirat

If so, it updates the expiration 
 

 
 

sues a REGISTER request for each
Lon interval has elapsed. It MAY
 
 
 
 

A UA SHOULD use the same Call-ID for 
single boot

EGISTER request. 
all registrations during a 

cycle. Registration refreshes SHOULD be sent to the same
network address as the original registration, unless redirected.

  
10.2.5 Setting the Internal Clock

If the response for a R

 
  EGISTER reque
 

st contains a Date header field, the client MAY use this header field to learn the current time in

order to set any internal clocks.  
10.2.6 Discovering a Registrar

UAS can use three ways to determine the address to which to send
registrations:
multicast.

 specification,
registrar address,

 
by configuration, us

A UA can be configured,
ing the address-—of-record, and
in ways beyond the scope of this

with a registrar address. If there is no configured
the UA SHOULD use the host part of the address-—

 

 

of-record as the Request-URI and address the request there, using the
normal SIP server

the user "sip:carol 
"sip:chicago.com".

location mechanisms [4]. For example, the UA for
L@chicago.com" addresses the REGISTER request to

    

Finally, a UA can be configured to use multicast. Multicast
registrations are addressed to the well-known "all SIP servers" multicast address
 

"sip.mcast.net" (224.0.1.75 for IPv4). No well- known IPv6 multicast address has been allocated; such an allocation

wi be documented separately when n
that address and use it to become aware of the location of other

however, they do not respond to the request.

   
local users

ded. SIP UAs MAY listen to
 

(see [33]);  
Multicast registration may be inappropriate in some environments,
for example,
network.

 

10.2.7 Transmitting a Request
 

Once the REGIST 
 

the message  identified,

ER method has been co
UACs follow

 if multiple businesses share the same local area

nstructed, and the destination of

the procedures described in
 

 

Section 8.1.2 to hand off the REGIST

Rosenberg, et. al.

  
ER to the transaction layer.
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If the transaction layer returns a timeout error because the R
the UAC SHOULD NOT immediately re-attempt ay1elded no respon 
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Se,

registration to the same registrar.

10.

If a UA receives a 423

the registration after making the exp

2.

n immediate r
easonabl

corrected r
 e-attempt is likely to also timeout.
 

A
x

b
L  

8 Error Respons

 

duces unnecessary load on the network.
nterval is mandated.

es

(Interval Too Brief) response,
 
 
     
  

   
  

  

 
 

  

ne 2002

  
EGISTE 
 

Waiting some
le time interval for the conditions causing the timeout to

No specific

it MAY retry
iration interval of all contact

addresses in the REGISTER request equal to or greater than the
expiration interval within the Min-Expires header field of the 423
(Interval Too Brief) response.

10.3 Processing REGISTER Requests

A registrar is a UAS that responds to REGISTER requests and maintains
a list of bindings that are accessible to proxy servers and redirect
servers within its administrative domain. A registrar handles
requests according to Section 8.2 and Section 17.2, but it accepts
only REGISTER requests. A registrar MUST not generate 6xx responses.

A registrar MAY redirect R
c

R 
ine

    

ommon usage woul
interface to redirect multicast
interface with a  
egistrars MUST i

  
 
 EGIST

d be for a reg

 

is

REGISTER requests to

(Moved Temporarily) response.

 
    302

 
gnore the Record-Route header field if

ER requests as appropriate.
trar listening on a multicast

its own unicast

it

One

is
 

 
 uded in a REG 

   ine ISTER request. Registrars MUST NOT
  

R

A
3°

be processed by a registrar
R

Pp
a
°

Rose

  
cord-Route head  EGIST  vr field in any response to a R

 
ude a

ER request.

A registrar might receive a request that traversed a proxy which 
treats REGIST

Route header

 
 

f 
registrar has

f domain(s) for
 
 
EGISTER requests

1eld value.

°

wh
know (for example,
ich it maintains bindings.

through co
R  
 
EGIST  
  

MUST also be processed atomically, meaning that a  
articular REGIST

  
ER request is e
   

 

  
ll. Rach REGIST
   

ther registratio

nberg, et. al.

ER message MUST be processed independent]
n or binding changes.

 

Standards Track

nfiguration)
ER requests MUST

in the order that they are received.

ER as an unknown request and which added a Record-
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ither processed completely or not at
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 When receiving a REGISTER request, a registrar follows these steps:

1.

 

The registrar inspects the Request-URI to determine whether it
has access to bindings for the domain identified in the
Request-URI. If not, and if the server also acts as a proxy
server, the server SHOULD forward the request to the addressed
domain, following the general behavior for proxying messages
described in Section 16.

   
 

 

To guarantee that the registrar supports any necessary
extensions, the registrar MUST process the Require header field
values as described for UASsS in Section 8.2.2.

 

A registrar SHOULD authenticate the UAC. Mechanisms for the
authentication of SIP user agents are described in Section 22.
Registration behavior in no way overrides the generic
authentication framework for SIP. If no authentication

mechanism is available, the registrar MAY take the From address
as the asserted identity of the originator of the request.

 

     
 

The registrar SHOULD determine if the authenticated user is
authorized to modify registrations for this address-—of-record.
For example, a registrar might consult an authorization
database that maps user names to a list of addresses-—of-record
for which that user has authorization to modify bindings. If
the authenticated user is not authorized to modify bindings,
the registrar MUST return a 403 (Forbidden) and skip the
remaining steps.

     
 

In architectures that support third-party registration, one
entity may be responsible for updating the registrations
associated with multiple addresses-—of-record.

The registrar extracts the address-of-record from the To header
field of the request. If the address-of-record is not valid
for the domain in the Request-URI, the registrar MUST send a
404 (Not Found) response and skip the remaining steps. The URI
MUST then be converted to a canonical form. To do that, all

URI parameters MUST be removed (including the user-param), and
any escaped characters MUST be converted to their unescaped
form. The result serves as an index into the list of bindings.
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The registrar checks whether the request contains the Contact
If

Le
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header field.
Contact header

is one Contact

not,
dis
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   FhFhFh  d. and an Expires
fields or an ex

e  
it skips to
present,
ue that con

If the request has additi
tration time other
 

‘oO 
invalid, and the
 

  
not, it MUST remove the

  
header field in turn.

expiration interval
     If the fi d vae 

 
Expires header field,
requested expiration.

If

be
there is neither,

The reg
expirat
interva
less t

reject
Brief).
that s

willing to honor.

ion interval. 
 
 

 
 

 Allow3i
 

skip the remaining steps.
the Call-ID agrees with the value st

If and on

l is greater than zero AND smaller
han a registrar-configured minimum,
the registration with a response of

This response MUST contain a Min-
tates the minimum expiration interva

It then skips the remai

ng the registrar to set

server MUST return

If not,

binding.
remove the binding only if the CSeq
than the value stored for that binding.

UST be aborted and the request fails.
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UST be taken as the requested expiration.

If there is no such parameter,

the last step. If the

tains the special value "
onal Contact

than zero, the request is
a 400 (Invalid Request)
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ored for each binding.
it does agree, it MUST

in the request is higher
Otherwise, the upda
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it determines the

that value

but the request has an
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For each address,

as follows:
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y

taken as the requested expiration.
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Expires header fie
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 exist, it
 

st, the registrar checks the
isting binding differs from the

in the request,
the expiration time is zero and updated otherwise.
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remove the binding as above.

-ID value in the ex   
  the bind
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If not,

aborted and the request fails.
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it MUST update or
the update MUST be
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the registrar then searches the list of
les. If the

If the
If

be removed if

If they are
If the value

This algorithm ensures that out-of-order requests from the same
UA are ignored. 
Each b

the request.

  
 

The binding updates MUST be committed
the proxy or redirect server)
updates and additions succeed.

the back

(that is

 
xample, becaus    

request MUST fai with a 500  (Server Error)

tentative binding updates MUST be removed.
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bindings.
parameter i
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c
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a server receiving an OPTIONS request with a Max-
Forwards header field value of 0 MAY respond to the request
regardless of the Request-URI. 

This behavior is common with HITP/1.1. This behavior can be used

as a "traceroute" functionality to check the capabilities of
individual
 

 

 
hop servers by sending a series of OPTIONS requests

with incremented Max-Forwards values.

 
As is the case for general UA behavior, the transaction layer can
return a timeout error if the OPTIONS yields no response. This may 
indicate that  

the target is unreachable and hence unavailable.

An OPTIONS request MAY be sent as part of an established dialog to
query the peer on capabilities that may be utilized later in the
dialog.

 
 

11.1 Construction of OPTIONS Request

An OPTIONS request is constructed using the standard rules for a SIP

 
request as discussed in Section 8.1.1.

 
A Contact header field MAY be present in an OPTIONS.

   
An Accept header field SHOULD be included to indicate the type of
message body the UAC wishes to receive in the response. Typically, this is set to a format that is used to describe the media

capabilities of a UA, such as SDP (application/sdp). 

The response t
Request-URI in
is sent as par
requests will
response.

 
 

 

 
o an OPTIONS request is assumed to be scoped to the
the original request. However, only when an OPTIONS

t of an established dialog is it guaranteed that future
be received by the server that generated the OPTIONS

  

Example OPTIONS request:

OPTIONS sip:carol@chicago.com SIP/2.0
Via: SIP/2.
Max-Forward

To: <sip:ca
From: Alice
Call-ID: a8

CSeq: 63104
Contact: <s

Accept: app
Content-Len

Rosenberg, et. al.

0/UDP pc33.atlanta.com;branch=z9hG4bKhjhs8ass877
s: 70

rol@chicago.com>
<sip:alice@atlanta.com>;tag=1928301774

4b4c76e66710
OPTIONS

Lp:alice@pc33.atlanta.com>
ication/sdp

gth: 0
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11.2 Processing of OPTIONS Request

The response to an OPTIONS is constructed using the standard rules
for a SIP response as discussed in Section 8.2.6. The response code
chosen MUST be the same that would have been chosen had the request
been an INVITE. That is, a 200 (OK) would be returned if the UAS is

ready to accept a call, a 486 (Busy Here) would be returned if the
UAS is busy, etc. This allows an OPTIONS request to be used to
determine the basic state of a UAS, which can be an indication of

whether the UAS will accept an INVITE request.

  
  

 
An OPTIONS request received within a dialog generates a 200 (OK)
response that is identical to one constructed outside a dialog and
does not have any impact on the dialog.

    
 

This use of OPTIONS has limitations due to the differences in proxy
handling of OPTIONS and INVITE requests. While a forked INVITE can
result in multiple 200 (OK) responses being returned, a forked
OPTIONS will only result in a single 200 (OK) response, since it is
treated by proxies using the non-INVITE handling. See Section 16.7
for the normative details.

 

  

              
If the response to an OPTIONS is generated by a proxy server, the
proxy returns a 200 (OK), listing the capabilities of the server.
The response does not contain a message body.

  

 
Allow, Accept, Accept-Encoding, Accept-Language, and Supported header
fields SHOULD be present in a 200 (OK) response to an OPTIONS
x

£

   
equest. If the response is generated by a proxy, the Allow header    
eld SHOULD be omitted as it is ambiguous since a proxy is method

agnostic. Contact header fields MAY be present in a 200 (OK)
response and have the same semantics as in a 3xx response. That is,
they may list a set of alternative names and methods of reaching the
user. A Warning header field MAY be present.

  
A message body MAY be sent, the type of which is determined by the
Accept header field in the OPTIONS request (application/sdp is the
default if the Accept header field is not present). If the types
include one that can describe media capabilities, the UAS SHOULD
include a body in the response for that purpose. Details on the
construction of such a body in the case of application/sdp are
described in [13].
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req

12 Dia

61 SIP: Session Initiation Protocol

uest in Section 11.1):

SIP/2.0 200 OK
Via:

;received=192.0.2.4 

Example OPTIONS response generated by a UAS (correspondi

To: <sip:carol@chicago.com>;tag=93810874
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 63104 OPTIONS
Contact: <sip:carol@chicago.com>
Contact: <mailto:carol@chicago.com>
Allow: INVITE, ACK, CANCEL, OPTIONS,

Accept: application/sdp
Accept-Encoding: gzip
Accept—-Language: en

Supported: foo
Content-Type: application/sdp
Content-Length: 274

 
  
   

  
(SDP not shown)

logs

  
 

A key concept for a user agent is that of a dialog. Ad
represents a peer-to-peer SIP relationship between two user agents
tha
mes

 t persists for some time. The dialog facil 

bet

int

 

June 2002

ng to the

SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKhjhs8ass877

1lalog

litates sequencing of
sages between the user agents and proper routing of requests
ween both of them. The dialog represents a context in which to
erpret SIP messages. Section 8 discussed method  

 
independent UA

processing for requests and responses outside of a dialog. This
section discusses how those requests and responses are used to

struct a dialog, and then how subsequent requests and responses
con
are

A di
ac
UA

tag
tag
dia

A di

request that contains a tag in the To field. The rules

 sent within a dialog.
 

           

 

at one UA is identical to the remote tag at the peer
Ss are opaque tokens that facilitate the generation of
log IDs.

alog is identified at each UA with a dialog ID, whic
all-ID value, a local tag and a remote tag. The dia
involved in the dialog is not the same. Specifically

    

 

h consists of

og ID at each
, the local

UA. The

unique

 

alog ID is also associated with all responses and with any
for computing

the dialog ID of a message depend on whether the SIP element is a UAC
or

Cal

fie

Rosenb

UAS. For a UAC, the Call-ID value o

1-ID of the message, the remote tag
   

 
fF the dialog ID i 

erg, et. al. Standards Track

s set to the

is set to the tag in the To
ld of the message, and the local tag is set to the tag in the From
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field of the message (these rules apply to both requests and
responses). As one would expect for a UAS, the Call-ID value of the
dialog ID is set to the Call-ID of the message, the remote tag is set
to the tag in the From field of the message, and the local tag is set
to the tag in the To field of the message.

A dialog contains certain pieces of state needed for further message

12.

 

 ID, a

its peer),

URIs.

 
state,

  
transmissions within the dialog.

local sequence number

 
 

 

 

peer to the UA),

flag called "secure",
The route set is the

to send a request to the peer.
which occurs when it

and then transition to the

response arrives.
all on that dialog,

 
Wo

1 Creation of a Dialog

Dialogs are created through the generation of non-fai
to requests wit

nd 101-199
es

nse to a request

2XxX a

INVITE,
respo

will
 

 

h specific met

tablish a dial
is int

Extensions MAY
  

early dia
dialogs.
INVITE method.

og. 
state   

Section 13 gives more detai

onfirmed"

For other responses,
the early dialog terminates.

hods. Wi

responses with a To tag,

This state consists of the dialog
(used to order requests from the UA to

a remote sequence number (used to order requests from its
a local URI, a remote URI, remote target, a boolean

and a route set, which is an ordered list of
list of servers that need to be traversed

A dialog can also be in the "earl
is created with a provisional response,

 
y

state when a 2xx final

or if no response arrives at

ure responses
 

  thin this speci
where the re  

og. A di
he “early
define o   

alog establishe
"state and it

fication, only
quest was

d by a non-final
is called an

 
 

ther means for

s that are spec 
Here, we describ

that is not dependent on the method.

 
creating
ific to the

 
 

 the process for creation of dialog

UAs MUST assign values to the dialog ID components as described
below.

12.

When a UAS responds to a request with a response that establ
(such as a 2xx to INVITE

field values from the request into the response
URI parameters,

they are known or unknown to the UAS)
The UAS MUST add a Contact header fi

The Contact header field contains an address where

dialog
header

URIs,
whether
order of

the response.
UAS would

those values.

 

 (which inc

Generally,
the host.
or SIPS URI.

  
Rosenberg, et.

1.1 UAS behavior

and any

),

 Record-Rout

the UAS MUST copy al

header fi
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ld parameters,

and MUST maintain the 
 eld to
 

the

ike to be contacted for subsequent requests in the dialog
udes the ACK for a 2xx response in the case of an INVITE).
the host portion of this URI is the IP address or FQDN of
The URI provided in the Contact header field MUST be a SIP

If the request that initiated the dial

 

log contained a
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Record-Route header fi
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MUST be a SIPS URI.
same URI can be used

the scope of the URI
limited to this dialog

 

The UAS then constructs the state of the dialog.

ld,

The URI SHOULD have global
in messages outside this di
in the Contact header fi

It can therefore be used in messages
to the UAC even outside this dialog.

either.

 

 

     
 

This s

maintained for the duration of the dialog.

If the request arrived
URI, the "secure"

The route set MUST be set to the list

header field from the request,
If no Rec

over TLS,

ord-Rout

 of URIs in the Rec

 
parameters.
request,

even if empty,  requests in this dialog.
from the Contact header fiel

The remot number

the route set MUST be set to the empty set.
overrides any pre-existing route set for

The remote target MUST be set
ld of the request.

MUST
 

sequenc

number in the CSeq header fi
number MUST be empty.
MUST be set to the value of the

 
eld

The call
of

 

 

Th

the request. The loc
identifier component of
 

Ca 1L1-ID in the request.
tag component of the dialog ID MUST be set to the tag in
in the response to the
remote tag component o

From field in the requ
request without a tag

 
 

 

 

   

request (wh
f the dialog
est.

in the From
 

  
ich always includes a
ID MUST be set to the 

field, in which case t
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header field
field if there was no

the Contact header field in the response
scope (that is, the
alog). The same way,

eld of the INVITE is not 

tate MUST be

and the Request-URI contained a SIPS
flag is set to TRUE.

ord-Route

taken in order and preserving all URI
header field is present in the

is route set,
future
to the URI

be set to the value of the sequence

 

 

al sequence
the dialog ID
The loca

the To field

tag), and the
tag from the

 
A UAS MUST be prepared to receive a

 
he tag is

considered to have a value of null.

This is to maintain backwards compatibility with RFC 2543, which
did not mandate From tags.

The remote URI MUST be set to the URI in the From field, and the
local URI MUST be set to the URI in the To field.

12.1.2 UAC Behavior

When a UAC sends a request that can establish a dialog (such as an
INVITE) it MUST provide a SIP or SIPS URI with global scope (i.e.,
the same SIP URI can be used in messages outside this dialog) in the
Contact header field of the request. If the request has a Request-—
URI or a topmost Route header field value with a SIPS URI, the
Contact header field MUST contain a SIPS URI.
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When a UAC receives a response that establishes a dialog, it
constructs the state of the dialog.
for the duration of the dialog.

If the request was sent over TLS,
flag is set toSIPS URI, t

The route s

all URI par

he

et MUST be set to the list

header field from the response,
If no Record-Routameters.

"secure"

taken

and
TRUE.

 of URIs

 This state MUST be maintained

the Request-URI contained a

in the Record-Route

in reverse order and preserving 

 

the respons
set, even 1

requests in
from the Co

 
The local s

number in t
number MUST

request wit
dialog IDM
The

the From fi

dialog IDM
U
£

 

 

AC MUST be  

, th

f empty,
this

ntact 
hin

 
 
ield, in w

This is

rout

dialog.
header fie

be empty
the dialog).

UST be set to the value

local tag component of the dialog ID MUST
eld in the request,
UST be set to the tag in the To field of the response. A
prepared to receive a response without a tag in the To

hich case the tag is considered to have a value of null.

  
 

 

did not mandate To tags.

The remote

 The call identif

and the remote

header field is present in
set MUST be set to the empty set. This route

overrides any pre-existing route set for
The remote target MUST be set to the URI

d of the response.

future

 
equence number MUST be set to the value of the sequence
he CSeq header field of the request.

(it is established when th
The remote sequence
remote UA sends a
 

of the Ca
ier component of the -ID in the request.
   

to maintain backwards compatibility with RFC 2543,

URI MUST be set to the URI in the To field,
URI MUST be set to the URI in the From field.

2 Requests within a Dialog

Once a dialog has been establ   
UA receiving the request will 
be different roles than the UAs he 
established

Requests wi

the diallog.

 

lished between two UAs,

MAY initiate new transactions as needed within the dialog.
sending the request will take the UAC rol

l take the UAS role.

d during the transaction that
  

 
le for the transaction.

be set to the tag in
tag component of the

 which

and the local

either of them
The UA

The

Note that these may

thin a dialog MAY contain Record-Route and Contact header
 

fields. Ho
to be modif

Specifica
    

modify the dialog’s remote target URI,
refresh requests do.

et.

wever,

ied,
these requests do not cause the dialog’s route set

although they may modify the remote target URI.
y, requests that are not target refresh requests do not

al. Standards Track

and requests that are target
For dialogs that have been established with an
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1s re-INVITE (see
 

  
requests for dialogs established in other ways.

Note that an ACK is NOT a target refresh request.

Target refresh requests only update the dialog’s remote target URI,
and not the route set formed from the Record-Route.

introduce severe backwards compatibility problems with
liant systems.

latter would

RFC 2543-comp]

   

 

        
  

 

 

  

 

   

  

    
     

Updating the 

  
 

 

  

  

12.2.1 UAC Behavior

12.2.1.1 Generating the Request

A request within a dialog is constructed by using many of the
components of the state stored as part of the dialog.

The URI in the To field of the request MUST be set to the remote URI
from the dialog state. The tag in the To header field of the request
MUST be set to the remote tag of the dialog ID. The From URI of the
request MUST be set to the local URI from the dialog state. The tag
in the From header field of the request MUST be set to the local tag
of the dialog ID. If the value of the remote or local tags is null,
the tag parameter MUST be omitted from the To or From header fields,
respectively.

Usage of the URI from the To and From fields in the original
request within subsequent requests is done for backwards
compatibility with RFC 2543, which used the URI for dialog
identification. In this specification, only the tags are used for
dialog identification. It is expected that mandatory reflection
of the original To and From URI in mid-dialog requests will be
deprecated in a subsequent revision of this specification.

The Call-ID of the request MUST be set to the Call-ID of the dialog.
Requests within a dialog MUST contain strictly monotonically
increasing and contiguous CSeq sequence numbers (increasing-by-one)
in each direction (excepting ACK and CANCEL of course, whose numbers
equal the requests being acknowledged or cancelled). Therefore, if
the local sequence number is not empty, the value of the local
sequence number MUST be incremented by one, and this value MUST be
placed into the CSeq header field. If the local sequence number is
empty, an initial value MUST be chosen using the guidelines of
Section 8.1.1.5. The method field in the CSeq header field value
MUST match the method of the request.
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thin a single
 

one request a second for about 136 years before needing to
value of the sequence number

 1s chosen 
1 not wrap

ows clients to use a time-

for example,
ficant bits of a 32-bit second clock as an

The UAC uses the remote target and route set to build the Request-URI
and Route header

If the route set

into the Reques
the request.

If the route set

contains the lr

parameters.

If the route set

lr parameter,

into the Reques
in a Request-URI.
the remainder of

parameters.
Route header

 
 

fiel

For example,
set contains:

 

 

-URI.

parameter

the remote target URI into the Request-URI and MUST incl
header field containing the route set

the UAC MUST place the
-URI,

field of the reques

is empty, the UAC M
The UAC MUST

is not empty, and t
(see Sectio

is not empty, and i

 

 
stripping any p

The UAC MUST add a
the route set values

n 19.1.1), the UAC

values in order, 
ts first URI does no
first URI from the
arameters that are  includi
 

 das the last value.

UST place the remote target URI
NOT add a Route header field to

he first URI in the route set

UST place
ude a Route

 

Route header field

including all

contain the
route set

not allowed

containing 
 

in order,

if the remote target is sip:user@remoteua a

ng all
The UAC MUST then place the remote target U  RI into the 

nd the route

<sip:proxyl>,<sip:proxy2>,<sip:proxy3;lr>,<sip:proxy4> 
T

header field:  
he request will be formed with the following Request-URI and Route

METHOD sip:proxyl
Route: <sip:proxy2>,<sip:proxy3;lr>,<sip:proxy4>,<sip:user@remoteua>

If the first URI of the route set does not contain the lr

  
  

 

    
  

parameter, the proxy indicated does not understand the routing
mechanisms described in this document and will act as specified in
RFC 2543, replacing the Request-URI with the first Route header
field value it receives while forwarding the message. Placing the
Request-URI at the end of the Route header field preserves th
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information in that Request-URI across the strict router (it will
be returned to the Request-URI when the request reaches a loose-
router).

  

A UAC SHOULD include a Contact header field in any target refresh
requests within a dialog, and unless there is a need to change it,
the URI SHOULD be the same as used in previous requests within the
dialog. If the "secure" flag is true, that URI MUST be a SIPS URI.
As discussed in Section 12.2.2, a Contact header field in a target
refresh request updates the remote target URI. This allows a UA to
provide a new contact address, should its address change during the
duration of the dialog.

  

    

However, requests that are not target refresh requests do not affect
the remote target URI for the dialog.

The rest of the request is formed as described in Section 8.1.1.

Once the request has been constructed, the address of the server is

   

computed and the request is sent, using the same procedures for
requests outside of a dialog (Section 8.1.2).

The procedures in Section 8.1.2 will normally result in the
request being sent to the address indicated by the topmost Route
header field value or the Request-URI if no Route header field is
present. Subject to certain restrictions, they allow the request
to be sent to an alternate address (such as a default outbound

proxy not represented in the route set).

        
2.1.2 Processing the Responses

The UAC will receive responses to the request from the transaction
layer. If the client transaction returns a timeout, this is treated
as a 408 (Request Timeout) response.

 

  
The behavior of a UAC that receives a 3xx response for a request sent
within a dialog is the same as if the request had been sent outside a
dialog. This behavior is described in Section 8.1.3.4.

  
 

Note, however, that when the UAC tries alternative locations, it

still uses the route set for the dialog to build the Route header
of the request.

When a UAC receives a 2xx response to a target refresh request, it
MUST replace the dialog’s remote target URI with the URI from the
Contact header field in that response, if present. 
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a 408 (Request Timeout), the UAC
A UAC SHOULD also terminate a dialog if 

no response at all is received for the request (the client
transaction would 

CIFor INVITE in it   
  
 

sending a BYE. 
2.2 UAS Behavior

Requests sent within a dialog,

tated dialogs,

inform the TU about the timeout.)

terminating the dialog consists of

as any other requests, are atomic. If
a particular request is accepted by the UAS, all the state changes
associated with it are performed.
of the state changes are performed.

If the request is rejected, none

 Note that some requests, such as INVITEs, affect several pieces of
state.

The UAS will receive the request from the transaction layer. If the
request has a tag in the To header field, the UAS core computes the
dialog identifier corresponding to the request and compares it with   existing dialogs.
In that case, the UAS first appl
requests outside of a dialog, discussed in Section 8.2.

If the request has a tag

If there

 

 

  

 
identifier does not match any existi
crashed and restarted,

different (possibly failed)

 
so that a UAS can

providing recovery).

  

 

is a match, this is a mid-dialog request.
lies the same processing rules for

 
in the To header field, but the dialog 

ng dialogs, the UAS may have
 

UAS (the

identify that the
Another possibility is that the incoming

request has been simply misrouted.
either accept or reject the request.
acceptable To tags provides robustness, so that dialogs can persist

  
even through crashes.

 or it may have received a request for a
UASsS can construct the To tags

tag was for a UAS for which it is  
Based on the To tag, the UAS MAY

Accepting the request for

UAs wishing to support this capability must   
take into consideration some issues such as choosing monotonically

numbers
 

increasing CSeq sequenc

 

ven across reboots, reconstructing
the route set, and accepting out-of-range RTP timestamps and sequence
numbers.

st because it does not wish to
 

If the UAS wishes to reject the requ
recreate the dialog, (Call/Transaction Does Not
server transaction.
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it MUST respond to the request with a 481

Exist) status code and pass that to the
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Requests that do not change in any way the state of a
received within a dialog (for example, an OPTIONS requ
processed as if they had been received outside the dia 

If the remote sequence number is empty, it MUST be set
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dialog may be
est). They are
log.

to the value  
of the sequence number in the CSeq header field value
If the remote sequence number was not empty, but the s
 in the request.

equence number 
of the request is lower than the remote sequence numb
is out of order and MUST be rejected with a 500 (Serve
Error) response. If the remote sequence number was no
the sequence number of the request is greater than the
sequence number, the request is in order. It is possi
CSeq sequence number to be higher than the remote sequ

 

  

r, the request
r Internal

t empty, and
remote

ble for the 

more than one. This is not an error condition, and a

prepared to receive and process requests with CSeq val
 nce number by
UAS SHOULD be
ues more than

one higher than the previous received request. The UAS MUST then set
the remote sequence number to the value of the sequenc
CSeq header field value in the request.

 

 
 

e@ number in the

If a proxy challenges a request generated by the UAC, the UAC has
to resubmit the request with credentials. The resu
will have a new CSeq number. The UAS will never se  

bmitted request
e the first

request, and thus, it will notice a gap in the CSeq number space.
Such a gap does not represent any error condition.

When a UAS receives a target refresh request, it MUST
dialog’s remote target URI with the URI from the Conta
in that request, if present.

12.3 Termination of a Dialog

Independent of the method, if a request outside of ad
a non-2xx final response, any early dialogs created th
provisional responses to that request are terminated.
for terminating confirmed dialogs is method specific.
specification, the BYE method terminates a session and
associated with it. See Section 15 for details.

              
13 Initiating a Session
 

 13.1 Overview

When a user agent client desires to initiate a session
audio, video, or a game), it formulates an INVITE requ
INVITE request asks a server to establish a session.
may be forwarded by proxies, eventually arriving at on
that can potentially accept the invitation. These UAS
frequently need to query the user about whether to acc
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invitation. After some time, those UASS can accept the invitation
(meaning the session is to be established) by sending a 2xx response. 
If the invitation is not accepted, a 3xx, 4xx, 5xx or 6xx response is  
sent, depending on the reason for the rejection. Before sending a
final response, the UAS can also send provisional responses (1xx) to
advise the UAC of progress in contacting the called user.

  
  

  
After possibly receiving one or more provisional responses, the UAC
will get one or more 2xx responses or one non-2xx final response.

   
  transactions differ from those

 
Because of the protracted amount of time it can take to receive final
responses to INVITE, the reliability mechanisms for INVITE

   
of other requests (like OPTIONS).

Once it receives a final response, the UAC needs to send an ACK for
every final response it receives. The procedure for sending this ACK
depends on the type of response. For final responses between 300 and
699, the ACK processing is done in the transaction layer and follows

  
one set of rules (See Section

generated by the UAC core.

 
17). For 2xx responses, the ACK is

A 2xx response to an INVITE establishes a session, and it also
creates a dialog between the UA that issued the INVITE and the UA
that generated the 2xx respons   
responses are received from different remote UAs (because the INVITE Therefore, when multiple 2xx

 

forked), each 2xx establishes a different dialog. All these dialogs
    are part of the same ca   

This section provides details on the establishment of a session using
INVITE. A UA that supports INVITE MUST also support ACK, CANCEL and 
 
 
BYE.

 
2 UAC Processing

2.1 Creating the Initial INVIT

 

  

 Gl

Since the initial INVITE represents a request outside of a dialog,
its construction follows the procedures of Section 8.1.1. Additional
processing is required for the 
An Allow header field (Section

 
specific case of INVITE.

  20.5) SHOULD be present in the INVITE. 
It indicates what methods can be invoked within a dialog, on the UA
sending the INVITE, for the duration of the dialog. For example, a
UA capable of receiving INFO requests within a dialog [34] SHOULD

   include an Allow header field

   
isting the INFO method.
   

A Supported header field (Section 20.37) SHOULD be present in the  
INVITE. It enumerates all the extensions understood by the UAC.

Rosenberg, et. al. Standards Track [Page 78]

AppleInc.
Ex. 1004 - Page 633



Apple Inc.
Ex. 1004 - Page 634

RFC 3261

An Ac

the response received by

SIP:

cept  
 

 
descr

The UAC MAY add an

validity of the invitation.
header field is reached and no final

the UAC core SHOULD generate a CANC
as per Section 9.

received,
INVITE,

A UAC MAY also find it useful to add,
(Section 20.25)

They all contain information related

20.36
header fields.

is especial   
 Lon formats.
 
ipt

  
  

), Organization

(Section 20.1)

It indicates which Content-Types ar
header field MAY be present in the INVITE.

Session Initiation Protocol

abl
 

Expires header fi

accep 
it, and

 
indicating suppor

eld
t

 

 If the  

it within dialogs established by the INVITE.
y useful for

 awFI

among o

and User-Agent

of 
 
thers,

to the UA,

in any subsequent requests
The Accept header field
various session

(Section 20.19)
ime indicated in the
answer for the INVITE

Subject

to

June 2002

Gl

in bot
sent

n

CO 

 
limit the

Expires
has been

 
 

EL request for the

(Section
(Section 20.41)

 
The UAC MAY choose to add a message body to the INVITE.
8.1.1.10 deals with how to construct the header fields

Type among others -- needed to describe the message body.

There
descr
SIP u

descri
of the session.

(audio,

types

to the INVITE. 

Section
Content
 

are special rules for message bodies that contain a session 
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ption,
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an offer/answer model
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specifi
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previous
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All user agen 

The Session Description Protocol
supported by all user agents as a means to describe sessions,
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2XX

e offer is
 

offers,
mn answer.

INVITE.

fication alone

(and possibly

ts that support INVITE

 
or received an answer to

it MUST NOT generate subsequent offers in any responses
This means that a UAS based on this

 
 

- the offer  
in the 2xx,

 

(SDP) (RFC 2327

subsequ

 
with
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the initial

Diy

 

hat method, but only if it has received answers
and has not sent any offers to which it

 
nt offers until

les specify two exchanges for UAsS compliant
is in the INVIT!

in a 1lxx as well,
and the answer

MUST support these

and the
the same
n the ACK.

two exchanges.

MUST be

and its

usage for constructing offers and answers MUST follow the procedures 
defined in [1 3].

The restrictions of the offer-answer model just described only apply

    

 
 

      

   
 

   

to bodies whose Content—-Disposition header field value is "session".
Therefore, it is possible that both the INVITE and the ACK contain a
body message (for example, the INVITE carries a photo (Content-—
Disposition: render) and the ACK a session description (Content-—
Disposition: session)).

If the Content-Disposition header field is missing, bodies of
Content-Type application/sdp imply the disposition "session", while
other content types imply "render".
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Once the INVITE has been created, the UAC follows the procedures
defined for sending requests outside of a dialog (Section 8). This
results in the construction of a client transaction that will

ultimately send the request and deliver responses to the UAC.

  
       

 2.2 Processing INVITE Responses

Once the INVITE has been passed to the INVITE client transaction, the
UAC waits for responses for the INVITE. If the INVITE client
transaction returns a timeout rather than a response the TU acts as
if a 408 (Request Timeout) response had been received, as described
in Section 8.1.3.

    
 

2.2.1 1xx Responses

zero, one or multiple provisional responses may arrive before one or
more final responses are received. Provisional responses for an
INVITE request can create "early dialogs". If a provisional response
has a tag in the To field, and if the dialog ID of the response does
not match an existing dialog, one is constructed using the procedures
defined in Section 12.1.2.

 

   
   

The early dialog will only be needed if the UAC needs to send a
request to its peer within the dialog before the initial INVITE
transaction completes. Header fields present in a provisional
response are applicable as long as the dialog is in the early state
(for example, an Allow header field in a provisional response
contains the methods that can be used in the dialog while this is in
the early state).

      

            
2.2.2 3xx Responses

A 3xx response may contain one or more Contact header field values
providing new addresses where the call might be reachable.
Depending on the status code of the 3xx response (see Section 21.3),
the UAC MAY choose to try those new addresses.

  

 

2.2.3 4xx, 5xx and 6xx Responses

A single non-2xx final response may be received for the INVITE. 4xx,
5xx and 6xx responses may contain a Contact header field value
indicating the location where additional information about the error
can be found. Subsequent final responses (which would only arrive
under error conditions) MUST be ignored.

 

   
 

All early dialogs are considered terminated upon reception of the
non-2xx final response.
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After having received the non-2xx final response the UAC core
considers the INVITE 

 
Section 17).

13.2.2.4 2xx Responses

transaction completed.
transaction handles the generation of ACKs for the response

The INVI BhTE client

 

2002

(see
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n of the CSeq and the header fields rel

The sequence number of the CSeq header field M
being acknowledged, but the CSeq method

The ACK MUST contain the same credentials as

(based on the rules above),
If the offer

the UAC core MUST generate a valid answer

in the 2xx
 

the procedures of
port and transport

 

  
for example.

he UAC core MUST generate an ACK request for each 2xx received
The header fields of the ACK are constructed

(see Sec
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the INVIT!
the ACK M
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we cannot update the entire state of
since mid-dialog requests may have been sent with

modifying the sequence numbers,
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UST be
UST

If
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UST
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in the AC
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However

K and

are used to
thefr

request is passed to the transport layer directly for transmission,
rather than a client transaction.

handles retransmissions of the ACK,

This is because th
not the transacti

e UAC core

on layer.
ACK MUST be passed to the client transport every time a  retransmission o
arrives.
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The UAC core considers the INVITE transaction completed 64*T1l seconds
after the reception of the first 2xx response. At this point all the
early dialogs that have not transitioned to established dialogs are
terminated. Once the INVITE transaction is considered completed by
the UAC core, no more new 2xx responses are expected to arrive.

    
If, after acknowledging any 2xx response to an INVITE, the UAC does
not want to continue with that dialog, then the UAC MUST terminate
the dialog by sending a BYE request as described in Section 15.

  
   

13.3 UAS Processing

13.3.1 Processing of the INVIT El

  The UAS core will receive INVITE requests from the transaction layer.
It first performs the request processing procedures of Section 8.2,
which are applied for both requests inside and outside of a dialog.

 

   
Assuming these processing states are completed without generating a
response, the UAS core performs the additional processing steps:  

1. If the request is an INVITE that contains an Expires header
  

      
field, the UAS core sets a timer for the number of seconds
indicated in the header field value. When the timer fires, th

invitation is considered to be expired. If the invitation 
expires before the UAS has generated a final response, a 487
(Request Terminated) response SHOULD be generated.

 
2. If the request is a mid-dialog request, the method-independent

processing described in Section 12.2.2 is first applied. It
might also modify the session; Section 14 provides details.

   

 
3. If the request has a tag in the To header field but the dialog

identifier does not match any of the existing dialogs, the UAS
may have crashed and restarted, or may have received a request
for a different (possibly failed) UAS. Section 12.2.2 provides
guidelines to achieve a robust behavior under such a situation.

   
     

Processing from here forward assumes that the INVITE is outside of a
dialog, and is thus for the purposes of establishing a new session.

  
 

The INVITE may contain a session description, in which case the UAS
is being presented with an offer for that session. It is possible
that the user is already a participant in that session, even though
the INVITE is outside of a dialog. This can happen when a user is
invited to the same multicast conference by multiple other
participants. If desired, the UAS MAY use identifiers within the
session description to detect this duplication. For example, SDP
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13

13 -3.1.2 The INVIT

contains a session id and version number in the origin (o) field. If
the user is already a member of the session, and the session
parameters contained in
UAS MAY silently accept
without prompting the us

  
 

the session description have not changed, the
the INVITE (that is, send a 2xx response
er).

  

If the INVITE does not contain a session description, the UAS is 
being asked to participate in a session, and the UAC has asked that
the UAS provide the offer of the session. It MUST provide the offer
in its first non-failure reliable message back to the UAC. In this

   
 specification, that is a 2xx response to the INVITE.

The UAS can indicate pro
invitation. In all of t

     
 

gress, accept, redirect, or reject the
hese cases, it formulates a response using

the procedures described in Section 8.2.6.
 

.3.1.1 Progress

If the UAS is not able t
choose to indicate some

indication that a phone
provisional response bet
responses establish earl
of Section 12.1.1 in add

send as many provisiona
indicate the same dialog
reliably.

    
 

  

If the UAS desires an ex

Oo answer the invitation immediately, it can
kind of progress to the UAC (for example, an
is ringing). This is accomplished with a
ween 101 and 199. These provisional

y dialogs and therefore follow the procedures
ition to those of Section 8.2.6. A UAS MAY

responses as it likes. Each of these MUST
ID. However, these will not be delivered

 

     
  

it will need to ask for

from canceling the trans
a transaction when there

transaction. To prevent
provisional response at
lost provisional respons

 
An INVITE transaction
user is placed on hol
which allow communica
call. The latter is

systems.

   
CI Ls Redi
 

If the UAS decides to re

300 (Multiple Choices),
Temporarily) response SH

   
 

Rosenberg, et. al.

 tended period of time to answer the INVITE,
an "extension" in order to prevent proxies
action. A proxy has the option of canceling
is a gap of 3 minutes between responses in a
cancellation, the UAS MUST send a non-100

every minute, to handle the possibility of
es.

    

can go on for extended durations when the
d, or when interworking with PSIN systems
tions to take place without answering the
common in Interactive Voice Response (IVR)

 
rected

direct the call, a 3xx response is sent. A
301 (Moved Permanently) or 302 (Moved
OULD contain a Contact header field
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13

13

-3.1.3 The INVIT

containing one or more URIs of new address
response is passed to the INVITE server tr
with its retransmissions.

 
 

 CI is Rejected
 

A common scenario occurs when the callee 1
 

     

es to be tried. The

ansaction, which will deal

s currently not willing or
able to take additional calls at this end system. A 486 (Busy Here)
SHOULD be returned in such a scenario. If the UAS knows that no

other end system will be able to accept this call, a 600 (Busy
Everywhere) response SHOULD be sent instea
that a UAS will be able to know this in ge
response will not usually be used. The re
INVITE server transaction, which wi deal

     

d. However, it is unlikely
neral, and thus this

sponse is passed to the
with its retransmissions.

 
     
  

A UAS rejecting an offer contained in an INVITE SHOULD return a 488
 

(Not Acceptable Here) response. Such a re
Warning header field value explaining why

 

 
.3.1.4 The INVITE is Accepted

 

sponse SHOULD include a
the offer was rejected.

The UAS core generates a 2xx response. This response establishes a
dialog, and therefore follows the procedur
addition to those of Section 8.2.6.  

A 2xx response to an INVITE SHOULD contain
the Supported header field, and MAY contai Including these header fields allows the UAC to determine the 

es of Section 12.1.1 in

the Allow header field and

n the Accept header field. 
features and extensions supported by the UAS for the duration of the 
call, without probing.

 
If the INVITE request contained an offer,
sent an answer, the 2xx MUST contain an an
not contain an offer, the 2xx MUST contain

not yet sent an offer.  
Once the response has been constructed, it
server transaction. Note, however, that t

transaction will be destroyed as soon as i
response and passes it to the transport.

  

 

and the UAS had not yet
swer. If the INVITE did

an offer if the UAS had

 

 is passed to the INVITE
he INVITE server

t receives this final

Therefore, it is necessary 
to periodically pass the response directly to the transport until the
ACK arrives. The 2xx response is passed t
interval that starts at Tl seconds and dou
retransmission until it reaches T2 seconds

Section 17). Response retransmissions cea
the response is received. This is indepen
protocols are used to send the response.
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Since 2xx is retransmitted end-to-end,
UAS and UAC that are UDP. To ensure reliable d

these hops, the response is retransmitted periodi
transport at the UAS is reliable.

If the server retransmits the  2xx response for 64*T1
is confirmed, but the session SHOULD be
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there may be hops between
livery across
ically even if the

seconds without

 
as described in Section  

 

    
 

receiving an ACK, the dialog
terminated. This is accomplished with a BYE,
15.

14 Modifying an Existing Session

A successful INVITE request (see Section 13)
dialog between two user agents and a session using

 
model.

target refresh request (
of the dialog).
session. This modificat

adding a media stream, deleting
accomplished by sending a
that established the session.

existing dialog

 
   

   
  

 
Note that a single re-INVITE
parameters of the session at

 Either the caller or callee can

The behavior of a UA on detect

ocal policy. However,
NOT RECOMMENDED to avoid flood

is congestion. In any case, if
automatically,

   
  
    

 

No

BYES and re-INVITEs.
UA would send a BYE

 
 

    
 

14.1 UAC  Behavior

 
The same offer-answ

INVITES (Section 13
that wants to adda
offer that contains

request to its peer. It is
description of the session,

 -2.1)

 
not 

supports stateless session processing
supports failover and recovery capabilities.
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Section 12 explains how to modify an ex
for example,

new INVITE
An INVITE

automated generation of re-INVITE
ing the network with traffic when there

te that the paragraph above refers to automaticall

 ist

establishes both a
the offer-answer

ing dialog using a
  

a media stream, and so on.

  
 Ls known as a re-INVITE.

changing the remote target
This section describes how to modify the actual

1on can involve changing addresses or ports,

 
This

 

can modify the dialog and the
the same time.

modify an existing session.

 BYE  

URI

is

request within the same dialog
request sent within an

ion of media failure is a matter of
or is
 

these messages are sent

 

  
for example, will create

and send that in an

 

  
just the change, is sent.

in various elements,
Of course, 
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As a result, a
a new

INVIT

This
and
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Ex.

they SHOULD be sent after some randomized interval.

ly generated
If the user hangs up upon media failure,

request as usual.

the

r model that applies to session descriptions in
applies to re-INVITEs.

media stream,
this media stream,

important to note that the full

UAC

 Bh

a UAC MAY
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send a re-INVITE with no session description, in which case the first
 reliable non-failure response to the re-INVITE will
 

  (in this specification, that is a 2xx response).   
contain the offer

If the session description format has the capability for version
numbers, the offerer SHOULD indicate that the version of the session

  
description has changed.  
The To, From, Call-ID, CSeq, and Request-URI of a re-INVITE are set
following the same rules as for regular requests within an existing dialog, described in Section 12.  
A UAC MAY choose not to add an Alert-Info header field or a body with
Content-Disposition "alert" to re-INVITEs because UASs do not 

typically alert the user upon reception of a re-INVITE.

      

 

Unlike an INVITE, which can fork, a re-INVITE will never fork, and

therefore, only ever generate a single final response. The reason a
re-INVITE wil never fork is that the Request-URI identifies the    target as the UA instance it established the dialog with, rather than
identifying an address-of-record for the user.

Note that a UAC MUST NOT initiate a new INVITE transaction within a

dialog while another INVITE transaction is in progress in either

 

 direction.   

1. If there is an ongoing INVITE client transaction, the TU MUST
wait until the transaction reaches the completed or terminated
 

state before initiating the new INVITE.

2. If there is an ongoing INVITE server transaction, the TU MUST
wait until the transaction reaches the confirmed or terminated

    
state before initiating the new INVITE.

However, a UA MAY initiate a regular transaction while an INVITE
transaction is in progress. A UA MAY also initiate an INVITE

 
   

   

 
 

transaction while a regular transaction is in progress.
 

  If a UA receives a non-2xx final response to a re-INVITE, the session
parameters MUST remain unchanged, as if no re-INVIT
Note that, as stated in Section 12.2.1.2, if the no

response is a 481 (Call/Transaction Does Not Exist)

 
  

Bh

fr
n—-

had been issued.
2xx final
or a 408

(Request Timeout), or no response at all is received for the re- 
INVITE (that is, a timeout is returned by the INVIT
transaction), the UAC will terminate the dialog.
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If a UAC receives a 491 response to a re-INVITE, it SHOULD start a
timer with a value T chosen as follows:

 

1. If the UAC is the owner of the Call-ID of the dialog ID
(meaning it generated the value), T has a randomly chosen value
between 2.1 and 4 seconds in units of 10 ms.

  
2. If the UAC is not the owner of the Call-ID of the dialog ID, T

has a randomly chosen value of between 0 and 2 seconds in units
of 10 ms.

  
When the timer fires, the UAC SHOULD attempt the re-INVITE once more,
if it sti desires for that session modification to take place. For
example, if the call was already hung up with a BYE, the re-INVITE
would not take place.

      
    

The rules for transmitting a re-INVITE and for generating an ACK for
a 2xx response to re-INVITE are the same as for the initial INVITE
(Section 13.2.1).

 

   

14.2 UAS Behavior

  
Section 13.3.1 describes the procedure for distinguishing incoming
re-INVITEs from incoming initial INVITEs and handling a re-INVITE for
an existing dialog.

   

 
A UAS that receives a second INVITE before it sends the final

response to a first INVITE with a lower CSeq sequence number on the
same dialog MUST return a 500 (Server Internal Error) response to the
second INVITE and MUST include a Retry-After header field with a
randomly chosen value of between 0 and 10 seconds.

  
 

 

   
r,

A UAS that receives an INVITE on a dialog while an INVITE it had sent
on that dialog is in progress MUST return a 491 (Request Pending)
response to the received INVITE.

     
 Gl

If a UA receives a re-INVITE for an existing dialog, it MUST check
any version identifiers in the session description or, if there are
no version identifiers, the content of the session description to see
if it has changed. If the session description has changed, the UAS
MUST adjust the session parameters accordingly, possibly after asking
the user for confirmation.

    

   
Versioning of the session description can be used to accommodate
the capabilities of new arrivals to a conference, add or delete
media, or change from a unicast to a multicast conference.
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This response SHOULD include a Warning header field.

it
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in the case of SDP.
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This section describes the procedures for terminating a session
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L
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However, the callee’s UA MUST NOT send a BYE on a confirmed dialog
until it has received an ACK for its 2xx response or until the server
ransaction times out. If no SIP extensions have defined other

pplication layer states associated with the dialog, the BYE also
erminates the dialog.

  
 

     
  dt@ct

The impact of a non-2xx final response to INVITE on dialogs and
sessions makes the use of CANCEL attractive. The CANCEL attempts to
force a non-2xx response to the INVITE (in particular, a 487).
Therefore, if a UAC wishes to give up on its call attempt entirely,
L
t
t

 
  

  
  

    t can send a CANCEL. If the INVITE results in 2xx final response(s)

o the INVITE, this means that a UAS accepted the invitation while
he CANCEL was in progress. The UAC MAY continue with the sessions

established by any 2xx responses, or MAY terminate them with BYE.

       
 

   
 

      
The notion of “hanging up" is not well defined within SIP. It is
specific to a particular, albeit common, user interface.
Typically, when the user hangs up, it indicates a desire to
terminate the attempt to establish a session, and to terminate any
sessions already created. For the caller’s UA, this would imply a
CANCEL request if the initial INVITE has not generated a final
response, and a BYE to all confirmed dialogs after a fina
response. For the callee’s UA, it would typically imply a BYE;
presumably, when the user picked up the phone, a 2xx was
generated, and so hanging up would result in a BYE after the ACK
is received. This does not mean a user cannot hang up before
receipt of the ACK, it just means that the software in his phone
needs to maintain state for a short while in order to clean up
properly. If the particular UI allows for the user to reject a
call before its answered, a 403 (Forbidden) is a good way to
express that. As per the rules above, a BYE can’t be sent.

 

         
  

                    
     

      15.1 Terminating a Session with a BYE Request

 15.1.1 UAC Behavior

  BYE request is constructed as would any other request within a
ilalog, as described in Section 12.

 

QP
 nce the BYE is constructed, the UAC core creates a new non-INVIT

Lent transaction, and passes it the BYE request. The UAC MUST
onsider the session terminated (and therefore stop sending or
istening for media) as soon as the BYE request is passed to the

Lent transaction. If the response for the BYE is a 481
Call/Transaction Does Not Exist) or a 408 (Request Timeout) or no

 Gl
 

 
  

   
      

  n~ararFaAn0    
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a timeout is
he UAC MUST consider the

  

which al
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in Section 8.2. A UAS core receiving a BYE

if it matches an existing dialog. If the BYE does not
dialog, the UAS core SHOULD generate a 481
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E request for an existing dia
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invo    c
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vement
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traverse several proxies on its way to a UAS.
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Each will make routing
modifying the request before forwarding it to the next

Responses will route through the same set of proxies

  
arrives,
if

request may be mal

 

 client before acting as a proxy.

et. al.

in the reverse order.

role for a SIP element.

an element that can play the role of a proxy first decides
it needs to respond to the request on its own. For

When a request

 instance, the

lformed or the element may need credentials from the
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the

element is playing the role of a UAS and MUST behave as described in
Section 8.2.
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 The next several subsections are written
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16.2 Stateful Proxy

When stateful, a proxy is purely a SIP transaction processing engine. Its behavior is modeled here in terms of the server and client
transactions defined in Section 17. A stateful
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higher layer proxy pr
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 d with one or more client
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transaction. Requests from the server transaction are passed to a
proxy core. The proxy core determines where to route the request,
choosing one or more next—-hop locations. An outgoing request for
each next—-hop location is processed by its own associated client
transaction. The proxy core collects the responses from the client
transactions and uses them to send responses to the server
transaction. 
A stateful proxy creates a new server transaction for each new
request received. Any retransmissions of the request will then be
handled by that server transaction per Section 17. The proxy core
MUST behave as a UAS with respect to sending an immediate provisional
on that server transaction (such as 100 Trying) as described in
Section 8.2.6. Thus, a stateful proxy SHOULD NOT generate 100
(Irying) responses to non-INVITE requests.

     
This is a model of proxy behavior, not of software. An
implementation is free to take any approach that replicates the
external behavior this model defines. 
For all new requests, including any with unknown methods, an element
intending to proxy the request MUST: 

1. Validate the request (Section 16.3)

2. Preprocess routing information (Section 16.4)

3. Determine target(s) for the request (Section 16.5)
 

 

 

  

Proxy CT Client Transaction
S "Higher" Layer Cc
T T ST = Server Transaction     

   
 

  
 

Figure 3: Stateful Proxy Model
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Forward the request to each target (Section 16.6)

Process all responses (Section 16.7)

16.3 Request Validation

 Before an element can proxy a request, it MUST verify the message’s
validity. A valid message must pass the following checks:

1. Reasonable Syntax

URI scheme

Max—Forwards

(Optional) Loop Detection

Proxy—Require

Proxy—-Authorization

If any of these checks fail, the element MUST behave as a user agent
server

(see Section 8.2) and respond with an error code.

Notice that a proxy is not required to detect merged requests and
 MUST NOT treat merged requests as an error condition. The endpoints

receiving the requests will resolve the merge as described in Section
8.2.2.2.

1. Reasonable syntax check

The request MUST be well-formed enough to be handled with a server
transaction. Any components involved in the remainder of these
Request Validation steps or the Request Forwarding section MUST be
we

 
ma
ma

Thi

de

 
 

-formed. Any other components, well-formed or not, SHOULD be
 

 
 

ignored and remain unchanged when the message is forwarded. For
instance, an element would not reject a request because of a 

formed Date header field. Likewise, a proxy would not remove a
formed Date header field before forwarding a request.    

Ss protocol is designed to be extended. Future extensions may
 

fine new methods and header fields at any time. An element MUST
NOT refuse to proxy a request because it contains a method or
header field it does not know about.
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2. URI scheme check

If the Request-URI has a URI whose scheme is not understood by the
proxy, the proxy SHOULD reject the request with a 416 (Unsupported
URI Scheme) response.

3. Max-Forwards check

The Max—-Forwards header field (Section 20.22) is used to limit the

number of elements a SIP request can traverse.  
If the request does not contain a Max-Forwards header field, this
check is passed.

If the request contains a Max-Forwards header field with a field
value greater than zero, the check is passed.

  

     
If the request contains a Max-Forwards header field with a field

     
value of zero (0), the element MUST NOT forward the request. If
the request was for OPTIONS, the element MAY act as the final
recipient and respond per Section 11. Otherwise, the element MUST
return a 483 (Too many hops) response. 

4. Optional Loop Detection check

An element MAY check for forwarding loops before forwarding a
request. If the request contains a Via header field with a sent-
by value that equals a value placed into previous requests by the
proxy, the request has been forwarded by this element before. The
request has either looped or is legitimately spiraling through the
element. To determine if the request has looped, the element MAY
perform the branch parameter calculation described in Step 8 of
Section 16.6 on this message and compare it to the parameter

      
  

 
  

    received in that Via header field. If the parameters match, the
request has looped. If they differ, the request is spiraling, and
processing continues. If a loop is detected, the element MAY

 
return a 482 (Loop Detected) response.

5. Proxy-Require check

Future extensions to this protocol may introduce features that
require special handling by proxies. Endpoints will include a
Proxy—-Require header field in requests that use these features,
telling the proxy not to process the request unless the feature is
understood.
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If the request contains a Proxy-Require header field (Section
20.29) with one or more option-tags this element does not
understand, the element MUST return a 420 (Bad Extension)

response. The response MUST include an Unsupported (Section
20.40) header field listing those option-tags the element did not
understand.

 
 

   
6. Proxy-Authorization check

If an element requires credentials before forwarding a request,
the request MUST be inspected as described in Section 22.3. That
section also defines what the element must do if the inspection
fails.

 

16.4 Route Information Preprocessing

The proxy MUST inspect the Request-URI of the request. If the
Request-URI of the request contains a value this proxy previously
placed into a Record-Route header field (s Section 16.6 item 4),
the proxy MUST replace the Request-URI in the request with the last
value from the Route header field, and remove that value from the

Route header field. The proxy MUST then proceed as if it received
this modified request.

  
   

   
This will only happen when th lement sending the request to the
proxy (which may have been an endpoint) is a strict router. This
rewrite on receive is necessary to enable backwards compatibility
with those elements. It also allows elements following this
specification to preserve the Request-URI through strict-routing
proxies (see Section 12.2.1.1).

          
This requirement does not obligate a proxy to keep state in order
to detect URIs it previously placed in Record-Route header fields.
Instead, a proxy need only place enough information in those URIs
to recognize them as values it provided when they later appear.

     
If the Request-URI contains a maddr parameter, the proxy MUST check
to see if its value is in the set of addresses or domains the proxy
is configured to be responsible for. If the Request-URI has a maddr
parameter with a value the proxy is responsible for, and the request
was received using the port and transport indicated (explicitly or by
default) in the Request-URI, the proxy MUST strip the maddr and any
non-default port or transport parameter and continue processing as if
those values had not been present in the request.
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16.

A request may arrive with a maddr matching the proxy, but ona
port or transport different from that indicated in the URI. Such
a request needs to be forwarded to the proxy using the indicated
port and transport.

If the first value in the Route header field indicates this proxy,
the proxy MUST remove that value from the request. 
5 Determining Request Targets

 

Next, the proxy calculates the target(s) of the request. The set of   
  

targets wi ither be predetermined by the contents of the request
or will be obtained from an abstract location service. Each target
in the set is represented as a URI.

If the Request-URI of the request contains an maddr parameter, the
Request-URI MUST be placed into the target set as the only target
URI, and the proxy MUST proceed to Section 16.6.

 
If the domain of the Request-URI indicates a domain this element is
not responsible for, the Request-URI MUST be placed into the target
set as the only target, and the element MUST proceed to the task of
Request Forwarding (Section 16.6).

    

There are many circumstances in which a proxy might receive a
request for a domain it is not responsible for. A firewall proxy
handling outgoing calls (the way HTTP proxies handle outgoing
requests) is an example of where this is likely to occur.

     

If the target set for the request has not been predetermined as
described above, this implies that the element is responsible for the
domain in the Request-URI, and the element MAY use whatever mechanism
it desires to determine where to send the request. Any of these
mechanisms can be modeled as accessing an abstract Location Service.
This may consist of obtaining information from a location service
created by a SIP Registrar, reading a database, consulting a presence
server, utilizing other protocols, or simply performing an
algorithmic substitution on the Request-URI. When accessing the
location service constructed by a registrar, the Request-URI MUST
first be canonicalized as described in Section 10.3 before being used
as an index. The output of these mechanisms is used to construct the
target set.

    
 

      

 
If the Request-URI does not provide sufficient information for the
proxy to determine the target set, it SHOULD return a 485 (Ambiguous)
response. This response SHOULD contain a Contact header field
containing URIs of new addresses to be tried. For example, an INVIT!

 

 Gl
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to sip:John.Smith@company.com may be ambiguous at a proxy whose
location service has multiple John Smiths listed. See Section
21.4.23 for details.

 
Any information in or about the request or the current environment of
the element MAY be used in the construction of the target set. For
instance, different sets may be constructed depending on contents or
the presence of header fields and bodies, the time of day of the
request’s arrival, the interface on which the request arrived,
failure of previous requests, or even the element’s current level of
utilization.

  
 

    
As potential targets are located through these services, their URIs
are added to the target set. Targets can only be placed in the
target set once. If a target URI is already present in the set
(based on the definition of equality for the URI type), it MUST NOT
be added again.

 

A proxy MUST NOT add additional targets to the target set if the
Request-URI of the original request does not indicate a resource this
proxy is responsible for.

 
A proxy can only change the Request-URI of a request during
forwarding if it is responsible for that URI. If the proxy is not
responsible for that URI, it will not recurse on 3xx or 416
responses as described below.

  
 

  
If the Request-URI of the original request indicates a resource this
proxy is responsible for, the proxy MAY continue to add targets to
the set after beginning Request Forwarding. It MAY use any
information obtained during that processing to determine new targets.
For instance, a proxy may choose to incorporate contacts obtained in
a redirect response (3xx) into the target set. If a proxy uses a
dynamic source of information while building the target set (for
instance, if it consults a SIP Registrar), it SHOULD monitor that
source for the duration of processing the request. New locations
SHOULD be added to the target set as they become available. As
above, any given URI MUST NOT be added to the set more than once.

 

       

Allowing a URI to be added to the set only once reduces
unnecessary network traffic, and in the case of incorporating
contacts from redirect requests prevents infinite recursion.  

For example, a trivial location service is a "no-op", where the
target URI is equal to the incoming request URI. The request is sent
to a specific next hop proxy for further processing. During request
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16.

forwarding of Section 16.6, Item 6, the identity of that next hop,
expressed as a SIP or SIPS URI, is inserted as the top-most Route
header field value into the request.

 
If the Request-URI indicates a resource at this proxy that does not
exist, the proxy MUST return a 404 (Not Found) response.

 

If the target set remains empty after applying all of the above, the
proxy MUST return an error response, which SHOULD be the 480
(Temporarily Unavailable) response.

 
6 Request Forwarding

As soon as the target set is non-empty, a proxy MAY begin forwarding
the request. A stateful proxy MAY process the set in any order. It
MAY process multiple targets serially, allowing each client
transaction to complete before starting the next. It MAY start
client transactions with every target in parallel. It also MAY
arbitrarily divide the set into groups, processing the groups
serially and processing the targets in each group in parallel.

 
     

A common ordering mechanism is to use the qvalue parameter of targets
obtained from Contact header fields (see Section 20.10). Targets are
processed from highest qvalue to lowest. Targets with equal qvalues
may be processed in parallel.

  
A stateful proxy must have a mechanism to maintain the target set as
responses are received and associate the responses to each forwarded
request with the original request. For the purposes of this model,
this mechanism is a "response context" created by the proxy layer
before forwarding the first request.

 

For each target, the proxy forwards the request following these
steps:

1. Make a copy of the received request

2. Update the Request-URI

3. Update the Max-Forwards header field
 

4. Optionally add a Record-route header field value
 

    
5. Optionally add additional header fields

 
6. Postprocess routing information

7. Determine the next-hop address, port, and transport
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8. Add a Via header field value

9. Add a Content-Length header field if necessary

10. Forward the new request

11. Set timer C

 Each of these steps is detailed below:

1. Copy request

The proxy starts with a copy of the received request. The copy
MUST initially contain all of the header fields from the
received request. Fields not detailed in the processing
described below MUST NOT be removed. The copy SHOULD maintain
the ordering of the header fields as in the received request.
The proxy MUST NOT reorder field values with a common field
name (See Section 7.3.1). The proxy MUST NOT add to, modify,
or remove the message body.

 

         
 

An actual implementation need not perform a copy; the primary
requirement is that the processing for each next hop begin with
the same request.

 

2. Request-URI

The Request-URI in the copy’s start line MUST be replaced with
the URI for this target. If the URI contains any parameters
not allowed in a Request-URI, they MUST be removed.  
This is the essence of a proxy’s role. This is the mechanism
through which a proxy routes a request toward its destination. 
In some circumstances, the received Request-URI is placed into
the target set without being modified. For that target, the
replacement above is effectively a no-op.

 

3. Max-Forwards

If the copy contains a Max-Forwards header field, the proxy
UST decrement its value by one (1).

If the copy does not contain a Max-Forwards header field, the
proxy MUST add one with a field value, which SHOULD be 70.

 
 

Some existing UAsS will not provide a Max-Forwards header field
in a request.
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The URI placed in the Record-Route header field MUST resolve
 

the element inserting it (or a suitable stand-in) when the
server location procedures of [4] are applied to it, so that
subsequent requests reach the same SIP element. If the
Request-URI contains a SIPS URI, or the topmost Route header
field value (after the post processing of bullet 6) contains

 
 
  SIPS URI, the URI placed into the Record-Route header field

MUST be a SIPS URI. Furthermore, if the request was not
received over TLS, the proxy MUST insert a Record-Route header  
field. In a similar fashion, a proxy that receives a request

  
over TLS, but generates a request without a SIPS URI in the
Request-URI or topmost Route header field value  
processing of bullet 6), MUST insert a Record-Route header

 

field that is not a SIPS URI.

A proxy at a security perimeter must remain on the perimeter
throughout the dialog.
  

If the URI placed in the Record-Route header field n
 

rewritten when it passes back through in a response, the URI  
MUST be distinct enough to locate at that time. may spiral through this proxy, resulting in more than one
Record-Route header field value being added). Item 8 of
Section 16.7 recommends a mechanism to make the URI

 

     sufficiently distinct.

   
The proxy MAY include parameters in the Record-Route header
field value. These will be echoed in some responses to the
request such as the 200 (OK) responses to INVITE. Such
parameters may be useful for keeping state in the message

 
rather than the proxy.  
If a proxy needs to be in the path of any type of dialog

 
as one straddling a firewall), it SHOULD add a Record-Route
header field value to every request with a method it does not
understand since that method may have dialog semantics.
 

The URI a proxy places into a Record-Rout
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algorithm used to compute the hash is implementation-dependent,  but MD5 (RFC 1321 [35]), expressed in hexadecimal, is a
reasonable choice. (Base64 is not permissible for a token.)

If a proxy wishes to detect loops, the "branch" parameter it
supplies MUST depend on all information affecting processing of
a request, including the incoming Request-URI and any header
fields affecting the request’s admission or routing. This is
necessary to distinguish looped requests from requests whose
routing parameters have changed before returning to this
server.

  
 

    

 
The request method MUST NOT be included in the calculation of
the branch parameter. In particular, CANCEL and ACK requests
(for non-2xx responses) MUST have the same branch value as the
corresponding request they cancel or acknowledge. The branch
parameter is used in correlating those requests at the server
handling them (see Sections 17.2.3 and 9.2).

  
 

 
9. Add a Content-Length header field if necessary

 

If the request will be sent to the next hop using a stream-—
based transport and the copy contains no Content-Length header
field, the proxy MUST insert one with the correct value for the
body of the request (see Section 20.14).

 
10. Forward Request

A stateful proxy MUST create a new client transaction for this
request as described in Section 17.1 and instructs the
transaction to send the request using the address, port and
transport determined in step 7.

 

   
11. Set timer C

In order to handle the case where an INVITE request never
generates a final response, the TU uses a timer which is called  timer C. Timer C MUST be set for each client transaction when

an INVITE request is proxied. The timer MUST be larger than 3
minutes. Section 16.7 bullet 2 discusses how this timer is   
updated with provisional responses, and Section 16.8 discusses
processing when it fires.
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16.7 Response Processing

When a response is received by an element, it first tries to locate a
 

client transaction (Section 17.1.3) matching the response. If none

 
  is found, the element MUST process the response (even if it is an

informational response) as a stateless proxy (described below). If a

  
match is found, the response is handed to the client transaction. 

Forwarding responses for which a client transaction (or more
generally any knowledge of having sent an associated request) is
not found improves robustness. In particular, it ensures that

 

 
  

"late" 2xx responses to INVITE requests are forwarded properly.

As client transactions pass responses to the proxy layer, the
following processing MUST take place:

1.

 
Find the appropriate response context

Update timer C for provisional responses

Remove the topmost Via

Add the response to the response context

Check to see if this response should be forwarded immediately

When necessary, choose the best final response from the
response context

If no final response has been forwarded after every client
transaction associated with the response context has been terminated,
the proxy must choose and forward the "best" response from those it
has seen so far.

  
The following processing MUST be performed on each response that is
forwarded. It is likely that more than one response to each request
will be forwarded: at least each provisional and one final response.

7.

8.

9.

10.

Rosenberg,

 

 
 

Aggregate authorization header field values if necessary
 

Optionally rewrite Record-Route header field values

Forward the response

 Generate any necessary CANCEL requests
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   Each of the above steps are detailed below:

1. Find Context

The proxy locates the "response context" it created before
forwarding the original request using the key described in
Section 16.6. The remaining processing steps take place in
this context.

 

   
2. Update timer C for provisional responses

For an INVITE transaction, if the response is a provisional
response with status codes 101 to 199 inclusive (i.e., anything
but 100), the proxy MUST reset timer C for that client
transaction. The timer MAY be reset to a different value, but

this value MUST be greater than 3 minutes.
 

 3. Via

The proxy removes the topmost Via header field value from the
response.

If no Via header field values remain in the response, the
response was meant for this element and MUST NOT be forwarded.
The remainder of the processing described in this section is
not performed on this message, the UAC processing rules
described in Section 8.1.3 are followed instead (transport
layer processing has already occurred).

  

 
This will happen, for instance, when th lement generates
CANCEL requests as described in Section 10.

 

 

4. Add response to context

 
Final responses received are stored in the response context
until a final response is generated on the server transaction
associated with this context. The response may be a candidate
for the best final response to be returned on that server
transaction. Information from this response may be needed in
forming the best response, even if this response is not chosen.

  
  

If the proxy chooses to recurse on any contacts in a 3xx
response by adding them to the target set, it MUST remove them
from the response before adding the response to the response
context. However, a proxy SHOULD NOT recurse to a non-SIPS URI

if the Request-URI of the original request was a SIPS URI. If
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the proxy recurses on all of the contacts in a 3xx response,
the proxy SHOULD NOT add the resulting contactless response to
the response context.

Removing the contact before adding the response to the response
context prevents the next element upstream from retrying a
location this proxy has already attempted.

 
3xx responses may contain a mixture of SIP, SIPS, and non-SIP
URIs. A proxy may choose to recurse on the SIP and SIPS URIs
and place the remainder into the response context to be
returned, potentially in the final response. 

If a proxy receives a 416 (Unsupported URI Scheme) response to
a request whose Request-URI scheme was not SIP, but the scheme
in the original received request was SIP or SIPS (that is, the
proxy changed the scheme from SIP or SIPS to something else
when it proxied a request), the proxy SHOULD add a new URI to
the target set. This URI SHOULD be a SIP URI version of the
non-SIP URI that was just tried. In the case of the tel URL,
this is accomplished by placing the telephone-subscriber part
of the tel URL into the user part of the SIP URI, and setting
the hostpart to the domain where the prior request was sent.
See Section 19.1.6 for more detail on forming SIP URIs from tel
URLS.

 
   

 
As with a 3xx response, if a proxy "recurses" on the 416 by
trying a SIP or SIPS URI instead, the 416 response SHOULD NOT
be added to the response context.

 
5. Check response for forwarding

Until a final response has been sent on the server transaction,
the following responses MUST be forwarded immediately:

 
- Any provisional response other than 100 (Trying)

—- Any 2xx response

If a 6xx response is received, it is not immediately forwarded,
but the stateful proxy SHOULD cancel all client pending
transactions as described in Section 10, and it MUST NOT create

any new branches in this context.

This is a change from RFC 2543, which mandated that the proxy
was to forward the 6xx response immediately. For an INVITE
transaction, this approach had the problem that a 2xx response
could arrive on another branch, in which case the proxy would
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have to forward the 2xx. The result was that the UAC could

receive a 6xx response followed by a 2xx response, which should
never be allowed to happen. Under the new rules, upon
receiving a 6xx, a proxy will issue a CANCEL request, which
will generally result in 487 responses from all outstanding
client transactions, and then at that point the 6xx is
forwarded upstream.

       
   

After a final response has been sent on the server transaction,
the following responses MUST be forwarded immediately:

- Any 2xx response to an INVITE request 

A stateful proxy MUST NOT immediately forward any other
responses. In particular, a stateful proxy MUST NOT forward
any 100 (Trying) response. Those responses that are candidates
for forwarding later as the "best" response have been gathered
as described in step "Add Response to Context".

 

 

Any response chosen for immediate forwarding MUST be processed
as described in steps "Aggregate Authorization Header Field
Values" through "Record-Route".

   
  

This step, combined with the next, ensures that a stateful
proxy will forward exactly one final response to a non-INVITE
request, and either exactly one non-2xx response or one or more
2xx responses to an INVITE request.

  
Choosing the best response

A stateful proxy MUST send a final response to a response
context’s server transaction if no final responses have been
immediately forwarded by the above rules and all client
transactions in this response context have been terminated.  
The stateful proxy MUST choose the "best" final response among
those received and stored in the response context.

If there are no final responses in the context, the proxy MUST
send a 408 (Request Timeout) response to the server
transaction.

Otherwise, the proxy MUST forward a response from the responses
stored in the response context. It MUST choose from the 6xx
class responses if any exist in the context. If no 6xx class
responses are present, the proxy SHOULD choose from the lowest
response class stored in the response context. The proxy MAY
select any response within that chosen class. The proxy SHOULD
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give preference to responses that provide information affecting
resubmission of this request, such as 401, 407, 415, 420, and
484 if the 4xx class is chosen.

 

 
A proxy which receives a 503 (Service Unavailable) response
SHOULD NOT forward it upstream unless it can determine that any
subsequent requests it might proxy will also generate a 503.
In other words, forwarding a 503 means that the proxy knows it
cannot service any requests, not just the one for the Request-—
URI in the request which generated the 503. If the only
response that was received is a 503, the proxy SHOULD generate
a 500 response and forward that upstream.

 

The forwarded response MUST be processed as described in steps
"Aggregate Authorization Header Field Values" through "Record-
Route”.

For example, if a proxy forwarded a request to 4 locations, and
received 503, 407, 501, and 404 responses, it may choose to
forward the 407 (Proxy Authentication Required) response.

lxx and 2xx responses may be involved in the establishment of
dialogs. When a request does not contain a To tag, the To tag
in the response is used by the UAC to distinguish multiple
responses to a dialog creating request. A proxy MUST NOT
insert a tag into the To header field of a 1xx or 2xx response
if the request did not contain one. A proxy MUST NOT modify
the tag in the To header field of a 1xx or 2xx response.

   
  

Since a proxy may not insert a tag into the To header field of
a 1xx response to a request that did not contain one, it cannot
issue non-100 provisional responses on its own. However, it
can branch the request to a UAS sharing the same element as the
proxy. This UAS can return its own provisional responses,
entering into an early dialog with the initiator of the
request. The UAS does not have to be a discreet process from
the proxy. It could be a virtual UAS implemented in the same
code space as the proxy.

 

        
 

3-6xx responses are delivered hop-by-hop. When issuing a 3-6xx
response, the element is effectively acting as a UAS, issuing
its own response, usually based on the responses received from
downstream elements. An element SHOULD preserve the To tag
when simply forwarding a 3-6xx response to a request that did
not contain a To tag.

 

   

 

A proxy MUST NOT modify the To tag in any forwarded response to
a request that contains a To tag. 
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While it makes no difference to the upstream elements if the
proxy replaced the To tag in a forwarded 3-6xx response,
preserving the original tag may assist with debugging.

  
When the proxy is aggregating information from several
responses, choosing a To tag from among them is arbitrary, and
generating a new To tag may make debugging easier. This
happens, for instance, when combining 401 (Unauthorized) and
407 (Proxy Authentication Required) challenges, or combining
Contact values from unencrypted and unauthenticated 3xx
responses.

  

Aggregate Authorization Header Field Values

If the selected response is a 401 (Unauthorized) or 407 (Proxy
Authentication Required), the proxy MUST collect any WWW-
Authenticate and Proxy-Authenticate header field values from
all other 401 (Unauthorized) and 407 (Proxy Authentication
Required) responses received so far in this response context
and add them to this response without modification before
forwarding. The resulting 401 (Unauthorized) or 407 (Proxy
Authentication Required) response could have several WWW-
Authenticate AND Proxy-Authenticate header field values.

 

   

  

     
This is necessary because any or all of the destinations the
request was forwarded to may have requested credentials. The
client needs to receive all of those challenges and supply
credentials for each of them when it retries the request.
Motivation for this behavior is provided in Section 26.

 
     

Record-Route

 

If the selected response contains a Record-Route header field
value originally provided by this proxy, the proxy MAY choose
to rewrite the value before forwarding the response. This
allows the proxy to provide different URIs for itself to the
next upstream and downstream elements. A proxy may choose to
use this mechanism for any reason. For instance, it is useful
for multi-homed hosts.

 

  
  

If the proxy received the request over TLS, and sent it out
over a non-TLS connection, the proxy MUST rewrite the URI in
the Record-Route header field to be a SIPS URI. If the proxy
received the request over a non-TLS connection, and sent it out
over TLS, the proxy MUST rewrite the URI in the Record-Route
header field to be a SIP URI.
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The new URI provided by the proxy MUST satisfy the same
constraints on URIs placed in Record-Route header fields in
requests (see Step 4 of Section 16.6) with the following
modifications:

 

 
The URI SHOULD NOT contain the transport parameter unless the
proxy has knowledge that the next upstream (as opposed to
downstream) element that will be in the path of subsequent
requests supports that transport.

When a proxy does decide to modify the Record-Route header
field in the response, one of the operations it performs is
locating the Record-Route value that it had inserted. If the
request spiraled, and the proxy inserted a Record-Route valu
in each iteration of the spiral, locating the correct value in
the response (which must be the proper iteration in the reverse

  
     direction) is tricky. The rules above recommend that a proxy

wishing to rewrite Record-Route header field values insert
sufficiently distinct URIs into the Record-Route header field

    

so that the right one may be selected for rewriting. A
RECOMMENDED mechanism to achieve this is for the proxy to
append a unique identifier for the proxy instance to the user
portion of the URI.

 
 
 

  
 

hen the response arrives, the proxy modifies the first
cord-Route whose identifier matches the proxy instance. The

odification results in a URI without this piece of data
peended to the user portion of the URI. Upon the next
teration, the same algorithm (find the topmost Record-Route
eader field value with the parameter) will correctly extract
he next Record-Route header field value inserted by that

proxy.

      
 

 t¢yroOBDS    

 
Not every response to a request to which a proxy adds a
Record-Route header field value will contain a Record-Route

header field. If the response does contain a Record-Route
header field, it will contain the value the proxy added.

 

 

   

Forward response

After performing the processing described in steps "Aggregate
Authorization Header Field Values" through "Record-Route", the
proxy MAY perform any feature specific manipulations on the
selected response. The proxy MUST NOT add to, modify, or
remove the message body. Unless otherwise specified, the proxy
MUST NOT remove any header field values other than the Via
header field value discussed in Section 16.7 Item 3. In

particular, the proxy MUST NOT remove any "received" parameter
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10. Generate CANCELs

If the forwarded response was a final response, the proxy MUST
generate a CANCEL request for a pending client transactions
associated with this response context. A proxy SHOULD also
generate a CANCEL request for a pending client transactions
associated with this response context when it receives a 6x%x
response. A pending client transaction is one that has
received a provisional response, but no final response (it is
in the proceeding state) and has not had an associated CANCEL
generated for it. Generating CANCEL requests is described in
Section 9.1.

The requirement to CANCEL pending client transactions upon
forwarding a final response does not guarantee that an endpoint
will not receive multiple 200 (OK) responses to an INVITE. 200
(OK) responses on 
the CANCEL requests can
reasonable to expect that a future extension may override this
requirement to issue CANC 

16.8 Processing Timer C

 

     

more  
 

 

Further, it

EL requests.

 

  
  

than one branch may be generated before
be sent and processed. is 

If timer C should fire, the proxy MUST either reset the timer with
any value it chooses, or terminate the client transaction. If the
client transaction has received a provisional response, the proxy
MUST generate a CANCEL request matching that transaction. If the
client transaction has not received a provisional response, the proxy
MUST behave as if the transaction received a 408 (Request Timeout)
response.
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Allowing the proxy to reset the timer allows the proxy to dynamically
extend the transaction’s lifetime based on current conditions

the timer fires. 
as utilization) when
 

   
9 Handling Transport

 

 

Errors

(such

If the transport layer notifies a proxy of an error when it tries to
forward a request (see Section 18.4),

forwarded request received a 503

If the proxy is notified of an error when forwarding a response,
The proxy SHOULD NOT canceldrops the response.

(Service Unavailable)
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it
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16.11 Stateless Proxy

 
When acting statelessly, a proxy is a simple message forwarder. Much
of the processing performed when acting statelessly is the same as
when behaving statefully. The differences are detailed her

   

A stateless proxy does not have any notion of a transaction, or of
the response context used to describe stateful proxy behavior.
Instead, the stateless proxy takes messages, both requests and
responses, directly from the transport layer (See section 18). Asa
result, stateless proxies do not retransmit messages on their own.
T
n

°
a

 

 
 hey do, however, forward all retransmissions they receive (they do

ot have the ability to distinguish a retransmission from the
riginal message). Furthermore, when handling a request statelessly,
n element MUST NOT generate its own 100 (Trying) or any other

provisional response.

    
A stateless proxy MUST validate a request as described in Section
16.3

 

  
A stateless proxy MUST follow the request processing steps described
in Sections 16.4 through 16.5 with the following exception:

  
o A stateless proxy MUST choose one and only one target from the

target set. This choice MUST only rely on fields in the
message and time-invariant properties of the server. In
particular, a retransmitted request MUST be forwarded to the
same destination each time it is processed. Furthermore,
CANCEL and non-Routed ACK requests MUST generate the same
choice as their associated INVITE.

   

    
A stateless proxy MUST follow the request processing steps described
in Section 16.6 with the following exceptions:

   

 
o The requirement for unique branch IDs across space and time

applies to stateless proxies as well. However, a stateless
proxy cannot simply use a random number generator to compute
the first component of the branch ID, as described in Section

16.6 bullet 8. This is because retransmissions of a request
need to have the same value, and a stateless proxy cannot tell
a retransmission from the original request. Therefore, the
component of the branch parameter that makes it unique MUST be
the same each time a retransmitted request is forwarded. Thus
for a stateless proxy, the branch parameter MUST be computed as
a combinatoric function of message parameters which are
invariant on retransmission.
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Response processing as described in Section 16.7 does not apply to a
proxy behaving statelessly. When a response arrives at a stateless
proxy, the proxy MUST inspect the sent-by value in the first
(topmost) Via header field value. If that address matches the proxy,
(it equals a value this proxy has inserted into previous requests)
the proxy MUST remove that header field value from the response and
forward the result to the location indicated in the next Via header

field value. The proxy MUST NOT add to, modify, or remove the
message body. Unless specified otherwise, the proxy MUST NOT remove
any other header field values. If the address does not match the
proxy, the message MUST be silently discarded.

     

     
    

  
16.12 Summary of Proxy Route Processing

In the absence of local policy to the contrary, the processing a
proxy performs on a request containing a Route header field can be
summarized in the following steps.

 
   1. The proxy will inspect the Request-URI. If it indicates a

resource owned by this proxy, the proxy will replace it with
the results of running a location service. Otherwise, the 
proxy will not change the Request-—-URI.  

   

 

2. The proxy will inspect the URI in the topmost Route header
field value. If it indicates this proxy, the proxy removes it
from the Route header field (this route node has been
reached).

3. The proxy will forward the request to the resource indicated  by the URI in the topmost Route header field value or in the
Request-URI if no Route header field is present. The proxy
determines the address, port and transport to use when
forwarding the request by applying the procedures in [4] to
that URI.

 

If no strict-routing elements are encountered on the path of the
request, the Request-URI will always indicate the target of the
request.

 16.12.1 Examples
 

  
 

16.12.1.1 Basic SIP Trapezoid

This scenario is the basic SIP trapezoid, Ul -> Pl -> P2 -> U2, with
both proxies record-routing. Here is the flow.
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Ul sends:

INVITE sip:callee@domain.com SIP/2.0
Contact: sip:caller@ul.example.com

 
 

 
to Pl. Pl is an outbound proxy. Pl is not responsible for
domain.com, so it looks it up in DNS and sends it there. It also
adds a Record-Route header field value:

  
  

 INVITE sip:callee@domain.com SIP/2.0
Contact: sip:caller@ul.example.com
Record-Route: <sip:pl.example.com;1r>

 

   
P2 gets this. It is responsible for domain.com so it runs a location
service and rewrites the Request-URI. It also adds a Record-Route
header field value. There is no Route header field, so it resolves

the new Request-URI to determine where to send the request:

 
  

INVITE sip:callee@u2.domain.com SIP/2.0
Contact: sip:caller@ul.example.com
Record-Route: <sip:p2.domain.com;1r>
Record-Route: <sip:pl.example.com;1r>

 
The callee at u2.domain.com gets this and responds with a 200 OK:

SIP/2.0 200 OK

Contact: sip:callee@u2.domain.com
Record-Route: <sip:p2.domain.com;1r>
Record-Route: <sip:pl.example.com;1lr>

The callee at u2 also sets its dialog state’s remote target URI to
sip:caller@ul.example.com and its route set to:

      
(<sip:p2.domain.com;lr>,<sip:pl.example.com;1r>)

This is forwarded by P2 to Pl to Ul as normal. Now, Ul sets its
dialog state’s remote target URI to sip:callee@u2.domain.com and its
route set to:

(<sip:pl.example.com;lr>,<sip:p2.domain.com;1r>)

Since all the route set elements contain the lr parameter, Ul
constructs the following BYE request:

   
 

   BYE sip:callee@u2.domain.com SIP/2.0
Route: <sip:pl.example.com;lr>,<sip:p2.domain.com;1r>

 

 

Rosenberg, et. al. Standards Track [Page 119]

AppleInc.
Ex. 1004 - Page 674



Apple Inc.
Ex. 1004 - Page 675

RFC 3261 SIP:

As any other element

Session Initiation Protocol June 2002

(including proxies) would do, it resolves the
URI in the topmost Route header field value using DNS to determine

 
 

where to send the request. This goes to Pl. Pl notices that it is
not responsible for the resource indicated in the Request-URI so it
doesn’t change it.
Route header field,

request to P2:     
P2 also notices it

the Request-URI (it
u2.domain.com), so
first Route header

 
following to u2.doma
Request—-URI:

  BYE sip:callee@u
 

2

     
It does see that it is the first value in the

so it removes that value, and forwards the

BYE sip:callee@u2.domain.com SIP/2.0
Route: <sip:p2.domain.com;1lr>

s not responsible for the resource indicated by
is responsible for domain.com, not  

it doesn’t change it. It does see itself in the
1eld value, so it removes it and forwards the

in.com based on a DNS lookup against the

  
-domain.com SIP/2.0

16.12.1.2 Traversing a Strict-Routing Proxy  
In this scenario, a dialog is established across four proxies, each   of which adds Record-Route header field values. The third proxy
implements the strict-routing procedures specified in RFC 2543 and
many works in progress.

U1l->P1->P2->P3->P4->U2

The INVITE arriving at U2 contains:
 

  INVITE sip:callee@u2.domain.com SIP/2.0
  

Contact: sip:cal
 

ler@ul.example.com
Record-Route: <sip:p4.domain.com;1r>
Record-Route: <sip:p3.middle.com>
Record-Route: <sip:p2.example.com;1r>
Record-Route: <sip:pl.example.com;1r>

  

  

Which U2 responds to with a 200 OK. Later, U2 sends the following
  
 

  

  

Rosenberg, et. al.

BYE request to P4 based on the first Route header field value.

BYE sip:caller@ul.example.com SIP/2.0
Route: <sip:p4.domain.com;1lr>
Route: <sip:p3.middle.com> 
Route: <sip:p2.example.com;lr>  Route: <sip:pl.example.com;lr>
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P4 is not responsible for the resource indicated in the Request—-URI
so it will leave it alone. It notices that it is the element in the

first Route header field value so it removes it. It then prepares to
send the request based on the now first Route header field value of
sip:p3.middle.com, but it notices that this URI does not contain the
lr parameter, so before sending, it reformats the request to be:

   

      
  BYE sip:p3.middle.com SIP/2.0

Route: <sip:p2.example.com;lr>
Route: <sip:pl.example.com;1r>
Route: <sip:caller@ul.example.com>

      
P3 is a strict router, so it forwards the following to P2:

  BYE sip:p2.example.com;lr SIP/2.0
Route: <sip:pl.example.com;lr>
Route: <sip:caller@ul.example.com>

 

   

P2 sees the request-URI is a value it placed into a Record-Route
header field, so before further processing, it rewrites the request
to be:

 

   BYE sip:caller@ul.example.com SIP/2.0
Route: <sip:pl.example.com;1lr> 

P2 is not responsible for ul.example.com, so it sends the request to
Pl based on the resolution of the Route header field value.

 
Pl notices itself in the topmost Route header field value, so it
removes it, resulting in:   

BYE sip:caller@ul.example.com SIP/2.0
 

Since Pl is not responsible for ul.example.com and there is no Route
header field, Pl will forward the request to ul.example.com based on
the Request-URI.

 
16.12.1.3 Rewriting Record-Route Header Field Values
 

In this scenario, Ul and U2 are in different private namespaces and
they enter a dialog through a proxy Pl, which acts as a gateway
between the namespaces.

 

U1->P1->U2
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SIP: Session In

 
INVITE sip:cal
Contac <sip:cal
Record-Route:   sends this 200 (OK)

SIP/2.0 200 OK

Contact: <sip:cal Record-Route:

back to P
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ee@gateway.leftprivatespace.com SIP/2.0
<sip:caller@ul.leftprivatespace.com>

ts location service and sends the following to U2:

ee@rightprivatespace.com SIP/2.0
ller@ul.leftprivatespace.com>

<sip:gateway.rightprivatespace.com;lr>

1:

llee@u2.rightprivatespace.com>
<sip:gateway.rightprivatespace.com;lr>

rewrites its Record-Route header parameter to provide a value that
will find useful,

SIP/2.0 200 OK

Contact: <sip:cal
Record-Route:  

 
 

llee@u2.rig
<sip:gateway.leftprivatespace.com;lr>

and sends t

ht

 

 
he following to UL:

privatespace.com>

 

   er, Ul sends the following BYE request to Pl:

BYE sip:callee@u2.rightprivatespace.com SIP/2.0
Route: <sip:gateway.leftprivatespace.com;lr> 

which Pl forwards to U2 as:

17 Tra

SIP is a transactional

pla

BtBYE 
 

  nsactions

ce ina series of
l protocol:
independent 

sip:callee@u2.rightprivatespace.com SIP/2.0

interactions between components take
message exchanges. Specifically, a

SIP transaction consists of a single request and any responses to
tha
one

reques
tra

a2

par

Rosenb

t request, which
 

 or more fina
was an INVITI!

nsaction also inc

 

 
responses.
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xx response. If
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The
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Q

In

(known as
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he response
the transaction.

reason for this separation is rooted in t
(OK) respo

iver them all to the UAC,

Standar

include zero or more provisional responses and
the case of a transaction where the

an INVITE transaction), the

K only if the final response was not
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and the UAC alone

(see Section
it is 

client side
 

as a client transaction and the server side as a server
The client

th
transaction sends the  

The cli
request, 

       
executes the server transaction.

client transaction,
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Th  the inbound proxy.
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in Section 4.
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nt and server

functions that are embedded in any number of
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The outbound proxy also executes a
which sends the request to a server transaction

That proxy also executes a client transaction,
ich in turn sends the request to a server transaction in the UAS.
is is shown in Figure 4.
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Figure 4: Transaction relationships

 
A stateless proxy does not contain a client or server transaction.
The transaction exists between the UA or stateful

and the UA or stateful proxy on the other side.
transactions are concerned,

transparent.

request from the el
element the

proxy),

Rosenberg,
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The INVITE transaction is different from those of other methods

 
because of its extended duration. Normally, human input is required
in order to respond to an INVITE. The long delays expected for
sending a response argue for a three-way handshake. On the other
hand, requests of other methods are expected to complete rapidly.
Because of the non-INVITE transaction’s reliance on a two-way
handshake, TUs SHOULD respond immediately to non-INVITE requests.

    
17.1.1 INVITE

r,
 Client Transaction

17.1.1.1 Overview of INVITE Transaction

The client

the server transaction sends responses,
sends an ACK. For unreliable transports

transaction retransmits requests at an
interval that starts at Tl seconds and doubles after every
etransmission. Tl is an estimate of the round-trip time (RTT),

defaults to 500 ms. Nearly all of the transaction timers
ibed here scale with Tl, and changing Tl adjusts their values.

he request is not retransmitted over reliable transports. After
ing a 1xx response, any retransmissions cease altogether, and

he client waits for further responses. The server transaction can
end additional 1xx responses, which are not transmitted reliably by
he server transaction. Eventually, the server transaction decides

to send a final response. For unreliable transports, that response
is retransmitted periodically, and for reliable transports, it is
sent once. For each final response that is received at the client
transaction, the client transaction sends an ACK, the purpose of
which is to quench retransmissions of the response.

he INVITE transaction consists of a three-way handshake.
ransaction sends an INVITE,
nd the client transaction

UDP), the client

 

T

t
a

(
   and

     

    
 

 
       

   
17.1.1.2 Formal Description

 

for the INVITE Lent transaction is shown in

igure 5. The initial state, "calling", MUST be entered when the TU
nitiates a new client transaction with an INVITE request. The

Lent transaction MUST pass the request to the transport layer for
ransmission (see Section 18). If an unreliable transport is being

ed, the client transaction MUST start timer A with a value of Tl.

a reliable transport is being used, the client transaction SHOULD
T start timer A (Timer A controls request retransmissions). For

ny transport, the client transaction MUST start timer B with a value

The state machine  c        
       Mh   oO  

  
 OMZHatoabrFA  

64*T1l seconds

When timer A fires,

(Ti

 
mer B controls tra
 

the client transac

nsaction timeouts).
 
tion MUST retransmit the   

request by passing it to the transport
timer with a value of 2*T1l.

layer, and MUST reset the
The formal definition of retransmit 
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default is 64*T1l. However, the client transaction does not know the

value of Tl in use by the server transaction, so an absolute minimum
of 32s is used instead of basing Timer D on Tl.

    
Any retransmissions of the final response that are received while in
the "Completed" state MUST cause the ACK to be re-passed to the
transport layer for retransmission, but the newly received respons
MUST NOT be passed up to the TU. A retransmission of the response is
defined as any response which would match the same client transaction
based on the rules of Section 17.1.3.
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| INVITE from TU
Timer A fires | INVITE sent

Reset A, Vv Timer B fires

INVITE sent or Transport Err.
+---------|sdHR--------4tinform TU

Calling
po--———-— > —------------->

2%X

| | 2xx to TU
| | lxx

300-699 |1lxx to TU
ACK sent |

resp. to TU 1xXx V
ixx to TU —-—----—-——-——+4+

Fora |

|Proceeding |--------------— >
}—-—--—---— > | 2XX

+-----------4t 2xx to TU

300-699 |
ACK sent, |

resp. to TU|
| NOTE:

300-699 Vv

ACK sent Transport Err transitions
+--------- Inform TU labeled with

Completed |-—------------- > the event
f—-—------— > over the action

to take

“ |
| Timer D fires
|
|

V

Terminated |<-—---—---—-------4

Figure 5: INVITE client transaction

If timer D fires while the client transaction is in the "Completed"
state,

When
 

the cl 

in either the "Calling" or "Proceeding" states,

lient transaction MUST move to the terminated state.

reception of a
2xx response MUST cause the client transaction to enter the “Terminated” state, and the response MUST be passed up to the TU.
The handling of this response depends on whether the TU is a proxy
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core or a UAC core. A UAC core wi handle generation of the ACK for
this response, while a proxy core will always forward the 200 (OK)
upstream. The differing treatment of 200 (OK) between proxy and UAC
is the reason that handling of it does not take place in the
transaction layer.

 

 

The client transaction MUST be destroyed the instant it enters the
"Terminated" state. This is actually necessary to guarantee correct
operation. The reason is that 2xx responses to an INVITE are treated
differently; each one is forwarded by proxies, and the ACK handling
in a UAC is different. Thus, each 2xx needs to be passed to a proxy
core (so that it can be forwarded) and to a UAC core (so it can be

acknowledged). No transaction layer processing takes place.
Whenever a response is received by the transport, if the transport
layer finds no matching client transaction (using the rules of
Section 17.1.3), the response is passed directly to the core. Since
the matching client transaction is destroyed by the first 2xx,
subsequent 2xx will find no match and therefore be passed to the
core.

 

    

 

  

  
17.1.1.3 Construction of the ACK Request

This section specifies the construction of ACK requests sent within
the client transaction. A UAC core that generates an ACK for 2xx
MUST instead follow the rules described in Section 13.

 
 

The ACK request constructed by the client transaction MUST contain
values for the Call-ID, From, and Request-URI that are equal to the
values of those header fields in the request passed to the transport
by the client transaction (ca this the "original request"). The To
header field in the ACK MUST equal the To header field in the
response being acknowledged, and therefore will usually differ from
the To header field in the original request by the addition of the
tag parameter. The ACK MUST contain a single Via header field, and
this MUST be equal to the top Via header field of the original
request. The CSeq header field in the ACK MUST contain the same
value for the sequence number as was present in the original request,
but the method parameter MUST be equal to "ACK".
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  If the INVITE request whose response is being acknowledged had Route
header fields, those header fields MUST appear in the ACK. This is
to ensure that the ACK can be routed properly through any downstream
stateless proxies.

Although any request MAY contain a body, a body in an ACK is special
Since the request cannot be rejected if the body is not understood.
Therefore, placement of bodies in ACK for non-2xx is NOT RECOMMENDED,
but if done, the body types are restricted to any that appeared in
the INVITE, assuming that the response to the INVITE was not 415. If
it was, the body in the ACK MAY be any type listed in the Accept
header field in the 415.

  
  
 

 
   

For example, consider the following request: 
INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKkjshdyff
To: Bob <sip:bob@biloxi.com>
From: Alice <sip:alice@atlanta.com>;tag=88sja8x
Max—-Forwards: 70

Call-ID: 987asjd97y7Tatg
CSeq: 986759 INVITE

 
 

 
      

 

The ACK request for a non-2xx final response to this request would
look like this:

 
ACK sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKkjshdyff
To: Bob <sip:bob@biloxi.com>;tag=99sa0xk
From: Alice <sip:alice@atlanta.com>;tag=88sja8x
Max—-Forwards: 70

Call-ID: 987asjd97y7Tatg
CSeq: 986759 ACK

 
      

 

 

  
                 

17.1.2 Non-INVITE Client Transaction

17.1.2.1 Overview of the non-INVITE Transaction

Non-INVITE transactions do not make use of ACK. They are simple
request-response interactions. For unreliable transports, requests
are retransmitted at an interval which starts at Tl and doubles until

it hits T2. If a provisional response is received, retransmissions
continue for unreliable transports, but at an interval of T2. The
server transaction retransmits the last response it sent, which can
be a provisional or final response, only when a retransmission of the
request is received. This is why request retransmissions need to
continue even after a provisional response; they are to ensur
reliable delivery of the final response.
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transaction, a non-INVITE transaction has no special is that only a single 2xx

Unlike an INVITE

handling for the 2xx response. The result
response to a non-INVITE is ever delivered to a UAC.

17.1.2.2 Formal Description
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reset wit
"Proceedi
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The default value of T2 is 4s,

and it represents the amount of time a non-INVITE server transaction
will take to respond to a request,

 
if it does not respond

  
 

nd T2, this results in
s, 2s, 4 s, 4 s, 4 s, etc.

nis stil in the
client transaction SHOULD inform the TU about the

SHOULD enter the "Terminated" state. Ifa

is received while in the "Trying" state, the
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the TU

a
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tate, the request
nsmission, and Timer E MUST be
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UST be informed of

nsition to the terminated state. Ifa

ponse (status codes 200-699) is received while in the

 the client transaction

final response (status
while in the "Trying" state, the response

 

  
action MUST transition

MUST be
  

 fires while in the

a timeout, and the

the response MUST be passed to the TU, and the
ion MUST tra

  
   
 

nsition to the "Completed" state.

"Completed" state, it MUST set
e transports, and zero 

or reliable transports. The "Completed" state exists to y addit
 Lona
 

 
   

response retransmissions that may be received
(which is why the client transaction remains there only for
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unreliable transports). T4 represents the
will take to clear messages between client
The default value of T4 is 5s. A response

 

 

Protocol June 2002

amount of time the network
and server transactions.
is a retransmission when

 in Section
 

it matches the same transaction, using the rules specified 
17.1.3. If Timer K fires while in this state,

 

  
MUST transition to the "Terminated" state. 
Once the transaction is in the terminated state,

immediately.

 
17.1.3 Matching Responses to Client Transactions

 
When the transport layer in the client r
 

determine which client transaction will handle the respo
ceives a response,

 the client transaction

it MUST be destroyed

it has to

nse, so that

the processing of Sections 17.1.1 and 17.1.2 can take place. The 
branch parameter in the top Via header field is used for this
purpose. A response matches a client transaction under two
conditions:

1. If the response has the same value of the branch parameter in
the top Via header field as the branch parameter
Via header field of the request that created the

2. If the method parameter in the CSeq header field

 
method of the request that created the transaction.
method is needed since a CANCEL request constitutes a

the same value of the branch

  
 different transaction, but shares

parameter.

If a request is sent via multicast, it is possible that
generate multiple responses from different servers.

in the topmost Via,

 
will all have the same branch parameter  

 

in the top
transaction.

matches the
The

Lt will
 

 These responses
but vary 

in the To tag. The first response received, based on the rules
above, will be used, and others will be viewed as retransmissions.

   
That is not an error; multicast SIP provides only a rudimentary "“single-hop-discovery-like" service that
Single response. See Section 18.1.1 for

 

Rosenberg, et. al. Standards Track

   
 details.

is limited to processing a

[Page 132]

AppleInc.
Ex. 1004 - Page 687



Apple Inc.
Ex. 1004 - Page 688

RFC 3261 SIP: Session Initiation Protocol June 2002

17.1.4 Handling Transport Errors 

|Request from TU
|send request

Timer E Vv

send request

 
 

     
  
  

    
 

 

    
 

 
 

Trying Timer F
+------7— > or Transport Err.

inform TU

200-699 | |

resp. to TU | | lxx
t |resp. to TU

|
Timer E V Timer F

send req or Transport Err.
toaaaaa inform TU

Proceeding |------------------>
a> ———— — +

1xx

| “ resp to TU
200-699 | +--------4t

resp. to TU |
|

V

Completed

. |
| Timer K
|
|

V

NOTE:

transitions Terminated|<

 
 

labeled with
the event

over the action
to take

   
 Figure 6: non-INVITE client transaction

When the client transaction sends a request to the transport layer to
be sent, the following procedures are followed if the transport layer
indicates a failure.
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ansaction SHOULD inform the TU that a transport failure
and the client transaction SHOULD transition directly

nated" state. The TU will handle the failover

scribed in [4].

  

saction

ansaction is responsible for the delivery of requests to  the TU and the reliable transmission of responses. It accomplishes
this through
core when a r

for that requ

As with the c
the received 

17.2.1 INVITE Se

a state machine. Server transactions are created by the
equest is received, and transaction handling is desired
est (this is not always the case).  
lient transactions, the state machine depends on whether
request is an INVITE request. 

rver Transaction

The state diagram for the INVITE server transaction is shown in
Figure 7.

When a server

"Proceeding"
(Irying) resp 

 
transaction is constructed for a request, it enters the

state. The server transaction MUST generate a 100
onse unless it knows that the TU will generate a 

provisional or final response within 200 ms, in which case it MAY
generate a 10   OQ (Trying) response. This provisional response is

      
needed to quench request retransmissions rapidly in order to avoid
network conge  stion. The 100 (Trying) response is constructed
according to the procedures in Section 8.2.6, except that the
insertion of tags in the To header field of the response (when non
was present in the request) is downgraded from MAY to SHOULD NOT.
The request MUST be passed to the TU.

 

The TU passes

transaction.

"Proceeding"
layer for tra
transaction 1

a change in t
retransmissio

   

any number of provisional responses to the server
So long as the server transaction is in the

state, each of these MUST be passed to the transport
nsmission. They are not sent reliably by the
ayer (they are not retransmitted by it) and do not cause
he state of the server transaction. If a request

 
 

recent provisi
n is received while in the "Proceeding" state, the most
onal response that was received from the TU MUST be
 

 
passed to the
retransmissio

  transport layer for retransmission. A request is a
n if it matches the same server transaction based on the

  
rules of Sect 
If, while in
the server tr

response to t
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aon 17.2.3.

the "Proceeding" state, the TU passes a 2xx response to
ansaction, the server transaction MUST pass this
he transport layer for transmission. It is not
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retransmitted by the server transaction; retransmissions of 2xx
responses are handled by the TU. The server transaction MUST then
transition to the "Terminated" state.

While in the "Proceeding" state, if the TU passes a response with
status code from 300 to 699 to the server transaction, the response
MUST be passed to the transport layer for transmission, and the state
machine MUST enter the "Completed" state. For unreliable transports,
timer G is set to fire in Tl seconds, and is not set to fire for

reliable transports.

 

  
This is a change from RFC 2543, where responses were always
retransmitted, even over reliable transports.
 

When the "Completed" state is entered, timer H MUST be set to fire in
64*T1 seconds for all transports. Timer H determines when the server
transaction abandons retransmitting the response. Its value is
chosen to equal Timer B, the amount of time a client transaction will
continue to retry sending a request. If timer G fires, the response
is passed to the transport layer once more for retransmission, and
timer Gis set to fire in MIN(2*Tl, T2) seconds. From then on, when

timer G fires, the response is passed to the transport again for
transmission, and timer G is reset with a value that doubles, unless
that value exceeds T2, in which case it is reset with the value of

 

      

         
  

   
T2. This is identical to the retransmit behavior for requests in the
"Trying" state of the non-INVITE client transaction. Furthermore,
while in the "Completed" state, if a request retransmission is 
received, the server SHOULD pass the response to the transport for
retransmission.

If an ACK is received while the server transaction is in the

"Completed" state, the server transaction MUST transition to the
"Confirmed" state. As Timer G is ignored in this state, any
retransmissions of the response wi cease.

 

    
  

 
If timer H fires while in the "Completed" state, it implies that the
ACK was never received. In this case, the server transaction MUST
transition to the "Terminated" state, and MUST indicate to the TU
that a transaction failure has occurred.
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Figure 7: INVITE server transaction
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17.2.3 Matching Requests to Server Transactions

When a request is received from the network by the server,
be matched to an existing transaction.
following manner.

The branch parameter in the topmost Via header field o
If it is present and begins with the magic cookieis examined.

"Z9hG4bK",

compliant to this
will be unique ac
request matches a

1.

top Via hea
transaction

2. the sent-by

transaction

 
This matching rule applies to both INVITI alike.

The sent-—by va
there could be

parameters fro

If the branch parameter in the top Via header f
or does not conta

used. These exis

compliant impleme

The INVITE reques
From tag, Call-ID
INVITE request wh
INVITE is a retra
transaction. The

URI, From tag, Ca
header field matc

transaction, and

response sent by
the matching rul
Inclusion of the

  
 By
By

 
 

 

the request was generated by a cl
Therefore,

1 transactions sent by that client.
specification.

ross all

transaction if:

 

the branch parameter in the request
der field of the request
, and

value in the top Via of
 

one in the request that created the

except for ACK,
fr

that created the transaction is INVITI

lue
acc

m di  fferent clients.

in the magic cookie,

ntations.

CSeq,
fr

ACK request matches
11-ID, CSeq number (
h those of the INVIT!

the To tag of the AC

 
  

tag in the To header

is used as part of
idental or malicious duplication of branch

to handle backwards compat

matches a transaction

and top Via header field match those of the
ich created the transaction.

nsmission of the original

the server transaction.
les defined for each of those header fields.

it has to

This 1s accomplished in the

the request

 lient transaction

the branch parameter
The

 
is equal to the one in the
that created the

the request is equal to the
transaction, and

the method of the request matches the one that created the
where the method of the request

Pi.   ry transactionsGl and non-INVITI

 
the matching process because

Le
owl

bi

d is not present,
ng procedures are
ity with RFC 2543

 

the fol
      

if the Request-URI, To tag,

In this case, the
one that created the

a transaction if the Request-—
not the method), and top Via
E request which created the
K matches the To tag of the

Matching is done based on

  

field in the ACK matching
process helps disambiguate ACK for 2xx from ACK for other responses
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at a proxy, which may have forwarded both responses (This can occur
in unusual conditions. Specifically, when a proxy forked a request,
and then crashes, the responses may be delivered to another proxy,
which might end up forwarding multiple responses upstream). An ACK
request that matches an INVITE transaction matched by a previous ACK
is considered a retransmission of that previous ACK.
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Figure 8: non-INVITE server transaction
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 rules defined for each of those header fields. When a non-INVITE

request matches an existing transaction, it is a retransmission of
the request that created that transaction.

Because the matching rules include the Request-URI, the server cannot
match a response to a transaction. When the TU passes a response to
the server transaction, it must pass it to the specific server
transaction for which the response is targeted.

  
 

17.2.4 Handling Transport Errors

When the server transaction sends a response to the transport layer
to be sent, the following procedures are followed if the transport
layer indicates a failure.

First, the procedures in [4] are followed, which attempt to deliver
the response to a backup. If those should all fail, based on the
definition of failure in [4], the server transaction SHOULD inform
the TU that a failure has occurred, and SHOULD transition to the
terminated state.

  
  

  

   

18 Transport

The transport layer is responsible for the actual transmission of
requests and responses over network transports. This includes
determination of the connection to use for a request or response in
the case of connection-oriented transports.

The transport layer is responsible for managing persistent
connections for transport protocols like TCP and SCTP, or TLS over
those, including ones opened to the transport layer. This includes
connections opened by the client or server transports, so that
connections are shared between client and server transport functions.
T

Pp
a

t

 

  
hese connections are indexed by the tuple formed from the address,
ort, and transport protocol at the far end of the connection. When
connection is opened by the transport layer, this index is set to

he destination IP, port and transport. When the connection is
accepted by the transport layer, this index is set to the source IP
address, port number, and transport. Note that, because the source
port is often ephemeral, but it cannot be known whether it is
ephemeral or selected through procedures in [4], connections accepted
by the transport layer will frequently not be reused. The result is
that two proxies in a "peering" relationship using a connection-
oriented transport frequently will have two connections in use, one
for transactions initiated in each direction.
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the longest amount of time the e
transaction from instantiation t

make it likely that transactions
connection on which they are ini
response, and in the case of INV
This usually means at least 64*T
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ns be kept open for some
after the last message was sent or
This duration SHOULD at least equal
lement would need in order to bring a
o the terminated state. This is to

are completed over the same
tiated (for example, request,
ITE, ACK for non-2xx responses).
1 (see Section 17.1.1.1 fora

    
definition of Tl). However, it

has a TU using a large value for
for example.

   
All SIP elements MUST implement
implement other protocols.

Making TCP mandatory for the
2543. It has arisen out of t

which MUST use TCP, as discus

never sends large messages, i
able to handle them.  

1 Clients

1.1 Sending Requests

The client side of the transport
request and receiving responses.
passes the client transport the
transport, and possibly TTL for

  

If a request is within 200 bytes
than 1300 bytes and the path MTU
using an RFC 2914 [43] congestio
as TCP. If this causes a change
one indicated in the top Via, th
changed. This prevents fragment

 
 

could be larger in an element that
timer C (bullet 11 of Section 16.6),

UDP and TCP. SIP elements MAY

UA is a substantial change from RFC
he need to handle larger messages,
sed below. Thus, even if an element

t may receive one and needs to be

 

layer is responsible for sending the
The user of the transport layer

request, an IP address, port,
multicast destinations.

of the path MTU, or if it is larger
is unknown, the request MUST be sent

n controlled transport protocol, such
in the transport protocol from the
e value in the top Via MUST be
ation of messages over UDP and
arger messages. However,

 

      
provides congestion control for
implementations MUST be able to
datagram packet size. For UDP,
IP and UDP headers.

 

The 200 byte "buffer" between

 
handle messages up to the maximum
this size is 65,535 bytes, including

 
the message size and the MTU
 

accommodates the fact that th

the request. This happens du
header field values to the re

the extra buffer, the respons
the request, and still not be
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is consumed by IP/UDP, assuming no IPSec). 1300 is chosen when
path MTU is not known, based on the assumption of a 1500 byte
Ethernet MIU. 

If an element sends a request over TCP because of these message size
constraints, and that request would have otherwise been sent over
UDP, if the attempt to establish the connection generates either an
ICMP Protocol Not Supported, or results in a TCP reset, the element
SHOULD retry the request, using UDP. This is only to provide
backwards compatibility with RFC 2543 compliant implementations that
do not support TCP. It is anticipated that this behavior will be
deprecated in a future revision of this specification.

  

  
       

   

A client that sends a request to a multicast address MUST add the
"maddr" parameter to its Via header field value containing the
destination multicast address, and for IPv4, SHOULD add the "ttl"

parameter with a value of 1. Usage of IPv6 multicast is not defined
in this specification, and will be a subject of future
standardization when the need arises.

        
  

  
These rules result in a purposeful limitation of multicast in SIP.
Its primary function is to provide a "single-hop-discovery-like"
service, delivering a request to a group of homogeneous servers,
where it is only required to process the response from any one of
them. This functionality is most useful for registrations. In fact,
based on the transaction processing rules in Section 17.1.3, the
client transaction wi accept the first response, and view any
others as retransmissions because they all contain the same Via
branch identifier.

            
     

Before a request is sent, the client transport MUST insert a value of 

   
the "sent-by" field into the Via header field. This field contains
an IP address or host name, and port. The usage of an FOQDN is
RECOMMENDED. This field is used for sending responses under certain

    
  

conditions, described below. If the port is absent, the default
value depends on the transport. It is 5060 for UDP, TCP and SCIP,
5061 for TLS.

For reliable transports, the response is normally sent on the
connection on which the request was received. Therefore, the client
transport MUST be prepared to receive the response on the same
connection used to send the request. Under error conditions, the
server may attempt to open a new connection to send the response. To
handle this case, the transport layer MUST also be prepared to
receive an incoming connection on the source IP address from which

  
 

the request was sent and port number in the "sent-by" field. It also
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MUST be prepared to receive incoming connections on any address and
port that would be selected by a server based on the procedures
described in Section 5 of [4].

 
For unreliable unicast transports, the client transport MUST be
prepared to receive responses on the source IP address from which the
request is sent (as responses are sent back to the source address)
and the port number in the “sent-by" field. Furthermore, as with
reliable transports, in certain cases the response will be sent
elsewhere. The client MUST be prepared to receive responses on any
address and port that would be selected by a server based on the
procedures described in Section 5 of [4].

 

   

 
For multicast, the client transport MUST be prepared to receive
responses on the same multicast group and port to which the request
is sent (that is, it needs to be a member of the multicast group it
sent the request to.)

If a request is destined to an IP address, port, and transport to
which an existing connection is open, it is RECOMMENDED that this
connection be used to send the request, but another connection MAY be
opened and used.

 
   

 

If a request is sent using multicast, it is sent to the group
address, port, and TTL provided by the transport user. If a request
is sent using unicast unreliable transports, it is sent to the IP
address and port provided by the transport user.

 

 
18.1.2 Receiving Responses

When a response is received, the client transport examines the top
Via header field value. If the value of the "sent-by" parameter in
that header field value does not correspond to a value that the
client transport is configured to insert into requests, the response

UST be silently discarded.

     
If there are any client transactions in existence, the client
transport uses the matching procedures of Section 17.1.3 to attempt
to match the response to an existing transaction. If there is a
match, the response MUST be passed to that transaction. Otherwise,
the response MUST be passed to the core (whether it be stateless
proxy, stateful proxy, or UA) for further processing. Handling of
these "stray" responses is dependent on the core (a proxy will
forward them, while a UA will discard, for example).
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A server SHOULD be prepared to receive requests on any IP address,
port and transport combination that can be the result of a DNS lookup
on a SIP or SIPS URI [4

communicating with that
includes pl acing a URI

server. In this context, "handing
that is handed out for the purposes of

out"    
in a Contact header field in a REGISTER
 
 

request or a redirect response, or in a Record-Route header field in
A URI can also be “handed out" by placing ita request or response.     

 
on a web page or business card. It is also RECOMMENDED that a server

 exception would be private networks,
instances are running on the same host. For any port and i

 

listen for requests on the default SIP ports (5060 for TCP
5061 for TLS over TCP)

and UDP,

on all public interfaces. The typical or when multiple server
nterface

that a server listens on for UDP, it MUST listen on that same port
and interface for TCP.

using TCP,
converse is not true. 
particular address and port just because

rather than
This is because a message may need  

UDP, if it is too large. As a resul
A server need not Lsten for UDP on

  
to be sent

t, the
a

it is listening on that same
address and port for TCP. There may, of course, be other reasons why
a server needs to listen for UDP on a parti

When the server transport rec 
MUST examine the value

 contains a domain name,

 
is to assist the server transport

 
 

cular address and port.

ives a request over any transport, it
of the "sent-by" parameter in the top Via

header field value. If the host portion of the "sent-by" parameter
or if it contains an IP address that differs

from the packet source address, the server MUST add a "received"
parameter to that Via header field value. This parameter MUST
contain the source address from which the packet was received. This

   
 

 

layer in sending the response,
since it must be sent to the source IP address from which the request
came.  
Consider a request received by the server transport which looks like,
in part:

INVITE s

Via:

 

SIP

 1p:bob@Biloxi
 

.com SIP/2.0
 

/2.0/UDP bob spc.biloxi.com:5060

The request is received with a source IP address of 192.0.2.4.

 
 

so that the  
 

INVITE s

SIP/2.0/UDP bobspc.biloxi.com:5060;received=192.0.2.4Via:

Rosenberg, et.

Lp: bob@Bilox

al.

request would look like, in part:

i.com SIP/2.0

Standards Track

Before passing the request up, the transport adds a "received"
parameter,
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Next, the server transport attempts to match the request to a server
transaction. It does so using the matching rules described in
Section 17.2.3. If a matching server transaction is found, the
request is passed to that transaction for processing. If no match is
found, the request is passed to the core, which may decide to
construct a new server transaction for that request. Note that when
a UAS core sends a 2xx response to INVITE, the server transaction is
destroyed.
matching server transaction, and bas
passed to the UAS core, where it is

2.2 Sending Responses

The server transport uses the value
order to determine where to send a response.
following process:

If

TCP
° the "sent-protocol

or SCTP, or TLS

the existing connection to the
that created the transaction,

This requires the server trans
between server

connection is
connection to

present, using
port for that

 
 

no longer open,
the IP address i

the port in the
t transport, if no

connection attempt fails, the
in [4] for servers in order to

port to open the connection an

 

    
Otherwise, if the Via header f

This means that when the

is a reliable transport protocol
over those,

transactions and transport connections.

  ACK arrives, there will be no
ed on this rule, the ACK is
processed.

 
of the top Via header field in

It MUST follow the

such as

the response MUST be sent using
source of the original request

if that connection is still open.
port to maintain an association

If that

   
   

the server SHOULD open a
n the "received" parameter, if

"sent-by" value, or the default
port is specified. If that

server SHOULD use the procedures
determine the IP address and

d send the response to.

 
 

 
ie
 

d value contains a "maddr"

parameter,

there,

parameter,

Otherwise
has a

address

in the

explicitly.
unreachabl

 
in

 

the response MUST be forwarded to the address listed

using t
none is present.
response SHOUL

(for unre
“received"

"sent-by" va

 
he port indicated in "“sent-—by

  
 

parameter,

"received" parameter,
lue, or using port 5060

If this fails, for example, el

 the  

If the address is a multicast address,

D be sent using the TTL indicated
or with a TIL of 1 if that parameter

table unicast transports),

", or port 5060 if
the

in the "ttl"

is not present.

 
 

if the top Via
the response MUST be sent to the

using the port indicated
if none is specified 1cits an ICMP "port
 

 

SHOULD be used to determi

Rosenberg, et. al.

response,  ne wh
the procedures of Section 5 of

to send th
 [4] r
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respons
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Otherwise, if it is not receiver-tagged, the response MUST be
sent to the address indicated by the "sent-by" value, using the
procedures in Section 5 of [4].

 
ing
 

messag
assume

the tr

discar

messag
respon
elemen

has no
end at

 
In the

Length
Length  

18.4 Erro

 Error

respon

If the

unreli

depend
unreac

transp
Source

If the

transp

layer

19 Common

There

places
merit

Rosenberg

case of message-oriented transports (such as UDP), if the
e has a Content-Length header field, the message body is
d to contain that many bytes. If there are additional bytes in
ansport packet beyond the end of the body, they MUST be
ded. If the transport packet ends before the end of the
e body, this is considered an error. If the message is a
se, it MUST be discarded. If the message is a request, the
t SHOULD generate a 400 (Bad Request) response. If the message
Content-Length header field, the message body is assumed to
the end of the transport packet.

  
 

case of stream-oriented transports such as TCP, the Content-
header field indicates the size of the body. The Content-
header field MUST be used with stream oriented transports.

 

   

vr Handling

handling is independent of whether the message was a request or
se.

 

transport user asks for a message to be sent over an
able transport, and the result is an ICMP error, the behavior
s on the type of ICMP error. Host, network, port or protocol
hable errors, or parameter problem errors SHOULD cause the
ort layer to inform the transport user of a failure in sending.
quench and TTL exceeded ICMP errors SHOULD be ignored.

 
  

transport user asks for a request to be sent over a reliable
ort, and the result is a connection failure, the transport
SHOULD inform the transport user of a failure in sending.

 
Message Components

are certain components of SIP messages that appear in various
within SIP messages (and sometimes, outside of them) that

separate discussion.
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19.1 SIP and SIPS Uniform Resource Indicators

A SIP or SIPS URI identifies a communications resource. Like all

URIs, SIP and SIPS URIs may be placed in web pages, email messages,
or printed literature. They contain sufficient information to
initiate and maintain a communication session with the resource.

  
   

 
Examples of communications resources include the following:

 o auser of an online service

Oo an appearance on a multi-line phone

 
Oo a mailbox on a messaging system

o a PSIN number at a gateway service

 
o a group (such as "sales" or “helpdesk") in an organization

A SIPS URI specifies that the resource be contacted securely. This
means, in particular, that TLS is to be used between the UAC and the
domain that owns the URI. From there, secure communications are used

to reach the user, where the specific security mechanism depends on
the policy of the domain. Any resource described by a SIP URI can be
"upgraded" to a SIPS URI by just changing the scheme, if it is
desired to communicate with that resource securely.

 
  

19.1.1 SIP and SIPS URI Components

The "sip:" and “sips:" schemes follow the guidelines in RFC 2396 [5].
They use a form similar to the mailto URL, allowing the specification
of SIP request—-header fields and the SIP message-body. This makes it
possible to specify the subject, media type, or urgency of sessions
initiated by using a URI on a web page or in an email message. The
formal syntax for a SIP or SIPS URI is presented in Section 25. Its
general form, in the case of a SIP URI, is:

  

      

 

    
sip:user:password@host:port;uri-parameters?headers

The format for a SIPS URI is the same, except that the scheme is
"sips" instead of sip. These tokens, and some of the tokens in their
expansions, have the following meanings:

user: The identifier of a particular resource at the host being
addressed. The term "host" in this context frequently refers
to a domain. The "userinfo" of a URI consists of this user

field, the password field, and the @ sign following them. The
userinfo part of a URI is optional and MAY be absent when the
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destination host does not have a notion of users or when the

host itself is the resource being identified. If the @ sign is
present in a SIP or SIPS URI, the user field MUST NOT be empty.

 
If the host being addressed can process telephone numbers, for
instance, an Internet telephony gateway, a telephone-
subscriber field defined in RFC 2806 [9] MAY be used to

populate the user field. There are special escaping rules for
encoding telephone-subscriber fields in SIP and SIPS URIs
described in Section 19.1.2.

   
 

 

password: A password associated with the user. While the SIP and
SIPS URI syntax allows this field to be present, its use is NOT
RECOMMENDED, because the passing of authentication information
in clear text (such as URIs) has proven to be a security risk
in almost every case where it has been used. For instance,
transporting a PIN number in this field exposes the PIN.

   
 

   
     

 

 
Note that the password field is just an extension of the user
portion. Implementations not wishing to give special
Significance to the password portion of the field MAY simply
treat “user:password" as a single string.

  
host: The host providing the SIP resource. The host part contains

either a fully-qualified domain name or numeric IPv4 or IPv6
address. Using the fully-qualified domain name form is
RECOMMENDED whenever possible.

  
   

    

port: The port number where the request is to be sent.

URI parameters: Parameters affecting a request constructed from
the URI.

URI parameters are added after the hostport component and are
separated by semi-colons.

 

  
URI parameters take the form:

parameter-—name "=" parameter-—value

Even though an arbitrary number of URI parameters may be
included in a URI, any given parameter-name MUST NOT appear
more than once.

 

This extensible mechanism includes the transport, maddr, ttl,
user, method and lr parameters.
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The transport parameter determines the transport mechanism to
be used for sending SIP messages, as specified in [4]. SIP can
use any network transport protocol. Parameter names are
defined for UDP (RFC 768 [14]), TCP (RFC 761 [15]), and SCTP

(RFC 2960 [16]). For a SIPS URI, the transport parameter MUST
indicate a reliable transport.

 
The maddr parameter indicates the server address to be
contacted for this user, overriding any address derived from
the host field. When an maddr parameter is present, the port
and transport components of the URI apply to the address
indicated in the maddr parameter value. [4] describes the
proper interpretation of the transport, maddr, and hostport in
order to obtain the destination address, port, and transport
for sending a request.

 

 
The maddr field has been used as a simple form of loose source
routing. It allows a URI to specify a proxy that must be
traversed en-route to the destination. Continuing to use the
maddr parameter this way is strongly discouraged (the
mechanisms that enable it are deprecated). Implementations
should instead use the Route mechanism described in this

document, establishing a pre-existing route set if necessary
(see Section 8.1.1.1). This provides a full URI to describe
the node to be traversed.

 

  
  

 

   
The ttl parameter determines the time-to-live value of the UDP
multicast packet and MUST only be used if maddr is a multicast
address and the transport protocol is UDP. For example, to
specify a call to alice@atlanta.com using multicast to
239.255.255.1 with a ttl of 15, the following URI would be
used:

 
     

 
Sip:alice@atlanta.com;maddr=239.255.255.1;ttl=15

The set of valid telephone-subscriber strings is a subset of
valid user strings. The user URI parameter exists to
distinguish telephone numbers from user names that happen to
look like telephone numbers. If the user string contains a
telephone number formatted as a telephone-subscriber, the user
parameter value "phone" SHOULD be present. Even without this
parameter, recipients of SIP and SIPS URIs MAY interpret the
pre-@ part as a telephone number if local restrictions on the
name space for user name allow it.

     
 

   

The method of the SIP request constructed from the URI can be
specified with the method parameter.
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the element
mechanisms

ll be used in the
 

 header fi  d va
  

ues, and

ility with
  

systems implementing the strict-routing mechanisms of RFC 2543
and the rfc2543bis drafts up to bis-05.
to send a request based on a URI not
can assume the receiving element

An el

containin
ements st  

imp
 

ement preparing
g this parameter
rict-routing and

 
reformat the message to preserve the information in the
Request-URI.

Since th

 
 

MUST silently
understand.

Headers:
from the URI.

uri-parameter mechanism is extensibl

 
e, SIP elements

ignore any uri-parameters that they do not

Header fields to be included in a request constructed

Headers fields in the SIP request can be specified with the "?" mechanism within a URI.
 

encoded in ampersand separated hname =
indicates that the associated hvalue is

the message-body of the SIP request.

 
special hname

Table
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 Escaping Requirements

dialog
reg./redir. Contact/

default Req.-URI To From Contact R-R/Route external

 

user -- ° ° ° ° ° °

password -—- ° ° ° ° ° °
host -—- m m m m m m

port (1) ° - - ° ° °
user-param ip ° ° ° ° ° °
method INVITE - - - - - °

maddr-param -- ° - - ° ° °
ttl-param 1 ° - - ° - °
transp.-param (2) ° - - ° ° °
lr-param 7 ° - - - ° °
other-param -- ° ° ° ° ° °
headers -- - - - ° - °

(1): The default port value is transport and scheme dependent. The
default is 5060 for sip: using UDP, TCP, or SCTP. The default is
5061 for sip: using TLS over TCP and sips: over TCP.

(2): The default transport is scheme dependent. For sip:, it is UDP. 
For sips:, it  is TCP.
 

 
Table 1: Use and default values of URI components for SIP header
field values, Request-URI and references

SIP follows the requirements and guidelines of RFC 2396 [5] when
defining the set of characters that must be escaped in a SIP URI, and

  
 uses its ""s"

The set of

 
 
 

HEX HEX" mechanism for escaping. From RFC 2396 [5]: 
characters actually reserved within any given URI

component is defined by that component. In general, a character
is reserved if the semantics of the URI changes if the character
is replaced with its escaped US-ASCII encoding [5]. Excluded US-
ASCII characters (RFC 2396 [5]), such as space and control
characters and characters used as URI delimiters, also MUST be

escaped. URIs MUST NOT contain unescaped space and control
characters.

 
  

 For each component, the set of valid BNF expansions defines exactly
which characters may appear unescaped. All other characters MUST be
escaped.

For example, "@" is not in the set of characters in the user
component, so the user "j@sOn" must have at least the @ sign encoded,
as in "j%40s0n".
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Expanding the hname and hvalue tokens in Section 25 show that all URI
reserved characters in header field names and values MUST be escaped.  
The telephone-subscriber subset of the user component

 
has special

escaping considerations. The set of characters not reserved in the
RFC 2806 [9] description of telephone-subscriber contains a number of characters in various syntax elements that need to be  escaped when
used in SIP URIs. Any characters occurring in a telephone-subscriber

 that do not appear in an expansion of the BNF for the
be escaped.

user rule MUST

Note that character escaping is not allowed in the host component of
a SIP or SIPS URI (the % character is not valid in its expansion).
This is likely to change in the future as requirements for
Internationalized Domain Names are finalized. Current

implementations MUST NOT attempt to improve robustness by treating

   

   
 

received escaped characters in the host component as
equivalent to their unescaped counterpart. The behav
meet the requirements of IDN may be significantly dif

 

19.1.3 Example SIP and SIPS URIs 

 
 

 

  
 

 
  

     
 

  

literally
lor required to ferent.

sip:alice@atlanta.com
Sip:alice:secretword@atlanta.com;transport=tcp
sips:alice@atlanta.com?subject=project %20xé&priority=urgent
sip:+1-212-555-1212:1234@gateway.com;user=phone
sips:1212@gateway.com
Sip:alice@192.0.2.4
sip:atlanta.com;method=REGISTER?to=alices40atlanta.com
Ssip:alice;day=tuesday@atlanta.com

The last sample URI above has a user field value of
"“alice;day=tuesday". The escaping rules defined above allow a

  

 semicolon to appear unescaped in this field. For the
this protocol, the field is opaque. The structure of  purposes of

that value is

only useful to the SIP element responsible for the resource.

19.1.4 URI Comparison

Some operations in this specification require determining whether two  
  
 

 
SIP or SIPS URIs are equivalent. In this specification, registrars
need to compare bindings in Contact URIS in REGISTER requests (see
Section 10.3.). SIP and SIPS URIS are compared for equality
according to the following rules:

o A SIP and SIPS URI are never equivalent.
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o Comparison of the userinfo of SIP and SIPS URIs is case- 
     

sensitive. This includes userinfo containing passwords or
formatted as telephone-subscribers. Comparison of a other
components of the URI is case-insensitive unless explicitly
defined otherwise.  

o The ordering of parameters and header fields is not significant
in comparing SIP and SIPS URIs. 
 

o Characters other than those in the "reserved" set (s RFC 2396

[5]) are equivalent to their ""%" HEX HEX" encoding.

 
   

 
o An IP address that is the result of a DNS lookup of a host name

does not match that host name.

o For two URIs to be equal, the user, password, host, and port
components must match.

A URI omitting the user component will not match a URI that
includes one. A URI omitting the password component will not
match a URI that includes one.

 
 

A URI omitting any component with a default value will not
match a URI explicitly containing that component with its
default value. For instance, a URI omitting the optional port
component will not match a URI explicitly declaring port 5060.
The same is true for the transport-parameter, ttl-parameter,
user-parameter, and method components.

     
 

Defining sip:user@host to not be equivalent to
Ssip:user@host:5060 is a change from RFC 2543. When deriving
addresses from URIS, equivalent addresses are expected from   

  
equivalent URIs. The URI sip:user@host:5060 wi always
resolve to port 5060. The URI sip:user@host may resolve to
other ports through the DNS SRV mechanisms detailed in [4].

 

o URI uri-parameter components are compared as follows:

- Any uri-parameter appearing in both URIs must match.

- A user, ttl, or method uri-parameter appearing in only one
URI never matches, even if it contains the default value.

 
- A URI that includes an maddr parameter will not match a URI

that contains no maddr parameter.  
- All other uri-parameters appearing in only one URI are

ignored when comparing the URIs.
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Any present header
component MUST be present in both URIs and match for the URIs
to match. The matching rules are defined for each header field 
in Section 20.

 
The URIs within each of the following sets are equivalent:

sip: %6llice@atlanta.com;transport=TICP
 

sip:bi

sip:carol@chicago.com
sip:carol@chicago.com;newparam=5
sip:carol@chicago.com;security=on

Ssip:alice@AtLanTa.CoM; Transport=tcp

 
 

    
 

 
 

 

sip:bi
oxi.com;transport=tcp;method=REGISTER?to=sip:bob%40bi

 
 
   

sip:a

 

 
  

sip:a
     oxi.com;method=REGISTER;transport=   
L.ce@atlanta.com?subject=project %20xépriority=urgent
ice@atlanta.com?priority=urgentésubject=project%20x

oxi
 

tcp?to=sip:bob%s40bi     

The URIs within each of the following sets are not equivalent:

  SIP: ALICE@AtLanTa.CoM; Transport=udp 
sip:alice@AtLanTa.CoM; Transport=UDP
 

sip: bob@biloxi.com
 

sip: bob@biloxi.com:5060

sip: bob@biloxi.com

sip: bob@biloxi.com;transport=udp 
sip:bob@192.0.2.4

 
 

 
 

    
 

sip:carol@chicago.com
sip:carol@chicago.com?Subject=next%20meeting

 

   
Note that equality is not transitive:

Oo

Rosenberg, et. al.

sip:carol@chicago.com and sip:caro
equivalent

      
sip:carol@chicago.com and sip:caro
are equivalent

Standards Track

-com

L.com

(different usernames)

(can resolve to different ports)

(can resolve to different transports)

sip: bob@biloxi.com (can resolve to different port and transports)
sip: bob@biloxi.com:6000;transport=tcp

(different header component)

sip: bob@phone21.boxesbybob.com (even though that’s what
phone21.boxesbybob.com resolves to)

@chicago.com;security=on are
 

    
@chicago.com;security=off
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Oo sip:carol@chicago.com;security=on and
sip:carol@chicago.com;security=off are not equivalent

 

     

19.1.5 Forming Requests from a URI

An implementation needs to take care when forming requests directly
from a URI. URIs from business cards, web pages, and even from
sources inside the protocol such as registered contacts may contain
inappropriate header fields or body parts.

 
  

An implementation MUST include any provided transport, maddr, ttl, or
user parameter in the Request-URI of the formed request. If the URI
contains a method parameter, its value MUST be used as the method of
the request. The method parameter MUST NOT be placed in the
Request-URI. Unknown URI parameters MUST be placed in the message’s
Request-URI.

An implementation SHOULD treat the presence of any headers or body
parts in the URI as a desire to include them in the message, and
choose to honor the request on a per-component basis.

 
An implementation SHOULD NOT honor these obviously dangerous header
fields: From, Call-ID, CSeq, Via, and Record-Route.     
An implementation SHOULD NOT honor any requested Route header field
values in order to not be used as an unwitting agent in malicious
attacks.

An implementation SHOULD NOT honor requests to include header fields
that may cause it to falsely advertise its location or capabilities.
These include: Accept, Accept-Encoding, Accept-Language, Allow,
Contact (in its dialog usage), Organization, Supported, and User-
Agent.

  
   

  

 

An implementation SHOULD verify the accuracy of any requested
descriptive header fields, including: Content-Disposition, Content-—
Encoding, Content-Language, Content-Length, Content-Type, Date,
ime-Version, and Timestamp.

  
  
If the request formed from constructing a message from a given URI is
not a valid SIP request, the URI is invalid. An implementation MUST
NOT proceed with transmitting the request. It should instead pursue
the course of action due an invalid URI in the context it occurs.

      
The constructed request can be invalid in many ways. These
include, but are not limited to, syntax error in header fields,
invalid combinations of URI parameters, or an incorrect
description of the message body.
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Sending a request formed from a given URI may require capabilities
unavailable to the implementation. The URI might indicate use of an
unimplemented transport or extension, for example. An implementation
SHOULD refuse to send these requests rather than modifying them to
match their capabilities. An implementation MUST NOT send a request
requiring an extension that it does not support.

  

 
       

For example, such a request can be formed through the presence of
a Require header parameter or a method URI parameter with an
unknown or explicitly unsupported value.

 

 
 

     
 

 
 

19.1.6 Relating SIP URIs and tel URLS

When a tel URL (RFC 2806 [9]) is converted to a SIP or SIPS URI, the

entire telephone-subscriber portion of the tel URL, including any
parameters, is placed into the userinfo part of the SIP or SIPS URI.

Thus, tel:+358-555-1234567;postd=pp22 becomes

$sip:+358-555-1234567;postd=pp22@¢foo.com;user=phone

or

sips:+358-555-1234567;postd=pp22@foo.com;user=phone

not

$ip:+358-555-1234567@fo00.com; postd=pp22;user=phone

or

sips:+358-555-1234567@foo.com;postd=pp22;user=phone

In general, equivalent "tel" URLs converted to SIP or SIPS URIs in
this fashion may not produce equivalent SIP or SIPS URIs. The
userinfo of SIP and SIPS URIS are compared as a case-sensitive
string. Variance in case-insensitive portions of tel URLs and
reordering of tel URL parameters does not affect tel URL equivalence,
but does affect the equivalence of SIP URIs formed from them.

For example,

tel:+358-555-1234567;postd=pp22
tel:+358-555-1234567; POSTD=PP22

are equivalent, while

$sip:+358-555-1234567;postd=pp22@¢foo.com;user=phone
sip:+358-555-1234567; POSTD=PP22@foo.com;user=phone
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2+358-555-1234567; postd=pp22; isub=1411
+358-555-1234567; isub=1411; postd=pp22

$ip:+358-555-1234567; postd=pp22; isub=1411@foo.com;user=phone
$ip:+358-555-1234567;i1sub=1411; postd=pp22@foo.com;user=phone

lements constructing telephone-subscriber
in the userinfo part of a SIP or SIPS URI SHOULD fold

any case-insensitive portion of telephone-subscriber to lower case,
and order the telephone-subscriber parameters

isdn-subaddress and post-dial,
(All components of a tel URL except for future-—

 
name, excepting
in that order.

lexical
which

 
y by parameter

occur first and  
extension parameters are defined to be compared case-insensitive.)

 
Following this suggestion,

  

both

tel:+358-555-1234567; postd=pp22
tel:4+358-555-1234567;POSTD=PP22

become

$sip:+358-555-1234567;postd=pp22@¢foo.com;user=phone

and both

tel
tel:  

become

2+358-555-1234567;tsp=a.b;phone-context=5
+358-555-1234567;phone-context=5;tsp=a.b

sip:+358-555-1234567; phone-context=5;tsp=a.b@foo.com;user=phone

19.2 Option Tags

 
 

  

Option tags are unique identifiers used to designate new options
(extensions) in SIP. These tags are used in Require (Section 20.32),
Proxy—-Require (Section 20.29), Supported (Section 20.37) and
Unsupported (Section 20.40) header fields. Note that these options
appear as parameters in those header fields in an option-tag = token
form (see Section 25 for the definition of token).
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any other state associated with it.

   

it should attempt to

20 Header Fields

The general syntax for header fields is covered in Section 7.3. This
section lists the full set of header fields along with notes on
syntax, meaning, and usage. Throughout this section, we use [HX.Y]
to refer to Section X.Y of the current HITP/1.1 specification RFC
2616 [8]. Examples of each header field are given.
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1elds in relation to methods and proxy
 

processing is summarized in Tables 2 and 3.

The "where" column describes the request and response types in which
the header fiel

     

ld can be used. Values in this column are:

 
R: header field may only appear in requests;

r: header field may only appear in responses;

2xx, 4xx, etc.: A numerical value or range indicates response
codes with which the header field can be used;

c: header field is copied from the request to the response.

An empty entry in the "where" column indicates that the header
field may be present in all requests and responses.

 
The "proxy" column describes the operations a proxy may perform on a
header field:

as
A proxy can add or concatenate the header field if not present.

A proxy can modify an existing header field value.

A proxy can delete a header field value.

 
A proxy must be able t

header field cannot

The next six columns relate
method:

C3  
Conditional; requireme

context of the messa 
 

o read the header field, and thus this

be encrypted.

to the presence of a header field ina

nts on the header field depend on the
ge.

    
 

 

m: The header field is mandatory.

m*: The header field SHOULD be sent, but clients/servers need to

be prepared to receive messages without that header field.

o: The header field is optional.

t: The header field SHOULD be sent, but clients/servers need to be

prepared to receive messages without that header field.

If a stream-based protocol (such as TCP) is used as a
transport, then the header field MUST be sent.
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*; The header field is required if the message body is not empty.
See Sections 20.14, 20.15 and 7.4 for details.

 

    
-—: The header field is not applicable.

 
"Optional" means that an element MAY include the header field ina
request or response, and a UA MAY ignore the header field if present
in the request or response (The exception to this rule is the Require
header field discussed in 20.32). A "mandatory" header field MUST be
present in a request, and MUST be understood by the UAS receiving the
request. A mandatory response header field MUST be present in the
response, and the header field MUST be understood by the UAC
processing the response. "Not applicable" means that the header
field MUST NOT be present in a request. If one is placed ina
request by mistake, it MUST be ignored by the UAS receiving the
request. Similarly, a header field labeled "not applicable” for a
response means that the UAS MUST NOT place the header field in the
response, and the UAC MUST ignore the header field in the response.

 
     

 
  

   

 

A UA SHOULD ignore extension header parameters that are not
understood.

A compact form of some common header field names is also defined for
use when overall message size is an issue.

 
The Contact, From, and To header fields contain a URI. If the URI

  
contains a comma, question mark or semicolon, the URI MUST be
enclosed in angle brackets (< and >). Any URI parameters are
contained within these brackets. If the URI is not enclosed in angle 

brackets, any semicolon-delimited parameters are header-parameters,
not URI parameters.

 

   

 

20.1 Accept

The Accept header field follows the syntax defined in [H14.1]. The
semantics are also identical, with the exception that if no Accept
header field is present, the server SHOULD assume a default value of
application/sdp.

An empty Accept header field means that no formats are acceptable.
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Example:

Header field where proxy ACK BYE CAN INV OPT REG

Accept R - ° - ° m* oO
Accept 2X - - - ° m* oO
Accept 415 - c - c c c
Accept-Encoding R - ° - ° ° °
Accept-Encoding 2X - - - ° m* oO
Accept-Encoding 415 - Cc - Cc Cc Cc
Accept—-Language R - ° - ° ° °

Accept-Language 2X - - - ° m* oO
Accept-—Language 415 - c - c c c
Alert-—Info R ar - - - ° - -

Alert-Info 180 ar - - - ° - -
Allow R - ° - ° ° oO

Allow 2%X - oO - m*x m* o
Allow r - ° - ° ° °

Allow 405 - m - m m m
Authentication-Info 2X - ° - ° ° °
Authorization R ° ° ° ° ° °
Call-ID Cc r m m m m m m

Call-Info ar - - - ° ° °
Contact R ° - - m ° °

Contact 1xx - - - ° - -
Contact 2X - - - m ° °
Contact BEX d - ° - ° ° °
Contact 485 - ° - ° ° °

Content-Disposition ° ° - ° ° °
Content-Encoding ° ° - ° ° °
Content-Language ° ° - ° ° °
Content-Length ar t t t t t t
Content-Type * * - * * *
CSeq Cc xr m m m m m m
Date a ° ° ° oO oO °

Error—-Info 300-699 a - ° ° ° ° °
Expires - - - ° - °
From Cc r m m m m m m

In-Reply-To R - - - ° - -
ax—-Forwards R amr m m m m m m

in-Expires 423 - - - - - m
IME-Version ° ° - ° ° °

Organization ar - - - ° ° °

Table 2: Summary of header fields, A--O
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Header field where proxy ACK BYE CAN INV OPT REG

Priority R ar - - - ° - -
Proxy-Authenticate 407 ar - m - m m m
Proxy-Authenticate 401 ar - ° ° ° ° °
Proxy—-Authorization R dr ° ° - ° ° °
Proxy—Require R ar - ° - ° ° °
Record-Route R ar ° ° ° ° ° -

Record-Route 2xx,18x mr - ° ° ° ° -

Reply-To - - - ° - -
Require ar - c - c c c
Retry-After 404, 413, 480, 486 - ° ° ° ° °

500,503 - ° ° ° ° °
600,603 - ° ° ° ° °

Route R adr c c c c c c
Server Lr - ° ° ° ° °

Subject R - - - ° - -
Supported R - ° ° m* oO °
Supported 2XX - ° ° m* m* oO
Timestamp ° ° ° ° ° °
To c(1) xr m m m m m m

Unsupported 420 - m - m m m
User-Agent ° ° ° ° ° °
Via R amr m m m m m m
Via re dr m m m m m m

Warning xr - ° ° ° ° °
WWW-Authenticate 401 ar - m - m m m
WWW-Authenticate 407 ar - ° - ° ° °

Table 3: Summary of header fields, P--Z; (1): copied with possible
addition of tag

Accept: application/sdp;level=1, application/x-private, text/html

20.2 Accept-Encoding

The Accept-Encoding header field is similar to Accept, but restricts
the content-codings [H3.5] that are acceptable in the response. See
[H14.3]. The semantics in SIP are identical to those defined in
[H14.3].

An empty Accept-Encoding header field is permissible. It is
equivalent to Accept-Encoding: identity, that is, only the identity
encoding, meaning no encoding, is permissible.

If no Accept-Encoding header field is present, the server SHOULD
assume a default value of identity.
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20

20.

This differs slightly from the HTTP definition, which indicates that
when not present, any encoding can be used, but the identity encoding
is preferred.

 

 Example:

 Accept-Encoding: gzip

.3 Accept-Language

The Accept-Language header field is used in requests to indicate the
preferred languages for reason phrases, session descriptions, or
status responses carried as message bodies in the response. If no
Accept-Language header field is present, the server SHOULD assume all
languages are acceptable to the client.

 

The Accept-Language header field follows the syntax defined in
[H14.4]. The rules for ordering the languages based on the "q"
parameter apply to SIP as we

   

 
Example:

Accept-Language: da, en-gb;q=0.8, en;q=0.7

4 Alert-Info

When present in an INVITE request, the Alert-Info header field
specifies an alternative ring tone to the UAS. When present in a 180
(Ringing) response, the Alert-Info header field specifies an
alternative ringback tone to the UAC. A typical usage is for a proxy
to insert this header field to provide a distinctive ring feature.

 

       
The Alert-Info header field can introduce security risks. These
risks and the ways to handle them are discussed in Section 20.9,
which discusses the Call-Info header field since the risks are
identica

    
 

In addition, a user SHOULD be able to disable this feature

selectively.

 

 

This helps prevent disruptions that could result from the use of
this header field by untrusted elements.  
 
Example:

Alert-Info: <http://www.example.com/sounds/moo.wav>
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20

20.

20.

-5 Allow

The Allow header field lists the set of methods supported by the UA
generating the message.

All methods, including ACK and CANCEL, understood by the UA MUST be
included in the list of methods in the Allow header field, when

present. The absence of an Allow header field MUST NOT be
interpreted to mean that the UA sending the message supports no
methods. Rather, it implies that the UA is not providing any
information on what methods it supports.

        
Supplying an Allow header field in responses to methods other than
OPTIONS reduces the number of messages needed.

 Example:
 

  
Allow: INVITE, ACK, OPTIONS, CANCEL, BYE   

 

 6 Authentication-Info

The Authentication-Info header field provides for mutual
authentication with HTTP Digest. A UAS MAY include this header field
in a 2xx response to a request that was successfully authenticated
using digest based on the Authorization header field.

     

Syntax and semantics follow those specified in RFC 2617 [17].

 Example:

Authentication-Info: nextnonce="47364c23432d2e131a5fb210812c"

7 Authorization

The Authorization header field contains authentication credentials of
a UA. Section 22.2 overviews the use of the Authorization header

field, and Section 22.4 describes the syntax and semantics when used
with HTTP authentication.

  
 

  
This header field, along with Proxy-Authorization, breaks the general
rules about multiple header field values. Although not a comma-
separated list, this header field name may be present multiple times,
and MUST NOT be combined into a single header line using the usual
rules described in Section 7.3.
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20.10 Contact

A Contact header field value provides a URI whose meaning depends on
the type of request or response it is in.

 

     
A Contact header field value can contain a display name, a URI with
URI parameters, and header parameters.

This document defines the Contact parameters "q" and “expires”.
These parameters are only used when the Contact is present in a
REGISTER request or response, or in a 3xx response. Additional
parameters may be defined in other specifications.

 
 

 
When the header field value contains a display name, the URI

 
including all URI parameters is enclosed in "<" and ">". If no "<"
and ">" are present, all parameters after the URI are header
parameters, not URI parameters. The display name can be tokens, or a 
quoted string, if a larger character set is desired.   

 
 

Even if the "display-name" is empty, the "name-addr" form MUST be
used if the "addr-spec" contains a comma, semicolon, or question
mark. There may or may not be LWS between the display-name and the
well .

These rules for parsing a display name, URI and URI parameters, and
header parameters also apply for the header fields To and From.

 

The Contact header field has a role similar to the Location header

field in HTTP. However, the HITP header field only allows one
address, unquoted. Since URIS can contain commas and semicolons
as reserved characters, they can be mistaken for header or
parameter delimiters, respectively.

     
  

The compact form of the Contact header field is m (for “moved").

 Examples:

Contact: "Mr. Watson" <sip:watson@worcester.bell-telephone.com>
7;q=0.7; expires=3600,
"Mr. Watson" <mailto:watson@bell-telephone.com> ;q=0.1

m: <sips:bob@192.0.2.4>;expires=60
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20.11 Content-Disposition

The Content—-Disposition header field describes how the message body
or, for multipart messages, a message body part is to be interpreted
by the UAC or UAS. This SIP header field extends the MIME Content-
Type (RFC 2183 [18]).

 
 

Several new "“disposition-types" of the Content-Disposition header are
defined by SIP. The value "Session" indicates that the body part
describes a session, for either calls or early (pre-call) media. The
value "render" indicates that the body part should be displayed or
otherwise rendered to the user. Note that the value "render" is used

rather than "inline" to avoid the connotation that the MIME body is
displayed as a part of the rendering of the entire message (since the
MIME bodies of SIP messages oftentimes are not displayed to users).
For backward-compatibility, if the Content-Disposition header field
is missing, the server SHOULD assume bodies of Content-Type
application/sdp are the disposition "session", while other content
types are "render".

  
   
 

       
 

     
The disposition type "icon" indicates that the body part contains an
image suitable as an iconic representation of the caller or callee
that could be rendered informationally by a user agent when a messag
has been received, or persistently while a dialog takes place. The
value “alert" indicates that the body part contains information, such
as an audio clip, that should be rendered by the user agent in an
attempt to alert the user to the receipt of a request, generally a
request that initiates a dialog; this alerting body could for example
be rendered as a ring tone for a phone call after a 180 Ringing
provisional response has been sent.

   

   
   

       
Any MIME body with a "“disposition-type" that renders content to the
user should only be processed when a message has been properly
authenticated.

  

The handling parameter, handling-param, describes how the UAS should
react if it receives a message body whose content type or disposition
type it does not understand. The parameter has defined values of
“optional” and "required". If the handling parameter is missing, the
value “required" SHOULD be assumed. The handling parameter is
described in RFC 3204 [19].

     

 If this header field is missing, the MIME type determines the default
content disposition. If there is none, "render" is assumed.  
 
 
Example:

Content-Disposition: session
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20.12 Content-Encoding

The Content-Encoding header field is used as a modifier to the
"media-type". When present, its value indicates what additiona
content codings have been applied to the entity-body, and thus what
decoding mechanisms MUST be applied in order to obtain the media-type
referenced by the Content-Type header field. Content-Encoding is
primarily used to allow a body to be compressed without losing the
identity of its underlying media type.

If multiple encodings have been applied to an entity-body, the
content codings MUST be listed in the order in which they were
applied.

All content-coding values are case-insensitive. IANA acts as a
registry for content-coding value tokens. See [H3.5] for a
definition of the syntax for content-coding.

Clients MAY apply content encodings to the body in requests. A
server MAY apply content encodings to the bodies in responses. The
server MUST only use encodings listed in the Accept-Encoding header
field in the request.

The compact form of the Content-Encoding header field is e.
Examples:

Content-Encoding: gzip
e: tar

20.13 Content-Language

See [H14.12]. Example:

Content-Language: fr

20.14 Content-Length

The Content-Length header field indicates the size of the message-—
body, in decimal number of octets, sent to the recipient.
Applications SHOULD use this field to indicate the size of the
message-body to be transferred, regardless of the media type of the
entity. If a stream-based protocol (such as TCP) is used as
transport, the header field MUST be used.

The size of the message-body does not include the CRLF separating
header fields and body. Any Content-Length greater than or equal to
zero is a valid value. If no body is present in a message, then the
Content-Length header field value MUST be set to zero.
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The ability to omit Content-Length simplifies the creation of
cgi-like scripts that dynamically generate responses.

 
The compact form of the header field is l.

 Examples:

Content-Length: 349

  

          
 

 

   
 

     
  

 

 
  

1: 173

20.15 Content-Type

The Content-Type header field indicates the media type of the
message-body sent to the recipient. The "“media-type" element is
defined in [H3.7]. The Content-Type header field MUST be present if
the body is not empty. If the body is empty, and a Content-Type
header field is present, it indicates that the body of the specific
type has zero length (for example, an empty audio file).

The compact form of the header field is c.

Examples:

Content-Type: application/sdp
ec: text/html; charset=I1S0O-8859-4

20.16 CSeq

A CSeq header field in a request contains a single decimal sequence
number and the request method. The sequence number MUST be
expressible as a 32-bit unsigned integer. The method part of CSeq is
case-sensitive. The CSeq header field serves to order transactions
within a dialog, to provide a means to uniquely identify
transactions, and to differentiate between new requests and request
retransmissions. Two CSeq header fields are considered equal if the
sequence number and the request method are identical. Example:

CSeq: 4711 INVITE

20.17 Date

The Date header field contains the date and time. Unlike HTTP/1.1,

SIP only supports the most recent RFC 1123 [20] format for dates. As
in [H3.3], SIP restricts the time zone in SIP-date to "GMT", while

RFC 1123 allows any time zone. An RFC 1123 date is case-sensitive.

The Date header field reflects the time when the request or response
is first sent.
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The Date header field can be used by simple end systems without a
battery-backed clock to acquire a notion of current time.
However, in its GMT form, it requires clients to know the

 

20.18

The
inf

A UAC MAY treat a SIP or SIPS URI in an

it were a Contact in a redirect and generate a new INVITE, resulting 

 

from GMT.

Example:

Date: Sat, 13 Nov 2010 23:29:00 GMT

 Error-Info

Error-Info header field provides a pointer to additional
ormation about the error status response.

 

 

 ir offset

SIP UACsS have user interface capabilities ranging from pop-up
windows and audio on PC softclients to audio-only on "black"
phones or endpoints connected via gateways. Rather than
server generating an error to choose between sending an error

  
status code with a detailed reason phrase and playing an
recording, the Error-Info header field allows both to be

  
forcing a

audio
sent.

The UAC then has the choice of which error indicator to render to the caller.

 
 

 
 

 
   

      

  

Error-Info header field as if

in a recorded announcement session being established. A non-SIP URI
MAY be rendered to the user.

Examples:

SIP/2.0 404 The number you have dialed is not in service
Error-Info: <sip:not-—in-service-recording@atlanta.com>

20.19 Expires

The Expires header field gives the relative time after which the
message (or content) expires.

The precise meaning of this is method dependent.

The expiration time in an INVITE does not affect the duration of the
actual session that may result from the invitation. Session
description protocols may offer the ability to express time limits on
the session duration, however.

The value of this field is an integral number of seconds (in decimal)
between 0 and (2**32)-1, measured from the receipt of the request.

Rosenberg, et. al. Standards Track [Page 171]

AppleInc.
Ex. 1004 - Page 726



Apple Inc.
Ex. 1004 - Page 727

RFC 3261 SIP: Session Initiation Protocol

 Example:

 Expires: 5

20.20 From

The From header field indicates the

may be different from the initiator of the dialog. 
the callee to the caller use th

field.       

name" is empty, the "name-addr"
contains a comma, question mark,
discussed in Section 7.3.1.

    

call 

 

June 2002

initiator of the request. This
Requests sent by

's address in the From header

The optional "display-name" is meant to be re
interface. A system SHOULD use the display name "Anonymous" if the
identity of the client is to remain hidden.

ndered by a human user

  
 Even if the "display-

form MUST be used if the “addr-spec"
or semicolon.

Two From header fields are equivalent i
parameters match. Extension parameters

 f their URIs match,
in one header field,

Syntax issues are

and their
not

present in the other are ignored for the purposes of comparison. This
means that the display name and presence or absence of angle brackets  
do not affect matching. 
See Section 20.10 for the rules for parsing a display name,
URI parameters, and header field parameters. 

The compact form of the From header field is f.

 Examples:

 From: "A. G. Bell" <sip:agb@bell-telephone.com>
 

From: sip:+12125551212@server.phone2net.com;tag=887s
f: Anonymous <sip:c80qz84zk7z@privacy.org>;tag=hyh8

 
20.21 In-Reply-To

 

URI and

;tag=a48s

The In-Reply-To header field enumerates the Call-IDs that this call
references or returns. These Call-IDs may have been cached by the
client then included in this header fie 

This allows automatic call di str

 

Lbuti on 

calls to the originator of the first
callees to filter calls, so that

 

      originated will be accepted.
request authentication.

  

Rosenberg, et. al.
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is £
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d ina return call.

systems to route return
1. This alsoa lows
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Standards Track

 only return calls for calls they
is not a substitute for
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 Example:

In-Reply-To: 70710@saturn.bell-tel.com, 17320@saturn.bell-tel.com

20.22 Max-Forwards

The Max—-Forwards header field must be used with any SIP method to
limit the number of proxies or gateways that can forward the request
to the next downstream server. This can also be useful when the

client is attempting to trace a request chain that appears to be
failing or looping in mid-chain.

 

      

  
The Max—-Forwards value is an integer in the range 0-255 indicating
the remaining number of times this request message is allowed to be
forwarded. This count is decremented by each server that forwards
the request. The recommended initial value is 70.

 

   
 

This header field should be inserted by elements that can not
otherwise guarantee loop detection. For example, a B2BUA should
insert a Max-Forwards header field.

  
 

 Example:

Max-Forwards: 6

 20.23 Min-Expires
 

 The Min-Expires header field conveys the minimum refresh interval
supported for soft-state elements managed by that server. This
includes Contact header fields that are stored by a registrar. The
header field contains a decimal integer number of seconds from 0 to
(2**32)-1. The use of the header field in a 423 (Interval Too Brief)

response is described in Sections 10.2.8, 10.3, and 21.4.17.

 

   
 

 Example:

 Min-Expires: 60

20.24 MIME-Version 

See [H19.4.1].

 Example:

MIME-Version: 1.0 
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20.25 Organization

The Organization header field conveys the name of the organization to
which the SIP element issuing the request or response belongs.

The field MAY be used by client software to filter calls.

Example:

Organization: Boxes by Bob

20.26 Priority

The Priority header field indicates the urgency of the request as
perceived by the client. The Priority header field describes th
priority that the SIP request should have to the receiving human or
its agent. For example, it may be factored into decisions about call
routing and acceptance. For these decisions, a message containing no
Priority header field SHOULD be treated as if it specified a Priority
of "normal". The Priority header field does not influence the use of
communications resources such as packet forwarding priority in
routers or access to circuits in PSTN gateways. The header field can
have the values "non-urgent", "normal", "urgent", and “emergency",
but additional values can be defined elsewhere. It is RECOMMENDED

that the value of "emergency" only be used when life, limb, or
property are in imminent danger. Otherwise, there are no semantics
defined for this header field.

These are the values of RFC 2076 [38], with the addition of

"emergency".

Examples:

Subject: A tornado is heading our way!
Priority: emergency

or

Subject: Weekend plans
Priority: non-urgent

20.27 Proxy-Authenticate

A Proxy-Authenticate header field value contains an authentication
challenge.

The use of this header field is defined in [H14.33]. See Section

22.3 for further details on its usage.
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 Example:

Proxy-Authenticate: Digest realm="atlanta.com",
domain="Sip:ssl.carrier.com", gop="auth",
nonce="f84flcec4le6cheh5aea9c8e88d359",

opaque="", stale=FALSE, algorithm=MD5

   
 

    
 

 
     

   
 

  
 

 

 

 
 

20.28 Proxy-Authorization

The Proxy-Authorization header field allows the client to identify
itself (or its user) to a proxy that requires authentication. A
Proxy-Authorization field value consists of credentials containing
the authentication information of the user agent for the proxy and/or
realm of the resource being requested.

See Section 22.3 for a definition of the usage of this header field.

This header field, along with Authorization, breaks the general rules
about multiple header field names. Although not a comma-separated
list, this header field name may be present multiple times, and MUST
NOT be combined into a single header line using the usual rules
described in Section 7.3.1.

Example:

Proxy-Authorization: Digest username="Alice", realm="atlanta.com",
nonce="c60f30826e1212b402a21831lae",

response="245f23415f11432b3434341c022"

20.29 Proxy—Require

The Proxy-Require header field is used to indicate proxy-sensitive
features that must be supported by the proxy. See Section 20.32 for
more details on the mechanics of this message and a usage example.

Example:

Proxy—-Require: foo

20.30 Record-Route

The Record-Route header field is inserted by proxies in a request to
force future requests in the dialog to be routed through the proxy.

Examples of its use with the Route header field are described in
Sections 16.12.1.
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 Example:

Record-Route: <sip:serverl0.biloxi.com;1r>,
<sip:bigbox3.site3.atlanta.com;lr> 

20.31 Reply-To
 

The Reply-To header field contains a logical return URI that may be
different from the From header field. For example, the URI MAY be
used to return missed calls or unestablished sessions. If the user

wished to remain anonymous, the header field SHOULD either be omitted
from the request or populated in such a way that does not reveal any
private information.

    
 
Even if the "display-name" is empty, the "name-addr" form MUST be
used if the "addr-spec" contains a comma, question mark, or
semicolon. Syntax issues are discussed in Section 7.3.1.

 

  
 
 
Example:

 Reply-To: Bob <sip:bob@biloxi.com>

20.32 Require

The Require header field is used by UACsS to tell UASs about options
that the UAC expects the UAS to support in order to process the
request. Although an optional header field, the Require MUST NOT be
ignored if it is present.

 
  

The Require header field contains a list of option tags, described in
Section 19.2. Each option tag defines a SIP extension that MUST be
understood to process the request. Frequently, this is used to
indicate that a specific set of extension header fields need to be
understood. A UAC compliant to this specification MUST only include
option tags corresponding to standards-track RFCs.

  
        

 Example:

Require: 100rel

20.33 Retry-After

The Retry-After header field can be used with a 500 (Server Internal
Error) or 503 (Service Unavailable) response to indicate how long the
service is expected to be unavailable to the requesting client and
with a 404 (Not Found), 413 (Request Entity Too Large), 480
(Temporarily Unavailable), 486 (Busy Here), 600 (Busy), or 603
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(Decline) response to indicate when the called party anticipates
being available again. The value of this field is a positive integer
number of seconds (in decimal) after the time of the response.

    
An optional comment can be used to indicate additional information
    

    
about the time of callback. An optional "duration" parameter
indicates how long the called party wi be reachable starting at the
initial time of availability. If no duration parameter is given, the        service is assumed to be available indefinitely.
 

 Examples:

Retry-After: 18000;duration=3600
Retry-After: 120 (I’m in a meeting)

 

   
 

    

       

 

20.34 Route

The Route header field is used to force routing for a request through
the listed set of proxies. Examples of the use of the Route header
field are in Section 16.12.1.

Example:

Route: <sip:bigbox3.site3.atlanta.com;l1r>,
<sip:serverl10.biloxi.com;lr>

20.35 Server

The Server header field contains information about the software used

by the UAS to handle the request.

Revealing the specific software version of the server might allow the
server to become more vulnerable to attacks against software that is
known to contain security holes. Implementers SHOULD make the Server
header field a configurable option.

Example:

Server: HomeServer v2

20.36 Subject

The Subject header field provides a summary or indicates the nature
of the call, allowing call filtering without having to parse the
session description. The session description does not have to use
the same subject indication as the invitation.

The compact form of the Subject header field is s.
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 Example:

Subject: Need more boxes
s: Tech Support

20.37 Supported
  

The Supported header field enumerates all the extensions supported by
the UAC or UAS.

The Supported header field contains a list of option tags, described
in Section 19.2, that are understood by the UAC or UAS. A UA
compliant to this specification MUST only include option tags
corresponding to standards-track RFCs. If empty, it means that no
extensions are supported.

     
The compact form of the Supported header field is k.

 Example:

Supported: 100rel

20.38 Timestamp
 

The Timestamp header field describes when the UAC sent the request to
the UAS.

See Section 8.2.6 for details on how to generate a response to a
request that contains the header field. Although there is no
normative behavior defined here that makes use of the header, it

allows for extensions or SIP applications to obtain RIT estimates. 
Example:

Timestamp: 54

20.39 To

The To header field specifies the logical recipient of the request.
 

 
The optional “display-name" is meant to be rendered by a human-user
interface. The "tag" parameter serves as a general mechanism for
dialog identification.

 

   
See Section 19.3 for details of the "tag" parameter.
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Comparison of To header fields for equality is identical to
comparison of From header fields. See Section 20.10 for the rules
for parsing a display name, URI and URI parameters, and header field
parameters.

  

The compact form of the To header field is t.

The following are examples of valid To header fields:
 

To: The Operator <sip:operator@cs.columbia.edu>;tag=287447
t: sip:4+12125551212@server.phone2net.com

  

 

 

 
 

  
    

 

    
      

20.40 Unsupported

The Unsupported header field lists the features not supported by the
UAS. See Section 20.32 for motivation.

Example:

Unsupported: foo

20.41 User-Agent

The User-Agent header field contains information about the UAC
originating the request. The semantics of this header field are
defined in [H14.43].

Revealing the specific software version of the user agent might allow
the user agent to become more vulnerable to attacks against software
that is known to contain security holes. Implementers SHOULD make
the User-Agent header field a configurable option.

Example:

User-Agent: Softphone Betal.5

20.42 Via

The Via header field indicates the path taken by the request so far
and indicates the path that should be followed in routing responses.
The branch ID parameter in the Via header field values serves as a
transaction identifier, and is used by proxies to detect loops.

A Via header field value contains the transport protocol used to send
the message, the client’s host name or network address, and possibly
the port number at which it wishes to receive responses. A Via
header field value can also contain parameters such as "maddr",
"ttl", "received", and “branch", whose meaning and use are described
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in other sections. For implementations compliant to this
specification, the value of the branch parameter MUST start with the
magic cookie "z9hG4bK", as discussed in Section 8.1.1.7.

  

Transport protocols defined here are "UDP", "TCP", "TLS", and "SCTP".
"TLS" means TLS over TCP. When a request is sent to a SIPS URI, the
protocol still indicates "SIP", and the transport protocol is TLS.

Via: SIP/2.0/UDP erlang.bell-telephone.com:5060;branch=z9hG4bK8 7asdks7
Via: SIP/2.0/UDP 192.0.2.1:5060 ;received=192.0.2.207 

20.

;branch=z9hG4bK77Vasjd

The compact form of the Via header field is v.

In this example, the message originated from a multi-homed host with
two addresses, 192.0.2.1 and 192.0.2.207. The sender guessed wrong
as to which network interface would be used. Erlang.bell-
telephone.com noticed the mismatch and added a parameter to the
previous hop’s Via header field value, containing the address that
the packet actually came from.

  

    

The host or network address and port number are not required to
follow the SIP URI syntax. Specifically, LWS on either side of the
"s" or "/" as allowed, as shown here:  

Via: SIP / 2.0 / UDP first.example.com: 4000;tt1l=16
pmaddr=224.2.0.1 ;branch=z9hG4bKa7c6a8dlze.1

Even though this specification mandates that the branch parameter be
present in all requests, the BNF for the header field indicates that
it is optional. This allows interoperation with RFC 2543 elements,
which did not have to insert the branch parameter.

    

Two Via header fields are equal if their sent-protocol and sent-—by
fields are equal, both have the same set of parameters, and the
values of all parameters are equal.

 
43 Warning

The Warning header field is used to carry additional information
about the status of a response. Warning header field values are sent
with responses and contain a three-digit warning code, host name, and
warning text.

 

  

The "“warn-text" should be in a natural language that is most likely
to be intelligible to the human user receiving the response. This
decision can be based on any available knowledge, such as the
location of the user, the Accept-Language field in a request, or the
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Content-Language field in a response. The default language is i-
default [21  
 

The currently-defined "warn-code"s are listed below, with a
recommended warn-text in English and a description of their meaning.
These warnings describe failures induced by the session description.
The first digit of warning codes beginning with "3" indicates
warnings specific to SIP. Warnings 300 through 329 are reserved for
indicating problems with keywords in the session description, 330
through 339 are warnings related to basic network services requested
in the session description, 370 through 379 are warnings related to
quantitative QoS parameters requested in the session description, and
390 through 399 are miscellaneous warnings that do not fall into one
of the above categories.

 

      

  
  

  
   

300 Incompatible network protocol: One or more network protocols
contained in the session description are not available.

 

 
301 Incompatible network address formats: One or more network

address formats contained in the session description are not
available.

    
302 Incompatible transport protocol: One or more transport

protocols described in the session description are not
available.

 
303 Incompatible bandwidth units: One or more bandwidth

measurement units contained in the session description were
not understood.

304 Media type not available: One or more media types contained in
the session description are not available.

 
305 Incompatible media format: One or more media formats contained

in the session description are not available.    
306 Attribute not understood: One or more of the media attributes

in the session description are not supported.

     
307 Session description parameter not understood: A parameter

other than those listed above was not understood.
    330 Multicast not available: The site where the user is located

does not support multicast.

   

    331 Unicast not available: The site where the user is located does

not support unicast communication (usually due to the presence
of a firewall).
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370 Insufficient bandwidth: The bandwidth specified in the session
description or defined by the media exceeds that known to be
available.

   

  
399 Miscellaneous warning: The warning text can include arbitrary

information to be presented to a human user or logged. A
system receiving this warning MUST NOT take any automated
action.

 

lxx and 2xx have been taken by HTTP/1.1.

Additional "warn-code"s can be defined through IANA, as defined in
Section 27.2.  Examples:
 

Warning: 307 isi.edu "Session parameter ‘’foo’ not understood"
Warning: 301 isi.edu "Incompatible network address type 'E.164’"

 

     

20.44 WWW-Authenticate

A WWW-Authenticate header field value contains an authentication

challenge. See Section 22.2 for further details on its usage.

 Example:

WWW-Authenticate: Digest realm="atlanta.com",
domain="Sip:boxesbybob.com", gqop="auth",
nonce="f84flcec4le6cheh5aea9c8e88d359",

opaque="", stale=FALSE, algorithm=MD5

  
21 Response Codes

The response codes are consistent with, and extend, HTTP/1.1 response
codes. Not all HTTP/1.1 response codes are appropriate, and only
those that are appropriate are given here. Other HTTIP/1.1 response
codes SHOULD NOT be used. Also, SIP defines a new class, 6xx.

21.1 Provisional 1xx

 
Provisional responses, also known as informational responses,
indicate that the server contacted is performing some further action
and does not yet have a definitive response. A server sends a 1xx
response if it expects to take more than 200 ms to obtain a fina
response. Note that 1lxx responses are not transmitted reliably.
They never cause the client to send an ACK. Provisional (1xx)
responses MAY contain message bodies, including session descriptions.
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21.1.1 100 Trying

This response indicates that the request has been received by the
next-hop server and that some unspecified action is being taken on
behalf of this call (for example, a database is being consulted).
This response, like all other provisional responses, stops
retransmissions of an INVITE by a UAC. The 100 (Trying) response is
different from other provisional responses, in that it is never
forwarded upstream by a stateful proxy.

21.1.2 180 Ringing

The UA receiving the INVITE is trying to alert the user. This
response MAY be used to initiate local ringback.

21.1.3 181 Cal Is Being Forwarded

A server MAY use this status code to indicate that the call is being
forwarded to a different set of destinations.

21.1.4 182 Queued

The called party is temporarily unavailable, but the server has
decided to queue the ca rather than reject it. When the callee
becomes available, it will return the appropriate final status
response. The reason phrase MAY give further details about the
status of the call, for example, "5 calls queued; expected waiting
time is 15 minutes". The server MAY issue several 182 (Queued)

responses to update the caller about the status of the queued call.

21.1.5 183 Session Progress

The 183 (Session Progress) response is used to convey information
about the progress of the call that is not otherwise classified. The
Reason-Phrase, header fields, or message body MAY be used to convey
more details about the call progress.

21.2 Successful 2xx

The request was successful.

21.2.1 200 OK

The request has succeeded. The information returned with the
response depends on the method used in the request.
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21.

21

21

21

3 Redirection 3xx

3xx responses give information about the user’s new location, or
about alternative services that might be able to satisfy the call. 

  
-3.1 300 Multiple Choices

 
The address in the request resolved to several choices, each with its
own specific location, and the user (or UA) can select a preferred
communication end point and redirect its request to that location.

    
The response MAY include a message body containing a list of resource
characteristics and location(s) from which the user or UA can choose

the one most appropriate, if allowed by the Accept request header
field. However, no MIME types have been defined for this message
body.

  
 

The choices SHOULD also be listed as Contact fields (Section 20.10).

Unlike HTTP, the SIP response MAY contain several Contact fields or a
list of addresses in a Contact field. UAs MAY use the Contact header
field value for automatic redirection or MAY ask the user to confirm

a choice. However, this specification does not define any standard
for such automatic selection.

 
     

 

 
This status response is appropriate if the callee can be reached
at several different locations and the server cannot or prefers
not to proxy the request.

 

-3.2 301 Moved Permanently

The user can no longer be found at the address in the Request-URI,
and the requesting client SHOULD retry at the new address given by
the Contact header field (Section 20.10). The requestor SHOULD
update any local directories, address books, and user location caches
with this new value and redirect future requests to the address(es)
listed.

 

   
 

-3.3 302 Moved Temporarily

The requesting client SHOULD retry the request at the new address(es)
given by the Contact header field (Section 20.10). The Request—-URI
of the new request uses the value of the Contact header field in the
response.

 

Rosenberg, et. al. Standards Track [Page 184]

AppleInc.
Ex. 1004 - Page 739



Apple Inc.
Ex. 1004 - Page 740

RFC 3261 SIP: Session Initiation Protocol June 2002

The duration of the validity of the Contact URI can be indicated
header field or an expiresthrough an Expires (Section 20.19)

parameter in the Contact header field. 
cache this URI for the duration of  

the expiration time. 
Both proxies and UAs MAY

If there is

no explicit expiration time, the address is only valid once for
 

 recursing, and MUST NOT be cached for fu

If the URI cached from the Contact

   ture transactions.

header field fails, the Request-—
URI from the redirected request MAY be tried again a single time.
 

The temporary URI may have become out-of-date sooner than the
expiration time, and a new temporary URI may be available.

 

 

lternative services are possible.
 

are not defined here, 
  

  

  
  

 

 

 

and may be

lformed syntax. The
lem in more detail, for

is issued by 

21.3.4 305 Use Proxy

The requested resource MUST be accessed through the proxy given by
the Contact field. The Contact field gives the URI of the proxy.
The recipient is expected to repeat this single request via the
proxy. 305 (Use Proxy) responses MUST only be generated by UASs.

21.3.5 380 Alternative Service

The call was not successful, but al

The alternative services are described in the message body of the
response. Formats for such bodies
the subject of future standardization.

21.4 Request Failure 4xx

4xx responses are definite failure responses from a particular
server. The client SHOULD NOT retry the same request without
modification (for example, adding appropriate authorization).
However, the same request to a different server might be successful.

21.4.1 400 Bad Request

The request could not be understood due to mal
Reason-Phrase SHOULD identify the syntax probl
example, "Missing Call-ID header field".

21.4.2 401 Unauthorized

The request requires user authentication. This response
UASs and registrars, while 407 (Proxy Authentication Required) is
used by proxy servers.
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21.4.3 402 Payment Required

Reserved for future use.

21.4.4 403 Forbidden

The server understood the request, but is refusing to fulfill it.
Authorization will not help, and the request SHOULD NOT be repeated.

21.4.5 404 Not Found

The server has definitive information that the user does not exist at

the domain specified in the Request-URI. This status is also
returned if the domain in the Request-URI does not match any of the
domains handled by the recipient of the request.

21.4.6 405 Method Not Allowed

The method specified in the Request-Line is understood, but not
allowed for the address identified by the Request-URI.

The response MUST include an Allow header field containing a list of
valid methods for the indicated address.

21.4.7 406 Not Acceptable

The resource identified by the request is only capable of generating
response entities that have content characteristics not acceptable
according to the Accept header field sent in the request.

21.4.8 407 Proxy Authentication Required

This code is similar to 401 (Unauthorized), but indicates that the

client MUST first authenticate itself with the proxy. SIP access
authentication is explained in Sections 26 and 22.3.

This status code can be used for applications where access to the
communication channel (for example, a telephony gateway) rather than
the callee requires authentication.

21.4.9 408 Request Timeout

The server could not produce a response within a suitable amount of
time, for example, if it could not determine the location of the user
in time. The client MAY repeat the request without modifications at
any later time.
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21.4.10 410 Gone

The requested resource is no longer available at the server and no
forwarding address is known. This condition is expected to be
considered permanent. If the server does not know, or has no
facility to determine, whether or not the condition is permanent, the
status code 404 (Not Found) SHOULD be used instead.

 

  

 
21.4.11 413 Request Entity Too Large

 
The server is refusing to process a request because the request
entity-body is larger than the server is willing or able to process.
The server MAY close the connection to prevent the client from
continuing the request.

 
 

If the condition is temporary, the server SHOULD include a Retry-
After header field to indicate that it is temporary and after what
time the client MAY try again.

 
21.4.12 414 Request-URI Too Long

The server is refusing to service the request because the Request-URI
is longer than the server is willing to interpret.

 

 

21.4.13 415 Unsupported Media Type
 

The server is refusing to service the request because the messag
body of the request is in a format not supported by the server for
the requested method. The server MUST return a list of acceptable
formats using the Accept, Accept-Encoding, or Accept-Language header
field, depending on the specific problem with the content. UAC
processing of this response is described in Section 8.1.3.5.

   
21.4.14 416 Unsupported URI Scheme
 

The server cannot process the request because the scheme of the URI
in the Request-URI is unknown to the server. Client processing of
this response is described in Section 8.1.3.5. 

21.4.15 420 Bad Extension 
 

The server did not understand the protocol extension specified ina
Proxy-Require (Section 20.29) or Require (Section 20.32) header
field. The server MUST include a list of the unsupported extensions
in an Unsupported header field in the response. UAC processing of
this response is described in Section 8.1.3.5.
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4.16 421  Extension Required

 
The UAS needs a particular extension to process the request,
extension is not listed in a Supported 
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but this

header field in the request.
Responses with this status code MUST contain a Require header field
listing the required extensions.

A UAS SHOULD NOT use this response unless
 
Lt truly cannot provide any
 

 useful service to the client. Instead

not listed in the Supported header fi

 

  
 , if a desirable extension is  

 request using baseline SIP capabilitie
by the client.

 

ld, servers SHOULD process the
s and any extensions supported

 

  
  

    
 

  

  

 

 
 

  
  

    
 

 
  

      

 

21.4.17 423 Interval Too Brief

The server is rejecting the request because th xpiration time of
the resource refreshed by the request is too short. This response
can be used by a registrar to reject a registration whose Contact
header field expiration time was too small. The use of this response
and the related Min-Expires header field are described in Sections
10.2.8, 10.3, and 20.23.

21.4.18 480 Temporarily Unavailable

The callee’s end system was contacted successfully but the callee is
currently unavailable (for example, is not logged in, logged in but
in a state that precludes communication with the callee, or has
activated the "do not disturb" feature). The response MAY indicate a
better time to call in the Retry-After header field. The user could
also be available elsewhere (unbeknownst to this server). The reason

phrase SHOULD indicate a more precise cause as to why the callee is
unavailable. This value SHOULD be settable by the UA. Status 486
(Busy Here) MAY be used to more precisely indicate a particular
reason for the call failure.

This status is also returned by a redirect or proxy server that
recognizes the user identified by the Request-URI, but does not
currently have a valid forwarding location for that user.

21.4.19 481 Call/Transaction Does Not Exist

This status indicates that the UAS received a request that does not
match any existing dialog or transaction.

21.4.20 482 Loop Detected

The server has detected a loop (Section 16.3 Item 4).
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21.4.21 483 Too Many Hops

The server received a request that contains a Max-Forwards (Section
20.22) header field with the value zero.

 

 

21.4.22 484 Address Incomplete

The server received a request with a Request-URI that was incomplete.
Additional information SHOULD be provided in the reason phrase.

 

   
This status code allows overlapped dialing. With overlapped
dialing, the client does not know the length of the dialing
string. It sends strings of increasing lengths, prompting the
user for more input, until it no longer receives a 484 (Address
Incomplete) status response.

 

     

21.4.23 485 Ambiguous

 
The Request-URI was ambiguous. The response MAY contain a listing of
possible unambiguous addresses in Contact header fields. Revealing
alternatives can infringe on privacy of the user or the organization.
It MUST be possible to configure a server to respond with status 404
(Not Found) or to suppress the listing of possible choices for
ambiguous Request-URIs.

 

   
 Example response to a request with the Request-—URI
sip: lee@example.com:

SIP/2.0 485 Ambiguous
Contact: Carol Lee <sip:carol.lee@example.com>
Contact: Ping Lee <sip:p.lee@example.com>
Contact: Lee M. Foote <sips:lee.foote@example.com>

  
 

Some email and voice mail systems provide this functionality. A
status code separate from 3xx is used since the semantics are
different: for 300, it is assumed that the same person or service
will be reached by the choices provided. While an automated
choice or sequential search makes sense for a 3xx response, user
intervention is required for a 485 (Ambiguous) response.

 

      
 

21.4.24 486 Busy Here 

The callee’s end system was contacted successfully, but the callee is
currently not willing or able to take additional calls at this end
system. The response MAY indicate a better time to call in the
Retry-After header field. The user could also be available
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21.

21.

21.

elsewhere, such as through a voice mail service. Status 600 (Busy
Everywhere) SHOULD be used if the client knows that no other end
system will be able to accept this ca

  
    
4.25 487 Request Terminated

   The request was terminated by a BYE or CANCEL request. This response
is never returned for a CANCEL request itself.

 

 

4.26 488 Not Acceptable Here

The response has the same meaning as 606 (Not Acceptable), but only
applies to the specific resource addressed by the Request-URI and the
request may succeed elsewhere.

 
A message body containing a description of media capabilities MAY be
present in the response, which is formatted according to the Accept
header field in the INVITE (or application/sdp if not present), the
same aS a message body in a 200 (OK) response to an OPTIONS request.

  

4.27 491 Request Pending

The request was received by a UAS that had a pending request within
the same dialog. Section 14.2 describes how such "glare" situations
are resolved.

4.28 493 Undecipherable

GlThe request was received by a UAS that contained an encrypted MIM
body for which the recipient does not possess or will not provide an
appropriate decryption key. This response MAY have a single body
containing an appropriate public key that should be used to encrypt
MIME bodies sent to this UA. Details of the usage of this response
code can be found in Section 23.2.

    

5 Server Failure 5xx

 
5xx responses are failure responses given when a server itself has
erred.

5.1 500 Server Internal Error

The server encountered an unexpected condition that prevented it from
fulfilling the request. The client MAY display the specific error
condition and MAY retry the request after several seconds.

      

If the condition is temporary, the server MAY indicate when the
client may retry the request using the Retry-After header field.
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5.2 501 Not Implemented

The server does not support the functionality required to fulfill the
request. This is the appropriate response when a UAS does not
recognize the request method and is not capable of supporting it for
any user. (Proxies forward a requests regardless of method.)

  
   

Note that a 405 (Method Not Allowed) is sent when the server

recognizes the request method, but that method is not allowed or
supported.

  
5.3 502 Bad Gateway 

The server, while acting as a gateway or proxy, received an invalid
response from the downstream server it accessed in attempting to
fulfill the request.

5.4 503 Service Unavailable

 
The server is temporarily unable to process the request due to a
temporary overloading or maintenance of the server. The server MAY
indicate when the client should retry the request in a Retry-After
header field. If no Retry-After is given, the client MUST act as if
it had received a 500 (Server Internal Error) response.

   

A client (proxy or UAC) receiving a 503 (Service Unavailable) SHOULD
attempt to forward the request to an alternate server. It SHOULD NOT
forward any other requests to that server for the duration specified
in the Retry-After header field, if present.

 
 

 

Servers MAY refuse the connection or drop the request instead of
responding with 503 (Service Unavailable).

5.5 504 Server Time-out

The server did not receive a timely response from an external server
it accessed in attempting to process the request. 408 (Request
Timeout) should be used instead if there was no response within the
period specified in the Expires header field from the upstream
server.

   
5.6 505 Version Not Supported

The server does not support, or refuses to support, the SIP protocol
version that was used in the request. The server is indicating that
it is unable or unwilling to complete the request using the same
major version as the client, other than with this error message.
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21.5.7 513 Message Too Large

The server was unable to process the request since the message length
exceeded its capabilities.

21.6 Global Failures 6xx

6xx responses indicate that a server has definitive information about
a particular user, not just the particular instance indicated in the
Request-URI.

21.6.1 600 Busy Everywhere

The callee’s end system was contacted successfully but the callee is
busy and does not wish to take the call at this time. The response
MAY indicate a better time to call in the Retry-After header field.
If the callee does not wish to reveal the reason for declining the
call, the callee uses status code 603 (Decline) instead. This status

response is returned only if the client knows that no other end point
(such aS a voice mail system) will answer the request. Otherwise,
486 (Busy Here) should be returned.

21.6.2 603 Decline

The callee’s machine was successfully contacted but the user
explicitly does not wish to or cannot participate. The response MAY
indicate a better time to call in the Retry-After header field. This
status response is returned only if the client knows that no other
end point will answer the request.

21.6.3 604 Does Not Exist Anywhere

The server has authoritative information that the user indicated in

the Request-URI does not exist anywhere.

21.6.4 606 Not Acceptable

The user’s agent was contacted successfully but some aspects of the
session description such as the requested media, bandwidth, or
addressing style were not acceptable.

A 606 (Not Acceptable) response means that the user wishes to
communicate, but cannot adequately support the session described.
The 606 (Not Acceptable) response MAY contain a list of reasons ina
Warning header field describing why the session described cannot be
supported. Warning reason codes are listed in Section 20.43.
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A message body containing a description of media capabilities MAY be
present in the response, which is formatted according to the Accept  header field in the INVITE (or application/sdp if not present), the
same aS a message body in a 200 (OK) response to an OPTIONS request.

It is hoped that negotiation will not frequently be needed, and when
a new user is being invited to join an already existing conference,
negotiation may not be possible. It is up to the invitation
initiator to decide whether or not to act on a 606 (Not Acceptable)

  
 

response. 
This status response is returned only if the client knows that no
other end point will answer the request. 

22 Usage of HTTP Authentication

SIP provides a stateless, challenge-based mechanism for
authentication that is based on authentication

that a proxy server or UA receives a request (w
given in Section 22.1), it MAY challenge the in
to provide assurance of its identity. Once the
identified, the recipient of the request SHOULD
not this user is authorized to make the request

  
   in HTTP. Any time

ith the exceptions
itiator of the request

 
originator has been
ascertain whether or

in question. No
authorization systems are recommended or discussed in this document. 
The "Digest" authentication mechanism described

 
in this section 

provides message authentication and replay protection only, without
message integrity or confidentiality. Protective measures above and
beyond those provided by Digest need to be taken to prevent active
attackers from modifying SIP requests and responses.

 

 
Note that due to its weak security, the usage of "Basic"
authentication has been deprecated. Servers MUST NOT accept
credentials using the "Basic" authorization scheme, and servers also
MUST NOT challenge with "Basic". This is a change from RFC 2543.

 

  

   
22.1 Framework

 

The framework for SIP authentication closely parallels that of HTTP
(RFC 2617 [17]). In particular, the BNF for auth-scheme, auth-param,

 

 
challenge, realm, realm-value, and credentials

 
is identical (although
  

the usage of "Basic" as a scheme is not permitted). In SIP, a UAS
uses the 401 (Unauthorized) response to challenge the identity of a
UAC. Additionally, registrars and redirect servers MAY make use of
401 (Unauthorized) responses for authentication, but proxies MUST
NOT, and instead MAY use the 407 (Proxy Authentication Required)
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te, and Authorization in the

in RFC 2617 [17]. 
cal root URL, the

ferently in SIP. The
This is a change

 

 

ection domain caused some amount

of confusion since the Request-URI sent by the UAC and the
Request-URI recei
and indeed the f

ived by the chal enging server might be different,
   

inal form of the
 

the UAC. Also, the previous def
Request-URI might not be known to

inition depended on the presence
  

Rosenberg,

 
of a SIP URI in the Request-URI and seemed to rule out alternative
URI schemes

Operators of user agents or proxy servers that wi
received requests MUST adhere to the fo

ealm string for their server:creation of ar

(for example, the tel
 

URL).  
11 authenticate

lowing guidelines for
 

   
   

    
 

o Realm strings MUST be globally unique. It is RECOMMENDED that
a realm string contain a hostname or domain name, following the
recommendation in Section 3.2.1 of RFC 2617 [17].

o Realm strings SHOULD present a human-readable identifier that
can be rendered to a user.

For example:  
  

     

 
 

INVITE sip:bob@biloxi.com SIP/2.0
Authorization: Digest realm="biloxi.com", <...>

Generally, SIP authentication is meaningful for a specific realm, a
protection domain. Thus, for Digest authentication, each such
protection domain has its own set of usernames and passwords. If a
server does not require authentication for a particular request, it
MAY accept a default username, "anonymous", which has no password
(password of ""). Similarly, UACs representing many users, such as
PSIN gateways,

password,

While a server can legitimately challenge most SIP requests,
by this document that require special

ACK and CANCEL.
are two request

handling for au

et. al.

MAY have their own device-specific username and
rather than accounts for particular users,

s defined
thenticat   Lon:
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uses responses to carry values
some problems come up for

including ACK. For this reason,
that were accepted by a server MUST be

UACS creating an ACK message
ion and Proxy-Authorization

to which the ACK

 
 

(a 2xx), servers MUST

NOT attempt to challenge CANCEL requests since these requests cannot 
be resubmitted. Generally, a CANCEL

 
request SHOULD be accepted by a

server if it comes from the same hop that sent the request being
canceled

security association,
   as described i

When a UAC receives a challenge, it
contents of the "realm" parameter in
either a WWW-Authenticate header fie

field) if the UAC device does not al

the realm in question. A service pr
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 =Qo8   
 

 
2 User-to-User Authentication

When a UAS receives a

the originator before
(in the Authorization

UAS can challenge the
the request with a 401

request from a
the request is
header field)

originator  

(provided that some sort of

the potential exi

transport or network layer
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SHOULD render to the user the

the challenge (which appears in
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ready know of a credential for
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device.
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r whatever reason (especially
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A UAC MUST NOT re-attempt requests with the credentials

(though the request may be retried if
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are provided in the request, the

to provide credentials by rejecting
(Unauthorized) status code.  
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An example of the WWW-Authenticate header field
1s:

WWW-Authenticate: Digest
realm="biloxi.com",

gqop="auth, auth-int",

 

ina 401
 

nonce="dced98b7102dd2f0e8b1l1ldo0f600bfb0c093",

opaque="5ccc069c403ebaf9f0171e9517F40e41"

When the originating UAC receives the 401
if it is able,

The UAC may require
proceeding.
(either direct]
UAs SHOUI

field and "realm"

request for that destination.
they would like.

 
  

ly by the user,
 

  LD cache the credentials for a given value of the
and attempt to re-use these values on the next

UAs MAY cache credentials

(Unauthorized),

re-originate the request with the proper credentials.
input from the originating user before

Once authentication credentials have been supplied
or discovered in an interna

June 2002

challenge

it SHOULD,

 
keyr
 

 
ing),

To header

in any way

If no credentials for a realm can be located, UACs MAY attempt to
retry the request with a username of "anonymous" and no password

wy .password of

Once credentials have been located,
authenticate itsel

necessarily, after recei
so by includ
Authorization field va
authentication informat

being requested as well
authentication and repl

ving a 401
     

 ue consists of credential
      

as parameters required
lay protection.

      
An example of the Authorization header field is:

Authorization: Digest username="bob",
realm="biloxi.com",

 

 

lf with a UAS or registrar -- usually,
(Unauthorized)

ing an Authorization header field with the request.
ls containing the

ion of the UA for the realm of the resource

in support of

any UA that wishes to
bu

nonce="dced98b7102dd2£0e8b11d0f600bfb0c093", 
uri="sip:bob@biloxi.com",
gop=auth,
nc=00000001,
cnonce="(0a4f113b",

response="6629fae49393a05397450978507c4ef1",
opaque="5ccc069c403ebaf9f0171e9517F40e41"

When a UAC resubmits a request with its credential
(Proxy Authentication Required)401 (Unauthorized) or 407

it MUST increment the CSeq header field value as
when sending an updated request.
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the proxy

the

The proxy MUST populate

Authenticate header field value applicable to the proxy for the
requested resource.

The use of Proxy-Authenticate and Proxy-Authorization parallel that
described in [17], with one

to the Proxy-Authorization h
Authentication Required)
the UAC fo

   
difference.
eader field.

owing the procedures for any other response.

1 407 (Proxy

I

UAC’s responsibility to add the Proxy-Authorization header
   value contain

asked for authentication.

 

 ing credentials for the realm o fF the proxy tha 
Proxies MUST NOT add values

Al

responses MUST be forwarded upstream toward
t is the
field
t has

If a proxy were to resubmit a request adding a Proxy-Authorization
header field value,

request. However,  original request to discard a response from the UAS, value would be different.

When the originating UAC rec
Required) it SHOULD, if it i
proper credentials. 

eives the 407

s able,

 

as

re-originate the reques
It should follow the same procedures for the

it would need to increment the CSeq in the new
this would cause the UAC that submitted the

the CSeq

(Proxy Authentication

 
t with the

display of the "realm" parameter that are given above for responding
to 401.

If no credentials for a realm can be located, UACs MAY attempt to

    

   

  
 

       
 

retry the request with a username of "anonymous" and no password (a
password of "").

The UAC SHOULD also cache the credentials used in the re-originated
request.

The following rule is RECOMMENDED for proxy credential caching:

If a UA receives a Proxy-Authenticate header field value in a 401/407
response to a request with a particular Call-ID, it should
incorporate credentials for that realm in all subsequent requests
that contain the same Call-ID. These credentials MUST NOT be cached

across dialogs; however, if a UA is configured with the realm of its
local outbound proxy, when one exists, then the UA MAY cache
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credentials for that realm across dialogs. Note that this does mean
a future request in a dialog could contain credentials that are not
needed by any proxy along the Route header path.

Any UA that wishes to authenticate itself to a proxy server -—-
usually, but not necessarily, after receiving a 407 (Proxy
Authentication Required) response -- MAY do so by including a Proxy-
Authorization header field value with the request. The Proxy-
Authorization request—-header field allows the client to identify
itself (or its user) to a proxy that requires authentication. The
Proxy-Authorization header field value consists of credentials
containing the authentication information of the UA for the proxy
and/or realm of the resource being requested.

 
 

         
  

A Proxy-Authorization header field value applies only to the proxy
whose realm is identified in the “realm" parameter (this proxy may
previously have demanded authentication using the Proxy-Authenticate
field). When multiple proxies are used in a chain, a Proxy-
Authorization header field value MUST NOT be consumed by any proxy
whose realm does not match the "realm" parameter specified in that
value.

 

    
    

Note that if an authentication scheme that does not support realms is
used in the Proxy-Authorization header field, a proxy server MUST
attempt to parse all Proxy-Authorization header field values to
determine whether one of them has what the proxy server considers to
be valid credentials. Because this is potentially very time-
consuming in large networks, proxy servers SHOULD use an
authentication scheme that supports realms in the Proxy-Authorization
header field.

     
 

    
If a request is forked (as described in Section 16.7), various proxy
servers and/or UAs may wish to challenge the UAC. In this case, the
forking proxy server is responsible for aggregating these challenges
into a single response. Each WWW-Authenticate and Proxy-Authenticate 

value received in responses to the forked request MUST be placed into
the single response that is sent by the forking proxy to the UA; the
ordering of these header field values is not significant.

  
 

 
When a proxy server issues a challenge in response to a request,
it will not proxy the request until the UAC has retried the
request with valid credentials. A forking proxy may forward a
request simultaneously to multiple proxy servers that require
authentication, each of which in turn will not forward the request
until the originating UAC has authenticated itself in their
respective realm. If the UAC does not provide credentials for

 
               

Rosenberg, et. al. Standards Track [Page 198]

AppleInc.
Ex. 1004 - Page 753



Apple Inc.
Ex. 1004 - Page 754

RFC 3261

22.

Rosenberg,

SIP:

each challenge,

Session Initiation Protocol June 2002

the proxy servers that issued the challenges will
not forward requests to the UA where the destination user might be
located, and therefore,

When resubmitting
407 (Proxy Authentication Required)
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Authenticate value and
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As noted above,

its request   
 

   wh

multiple credential
  Ss 

  

   
the virtues of forking are largely lost.
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Required).
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 the same 401

This can occur,
same administrative domain,

by a forking request. When
supply multiple credentials
header fields with the same
credentia

      
  

 
4 The Digest Authentication Scheme

This section describes the modifi

  

 

  LO
 

to apply the
scheme usage

HTTP Digest authent

Since RFC 2543 is based on HTTP Digest as defined in RFC 2069

e for multiple challenges associated with the same realm
(Unauthorized)

for exampl
which

it retries a request,
in Authorization or Proxy-Authorization
"realm" parameter value.

s SHOULD be used for the same realm.

or 407 (Proxy Authentication
e, when multiple proxies within
use a common realm, are reached

a UAC MAY therefore

  
 

The same

cations and clarifications required
Lcat

is almost completely identical to that for HTTP

The SIP

[17].

n scheme to SIP.

[39],

SIP servers supporting RFC 2617 MUST ensure they are backwards
compatible with RFC 2069.
compatibility are specified
servers MUST NOT accept or request

 

    
The rules for Digest authent

Procedures

in RFC 2617.
 Bas

for this backwards

Note, however,
ic authentication.

that SIP
 

ication fo  
low those defined in [17],
 

with “HTIP/1.1" replaced by "SIP/2.
differences: 

1. The URI included in the challenge has the following

URI SIP-URI / SIPS-URI

The
of t  

et. al.

ov

BNF in RFC 2617 has an error in that the

he Authorization header field for HTTP Digest
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‘uri’ parameter
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authentication is not enclosed in quotation marks. (The
example in Section 3.5 of RFC 2617 is correct.) For SIP,

‘uri’ MUST be enclosed in quotation marks.

 

 
The BNF for digest-uri-value is:

 
digest-uri-valu = Request-URI ; as defined in Section 2
  

 
The example procedure for choosing a nonce based on Etag d
not work for SIP.

The text in RFC 2617 [17] regarding cache operation does n
apply to SIP.

RFC 2617 [17] requires that a server check that the URI in
request line and the URI included in the Authorization hea
field point to the same resource. In a SIP context, these
URIs may refer to different users, due to forwarding at so
proxy. Therefore, in SIP, a server MAY check that the
Request-URI in the Authorization header field value
corresponds to a user for whom the server is willing to ac
forwarded or direct requests, but it is not necessarily a
failure if the two fields are not equivalent.

 
 

 
    

 

  
As a clarification to the calculation of the A2 value for

message integrity assurance in the Digest authentication
scheme, implementers should assume, when the entity-—-body i

 

    

2002

the

5

oes

ot

the
der

two
me

cept

Ss

empty (that is, when SIP messages have no body) that the hash
of the entity-body resolves to the MD5 hash of an empty
string, or:

H(entity-body) = MD5("") =
"d4ld8cd98f£00b204e9800998ecf8427e"

RFC 2617 notes that a cnonce value MUST NOT be sent in an

Authorization (and by extension Proxy-Authorization) heade
field if no gop directive has been sent. Therefore, any

 
   

algorithms that have a dependency on the cnonce (including
"MD5-Sess") require that the gop directive be sent. Use o
the "gop" parameter is optional in RFC 2617 for the purpos 

r

£
es

of backwards compatibility with RFC 2069; since RFC 2543 was
 

based on RFC 2069, the "qop" parameter must unfortunately  
remain optional for clients and servers to receive. However,

  

 servers MUST always send a "qop" parameter in WWW-Authenti
and Proxy-Authenticate header field values. If a client
receives a "gop" parameter in a challenge header field, it
MUST send the "gop" parameter in any resulting authorizati
header field.
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RFC 2543 did not allow usage of the Authentication-Info header field
(it effectively used RFC 2069). However, we now allow usage of this
header field, since it provides integrity checks over the bodies and
provides mutual authentication. RFC 2617 [17] defines mechanisms for
backwards compatibility using the gop attribute in the request.
These mechanisms MUST be used by a server to determine if the client
supports the new mechanisms in RFC 2617 that were not specified in
RFC 2069.

       

   

23 S/MIMIGl

SIP messages carry MIME bodies and the MIME standard includes
mechanisms for securing MIME contents to ensure both integrity and
confidentiality (including the ’multipart/signed’ and
‘application/pkcs7-mime’ MIME types, see RFC 1847 [22], RFC 2630 [23]
and RFC 2633 [24]). Implementers should note, however, that there
may be rare network intermediaries (not typical proxy servers) that
rely on viewing or modifying the bodies of SIP messages (especially
SDP), and that secure MIME may prevent these sorts of intermediaries
from functioning.

   
 

         

 
   

This applies particularly to certain types of firewalls.

 
The PGP mechanism for encrypting the header fields and bodies of
SIP messages described in RFC 2543 has been deprecated.

 
23.1 S/MIME Certificates

 
The certificates that are used to identify an end-user for the
purposes of S/MIME differ from those used by servers in one important
respect - rather than asserting that the identity of the holder
corresponds to a particular hostname, these certificates assert that
the holder is identified by an end-user address. This address is
composed of the concatenation of the "userinfo" "@" and "domainname"
portions of a SIP or SIPS URI (in other words, an email address of
the form "bob@biloxi.com"), most commonly corresponding to a user’s
address-—of-record.

   
  

These certificates are also associated with keys that are used to
sign or encrypt bodies of SIP messages. Bodies are signed with the
private key of the sender (who may include their public key with the
message as appropriate), but bodies are encrypted with the public key

           
of the intended recipient. Obviously, senders must have
foreknowledge of the public key of recipients in order to encrypt
message bodies. Public keys can be stored within a UA on a virtual
keyring.
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of the request. If the certificate cannot be verified, because it is
self-signed, or signed by no known authority, or if it is verifiable  
but its subject does not correspond to the From header field o
request, the UAS MUST notify its user of the status of the
certificate (including the subject of the certificate, its signer,

             and any key fingerprint information) and request explicit permission
before proceeding. If the certificate was successfully verified and
the subject of the certificate corresponds to the From header field
of the SIP request, or if the user (after notification) explicitly

    
authorizes the use of the certificate, the UAS SHOULD add this

certificate to a local keyring, indexed by the address-—of-record of
the holder of the certificate.

   
When a UAS sends a response containing an S/MIME body that answers
the first request in a dialog, or a response to a non-INVITE request
outside the context of a dialog, the UAS SHOULD structure the body as
an S/MIME '’multipart/signed’ CMS SignedData body. If the desired CMS
service is EnvelopedData, the UAS SHOULD send the EnvelopedData
message encapsulated within a SignedData message.

 
 
 

      
 

 
When a UAC receives a response containing an S/MIME CMS body that
includes a certificate, the UAC SHOULD first validate the

certificate, if possible, with any appropriate root certificate. The
UAC SHOULD also determine the subject of the certificate and compare
this value to the To field of the response; although the two may very
well be different, and this is not necessarily indicative of a
security breach. If the certificate cannot be verified because it is
self-signed, or signed by no known authority, the UAC MUST notify its
user of the status of the certificate (including the subject of the
certificate, its signator, and any key fingerprint information) and
request explicit permission before proceeding. If the certificate
was successfully verified, and the subject of the certificate
corresponds to the To header field in the response, or if the user
(after notification) explicitly authorizes the use of the
certificate, the UAC SHOULD add this certificate to a local keyring,
indexed by the address-of-record of the holder of the certificate.
If the UAC had not transmitted its own certificate to the UAS in any
previous transaction, it SHOULD use a CMS SignedData body for its
next request or response.

 
   

            
      

     

On future occasions, when the UA receives requests or responses that
contain a From header field corresponding to a value in its keyring,
the UA SHOULD compare the certificate offered in these messages with
the existing certificate in its keyring. If there is a discrepancy,
the UA MUST notify its user of a change of the certificate
(preferably in terms that indicate that this is a potential security
breach) and acquire the user’s permission before continuing to
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process the signaling. If the user authorizes this certificate, it
SHOULD be added to the keyring alongside any previous value(s) for
this address-—of-record.

  

Note we however, that this key exchange mechanism does not
guarantee the secure exchange of keys when self-signed certificates,
or certificates signed by an obscure authority, are used - it is
vulnerable to well-known attacks. In the opinion of the authors,
however, the security it provides is proverbially better than
nothing; it is in fact comparable to the widely used SSH application.
These limitations are explored in greater detail in Section 26.4.2.

 
       

  
      

If a UA receives an S/MIME body that has been encrypted with a public
key unknown to the recipient, it MUST reject the request with a 493
(Undecipherable) response. This response SHOULD contain a valid
certificate for the respondent (corresponding, if possible, to any
address of record given in the To header field of the rejected
request) within a MIME body with a ‘'certs-only’ "smime-type"”
parameter.

 

   
  

         
A 493 (Undecipherable) sent without any certificate indicates that
the respondent cannot or will not utilize S/MIME encrypted messages,
though they may sti support S/MIME signatures.

      

 GlNote that a user agent that receives a request containing an S/MIM
body that is not optional (with a Content-Disposition header
"handling" parameter of "required") MUST reject the request with a
415 Unsupported Media Type response if the MIME type is not
understood. A user agent that receives such a response when S/MIM
is sent SHOULD notify its user that the remote device does not
support S/MIME, and it MAY subsequently resend the request without
S/MIME, if appropriate; however, this 415 response may constitute a
downgrade attack.

 
 

 Gl    

If a user agent sends an S/MIME body in a request, but receives a
response that contains a MIME body that is not secured, the UAC
SHOULD notify its user that the session could not be secured.
However, if a user agent that supports S/MIME receives a request with
an unsecured body, it SHOULD NOT respond with a secured body, but if
it expects S/MIME from the sender (for example, because the sender’s
From header field value corresponds to an identity on its keychain),
the UAS SHOULD notify its user that the session could not be secured.

 
 

 
  

 
 

    
A number of conditions that arise in the previous text call for the
notification of the user when an anomalous certificate-management
event occurs. Users might well ask what they should do under these
circumstances. First and foremost, an unexpected change in a
certificate, or an absence of security when security is expected, are
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new key and re-establish trust with any users that held their old
key.

Final
ina   

ly, if during the course of a dialog a UA receives a certificate
CMS SignedData message that does not correspond with the

its user of the change,
is a potential security breach.

 

  
  
  

  
   

certificates previously exchanged during a dialog,
preferably in terms that indicate that this

 

  
   

 

  

the UA MUST notify

 

 

  

 
 

 

 
 

 

  

23.3 Securing MIME bodies

There are two types of secure MIME bodies that are of interest to
SIP: use of these bodies should follow the S/MIME specification [24]
with a few variations.

o "multipart/signed" MUST be used only with CMS detached
signatures.

This allows backwards compatibility with non-S/MIME-
compliant recipients.

o S/MIME bodies SHOULD have a Content-Disposition header field,
and the value of the "handling" parameter SHOULD be “required.”

o If a UAC has no certificate on its keyring associated with the
address-of-record to which it wants to send a request, it
cannot send an encrypted "application/pkcs7-mime" MIME message.
UACs MAY send an initial request such as an OPTIONS message
with a CMS detached signature in order to solicit the
certificate of the remote side (the signature SHOULD be over a
"message/sip" body of the type described in Section 23.4).

Note that future standardization work on S/MIME may define
non-certificate based keys.

o Senders of S/MIME bodies SHOULD use the "SMIMECapabilities"
(see Section 2.5.2 of [24]) attribute to express their
capabilities and preferences for further communications. Note
especially that senders MAY use the "preferSignedData"
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capability to encourage receivers to respond with CMS
SignedData messages (for example, when sending an OPTIONS
request as described above).

S/MIME implementat ions MUST at a minimum support SHA1 as a
digital signature algorithm, and 3DES as an encryption   a

be supported. Imp
a   
 

one certificate.

 gorithm. All other signature and encryption algorithms MAY 
lementations can negotiate support for these 

gorithms with the "SMIMECapabilities" attribute. 
Each S/MIME body in a SIP message SHOULD be signed with only If a UA receives a message with multiple
signatures, the outermost signature should be treated as the  single certificate
NOT be used.

   for this body. Parallel signatures SHOULD
 

  
The following is an example of an encrypted S/MIME SDP body
within a SIP message:

 
INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8

 
 

To: Bob <sip:bob@bi oxi.com>
  

   From: Alice <sip:a
Call-ID: a84b4c76e6

CSeq: 314159 INVITE
Max—-Forwards: 70

Contact: <sip:alice

 

L.ce@atlanta.com>;tag=1928301774
6710

@pc33.atlanta.com>
Content-Type: application/pkcs7-mime; smime-type=enveloped-data;

name=smime.p7m
Content—Disposition : attachment; filename=smime.p7m

handling=required

KAR KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KK KKK KKK KKK KKK KKK KK KKK
*
*
*
*
*
*
*
*
*
*

Content-Type: appli

v=0
o=alice 53655765 23
s=—

t=0 0

c=IN IP4 pc33.atlanta.com
m=audio 3456 RIP/AVP 0 1 3 99

a=rtpmap:0 PCMU/800KAR KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KK KKK KKK KKK

Rosenberg, et. al.

cation/sdp

53687637 IN IP4 pc33.atlanta.com

Q

*
*
*
*
*
*
*
*
*
*
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23.4.1.2 Confidentiality

When messages are encrypted, header fields may be included in the
encrypted body that are not present in the "outer" message.  
Some header fields must always have a plaintext version because they
are required header fields in requests and responses - these include:
 

  
To, From, Call-ID, CSeq, Contact. While it is probably not useful to
provide an encrypted alternative for the Call-ID, CSeq, or Contact,
providing an alternative to the information in the “outer" To or From
is permitted. Note that the values in an encrypted body are not used
for the purposes of identifying transactions or dialogs - they are
merely informational. If the From header field in an encrypted body
differs from the value in the "outer" message, the value within the
encrypted body SHOULD be displayed to the user, but MUST NOT be used
in the "outer" header fields of any future messages.

 

  
    
   

    
rimarily, a user agent wi want to encrypt header fields that have
n end-to-end semantic, including: Subject, Reply-To, Organization,
ccept, Accept-Encoding, Accept-Language, Alert-Info, Error-Info,
uthentication-Info, Expires, In-Reply-To, Require, Supported,
nsupported, Retry-After, User-Agent, Server, and Warning. If any of
hese header fields are present in an encrypted body, they should be

 

  
          

sed instead of any "outer" header fields, whether this entails
isplaying the header field values to users or setting internal
tates in the UA. They SHOULD NOT however be used in the "outer"
eaders of any future messages.

  
  vroacdaprpa't

If present, the Date header field MUST always be the same in the
"inner" and "outer" headers.

  
Since MIME bodies are attached to the "inner" message,
implementations will usually encrypt MIME-specific header fields,
including: MIME-Version, Content-Type, Content-Length, Content-—
Language, Content-Encoding and Content-Disposition. The "outer"
message will have the proper MIME header fields for S/MIME bodies.
These header fields (and any MIME bodies they preface) should be
treated as norma IME header fields and bodies received in a SIP

message.

 
  

 
   
 

  
 
By
By    

 

It is not particularly useful to encrypt the following header fields:
Min-Expires, Timestamp, Authorization, Priority, and WWW-
Authenticate. This category also includes those header fields that
can be changed by proxy servers (described in the preceding section).
UAs SHOULD never include these in an "inner" message if they are not
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The following is an example of the use of a tunneled "message/sip"
body:

INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
To: Bob <sip:bob@biloxi.com>
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 314159 INVITE
Max—-Forwards: 70

Date: Thu, 21 Feb 2002 13:02:03 GMT

Contact: <sip:alice@pc33.atlanta.com>
Content-Type: multipart/signed;

protocol="application/pkcs7-signature";
micalg=shal; boundary=boundary42

Content-Length: 568

 
 

 
     

 

 

   

—-boundary42
Content-Type: message/sip 
INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
To: Bob <bob@biloxi.com>

From: Alice <alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 314159 INVITE
Max—-Forwards: 70

Date: Thu, 21 Feb 2002 13:02:03 GMT

Contact: <sip:alice@pc33.atlanta.com>
Content-Type: application/sdp
Content-Length: 147

 

      

 

v=0
o=-UserA 2890844526 2890844526 IN IP4 here.com
s=Session SDP

c=IN IP4 pc33.atlanta.com
t=0 0

m=audio 49172 RTP/AVP 0

a=rtpmap:0 PCMU/8000

—-boundary42
Content-Type: application/pkcs7-signature; name=smime.p7s
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7s;

handling=required
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ghyHhHUujhJhjH7 7n8HHGTr fvbnj 756tbBIHG4VOpfyF 46 7GHIGEHEYT6
4VOpEyF 46 7GHIG£HEYT6 jH7 7n8HHGghyHhHUu jhJh756tbB9HGTr fvbn4
n8HHGTr fvhJhjH776tbB9IHG4VObnj 756 TGhIGEHEYT6ghyHhHUujpfyF4
7GhIG£HEYT6 4VObnj4 756

 
  

—-boundary42-

23.4.3 Tunneling Encryption
 

It may also be desirable to use this mechanism to encrypt a
"message/sip" MIME body within a CMS EnvelopedData message S/MIME
body, but in practice, most header fields are of at least some use to
the network; the general use of encryption with S/MIME is to secure
message bodies like SDP rather than message headers. Some
informational header fields, such as the Subject or Organization
could perhaps warrant end-to-end security. Headers defined by future
SIP applications might also require obfuscation.

   
 
      

    
Another possible application of encrypting header fields is selective
anonymity. A request could be constructed with a From header field
that contains no personal information (for example,
sip:anonymous@anonymizer.invalid). However, a second From header
field containing the genuine address-of-record of the originator
could be encrypted within a "message/sip" MIME body where it will
only be visible to the endpoints of a dialog.

  
       

   
  

Note that if this mechanism is used for anonymity, the From header
field will no longer be usable by the recipient of a message as an
index to their certificate keychain for retrieving the proper

 
     S/MIME key to associated with the sender. The message must first

be decrypted, and the "inner" From header field MUST be used as an
index.

In order to provide end-to-end integrity, encrypted "message/sip"
MIME bodies SHOULD be signed by the sender. This creates a
"multipart/signed" MIME body that contains an encrypted body and a
signature, both of type "application/pkcs7-mime".
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In the following example, of an encrypted and signed message, the
text boxed in asterisks ("*") is encrypted:   

 
INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
To: Bob <sip:bob@biloxi.com>
From: Anonymous <sSip:anonymous@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 314159 INVITE
Max—-Forwards: 70

Date: Thu, 21 Feb 2002 13:02:03 GMT

Contact: <sip:pc33.atlanta.com>
Content-Type: multipart/signed;

protocol="application/pkcs7-signature";
micalg=shal; boundary=boundary42
ntent-Length: 568

 

 
 

 
Co

—-bou

Content-Type: application/pkcs7-mime; smime-type=enveloped-data;
ame=smime.p7m
—-Transfer-Encoding: base64
—Disposition: attachment; filename=smime.p7m
ling=required

t-Length: 231

  
 

Conte
ha

Conte
 Qcct

n
n
n

Conten
n
n
n

KAR KKK KKK KKK KKK KKK KKK KKK KK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK

   
Content-Type: message/sip

 
 

INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
To: Bob <bob@biloxi.com>

From: Alice <alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 314159 INVITE
Max—-Forwards: 70

Date: Thu, 21 Feb 2002 13:02:03 GMT

Contact: <sip:alice@pc33.atlanta.com>

 
     

 

Content-Type: application/sdp

v=0

o=alice 53655765 2353687637 IN IP4 pc33.atlanta.com
s=Session SDP
t=0 0

c=IN IP4 pc33.atlanta.com
m=audio 3456 RIP/AVP 0 1 3 99

a=rtpmap:0 PCMU/8000

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

KAR KKK KKK KKK KKK KKK KKK KK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KK
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24.

 

In the foll

SIP:

—-boundary42
Content-Type:

Session Initiation Protocol June 2002

application/pkcs7-signature; name=smime.p7s
Content-Transfer-Encoding: base64
Content-Disposit

handling=requ

  
 

ion: attachment; filename=smime.p7s;
ired

ghyHhHUujhJhjH7 7n8HHGTr fvbnj 756tbBIHG4VOpfyF 46 7GHIGEHEYT6
4VOpfyF 46 7GhIG£H
n8HHGTr fvhJhjH776tbB9IHG4VObnj 756 TGhIGEHEYT6ghyHhHUujpfyF4
7GhIG£HEYT6 4VObnj4 756

—-boundary42-

Examples

 

  FYT6jH7 7n8HHGghyHhHUujhdh756tbB9HGTrfvbnj  

lowing examples, we often omit the message body and the
corresponding Content-Length and Content-Type header fields for
brevity.

1 Registration

 
shown for simplicity.

 

Bob registers on start-up. The message flow is shown in Figure 9.
Note that the authentication usually required for registration is not 

 biloxi.com Bob’s

registrar softphone
|

REGISTER Fl |

 
 
 

 
 Figure 9: SIP Registration Example

 
Fl R

a
GISTER Bob -> Registrar   

R. 
T
F

Cc
Cc
Cc
B 

   
 

ax—-Forwards:  

EGISTER sip:registrar.biloxi.com SIP/2.0
Via: SIP/2.0/UDP bobspc.biloxi.com:5060;branch=z9hG4bKnashds7

70

 

0: Bob <sip:bob@biloxi.com>
rom: Bob <sip:bob@biloxi.com>;tag=456248
all-ID: 843817637684230@998sdasdh09

 

 
 ER
 

Seq: 1826 REGIST
ontact: <sip:bob@192.0.2.4>  

Cc
xpires: 7200  
ontent-Length:

Rosenberg, et. al.

Q

Standards Track [Page 213]

AppleInc.
Ex. 1004 - Page 768



Apple Inc.
Ex. 1004 - Page 769

RFC 3261 SIP: Session Initiation Protocol June 2002

The registration expires after two hours. The registrar responds
with a 200 OK:  F2 200 OK Registrar -> Bob

SIP/2.0 200 OK

Via: SIP/2.0/UDP bobspc.biloxi.com:5060;branch=z9hG4bKnashds7
;received=192.0.2.4

To: Bob <sip:bob@biloxi.com>;tag=2493k59kd
From: Bob <sip:bob@biloxi.com>;tag=456248
Call-ID: 843817637684230@998sdasdh09

CSeq: 1826 REGISTER
Contact: <sip:bob@192.0.2.4>

Expires: 7200
Content-Length: 0

 

 
       

24.2 Session Setup

This example contains the fu details of the example session setup
in Section 4. The message flow is shown in Figure 1. Note that
these flows show the minimum required set of header fields - some
other header fields such as Allow and Supported would normally be
present.

 

 
   

 
Fl INVITE Alice -> atlanta.com proxy

INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
Max—-Forwards: 70

To: Bob <sip:bob@biloxi.com>
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 314159 INVITE
Contact: <sip:alice@pc33.atlanta.com>
Content-Type: application/sdp
Content-Length: 142

 

  

   

 

(Alice’s SDP not shown)
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F2 100 Trying atlanta.com proxy -> Alice

SIP/2.0 100 Trying
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8

;received=192.0.2.1

To: Bob <sip:bob@biloxi.com>
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 314159 INVITE
Content-Length: 0

 
    

 

F3 INVITE atlanta.com proxy -> biloxi.com proxy
 

INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP bigbox3.site3.atlanta.com;branch=z9hG4bK77ef 4c2312983.1
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8

;received=192.0.2.1
Max—-Forwards: 69

To: Bob <sip:bob@biloxi.com>
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 314159 INVITE
Contact: <sip:alice@pc33.atlanta.com>
Content-Type: application/sdp
Content-Length: 142

  
 

 
    

 

(Alice’s SDP not shown)

F4 100 Trying biloxi.com proxy -> atlanta.com proxy

 
SIP/2.0 100 Trying
Via: SIP/2.0/UDP bigbox3.site3.atlanta.com;branch=z9hG4bK77ef 4c2312983.1

;received=192.0.2.2

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
;received=192.0.2.1

To: Bob <sip:bob@biloxi.com>
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 314159 INVITE
Content-Length: 0
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  F5 INVITE biloxi.com proxy -> Bob

INVITE sip:bob@192.0.2.4 SIP/2.0
Via: SIP/2.0/UDP serverl0.biloxi.com;branch=z9hG4bK4b43c2ff8.1

Via: SIP/2.0/UDP bigbox3.site3.atlanta.com;branch=z9hG4bK77ef 4c2312983.1
;received=192.0.2.2

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
;received=192.0.2.1

Max—-Forwards: 68

To: Bob <sip:bob@biloxi.com>
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 314159 INVITE
Contact: <sip:alice@pc33.atlanta.com>
Content-Type: application/sdp
Content-Length: 142

 

  
     

 

(Alice’s SDP not shown) 
F6 180 Ringing Bob -> biloxi.com proxy

SIP/2.0 180 Ringing
Via: SIP/2.0/UDP serverl0.biloxi.com;branch=z9hG4bK4b43c2ff8.1

;received=192.0.2.3

Via: SIP/2.0/UDP bigbox3.site3.atlanta.com;branch=z9hG4bK77ef 4c2312983.1
;received=192.0.2.2

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
;received=192.0.2.1

To: Bob <sip:bob@biloxi.com>;tag=a6c85cf
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

Contact: <sip:bob@192.0.2.4>
CSeq: 314159 INVIT
Content-Length: 0

 
  

     
Gl 

F7 180 Ringing biloxi.com proxy -> atlanta.com proxy

 
SIP/2.0 180 Ringing
Via: SIP/2.0/UDP bigbox3.site3.atlanta.com;branch=z9hG4bK77ef 4c2312983.1

;received=192.0.2.2

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
;received=192.0.2.1

To: Bob <sip:bob@biloxi.com>;tag=a6c85cf
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

Contact: <sip:bob@192.0.2.4>
CSeq: 314159 INVIT
Content-Length: 0

  
     

Gl 
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F8 180 Ringing atlanta.com proxy -> Alice

SIP/2.0 180 Ringing
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8

;received=192.0.2.1
 To: Bob <sip:bob@biloxi.com>;tag=a6c85cf

From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

Contact: <sip:bob@192.0.2.4>
CSeq: 314159 INVITI

    
 Gl

Content-Length: 0

 
F9 200 OK Bob -> biloxi.com proxy

SIP/2.0 200 OK
Vi

V

v4

ia: SIP/2.0/UDP serverl0.biloxi.com;branch=z9hG4bK4b43c2ff8.1
;received=192.0.2.3

ia: SIP/2.0/UDP bigbox3.site3.atlanta.com;branch=z9hG4bK77ef 4c2312983.1
;received=192.0.2.2

la: SIP/2.0/UDP pc33.atlanta.com; branch=z9hG4bKnashds8
;received=192.0.2.1

  
 To: Bob <sip:bob@biloxi.com>;tag=a6c85cf

From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 314159 INVITE

   
 

Contact: <sip:bob@192.0.2.4>
Content-Type: application/sdp
Content-Length: 131

(

EF

S
V

V4

 
 Bob’s SDP not shown)

10 200 OK biloxi.com proxy -> atlanta.com proxy

IP/2.0 200 OK  
ia: SIP/2.0/UDP bigbox3.site3.atlanta.com;branch=z9hG4bK77ef 4c2312983.1
;received=192.0.2.2

la: SIP/2.0/UDP pc33.atlanta.com; branch=z9hG4bKnashds8
;received=192.0.2.1

 
 

 
 

To: Bob <sip:bob@biloxi.com>;tag=a6c85cf
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 314159 INVITE

  
 

Contact: <sip:bob@192.0.2.4>
Content-Type: application/sdp
Content-Length: 131

(

 
Bob’s SDP not shown) 
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F11 200 OK atlanta.com proxy -> Alice

SIP/2.0 200 OK

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
;received=192.0.2.1

To: Bob <sip:bob@biloxi.com>;tag=a6c85cf
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 314159 INVITE
Contact: <sip:bob@192.0.2.4>
Content-Type: application/sdp
Content-Length: 131

 
   
  

(Bob’s SDP not shown) 

F12 ACK Alice -> Bob

ACK sip:bob@192.0.2.4 SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds9
Max—-Forwards: 70

To: Bob <sip:bob@biloxi.com>;tag=a6c85cf
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 314159 ACK
Content-Length: 0

 
 

 

   

The media session between Alice and Bob is now established.

   
      
Bob hangs up first. Note that Bob’s SIP phone maintains its own CSeq
numbering space, which, in this example, begins with 231. Since Bob
is making the request, the To and From URIs and tags have been
swapped. 

F13 BYE Bob -> Alice 
 

 BYE sip:alice@pc33.atlanta.com SIP/2.0
Via: SIP/2.0/UDP 192.0.2.4;branch=z9hG4bKnashds10

ax—-Forwards: 70

From: Bob <sip:bob@biloxi.com>;tag=a6c85cf
To: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 231 BYE
Content-Length: 0
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F14 200 OK Alice -> Bob 

SIP/2.0 200 OK

Via: SIP/2.0/UDP 192.0.2.4;branch=z9hG4bKnashds10

From: Bob <sip:bob@biloxi.com>;tag=a6c85cf
To: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 231 BYE
Content-Length: 0

 

 
    

The SIP Call Flows document [40] contains further examples of SIP
messages.

 25 Augmented BNF for the SIP Protocol

All of the mechanisms specified in this document are described in
both prose and an augmented Backus-Naur Form (BNF) defined in RFC
2234 [10]. Section 6.1 of RFC 2234 defines a set of core rules that

are used by this specification, and not repeated here. Implementers
need to be familiar with the notation and content of RFC 2234 in

order to understand this specification. Certain basic rules are in
uppercase, such as SP, LWS, HTAB, CRLF, DIGIT, ALPHA, etc. Angle
brackets are used within definitions to clarify the use of rule
names.

  

       
The use of square brackets is redundant syntactically. It is used as
a semantic hint that the specific parameter is optional to use. 

 25.1 Basic Rules
 

 
The following rules are used throughout this specification to
describe basic parsing constructs. The US-ASCII coded character set

   
is defined by ANSI X3.4-1986.

alphanum = ALPHA / DIGIT
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[5] but are updated to

 

  

         

make them compliant with RFC 2234 [10]. These include:

reserved =_ wou / wyM / wou / wou / wen / wou / wow / wa
/ "su / ou

unreserved alphanum / mark
mark = woe / wow / wow / win / wv" / We / weruw

/ wa yomyn
escaped = "S$" HEXDIG HEXDIG

SIP header field values can be folded onto multiple lines if the
continuation line begins with a space or horizontal tab. All linear
white space, including folding, has the same semantics as SP. A
recipient MAY replace any linear white space with a single SP before
interpreting the field value or forwarding the message downstream.
Thi Ss

  
is intended to behave exactly as HTITP/1.1 as described in RFC
 

261

optional,

  6 8]. The SWS construct is used when linear white space is
generally between tokens and separators.

 
 

LWS = [*WSP CRLF] 1*WSP ; linear whitespace
SWS = [LWS] ; sep whitespace

To separate the header name from the rest of value, a colon is used,
which, by the above rule, allows whitespace before, but no line break, and whitespace after, includi
defines this construct.

HCOLON = *( SP / HTAB ) ":" SWS 

 
ng a linebreak. The HCOLON

 The TEXTI-UTF8 rule is only used for descriptive field contents and
values that are not intended to be interpreted by the message parser.
Words of *TEXT-UTF8 contain characters from the UTF-8 charset (RFC

2279 [7]). The TEXT-UTF8-TRIM rule is used for descriptive field
contents that are n t quoted strings, where leading and trailing LWS

 
  

is not meaningful.
 

In this regard, SIP differs from HTTP,
the ISO 8859-1 character set.

TEXT-UTF8-TRIM
TEXT-UTF8char
UTF8-NONASCII

 

 Sx21-7E

SxCO-DF

 
1*TEXT-UTF8char *(*LWS T  

/ UTF8-NONASCII
1UTF8-CONT 

 %SxEO-EF
SxFO-F7
SxF8-Fb
$xFC-FD

%x80-BF

 
 

||“SMMN™«sil
UTF8-CONT  

Rosenberg, et. al.
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A CRLF isa owed

SIP:

in the definit
   

Session Initiation Protocol

Lon of TEXT-UTF8-TRIM onl] 

a header fie ld continuation.

June 2002

ly as part of It is expected that the fol 
will be repl

   
UTF8-TRIM valLue.

lding LWS
 Laced with a single SP before interpretation of the TEXT-

Hexadecimal numeric characters are used in several protocol elements.
Some elements (authentication)

LHEX = DIGIT / %x61-66 ; lowercase a-f

force hex alphas to be lower case.

Many SIP header field values consist of words separated by LWS or
special characters.
insensitive.   Unless otherwise stated,

These special characters MUST be in a quoted string to

tokens are case-

 
 

 
 

  
 

 

 
 

 
 

 

 

 

be used within a parameter value. The word construct is used in
Call-ID to allow most separators to be used.

token = 1* (alphanum / wou / wow / wow / vow / Wa
/ wo" / Ww + Ww / wi / wre / wu )

separators = wo" / wy / wen / won / wa" /
Ww , Ww / Ww ; Ww / Ww : Ww / Ww \ Ww / DQUOTE /
wy / woe / wy" / wou / wow /
Ww { Ww / Ww } Ww / SP / HTAB

word = 1* (alphanum / wou / wow / wow / vow / Wa /
Ww Ww / Ww + Ww / wi / wre / wu /

Ww ( Ww / Ww ) Ww / well / wyu /
"yu / "\" / DQUOTE /
wij / Ww [" / "y Ww / wow /
Ww { Ww / Ww } Ww )

When tokens are used or separators are used between elements,
whitespace is often allowed before or after these characters:

STAR = SWS "*" SWS ; asterisk

SLASH = Sws "/" SWS ; slash

EQUAL = SWS "=" SWS ; equal
‘PAREN = SWS "(" SWS ; left parenthesis

RPAREN = SWS ")" SWS ; right parenthesis
RAQUOT = ">" SWS ; right angle quote
LAQUOT = SWS "<"; left angle quote
COMMA = Sws "," SWS ; comma

SEMI = SWS ";" SWS ; semicolon
COLON = Sws ":" SWS ; colon

LDQUOT = SWS DQUOTE; open double quotation mark
RDQUOT = DQUOTE SWS ; close double quotation mark
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Comments can be included in some SIP header fields by surrounding the
comment text with parentheses. Comments are only allowed in fields
containing "comment" as part of their field value definition. In all
other fields, parentheses are considered part of the field value.

         
comment = LPAREN *(ctext / quoted-pair / comment) RPAREN
ctext = %x21-27 / %x2A-5B / %x5D-7E / UTF8-NONASCII

/ LWS

ctext includes all chars except left and right parens and backslash.
A string of text is parsed as a single word if it is quoted using
double-quote marks. In quoted strings, quotation marks (") and
backslashes (\) need to be escaped.

 
 

 Glquoted-string SWS DQUOTE *(qdtext / quoted-pair ) DQUOTI
qdtext = LWS / $x21 / %x23-5B / %x5D-7E

/ UTF8-NONASCII

  

The backslash character ("\") MAY be used as a single-character
quoting mechanism only within quoted-string and comment constructs.
Unlike HTITP/1.1, the characters CR and LF cannot be escaped by this
mechanism to avoid conflict with line folding and header separation.

    
 

  
 

 

quoted-pair = "\" (%x00-09 / %x0B-OC
/ %xO0E-7F)

SIP-URI = "sip:" [ userinfo ] hostport
uri-parameters [ headers ]

SIPS-URI = "sips:" [ userinfo ] hostport
uri-parameters [ headers ]

userinfo = ( user / telephone-subscriber ) [ ":" password ] "@"
user = 1*( unreserved / escaped / user-unreserved )
user-unreserved = wen / wow / wi" / wsu / wo / "au / wou / wy

password = *( unreserved / escaped /
wen / wow / wi" / wsu / wo )

hostport = host [ ":" port ]
host = hostname / IPv4address / IPv6reference

hostname = *( domainlabel "." ) toplabel [ "." ]
domainlabel = alphanum

/ alphanum *( alphanum / "-" ) alphanum
toplabel = ALPHA / ALPHA *( alphanum / "-" ) alphanum
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IPv4address = 1*3DIGIT "." 1*3DIGIT "." 1*3DIGIT "“." 1*3DIGIT

IPv6éreference = "[" IPv6éaddress "]"

IPv6éaddress = hexpart [ ":" IPv4address ]
hexpart = hexseq / hexseq "::" [ hexseq ] / "::" [ hexseq ]
hexseq = hex4 *( ":" hex4)
hex4 = 1*4HEXDIG

port = 1*DIGIT

The BNF for telephone-subscriber can be found in RFC 2806 [9]. Note,
however, that any characters allowed there that are not allowed in

 
the user part of the SIP URI MUST be escaped.

uri-parameters
uri-parameter 

transport-—param

other-transport
user-param
other-user

method-param
ttl-param
maddr-param
lr-param
other-param
pname

pvalue
paramchar
param-unreserve

headers
header
hname

hvalue
hnv-unreserved

SIP-message
Request

 
Request-Line
Request—URI
absoluteURI

hier-part
net-path
abs-path

Rosenberg, et.

d

al.

*( ";" uri-parameter)
= transport-param / user-param / method-param

/ ttl-param / maddr-param / lr-param / other-param
= "transport="

( "udp" / "tcp" / "sctp" / "tis"
/ other-transport)

= token

= “user="( "phone" / "ip" / other-user)
= token
= "method=" Method
= "ttl=" ttl
= "“maddr=" host
= "ir"

= pname [ "=" pvalue ]
1*paramchar
1*paramchar
param-unreserved / unreserved / escaped

= woe / wy" / wy / wen / wen / win / wsu

"2?" header *( "&" header )
hname "=" hvalue

1*( hnv-unreserved / unreserved / escaped )
*( hnv-unreserved / unreserved / escaped )
Ww [" / "y Ww / wij / wow / Ww : Ww / wi / "su

Request / Response
Request-Line
*( message-header )
CRLF

[ message-body ]
Method SP Request-URI SP SIP-Version CRLF
SIP-URI / SIPS-URI / absoluteURI

scheme ":" ( hier-part / opaque-part )
( net-path / abs-path ) [ "?" query ]
"//" authority [ abs-path ]
"/" path-segments
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opaque-part
uric

uric—no-slash 

path-segments
segment
param

pchar

scheme

authority
srvr

reg-name

query
SIP-Version

message—header

Rosenberg, et.

SIP: Session Initiation Protocol

 
uric-no-slash *uric

reserved / unreserved / escaped 

 

unreserved / escaped / ";" / "2?" / gM /
/ wen / wi / wa / wou / iM

= segment *( "/" segment )
= *pchar *( ";" param )
= *pchar
= unreserved / escaped /

wen / wan / wen / wi / wa / wou / iM
= ALPHA *( ALPHA / DIGIT / "+" / "-" /  N

= srvr / reg-name
= [ [ userinfo "@" ] hostport ]
= 1*( unreserved / escaped / "S" / ","

/ wu / wen / wan / wen / wi / Wau)
= *uric

= "SIP" "/" 1*DIGIT "." 1*DIGIT

(Accept

al.

Accept-Encoding
Accept—Language
Alert-Info
Allow

Authentication-Info
Authorization

 
  

    
Call-ID
Call-Info
Contact

Content—Disposition
Content-Encoding
Content—Language

Content-Length
Content-Type
CSeq
Date

  
In-Reply-To
ax-Forwards

IME-Version

in-Expires
Organization
Priority
Proxy-Authenticate
Proxy—-Authorization
Proxy—Require
Record-Route

Reply-To

   
   

 

Standards Track
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aaai
INVITEm

ACKm
OPTIONSm
BYEm

CANCE
REGIST

thod

  
 
 
 
  ERM
   

extension-method

Response

SIP: Session Initiation Pr

Require
Retry-—After
Route

Server

Subject
Supported
Timestamp
To

Unsupported
User-Agent
Via

Warning
WWW-Authenticate

extension—header) CR

 6x49 .4E.56.49.54.4

$x41.43.4B ; ACK i
Sx4F.50.54.49.4F.4

%x42.59.45 ; BYE
$x43.41.4E.43.45,
$x52.45.47.49.53.

caps

-53 ;
caps

4C ;
54.45.52

ll ASM   Y 
  

  
  ERM
 

/ CANCELm / REGIST
/ extension-method
token
Status-—Line

*( message-header )
CRLF

[ message-body ]

    

; INVITE in

CANCEL

INVITEm / ACKm / OPTIONSm /

otocol June 2002

 caps

OPTIONS in caps

 n caps

; REGISTER in caps
BYEm

 L
ry
 
 
  

  

 

 
  

 
 

  
 

 

 

Status-Line SIP-Version SP Status-Code SP Reason-Phrase CRLF
Status—Code = Informational

/ Redirection
/ Success
/ Client-Error
/ Server-Error
/ Global-Failure
/ extension-code

extension-code = 3DIGIT

Reason-Phras = *(reserved / unreserved / escaped
/ UTF8-NONASCII / UTF8-CONT / SP / HTAB)

Informational = "100" Trying
/ "180" ; Ringing
/ "181" ; Call Is Being Forwarded
/ "182" 3; Queued

/ "183" ; Session Progress
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Success = "200" ; OK

Redirection = "300" ; Multiple Choices
/ "301" ; Moved Permanently
/ "302" ; Moved Temporarily
/ "305" ; Use Proxy
/ "380" ; Alternative Service

Client-Error = "400" ; Bad Request
"401" ; Unauthorized

"402" ; Payment Required
"403" 3; Forbidden
"404" ; Not Found
"405"; ethod Not Allowed
"406" ; Not Acceptable

   
"407" ; Proxy Authentication Required
"408" ; Request Timeout
"410" ; Gone

"413" ; Request Entity Too Large
"414" 3; Request-URI Too Large
"415" ; Unsupported Media Type

 

  
   

 

"Ale" ; Unsupported URI Scheme
"420" ; Bad Extension

"421" ; Extension Required
"423" ; Interval Too Brief

"480" ; Temporarily not available
"A481" 3; Call Leg/Transaction Does Not Exist
"482" ; Loop Detected
"483" ; Too Many Hops
"484" ; Address Incomplete
"485" 3; Ambiguous
"486" ; Busy Here
"487" ; Request Terminated
"488" ; Not Acceptable Here
“waAg1"  ; Request Pending
"WA93" 3 Undecipherable

 MATRTTRTRTRTRTRTRMRMRTRTRMRMRTBR.TRUMRTRTRTRTRTTT
 

  

  
 

Server-Error = "500" ; £=Internal Server Error

/ "501" ; Not Implemented
/ "502" ; Bad Gateway
/ "503" ; Service Unavailable
/ "504" ; Server Time-out

/ "505" ; SIP Version not supported
/ "513" ; Message Too Large
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Global-Failure

Accept

m™OS
   

SIP: Session Initiation Protocol

= "600" ; Busy Everywhere
"603" ; Decline

"604" ; Does not exist anywhere
"606" ; Not Acceptable

"Accept" HCOLON
[ accept-range *(COMMA accept-—range) 

accept-rang

media-range

accept-—param

qvalue

generic—param
gen-value

Accept—l 

encoding
codings
content-coding

Encoding

Accept—-Language

 
A
a

Al

language
language-range

lert-Info

lert-param 
llow "Allow"

Authorization
credentials

digest-respons 

  

media-range *(SEMI accept-param)
( We /wN
/
/

m-type SLASH "*" )
m-type SLASH m-subtype )

) *( SEMI m-parameter )

("q" EQUAL qvalue) / generic—param
( "0" [ "." O*3DIGIT ] )

/ ( wye [ " O*x3 ("0") ] )

token [ EQUAL gen-value ]
token / host / quoted-string

  
  

 
"Accept-Encoding" HCOLON

[ encoding *(COMMA encoding) ]
codings *(SEMI accept-—param)
content-coding / "*"
token

  
"Accept-Language" HCOLON

[ language *(COMMA language) |]
language-range *(SEMI accept-—param)
( ( 1*8ALPHA *( "-" 1*8ALPHA ) ) /

  

June 2002

]

weW)

"Alert-Info" HCOLON alert-param * (COMMA alert-—param) 
LAQUOT absoluteURI RAQUOT *( S

HCOLON [Method * (COMMA Method) ]

"Authorization"

("Digest" LWS digest-response)
/ other-response
dig-resp *(COMMA dig-resp)

       

   

HCOLON credentials

EMI generic-param )

ue RDQUOT

dig-resp = username / realm / nonce / digest-uri
/ dresponse / algorithm / cnonce
/ opaque / message-qop
/ nonce-count / auth-param

username = “‘“username" EQUAL username-value

username-—value = quoted-string
digest-uri = "uri" EQUAL LDQUOT digest-uri-va
digest-uri-valu = rquest-uri ; Equal to request-uri as specified

by HTTIP/1.1
message-qop = "gop" EQUAL gop-value
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cnonce
cnonce-value
nonce-count

nc-value

dresponse
request-digest
auth—-param

SIP:

nonce" EO
nce-value

EQUAL

Wo
no

"nal

8LHEX

"response" EQUAL request
LDQUOT 32LHEX RDQUOT

auth-param-name EQUAL
( token / quoted-string

nce-value 
    

 

 
auth-param-nam
other-response

auth-scheme

Authentication-Info

ainfo

nextnonce

response-auth
response-digest

Ca
ca

 

id
 

  
FO 

 

Contac

contac

-ID

-Info

fo-param

= (
wor

t-param
name-addr
addr-spec

display-name

contac

c-P-q

t-params

c-p-expires
contac

delta-seconds

Conten

t-extensi 
 

Disposi

disp-type

Rosenberg, et.

token
au

* (COMMA auth-param)
token

 K 
“Authentication-Info"

* (COMMA ainfo)

Session Initiation Protocol June 2002

UAL cnonce-value

-digest

)

h-scheme LWS auth-param

HCOLON ainfo

nextnonce / message-gop
/ response-auth / cnonce
/ nonce-count

"nextnonce"

"rspauth" EQ
LDQUOT *LHEX RDQUOT

 
 

Call-ID" HCOLON callid

d [ ve"
/ "i" )

word ] 
"Call-Info"

LAQUOT absoluteURI RAQUOT * (

( "purpose" EQUAL ( "icon" /
/ “card" / token ) ) / generic

S 
"Contact" / HCOLON( wm" )

( STAR /
(
[
name-addr / addr-spec) *(S
display-name |]

SIP-URI / SIPS-URI / absolu

*(token LWS)/ quoted-string
  

c-p-q / c-p-expires
/ contact-extension

"gq" EQUAL qvalue
"expires"
generic—param
1*DIGIT

  
on

tion "Content—Disposition
disp-type *( S
"render" / "session"

 

EQUAL nonce-val

UAL response-digest

ue

 

HCOLON info *(COMMA info)
 EMI info-param)

“info"

—-param

(contact-param * (COMMA contact-param) ))
EMI contact-—params)

LAQUOT addr-spec RAQUOT teURI

EQUAL delta-seconds

" HCOLON

EMI disp-param )
/ “icon” / “alert"

/ disp-extension-token
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disp-param = handling-param / generic-param
handling-param = "handling" EQUAL

( "optional" / “required"
/ other-handling )

 

  
 

 

  other-handling = token
disp-extension-token = token

Content-Encoding = ( "Content-Encoding" / "e" ) HCOLON
content-coding *(COMMA content-coding)   Content-Language = "Content-Language" HCOLON
language-tag *(COMMA language-tag)

language-tag = primary-tag *( "-" subtag )
primary-tag = 1*8ALPHA
subtag = 1*8ALPHA

Content-Length = ( "Content-Length" / "1" ) HCOLON 1*DIGIT
Content-Type = ( "Content-Type" / "c" ) HCOLON media-type

  
media-type
m-type

m-type SLASH m-subtype *(SEMI m-parameter)
discrete-type / composite-type 

  

     discrete-type = "text" / "image" / "audio" / "video"
/ “application” / extension-token

composite-type = "message" / "multipart" / extension-token
xtension-token = ietf-token / x-token

1etf-token = token
x-token = "x-" token

m—-subtype = extension-token / iana-token
lana-token = token

m—-parameter = m-attribute EQUAL m-value
m-attribute = token

m—-value = token / quoted-string

CSeq = "CSeq" HCOLON 1*DIGIT LWS Method

Date = "Date" HCOLON SIP-date

SIP-date = rfcl123-date

rfcl123-date = wkday "," SP datel SP time SP "GMT"
datel = 2DIGIT SP month SP 4DIGIT

; day month year (e.g., 02 Jun 1982)
time = 2DIGIT ":" 2DIGIT ":" 2DIGIT

7; 00:00:00 - 23:59:59

wkday = "Mon" / "Tue" / "Wed"
/ "Thu" / wErit / "Sat" / "Sun"

month = "Jan" / "Feb" / "Mar" / “Apr”
/ "May" / "Jun" / "Jul" / "Aug"
/ "Sep" / "Oct" / "Nov" / "Dec"

  Error-Info = ‘Error-Info" HCOLON error-uri *(COMMA error-uri)
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error-url

 Expires
From

from-spec

from—-param
tag-param

SIP: Session Initiation Protocol June 2002

LAQUOT absoluteURI RAQUOT *( SEMI generic-param )

(
(
*

ta-seconds
LON from-spec

)

 Expires" HCOLON del
"From" / "“£" ) HCO
name-addr / addr-spec

SEMI from-param )
tag-param / generic-param
"tag" EQUAL token

 
 

 

  

In-Reply-To

Max-Forwards

MIME-Version 

Min-Expires =

 
Organization

Pri

pri

or
or

ity
Lty-va

   ue 

 
other-priority

Proxy-Authentic
challenge

other—-challenge

digest-cln

realm

realm-value

domain

 

URI
nonce

nonce-value

opaque
stale

algorithm

qop-options

gqop-value

Proxy-Authoriza

Rosenberg, et.

"In-Reply-To" HCOLON callid * (COMMA callid)

"“Max-Forwards" HCOLON 1*DIGIT

"MIME-Version" HCOLON 1*DIGIT ". 1*DIGIT

 
"Min-Expires" HCOLON delta-seconds

ON [TEXT-UTF8-TRIM] "Organization" HCO
 
  

"Priority" HCOLON priority-value
= "emergency" / "urgent" / "normal"

/ “non-urgent" / other-priority
= token

ate "Proxy—-Authenticate" HCOLON challenge
("Digest"™ LWS digest-cln * (COMMA digest-cln) )
/ other-challenge
auth-scheme LWS auth-param
* (COMMA auth-param)
realm / domain / nonce

/ opaque / stale / algorithm
/ qop-options / auth-param

"realm" EQUAL realm-value

quoted-string
"domain" EQUAL LDQUOT URI
*( 1*SP RI ) RDQUOT

absoluteURI / abs-path
"nonce" , nonce-value

quoted-string
"opaque" EQUAL quoted-string
"stale" EQUAL ( "true" / "false"

"algorithm" EQUAL ( "MD5" /
/ token )

"gop" EQUAL LDQUOT qop-value
*("," gop-value) RDQUOT
Yauth" / “Yauth-int"™ / token

 
  
  

)
"MD5-sess"

 

  
  

tion = "Proxy-Authorization" HCOLON credentials
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Proxy—Require

option-tag

Record-Rout

SIP: Session Initiation Protocol

"Proxy—Require"™ HCOLON option-tag
* (COMMA option-tag)
token

 
"“Record—-Route" 

rec-rout

rr-param

Reply-To
rplyto-spec

 
rplyto-param

Require

Retry-—After

retry-param

Route

route-param

Server

server-val

product
product-version

Subject =

Supported =

Timestamp =

delay

To

to-param =

Unsupported
User-Agent

Rosenberg,

(

(

"Ss

(
[o

"T

[
*

name-addr *( SEMI rr-param )
generic—param  
"Reply-To" HCOLON rplyto-spec
( name-addr / addr-spec )
*( SEMI rplyto-param )
generic—param

 

 

June 2002

HCOLON rec-route * (COMMA rec-route)

"Require" HCOLON option-tag * (COMMA option-tag)

"Retry—-After" HCOLON delta-seconds
[ comment ] *( SEMI retry-param ) 
("duration" EQUAL

/ generic-param

 delta-seconds)
 

 

"Route" HCOLON route-param * (COMMA route-param)
 name-addr *( SEMI rr-param )

= "Server" HCOLON server-val

product / comment  
= token [SLASH product-version]
= token

ubject" / "s" ) HCOLON [TEXT-UTF8-TRIM]

"Supported" / "k" ) HCOLON
ption-tag * (COMMA option-tag) ]

 
imestamp" HCOLON 1* (DIGIT)
"." * (DIGIT) J] [ LWS delay ]

DIGIT) [| "." *(DIGIT) ]

To" / name-addr"t" ) HCOLON (
 

/ addr-spec ) *( SEMI to-param )
tag-param / generic-param

et. a

*(LWS server-val)

"Unsupported" HCOLON option-tag * (COMMA option-tag)
"User-Agent" HCOLON server-val *(LWS server-val)
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Via ( "Via" / "v" ) HCOLON via-parm * (COMMA via-parm)
via-parm = sent-protocol LWS sent-by *( SEMI via-params )
via-params = via-ttl / via-maddr

/ via-received / via-branch
/ via-extension

via-ttl = "ttl" EQUAL ttl
via-maddr = "maddr"™ EQUAL host

via-received = "received" EQUAL (IPv4address / IPv6éaddress)
via-branch = "branch" EQUAL token

via-extension = generic-param
sent-—protocol = protocol-name SLASH protocol-version

SLASH transport

protocol-name = "SIP" / token
protocol-version = token
transport = "UDP" / "TCP" / "TLS" / "SCTP"

/ other-transport
sent-—by = host [ COLON port ]
ttl = 1*3DIGIT ; 0 to 255

Warning "Warning" HCOLON warning-value * (COMMA warning-value)
warning-value = warn-code SP warn-agent SP warn-text
warn-—code = 3DIGIT

warn-agent = hostport / pseudonym
; the name or pseudonym of the server adding
; the Warning header, for use in debugging

warn-text = quoted-string
pseudonym = token

WWW-Authenticate "WWW-Authenticate" HCOLON challenge
 
xtension—-header

header-name
header-value

message-—body *OCT

26 Security Considera
Recommendations

header-name HCOLON header-value
token

* (TEXT-UTF8char / UTF8-CONT / LWS)
ET  
tions: Threat Model and Security Usage

SIP is not an easy protocol its multi-faceted trust re

to secure.
 Its use of intermediaries,

elements
ationships,

with no trust at all,
its expected usage between

and its user-to-user operation make 
security
deployable today,
of environments an

 

far from trivial. Security solutions are needed that are
without extensive coordination,

d usages. In order to meet these divers
 

needs, 
several distinct mechanisms applicable to different aspects and 
usages of SIP will

Rosenberg, et. al.

be required.
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Note that the security of SIP signaling itself has no bearing on the
security of protocols used in concert with SIP such as RIP, or with
the security implications of any specific bodies SIP might carry
(although MIME security plays a substantial role in securing SIP).

Any media associated with a session can be encrypted end-to-end
independently of any associated SIP signaling. Media encryption is
outside the scope of this document.

 
    
 

   
 

The considerations that follow first examine a set of classic threat

models that broadly identify the security needs of SIP. The set of
security services required to address these threats is then detailed,
followed by an explanation of several security mechanisms that can be
used to provide these services. Next, the requirements for
implementers of SIP are enumerated, along with exemplary deployments
in which these security mechanisms could be used to improve the
security of SIP. Some notes on privacy conclude this section.

  
 

 
    
 

  
26.1 Attacks and Threat Models

This section details some threats that should be common to most

deployments of SIP. These threats have been chosen specifically to
illustrate each of the security services that SIP requires.

  
The following examples by no means provide an exhaustive list of the
threats against SIP; rather, these are "classic" threats that
demonstrate the need for particular security services that can
potentially prevent whole categories of threats.

 
  

These attacks assume an environment in which attackers can

potentially read any packet on the network - it is anticipated that
SIP will frequently be used on the public Internet. Attackers on the
network may be able to modify packets (perhaps at some compromised
intermediary). Attackers may wish to steal services, eavesdrop on
communications, or disrupt sessions.

 

    
  

26.1.1 Registration Hijacking

  
The SIP registration mechanism allows a user agent to identify itself
to a registrar as a device at which a user (designated by an address
of record) is located. A registrar assesses the identity asserted in
the From header field of a REGISTER message to determine whether this
request can modify the contact addresses associated with the
address-of-record in the To header field. While these two fields are

frequently the same, there are many valid deployments in which a
third-party may register contacts on a user’s behalf.
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The From header field of a SIP request,
arbitrarily by the owner of a UA,
malicious registrations.
a party authorized to change contacts associated with
record could,

 

for example,

and th
An attacker th 
de-register a

Protocol June 2002

however, can be modified

is opens the door to
at successfully impersonates

an address-—of-

ll existing contacts for a 
URI and then register their own device as the appropriate contact
address,
attacker’s device.

This threat bel

of cryptographic assurance of
that represents ava
requests wi

 
control access to

receives.
interest

 

thereby directi
 
ng a requests
 

longs to a fami

th tradi

  
y of threa
a request’

(a ga
ephone call

e service
te

uab
ona

  
  ti
 

its resources by authe
Even end-user UAs,

in ascertaining the identities of originators of requests.

  
for exampl

for the affected user to the 
ts that rely on the absence
S originator. Any SIP UAS
teway that interworks SIP
s, for example) might want to
nticating requests that it
e SIP phones, have an

 
 

This threat demonstrates the need for security services that enable
SIP entities to authenticate the originators of requests.

26.

The domain to which a request is destined is generally speci

 

the Request-URI.   

 

1.2 Impersonating a Server

fied in

UAs commonly contact a server in this domain 
directly in order to deliver a request. However, there is always a
possibility that an attacker could impersonate the remote server, and
that the UA’s request could be intercepted by some other party.

For example, consider a case in which a redirect server at one
domain, chicago.com, impersonates a redirect server at another
domain, biloxi.com. A user agent sends a request to biloxi.com, but

    
the redirect server at chicago.com answers with a forged response
that has appropriate SIP header

The forged contact addresses in
could direct the originating UA
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originating UA would then go to chicago.com.

Prevention of this threat requires a means by which UAs can
authenticate the servers to whom they send requests.
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26.1.3 Tampering with Message Bodies

 
As a matter of course, SIP UAs route requests through trusted proxy
servers. Regardless of how that trust is established (authentication
of proxies is discussed elsewhere in this section), a UA may trust a
proxy server to route a request, but not to inspect or possibly
modify the bodies contained in that request.

 

Consider a UA that is using SIP message bodies to communicate session
encryption keys for a media session. Although it trusts the proxy
server of the domain it is contacting to deliver signaling properly,
it may not want the administrators of that domain to be capable of
decrypting any subsequent media session. Worse yet, if the proxy
server were actively malicious, it could modify the session key,
either acting as a man-in-the-middle, or perhaps changing the
security characteristics requested by the originating UA.

   

     
     

This family of threats applies not only to session keys, but to most
conceivable forms of content carried end-to-end in SIP. These might
include MIME bodies that should be rendered to the user, SDP, or

encapsulated telephony signals, among others. Attackers might
attempt to modify SDP bodies, for example, in order to point RIP
media streams to a wiretapping device in order to eavesdrop on
subsequent voice communications.

   
  

 
  

Also note that some header fields in SIP are meaningful end-to-end,
for example, Subject. UAs might be protective of these header fields
as well as bodies (a malicious intermediary changing the Subject
header field might make an important request appear to be spam, for
example). However, since many header fields are legitimately
inspected or altered by proxy servers as a request is routed, not all
header fields should be secured end-to-end.

 

  
        

For these reasons, the UA might want to secure SIP message bodies,
and in some limited cases header fields, end-to-end. The security
services required for bodies include confidentiality, integrity, and
authentication. Thes nd-to-end services should be independent of
the means used to secure interactions with intermediaries such as

proxy servers.

 

   
  

26.1.4 Tearing Down Sessions

 
Once a dialog has been established by initial messaging, subsequent
requests can be sent that modify the state of the dialog and/or
session. It is critical that principals in a session can be certain
that such requests are not forged by attackers.
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Consider a case in which a third-party attacker captures some initial
messages in a dialog shared by two parties in order to learn the
parameters of the session (To tag, From tag, and so forth) and then
inserts a BYE request into the session. The attacker could opt to
forge the request such that it seemed to come from either
participant. Once the BYE is received by its target, the session
will be torn down prematurely.

  
    

 

    
Similar mid-session threats include the transmission of forged re-
INVITES that alter the session (possibly to reduce session security
or redirect media streams as part of a wiretapping attack).

  
 

 The most effective countermeasure to this threat is the

authentication of the sender of the BYE. In this instance, the

recipient needs only know that the BYE came from the same party with
whom the corresponding dialog was established (as opposed to
ascertaining the absolute identity of the sender). Also, if the
attacker is unable to learn the parameters of the session due to
confidentiality, it would not be possible to forge the BYE. However,
some intermediaries (like proxy servers) will need to inspect those
parameters as the session is established.

    
 

                 
26.1.5 Denial of Service and Amplification

Denial-of-service attacks focus on rendering a particular network
element unavailable, usually by directing an excessive amount of
network traffic at its interfaces. A distributed denial-of-service

attack allows one network user to cause multiple network hosts to
flood a target host with a large amount of network traffic.

   

  
In many architectures, SIP proxy servers face the public Internet in
order to accept requests from worldwide IP endpoints. SIP creates a
number of potential opportunities for distributed denial-of-service
attacks that must be recognized and addressed by the implementers and
operators of SIP systems.

Attackers can create bogus requests that contain a falsified source
IP address and a corresponding Via header field that identify a
targeted host as the originator of the request and then send this
request to a large number of SIP network elements, thereby using
hapless SIP UAS or proxies to generate denial-of-service traffic
aimed at the target.

     
   

Similarly, attackers might use falsified Route header field values in
a request that identify the target host and then send such messages
to forking proxies that will amplify messaging sent to the target.
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26.

 
LS provides transport-layer security over connection-oriented
rotocols (for the purposes of this document, TCP); "tls" (signifying
LS over TCP) can be specified as the desired transport protocol
ithin a Via header field value or a SIP-URI. TLS is most suited to

rchitectures in which hop-by-hop security is required between hosts
ith no pre-existing trust association. For example, Alice trusts
er local proxy server, which after a certificate exchange decides to

trust Bob’s local proxy server, which Bob trusts, hence Bob and Alice
can communicate securely.

    

   peofeHOH  
   

TLS must be tightly coupled with a SIP application. Note that
transport mechanisms are specified on a hop-by-hop basis in SIP, thus
a UA that sends requests over TLS to a proxy server has no assurance
that TLS will be used end-to-end.

 

 
The TLS_RSA_WITH_AES_128_CBC_SHA ciphersuite [6] MUST be supported at
a minimum by implementers when TLS is used in a SIP application. For
purposes of backwards compatibility, proxy servers, redirect servers,
and registrars SHOULD support TLS_RSA_WITH_3DES_EDE_CBC_SHA.
Implementers MAY also support any other ciphersuite.

 

        
   

2.2 SIPS URI Scheme

The SIPS URI scheme adheres to the syntax of the SIP URI (described
in 19), although the scheme string is "Sips" rather than "sip". The
semantics of SIPS are very different from the SIP URI, however. SIPS
allows resources to specify that they should be reached securely.

A SIPS URI can be used as an address-of-record for a particular user
— the URI by which the user is canonically known (on their business
cards, in the From header field of their requests, in the To header
field of REGISTER requests). When used as the Request-URI of a
request, the SIPS scheme signifies that each hop over which the
request is forwarded, until the request reaches the SIP entity
responsible for the domain portion of the Request-URI, must be
secured with TLS; once it reaches the domain in question it is
handled in accordance with local security and routing policy, quite
possibly using TLS for any last hop to a UAS. When used by the
originator of a request (as would be the case if they employed a SIPS
URI as the address-of-record of the target), SIPS dictates that the
entire request path to the target domain be so secured.

  
 

 
    
     

     

    

The SIPS scheme is applicable to many of the other ways in which SIP
URIs are used in SIP today in addition to the Request-URI, including
in addresses-of-record, contact addresses (the contents of Contact

headers, including those of REGISTER methods), and Route headers. In
each instance, the SIPS URI scheme allows these existing fields to
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designate secure resources. The manner in which a SIPS URI is
dereferenced in any of these contexts has its own security properties
which are detailed in [4].

The use of SIPS in particular entails that mutual TLS authentication
SHOULD be employed, as SHOULD the ciphersuite
TLS_RSA_WITH_AES_128_CBC_SHA. Certificates received in the

authentication process SHOULD be validated with root certificates
held by the client; failure to validate a certificate SHOULD result
in the failure of the request.

      
Note that in the SIPS URI scheme, transport is independent of TLS,
and thus "sips:alice@atlanta.com;transport=tcp" and
"sips:alice@atlanta.com;transport=sctp" are both valid (although
note that UDP is not a valid transport for SIPS). The use of
‘Ctransport=tls" has consequently been deprecated, partly because
it was specific to a single hop of the request. This is a change
since RFC 2543.

  
     

Users that distribute a SIPS URI as an address-of-record may elect to
operate devices that refuse requests over insecure transports. 

26.2.3 HTTP Authentication

SIP provides a challenge capability, based on HTIP authentication,
that relies on the 401 and 407 response codes as well as header
fields for carrying challenges and credentials. Without significant
modification, the reuse of the HTTP Digest authentication scheme in
SIP allows for replay protection and one-way authentication.

  
       

The usage of Digest authentication in SIP is detailed in Section 22.
 

26.2.4 S/MIMI Gl

As is discussed above, encrypting entire SIP messages end-to-end for
the purpose of confidentiality is not appropriate because network
intermediaries (like proxy servers) need to view certain header
fields in order to route messages correctly, and if these
intermediaries ar xcluded from security associations, then SIP
messages will essentially be non-routable.

 

     
      

    
However, S/MIME allows SIP UAs to encrypt MIME bodies within SIP,
securing these bodies end-to-end without affecting message headers.
S/MIME can provide end-to-end confidentiality and integrity for
message bodies, as well as mutual authentication. It is also
possible to use S/MIME to provide a form of integrity and
confidentiality for SIP header fields through SIP message tunneling.
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redirect servers, registrars, and UAs MAY also
lement IPSec or other lower-layer security protocols.

When a UA attempts to contact a proxy server, redirect server, or
the UAC SHOULD initiate a TLS connection over which it

In some architectures, UASs MAY receive

requests over such TLS connections as well.

redirect servers, registrars, and UAs MUST implement
encompassing all of the aspects required in 22.

redirect servers, and registrars SHOULD be configured
ith at least one Digest realm, and at least one "realm" string

supported by a given server SHOULD correspond to the server’s

UAs MAY support the signing and encrypting of MIME bodies, and
ls with S/MIME as described in Section 23.
root certificates of certificate

authorities in order to validate certificates for TLS or IPSec, it

SHOULD be capable of reusing these to verify S/MIME certificates, as
A UA MAY hold root certificates specifically for

certificates.
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Note that is it anticipated that future security extensions may
upgrade the normative strength associated with S/MIME as S/MIME  

implementations appear and the problem space becomes better
understood.

26.3.2 Security Solutions

The operation of these security mechanisms in concert can follow the
existing web and email security models to some degree.
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Now let’s say that Alice’s UA would like to initiate a session with a
user in a remote administrative domain, namely "bob@biloxi.com". We
will also say that the local administrative domain (atlanta.com) has
a local outbound proxy.
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process described in the preceding section, it SHOULD reuse the TLS
connection to the local proxy server when it sends an INVITE request
to another user. The UA SHOULD reuse cached credentials in the

INVITE to avoid prompting the user unnecessarily.

 

  
 

   
When the local outbound proxy server has validated the credentials
presented by the UA in the INVITE, it SHOULD inspect the Request—-URI
to determine how the message should be routed (see [4]). If the
"domainname" portion of the Request-URI had corresponded to the local
domain (atlanta.com) rather than biloxi.com, then the proxy server
would have consulted its location service to determine how best to

reach the requested user.

  
      

 

 
Had "alice@atlanta.com" been attempting to contact, say,
"“alex@atlanta.com", the local proxy would have proxied to the
request to the TLS connection Alex had established with the
registrar when he registered. Since Alex would receive this
request over his authenticated channel, he would be assured that
Alice’s request had been authorized by the proxy server of the
local administrative domain.

    
However, in this instance the Request-URI designates a remote domain.
The local outbound proxy server at atlanta.com SHOULD therefore
establish a TLS connection with the remote proxy server at
biloxi.com. Since both of the participants in this TLS connection
are servers that possess site certificates, mutual TLS authentication
SHOULD occur. Each side of the connection SHOULD verify and inspect
the certificate of the other, noting the domain name that appears in
the certificate for comparison with the header fields of SIP
messages. The atlanta.com proxy server, for example, SHOULD verify
at this stage that the certificate received from the remote side
corresponds with the biloxi.com domain. Once it has done so, and TLS
negotiation has completed, resulting in a secure channel between the
two proxies, the atlanta.com proxy can forward the INVITE request to
biloxi.com.

   
    

   
   

 

   
The proxy server at biloxi.com SHOULD inspect the certificate of the
proxy server at atlanta.com in turn and compare the domain asserted
by the certificate with the "domainname" portion of the From header
field in the INVITE request. The biloxi proxy MAY have a strict
security policy that requires it to reject requests that do not match
the administrative domain from which they have been proxied.

 
  

  
Such security policies could be instituted to prevent the SIP
equivalent of SMIP ‘open relays’ that are frequently exploited to
generate spam.
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her identity to the biloxi proxy, but she does have a CMS-detached
signature over a "message/sip" body in the INVITE. It is unlikely in
this instance that Carol would have any credentials in the biloxi.com
realm, since she has no formal association with biloxi.com. The

biloxi proxy MAY also have a strict policy that precludes it from
even bothering to challenge requests that do not have biloxi.com in
the "domainname" portion of the From header field - it treats these
users as unauthenticated.

 

     

              
    

The biloxi proxy has a policy for Bob that a non-authenticated
requests should be redirected to the appropriate contact address
registered against ‘’bob@biloxi.com’, namely <sip:bob@192.0.2.4>.
Carol receives the redirection response over the TLS connection she

established with the biloxi proxy, so she trusts the veracity of the
contact address.

 
    

    
 

Carol SHOULD then establish a TCP connection with the designated
address and send a new INVITE with a Request-URI containing the
received contact address (recomputing the signature in the body as
the request is readied). Bob receives this INVITE on an insecure
interface, but his UA inspects and, in this instance, recognizes the
From header field of the request and subsequently matches a locally
cached certificate with the one presented in the signature of the
body of the INVITE. He replies in similar fashion, authenticating
himself to Carol, and a secure dialog begins.

       
 

      
   

Sometimes firewalls or NATS in an administrative domain could

preclude the establishment of a direct TCP connection to a UA. In
these cases, proxy servers could also potentially relay requests
to UAs in a way that has no trust implications (for example,
forgoing an existing TLS connection and forwarding the request
over cleartext TCP) as local policy dictates.

    
  

26.3.2.4 DoS Protection

In order to minimize the risk of a denial-of-service attack against
architectures using these security solutions, implementers should
take note of the following guidelines.

     
 

When the host on which a SIP proxy server is operating is routable
from the public Internet, it SHOULD be deployed in an administrative
domain with defensive operational policies (blocking source-routed
traffic, preferably filtering ping traffic). Both TLS and IPSec can
also make use of bastion hosts at the edges of administrative domains
that participate in the security associations to aggregate secure
tunnels and sockets. These bastion hosts can also take the brunt of

denial-of-service attacks, ensuring that SIP hosts within the
administrative domain are not encumbered with superfluous messaging.
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