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STATUS OF AMENDMENTS

All claim amendments have been entered by the Examiner. No amendments to

the claims were proposed after the final rejection.
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SUMMARY OF CLAIMED SUBJECT MATTER

Claimed embodiments are directed to methods for enabling two mobile devices

to find another within a network without requiring a intermediary server that includes

location information for the mobile devices in order to establish a direct connection

between the two mobile devices for instant messaging.

A. CLAIM 1- INDEPENDENT

Claim 1 is directed towards a method for establishing session-based instant

messaging communications between an initiating mobile device (paragraph 009, line 6;

figure 1, reference 105) and a target mobile device (paragraph 009, line 6; figure 1,

reference 110) that each support a data packet-based communications service

(paragraph 0011, lines 14-24; figure 1, references 155 and 160) over a digital mobile

network system (figure 1; paragraphs 0009—0011). The method begins by opening a

listening software port (paragraph 0013, line 18 referring to "TCP port") for the target

mobile device on the initiating mobile device to receive communications through the

data packet-based communications service from the target mobile device (figure 2, step

210; paragraph 0013, lines 17-19).

The method continues by transmitting, from the initiating mobile device, an

invitation message containing an address (paragraph 0013, line 22, referring to "IP

address“) and the listening software port (paragraph 0013, line 23, referring to "TCP

port") of the initiating mobile device to the target mobile device (figure 2, step 230;

paragraph 0013, lines 21-25) through a page-mode messaging service, (paragraph

0013, line 23, referring to "SMS text message") wherein the target mobile device is

located by providing to the page-mode messaging service a unique identification

number (paragraph 0013, lines 23, referring to "phone number“) that is used by the

digital mobile network system to locate the target mobile device.

The method continues by receiving, at the initiating mobile device, a response

from the target mobile device at the listening software port on the initiating mobile

device (figure 2, step 270; paragraph 0013, lines 32-33) through the data packet-based

communications service (paragraph 0013, lines 30-32, referring to “request to establish
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a TCP connection . . . to the . . . TCP port") and establishing a virtual connection (figure

2, step 280; paragraph 0013, line 33 referring to "TOP connection) through the data

packet—based communications service for the session-based instant messaging session

between the initiating mobile device and the target mobile device, wherein the virtual

connection is established without use of a server that handles connection requests from

multiple mobile devices.

B. CLAIM 12 - INDEPENDENT

Claim 12 is directed towards a mobile device (paragraph 0009, line 6; figure 1,

reference 105) enabled to establish session-based instant messaging communications

with a target mobile device (paragraph 009, line 6; figure 1, reference 110) in a digital

mobile network system (figure 1; paragraphs 0009-0011). The mobile device comprises

programming means (paragraph 0009, lines 1-5, generally referring to mobile devices

enabled to interact with the digital mobile network) to support a data packet-based

communications service (paragraph 0011, lines 14-24 referring to "IP network based

communication"; figure 1, references 155 and 160) over the digital mobile network

system and programming means to support a page—mode messaging service

(paragraph 0010, lines 1-10 referring to “page mode messaging service, such as SMS“)

over the digital mobile network system.

The mobile device further comprises programming means to open a listening

software port (paragraph 0013, line 18 referring to "TCP port") for the target mobile

device to receive communication through the data packet-based communications

service from the target mobile device (figure 2, step 210; paragraph 0013, lines 17-19),

programming means to send an invitation message containing an address (paragraph

0013, line 22, referring to "IP address") and the listening software port (paragraph 0013,

line 23, referring to "TCP port") of the mobile device to the target mobile device (figure

2, step 230; paragraph 0013, lines 21-25) through the page-mode messaging service

(paragraph 0013, line 23, referring to "SMS text message"), wherein the target mobile

device is located by providing to the page-mode messaging service a unique

identification number (paragraph 0013, lines 23, referring to "phone number") that is

used by the digital mobile network system to locate the target mobile device,
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programming means to receive a response through the data packet-based

communications service (paragraph 0013, lines 30-32, referring to "request to establish

a TCP connection . . . to the . . . TCP port") from the target mobile device at the listening

software port (figure 2, step 270; paragraph 0013, lines 32-33), and programming

means to establish a virtual connection (figure 2, step 280; paragraph 0013, line 33

referring to "TCP connection) through the data packet-based communications service

for the session-based instant messaging communications between the mobile device

and the target mobile device, wherein the virtual connection is established without use

of a server that handles connection requests from multiple mobile devices.

C. CLAIM 22 - INDEPENDENT

Claim 22 is directed towards a computer readable storage medium having stored

therein a computer program for establishing a session-based instant messaging

communications between an initiating mobile device (paragraph 009, line 6; figure 1,

reference 105) and a target mobile device (paragraph 009, line 6; figure 1, reference

110) that each supports a data packet-based communications service (paragraph 0011,

lines 14-24; figure 1, references 155 and 160) over a digital mobile network system

(figure 1; paragraphs 0009-0011), the computer program to be executed on the initiating

mobile device to carry out all the steps of claim 1.

The steps of claim 1 begin by opening a listening software port (paragraph 0013,

line 18 referring to "TCP port") for the target mobile device on the initiating mobile

device to receive communications through the data packet-based communications

service from the target mobile device (figure 2, step 210; paragraph 0013, lines 17-19).

The steps continue by transmitting, from the initiating mobile device, an invitation

message containing an address (paragraph 0013, line 22, referring to "IP address") and

the listening software port (paragraph 0013, line 23, referring to "TCP port") of the

initiating mobile device to the target mobile device (figure 2, step 230; paragraph 0013,

lines 21-25) through a page-mode messaging service, (paragraph 0013, line 23,

referring to "SMS text message") wherein the target mobile device is located by

providing to the page-mode messaging service a unique identification number
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(paragraph 0013, lines 23, referring to "phone number") that is used by the digital

mobile network system to locate the target mobile device.

The steps continue by receiving, at the initiating mobile device, a response from

the target mobile device at the listening software port on the initiating mobile device

(figure 2, step 270; paragraph 0013, lines 32-33) through the data packet-based

communications service (paragraph 0013, lines 30-32, referring to "request to establish

a TCP connection . . . to the . . . TCP port") and establishing a virtual connection (figure

2, step 280; paragraph 0013, line 33 referring to "TOP connection) through the data

packet-based communications service for the session-based instant messaging session

between the initiating mobile device and the target mobile device, wherein the virtual

connection is established without use of a server that handles connection requests from

multiple mobile devices.

10

Apple Inc.
Ex. 1004 - Page 455



Apple Inc.
Ex. 1004 - Page 456

GROUNDS 0F REJECTION TO BE REVIEWED ON APPEAL

Claims 1, 12 and 22 stand rejected under 35 U.S.C. §102(e) as being anticipated

by United States Patent Publication No. 2005/0058094 (hereinafter, referred to as

“Lazaridis”).
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ARGUMENTS

REJECTION OF CLAIMS 1, 12 AND 22 UNDER 35 U.S.C. §102(E) OVER U.S.

PATENT PUBLICATION 2005/0058094 ( “LAZARIDIS”).

Appellant respectfully disagrees with the Examiner's position that Lazaridis

teaches or suggests the following limitations in independent claim 1 (and similar

limitations in claims 12 and 22):

a. "opening a listening software port for the target mobile device on the

initiating mobile device to receive communications through the data packet-

based communications service,"

b. "receiving a response from the target mobile device . . . at the listening

software port . . . through the data packet-based communications

service" when the invitation message is required to be sent through a

"page-mode messaging service," and

c. establishing a "virtual connection" between the initiating mobile device and

the target mobile device "through the data-packet based
communications service."

A. Lazaridis does not mention a "listening software port" at all, let alone a

listening software port "for the target device" that receives communications

"through the data packet-based communications service."

Claim 1's recitation of opening a listening software port (such as a TCP port in

dependent claim 5) on the initiating mobile device has two specific limiting

requirements: (1) it is opened for the target mobile device, and (2) it is opened to

receive communications through the data-packet based communications service

(such as an GPRS in dependent claim 3). These specific limitations mean that the

claimed listening software port cannot be: (1) a well-known, default or generic listening

software port that is generally open and accessible to any and all devices, or (2)

opened to receive communications through services that are not data packet-based.

Lazaridis makes no mention whatsoever of any listening software port at all, let alone a

listening software port that is opened for a particular target mobile device and that is

used to receive communications through a data packet based communications service.

12
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In an Examiner interview on July 1, 2009, the Examiner acknowledged that

opening a listening port is not expressly mentioned in Lazaridis but maintained that

opening a listening software port is implicit in paragraphs [0022]-[0023] of Lazaridis and

that any mobile device necessarily has to open a listening software port just to operate

and communicate with other devices. This assertion is simply incorrect and further

ignores the express additional limitations that claim 1 has on the listening software port,

namely, that it is (1) opened for the target mobile device, and (2) opened to receive

communications through the data-packet based communications service.1

Paragraphs [0022]-[0023] of Lazaridis simply introduce a well-known computer system

environment (e.g., well-known mobile base stations such as cell phones, well-known

wireless network standards such as GSM/GPRS and routers and servers capable of

well known network protocols, such as TCP/IP) in which Lazaridis's own claimed

methods can operate but do not even describe the steps of these methods. Paragraph

[0027], also cited by the Examiner, specifically discusses using a "circuit switched" cell

phone call, which, as is well known in the art, is completely contrary to using a "data

packet—based communications service" as required by the claim.2

It is well-known in the art that any general computer system may open different

types of default or well-known listening software ports for specific purposes. However,

such default listening software ports can only be used for such specific purposes and

simply do not satisfy all the additional requirements of Appellant's claimed listening port

and cannot be used as required Appellant's claimed steps. For example, a mobile

device may support a default SMS listening software port opened to receive SMS

messages from all other devices, but such a default SMS port is neither (1) opened for

a specific target mobile device, nor (2) used to receive communications through a data-

packet based communications service.3 Similarly, well-known TCP ports (i.e., in

1 Please refer to Annex A herein for an explanation of a "data-packet based communications" service,
such as GPRS, as is well known in the art. As shown in Annex A, a "data packet based communications

system" differs from circuit switched data transmissions as well as SMS, a "page mode messaging
service," as referred to in claim 1.

2 Please refer to both Annex A and Annex B for a description of the difference between circuit switched
data transmission and packet based data transmission as is well known in the art.

3 Annex A distinguishes SMS as a type data transmission that is different from GPRS, a "data packet
based communications system" as referenced in claim 1. Furthermore, Annex C describes SMS as

"page mode messaging" as used in claim 1 which is distinguished from a "data packet based
communications service" as used in claim 1.
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contrast to SMS ports, TCP ports are used to received through a "data-packet based

communications service," such as GPRS) are opened as a default to service any and all

devices for specific purposes (e.g., FTP, telnet, HTTP, etc.) and therefore do not satisfy

the requirement in claim 1 of being opened "for the target mobile device" and thus

cannot be used for Appellant's own claimed steps.4 While mobile devices may

generally have the capability (and indeed must have such a capability for Appellant's

claimed invention) to open a listening software port for the target mobile device to

receive communication through the data-packet based communications services,

Appellant submits that no mobile devices simply by default, open such a specific type of

listening software port as recited in claim 1 (e.g., a specific TCP port to establish a

"virtual connection" between two devices). There must be a specific purpose or

reason to open such a specific type of listening software port and Lazaridis does not

mention any such purpose, and furthermore, the pre-existing technologies and the

techniques described in Lazaridis simply do not need to open such a listening

software port.

B. Lazaridis does not receive a response through the data-packet based

communications service while transmitting the invitation through a page mode
messaging service.

Claim 1 further requires "receiving a response from the target mobile device . . .

at the listening software port . . . through the data packet-based communications

service. Additionally, Claim 1 is further limited by the fact that the initial invitation

message is required to be sent through a "page-mode messaging service" (e.g.,

SMS) and not the data packet based communications service (e.g., GPRS) that the

response is received through (see footnote 3 herein, and accompanying Annexes A and

C for the well-known distinction between a "data packet-based communications service"

and a "page mode messaging service"). Appellant respectfully submits that the

Examiner fails to acknowledge these distinctions and that Lazaridis simply fails to teach

4 Please refer to Annex D for examples of well-known TCP ports for well-known Internet services such as
FTP servers (port 20), telnet server (port 23), and HTTP servers (port 80) Such well-known TCP ports
are not opened by default on mobile devices because mobile devices do not run servers for data packet
based communications services by default. Furthermore, because such well-known ports are "well-
known", they available to any computer desiring to communicate the computer having the opened port
and are therefore not opened for a specific target mobile device, as required by claim 1.
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or suggest this difference in the communication medium used to first send an invitation

message and then receive a response. In the paragraph [0024] as cited by the

Examiner, Lazaridis simply uses the same "existing communications application" to

both send an invitation message and receive a response, directly contradicting

Appellant's requirements in claim 1. Whether this “existing communications application“

is SMS, email, MMS, EMS or any other "existing" communications application, the

underlying mechanism and medium for sending an invitation and receiving a response

via such an existing communications application will be the same and therefore does

not satisfy the distinction of claim 1 in the invitation transmission step (via a page mode

messaging service) and the response receiving step (via the data packet-based

communications service). Indeed, the fact that Lazaridis utilizes "existing

communications applications" to initiate communications with another device

demonstrates that Lazaridis does not even offer new methods to initiate such

communications, as is the core focus of Appellant's own claims.

C. Lazaridis does not teach or suggest establishing a "virtual connection"

through "the data packet-based communication service".

Claim 1 also requires "establishing a virtual connection through the data packet

based communications service." One example of a virtual connection is a TCP

connection (see dependent claim 5). Appellant respectfully submits that the Examiner

fails to acknowledge the establishment of a "virtual connection" as that term is very well-

known and understood in the art (e.g., enabling the transmission of a byte stream

between two nodes).5 Nowhere in Lazaridis is there any mention or suggestion that any

virtual connection is ever made. Indeed all the examples of "existing communications

applications" in Lazaridis are not virtual connection based applications (i.e., SMS,

email, MMS, EMS, etc.). Instead, as clearly taught in Lazaridis, in paragraph [0025],

peer-to-peer messages are discretely sent back and forth (i.e., not using a continues

byte stream of a "virtual connection"), each time, embedding a PIN in such a discrete

5 Please refer to Annex E for an example of description of a "virtual connection," as is well understood in
the art. Specifically, Wikipedia's definition of "virtual circuit" (synonymous with "virtual connection," as
noted therein) notes that a virtual connection enables a byte steam to be delivered between nodes and
mentions TCP and GPRS as examples, none of which is taught or suggested in Lazaridis.
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message to assist a routing server to route the message. Lazaridis's described

messaging techniques are in direct contradiction with the establishment of a "virtual

connection" as required by claim 1, as the term is well understood in the art, that

enables a continuous byte stream to be transmitted between two nodes.

As the foregoing illustrates, Lazaridis fails to teach or suggest each and every

limitation of claim 1. Independent claims 12 and 22 recite limitations similar to those

discussed in conjunction with claim 1. Therefore, these independent claims and all

claims dependent thereupon are allowable for at least the same reasons as allowable

claim 1.
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Annex A

Wikipedia Entry for “GSM Services”

  
Visited August 29, 2009

GSM services

From Wikipedia. the free encyclopedia

30

Data transmission [edit]
 

The GSM standard also provides separate facilities for transmitting digital data. This allows a mobile phone to act like an},t other computer on
the Internet, sending and receiving data via the internet Protocol.

The mobile may also be connected to a desktop computer. laptop, or FDA, for use as a network interface (just like a modem or ethernet
card. but using one of the GSM data protocols described below instead ofa PSTN—compatible audio channel or an ethernet link to transmit

data). Some GSM phones can also bra-controlled by a standardised Hayes AT command set through a serial cable or a wireless link [using
IrDA. or Bluetooth}. The AT commands can control anything from ring tones to data compression algorithms.

in addition to general Internet access, other special services mat,t be provided by the mobile phone operator, such as SMS.

Circuit-switched data protocots [edit]

A circuit—switched data connection reserves at certain amount of bandwidth between two points for the life of a connection, just as a
traditional phone call allocates an audio channel of a certain quality between two phones for the duration ofthe call.

Two circuit~switched data. protocols are defined in the GSM standard; Circuit Switched Data {CED} and High-Speed Circuit-Switched Data.
(HSCSD}. These types of connections are typically charged on a per—second basis, regardless ofthe amount ofdata sent over the link. This
is because a certain amount of bandwidth is dedicated to the connection regardless of whether or not it is needed.

Circuit—switched connections do have the advantage of providing a. constant, guaranteed quality of service, which is useful for real-time
applications like video conferencing.

General Packet Radio Service (GPRS) [edit]

The General Packet Radio Service (GPRS} is . packet-switched data transmission protocol hich was incorporated into the GSl‘i/l standard
in 1997. It is backwards—compatible with system . - b'-- "~ r ' -' I ' -- .' .-. ’o. GPRS does this by sending packets to the
local mobile phone mast {HTS} on channels not being used by circuit witched voice calls or data connections. Multiple GPRS users can
share a single unused channel because each ofthem uses it only for Iccasional short bursts.

   

 

 

 
 

 

The advantage of packet—switched connections is that bandwidth is o y used when there is actually data to transmit. This type ofconnection
is thus generally billed by the kilobyte instead of by the second. and i , usually a cheaper alternative for applications that only need to send
and receive data sporadically. like instant messaging.

GF‘RS is usually described as a 2.55:? technology; see the main articl for more information.

Short Message Service (SMS)

Main article: Short message service

[edit]  
 

 

 

 

Short Messages [more commonly known as text messages} has bec me the most used data. application on mobile phones, with 74% of all
mobile phone users worldwide already as active users of SMS, or 2.4 -i|lion people by the end of 200?. In many advanced countries, the»

users have shitted from considering the voice call being the most desi ed feature of a mobile phone. to considering SMS text messaging as
the most desired feature.

SMS text messages may be sent by mobile phone users to other mo its users or external services that accept SMS. The messages are
usually sent from mobile devices via the Short Message Service Cent - using the MAP protocol.

The SMSC is a central routing hubs for Short Messages. Many mobil service operators Lise their SMSCS as gateways to external systems,
including the Internet, incoming SMS news feeds, and other mobile opera ors ,0 en ing the de facto Siv‘lPP standard for SMS exchange}.

The SMS standard is also used outside of the GSM system: see the main article for Ietails.

As is well-known and shown here, a “data packet based communications service”
as used in claim 1 is a different data transmission service than

(1) SMS data transmission, a “page mode messaging service” as in claim 1, and (2)
circuit based communications service, as distinguished herein.
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Annex B

Wikipedia Entry for “Packet switching”
Visited August 29, 2009

Eacket switching
 

From trivikipedic-i.= the free encyclopedia

 ‘4? This article may require cleanup to meet Wikipedia's quality standards. Please improve this
article if you can. {Julyé‘OOZ} 

Packet switching is a network communications method that groups all transmitted data. irrespective of content. type, or structure into
suitably-sized blocks, called packets. The network over which packets are transmitted is a shared network which routes each packet
independently from all others and allocates transmission resources as needed. The principal goals of packet switching are to optimize
utilization of available link capacity and to increase the robustness of communication. When traversing network adapters. switches and other
network nodes, packets are buffered and queued, resulting in variable delay and throughput, depending on the traffic load in the network.

Network resources are managed by statistical multiplexing or dynamic bandwidth allocation in which a physical communication channel is

effectively divided into an arbitrary number of logical variable-bit—rate channels or data streams. Each logical stream consists of a sequence of
packets. which normally are forwarded by a network node asynchronously using first-in, first—out buffering. Alternatively, the packets may be
forwarded according to some scheduling discipline forfair queuing or fordifferentiated or guaranteed quality,r of service, such as pipeline

forwarding or time-driven priority (TDP). Any buffering introduces varying latency and throughput in transmission. ln case of a shared physical
medium, the packets may be delivered according to some packet—mode multiple access scheme.

 
 

Packet switchin contrasts with another nerincial networkin- aradi m. circuit switchin . a tethod which sets up a specific circuit with a
limited numberdedicated connection of constant bit rate and constant delay be veen nodes for exclusive use during the communication
session.

Packet mode (or Bucket—oriented, acket—basedl ommunication may be utilize
switches).

Contents In isle}

with or without intermediate forwarding nodes (packet

E1 History As described herein, “packet
E2 Connectionless and connection—oriented acketswitcningE switching” contrasts “Cil’CUit

E Packet switching in networks switching.”
X25 vs. Frame Relay packet switching

Eésee also
E5 References

5.1 Bibliography

E? Further reading

E8 External links

    
 

TDM « FDM ‘ WDM
Polarization multiplexing

Spatial multiplexing {dildo}

 
 

[edit]

The concept of packet switching was first -xplorecl by Paul Baran in the early 19605, and then independently Media Access antml (MAC)
a few years later by Donald Davies (Abbat -, 2000}.

Leonard Kleinrock-conducted early resear h in queueing theory which would be important in packet switching,
and published a book in the related field 0 digital message switching (without the packets} in 1961; he also
later played a leading role in building and i anagement of the world‘s first packet switched network, the

 
 

  

  T3235 hex: 

As described herein, “packet-based” as used in claim 1 is equivalent to packet

mode, packet oriented, or “packet-switching”, as used in Annex A in distinguishing
packet based communications services from page mode messaging services such
as SMS.
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Annex C

Specification for SIP IM Requirements

httgziitoois.Eetfiorgihtmildraft-roses:berg-simgiemessagEng—regssealants-£3"?
Visited August 29, 2009

SZM?LE J. Rosenberg

Enternet-Draft dynamicsoft

Expires: August 12, 2034 February 12, 2004

Advanced Instant messaging Requirements for the Session Initiation
Protocol (SIP;

draft-rosenberg—simple—messaging—requirements—G1

Status of this Memo

This document is an Enternet—Draft an& is in fuil conformance with

1 pr visions of Section 10 of RFC2026.

Internet—Drafts are working documents of the Znternet Engineering
Task Force (IETF), its areas, and its working grougs. Note that other

groups may also fiistribute working documents as Znternet-Drafts.

Znternet-Brafts are draft documents vaiié for a maximum of six months

and may be undated, replaced, or obsoietefi by other documents at any
time. it is inapyropriate to use internet—Drafts as reference

materiai or to cite them other than as "work in progress."

The Zist of current Znternet—Drafts can be accessed at httngf
www.ietf.orc/ietf/lid—abstracts.txt.  

Introduction

 
 
  

 
 

The Session initiation Protocoi (SIP) fiefines severai specifications
,11 ,t or ? st, ue' qulq ‘ '

allows for "page—mode“

Message Service (SMS)

 

  

  

 
  messaging, offering a service similar to Short

in wireiess networks. A more advanced

capaoiiity, ca_ ed seSSion mode messaging, uses t e SEP ENVETE met oi

to establish a .ession whose media type is messaging {g}. This allows

for many 8:? cauabiiities to be directiy applied to instant

messaging, such as conferencing {E}.

   

 

As is well known and described in an RFC draft of the IETF, a “page mode

messaging” service is equivalent to SMS.
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Annex D

Wikipedia Entry for “Well known ports”

Visited August 29, 2009

ListOE‘TCF’andUDPpofinumberS
From Wikipedia, the free encyclopedia

1' "om Well known ports}

 

In computer networking, the protocols ofthe Transport Layer ofthe Internet Protocol Suite, most notably the Transmission Control Protocol

[V"TCP"} and the User Datagram Protocol E'"'UDP"}, but also other protocols, use a numerical identifier for the data structures of the endpoints
for host-to-host communications. Such an endpoint is known as a port and the identifier is the port number. The internet Assigned Numbers

Authority (IANAE is responsible for maintaining the official assignments of port numbers for specific uses.m

Contents {one}  

1 Table legend

E2 Well-known ports: 0—1023
E3 Registered ports: 1024—49151

E4; Dynamic andfor private ports: @9152—6553 I
Es See also

EE References
E7 External links

 

TabEe'egendl‘Ed‘l

Color coding of table entries

Official Portiapplication combination is registered with lANA

 notficral Port/application combination is not registered with lANA

Conflict Port is in use for multiple applications

Well-known ports: 0—1023 [edit] 

 
 

 

Description

 
 

Reserved Official
 

TCP Port Service Multiplexer ' 
 

Management Utility
 

 Compression Process  
 

ERen'lote Job Entry
Echo

 

  

 
 

 

 

Discard

A .f‘ '3“

- DAleME — (RFC E .
Quote of the Bag: Eomc'ial

Official

 

  

 

 
 

  
 

   
 

 BJTCF’EUDP Message Send Protocol
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Annex E

Wikipedia Entry for “Virtual circuit”
Visited August 29, 2009

Virtual ““3“?"

From Wikipedia, the free encyclopedia

 In telecommunications and computer networks a virtue! circuit WC}, synonymous with virtual contraction and virtual channel, is a
connection oriented communication service that rs ~e were: y means o pac e moe communrca on. ‘ 'er a connec ion orvr ua circuit is

established between two nodes or application processes, a loit stream or byte stream may be deli»; ed between the nodes, A virtual circuit
protocol hides the division into segments. packets or frames from higher level protocols.

 
 

Virtual circuit communication resembles circuit switching, since both are connection oriented) mean ing that in both cases data is delivered in
correct orders and signalling overhead is required during a connection establishment phase. Howeve , circuit switching provides constant bit
rate and latency, while these mayvary in a virtual circuit sewice dueto reasons such as:

w varying packet queue lengths in the network nodes,

at varying bit rate generated by the application.

in varying load from other users sharing the same network resources by means of statistical multi axing, etc.

Many virtual circuit protocols, but not all. provide- reliable communication service, by means of data etransmissions due to error detection
and automatic repeat request fARQ}.  

CORIEI’IIS {it W3}

1 Layer 4 virtual circuits

2 Layer 213 virtual circuits
3 Examples of protocols that provide virtual circuits
4 Permanent and switched virtual circuits in ATM. frame relay, and X25
5- References

5 See also

 

Layer4V'rtua'c'rCUIts  

Connection oriented transport layerdatalink protocols such as TCPmm may rely on a c-onnectionle .5 packet switching network layer
protocol such as IP. where different packets may be routed over dilferent paths.~ and thus be deliver. d out of order. However. a virtual circuitzzi'1‘: if};
“u '1' is possible since TCP includes segment numbering and reordering on the receiver side to prev. nt out-of—order delivery.

As is well known and used in claim 1, a “virtual connection” is synonymous with a

virtual circuit and virtual channel to enable a bit stream or byte stream to be
delivered between nodes.

19

Apple Inc.
Ex. 1004 - Page 466



Apple Inc.
Ex. 1004 - Page 467

CONCLUSION

For the reasons stated above, Appellant respectfully submits that the rejection of

claims 1-30 is improper. Reversal of the rejections is respectfully requested.

Respectfully submitted,

Q/ 4»;
Daniel Lin, Reg. No. 47,750

Patterson & Sheridan, L.L.P.

3040 Post Oak Blvd., Suite 1500

Houston, TX 77056-6582

Telephone: 650.996.1050
Facsimile: 650.330.2314
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CLAIMS APPENDIX

1. (Previously Presented): A method of establishing session-based instant messaging

communications between an initiating mobile device and a target mobile device that

each support a data packet-based communications service over a digital mobile

network system, the method comprising:

opening a listening software port for the target mobile device on the initiating

mobile device to receive communications through the data packet-based

communications service from the target mobile device;

transmitting, from the initiating mobile device, an invitation message containing

an address and the listening software port of the initiating mobile device to the target

mobile device through a page-mode messaging service, wherein the target mobile

device is located by providing to the page-mode messaging service a unique

identification number that is used by the digital mobile network system to locate the

target mobile device;

receiving, at the initiating mobile device, a response from the target mobile

device at the listening software port on the initiating mobile device through the data

packet-based communications service; and

establishing a virtual connection through the data packet-based communications

service for the session—based instant messaging session between the initiating mobile

device and the target mobile device, wherein the virtual connection is established

without use of a server that handles connection requests from multiple mobile devices.

12. (Previously Presented) A mobile device enabled to establish session-based instant

messaging communications with a target mobile device in a digital mobile network

system, the mobile device comprising:

programming means to support a data packet-based communications service

over the digital mobile network system;

programming means to support a page-mode messaging service over the digital

mobile network system;
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programming means to open a listening software port for the target mobile device

to receive communication through the data packet-based communications service from

the target mobile device;

programming means to send an invitation message containing an address and

the listening software port of the mobile device to the target mobile device through the

page-mode messaging service, wherein the target mobile device is located by providing

to the page-mode messaging service a unique identification number that is used by the

digital mobile network system to locate the target mobile device;

programming means to receive a response through the data packet-based

communications service from the target mobile device at the listening software port; and

programming means to establish a virtual connection through the data packet-

based communications service for the session-based instant messaging

communications between the mobile device and the target mobile device, wherein the

virtual connection is established without use of a server that handles connection

requests from multiple mobile devices.

22. (Previously Presented): A computer readable storage medium having stored

therein a computer program for establishing a session-based instant messaging

communications between an initiating mobile device and a target mobile device that

each supports a data packet-based communications service over a digital mobile

network system, the computer program to be executed on the initiating mobile device to

carry out all the steps of claim 1.
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EVIDENCE APPENDIX

None
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RELATED PROCEEDINGS APPENDIX

None
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Application/Control Number: 10/817,994 Page 2

Art Unit: 2617

(1) Real Party in Interest

A statement identifying by name the real party in interest is contained in the brief.

(2) Related Appeals and lnterferences

The examiner is not aware of any related appeals, interferences, orjudicial

proceedings which will directly affect or be directly affected by or have a bearing on the

Board’s decision in the pending appeal.

(3) Status of Claims

The statement of the status of claims contained in the brief is correct.

(4) Status of Amendments After Final

The appellant’s statement of the status of amendments after final rejection

contained in the brief is correct.

(5) Summary of Claimed Subject Matter

The summary of claimed subject matter contained in the brief is correct.

(6) Grounds of Rejection to be Reviewed on Appeal

The appellant’s statement of the grounds of rejection to be reviewed on appeal is

correct.

(7) Claims Appendix

The copy of the appealed claims contained in the Appendix to the brief is correct.

(8) Evidence Relied Upon

2005/0058094 Lazaridis 3-2005

2003/0126213 Betzler 3-2003
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Application/Control Number: 10/817,994 Page 3

Art Unit: 2617

(9) Grounds of Rejection

The following ground(s) of rejection are applicable to the appealed claims:

Claims 1-3, 5-10, 12-14, 16-23, and 25-30 are rejected under 35 U.S.C. 102(e)

as being clearly anticipated by Lazaridis et al (US 2005/0058094).

For claim 1, Lazaridis et al discloses a method of establishing session-based

instant messaging between an initiating mobile device and a target mobile device that

each support a data packet-based communications service over a digital mobile

network system (paragraph 0011), the method comprising:

opening a listening software port for the target mobile device on the initiating

mobile device to receive communications through the data packet-based

communications service from the target mobile device (paragraph 0022 and 0027);

transmitting, from the initiating mobile device, an invitation message containing an

address and the listening software port of the initiating mobile device to the target

mobile device through a page-mode messaging service (paragraph 0013 and 0024),

wherein the target mobile device is located by providing to the page-mode messaging

service a unique identification number that is used by the digital mobile network system

to locate the target mobile device (paragraph 0013 and 0024); receiving, at the

initiating mobile device, a response from the target mobile device at the listening

software port on the initiating mobile device through the data packet-based

communications service (paragraph 0015 and 0024); and establishing a virtual

connection through the data packet-based communications service for the direct data

transfer session between the initiating mobile device and the target mobile device,
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Application/Control Number: 10/817,994 Page 4

Art Unit: 2617

wherein the virtual connection is established without use of a server that handles

connection requests from multiple mobile devices (paragraph 0011, 0024 and 0034).

For claim 12, Lazaridis et al discloses a mobile device enabled to establish

session-based instant messaging communications with a target mobile device in a

digital mobile network system (paragraph 0011), the mobile device comprising:

programming means to support a data packet-based communications service over the

digital mobile network system (paragraph 0022 and 0024); programming means to

support a page-mode messaging service over the digital mobile network system

(paragraph 0022 and 0024); programming means to open a listening software port for

the target mobile device to receive communication through the data packet-based

communications service from the target mobile device (paragraph 0022 and 0027);

programming means to send an invitation message containing an address and the

listening software port of the mobile device to the target mobile device through the

page-mode messaging service (paragraph 0013 and 0024), wherein the target mobile

device is located by providing to the page-mode messaging service a unique

identification number that is used by the digital mobile network system to locate the

target mobile device (paragraph 0013 and 0024); programming means to receive a

response through the data packet-based communications service from the target mobile

device at the listening software port (paragraph 0015 and 0024); and programming

means to establish a virtual connection through the data packet-based communications

service for the session-based instant messaging communications between the mobile

device and the target mobile device, wherein the virtual connection is established
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Art Unit: 2617

without use of a server that handles connection requests from multiple mobile devices

(paragraph 0011, 0024 and 0034).

For claims 2 and 13, Lazaridis et al discloses opening a second listening

software port on the initiating mobile device to receive invitation messages through the

page-mode messaging service (paragraph 0024 and 0032); receiving, at the second

listening software port and through the page-mode messaging service, a message from

another mobile device inviting the initiating mobile device to establish an instant

messaging session, wherein such message contains a second address and a third

listening software port of the other mobile device (paragraph 0024, 0030 and 0032);

and transmitting a response to the second address and the third listening software port

of the other mobile device through the data packet-based communications service,

wherein the response acknowledges the ability to establish a virtual reliable connection

(paragraph 0024, 0030 and 0032).

For claim 22, Lazaridis et al discloses a computer readable storage medium

having stored therein a computer program for establishing session-based instant

messaging communications between an initiating mobile device and a target mobile

device that each supports a data packet-based communications service over a digital

mobile network system, the computer program to be executed on the initiating mobile

device to carry out all the steps of claim 1 (see above rejection of claim 1).

For claims 3, 14 and 23, Lazaridis et al discloses the data packet-based

communications service is GPRS (paragraph 0022) and the digital mobile network

system is GSM (paragraph 0022).
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For claims 5, 16 and 25, Lazaridis et al discloses the address of the initiating

mobile device is an IP address and the listening software port is a TCP port (paragraph

0022 and 0023).

For claims 6, 17 and 26, Lazaridis et al discloses the page-mode messaging

service is SMS (paragraph 0022).

For claims 7, 18 and 27, Lazaridis et al discloses the method of claim 1 wherein

the page-more messaging service is a PlN-to-PIN messaging service (paragraph

0022).

For claims 8, 19 and 28, Lazaridis et al discloses the unique identification

number is a telephone number (paragraph 0023).

For claims 9, 20 and 29, Lazaridis et al discloses the unique identification

number is a PIN number (paragraph 0023).

For claims 10, 21 and 30 Lazaridis et al discloses the virtual reliable connection

is a TCP connection (paragraph 0022).

Claims 4, 15 and 24 are rejected under 35 U.S.C. 103(a) as being unpatentable

over Lazaridis et al.

Consider claims 4, 15 and 24, and as applied to claims 1, 12 and 22 above,

Lazaridis et al do not specifically disclose that the initiating mobile device and the target

mobile device include QWERTY keyboards.

Nonetheless, the Examiner takes Official Notice that having the claimed

QWERTY keyboards for mobile devices is well known in the art.
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Therefore, it would have been obvious to a person of ordinary skill in the art at

the time of the invention was made to modify the system of Lazaridis et al in order to

specifically used the initiating mobile device and the target mobile device that include

QWERTY keyboards.

Claim 11 is rejected under 35 U.S.C. 103(a) as being unpatentable over

Lazaridis et al in view of Betzler (US 2003/0126213).

For claim 11, Lazaridis et al specifically do not disclose MSRP. However,

Betzler from the same or similar fields of endeavor teaches instant messaging

communications through the virtual connection utilizes MSRP (see paragraph 0026-

0027 and 0029). Thus, it would have been obvious to the person of ordinary skill in the

art at the time of the invention to utilize MSRP as taught by Betzler in the

communications network of Lazaridis et al. The MSRP as taught by Betzler can be

modified/implemented into the communication network of Lazaridis et al. The

motivation for using MSRP is to improve similar devices in the same way.

(10) Response to Argument

A) Regarding independent claims 1I 12I and 22:

Appellant argues:

i) That Lazaridis fails to disclose “opening a listening software port for the target

mobile device on the initiating mobile device to receive communications through the

data packet-based communications service” (page 12 - page 14 of brief). The claimed
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Art Unit: 2617

limitation listening software port cannot be “(1) a well known, default or generic listening

software port that is generally open and accessible to any and all devices, or (2) opened

to receive communications through services that are not data packet-based.” (see page

12 of the brief). The examiner has failed to show where Lazaridis makes any mention

of any listening software port at all (see page 12 of the brief).

Examiner responds:

i) Appellant’s interpretation of Lazaridis’s disclosure as relied upon by the

Examiner and as it relates to the claimed step of “opening a listening software port for

the target mobile device on the initiating mobile device to receive communications

through the data packet-based communications service” is incorrect and furthermore

fails to account for the entire description of paragraph 0022 and 0023. It would be

inherent to open a listening software port since Lazaridis discloses that it

establishes peer to peer messaging session without using a server, it also

discloses having TCP/IP. Additionally, in order for the mobile device to operate

and communicate with other devices, the mobile device has to open a listening

software port. Furthermore, a mobile device supports the opening of a software

listening port to receive messages from other mobile devices. Whereby the

mobile device has to open a software port in order to send and receive SMS

messages from other mobile devices. Appellant’s argument does not account for

these citations. Therefore, the Examiner maintains that Lazaridis teaches the claimed

step of “opening a listening software port for the target mobile device on the initiating

mobile device to receive communications through the data packet-based
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communications service” and respectfully requests the Board to sustain this rejection.

B) Regarding independent claim 1I 12 and 22

Appellant argues:

i) That Lazaridis fails to disclose “receiving a response from the target mobile

device at the listening software port... through the data packet-based communications

service” (page 14 - page 15 of brief). Also argues that claim 1 comprises an initial

invitation message that is required to be sent through a “page-mode messaging service”

and not the data packet based communication service (see page 14 of the brief). The

examiner has failed to show where Lazaridis discloses the difference in the

communication medium is used to send and receive an invitation message (see page

14-15 of the brief).

Examiner responds:

i) Appellant’s interpretation of Lazaridis’s disclosure as relied upon by the

Examiner and as it relates to the claimed step of “receiving a response from the target

mobile device at the listening software port... through the data packet-based

communications service” is incorrect and furthermore fails to account for the entire

description of paragraph 0022 and 0024. Lazaridis discloses that the mobile station

sends an invitation to establish a peer-to-peer messaging session between two

mobile devices using existing communication applications, where the existing

communication applications comprises an emailI SMSI EMSI or MMS message.
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Additionally, wireless communication network, such as CDMA, GSM/GPRS,

EDGE, and UMTS, supports the message exchanges between mobile devices,

whereby the initiating mobile device receives an acceptance message from the

target mobile device hence through a data packet-based communications service.

Appellant’s argument does not account for these citations. Therefore, the Examiner

maintains that Lazaridis teaches the claimed step of “receiving a response from the

target mobile device at the listening software port... through the data packet-based

communications service” and respectfully requests the Board to sustain this rejection.

C) Regarding independent claim 1, 12 and 22

Appellant argues:

i) That Lazaridis fails to disclose “establishing a virtual connection through the

data packet based communication service” (page 15 - page 16 of brief). Also argues

that “the examiner fails to acknowledge the establishment of a virtual connection as that

term is very well-known and understood in the art.” (see page 15 of the brief). The

examiner has failed to show where Lazaridis disclose that any virtual connection is ever

made (see page 15 of the brief).

Examiner responds:

i) Appellant’s interpretation of Lazaridis’s disclosure as relied upon by the

Examiner and as it relates to the claimed step of “establishing a virtual connection

through the data packet based communication service” is incorrect and furthermore fails
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to account for the entire description of paragraph 0022 and 0024. Lazaridis discloses

that the mobile station sends an invitation to establish a peer-to-peer messaging

session between two mobile devices using existing communication applications,

once the other mobile device responded with the acceptance message, at the

veg least, some kind of virtual connection is establish and both mobile devices

exchange messages. Appellant’s argument does not account for these citations.

Therefore, the Examiner maintains that Lazaridis teaches the claimed step of

“establishing a virtual connection through the data packet based communication

service” and respectfully requests the Board to sustain this rejection.

Apple Inc.
Ex. 1004 - Page 485



Apple Inc.
Ex. 1004 - Page 486

Application/Control Number: 10/817,994 Page 12

Art Unit: 2617

(11) Related Proceeding(s) Appendix

No decision rendered by a court or the Board is identified by the examiner in the

Related Appeals and Interferences section of this examiner’s answer.

(12) Conclusion

For the above reasons, it is believed that the rejections should be sustained.

Respectfully submitted,

/L|TON MIAH/

Patent Examiner, Art Unit 2617

Conferees:

/Rafae| Pérez-Gutiérrez/

Supervisory Patent Examiner, Art Unit 2617

/Charles N. Appiah/

Supervisory Patent Examiner, Art Unit 2617
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PATENT

Atty. Docket No.: LIN/0002

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE BOARD OF PATENT APPEALS AND INTERFERENCES

In re Application of:

Daniel J. Lin Group Art Unit: 6700

Serial No.: 10/817,994 Confirmation No.: 2617

Filed: April 5, 2004 Examiner: Liton Miah

For: PEER-TO-PEER MOBILE

INSTANT MESSAGING

METHOD AND DEVICE

WJWJWWDCMWWDWHO‘JW
MAIL STOP APPEAL BRIEF PATENTS

Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

REPLY BRIEF

Appellant submits this Reply Brief to the Board of Patent Appeals and

Interferences in response to the Examiner’s Answer mailed on December 23, 2009.

While Appellant maintains each of the arguments submitted in Appellant’s previously

submitted Appeal Brief, Appellant makes the following further arguments in light of the

Examiner’s Answer. Although Appellant believes that no additional fees are due in

connection with this reply, the Commissioner is hereby authorized to charge Deposit

Account No. 20-0782/LlN/0002/FDK for any fees necessary to make this reply timely

and acceptable to the Office.
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PATENT
Atty. Docket No.: LIN/0002

STATUS OF CLAIMS

Claims 1-30 are pending in the application. Claims 1-30 were originally

presented in the application. Claims 1-30 stand finally rejected in an office action dated

June 24, 2009..

The final rejections of independent claims 1, 12 and 22 are appealed. The

claims involved in this appeal are shown in the Claims Appendix of Appellant's Appeal

Brief filed September 28, 2009.
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PATENT

Atty. Docket No.: LIN/0002

GROUNDS OF REJECTION TO BE REVIEWED ON APPEAL

Claims 1, 12 and 22 stand rejected under 35 U.S.C. §102(e) as being anticipated

by United States Patent Publication No. 2005/0058094 (hereinafter, referred to as

“Lazaridis”).
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PATENT

Atty. Docket N0.: LIN/0002

ARGUMENTS

Appellant supplements his arguments in reply to the remarks presented in the

Examiner’s Answer dated December 23, 2009. In Paragraph (10) of the Examiner's

Answer, Examiner responds to each of the Appellant's three main arguments set forth in

Appellant's Appeal Brief (set forth as Sections A, B and C herein).

A. Lazaridis does not mention a "listening software port" at all, let alone a

listening software port "for the target device" that receives communications

"through the data packet-based communications service."

Appellant submits that Examiner improperly construes Appellant's claimed use of

a listening software port too broadly to include any opening of a listening software port

on a mobile device and further fails to address or recognize the specific limitations, as

detailed in Appellant's Appeal Brief, of Appellant's claimed step of opening a listening

software port (e.g., namely that the listening software port is (1) opened for the target

mobile device, and (2) opened to receive communications through the data-packet

based communications service). On page 8 of the Examiner's Answer, Examiner

states:

"Appellant's interpretation of Lazaridis's disclosure . . . is incorrect and

furthermore fails to account for the entire description of paragraph 0022 and

0023. It would be inherent to open a listening software port since Lazaridis

discloses that it establishes peer to peer messaging session without using
a server, it also discloses having TCPIIP. Additionally, in order for the

mobile device to operate and communicate with other devices, the mobile

device has to open a listening software port. Furthermore, a mobile device

supports the opening of a software listening port to receive messages from

other mobile devices. Whereby the mobile device has to open a software

port in order to send and receive SMS messages from other mobile

devices. Appellant's argument does not account for these citations" (Examiner's
Answer, page 8).

Examiner is incorrect in his above statement that Appellants argument does not account

for Examiner's citations. Appellant's Appeal Brief specifically addresses each of the

points emphasized by the Examiner in the bold font above. Indeed, Appellant even
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acknowledges and agrees with the Examiner in the Appeal Brief that any device

capable of performing Appellant's claimed methods must be capable of generally

opening a listening software port, including a listening software port using TCP/lP:

"It is well-known in the art that any general computer system may open different

types of default or well-known listening software ports for specific purposes.

However, such default listening software ports can only be used for such specific

purposes and simply do not satisfy all the additional requirements of Appellant's

claimed listening port and cannot be used as required Appellant's claimed steps.

. . While mobile devices may generally have the capability (and indeed must

have such a capability for Appellant's claimed invention) to open a listening

software port for the target mobile device to receive communication through the

data-packet based communications services, Appellant submits that no mobile

devices simply by default, open such a specific type of listening software port as

recited in claim 1 (e.g., a specific TCP port to establish a "virtual connection"

between two devices). There must be a specific purpose or reason to open

such a specific type of listening software port and Lazaridis does not mention any

such purpose, and furthermore, the pre-existing technologies and the techniques

described in Lazaridis simply do not need to open such a listening software

port" (Appellant's Appeal Brief, pages 13-14).

Similarly, in response to Examiner's above reference to opening a software listening

port to send and receive SMS messages, Appellant specifically discussed that a

listening software port used to send or receive SMS messages does not satisfy the

limitations of the claimed listening software port:

"For example, a mobile device may support a default SMS listening software

port opened to receive SMS messages from all other devices, but such a default

SMS port is neither (1) opened for a specific target mobile device, nor (2) used to

receive communications through a data—packet based communications service"

(Appellant's Appeal Brief, page 13).

Despite quoting Appellant's claim limitations from the Appeal Brief, the Examiner does

not address these clear limitations in Appellant's claimed methods for opening a

software listening port, as articulated by Appellant in his Appeal Brief as follows:

"Claim 1's recitation of opening a listening software port (such as a TCP port in

dependent claim 5) on the initiating mobile device has two specific limiting
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requirements: (1) it is opened for the target mobile device, and (2) it is opened
to receive communications through the data-packet based communications

service (such as an GPRS in dependent claim 3). These specific limitations

mean that the claimed listening software port cannot be: (1) a well-known, default

or generic listening software port that is generally open and accessible to any
and all devices, or (2) opened to receive communications through services that
are not data packet-based" (Appellant's Appeal Brief, page 12).

B. Lazaridis does not receive a response through the data-packet based

communications service while transmitting the invitation through a page mode
messaging service.

Similar to Examiner's response relating to Section A above, Examiner fails to

acknowledge and recognize that Appellant has specifically addressed each of the

points raised in Examiner's Answer, replicated below:

"Appellant's interpretation of Lazaridis's disclosure . . . is incorrect and furthermore

fails to account for the entire description of paragraph 0022 and 0024. Lazaridis

discloses that the mobile station sends an invitation to establish a peer-to-

.peer messaging session between two mobile devices using existing
communication applications, where the existing communication applications

comprises an email, SMS, EMS, or MMS message. Additionally, wireless
communication network, such as CDMA, GSMIGPRS, EDGE, and UMTS,

supports the message exchanges between mobile devices, whereby the
initiating mobile device receives an acceptance message from the target
mobile device hence through a data packet-based communications service.

Appellant's argument does not account for these citations" (Examiner's Answer,
pages 9—10).

Appellant's discussions in the Appeal Brief specifically raise responses to the points

emphasized by Examiner in the bold font above:

"in the paragraph [0024] as cited by the Examiner, Lazaridis simply uses the

same "existing communications application" to both send an invitation message
and receive a response, directly contradicting Appellant's requirements in claim

1. Whether this "existing communications application" is SMS, email, MMS, EMS

or any other "existing" communications application, the underlying mechanism

and medium for sending an invitation and receiving a response via such an

existing communications application will be the same and therefore does not

satisfy the distinction of claim 1 in the invitation transmission step (via a page
mode messaging service) and the response receiving step (via the data packet-

based communications service). Indeed, the fact that Lazaridis utilizes "existing
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communications applications" to initiate communications with another device
demonstrates that Lazaridis does not even offer new methods to initiate such

communications, as is the core focus of Appellant's own claims" (Appellant's

Appeal Brief, page 15).

Examiner fails to respond to Appellant's points above. For additional clarity, paragraph

[0024] of Lazaridis describes the transmission of an invitation message and an acceptance

message by using an underlying "particular" or "appropriate" existing communications

applications" such as SMS, email, EMS or MMS:

Transmission of invitation: "The invitation in each case consists of a message
appropriate for the particular existing communications application, such as an

email, SMS, EMS, or MMS message or a wireless telephone call . . . “ (Lazaridis,

paragraph [0024]).

Acceptance of invitation: "If the user of mobile station 108 desires to establish

a peer-to-peer messaging session with mobile station 10A, the user of mobile

station 108 will respond to the invitation with an acceptance message using the

appropriate existing communications application . . ." (Lazaridis, paragraph
[0024]).

As such, for example, if the invitation message uses an underlying existing

communications application that utilizes a "page mode messaging service," such as

SMS, then Lazaridis logically and understandably teaches that an acceptance message

is transmitted also using the same appropriate existing communications application,

namely SMS (i.e., an acceptance response is transmitted again through a "page mode

messaging service" used by the existing communications application, not a data packet

based messaging service that is not supported by the existing communications

application). It should be easily recognized that using different existing communications

applications to send an invitation message and send a corresponding acceptance

message simply does not follow the discussion in Lazaridis is further not even

suggested or enabled by the Lazaridis. There is simply no "existing communications

application" disclosed in Lazaridis that transmits an invitation message using a page

mode messaging service and receives a response using a data-packet based

communications service, as required by Appellant's claims.

Apple Inc.
Ex. 1004 - Page 495



Apple Inc.
Ex. 1004 - Page 496

PATENT

Atty. Docket No.: LIN/0002

C. Lazaridis does not teach or suggest establishing a "virtual connection"

through "the data packet-based communication service".

In response to Appellant's argument that Lazaridis does not teach or suggest

establishing a virtual connection through the data packet based communication service,

Examiner simply states that "at the very least, some kind of virtual connection is

establish and both mobile devices exchange messages." This response by

Examiner fails to even address or recognize the clear limitations of a "virtual

connection" that is established through "the data packet-based communications service"

as further detailed by Appellant in the Appeal Brief:

"Appellant respectfully submits that the Examiner fails to acknowledge the

establishment of a "virtual connection" as that term is very well-known and

understood in the art (e.g., enabling the transmission of a byte stream between

two nodes). Nowhere in Lazaridis is there any mention or suggestion that any
virtual connection is ever made. Indeed all the examples of "existing
communications applications" in Lazaridis are not virtual connection based

applications (i.e., SMS, email, MMS, EMS, etc.). Instead, as clearly taught in

Lazaridis, in paragraph [0025], peer-to-peer messages are discretely sent back

and forth (i.e., not using a continues byte stream of a "virtual connection"), each

time, embedding a PIN in such a discrete message to assist a routing server to

route the message. Lazaridis's described messaging techniques are in direct

contradiction with the establishment of a "virtual connection" as required by claim

1, as the term is well understood in the art, that enables a continuous byte

stream to be transmitted between two nodes" (Appellant's Appeal Brief, page15).

Given Appellant's explanation of the limitations of a "virtual connection" above (and as

further defined in Annex E of Appellant's Appeal Brief and attached herein in the Exhibit

section), Examiner's conclusion that "at the very least, some kind of virtual connection is

established and both mobile devices exchange messages" is simply untrue and has no

foundation or basis. Indeed, Lazaridis's own description of the exchanging of message

by its "peer-to-peer messaging application" describes the use of PINs to identify a

recipient mobile station and route messages between an initiating mobile station and

receiving station.

"As will be appreciated, once the above steps are complete, mobile station 10A

will have the PIN for mobile station 108, and mobile station 10B will have the PIN
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for mobile station 10A. Now, if either mobile station 10A or 108 desires to send a

peer-to-peer message to the other, it prepares a peer-to-peer message using the
peer-to-peer messaging application that includes the PIN of the recipient mobile

station 10 (10A or 108, as the case may be), preferably in the message header,

along with the message information that is to be sent. The peer-to-peer message
is then sent by the mobile station 10 through wireless network 15 to routing
server 20. Routing server 20 obtains the PIN from the peer-to-peer message and
uses it to determine the network address of the recipient mobile station 10 (10A
or 108, as the case may be) using the routing table(s) stored therein, and sends

the message to the recipient mobile station 10 (10A or 108, as the case may be)
through wireless network 15 using the determined network address. Once

received, the peer-to-peer message, and in particular the message information
contained therein, may be displayed to the user of the recipient mobile station 10
(10A or 108, as the case may be).

The preparation and transmission of separate and discrete peer-to-peer messages,

each including a PIN to provide routing information, as described above in Lazaridis

clearly neither utilizes nor establishes a virtual connection as is well understood

in the art-(e.g., enabling the transmission of a byte stream between two nodes).

Lazaridis simply does not teach or suggest that the exchange of messages through its

"peer-to—peer messaging application" is performed through the establishment of a virtual

connection (such as, for example, a TCP connection), e.g., that enables the

transmission of a byte stream between the two nodes.

10
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CONCLUSION

For the reasons presented above (as well as fUrther detailed in Appellant's

Appeal Brief), Appellant respectfully submits that the rejections over claims 1, 12 and 22

(and all claims dependent thereupon) are improper. Reversal of the rejections is

respectfully requested.

Respectfully submitted,

9/ A ‘[Ai-

Daniel Lin, Reg. No. 47,750

Patterson & Sheridan, L.L.P.

3040 Post Oak Blvd., Suite 1500

Houston, TX 77056-6582

Telephone: 650.996.1050
Facsimile: 650.330.2314
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Annex E from Appellant’s Appeal Brief

Wikipedia Entry for “Virtual circuit”

Visited August 29, 2009

Viriua'Ctrcw"

From Wikipedia, the free encyclopedia

 
    

 
 

 

 

In telecommunications and computer networks a virtual circuit {NC}, synonymous with virtual connection and‘virtual channel, is a

connection oriented communication service that is as were- y means 0 pac \e mo-e communlca on. 'er a connec lDl'l orvl ua. circuit is
established between two nodes or application processes: a bit stream or byte stream may be deliv ed between the nodes. A virtual circuit
protocol hides the division into segments. packets orframes from higher level protocols.

Virtual circuit communication resembles circuit switching. since both are connection oriented, meal ing that in both cases data is delivered in
correct order. and signalling overhead is required during a connection establishment phase. Howeve , circuit switching provides constant bit
rate and latency, while these may vary in a virtual circuit service due to reasons such as:

I varying packet queue lengths in the network nodes.

a varying bit rate generated by the application.

a varying load from other users sharing the same network resources by means of statistical multi- axing, etc.

Many virtual circuit protocols, but not all. provide reliable communication service, by means ofdata etransmissions due to error detection
and automatic repeat request (ARC)

 
 

Contents {nice}

1 Layer t virtual circuits

2 Layer 213 virtual circuits
3 Examples of protocols that provide virtual circuits

4 Permanent and switched virtual circuits in ATM. frame relay, and >125-
5 References

13 See also
 

Laye’4V'fiuaic‘rcu'*s .. . [93"]

Connection oriented transport layer datalink protocols such as TCPUHZE may rely on a connectionle .5 packet switching network layer
protocol such as IP, where different packets may be routed over difierent paths, and thus be deliver. d out of order. However, a virtual circuitgz‘i

{3% is possible since TCP includes segment numbering and reordering on the receiver side to prev nt out-of—order delivery.

As is well known and used in claim 1, a “virtual connection” is synonymous with a

virtual circuit and virtual channel to enable a bit stream or byte stream to be
delivered between nodes.
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Docketing Notice

Application 10/817,994 was received from the Technology Center at the Board on April 12,

2010 and has been assigned Appeal No: 2010—006467.
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BOARD OF PATENT APPEALS AND INTERFERENCES
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The facsimile number of the Board is 571—273—0052. Because of the heightened security in the
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

Daniel J. Lin Confirmation No.: 6700

Serial No.: 10/817,994 Group Art Unit: 2617

Filed: April 5, 2004 Examiner: Liton Miah

For: PEER-TO-PEER MOBILE

INSTANT MESSAGING

METHOD AND DEVICE -

WWWWWWDWDWWW
MAIL STOP RCE

Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313-1450

AMENDMENT SUBMITTED WITH RCE

Dear Sir:

In response to the Final Office Action, dated June 24, 2009, Applicant is filing a

Request for Continued Examination (RCE) and this amendment. Applicant notes that

the filing of this RCE and this amendment will result in the withdraw of the appeal that is

pending a decision from the Board.

The fee of $405.00 is due in connection with this response for RCE fee and is

being paid by credit card. Although Applicant believes that no additional fees are due in

connection with this response, the Commissioner is hereby authorized to charge

counsel’s Deposit Account No. 20-0782/LlN/0002/FDK for any fees, including extension

of time fees or excess claim fees, required to make this response timely and acceptable

to the Office. I

Amendments to the Claims are reflected in the listing of claims that begins on

page 2 of this paper. Remarks begin on page 7 of this paper.
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IN THE CLAIMS:

The following listing of the claims replaces all prior versions of the claims in the

application.

1.-30. (Cancelled).

31. (New): A method of establishing an instant messaging session between

mobile devices that support a data packet-based communications service over a digital

mobile network system, the method comprising:

opening a listening software port on an initiating mobile device to receive

communications through the data packet-based communications service;

transmitting 'an invitation message to a target mobile device through a page-

mode messaging service, wherein the invitation message comprises a network address

associated with the initiating mobile device and port information corresponding to the

opened listening software port, and wherein the target mobile device is located by

providing a unique identifier to the page-mode messaging service; ‘

receiving a response from the target mobile device at the listening software port

on the initiating wireless device; and

establishing a stateful instant messaging session through the data packet—based

communications service between the initiating mobile device and the target mobile

device.

32. (New): The method of claim 31 further comprising:

opening a second listening software port on the initiating mobile device to receive

invitation messages through the page-mode messaging service;

receiving, at the second listening software port and through the page-mode

messaging service, a message from another mobile device inviting the initiating mobile

device to establish a stateful instant messaging session, wherein such message

comprises a network address and a listening software port associated with the other

mobile device; and
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transmitting a response to the network address and the listening software port of

the other mobile device, wherein the response acknowledges the ability to establish a

stateful instant messaging session.

33. (New): The method of claim 31, wherein the network address of the

initiating mobile device is an IP address.

34. (New): The method of claim 31, wherein the page-mode messaging

service is SMS.

35. (New): The method of claim 31, wherein the page-mode messaging

service is a PlN-to-PIN messaging service.

36. (New): The method of claim 31, wherein the unique identifier is a

telephone number.

37. (New): The method of claim 31, wherein the stateful instant messaging

session utilizes a TCP connection.

38. (New): A mobile device enabled to establish an instant messaging session

with other mobile devices in a, digital mobile network system, the mobile device

comprising a processor configured to perform the steps of:

opening a listening software port on an initiating mobile device to receive

communications through the data packet-based communications service;

transmitting an invitation message to a target mobile device through a page-

mode messaging service, wherein the invitation message comprises a network address

associated with the initiating mobile device and port information corresponding to the

opened listening software port, and wherein the target mobile device is located by

providing a unique identifier to the page-mode messaging service;

receiving a response from the target mobile'device at the listening software port

on the initiating wireless device; and
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establishing a stateful instant messaging session through the data packet-based

communications service between the initiating mobile device and the target mobile

device.

39. (New): The mobile device of claim 38, wherein the processor is further

configured to perform the steps of: ’

opening a second listening software port on the initiating mobile device to receive

invitation messages through the page—mode messaging service;

receiving, at the second listening software port and through the page-mode

messaging service, a message from another mobile device inviting the initiating mobile

device to establish a stateful instant messaging session, wherein such message

comprises a network address and a listening software port associated with the other

mobile device; and

transmitting a response to the network address and the listening software port of

the other mobile device, wherein the response acknowledges the ability to establish a

stateful instant messaging session.

40. (New): The mobile device of claim 38, wherein the network address of the

initiating mobile device is an IP address.

41. (New): The mobile device of claim 38, wherein the page-mode messaging

service is SMS.

42. (New): The mobile device of claim 38, wherein the page-mode messaging

service is a PlN-to-PlN messaging service.

43. (New): The mobile device of claim 38, wherein the unique identifier is a

telephone number.

44. (New): The mobile device of claim 38, wherein the stateful instant

messaging session utilizes a TCP connection.
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45. (New): A computer-readable storage medium including instructions that,

when executed On a processor of a mobile device that supports a data packet-based

communications service over a digital mobile network system, causes the processor to

establish an instant messaging session by performing the steps of:

opening a listening software port on an initiating mobile device to receive

communications through the data packet-based communications service;

transmitting an invitation message to a target mobile device through a page-

mode messaging service, wherein the invitation message comprises a network address

associated with the initiating mobile device and port information corresponding to the

opened listening software port, and wherein the target mobile device is located by.

providing a unique identifier to the page-mode messaging service;

receiving a response from the target mobile device at the listening software port

on the initiating wireless device; and

establishing a stateful instant messaging session through the data packet-based

communications service between the initiating mobile device and the target mobile

device.

A 46. (New): The computer-readable storage medium of claim 45, further

including instructions that cause the processor to perform the steps of:

opening a second listening software port on the initiating mobile device to receive

invitation messages through the page-mode messaging service;

receiving, at the second listening software port and through the page-mode

messaging service, a message from another mobile device inviting the. initiating mobile

device to establish a stateful instant messaging session, wherein such message

comprises a network address and a listening software port associated with the other

mobile device; and

transmitting a response to the network address and the listening software port of

the other mobile device, wherein the response acknowledges the ability to establish a

stateful instant messaging session.

47. (New): The computer-readable storage medium of claim 45, wherein the

network address of the initiating mobile device is an IP address.
5
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48. (New): The computer-readable storage medium of claim 45, wherein the

page-mode messaging service is SMS.

49. (New): The computer-readable storage medium of claim 45, wherein the

unique identifier is a telephone number.

50. (New): The computer-readable storage medium of claim 45, wherein the

stateful instant messaging session utilizes a TCP connection.
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REMARKS

Original claims 1 to 30 have been cancelled and new claims 31 to 50 have been

added. As further detailed in the remarks below, claims 31 to 50 contain limitations

similar to those limitations made to the allowed claims in parent application 11/042,620

(the “Parent Application”) in response to the Examiner’s citation of the Lazaridis

Application (US. Patent Application No. 2005/0058094).

1. Applicant's disclosure claims priority back to April 5, 2004 and therefore
precedes the Lazaridis disclosure which is dated September 16, 2004.

Applicant respectfully submits that the Lazaridis Application is dated September

16, 2004, which is later than the priority date that should be afforded to Applicant's

application which claims priority the Parent Application, which is dated April 5, 2004.

In contrast, Lazaridis claims priority to two provisional applications, Provisional

Application 60/503,367 (the "'367 Provisional") and Provisional Application 60/503,366

(the "'366 Provisional"), both of which are dated September 16, 2003 (collectively, the

"Lazaridis Provisionals"). The '367 Provisional simply describes a "Quick Messaging"

concept whereby two mobile stations conduct a .one time exchange of Ple associated

with their mobile stations and which are mapped to real network addresses in "modified

router." Once the Ple are exchanged, these mobile stations can subsequently

exchange messages by including the PIN in message headers and transmitting these

messages through the modified router, which maintains the real network addresses

associated with the PIN in order to properly route the message. The '366 Provisional

relates to presence and availability information in the Quick Messaging concept and

Applicant therefore submits that it is unrelated to the present application. The Quick

Messaging concept described in the Lazaridis Provisionals differs greatly from

Applicant's claimed inventions.~

Furthermore, the disclosures of the Lazaridis Provisionals also greatly differ

from the disclosure of the Lazaridis Application filed on September 16, 2004 and do not

contain various broadening phrases in and further contradict some of the disclosures in

the Lazaridis Application. As a result and as further detailed below, Applicant submits

that the present application should be afforded a priority date of April 5, 2004 which
7
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predates the disclosures of the Lazaridis Application relied upon by the Examiner,

which should be given a date of September 16, 2004. That is, disclosures in

Applicant's application are dated April 5, 2004 and should be given priority to any

disclosures in the Lazaridis Application that are not disclosed in the Lazaridis

Provisionals. '

A. The Lazaridis Provisionals do not disclose "an invitation message

compris[ing] a network address."

The Lazaridis Provisionals do not teach or suggest the “an invitation message

compris[ing] a network address” as recited in claim 30. Instead, the '367 Provisional

only discusses the use of a PIN in "quick messages," which is not an network

address:

"Addressing is handled by assigning personal PIN identifiers to each mobile station,

either in manufacturing or through their Subscriber Identity Module (SIM). This PIN is

then mapped to a real network address at a routing center to allow communications

between correspondents. In those cases where the currently assigned address
changes, the PIN number will remain permanent and addressable. This PIN is kept

private ensuring the only the assigned conversation names are seen." (emphasis added,
page 6, '376 Provisional).

The '367 Provisional makes clear that the PIN is not a network address. Those with

ordinary skill in the art will recognize that network addresses assigned to mobile devices

can often change (e.g., when resetting a mobile device, turning it on, etc.) and therefore

network addresses are not "permanent" as required by a PIN in the '367 Provisional.

Furthermore, the '367 Provisional outright states that the PIN is "mapped" to a real

network address and therefore cannot, by definition, be a netWork address itself.

While the Lazaridis Application dated September 16, 2004 broadens the notion of a PIN

by stating that the "PIN may actually be the netWork address itself" (see paragraph

[0023] of the Lazaridis Application), Applicant's application predates the Lazaridis

Application and, furthermore, the neither the '367 Provisional nor '366 Provisional

teaches or suggests such a broadening. Indeed, Applicant further submits that

embodiments where a PIN is the network address as subsequently disclosed the

Lazaridis Application dated September 16, 2004 are not properly enabled, particularly
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since embedding an IP address in an invitation message was not contemplated by the

Lazaridis Provisionals.

B. The Lazaridis Provisionals do not disclose the step of "establishing a
stateful instant messaging session."

The Lazaridis Provisionals do not teach or discuss "establishing a stateful instant

messaging session " as recited in claim 30 in any way. The '367 Provisional explicitly

states that the connection between mobile devices are "stateless," not stateful:

"By virtue of the stateless link, and the always on, always cOnnected nature of mobile

stations, two correspondents can have conversations that last indefinitely. Once
initiated, the decision to terminate conversation or change the states could be months
or years." (emphasis added, page 3, '376 Provisional).

The foregoing passage in the '367 Provisional is contrary to and teaches away from

establishing a stateful instant messaging session, as recited by claim 30. Those with

ordinary skill in the art will easily recognize that a stateful instant messaging session

does not "last indefinitely" as taught by the Lazaridis Provisionals (e.g., a TCP

connection, as in dependent claim 36, will simply terminate, for example, if one of the

mobile devices is turned off or simply chooses to end the instant messaging session,

itself). Instead of teaching or suggesting the step of "establishing a stateful instant

messaging session" between two mobile devices, the '367 Provisional, by expressly

requiring that the conversation "last indefinitely" and that the link between the mobile I

stations be "stateless" clearly teaches or suggests the exchange of discrete "quick

messages" that can be appended to such conversations, perhaps, for example, similar

to email or SMS conversation threads but in no way would be consistent with

establishing a stateful instant messaging session.
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‘ Conclusion

Should the Examiner have any questions regarding the above remarks, the

Examiner is requested to call Applicant at the number listed below.

Respectfully submitted,

W/ 4‘
Daniel Lin, Reg. No. 47,750
240 Lombard Street #839

San Francisco, CA 94111

Telephone: 650.996.1050

Applicant

10
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Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.
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UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE BOARD OF PATENT APPEALS

AND INTERFERENCES

Ex parte DANIEL J. LIN

Appeal 2010-006467

Application 10/817,994

Technology Center 2600

Before DALE SHAW, Division 2 Support Administrator.

ORDER DISMISSING APPEAL

On July 14, 2009, Appellant filed a Notice of Appeal. On

July 21, 2010, Appellant filed a Request for Continued Examination (RCE)

under 37 C.F.R. § 1.114. The RCE will be treated as a request to Withdraw

the appeal.

Accordingly, the appeal in this application is dismissed.

The application is being returned to the Examiner for further action as

may be appropriate.
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Appeal 2010-006467

Application 10/817,994

If there are any questions pertaining to this Order, please contact the

Board of Patent Appeals and Interferences at 571-272-9797.

gVW

PATTERSON & SHERIDAN, L.L.P.

3040 POST OAK BOULEVARD

SUITE 1500

HOUSTON TX 77056
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Application No. Applicant(s)

10/817,994 LIN, DANIEL J.

Office Action Summary Examiner Art Unit

LITON MIAH 2617 -
-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event however may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)IXI Responsive to communication(s) filed on 21 July 2010.

2a)I:I This action is FINAL. 2b)IZI This action is non-final.

3)I:I Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under EX parte Quayle, 1935 CD. 11, 453 O.G. 213.

Disposition of Claims

4)IZI Claim(s) 31-50 is/are pending in the application.

4a) Of the above Claim(s) is/are withdrawn from consideration.

5)I:I Claim(s)_ is/are allowed.

6)IXI Claim(s) m is/are rejected.

7)I:I Claim(s)_ is/are objected to.

8)I:I Claim(s)_are subject to restriction and/or election requirement.

 

 

Application Papers

9)I:I The specification is objected to by the Examiner.

10)I:I The drawing(s) filed on is/are: a)I:I accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)I:I The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)I:I Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)—(d) or (f).

a)I:I All b)I:I Some * c)I:I None of:

1.I:I Certified copies of the priority documents have been received.

2.I:I Certified copies of the priority documents have been received in Application No.

3.I:I Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

 

 

Attachment(s)

1) E Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)

2) D Notice of Draftsperson‘s Patent Drawing Review (PTO-948) Paper No(s)/Mai| Date._
3) |:| Information Disclosure Statement(s) (PTO/SB/08) 5) I:I Notice of Informal Patent Application

Paper No(s)/Mai| Date . 6) D Other:
U.S. Patent and Trademark Office

PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mai| Date 20100915
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Application/Control Number: 10/817,994 Page 2

Art Unit: 2617

DETAILED ACTION

Continued Examination Under 3 7 CFR 1.114

1. A request for continued examination under 37 CFR 1.1 14 was filed in this application

after appeal to the Board of Patent Appeals and Interferences, but prior to a decision on the

appeal. Since this application is eligible for continued examination under 37 CFR 1.114 and the

fee set forth in 37 CFR l.l7(e) has been timely paid, the appeal has been withdrawn pursuant to

37 CFR 1.114 and prosecution in this application has been reopened pursuant to 37 CFR 1.1 14.

Applicant's submission filed on July 21, 2010 has been entered. Claims 31-50 are still pending in

the present application.

Response to Arguments

2. Applicant's arguments, filed on July 21, 2010, with respect to claims 31, 38, and 45 have

been considered but are moot in view of the new ground(s) of rejection necessitated by the new

claims added. See the below rejection of claims 31-50 for the relevant citations found in

Chambers et al and Holmes disclosing the newly added claims.

Claim Rejections - 35 USC § 101

35 USC. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and
requirements of this title.

Claims 45-50 are rejected under 35 USC. 101 because the claimed invention is directed

to non-statutory subject matter.

Claim 45 claims a computer-readable storage medium, however, the specification is

silent as to what constitutes a computer-readable storage medium. Therefore, claim 45 is

rejected under 35 USC. 101, because a claim that covers both statutory and non-statutory
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embodiments (under the broadest reasonable interpretation of the claim when read in light of the

specification, which is silent in this case, and in view of one skilled in the art) embraces subject

matter that is not eligible for patent protection and therefore is directed to non-statutory subject

matter. See the 0G Notice titled "Subject Matter Eligibility of Computer Readable Media".

Claims 46-50 are also rejected by virtue of their dependency on claim 45.

Claim Rejections - 35 USC § 112

3. The following is a quotation of the first paragraph of 35 USC. 112:

The specification shall contain a written description of the invention, and of the manner and process of
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall
set forth the best mode contemplated by the inventor of carrying out his invention.

Claims 45-50 are rejected under 35 USC. 112, first paragraph, as failing to comply with

the written description requirement. The claim(s) contains subject matter which was not

described in the specification in such a way as to reasonably convey to one skilled in the relevant

art that the inventor(s), at the time the application was filed, had possession of the claimed

invention.

Consider claim 45, the limitation of “a computer-readable storage medium including

instructions” in line 1 of claim 45, introduce new matter because the specification of the present

application fails to disclose, suggest, or otherwise support said limitation. A throughout review

of the specification, provides no support for said computer-readable storage medium.

Since the written description of the present application does not set forth the computer-

readable storage medium, it introduces new matter.

Applicant is welcomed to point out where in the specification the Examiner can find

support for these limitations if Applicant believes otherwise.

Claims 46-50 are rejected since they depend from claim 45.
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Double Patenting

4. The nonstatutory double patenting rejection is based on a judicially created doctrine

grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or

improper timewise extension of the “right to exclude” granted by a patent and to prevent possible

harassment by multiple assignees. A nonstatutory obviousness-type double patenting rejection

is appropriate where the conflicting claims are not identical, but at least one examined

application claim is not patentably distinct from the reference claim(s) because the examined

application claim is either anticipated by, or would have been obvious over, the reference

claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re

Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225

USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re

Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163

USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may

be used to overcome an actual or provisional rejection based on a nonstatutory double patenting

ground provided the conflicting application or patent either is shown to be commonly owned

with this application, or claims an invention made as a result of activities undertaken within the

scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a terminal

disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR

3.73(b).

Apple Inc.
Ex. 1004 - Page 530



Apple Inc.
Ex. 1004 - Page 531

Application/Control Number: 10/817,994 Page 5

Art Unit: 2617

5. Claims 30, 31, 37-39, 44, and 45 are rejected on the ground of nonstatutory obviousness-

type double patenting as being unpatentable over claims 1, 8, and 14 of U.S. Patent No.

7,764,637 and claims 1-2, 10-12, and 20 ofU.S. Patent No. 7,773,550.

Claims 1, 8, and 14 ofU.S. Patent No. 7,764,637 and claims 1-2, 10-12, and 20 ofU.S.

Patent No. 7,773,550 recite all the elements of claims 30, 31, 37-39, 44, and 45 of the instant

application. Although the conflicting claims are not identical they are not patentably distinct

from each other because they are substantially similar in scope. The mapping of the similar

claims is shown below.

Instant Application: 10/817,994 U.S. Patent No. 7,764,637 U.S. Patent No. 7,773,550

Claim 30 Claim 1 Claim 1

Claim 31 Claim 2

Claim 37 Claim 10

Claim 38 Claim 11

Claim 39 Claim 12

Claim 44 Claim 20

Claim 45 Claim 14

 
Further, claims 1, 8, and 14 ofU.S. Patent No. 7,764,637 and claims 1 and 11 ofU.S.

Patent No. 7,773,550 includes the following limitations: “receiving a selected phone number

from a user of the initiating mobile device corresponding to the target mobile device;” that

“generating a port number for the received selected phone number;" and “wherein the TCP

connection is established without use of a server that handles connection requests from multiple
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mobile devices”. However, the removal of said limitations from claims 31, 38, and 45 of the

present application made claims 31, 38, and 45 a broader version of claims 1, 8, and 14 of US.

Patent No. 7,764,637 and claims 1 and 11 of US. Patent No. 7,773,550. Therefore, since

omission of an element and its function in a combination is an obvious expedient if the

remaining elements perform the same fimctions as before (In re Karlson (CCPA) 136 USPQ 184

(1963)), claim 31, 38 and 45 are not patentably distinct from claims 1, 8, and 14 of US. Patent

No. 7,764,637 and Claim 1 and 11 ofU.S. Patent No. 7,773,550.

6. Claims 30, 3 l , 34-39, and 41-44 are provisionally rejected on the ground of nonstatutory

obviousness-type double patenting as being unpatentable over claims 1, 2, 6-8, 10-12, 16-18, and

20 of copending Application No. 12/832,576. Although the conflicting claims are not identical,

they are not patentably distinct from each other because they are substantially similar in scope.

The mapping of the similar claims is shown below.

Instant Application: 10/817,994 Copending Application No. 12/832,576

Claim 30 Claim 1

Claim 31 Claim 2

Claim 34 Claim 6

Claim 35 Claim 7

Claim 36 Claim 8

Claim 37 Claim 10

Claim 38 Claim 11

Claim 39 Claim 12
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Claim 41 Claim 16

Claim 42 Claim 17

Claim 43 Claim 18

Claim 44 Claim 20

This is a provisional obViousness-type double patenting rejection because the conflicting

 
claims have not in fact been patented.

Claim Rejections - 35 USC § 1 02

7. The following is a quotation of the appropriate paragraphs of 35 USC. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless ,

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on
sale in this country, more than one year prior to the date of application for patent in the United States.

8. Claims 31-36, 38-43, and 45-49 are rejected under 35 USC. 102(b) as being anticipated

by Chambers et al (US 2003/0142654).

For claims 31, 38 and 45, Chambers et al discloses a method/mobile

device/computer-readable storage medium of establishing an instant messaging

session between mobile devices that support a data packet-based communications

service over a digital mobile network system, the method comprising:

opening a listening software port on an initiating mobile device to receive

communications through the data packet-based communications service (it would be

inherent to open a listening software port, in order for the mobile device to

operate and communicate with other devices, the mobile device has to open a

listening software port; whereby the mobile device supports the opening of a
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software listening port to receive messages from other mobile devices);

transmitting an invitation message to a target mobile device through a page- mode

messaging service, wherein the invitation message comprises a network address

associated with the initiating mobile device and port information corresponding to the

opened listening software port, and wherein the target mobile device is located by

providing a unique identifier to the page-mode messaging service (paragraph 0029-

0030 and 0032; whereby the invitation message is sent by initial device);

receiving a response from the target mobile device at the listening software port on the

initiating wireless device (paragraph 0012 and 0035 and fig. 2 [58]); and

establishing a stateful instant messaging session [GPRS chat session] through the

data packet-based communications service between the initiating mobile device and the

target mobile device (paragraph 0038-0039; whereby the GPRS is an example of Virtual

circuit communication).

For claims 32, 39 and 46, Chambers et al further discloses opening a second

listening software port on the initiating mobile device to receive invitation messages

through the page-mode messaging service (it would be inherent to open a listening

software port, in order for the mobile device to operate and communicate with

other devices, the mobile device has to open a listening software port; whereby

the mobile device supports the opening of a software listening port to receive

messages from other mobile devices);

receiving, at the second listening software port and through the page-mode messaging

service, a message from another mobile device inviting the initiating mobile device to
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establish a stateful instant messaging session [GPRS chat session], wherein such

message comprises a network address and a listening software port associated with the

other mobile device (paragraph 0030 and 0039); and

transmitting a response to the network address and the listening software port of the

other mobile device, wherein the response acknowledges the ability to establish a

stateful instant messaging session [GPRS chat session] (paragraph 0035 and 0039).

For claims 33, 40 and 47, Chambers et al further discloses the network

address of the initiating mobile device is an IP address (paragraph 0030).

For claims 34, 41 and 48, Chambers et al further discloses the page-mode

messaging service is SMS (paragraph 0030-0031).

For claims 35 and 42, Chambers et al further discloses the page-mode

messaging service is a PlN-to-PIN messaging service (see paragraph 0010 and 0027).

For claims 36, 43 and 49, Chambers et al further discloses the unique identifier

iS a telephone number (see paragraph 0028).

Claim Rejections - 35 USC § 103

9. The following is a quotation of 35 USC. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

10. The factual inquiries set forth in Graham V. John Deere C0., 383 US. l, 148 USPQ 459

(1966), that are applied for establishing a background for determining obviousness under 35

USC. 103(a) are summarized as follows:
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Ex. 1004 - Page 535



Apple Inc.
Ex. 1004 - Page 536

Application/Control Number: 10/817,994 Page 10

Art Unit: 2617

Determining the scope and contents of the prior art.

Ascertaining the differences between the prior art and the claims at issue.

Resolving the level of ordinary skill in the pertinent art.

Considering objective evidence present in the application indicating obviousness
or nonobviousness.

.-'>S’°.'\’.H
11. Claims 37, 44, and 50 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Chambers et al (US 2003/0142654) in view of Holmes et al (US 2005/0005014).

For claims 37, 44 and 50, Chambers et al explicitly does not disclose TCP connection.

However, Holmes et al from the same or similar fields of endeavor teaches the stateful instant

messaging session utilizes a TCP connection (paragraph 0053). Thus, it would have been

obvious to the person of ordinary skill in the art at the time of the invention to combine

Chambers et al with the stateful instant messaging session utilizes a TCP connection as taught in

Holmes et alto improve instant messaging system with more features, besides text.

Conclusion

12. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Liton Miah whose telephone number is (571)270-3124. The

examiner can normally be reached on Monday through Friday 7:30am to 5:00pm EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Rafael Perez-Gutierrez can be reached on (571)272-7915. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR
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system, see http://pair—direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

LM

/Rafael Perez-Gutierrez/

Supervisory Patent Examiner, Art Unit 2617
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Confirmation No.: 6700
Daniel J. Lin

Group Art Unit: 2617

Serial No.: 10/817,994

Examiner: Liton Miah

Filed: April 5, 2004

For: PEER-TO-PEER MOBILE

INSTANT MESSAGING

METHOD AND DEVICE

(MWCOHO‘HOJCOHO‘JWHOJ
MAIL STOP AMENDMENT

Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313-1450

RESPONSE TO OFFICE ACTION DATE SEPTEMBER 27, 2010

Dear Sir:

In response to the Office Action dated September 27, 2010, please enter this

response and reconsider the claims pending in the application for reasons discussed

below. The Commissioner is hereby authorized to charge counsel's Deposit Account

No. 20-0782/LlN/0002/FDK for any fees required to make this response timely and

acceptable to the Office.

Amendments to the Claims are reflected in the listing of claims which begins on

page 2 of this paper. Remarks begin on page 7 of this paper.

Apple Inc.
Ex. 1004 - Page 543



Apple Inc.
Ex. 1004 - Page 544

IN THE CLAIMS:

The following listing of the claims replaces all prior versions of the claims in the

application.

1.-30. (Cancelled).

31. (Currently Amended) A method of establishing an instant messaging

session between mobile devices that support a data packet-based communications

service over a digital mobile network system, the method comprising:

opening a listening software port on an initiating mobile device to receive

communications through the data packet-based communications service;

transmitting an invitation message to a target mobile device through a page—

mode messaging service, wherein the invitation message comprises a network address

associated with the initiating mobile device and port information corresponding to the

opened listening software port, and wherein the target mobile device is located by

providing a unique identifier to the page-mode messaging service;

receiving a response from the target mobile device at the listening software port

on the initiating wireless device; and

establishing a stateful instant messaging session through the data packet—based

communications service between the initiating mobile device and the target mobile

device, wherein the stateful instant messaging session is established in a peer-to-peer

fashion without a server intermediating communications through the established stateful

instant messaging session between the initiating mobile device and the target mobile

device.
 

32. (Previously Presented) The method of claim 31 further comprising:

opening a second listening software port on the initiating mobile device to receive

invitation messages through the page-mode messaging service;

receiving, at the second listening software port and through the page-mode

messaging service, a message from another mobile device inviting the initiating mobile

device to establish a stateful instant messaging session, wherein such message

2
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comprises a network address and a listening software port associated with the other

mobile device; and

transmitting a response to the network address and the listening software port of

the other mobile device, wherein the response acknowledges the ability to establish a

stateful instant messaging session.

33. (Previously Presented)The method of claim 31, wherein the network

address of the initiating mobile device is an IP address.

34. (Previously Presented)The method of claim 31, wherein the page-mode

messaging service is SMS.

35. (Previously Presented)The method of claim 31, wherein the page-mode

messaging service is a PlN-to-PIN messaging service.

36. (Previously Presented)The method of claim 31, wherein the unique

identifier is a telephone number.

37. (Previously Presented)The method of claim 31, wherein the stateful

instant messaging session utilizes a TCP connection.

38. (Currently Amended) A mobile device enabled to establish an instant

messaging session with other mobile devices in a digital mobile network system, the

mobile device comprising a processor configured to perform the steps of:

opening a listening software port on an initiating mobile device to receive

communications through the data packet-based communications service;

transmitting an invitation message to a target mobile device through a page—

mode messaging service, wherein the invitation message comprises a network address

associated with the initiating mobile device and port information corresponding to the

opened listening software port, and wherein the target mobile device is located by

providing a unique identifier to the page-mode messaging service;
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receiving a response from the target mobile device at the listening software port

on the initiating wireless device; and

- establishing a stateful instant messaging session through the data packet-based

communications service between the initiating mobile device and the target mobile

device, wherein the stateful instant messaging session is established in a peer-to-peer

fashion without a server intermediating communications through the established stateful

instant messaging session between the initiating mobile device and the target mobile

device.
 

39. (Previously Presented) The mobile device of claim 38, wherein the

processor is further configured to perform the steps of:

opening a second listening software port on the initiating mobile device to receive

invitation messages through the page-mode messaging service;

receiving, at the second listening software port and through the page-mode

messaging service, a message from another mobile device inviting the initiating mobile

device to establish a stateful instant messaging session, wherein such message

comprises a network address and a listening software port associated with the other

mobile device; and

transmitting a response to the network address and the listening software port of

the other mobile device, wherein the response acknowledges the ability to establish a

stateful instant messaging session.

40. (Previously Presented) The mobile device of claim 38, wherein the

network address of the initiating mobile device is an IP address.

41. (Previously Presented) The mobile device of claim 38, wherein the page-

mode messaging service is SMS.

42. (Previously Presented) The mobile device of claim 38, wherein the page-

mode messaging service is a PlN-to-PlN messaging service.
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43. (Previously Presented) The mobile device of claim 38, wherein the unique

identifier is a telephone number.

44. (Previously Presented) The mobile device of claim 38, wherein the stateful

instant messaging session utilizes a TCP connection.

45. (Currently Amended) A non-transitog computer-readable storage medium

including instructions that, when executed on a processor of a mobile device that

supports a data packet-based communications service over a digital mobile network

system, causes the processor to establish an instant messaging session by performing

the steps of:

opening a listening software port on an initiating mobile device to receive

communications through the data packet—based communications service;

transmitting an invitation message to a target mobile device through a page-

mode messaging service, wherein the invitation message comprises a network address

associated with the initiating mobile device and port information corresponding to the

opened listening software port, and wherein the target mobile device is located by

providing a unique identifier to the page-mode messaging service;

receiving a response from the target mobile device at the listening software port

on the initiating wireless device; and

establishing a stateful instant messaging session through the data packet—based

communications service between the initiating mobile device and the target mobile

device, wherein the stateful instant messaging session is established in a peer-to-peer

fashion without a server intermediating communications through the established stateful

instant messaging session between the initiating mobile device and the target mobile

device.
 

46. (Currently Amended) The non-transitom computer-readable storage

medium of claim 45, further including instructions that cause the processor to perform

the steps of: ,

opening a second listening software port on the initiating mobile device to receive

invitation messages through the page-mode messaging service;
5
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receiving, at the second listening software port and through the page-mode

. messaging service, a message from another mobile device inviting the initiating mobile

device to establish a stateful instant messaging session, wherein such message

comprises a network address and a listening software port associated with the other

mobile device; and

transmitting a response to the network address and the listening software port of

the other mobile device, wherein the response acknowledges the ability to establish a

stateful instant messaging session.

47. (Currently Amended) The non-transitom computer-readable storage

medium of claim 45, wherein the network address of the initiating mobile device is an IP

address.

48. (Currently Amended) The non-transitom computer-readable storage

medium of claim 45, wherein the page-mode messaging service is SMS.

49. (Currently Amended) The non-transitom computer-readable storage

medium of claim 45, wherein the unique identifier is a telephone number.

50. (Currently Amended) The non-transitom computer-readable storage

medium of claim 45, wherein the stateful instant messaging session utilizes a TCP

connection.
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REMARKS

The following is intended as a full and complete response to the Office Action

dated September 27, 2010. The Office rejected claims 31-50. Applicant respectfully

traverses these rejections.

Rejections under 35 U.S.C §101

The Office rejected claims 45-50 under 35 U.S.C. §101 as being directed to non-

statutory subject matter. Per the Office’s suggestion, claims 45-50 have now been

amended to recite a “non-transitory computer readable storage medium,” consistent

with the Office’s January 2010 guidance on the Subject Matter Eligibility of Computer

Readable Media.

Rejections under 35 U.S.C §112, second paragraph

The Examiner rejected claims 45-50 under 35 U.S.C. §112, second paragraph,

as introducing new matter due to the claiming a “computer readable storage medium”

which is not mentioned in the specification. Applicant respectfully notes that past

decisions by the Board of Patent Appeals and lnterferences (BPAI) indicate that

discussion of the term “computer readable medium” in the specification is not a

necessary requirement to claim a computer readable medium. For example, in Ex parte

Daughtrey, Appeal 2008—0202 (BPAI April 8, 2009), the Board noted that “[t]he phrase

‘computer readable medium’ is not defined or discussed in the Appellant’s Specification”

and only appears in the claim 19 (which was rejected on other grounds, namely, that it

covered non-statutory signals, which is now addressed by the Office’s January 2010

guidance). Additionally, in Ex parte Mazzara, Appeal 008-4741 (BPAI February 5,

2009), the Board stated:

“The present Specification, however, does not set forth any definition or any examples of
what is covered by their ‘computer usable medium.’ The Summary of the Claimed

Subject Matter section of the Appeal Brief also fails to point to any specific description or

definition in the Specification for the term, ‘computer usable medium.’ . . . In the present

case, there is no express statement in the Specification, nor any other indication in the

record, that the term ‘computer usable medium’ is intended to include non-statutory

subject matter such as signals or paper. Accordingly, we find that the term ‘computer
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usable medium’ is limited to only tangible manufactures. As such, claim 17 is directed to

statutory subject matter.”

Finally, original claims 22-30 directed towards a computer program are considered part

of Applicant’s specification (see MPEP 2163(l)(B) and 35 U.S.C. §112). As such, given

that a “computer program” is indeed disclosed in the specification, Applicant respectfully

submits that adding new claims 45-50 directed towards a “non-transitory computer

readable storage medium” that includes computer program instructions similar to (but

the same as) those of the “computer program” of original claims 22-30 does not result in

an introduction of new matter because a non-transitory computer readable storage

medium is inherently supported by the computer program of original claims 22-30.

Specifically, Applicant respectfully submits that “a person of ordinary skill would have

understood, at the time the patent application was filed, that the description requires [a

non-transitory computer readable storage medium in order to store the computer

program of original claims 22-30]” (quoting Hyatt v. Boone, 146 F.3d 1348, 1353, 47

USPQ2d 1128, 1131 (Fed. Cir. 1998) as discussed in MPEP 2163(I)(B)). That is, a

non-transitory computer readable storage medium in a mobile device must be

“necessarily present” to store the computer program of original claims 22-30 and this

“would be so recognized by persons of ordinary skill" (quoting In re Robertson, 169

F.3d 743, 745, 49 USPQ2d 1949, 1950-51 (Fed. Cir. 1999) as discussed in MPEP

2163(I)(B)). Based on the foregoing, Applicant respectfully requests that the §112

rejection be withdrawn.

Double Patenting Reiection

The Examiner provisionally rejected (1) claims 30, 31, 37-39, 44 and 45 on the

ground of nonstatutory obviousness—type double patenting over claims 1, 8 and 14 of

US. Patent 7,764,637 and claims 1-2, 10-12 and 20 of U.S. Patent 7,773,550, and (2)

claims 30, 31, 34-39 and 41—44 on the ground of nonstatutory obviousness—type double

patenting over claims 1, 2, 6-8, 10-12, 16-18 of co-pending U.S. Patent Application

12/832,576. Applicant respectfully requests that these rejections be held in abeyance

until pending claims are allowed. At that time, a proper terminal disclaimer will be filed,

if still necessary, to cure the double patenting issues.
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Reiections under 35 U.S.C §102(b)

The Office rejected claims 31-36, 38-43 and 45-49 under 35 U.S.C §102(b) as

being anticipated by US. Patent Publication 2003/0142654 (hereinafter, “Chambers”).

Applicant respectfully traverses these rejections in view of the amendments made

herein.

Each of independent claims 31, 38 and 45 have been amended to include the

limitation that “the stateful instant messaging session is established in a peer-to-peer

fashion without a server intermediating communications through the established

stateful instant messaging session between the initiating mobile device and the

target mobile device” (emphasis added). Support for the foregoing limitation can be

found throughout Applicant’s specification including, for example, on page 2, lines 32-33

(“[t]he present invention provides a method for establishing a peer-to-peer session-

based lM communications . . . no IM registration or IM log-in server need be used to

provide presence information”).

In complete contrast, rather than establishing a data transfer session in a peer-

to-peer fashion between two devices, Chambers focuses on establishing a

communication sessions for multiples parties (e.g., three or more) in which one of the

participating parties is a server that intermediates communications among the multiple

parties. For example, paragraph [0046] of Chambers states that “[i]f the chosen active

member accepts the initiator status, the chat session remain active with the chosen

active member’s terminal acting as server.” Indeed, US. Patent 7,558,220, Chambers’

resulting issued patent, claims a method (i.e., claim 1) involving a first, second and third

terminal in which “said first terminal [is employed] as a server for said

communication short message service chat session.” That is, in Chambers, the

initiating terminal is a server that enables other terminals to continually join or leave

an established communication session (see, e.g., paragraphs [0040]—[0042]). As such,

Applicant respectfully submits that Chambers teaches away or at least simply fails to

teach or suggest the limitation of independent claims 31, 38 and 45 that “the stateful

instant messaging session is established in a peer-to-peer fashion without a server

intermediating communications through the established stateful instant

messaging session between the initiating mobile device and the target mobile
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device” For at least these reasons, Chambers cannot anticipate independent claims

31, 38 and 45, or any of the remaining pending claims which are dependent thereon.

Conclusion

Based on the foregoing, Applicant believes that they have overcome all of the

objections and rejections set forth in the Office Action mailed on September 27, 2010

and that the pending claims are in condition for allowance. If the Examiner has any

questions, please contact the Applicant at the number provided below.

Respectfully submitted,

/ Daniel Lin/

Daniel Lin, Reg. No. 47,750
240 Lombard Street #839

San Francisco, CA 94111

Telephone: 650.996.1050

Applicant
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Commissioner for Patents
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SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

The Applicants, and the Attorney who signs below on the basis of the information
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publications, or other information of which they are aware, which may be material to the
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While the information submitted in this Supplemental Information Disclosure

Statement may be material pursuant to 37 CFR §1.56, it is not intended to constitute an

admission that any patent, publication, or other information referred to therein is prior art

for this invention unless specifically designated as such.

In accordance with 37 CFR §1.97, this Supplemental Information Disclosure

Statement is not to be construed as a representation that a search has been made or

that no other possibly material information as defined under 37 CFR §1.56(a) exists.

The patents and/or publications submitted herewith are set forth on the attached
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/ Daniel Lin /
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240 Lombard Street #839

San Francisco, CA 94111

Telephone: 650.996.1050
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SIP: Session Initiation Protocol

Status of this Memo

This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

 
improvements. Piease refer to the current edition of the "Internet
Official Protocoi Standards" (STD l) for the standardization state

and status of this protocol. Distribution of this memo is unlimited. 
Copyright Notice

Copyright (C) The Internet Society (2002). All Rights Reserved.

Abstract

This document describes Sess'on In'tiation Protocol (SIP), an

appiication—layer control (signaling) protocoi for creating,
modifying, and terminating sessions with one or more participants.
These sessions include Internet teiephone cal s, multimed'a
distribution, and multimedia conferences.

 

      
 

SIP invitations used to create sessions carry session descriptions
that aliow participants to agree on a set of compatible media types.
SIP makes use of elements called proxy servers to help route requests
to the user’s current location, authenticate and authorize users for

services, implement provider call—routing policies, and provide
features to users. SIP also provides a registration function that
allows users to upload their current locations for use by proxy
servers. SIP runs on top of several different transport protocols.
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Gateway Control Protocol (MEGACO) (RFC 3015 [30]) for controliing
gateways to the Public Switched Telephone Network (PSTN), and the
Session Description Protocol (SDP) (RFC 2327 [1]) for describing
multimedia sessions. Therefore, SIP should be used in conjunction
with other protocols in order to provide complete services to the
users. However, the basic functionality and operation of SIP does
not depend on any of these protocols.

 

 
 

 

SIP does not provide services. Rather, SIP provides primitives that
can be used to impiement different services. For exampie, SIP can
locate a user and deliver an opaque object to his current location.
If this prim'tive 's used to deliver a session descript'on wr'tten in
SDP, for instance, the endpoints can agree on the parameters of a
session. If the same prim t've 's used to deliver a photo of the
calier as we as the session description, a "cailer ID" service can
be eas' y imp emented. As this example shows, a single primitive is
typ ca y used to provide severa d'fferent services.

         
 

       
  

SIP does not offer conference control services such as floor control

or voting and does not prescribe how a conference is to be managed.
SIP can be used to initiate a session that uses some other conference

controi protocol. Since SIP messages and the sessions they establish
can pass through ent're y different networks, SIP cannot, and does
not, provide any kind of network resource reservation capabiiities.

 
 
   

 
The nature of the services provided make security part'cular y
important. To that end, SIP provides a suite of security services,
which includ d nial of s rvic pr v ntion, authentication (both user
to user and proxy to user), integrity protection, and encryption and
privacy services.

 

  

  
SIP works with both IPv4 and IPv6.

3 Terminology
 

In this document, the key words "MUST", "MUST NOT", "RfiQJIRfiD",
"SHALL", "SHAiL NOT", "SHOULD", "SHOULD NOT", "RfiCOMMfiVDfiD", "NOT

RfiCOMMfiNDfiD", "MAY", and "OPTIONAL" are to be in:erpre:ed as
descr'bed in RCP i4, RFC 2119 [2] and indicate requirement levels for
comp 'ant SIP impiementations.

   

 
 

   
 

        
  

4 Overview of Operation

This section introduces the basic operations of SIP using simple
examples. This section is tutorial in nature and does not contain
any normative statements.
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The first example shows the basic functions of SIP: location of an
end point, signal of a desire to communicate, negotiation of session
parameters to establish the session, and teardown of the session once
estab 'shed.

 

   
 

Figure 1 shows a typical example of a SIP message exchange between
:wo users, Alice and 30b. (Each message is labeled with the letter
"F" and a number for reference by the text.) In this example, Alice
uses a SIP application on her PC (referred to as a softphone) to call
Bob on his SIP phone over the Internet. Also shown are two SIP proxy
servers that act on behaif of Alice and 30b to faciiitate the session

establishment. This :ypical arrangement is often referred to as the
"SIP trapezoid" as shown by the geometric shape of the dotted lines
in Figure l.

 

    
 

 
Alice "calls" Eob us ng his SIP identity, a :ype of Uniform Resource
 

  

  
  Ident f'er (URI) ca ed a SIP URI. SIP URIs are defined in Section

19.1. It has a sim' ar form to an email address, typica y
conta n'ng a username and a host name. In tnis case, 't 's    

 
sip:bob@biloxi.com, where biloxi.com is the doma'n of Rob’s SIP
service provider. Aiice has a SIP URI of siozal'ce@at anta.com.
A 'ce m ght have typed in Bob’s URI or perhaos ciicked on a hyperlink
or an entry in an address book. SIP also provides a secure URI,
cailed a SIPS URI. An example would be sips:bob@biloxi.com. A cail
made to a SIPS URI guarantees that secure, encrypted transport
(namely TLS) is used to carry all SIP messages from the caller to the
domain of the caliee. From there, the request is sent securely to
:he callee, but with security mechanisms tna: depend on the poiicy of
:he domain of the caliee.

       
 

  
   

 

  
SIP is based on an HTTP lik r qu st/r spons transaction modei.
Each transaction consists of a request tha: invokes a particular
method, or function, on the server and at least one response. In
:his example, the :ransaction begins w'th Al'ce’s softphone sending
an INVITE request addressed to Bob’s SIP URI. INVITE is an example
of a SIP method that specifies :he action :hat the requestor (A 'ce)
wants the server (30b) to take. The INVITE request contains a number
of header fields. Header f'e ds are named attributes that provide
additional informa:ion about a m ssag . Tn on s pr s nt in an
INVITE 'nc ude a un que ident'fier for the call, the destination
address, A 'ce’s address, and information about the type of session
that Alice wishes :o establish with Bob. The INVITE (message F1 in
Figure i) might look like this:
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atlanta.com . . . biloxi.com

proxy proxy

Alice’s . . . . . . . . . . . . . . . . . . . . Bob’s

softphone SIP Phone

 
 

 

 

 

  

  
 
 

——————————————— >| INVITE F2

100 Trying F3 | ——————————————— > INVITE F4
< ——————————————— | 100 Trying F5 | ——————————————— >

|< —————————————— | 180 Ringing F6
| 180 Ringing F7 |< ———————————————

180 Ringing F8 |< ——————————————— | 200 OK F9
< ——————————————— | 200 OK F10 |< ———————————————

200 OK F11 |< ——————————————— |
< ——————————————— | |

ACK F12
>

Media Session
< >

EYE F13
<

200 OK F14
> 

  
Figure 1: SIP session setup example with SIP trapezoid

INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bK776asdhds
Max—Forwards: 70

 

To: 30b
From: A]

 
<sip:bob@b' oxi.com>
ice <sip:a 'ce@atlanta.com>;tag=1928301774

 

  
 

Call—ID:

CSeq: 314159 INVITE
Contact:
Content—
Content—

a84b4c76e66710@pc33.atlanta.com
 

<sip:alice@pc33.atlanta.com>

Type: application/sdp
Length: 142

(Aiice’s SDP not shown)

The first line of th t xt ncod d m ssag contains the method name
  
 

  

(INVITE). The lines that follow are a list of header fields. This

exampie contains a minimum required set. The header fields are
briefiy described beiow:
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Via contains the address (pc33.atlanta.com) at which Alice is
expecting to receive responses to this request. It also contains a
branch parameter that identifies this transaction.

 
To contains a display name (30b) and a SIP or SIPS URI
(sip:bob@biloxi.com) towards which the request was originally
directed. Dispiay names are described in RFC 2822 [3].

From aiso contains a display name (Alice) and a SIP or SIPS URI
(s'p:a ice@at anta.com) that indicate the originator of the request.
This header f'e d also has a tag parameter containing a random string
(1928301774) that was added to the URI by the softphone. It is used
for identification purposes.

  
  
  

Call—ID contains a g oba] y unique identifier for this call,
generated by the combination of a random string and the softphone’s
host name or IP address. The combination of the To tag, From tag,
and Call—ID comp] : y d _'n s a p r to p r SIP reiationship
between Alice and 30b and is referred to as a diaiog.

 

     

  

CSeq or Command Sequence contains an integer and a method name. The
CSeq number is incremented for each new request within a dialog and
is a trad'tiona sequence number.

 
 
 

Contact contains a SIP or SIPS URI that represents a direct route to
contact Aiice, usually composed of a username at a fuliy qualified
domain name (FQDN). Whiie an FQDN is preferred, many end systems do
not have registered domain names, so IP addresses are permitted.
While the Via header fie d te] s other elements where to send the

response, the Contact header field tells other elements where to send
future requests.

  

  
 

Max—Forwards serves to iimit the number of hops a request can make on
the way to its destination. It consists of an integer that is
decremented by one at each hop.

 

Content—Type contains a description of the message body (not shown).

Content—Length contains an octet (byte) count of the message body.

The compiete set of SIP header fields is defined in Section 20.

 
The details of the session, such as the type of media, codec, or
sampling rate, are not described using SIP. Rather, the body of a
SIP message contains a description of the session, encoded in some  

 
other protocol format. One such format is the Session Description
Protocol (SDP) (RFC 2327 [1]). This SDP message (not shown in the
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maintained in the proxies. This aiso has the desirable property that  
 

eacn oroxy that sees the INVIT? wi 1
INVITE. 

also see all responses to the

When Alice’s softohone receives the 180 (Ringing) response, it passes
this information :0 Alice, perhaps using an audio ringback tone or by
disolaying a message on Alice’s screen.    
In :his examp e, Rob decides to answer the call.

(OK)

 

the handset, his SIP phone sends a 20
the call has been answered. The 200  

  
 

 
 

0

(OK)

witn the SDP media descr'pt'on of the type 0:
willing to estab 'sh with A 'ce. As a resul:,
excnange of SDP messages: A 'ce sent one to

When he picks up
response to indicate that 

contains a message body
session that Rob 's

there is a two—phase  30b, and

 

 30b sent one  
bac< to A 'ce. This two—phase exchange provides basic nego:iation

capabilities and is based on a simpie offer/answer model of SDP
excnange. If Rob d'd not wish to answer the call or was busy on
ano:her cail, an error response wouid have been sent instead of the
200 (OK), whicn wouid have resulted in no media session being
established. The complete iist of SIP response codes is in Section
21. The 200 (OK) (message F9 in Figure l)

    

 
     

 30b sends it out:

SIP/2.0 200 OK
Via: SIP/2.0/UDP server10.biloxi.com

 might look iike this as

Via: SIP/2.0/UDP bigbox3.site3.atianta.com 
Via: SIP/2.0/UDP pc33.atlanta.com  

;branch=z9hG4bKnashds8;received=l92.0.2.3

;branch=z9hG4bK776asdhds ;received=l92.0.2.l

To: 30b <sip:bob@b' oxi.com>;tag=a6c85cf
From: Alice <sip:a 'ce@atlanta.com>;tag=l928301774
Call—ID: a84b4c76e66710@pc33.atlanta.com

 
 

 
 

CSeg: 314159 INVITE
Contact: <sip:bob@i92.0.2.4>

Content—Type: application/sdp
Content—Length: 13i

  
 (Bob’s SDP not shown)

The first line of the response contai
the reason phrase (OK). The remaining The Via, To, From, Cali—ID, and CSeg
the INVITE request. (There are three

added by Aiice’s SIP phone, one added
one added by the biloxi.com proxy.)

 
 

 
V 

 

 ia header f'

by the atiant
Bob’s SIP phone

parameter to the To header field. This tag wi

 

;branch=z9hG4bK77ef4c2312983.l;received=l92.0.2.2

ns the response code (200) and
iines contain header fields.

neader fieids are copied from
e 

 a.
d values — one

com proxy, and
has added a tag 

   
both endpoints into the dialog and wi

Rosenberg, et. al. Standards Track

be 'ncorporated by
1 be inc uded 'n all future
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and tney send media
tne exchange of SDP.
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either Alice or 30b may decide to change the

the media session. This is accomplished by
3 containing a new media description. This re—
:he existing dialog so that the other party knows    :o modi

:he re—
 

characteris:ics.
l4.

Rosenberg, et. al.
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not accept t

(Not Acceptable Here),
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(OK) to accept the change.
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_ows a proxy to perform various types of searches to
more than one user can be registered on a

ie device at the same time.

It generally

'nformation that ailows a proxy to input a URI and receive a
_ the proxy where to send the

Registrations are one way to create this information,
Arbitrary mapping functions can be configured at

but

used

'ng
 

 authentication are hand. _ed in

SIP either on a request—by—request basis with a challenge/response
mechanism,
26.

or by using a lower layer scheme as discussed in Section

The complete set of SIP message details for this registration example
is

 Add

in Section 24.1.

itional operations in SIP, such as querying for the capabilities
or canceling a pendingof a SIP server or client using OPTIONS,

request using CANCTL,

5 Structure of the Protocoi

SIP is structured as a

 

 

w'li be  

 
 

       

 

 

 
 

 
 

 

iayered protocol,

 

 

     
 

 
introduced in later sections.

which means that its

 
 

 
 

 

behavior is described in terms of a set of fairiy independent
processing stages w'th on y a loose coupling between each stage. The
protocoi behavior is described as iayers for the purpose of
presentat'on, a low'ng the description of functions common across
elements 'n a s'ng e sectLon. It does not dictate an implementation
in any way. When we say that an eiement "contains" a iayer, we mean
it is compliant to the set of ruies defined by that layer.

Not v ry i m nt sp cifi d by the protocol contains every iayer.
Furthermore, the elements spec f'ed by SIP are logical elements, not
physical ones. A phys'cal rea ization can choose to act as different
logicai elements, perhaps even on a transaction—by—transaction basis.

The iowes: layer of SIP is its syntax and encoding. Its encoding is
spec f'ed using an augmented Backus—Naur Form grammar (BNF). The
comp ete RNF is specified in Section 25; an overview of a SIP
message’s structure can be found in Section 7.
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Call: A cali is an informal term that refers to some communication

between peers, generally set up for the purposes of a
mult'med'a conversation.  

Ca Leg: Another name for a dialog [31]; no longer used in this
specification.

  
   

Ca Stateful: A proxy is call stateful if it retains state for a
dialog from the initiating INVITE to the terminating RY?
request. A cail stateful proxy is always transaction s:ateful,
but the converse is not necessarily true.

 
  
 

 
  

Client: A c ient 's any network eiement that sends SIP requests
 

  and receives SIP responses. Ciients may or may not interact
directly with a human user. User agent clients and proxies are
c 'ents. 
 

Conference: A mu t media session (see beiow) that contains

muitiple part c pants.

    

Core: Core designates the functions specific to a particular type
of SIP entity, i.e., specific to either a stateful or stateless
proxy, a user agent or registrar. Ali cores, except those for
the stateless proxy, are transaction users.

  
Dialog: A diaiog is a peer—to—peer SIP reiationship between two

UAs that persists for some time. A dialog is es:abiished by
SIP messages, such as a 2xx response to an INVITE request. A
dialog is identified by a ca 1 identif'er, ocal tag, and a
remote tag. A dialog was formerly known as a call ieg in RFC
2543.

       
Downstream: A direction of message forwarding within a transaction

that refers to the direction that requests fiow from the user
agent client to user agent server.

 

Final Response: A response that terminates a SIP transaction, as
opposed to a provisional response that does not. All 2xx, 3xx,
4xx, 5xx and 6xx responses are finai.

Header: A header is a component of a SIP message that conveys
information about the message. It is structured as a sequence
of header fields.

 
Header Field: A header f'e d is a component of the SIP message

header. A header fieid can appear as one or more header field
rows. Header fieid rows consist of a header field name and zero

or more header f'eld va ues. Multiple header field values on a
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Rosenberg
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the set of proxies that need to be visited along the way
(present in the Route header field). A proxy compliant to
these mechanisms is also known as a ioose router. 

Message: Data sent between SIP elements as part of the protocol.

SIP m ssag s ar ith r r qu sts or responses.
 

Method: The method is the primary function that a request is meant
to invoke on a server. The method is carried in tie request
message itself. Example methods are INVII? and RYR.   

 

Outbound Proxy: A proxy that receives requests from a client, even
though it may not be the server resolved by the Request—URI.
Typicaliy, a UA is manuaily configured with an outbound proxy,
or can iearn about one through auto—configuration protocois.    

Parallei Search: In a para] e search, a proxy issues severai
requests to possible user iocations upon receiving an incoming
request. Rather than issuing one request and then waiting for
the final response before 'ssu ng the next request as in a
sequential search, a paraliel search issues requests without
waiting for the result of previous requests.

  
     

 
Prov'siona R spons : A r spons us d by the server to indicate

progress, but that does not terminate a SIP transaction. lxx
responses are provisional, other responses are considered
final.

  

 

 
Proxy, Proxy Server: An intermediary entity that acts as both a

server and a client for the purpose of making requests on
behalf of other clients. A proxy server primar' y plays the
role of routing, which means its job is to ensure that a
request is sent to another entity "closer" to the targeted
user. Proxies are also usefui for enforc'ng po 'cy (for
example, making sure a user is ailowed to make a cali). A
proxy interprets, and, if necessary, rewrites specific parts of
a r qu st m ssag b for forwarding i:.

 

     
   

 
 

Recursion: A client recurses on a 3xx response when it generates a
new request to one or more of the URIs in the Contact header
fieid in the response. 

Redirect Server: A redirect server is a user agent server that
generates 3xx responses to requests it receives, directing the
client to contact an alternate set of URIs.
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Registrar: A registrar is a server that accepts REGISIER requests

and places the information it receives in those requests into
the location service for :he domain it handles.

 

 Regular Transaction: A regular transaction is any transaction with
a method other than INVITE, ACK, or CANCEL. 

Request: A SIP message sent from a client to a server, for the
purpose of invoking a par:icular operation.

 
Response: A SIP message sent from a server to a client, for

indicating the status of a request sent from the client to the
server.

Ringback: Ringback is the signaling tone produced by the cailing
party’s applicat'on 'ndicat'ng that a called party is being
alerted (ringing).

  
 

  Route Set: A route set is a coilection of ordered SIP or SIPS URI

which represent a list of proxies that must be traversed when
sending a part cu ar request. A route set can be learned,
through headers like Record—Route, or it can be configured.

 

 
 

Server: A server is a network element that receives requests in
order to service them and sends back responses to those
requests. Examples of servers are proxies, user agent servers,
redirect servers, and registrars.

 

Sequential Search: In a sequential search, a proxy server attempts
each contact address in sequence, proceeding to the next one
only after the previous has generated a final response. A 2xx
or 6xx class final response aiways terminates a sequential
search.

 

  
Session: From the SDP specification: "A muitimedia session is a

set of multimedia senders and receivers and the data streams

fiowing from senders to receivers. A multimedia conference is
an example of a multimedia session." (RFC 2327 [1]) (A session
as defined for SDP can comprise one or more RIP sessions.) As
defined, a callee can be 'nv'ted several times, by different
calis, to the same session. If SDP is used, a session is

defined by the concatenation of the SDP user name, session id,
network type, address type, and address elements in the origin
fieid.

     
   

SIP Iransaction: A SIP transaction occurs between a client and a

server and comprises all messages from the first request sent
from the client to the server up to a final (non—lxx) response
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Upstream: A direction 0: message forward ng w th'n a transaction
that refers to the d rect'on that responses fiow from the user
agent server back to the user agent ciient.

   
 

 

 
 

URL—encoded: A character string encoded according to RFC 2396,
Section 2.4 [5].

 
User Agent Client (UAC): A user agent c ient is a ogical entity

that creates a new request, and then uses the ciient
transaction state machinery to send it. The roie of UAC lasts
only for the duration of that transaction. In other words, if
a piece of software in't'ates a request, it acts as a UAC for
the duration of that transaction. If it receives a request
later, it assumes the roie of a user agent server for the
processing of that transaction.

 
     

 

UAC Core: The set of processing functions required of a UAC that
reside above the transaction and transport iayers.  

User Agent Server (UAS): A user agent server is a iogical entity
that generates a response to a SIP request. The response

accepts, rejec:s, or redirects the request. This role lasts
only for the duration of that transaction. In other words, if
a piece of sof:ware responds to a request, it acts as a UAS for
the duration of that transaction. If it generates a request
later, it assumes the role of a user agent client for the
processing of :hat transaction.

 

 
 

UAS Core: The set of processing functions required at a UAS that
resides above :he transaction and transport layers.

User Agent (UA): A logical entity that can act as both a user
agent client and user agent server.

The roie of UAC and JAS, as weil as proxy and redirect servers, are
defined on a transac:ion—by—transacti01 basis. For exampie, the user
agent initiating a cail acts as a UAC when sending the in'tia INVITE
request and as a UAS when rece'ving a RY? request from the cailee.
Sim'lar y, the same software can act as a proxy server for one
request and as a redirect server for tie next request.

 
    

    
   

 
Proxy, iocation, and registrar servers defined above are logical
entities; implementations MAY combine :hem into a single appiication.

 
 

7 SIP Messages

SIP is a text—based protocol and uses the UTF—8 charset (RFC 2279
[7]).
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A SIP m ssag is ith r a r qu st from a client to a server, or a
response from a server to a ciient.

30th Request (section 7.1) and Response (section 7.2) messages use
:he basic format of RFC 2822 3 , even though the syntax differs in
character set and syntax spec f cs. (SIP allows header f'e ds that
would not be valid RFC 2822 header fields, for example.) Both types
of messages consis: of a start—iine, one or more header f'e ds, an
empty line indicating the end 0: the header fields, and an optional
message—body.

    

     
  

 
generic—message = start—line

*message—header
CRLF

[ message—body ]

start—line = Request—Line / Status—Line
 

The start 'n , ach m ssag h ad r iin , and the empty iine MUST be
:erminated by a carriage—return iine—feed sequence (CRLF). Note that
:he empty 'ne MUST be present even if the message—body is not.

 

     

Except for the above difference in character sets, much of SIP’s

message and header fieid syntax 's identica to HTTP/1.1. Rather
:han repeating the syntax and semantics here, we use [HX.Y] to refer

:0 Section X.Y of the current HTTP/1.1 specification (RFC 2616 [8]).

 
 
 

  
{owever, SIP is not an extension of HTTP.

7.1 Requests

SIP requests are distinguished by having a Request—Line for a start—
line. A Request—Line contains a method name, a Request—URI, and the
protocol version separated by a singie space (SP) character.

 

 The Request—Line ends with CRLF. No CR or LF are allowed except in
the end—of—line CRLF sequence. No linear whitespace (LWS) is allowed
in any of the eiements.

 
 

Request—Line = Method SP Request—URI SP SIP—Version CREF
 
 

Method: This specification defines six methods: REGISIER for
registering contact information, INVITE, ACK, and CANCEL for
setting up sessions, EYE for terminating sessions, and
OPTIONS for querying servers about their capabili:ies. SIP
extensions, documented in standards track RFCs, may define
additional methods.
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Request—URI: The Request—JRI is a SIP or SIPS URI as described in
Section 19.1 or a generai URI (RFC 2396 [5]). It indicates
the user or service :0 which this request is being addressed.
The Request—URI MUST NOT contain unescaped spaces or control
characters and MUST MOT be enciosed in "<>".

 
 

 

SIP elements MAY supoort Request—URIs with schemes other than
"sip" and "sips", for example the "tel" URI scheme of RFC
2806 [9]. SIP eiemedts MAY transiate non—SIP URIs using any
mechanism at their disposal, resu ting 'n SIP URI, SIPS URI,
or some other scheme.

 
    

 
SIP—Version: 30th request and response messages include the

version of SIP in use, and follow [H3.1] (with HTTP replaced

by SIP, and HTTP/1.1 replaced by SIP/2.0) regarding version
ordering, compliance requirements, and upgrading of version
numbers. To be compliant with this specif'cat'on,
applications sending SIP messages MUST inciude a SIP—Version

of "SIP/2.0". The SIP—Version string is case—'nsens'tive,
but implementations MUST send upper—case.

 

   

     
 

Unlike HTTP/1.1, SIP treats the version number as a iiteral

string. In practice, this should make no difference. 

7.2 Responses

SIP responses are distinguished from requests by having a Status—Line
as their start—line. A Status—Line consists of the protocoi version
followed by a numeric Status—Code and its associated textuai phrase,
with ach l m nt s parat d by a single SP character.

   

 
No CR or LF is allowed except in the final CRLF sequence.

Status—Line = SIP—Version SP Status Cod SP R ason Phras CRLF
 

The Status—Code is a 3—digit integer result code that indicates the
outcome of an attempt to understand and satisfy a request. The
Reason—Phrase is intended to give a short textual description of the
Status—Code. The Status—Code is intended for use by automata,
wh r as th R ason Phras is intended for the human user. A client

is not required to examine or display the Reason—Phrase.

  

While this specification suggests specific wording for the reason
phrase, 'mp ementations MAY choose other text, for example, in the
language indicated in the Accept—Language header field of the
request.
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_ass of response.
The last two digits do not have any categorization role. For this
reason,
referred to as a

between 200 and 299 as a "2xx response", and so on. SIP/2.0 allows
six values for the first digit:

Section 2i

"lxx response",

 
any response with a status code between iOO and 199 is

any response with a status code 

lxx: Provisional —— request received, continuing to process the
request;

2xx: Success —— the action was successfully received, understood,
and accepted;

3xx: Redirec:ion ——

compiete the request;

further action needs to be taken in order to

4xx: Cl'ent Hrror —— the request contains bad syntax or cannot be
  fu f'lled
  

5xx: Server Error —— the server failed to fulfi

vaiid request;
 

6xx: Giobal Failure —— the request cannot be fu Si] ed at any
server .

 
7.3 Header Fields

at this server;

 

     

an apparently

defines these classes and describes the 'nd'vidual codes.

SIP header fields are s'mi ar to HTTP header fields in both syntax
and semantics.

 

 
  

In part'cu ar, SIP header fields fo ow the [H4.
definitions of syntax for the message—header and the rules for
extending header
spec f'ed 'n HTTP
spec f cat on con
whitespace and fo

    
 

[H4.2] aiso speci
name whose value

header field. 

   
w'th 'mp ic't whitespace and folding. This

forms to RFC 2234 [10] and uses oniy explicit
d'ng as an integral part of the grammar.

 

    
 

2]

fields over multiple lines. However, the iatter is

fies that muitiple header fields 0: the same field
is a comma—separated list can be combined into

That applies to SIP as well, but the spec'fic ru

one

e is
  

 different because of the different grammars. Specificaliy, any
header whose grammar is of the form

a

 

SIP

h ad r — "h ad r nam " HCOLON header—vaiue *(COMMA header—value)

ilows for combining header fie.
The Contact header field al.separated list.

l  

Rosenberg, et. al.

 
 ist unless the header field vaiue is "*".

_ds of the same name into a comma—

_ows a comma—separated
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7.3.1 Header Field Format

 
Header fields follow the same generic header format as that given in
Section 2.2 of RFC 2822 [3]. Each header field consists of a field

name foliowed by a colon (":") and the field value. 
fi ld nam : fi ld valu
 

  
The formal grammar for a m ssag h ad r sp cifi d in Section 25
aliows for an arbitrary amount of whit spac on ith r sid of the
coion; however, implementations shouid avoid spaces between the field
name and the colon and use a single space (SP) between the colon and
the field—value.

 

  

 
Subject: iunch
Subject : iunch
Subject :iunch
Subject: lunch

Thus, the above are all valid and equivalent, but the last is the
preferred form.    
Header fields can be extended over mu tiple ines by preceding each

  

  
extra iine with at least one SP or hor zonta tab (HT). The line

break and the whitespace at the beginning of the next line are
treated as a single SP character. Thus, the following are
equivaient:

Subject: I know you’re there, pick up the phone and talk to me!
Subject: I know you’re there,

pick up the phone
and talk to me!

The reiative order of header fields wi:h different fieid names is not

significant. However, it is RfiCOMMflNDfiD that header f'e1ds wh ch are
needed for proxy processing (Via, Route, Record—Route, Proxy—Require,
Max—Forwards, and Proxy—Authorization, for example) appear towards
the top of the message to faciiitate rapid parsing. The relative
order of header f'e d rows with the same ”'e d name is important.
Multipie header f'e d rows with the same e d—name MAY be present in
a message if and oniy if the ent're field—va ue for that header f'e d
is defined as a comma—separated iist (that 's, if fo ows the grammar
def ned 'n Section 7.3). It MUST be poss b e to combine the mult'p e
header f'e d rows into on "fi ld nam : f' d va u " pair, without
changing the semantics of the message, by appending each subsequent
fie d—va ue to the first, each separated by a comma. The exceptions
to th's ru e are the WWW—Authenticate, Authorization, Proxy—
Authenticate, and Proxy—Authorization header fieids. Multiple header
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fieid rows with these names MAY be present in a message, but since
oliow the general form listed in Section 7.3,
d into a single header field row.

their grammar does not f
they MUST NOT be combine 
Tmpiementations MUST be

 
abie to p

 

rocess multipie header field rows
  with the same name in any combination of the s'ng

comma—separated value fo

The following groups of header fie.

Route: <s p:alice@at
Subject: Lunch
Route: <sip:bob@bilox
Route: <sip:caro @ch'

 

 

Route: <s p:alice@at
Route: <sip:caro @ch'
Subject: hunch

     
 

Subject: hunch
Rou:e: <s p:alice@at

<sip:carol@chi

 

 
Eacq of the following b
others:

 
Rou:e: <s p:alice@at
Rou:e: <sip:bob@b' ox'

rms.

anta.com>

i.com>

cago.com>

anta.com>

cago.com>

anta.com>

cago.com>

  
e—value—per—iine or

 
_d rows are valid and equivaient:

, <sip:bob@biloxi.com>

, <sip:bob@biloxi

 
_.com>,

ocks is valid but not equivalent to the

anta.com>
.com>

 

Rou:e: <sip:carol@chi  
Rou:e: <sip:bob@b' ox'

cago . com>

 . com>
 

Rou:e: <s p:a 'ce@at
Rou:e: <sip:carol@chi

   
  

Rou:e: <s p:a 'ce@at
<sip:bob@bilox

   anta.com>

cago.com>

anta.com>,<sip:carol@chicago.com>,
i.com>

ld va u h ad r nam . It
 

The format of a h ad r :

wiil always be either an
combination of whitespac
Many existing header fie

 

opaque s

e, tokens
ds wil

      
parameter—value pairs: fi id nam : fi ld
 

Rosenberg, et. al.

is d fin d p r
 

equence of TEXT—UTF8 octets, or a
, separators, and quoted strings.
adhere to the general form of a

va ue fo owed by a semi—colon separated sequence of parameter—name,

 

valu *(;param t r nam —param t r valu )
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Even though an arbitrary number of parameter pairs may be attached to
header field value, any given parameter—name MUST NOT appear more

:han once.

en comparing header fields, fieid names are always case—
sensitive. Uniess otherwise stated in the definition of a

particular header field, f'el
va

Un
ca

is

 d va ues, parameter names, and parameter
 

 iues are case—insensitive.

   se—sensitive. For exampie,

Tokens are always case—insensitive

Contact: <sip:alice@atlanta.com>;expires=3600

equivalent to

CONTACT: <sip:alice@atlanta.com>;ExPiReS=3600

and

is

 

Content—Disposition: session;handling=optional

equivalent to

content—disposition: Session;HANDLTVG=OPTTONAL

 The foliowing two header fieids are no: equivalent:

7.3.2

   

     

  
    

iess specified otherwise, values expressed as quoted strings are

Warning: 370 devnu "Choose a bigger pipe"
Warning: 370 devnu "CHOOS? A ATGGfiR PIPfl"

Header Fie d Class'ficat'on

Some header f'elds on y make sense in requests or responses. These
are cali d r qu st h ad r fi
respectively. If a header :ield appears
its category
be

 

  
 fieid.

7.3.3

SIP provides a mechanism to represent common header fieid names
abbreviated form.

Compact Form

 

lds and response header fields,

 

 
become too large to be carried on the transport availabie to it
(exceeding the maximum transmiss'on un't (MTU) when using UDP, for
exampie). These compact forms are defined in Section 20.
form MAY be substituted for the

any time without changing the semantics of the message.

Rosenberg, et. al. Standards Track

 

 

  

Ex1

in a message not matching
(such as a request header field in a response),

ignored. Section 20 defines the classification of each header

it MUST

in an

This may be useful when messages wouid otherwise 

A compact

ionger form of a header field name at
A header
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field name MAY appear in both long and short forms within the same
message. Implementations MUST accept both the long and short forms
of each header name.

7.4 Rod'es
 

Requests, including n w r qu sts d fin d in xt nsions to this
soec'ficat'on, MAY contain message bodies unless otherwise noted.
Tue interpretation of the body depends on the request method.

 

 
   
 

For r spons m ssag s, th r qu st m thod and the response status

code determine the type and interpretation of any message body. All
responses MAY include a body.

7.4.l Message Body Type

The Interne: media type of the message body MUST be given by the
Content—Type header field. If the body has undergone any encoding
such as comoression, then this MUST be indicated by the Content—
Encoding header field; otherwise, Content—Encoding MUST be omitted.
If applicable, the character set of the message body is indicated as
oart of th Cont nt Typ h ad r fi ld value.

   

 

The "muitipart" MIME type defined in RFC 2046 [11] MAY be used within
:he body of the message. Impiementations that send requests
contain'ng mu tipar: message bodies MUST send a session description
as a non—multipart message body if the remote implementation requests
:his through an Accept header field that does not contain multipart.

     

   
SIP messages MAY contain binary bodies or body parts. When no
explicit charset parameter is provided by the sender, media subtypes
of the "tex:" type are defined to have a default charset value of
"UTF—8" .

 

7.4.2 Message Body Length

The body length in bytes is provided by the Content—Length header
f'e d. Sec:ion 20.l4 describes the necessary contents of this header
f'e d in de:ail.

  
  
 

The "chunked" transfer encoding of HTTP/1.1 MUST NOT be used for SIP.
(Note: The chunked encoding modifies the body of a message in order
to transfer it as a series of chunks, each with its own size
indicator.)

Rosenberg, et. al. Standards Track [Page 33]

Apmelnc
Ex.1004-Page588



Apple Inc.
Ex. 1004 - Page 589

RFC 3261 SIP: Session Initiation Protocol June 2002

7.5 Framing SIP Messages

Unlike HTTP, SIP implementations can use UDP or other unreiiable
datagram protocols. Each such datagram carries one request or
response. See Section 18 on constraints on usage of unreliable
transports.

  

 

Implementations processing SIP m ssag s ov r str am ori nt d
transports MUST ignore any CRLF appearing before the start—line
[H4.l].

The Content—Length header field value is used to locate the end of
each SIP message in a stream. It will always be present when SIP
m ssag s ar s nt ov r str am ori nt d transports.
 

8 General User Agent 3ehavior

A user agent represents an end system. It contains a user agent
client (UAC), whicn generates requests, and a user agent server
(UAS), which responds to them. A UAC is capable of generating a
request based on some external stimulus (the user clicking a button,
or a signal on a PSTN line) and processing a response. A UAS is
capabie of receiving a request and generating a response based on
user input, external stimulus, the resuit of a program execution, or
some other mechanism.

 
   

When a UAC sends a request, the request passes through some number of

proxy servers, which forward the request towards the UAS. When the
UAS g n rat s a r spons , th r spons is forwarded towards the UAC.

 
 

UAC and JAS procedures depend strongly on two factors. First, based
on whether the request or response is inside or outside of a dialog,
and second, based on the method of a request. Dialogs are discussed
thoroughly in Section 12; they represent a peer—to—peer relationship
between user agents and are established by specific SIP methods, such
as INVITE.

 J.

In this section, we discuss the method—independent rules for UAC and
UAS behavior when processing requests that are outside of a dialog.
This includes, of course, the requests which themseives estabiish a
dialog.  
Security procedures for requests and responses outside of a dialog
are described in Section 26. Specifically, mechanisms exist for the
UAS and UAC to mutualiy authenticate. A limited set of privacy
features are aiso supported through encryption of bodies using
S/MIME.
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This section covers UAC behavior outside of a dialog.

8.1.1 Generating the Request
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A valid SIP request formulated by a UAC MUST, at a minimum, contain
the following header fields: To, From, CSeq, Call—ID, Max—Forwards,
and V'a; a 1 of these header fields are mandatory in a
requests. These six header fields are the fundamental building
blocks of a SIP message, as they jointly provide for most of the
critical message routing serv'ces inc uding the addressing of
messages, the routing of responses, limiting message propagation,
ordering of messages, and the un'que 'dentification of
These header fields are in add't'on to the mandatory request iine,

the method, Request—URI, and SIP version.

   

which contains

 
 

 SIP
 

   
  

 
 

 
:xamp es of requests sent outside of a dialog include an INVIT

 
transactions. 

 L‘J to

estab 'sh a session (Section 13) and an OPTIONS to query for
capab' ities (Section 11).

 

  
 

8.1.1.1 Request—URI

The 'nit'al Request—URI of the message SHOULD be set to :he value of
 

the URI in the To fieid. One notable exception is the  
 

RfiGISl *.R 
 

 
  

method; behavior for setting the Request—URI o: RfiGIsifiR is given in
Section i0. It may a.
conv ni nc to

 

     
orig nat ng UA
transit).

In some specia.
set can affect

which a UAC wi_

Commoniy, they

manualiy, or through some other non—SIP mechanism.

_so be undesirable for privacy reasons or
s t th s fi lds to the same vaiue (especially if the
expects that the Request—URI wiil be changed during

 
_ circumstances, the presence of a pre—existing route
the Request—URI of the message. A pre—existing route

set is an ordered set of URIs that identify a chain of servers, to
.1 send outgoing requests that are outside of a d'a og.
are configured on the UA by a user or service orovider 

wishes to configure a UA with an outbound proxy, it is
that this be done by providing it with a pre—existing route set with
a singie URI, that of the outbound proxy.

 
When a pre—existing route set is present,
populating the

 

 When a provider  RfiCOMMfiNDfiD  
  

the procedures for

Request—URI and Rout h ad r fi ld d tail d in Section

 

 12.2.1.1 MUST be followed (even though there is no dia.
desired Request—URI as the remote target URI.

Rosenberg, et. al. Standards Track
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The To header field first and foremost specifies the desired
 "logical" recipient of the request, or the address—of—record 0

user or resource that is the target of this request.
not be the ultimate recipient of the request.

the

This may or may
The To header field

 
 MAY contain a SIP or SIPS URI, but it may also make use of other URI

_ URL (RFC 2806schemes (the te. [9]),

All SIP imp.
 

for example)

_ementations MUST support the SIP URI scheme.

when appropriate.
Any

implementation that supports TLS MUST support the SIPS URI scheme.
The To header field allows for a display name.

 
A UAC may

request in
header f'e

a number of ways. Usua

d through a human inter
 

 
 

iearn how to populate the To header fie.
ily the user w'
face,

manually or selecting it from some sort
the user will not enter a complete URI,

 
or letters (for example, "bob").
to choose how to

It is

interpret this input.
user part of a SIP URI implies that the
resolved in the domain to the right—hand side

sip:bob@examo
form the user part of a SIPS URI implies

and that the name
The

 
the SIP URI (for instance,

communicate securely,
domain to the RHS of the at—sign.

domain. The tel URL may be used when
1e domain that should int rpr t a t 

nome domain of the requestor, which ail
orocess the outgoing request. This is
"speed dial" that require interpretatio

t

_d for a particular
1 suggest the To

perhaps 'nputt ng the URI
of address book. Frequentiy,

but rather a string of digits
at the d scret'on of the UA

Using the string to form the
UA wishes the name to be

(RHS) o the at—sign in
ie.com). Using the string to
that the UA wishes to

is to be resoived in the

RHS will frequently be the
ows for the home domain to
usefu. for features like

1 of the user part in the home
1e UA does not wish to specify
ohon numb r that has been

 
 
 

    
 

   

  

 

1put by the user. Rather,

1e airport. If they enter "4il"  
 1e user’s home domain.

qoice.

CHI—“CLHQJOI—“(l
A

t
request outside of a dia.

'd ntif'

 
 

each domaJ

asses would be given that opportunity.
irport might log in and send requests

(this

irectory assistance in the United States),
iterpreted and processed by the outbou

In this case,

.11 
_og MUST NOT contain a To tag;

through which the request
As an example, a user in an

:hrough an outbound proxy in
is the phone number for local

that needs to be

ad proxy in the airport, not
:elz4ll would be the right

 
the tag in

r of the dia.
  

1e To fieid of a r qu st
dia og 's established, no tag  1’10  

s th p

is present.
_og. Since

  For further information on th

The fo low'ng

    
To: Carol <sip:carol@chicago.com>

et. al.

To h ad r fi ld,

's an example of a valid To header field:

Standards Track

s S ction 20.39.
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8.1.1.3 From

 
The From header field indicates the og'cal 'dentity of the initiator
of the request, poss b y the user’s address—of—record. Like the To
header field, it contains a URI and opt'onal y a disp ay name. It is
used by SIP elements to determine which processing ruies to appiy to
a request (for exampie, automatic cail rejection). As such, it is
very important that the From URI not contain IP addresses or the FQDN
of the host on which the UA is running, since these are not logical
names.

 

    
   

 
The From header f'e1d a lows for a display name. A UAC SHOULD use
the display name "Anonymous", along with a syntacticaily correct, but
otherwise meaningiess URI (l'ke s'p:thisis@anonymous.invalid), if the
identity of the c ient 's to rema n h'dden.

 

     
  

Usualiy, the value that popuiates the From header fie d 'n requests
generated by a particular UA is pre—provisioned by the user or by the
adm'n'strators of the user’s iocal domain. If a part cu ar UA is
used by multiple users, 't m'ght have sw'tchab e profiles that
'nc ude a URI corresponding to the identity of the prof' ed user.
Rec p ents of requests can authenticate the originator of a request
in order to ascertain that they are who their From header field
claims they are (see Section 22 for more on authentication).

 

 
        
      

   
The From fieid MUST contain a new "tag" parameter, chosen by the UAC.
See Section i9.3 for details on choosing a tag.

 
 

For further information on the From header field, see Section 20.20.

Examples: 

From: "Bob" <sips:bob@biloxi.com> ;tag=a48s
From: sip:+12125551212@phone2net.com;tag=887s
From: Anonymous <sip:c8oqz84zk7z@privacy.org>;tag=hyh8

 
8.1.1.4 Cail—ID

 
The Cali—ID header field acts as a unique identifier to group
together a series of messages. It MUST be the same for all requests
and responses sent by either UA in a dialog. It SHOULD be the same
in each registration from a UA.  
In a new request created by a UAC outside of any diaiog, the Cail—ID
header field MUST be selected by the UAC as a globaliy unique
identifier over space and time uniess overridden by method—spec'f'c
behavior. Ali SIP UAs must have a means to guarantee that the Cail—
ID header fieids they produce wili not be inadvertently generated by
any other UA. Note that when requests are retried after certain
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failure responses that solicit an amendment to a request (for
example, a challenge for authentication), these retried requests are
not considered new requests, and therefore do not need new Call—ID
header fields; see Section 8.1.3.5. 

Use of cryptographically random identifiers (RFC 1750 [12]) in the
generation of Call—IDs 's RfiCOMMfiNDflD. Implementations MAY use the
form "localid@host". Cail—IDs are case—sensitive and are simply
compared byte—by—byte.

     
 

 
Using cryptograph'cal y random identifiers provides some
protection against session hijacking and reduces the l'kel'hood of
un'ntentional Cal —ID co lis'ons.

 
 

   

 
No prov'sion'ng or human interface is required for the se ect on of
the Cali—ID header f'eld va ue for a request.

     
    

For further information on th Call ID h ad r fi ld, s S ction
20.8.

 

 
 
fixamp e:

 Cail—ID: f81d4fae—7dec—11d0—a765—00a0c91e6bf6@foo.bar.com

8.1.1.5 CSeq
 

Th CS q h ad r fi ld s rv s as a way to identify and order
transactions. It consists of a sequence number and a method. The
method MUST match that of the request. For non—RfiGISIfiR requests

outside of a diaiog, the sequence number va ue is arb':rary. The
sequence number value MUST be expressibie as a 32—bit unsigned
integer and MUST be iess than 2**31. As long as it follows the above
guidelines, a c 'ent may use any mechan'sm 't wou d 1'<e to select
CSeq header fie d va ues.

 
 
 
       

  

  
 

Section 12.2.1.i discusses construction of the CSeq for requests
within a dialog. 

 Example:

CSeq: 4711 INVITI L‘J
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8.1.1.6 Max—Forwards

The Max—Forwards header field serves to limit the number of hops a
request can transit on the way to its destination. It consists of an
integer that is decremented by one at each hop. If the Max—Forwards
valu r ach s 0 b for th r qu st r ach s its destination, it will
be rejected with a 483(Too Many Hops) error response.

 

  
A UAC MUST insert a Max—Forwards header fie d 'nto each request it
originates with a value that SHOULD be 70. This number was chosen to
be sufficiently iarge to guarantee that a request would not be
dropped in any SIP network when there were no ioops, but not so iarge
as to consume proxy resources when a ioop does occur. Lower values
should be used with caution and only in networks where topologies are
known by the UA.

   
  

8.1.1.7 Via

The Via header field indicates the transport used for the transaction
and identifies the ocat on where the response is to be sent. A Via
header field value is added only after the transport that wiil be
used to reach the next hop has been selected (which may invoive the
usage of the procedures in [4]).

 
 

 
  

When the UAC creates a request, it MUST insert a Via into that
request. The protocol name and protocol version in the header field
MUST be SIP and 2.0, respectiveiy. The Via header field value MUST
contain a branch parameter. This parameter is used to identify the
transaction created by that request. This parameter is used by both
the ciient and the server.

 

 
The branch parameter value MUST be unique across space and time for
a requests sent by the UA. The exceptions to this rule are CANCEL
and ACK for non—2xx responses. As discussed below, a CANCEL request
w' 1 have the same value of the branch parameter as the request it
cancels. As discussed in Section 17.1.1.3, an ACK for a non—2xx

response will also have the same branch ID as the INVITE wqose
response it acknowledges.

 
 

   
  

  The uniqueness property of the branch ID parameter, :0 facilitate
its use as a transaction ID, was not part of RFC 2543.

The branch ID inserted by an eiement comp iant w'th this
specification MUST always begin with the characters "z9hG4bK". These
7 characters are used as a magic cookie (7 is deemed sufficient to
ensure that an older RFC 2543 'mp ementation wouid not pick such a
value), so that servers receiving the request can determine that the
branch ID was constructed in the fashion described by this
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at is, globally unique). Beyond this requirement,

  implementation—defined.

The Via header maddr, ttl, and sent—by components wi be set when
the request is processed by the transport iayer (Section 18).

  
Via processing for proxies is described in Section 16.6 Item 8 and
Section 16.7 Item 3.

8.1.1.8 Contact

The Contact header f'e d provides a SIP or SIPS URI that can be used
to contact tha: spec f'c instance of the UA for subsequent requests.
The Contact header f'e d MUST be present and contain exactly one SIP
or SIPS URI

dialog. For
in an

tie methods defined in this specification, that includes 
only the INVITE r

Contact is giobal

MUST be valid even if used

dialogs.

If the Request—URI or top Route header f'e1d va

 

 
 

   
y request :hat can result in the establishment of a

equest. For these requests, the scope of the
. That is, the Contact header fie d va ue contains

the URI at which the UA wouid like to receive requests, and this URI

    
 

 

in subsequent requests outside of any

ue contains a SIPS

URI, the Contact header field MUST contain a SIPS URI as well.

For further information on the Contact header field,
20.10.

 
8.1.1.9 Supported and Require

see Section

If the UAC supports extensions to SIP that can be applied by the
server to the response,

field in the request listing the option tags (Section 19.2)
extensions. 

The option tags listed MUST only refer to extensions de- ned

the UAC SHOULD include a Supported header
for those

'n
 

 standards—track RFCs. This is to prevent servers from 'nsist'ng that
clients implement
receive
informat

Supported header field in a request,

serv

'ona 
ce.

 
  

 fixtensions defined by experimental and
 

 RFC
  don—standard, v ndor d fin d f atur s in order to

s are explicitly excluded from usage with the
 

docum nt v ndor d fin d xt nsions.
since they too are often used to

If the UAC wishes to insist that a UAS understand an extension that

the UAC will apply to the request in order to process the request, it
MUST insert a Require header fie.

 
_d into the request listing the

option tag for that extension. If the UAC wishes to appiy an
extension to the request and insist that any proxies that are
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insert a Proxy—Require
iisting the option tag for that
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in standards—track RF
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attempt to send the request to the location indicated in the first
Route header field value instead of adopting the policy of sending
all messages to the outbound proxy.

This ensures that outbound proxies that do not add Record—Route
header field vaiues will drop out of the path of subsequent
requests. It ailows endpoints that cannot resolve the first Route
URI to delegate that task to an outbound proxy. 

The UAC SHOULD foliow the procedures defined in [4] for stateful
elements, trying each address until a server is contacted. Each try
constitutes a new transaction, and therefore each carries a different

topmost Via header field value with a new branch parameter.
Furthermore, the transport va ue 'n the Via header fieid is set to
whatever transport was determined for the target server.

  

   
 

8.1.3 Processing Responses

Responses are first processed by the transport iayer and then passed
up to the transaction iayer. The transaction layer performs its
processing and then passes the response up to the TU. The majority
of response processing in the TU is method specific. However, there
are some general behaviors independent of the method.

  
 

8.1.3.1 Transaction Layer Errors
 

Tn som cas s, th r spons r turn d by the transaction layer will
not be a SIP message, but rather a transact on ayer error. When a
timeout error is received from the transact on ayer, it MUST be
treated as if a 408 (Request Timeout) status code has been received.
If a fatal transport error is reported by the transport layer
(generally, due to fatal TCMP errors in UDP or connect on fa'lures in
TCP), the condition MUST be treated as a 503 (Service Unavai ab e)
status code.

 

  
 

   
 
 

8.1.3.2 Unrecognized Responses

A UAC MUST treat any final response it does not recognize as being
equivalent to the x00 response code of that class, and MUST be able
to process the x00 response code for ali classes. For example, if a
UAC receives an unrecognized response code of 431, it can safely
assume that there was something wrong with its request and treat the

 
 
 

response as if it had received a 400 (Bad R qu st) r spons cod . A
UAC MUST treat any provisional response different than 100 that it
does not recognize as 183 (Session Progress). A UAC MUST be able to 
process 100 and 183 responses.
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Failures SHOULD be detected through failure response codes (codes
greater than 399); for network errors the client transaction will
report any transport layer faiiures to the transaction user. Note
that som r spons cod s (d tail d in 8.1.3.5) indicate that the
request can be retried; requests that are reattempted should not be
considered failures.

 
 

When a failure for a particular contact address is received, the
client SHOULD try the next contact address. This will involve
creating a new client transaction to deliver a new request.

 

In order to create a request based on a contact address in a 3xx
response, a UAC MUST copy the entire URI from the target set into the
Request—URI, except for the "method—param" and "header" URI

parameters (see Section 19.1.1 for a def'nit'on of these parameters).
It uses the "header" parameters to create header f'eld va ues for the
new request, overwriting header field vaiues associated with the
redirected request in accordance with the guidelines in Section
19.1.5.

 
 

     

Note that in some instances, header fields that have been

communicated in the contact address may instead append to existing
request header f'e ds in the original redirected request. As a
genera ru e, if the header fieid can accept a comma—separated iist
of vaiu s, th n th n w h ad r fi ld value MAY be appended to any
exist'ng values 'n the original redirected request. If the header
fieid does not accept mul:iple values, the value in the orig'na
redirected request MAY be overwritten by the header field vaiue
communicated in the contact address. For example, if a contact
address is returned with :he fo owing value:

            
  

   
sip:user@hos:?Subject=foo&Ca —Info=<http://www.foo.com>

 

Then any Subjec header f'eld 'n the original redirected request is
overwri:ten, bu the HTTP URL is merely appended to any existing
Cali—Info header field vaiues.

 

 
 

   It 's RfiCOMMfiNDfiD that the UAC reuse the same To, From, and Call—ID

used in the original redirected request, but the UAC MAY also choose
to upda: th Cail ID h ad r fi ld value for new requests, for
exampie.

 
  

 
 

 
Finaliy, once the new request has been constructed, it is sent using
a new client transaction, and therefore MUST have a new branch ID in

the top Via field as discussed in Section 8.1.1.7.
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In all other respects, requests sent upon receipt of a redirect
response SHOULD re—use the header f'e ds and bodies of the original
request.

 

 
In some instances, Contact header f'e d values may be cached at UAC
temporarily or permanently depending on the status code received and
the presence of an expiration intervai; see Sections 21.3.2 and
21.3.3.

 

  
8.1.3.5 Processing 4xx Responses

Certain 4xx r spons cod s r quir sp cific UA processing,
independent of the method.

 

If a 401 (Unauthorized) or 407 (Proxy Authentication Required)
r spons is r c iv d, th UAC SHOULD follow the authorization
procedures of Section 22.2 and Section 22.3 to retry the request with
credentiais.

 

  
 

If a 413 (Request Hnt'ty Ioo Larg ) r spons is r c iv d (S ction
21.4.11), tne request contained a body that was longer than the UAS
was willing to accept. If possible, :he UAC SHOULD retry the
request, ei:her omitting the body or using one of a smaller iength.

  

 
  

If a 415 (Unsupported Media Iyp ) r soons is r c iv d (S ction

21.4.13), tne request contained media types not supported by tne UAS.
The UAC SHOJLD retry sending the request, this t' me only us ng
content witn types iisted in the Acceot header f'e d 'n the response,
with encodings iisted in the Accept—Encoding header field in tne
response, and w'th anguages listed in the Accept— Language in :he
response .

    
 

       
If a 416 (Jnsupported URI Sch m ) r soons is r c iv d (S ction

 
  

21.4.14), :ne Request—URI used a URI scheme not supported by tne
server. Ine client SHOULD retry the request, this time, using a SIP
URI.

 

If a 420 (Rad thension) r spons is r c iv d (S ction 21.4.15), the
request contained a Require or Proxy—Require header fieid listing an
option—tag for a feature not supported by a proxy or UAS. Ihe UAC
SHOULD retry tne request, this time omitting any extensions listed in
the Unsupported header field in the response.

  
   
 

In ali of th abov cas s, th r qu st is retried by creating a new
request with the appropriate modifications. This new request
constitutes a new transaction and SHOULD have the same value of the

Call—ID, To, and From of the previous request, but the CSeq should
contain a new sequence number that is one higher than the previous.
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With other 4xx responses, 'nclud'ng those yet to be defined, a retry
may or may not be possible depending on the method and the use case.

 

8.2 UAS 3ehavior 

When a request outside of a dialog is processed by a UAS, there is a
set of processing rules that are foilowed, independent of the method.
Section 12 gives guidance on how a UAS can tell whether a request is
inside or outside 0: a dialog.

 

  
Note that request processing is atomic. If a request is accepted,
all state changes associated with it MUST be performed. If it is
rejected, ali state changes MUST NOT be performed.

UASs SHOULD process the requests in the order of the steps that
follow 'n th's section (that is, starting with authentication, then
inspecting the method, the header fields, and so on throughout the
remainder of this section).

  
 

8.2.1 Method Inspection

Once a request is authenticated (or authentication is skipped), the
UAS MUST inspect the method of the request. If the UAS recognizes
but does not support the method of a request, it MUST generate a 405
(Method Not Aliowed) response. Procedures for generating responses
are descr'bed 'n Section 8.2.6. The UAS MUST also add an Allow

header f'e d to the 405 (Method Not Allowed) response. The Ailow
header f'e d MUST list the set of methods supported by the UAS
generating the message. The Allow header field is presented in
Section 20.5.

  
 
 

  
 

 
If the method is one supported by the server, processing continues.

8.2.2 Header Inspection

If a UAS does not understand a header field in a request (that is,
the header field is not defined in this specification or in any
supported extension), the server MUST ignore that header fieid and
continue processing the message. A UAS SHOULD ignore any maiformed
header fields that are not necessary for processing requests.

  

  

   

  
 

   
  

8.2.2.i To and Request—URI

Th To h ad r fi ld id ntifi s th or'ginal rec'p'ent of the request
designated by the user identified in the From f'e d. The original
recipient may or may not be the UAS processing the request, due to
ca forwarding or other proxy operations. A UAS MAY apply any
po 'cy it wishes to determine whether to accept requests when the To
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header field is not the identity of the UAS. However, it is
RfiCOMMfiNDfiD that a UAS accept requests even if they do not recognize
tie URI scheme (for example, a tel: URI) in the To header field, or
if th To h ad r fi ld do s not address a known or current user of

tqis UAS. If, on the other hand, the UAS decides to reject the
request, it SHOULD generate a response with a 403 (Forbidden) status
code and pass it to the server transaction for transmission.

 
  
 

  

However, the Request—URI identifies the UAS that is to process the
request. If the Request—URI uses a scheme not supported by the UAS,

it SHOULD reject the request with a 416 (Unsupported URI Scheme)
response. If the Request—URI does not identify an address that the
UAS is wi 'ng to accept requests for, it SHOULD reject the request
with a 404 (Not Found) response. Iypicaliy, a UA that uses the

 
 

 

 
     fiGISlfiR method to b'nd 'ts address— of—record to a specific contact
ddress w' see requests whose Request—URI equals that contact
ddress. Other potent' a sources of rece._ved Request—URIs include    1e Contact header f' e ds of requests and responses sent by the UA
flat estab 'sh or re:resh dialogs.

    FFFFQJQJW   

8.2.2.2 Merged Requests

If the request has no tag in the To header field, the UAS core MUSI
check the request against ongoing transactions. If the From tag,
Call—ID, and CSeq exactly match those associated with an ongoing
transaction, but the request does not match that transaction (based
on the matching rules in Section 17.2.3), the UAS core SHOULD
generate a 482 (Loop Detected) response and pass it to the server
transaction. 

The same request has arrived at the UAS more than once, following
different paths, most likely due to forking. Ihe UAS processes
the first such request received and responds with a 482 (Loop
Detected) to the rest of them.

8.2.2.3 Require

Assuming the UAS decides that it is the proper e__ement to process the
request, it xamin s th R quir h ad r fi ld, if present.

  
   Ihe Require header field is used by a UAC to te a UAS about SIP

extensions that the UAC expects the UAS to support in order to
process the request properly. Its format is described in Section
20.32. If a UAS does not understand an option—tag iisted in a
Require header fieid, it MUST respond by generating a response with
status code 420 (Rad Txtension). Ihe UAS MUSI add an Unsupported
header field, and __is: in it those options it does not understand
amongst those in :he Require header field 0: the request.
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Note that Require and Proxy—Require MUST NOT be used in a SIP CANCEL
request, or in an ACK request sent for a non 2xx r spons . Th s
header fieids MUST be ignored if they are present in these requests.

  

An ACK request for a 2xx response MUST contain only those Require and
Proxy—Require values that were present in the initial request.

  
 

 

Example:

UAC—>UAS: INVITE sip:watsoq@bell—telephone.com SIP/2.0
Require: 100rel

UAS—>UAC: SIP/2.0 420 Rad Extension  

Unsupported: 100rel 
This behavior ensures that tie ciient—server interaction wili

proceed without delay when all options are understood by both
sides, and only slow down 'f opt ons are not understood (as in the
example above). For a w li match d cli nt s rv r pair, the
interaction proceeds quickiy, saving a round—trip often required
by negot at on mechanisms. In addition, it aiso removes ambiguity
wh n th cli nt r quir s f atur s that the server does not
understand. Some features, such as call handiing fields, are only
of interest to end systems.

  
 

  
 
 

 
 

 

8.2.3 Content Processing

Assuming the UAS understands any extensions required by the client,
the UAS examines the body of the message, and the header fields that
describe it. If there are any bodies whose type (indicated by the
Con:ent—Type), ianguage (indicated by the Content—Language) or
encoding (indicated by :he Content—Encoding) are not understood, and
tha: body part is not ootional (as indicated by the Content—
Disoosition header field), the UAS UST reject the request with a 415
(Unsupported Media Typ ) r spons . Th r spons MUST contain an
Accept header f'eld is:ing the types of all bodies it understands,
in :he event the reques: contained bodies of types not supported by
the UAS. If the reques: contained content encodings not understood
by :he UAS, the response MUST contain an Accept—Encoding header field
iis:ing the encodings understood by the UAS. If the request
con:ained content with languages not understood by the UAS, the
resoonse MUST contain an Accept—Language header field indicating the
ianguages understood by the UAS. Beyond these checks, body handling
depends on the method and type. For further information on the
processing of content—soecific header fields, see Section 7.4 as well
as Section 20.11 througq 20.15.
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When a 100 (Trying) response is generated, any Timestamp header field
present in the request MUST be copied into this iOO (Trying)
response. If there is a delay in generating the response, the UAS
SHOULD add a de ay va ue into the Timestamp value in the response.
This value MUST contain th diff r nc b tw n th tim of s nding of
the response and receipt of the request, measured in seconds.

8.2.6.2 Headers and Tags

The From field of the

-he request. The Call
Cali—ID header fieid 0

response MUST equai th
:16.

  

If a request contained
in the response MUST e
header f'e d
header f'e d 'n the re

field; add'tiona ly,
-he response (with the
which a tag MAY be pre
responding, possibly r
same tag MUST be used
and provisional again
the generation 0

 

  
 

   
 
S
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response MUST equal
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(Trying)).
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the From header field of
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-d values in the response MUST equal the Via header field va.
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The Via header
-ues

 

 the To header field
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the URI in the To
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a dialog ID. The

both final
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-ess UAS is a UAS that does not maintain transaction state.

but discards any state that would
If a

it regenerates
y'ng to the first

-ess the request
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they
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If

then malicious
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transaction state that might slow or completely halt cail processing
in a UAS, effectively creating a denial of service condition; for
more information see Section 26.1.5.

 

The most important behaviors of a stateless UAS are the following:

o A stateiess UAS MUST NOT send provisional (1XX) responses.

0 A stateiess UAS MUST NOT retransmit responses.

0 A stateiess UAS MUST ignore ACK requests.  o A stateiess UAS MUST ignore CANCEL requests.
 

0 To header tags MUST be generated for responses in a stateless
manner — in a manner that will generate the same tag for the
same request consistently. For information on tag construction
see Section 19.3.

In all other respects, a stateless UAS behaves in the same manner as
a stateful UAS. A UAS can operate in either a stateful or stateless
mode for each new request.

8.3 Redirect Servers

In some architectures it may be desirabl to r duc th proc ssing
ioad on proxy servers that are responsibie for routing requests, and
improve signa 'ng path robustness, by reiying on redirection.

 

   

  Red rect'on a ows servers to push routing information for a request
back in a response to the client, thereby taking themselves out of
the loop of further messaging for this transaction while still aiding
in ocat'ng the target of the request. When the or g'nator of the
r qu st r c iv s th r dir ction, it wili send a new request based on
the URI(s) it has received. 3y propagating URIs from the core of the
network to its edges, redirec:ion aliows for considerable network
scalability.

     
  
 

 
  

 
A redirect server is logically constituted of a server transaction
layer and a transaction user that has access to a location service of
some kind (see Section 10 for more on registrars and location
services). This iocation service is effectively a database
containing mappings between a singie URI and a set of one or more
alternative locations at which the :arget of that URI can be found.

 

  
  A redirect server does not issue any SIP requests of its own. After

receiving a request other than CANCEL, th s rv r ith r r fus s th
request or gathers the list of alternative locations from the
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location service and returns a final response of class 3xx. For
well—formed CANCEL requests, it SHOULD return a 2xx response. This
response ends the SIP transaction. The redirect server maintains
transaction state for an entire SIP transaction. It is the

responsibiiity of clients to detect forwarding loops between redirect
servers.

 

 

  
Wh n a r dir ct s rv r r turns a 3xx response to a request, it
populates the list of (one or more) aiternative locations into the
Contact header fieid. An "expires" parameter to the Contact header
field values may aiso be supplied to 'nd cate the lifetime of the
Contact data.

   

 
The Contact header field contains URIs giving the new locations or
user names to try, or may simpiy specify additional transport
parameters. A 301 (Moved Permanently) or 302 (Moved Temporarily)
response may also give the same location and username that was
targeted by the initiai request but specify additional transport
parameters such as a different server or multicast address to try, or
a change of SIP transport from UDP to TCP or vice versa.

 
 

 

However, redirect servers MUST NOT redirect a request to a URI equal
to the one in the Request—URI; instead, provided that the URI does
not point to itself, the server MAY proxy the request to the
destination URI, or MAY reject it with a 404.

If a client is using an outbound proxy, and that proxy actuaily
redirects requests, a potential arises for infinite redirection
loops.

 
 

Note that a Contact header fie d va ue MAY also refer to a different

resource than the one original y ca led. For example, a SIP cali
connected to PSTN gateway may need to deliver a speciai informational
announcement such as "The number you have dialed has been changed."

 

  
 

 

       
 

A Contact response header field can contain any suitabie URI
indicating where the called party can be reached, not iimited to SIP
URIs. For example, it couid contain URIs for phones, fax, or irc (if
they were defined) or a ma' to: (RFC 2368 [32]) URL. Section 26.4.4
discusses impiications and imitat'ons of redirecting a SIPS URI to a
non—SIPS URI.

 
The "expires" parameter of a Contact header f'eld value ind'cates how
iong the URI is valid. The value of the parameter is a number
'ndicat'ng seconds. If this parameter is not provided, the value of
the pr'r s h ad r fi ld d t rmin s how long the URI is valid.
Malformed values SHOULD be treated as equivalent to 3600.
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10 Registrations

10.1 Overview

 
SIP offers a discovery capability. If a user wants to initiate a
session with another user, SIP must discover the current host(s) at

which the dest nat on user is reachabie. This discovery process is  
 frequentiy accomplished by SIP network eiements such as proxy servers

and redirect servers which are responsibie for receiving a request,
determining where to send it based on knowiedge of the location of
the user, and then send ng 't there. To do this, SIP network
elements consult an abstract service known as a location service,

which provides address b nd ngs for a particular domain. Ihese
address bindings map an incoming SIP or SIPS URI, sip:bob@biloxi.com,
for exampie, to one or more URIs that are somehow "closer" to the

desired user, sip:bob@engineer'ng.b'lox'.com, for example.
Ultimately, a proxy will consu t a ocation service that maps a
received URI to the user agent(s) at which the desired recipient is
currently residing.

  
      

 
  

   
 

  
 

Registration creates bindings in a location service for a particuiar
domain that associates an address—of—record URI with one or more

contact addresses. Thus, when a proxy for that domain receives a
request whose Request—URI matches the address—of—record, the proxy

will forward the request to the contact addresses registered to that
address—of—record. Genera y, 't only makes sense to register an
address—of—record at a domain’s location service when requests for
that address—of—record wouid be routed to that domain. In most

cases, this means that the domain of the registration wili need to
match the domain in the URI of the address—of—record.

 

    
There are many ways by which the contents of the location service can
be established. One way 's admin'stratively. In the above example,
30b is known to be a member of the engineering department through
access to a corporate database. However, SIP provides a mechanism
for a UA to create a binding explicitly. This mechanism is known as
reg'strat'on.

 

 

 
 

      
Reg strat on entaiis sending a RfiGISIfiR request to a special type of
UAS known as a registrar. A registrar acts as the front end to the
location service for a domain, reading and writing mappings based on
the contents of RfiGISIfiR requests. Iqis location service is then
typically consulted by a proxy server that is responsibie for routing
requests for that domain.

  

 
  

    

  
An illustration of the overa l reg'stration process is given in
Figure 2. Note that the registrar and proxy server are iogical roles
that can be played by a sing e dev'ce in a network; for purposes of
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Also note that

UAs may send requests through a proxy server in order to reach a registrar if the two are separate e._ements.

SIP does not mandate a particular mechanism for implementing the
location service. T
domain MUST be able

1e only requirement
:0 read and write data to the location service,

 is that a registrar for some

and a proxy or a redirect server for that domain MUST be capable of
reading that same da
particular SIP proxy

:a.
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4    
   4 

I
R
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except
:act header
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service for whic
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SIP URI MUST

 
.com"). The

The To header fieid contains

registration
header field

To:

and  
be a SIP URI or SIPS URI.

Rosenberg, et. al.
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flR request based on a pre—exi
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"userinfo"
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the Request—URI fie
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1. Th R cord Rout h ad r fi ld
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a R cord Rout h ad r fi ld in

1 a dialog. a 
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(for example,
components of the
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 From: The From header field contains the address—of—record of the

person responsible for the registration. The value is the
same as the To header field uniess the request is a third—
party registration.

 

Call—TD: All registrations from a UAC SHOULD use the same Call—TD
header field vaiue for registrations sent to a particular
registrar.

 
   

If the same c 'ent were to use different Call—TD vaiues, a

registrar couid not d t ct wh th r a d iay d RfiGTSlfiR request
might nave arrived out of order.

   
 

   
    

CSeq: The CSeq value guarantees proper ordering of RfiGISifiR
reques:s. A UA MUST increment the CSeq value by one for each
RfiGTSlfiR request with the same Call—TD.

 
 

   
 
  

Contac:: RfiGTSlfiR requests MAY contain a Contact header field with
zero or more values containing address bindings.

 

  UAs MUST MOT send a new registration (that is, containing new Contact
header f'eld va ues, as opposed to a retransmission) untii they have
received a finai response from the registrar for the previous one or
the prev ous RfiGTSlfiR request has timed out.
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Figure 2: RfiGISifiR example
 

The following Contact header parameters have a special meaning in
RfiGISifiR requests:

 
 
 

action: The "action" parameter from RFC 2543 has been deprecated.
UACs STOULD NOT use the "action" parameter. 

expires: The "expires" parameter 'nd cates how iong the UA would
iike tqe binding to be valid. The value is a number
'nd'ca:ing seconds. If this parameter is not provided, the
vaiue of the Expires header fieid is used instead.
Tmpiementations MAY treat vaiues larger than 2**32—1
(4294967295 seconds or 136 years) as equivalent to 2**32—1.
Maiformed values SHOULD be treated as equivalent to 3600.

  
  
    

   
10.2.1 Adding 3indings
    
lhe RfiGTSTfiR request sent to a registrar includes the contact
address(es) to which SIP requests for the address—of—record shouid be
forwarded. Tue address—of—record is included in the To header field

of the RfiGTSTfiR request.
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ues of the request typically consist of
icular SIP endpoints (for example,
but they MAY use any URI scheme. 

A SIP UA can choos to r gist r t l
RFC 2806 9]) or emaii addresses (w

 'th address—ofCaro , w
 

For exampie,

wou d reg'
reg'strat'
domain to

endpoint.

    ons wouid then be used by
 

Once a client has established bindings at a registrar,
subsequent registrations containing
existing bindings as necessary.
request w' 1 contain,

  
 

registrar.

If the address—of—record in the To header fieid of a R

then any Contact header field values in the request
Clients should only register non—SIPS URIs

is a SIPS URI,
SHOULD also be SIPS URIs.
under a SIPS address—of—record when

ith a mailto URL,
as Contacts for an address—of—record,

route requests for Carol’s address—of—record to

The 2xx response to the R
in a Contact header

bindings that have been registered for this address—of—record a

phon numb rs (with the tel URL,
RFC 2368 [32])

 
for example.

—record "sip:carol@chicago.com",
ster with the SIP registrar of the domain chicago.com. Her

a proxy server in the chicago.com
1er SIP

it .AX send
'ficat'01s to

fiGISlfiR

ete l's

new bindings or mod
 
     field, a comp
   of

this

 
 fiGISl  
 

LR request

the security 0.
 the resource

represented by the contact address is guaranteed by other means.
This may be applicable to URIs that
or SIP devices secured by protocols

Registrations do not need to update

 
invoke protocois other than SIP,
other than TLS.

all bindings. Typically, a UA
only updates its own contact addresses.

10.2.1.1 Setting the
 

 
 fiGISl  When a client sends a R
 

LR request,

Expiration Interval of Contact Addresses

it MAY suggest an expiration
interval that indicates how long the client would like the reg strat'on to be valid.
registrar selects the actual time i
policy.)

 

 
There are two ways in which a clien
intervai for a binding: througq an
"expires" Contact header parameter.
Lntervais to be suggested on a

 

    

(As described

per—binding basis when more

in Section 10.3, the
itervai based on its local 

: can suggest an expiration
Expires header field or an

The latter allows expiration
than one  

 
bind'ng is given 'n a s'ngle RfiGISi
suggests an expiration interval for  

flR request, whereas the former
all Contact header fieid values 

that do not contain the "expires" parameter.
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If neither mecqanism for expressing a suggested expiration time is
present in a RnGTSlfiR, the client is indicating its desire f 

 
  

server to choose.
 

10.2.1.2 Preferences among Contact Addresses

If more than one Contact is sent

reg ster ng UA intends to associate ali of tie URTs in these
 

 

 

in a RnGTSlfiR request, the
 

 
header f'e d va ues with the address—o:—record present in th
   

fieid. This list can be prioritized wi:h the "q" parameter
The "q" parameter indicates a reiativContact header field. 

preference for :he particu.  _ar Contact header fie.

 
 other bindings for this address—of—record. Section 16.6 des

how a proxy server uses this preference indication.

 
10.2.2 Remov'ng R'ndings
 

 

 

Reg strat'ons are soft stat and
also be exp ic'tly removed. A c
exp rat'on 'nterval selected by the registrar as described in Section
10.2.1. A UA requests the immediate removal of a b nd ng by
spec'fy'qg an expiration intervai of "0" for that contact ad

   
  
 

  
 
 
 
 

a RnGTSlfiR request. b'nd figs can b r mov d b for

 

xpir unl ss r fr sh d, bu
iient can attempt to influen

 
  

 
  

   
  The RnGTSlfiR—specific Contact header fie d va ue of "*" appl

 

  
 

ail registrations, but it MUST NOT be used uniess the Txp're 
field is present with a value of "0".  

or the

Contact
e To

in the
e

_d value compared to
cribes

t can

ce the

 dress in

UAs SHOULD support this mechanism so that
th ir xpiration interval has passed.

ies to
s header

Use of the "*" Contact header field value allows a registering UA  
to remove a b'ndings associated with an address—of—record
without knowing their precise values. 

 
10.2.3 Fetching R'qdings
 

 A success resOOdse to

of existing bindings,
Contac: header :ield.

RfiGISifiR reques:, the

 

  
   

 
 any RfiGISi flR request contains the comp
 

regardless
If no Con

list of bi

10.2.4 Refreshing A'ndings
  

  
other UAs.

Rosenberg, et. al.

oreviousiy estabiished.

of whether the request cont
:act header field is present
qdings is left unchanged.
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lete list
ained a
in a 

Each UA is responsible for refreshing the bindings that it has
A UA SHOULD NOT refresh bindings set up by
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The 200 (OK) response from the registrar con:ains a list of Contact
ields enumerating ail current bindings. The UA compares each
ontact address to see if it created the con:act address, using
omparison rules in Section 19.1.4. If so, it updates the expiration
ime interval according to the expires oarameter or, if absent, the

'res fie d value. The UA then issues a RnGTSlfiR request for each
5 'ts bind'ngs before the expirat'on '1terval has elapsed. It MAY

combine several updates into one RnGTSlfiR request.

   _*.i(IOOIn N"O

 
 

      O   
 
 
  

A UA SHOULD use the same Cail—TD for ail registrations during a
singie boot cycle. Registration refresqes SHOULD be sent to the same
network address as the original registration, unless redirected.

  
 

 
10.2.5 Setting the Internai Clock

 
  

If the response for a RnGTSlfiR request contains a Date header field,
the ciient MAY use this header field to learn the current time in

order to set any internal clocks.

 

 

  
10.2.6 Discovering a Registrar

UAs can use three ways to determine the address to which to send
registrations: by configuration, using the address—of—record, and
multicast. A UA can be configured, in ways beyond the scope of this
specification, with a registrar address. If there is no configured
registrar address, the UA SHOULD use the host part of the address—
of—record as the Request—URI and addr ss th r qu st :h r , using the
normal SIP server iocation mechanisms [4]. For example, the UA for
the user "sip:caroi@chicago.com" addresses the RnGTSlfiR request to
"sip:chicago.com".

 
  
 

    
 

Finaily, a UA can be configured to use multicast. Multicast
registrations are addressed to the well—known "all SIP servers"
mu t cast address "sip.mcast.net" (224.0.1.75 for IPv4). No weli—
known IPv6 multicast address has been allocated; such an allocation

wi be docum nt d s parat ly wh n n d d. SIP UAs MAY listen to
that address and use it to become aware of the iocation of other

local users (see [33]); however, they do not respond to the request.

  
     

 
Multicast registration may be inappropriate in some environments,
for example, if multiple businesses share the same locai area
network.

  

10.2.7 Transmitting a Request
 
 
 

Once the RnGTSlfiR method has been constructed, and the destination of

the message identified, UACs follow :h proc dur s d scrib d in
Section 8.1.2 to hand off the RnGTSlfiR to the transaction layer.
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If the transaction layer returns a timeout error because the RnGISlnR
yieided no response
registration to the same registrar.

10.2.

 

 

 

, the UAC SHOULD NOT immediately re—attempt a

 H-U‘HW nterval is mand 
8 Error Responses

ated.

n immediate re—attempt is likely to also timeout.
easonabie time interval for the conditions causing the timeout to

corr ct d r duc s unn c ssary load on the network. No specific

If a UA receives a 423 (Interval Too 3rief) response,
the registration after making the exp
addresses in tne Rx

 
 

Waiting some

it MAY retry
iration interval of all contact

GISlnR request equai to or greater than the
 

     
expiration interval witnin th Min Txo'r s h ad r fi 1d of the 423
(Interval Too 3rief

  

) response.
  

10.3 Processing RflGISi

A registrar
a

fiR Requests
 

iist of bindings  servers witn n 'ts

reques:s according
Ol’l

     y RfiGIsifiR reque
 

 
 

 administrative domain. A   
 
 

:0 Section 8.2 and Section 17.2,

sts. A registrar MUST no:

is a UAS that responds to RnGISlnR requests and maintains
:hat are accessible :0 proxy servers and redirect

registrar handles
but it accepts

generate 6xx responses.

A registrar MAY redirect RnGISlnR requests as appropriate. One
common usage wouid

  
Registrars MUST ign

 

be for a regis:rar listening on a multicast 

  
  interface to redirect multicast RnGISlnR requests to

interface with a 30 2 (Moved Temoorarily) response.
 

or th R cord Rout h ad r fi 1d 

 'nc uded in a RnGIS    
 

R cord Rout h ad r fi ld in any response to a R

its own unicast

'f 't is
 

lnR request. Registrars MUST NOT

 
 'nc ude a
 
 
 fiGISl  fiR request.
 

A registrar might receive a request that traversed a proxy which
treats RnGISlnR as an unknown request and which added a Record—

 
 
 

Route header fie

 
A registrar has :0
of

be processed by a registrar

domain(s) for wh
 

RfiGISl
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id value.

  
'ch it ma nta ns bindings.

  
know (for example, through co

R
nfiguration) the set

 
 
fiGISl  
 

nR requests MUST

in the order that they are received.
nR requests MUST also be processed atomically,

articu ar RfiGIsifiR
meaning that a

request 's e ther processed completely or not at
 

  
or binding changes.
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P

all. nach RnGISlnR message MUST b proc ss d ind p nd ntiy of any
o:her registration
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When receiving a RfiGISifiR request, a registrar foilows these steps:

1.

 

The registrar insoects the Request—URI to determine whether it
has access to bindings for the doma'n ident'fied in the
Request—URI. If not, and if the server also acts as a proxy
server, the server SHOULD forward the request to the addressed

domain, foilowing the general behavior for proxying messages
described in Section 16.

   
 

 

To guarantee that the registrar supports any necessary
extensions, the registrar MUST proc ss th R quir h ad r fi ld
values as described for UASs in Section 8.2.2.

 

A registrar SHOUSD authenticate the UAC. Mechanisms for the
authent cat on of SIP user agents are described in Section 22.
Registration behavior in no way overrides the generic
authent cat on framework for SIP. If no authentication

mechanism is available, the registrar MAY take the From address
as the asserted identity of the originator of the request.

 

     
 

The registrar SHOUSD determine if the authenticated user is
authorized to modify registrations for this address—of—record.
For example, a registrar might consuit an authorization
database that maps user names to a list of addresses—of—record
for which that user has authorization to modify bindings. If
the authenticated user is not authorized to modify bindings,
the registrar MUST return a 403 (Forbidden) and skip the
remaining steps.

 
    

 
In architectures that support third—party registration, one
entity may be responsible for updating the registrations
associated with multiple addresses—of—record.

The registrar extracts the address—of—record from the To header
field of the request. If the address—of—record is not valid
for the domain in the Request—URI, the registrar MUST send a
404 (Not Found) response and skip the remaining steps. The URI
MUST then be converted to a canonical form. To do that, ail

URI parameters MUST be removed (including the user—param), and
any escaped characters MUST be converted to their unescaped
form. The result serves as an index into the list of bindings.
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The registrar checks whether the request contains the Contact
If

'e
header fieid. not,

d i
 

Contact header

is one Contact 'e d va

it skips to
present,
ue that con

:he last step
s

   II]InIll  'e d. 
and an :xp'res
  

rat on time other
If the request has addit'
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 Contact
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not,

 
:han the value stored 
1eader field in turn.

expirat' on 'ntervai  
   If the f'e d va
 

 

server MUST return
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:he Call—ID agrees with the value s:ored for each binding.

it MUST remove the binding.
remove the binding only if the CSeq

If there is no such parameter,
Expires header field,
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a 400  

If it does agr
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for that binding. Otherwi
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requested expiration.
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is higher
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a localiy—configured default value MUST
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the registrar then searches the list of
If the
If the

Call—ID value. If

'ng MUST be removed if
If they are

If the value

it MUST update or
be

This aigorithm ensures that out—of—order requests from the same
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:he request.

 

 
:he proxy or red

updates and addi 
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if and only if all bindingirect server)
tions succeed.
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request MUST fa' (Server
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nd database commit failed),
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contain Con:act
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The
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header fieid values enumerating ali
Contact vaiue MUST feature an
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a server receiving an OPTIONS request with a Max—

 
or is common with HTTP/1.1. This behavior can be used

route" functionality to check the capabilities of
hop servers by sending a series of OPTIONS requests
ented Max—Forwards vaiues.

 

 
for generai UA behavior, the transaction iayer can

ut error if the OPTIONS yields no response. This may
the target is unreachable and hence unavaiiable.

 
An OPTIONS request MAY be sent as part of an established dialog to
query :he peer

dialog.

1 Cons:ruction

 
 on capabilities that may be utilized later in the

of OPTIONS Request

An OPTIONS request is constructed using the standard rules for a SIP
reques: as dis

 
A Contac: head

An Accep: head

cussed in Section 8.1.1.

 
er f'e d MAY be present in an OPTIONS.

   er f'e d SHOULD be included to indicate the type of
message body the UAC wishes to receive in the response. Typically,
this is set to

capabili:ies o 
 a format that is used to describe the media

f a UA, such as SDP (application/sdp).
 

The response to an OPTIONS request is assumed to be scoped to the
Request—JRI in
is sent as part of an established dialog is it guaranteed that future
requests wili

 
 

response.

 

OPTIONS sip
Via: SIP/2.
Max—Forward

To: <sip:ca
From: Alice
Call—ID: a8

CSeq: 63104
Contact: <s

Accept: app
Content—Len

the original request. However, only when an OPTIONS  be received by the server that generated the OPTIONS

Example OPTIONS request:

:carol@chicago.com SIP/2.0
0/UDP pc33.atlanta.com;branch=z9hG4thjhs8ass877
s: 70

rol@chicago.com>
<sip:alice@atlanta.com>;tag=1928301774

4b4c76e66710
OPTIONS

'p:al'ce@pc33.atlanta.com>

icat'on/sdp
gth: 0
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11.2 Processing of OPTIONS Request

The response :0 an OPTIONS is constructed using the standard rules
for a SIP resoonse as discussed in Section 8.2.6. The response code
chosen MUST be the same that wouid have been chosen had the request
been an INVITE. That is, a 200 (OK) would be returned if the UAS is

ready to acceot a cali, a 486 (3usy {ere) would be returned if the
UAS is busy, etc. This allows an OPTIONS request to be used to
determine the basic state of a JAS, which can be an indication of

whether the UAS will accept an INVITE request.

  
  

 
An OPTIONS request received witnin a dialog generates a 200 (OK)
response that is 'dentica to one constructed outside a diaiog and
does not have any impact on tne dialog.

    
 

This use of OPTIONS has l'mitat'ons due to the differences in oroxy
handiing of OPTIONS and INVITE requests. Wh' e a forked INVITE can
resu t in mult'ple 200 (OK) r spons s b ing r turn d, a forked
OPTIONS will oniy resu t 'n a s'ngle 200 (OK) response, since it is
treated by proxies using the non—INVITE hand 'ng. See Section 16.7
for the normative details.

 

 
 

 
          
   

If the response to an OPTIONS is generated by a proxy server, the
proxy returns a 200 (O<), l'st'ng the capabilities of the server.
The response does not contain a message body.

 
 

 
ilow, Accept, Accept—Encod'ng, Accept—Language, and Supported header
'e ds SHOULD be present in a 200 (OK) response to an OPTIONS
equest. If th r spons is g n rat d by a proxy, the Aliow header
'e d SHOULD be omitted as i: is ambiguous since a proxy is method

agnostic. Contact header fields MAY be present in a 200 (OK)
response and have the same semantics as in a 3xx response. That is,
they may list a set of alternative names and methods of reaching the
user. A Warning header fieid MAY be present.

   l—hHI—hCD‘       
A message body MAY be sent, :he type of which is determined by the

Accept header field in the OPTIONS request (application/sdp is the
default if the Accept header field is not present). If the types
'nc ude one that can describe media capabiiities, the UAS SHOULD
'nc ude a body in the response for that purpose. Details on the

construction of such a body in the case of application/sdp are
described in [13].
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Example OPTIONS response generated by a UAS (corresponding to the
request in Section 11.1):

SIP/2.0 200 OK

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4thjhs8ass877
;received=192.0.2.4

To: <sip:carol@chicago.com>;tag=93810874
From: Alice <sip:aiice@atlanta.com>;tag=1928301774
Call—ID: a84b4c76e66710

CSeq: 63104 OPTIONS
Contact: <sio:caroi@chicago.com>
Contact: <mailto:carol@c1icago.com>
Allow: INVITE, ACK, CANCEL, OPTIONS, RY

Accept: app 'cation/sdp
Accept—Tncod'ng: gzip
Accept—Danguage: en

Supported: foo

Content—Type: application/sdp
Content—Length: 274

 

 
  _*J  

 

   
  

(SDP not shown)

12 Dialogs

A key concept for a user agent is that of a dialog. A dialog
represents a peer—to—peer SIP relationship between two user agents
that persists for some time. The dialog faciiitates sequencing of
m ssag s b tw n th us r ag nts and proper routing of requests
between both of them. The dialog represents a context in which to
interpret SIP messages. Section 8 discussed method independent UA
processing for requests and responses outside of a dialog. This
section discusses how those requests and responses are used to
construct a dialog, and then how subsequent requests and responses
are sent with'n a d'alog.

   

 
 

 
 

  A d'a og is 'dent f'ed at each UA with a dialog ID, which consists of
a Cali—ID vaiue, a iocal tag and a remote tag. The d'a og ID at each
UA 'nvolved 'n the diaiog is not the same. Specif'ca y, the iocal
tag at one UA is 'dent'cal to the remote tag at the peer UA. The
tags are opaque tokens that faciiitate the generation 0: unique
diaiog IDs.

  

    
        

A d'a og ID is also associated with all responses and with any
request that contains a tag in the To field. The rules for computing
the dialog ID of a message depend on whether the SIP element is a UAC
or UAS. For a UAC, the Call—ID vaiue of the dialog ID is set to the
Cali—ID of th m ssag , th r mot tag is set to the tag in the To
fieid of the message, and the locai tag is set to the tag in the From
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12.

12.

  
'e d of th m ssag (th s rul s appiy to both requests and
esponses). As one wouid expect for a UAS, the Call—ID value of the

d'a og ID is set to the Cail—ID of th m ssag , th r mot tag is set
:0 the tag in the From f'e d of the message, and the local tag is set
:0 the tag in the To fieid of the message.

 

HI”        

   
A dialog contains certain pieces of state needed for further message
:ransmissions within the dialog. This state consists of the diaiog
ID, a iocal sequence number (used to order requests from the UA to

its peer), a r mot s qu nc numb r (us d to order requests from its
oeer to the UA), a local URI, a remote URI, remote target, a booiean

flag called "secure", and a route set, which is an ordered list of
JRIs. The route set is the iist of servers that need to be traversed

:0 send a request to the peer. A dialog can also be in the "eariy"
state, which occurs when it is created with a provisional response,
and then transition to the "confirmed" state when a 2xx final

response arrives. For other responses, or if no response arrives at
all on that dialog, the early dialog terminates.

    
 

1 Creation of a Dialog

 

 
 

    
      

Dialogs are created through the generation of non—fa' ure responses
to requests witq specific methods. Within this spec'ficat'on, oniy
2xx and 101—199 responses with a To tag, where the request was
INVITE, w'll es:ablish a dialog. A d'a og established by a non—final
response to a request is in the "eariy" state and it 's ca led an
ear y dia og. Extensions MAY define other means for creating
diaiogs. Section 13 gives more deta' s that are spec f'c to the

      

 
 

INVITE method. H r , w d scrib th proc ss for creation of dialog
state that is not dependent on the method. 
UAs MJST assign values to the dialog ID components as described
below.

1.1 UAS behavior

When a UAS responds to a request with a response that estabiishes a
dialog (such as a 2XX to INVITE), the UAS MUST copy ail Record—Route
header field values from the request into the response (inciuding the
URIs, URI parameters, and any R cord Rout h ad r fi id parameters,
whether they are known or unknown to the UAS) and MUST maintain the
order of those values. The UAS MUST add a Contact header f'e d to

the response. The Contact header field contains an address where :he
UAS wou d ike to be contacted for subsequent requests in the dialog
(which 'nc udes the ACK for a 2XX response in the case of an INVITE).
Generaliy, the host portion of this URI is the IP address or FQDN of
the host. The URI provided in the Contact header field MUST be a SIP
or SIPS URI. If the request that initiated the diaiog contained a
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ord Rout h ad r fi ld
 

value, if there was any, or the Contact heade
R cord Rout h ad r fi ld, the Contact header

MUST be a SIPS URI. The URI SHOULD have glob

 r field if
:'e d in t

ai scope (t

 

      
there was no

he response
hat is, the

 
same URI can be used in messages outside this d'a og). The same way,
the scope of the URI in the Contact header f'e d of the INVITE is not
limited to this dialog either. It can therefore be used in messages
to the UAC even outside this dialog.  
The UAS then constructs the state of the diai

maintained for the duration of the dialog.
og. This s tate MUST be

If the request arrived over TLS, and the Request—URI contained a SIPS
URI, the "secure" flag is set to TRU .

L‘J

 The route set MUST be set to the lis: of URIs in the Record—Route

header field from the request, taken in order and preserving all URI
parameters. If no R cord Rout h ad r fi ld
request, the route set MUST be set to the emp
even if empty, overrides any pre—existing rou

 

 

is present
ty set. Th
te set for

requests in this diaiog. The remote target MUST be set
from the Contact header fieid of the request.

in the

is route set,
future
:0 the URI

Th r mot s qu nc numb r MUST be set to the value of tie sequence

number in the CSeq header f'e d of the request. The loc
number MUST be empty. The ca 1 identif'er component of

   
 
 

MUST be set to the value of the Cail—ID in th

tag component of the dialog ID MUST be set to e request.

the tag in
includes a
 

in the response to the request (wh ch a ways
remote tag component of the dialog ID MUST be set to the

al sequence
:he dialog ID
The oca

the To field

:ag), and the
tag from the

 

  
From field in the request. A UAS MUST be prepared to receive a
request without a tag in the From field, in which case t

  
considered to have a value of null.

 

 
1e tag is

This is to maintain backwards compatibility with RFC 2543, which
did not mandate From tags.

The remo:e URI MUST be set to the URI in the From field, 
locai URI MUST be set to the URI in the To fi

 l2.l.2 UAC 3ehavior

When a UAC sends a request that can establish
 

eld.

a diaiog (

and the

such as an

INVITE) it MUST provide a SIP or SIPS URI with global scope (i.e.,
the same SIP URI can be used in messages outside this dialog) in the
Contact header f'e d of the request. If the request has a Request—
URI or a topmost Route header f'eld value w'th a SIPS URI, the

   
   Contact header f'e d MUST contain a SIPS URI.
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constructs the state of the dialog.
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theSIPS URI,

The route s

header fieid from the response,
all URI par

SIP:

"secure"

et MJST be
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it

This state MUST be main:ained

and the Request—URI contained a
flag is set to TRUE.

set to the list of JRIs in the Record—Route 
in reverse order and preserving

h ad r fi ld is present in

taken
f no R cord Rout
 

 
th r spons
set, even i

 
requests in this dialog.
from the Co

The local s

number in t
number MUST

request wit
d'a og ID M
The
the

d'
U
f

 

From fi

og ID M
MUST be

 

AC   

, t1 rout

f emoty,

itac: heade

eque

1e CSeq hea
be empty (

1in :he dia
JST be set

 
eid in the
JST be set

prepared t
'ch case t
 

’1 
d, in w

This is :o maintain

overrides any pre—existing route set for

Tqis route
future

1e URI

s t MUST be set to the empty set.  
The remote target MUST be set to t
e d of the response. r f'
 

ice number MUST be set to the value of the sequence 
der field of the request. The remote sequence
it is establish d wh n th r mot UA s nds a

iog). 'ier component of theThe call identi:

to the value of the Ca —ID in the request.

 

 
 
  

local tag component of the diaiog ID MUST be set to the tag in
request, and the remote tag component of the

to the tag in the To field of the response.
0 receive a response without a tag in the To
he tag is considered to have a value of nuil.

A 
 

backwards compatibility with RFC 2543, which
did not mandate To tags.

The remote

 
JRI MUST be set to the URI in the To field, and the local

URI MUST be set to the URI in the From field.

2 Requests within a Dialog

Once a dialog has been estabiished between two UAs,
'ate new transactions as needed within the dialog.

sending the request will take the UAC roie for the transaction.
UA receiving the request wili take the UAS role.

ferent roles than the UAs he

the diaiog.

 MAY 'n't
 

 be dif
established

 
Requests w 'thin a d  .a]

either of them
The UA

The

Note that these may

'ng the transaction that

 
 d dur
 

 
og MAY contain Record—Route and Contact header
 

fieids. Ho
to be modif

Specifica
  
  

modify the dialog’s remote target URI,
refresh req

et.

wever, thes
ied,

y, requests

uests do.

al.

e requests do not cause the dialog’s route set
although they may modify the remote target URI.

that are not target refresh requests do not
and requests that are target

For dialogs that have been established with an
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Section 14).  
 

  
requests for dialogs estabiished in other ways.
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S re—INVIIE (see

Other extensions may define different target refresh

Note that an ACK is NOT a target refresh request.

Target refresh requests only update the dialog’s remote target URI,
and not the route set formed from the Record—Route.
latter would

RFC 2543—compiiant systems.

  
 

 

     
 
  
 

  
  

 

 

  
 

  

    
 

  
  

Updating the
 introduce severe backwards compatibility probiems with

  
 

 

 
 

 
 

12.2.1 UAC Rehav'or

12.2.1.1 Generating the Request

A reques: within a dialog is constructed by using many of the
componen:s of the state stored as part of the diaiog.

The URI in the To field of the request MUST be se: to the remote URI
from the dialog state. The tag in the To header field of the request
MUST be set to the remote tag of the dialog ID. The From URI of the
request MUST be set to the local URI from the diaiog state. The tag
in the From header field of the request MUST be set to the local tag
of the diaiog ID. If the vaiue of the remote or iocal tags is null,
the tag parameter MUST be omitted from the To or From header fields,
respectiveiy.

Usage of the URI from the To and From fields in the originai
request w th'n subsequent requests is done for backwards
compatibiiity with RFC 2543, which used :he URI for dialog
identif'cat'on. In this specif'cat'on, oniy the tags are used for
dialog 'dent'f'cation. It is expected tqat mandatory refiection
of the or g'na To and From URI 'n mid—dia og requests wiil be
deprecated in a subsequent revision of tqis specification.

The Cali—ID of the request MUST be set to tie Cali—ID of the dialog.
Requests within a d'a og MUST conta n stric: y monotonicaily
increasing and contiguous CSeq sequence numbers (increasing—by—one)
in each direction (excepting ACK and CANCEL of course, whose numbers
equai the requests being acknowiedged or cadce ed). Therefore, if
the iocal sequence number is not empty, tie vaiue of the local
sequence number MUST be incremented by one, and this vaiue MUST be
placed into the CSeq header fieid. If the locai sequence number is
empty, an initial value MUST be chosen using the guidelines of
Section 8.1.1.5. The method field in the CSeq header field value
MUST match the method of the request.
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With a length of 32 bits, a ciient could generate, w th'n a single
call, one request a second for about 136 years before needing to
wrap around. The in't'a value of the sequence number is chosen
so that subsequent requests w th'n the same call wili not wrap

   
 around. A non—zero n t'al value a
 

based initial sequence number. A c      

 

  
ows clients to use a time—

'ent could, for example,
choose the 31 most significant bits of a 32—bit second clock as an initiai sequence number.

The UAC uses the remote target and route set to build the Request—URI
and Route header field of the reques:.

If the route se: is empty, the UAC MJST place the remote target URI
into the Reques:—URI. The UAC MUST MOT add a Route header field to
the request.

If the route se: is not empty, and tie first URI in the route set
contains the lr parameter (see Section 19.1.1),
the remote target URI into the Request—URI and MUST inciude a Route
header field containing the route se:
parameters.

vaiues in 
the UAC UST place

 order, including all

If the route se: is not empty, and i:s first URI does no: contain the
first URI from the route setir parameter, tie UAC MUST piace the

 

 
 
in a Request—URI. The UAC MUST add a
the remainder of the route set va ues

 
  
'n order,

into the Reques:—URI, stripping any oarameters that are not aliowed
Route header fieid containing 

  includ'ng a l
 parameters. The UAC MUST then place the remote target URI into the Route header field as the last vaiue.

 
For examp e, 'f the remote target is sip:user@remoteua and the route
 

 set contains:

<sip:proxyi>,<sip:proxy2>,<sip:proxy3;lr>,<sip:proxy4> 
header field:

  METHOD sip:proxy1

qu request will be formed with the following Request—URI and Route

Route: <sip:proxy2>,<sip:proxy3;lr>,<sip:proxy4>,<sip:user@remoteua>

 If the first URI of the route set does not contain the lr

parameter, the proxy indicated does not understand the routing
mechanisms descr'bed 'n th's document and wi

RFC 2543, replacing the Request—URI with the
field value it receives while forwarding the

 
 

  
Request—URI at the end of th Rout

 
h ad r f'

il act as speci:ied in
first Route header

message. Placing the
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information in that Request—URI across the strict router (it will
be returned to the Request—URI wh n th r qu st r ach s a ioose—
router).

 
 

A UAC SHOULD include a Contact header field in any target refresh
requests within a dialog, and unless there is a need to change it,
the URI SHOULD be the same as used in previous requests within the
dialog. If the "secure" flag is true, that URI MUST be a SIPS URI.
As discussed in Section 12.2.2, a Contact header f'eld 'n a target
refresh request updates the remote target URI. Th's a1 ows a UA to
provide a new contact address, should its address change during the
duration of the dialog.

  

  
 

 

However, requests that are not target refresh requests do not affect

the remote target URI for the dialog.

The rest of the request is formed as described in Section 8.1.1.

Once the request has been constructed, the address of the server is

   
computed and the request is sent, using the same procedures for
requests outside of a diaiog (Section 8.i.2).

The procedures in Section 8.1.2 w' 1 normally resuit in the
request being sent to the address 'nd cated by the topmost Route
header fie d va ue or the Request—URI if no Route header field is
present. Subject to certain restr ct ons, they aliow the request
to be sent to an alternate address (such as a default outbound

proxy not represented in the route set).

        

2.1.2 Processing the Responses

The UAC w'll rece've responses to the request from the transaction
layer. If the client transaction returns a timeout, this is treated
as a 408 (Request Timeout) response.

 

 

 
The behavior of a UAC that receives a 3XX response for a request sent
within a dialog is the same as if the request had been sent outside a
dialog. This behavior is described in Section 8.1.3.4.  

 Note, however, that when the UAC tries aiternative locations, it

still uses the route set for the dialog to build the Route header
of the request.

When a UAC receives a 2XX response to a target refresh request, it
MUST replace the dialog’s remote target URI with the URI from the
Contact header fieid in that response, if present. 
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For IVVIT? iq' 
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for a request within a dialog is a 48i
(Request Timeout),

A UAC SHOULD also terminate a dialog if

t
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or a 408 Exist)  

(the ciient

 'ated dialogs,
 

 .11  
sending a RY 

2.2 UAS 3ehavior

Requests sent within a dialog,
a particular request is accepted by the UAS,
associated with it are performed.

1e state changes are performed.of t

Note that some requests,
s:a:e.

The

reques:

dialog
exis:i1g d a
In :1a: case,
reques

  
 

ogs.

If :

idea
cras

dif
so

1e

:i

erent
1a:

 
(III]

reques:
eitqer  
eve

 a UAS can

providing recovery).
has been simply misrouted.

accept or reject the request.
acceptable To tags provides robustness,

1 tqrough crashes.

take into consideration some issues such as choosing monoton

:s outside of a d

request has a tag

fier does not match any existi
fled and restarted,

(possibly faiied)

as any other requests,
all the state

such as INVITEs, 

JAS wiil receive the request from the transaction layer.
has a tag in the To header field,

identifier corresponding to the request and compares it with
' this is a mid—dialog request.

ies for
 If there is a match,

the UAS first appiies the same processing ru
  'scussed in Section 8.2.
 
'a og, d

 in the To header

1g d'

field, but the d
ogs,

 a 

UAS (the

'dent fy that the :ag was
  

Another possibility
Based on the To tag, t

Accepting the reques
so that dialogs ca

  

 
numb rs V n across reboots, reco
 

increasing CS q s qu nc
and accepting out—of—range RIP timestamps athe route set,

numbers.

If the UAS wishes to r j ct th
recreate the dialog,
(Call/Transaction Does Not 

 
r qu st b caus it does no

it MUST respond to the request with a
Exist) status code and pass tha
 

server transaction.

et. al. Standards Track

are atomic.

If the request is rejected,

UAs wishing to support this capability must
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the UAC

terminating the dialog consists of

If

changes
none

affect several pieces of

If the

the UAS core computes the

 
ialog

the UAS may have

or it may have received a request for a
UASs can construct the To tags

for a UAS for which it is

is that the incoming
1e UAS MAY

: for

1 persist  'cal y
1structing
1d sequence

 

: wish to
481

 
: to the

[Page 76]

Apmelnc
EX. 1004 - Page 631



Apple Inc.
Ex. 1004 - Page 632

RFC 3261 SIP: Session Initiation Protocol

Requests that do not change in any way the state of a

June 2002

dialog may be
received within a dialog (for example, an OPTIONS request). They are
processed as if they had been received outside the diaiog. 

If th r mot s qu nc numb r is mpty, it MUST be set
  to the value  

of the sequence number in the CSeq header f'eld value
If th r mot s qu nc numb r was not empty, but the s
 'n the request.

equence number 
of the request is lower than th r mot s qu nc numb
is out of order and MUST be rejected with a 500 (Serve
Error) response. If th r mot s qu nc numb r was no

:he sequence number of the request is greater than the
s qu nc numb r, th r qu st is in order. It is possi
CSeq sequence number to be higher than th r mot s qu

 

  

r, th r qu st
r Internal

t empty, and
remote

ble for the 

more than one. This is not an error condition, and a

prepared to receive and process requests with CSeq vai
 nc numb r by
UAS SHOULD be
ues more than

one higher than the previous received request. The UAS MUST then set
th r mot s qu nc numb r to the value of the sequenc

CSeq header field value in the request.

 

 
 

e number in the

If a proxy chall ng s a r qu st g n rat d by the UAC, the UAC has

to resubmit the request with credentials. The resu
will have a new CSeq number. The UAS wiil never se  

bmitted request
e the first

request, and thus, it wili notice a gap in the CSeq number space.
Such a gap does not represent any error condition.

When a UAS receives a target refresh request, it MUST
dialog’s remote target URI with the URI from the Conta
in that request, if present.

12.3 Termination of a Dialog

Independen: of the me:hod, if a request outside of a d
a non—2xx final resooqse, any early dialogs created th
prov s ona responses to that request are terminated.
for terminating confirmed d'a ogs 's method specific.
spec f cat'on, the EYE method terminates a session and
associated with it. See Section 15 for details.

        
  

    
13 Init'at'ng a Session
 

 13.1 Overview

When a user agent client desires to 'n'tiate a session
audio, video, or a game), it formulates an INVITE requ
INVITE request asks a server to estab 'sh a session.
may be forwarded by proxies, eventua y arriving at on
that can potentially accept the invitation. These UAS
frequently need to query the user about whether to acc

 

 

  
    

Rosenberg, et. al. Standards Track

replace the
ct header field

ialog generates
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invitation. After some time, those UASs can accep: the invitation
(meaning the session is to be established) by sending a 2XX response.
If the invitation is not accepted, a 3XX, 4xx, 5XX or 6XX response is
sent, depending on the reason for the reject on. Eefore sending a
final response, the UAS can also send provis'ona responses (1XX) to
advise the UAC of progress in contacting the ca ed user.

   
 
 

  

 
A:ter possibly receiving one or more prov s ona responses, the UAC
w'l get one or more 2XX responses or one non—2XX final response.
Because of the pro:racted amount of time it can take to receive final
responses to INVITE, the reliability mechanisms for INVITE
:ransactions differ from those of other requests (like OPTIONS).
Once it receives a final response, the UAC needs to send an ACK for
every final response it receives The procedure for sending this ACK
depends on the type of response. For final responses between 300 and
699, the ACK processing is done in the transaction layer and fo__lows
one set of rules (See Section 17). For 2XX responses, the ACK is
generated by the UAC core.

    
      

   
A 2xx response to an INVITE establishes a session, and it also
creates a dialog between tie UA that issued the INVITE and the UA
that generated the 2XX r soons . Th r for , wh n mui:iple 2xx

responses are received :rom different remote UAs (because the INVITE
forked), each 2XX estab 'sqes a different dialog Ail these dialogs
are part of the same ca

1.

 
 

   

  
   

This section provides details on :he establishment of a session using
INVITE. A UA that supports INVITE MUST also support ACK, CANCEL and
EYE .

   
 
 

 
13.2 JAC Processing

13.2.1 Creating the Initial INVIT
 L‘J

Since the initial INVITE represents a request outside of a diaiog,
its construction foilows the procedures of Section 8.1.1. Additional
processing is required for the specific case of INVIT

 

 
L‘J  

An A__low header fie__d (Section 20.5) SHOULD be presen: in the INVIT .
It indicates what me:hods can be invoked w th'n a dialog, on the UA
sending the INVITE, :or the duration of the dialog. For example, a
UA caoable of receiving INFO requests within a dialog [34] SHOULD
inciude an Allow 1eader f'e1d isting the INFO method.

 L‘J
 

         
A Supoorted header field (Section 20.37) SHOULD be present in the
INVITE. It enumerates ali the extensions understood by the UAC.
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the response r
't within d'al

is espec 'al y
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The UAC MAY ad

validity of th
header field i

received,

INVIT? as per
.4,

 
 

A UAC MAY also

20.36), Organi
header fields.

The UAC MAY choose to add a message body to the INVITE.
ith how to construct th h ad r fi lds8.1.1.10 deals

ich Cont nt Typ s ar
eceived by it, and
ogs established by the INVIT
useful for indicating suppor
rmats.

 
  

'e d
t

 
 

d an Expires header f
e invitation. If the
s reached and no finai

  answer

the UAC core SHOULD generate a CANC Section 9.

find it useful to add,
zation (Section 20.25)

among

in any subsequent requests
.3.

(Sect
ime indicated in the

and User—Agent

They all contain information related

 sent

The Accept header field
of various session  

iimit the

Expires
for the INVITE has been

EL request for the

ion 20.19) to
 

 

 
o:hers, Subject (Section

(Section 20. 41)
:o the INVITE. 

 Section
Cont nt
 

W

Type among others —— needed to describe the message body.

There are spec

descr'pt'on —
SIP uses an of

descr'pt'on, c

 

   
of the session.

(audio, video,

types)
other UA respo
answer, which

parameters tha
media from the
context of

diaiogs, each
model defines

(for example,
This resu

appear in SIP
can only appea
of offers and

 
 

a d'

ia

their correspond.
fer/answ r mod 1 wh r UA

i rules for message bodies that contain a sess
Lng Content—Disposition is

ion
"session"

s nds a session
 

Ol’l 
alied the offer,

The offer ind

games),

 
nds w

 t app__y to those means,
offerer. An offer/answer exc

ialog, so that if a SIP INVIT 
restrictions on when offers a

you cannot make a new offer w
its in restrictions on where the offers a

In this specification,
requests and responses,

messages.
r in INVIT .L 

answers is further restricted.

 
  

which contains a proposed descr
icates the des

parameters of those means

and addresses for receiving media from the answerer.
ith another session descr

indicates which communications means are accepted,
and addresses for rece

 
iption

ired communications means

(such as codec
The

__ed the  
iption, cal

the

v 1g
thin the

'n mult' p e

 

nange s w
ts

 

    *- resu 

is a separate offer/answer exchange. The offer/answer
1d answers can be made 
nile one is in progress).

1d answers can
fers and answers

and ACK. The usage
:he initial INVITE

of

 For      
transaction, the rules are:

0 The initial offer MUST be in either an INVITE or, 'f not :here,

in the first reiiable non—failure message from the UAS back to
the UAC. In this specification, that is the final 2xx
response.
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 o If the initiai offer is in an INVITE, the answer MUST be in a

reiiable non—failure message from UAS bac< to UAC which is
correlated to that INVITE. For this specification, that is
oniy the finai 2xx response to that INVITE. That same exact
answer MAY aiso be placed in any provisionai responses sent
prior to the answer. The UAC MUST treat :he first session
description it receives as the answer, and MUST ignore any
session descr'ptions 'n subsequent responses to the initial
INVITE .

   
J.

   
 
 

 

  o If the initiai offer is in the first reiiable non—fa' ure

message from the UAS back to UAC, the answer MUST be in the
acknowledgement for that message (in this specif'cat'on, ACK
for a 2xx response).

 

    

0 After having sent or received an answer to the :irst offer, the
UAC MAY generate subsequent offers in requests based on rules
specified for tqat method, but only if it has received answers
to any previous offers, and has not sent any offers to which it
hasn’t gotten an answer.

 

0 Once the UAS has sen: or received an answer to :he initiai

offer, it MUST NOT generate subsequent offers in any responses
to the initial INVITE. This means that a UAS based on this

specification alone can n v r g n rat subs qu it offers until
comp et on of tie initial transaction.

  
 

 
 

 
 

Concretely, the above ruies specify two exchanges for UAs compliant
to this specification alone — the offer is in the INVITE, and the
answer in the 2xx (and possibly in a lxx as well, with :he same
vaiue), or the offer is in the 2xx, and the answer is in the ACK.

Ali user agen:s that support INVITE MUST support these :wo exchanges.

 
   

   
The Session Description Protocol (SDP) (RFC 2327 [l ) MJST be
supported by all user agents as a means to describe sessions, and its
usage for constructing offers and answers MUST follow tie procedures
defined in [13].

 
 

The restrictions of the offer—answer model just described only apply
to bodies whose Content—Disposition 1eader field vaiue is "session".
Therefore, it is possibie that both :he INVITE and the ACK contain a
body message (for exampie, the INVITE carries a photo (Content—
D spos t on: render) and the ACK a session description (Content—
D spos t on: session)).

   
J.    

 
 

I: the Content—D'spos't'on header field 's miss'ng, bodies of

Content—Type app 'cat on/sdp imply the d'sposit'on "session", while
o:her content types impiy "render".
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l3.

l3.

13.

13.

Once the INVITE has been created, the UAC foliows the procedures
defined for sending requests outside of a diaiog (Section 8). This
results in the construction of a c 'ent transaction that will

ult'mate y send the request and de 'ver responses to the UAC.

   

    
  

 
2.2 Processing INVITE Responses

1.
Once the INVITE has been passed to the INVITE client :ransaction, the
UAC waits for responses for the INVITE. If :he INVITE client
transaction re:urns a timeout rather :han a response :he TU acts as
if a 408 (Request Timeout) response had been received, as described
in Section 8.1.3.

 
J.

   

 

2.2.1 1xx Responses

Zero, one or multiple provisional responses may arrive before one or
more final responses are received. Provisional responses for an
INVITE request can create "early dialogs". If a provisional response
has a tag in the To fieid, and if the dialog ID of the response does
not match an ex'st'ng d'alog, one is constructed using the procedures
defined in Section 12.1.2.

 

  
 

 

  
The early d'alog w'll on y be needed if the UAC needs to send a
request to its peer w th'n the d'a og before the 'n'tia INVITE
transaction compietes. Header f'e ds present in a provisional
response are app icab e as long as the dialog 's 'n the early state
(for example, an Allow header field in a provisionai response
contains the methods that can be used in the d'alog whi e this is in
the early state).

   
   

  
 

   
      

2.2.2 3XX Responses

A 3XX response may contain one or more Contact header fieid values
providing new addr ss s wh r th call might be reachabie.
Depending on the status code of the 3XX response (see Section 21.3),
the UAC MAY choose to try those new addresses.

 
 

 

2.2.3 4xx, 5xx and 6XX Responses

A single non—2xx final response may be received for the INVITE. 4XX,
5XX and 6XX responses may contain a Contact header field value
ind'cat'ng the location where additional information about the error
can be found. Subsequent final responses (which wouid only arrive
under error conditions) MUST be ignored.

 

   
 

All eariy dialogs are considered terminated upon reception of the
non—2xx final response.
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send a re—INVITE with no session description, in which case the first
reliabie non—failure response to the re—INVITE w' 1 contain the offer
(in this specification, that is a 2XX response).

 
 

  
  

If the session description format has the capabi 'ty for version
numbers, the offerer SHOULD indicate that the version of tne session

description has changed.

  
 

The To, From, Call—ID, CSeg, and Request—URI of a re—INVITE are set

foliowing the same rules as for regular requests within an existing
diaiog, described in Section 12. 

 
A UAC MAY choose not to add an Alert—Info header field or a body with
Content—Disposi:ion "alert" to re—INVITEs because UASs do not
typically alert the user upon reception of a re—INVITE.

 
 

 Unlike an INVITE, which can fork, a re—INVITE wi 1 never fork, and

therefore, oniy ever generate a singie final response. The reason a
re—INVITE wil never fork is that the Regues:—URI identifies the
target as the UA instance it established the diaiog with, rather than
identifying an address—of—record for the user.

         

Note that a UAC MUST NOT initiate a new INVITE transaction within a

dialog while another INVITE transaction is in progress in either
direction.

 

 
  

1. If there is an ongoing INVITE client :ransaction, the TU UST
wait unt' the transaction reaches the completed or terminated
state be_ore initiating the new INVITE.

 

2. If there is an ongoing INVITE server :ransaction, the TU UST
wait unt' the transaction reaches the confirmed or terminated

state before initiating the new INVITE.

     
L‘J

 
However, a UA MAY initiate a regular transaction while an INVIT
transact on s 'n progress. A UA AY also 'n'tiate an INVITE
transact on whi e a regular transaction is in progress.

  
  

   
 

If a JA receives a non—2xx final response to a re—INVITE, the session
parameters MUST remain unchanged, as if no re—INVITE had been issued.
Note :hat, as stated in Section 12.2.1.2, if :he non—2xx final

response is a 481 (Cail/Transaction Does Not Exist), or a 408
(Request Timeout), or no response at all is received for the re—
INVITE (that is, a timeout is returned by the INVITE client
transaction), the UAC will terminate the dialog.

  

 
    J.
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If a UAC receives a 491 response to a re—INVITE, it SHOULD start a
timer with a vaiue T chosen as foliows:

 

1. If the UAC is the owner of the Call—ID of the dialog ID
(meaning it generated the vaiue), T has a randomly chosen value
between 2.1 and 4 seconds in units of 10 ms.

  
2. If the UAC is not the owner of the Call—ID of the dialog ID, T

has a randomly chosen value of between 0 and 2 seconds in units
of i0 ms.

  
Wh n th tim r fir s, th UAC SHOULD attempt the re—INVITE once more, 

  
 

  
  if 't sti desires for that session modification :0 take place. For

example, if the call was already hung up w'th a RYE, the re—INVITE
wouid not :ake piace.  
The rules for transmitting a re—INVITE and for generating an ACK for
a 2xx response to re—INVITE are the same as for the initial INVITE
(Section 13.2.1).

 

   

14.2 UAS 3enavior

  
Section 13.3.1 d scrib s th proc dur for distinguishing incoming
re—INVITEs from incoming initial INVITEs and handling a re—INVITE for
an existing diaiog.

   

 A UAS that receives a second INVITE before it sends the final

response to a first INVITE with a low r CS g s gu nc numb r on the
same dialog UST return a 500 (Server Internal Error) response to the
second INVITE and MUST includ a R try Aft r h ad r fi ld with a
randomiy chosen vaiue of between 0 and 10 seconds.

  
 

 

 
 

 
 

A UAS that receives an INVITE on a dialog while an INVITE it had sent
on that dialog 's 'n progress UST return a 491 (Request Pending)
response to the received INVIT .

   
 

 L‘J

If a UA receives a re—INVITE for an existing dialog, it MUST check
any version 'dent'fiers in :he session descr pt on or, if there are
no version identifiers, the content of the session description to see
if it has changed. If the session description has changed, the UAS
MUST adjust the session parameters accordingiy, possibly after asking
the user for confirmation.

  
  

 

  
Versioning of the session description can be used to accommodate
the capabilities of new arrivals to a conference, add or delete
media, or change from a unicast to a multicast conference.
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However, the callee’s UA MUST NOT send a EYE on a confirmed dialog
unt' it has received an ACK for its 2xx response or until :he server
ransaction times out. If no SIP extensions have defined o:her

op cat on layer states associated with :he dialog, the RYE also
rminates the dialog.

 

     
  

(‘l'QJFl' (D  ne impact of a non—2xx final response to INVITE on dialogs and
essions makes the use of CANCEL at:ractive. Tne CANCEL attemp:s to
orce a non—2xx response to the INVITE ('n par: cu ar, a 487).
nerefore, if a UAC wishes to give up on 'ts ca l attempt entireiy,
: can send a CANCEL. If the INVITE resu ts 'n 2xx final resoonse(s)

o the INVITE, this means that a UAS accepted :he 'nv':at'on wh' e
ne CANCEL was in orogress. The UAC .AX con:'nue w'th the sessions

establisned by any 2xx responses, or .AX terminate them w'th RYE.

  

  
  

 
  

 
J.      
 

 fl'fiHlarhmH
 

      
   

The notion of "nanging up" is not well def'ned w'thin SIP. It is
spec f'c to a particular, a be't common, user interface.
Typica y, when :he user hangs up, it 'nd cates a desire to
terminate the a::empt to estab 'sh a session, and to terminate any
sessions already created. For the calier’s UA, this would imoly a
CANCEL request if :he 'n tial INVITE has no: generated a final
response, and a EYE to a l confirmed dialogs af:er a f'na
response. For tne caliee’s UA, 't wou d tyoically imp y a 8Y1;
presumably, when tne user picked up the phone, a 2xx was
generated, and so nanging up wouid resu t 'n a RYE after the ACK
is received. This does not mean a user cannot nang up before
receipt of the ACK, it just means that the software in his phone
needs to maintain state for a short whi e 'n order to clean up
properly. If the particular UI allows for :he user to reject a
cali before its answered, a 403 (Forbidden) is a good way to
express that. As per the rules above, a EYE can’t be sent.

 

 
  

  
    

  
  

     
       *J      

 
    

 
 

   
l5.l Terminating a Session with a EYE Request
 

l5.l.l JAC 3ehavior 

  
 

A RYE request is constructed as would any other request within a
dialog, as described in Section 12.

  L‘J
 

Once the EYE is constructed, the UAC core creates a new non—INVIT

c 'ent transaction, and passes it the RYE request. The UAC MUST
consider :he session terminated (and tnerefore stop sending or
l
c

(

 
  

   
    istening for media) as soon as the RYE request is passed to the

ent transaction. If the response for the RYE is a 481

Cali/Transaction Does Not Exist) or a 408 (Request Timeout) or no
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response at all is received for the RYT (that is, a timeout is
returned by the ciient transaction), tne UAC MUST consider the
session and the dialog terminated.

  
 

 

15.1.2 UAS 3ehavior

 
A UAS first processes the RYT request according to the general JAS
processing described in Sec:ion 8.2. A UAS core receiving a RY?
request checks if it matches an existing diaiog. If the TYT does not
match an exist ng dia og, :ne UAS core SHOULD generate a 481

(Call/Transaction Does Not Exist) response and pass that :o tne
server transaction.

    
 

           
  

This rule means that a RYT sent without tags by a UAC will be
rejected. This is a cnange from RFC 2543, which a1 owed RYT
without tags.

 

   
 

  
A UAS core receiv'ng a RYT request for an exist ng dia og MUST follow
the procedures of Section 12.2.2 to process the request. Once done,
the UAS SHOULD terminate :he session (and therefore stop sending and
listening for media). The only case where it can elect not to are
multicast sessions, where participation is poss 'b e even if the other
part c pant in the dialog has terminated 'ts invo vement in the
session. Whether or not it ends its part c pat on on the session,
the UAS core MUST genera:e a 2xx response to the RYE, and MUST pass
that to the server transaction for transmission.

   
 

 

   
      

  
  

The UAS MUST still respond to any pending requests received for that
dialog. It is RTCOMMTNDTD that a 487 (Request Terminated) response
be generated to :hose pending requests.

 
 
  

 

 
16 Proxy 3ehavior

16.1 Overview

SIP proxies are eiements that route SIP requests to user agent
servers and SIP responses to user agent clients. A request may
:raverse several proxies on its way to a UAS. Each will make routing

decisions, modifying the request before forwarding it to the next
element. Responses w' 1 route through the same set of proxies
:raversed by the request in the reverse order.

  
     Being a proxy is a log'ca role for a SIP element. When a request

arrives, an element that can play the role of a proxy first decides
if it needs to respond to the request on its own. For instance, the
request may be maiformed or the element may need credentials from the
client before acting as a proxy. The element MAY respond with any
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appropriate error code. When responding directly to a request, the
element is playing the role of a UAS and MUST behave as described in
Section 8.2.

A proxy can operate in either a stateful or stateiess mode for each
new request. When stateiess, a proxy acts as a s'mp e forwarding
element. It forwards each request downstream to a single element
determined by making a targeting and routing dec s'on based on the
request. It simpiy forwards v ry r spons it r c iv s upstream. A
stateiess proxy discards information about a m ssag onc th m ssag
has been forwarded. A stateful proxy remembers information
(spec f'ca 1y, transaction state) about each incoming request and any
requests it sends as a resuit of processing the incoming request. It
uses th's 'nformation to affect the processing of future messages
associated with that request. A statefui proxy MAY choose to "fork"
a request, routing it to muitiple destinations. Any request that is
forwarded to more than one iocation MUST be handied statefully.

  
 

  
 

  

         
In some circumstances, a proxy MAY forward requests using stateful
transports (such as TCP) without being transaction—stateful. For
instance, a proxy MAY forward a request from one TCP connection to
another transaction s:atelessly as iong as it piaces enough
information in the message to be abie to forward the response down
the same connection tie request arrived on. Requests forwarded
between different types of transports where the proxy’s TU must take
an active roie in ensuring reliable deiivery on one of the transports
MUST be forwarded transaction state:uliy.

   
  

 

 A stateful proxy MAY :ransition :o stateless operation at any time
during the processing of a request, so iong as 't d'd not do anything
that would otherwise orevent it from being stateless initially
(forking, for exampie, or genera:ion of a 100 response). When
performing such a transition, all state 's simp y d'scarded. The
proxy SHOULD NOT 'n'tiate a CANCEL request.

 

           
Much of the process ng 'nvolved when acting state ess y or statefully
for a request is identical. The next several subsections are written
from the point of view of a stateful proxy. The iast sect on ca ls
out those piaces where a stateless proxy behaves differentiy.

 
     

  

16.2 Statefui Proxy

When stateful, a proxy is purely a SIP transaction processing engine.
Its behavior is modeled here in terms of the server and client

transactions def'ned 'n Section 17. A statefui proxy has a server
transaction associated with one or more client transactions by a
higher layer proxy processing component (see figure 3), known as a
proxy core. An 'ncom ng request is processed by a server
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transaction. Requests from the server transaction are passed to a
proxy core. The proxy core determines where to route the request,
choosing one or more next—hop locations. An outgoing request for
each next—hop location is processed by its own associated client
transaction. The proxy core collects the responses from the client
transactions and uses them to send responses to the server
transaction. 
A stateful proxy creates a new server transaction for each new
request received. Any retransmissions of the request wiil then be
handied by that server transaction per Section 17. The proxy core
MUST behave as a UAS with respect to sending an immediate provisional
on that server transaction (sucq as 100 Trying) as described in
Section 8.2.6. Thus, a statefui proxy SHOULD NOT generate 100
(Trying) responses to non—INVITE requests.

     
This is a modei of proxy behavior, not of software. An
implementation is free to take any approach that replicates the
external behavior this model defines. 
For ali new requests, including any with unknown methods, an element
intending to proxy the request MUST: 

1. Validate the request (Section 16.3)

2. Preprocess routing information (Section 16.4)

3. Determine target(s) for the request (Section 16.5)
 

 

I—IO 
  

Proxy CT = Client Transaction
"Higher" Layer

T T ST = Server Transaction

U) 0      
 

I—IO
  
 

  
 

Figure 3: Stateful Proxy Model
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4. Forward the request to each target (Section 16.6)

5. Process all responses (Section 16.7)

16.3 Request Validation

 
Before an element can proxy a request, it MUST verify the message’s
validity. A valid message must pass the following checks:

1. Reasonable Syntax

2. URI scheme

3. Max—Forwards

4. (Optional) Loop Detection

5. Proxy—Require

6. Proxy—Authorization

If any of these checks fail, the element MUST behave as a user agent
server (see Section 8.2) and respond with an error code.

Notice that a proxy is not required to detect merged requests and
MUST NOT treat merged requests as an error condition. The endpoints
receiving the requests will r solv th m rg as d scrib d in Section
8.2.2.2.

 

1. Reasonabie syntax check

The request MUST be well—formed enough to be handied with a server
transaction. Any components involved in the remainder of these
Request Validation steps or the Request Forwarding section MUST be
we —formed. Any other components, weil—formed or not, SHOULD be

ignored and remain unchanged when the message is forwarded. For
instance, an element would not reject a request because of a
maiformed Date header f'e d. Likewise, a proxy would not remove a
maiform d Dat h ad r f' d b for forwarding a request.

 
   

  
 

  
 

This protocol is designed to be extended. Future extensions may
de_ine new methods and header fields at any time. An element MUST
NOT refuse to proxy a request because it contains a method or
header field it does not know about.

  
I]:
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2. URI scheme check

If the Request—URI has a URI whose scheme is not understood by the
proxy, the proxy SHOULD reject the request with a 416 (Unsupported
URI Scheme) response.

3. Max—Forwards check

The ax—Forwards header field (Section 20.22) is used to

number of elements a SIP request can traverse.

iimit the

 
If tie request does not contain a Max—Forwards header fie.
chec< is passed.

_d, this

If tie request contains a Max—Forwards header f'e d w'th a f'e d
 

vaiue greater than zero, the check is passed.     
 

 
If tie request contains a Max—Forwards header f'e d w'th a f'e d
vaiue of zero (0), :he element MUST NOT forward the request. If

  
the request was for OPTIONS, the element MAY act as the finai

   
recioient and respond per Section 11. Otherwise, the element MUST
return a 483 (Too many hops) response. 

4. Optional Loop Detec:ion check

An element MAY chec< for forwarding ioops before forwarding a
request. If tie request contains a Via header fieid with  

a sent—

by value that equals a value p aced 'nto previous requests by the
proxy, the request 1as been forwarded by this eiement before. The

 

  
request has ei:her iooped or is legit mate y sp ra 'ng through the
element. To determine if the request has iooped, the element MAY
perform the branch oarameter ca culat'on described in Step 8 of
Section 16.6 on this message and compare it to the parameter

 

  
 

  

  received in that Via header fieid. I: the parameters match, the
request has looped. If they differ, :he request is spiraling, and

  
processing con:inues. If a loop is detected, the element
return a 482 (soop Detected) response.

 
5. Proxy—Require check

Future extensions to this protocol may introduce features
 

MAY

that

require special handling by proxies. Tndpoints will include a
Proxy—Require header field in requests that use these features,
telling the proxy not to process the request unless the feature is 
understood.
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If the request contains a Proxy R quir h ad r fi ld (S ction
20.29) with one or more option—tags this elemen: does not
understand, the eiement MUST return a 420 (Rad Txtension)

r spons . Th r spons MUST include an Unsupported (Section
20.40) header fieid listing those option—tags tie element did not
understand.

 
 

   

6. Proxy—Authorization check

If an l m nt r quir s cr d ntials before forwarding a request,
the request MUST be inspected as described in Section 22.3. That
section also defines what the element must do if the inspection
fails.

 

l6.4 Route Information Preprocessing

The proxy MUST inspect the Request—URI of the request. If the
Request—URI of the request contains a value this proxy previousiy
placed into a R cord Rout h ad r fi ld (s S ction l6.6 item 4),
the proxy MUST replace the Request—URI in the request with the iast
vaiue from the Route header field, and remove that value from the

Route header field. The proxy MUST then proceed as if it received
th's modif'ed request.

 

 
   

   This wi 1 on y happ n wh n th i m nt s nding the request to the
proxy (which may have been an endpoint) is a strict router. This
r writ on r c iv is n c ssary to enable backwards compat'bi ity
with those eiements. It a so al ows elements fo lowing th's
specification to preserve the Request—URI through strict—routing
proxies (see Section l2.2.i.i).

      
  

  
This requirement does not obiigate a proxy to keep state in order
to detect URIs it previousiy olaced in R cord Rout h ad r fi lds.
Instead, a proxy need only piace enough information in those URIs
to recognize them as values i: provid d wh n th y lat r app ar.

     
If the Request—URI contains a maddr parameter, the proxy MUST check
to see if its value is in the se: of addresses or domains the proxy
is configured to be responsible for. If the Request—URI has a maddr
parameter with a value the proxy is responsibie for, and the request
was received using the port and :ransport indicated (explicitly or by
default) in the Request—URI, the proxy MUST strip the maddr and any
non—defauit port or transport parameter and continue processing as if
those vaiues had not been presen: in the request.
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A request may arrive with a maddr matching the proxy, but on a
port or transport different from that indicated in the URI. Such
a request needs to be forwarded to the proxy using the indicated
port and transport.

If the first value in the Route header field indicates this proxy,
the proxy MUST remove that value from the request. 

16.5 Determ n'ng Request Targets
 

Next, the proxy calculates the target(s) of the request. The set of   
  

targets wi ith r b pr d t rmin d by the contents of :he request
or will be obtained from an abstract location service. Each target
in the set is represented as a URI.

If the Request—URI of the request contains an maddr parameter, the
Request—URI MUST be placed into the target set as the only target
URI, and the proxy MUST proceed to Section 16.6. 
If the domain of the Request—URI indicates a domain this element is
not respons'b e for, the Request—URI MUST be placed into the target
set as the oniy target, and the eiement MUST proceed to the task of

Request Forwarding (Section 16.6).

 
 

  

There are many circumstances in which a proxy might receive a
request for a domain it is not responsible for. A firewali proxy
handling outgoing calis (the way HTTP proxies handle outgoing
requests) is an exampie of where this 's l'kely to occur.

    
 

If the target set for the request has not been predetermined as
described above, this implies that the element is responsible for the
domain in the Request—URI, and the element MAY use whatever mechanism
it desires to d t rmin wh r to s nd th r qu st. Any of these
mechanisms can be modeied as accessing an abstract Location Service.
This may consist of obtaining information from a location service
created by a SIP Registrar, reading a database, consulting a presence
server, utilizing other protocois, or simply performing an
a gor'thmic substitution on the Request—URI. When accessing the
location service constructed by a registrar, the Request—URI MUST
first be canon ca ized as described in Section 10.3 before being used
as an index. The output of these mechanisms is used to construct the
target set.

   

 
 

      

 
If the Request—URI does not provide sufficient information for the
proxy to d t rmin th targ t s t, it SHOULD return a 485 (Ambiguous)
response. This response SHOULD contain a Contact header field
containing URIs of new addresses to be tried. For example, an INVIT

 

 L‘J
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to siszohn.Smith@company.com may be ambiguous at a proxy whose
location service
21.4.23 for deta

Any information

has multiple John Smiths listed. See Section
ils.

 in or about the request or the current environment of
the element MAY be used in the construction of the target set. For
instance, different sets may be constructed depending on contents or  th pr s nc of h ad r fi lds and bodies, the time of day of the
request’s arrival, the interface on which the request arrived,
fa' ure of previous requests, or even the element’s current ievel of
 

  ut' ization.
 

 
As potential targets are located through these services, their URIs
are added to the

target set once.

 target se:. Targets can only be piaced in the
If a target URI is already present in the set

(based on the definition of equality for the URI type), it MUST NOT
be added again.

A proxy MUST NOT add additional targets to the target set if the 
Request—URI of the originai request does not indicate a resource this
proxy is responsible for.

A proxy can oniy change the Request—URI of a request during
forward ng if  't is responsible for that URI. If the proxy is not
 

 responsible for that URI, it will not recurse on 3xx or 416
responses as described beiow.   

If the Request—URI of the or'gina request indicates a resource this
proxy is respons

 

ible for, the proxy MAY continue to add targets to
the set after beginning Request Forwarding. It MAY use any
information obta ined during that processing to determine new targets.
For instance, a proxy may choose to incorporate contacts obtained in
a redirect response (3xx) into the target set. If a proxy uses a

 dynamic source 0 : information while building the target set (for 
instance, if it consults a SIP Registrar), it SHOULD monitor that
source for the duration of processing the request. New ocat ons
SHOULD be added

above, any given

 
 

  
 :o the target set as they become availabie. As

URI MUST NOT be added to the set more than once.

Allowing a URI to be added to the set only once reduces
unnecessary network traffic, and in the case of incorporating
contacts from redirect requests prevents infinite recursion.

  
 

  
For exampie, a trivial location service is a "no—op", where the
target URI is equal to the incoming request URI. The request is sent
to a spec f'c next hop proxy for further processing. During request
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forwarding of Section 16.6, Item 6, the identity of that next hop,
expressed as a SIP or SIPS URI, is inserted as the top—most Route
header field value into the request.

 If the Request—URI 'nd cates a resource at this proxy that does not
exist, the proxy MUST return a 404 (Not Found) response.

 

If the target set remains empty after applying all of the above, the
proxy MUST return an error response, which SHOULD be the 480
(Temporarily Unavailabie) response.

 
16.6 Request Forwarding

As soon as the target set is non—empty, a proxy MAY begin forwarding
the request. A stateful proxy MAY process the set in any order. It
MAY process multiple targets serially, allowing each client 

  
 

transaction to complete before starting the next. It MAY start
client transactions with every target in parallel. It also MAY
arb'trar'ly div'de the set into groups, processing the groups  serially and processing the targets in each group in parallel.

A common ordering mechanism is to use the qvaiue parameter of targets
obtained from Contact header fields (see Section 20.10). Targets are
processed from highest qvalue to lowest. Targets with equal qvalues
may be processed in parailel.

 
 

A statefui proxy must have a mechanism to maintain the target set as
responses are received and associate the responses to each forwarded
request with the original request. For the purposes of this model,
this mechanism is a "response context" created by the proxy layer
before forwarding the first request.

 

For each target, the proxy forwards the request following these
steps:

1. Make a copy of the received request

2. Update the Request—URI

3. Update the Max—Forwards header field
  

4. Opt ona y add a R cord rout h ad r fi ld value

    5. Opt ona y add additional header fields

 6. Postprocess routing information

7. Determine the next—hop address, port, and transport
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 Add a Via header field vaiue

Add a Content—Length header field if necessary

Forward the new request

Set timer C

Each of these steps is detailed below:

 

         
 

 

  

   
 

1. Copy request

The proxy starts with a copy of the received request. The copy
MUST 'nit'al y contain all of the header fields from the
received request. Fields not detaiied in the processing
described beiow MUST NOT be removed. The copy SHOULD maintain
the ordering of the header f'e ds as in the received request.
The proxy MUST NOT reorder f'e d va ues with a common fieid
name (See Section 7.3.1). The proxy MUST NOT add to, modify,
or remove the message body.

An actual implementation need not perform a copy; the primary
requirement is that the processing for each next hop begin with
:he same request.

2. Request—URI

The Request—URI in the copy’s start line MUST be replaced with
:he URI for this target. If the URI contains any parameters
not ailowed in a Request—URI, they MUST be removed.

This is the essence of a proxy’s role. This is the mechanism
:hrough which a proxy routes a request toward its destination.

In some circumstanc s, th r c iv d R qu st URI is placed into
:he target set without being modified. For that target, the
replacement above is effectively a no—op.

3. ax—Forwards

If the copy contains a Max—Forwards header field, the proxy
UST decrement its value by one (1).

If the copy does not contain a Max—Forwards header field, the
oroxy MUST add one with a field value, which SHOULD be 70.

Some existing UAs wiil not provide a Max—Forwards header field
in a request.
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4. Record—Route

If this proxy wishes to remain on the path of future requests
in a d' a og created by this request (assuming the request
creates a dialog), it MUST insert a R cord Rout h ad r fi ld
value into the copy before any existing Record—Route header
field vaiues, even if a Route header fieid is already present.

 
 

  
Requests establishing a dialog may contain a preloaded Route
header field.

  
If this request is already part of a diaiog, the proxy SHOULD
insert a R cord Rout h ad r fi d value 'f it wishes to remain

on the path of future requests in the d'a og. In normal
endpoint operation as descr'bed 'n Section 12, these Record—
Route header field values will not have any effect on the route
sets used by the endpoints.

  

 
    

 

 

 
The proxy w'1 remain on the path if it cnooses to not insert a
R cord Rout h ad r fi ld vaiue into requests that are already
part of a d'a og. However, 't wou d be removed from the path
when an endpoint that has failed reconsti:utes the dialog.

 

     
 
  

   
A proxy MAY insert a R cord Rout h ad r fi ld value into any
request. If the reques: does not initiate a dialog, the
endpoints wiil ignore the value. See Sec:ion 12 for details on
now endpoints us th R cord Rout h ad r fi ld values to
construct Route header fields.

Each proxy in the path of a request chooses whether to add a
R cord Rout h ad r fi d va u ind p nd ntly th pr s nc of
a R cord Rout h ad r f' 1d 'n a request does not obligate this
oroxy to add a value.

   
 

 
   

The URI placed in th R cord Rout h ad r fi ld value MUST be a
SIP or SIPS URI. This URI MUST contain an ir parameter (see
Section i9.l.l). This URI MAY be different for each

dest nat on the request is forwarded to. The URI SHOULD NOT
contain the transport parameter unless the proxy has knowiedge
(such as in a private network) that the next downstream eiement
that wili be in the path of subsequent requests supports that

 

 
 

 
 

  
 

transport.

The URI this proxy prov 'des wil be used by some other element
to make a routing dec' s' on. This proxy, in general, has no way  

 

 of knowing the capabiiities of that element, so it must
restrict itself to the mandatory elements of a SIP
implementation: SIP URIs and either the TCP or UDP transports.
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The URI placed in th R cord Rout h ad r fi ld MUST resolve to
the element inserting it (or a suitable stand—in) when the

  
 server location procedures of [4] are applied to it

subsequent requests reach the same SIP element. If

, so that
the

Request—URI contains a SIPS URI, or the topmost Route header
field value (after the post processing of bullet 6) contains a 
SIPS URI, the URI placed into th R cord Rout h ad  r fi id

MUST be a SIPS URI. Furthermore, i: the request was not

received over TLS, the proxy MUST insert a Record—Route header 
field. In a sim ar fashion, a proxy that receives
over TLS, but generates a request without a SIPS UR

   a request
I in the

Request—URI or topmost Route header field value (after the post  
processing of bu et 6), MUST insert a Record—Route
field that is not a SIPS URI.

 
header

A proxy at a security perimeter must remain on the perimeter
throughout the diaiog.   
If the URI p aced 'n th R cord Rout h ad r fi ld n ds to be
rewritten when it passes back through in a response  , the URI

MUST be d st'nct enough to locate at that time. (The request
may sp ra through this proxy, resulting in more than one 
 

 
 

R cord Rout h ad r fi ld value being added). Item
Section 16.7 recommends a mechanism to make the URI

suff'c'ently d st'nct.
  
 

   The proxy MAY 'nc ude parameters in the Record—Rout
field value. These wili be echoed in some response
request such as the 200 (OK) responses to INVITE.
parameters may be usefui for keeping state in tie m
rather than the proxy.

  
 

If a proxy needs to be in the path of any type of d

8 of

e header
s to the
Such

essage

ialog (such
as one straddling a firewall), it SHOULD add a Record—Route
header field value to every request with a method it does not
unders:and since that method may have dialog semant
 

The URI a proxy places into a R cord Rout h ad r f
valid for the lifetime of any dialog created by the
in which it occurs. A dialog—statefui proxy, for e
refuse to accept future requests with that value in
Reques:—URI after the dialog has terminated. Non—d
stateful proxies, of course, have no concept of whe
1as terminated, but they MAY encode enough informat
value :0 compare 't aga nst the dialog identifier o
reques:s and MAY reject requests not matching that
Endpoints MUST NOT use a URI obtained from a Record
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 ics.

i ld is only
transaction

xample, MAY
the

ialog—
n the dialog
ion in the
5 future

information.
—Route

 
1eader field outside the dialog in which it was provided. See
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Section 12 for
R cord Rout h

more
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information on an endpoint’s use of
fi lds.

Record—routing may be required by certain services where the
proxy needs to observe ali

slows down processing and
out

messages in a dialog.
impairs scalability and thus proxies

_ar service.
  

should only r cord r

The Record—Route process

initiates a dialog.
but exte

request that

request in this specification,
MAY define others.  Add Add'tiona
 

 
's 

Header Fields

: r quir d for a particu.

 INVIT_LJ 
's the oniy
ions to the  ’18

However, it

 

designed to work for any SIP
such

protocol

The proxy MAY add any other appropriate header fields to the
copy at this point.

Postprocess routing information

oca O'I
 

A proxy MAY have a 1

visit a specific set
destination.
loose routers.

certainty if
domain. 
pushed into
existing vaiues,
absent,

 
If the proxy has a

of

 
p

pr

Y1

 oxi for b
 

'ng d l'v r
 

 

'cy that mandates that a request
s b

A proxy MUST ensure
General

d to the

:hat ali such proxies are
th's can only be known with
 

ocal

This set of proxies
(each of which contains t

the Route header field

if prese
it MUST be added,

’1

’1

e lr  
t.  
con:aini1g that list 0:

ool'cy that mandates that :
 

visit one specific proxy,
value into the Route header  logic of item 10 bei
the address, port, a

be used unless it is

router. Otherwise,
insertion mechanism

flexibility,
Furthermore, if the
be used to communica

 

 

 If the copy contains
inspect the URI in i
contain an lr parame
follows:

et. al.

ow,

 
:er,

1d tra

the request has a Route header f'
know

above

generality a
Reques
:e wi:

a Rou

:s fir

a1

’1 
 
t

Standards

an

 d

qsport

1 that

:e

st
1e

 
alternative to pushing

field

 
This se:

of the copy ahead 
is to bypass the 

for that specific
e d,

 
  

header field,
value.

 
proxy.

 
the proxy

Track

the proxies are within the same administrative
is reoresented by a se:

parameter).

of URIs
MUST be

of any
If tie Route header field is

URIs.

he request
a Route

forwarding
instead just send the request to

proxy.
this alternative MUST NOT

that next hop proxy is a loose
:his aoproach MAY be used, but the Route

' ferred for its robustness,

istency of operation.
:—URI contains a SIPS URI,

If

TLS MUST

MUST

If that URI does not

proxy MUST modify the copy as

[Page 103]

Apmelnc
Ex.1004-Page658



Apple Inc.
Ex. 1004 - Page 659

RFC 3261 SIP: Session Initiation Protocol June 2002

— The proxy MUST place the Request—URI into the Route header
field as the last value.

— The proxy MUST then place the first Route header field value
into the Request—URI and remove that value from the Route
header field.

Appending the Request—URI to the Route header fieid is part of
a mechanism used to pass the information in that Request—URI
through strict—routing elements. "Popping" the first Route
header f'e]d value 'nto the Request—URI formats the message the
way a strict—routing element exoects to receive it (with its
own URI in the Request—URI and :he next location to visit in
the first Route header field value).

 
 
 

 
 

7. Determine Next—Hop Address, Por:, and Transport

The proxy MAY have a local policy :0 send the request to a
specific IP address, port, and :ransport, independent of the
values of the Route and Request—URI. Such a policy MUST NOT be
used if the proxy is not certain tqat the IP address, port, and
transport correspond to a server tqat is a loose router.
However, this mechanism for sending the request through a
soecific next hop is NOT RfiCOMMfiNDfiD; 'nstead a Route header
fieid should be used for tqat purpose as described above.

 
 

      
1 the absence of such an overriding mechanism, the proxy

iies the procedures lis:ed in [4] as foliows to determine
1 r to s nd th r qu st. If the proxy has reformatted the

equest to send to a stric:—routing element as described in
:ep 6 above, the proxy MUST appiy those procedures to the
equest—URI of the request. Otherwise, the proxy MUST apply
1e procedures to the firs: value in the Route header fieid, if

ls th R qu st JRI. The procedures will produce an
rdered set of (address, port, transport) tuples.

qdependently of which URI is being used as input to the
rocedures of [4], if the Request—URI specifies a SIPS
esource, the proxy MUST foilow the procedures of [4] as if the
1put URI were a SIPS URI.

  OU 

 
  

 
H U) :5 rr  

   
 H-H'oI—IO'UWDUUJHSQJH

As described in 4], the proxy MUST attempt to deliver the
message to the first tuple in that set, and proceed through the
set in order until the delivery attempt succeeds.

 
For each tuple attempted, the proxy MUST format the message as

appropriate for the tuple and send the request using a new
client transaction as detailed in steps 8 through 10.
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Since each attempt uses a new ciient
a new branch. Thus, the branch para

header field inserted in step 8 MUST
attempt.   
If the ciient transaction reports fa
or a timeout from its state machine,
next address in that ordered set. I

exhausted, the request cannot be for
the target set. The proxy does not

the response context, but otherwise
the target set returned a 408 (Reque

Add a Via header field vaiue

 
The proxy MUST insert a Via header f
before the ex st ng Via header field
of th's value fo lows the same guide
This implies that the proxy wi com
parameter, wh ch w'll be globa y un

 
 

  

rotocol June 2002

transaction, it represents
meter provided with the Via

be different for each

ilure to send the request
the proxy continues to the

f the ordered set is
warded to this eiement in

need to place anything in
acts as if this element of

st Timeout) f'na response.

   
 

ield value into the copy
values. The construction

iines of Section 8.1.1.7.

pute its own branch
'que for that branch, and
      

 
contain the requ s'te magic cookie.
the branch parameter will be differe
of a spiraled or looped request thro

  
Proxies choosing to detect ioops hav
in the value they use for constructi
A proxy choosing to detect ioops SHO
parameter separable into two parts b
first part MUST satisfy the constrai
described above. The second is used

and distinguish loops from spirals.

  
 

 

Looo detection is performed by verif
returns to a proxy, those fieids hav
processing of the request have not c
in :his part of the branch parameter
those f'e ds (including any Route, P
Autqorization header fields). This

request is routed back to the proxy
changes, it is treated as a spirai
16.3). A common way to create th's

 
  

 a 

Note that this implies that
nt for different instances

ugh a proxy. e an additional constraint

on of the branch parameter.
ULD create a branch

y the implementation. The
nts of Section 8.1.1.7 as

to perform loop detection

ying that, when a request
ing an impact on the
hanged. The value placed

SHOULD reflect ali of

roxy—Require and Proxy—
is to ensure that if the
and one of those fields

nd not a ioop (see Section
value 's to compute a

  
 

cryotographic hash of the To tag, Fr
field, the Request—URI of th r qu s

om tag, Call—TD header
t r c iv d (b for   

translation), the topmost Via header
from the CSeq header field, in addit
and Proxy—Authorization header fieid 

et. al. Standards Track

, and the sequence number

ion to any Proxy—Require
s that may be present. The
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algorithm used to comoute the hash
but MD5 (RFC 1321 [35]), expressed 

  
reasonable choice. (3ase64 is not

If a proxy wishes to detect ioops,
supplies MUST depend on a 1
a request, inc ud ng the
 

fields affecting the
necessary to d'st'nguish
routing parameters have changed be
server.

    

Protocol June 2002

is implementation—dependent,
in hexadecimal, is a

permissible for a token.)

 

the "branch" parameter it
'nformation affecting processing of

incoming Request—URI and any header
request’s admission or routing.

ooped requests from requests whose

fore returning to this

This is

 
The request method MUST NOT be inc.
the branch parameter.

(for non—2xx responses)
corresponding request they cancel or acknowledge.

is used in correlating those requests at the server parameter

handling them (see Sections 17.2.3 
Add a Content—Length header f

In particular,
MUST have the same branch vaiue as the

'eld '

_uded in the calcuiation of

CANCEL and ACK requests  
The branch

and 9.2).

f necessary
 

If the request will be sent to the next hop using a stream—
based transport and the copy contains no Content—Length header 
field,

body of the request

Forward Request

A stateful proxy MUST create a new

request as descr bed
 

  transport determ'ned 'n step 7.
 

Set timer C

In order to handie the case where an INVIT:

 generates a finai response, the TU
timer C.
an INVITE

minutes.
request is proxied. The  

updated with provisional responses, 
processing when it fires.

et. al. Standards Track

'n Section 17.

transaction to send the request using the address,

Section 16.7 builet 2 discusses

the proxy MUST insert one with the correct value for the
(see Section 20.14).

client transaction for this
1 and instructs the

port and

request never
uses a :imer which is called

Timer C MUST be set for each client transaction when

timer MJST be larger than 3
now this timer is

and Section 16.8 discusses
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16.7 Response Processing
 

Wh n a r spons is r c iv d by an element, it first tries to iocate a
client transaction (Section 17.1.3) matching the response. I: none

 

   is found, the eiement MUST proc ss th r spons ( v n if it is an
informational resoonse) as a sta:eless proxy (described below). If a 
match is found, tie response is nanded to the client transaction. 

Forwarding resoonses for whicq a client transaction (or more
generaliy any <nowledge of having sent an associated request) is
not found improves robustness. In particular, it ensures that

 

 
 

 
*J

"iate" 2xx resoonses to INVIT; requests are forwarded properly.

As ciient transac:ions pass responses to the proxy layer, the
following processing MUST take place:

1.

 
Find the aopropriate response context

Update timer C for provisional responses

Remove the topmost Via

Add the response to the response context

Check to see if this response should be forwarded immediately

When necessary, choose the best final response from the
response context

If no final response has been forwarded after every client
transaction associated with the response context has been terminated,
the proxy must choose and forward the "best" response from those it
has seen so far.

The following processing MUST b p rform d on ach r spons that is
  

forwarded. It is likeiy that more than on r spons to ach r qu st
will be forwarded: at ieast each provisional and one final response.

8.

9.

10.

Rosenberg,

 

 

 Aggregate authorization header field values if necessary

 
Optionally r writ R cord Rout h ad r fi ld values

Forward the response

 Generate any necessary CANCEL requests
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Each of th abov st ps ar d tail d b low:

Find Context

The proxy locat s th "r spons cont xt" it created before
forwarding the original request using the key described in
Section 16.6. The remaining processing steps take place in
this context.

 

Update timer C for provisional responses

For an INVITE transaction, if the response is a provisional
response witq status codes 101 to 199 inclusive (i.e., anything
but 100), the proxy MUST reset timer C for that ciient
transaction. The timer MAY be reset to a different vaiue, but

this value MJST be greater than 3 minutes.

    
 Via

The proxy removes the topmost Via header field value from the
response.

If no Via header field vaiues remain in the response, the
response was meant for this element and MUST NOT be forwarded.
The remainder of the processing described in this section is
not performed on this message, the UAC processing rules
described in Section 8.1.3 are followed instead (transport
layer processing has aiready occurred).

  

 
This will happen, for instanc , wh n th 1 m nt g n rat s
CANCEL requests as described in Section 10.

 

 

Add response to context
 

Finai r spons s r c iv d ar stor d in the response context
unti a fina response is generated on the server transaction
associated with this context. The response may be a candidate
for the best final r spons to b r turn d on that server
transaction. Information from this response may be needed in
forming the best response, even if this response is not chosen.

  
  

If the proxy chooses to recurse on any contacts in a 3xx
response by adding them to the target set, it MUST remove them
from the response before adding the response to the response
context. However, a proxy SHOULD NOT recurse to a non—SIPS URI

if the Request—URI of the original request was a SIPS URI. If 
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the proxy recurses on all of the contacts in a 3xx response,
the proxy SHOULD NOT add the resulting contactless response to
the response context.

Removing the contact before adding the response to the response
context prevents the next element upstream from retrying a
location this proxy has already attempted. 
3xx responses may contain a mix:ure of SIP, SIPS, and non—SIP
URIs. A proxy may choose to recurse on the SIP and SIPS URIs

and place the remainder into the response context to be
returned, potentiaily in the final response. 

If a proxy receives a 416 (Unsuoported URI Scheme) response to
a request whose Request—URI scheme was not SIP, but the scheme

in the original received reques: was SIP or SIPS (that is, the
oroxy changed the scheme from SIP or SIPS to something else
when it proxied a request), the proxy SHOULD add a new URI to
:he target set. This URI SHOULD be a SIP URI version o: the
don— SIP URI that was just tried. In the case of the tei URL,
:his is accomplished by placing the telephone—subscriber part
of the tel URL into the user part of the SIP URI, and setting
:he hostpart to the domain where the prior request was sent.
See Section 19.i.6 for more detail on forming SIP URIs from tel
JRLs.

 
   

 
As with a 3xx response, if a proxy "recurses" on the 416 by
:rying a SIP or SIPS URI instead, the 416 response SHOULD NOT
be added to the response context.

 
5. Check response for forwarding

Until a final response has been sent on the server transaction,
the following responses MUST be forwarded immediately:

 — Any provisional response other than 100 (Trying)

— Any 2xx response

If a 6xx response is received, it is not immediately forwarded,
but the stateful proxy SHOULD cancel all client pending
transactions as described in Section 10, and it MUST NOT create

any new branches in this context.

This is a change from RFC 2543, which mandated that the proxy
was to forward the 6xx response 'mmed' ately. For an INVITE
transaction, this approach had the problem that a 2xx response
could arrive on another branch, 'n wh ch case the proxy would
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have to forward the 2xx. The result was tqat the UAC could

receive a 6xx response foliowed by a 2xx response, which should
never be aliowed to happen. Under the new ruies, upon

receiving a 6xx, a proxy will issue a CANCEL request, which
w' 1 generaily result in 487 responses from ail outstanding
c 'ent transactions, and then at that poin: the 6xx is
forwarded upstream.

     
  

  

 
After a final response has been sent on the server transaction,
the following responses MUST be forwarded immediately:

:'
— Any 2xx response to an TNVTTL request

 

A stateful proxy MUST NOT immediately forward any other
responses. In particular, a stateful proxy MUST NOT forward
any 100 (Trying) response. Those responses that are candidates
for forwarding later as th "b st" r spons hav b n gathered
as descr'bed 'n step "Add Response to Context".

 

 

Any response chosen for immediate forwarding MUST be processed
as descr'bed 'n steps "Aggregate Authorization Header Fieid
Vaiues" through "Record—Route".

   
  

This step, combined with :he next, ensures that a statefui
proxy will forward exactly one final response to a non—INVITE
request, and either exactly one non—2xx response or one or more
2xx responses to an TNVTTL request.

 

 
Choosing the best response

A statefui proxy MUST send a final response to a response
context’s server transaction if no final responses have been
immediateiy forwarded by the above rules and ail client
transactions in this response context have been terminated.  
The stateful proxy MUST choose the "best" finai response among
those received and stored in the response context.

If there are no final responses in the context, the proxy MUST
send a 408 (Request Timeout) response to the server
transaction.

Otherwise, the proxy MUST forward a response from the responses
stored in the response context. It MUST choose from the 6xx
class responses if any exist in the context. If no 6xx class
responses are present, the proxy SHOULD choose from the lowest

response class stored in the response context. The proxy MAY
select any response within that chosen class. The proxy SHOULD
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giv pr f r nc to r spons s that provide information affecting
resubmission of this request, such as 401, 407, 415, 420, and
484 if the 4xx class is chosen.

 

 
A proxy which receives a 503 (Service Unavailable) response
SHOULD NOT forward it upstream unless it can determine that any
subsequent requests it might proxy wili also generate a 503.
In other words, forwarding a 503 means that the proxy knows it
cannot service any requests, not just the one for the Request—
URI in the request which generated the 503. If the only
response that was received is a 503, the proxy SHOULD generate
a 500 response and forward that upstream.

 

The forwarded response MUST be processed as described in steps
"Aggregate Authorization Header Field Values" through "Record—
Route".

For example, if a proxy forwarded a request to 4 locations, and
received 503, 407, 501, and 404 responses, it may choose to
forward the 407 (Proxy Authentication Required) response.

ixx and 2xx responses may be involved in the establishment of
dialogs. When a request does not contain a To tag, the To tag
in the response is used by the UAC to distinguish multiple
responses to a dialog creating request. A proxy MUST NOT
insert a tag into the To header field of a 1xx or 2xx response
if the request did not contain one. A proxy MUST NOT modify
the tag in the To header fieid of a 1xx or 2xx response.

   
 

 
Since a proxy may not insert a tag into the To header fieid of
a 1xx response to a request that did not contain one, it cannot
issue non—100 provis'ona responses on its own. However, it
can branch the request to a UAS sharing the same eiement as the
proxy. This UAS can return its own provisionai responses,
entering into an ear y d'alog with the 'n'tiator of the
request. The UAS does not have to be a discreet process from
the proxy. It could be a virtual UAS impiemented in the same
code space as the proxy.

 

        
 

3 6xx r spons s ar d 'v r d hop by hop. When issuing a 3—6xx
response, the element is effectively acting as a UAS, issuing
its own response, usua y based on the responses received from
downstream elements. An element SHOULD preserve the To tag
when simpiy forwarding a 3—6xx response to a request that did
not contain a To tag.

 

   

 

A proxy MUST NOT modify the To tag in any forwarded response to
a request that contains a To tag. 
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While it makes no difference to the upstream elements if the
proxy replaced the To tag in a forwarded 3—6xx response,
preserving the original tag may assist with debugging. 

 
When the proxy is aggregating information from several
responses, choosing a To tag from among them is arbitrary, and
generating a new To tag may make debugging easier. This
happens, for instance, when combining 401 (Unauthorized) and
407 (Proxy Authentication Required) chailenges, or combining
Contact values from unencrypted and unauthenticated 3xx
responses.

  

7. Aggregate Authorization Header Field Values

If the selected response is a 401 (Unauthorized) or 407 (Proxy
Authentication Required), the proxy MUST co ect any WWW—
Authenticate and Proxy—Authenticate header f'eld va ues from
all other 401 (Unauthorized) and 407 (Proxy Authentication
R quir d) r spons s r c iv d so far in this response context
and add them to this response without mod'f'cation before
forwarding. The resulting 401 (Unauthorized) or 407 (Proxy
Authentication Required) response could have severai WWW—
Authenticate AND Proxy—Authenticate header field vaiues.

 

  
 

  

 
   

 
This is necessary because any or ail of the destinations the
request was forwarded to may have requested credentials. The
client needs to receive ail of those chalienges and supply
credentials for each of them when it retries the request.
Motivation for this behavior is provided in Section 26.

 
  

   

8. Record—Route

 

If the selected response contains a R cord Rout h ad r fi ld
vaiue originally provided by this proxy, the proxy MAY choose
to r writ th valu b for forwarding the response. This
aliows the proxy to provide different URIs for itself to the
next upstream and downstream eiements. A proxy may choose to
use this mechanism for any reason. For instance, it is useful
for muiti—homed hosts.

 

  
 

 
If the proxy r c iv d th r qu st ov r TLS, and sent it out
over a non—TLS connection, the proxy MUST rewrite the URI in
th R cord Rout h ad r fi ld to be a SIPS URI. If the proxy
r c iv d th r qu st ov r a non—TLS connection, and sent it out
over TLS, the proxy MUST rewrite the URI in the Record—Route
header field to be a SIP URI.
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The new URI provided by the proxy MUST satisfy the same
constraints on URIs placed in R cord Rout h ad r fi ids in
requests (see Step 4 of Section 16.6) with the following
modifications:

 

 
The URI SHOULD NOT contain the transport parameter uniess the
proxy has knowledge that the next upstream (as opposed to
downstream) element that will be in the path of subsequent
requests supports that transport.

When a proxy does decide to modify the Record—Route header
field in :he resoonse, one of the operations it performs is
iocating :he Record—Route value :hat it had inserted. If the
request soiraled, and the proxy ins rt d a R cord Rout valu
in each i:erati01 of the spiral, locating the correct value in
the response (which must be the oroper iteration in the reverse

  
 
 
 

 
 

  
  

d rect'on) is tr'cky. The rules above recommend that a proxy
w sh ng to r wri: R cord Rout 1 ad r fi ld values insert
suff'c'en:1y dis:inct URIs into :h R cord Rout h ad r fi ld
so tha: tie righ: one may be selected for rewriting. A
RfiCOMMfiNDfiD mechanism to achieve this is for the proxy to
aopend a unique identifier for tie proxy instance to the user
portion of the URI.

 
 
 

  
 

1en tie response arrives, the proxy modifies the first
cord Rout whos id ntifi r matches the proxy instance. The

odification results in a URI without this piece of data
opended to the user portion of the URI. Upon the next
:eration, the same a gor'thm (find the topmost Record—Route
eader field value with the parameter) w' 1 correctly extract
1 n xt R cord Rout h ad r fi d va ue 'nserted by that

proxy.

      
 

 no‘w-m3w2    

 
Not every response to a request to which a proxy adds a
R cord Rout h ad r fi ld value will contain a Record—Route

header f'e d. If the response does contain a Record—Route
header f'e d, it will contain the value the proxy added.

 

 

  
 

Forward response

After performing the processing described in steps "Aggregate
Authorization Header Field Values" through "Record—Route", the
proxy MAY perform any feature specific manipulations on the
selected response. The proxy MUST NOT add to, modify, or
remove the message body. Uniess oth rwis sp cifi d, th proxy
MUST NOT remove any header field values other than the Via
header field value discussed in Section 16.7 Item 3. In

particular, the proxy MUST NOT remove any "received" parameter
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next Via header :'eld value whi e

processing the request associated with this response. The
use to the server transaction
use context. Th's will resu t 'n theassociated with the respo

response being sent to the
topmost Via header field vaiue.
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MUST forward the response
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server transport.
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If the
1die the transm  'ss

server transaction is 
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The server transaction m

it to the
'cate

   
 

machine.

as appropriate,
from the proxy.

r spoas or signai a

 
timeout

'ght ind
'n  'ts state These errors would be logged for diagnostic purposes

but the protocol requires no remediai action

The proxy MUST maintain the response context until ail of its
associa:ed tra

forwarding a fi 10. .11Genera:e CANC .s
 

If the

generate a

ma

forwarded response was a
CANCE.

 

associa:ed w'th

1sactions have been terminated, even a

' i response. 

request for a pend ng c
final response,

 
fter

the proxy MUST
'ent transactions
  

context.
 

.11
generate a

:h's response
. request for
   CANC associa:ed :h

   a pend ng c

A proxy SHOULD also 'ent transactions
  

  
response.
received a

  
 generated for i:. 

The requirement to CANC
forwardi
will not

(OK) resoonses on 
the CANCEL requests can

's response context when

 
and has not had an

 
Generating CANCEL requests is described

(OK)
more

but no finai

responses to an INVITE.

:han one branch may be generated before
be sent and processed.

 it receives a 6xx

ing client transaction is one that has
ional response,

qu state)

 
response (it i

associated CANCEL
in

  

EL pending client transactions upon
mg a final response does not guarantee that an e
receive multiple 200

int1de
E 200 

Further, it is 
reasonabie to expect that a future extension may override this
requirement to issue CANCEL requests. 

16.8 Processing Timer C

 

     

 
 

 

  
  

If timer C shouid fire, the proxy MUST ith r r s t th tim r with
any value it chooses, or terminate the ciient transaction. If the
c 'ent transaction has received a prov s'ona response, the proxy
MUST generate a CANCEL request matching that transaction. If the
c 'ent transaction has not received a provisional response, the proxy
MUST behave as if the transaction received a 408 (Request Timeout)
response.
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Allowing the proxy to reset the timer allows the proxy to dynamically
extend the transaction’s lifetime based on current conditions (such
as ut' 'zation) when :he timer fires.  
 

   16.9 Hand 'ng Transport Errors
 

If the transport layer notifies a proxy of an error when it tries to
forward a request (see Section 18.4), the proxy MUST behave as if the
forwarded request received a 503 (Service Unavailable) response.

If the proxy is notified of an error when forwarding a response, it
drops the response. The proxy SHOULD NOT cancei any outstanding
client transactions associated with this response context due to this
notification.

 

If a proxy cancels its outstanding client transactions, a single
maiicious or misbehaving ciient can cause all transactions to fail
through its Via header fieid.

 
 

 
16.10 CANCEL Processing

 

 
A sta:efui proxy MAY genera:e a CANCEL to any other request it has
generated at any time (subject to receiving a provisional response to
that request as described in section 9.1). A proxy MUST cancel any
pending ciient transactions associated with a response context when
it receives a matching CANCEL request.

   
  

A sta:efui proxy MAY genera:e CANCEL requests for pending INVITE
clien: transactions based on the period spec f'ed in the INVITE s
Expires header field elapsing. However, th's 's generally
unnecessary since the endpoints invo ved wi take care of signaling
:he end of tne transaction.

  
     

 
 

    While a CANCEL request is handled in a stateful proxy by its own
server transaction, a new response context is not created for it.
Instead, the proxy iayer searches 'ts ex st ng resoonse contexts for
the server transaction handling the request associated with this
CANCEL. If a matching response context is found, :he element MUST
immediately return a 200 (OK) response to the CANCEL request. In
this case, the element is acting as a user agent server as defined in
Section 8.2. Furthermore, the element MUST genera:e CANCEL requests
for ail pending client transactions in the context as described in
Section 16.7 steo 10.

  
      

  
If a response context is not found, the element does not have any
knowiedge of the request to apply the CANCEL to. It MUST statelessly

forward the CANCEL request (it may have statelessly forwarded the
associated request previously).
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16.11 Stateiess Proxy

 
qun acting statelessiy, a proxy is a simple message forwarder. Much
of the processing performed when acting statelessly is the same as

1en behaving statefuily. Th diff r nc s ar d taii d h r
  S
 

stateless proxy does not have any notion of a transaction, or of
1 r spons cont xt us d to describe stateful proxy behavior.
1stead, the stateless proxy takes messages, both requests and

esponses, directiy from the transport iayer (See section 18). As a
it, stateless proxies do not retransmit messages on their own.

1ey do, however, forward ali retransmissions they receive (they do
ot have the ability to distinguish a retransmission from the

inal message). Furthermore, when handling a request statelessly,
1 eiement MUST NOT generate its own 100 (Trying) or any other

provisional response.

 

 
   

H ._._ IQ

 mo5H8HHn> U) c

 
A stateiess proxy MUST va 'date a request as described in Section
16.3

 

  
A stateiess proxy MUST fo ow :he request processing steps described
in Sections 16.4 through i6.5 with the following exception:

  
o A stateiess proxy MUST cqoose one and only one target from the

target set. This choice MUST only rely on fields in the
message and t'me—invar'aqt properties of the server. In
particuiar, a retransmit:ed request MUST be forwarded to the
same destination each time it is processed. Furthermore,
CANCEL and non—Routed AC< reques:s MUST generate the same
choice as their associated INVITE.

   

    
A stateiess proxy MJST follow :he request processing steps described
in Section 16.6 witq the fo ow ng exceptions:

   

 
o The requirement for unique branch IDs across space and time

applies to stateless proxies as weli. However, a stateless
proxy cannot simply use a random number generator to compute
the first comoonent of the branch ID, as described in Section

16.6 bullet 8. This is because retransmissions of a request
need to have :he same value, and a stateiess proxy cannot tell

a retransmission from the original request. Therefore, the
component of :he branch parameter that makes it unique MUST be
the same each time a retransmitted request is forwarded. Thus
for a stateless proxy, the branch parameter MUST be computed as

a combinatoric function of message parameters which are
invariant on retransmission.
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Response processing as described in Section 16.7 does not apply to a
proxy behaving statelessiy. When a response arrives at a stateless
proxy, the proxy MUST inspect the sent—by value in the first
(topmost) Via header f'e d value. If that address matches the proxy,
it equais a value this proxy has inserted into previous requests)
he proxy MUST remove that header field value from the response and
orward the result to the ocati01 'nd cated in the next Via header

'eld va ue. The proxy MUST NOT add to, modify, or remove the
message body. Unless sp c f' d o:h rwis , th proxy MUST NOT remove
any other header field values. I: the address does not match the
proxy, the message MUST be s'lent y discarded.

    
 

 
   Hmmflax 
    

  

16.12 Summary of Proxy Route Processing

In the absence of iocal policy to the contrary, the processing a
proxy performs on a request containing a Route header fieid can be
summarized in the :oilowing steps.

 
 

1. The proxy w'l inspect the Request—URI. If it indicates a
resource owned by this proxy, the proxy will replace it with
the resuits 0: running a location service. Otherwise, the
proxy wiil no: change the Request—URI.

     
  
 

 

2. The proxy wili inspect the URI in the topmost Route header
field vaiue. If it indicates this proxy, the proxy removes it
from the Route header f'eld (th's route node has been
reached).

3. The proxy w' 1 forward the request to the resource indicated
  by the URI in the topmost Route header field value or in the

Request—URI if no Route header field is present. The proxy
determines the address, port and transport to use when
forwarding the request by applying the procedures in [4] to
that URI.

 

If no strict—routing elements are encountered on the path of the
request, the Request—URI will always indicate the target of the
request.

 
16.12.1 Rxamp es
 

 
16.12.1.1 Ras'c SIP Trapezoid

 
 

This scenario is the basic SIP trapezoid, U1 —> P1 —> P2 —> U2, with
both proxies record—routing. Here is the flow.
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Ul sends:

INVIT? s'p:callee@domain.com SIP/2.0
 
 

Contact: sip:caller@ul.example.com   
 

 

 
 

 
  

June 2002

to P1. P1 is an outbound proxy. P1 is not responsible for
domain.com, so it ooks it up 'n DNS and sends it there. It also
adds a R cord Rout h ad r fi “d value:

INVITE sip:callee@domain.com SIP/2.0
Contact: sip:ca er@ul.example.com
Record—Route: <sip:pl.examp“e.com;lr>

P2 gets :his. It is responsible for domain.com so it runs a location
service and rewrites the Request—URI. It also adds a Record—Route
header field value. There is no Route header field, so it resolves 
the new Request—URI to d t rmin wh r to s nd th r gu st:

  
INVITE sip:callee@u2.domain.com SIP/2.0
Contact: sip:calier@ul.example.com
Record—Route: <sip:p2.domain.com;lr>
Record—Route: <sip:pl.example.com;lr>

 
The callee at u2.domain.com gets this and responds with a 200 OK:

SIP/2.0 200 OK

Contact: sip:callee@u2.domain.com
Record—Route: <sip:p2.domain.com;lr>
Record—Route: <sip:pl.examp“e.com;lr>

The ca ee at u2 also sets its dialog state’s remote target URI to
   

 sip:ca er@ul.examp“e.com and its route set to:
 

 
(<sip:p2.domain.com;lr>,<sip:pl.example.com;lr>)

This is forwarded by P2 to P1 to Ul as normal. Now, Ul sets its
dialog state’s remote target URI to sip:callee@u2.domain.com and its
route set to:

(<sip:pl.exampie.com;lr>,<sip:p2.domain.com;lr>)

Since all the route set elements contain the lr parameter,
constructs the fo lowing RY? request:

   
 

   
RY? s'p:callee@u2.domain.com SIP/2.0
Route: <sip:pl.example.com;lr>,<sip:p2.domain.com;lr>
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As any other element (including proxies) would do, it resolves the
URI in the topmost Route header f'eld va ue using DNS to determine
wh r to s nd th r gu st. This goes to P1. P1 notices that it is
not responsibie for the resource 'nd cated in the Request—URI so it
doesn’t change it. It does see that it is the first value in the
Rou:e header field, so it removes that value, and forwards the

request to P2:

 
    

  
   

RY? sip:ca ee@u2.domain.com SIP/2.0
Route: <sip:p2.domain.com;lr>

  
P2 also notices it is not responsibie for the resource indicated by
the Request—URI (it is responsible for domain.com, not
u2.domain.com), so it doesn’t change it. It does see itseif in the
first Route header field value, so it removes it and forwards the

following to u2.domain.com based on a DNS lookup against the
Request—URI:

    
  
RY? sip:cal ee@u2.domain.com SIP/2.0
 

l6.l2.l.2 Traversing a Strict—Routing Proxy  In this scenario, a diaiog is estabiished across four proxies, each
of which adds R cord Rout h ad r fi ld values. The third proxy
implements the strict—routing procedures specified in RFC 2543 and
many works in progress.

  
 

Ul—>Pl—>P2—>P3—>P4—>U2

The INVIT? arriv'ng at U2 contains:
 

 _*J
INVIT' sip:ca 1ee@u2.domain.com SIP/2.0
Contac:: sip:calier@ul.exampie.com
Record—Route: <sip:p4.domain.com;lr>
Record—Route: <sip:p3.middie.com>
Record—Route: <sip:p2.exampie.com;ir>
Record—Route: <sip:pl.exampie.com;ir>

 
   

    

Which U2 responds to with a 200 OK. Later, U2 sends the following
RY? request to P4 based on the first Route header field value.
  
 

  
RY? sip:caller@ul.example.com SIP/2.0
Route: <sip:p4.domain.com;lr>
Route: <sip:p3.middie.com>
Route: <sip:p2.exampie.com;ir>
Route: <sip:pl.exampie.com;ir>
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P4 is not responsible for the resource indicated in the Request—URI
 so 't wi 1 eave  't alone.
 

It notices that it is the element in the

first Route header field value so it removes it. It then prepares to  sip:p3.m'dd e.com,
 send the request based on the now first Route header field value of

but it notices :hat this URI does not contain the  
lr oarameter, so before sending, i: reformats the request to be: 

 
 

Route: <sip:p2
Route: <sip:pl
Route: <s p:ca

  

RY? s'p:p3.midd__e.com SIP/2.0

. exampie . com; __r>

. exampie . com; __r>   

P3 is a strict router, so

 
 

  

RY? sip:p2.example.com;
Route: <sip:pl.example.com;ir>
Route: <sip:caller@ul.exampie.com>

 
l er@ui.exampie.com>

it forwards the following to P2:

 ir SIP/2.0

 

P2 sees the request—URI is a value it piaced into a Record—Route
header field, so before further processing, it rewrites the request
to be:

  
 

 Route: <sip:pl

 

RY? s'p:ca11er@ul.example.com SIP/2.0
.exampie.com;lr>

P2 is not responsible for ul.example.com, so it sends the request to
P1 based on the resolution of the Route header field value.

Pl qo:ices itself

 
 removes it, resulting in:   
in the topmost Route header field value, so it

RY? s'p:ca11er@ul.example.com SIP/2.0

Since P1 is not responsible for ul.example.com and there is no Route
header field, Pl will forward the request to ul.example.com based on

 
the Request—URI.
 

l6.l2.l.3 Rewriting R cord Rout H ad r Fi ld Values

In this scenario,
 

Ul—>Pl—>U2

Rosenberg, et. al.

U1 and U2 are in different private namespaces and
they enter a dialog through a proxy Pl, which acts as a gateway
between the namespaces.

Standards Track [Page 121]

Apmelnc
Ex.1004-Page676



Apple Inc.
Ex. 1004 - Page 677

RFC 3261

U1 sends:

INVII?

Contac

 
sip:cal
 

Pl uses i  
INVIT_*J 

SIP: Session Initiation Protocol

 
sip:cal

Contac

Record—Route:   
 

 

 
 

U2 sends :his 200 (OK) back to P

SIP/2.0 200 OK
Contac:.

Record—Route:

Pl

Ul will find useful, and sends t

SIP/2.0 200 OK

Contact: <sip:cailee@u2.rig
Record—Route:

Later, Ul sends the fo owing RY?

RY? sip:callee@u2.rj
Route: <sip:gateway.ieftpriva 

 

l:

 

4 

  
which Pl forwards to U2 as:

:QYH 
 

  l7 Transactions

SIP is a transactionai protocol:
place in a series of  

request to P1: 
:espace.com;lr>

ee@gateway.leftprivatespace.com SIP/2.0
<sip:caller@ul.leftprivatespace.com>

:s location service and sends the following to U2:

ee@rightprivatespace.com SIP/2.0
<sip:cailer@ul.leftprivatespace.com>

<sip:gateway.rightprivatespace.com;lr>

<sip:cailee@u2.rightprivatespace.com>
<sip:gateway.rightprivatespace.com;lr>

1torivatespace.com>
<sip:gateway.leftprivatespace.com;lr>

_ghtprivatespace.com SIP/2.0

s'p:callee@u2.rightprivatespace.com SIP/2.0

June 2002

rewrites its Record—Route header parameter to provide a value that
1e foilowing to Ul:

interactions between components take
independent message exchanges. Specifically,

a

SIP transaction consists of a single request and any responses to
'ch
 

that request, wh
one or more f'na

reques was an INVII
transaction a so inc

 
 

 
responses.

L
 

a 2XX response. If  
(known as

udes the AC

an INVITE  the

 
 

K only if the f

'nclude zero or more provisional responses and
In the case of a transaction where the

transaction),
'na response was not

he response was a 2xx, the ACK is not considered

Rosenberg,

the transaction.part 0  
'vering all 200
  

  

et. al.

'ver them all to the UAC,
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(OK) responses to an INVII

1e importance 0   the UAS alone ta
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for retransmitting them (see Section 13.3.1.4), and the UAC aione
takes respons'b' ity for acknowledging them with ACK (see Section
13.2.2.4).

Transactions have a client side and a s rv r sid
is known
transaction.
server transaction sends
transactions are

 
elements.

proxy servers.
th UAC

 S  ince this ACK is retransmitted only by the UAC,
effectively considered its own transaction.

it is 
Th cli nt side
 

as a ciient transaction and the server side as a server
The client

th
transaction sends the request, and the

nt and server Th cli
 

   Spec'f

og
'ca

'ca

1y,
 

x cut s th
Consider

 
the  

executes the server transaction.

client transaction,
in
wh
Th  the inbound proxy.

 

C 

 

r spons

 example i
nt transaction,

The

functions that are embedded in any number of
they exist within user agents and stateful

n Section 4. In this example,
and its outbound proxy

outbound proxy also executes a

which sends the request to a server transaction

 

That proxy also executes a client transaction,
ich in turn sends the request to a server transaction in the UAS.
is is shown in Figure 4.
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Figure 4: Transaction reiationships

 
A stateless proxy does not contain a client or server transaction.
The transaction exists between the UA or statefui proxy on one side,
and the UA or stateful proxy on the other side.
transactions are concerned,

transparent.

request from the e_
element the

proxy),

Rosenberg,
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e

 or TU;

As far as SIP

stateless proxies are effectively
The purpose of the client transaction is to receive a

_ement in which the client is embedded
"Transaction User"

 
 

(cal th'
it can be a UA or a statefui

S

  
nd reliabiy deliver the request to a server transaction.
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ing responses
filtering out any response

(such as a response to ACK). ciient

:ing the ACK request for any

:ransaction is to receive
deliver them to the TU. The

ons from the
from the TU and
on over the
absorbs the ACK

 
 

speciai treatment.

ing a 2xx response.
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response is
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knows the e

retransm

1tire set

.Ltted only by a UAS, and its ACK generated only

of this special hand
:he UA core,

ion of the ACK for the 2xx

iong the path merely forwards each 2xx response to INVITE

 
handled by
generat
proxy a  

 
iing, retransm

 
its corresponding ACK.

1 Client Transaction

The client transaction prov
maintenance of a state mach

The TU communicates with the client transact
When the TU w'

it transact
interface.
creates a clie

and an IP address,
client transac

 

 ine.

ishes to ini

 
port, and transpor

 

    

tiate a

t to wh' 

 

is handled by the UA core.

ion through a simp
new transaction,

ion and passes it the SIP request to send
ich to send it.

:ion begins execution of its state machine.
responses are oassed up to the TU from the c

This end— to— end treatment is needed so that a caller

of users that have accepted the ca
issions of the 2xx response are

not the transaction layer.

 Eecause
 

  sim'
 

arly,
 Each

E and 

ides its functionality through the

ie

it

The

Valid
 

iient transaction.

  
   

 

There are two :ypes of client transaction state machines, depending
on the method of the request passed by the TU. One handies client
transactions for INVITE requests. This tyoe of mach' ne 's referred
to as an INVITE cl' ent transaction. Another type handles ciient
transactions for ail requests except INVITE and ACK. Th's 's
referred to as a non—INVITE client transac:ion. There is no client

transaction for ACK. If tie TU wishes to send an ACK, it passes one
directly to the transport layer for transmission.
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within the context of the transaction layer is to take the message
previously sent to the transport layer and pass it to the transport
layer once more.

 
When timer A fires 2*T1 seconds later, the request MUST be 

           

retransmit:ed again (assuming the client transac:ion 's st'll in this
state). Tnis process MUST continue so that the request is
retransmit:ed wi:h intervais that double after each transmission.

These retransm'ss'ons SHOULD oniy b don whil :h cii nt
transact on is 'n the "ca ing" s:ate.

The defaul: vaiue for T1 is 500 ms. T1 is an es:imate of the RTT

between :he client and server transactions. ? ements MAY (though it
is NOT RHCOMMHNDHD) use smaller vaiues of T1 w tn'n closed, private
networks tnat do not permit generai Internet connection. T1 MAY be
chosen larger, and this is RfiCOMMfiNDfiD if it is <nown in advance
(such as on high latency access links) that the RTT is larger.
Whatever tne vaiue of T1, the exponentiai backoffs on retransmissions
described in this section MUST be used.

 
 
 

     
   

    
 
 

 
 

  
If the client transaction is still in the "Calling" state when timer
3 fires, tne client transaction SHOULD inform the TU that a timeout

nas occurred. The clien: transaction MUST NOT generate an ACK. The
value of 64*T1 is equai :o the amoun: of time required to send seven
requests in the case of an unreiiable transport.

    
  

If the c 'ent transaction receives a prov s ona response while in
the "Cal 'ng" state, i: :ransitions to the "Proceeding" state. In the
"Proceeding" state, the client transaction SHOULD NOT retransmit the
request any longer. Furtnermore, the prov s ona response MUST be
passed to :he TU. Any further provisionai responses MUST be passed
up to the TU while in the "Proceeding" state.

    
  

    
When in ei:her the "Cailing" or "Proceeding" states, reception of a
response with status code from 300—699 MUST cause the c 'ent
transaction to transition to "Compieted". The client transaction
MUST pass :he received response up to the TU, and the c 'ent
transaction MUST generate an ACK request, even if the transport is
reliab e (guidel'nes for constructing the ACK from the response are
g ven 'n Section 17.1.1.3) and then pass the ACK to the transport
layer for :ransmission. The ACK MUST be sent to the same address,
port, and :ransport to which the original request was sent. The
ciient transaction SHOULD start timer D when it enters the

"Completed" state, with a value of at least 32 seconds for unreliable
transports, and a vaiue of zero seconds for reliable transports.
Timer D reflects the amount of time tnat the server transaction can

remain in the "Completed" state when unreliable transports are used.
This is equal to Timer H in the TNVTTL server transaction, whose

 

       
 

  
 

    

Rosenberg, et. al. Standards Track [Page 126]

Apmelnc
EX.1004-Page681



Apple Inc.
Ex. 1004 - Page 682

RFC 3261 SIP: Session Initiation Protocol June 2002

default is 64*Ti. However, the client transaction does not know the

value of T1 in use by the server transaction, so an absolute minimum
of 32s is used instead of basing Timer D on T1.

 
   

Any retransm ss ons of the f'na response that are received while in
the "Completed" state MUST cause the ACK to be re—passed to the

transport layer for retransm ss on, but th n wiy r c iv d r spons
MUST NOT be passed up to the TU. A retransmission of the response is
defined as any response which would match the same client transaction
based on the rules of Section 17.1.3.
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2XX response MUST cause the client transaction to enter the "Terminated" state, and the response MUST be passed up to the TU.

The handling of this response depends on whether the TU is a proxy
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17.

 
core or a UAC core. A UAC core wi handle generation of the ACK for
this response, while a proxy core will always forward the 200 (OK)
upstream. The differing treatment of 200 (OK) between proxy and UAC
is the reason that handling of it does not take place in the
transaction layer.

 

 

The c 'ent transaction MUST be destroyed the instant it enters the
"Terminated" state. This is actually necessary to guarantee correct
operation. The reason is that 2xx responses to an INVITE are treated
differentiy; each one is forwarded by proxies, and the ACK handling
in a UAC is different. Thus, each 2xx needs to be passed to a proxy
core (so that it can be forwarded) and to a UAC core (so it can be

acknowledged). No transaction layer processing takes place.
Wh n v r a r spons is r c iv d by the transport, if the transport
layer finds no matching client transaction (using the rules of
Section 17.1.3), the response is passed directiy to the core. Since
the matching client transaction is destroyed by the first 2xx,
subsequent 2xx will find no match and therefore be passed to the
core.

 

    

 

 
 

 

 
1.1.3 Construction of the ACK Request

This section specifies the construction of ACK requests sent within
the ciient transaction. A UAC core that generates an ACK for 2xx
MUST instead follow the rules described in Section 13.

 
 

The ACK request constructed by the client transaction MUST contain
vaiues for the Call—TD, From, and Request—URI that are equal to the

vaiues of those header fields in the request passed to the transport
by the ciient transaction (ca th's the "or'g'nal request"). The To
header field in the ACK MUST equal the To header fieid in :he
response being acknowledged, and therefore w'l usua ly differ from
the To header fieid in the or g'na request by the addition of the
tag parameter. The ACK MUST contain a single Via header field, and
this MUST be equai to the top Via header fieid of the or'g'nal
request. The CSeq header fieid in the ACK MUST contain the same
vaiue for the sequence number as was present in the original request,
but the method parameter MUST be equal to "ACK".
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If the INVITE request whose response is being acknowledged had Route
header fields, those header fields MUST appear in the ACK. This is
to ensure that the ACK can be routed properly through any downstream

stateless proxies.

Aithough any request MAY contain a body, a body in an ACK is special
since the request cannot be rejected if the body is not understood.
Therefore, placement of bodies in ACK for non—2xx is NOT RECOMMENDED,
but if done, the body types are restricted to any tqat appeared in
the INVITE, assuming that the response to the INVITE was not 415. If
it was, tie body in the ACK MAY be any type listed in the Accep:
header field in the 415.

  
  
 

 
   

For example, consider the following request: 
INVITE s'p: bob@bi__oxi. com SIP/2. 0
Via: SIP/2. O/UDP pc33. atlanta. com; branch= z9hG4kajshdyff
To: 30b <sip:bob@b' ox1.com>
From: Al' ce <s1p:a 'ce@atlanta.com>;tag=88sja8x
Max—Forwards: 70

Call—ID: 987asjd97y7atg
CSeq: 986759 INVITE

 
 

 
    
  

 

The ACK request for a non—2XX final response to this request would
look iike this:

 
ACK sip: bob@bi.-oxi. com SIP/2. 0
Via: SIP/2. O/UDP pc33. atlanta. com; branch= z9hG4kajshdyff

To: 30b <sip:bob@b' ox1.com>;tag=99sa0xk
From: Al1ce <s' p:a 'ce@atlanta.com>;tag= 88sja8x
Max—Forwards: 70

Call—ID: 987asjd97y7atg
CSeq: 986759 ACK

 
    
  

17.1.2 Non—INVITE Client Transaction 

 17.1.2.1 Overview of the non—INVITE Transaction

Non—INVITE transactions do not make use of ACK. They are simple
request—response interactions. For unreliable transports, requests
are retransmitted at an interval which starts at T1 and doubies until

it hits T2. If a provisional r spons is r c iv d, r transmissions
continue for unre 1ab e transports, but at an intervai of T2. The

server transaction retransmits the iast response it sent, which can
be a prov1s' ona or f'na response, only when a retransmission of the
request is received. Th's 's why request retransmissions need to
continue even after a provisional r spons ; th y ar to nsur
reliable deiivery of the final response.
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amount of time the network
and server transactions.
is a retransmission when

 'n Section
 

it matches the same transaction, using the rules spec'fied 
17.1.3. If Timer K fires wh'le in tn's state,

 

  
MUST transition to the "Terminated" state.

 
Once the transaction is in the terminated state,

immediateiy.

 
17.1.3 Matching Responses to Client Transactions

 
When the transport layer in th cli nt r
 

determine which ciient transaction will handle the respo
c iv s a r spons ,

 the client transaction

it MUST be destroyed

it has to

nse, so that

the processing of Sections 17.1.1 and 17.1.2 can take place. The 
branch parameter in the top Via header field is used for this
purpose. A response matches a client transaction under :wo
conditions:

1. If the response has the same value of the branch oarameter in
the top Via header field as the branch parameter
Via header field of the request that created the

2. If the method parameter in the CSeq header field

 
method of the request that created the transaction.
method is needed since a CANCEL request constitutes a

the same vaiue of the branch

  
 different transaction, but shares

parameter.

If a request is sent via multicast, it is possible that
generate multiple responses from different servers.

in the topmost Via,

 
will all have the same branch parameter  

 

in the top
:ransaction.

matches the

't w'll
 

 These responses
but vary 

in the To tag. The first response received, based on the ruies
above, will be used, and others wi 1 be v ewed as retransmissions.

   
That is not an error; multicast SIP provides oniy a rudimentary

 "singie—hop—discovery—like" service that
single response. See Section 18.1.1 for 
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17.1.4 Handling Transport Errors
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Figure 6: non—INVITE client transaction

When the client transaction sends a request to the transport layer to
be sent, the following procedures are followed if the transport layer
indicates a failure.
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action

nsaction is responsible for the delivery of requests to
reiiable transmission of responses. It accomplishes
state machine. Server transactions are created by the

quest is received, and transaction handling is desired
st (this is not always the case).

  

 

 
ient transactions, the state machine depends on whether:'
equest is an INVITL request.

 

17.2.1 INVITE Server Transaction

The state diag
Figure 7.

When a server

"Proceeding" s
(Trying) respo

 

ram for the INVITE server transaction is shown in

 
transaction is constructed for a request, it enters the
tate. The server transaction MUST generate a 100
nse unless it knows that the TU wili generate a 

prov'sional or
generate a 100
needed to quen
network conges

according :o t
insertion of t

was presen: in
The reques: MU

 

The TU oasses

transac:ion.

"Proceeding" s
layer for :raq
transac:ioq la

a change in t1
retransm'ss'oq

fina response within 200 ms, in which case it MAY
(Trying) response. This prov s'ona response is

ch request retransm'ss'ons rap'd y 'n order to avoid
tion. The 100 (Trying) response is constructed
he procedures in Section 8.2.6, except that the
ags in the To header field of th r spons (wh n non
the request) is downgraded from MAY to SHOULD NOT.

ST be passed to the TU.
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retransmitted by the server transaction; retransmissions of 2xx
responses are handled by the TU. The server transaction MUST then
transition to the "Terminated" state.

While in the "Proceeding" state, if the TU passes a response with
status code from 300 to 699 to the server transaction, the response
MUST be passed to the transport layer for transmission, and the state
machine MUST enter the "Completed" state. For unreiiable transports,
timer G is set to fire in T1 seconds, and is not set to fire for

reliable transports.

 

  
This is a change from RFC 2543, where responses were aiways
retransmitt d, v n ov r r liabl transports.

 

When the "Compieted" s:ate is entered, timer H MUST be set to fire in
64*Tl seconds for all :ransports. Tim r H d t rmin s wh n th s rv r
transaction abandons retransmitting the response. Its value is
chosen to equa Timer R, the amount of time a client transact on wi 1
continue to retry sending a request. If timer G fires, the response
is passed to the transoort layer once more for retransmission, and
timer G is set to f're 'n MTN(2*T1, T2) seconds. From then on, when

timer G fires, the resoonse is passed to the transport again for
transmission, and timer G is reset with a value that doubles, unless
that vaiue exceeds T2, 'n wh ch case it is reset with the vaiue of

T2. Th's is ident'cal to the retransmit behavior for requests in the
"Trying" state of the non—INVITE client transaction. Furthermore,
while in the "Compieted" state, if a request retransmission is
received, the server SHOULD pass the response to the transport for
retransmission.

 

    
  

         
  

    

If an ACK is received while the server transact on is 'n the

"Compieted" state, the server transaction MUST transition to the
"Confirmed" state. As Timer G is ignored in this state, any
retransmissions of the response wi cease.

 

    
 
 

 
If timer H fires while in the "Compieted" state, it implies that the
ACK was never received. In this case, the server transaction MUST
transition to the "Terminated" state, and MUST indicate to the TU
that a transaction failure has occurred.
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Figure 7: INVITE server transaction
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17.

 
The purpose of the "Confirmed" state is to absorb any additional ACK
messages that arrive, triggered from retransmissions of the final
response. When this state is entered, timer I is set to f're 'n T4
seconds for unreliable transports, and zero seconds for re 'ab e
transports. Once timer I fires, the server MUST transition to the
"Terminated" state.

      
 

 

Once the transaction is in the "Terminated" state, it MUST be

destroyed immediately. As with client transactions, this is needed
to ensure reliabiiity of the 2xx responses to INVITL.  

*J
2.2 Non—INVIT; Server Transaction

The state macqine for the non—INVIT: server transaction is shown in

Figure 8.

 

  
The state macq'ne is 'nitia ized in the "Trying" state and is passed
a request other than INVITE or ACK when in't'alized. This request is
passed up to :he TU. Once in the "Trying" state, any further request
retransmissioqs are discarded. A request is a retransmission if it
matches the same server transaction, using the rules specified in
Section 17.2.3.

  
 

    

 
While in the "Trying" state, if the TU passes a provisionai response
to the server transaction, the server transaction MUST enter the

"Proceeding" state. The response MUST be passed to the transport
layer for transmission. Any further provisional responses that are
received from the TU wh' e in the "Proceeding" state MUST be passed
to the transport layer for transmission. If a retransmission of the
request is received whiie in the "Proceeding" state, the most
recently sent prov'siona response MUST be passed to the transport
layer for retransmission. If the TU passes a finai response (status
codes 200—699) to the server whiie in the "Proceeding" state, the
transaction MUST enter the "Compieted" state, and the response MUST
be passed to the transport layer for transmission.

 

    
 

 
 

When the server transaction enters the "Completed" state, it MUST set
Timer J to fire in 64*T1 seconds for unreliable transports, and zero
seconds for rel'ab e transports. Whiie in the "Completed" state, the
server transaction MUST pass the finai response to the transport
layer for retransm'ss on whenever a retransmission of the request is
received. Any other finai responses passed by the TU to the server
transaction MUST be discarded while in the "Compieted" state. The
server transaction remains 'n th's state unt' T mer J fires, at

which point it MUST trans t'on to the "Terminated" state.

 

    
    
     
 

 
The server transaction MUST be destroyed the instant it enters the
"Terminated" state.
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17.2.3 Matching Requests to Server Transactions

When a request is received from the network by the server,
 be matched to an existing transaction.

following manner.

The branch parameter in the topmost Via header field 0:
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Therefore,
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is
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:he method of the request matches the one that created the
except for ACK,
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method of :he request
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:he matching process because
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or does not contain the magic cookie,
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 :he To tag of the AC
:he server transaction.

< matches the To tag of the

Matching is done based on
the matching ruies defined for each of those header fields.
Inclusion of the 

 
:ag in the To header field in the ACK matching

process helps disambiguate ACK for 2xx from ACK for other responses
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at a proxy, which may have forwarded both responses (This can occur
in unusual conditions. Specificaliy, when a proxy forked a request,
and then crashes, the responses may be delivered to another proxy,
which might end up forwarding multiple responses upstream). An ACK
request that matches an INVITE transaction matched by a previous ACK
is considered a retransmission of that previous ACK.
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Figure 8: non—INVIT: server transaction
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l7

l8

 rules defined for each of those header fields. When a non—INVITE

request matches an existing transaction, it is a retransmission of
:he request that created that transaction.

Because the matching rules inciude the Request—URI, the server cannot
match a response to a transaction. When the TU passes a response to
:he server transaction, it must pass it to the specific server
:ransaction for which tne response is targeted.

  
 .2.4 Handiing Transport Errors

When the server transac:ion sends a response to the transport layer
to be sent, the following procedures are followed if the transport
layer indicates a failure.

First, the procedures in [4] are followed, which attempt to deliver
the response to a backuo. If those should a] fa'], based on the
definition of fa' ure 'n [4], the server transaction SHOULD inform
the TU that a fa' ure has occurred, and SHOULD transition to the
terminated state.

 
   

 
 

  
 

Transport

ne transoort layer is responsible for the actual transmission of
equests and responses over network transports. This includes
etermina:ion of the connection to use for a request or response in
ne case of connection—oriented transports.

fiQ-HI—l
ne transoort layer is responsible for managing persistent
onnections for transport protocois like TCP and SCTP, or TLS over
nose, 'nclud'ng ones ooened to the transport layer. This includes

ions opened by tne ciient or server transports, so that
ions are shared between client and server transport functions.

nese connections are indexed by the tupie formed from the address,
and transport pro:ocoi at the far end of the connection. When

connection is opened by the transport iayer, this index is set to
ne destination IP, por: and transport. When the connection is

accepted by the transport layer, this index is set to the source TP
address, oort number, and transport. Note that, because the source

port is often ephemeral but it cannot be known whether it is
ephemeral or selected tnrough procedures in [4], connections accepted
by the transport iayer will frequentiy not be reused. The result is
that two proxies in a "oeering" relationship using a connection—
oriented transport frequentiy will have two connections in use, one
for transactions 'nitia:ed 'n each direction.

 

  
 O H d.    

 nmroHooWoH oo 5555 mm oo nn  
\
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is consumed by IP/UDP, assuming no IPSec). 1300 is chosen when
oath MTU is not known, based on the assumption of a 1500 byte
Ethernet MTU. 

If an eiement sends a request over TCP because of these message size
constraints, and that request would hav oth rwis b n s nt ov r
UDP, if the attempt to estabiish the connection generates either an
ICMP Protocol Not Supported, or results in a TCP reset, the eiement
SHOULD retry the request, using UDP. Th's 's on y to provide
backwards compatibility with RFC 2543 compl'ant 'mplementations that
do not support TCP. It is anticipated that this behavior w'1 be
deprecated in a future rev s'on of this spec f cation.

 
 

 
 

  
     

 
  

 
A client that sends a request to a mu t cast address MUST add the
"maddr" parameter to its Via header f'e d va ue containing the
dest nat on mu ticast address, and for IPv4, SHOULD add the "ttl"

parameter with a value of i. Usage of IPv6 multicast is not defined
in this spec f cation, and will be a subject of future
standard zat on when the need arises.

  
 

    
  

  
These ruies resuit in a purposeful limitation of multicast in SIP.
Its primary funct'on 's to provide a "s ng e—hop—discovery—iike"
service, del'ver'ng a request to a group of homogeneous servers,
where 't 's only required to process the response from any one of
them. This funct'ona 'ty is most usefui for registrations. In fact,
based on the transaction processing rules in Section 17.1.3, the
client transaction wi accept the first response, and view any
others as re:ransmissions because they all contain the same Via
branch identifier.

 
  

  
     
  

     
Before a request is sent, the client transport MUST insert a value of 

   
:1e "sent—by" fie d 'nto the Via header field. This field contains
an IP address or host name, and port. The usage of an FQDN is
RfiCOMMfiNDflD. This field is used for sending responses under certain    
  

conditions, described below. If the port is absent, the default
value depends on the transport. It is 5060 for UDP, TCP and SCTP,
5061 for TLS.

 
For reliable transports, the response is normally sent on the
connection on which the request was received. Therefore, the client
transport MUST be prepared to receive the response on the same
connection used to send the request. Under error conditions, the
server may attempt to open a new connection to send the response. To

 
handie this case, the transport layer MUST also be prepared to
receive an incoming connection on the source IP address from which 
the request was sent and port number in the "sent—by" field. It also
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MUST be prepared to receive incoming connections on any address and
port that would be selected by a server based on the procedures
described in Section 5 of [4].

 For unre iable un cast transports, the ciient transport MUST be
prepared to receive responses on the source TP address from which the
request is sent (as responses are sent back to the source address)
and the port number in the "sent—by" fieid. Furthermore, as with
reliable transports, in certain cases the response will be sent
elsewhere. The client MUST be prepared to receive responses on any
address and port that would be selected by a server based on the

procedures described in Section 5 of [4].

 

   

 
For multicast, the client transport MUST be prepared to receive
responses on the same multicast group and port to which the request
is sent (that is, it needs to be a member of the multicast group it
sent the request to.)

If a request is destined to an IR address, port, and :ransport to
which an existing connection is open, it is RfiCOMMfiNDfiD that this
connection be used to send the request, but another connection MAY be
opened and used.

 

  
 

 

If a request is sent using multicast, it is sent to the group
address, port, and TTL provided by the transport user. If a request
is sent using unicast unreliable transports, it is sent to the TR
address and port provided by the transport user.

 

 
18.1.2 Receiving Responses

When a response is received, the ciient transport examines the top
Via 1eader fieid value. If the vaiue of the "sent—by" parameter in
:hat header field value does not correspond to a value that the
ciiedt transport is configured to insert into requests, the response

UST be silent y d'scarded.

   
T: t1ere are any ciient transactions in existence, the client
:ransport uses the matching procedures of Section 17.1.3 to attempt
:0 match the response to an existing transaction. If there is a
math, the response MUST be passed to that transaction. Otherwise,
:he response MUST be passed to the core (whether it be stateiess
oroxy, stateful proxy, or UA) for further processing. Hand 'ng of
:hese "stray" responses is dependent on the core (a proxy w' 1
forward them, while a UA will discard, for example).
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18.2 Servers

18.2.1 Receiving Requests

A server SHOULD be prepared to receive requests on any IP address,
port and transport combination that can be the result of a DVS lookup
on a SIP or SIPS URI [4 that is handed out for the purooses of
communicating with that server. In this context, "handing out"
includes piacing a URI in a Contact header field in a RfiGISifiR
request or a redirect response, or in a R cord Rou: 1 ad r fi ld in
a request or response. A URI can aiso be "handed out" by placing it
on a web page or business card. It is also RfiCOMMfiNDfiD that a server
iisten for requests on the default SIP por:s (5060 for TCP and UDP,
5061 for TLS over TCP) on all public interfaces. The typical
exception would be private networks, or when multiole server
instances are running on the same host. For any port and interface
that a server listens on for UDP, it MUST iisten on that same port
and interface for TCP. This is because a message may need to be sent
using TCP, rather than UDP, if it is too iarge. As a resuit, the
converse is not true. A server need not 'sten for UDP on a

particular address and port just because it is listening on that same
address and port for TCP. There may, of course, be other reasons why

a server needs to listen for UDP on a particular address and port.

     
 
 

    
 
 

  
  

    
 

When the server transport r c iv s a r qu st ov r any transport, it
MUST examine the vaiue of the "sent—by" parameter in the top Via
header field vaiue. If the host portion of the "sent—by" parameter
contains a domain name, or if it contains an IP address that differs

from the packet source address, the server MUST add a "received"
parameter to that Via header f'eld va ue. This parameter MUST
contain the source address from which the packet was received. This
is to assist the server transport iayer in sending the response,
since it must be sent to the source IP address from which the request
came.

 
      

 

 
Consider a request received by the server transport which looks like,
in part:  

INVITE sip:bob@?'lox'.com SIP/2.0
Via: SIP/2.0/UDP bobspc.biloxi.com:5060

  
 

 
The request is received with a source IP address of 192.0.2.4.
3efore passing the request up, the transport adds a "received"
oarameter, so that the request would look like, in part:    

 
INVIT? s'p:bob@3iloxi.com SIP/2.0
Via: SIP/2.0/UDP bobspc.biloxi.com:5060;received=192.0.2.4
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The server transport uses the value of the top Via header field in
order to determine where to send a response.
following process:

If
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[4]
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Otherwise, if it is not r c iv r tagg d, th r spons MUST be
sent to the address indicated by the "sent—by" value, using the
procedures in Section 5 of [4]. 

18.3 Framing

In th
 

messag
assume

the tr

discar

messag
respon
eiemen

has no
end at

 

In the

Length
Length 

 18.4 Erro

 Error

respon

If the

unreli

depend
unreac

transp
Source

If the

transp

layer

19 Common

There

places
merit

Rosenberg

cas of m ssag ori nt d transports (such as UDP), i: the
e has a Content—Length header field, the message body is
d to contain that many bytes. If there are additionai bytes in
ansport packet beyond the end of the body, they MUST be
ded. If the transport packet ends before the end of the

e body, this is considered an error. If the message is a
se, it MUST be discarded. If the message is a request, the
t SHOULD generate a 400 (Bad Request) response. If the message

Content—Length header field, the message body is assumed to
the end of the transport packet.

  
 

case of stream—oriented transports such as TCP, the Content—
header f'e d indicates the size of the body. The Content—
header f'e d MUST be used with stream oriented transports.

 

  
 

r Handling

handling is independent of whether the message was a request or
se.

 
transoort user asks for a m ssag to b s nt ov r an

able transport, and the result is an ICMP error, the behavior
s on tie type of ICMP error. Host, network, port or protocol
hable errors, or parameter probiem errors SHOULD cause the

ort layer to inform the transport user of a faiiure in sending.
quencq and TTL exceeded ICMP errors SHOULD be ignored.

 
 

 
transoort user asks for a request to be sent over a reliabie

ort, and the result is a connection failure, the transport
SHOULD inform the transport user of a failure in sending.

 
Message Components

are certain components of SIP messages that appear in various
within SIP messages (and sometimes, outside of them) that

separate discussion.
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19.1 SIP and SIPS Uniform Resource Indicators

A SIP or SIPS URI identifies a communications resource. Like all

URIs, SIP and SIPS URIs may be placed in web pages, emaii messages,
or printed literature. They contain sufficient information to
initiate and maintain a communication session with the resource.

  
 

   
Txamp es of communications resources include the following:

 o a user of an online service

0 an appearance on a muiti—line phone

 
o a mailbox on a messaging system

0 a PSTN number at a gateway service

 o a group (such as "sales" or "heipdesk") in an organization

A SIPS URI specifies that the resource be contacted securely. This
means, in particuiar, that TLS is to be used between the UAC and the
domain that owns the URI. From there, secure communications are used

to reach th us r, wh r th sp cific security mechanism depends on
the policy of the domain. Any resource described by a SIP URI can be
"upgraded" to a SIPS URI by just changing the scheme, if it is
desired to communicate with that resource securely.

 
  

19.1.1 SIP and SIPS URI Components

The "sip:" and "sips:" schemes fo ow the gu'del'nes in RFC 2396 [5].
They use a form similar to the ma' to URL, a low'ng the specification
of SIP request—header fields and the SIP message—body. This makes it
poss b e to specify the subject, media type, or urgency of sessions
initiated by using a URI on a web page or in an email message. The
formal syntax for a SIP or SIPS URI is presented in Section 25. Its
generai form, in :he case of a SIP URI, is:

  

    
  

 

    
sip:user:password@host:port;uri—parameters?headers

The format for a SIPS URI is the same, except that the scheme is
"sips" instead of sip. These tokens, and some of the tokens in their
expansions, have the following meanings:

user: The identifier of a particular resource at the host being
addressed. The term "host" in this context frequentiy refers
to a domain. The "userinfo" of a URI consists of this user

field, the password fieid, and the @ sign following them. The
userinfo part of a URI 's optiona and MAY be absent when the
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destination host does not have a notion of users or when the

host itself is the resource being identified. If the @ sign is
present in a SIP or SIPS URI, the user fieid MUST NOT be empty. 
If the host being addressed can process teiephone numbers, for
instance, an Internet telephony gateway, a telephone—
subscriber fie d defined 'n RFC 2806 [9] MAY be used to

populate :he user field. There are speciai escaping rules for
encoding :elephone—subscriber fields in SIP and SIPS URIs
described in Section 19.1.2.

   
 

 

password: A oassword associated with the user. While the SIP and
SIPS URI syntax ailows this field to be present, its use is NOT
RflCOMMfiNDfiD, because the passing of authentication information
'1 c ear :ext (such as URIs) has proven to be a security risk
'1 a most every case where it has been used. For instance,
:ransporting a PIN number 'n th's field exposes the PIN.

     
  
 

   
 

 

 Note that the password fieid is just an extension of the user
oortion. Implementations not wishing to give special
significance to the password portion of the field MAY simply
:rea: "user:password" as a singie string.

  
hos:: Tue host providing the SIP resource. The host part contains

either a ful y—gua ified domain name or numeric IPv4 or IPv6
address. Using the fully—guaiified domain name form is
RfiCO MfiNDflD whenever possible.

 
 

   
   
 

por:: Tue port number where the request is to be sent.

URI parameters: Parameters affecting a request constructed from
:he JRI.

JRI oaram t rs ar add d aft r th hostport component and are

separated by semi—colons.

 
  
JRI oarameters take the form:

parameter—name "=" parameter—value

 
Even though an arbitrary number of URI parameters may be
included in a URI, any given parameter—name MUST NOT appear
more than once.

This extensible mechanism includes the transport, maddr, ttl,
user, method and lr parameters.
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The transport parameter determines the transport mechanism to
be used for sending SIP messages, as specified in [4]. SIP can
use any network transport protocol. Parameter names are
def_Lned for UDP (RFC 768 [14]), TCP (RFC 761 [15]), and SCTP

(RFC 2960 [16]). For a SIPS URI, the transport parameter MUST
indicate a reliable transport. 
The maddr parameter indicates the server address to be
contacted for this user, overriding any address derived from
the host field. When an maddr parameter is present, the port
and transport components of the URI apply to the address

indicated in the maddr parameter value. [4] describes the
proper interpretation of the transport, maddr, and hostport in
order to obtain the des:ination address, port, and transport
for sending a request.

 

 
The maddr fie__d has been used as a simple form of loose source

routing. It allows a URI to speci:y a proxy that must be
traversed en—route to tie destinat_Lon Cont' nu' ng to use the
maddr parameter this way is strongiy discouraged (the
mechanisms that enable it are deprecated). Impiementations
should instead use the Route mechanism described in this

document, establishing a pre—existing route set if necessary
(see Section 8.1.1.1). This provides a fuil URI to describe
th nod to b trav rs d.

 

 
 

  
 

 
The ttl param t r d t rmin s th tim to ]'v va u o: the UDP
multicast packet and MUST only be used if maddr is a multicast
address and the transport protocol is UDP. For examp__e, to
specify a call to alice@atlanta. com using multicast to
239.255.255.l with a ttl of 15, the fo owing URI wouid be
used:

  

 

    
 

 
sip:alice@atianta.com;maddr=239.255.255.1;ttl=15

The set of valid telephone—subscriber strings is a subset of
vaiid user strings. The user URI parameter exists to
distinguish teiephone numbers from user names that happen to
look like teiephone numbers. If the user string contains a
teiephone number formatted as a telephone—subscriber, the user
parameter vaiue "phone" SHOULD be present. Sven w thout this
parameter, recipients of SIP and SIPS URIs MAY interpret the
pre—@ part as a telephone number if local restr ct ons on the
name space for user name allow it.

  
 

  
 

  
 

The method of the SIP request constructed from the URI can be

specified with the method parameter.
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The ir parameter,

SIP:

when present,

Session Initiation Protocol

indicates that the e.

responsibie for this resource implements the routing 
specified  
URIs proxies place into R cord Rout
may appear

This parameter is used to achieve backwards compat
_ementing the strict—routing mechanisms

and the rfc2543bis drafts up to bis—05.
to send a request based on a URI not

systems imp.

in this document.
 

  
 

 
can assume the receiving element
reformat the message to preserve the information in the
Request—URI.

th
 

Sinc

MUST silently
understand

Headers:  
from the URI.

Headers fie.
mechan'sm w  'thin a URI.
 

encoded in ampersand separated hname
indicates that the associated hvalue is

:he message—body of the SIP request.

 speciai

Table
:he co

  
  marked

? emen

:hey are present

an optional element if it
eiemen:

URIs in Contact
on the context i

messages that es

hname

is either not optional,

"body"

 

and  JLD  

1 which the header f'

uri param t r m chanism is extensibie,
ignore any uri—parameters that they do not

Tntr'es marked
those marked

ignore any disa
The second coiumn indicates the defauit

is not present.
or has no defauit value.

1eader fieids have dif
e

June 2002

_ement

mechanisms

 

  
 

containing this  'mp
 

 
SIP

vaiues

pairs. hvalue  

The external coiumn
for  

"mu
"_u
 

   
d appears. One set

 

:ablish and maintain     
 'ts 200
 response).

messages (RfiGISl
any method).
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fiR, (OK)

d'

response,

 (INVITE ialogs  

Standards Track

are mandatory,
are not aliowed.

owed components if

and its 200

The other applies to registration and redirection
and 3xx class responses to

This parameter w'l be used in the
h ad r f' d va ues, and

in the URIs in a pre—existing route set.

'b'lity with
of RFC 2543

An eiement preparing
parameter

ements strict—routing and

elements

Header fields to be included in a request constructed

_ds in the SIP request can be specified with the "?"
The header names and are

The

1 summarizes the use of SIP and SIPS URI components based on
1text in which the URI appears.

JRIs aopearing anywhere outside of a SIP message,
web page or business card.

"0" are optional,
:s processing URIs SHO

describes
instance on a

those

value of

indicates that the

ferent restrictions depending
applies to

(OK)
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Escaping Requirements

dialog

reg./redir. Contact/
default Reg.—URI To From Contact R—R/Route external

 

user —— o o o o o 0

password —— o o o o o o
host —— m m m m m m

port (1) o — — o o o

user—param ip o o o o o 0
method INVITE — — — — — o

maddr—param —— o — — o o o
ttl—param 1 o — — o — o
transp.—param (2) o — — o o o
lr—param —— o — — — o o
other—param —— o o o o o o
headers —— — — — o — o

(1): The default port value is transport and scheme dependent. The
defauit is 5060 for sip: using UDP, TCP, or SCTP. The default is
5061 for sip: using TLS over TCP and sips: over TCP.

(2): The defauit transport is scheme dependent. For sip:, it is UDP. 
For s'ps:, it  's TCP.
 

 
Tabie 1: Use and default vaiues of URI components for SIP header
fieid values, Request—URI and references

SIP follows the requirements and guidelines of RFC 2396 [5] when
def'n'ng the se: of characters that must be escaped in a SIP URI, and

  
 uses its ""%"

The set of

 
 
 

HEX HEX" mechanism for escaping. From RFC 2396 [5]: 
cqaracters actually reserved within any given URI

component is defined by that component. In general, a character
is reserved if the semantics of the URI changes if the character
is replaced with its escaped US—ASCII encoding [5]. Excluded US—
ASCII characters (RFC 2396 [5]), such as space and control
characters and characters used as URI delimiters, also MUST be

escaped. URIs MUST NOT contain unescaped space and control
characters.

 
  

 
For each component, the set of valid 3NF expansions defines exactly
which characters may appear unescaped. All other characters MUST be
escaped.

For example, "@" is not in the set of characters in the user
component, so the user "j@s0n" must have at least the @ sign encoded,
as in "j%40s0n".
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l9.

l9.

SIP:

 
 

reserved characters

  The teiephone—subscriber subset of the user component has speciai
The set of characters not reserved in the

_ephone—subscriber contains a number of
_ements that need to be escaped when

in a telephone—subscriber
3NF for the user rule MUST

escaping considerations.
description of te_

characters in various syntax e.
Any characters occurring

RFC 2806 [9]

 used in SIP URIs.

that do not appear in an expansion of the
be escaped.

Note that character escaping is not allowed
(thea SIP or SIPS URI

This is
Internat'

 

  ona 

impiementations MUST NOT a
received escaped characters in the host component as
equivalent to their unescaoed counterpart.
meet the requirements of I

 

1.3  

'ce@at1anta.com
 
'p:a
'p:a
'ps:a

 

  

ips:i212@gateway.com
'p:a 'ce@192.0.2.4
'p:at
'p:a

 
  UJUJUJUJUJUJUJUJ   
 

The

"a 'ce;day=tuesday".
 

 
this protocol, 

'ce:secretword@atlan

o

 

Example SIP and SIPS URIs 

 

6 cqaracter is not vaiid in its

ike y to change in the future as requirements
ized Domain Names are finalized.

:tempt to

 
  
 

anta.com;method=RfiGIS1

'ce;day=tuesday@atlanta.com

Session Initiation Protocol

 
 

 

Current

 

 

:a.com;transport=tcp

ice@at1anta.com?subject=project%20x&priority=urgent
ip:+i—212—555—1212:1234@gateway.com;user=phone

fiR?to=alice%40atianta.com

 
last sample URI above has a user _'e1d va ue of

The escaping ru
semicolon to appear unescaped in this

the field is opaque.

  
field. 

June 2002

:xpand'ng the hname and hvalue tokens in Section 25 show that ali URI
in header field names and values MUST be escaped. 

in the host component of
expansion).
for

improve robustness by treating
iiterally

The behavior required to
EN may be significantly different.

ies defined above allow a

For the purposes of
The structure of that value is

oniy useful to the SIP element responsible for the resource.

1.4 URI Comparison

Some operations in this specification require determining whether two
SIP or SIPS URIs are equivalent.
need to compare bindings in Contact URIs

and SIPS URIs are compared for equality
according to the foliowing rules:

Section 10.3.). SIP  

 In this specification, 
  
 

o A SIP and SIPS URI are never equivalent.
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0 Comparison of the userinfo of SIP and SIPS URIs is case—
      

sensitive. This includes useridfo containing passwords or
formatted as telephone—subscribers. Comparison of a other
components of the URI is case—insensitive unless exp 'citly
defined otherwise.  

o The ordering of parameters and 1eader fields is not significant
in comparing SIP and SIPS URIs. 
 

0 Characters other tqan those in :h "r s rv d" s t (s RFC 2396

[5]) are equivalen: to their ""%" HflX HfiX" encoding.

 
   

 
0 An IP address that is the resul: of a DVS lookup of a host name

does not match tha: host name.

0 For two URIs to be equal, the user, password, host, and port
components must ma:ch.

A URI omitting the user component will not match a URI that
includes one. A URI omitting the password component will not
match a URI that inciudes one.

 
 

A URI omitting any component with a defau t value wi ] not
match a URI explicitiy containing that component with its
default value. For instance, a URI omitting the optional port
component will not match a URI explicitly declaring port 5060.
The same is true for the transport—parameter, tti—parameter,
user—parameter, and method components.

     
 

Defining sip:user@host to not be equivalent to
sip:user@host:5060 is a change from RFC 2543. When deriving
addresses from URIs, equivaient addresses are expected from   

  
equivalent URIs. The URI sip:user@host:5060 wi always
resolve to port 5060. The URI sip:user@host may resolve to
other ports through the DNS SRV mechanisms deta' ed in [4].

 

o URI uri—parameter components are compared as follows:

— Any uri—parameter appearing in both URIs must match.

— A user, ttl, or method uri—parameter appearing in only one
URI never matches, even if it contains the default value.

 
— A URI that includes an maddr parameter will not match a URI

that contains no maddr parameter.  
— All other uri—parameters appearing in oniy one URI are

ignored when comparing the URIs.
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0 URI header componen
compo
to

in

The URTs

s'o:%611

ma:ch. The matc

Section 20.

 wi:hin each of t

 

sio:alic

sio:caro
sio:caro
sio:caro

O

e@A:LanTa.CoM;Tra

@cq'cago.com
 
 

    

X'.com;transpor-=
 

:b'
'b' o

1ent MUST be present
 

'ce@atlanta.com;transport=TCP
1sport=tcp

@cq'cago.com;newoaram=5
@cq'cago.com;securi:y=on

 
:cp;method=R 

  X'.com;method=RflG
 

s'o:a 'c

TSlfiR;transport=tcp?to=sip:bob%40b'
 

e@at anta.com?sub
 

    
s'o:a 'c   

The URTs witqin each of the

 
 

SIP:ALIC

s'o:a1ic  

:s are never ignored.

1e following sets are equivalent:

 
 fiGISl
 

 

 
jec:=project%20x&oriority=urgent

e@at anta.com?priori:y=urgent&subject=project%20x 
?@At.anTa.CoM;Transport=udp
e@At.anTa.CoM;Transport=UDP
 

sio:bob@
sio:bob@

sio:bob@
sio:bob@

sio:bob@
sio:bob@

sio:caro
sio:caro

sio:bob@phone2

 
sio:bob@

 
No:e tha

o sip:caro
equivalent 

o sip:caro @ch cago.com and sip:caro
ar

Rosenberg,

b' ox .com
b' ox .com:5060

 
 

b' ox .com

b' ox .com;transp

 
 

fiR?to=sip:bob%40b'

June 2002

OX'
 

   OX'
 

following sets are not equivalent:

Any present header
in both URTs and match for the URTs

ning rules are defined for each header field

.com

.com

(different usernames)

(can resolve to different ports)

(can resolve to different transports)
ort=udp

b' ox .com (can resolve to different port and transports)
b' ox .com:6000;transport=tcp

    
 

@ch'cago.com
 

 
 

 
"92.0.2.4

t equality is not

    
e equivalent

et. al.

".boxesbybob.com

(different header component)
@ch'cago.com?Subject=next%20meeting

(even though that’s what

phone2l.boxesbybob.com resolves to)

transitive:

@ch'cago.com and sip:caro 
 

   

Standards Track

@ch  
@ch'cago.com;security=on are

'cago.com;security=off
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o sip:caro @ch cago.com;security=on and
sip:caro @ch cago.com;security=off are not equivalent

 

    
 

19.1.5 Forming Requests from a URI

An implementation needs to take care when forming requests directiy
from a URI. URIs from business cards, web pages, and even from
sources inside tie protocoi such as registered contacts may contain
inappropriate header fields or body parts.

 
  

An implementation MUST inciude any provided transport, maddr, ttl, or
user parameter in the Request—URI of the formed request. If the URI
contains a method parameter, its value MUST be used as the method of
the request. The method parameter MUST NOT be placed in the
Request—URI. Un<nown URI parameters MUST be placed in the message’s
Request—URI.

A1 impiementation SHOULD treat the presence of any headers or body
parts in the URI as a desire to include them in the message, and
cqoose to honor :he request on a per—component basis.

 
A1 'mp ementatioq SHOULD NOT honor these obviously dangerous header
fieids: From, Call—ID, CSeq, Via, and Record—Route.     
A1 'mp ementatioq SHOULD NOT honor any requested Route header field
values in order :0 not be used as an unwitting agent in malicious
a:tacks.

A1 impiementa:ioq SHOULD NOT honor requests to include header fields
tqat may cause i: to falsely advertise its location or capabilities.
Tiese 'nc ude: Accept, Accept—anod'ng, Accept—Language, Allow,
Contact (in i:s dialog usage), Organization, Supported, and User—
Agent.

  
   
  

 

An implementa:ion SHOULD verify the accuracy of any requested
descriptive header fields, including: Content—Disposition, Content—
anod'ng, Con:ent—Language, Content—Length, Content—Type, Date,

ime—Version, and Timestamp.

 
 

  
If the reques: formed from constructing a message from a given URI is
not a valid SIP request, the URI 's 'nva id. An implementation MUST
NOT proceed with transmitting the request. It should instead pursue
:he course of action due an invalid URI in the context it occurs.

  
    

The constructed request can be invalid in many ways. These
include, but are not limited to, syntax error in header fields,
'nval'd combinations of URI parameters, or an incorrect
description of the message body.
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Sending a request formed from a given URI may require capabilities
unava'lab e to the
 

 unimpiemented transport or extension,
SHOULD r fus to s

 implementation. The URI might indicate use of an
for example. An implementation

 nd th s
 

match their capabilities.
 r qu sts rather than modifying them to

An 'mp ementation MUST NOT send a request
    

requiring an extension that it does not support.

For example, such a request can be formed through the presence of

a Require header parameter or a method URI parameter with an
unknown or explicitly unsupported value.

1.6 Relating SIP URIs and tel URLs

 

i URL (RFC 2806

_ephone—subscriber portion of the tel URL,
is placed into the userinfo part of the SIP or SIPS URI.

the[9]) is converted to a SIP or SIPS URI,

including any

tel:+358—555—l234567;postd=pp22 becomes

sip:+358—555—l234567;postd=pp22@foo.com;user=phone

sips:+358—555—l234567;postd=pp22@foo.com;user=phone

sip:+358—555—l234567@foo.com;postd=pp22;user=phone

sips:+358—555—l234567@foo.com;postd=pp22;user=phone

this fashion may not produce equivalent SIP or SIPS URIs.
, equiva ent "tei" URLs converted to SIP or SIPS URIs in
 

 The

userinfo of SIP and SIPS URIs are compared as a case—sensitive
Variance in case—  'nsens'tive portions of tel URLs and
 

reordering of tel URL parameters does not affect tel URL equivalence,
but does affect the equivaience of SIP URIs formed from them.

 

 
 

ivalent,

al.

19.

When a te

entire te.

parameters,

Thus,

or

not

or

In genera

string.

For example,

te_
te_

are equ

s —'—p
s —'—p

Rosenberg, et.

 
_:"358—555—1234567;postd=pp22

:"358—555—1234567;POSTD=PP22

while

:"358—555—1234567;postd=pp22@foo.com;user=phone
:"358—555—1234567;POSTD=PP22@foo.com;user=phone
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tei:"358—555—1234567;postd=pp22;isub=l4ll
tei:"358—555—1234567;isub=l4ll;postd=pp22

 
are equivalent, while 

 

are not.

sip:"358—555—1234567;postd=pp22;isub=l4ll@foo.com;user=phone
sip:"358—555—1234567;isub=l4ll;postd=pp22@foo.com;user=phone

To mitigate this problem, eiements constructing telephone—subscriber
 fields to place in the userinfo part of a SIP or SIPS URI SHOULD fold

any case—insensitive portion of telephone—subscriber to lower case,
and order the teiephone—subscriber parameters lex'cal y by parameter
name, excepting isdn—subaddress and post—dial, which occur first and
in that order. (All components of a tel URL except for future—
extension parameters are defined to be compared case—insensitive.)

 

 Following this suggestion, both

tei:"358—555—1234567;postd=pp22
tei:"358—555—1234567;POSID=PP22  

become

 

  

sip:+358—555—l234567;postd=pp22@foo.com;user=phone

and both

tei:"358—555—1234567;tsp=a.b;phone—context=5
tei:"358—555—1234567;phone—context=5;tsp=a.b  

become

sip:+358—555—l234567;phone—context=5;tsp=a.b@foo.com;user=phone

19.2 Option Iags

Option tags are unique identifiers used to designate new options
(extensions) in SIP. Ihese tags are used in Require (Section 20.32), Proxy—Require (Section 20.29), Supported (Section 20.37) and
Unsupported (Section 20.40) header f
appear as parameters in those header

 

 
e ds. Note that these options
fields in an option—tag = token 

form (see Section 25 for the definition of token).
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19

SIP:

Option tags are def'ned
 

from past practice, and
vendor interoperabi 'ty
20.37).
reference.

  
 

.3 Tags

 
'n standards track RFCs.
is instituted to ensure cont

Session Initiation Protocol

Th' S

June 2002

's a change
 

 'nu  
 

'ng multi—
(see discussion in Section 20.32 and Section

An IANA registry of option tags is used to ensure easy

The "tag" parameter is used in the To and From header fields of SIP
messages. It serves as
which is the combination of the Cal

 each participant in the
a dia 't contains a
ID.

contributes the second

SIP requests means that

singie request.
identifier;

 

   
 

The dialog is comp.
ha f

 
This aiso exp.

without a contribution from the recipients,

a general mechanism to
—ID along w

 

 'th two tags,
 

dialog.
From tag oniy, 

  
 mult'p
 

 

 

 

the

'dent fy a dialog,
one from

When a UA sends a request outside of
providing "haif"

_eted from the response(s),
'n the To header field.

e dialogs can be established from a
_ains the need for the two—sided diaiog

of the diaiog
each of which

The forking o_  
originator could not disambiguate the multiple dialogs established
from a singie request.

 When a tag
 

 
response, it MUST be globa
with at least 32 bits of randomness.

requirement is tha: a UA w' l p ace a different
header of an INVITE than i wou d p ace into the To 
response to the same INVITT. This

'tself to a session, a

_arly,

'nvite
in PSTN

 

 gateways.

 nave different To tags. 
Res'des the requirement
  
generating a tag is implementation—specific.
fauit tolerant systems,
alternate server after a faiiure.

that a backup can recognize a request as
and therefore determine that

way

faiied server,
 

 Simi.

nave different From tags,

   
  

  
 

 and

for globai uniqueness,

  where a d'a og 's to
A UAS can

 

  
 

part 0:
it shou.

tag   
 

the algorithm
Tags are helpfui

be recovered on an

select the tag in such a
a dialog on the

_d attempt to 
recover the dialog and any other state associated with it.

 

  
     

'nning" o

is generated by a UA for insertion into a request or
y unique and cryptographically random

A property of this selection
into the From
header of the

's needed in order for a UA to

common case for "ha rp
two INVITEs for different calls

two responses for different cal

: ca s

wili

s w' 1

 

   

:or

in
 

20 Header F'e ds

The generai syntax for header fields is covered in Section 7.3. This
section iis:s the full set of header fields along with notes on
syntax, meaning, and usage. Throughout this section, we use [HX.Y]

to refer to Section X.Y of the current HTTP/1.1 specification RFC
2616 [8]. :xamp s of ach h ad r fi id ar giv n.
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Information about header f'elds 'n re ation to methods and proxy
processing is summarized in Tables 2 and 3.

 

The "where" coiumn describes the request and response types in which
the header fieid can be used. Values in this column are:

R: header f'e d may oniy appear in requests;
     r: header f'e d may oniy appear in responses;
 

2xx, 4xx, etc.: A numericai value or range indicates response
codes with which the header field can be used;

c: header field is copied from the request to the response.

An empty entry in the "where" column indicates that the header
field may be present in all requests and responses.

 
The "proxy" column describes the operations a proxy may perform on a
header field:

a: A proxy can add or concatenate the header field if not present.

m: A proxy can modify an existing header field value.

d: A proxy can delete a header field value.

r: A proxy must b abl to r ad th h ad r fi ld, and thus this
header field cannot be encrypted.

 

The next six columns reiate :o the presence of a header field in a
method:

c: Conditional; requirements on the header field depend on the
context of the message.

  
m: The header f'eld 's mandatory.

 

m*: The header field SHOUSD be sent, but clients/servers need to

be prepared to receive messages without that header field.

0: The header f'e d is op:ional.
     t: The header f'e d SHOULD be sent, but clients/servers need to be

prepared to receive messages without that header field.

If a stream—based protocol (such as TCP) is used as a
transport, then the header fieid MUST be sent.
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*: The header f'e d 's required if the message body is not empty.
See Sections 20.14, 20.15 and 7.4 for details.

 

    
—: The header f'e d 's not applicable.

 
"Optionai" means that an element MAY include the header f'e d in a
request or response, and a UA MAY ignore the header fieid if present
in the request or response (The exception to this rule is the Require
header field discussed in 20.32). A "mandatory" header f'e d MUST be
present in a request, and MUST be understood by the UAS receiving the
request. A mandatory response header field MUST be present in the
response, and the header field MUST be understood by the UAC
processing the response. "Not applicabie" means that the header
field MUST NOT be present in a request. If one is piaced in a
request by mistake, it MUST be ignored by the UAS receiving the
request. Similarly, a header field labeled "not app icab e" for a
response means that the UAS MUST NOT place the header fieid in the
response, and the UAC MUST ignore the header field in the response.

 
     

 

  
  
 

 

A UA SHOULD ignore extension header parameters that are not
understood.

A compact form of some common header field names is also defined for
use when overall message size is an issue.

 The Contact, From, and To header fieids contain a URI. If the URI

  
contains a comma, question mark or semicolon, the URI MUST be
enclosed in angle brackets (< and >). Any URI parameters are
contained within these brackets. If the URI is not enclosed in angle 

brackets, any semicolon—delimited param t rs ar h ad r param t rs,
not URI parameters.

 

  
 

 

20.1 Accept

The Accept header f'eld fol ows the syntax defined in [H14.1]. The
semantics are also 'dentica , with the exception that if no Accept
header field is present, the server SHOULD assume a default value of
application/sdp.

An empty Accept header field means that no formats are acceptable.
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Example:

Header field where proxy ACK RY? CAN INV OPT REG

Accept R — o — o m* 0

Accept 2XX — — — o m* 0
Accept 415 — c — c c c
Accept—Sncod'ng R — o — o o o
Accept—Sncod'ng 2XX — — — o m* o
Accept—Sncod'ng 415 — c — c c c
Accept—sanguage R — o — o o o

Accept—sanguage 2XX — — — o m* o
Accept—sanguage 415 — c — c c c
Alert—Info R ar — — — o — —

Alert—Info 180 ar — — — o — —
A ow R — o — o o o

A ow 2xx — o — m m* o
A ow r — o — o o o

A ow 405 — m — m m m
Au:qen:ication—Info 2XX — o — o o o
Au:1orization R o o o o o 0
Ca —ID c r m m m m m m

Ca —Idfo ar — — — o o o
Coq:ac: R o — — m o o

Coq:ac: 1XX — — — o — —
Coq:ac: 2XX — — — m o o
Coq:ac: 3XX d — o — o o o
Coq:ac: 485 — o — o o o

Con:en:—Disposition o o — o o o
Coq:en:—Encoding o o — o o o
Coq:en:—sanguage o o — o o o
Con:en:—sength ar t t t t t t
Coq:en:—Type * * — * * *
CSeq c r m m m m m m
Da:e a o o o o o o

Error—Info 300—699 a — o o o o o
E oires — — — o — 0
From c r m m m m m m

In—Reply—To R — — — o — —
ax—Forwards R amr m m m m m m

in—Expires 423 — — — — — m
IMfi—Vers'on o o — o o 0

Organization ar — — — o o 0

Table 2: Summary of header fields, A——O
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Header field where proxy ACK RY? CAN INV OPT REG

Priority R ar — — — o — —
Proxy—Authenticate 407 ar — m — m m m
Proxy—Authenticate 401 ar — o o o o o
Proxy—Authorization R dr 0 o — o o o
Proxy—Require R ar — o — o o o
Record—Route R ar 0 o o o o —

Record—Route 2xx,l8x mr — o o o o —

Reply—To — — — o — —

Require ar — c — c c c
Retry—After 404,4l3,480,486 — o o o o 0

500,503 — o o o o 0
600,603 — o o o o 0

Route R adr c c c c c c
Server r — o o o o 0

Subject R — — — o — —
Supported R — o o m o 0

Supported 2XX — o o m m* o
Timestamp o o o o o 0
To c(l) r m m m m m m

Unsupported 420 — m — m m m
User—Agent o o o o o 0
Via R amr m m m m m m
Via rc dr m m m m m m

Warning r — o o o o o
WWW—Autqenticate 401 ar — m — m m m
WWW—Autqenticate 407 ar — o — o o o

Tabie 3: Summary of header fields, P——Z; (l): copied with possible
 addition of tag

Acceot: app

 
20.2 Accep:—?ncod'ng

 

The Accep:—Encoding header field is simi.
that are acceptable in the response.

to those defined in

 
 

the con:e1t—codings 
[Hl4.3].

 

iication/sdp;level=l,

[H3.5]
[Hl4.3]. qu semantics in SIP are 'dent  cal

 

 
An empty Acceot—Encoding header fie d
equivalent to
encoding, meaning no 
If no Accept—:ncoding header field is present,
assume a defauit value of 

Rosenberg, et. al.

Accept—fincod'ng:

 

 
 
 

encod'ng,

  
'dent'ty.
 

'dentity,
's permissible. 

Standards Track

that is,

_ar to Accept,

's permissible.

application/X—private, text/html

but restricts
See

It is

only the identity

the server SHOULD
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This differs slightly from the HTTP definition, which indicates that
when not present, any encoding can be used, but the identity encoding
is preferred.

 

 Example:

 
Accept—Encoding: gzip

20.3 Accept—Language

The Accept—Language header field is used in requests to indicate the
preferred languages for reason phrases, session descriptions, or
status responses carried as message bodies in the response. If no
Accept—Language header field is present, the server SHOULD assume all
languages are acceptable to the client.

 

The Accept—Language header field follows the syntax defined in
[Hl4.4]. The rules for ordering the languages based on the "g"
oarameter apply to SIP as we   

 

 Example:

Accept—Language: da, en—gb;g=0.8, en;g=0.7

20.4 Alert—Info

 
When present in an INVITE request, the Alert—Info header field
specifies an alternative ring tone to the UAS. When present in a 180
(Ringing) response, the Aiert—Info header fieid specifies an
alternative ringback tone to the UAC. A typicai usage is for a proxy
to insert this header f'e d to provide a dist'nctive r'ng feature.

 
      

The Aiert—Info header f'e d can introduce security risks. These
risks and the ways to handle them are discussed in Section 20.9,
which discusses the Cali—Info header field since the risks are
ident'ca

 

   
 In add't'on, a user SHOULD be able to disable this feature

selectively.

 

 

This helps prevent disruptions that could result from the use of
this header field by untrusted elements.  
 
Examp e:

Alert—Info: <http://www.example.com/sounds/moo.wav>
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20.

20.

20.

5 Allow

The Allow header field lists the se: of methods supported by the UA
generating the message.

All methods, inciuding ACK and CANCEL, understood by the UA MUST be
included in the iist of methods in :he Allow header f'e d, when

present. The absence of an Allow header field MUST NOT be
interpreted to mean that the UA sending the message supports no
methods. Rather, it implies that :he UA is not prov d'ng any
information on what methods it supports.

        
Supplying an Allow header field in responses to methods other than
OPTIONS reduces the number of messages needed.

 fixamp e:
 

  Aliow: INVITE, ACK, OPTIONS, CANC*.T., ':%Y*.   
 

 6 Authentication—Info

The Authentication—Info header field provides for mutual
authent cat on with HTTP Digest. A UAS MAY include this header field
in a 2xx response to a request that was successfuliy authenticated
using digest based on the Authorization header fieid.

 
 

   

Syntax and semantics follow those specified in RFC 2617 [17].

 Example:

Authentication—Info: nextnonce="47364c23432d2e131a5fb210812c"

7 Authorization

The Authorization header field contains authentication credentials of
a UA. Section 22.2 overviews the use of the Author zat on header

field, and Section 22.4 describes the syntax and semantics when used
with HTTP authentication.

 
 

 
 

 
This header fie d, a ong with Proxy—Authorization, breaks the general
ruies about mult'p e header f'e d va ues. Although not a comma—
separated list, this header f'e d name may be present multiple times,
and MUST NOT be combined into a singie header iine using the usual
ruies descr'bed 'n Section 7.3.
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20.

20.

Rosenberg,

S

In the example bel
parameter:

Authorization:

8 Ca —ID
 

The Call—ID header field uniquely
reg strat'ons of a particular c

can give rise to severa
if a user invites a s

  or a

conference

for example,
the same (iong—run

 

 

 
are simply compared byte—by—byte.

The compact form of the Call—ID header :

 :xamp es:
 

Ca_l—ID:

IP:

ow,

Session Initiation Protocol

 
Dig st us rnam —"Alic ",

'dent'
 

ning)

 

 ca SW
'ent.

June 2002

there are no quotes around the Digest

r alm—"atlanta.com",

nonce="84a4cc6f3082l2lf32b42a2l87831a9e",

response="7587245234b3434cc34l2213e5f113a5432"

fies a particular invitation
A s'ngle mu t'media
 

'th di
  
'ngle 'nd   'vidua
 

conference. Ca
   
ield is i.

i:f8ld4fae—7dec—lldO—a765—00a0c9le6bf6@192.0.2.4 
9 Cali—Info

The Call—Info header fieid provides add'tio
caller or callee,

response. The our
parameter. The

iconic represen  
page.

vCard [36] or LDIF

using IANA and :

Use of the Ca
cailee fe:ches :

may be at risk
dangerous or '

   
eg

depend
pose o

[37]

al con
 

  RfiCOMMfiND

header field if

  
   

originated the header field and trusts that element.
a proxy can insert this header fie.be the peer UA;

 Example:

Call—Info:

flD that a UA only

it can verify the authenticity of the element that
Th

_d into requests.

nal 'nformat
 

 't .
 

ing on whether 
er or cali

in general,

 

   
formats.

 

tent, and so on. T
render the infor 

s found in a

 
image su

ee. The "in

for example,

—Info header field can pose a security risk.
he URIs provided by a malicious cailer,

for displaying inappropriate or offensive content,

 

 herefore, 't

fferent
severa

—IDs are case—sensitive and

for example,

Ca —IDs,
'mes to

 

  t
  

f8ld4fae—7dec—lldO—a765—00a0c9le6bf6@biloxi.com

ion about the

request or

f the URI is described by the "purpose"
"icon" parameter designates an

:ation of the ca
describes the calier or callee

The "card" parameter provides a business card,
Additional tokens can be registered

he procedures in Section 27.

itable as an 
fo" parameter
through a web

in

If a
the cailee

 
's
 

mation  
<http://www.example.com/alice/> ;purpose=info

et. al. Standards Track

in the Call—Info

 is need not

<http://wwww.example.com/alice/photo.jpg> ;purpose=icon,
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20.10 Contact

 
A Contact header f'e d va ue provides a URI whose meaning depends on
tie type of request or response it is in.     

Contact header f'e d va ue can contain a display name, a URI with
RI parameters, and header parameters.C113!j

dis document defines the Contact parameters "q" and "expires".
1ese oarameters are only used when the Contact is present in a
fiGISlfiR request or response, or in a 3XX response. Additional
arame:ers may be defined in other specifications.

 
 pwHH

 
qun tie header field value contains a display name, the URI

 
including all URI parameters is enclosed in "<" and ">". If no "<"
and ">" are present, all parameters after the URI are header

oarame:ers, not URI parameters. The dispiay name can be tokens, or a 
quoted string, if a larger character set is desired.   

 
 

Hven f the "display—name" is empty, the "name—addr" form MUST be
used if the "addr—spec" contains a comma, semicoion, or question
mark. There may or may not be LWS between the display—name and the
"<" .

These rules for parsing a display name, URI and URI parameters, and
header parameters also apply for the header f'e ds To and From.

 

  The Contact header field has a role s'mi ar to the Location header

field in HTTP. However, the HTTP header f'e d only a110ws one
address, unquoted. Since URIs can contain commas and semicolons
as reserved characters, they can be mistaken for header or
param t r d limit rs, r sp ctiv ly.

  
 

  
The compact form of the Contact header field is m (for "moved").

 Examples:

Contact: "Mr. Watson" <sip:watson@worcester.bell—telephone.com>
;q=0.7; expires=3600,
"Mr. Watson" <mailto:watson@bell—telephone.com> ;q=0.1

m: <sips:bob@192.0.2.4>;expires=60
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20.11 Content—Disposition

The Content—Disposition header field describes how the message body
or, for multipart messages, a message body part is to be interpreted
by the UAC or UAS. This SIP header field extends the MIME Content—
Type (RFC 2183 [18]).

 

Several new "disposition—types" of the Content—D'sposit'01 header are
defined by SIP. The value "session" indica:es that the body part
describes a session, for either calls or early (pre—cali) media. The
value "render" indica:es that the body part shouid be disolayed or
otherwise rendered to the user. Note that :he value "render" is used

ratqer :han "in 'ne" :0 avoid the connotation that the MI E body is
disoiayed as a part 0: the rendering of the entire message (since the
MIME bod es of SIP m ssag s oft ntim s ar not dispiayed :0 users).
For bac<ward—compatibility, if the Content—Dispos't'on header fieid
is missing, the server SHOULD assume bodies of Content—Tyoe

app]'ca:'on/sdp are the disposition "session", while other content
types are "render".

 

  
    

       
 

     
The disoosition type "icon" indicates that :he body part contains an
image su tab e as an iconic representation of the cailer or cailee
that couid be rendered informationally by a us r ag nt wh n a m ssag
has been received, or persistently wh']e a dialog takes place. The
value "a ert" 'nd cates that the body part contains information, such
as an audio c 'p, that should be rendered by the user agent in an
attempt to alert the user to the receipt of a request, generally a
request that 'nit'ates a dialog; this alerting body could for example
be rendered as a ring tone for a phone call after a 180 Ringing
provisional response has been sent.

  
 

   
    

 
      

 
Any MIME body with a "disposition—type" that renders content to the
user shouid only b proc ss d wh n a m ssag has been properly
authenticated.

 

The hand 'ng parameter, handling—param, describes how the UAS shouid
react if it receives a message body whose content type or disposition
type it does not understand. The parameter has defined vaiues of
"optionai" and "required". If the handling parameter is missing, the
value "required" SHOULD be assumed. The handling parameter is
described in RFC 3204 [19].

   
  

 
If this header field is missing, the MIME type determines the default
content disposition. If there is none, "render" is assumed.  
 
 
Examp e:

Content—Disposition: session
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20.12 Con:ent—choding

The Content—Encoding header f'e d is used as a modifier to the
"media—type". When present, 'ts value 'ndicates what addit'ona
conten: codidgs have been appiied to the entity—body, and thus what
decoding mecqanisms MUST be appiied in order to obtain the media—type
referenced by th Cont nt Typ h ad r fi ld. Content—Tncod'ng 's
primariiy used to allow a body to be compressed withou: losing the
identi:y of its underlying media type.

If mu :'p1e encodings have been applied to an entity—body, the
conten: codings MUST be listed in the order in which they were
appiied.

Ali content—coding values are case—insensitive. TANA acts as a
registry for content—coding value tokens. See [H3.5] for a
defini:ion of the syntax for content—coding.

'ents MAY apply content encodings to the body in requests. A
iy content encodings to the bodies in responses. The 

The compact
Examples: 

  iy use encodings
ield in the request.

 

iisted in the Accept—
 
Encoding header

form of the Content—Encoding header field is e.

Content—Encoding: gzip

 
 

 

 

 

  
 

 

 
 

e: tar

20.13 Content—sanguage

See [H14.12]. Example:

Content—sanguage: fr

20.14 Content—sength

The Content—Length header field indicates the size of the message—
body, in decimal number of octets, sent to the rec p ent.
Appiications SHOULD use this fie d to 'ndicate the size of the
message—body to be transferred, regardiess of the media type of the
entity. If a stream—based protocol (such as TCP) is used as
transport, the header field MUST be used.

The size of the message—body does not include the CRLF separating
header fields and body. Any Content—Length greater than or equal to
zero is a valid value. If no body is present in a message, then the
Content—Length header field value MUST be set to zero.
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The ability to omit Content—Length simplifies the creation of
cgi—like scripts that dynamicaliy generate responses.

 
The compact form of the header fieid is l.

 Examples:

Content—Length: 349
l: 173

20.15 Content—Type
 

Th Cont nt Typ h ad r f' ld 'ndicates the media type of the
message—body sent to the rec p ent. The "media—type" element is
defined in [H3.7]. Th Cont nt Typ h ad r f' d MUST be present if
the body is not empty. If the body is empty, and a Content—Type
header field is present, 't 'nd cates that the body of the specific
type has zero length (for exampie, an empty audio file).

 

 
 
 

 
 

     
 

The compact form of the header field is c.

 Examples:

Content—Type: application/sdp
c: text/html; charset=ISO—8859—4

20.16 CSeq

A CSeq header field in a request contains a single decimal sequence
number and the request method. The sequence number MUST be

expressibie as a 32—bit unsigned integer. The method part of CSeq is
case—sens't'v . Th CS q h ad r fi ld s rv s to order transactions
within a dialog, to provide a means to uniquely identify
transactions, and to diff r ntiat b tw n n w r qu sts and request
retransm ss ons. Two CSeq header fields are considered equai if the
sequence number and the request method are ident'cal. Txamp e:

 
 
 

 

 
    
  

CSeq: 47__1 INVITI L‘J

20.17 Date

The Date header field contains the date and time. Unlike HTTP/i.1,

SIP only supports the most recent RFC 1123 [20] format for dates. As
in [H3.3], SIP restricts the time zone in SIP—date to "GMT", while

RFC 1123 allows any time zone. An RFC 1123 date is case—sensitive.
 

Th Dat h ad r fi ld r fl cts th tim wh n th r qu st or response
is first sent.
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20.

The Date header field can be used by simple end systems without a
battery—backed clock to acquire a notion of current time.
However, in its GMT form, it requires clients to know their offset
from GMT.

 

 Example:

Date: Sat, 13 Nov 2010 23:29:00 GMT

 18 Error—Info

The Error—Info header field provides a pointer to additional
information about the error status response.

 

 
SIP UACs have user interface capabilities ranging from pop—up
windows and audio on PC softclients to audio—oniy on "black"
phones or endpoints connected via gateways. Rather than forcing a
server generating an error to choose between sending an error
status code witq a detaiied reason phrase and piaying an audio
recording, the Error—Info header field allows both to be sent.
The UAC then has the choice of which error indicator to render to
the cailer.

  
   

A UAC MAY treat a SIP or SIPS URI in an Error—Info header field as if

it were a Contact in a redirect and generate a new INVITE, resulting
in a recorded announcement session being established. A non—SIP URI
.AX be rendered to the user.

 
 

 

 Examples:

SIP/2.0 404 The number you have dialed is not in service
Error—Info: <sip:not—in—service—recording@atlanta.com>

 
20.19 Expires

The Expires header field giv s th r lativ tim aft r which the
message (or content) expires.

 

 
The orecise meaning of this is method dependent.

  
The expirat'on t'me in an INVITE does not affect the duration of the
actua sess on that may resuit from the invitation. Session
descr pt on protocois may offer the ability to express time limits on
the session duration, however.

 

 
    
 

  
The value of this field is an integral number of seconds (in decimal)
between 0 and (2**32)—1, measured from the receipt of the request.
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Example:

Expires: 5

20.20 From

The From header field indicates the initiator of the request. This
may be different from the initiator of the dialog. Requests sent by

field

 
:he caliee to th call r us th cali
  

  
The opt'onal "disp ay—name" is meant to

' face. A system SHOULD use the display name "Anonymous" if the
'ty of the c 'ent 's to remain hidden. Even 'f the "display—

  
 

conta

 

  
discussed in Section 7.3.1.  
Two From header f'e ds are equivalent i
parameters match.
present
means

See Section 20.10 for the ru_

URI parameters,

Ixtension parameters

’s address in the From header

be rendered by a human user

  
 is empty, the "name—addr" form MUST be used if the "addr—spec"

ins a comma, question mark, or semicolon. Syntax issues are

f their URIs match, and their 
in one header field, not

in the other are ignored for the purposes of comparison. This
that the disoiay name and presence or absence of angle brackets

do not affect mathing.
   

 
_es for parsing a display name, URI and

and header field parameters.

The compact form of the From header field is f.

 Examples:

 
From: "A. G. Re 1" <sip:agb@bell—telephone.com> ;tag=a48s
From:

 

 sip:+l2l2555l2l2@server.phone2net.com;tag=887s
f: Anonymous <sip:c8oqz84zk7z@privacy.org>;tag=hyh8

20.21 In—Reply—To
 

Th In R ply To h ad r fi id num rat s
references or returns.  client then included in this header fie

Th
ca
ca
or

th Call IDs that this call

These Call—IDs may have been cached by the
d 'n a return call.
 

is allows automatic cal] distr'but' on systems to route return
 

s to the originator of the first
 

 
      

 

 ca 1. This also a lows
 

ees to f' ter calls, so that only return calls for calls they
iginated w' 1 be accepted. Th's f

  'eld is not a substitute for
  

request authentication.
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 Example:

In—Reply—Io:

SIP:

20.22 Max—Forwards

Session

70710@saturn.bell—tel.com,

Initiation Protocol June 2002

l7320@saturn.bell—tel.com

The Max—Forwards header field must be used with any SIP method to 

to the next downstream server. 
1 m't the number of proxies or gateways that can forward the request

This can also be useful when the

c 'ent is attempting to trace a request chain that appears to be
   fa' ing or looping
 

The Max—Forwards va

'n m'd—cha' 1’1. 

 ue 's an  'nteger in the range 0—255
 

the remaining number of times
This countforwarded.

the request.

indicating
 this request message is al.  

 The recommended initial value is 70.

_owed to be

is d cr m nt d by ach s rv r that forwards

This header field should be inserted by elements tha: can not
otherwise guarantee loop detection. For examp1e, a EZEUA should
insert a Max—Forwards header field.

 Example:

Max—Forwards: 6

20.23 Min—Exp'
 
 

Th Min  

res

 

supported

header fie.

(2**32)_

 
1.

Expir s h ad r fi
for soft—state e.

includes Contact header fie.
 

 

  
 

id conveys the minimum refresh interval
_ements managed by that server. This

_ds that are stored by a registrar. The
_d contains a decimal integer number of seconds from 0 to

The use of the header field in a 423  (Interval Too 3rief)

response is described in Sections 10.2.8, 10.3, and 21.4.17.

 Example:

 
Min—Expires: 60

20.24 MIME—Version 

See [H19.4.1].

 Example:

MIME—Version: 1. 
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20.25 Organization

The Organization header field conveys the name of the organization to
which the SIP element issuing the request or response beiongs.

 
The field MAY be used by client software to filter cails.

 Example:

  
Organ'zation: Roxes by Bob
 

 20.26 Pr or ty
 

The Priority header field indicates the urgency of the request as
perceived by the client. The Priority h ad r fi ld d scrib s th
pr or ty that the SIP request should have to :he rece'v'ng human or
its agent. For exampie, it may be factored into decisions about call
routing and acceptance. For these decisions, a message containing no
Pr or ty header field SHOULD be treated as if it spec f'ed a Priority

 

   
         of "normal". The Priority header field does not infiuence the use of

communications resources such as packet forwarding priority in
routers or access to circuits in PSTN gateways. The header fieid can
have the vaiues "non—urgent", "normal", "urgent", and "emergency ,
but additionai values can be defined elsewhere. It is RfiCOMMflNDfiD

that the vaiue of "emergency" oniy be used when life, limb, or
property are 'n imm'nent danger. Oth rwis , :h r ar no s mantics
defined for this header field.

           
 

These are the vaiues of RFC 2076 [38], witq the addition of

"emergency".

 :xamp es:
 

Subject: A tornado is heading our way!
Priority: emergency

 
or

Subject: Weekend plans
Priority: non—urgent

20.27 Proxy—Authenticate

A Proxy—Authenticate header field value contains an authentication
challenge.

The use of this header field is defined in [Hl4.33]. See Section
 

22.3 for further details on its usage.
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 Example:

Proxy—Authenticate: Digest reaim="atlanta.com",
domain="sip:ss1.carrier.com", qop="auth",
nonce="f84f1cec41e6cbe5aea9c8e88d359",

opaque="", stale=FALSE, algor'thm=MD5

   
 

     

 
  

   
   
 

  
 

 

 

 
 

20.28 Proxy—Authorization

The Proxy—Authorization header field allows the client to identify
itself (or its user) to a proxy that requires authentication. A
Proxy—Authorization field value consists of credentiais containing

the authentication information of the user agent for the proxy and/or
realm of th r sourc b ing r qu st d.

See Section 22.3 for a definition of the usage of this header field.

This header field, along with Authorization, breaks the general rules
about mu t'ple header field names. Aithough not a comma—separated
list, this header field name may be present multiple times, and MUST
VOT be combined into a single header iine using the usual rules
descr'bed 'n Section 7.3.1.

Examp e:

Proxy—Authorization: Dig st us rnam —"Alic ", r alm—"atlanta.com",
nonce="c60f3082ee1212b402a21831ae",

response="245f23415f11432b3434341c022"

20.29 Proxy—Require

The Proxy—Require header field is used to indicate proxy—sensitive
features that must be supported by the proxy. See Section 20.32 for
more details on the mechanics of this message and a usage exampie.

Example:

Proxy—Require: foo

20.30 Record—Route

Th R cord Rout h ad r fi ld is inserted by proxies in a request to
force future requests in the dialog to be routed through the proxy.

Examples of its use with th Rout h ad r fi ld ar d scrib d in
Sections 16.12.1.
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20

20

20

 Example:

Record—Route: <sip:server10.biloxi.com;lr>,
<sip:bigbox3.site3.atlanta.com;lr> 

.3i Reply—To

h R ply To h ad r fi ld contains a logical return URI that may be
ifferent from the From header field. For example, the URI MAY be
sed to return missed cails or unestablished sessions. If the user

ished to remain anonymous, the header field SHOULD either be omitted
from the request or popuiated in such a way that does not reveal any
orivate information.

 

 SEQ-H  
  

 Even 'f the "display—name" is empty, the "name—addr" form MUST be
used if the "addr—spec" contains a comma, question mark, or
semicolon. Syntax issues are discussed in Section 7.3.1.

 

  
 Examp e:
 

 
Reply—To: 30b <sip:bob@biloxi.com>

.32 Require

The Require header field is used by UACs to tell UASs about options
that the UAC expects the UAS to support in order to process the
request. Aithough an optional header field, the Require MUST NOT be
ignored 'f 't is present.

 
  

The Require header f'e d contains a list of option tags, described in
Section i9.2. Each option tag defines a SIP extension that MUST be
understood to process the request. Frequently, this is used to
indicate that a spec f'c set of extension header fields need to be
understood. A JAC compiiant to this specification MUST only include
option tags corresponding to standards—track RFCs.

  
  
      

 Example:

Require: 100rel

.33 Retry—After
 

Th R try Aft r h ad r fi ld can be used with a 500 (Server Internal
Error) or 503 (Service Unavailabie) response to indicate how long the
service is expected to be unavaiiable to the requesting client and
with a 404 (Not Found), 413 (Request Entity Too Large), 480
(Temporarily Unavaiiable), 486 (3usy {ere), 600 (3usy), or 603
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(Decline) response to indicate when the ca ed party ant c pates
being avai able aga'n. The value of this field is a pos t've integer
number of seconds ('n dec'mal) after the time of the response.  
 

 
An opt ona comment can be used to 'nd cate additional information
    

    
about the time of cailback. An opt ona "duration" parameter
indicates how long the cailed party wi be reachable starting at the
'nit a time of avai abil'ty. If no duration parameter is given, the  
      service is assumed to be avai1ab1e 'ndefin'tely.
 

 Examples:

Retry—After: l8000;duration=3600
Retry—After: 120 (I’m in a meeting)

 

   

 

    

 
 

     

 

20.34 Route

The Route header field is used to force routing for a request through
:he listed set of proxies. Examples of the use of the Route header
field are in Section l6.l2.l.

Examp e:

Route: <sip:bigbox3.site3.atlanta.com;lr>,
<sip:server10.biloxi.com;lr>

20.35 Server

The Server header field contains information about the software used

by the UAS to handie the request.

Revealing the specific software version of the server might allow the
server to b com mor vuln rabl to attacks against software that is
<nown to contain security holes. Tmplementers SHOULD make the Server
1eader field a configurable option.

Example:

Server: HomeServer v2

20.36 Subject

The Subject header field provides a summary or indicates the nature
of the call, allowing ca 1 fi tering w'thout having to parse the
session description. The session description does not have to use
the same subject ind cat on as the inv tat on.

The compact form of the Subject header fieid is s.
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 Example:

Subject: Need more boxes
s: Tech Support

20.37 Supported
  

The Support d h ad r f' d num rat s all the extensions supported by
the UAC or UAS.

The Supported header f'e d contains a list of option tags, described
in Section 19.2, that are understood by the UAC or UAS. A UA
compliant to this spec'f'cation MUST only include option tags
corresponding to standards—track RFCs. If empty, it means that no
extensions are supported.

     
The compact form of the Supported header field is k.

 Example:

Supported: 100rel

20.38 Timestamp

 
The Timestamp h ad r fi ld d scrib s wh n th UAC sent the request to
the UAS.

See Section 8.2.6 for details on how to generate a response to a
request that contains the header field. Although there is no
normative behavior defined here that makes use of the header, it

allows for extensions or SIP applications to obtain RTT estimates. 
Example:

Timestamp: 54

20.39 To

Th To h ad r f; ld sp cifi s th logical recipient of the request.
 

 The opt'onal "d sp ay—name" is meant to be rendered by a human—user
interface. The "tag" parameter serves as a general mechanism for
dialog 'dentificat'on.

 

   

See Section 19.3 for details of the "tag" parameter.
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20.

20.

20.

Comparison of To header fieids for equality is identical to
comparison of From header fields. See Section 20.10 for the rules
for parsing a display name, URI and URI parameters, and header field
parameters.

  

The compact form of the To header field is t.

The fol ow ng are examples of valid To header fields:
 

To: The Operator <sip:operator@cs.columbia.edu>;tag=287447
t: sip:n12125551212@server.phone2net.com

  
40 Unsupported

The Unsupported header field lists the features not supported by the
JAS. See Section 20.32 for motivation.

 Example:

Unsupported: foo

41 User—Agent

Th Us r Ag nt h ad r fi ld contains information about the UAC
originating the request. The semantics of this header field are
defined in [H14.43].

 

 
 

Reveaiing the specific software version of the user agent might allow
:he user agent to b com mor vuln rabl to attacks against software
:hat is known to contain security hoies. Implementers SHOULD make
:h Us r Ag nt h ad r fi ld a configurable option.

  
   

fixamp e:
 

 User—Agent: Softphone 3eta1.5

42 Via

The Via header fie d ind'cates the path taken by the request so far
and indicates the path that shouid be followed in routing responses.
The branch ID parameter in the Via header field values serves as a
transaction identi:ier, and is used by proxies to detect loops.

  
  

 

A Via header field vaiue contains the transport protocol used to send
the message, the c 'ent’s host name or network address, and possibly
the port number at which it wishes to receive responses. A Via
header field value can also contain parameters such as "maddr",
"ttl", "received", and "branch", whose meaning and use are described
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V
V  

20.

in other sections. For implementations compiiant to this
specification, the value of the branch parameter MUST start with the
magic cookie "z9hG4bK", as discussed in Section 8.1.1.7.

  

Transport protocols defined here are "UDP", "TCP", "TLS", and "SCTP".
"TLS" means TLS over TCP. When a request is sent to a SIPS URI, the
protocol still indicates "SIP", and the transport protocol is TLS.

ia: SIP/2.0/UDP erlang.bell—telephone.com:5060;branch=z9hG4bK87asdks7
ia: SIP/2.0/UDP 192.0.2.1:5060 ;received=192.0.2.207

;branch=z9hG4bK77asjd

The compact form of the Via header field is v.

In this example, the message originated from a multi—homed host with
two addresses, 192.0.2.1 and 192.0.2.207. The sender guessed wrong
as to which network interface wouid be used. Erlang.bell—
telephone.com noticed the mismatch and added a parameter to the
previous hop’s Via header field value, containing the address that
the packet actua y came from.

  

   
 

The host or network address and port number are not required to
follow the SIP URI syntax. Specifically, LWS on either side of the
"z" or "/" is allowed, as shown here:  

Via: SIP / 2.0 / UDP first.example.com: 4000;tti 16
;maddr=224.2.0.1 ;branch=z9hG4bKa7c6a8dlze.1

Even though this specification mandates that the branch parameter be
oresent in ali requests, the 3NF for the header field indicates that
it is optiona . This a lows interoperation with RFC 2543 elements,
which did not have to insert :he branch parameter.

    

Two Via header fields are equal if their sent—protocol and sent—by
fields are equal, both have tie same set of parameters, and the
values of all parameters are equal.

 
43 Warning

The Warning header field is used to carry add'tiona information
about the status of a response. Warning header fieid values are sent
with responses and contain a three—digit warning code, host name, and
warning text.

 

  

The "warn—text" should be in a natural language that is most likely
to be intelligible to the human user receiving the response. This
decision can be based on any available knowiedge, such as the
location of the user, the Accept—Language field in a request, or the  
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Content—Language field in a response.
default [21

The current.
recommended

SIP: Session Initiation Pro

The d

tocoi June 2002

efauit language is i—  
_y—defined "warn cod "s ar iist
warn—text in English and a descr

  
g't of warning codes beginn'ng w
 

 in the session description,
quantitative QoS parameters requested
390 through 399 are miscellaneous warnings that do not fali

d b iow,

iption o

  'th "3"
 

 
 
'f'c to SIP. Warnings 300

  
  

of the above categories.

300

301

Incompat'b
contained

Incompat
address

e network protocol:
 

 'b e network address formats:
  

availabie.

302

protoco.
Incompatible transport protocol:

_s described in the session description are not

 
 

availabie.

303 Incompatible bandwidth units:

_ems with keywords in the session description,
through 339 are warnings related to basic network services requested

370 through 379 are warnings related to
in the session description,

 

in the session description are not avai.

One or more

with a

their meaning.
These warnings describe failures induced by the session description.
The first d'

warnings spec
indicating prob.

 
indicates

through 329 are reserved for
330

and

into one 

One or more network protocols
_able.

network 
formats contained in the session description are not

One or more transport

One or more bandwidth

measurement units contained in the session description were
not understood.

304 Media type not available:
the session description are not availabie.

305

306  
307

Incompatible media format:
in the session descr

 One or mor

'pt on are not av
 

Attribute not understood: One or more 0
in the session descr

   'on are not su
 
'pt

Session description parameter not understood:    

media
ab e.

e

ai  
  

the

pported.

  

 
 

 
 

  

other than those 'sted above was not understood.

330 Mu t'cast not ava' ab Th sit wh r th

does not support mu t'cast.

331 Unicast not availabi Th sit wh r th us r is

not support unicast communication
of a firewall).
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370 Insufficient bandwidth: The bandwidth specified in the session
descr pt on or defined by the media exceeds that known to be
available.

  
 

  
399 Misceilaneous warning: The warning text can inciude arbitrary

information to be presented to a human user or iogged. A
system receiving this warning MUST NOT take any automated
action.

 

1xx and 2xx have been taken by HTTP/1.1.

Additional "warn—code"s can be defined through IANA, as defined in
Section 27.2.

   Txamp es:

 
Warning: 307 's .edu "Session parameter ’foo’ not understood"
Warning: 301 's .edu "Incompatible network address type ’E.164’"    

 

20.44 WWW—Authenticate

A WWW—Authenticate header field value contains an authentication

challenge. See Section 22.2 for further details on its usage.

 Example:

WWW—Authenticate: Diges: realm="atlanta.com",
domain="sip:boxesbybob.com", gop="auth",
nonce="f84f1cec41e6cbe5aea9c8e88d359",

opaque="", stale=FALSE, algorithm=MD5

 

 
21 Response Codes

The response codes are consistent with, and extend, HTTP/1.1 response
codes. Not all HTTP/1.1 response codes are appropriate, and only
those that are appropriate are given here. Other HTTP/1.1 response
codes SHOULD NOT be used. Also, SIP defines a new class, 6xx.

21.1 Provisional 1xx

 Provisional responses, also known as informational responses,
indicate that the server contacted is performing some further action
and does not yet have a definitive response. A server sends a 1xx
response if it expects to take more than 200 ms to obta n a f'na
response. Note that 1xx responses are not transmitted reliabiy.
They never cause the client to send an ACK. Prov'siona (1xx)
responses MAY contain message bodies, including session descr pt ons.
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21.

21.

21.

21.

21.2 Successful 2xx

1.i 100 Trying

SIP: Session Initiation Protocol June 2002

This response indicates that the request has been received by the
next—hop server and that some unspecified act on is be ng taken on
behalf of this ca.

like all other provisional responses,
an INVITE

This response,
retransmissions 0'

different from other provisiona.

  (for example, a

  

by a UAC.
_ responses,

  

 is being consulted).
stops

The 100 (Trying) response is
in that it is never

database 
 

forwarded upstream by a sta:efui proxy.

1.2 180 Ringing

The UA receiving the TNVTT
.11  

 
's trying to alert the user. This

response MAY be used to initiate local ringback. 1.3 181 Cal Ts   
seing Forwarded

A server MAY use this status code to indicate that the call is being
forwarded to a different set of destinations.

1.4 182 Queued

The called party is temporarily unavaiiable,
decided to queue the ca

able,becomes avai

 

  it w' 1
 

response.

status of the call,
time is 15 minutes".

responses to  for example, "5

1.5 183 Session Progress

The 183 (Session Progress) response

about the progress of the call that
h ad r fi ids,
 

R ason Phras ,
more details about the ca. 

The request was successful.

21.2.1 200 OK

Rosenberg,

The request has succeeded.

rather than reject it.
return the

The reason phrase MAY give

The server MAY issue several

update the caller about the status of the queued call.

 

but the server has
When the cailee

appropr'ate f'nal status
further detaiis about the

expected waiting
i82 (Queued)

    
cails queued;  

is used to convey information
is not otherwise ciassified.  The

or message body MAY be used to convey
_l progress.

The information returned with the

response depends on the method used in the request.
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21.

21

21

21

3 Redirection 3xx

3XX responses give information about the user’s new iocation, or
about alternative services that might be able to satisfy the call. 

  .3.1 300 Mu t'p e Choices

 The address in the request resoived to several choices, each with its
own specific location, and the user (or UA) can seiect a preferred
communication end point and redirect its request to that location.

    
The response MAY inciude a message body containing a list of resource
characteristics and iocation(s) from which the user or UA can choose

the one most appropriate, if allowed by th Acc pt r qu st h ad r
field. However, no MTML types have been defined for this message
body.

  
 

The choices SHOULD also be listed as Contact fieids (Section 20.10).

Unlike HTTP, the SIP response MAY contain severai Contact fields or a
list of addresses in a Contact fieid. UAs MAY use the Contact header
f'e d value for automatic red'rect'on or MAY ask the user to confirm

a choice. However, this specification does not define any standard
for such automatic selection.

 

   
  

 

 
This status response is appropriate if the callee can be reached
at several different iocations and the server cannot or prefers
not to proxy the request.

 

.3.2 301 Moved Permanently

The user can no longer be found at the address in the Request—URI,
and the request ng c ient SHOULD retry at the new address given by
the Contact header field (Section 20.10). The requestor SHOULD
update any locai directories, address books, and user location caches
with this new value and redirect future requests to the address(es)
listed.

 

   
 

.3.3 302 Moved Temporarily

The requesting client SHOULD retry the request at the new address(es)
given by the Contact header field (Section 20.10). The Request—URI
of th n w r qu st us s th valu of the Contact header field in the
response.
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The duration of the validity of the Contact URI can be indicated
through an Expires (Section 20.19)
parameter in the Contact header field.  
cache this JRI for the duration of the expirat'on t me. 
no exp icit expiration t'me, the address
   

If the URI cached from the Contact header field faiis,

 
 

 

header field or an expires
30th proxies and UAs MAY

If there is

is on y va id once for
recursing, and MUST NOT be cached for fu:ure transactions.

the Request—

URI from the redirected request MAY be tried again a single time.
 

The temporary URI may hav b com

expiration time,

21.3.4 305 Use Proxy

out of dat  soon r than the

and a new temporary URI may be available.

The requested resource MUST be accessed through the proxy given by
the Contact field. The Contact field gives the URI of the proxy.
The recipient is expected to repeat this single request via the
proxy. 305 (Use Proxy) 21.3.5 380 Aiternative Service

The call was not successful,

The alternativ s rvic s ar

response.

the subject of future standardization.

 

 
21.4 Request Failure 4xx

d fin't fai
  

4xx r spons s ar
server.

modifica:ion

However,

  (for exampie,

21.4.1 400 Bad Request

The request could not be understood due to ma.

identify the syntax prob.Reason—Parase SHOULD

example, "Missing Cali—ID header field".  
21.4.2 401 Jnauthorized

  Th r qu st r quir s us r authentication.
UASs and registrars, while 407
used by proxy servers.

Rosenberg, et. al. Standards Track

 

This response
 

 

 

responses MUST only be generated by UASs.

but aiternative services are possible.

d scrib d in the message body of the
Formats for such bodies are not defined here, and may be

ure responses from a particular
The client SHOULD NOT retry the same request without

adding appropriate authorization).
the same request to a different server might be successful.

_formed syntax. The
_em in more detail, for

is issued by
(Proxy Authentication Required) is
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21.4.3 402 Payment Required

Reserved for future use.

21.4.4 403 Forbidden

The server understood the request, but is refusing to fulfill it.
Authorization will not help, and the request SHOULD NOT be repeated.

21.4.5 404 Not Found

The server has defin'tive 'nformation that the user does not exist at

the domain specified in the Request—URI. This status is also
returned if the domain in the Request—URI does not match any of the
domains handled by the recipient of the request.

21.4.6 405 Method Not A owed

The method specified in the Request—Line is understood, but not
aliowed for the address identified by the Request—URI.

The response MUST inciude an Aliow header field containing a list of
vaiid methods for the indicated address.

21.4.7 406 Not Acceptabie

The resource identified by the request is only capable of generating
response entities that have content characteristics not acceptable
according to th Acc pt h ad r fi ld s nt in the request.

21.4.8 407 Proxy Authentication Required

This code is similar to 401 (Unauthorized), but indicates that the

client MUST first authent'cate itse f with the proxy. SIP access
authentication is explained in Sections 26 and 22.3.

This status code can be used for applications where access to the
communication channel (for example, a telephony gateway) rather than
the cailee requires authentication.

21.4.9 408 Request Timeout

The server could not produce a response within a suitabie amount of
time, for exampie, if it could not determine the location of the user
in time. The ciient MAY repeat the request without modifications at
any iater time.
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21.4.10 410 Gone

The requested resource is no longer available at the server and no
forwarding address is known. This condition is expected to be
considered permanent. If the server does not know, or has no
fac' ity to determine, whether or not the condition is permanent, the
status code 404 (Mot Found) SHOULD be used instead.

21.4.1i 413 Request Entity Too Large

The server is refusing to process a r qu st b caus th r qu st
entity—body is larger than the server is willing or able to process.
The server MAY close the connection to prevent the ciient from
continuing the request.

If the condition is temporary, the server SHOULD inciude a Retry—
After header field to indicate that it is temporary and after what
time the client MAY try again.

21.4.12 414 Request—URI Too Long

The server is refusing to s rvic th r qu st b caus th R qu st URI
is longer than the server is willing to interpret.

21.4.13 415 Unsupported Media Type

The server is refusing to s rvic th r qu st b caus th m ssag
body of the request is in a forma: not supported by the server for
the requested method. The server MUST return a iist of acceptable
formats using the Accept, Accept—Encoding, or Accept—Language header
field, depending on the specific oroblem with the content. UAC
processing of this response is described in Section 8.1.3.5.

21.4.14 416 Unsuoported URI Scheme

The server cannot proc ss th r qu st b caus th sch m of the URI

in the Reques:—URI is unknown to the server. Client processing of
this response is described in Section 8.1.3.5.

21.4.15 420 Rad Txtens'on

The server did not understand the protocol extension specified in a
Proxy—Require (Section 20.29) or Require (Section 20.32) header
field. The server MUST inciude a iist of the unsupported extensions
in an Unsupported header field in the response. UAC processing of
this response is described in Section 8.1.3.5.
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21. 4.16 421  

The UAS needs a particu.
extension is not

 

SIP:

Extension Required

 

Session Initiation Protocol

_ar extension to process the request,
iisted in a Supported header field in the request.

June 2002

but this

Responses with this status code MUST contain a Require header field
listing the required extensions.

A UAS SHOULD NOT use this response unless
serv ce to the ciient.

'n the Support d h ad r fi

usefu
not 1

 

  'sted
  

 
't tru y cannot provide any
 

Instead,  if a desirable extension is

ld, s rv rs SHOULD process the
 

 request using baseline SIP capabilities and any extensions supported
by the client.

 

 

  
      

 
 

 

  

 

  

 
 

  

 

   
 

   

 
  

   

 

21.4.17 423 Interval Too Brief

The server is rejecting th r qu st b caus th xpiration time of
the resource refreshed by the request is too short. This response
can be used by a registrar to reject a registration whose Contact
header fie d expirat'on time was too small. The use of this response
and th r iat d M'n prir s h ad r fi id ar d scrib d in Sections
10.2.8, 10.3, and 20.23.

21.4.18 480 Temporarily Unavailable

The caliee’s end sys:em was contacted successfully but the ca ee is
currentiy unavailable (for examp e, 's not logged in, logged in but
in a state :hat preciudes commun cat on with the callee, or has
activated tie "do no: disturb" feature). The response MAY indicate a
better time to ca 1 'n th R try Aft r h ad r fi ld. The user could
also be available elsewhere (unbeknownst to this server). The reason

pqrase SHOU.D ind'ca:e a more precise cause as to why the cailee is
unavailable. This value SHOULD be settable by the UA. Status 486
(3usy Here) MAY be used to more precisely indicate a particuiar
reason for :he cail failure.

Tqis status is also returned by a redirect or proxy server that
recogniz s :h us r id ntifi d by tie Request—URI, but does not
currently have a valid forwarding location for that user.

21.4.19 481 Cali/Transaction Does Not Hx'st

This status 'nd cates that the UAS received a request that does not
match any ex st ng dia og or transaction.

21.4.20 482 Loop Detected

The server has detected a loop (Section 16.3 Item 4).
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21.4.21 483 Too Many Hops

Th s rv r r c iv d a r qu st that contains a Max—Forwards (Section
 

 20.22) header field with the value zero.

21.4.22 484 Address Incomplete

Th s rv r r c iv d a r qu st with a Request—URI that was incomplete.
Additional information SHOULD be provided in the reason phrase.

 

   This status code allows overiapped d'a 'ng.
diaiing, the ciient does not know the iength of the diaiing
string. It sends strings of increasing lengths, prompting the
user for more input, until it no longer receives a 484 (Address

 

    
Incomplete) status response.

21.4.23 485 Ambiguous

With overlapped

 

 
The Request—URI was ambiguous. The response MAY conta'n a list'ng of
possible unambiguous addresses in Contact header fields. Reveaiing
alternatives can infringe on privacy of the user or the organization.
It MUST be possibie to configure a server to respond with status 404
(Not Found) or to suppress the iisting of possible choices for

 

ambiguous Request—URIs.  
 

sip:lee@example.com:

SIP/2.0 485 Ambiguous

 

 
Example response to a request with the Request—URI

Con:act: Carol Lee <sip:caroi.lee@example.com>
Con:act: Ping Lee <sip:p.lee@example.com> 
Con:act: Lee M. Foote <s ps: ee.foote@example.com>

 

 Some email and voice ma' systems provide this functionality. A
sta:us code separate from 3XX is used since the semantics are

 

  
 w 1 be reached by the choices provided.
  

 
21.4.24 486 3usy Here

 

The caliee’s end system was contacted succes
'ona

 different: for 300, 't 's assumed that the same person or service
While an automated

choice or sequential search makes sense for a 3XX response, user
intervention is required for a 485 (Ambiguous) response.

sfuily, but the callee is
 calls at this end
 

currentiy not willing or able to take addit
system. The response MAY indicate a better   
R try Aft r h ad r fi 1d. The user could aiso be avai ab e
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21.

21.

21.

21

21.

21.

elsewhere, such as through a voice ma' service. Status 600 (3usy
Everywhere) SHOULD be used if the client knows that no other end
system will be able to accept this ca

      

4.25 487 Request Terminated

   
The request was terminated by a EYE or CANCEL request. This response
is never returned for a CANCEL request itself.

 

 

4.26 488 Not Acceptabie Here

The response has the same meaning as 606 (Not Acceptable), but only
applies to the specific resource addressed by the Request—URI and the
request may succeed eisewhere.

 
A message body containing a description of media capabilities MAY be
present in the response, which is formatted according to the Accept

header field in the INVITE (or application/sdp if not present), the
same as a message body in a 200 (OK) response to an OPTIONS request.

  

4.27 491 Request Pending

The request was received by a UAS that had a pending request within
the same dialog. Section 14.2 describes how such "glare" situations
are resolved.

.4.28 493 Undecipherable

The request was received by a UAS that contained an encrypted MIME
body for which the recipient does not possess or will not provide an
appropriate decryption key. This response MAY have a single body
con:aining an appropriate public key that should be used to encryot
MIME bodies sent to this UA. Details of the usage of this response
code can be found in Section 23.2.

    

5 Server Failure 5xx

 
5XX responses are failur r spons s giv n wh n a s rv r its lf has
erred.

5.1 500 Server Internal Error

The server encountered an unexpected condition that prevented it from
fulf'l ing the request. The client MAY display the specific error
cond t'on and MAY retry :he request after several seconds.

 
    
 

If the condition is temporary, the server MAY indicate when the
client may retry the request using th R try Aft r h ad r fi ld.
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21.

21.

21.

21.

21.

5.2 501 Not Tmpiemented

The server does not support the functionality required to fulfill the
request. This is the appropriate response when a UAS does not
recognize the request method and is not capable of supporting it for
any user. (Proxies forward a requests regardiess of method.)

 
 

 

  Note that a 405 (Method Not A owed) is sent when the server

recognizes the request method, but that method is not allowed or
supported.

  
5.3 502 Bad Gateway

 

The server, while acting as a gateway or proxy, received an invalid
response from the downstream server it accessed in attempting to
fulfill the request.

5.4 503 Service Unavaiiable

 
The server is temporarily unable to process the request due to a
temporary overloading or maintenance of the server. The server MAY
indicate when the client should retry tie request in a Retry—After
header field. If no Retry—After is given, the client MUST act as if
it had received a 500 (Server Tnterna Rrror) response.  

 

A client (proxy or UAC) receiving a 503 (Service Unavaiiable) SHOULD
attempt to forward the request to an al:ernate server. It SHOULD NOT

forward any other requests to that server for the duration specified
in th R try Aft r h ad r fi ld, if present.

 
  

Servers MAY refuse the connection or drop the request instead of
responding with 503 (Service Unavailable).

5.5 504 Server Time—out

The server did not receive a timely response from an external server
it accessed in attempting to process the request. 408 (Request
Timeout) shouid be used instead if there was no response within the
period speci:ied in the Expires header field from the upstream
server.

   
5.6 505 Version Not Supported

The server does not support, or refuses to support, the SIP protocol

version that was used in the request. The server is indicating that
it is unabie or unwilling to complete the request using the same
major version as the ciient, other than with this error message.  
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The server was unabie to process the request since the message length
 exceeded its capabiiities.

 

   

   

      
 

 

 
 

  

 

   
 

21.6 Global Failures 6xx

6xx responses indicate that a server has definitive information about
a particular user, not just the particular instance indicated in the
Request—JRT.

21.6.1 600 Qusy Vverywhere

The caliee’s end system was contacted successfully but the caliee is
busy and does not wish to take the call at this time. The response
MAY indicate a better time to call in th R try Aft r h ad r fi ld.
If the cailee does not wish to reveal the reason for declining the
call, the caliee uses status code 603 (Decline) instead. This status

response is returned oniy if the client knows that no other end point
(such as a vo ce mai system) will answer the request. Otherwise,
486 (3usy Here) shouid be returned.

21.6.2 603 Decline

The cailee’s machine was successfully contacted but the user
exp ic'tly does not wish to or cannot participate. The response MAY
indicate a better time to call in th R try Aft r h ad r fi ld. This
status response is returned only if the client knows that no other
end point will answer the request.

21.6.3 604 Does Not Exist Anywhere

The server has au:horitative information that the user indicated in

the Request—URI does not exist anywhere.

21.6.4 606 Not Accep:able

The user’s agent was contacted successfully but some aspects of the

session description such as the requested media, bandwidth, or
addressing style were not acceptable.

A 606 (Not Acceptable) response means that the user wishes to
communicate, but cannot adequately support the session described.
The 606 (Not Acceptable) response MAY contain a list of reasons in a
Warning header field describing why the session described cannot be
supported. Warning reason codes are listed in Section 20.43.
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A message body containing a description of media capabilities MAY be
present in the response, which is formatted according to the Accept

  
header field in the INVIT: (or application/sdp if not present), the
same as a message body in a 200 (OK) response to an OPTIONS request.

It is hoped that negotiation will not frequently be needed, and when
a new user is be ng inv

 
'ted to join an already existing conference,
 

negotiation may not be possible. It is up to the invitation
initiator to decide whether or not to act on a 606 (Not Acceptable) 
response .

 
This status response is returned only if the client knows that no
other end point will answer the request. 

22 Usage of HTTP Authentication

SIP provides a stateiess, chalienge—based mechanism for
authentication that is based on authentication in HTTP. Any time
that a proxy server or UA receives a request (with the exceptions 
given in Section 22.i),
to provide assurance of

  
 it MAY challenge the initiator of the request

its identity. Once the originator has been 
id nti:i d, th r cipi nt of the request SHOULD ascertain whether or
not this user is authorized to make the request in question. No
authorization systems are recommended or discussed in this document.

 

  
The "Diges:" authentication mechanism described in this section
provides message authentication and replay protection oniy, without
message in:egrity or confidentiality. Protective measures above and
beyond those provided by Digest need to be taken to prevent active
attackers from modifying SIP requests and responses. 

 
 

Note that due to its weak security, the usage of "Basic" 
authentica:ion has b n

 credentials using the W
MUST NOT cqallenge with 

22.1 Framewor<

 d pr cat d. S rv rs MUST NOT accept
 3asic" authorization scheme, and servers also

"Basic". This is a change from RFC 2543.  

The framework for SIP authenticat'on close y paraliels that of HTTP
(RFC 2617 [17]). In particular, the 3NF for auth—scheme, auth—param,
challenge, realm, realm—value, and credent a s is 'dentical (although
the usage of "Basic" as

 

 

    
a scheme is not permitted). In SIP, a UAS 

uses the 401 (Jnauthorized) response :0 chalienge the identity of a
UAC. Additionally, registrars and redirect servers MAY make use of
401 (Unauthorized) responses for authentication, but proxies MUST
NOT, and instead MAY use the 407 (Proxy Authentication Required) 
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r spons . Th r quir m nts for inclusion of the Proxy—Authenticate,
Proxy—Authorization, WWW—Authenticate, and Authorization in the
various messages are identical to those described in RFC 2617 [17].

 
  

Since SIP does not have the concept of a canon ca root URL, the
notion of protection spaces is interpreted differently in SIP. The
reaim string alone defines the protection domain. This is a change 
from RFC 2543, in which the Request—URI and the realm together
defined the protection domain.

 
This previous de: n'tion of protection domain caused some amount
of confusion since the Request—URI sent by the UAC and the
Request—URI received by the chal eng'ng server might be different,
and indeed the f'na form of the Request—URI might not be known to
the UAC. Also, the previous def'nit'on depended on the presence
of a SIP URI in the Request—URI and seemed to ruie out aiternative
URI schemes (for example, the tei URL).

  
     

    
 

Operators of user agents or proxy servers that wiil authenticate
received requests MUST adhere to the fo lowing gu'delines for
creation of a reaim string for their server:

 

   
   

  
o Realm strings MUST be global y un que. It 's RfiCOMMfiNDfiD that

a realm string contain a hostname or domain name, foliowing the
recommendation in Section 3.2.1 of RFC 2617 [17].

  
 

o Reaim strings SHOULD present a human—readable identifier that
can be rendered to a user.

For examOie: 
INVITE sip:bob@biloxi.com SIP/2.0 

 
 

 
      

Author'zation: D gest realm="biloxi.com", <...>

Generaliy, SIP authentication is meaningful for a specific realm, a
protection domain. Thus, for Digest authentication, each such
protection domain has its own set of usernames and passwords. If a
server does not require authentication for a particular request, it
MAY accept a default username, "anonymous", which has no password
(password of ""). S'm'larly, UACs representing many users, such as
PSTN gateways, MAY have their own device—specific username and
password, rather than accounts for particular users, for their realm.

While a server can legitimately challenge most SIP requests, there
are two requests defined by this document that require special
handling for authent cat on: ACK and CANCEL.   
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the UAS MAY authenticate

the originator before the request is processed. If no credentials
(in the Authorization header fieid) are provided in the request, the

UAS can challenge the originator to provide credentials by rejecting
the request with a 401 (Unauthorized) status code.

The WWW—Authenticat r spons h ad r fi id MUST be included in 401
(Unauthorized) response messages. The field value consists of at
least one chalienge that indicates the authentication scheme(s) and
parameters app 'cable to the realm.
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An example of the WWW—Authenticate header field in a 401 challenge
is:

WWW—Authenticate: Digest
reaim="biloxi.com",

qop="auth,auth—int",
nonce="dcd98b7102dd2f0e8b11d0f600bfb0c093",

opaque="5ccc069c403ebaf9f0171e9517f40e41"

 

When the originating UAC receives the 40i (Unauthorized), it SHOULD,
if it is abie, re—originate the request with the proper credentials.
The UAC may require input from the originating user before
proceeding. Once authentication credentials have been supplied
(either directiy by the user, or discovered in an interna keyr'ng),
UAs SHOUuD cache the credentials for a given value of the To header
field and "reaim" and attempt to re—use these values on the next
request for that destination. UAs MAY cache credentials in any way
they wouid like.

 
     

   
If no credentials for a realm can be located, UACs MAY attempt to
retry the request with a username of "anonymous" and no password (a
password of "").

Once credentials have been located, any UA that wishes to
authenticate itseif with a UAS or registrar —— usually, but not
necessariiy, after rece v'ng a 401 (Unauthorized) response —— MAY do
so by 'nc ud ng an Authorization header field with the request. The
Author'zation f'e d va ue consists of credentiais containing the
authent cat on 'nformation of the UA for the realm of the resource

being requested as weli as parameters requ red 'n support of
authent cat on and repiay protection.

    
 

 
    
       

 
An example of the Authorization header fieid is:

Authorizat'on: D gest username="bob",
realm="biloxi.com",
nonce="dcd98b7102dd2f0e8b11d0f600bfb0c093",

uri="sip:bob@biloxi.com",
qop=auth,
nc=00000001,
cnonce="0a4f113b",

response="6629fae49393a05397450978507c4ef1",
opaque="5ccc069c403ebaf9f0171e9517f40e41"

 

 

 

When a UAC resubmits a request with its credentiais after receiving a
401 (Unauthorized) or 407 (Proxy Authentication Required) response,
it MUST incr m nt th CS q h ad r fi ld value as it would normaliy
when sending an updated request.
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22.3 Proxy—to—User Authentication

B. '1ar1y, when a UAC sends a request to a proxy server, the proxy
erver MAY authenticate the originator before the request is
rocessed. If no credentials (in the Proxy—Authorization header
'e d) are provided in the request, the proxy can chalienge the

originator to provide credentiais by rejecting the request with a 407
(Proxy Authentication Required) status code. The proxy MUST populate
the 407 (Proxy Authentication Required) message with a Proxy—
Authenticate header field value applicable to the proxy for the
requested resource.

 

  i‘h'UUJUJ  
 

  
 

The use of Proxy—Authenticate and Proxy—Authorization parallel that
described in [17], with one difference. Proxies MUST NOT add values

to the Proxy—Authorization header field. Ali 407 (Proxy
Authentication Required) responses MUST be forwarded upstream toward
the UAC fo owing the procedures for any other response. I: is the
UAC’s respons'bil'ty to add the Proxy—Authorization header field
value conta n'ng credentials for the realm o: the proxy tha: has
asked for authentication.

   
   
 

  
If a proxy were to resubmit a request adding a Proxy—Autqorization
header field value, it would need to increment the CSeq in the new
request. However, this would cause the UAC that submitted the
original request to discard a response from the UAS, as :he CSeq
vaiue would be different.

 
 

When the originating UAC receives the 407 (Proxy Authentica:ion

 
  

Required) it SHOULD, if it is able, re—originate the reques: with the
proper credentials. It should follow the same procedures for the
dispiay of the "realm" parameter that are given above for responding
to 401.

If no credentials for a realm can be located, UACs MAY attempt to
retry the request with a username of "anonymous" and no password (a
password of "").

The UAC SHOULD aiso cacqe the credentials used in :he re—originated
request.

    
The following ru e is RfiCOMMfiNDfiD for proxy creden:ia cach'ng:

  

 
If a UA receives a Proxy—Autqen:icate header field vaiue in a 401/407
response to a request with a part cu ar Cal —TD, i: should
incorporate credentials for :ha: rea m in a l subsequent requests
that contain the same Cali—TD. These credentials UST NOT be cached

across diaiogs; however, if a UA is configured witq the realm of its
iocal outbound proxy, when one exists, then the UA MAY cache
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that realm across diaiogs. Note that this does mean

a future request in a dialog could contain credentials that are not
needed by any proxy along the Route header path.

Any UA that wishes to authenticate itself to a proxy server ——
usually, but not necessarily, after receiving a 407 (Proxy
Authentication Required) response —— MAY do so by inc ud ng a Proxy—
Author zat on header field vaiue with the request. The Proxy—
 

  

 
 

  Author zat on request—header : e d allows the client to identify
itself (or its user) to a proxy :hat requires authentication. The
Proxy—Authorization header fieid value consists of credentials
containing the authentication information of the UA for the proxy

  
and/or realm of

A Proxy—Authori
whose realm is

  
th r sourc b ing r qu st d.
   

zation header f'e d va ue applies only to the proxy
iden:'f'ed in the "reaim" parameter (this proxy may  

previously have

  
demanded authentication using the Proxy—Authenticate  field). When mult'o e proxies are used in a chain, a Proxy—

Authorization header field value MUST NOT be consumed by any proxy
whose realm does no: match the "realm" parameter specified in that
value.

Note that if an

  

autqentication scheme that does not support realms is
used in the Proxy—Authorization header field, a proxy server MUST
attempt to parse ail Proxy—Authorization header field values to
determine whether one of them has what the proxy server considers to
be va 'd credentia s. %ecause this is potentially very time—
consum'ng 'n large networks, proxy servers SHOULD use an
authentication scheme tqat supports realms in the Proxy—Authorization

  
  

 header fieid.

If a request is

   
 

 

forked (as described in Section 16.7), various proxy

servers and/or UAs may wish to challenge the UAC. In this case, the
forking proxy server is responsible for aggregating these challenges
into a single response. Each WWW—Authenticate and Proxy—Authenticate

 

value received in responses to the forked request MUST be placed into
the s'ng e response that is sent by the forking proxy to the UA; the
ordering of these header field values is not significant.

  
 

When a proxy
 

server issues a cha enge 'n response to a request,
 it will not proxy the request until the UAC has retried the

request with
request s mu 

 
valid credent a s. A forking proxy may forward a
taneousiy to mu t'p e proxy servers that require

       
 

authentication, each of wh ch 'n turn will not forward the request
until the or'  

g'nating UAC has authenticated itself in their
  

 respective reaim. T: the UAC does not provide credentials for
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This section

to apply the
scheme usage

Since RFC 2543 is based on HTTP Digest as defined in RFC 2069

same

 

 'b
in

e for multiple chalienges
the same 401 (Unauthorize
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ing request. When it retries
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a   

 
4 The Digest Authentication Scheme

describes the modif'cat'o

HTTP Digest authent'cat'o
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d) or 407 (Proxy Authentication
e, when multiple proxies w'th'n
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tical to that for HTTP [17].

[39],

STP servers supporting RFC 2617 MUST ensure they are backwards
compat
compat
servers MUST NOT accept or request

b e with RFC 2069. Procedures
 

'b  in RFC 261
 

 
The ruie

with "HTTP/1.1" replaced by "SIP/2.0"
d  ifferen

1.

U

T
O

Rosenberg,

'1ity are specified
 Ras

for this backwards

7. Note, however,
'c authentication.

that SIP
 

 
s for Digest authent'cation fo  low those defined in [17],
 

C68:

The URI included in the challenge has the following

RT SIP—URI / SIPS—URT

he
f t

3NF in RFC 2617 has an erro
1e Authorization header fie 

et. al. Standards Tra

 
in addition to the following

BNF: 

r in that the ’uri’

ld for HTTP Digest

parameter
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 3. The BNF f
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ation is not enciosed in quotation marks. (The
n Section 3.5 of RFC 2617 is correct.) For SIP, the

T be enclosed in quotation marks.

or digest—uri—value is:

  dig st ur'

4. The examp
not work

5. The text

apply to

6. RFC 2617

request

va u — R qu st URI ; as defined in Sec:ion 25
 

 
ie procedure for choosing a nonce based on Etag does
for SIP.

in RFC 2617 [17] regarding cache operation does not
SIP.

17] requires that a server check that the URI in the
'ne and the URI included in the Authorization header

 
 

 field poi
URIs may
proxy. T
Request—U
correspon
forwarded

failure i

7. As a clar

message i 

nt to the same resource. In a SIP context, these two

refer to different users, due to forwarding at some
herefore, in SIP, a server MAY check that the
RI in the Authorization header field vaiue

ds to a user for whom the server is wil 'ng to accept
or direct requests, but 't 's not necessarily a

f the two fields are not equivalent.

 

    

 

 ification to the ca culat'on of the A2 value for

itegrity assurance in the Digest authentication

 

   scheme,

empty (th
of the en

string, 0

H(enti
"d4ld8cd9

8. RFC 26i7
Authoriza
f'eld 'f

aigorithm
"MD5—Sess

the "qop"
of backwa
based on

rema'n op

  

 

'mp ementers should assume, when the entity—body is
at is, when SIP messages have no body) that the hash
:ity—body resolves to the MD5 hash of an empty
r:

:y—body) = MD5("") =
8f00b204e9800998ecf8427e"

notes that a cnonce value MUST NOT be sent in an

:ion (and by extension Proxy—Authorization) header

 
 no qop directive has been sent. Therefore, any

s that have a dependency on the cnonce (inciuding
") require that the qop directive be sent. Use of
parameter is optional in RFC 2617 for the purposes

rds compatib' ity with RFC 2069; since RFC 2543 was
RFC 2069, the "qop" parameter must unfortunately
tiona for c 'ents and servers to receive. However,

 

    

 servers MUST aiways send a "qop" parameter in WWW—Authenticate
and Proxy
receives
MUST send

header fi

 

Rosenberg, et. al.

—Authenticate header field values. If a client

a "qop" parameter in a challenge header fieid, it
the "qop" parameter in any resulting authorization

eld.
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RFC 2543 did not allow usage of the Authentication—Info header fieid
(it effectively used RFC 2069). header fie
 

cat' Ol’l. 
provides mutual authent
backwards compatibility 

However,

RFC 2617

we now ailow usage of th

d, since 't provides integrity checks over the bodies and
' defines mechanisms

using the gop attribute in the request.

 [17]

is

  for

These mechanisms MUST be used by a server to determine if the client 
supports the new mechanisms in RFC 2617 that were not specified
RFC 2069.

23 S/MIM L‘J

SIP messages carry MIME
mecha

conf'dent'ality (inc

’app icat'on/pkcs7—mime’
and RFC 2633 [24]).

may be rare network

  
uding
 

 
 

  
SDP), and that secure MIME

from functioning.

 

This applies particular

The PGP mechanism for encrypting the header fie.
in RFC 2543 has been deprecated.SIP messages described

23.1 S/MIME
J.

Certificates

 The cer:ificates

purposes of S/MIME di
respect — rather :han
corresponds to a oarticular hostname,

'ed by an end—user address.
composed of the concatenation of the "userinfo"
portions of a SIP or SIPS URI
the form "bob@biloxi.com"),

  the holder is idedt'f
 

 
address—of—record.

1isms for securing MIME

MI E

Impleme
intermediaries

'1e  

may prevent these sorts of intermed'

 

types,

bodies and the MIME
contents to e

’multipart/signed’ and
see RFC 1847

iters should note,

(not typical proxy servers)
rely on viewing or modifying the bodies of SIP messages

(in other words,

These certificates are also associated wi

sign or encrypt bodies of SIP messages.
private key of the sender (who may

l’lC 

message as appropriate), but bodies 
of the intended rec p ent.

 

foreknowledge of the public key of rec message bodies.
keyring.

Rosenberg, et. al.

are e

 Obvious._y, se 

 

 

 

"@H

standard
1sure both

[22 ,
however,

 in

includes

integrity and RFC 2630
that there

that

(espec'al y
ar'es

23]

  
 
 

_y to certain types of firewalls.

_ds and bodies of

:hat are used to identify an end—user for the
ffer from those used by servers in one important
asserting that the identity of the holder

these certificates assert that
This address is

and "domainname"
an email address of

most commonly corresponding to a user’s
 

:h keys that are used to

Bodies are signed with the
ude the r publ  'c key with the
 

 
1ders   

Standards Track

'pients

1crypted with the public key
must have

'n order to encrypt
Public keys can be stored within a UA on a virtual
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23.

specifically for end—users’ cert
between addresses of record and

:ime, users SHOULD use the same

originating URI of signaling (th
address—of—record.

  

itiation Protocol June 2002

1.
Each user agent that supports S/MIML MUST contain a keyring

ificates. This keyring should map
corresponding certificates. Over
cer:ificate when they populate the
e From header field) with the same

  

xist nc of nd us r c rt f cates
 

Any mechanisms depending on th
are seriously limited in that th
authority today that provides ce
However, users SHOULD acquire ce
certificate authorities. As an

signed certificates. The 'mp 'c

  

 

ere 's v'rtually no conso 'dated
rt f cates for end—user appl'cat'ons.
rt f cates from known pub 'c
alternative, users MAY create seif—

at ons 0: se f—s'gned cert f cates

  
  

    

   

are explored further in Section
pre—configured cer:ificates 'n d  

  

 26.4.2. Impiementations may also use
ep oymen:s in which a previous trust

 
   

relationship exists between a
 

Above and beyond tie problem 0:
there are few well—known central

end—user certifica:es. However,

pub 'sh their certificate in any
Sim' ar y, UACs SHOULD support a
automat'ca y) cer:ificates disc
corresponding to tie target URIs

 
 

  
 

   
 
 

 
2 S/MIML Key fixchange

 
 

 SIP itself can also be used as a

the following manner.

Whenever the CMS SignedData mess
MUST contain the certificate bea

verify the signature.

 
When a UAC sends a request conta

d'a og, or sends a non—IWVITE re
d'a og, the UAC SHOULD s:ruc:ure
’muitipart/signed’ CMS SignedDat
is EnvelopedData (and the public
the UAC SHOULD send the Envelope

SignedData message.

 

  
  

 
When a UAS receives a request co
includes a certificate, the UAS

cer:'f'cate, if possible, witq a

  

  
 

 
SIP enti:ies.  
acqu r'ng an end—user certificate,
ized directories that distribute
the hoider of a cert f cate SHOULD

pubiic directories as appropriate.
mechanism for importing (manually or

overed 'n pub ic directories
of SIP requests.

 

 
 
  

    

means to distribute public keys in

age is used in S/MIME for SIP, it
ring the pubiic key necessary to  

iqing an S/MIME body :hat initiates a
quest outside :he con:ext of a

:he body as an S/MIME
a body. If the desired CMS service

<ey of the target user is known),
dData message encapsulated within a

  

n:aining an S/MIME CMS body that
SiOULD first validate the

ny availabie root certificates for

 

 cer:'f'cate authorities. The UAS SHOULD aiso determine the subject
 

  of :he certificate (for S/MIME,

appropriate identity) and comoar
 

Rosenberg, et. al. Standar

 
  tie SubjectAltName w'l contain the

e this value to the From header field
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but its subject doe
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the certificate cannot be ver_Lfied, because it is
 .i 's veri-iable
 

ned by no known authority, or 'f
s not correspond to :he From header

request, the UAS MUST notify its user of the status 0  cert f cate (includ

and any key fingerp
before proceeding.
the subject of the
of the SIP request,
authorizes the use
certificate to a lo
the hoider of the c

 

 

 
When a UAS sends a

the firs: request i

ing the subject of tne certificate,
rint informat_Lon) and request exp
If the certi:icate was successfu

: the
:ield o llll

'ts s'gner,
   

 
  
'c't perm ss on
y ver' '
 

 cert_L:icate corresponds to the From header fieid
or i: the user (after notification) exp

of the certificate, :he UAS SHOULD add this

cal keyring, indexed by the address—of—record of

 
  

erti:icate.

'3‘ 

 
 'c'tly
  

response containing an S/MIML body that answers
n a d'a og, or a response to a non—INVIT

 
 

outside :he context

an S/MIM? ’mult'par
serv ce is ane ope
message encapsuiate

    
 

When a UAC receives
includes a certific

certificate, if pos
UAC SHOULD also det

this value to tne T

weil be different,

security breach. I
se f—s'gned, or sig
user of the sta:us

certificate, its si

request expl'c': pe
was successfu y ve

 

  
 
 

  

 of a dialog, the JAS SHOULD structure t
If the desired CMS

dData, the UAS SHOJLD send the Enveloped
t/signed’ CMS SignedData body.

 d within a SignedData message.

A request

ne body as Data

a response containing an S/MIME CMS body that
ate, the JAC SHOULD first validate the

certificate. Thesibie, wi:h any aporopriate roo:
ermine the subject of the certi: icate and compare
0 field of :he resoonse; although the two may very
and this is not necessarily indicative of a

 
f the cer:ificate cannot be veri

 
fied because it is

ned by no known au:hority, the UAC MUST notify its
of the certificate (inciuding the subject of the
gnator, and any key fingerprint 

 
informat

rmission be:ore proceeding. If the cert
rified, and the subject of the cert
 

corresponds to :he
(after notifica:ion

 
indexed by the addr
If the UAC had not

previous transactio

 
 

 
To header field in the response,

 
or

) exp 'ci:ly authorizes the use of the
certificate, the UAC SHOULD add this certificate to

  
ess—o:—record of the holder of the cert

transmitted its own certificate to the

n, it SHOULD use a CMS SignedData body

  
next request or response.

On future occasions
contain a From head

the UA SHOULD compa

a  oca

ion) and
ificate

ificate
if the user

 

keyring,
 

 
ificate.

UAS in any
for its 

, wh n th UA r c iv s r qu sts or responses that
er fieid corresponding to a value
re the certificate offered in these messages with

 

  
the existing certif'
the UA MUST notify 

cate 'n its keyring. If there
its user of a change of the cert 

is

 'f'

in its

cate
 

(preferab__y in terms that indicate that this is a potential
breach) and acquire the user’ s permission before cont'

Rosenberg, et. al. Standards Track

 
 nu ng
 

keyring,

a discrepancy, 
security
to
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process the signaling. If the user authorizes this certificate, it
SHOULD be added to the keyring alongside any previous vaiue(s) for
this address—of—record.

  

Note we however, that this key exchange mechanism does no:
guarantee the secure exchang of k ys wh n s lf sign d c rtificates,

or cert':' cates signed by an obscure authority, are used — it is
vulnerabie to wel._—known attacks. In the op n on of the au:hors,

however, the security it provides is proverb a y better than
nothing; 't 's in fact comparab__e to the widely used SSH apolication.
These limitations are explored in greater deta' in Section 26.4.2.

 
 

  
   

 

 
 

      

If a UA receives an S/MIM.3 body that has been encrypted witn a public
key unknown to the recip 'ent, 't MUST reject the request wi:h a 493
(Und ciph rabi ) r spons . This response SHOULD contain a valid
certificate for the respondent (corresponding, if possible, to any
address of record given in the To header f' e d of the rejec:ed
request) within a MIML body with a ’certs—oniy’ "smime—type"
parameter.

 

 
  

  
    

   

  
A 493 (Undecipherabie) sent without any certificate indicates that

the respondent cannot or will not u:ilize S/MIME encrypted messages,
thougn they may sti support S/MIML s'gnatures.

    
  

L*.i 
Note :hat a user agent that receives a request containing an S/MIM
body :hat is not optional (with a Content—Disposition header
"handling" parameter of "required") MUST rejec: the request with a
415 Unsupported Media Type response if the MIME type is not

understood. A user agent that receives such a response when S/MIM
is sent SHOULD notify its user that the remote device does not

support S/MIME, and it MAY subsequently resend the request without
S/MIME, if aporopriate; however, this 415 response may constitute a
downgrade attack.

 
 

L*.i     

If a user agent sends an S/MIML body in a request, but receives a
response that contains a MIME body that is not secured, the UAC
SHOULD notify its user :hat :he session could not be secured.
However, if a user agen: tha: supports S/MIME receives a request with
an unsecured body, it STOULD NOT respond witn a secured body, but if

it expects S/MIM.3 from :he sender (for xampi , b caus th s nd r’s
From header field value corresponds to an identity on its keychain),
the UAS SHOULD noti:y i:s user that the session could not be secured.

 
 

 
  

 
 

    
A number of conditions :hat arise in the previous text cail for the
notification of the user when an anomalous certificate—management
event occurs. Users might weli ask what they should do under these
circumstances. First and foremost, an unexpected change in a
certificate, or an absence of security when security is expected, are
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causes for caution but not necessarily
Users might abort any connection a:tempt or refuse a

in telephony parlance,
Users may wish to

in progress.
connection r gu st th y hav
couid hang up and cali back.

 

 r c iv d;

Session Initiation Protocol

indications that

 
find an

 

June 2002

an attack is

they
alternate

means to contact the other party and confirm that their key has  
1eg'timate y changed.
change their certificates, 

 
private key is no longer private,

 
 eg'timate

Note that users are sometimes compelled to
for example when they

secrecy of their private key has been compromised.
users must

suspect that the
When their

1y generate a
 

new key and re—establish trust with any users that held their old
key.

Finaily,

 
its user of the change,
is a potential security breach.

 

  

  
  

       
 

  
  
 

  

if during the course of a dialog a UA receives a certificate
CMS SignedData message that does not correspond with the

certificates previously exchanged during a dialog,
preferably in terms that indicate that this

the UA MUST notify

 

 

  

 

 

 
 

 
 

  

23.3 Securing MIME bodies

There are two :ypes of secure MIME bodies that are of interest to

SIP: use of these bodies should follow the S/MIME spec'fication [24]
with a few variations.

0 "multipart/signed" MUST be used oniy with CMS detached
signatures.

Th's a] ows backwards compatibiiity with non—S/MIME—
compliant recipients.

o S/MIME bod'es SHOULD have a Content—Disposition header field,
and tie vaiue of the "handling" parameter SHOULD be "required "

o If a JAC has no certificate on its keyring associated with the
address—of—record to wh ch 't wants to send a request, it

canno: send an encrypted "application/pkcs7—mime" MIME message.
UACs .AX send an init'a request such as an OPTIOMS message
with a CMS detached signature in order to solicit the
certificate of the remote side (the signature SHOJLD be over a

"message/sip" body of the type described in Section 23.4).

No:e that future standardization work on S/MIME may define
non—certifica:e based keys.

0 Senders of S/MIME bodies SHOULD use the "SMIMECapab' ities"
(see Section 2.5.2 of [24]) attribute to express their
capab'l't'es and preferences for further communications. Note
espec'a ly that senders MAY use the "preferSignedData"
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capability to encourage receivers to respond with CMS
SignedData messages (for example, wnen sending an OPTIONS
request as described above).

0 S/MIME implementations MUST at a minimum support SHAl as a
digital signature algoritnm, and 3DES as an encryption
a gor'thm. All other signature and encryption algorithms MAY
be suoported. Impiementa:ions can negotiate support for these
a gor'thms with the "SMIMECapabilities" attribute.

 
       

J.

 
0 Each S/MIMZ body in a SIP message STOULD be signed with only

one certificate. If a UA receives a message with muitiple
signatures, the outermost signature shouid be treated as the
s'ng e cer:ificate for this body. Paral e1 s'gna:ures SHOULD
NOT be used.

 

     
  

*J  
The foliowing is an exampie of an encrypted S/MIM; SDP body
within a SIP message:

 
INVIT? s'p:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
To: 30b <sip:bob@b' oxi.com>
From: Al'ce <sip:a 'ce@atlanta.com>;tag=l928301774
Call—ID: a84b4c76e66710

CSeg: 314159 INVITE
Max—Forwards: 70

Contact: <sip:alice@pc33.atlanta.com>

Content—Type: application/pkcs7—mime; smime—type=enveloped—data;
name=smime.p7m

Content—Disposition: attachment; filename=smime.p7m
handling=reguired

 
 

 
  

  
 

 

 
‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k************************

Content—Type: application/sdp
‘k
‘k

* v=0

* o=alice 53655765 2353687637 IN IP4 pc33.atlanta.com
‘k S:—

* t=0 0

* c=IN IP4 pc33.atlanta.com
* m=audio 3456 RTP/AVP 0 l 3 99

* a=rtpmap:0 PCMU/8000‘k

‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k

‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k************************
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23.4 SIP Header Privacy and Integrity us

23.

23.

Rosenberg,

As a means of providing some degree of

SIP:

 ing S/MIM

Session Initiation Protocol

:' 

integrity or confidentiality for SIP header fieids
encapsulate entire SIP messages within MIM? bod

"message/sip" and tqen app
same manner as typical SIP
and responses do no
they are a copy of :he

  'es
 

 
 

y MIM:
bodies.

 
integrity or to supoly additional information.

JAS receives a

body,

If a

S/MIME   
request tha:

it SHOJLD inciude

 
 

response with the same smime—tyoe.

 Any tradit'onal MIM
.11 bodies
 

 
"inner" message so

"multipart/mixed" body if any unsecured MIML
in a request. transmitted

:hat they ca  
4.1 Integrity and Confidentiali:y Properties 0

When the s/MIMfi
J.

integr  'ty or co
 

 
 n th va u s
 

there may be discr panci s b tw
"out r"and values in :h

(such as SDP) STOULD be attached
1 also benefit from S/MIME

Note that "message/sip" bodies can be sent as a part of a MIML
types should also be

5 SI

'n t
 

Th rul s
 

differences for all of th h ad r fi
in tqis section.are given  

Note that for 

m ssag
ids d scr

for

'b d
  

  

June 2002

i: Tunneling SIP

end—to—end authentication,

, S/MIME

of type

 can

security to these bodies in the
These encapsulated SIP requests

constitute a separate dialog or transaction,
"outer" message that is used to verify

contains a tunneled "message/sip"
a tunneied "message/sip" body in the

:o the

security.
  

P Headers

qfidentiality mechanisms are used,
he "inner" message
handiing any such

'n this document
  

:he purposes of loose timestamping,

 
ail SIP messages

that tunnei "message/sip" SHOULD contain a Date header in both the
headers."inner" and "outer"

4.1.1 Integrity

Whenever integrity checks ar
field should be determined by matching the va_
in the signed body with that

 
p rform d, th

 

comparison rules of SIP as described in 20. Header f'e

Request—URI,
Authorization.

 

Via, 
ds that can be

Record—Route,
If these header

 
1eg'
 

Route,

int grity of a header
_ue of the header field

in the "outer" messages using the

t'mately modified by proxy servers are:
Max—Forwards,

fields are not intact end—to—end,
and Proxy—

implementations SHOULD NOT consider this a breach of security.
Changes to any other header fie.
constitute an integrity violation;
discrepancy.

et. al.

 
 

Standards Track

_ds defined in this document
users MUST be notified of a
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23.4.1.2 Confidentiality

When messages are encrypted, header fie.

Session Initiation Protocol June 2002

_ds may be included in the
encrypted body that are not present in the "outer" message.

Some header fields must always have a p
r guir d h ad r fi lds in requests and responses — these include:

ar
 

T0,

is perm
for the

mere y
 
From,

provide an encrypted alternative for the Cali—ID,
providing an alternative to the informat

Note that the values in an encrypted body are not used
fying transactions or dialogs — they are

If the From header field in an encrypted body

itted.

 
Cali—ID, CSeg, Contact.

purposes of identi
'nformationai.  

differs
e

in the

H H B m H L

ccept,
uthent

S‘mQJCWGWWmU
inner"

 
S

.mp
'nc

 

  
 

message
These h
treated

message

It is n

Min—Rxp
 

'-—y,
1 end—to—end semant'

ication—Info,
1suppor

nese header fields are present in
m m Q P D m

prese

ince MI
emen

uding:
Language,

  
 While 't
 

 'on 'n the
 

 

a'ntext version because they

's probably not useful to
CSeg,

"outer"
or Contact,

To or From

 
 from the va ue 'n th "out
 

 "outer" header f e
   W.

'nc

 
it

C,

qg,

a user age
 uding:
 

 
Accept—?ncod'  In R

Accept—Language,

r" m ssag th
I

Subject, Repiy—Io,
Alert—Info,  

Sxp'r s,
_ r,

   
: d, R :ry A

:ead of any "outer" header
iqg the qeader field values
in the UA. They SHOULD NOT

0 any future messages.

 
 

1

a

VI

1d "outer" headers. 
L bodies are attached to

 
MIME—Version, Content—I

Content—Encoding and Con
:he proper MIME
s (and any MIME

IM?

 

 wili have
eader fieid
as norma

    
 

ot part'cu
'res, Iimestamp, Author'zat

 

 

Us r Ag n:,

:ations will usually encryp

oiy Io, R quir ,
S rv r,

an encrypted body,
ields,

:0 users or setting
qowever be used in

 
 

tqe inner" message,
 

 
yoe, Content—Length,

tent—Disposition.

bodies they preface) 

'on, Priority,
  

Authent
can be
UAs SHOULD never

Rosenberg,

   
 

icate. This category a so
changed by proxy servers

include these in
 

et. al. Standards

 an "

Track

valu

1crypted body SHOULD be displayed to the user, but MUST NOT be used
' ds of any future messages.

and Warning.

within the

want to encrypt header fields that have
Organization,
Error—Info,

Suoported,
If any of

:hey should be
whether this entails

internal 

The

header fieids for S/MIME

:he "outer"

the Date header field MJSI always be the same in the

MIME—specific header fields,
Content—

"outer"

bodies.
should be

 
header fields and bodies received in a SIP

arly useful to encrypt the following header fields:
and WWW—

'ncludes those header fields that

(described in the preceding section).
inner" message if they are not
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included in the

values.

Note that extensions to SIP may define add
authors of these extens

confidentiality propert
encounters an unknown header fie.

MUST ignore the header

SIP:

"outer"

header fields in an encrypted body SHOULD

mess

ions

 

age.

shouid describe
ies of such header fields.

_d with an 
field.

Session Initiation Protocol

'tiona
the

 

  'ntegr'
If

'ntegrity v

 
  

header fields;

'olation,

June 2002

UAs that receive any of these
ignore the encrypted

the

it
 

4.2 Tunneling Integrity and Authentication

Tunneling SIP messages within S/MIM
SIP header fieids if the header fie.

secure are repiicated in a "message/sip" MIM: 
detached signature.

Provided t
fundamenta  

dialog 'dentifie
 
J.

signed MIM:
least, if :he cer

recipient and can ascertain :hat a later request 
ficate—
fled MIM

(they

same certi

of the sig
certificate

 
trusted reoository,
signature can be

body can provide
:i
not be veri 
noider that

3 body has
were able

or they
:aken as a

subject of the certificate.

In order to elimi
subtraction of en

  
bodies that requ 're integr

 
  

"inner" message.

 
iock,

user to the anomaiy,

If an integrity v

if applicable.
on the order of an hour or more),

   
the message MAY be rejected with a 403

or any existing dialog MAY be terminated.a request,  

  

rs (To,

fied,

L‘J
bodies can prov

:he sender wishes to

I body signed with a CMS

_ds that

From,
iimited authent

ficate used to sign the body

'n a dia

'de 'ntegrity for
 

  

 'cat on.
 

 

 
  

 'n
 

't'ated the dialog. If

 

flat the "message/sip" body contains at least the
Cail—ID, CSeq), then a

' At the very
is unknown to the

the signature can be used to
og was transmitted by the

the recipient
some stronger incentive to trust the to vaiidate it,

have used it frequently)

 
they acquired it from a

then the

stronger assertion of the identity of the

 

the user agent

 senders SHOULD rep.

the signed body. 
I: a Date header is present in a message with a signed body,
recipient SHOULD compare the header field value w
c

(  
(Forbidden)

date possible confusions about the addition or
:ire header fieids,

header fields from the request within
'ty protection MUST be attached to the

_icate all

Any message

the
ith its own internal

If a significant time discrepancy is detected
SHOULD aiert the

and note that it is a potential security breach. 

'olat'on in a message is detected by its recipient,
response if

UAs SHOULD
 it is

notify users of this circumstance and request explicit guidance on
how to proceed.
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The following is an example of the use of a tunneled "message/sip"
body:

INVIT? s'p:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
To: 30b <sip:bob@b' oxi.com>
From: Al'ce <sip:a 'ce@atlanta.com>;tag=1928301774
Call—ID: a84b4c76e66710

CSeq: 314159 INVITE
Max—Forwards: 70

Date: Thu, 21 Feb 2002 13:02:03 GMT

Contact: <sip:a 'ce@pc33.atlanta.com>

Content—Type: multipart/signed;
pro:ocol="app 'cation/pkcs7—signature";
micalg=sha1; boundary=boundary42

Content—Length: 568

 
 

 
    
 

 

 

   

——bou1dary42

Content—Type: message/sip 
INVIT? s'p:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
To: 30b <bob@b' oxi.com>

From: Al'ce <a 'ce@atlanta.com>;tag=1928301774
Call—ID: a84b4c76e66710

CSeg: 314159 INVITE
Max—Forwards: 70

Date: Thu, 21 Feb 2002 13:02:03 GMT

Contact: <sip:alice@pc33.atlanta.com>

Content—Type: application/sdp
Content—Length: 147

 

 
    
 

 

V=0
o=UserA 2890844526 2890844526 IN 1P4 here.com
s=Session SDP

c=IN 1P4 pc33.atlanta.com
t=0 0

m=audio 49172 RTP/AVP 0

a=rtpmap:0 PCMU/8000

——boundary42

Content—Type: application/pkcs7—signature; name=smime.p7s
Content—Transfer—Fncod'ng: base64
Content—Disposition: attachment; filename=smime.p7s;

handling=reguired
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ghthHquthjH77n8HiGTrfvbnj756tb39HG4VpryF467GhIGfoYT6
4VpryF467GhIGfoYT6jH77n8HHGghyH1Hquth756tb39HGTrfvbnj
n8HHGTrfvthjH776tb39HG4Vanj7567GhIGfoYT6ghy{hHqupfyF4
7GhIGfoYT64Vanj756

 
  

——boundary42—

23.4.3 Tunnel'ng :ncryption
 

It may also be desirable to use this mechanism to encrypt a

"message/sip" IME body within a CMS EnvelopedData message S/MIME
body, but in prac:ice, most header fields are of at least some use to

the network; tie general use of encryotion with S/MIM? 's to secure
message bodies li<e SDP rather than message headers. Some
informat'ona 1eader fieids, such as :he Subject or Organization
could perhaps warrant end—to—end security. Headers defined by future
SIP appl'cat'oqs might a so require obfuscation.

   
 
      

     
Another poss'ble app icat'on of encrypting header fields is selective
anonymity. A request couid be constructed with a From header field
that contains no personal information (for example,
sip:anonymous@anonym'zer.'nvalid). However, a second From header
f'e d conta n'ng th g nuin addr ss of r cord of the originator

couid be encrypted within a "message/sip" MIML body where it will
only be vis'b e to the endpoints of a dialog.

 
  

 
    

   
 

 
Note :hat if this mechanism is used for anonymity, the From header
field wiil no longer be usabie by the recipient of a message as an
index to their certificate keychain for retrieving the proper

 
 

    S/MIME key to associated with the sender. The message must first
be decrypted, and the "inner" From header field MUST be used as an
index.

In order to provide end—to—end integrity, encrypted "message/sip"
MIME bodies SHOULD be signed by the sender. This creates a

"multipart/signed" MIML body that contains an encrypted body and a
signature, both of type "application/pkcs7—mime".
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In the following example, of an encrypted and signed message, the
text boxed in asterisks ("*") is encrypted:   

 
INVIT? s'p:bob@biioxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
Io: 30b <sip:bob@biloxi.com>
From: Anonymous <sip:anonymous@atlanta.com>;tag=1928301774
Call—ID: a84b4c76e66710

CSeg: 314159 INVITE
Max—Forwards: 70

Da:e: Thu, 21 Feb 2002 13:02:03 GMT

Con:ac:: <sip:pc33.atlanta.com>

Coq:e1:—Iype: multipart/signed;
oro:ocol="application/pkcs7—signature";
micalg=sha1; boundary=boundary42
1

 

 

 

 

  
 

 

Co :e1:—Length: 568

——bou1dary42

Coq:e1:—Iype: application/pkcs7—mime; smime—type=enveloped—data;
1ame=smime.p7m

Coq:e1:—Iransfer—?ncod'ng: base64
Con:e1:—Disposition: attachment; filename=smime.p7m

1aqdling=reguired
Coq:e1:—Length: 231

‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k************************

   
Coq:e1:—Iype: message/sip

 
 

INVIT? s'p:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
Io: 30b <bob@b' oxi.com>

From: Al'ce <a 'ce@atlanta.com>;tag=1928301774
Call—ID: a84b4c76e66710

CSeg: 314159 INVITE
Max—Forwards: 70

Date: Thu, 21 Feb 2002 13:02:03 GMT

Contact: <sip:alice@pc33.atlanta.com>

 
    
 

 

Content—Type: application/sdp

V=0

o=alice 53655765 2353687637 IN IP4 pc33.atlanta.com
s=Session SDP
t=0 0

c=IN IP4 pc33.atlanta.com
m=audio 3456 RIP/AVP 0 1 3 99

a=rtpmap:0 PCMU/8000

‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k
‘k

‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k************************
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In the fol.

——boundary42

Session Initiation Protocol June 2002

Content—Type: application/pkcs7—signature; name=smime.p7s
Content—Iransfer—Rncod'ng: base64
Content—Disposit

handling=regu

  
 

ion: attachment; filename=smime.p7s;
ired

ghthHquthjH77n8HiGIrfvbnj756tb39HG4VpryF467GhIGfoYI6
4VpryF467GhIGfH

  EYI6jH77n8HHGghyH1Hquth756tb39HGIrfvbnj  n8HHGIrfvthjH776tb39HG4Vanj7567GhIGfoYI6ghy{hHqupfyF4
7GhIGfoYT64Vanj756

——boundary42—

Examples

 
_owing examples, we often omit the message body and the

corresponding Content—Length and Content—Type header fields for
brevity.

1 Registration

 
shown for simplicity.

 biioxi

30b registers on start—up. The message fiow is shown in Figure 9.
Vote that the authentication usually required for registration is not 

 .com Bob’s

registrar softphone

 
bl R   
 

   
 

 
ax—Forwards: 70  

 
 
 

 
 

9: SIP Registration Example

fiGISlfiR Rob —> Registrar

RfiGISlfiR s'p:registrar.biioxi.com SIP/2.0
Via: SIP/2.0/UDP bobspc.biloxi.com:5060;branch=z9hG4bKnashds7 

To: Rob <s p:bob@biloxi.com>
From: Bob <sip:bob@biloxi.com>;tag=456248
Cali—ID: 8438l7637684230@998sdasdh09

 

 
 *.R 

CSeg: 1826 RfiGISl Contac:: <si0:bob@l92.0.2.4>
 
 
Exp res: 7200
Conten:—Leng:h: 0
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The registration expires after two hours. The registrar responds
with a 200 OK:

 
F2 200 OK Registrar —> 30b

 

SIP/2.0 200 OK

Via: SIP/2.0/UDP bobspc.biloxi.com:5060;branch=z9hG4bKnashds7
;received=192.0.2.4

To: 30b <sip:bob@biloxi.com>;tag=2493k59kd
From: Bob <sip:bob@biloxi.com>;tag=456248
Cali—ID: 843817637684230@998sdasdh09

CSeg: 1826 RfiGISifiR
Contac:: <sio:bob@192.0.2.4>

fixp'res: 7200
Conten:—Leng:h: 0

 

 
  

  
   

24.2 Session Setup

This example contains the fu details of the exampie session setup
in Section 4. The message fiow is shown in Figure i. Note that
these fiows show the minimum required set of header fields — some
other header fields such as Ailow and Supported wouid normally be
present.

 

 
   

 F1 INVITE Alice —> atlanta.com proxy

INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
Max—Forwards: 70

To: 30b <sip:bob@b' oxi.com>
From: Alice <sip:a 'ce@atlanta.com>;tag=1928301774
Call—ID: a84b4c76e66710

CSeg: 314159 INVITE
Contact: <sip:alice@pc33.atlanta.com>

Content—Type: application/sdp
Content—Length: 142

 

  

  
 

 

(Alice’s SDP not shown)
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F2 100 Trying atlanta.com proxy —> Alice

SIP/2.0 100 Trying
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8

;received=192.0.2.u

To: 30b <sip:bob@b' oxi.com>
From: Alice <sip:a 'ce@at1anta.com>;tag=1928301774
Call—ID: a84b4c76e66710

CSeg: 314159 INVITE
Content—Eength: 0

 
 

  
 

 

 
F3 INVITE atlanta.com proxy —> binoxi.com proxy

INVITE sip:bob@biloxi.com SIP/2.0
  

June 2002

Via: SIP/2.0/UDP bigbox3.site3.atnanta.com;branch=z9hG4bK77ef4c2312983.1
 Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
;received=192.0.2.u

Max—Forwards: 69

To: 30b <sip:bob@b' oxi.com>
From: Alice <sip:a 'ce@at1anta.com>;tag=1928301774
Call—TD: a84b4c76e66710

CSeg: 314159 INVITE
Contact: <sip:a1ice@pc33.atlanta.com>

Content—Type: app1ication/sdp
Content—Length: 142

 
   
 

 

(Alice’s SDP not shown)

F4 100 Trying biloxi.com proxy —> at1anta.com proxy

 
SIP/2.0 100 Trying
Via: SIP/2.0/UDP bigbox3.site3.atlanta.com;branch=z9hG4bK77ef4c2312983.1

;received=192.0.2.2

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
;received=192.0.2.u

To: 30b <sip:bob@b' oxi.com>
From: Alice <sip:a 'ce@at1anta.com>;tag=1928301774
Call—TD: a84b4c76e66710

CSeg: 314159 INVITE
Content—Length: 0
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F5 INVITE biloxi.com proxy —> 30b

INVITE sip:bob@192 . 0
 

Via: SIP/2.0/UDP server10.biloxi.com;branch=z9hG4bK4b43c2ff8.1

.2.4 SIP/2.0

June 2002

Via: SIP/2.0/UDP bigbox3.site3.at1anta.com;branch=z9hG4bK77ef4c2312983.1
;received=192.0.2.2 

Via: SIP/2.0/UDP pc33.at1anta.com;branch=z9hG4bKnashds8 ;received=192.0.2.1
Max—Forwards: 68

To: 30b <sip:bob@b'
 oxi.com>

   From: AIice <sip:a 'ce@at1anta.com>;tag=1928301774
 

Call—ID: a84b4c76e66

CSeg: 314159 INVITE
 

710

Contact: <sip:a1ice@pc33.at1anta.com>

Content—Type: aoplication/sdp
Content—Length: 142

(Alice’s SDP no: shown) 
F6 180 Ringing 30b —> biloxi.com proxy

SIP/2.0 180 Ringing
Via: SIP/2.0/UDP server10.biloxi.com;branch=z9hG4bK4b43c2ff8.1

;received=192.0.2.3

 
Via: SIP/2.0/UDP bigbox3.site3.at1anta.com;branch=z9hG4bK77ef4c2312983.1

;received=192.0.2.2 
Via: SIP/2.0/UDP pc33.at1anta.com;branch=z9hG4bKnashds8 

;received=192.0.2.1

Io: 30b <sip:bob@b'
 

oxi.com>;tag=a6c85cf
 

  
From: AIice <sip:a 'ce@at1anta.com>;tag=1928301774
Call—ID: a84b4c76e66

Contact: <sip:bob@i9
CSeg: 314159 INVII
Content—Length: 0

 
 L‘J

F7 180 Ringing biloxi.com proxy —> atlanta.com proxy

 SIP/2.0 180 Ringing

710
2.0.2.4>

Via: SIP/2.0/UDP bigbox3.site3.at1anta.com;branch=z9hG4bK77ef4c2312983.1
;received=192.0.2.2 

Via: SIP/2.0/UDP pc33.at1anta.com;branch=z9hG4bKnashds8 ;received=192.0.2.1

Io: 30b <sip:bob@b'
 

oxi.com>;tag=a6c85cf
 

  
From: AIice <sip:a 'ce@at1anta.com>;tag=1928301774
Call—ID: a84b4c76e66

Contact: <sip:bob@i9
CSeg: 314159 INVII
Content—Length: 0

 
 L‘J
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F8 180 Ringing at1anta.com proxy —> Anice

SIP/2.0 180 Ringing
Via: SIP/2.0/UDP pc33.at1anta.com;branch=z9hG4bKnashds8

;received=192.0.2.1

To: 30b <sip:bob@b'
 

oxi.com>;tag=a6c85cf
 

  
From: A1ice <sip:a 'ce@at1anta.com>;tag=1928301774
Call—ID: a84b4c76e66710

Contact: <sip:bob@i92.0.2.4>
CSeg: 314159 INVIT
Content—Length: 0

 

 

L‘J

 

F9 200 OK 30b —> biloxi.com proxy

SIP/2.0 200 OK

Via: SIP/2.0/UDP serverlO.biloxi.com;branch=z9hG4bK4b43c2ff8.1
;received=192.0.2 .3

Via: SIP/2.0/UDP bigbox3.site3.at1anta.com;branch=z9hG4bK77ef4c2312983.1
;received=192.0.2 .2

Via: SIP/2.0/UDP pc33.at1anta.com;branch=z9hG4bKnashds8 
;received=192.0.2

To: 30b <sip:bob@b'
 

oxi.com>;tag=a6c85cf
 

  
From: A1ice <sip:a 'ce@at1anta.com>;tag=1928301774
Call—ID: a84b4c76e66710

 
CSeg: 314159 INVITE
Contact: <sip:bob@i92.0.2.4>

Content—Type: application/sdp
Content—Length: 13"

 

 
(Bob’s SDP not shown)

F10 200 OK biloxi.com proxy —> atianta.com proxy

SIP/2.0 200 OK  
Via: SIP/2.0/UDP bigbox3.site3.atnanta.com;branch=z9hG4bK77ef4c2312983.1

;received=192.0.2 .2

Via: SIP/2.0/UDP pc33.at1anta.com;branch=z9hG4bKnashds8 ;received=192.0.2
 

 
To: 30b <sip:bob@b'
From: A1ice <sip:a

oxi.com>;tag=a6c85cf
'ce@at1anta.com>;tag=1928301774
  

Call—ID: a84b4c76e66710

CSeg: 314159 INVIT
:' 4

Contact: <sip:bob@i92.0.2.4>
Content—Type: application/sdp
Content—Length: 13"
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F11 200 OK atlanta.com proxy —> Alice

SIP/2.0 200 OK

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
;received=192.0.2.i

To: 30b <sip:bob@b' oxi.com>;tag=a6c85cf
From: Alice <sip:a 'ce@atlanta.com>;tag=1928301774
Call—ID: a84b4c76e66710

CSeg: 314159 INVITE
Contact: <sip:bob@i92.0.2.4>

Content—Type: application/sdp
Content—Length: 13i

 
 

  
  

(Bob’s SDP not shown) 

F12 ACK Alice —> 30b

ACK sip:bob@l92.0.2.4 SIP/2.0
Via: SIP/2.0/UDP oc33.atlanta.com;branch=z9hG4bKnashds9
Max—Forwards: 70

To: 30b <sip:bob@b' oxi.com>;tag=a6c85cf
From: Alice <sip:a 'ce@atlanta.com>;tag=1928301774
Call—ID: a84b4c76e66710

CSeg: 314159 ACK
Content—Length: 0

 
 

 

  
 

June 2002

The media session between Alice and 30b is now established.

 30b hangs up first. Note that Bob’s SIP phone ma nta  'ns its own CSeg
 

     
numbering space, which, in this examole, begins with 231.

 Since 30b

is ma<ing the request, the To and From URIs and tags have been
swaoped.

F13 RYR Rob —> Alice  
 

RYR sio:alice@pc33.atianta.com SIP/2.0
Via: SIP/2.0/UDP i92.0.2.4;branch=z9hG4bKnashds10

ax—Forwards: 70

From: Rob <s p:bob@biioxi.com>;tag=a6c85cf
To: Alice <s'p:al'ce@at1anta.com>;tag=1928301774
Call—ID: a84b4c76e667i0

CSeg: 231 RYR
Conten:—Le1g:h: 0
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F14 200 OK Alice —> 30b 

SIP/2.0 200 OK

Via: SIP/2.0/UDP 192.0.2.4;branch=z9hG4bKnashds10

From: Rob <s p:bob@biloxi.com>;tag=a6c85cf
To: Alice <sip:alice@atlanta.com>;tag=1928301774
Call—ID: a84b4c76e66710

CSeg: 231 RY?
Conten:—Le1g:h: 0

 

 
  

  

The SIP Call Flows document [40] contains further examples of SIP
messages.

25 Augmented 3NF for the SIP Protocol
 

All of the mechanisms specified in this document are described in
both prose and an augmented 3ac<us—Naur Form (3NF) defined in RFC
2234 [10]. Section 6.i of RFC 2234 defines a set of core rules that

are used by this specification, and not repeated here. Impiementers
need to be fam'l'ar w'th the no:ation and content of RFC 2234 in

order to understand this specification. Certain basic rules are in
uppercase, such as SP, LWS, HTA3, CRLF, DIGIT, ALPHA, etc. Angle

brackets are used within defini:ions to clarify the use of rule
names .

  

    
   

The use of square brackets is redundant syntacticaily. It is used as
a semantic hint that the specific parameter is optional to use. 

 25.1 Ras'c Ru es
 

  
The fo low'ng rules are used throughout this specification to
describe basic parsing constructs. The US—ASCII coded character set
is defined by ANSI X3.4—1986.

  
alphanum = ALPHA / DIGIT
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Several rules are incorporated from RFC 2396 [5]

June 2002

but are updated to
make them compliant with RFC 2234 [10]. These include:

reserved = 11;" / "/11 / H?" / H 2 H / "@H / H&" / "=11 / "+11
/ "s" / "I H

unreserved = alphaqum / mark
mark = "_H / "_H / H . H / H | H / H N H / 11*" / H I H

/ H (H / H) H

escaped = "%" HEXDIG HEXDIG
  

va 
ues can be folded onto multiple lines if theSIP header fie d

continuat  on 'ne begins with a space or horizontal tab. All linear
 

wh'

recipi

ite space,
ent

  'nclud'ng fo d'ng, has the same semantics as SP. A
MAY repiace any 'near white space with a single SP before

    
  

interpreting the
 field va__ue or forwarding the message downstream.

Th' S
s intended to behave exactly as HTTP/1.1 as described in RFC
   26i6 8]. The SWS construct is used when linear white space is 

optional, generaliy between tokens and separators.

LWS =
SWS =

[*WSP CRLF] 1*WSP ; linear whitespace
[LWS] ; sep whitespace

 
To s parat th h ad r nam from the rest of value,

which, by the above rule, allows whitespace before,
break, and whitespace after, including a linebreak.
defines this construct.

 

HCOLON = SP / HTA3*(  ) ":H SWS

 

a colon is used,
but no line

The HCOLON
 

The TEXT—UTF8 rule is only used for descriptive field contents and
values that are not intended to be interpreted by the message parser.
Words of *TEXT—UTF8 contain characters from the UTF—8 charset

for descriptive field
ieading and trailing LWS

SIP differs from HTTP,

 

2279 [7]). The TEXT—UTF8—TRIM rule is used

contents that are n t quoted strings, where
is not meaningful. In this regard,
the ISO 8859—1 character set.

   
TEXT—UTF8—TRIM
TEXT—UTF8Char

  

 %x21—73 / UTF8—NONASCII 

(RFC

 which uses

1*TEXT—UTF8Char *(*LWS TEXT—UTF8Char)

UTF8—NONASCII %XCO— 3F lUTF8—CONT 0
6X 4.0_  fit 2Ulb8—CONl
 

%XFO—F7
%XF8—Fb
%XFC—FD

3UTF8—CONT
4UTF8—CONT
5UTF8—CONT

UTF8—CONT
II\\\\II

%X80€ 3F
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A CRLF is a owed 'n the def'nit'on of TEXT—UTF8—TRTM oniy as part of
a header fieid continuation. It is expected that the foiding LWS
will be repiaced with a singie SP before interpretation of the TEXT—
UTF8—TRIM vaiue .

   

      
Hexadecimal numeric characters are used in several protocol elements.
Some elements (authentication) force hex alphas to be lower case.

LHEX = DTGTT / %x6l—66 ;lowercase a—f 

Many SIP header field vaiues consist of words separated by LWS or
speciai characters. Unless otherwise stated, tokens are case—
insensitive. These special characters MUST be in a quoted string to
be used within a parameter value. The word construct is used in
Call—TD to ailow most separators to be used.

  
 

 

 

 

 

token = l*(alphanum / H_" / H." / H!" / 11%" / 11*"
/ 11—" / "+11 / H l H / H I H / H N H )

separators = "(H / H)" / "<H / ">" / "@H /
H I H / H ; H / H : H / H \ H / DQUOT'E /
H/H / H [H / H] H / H?" / "=" /
H { H / H } H / SP / HTA3

word = l*(alphanum / H_" / H." / H!" / 11%" / 11*" /
11—" / "+11 / H l H / H I H / H N H /
H (H / H) H / "<11 / ">" /
"z" / "\" / DQUOTE /
H/H / H [H / 11]" / H?" /
H { H / H } H )

When tokens are used or separators are used between elements,
whitesoace is often allowed before or after these characters:

 
    

 
 

 
  

STAR = SWS "*" SWS ; asterisk

SLASi = SWS "/" SWS ; siash

TQUA. = SWS "=" SWS ; equal

.PAR?N = SWS "(" SWS ; left parenthesis
RPAREN — SWS ")" SWS ; right parenthesis
RAQJOT — ">" SWS ; right angle quote
JAQJOT = SWS "<"; left angie quote
COM.A = SWS "," SWS ; comma

SEMI = SWS "," SWS ; semicolon
COLON = SWS ":" SWS ; colon

LDQJOT = SWS DQUOTE; open double quotation mark
RDQJOT = DQUOTE SWS ; close double quotation mark
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Comments can be included in some SIP header fieids by surrounding the
comment text with parentheses. Comments are on y allowed in f'elds
containing "comment" as part of their fieid value definition. In all
other fields, paren:heses are considered cart 0: the field value.

 
 

       
comment = LPAREN *(ctext / quoted—pair / comment) RPAREN
ctext = %x21—27 / %x2A—53 / %x5D—7E / UIF8—NONASCII

/ st

ctext includes ali chars except left and right parens and backslash.
A string of text is parsed as a single word if it is quoted using
double—quote marks. In quoted strings, quotation marks (") and

backsiashes (\) need to be escaped.

 

 
quoted—string SWS DQUOIE *(thext / quoted—oair ) DQUOI
thext = LWS / %x21 / %x23—53 / %x5D—7E

/ UIF8—NOVASCII

 L‘J

  

Ihe backslash character ("\") .AX be used as a single—character
quoting mechanism only within quoted—string and comment constructs.

Unlike HTTP/1.1, the characters CR and LF cannot be escaped by this
mechanism to avoid confl'ct wi:q line fo ding and header separation.

 
   

 
  

 

 

quoted—pair = "\" (%x00—09 / %x03—0C
/ %x03—7F)

SIP—URI = "sip:" [ userinfo ] hostport
uri—parameters [ headers ]

SIPS—URI = "sips:" [ userinfo ] hostport
uri—parameters [ headers ]

userinfo = ( user / telephone—subscriber ) [ ":" password ] "@"
user = l*( unreserved / escaped / user—unreserved )
user—unreserved = H&" / "=11 / H__" / "$11 / "I" / 11;" / H?" / H/H

password = *( unreserved / escaped /
H&" / "=11 / H__" / "$11 / "I" )

hostport = host [ ":" port ]
host = hostname / IPv4address / IPv6reference

hostname = *( domainlabei "." ) toplabel [ "J']
domainlabel = alphanum

/ alphanum *( alphanum / "—" ) alphanum
toplabel = ALPHA / ALPHA *( alphanum / "—" ) alphanum
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IPv4address = 1*3DIGIT "." 1*3DIGIT "." 1*3DIGIT "." 1*3DIGIT

IPv6reference = "[" IPv6address "]"

IPv6address = hexpart [ ":" IPv4address ]

hexpart = hexseq / hexseq ":z" [ hexseq ] / ":z" [ hexseq ]
hexseq = hex4 *( ":" hex4)
heX4 = 1*4HEXDIG

port = 1*DIGIT

The 3NF for telephone—subscriber can be found in RFC 2806 [9]. Note,
however, that any cqaracters allowed there that are not allowed in

 
the user part of the SIP URI MUST be escaped.

 
uri—parameters = *( ";" uri—parameter)
uri—parameter = transport—param / user—param / method—param

/ ttl—param / maddr—param / lr—param / other—param
transport—param = "transport="

( "udp" / "th" / "sctp" / "tls"
/ other—transport)

other—transport = token

user—param = "user=" ( "phone" / "ip" / other—user)
other—user = token

method—param = "method=" Method
ttl—param = "ttl=" ttl
maddr—param = "maddr=" host
lr—param = "lr"
other—param = pname [ "=" pvalue ]

 
oname = l*paramchar
ovalue = l*paramchar

oaramchar = param—unreserved / unreserved / escaped
oaram—unreserved = "[" / H]H / H/H / ":11 / H&" / "+11 / "$11

1eaders = "?" header *( "&" header )
1eader = hname "=" hvalue

aname = l*( hnv—unreserved / unreserved / escaped )
qvalue = *( hnv—unreserved / unreserved / escaped )
'1nv—unreserved = "[" / H]H / H/H / H?" / ":11 / "+11 / "$11

SIP—message = Request / Response
Request = Request—Line

*( message—header )
CRLF

[ message—body ]

Request—Line = Method SP Request—URI SP SIP—Version CRLF
Request—URI = SIP—URI / SIPS—URI / absoluteURI
absoluteURI = scheme "z" ( hier—part / opaque—part )
hier—part = ( net—path / abs—path ) [ "?" query ]
net—path = "//" authority [ abs—path ]
abs—path = "/" path—segments
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opaque—part
uric

uric—no—slash 

path—segments
segment
param

pchar

scheme

authority
srvr

reg—name

query
SIP—Version

message—header

Rosenberg, et.

SIP:

uric—no—slash *uric

reserved / unreserved / escaped

 
 

 

/

/

Session Initiation Protocol

"+"

— unr s rv d / scap d / ";" / "?" / ":
/ H&" / "=11 / "+" / "$11 / "I"

= segment *( "/" segment )
= *pchar *( ";" param )
= *pchar

— unr s rv d / scap d /
":11 / "@" / H&" / "=11 / "+" /

= ALPHA *( ALPHA / DIGIT / "+"

= srvr / reg—name
= [ [ userinfo "@" ] hostport ]

= l*( unreserved / escaped / "$" / ","
/ ";" / ":11 / "@" / H&" / ":11

= *uric

= "SIP" "/" 1*DIGIT "." 1*DIGIT

(Accept

al.

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\||
Accept—Encoding
Accept—sanguage A
A

Au

“ert—quo
ow  

—ID

—Info
1tact
qtent—

   
 

 
itent—Ty 

Reply—T
ax—Forwar

IMfi—Vers'

in—Expire
Orgaq'zat'
Priority

   
  
 

 

pe

0

ds
on
s
on

Proxy—Authenticate
Proxy—Authorization
Proxy—Require
Record—Rou

Reply—To

te

:hentication—Info
:horization

Disposition
itent—Encoding
utent—uanguage

itent—uength

Standards Track
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ex

Response

\\\\\\\\\\\\\\
:ension—method

SIP: Session

Require
Retry—After
Route

Server

Subject
Supported

Iimestamp
To

Unsupported
User—Agent
Via

Warning

Initiation Protocol

WWW—Authenticate
extensio

 %X49.4E.
%X4l.43.43
%X4F.50.54
%X42. .45
%X43.4l.43
%X52 45.47

I

.4

 
 

1—header)

56.49.54.4
AC

9.4F.4
RY' 

CR

; INVIII i1
caps

.53 ;

 L‘J

< i L‘J._)U‘l OPTIOWS i   4 '1 caps
 

.43.45
. .49.53

INVIIEm / ACKm / OPIIONSm /

 .4C ; CANCEL i

caos

1 caps

’1 caos  
 
 

.54.45.52 ; R GISI
2Y?m

 
 
 

 
 fiGISi  fiRm
 

/ CANC?
/ exte
token
Status—.'

 
  ne 

.m / R
qsion—method

*( message—header )
CRLF

[ message—body

SIP—Version SP Status Cod

 
  

 
 

]

SP R ason Phras
 

/ UIF8—NONASCII / UIF8—CONI / SP / HIAB)

  
Reing Forwarded
 

 

Status—Line
Status—Code = Informa:ional

/ Redirec:ion
/ Success
/ C ient—Rrror
/ Server—Error
/ Giobal—Failure
/ extension—code

extension—code = 3DIGII

R ason Phras — *(r s rv d / unreserved / escaped

Informational = "100" ; Trying
/ "180" ; Ringing
/ "181" ; Ca] Is
/ "182" ; Queued

/ "183" ; Session Progress

Rosenberg, et. al. Standards Track

 

June 2002
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Success = "200" ; OK

Redirection = "300" ; Multiple Choices

/ "301" ; Moved Permanentiy
/ "302" ; Moved Temporariiy
/ "305" ; Use Proxy
/ "380" ; Alternative Service

Client—Error = "100" ; Bad Request
 

"101" ; Jnauthorized

"102" ; Payment Required
"103" ; Forbidden
"104" ; Mot Found
"105" ; ethod Not A owed
"106" ; Mot Acceotabie

  
 

"107" ; Proxy Au:hen:ication Required
"108" ; Request Timeout
"110" ; Gone

"113" ; Request Enti:y Too Large
"114" ; Request—JRI Too Large

"115" ; Jnsuopor:ed edia Type

 

  
   

 

"116" ; Jnsuopor:ed JRI Scheme
"120" ; Rad Extension

"121" ; Extension Required
"123" ; Interval Too 3rief

"180" ; Temporarily not available

"181" ; Call Leg/Transaction Does Not Exist
"182" ; Loop Detected
"183" ; Too Many Hops
"184" ; Address Incomplete
"185" ; Ambiguous
"186" ; 3usy Here
"187" ; Request Terminated
"188" ; Mot Acceptabie Here
"191" ; Request Pending
"193" ; Jndecipherabie

 \\\\\\\\\\\\\\\\\\\\\\\\\\\
 

  

  
 

Server—Error = "500" ; Internai Server Error

/ "501" ; Mot Impiemented
/ "502" ; 3ad Gateway
/ "503" ; Service Unavailable
/ "504" ; Server Time—out

/ "505" ; SIP Version not supported
/ "513" ; Message Too Large
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SIP: Session I

 

 
 

 

 

 
 

 

 

 

  

 

 

 

 

 

 

 

 

  
  

qitiation Protocol

 

June 2002

 

 

Global—Failure = "600" ; Eusy Everywhere
/ "603" ; Decline

/ "604" ; Does not exist anywhere
/ "606" ; Mot Acceptable

Accept = "Accept" HCOLON
[ accept—range *(COMMA accept—range) ]

acc pt rang — m dia rang *(SEMI accept—param)

media—range = ( "*/*"
/ ( m—:ype SLAS{ "*" )
/ ( m—:ype SLAS{ m—subtype )
) * SEMI m—oarameter )

accept—param ("g" EQUAL gvalue) / generic—param
gvalue ( "0" [ "." 0*33IGIT ] )

/ ( "l" [ "." 0*3("0") ] )

generic—param = token [ EQJAL gen—value ]

gen—value = token / 10st / quoted—string

Accept—Encoding = "Accep:—Encoding" HCOLON
[ encoding *(COMMA encoding) ]

encoding = codings *(SEMI accept—param)

codings = conten:—coding / "*"
content—coding = token

Accept—Language = "Accep:—Language" {COLON
[ language *(COMMA language) ]

Language = language—range *(SEMI acceot——param)

Language—range = ( ( 1*8ALPHA *( "—" 1*8ALP{A ) ) / "*" )

Alert—Info = "Alert—Info" HCOLON alert—param *(COMMA alert—param)

alert—param = LAQUOI absoluteURI RAQUOI *( SEMI generic—param )

Allow = "Allow" HCOLON [Method *(COMMA Method)]

Authorization = "Authorization" HCOLON credentials

credentials = ("Digest" LWS digest—response)

/ other—response
dig st r spons — dig r sp *(COMMA dig—resp)

dig—resp = username / realm / nonce / digest—uri
/ dresponse / algorithm / cnonce
/ opaque / message—gop
/ nonce—coun: / auth—param

username "username" EQJAL username—value

username—value = quoted—string
digest—uri = "uri" EQUA. LDQUOI digest—ur'—va ue RDQUOI
dig st uri valu — rgu st uri ; Equal to reguest—uri as specified

message—gop

Rosenberg, et. al.

by HTTP/1.1
EQUA.= "qu"
   

gop—value
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cnonce = "cnonce" EQJAL cnonce—value
cnonce—value = nonce—value

nonce—count = "no" EQUA. 1c—value
nc—value = 8L{EX

dresponse = "response" EQUAL request—digest
request—digest = LDQJOI 32.HEX RDQUOI
auth—param = au:1—param—1ame EQUAL

( :oken / quoted—string )
auth param nam — to< n
other—response = au:1—scheme LWS auth—param

*(COMMA auth—param)
auth—scheme = to<en

Authentication—Info = "Authentication—Info" HCOLON ainfo

*(COMMA ainfo)

ainfo = nextnonce / message—qop
/ response—auth / cnonce
/ nonce—count

nextnonce = "nextnonce" EQUAL nonce—vaiue

response—auth = "rspauth" EQJAL response—digest
response—digest = LDQUOI *LHEX RDQUOI

Ca —ID = ( "Cali—ID" / "i" ) HCOLON callid
ca id = word [ "@" word ]

Ca —Info = "Ca“l—Info" {COLON info *(COMMA info)

Lnfo = LAQUOI absoluteURI RAQUOI *( SEMI info—param)

_nfo—param = ( "purpose" EQUAL ( "icon" / "info"
/ "card" / token ) ) / generic—param

Contac: = "Contact" / "m" ) HCOLON

name—addr / addr—spec) *(SEMI contact—params)
display—name ] LAQUOI addr—spec RAQUOI

contac:—param =

(

( STAR / (contact—param *(COMMA contact—param)))
(

name—addr = [  
  

 
addr—soec = SIP—URI / SIPS—URI / absolu:eURI

display—name = *(token EWS)/ quoted—string

contac:—params C p q / c o xpir s
/ contact—extension

c—p—q = "q" EQUAL qvalue

c—p—exoires = "expires" EQUAL delta—seconds
  

 
 

contac:—extension = generic—param
delta—seconds = 1*DIGII

Conten:—Disposition = "Content—Disposition" HCOLON
disp—type *( SEMI disp—param )

disp—type = "render" / "session" / "icon" / "alert"
/ disp—extension—token
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disp—param = hand 'ng—param / generic—param
handling—param = "hand 'ng" fiQUAL

( "optional" / "required"
/ other—handling )

 

   

 

 
 otqer—haqdling = to<en

disp xt nsion tok n — to< n

Content—Encoding = ( "Con:ent—Encoding" / "e" ) HCOLON
conten:—coding *(COMMA content—coding)   Content—Sanguage = "Con:e1t—La1guage" HCOLON
language—tag *(COMMA language—tag)

language—tag = primary—tag *( "—" subtag )
primary—:ag = 1*8A2PiA
subtag = 1*8A4PiA

Content—oength = ( "Con:e1t—Length" / "l" ) {COLON 1*DIGIT
Content—Type = ( "Content—Type" / "c" ) HCOLON media—type

  
media—tyoe m—tyoe SLASH m—subtype *(SEMI m—parameter) 

 
 

 
    

m—type = discrete—type / composite—:ype
discrete—type = "tex:" / "image" / "audio" / "video"

/ "aoplication" / extension—token
composite—type = "message" / "multipart" / extension—token
xt nsion tok n — i tf tok n / X tok n

ietf—token = token
x—token = "x—" token

m—subtype = extension—to<en / iana—token
Lana—token = token

m—parameter = m—at:r bute ?QUAL m—value
m—attribute = token

m—value = token / quoted—string

CSeq = "CSeq" HCOLON 1*DIGIT LWS Method

Date = "Date" HCOLON SIP—date

SIP—date = rfcll23—date

rfcll23—date = wkday "," SP datel SP time SP "GMT"
datel = 2DIGIT SP month SP 4DIGIT

; day month year (e.g., 02 Jun 1982)
time = 2DIGIT "z" 2DIGIT "z" 2DIGIT

; 00:00:00 — 23:59:59

wkday = "Mon" / "Tue" / "Wed"
/ "Thu" / "Fri" / "Sat" / "Sun"

month = "Jan" / "Feb" / "Mar" / "Apr"
/ "May" / "Jun" / "Jul" / "Aug"
/ "Sep" / "Oct" / "NOV" / "Dec"

  Error—Info = "Error—Info" HCOLON error—uri *(COMMA error—uri)
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error—uri =

  
Expires =
From = (

from—spec = (

"From"

SIP:

/ "f" )
"Expires" HCOLON del

HCO

*( SEMI from—param )
 from—param

tag—param  "tag" 3QUAL token

  

In R ply Io

Max—Forwards = "Max—F

"MIME— MIME—Version =

 
Min—Expires =

 
Organization =

   
 

 

orwards"

Version"

Pr'or'ty =

pr or ty—va ue = "emergency" /

other—priority = token

Proxy—Authenticate
challenge

other—challenge

digest—cln =

realm =

realm—value =

domain =
 

URI
nonce

nonce—value

opaque
stale

algorithm =

gop—options =

gop—value =

Proxy—Authorization =

al.Rosenberg, et.

"In R ply Io" HCOLOW ca.

HCO

HCO

"Organization" HCO

EON

EON

LAQUOT absoluteURI RAQUOT *(

tag—oaram / generic—oaram

"Min—Expires" HCOLOW delta—

 
 
  

"urgent" /

:a—seconds
JON from—soec

name—addr / addr—soec )

 

"*DIGIT

"*DIGII "."

seconds

"Priority" HCOLOW priority—value

Session Initiation Protocol

SEMI generic—param )

_lid *(COMMA callid)

1*DIGIT

.ON TVXT—UTF8—TRIM]

"normal"

/ "non—urgent" / other—priority

"Proxy—Authenticate" HCOLON challenge
("Digest" LWS digest—cln *(COMMA digest—cln))

/ other—challenge
auth—scheme LWS auth—param
*(COMMA auth—param)
realm / domain / nonce

/ opaque / stale / algorithm
/ gop—oo

"realm" E

quoted—s:
"domain"

*( 1*SP
absolute
"nonce" Agg

 
:ions / auth—param
QUAL realm—value '1

RI ing
EQUAL LDQUOT URI

) RDQUOT

RI / abs—path
QUA.
 

guoted—s:ring
EQUAL quoted—string

( "true" /
"opaque"
u stal e" ?

 
QUA.
 

"algoritq
/ token )

 

m" EQUAL (

 
H qop H

 
"auth" /

"Proxy—Authorization" HCOLON credentials

EQJAL

*("," goo—value)
"au

 
:h—int"

Standards Track

nonce—value

"MD5 H /

.DQUOI gop—value
RDQUOT

/ token

"false" )
"MD5—sess"

June 2002
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Proxy—Reguir

option—tag

R cord Rout
r c rout

rr—param

Reply—Io
rpiyto—spec

 rpiyto—param

Require

R try Aft r

retry—param

Route

route—param

Server

server—val

product

e

product—version

Subject =

Supported =

Iimestamp =

delay =

TO =

to—param

Unsupported
Us r Ag nt

(

(

"S

(

[option—tag *(COM

SIP: Session Initiation Protocol

"Proxy—Regu  
*(COMMA option—tag)
token

"R cord Rout

nam addr *(

generic—para

"Reply—Io" HCOEON rplyto—spec

SEMI rr—param
m

ire" HCOLON option—tag

June 2002

HCOLON rec—route *(COMMA rec—route)

 
( name—addr / addr—spec )
*( SEMI rplyto—oaram ) 

generic—para
 "Require" HCOLOW option—tag *(COMMA option—tag)

"R try Aft r" HCOLON delta—seconds
SEMI retry—param[ comment ] *

 ("durat'on"

m

(

EQUA .

 
 

 / generic—param

"Route" HCOLON route—param *(COMMA route—param)
SEMI rr—paramname—addr *(

= "Server"

token
= token

ubject" / "s"

"Supported" /

 

HCOLON server—va.

product / comment
[SLASH product—version]

) HCOLON [TEXT—UTF8—TRIM]

<" ) HCOLOV 
"Iimestamp" HCOLOW 1*(DIGII)

[
*(

"." *(DIGII)
DIGII) [ "."

To" / "t" )

/ addr—spec ) *(
tag—param / generic—param

Rosenberg, et.

"Us r Ag nt" HCOLON server—val *(LWS server—val)

a

]
*(

[ LWS delay
DIGIT) ] 

)

delta—seconds)

_A_option—:ag)]

]

HCOEON ( name—addr

SEMI to—param )

*(LWS server—val)

 

"Unsupported" HCOLON option—tag *(COMMA option—tag)
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Via = ( "Via" / "v" ) HCOLON via—parm *(COMMA via—parm)
via—parm = sent—pro:ocoi LWS sent—by *( SEMI via—params )

via—params = via—ttl / via—maddr
/ via—received / via—branch
/ via—ex:ension

Via—ttl = "tt " VQJAL ttl
via—maddr = "maddr" EQUAL host

via—received = "rece'ved" IQUA. (IPv4address / IPv6address)
via—branch = "brancq" EQJAL :oken

via—extension = generic—oaram
sen:—protocol = protocol—dame SLASH protocol—version

SLASH :radsoort

pro:ocoi—name = "SIP" / :oken
pro:ocoi—version = token

transport = "UDP" / "ICP" / "ILS" / "SCIP"
/ other—:ransport

sen:—by = host [ COLON port ]
ttl = 1*3DIGIT ; 0 to 255

Warning = "Warning" HCOLON warning—value *(COMMA warning—value)
warning—value = warn—code SP warn—agent SP warn—text
warn—code = 3DIGII

warn—agent = hostport / pseudonym
; the name or pseudonym of the server adding
; the Warning header, for use in debugging

ward—text = quoted—string
pseudonym = token

 
WWW—Authenticate "WWW—Authenticate" HCOLON challenge
 
xt nsion h ad r — 1 ad r nam HCOLON header—value

header—name = :oken

header—value = *(IEXI—UIF8char / UIF8—CONI / LWS)

message—body = *OCIEI  
26 Security Considera:ioqs: Threat Model and Security Usage

  

 
 

   

Recommendations

SIP is not an easy protocoi to secure. Its use of intermediaries,
its multi—faceted trust re ationships, 'ts expected usage between
elements with no trust at all, and its user—to—user operation make
security far from trivial. Security soiutions are needed that are
deployabie today, without extensive coordination, in a wide variety
of environments and usages. In order to m t th s div rs n ds,
severai distinct mechanisms applicable to different aspects and
usages of SIP will be required.
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the security implications of any spec

security plays a substant
1 MIME (althoug

SIP: Session Initiation Protocol
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the security of SIP signaling itself has no bearing on the
of protocois used in concert with

.f.
SIP such as RIP, or with  a

c bodies SIP might carry 

Any media associated with a session can be
independently of any associated SIP s'

:he scope of this document.outside

The
modeis t

security
foliowed

 
th s

considerations that fo.

flat broadly identi
services required
by an explanation

 
 role in securing SIP).

encrypted end—to—end  

 
used to orovid

'mp emen

 
  
 

 security of SIP. 
Attacks and Ihreat

S rv__c S.

:ers of SIP are enumerated,

'ch these security mechanisms could be used to
Some notes on privacy conclude this section.

Models

N xt,

gna

 _low first examine a set 0:

fy the security needs of SIP.
to address these threats

of several security mechanisms that can be
the

ng. Media encryption is

classic threat
The set of

is then detailed,

requirements for along with exempiary deployments 
improve the

This section details some threats that should be common to most

Ihese threats have been chosen specifically todeployments of SIP. iliustrate each of the security services that SIP requires. 
Ihe foilowing examples by no means provide an exhaustive list of the
threats against SIP; rather, thes e are "C

 
iassic" threats that

demonstrate the need for particular security services that can
a 

potent'

These

potent'a
SIP wiil

 

 network may be abie to modify packets 
intermediary).
communica:ions,

  
1.1 Regis

 
The SIP reg strat'on
to a registrar as
of record)   

a dev

is located.
the From header field 0:

 

:ration Hijacking

mechanism ailows a user agent to
which a user

A registrar assesses the identity asserted

 ice a:
  

a RfiGISl fiR m

 y prevent whole categories of threats.

attacks assume an environment in which attackers can

y read any packet on the network — it
frequentiy be used on the public Internet.

is anticipated that
Attackers on the

(perhaps at some compromised
Attackers may wish to steal services,
or disrupt sessions.

 
eavesdrop on

'dentify itse f
by an address

in

wh th r this

 

(designated   to d t rmin
  
ssag

 request can modify the contact addresses associated with the
address—of—record in

frequently the same,

third—party may register con

et. al.

the To
there are ma  

1y va

1eader fieid.

 
 Wh' e these two fields are
 

 
 

Standards Track

id dep
:acts on a user’s behalf.

oyments in which a
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_d of a SIP request, however, can be modified
arbitrarily by the owner of a UA, and this opens the door to
malicious registrations. An attacker that successfuliy impersonates
a party authorized to change contacts associated with an address—of—

 

record could,

 
for exampie, de—register ail existing contacts for a 

URI and then register their own device as the appropriate contact
thereby direct'ng a requests for the affected user to theaddress,   

attacker’s device.

This threat be.    
_ongs to a fam' y of threa:s that reiy on the absence

of cryptographic assurance 0. a request’s originator. Any SIP UAS
that represents a va

requests wi:h trad't'
control access to

receives.
interest

uab e service (a ga:eway that interworks SIP
 

 
 

 ona te ephone calis, for example) might want to
 

  

 
 

its resources by authenticating requests that it
Even end—user UAs, for exampie SIP phones, have an

in ascertaining the identities of originators of requests.

 

This threat demonstrates the need for security services that enable
SIP entities to authenticate the originators of requests.

 
26.1.2 Impersonating a Server

The domain to which a request is destined is generally specified in
the Request—URI.

directiy
possib'l 

in order to  UAs commonly contact a server in this domain 
deliver a request. However, there is aiways a

'ty that an attacker could impersonate the remote server, and
that the UA’s request could be intercepted by some other party.

For exampie, consider a case in which a redirect server at one
doma
doma

'1'1, ch'cago.com,
 

 '1'1,   b' oxi.com.
 impersonates a redirect server at another

A user agen: sends a request to biloxi.com, but
the redirect server at chicago.com answers with a forged response
that has appropriate SIP header fieids for a response from
biloxi.com. The forged contact addresses in the redirection response  
could direct the originating UA :o inappropriate or insecure
resources, or simply

 
prevent requests for biioxi.com from succeeding.

This family of threats has a vas: membershio, many 0: which are
 cr't'cal.
 

 
As a converse to the registration hijacking threat,  

consider the case in which a registration sent to b' oxi.com is
intercepted by chicago.com, whicn replies to the intercepted
registration with a forged 301 ( oved Permanently) response. This
response might  

 
  

seem to come from b'lox'.com yet designate chicago.com
   

 
 

as the appropriate registrar. All future RfiGISlfiR requests from the
originating UA would then go to chicago.com. 
Prevention of this threat requires a means by which UAs can
authenticate the servers to whom they send requests. 
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1.3 Tampering with Message Bodies

 
As a matter of course, SIP JAs route requests through trusted proxy

servers. Regardless of how that trust is established (authentication
of proxies is discussed elsewhere in this section), a UA may trust a
proxy server to route a request, but not to inspect or possibly
modify the bodies contained in that request.

 

Consider a UA that is using SIP message bodies to communicate session
encryption keys for a media session. Although it trusts the proxy
server of the doma'n it 's contacting :0 de 'ver signa ing properly,
it may not want the adm'n'strators of :hat domain to be capable of
decrypting any subsequent media session. Worse yet, if the proxy
server were active y ma 'cious, it could mod'fy the session key,
either acting as a man—in—the—middle, or perhaps changing the
security characteristics requested by :he originating UA.

   

          
This famiiy of threats applies not only to session keys, but to most
conce vab e forms of content carried end—to—end in SIP. These might
inciude MIME bodies that should be rendered to the user, SDP, or

encapsulated telephony signals, among others. Attackers might
attempt to modify SDP bodies, for examole, in order to point RTP
media streams to a wiretapping device in order to eavesdrop on
subsequent voice communications.

   
  

 
  

Also note that some header f'elds 'n SIP are meaningful end—to—end,
for example, Subject. UAs might be protective of these header fields
as weil as bodies (a malicious intermediary changing the Subject
header f'e d m'ght make an important request appear to be spam, for
exampie). However, since many header fields are iegitimately
inspected or aitered by proxy servers as a request is routed, not all
header f'e ds should be secured end—to—end.

 

          
For these reasons, the UA might want to secure SIP message bodies,
and in some limit d cas s h ad r fi lds, nd to nd. The security
services required for bodies include confidentiality, integrity, and
authentication. Th s nd to nd s rvic s should be independent of
the means used to secure interactions with intermediaries such as

proxy servers.

 

   

  

1.4 Tearing Down Sessions

 Once a dialog has been established by initial messaging, subsequent
requests can be sent that modify the state of the dialog and/or
session. It is critical that principais in a session can be certain
that such requests are not forged by attackers.
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:ureiy.

  
 

    S'm' ar mid—session threa:s
INVITEs that alter the session

   

From tag,
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by its target,
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1 a third—party attacker captures some initial
1 a dialog shared by two parties in order to learn the

and so forth)

The attacker could opt to
:hat it seemed to come from either

the session

and then

include the transmission of forged re—
(possibly to reduce session security

or redirect media streams as part of a wiretapping attack).

 The most effective countermeasure to
authentication of the sender of the RYH

qis threat is the
:'   

 :'RYH 
recipient needs only know that the
whom the corresponding diaiog was es
ascerta n'ng the abso ute 'dentity o
attacker is unab e to earn the parame
confidentiality, it would
some intermediar'es ( 'ke

parameters as the session

 

   
  
 

     
26.1.5 Denial of Service and

Denial—of—service attacks

e. at unava' able,
network traffic at its interfaces.

 
 

  
In ma

order
my architectures,

:abiished

:he sender). 
not be possibie to forge the
proxy servers)
is established.

SIP proxy servers face the pub.
to accept requests from worldwide IP endpoints.

 
 will need to

Amplification

 

In this instance,

came from the same party with
(as opposed to

Also,
:ers of the session due to

1Y3.

the

if the

:'
However,

 

 Jqs  oect those

focus on rendering a particular network
usually by directing an excessive amount of

A distributed denial—of—service

< allows one network user to cause multiple network hosts to
a target host with a large amount of network traffic.

_ic Internet in
SIP creates a

number of potential opportunities for distributed denial—of—service
attac

opera:ors of SIP systems.

Attac

IP address and a corresponding Via header
:ed host as the originator of the request and then send this

request to a large number of SIP network eiements,

 
targe

 

<s that must be recognized and addressed by the

<ers can create bogus requests that contain a fa.
field that   d nial of s rvic
 

hapiess SIP UAs or proxies to g n rat
aimed at the target.

      

S'm'lar y,
a request that
to fork

Rosenberg, et. al. Standards Track

implementers and

_sified source

identify a

thereby using
traffic

 
attackers might use faisified Route header field vaiues in

identify the target host and then send such messages
ing proxies that will amplify messaging sent to the target.
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The use of multicast to

the potential for denia
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2 Security Mechanisms

From the threats descri

security services requ
confidentiality and int
or message spoofing,
the participants in a s
attacks. Rodies with'
services of conf dent'
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cks open up 'f RflG
 ISifiR requests
 

authorized by reg
r ail users in an
sers from be

  
 
ister a large n

rs might a
s of a reg  istrar b

e attacks.

a general need to define arch
of—service, and th

for security mechanisms of th

we gather that the
are:

preventi
icatio

preventing deniai

essaging,  

 istrars.
administrative

ing invited to new
umber of contacts

iifiers in a
iete

ster'ng
  Y reg'
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Standards
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intermediaries. H

iy encrypted e
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Note tha
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degree,

low—layer security mechanisms for SIP are recommended,

Track

th s curity
cation.

c to SIP, SIP

ing security models derived from the

acryotion of messages provides the best means to preserve the
'ty of signaling — it can also guarantee that messages
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encrypt the entire SIP requests or responses on the wire on a hop—
by—hop basis,
proxy servers to whom they send requests.

 and that allow endpoints to verify the identity of

SIP entities also have a need to identify one another in a secure
fashion.

peer UA or to a proxy server,

 
verifiable.
SIP

 
to address this requirement.

 

When a SIP endpoint asserts the identity of its user to a
that identity should in some way be

A cryptographic authentication mechanism is provided in
 

An independent security mechanism for SIP message bodies suppiies an
alternative means of end—to—end mutua.

 
_ authentication, as weli as

providing a limit on the degree to which user agents must trust
intermediaries.  

26.2.1 Transport and Network Layer Security

Transport or network layer security encrypts signaling traffic,
guaranteeing message confidentiaiity and '

Oftentimes,

security,
of authentication

Two

 

 in many architectures.

integrity.  certificates are used in the estab 'sh

and these certificates can also be used to provide a means

 
ment of lower—layer

popuiar alternatives for providing security at the transport and
network iayer are, respectively, ILS [25

 IPSec is a set of network—iayer protocol
be used as a secure replacement for trad
Protocol). IPSec is most commonly used

relationship with one another. IPSec is
operating system levei in a host, or on a security gateway that
provides confident'a]

    
from a particu ar
also be used on a hop—by—hop basis.

 
 

 

and IPSe

 toois tha
 
'tiona IP 
in archite

set of hosts or administrative domains have an ex'

c [26].

t collectiveiy can
(Internet

ctures in which a

st ng trust

 
   usua y 'mp emented at the
  

'ty and integrity for ali tra
'nterface (as in a VPN architecture). IPSec can 

 
In many architectures IPSec does not requ're 'nteg
app.

adding secur 
have a pre—shared
server are a_

IPSec for SIP wou_

_ications; 

  
'ty d'rectly to SIP hosts wouid be ard

 ffic it receives

ration with SIP

 IPSec is perhaps best suited to deployments in which
uous. UAs that

keying relationship with their first—hop proxy

 

_so good candidates to use IPSec. Any
_d require an IPSec profile describing the protocol

 
tools that would be required to secure SIP. No su
in this document.
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4S provides transport—iayer security over connection—oriented
rotocols (for the purposes of this document, TCP); "tls" (signifying
4S over TCP) can be specified as the desired transport protocoi
'th'n a Via header fieid value or a SIP—URI. TLS is most suited to

rchitectures in which hop—by—hop security is required between hosts
ith no pre—existing trust association. For exampie, Alice trusts
er iocal proxy server, which after a certificate exchange decides to

trust Bob’s local proxy server, which 30b trusts, hence 30b and Alice
can communicate securely.

    

   D‘SQJEII—I'UI—l  
   

TLS must be tightly coupled with a SIP application. Note that
transport mechanisms are soecified on a hop—by—hop basis in SIP, thus
a UA that sends requests over TLS to a proxy server has no assurance
that TLS will be used end—:o—end.

 

 
The TLS RSA WITH AES 128 C3C SHA ciphersuite [6] MJST be supported at
a minimum by implementers when TLS is used in a SIP aopiication. For
purposes of backwards compatibility, proxy s rv rs, r dir ct s rv rs,
and registrars SHOJLD support TLS RSA WITH BDWS fiDfi CRC SHA.
Impiementers MAY also support any other ciphersuite.

 
       
   

2.2 SIPS URI Scheme

The SIPS URI scheme adheres to the syntax of the SIP URI (described
in 19), although the scheme string is "sips" rather than "sip". The
semantics of SIPS are very different from the SIP URI, however. SIPS
allows resources to specify that they should be reached secureiy.

A SIPS URI can be used as an address—of—record for a particular user
— the URI by which the user is canonically known (on the r bus ness
cards, in :he From header fieid of their requests, in the To header
field of RfiGISIfiR requests). When used as the Request—URI of a
request, tie SIPS scheme s'gn'f'es that each hop over which the
request is forwarded, untii th r qu st r ach s th SIP ntity
respons'b e for the domain por:ion of the Request—URI, must be
secured wi:h TLS; once it reacqes the domain in question it is
hand ed 'n accordance w'th oca security and routing policy, quite
possibly using TLS for any ias: hop to a UAS. When used by the
originator of a request (as wouid be the case if they empioyed a SIPS
URI as the address—of—record of the target), SIPS dictates that the
entire request path to the target domain be so secured.

  
 

 
         

   
  

    

The SIPS scheme is applicabie :0 many of the other ways in which SIP
URIs are used in SIP today in addi:ion to the Request—URI, including
in addresses—of—record, contac: addresses (the contents of Contact

headers, including those of RfiGISIfiR methods), and Route headers. In
each instance, the SIPS URI scqeme allows these existing fields to
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The manner in which a SIPS URI is

dereferenced in any of these contexts has its own security properties
whiC

The use of SIPS in par
SHOUuD be empioyed,

RSA WITHTLS

held

in t
by tie

Note t

and thus

note t
 

i: was
since  

Users tha:

qat

"sips:alice@at_
flat UDP

1 are detailed in

as  A  

ciient; 
:icular entai.

ES 128 C3C SHA.

in the SIPS URI scheme,

[4].

SHOUuD the ciphersuite  

_s that mutuai

l’O 
TLS authentication

Certificates received in the

authentication process SHOUuD be vaiidated with
failure to validate a certificate SHOULD result

1e failure of the request.

ot certificates

transport is independent of TLS,
"sips:alice@atlanta.com;transport=tcp" and

 

specific to a sing.
RFC 2543.

_anta.

is not a va.
com;transport=sctp"

 

are both vaiid

_id transport for SIPS).
:ransoort=tls" has consequently been deprecated, partiy because

_e hop of the request.

(although
The use of

  Th's 's a change
 

distribute a SIPS URI as an address—of—record may elect to
operate devices that refuse requests over insecure transports. 
2.3 HTTP Authentication

SIP provides a challenge capability,
that relies on the 401 and 407 response codes as weli
fieids for carrying challenges and credentials.

the reuse of the HTTP Digest authent'
_lows for replay protection and one—way authentication.

 

 mod'
SIP

 

 a_

The

2.4 S/MIM  L‘J

As

the

intermed

 

f'cation,

ar'

's d'scussed above,

purpose of confidentiality is no:
' (Iike proxy servers)

es   fie ds
int rm d'

 

  ar'
'n order to route messages correctly,

iud d from securi

encrypting en:

 
S ar XC  

messages wi.

However,

 S/MIME

message bodies,
possible to

S/MIM?

securing these bodies end—to—end witqou:
can provide end—to—end conf

 _l essentia.

a1 OWS 

 

 use S/MIME  conf'dentia
 

et. al.

ity for SIP header f'

_ly be non—rou:able.

 

usage of Digest authentication in SIP is detai

 

W'

based on HTTP authentication,
as header

ithout significant
cat'on scheme in

 
    ed 'n Section 22.
 

ire SIP messages end—to—end for
aopropriate because network

iew certain header
and i

:y associations,

: these
then SIP

 

 

 
     

Standards Track

es with'n SIP,
headers.

integrity for It is aiso
 SIP UAs to encryot MIM? bod'

affecting message
'dentia ity and

as well as mutuai au:he1tication.

to provide a form of integrity and
e ds t arough SIP message tunneling.
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Proxy s rv rs, r dir ct s

 
.3 Implementing Security Mechanisms
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servers, and regis
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elements that support TLS
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IV IS,

TLS server.

 of one or more root certi
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All SIP eiements that support TLS MUST aiso support t
scheme.

 

Proxy s rv rs, r dir ct s rv rs, r gistrars, and UAs
' iement IPSec or other lower—layer security protocols.imp

When a UA attempts to contact a proxy s rv r,
the UAC SHOULD initiate a TLS connection over

In some architectures,

requests over such TLS connections as weil.

registrar,
wili send SIP messages.

 
Proxy s rv rs, r dir ct s

 
 

Digest Authorization,
Proxy s rv rs, r dir ct s encompassing a_

IV IS,

  

 W

 hostname or domainname.

ith at least one Digest realm,
supported by a given server SHOULD correspond to

IV IS,

UAs MAY support the signing and encryp
transference of credentia.
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validating S/MIME  
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root certifJ
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redirect
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Note that is it anticipated that future security extensions may
upgrade the normative strength associated with S/MTML as S/MTME  

implementations appear and the problem space becomes better
understood.

26.3.2 Security Solutions

The operation of these security mechanisms in concert can follow the
existing web and email security models to some degree.

UAs authenticate themselves to servers

with a Digest username and
servers authenticate themselves to UAs one hop away,

(and vice versa),

level,

redirect servers,

password;
another server one hop
delivered by TLS.

and

 
On a peer—to—peer

another ordinarily;

ieve

ho  

  

 

registrars)
 

away

1,

wever, S/MTME 

(pr

wit

'n wh'ch
   

direct authent'cat
itself is not trusted.

The fo owing 's an i
 mechanisms are used by

of threats described
administrators MAY fo  

ustrative example

 

 
  

 
various UAs and servers

'n Section 26.1. '

ow the normative gu

Wh'
  

to

e mp
'de 'ne  

At a high
oxy servers,

or to

h a site certificate

UAs trust the network to authenticate one

can also be used to provide
'on when the network does not, or if the network

these security
prevent the sorts

ementers and network

s given in the
   

 

   

remainder of this section, these are provided oniy as example
impiementations.

26.3.2.i Registration

When a UA comes online and registers with its oca admin'strative
domain, it SHOULD establish a TLS connect on w'th 'ts registrar
(Section 10 describes how the UA reaches i:s registrar). The
registrar SHOULD offer
identified by the cert
which the UA intends t

' addr ss 0 
a

'f'cate MUST

o register;
' r cord

  
  r gist r th

certificate must 'dent 'fy a
 

 
 

as s'p.at anta.com).
t  

y the certificate. I
oes not identify the
HGTSlfiR message and o

  
b
d
R
 
 

Whe
UA

the UA,

 

Rosenberg, et. al.
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26

The UA then creates a R
  
fiGTSlfiR request tnat SHOULD be addressed to a
 

 Reques:—URT corresponding to the si:e certificate received from the
registrar. When the UA
TLS connection, the registrar SHOULD chailenge the request with a 401
(Proxy Authentication R
within the Proxy—Authenticate header fieid of the response SHOULD

  
sends the RfiGTSlfiR request over the existing
 

  
quir d) r soons . Th "r alm" parameter  

corresoond to the domain prev'ously g'ven by :he site certificate.
When t

for creden:ials or take
corresoond

 

  ne UAC receives the chailenge, it SHOULD either prompt the user
 an appropriate creden:ia_ from a keyring 

ing to the "reaim" parameter in the chalienge. The
username 0: this credential SHOULD correspond with the "userinfo"
portion of the URI in the To header fieid of :he RfiGTSlfiR request.
Once tne Digest credentiais have been inserted into an appropriate
Proxy—Authorization header field, the RfiGTSlfiR should be resubmitted
to the registrar.

 
  

    
    

 
 

 
Since the registrar requires the user agen: to authenticate
itself, it wouid be difficult for an attac<er to forge RfiGTSlfiR

  
 
 

 requests for the user’s address—of—record. Also note that since  
the RfiGTSlfiR s sent 
 

 
over a confidential TLS connection, attackers   

  
will not be ab e to

for any poss b e rep
   

ntercept the RfiGTSlfiR to record credentials
ay attack.

 

Once the registration has been accepted by :he registrar, the UA
SHOULD leave this TLS connection open provided that the registrar
also acts as the proxy server to which requests are sent for users in
this administrative domain. The ex'sting T.S connection wiil be
reused to deliver incoming requests to the JA that has just completed
registration.

 

  Because the UA has a.

  
  

_ready authenticated the server on the other
side of the TLS connection, all requests that come over this
connection are known to have passed through the proxy server —
attackers cannot create spoofed requests that appear to have been
sent through that proxy server.

 

.3.2.2 Tnterdomain Requests

 

  
Now let’s say that Aiice’s UA would iike to 'nit'ate a session with a
user in a remote administrative domain, nameiy "bob@biioxi.com". We
wi l a so say that the local administrative doma n (at anta.com) has
 

a    oca outbound proxy.

  
 

The proxy server that handles inbound requests for an administrative
doma n MAY a
 

 we’li assume this to be

agent would

this point).

 

Rosenberg, et. al.

so act as a local outbound proxy; for simplicity’s sake
 the case for atlanta.com (otherwise the user

initiate a new TLS connection to a separate server at
Assuming that the client has completed the registration

Standards Track [Page 243]

Apmelnc
Ex.1004-Page798



Apple Inc.
Ex. 1004 - Page 799

RFC 3261 SIP: Session Initiation Protocol June 2002

process descr'bed 'n the preceding section, it SHOULD reuse the TLS
connection to the oca proxy server when it sends an INVITE request
to another user. The UA SHOULD reuse cached credentials in the

INVITE to avoid prompting the user unnecessarily.

 

   

   
When :he oca outbound proxy server has validated the credentiais
presented by the UA in the INVITE, 't SHOULD inspect the Request—URI
to de:ermine how the message should be routed (see [4]). If the
"domainname" portion of the Request—URI had corresponded to the iocal
domain (atlanta.com) rather than bi ox'.com, then the proxy server
would have consuited its location service to determine how best to

reach the requested user.

  
 

     
 

 
Had "alice@atianta.com" been attempting to contact, say,
"alex@atlanta.com", the iocal proxy would have proxied to the
request to the TLS connection Aiex had established with the
registrar when he registered. Since Alex wouid receive this
request over his authenticated channel, he would be assured that
Alice’s request had been authorized by the proxy server of the
local administrative domain.

    
However, in this instance the Request—URI designates a remo:e domain.
The local outbound proxy server at atianta.com SHOULD therefore

estabiish a TLS connection with the remote proxy server at
biloxi.com. Since both of the participants in :his TLS connection
are servers tha: possess site certificates, mutuai TLS authentication
SHOULD occur. Each side of the connection SHOUED verify and inspect
the cert f cate of the other, noting the domain name that aopears in
the cert f cate for comparison with the header fieids of SIP
messages. The atlanta.com proxy server, for exampie, SHOULD verify
at this stage that the certificate received from the remote side
corresponds with tne biloxi.com domain. Once i: has done so, and TLS
negot at on has completed, resulting in a secure channel be:ween the
two proxies, the a:lanta.com proxy can forward :he INVITE request to
biloxi.com.

   
    

  
 

   
 

   
The proxy server a: biloxi.com SHOULD inspect tne certificate of the
proxy server at atlanta.com in turn and compare the domain asserted
by the certificate with the "domainname" portion of the From header
field in the INVITE request. The biloxi proxy .AX have a strict
security poiicy that requires it to reject requests that do not match
the administrative domain from which they have been proxied.

 

  
J.

  
Such security policies could be instituted to prevent the SIP
equivaient of SMTP ’open relays’ that are frequently exploited to
generate spam.
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only guarantees that the request 
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came from the

 
          
   

domain it ascribes to itseif; it does not allow b ox .com to

ascertain how atlanta.com authenticated Alice. On y f bilox' com
has some other way of knowing atlanta.com’s authent'cation po 'cies
could it possibly ascertain how Aiice proved her 'dent':y.
biloxi.com might then institute an even stricter poiicy that forbids
requests that come from domains that are not known adm'nistra:'ve y
to share a common authent cat on policy with b'loxi.com.

Once the INVITE has been approved by the biloxi proxy, :he proxy
server SHOULD identify the existing TLS channei, if any, associated
witn the user

"bob@biloxi.com").
to Bob. Since       vaiidated Alice,

A1'ce’s 'dent':y.

3e  
 R cord Rout

:argeted by this request
The INVITE

the request is
previousiy been authenticated
From header field was not tamoered with

although not necessar'

fore they forward the request,

h ad r fi ld to the request so that all

  
(in this case

  

30b 
as the b' oxi proxy,
     

 

'n th's dialog wil
 

   ifet

to the Record—Route,
between Alice and

 

pass through the proxy servers.

servers can thereby continue to provide security serv.
'me of this dialog.

Rob w'thout any secur.

If the proxy servers do not
oass d rect

services (u

  
future messages wiil

_ty  

parties agree on som
S/MIME).
struc

provide a reasonably

   
An attacker preying on this architecture
unable to forge a
stream between

ascertaini  
integrity mechanism Alice and 30b.

nd to
 

In this respect the SIP trapezoid modei
:ure where conventions of agr

30b and Alice because the

ng the parameters of the session and also because the
:s the traffic between

ind p nd nt  can 

:u

The proxy
Lces for the
add themselves

y end—to—end

should be proxied througn this channel
received over a TLS connection that had

<nows that the
and that atlanta.com has

y whether or no: to trust

both proxy servers SHOJLD add a

 
:ure requests

nless the two

nd s curity such as
orovide a nice 

 

 m nt b tw n th sit proxies can
secure channel between Alice and 30b.

wouid, for example, be

RY? request and inser: it into the signaling
 
    

:ransitively protec

3.2.3 Peer—to—Peer Requests

Aiternatively,

 W

a TLS

described in

Request—URI).
proxy,

 
[4]

across the TLS connection.

et. al.

"caroi@chicago.com" tha:
ishes to send an INVITE

connection with t

to determine how to best to reach the given
When her UA receives a certificate from the b

it SHOULD be verified normally before she passes her INVIT:

consider a UA asserting the identity
has no local outbound proxy.
to "bob@biioxi.com",

ne biloxi proxy directly

  
(using

 
However, Carol has no mean
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  IloX'
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her identity to tie biloxi proxy, but she does have a CMS—detached
signature over a "message/sip" body in the INVITE. It is un 'ke y in
th's 'nstance tha: Carol would have any credentia s 'n the b' ox .com
realm, since she 1as no formal assoc at on w'th b loxi.com. The

b' ox' proxy MAY aiso have a strict policy that oreciudes it from
even bothering to chailenge requests that do not have biloxi.com in
the "domainname" oortion of the From header f'eld — 't treats these
users as unauthen:icated.

 

     

         
 

    
    

The biloxi proxy qas a po 'cy for Bob that a non—authenticated
requests shouid be redirected to tie appropriate contact address
registered agains: ’bob@b' oxi.com’, namely <sip:bob@l92.0.2.4>.
Carol receives the redirection resoonse over the TLS connection she

established with :he b' ox' proxy, so she trusts the veracity of the
contact address.

 
        

 
Caroi SHOULD then estabiisq a TCP connection with the designated
address and send a new INVITE with a Request—URI containing the
received contact address (recomputing the signature in the body as
the request is readied). 30b receives this INVITE on an insecure
interface, but his UA inspec:s and, 'n th's instance, recognizes the
From header f'e d of the request and subsequentiy matches a iocally
cached certificate with the one presented in the signature of the
body of the INVITE. He replies 'n s'milar fashion, authenticating
himself to Caroi, and a secure dialog begins.

       
 

      
   

Sometimes firewalls or NATs in an administrative domain could

preclude the establishment of a direct TCP connection to a UA. In
these cases, proxy servers could aiso potentialiy relay requests
to UAs in a way that has no trust 'mp ications (for example,
forgoing an existing TLS connection and forwarding the request
over cleartext TCP) as local pol'cy d ctates.

    
 
 

26.3.2.4 DoS Protection

In order to minimize the risk of a deniai—of—service attack against
architectures using these security solut'ons, imp ementers shouid
take note of the foilowing guidelines.

   
  

 
When the host on which a SIP proxy server is ooerating is routable
from the public Internet, it SHOULD be depioyed in an administrative
domain with defensive operational policies (blocking source—routed
traffic, preferab y f'lter'ng ping traffic). 30th TLS and IPSec can
also make use of bastion hosts at the edges of administrative domains
that partic'pate 'n the security associations :0 aggregate secure
tunneis and sockets. These bastion hosts can also take the brunt of

den a —of—service attacks, ensuring that SIP hosts within the
adm n strat ve domain are not encumbered with superfiuous messaging.
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