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ITU-T Recommendation H.323

Packet-based multimedia communications systems

Summary

This Recommendation describes terminals and  other entities that provide multimedia
communications serviges over Packet Based Networks (PBN) which may not provide a guaranteed
Quality of Service. H.323 entities may provide real-time audio, video and/or data communications,
Support for audio is mandatory, while data and video are optional, but if supported, the ability to use
a specified common mode of operation is required, so that all terminals supporting that media type
can interwork,

The packet based network over which H.323 entitics communicate may be a point-to-point
connection, & single network segment, or an internetwork having multiple segments with complex
topologies.

H.323 entities may be used in point-to-point, multipoint, or broadcast {as described in ITU-T
Ree. H.332) configurations. They may interwork with H.310 terminals on B-ISDN, H.320 terminals
on N-ISDN, H.321 terminals on B-ISDN, H.322 terminals on Guaranteed Quality of Service LANs,
H.324 termimnals on GSTN and wireless networks, V.70 terminals on GSTN, and voice terminals on
GSTN or ISDN through the use of Gateways.

H.323 entities may be integrated into personal computers or implemented in stand-alone devices
such as videotelephones.

Note that the title of H.323 (1996 was "Visual telephone systems and equipment for local arca
networks which provide a non-guaranteed quality of service". The title changed in Version 2 to be
consistent with its expanded scope.

Products claiming compliance with Version 1 of FH.323 shall comply with all of the mandatory
requirements of H.323 (1996) which references ITU-T Rec. H.225.0 (1996) and H.245 (1997}
Version 1 products shall be identificd by H.225.0 messages containing a protocelidentifier = {itu-t
{0) recommendation () h (8) 2250 version (0) 1} and H.245 messages containing a
protocolldentifier = {itu-t (0) recommendation (0) h (8) 245 version (0) 2}.

Products ¢laiming compliance with Version 2 of F.323 shall comply with all of the mandatory
requirements of this Recommendation, H.323 (199&), which references ITU-T Ree. H.225.0 (1998)
and H.245 (1998 or later). Version 2 products shall be identified by H.225.0 messages containing a
protocolldentifier = {itu-t (0) recommendation (0) h (¥) 2250 version (0) 2} and H.245 messages
containing a protocelidentifier = {itu-t () recommendation (() h (8) 245 version (0} x}, where "x"
is 3 or higher.

Products claiming compliance with Version 3 of H.323 shall comply with all of the mandatory
requirements of this Recommendation, H.323 (1999), which references TTU-T Ree. H.225.0 (1999)
and H.245 (1999 or later). Version 3 products shall be identified by H.225.0 messages containing a
protocolldentifier = {itu-t (0) rccommendation (0) h (3) 22350 version (0) 3} and H.2435 messages
containing a protocolidentifier = {itu-t (0) recommendation (0) h (8) 245 version {0) x}, where "x"
is 5 or higher,
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Products claiming compliance with Version 4 of H.323 shall comply with all of the mandatory
requirements of this Recommendation, H.323 (2000), which references ITU-T Rec. H.225.0 {2000)
and H.245 (2000 or later). Version 4 products shall be identified by H.225.0 messages countaining a
protocolldentifier = {itu-t () recommendation (0) h {8) 2250 version (() 4} and H.245 messages
containing a pretecolidentifier = {itu-t (0) recommendation (0) h (8) 245 version (0) x}, where "x”
is 7 or higher.

Source

ITU-T Recommendation H.323 was prepared by TTU-T Study Group 16 (2001-2004) and approved
under the WTSA Resolution 1 procedure on 17 November 2000, and on 1 March 2001 for Annex L.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of
ITUL ITU-T is responsible for studying technical, operating and tariff questions and issuing Recommendations
on thern with a view to standardizing telecommuunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four vears,
establishes the topics for study by the ITU-T study groups which, m tumn, produce Recommendations on these
topics.

The approval of ITU-T Recormmendations is covered by the procedure laid down im WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a coliaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for concigeness to indicate both a
telecommunication administration and a recognized operaling agency.

INTELLECTUAL PROPERTY RIGHTS

ITU draws atiention to the possibility that the practice or implementation of this Recommendation may
involve the use of & claimed Intelleciual Property Right. ITU iakes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had received notice of iniellectual property,
protected by patents, which may be required to implement this Reconmendation. However, implementors are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database.

© 1TU 2002
All righis reserved. No part of this publication raay be reproduced or uiilized in any form or by any means,
electronic or mechanical, inchuding photocopying and microfilm, without permission in wrtiing from ITU.
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ITU-T Recommendation H.323

Packet-based multimedia communicatiens systems

1 Scope

This Recommendation covers the technical requirements for multimedia communications systems in
those situations where the underlying transport is a Packet Based Network (PBN) which may not
provide a guaranteed Quality of Service (QOS). These packet based networks may include Local
Area Networks, Enterprise Area Networks, Metropolitan Area Networks, Intra-Networks, and Inter-
Networks (including the Internet). They also include dial up comnections or point-to-point
connections over the GSTN or ISDN which use an underlying packet based transport such as PPP.
These networks may consist of & single network segment, or they may have complex topologies
which incorporate many network segments interconnected by other communications links.
This Recommendation describes the components of an H.323 system. This includes Terminals,
Gateways, Gatekeepers, Multipoint Controllers, Multipoint Processors, and Maltipoint Control
Units. Control messages and procedures within this Recommendation define how these components
communicate. Detailed descriptions of these components are contained in clause 6.
H.323 terminals provide awdio and optionally wvidee and data communications capability in
point-to-point or multipoint conferences. Interworking with other H-series terminals, GSTN or
ISDN voice terminals, or GSTN or ISDN data terminals is accomplished using Gateways. Sece
Figure 1. Gatekeepers provide admission control and address trapsiation services. Multipoint
Controllers, Multipoint Processors and Multipoint Control Units provide support for multipoint
conferences.
The scope of H.323 does not include the network interface, the physical network, or the transport
protocol used on the network. Examples of these networks include but are not limited to:

Ethernet (IEEE 802.3);

Fast Ethernet (IEEE 802.3u);
— FDDI;

Token Ring (IEEE 802.5);
- ATM,

ITU-Y Rec. H.323 (11/2000) 1
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Figure 1/H.323 - Interoperability of H.323 terminals

2 Normative references

The following [TU-T Recommendations and other references contain provisions which, through

reference in this text, constitute provisions of this Recommendation. At the time of publication, the

editions indicated were valid. Al Recommendations and other references are subject to revision;

users of this Recommendation are therefore encouraged to investigate the possibility of applying the

most recent edition of the Recommendations and other references listed below. A list of the currently

valid ITU-T Recommendations is regularly published.

[ ITU-T Recommendation H.225.0 (2000), Call signalling protocols and media stream
packetization for packet-based multimedio communication systems.

2] ITU-T Recommendation H.245 (2000), Control protocol for multimedia communication.

[3] ITU-T Recommendation G.711 (198R), Puise Code Modulation (PCAM} of voice frequencies.

[4] ITU-T Recommendation G.722 (1988), 7 kHz audio-coding within 64 kbivs.

[5] ITU-T Recommendation G.723.1 (1996}, Dual rate speech coder jfor multimedia
communications transmitting ai 5.3 and 6.3 kbit/s.

(6] ITU-T Recommendation G.728 (1992), Coding of speech at 16 kbii/s using low-delay code
excited linear prediction,

2 ITU-T Rec. H.323 (11/2000)
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(8]
(91
[10]
[11]

[12]

[13]

[14]

L15]

[16]

(27]
(28]
(29]
[36]

ITU-T Recommendation G.729 (1996), Coding of speech at 8 kbit/s using cownjugate
structure algebraic-code-excited linear-prediction (CS-ACELP),

ITU-T Recommendation H.261 (1993), Video codec for audiovisual services at
p % 64 kbit/s.

ITH-T Recommendation H.263 (1998), Video coding for low bit rate communication,
ITU-T Recommendation T.120 (1996), Data protocols for multimedia conferencing.

ITU-T Recommendation H.320 (1999), Narrow-band visual telephone systems and terminal
equipment,

ITU-T Recommendation H.321 (1998), ddaptation of H.320 visual telephone terminals to
B-ISDN environments.

ITU-T Recommendation H.322 (1996), Visuai telephone sysiems and terminal equipment

Jor local area networks which provide a guaranteed quality of service.

ITU-T Recommendation F.324  (1998), Terminal for low bit-rate mudiimedia
COMMuUnication.

ITU-T Recommendation H.310 (1998), Broadband audiovisual communication systems and
terminals.

ITU-T Recornmendation Q.931 (199%), ISDN user-network interface layer 3 specification

Jfor basic call control.

ITU-T Recommendation Q.932 (1998), Digital subscriber signalling system No. 1 — Generic
procedures for the control of ISDN supplementary services.

ITU-T Recommendation Q.950 (2000), Supplementary services protocels, structure and
general principles.

ISO/EC 10646-1:2000, Information technology — Universal Multiple-Octer Coded
Character Set (USC) — Part 1: Architecture and Basic Multilingual Plane.

ITU-T Recommendation E.164 (1997, The international public telecommunication
numbering plan.

ITU-T Recommendation H.246 (1998), Interworking of H-series multimedia ferminals with
H-series multimedia terminals and voice/voiceband terminals on GSTN and ISDN.

ITU-T Recommendation H.235 (2000), Security and encryption jfor H-series (H.323 and
other H 24 5-based) multimedia terminals.

ITU-T Recommendation H.332 (1998), H.323 extended for loosely-coupled conferences.

ITU-T Recommendation H.430.1 (1998), Generic functional protocol for the support of
supplementary services in H.323.

ITU-T Recommendation 13635 (1996), B-ISDN ATM adapiation layer specification:
Type 5 AAL.

ITU-T Recommendation Q.2931 (1995), Digital subscriber signalling system No. 2 (DSS2)
- User-neiwork interface (UNI) laver 3 specification for basic calllconnection control,

ITU-T Reconumendation 1.356 (2000), B-JISDN ATM layer cell transfer performance.
ITU-T Recommendation 1,371 (2000), Traffic control and congestion control in B-ISDN.
ITU-T Recommendation 1.371.1 (2000), Guaranteed frame rate ATM transfer capability.

ITU-T Recommendation Q.2961.2 (1997), Digital subscriber signalling system No. 2 —
Additional traffic parameters: Support of ATM transfer capability in the broadband bearer
capability information element.

TTU-T Rec. H.323 (11/2000) 3
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[40]
[41]

{42]
[43]

[44]

[45]

4

ITU-T Recommendstion H.282 (1999), Remote device control protocol for multimedia
applications.

ITU-T Recommendation H.283 (1999), Remote device conrol logical channel transport.
ATM Forum (1999), AF-SAA-0124.000, H.323 Media Transpori Over ATM.

ITU-T Recommendation Q.2941.2 (1999), Digital subscriber signalling system No, 2 -
Generic identifier transport extensions.

ITU-T Recommendation H.450.2 (1998), Cafl transfer supplementary service for H323,
ITU-T Recommendation H.450.4 (1999), Call kold supplementary service for H.323.

ITU-T Recommendation H.248 (2000), Gateway control protocol,

ISOAEC 11571:1998, Information technology -~ Telecommunications and information
exchange between systems — Private Integrated Services Networks — Addressing.

ITU-T Q.951.x family Recommendations, Stage 3 description for number identification
supplementary services using DSSI.

ITU-T Recommendation H.430.3 (1998), Call diversion supplementary service for H.323.

ITU-T Reconunendation H.450.5 (1999), Call park and call pickup supplementary services
Jor H.323.

ITU-T Recommendation H.450.6 (1999), Call waiting supplementary service for H.323.
ITU-T Recommendation H.450.7 {1999), Message waiting indication supplementary service
for H.323.

ITU-T Recommendation H.450.8 (2000), Name identification supplementary service
for H323.

ISOGAEC 11572:2000, Information technology — Telecommunications and information
exchange between sysiems — Private Integrated Services Newwork — Circuit Mode Bearer
Services — Inter-exchange signalling procedures and prolocol.

ITU-T Recommendation H.222.0 (2000), Information technology — Generic coding of
maving pictures and associated audio information: Svstems.

ITU-T Recommendation H.223 (1996), Muliiplexing protocol for low bit rate multimedia
communication.

IETF RFC 2068 (1997), Hypertext Transfer Protocol ~ HTTP/1.1.

IETF RFC 2045 (1996), Multipurpose Internet Mail Extensions (MIME) Part One: Format
of Internet Message Bodies,

ITU-T Recommendation 7,100 {1999), Specificarion and Description Language (SDL),
IETF RFC 1738 (1994), Uniform Resource Locators (URL).
IETFE RFC 2234 1{997), Augmented BNF for Syatax Specifications: ABNF.

ISO 4217:1995, Codes for the representation of currencies and funds.

ITU-T Recommendation V.21 (1988), 300 bits per second duplex modem standardized for
use in the general switched telephone neiwork.

ITU-T Recommendation T.30 (1999), Procedures for document facsimile transmission in
the general switched telephone network.

ITU-T Recommendation T.38 (1998), Procedures for real-time Group 3 facsimile
communication over IP networks.

ITU-T Ree. H.323 (11/2000)
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[57] ISOMEC 10646-1:1993/Amd.2:1996, information technology — Universal Multiple-Octet
Coded Character Set (UCS) ~ Part 1: Architecture and Basic Multilingual Plane —
Amendment 2: UCS Transformarion Format 8 (UTF-8).

[58]  IETF RFC 2833 (2000), RTP Payload for DTMF Digits, Telephony Tones and Telephony
Signals.

3 Definitions

For the purposes of this Recommendation the definitions given in clause 3/H.225.0 [1] and
clause 3/H.245 [2] apply along with those in this clause. These definitions apply to the packet based
network side only. Other terms may be appropriate when referring to the Switched Circuit Network
{(SCN) side. See clause 5 Conventions, for information on the use of terms in this Recornmendation.

31 access gateway: A Gateway that connects one network to another network (such as an 887
network to a QSIG network) and performs some interworking function between the different
networks,

3.2 active MC: An MC that has won the master-slave determination procedure and is carrently
providing the multipoint control function for the conference.

3.3 ad hoc multipoint conference: An Ad Hoc Multipoint conference was a point-to-point
conference that had been expanded into a multipoint conference at some time during the call. This
can be done if one or more of the terminals in the initial point-to-point conference contains an MC, if
the call is made using a Gatckeeper that includes MC functionality, or if the initial call is made
through an MCU as a multipoint call between only two terminals.

3.4 addressable: An H.323 entity on the network having a Transport Address is addressable.
Not the same as being callable. A terminal, Gateway, or MCU is addressable and callable. A
Gatckeeper is addressable but not callable. An MC or MP is neither callable nor addressable but is
contained within an endpoint or Gatekeeper that is. In a composite Gateway, both the MGC and the
MG@G are addressable, but only the MGC is caliable.

35 audio mute: Suppressing of the audio signal of a single or all source(s). Send muting means
that the originator of an audio stream mutes its microphone and/or does not transmit any andio signal
at afll. Receive mute means that the receiving terminal ignores a particular incoming audio stream or
mutes its loudspeaker.

3.6 broadcast conference: A Broadcast conference is one in which there is one transmitter of
media streams and many receivers, There is no bidirectional transmission of control or media
streams. Such conferences should be implemented using network transport multicast facilities, if
available. Also see I'TU-T Rec. H.332 [23].

37 broadcast panel conference: A Broadcast Panel conference is a combination of a
Multipoint conference and a Broadcast conference. Tn this conference, several terminals are engaged
in a multipoint conference, while many other terminals are only receiving the media streams. There
is bidirectional transmission between the terminals in  the wmultipoint portion of the
conference and no bidirectional transmigsion between them and the listening terminals. Also see
ITU-T Ree. H.332.

3.8 call: Point-to-point multimedia communication between two H.323 endpoints. The cali
begins with the call set-up procedure and ends with the call termination procedure. The call consists
of the collection of reliable and unreliable channels between the endpoints. A call may be directly
between two endpoints or may include other H.323 entitics such as a Gatekeeper or MC. In case of
interworking with some SCN endpoints via a Gateway, all the channels terminate at the Gateway
where they are converted to the appropriate representation for the SCN end system. Typically, a call
is between two users for the purpose of communication, but may include signalling-only calls. An
endpoint may be capable of supporting multiple simultaneous calls,

ITU-T Rec. H.323 (11/2000) 5
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3.9 call signalling channel: Reliable channel used to convey the call sctup and teardown
messages {following ITU-T Rec. H.225.0) between two FL323 entities.

3.1¢  callable: Capable of being called as described in clause 8 or in the supplementary services
ITU-T (H.450.x). In other words, an H.323 entity is generally considered callable if a user would
specify the entity as a destination. Terminals, MCUs, Gateways, and MGCs are callable, but
Gatekeepers, MCs, and MGs are not.

3,11 centralized multipoint conference: A Centralized Multipoint conference is one in which all
participating terminals communicate in a point-to-point fashion with an MCU. The terminals
transmit their control, audio, video, and/or data streams to the MCU. The MC within the MCU
centrally manages the conference. The MP within the MCU processes the audio, video, and/or data
streams and returns the processed streams to each terminal.

3.12  compeosite gateway: A (Gateway that does not separate the Media Gateway Controller and
Media Gateway functions,

313  control and indication; End-to-end signalling between terminals, consisting of Control,
which causes a state change in the receiver, and Indication which provides for information as to the
state or functioning of the system (see also ITU-T Rec. H.245 [2] for additional information and
abbreviations).

3.14  data: Information stream other than audio, video, and control, carried in the logical data
channel! (see [TU-T Rec. H.225.0 [1]).

3.15  decentralized multipoint conference: A Decentralized Multipoint conference 15 one in
which the participating terminals multicast their audio and video to all other participating terminals
without using an MCU. The terminals are responsible for:

4) summing the received audio streams; and

b) selecting one or more of the received video streams for display.

No audio or video MP is required in this case. The terminals communicate on their H.245 Control
Channels with an MC which manages the conference. The data stream is still centrally processed by
the MCS-MCU which may be within an MP.

316  decomposed gateway: A Gateway that is functionally separated into a Media Gateway
Controller and one or more Media Gateways.

3.17  endpoint: An H.323 terminal, Gateway, or MCU. An endpoint can call and be called. It
generates and/or terminates information streams,

3.18  gatekeeper: The Gatekeeper (GK) is an H.323 entity on the network that provides address
translation and controls access to the network for H.323 terminals, Gateways and MCUs. The
Gatekeeper may also provide other services to the terminals, Gateways and MCUs such as
bandwidth management and locating Gateways.

319 gateway: An H.323 Gateway (GW) is an endpoint on the network which provides for
real-time, two-way communications between H.323 Terminals on the packet based network and
other ITU Terminals on a switched circuit network or to another H.323 Gateway. Other TTU
Terminals include those complying with ITU-T Rec. H.310 (H.320 on B-ISDN), H.320 (ISDN),
H.321 (ATM), H.322 (GQOS-LAN), H.324 (GSTN), H.324M (Mobile), and V.70 (DSVD),

320 H.323 entity: Any H.323 component, including terminals, Gatoways, Gatekeepers, MCs,
MPs and MCUs.

321 H.245 contrel channel: Reliable Channel used to carry the H.2435 control information
messages (following ITU-T Rec. H.245) between two H.323 endpoints.

322 H.245 session: The part of the call that begins with the establishment of an H.245 Control
Channel and ends with the receipt of the 1H.245 EndSessionCeommand or termination due to failure,

6 ITU-Y Ree. H.323 (11/2000)
CSCO-1032
CISCO SYSTEMS, INC. / Page 20 of 258



Not to be confused with a call, which is delineated by the H.225.0 Sctup and Release Complete
messages.

3.23  hybrid multipeint conference — centralized audio: A Hybrid Multipoint — Centralized
Aundio conference is one in which terminals multicast their video to other participating terminals and
unicast their audio to the MP for mixing, The MP returns a mixed andio stream to each terminal.

3.24  hybrid multipeint conference — centralized video: A Hybrid Multipoint — Centralized
Video conference is one in which terminals multicast their audio to other participating terminals and
unicast their video to the MP for switching or mixing. The MP returns a video stream to each
terminal,

325 infermation stream: A flow of information of a specific media type (c.g. audio) from a
single source to one or more destinations.

3.26  lp synchronization: Operation to provide the feeling that speaking motion of the displayed
person is synchronized with his speech.

327 local area network (LAN): A shared or switched medium, peer-to-peer communications
network that broadcasts information for all stations to receive within 2 moderate-sized geographic
area, such as a single office building or a campus. The network is generally owned, used, and
operated by a single organization. In the context of this Recommendation, LANs also include
internetworks composed of several LANSs that are interconnected by bridges or routers.

3.28  logical channel: Channel used to camry the information streams between two H.323
endpoints. These chanvels are established following the H.245 OpenlLogicalChaunel procedures.
An unreliable channel is used for audio, audio control, video, and video control information streams.
A reliable channel is used for data and H.245 control information streams. There is no relationship
between a logical channel and a physical channel.

329 media gateway: The Media Gateway converts media provided in one type of network to the
format required in another type of network. For example, an MG could terminate bearer channels
from a switched cireuit network (i.e. DS0s) and media streams from a packet network (e.g. RTP
streams in an IP network). This Gateway may be capable of processing audio, video and T.120 alone
or in any combination, and will be capable of full duplex media translations. The MG may also play
audio/video messages and perform other IVR functions or may perform media conferencing.

330  media gateway confreller: Controls the parts of the call state that pertain to connection
control for media channels in an MG.

331 mixed multipoint cenference: A Mixed Multipoint conference (see Figure 2) has some
terminaly (D, E and F) participating in a centralized mode while other terminals (A, B and C) are
participating in & decentralized mode, A terminal is not aware of the mixed nature of the conference,
only of the type of conference it is participating in. The MCU provides the bridge between the two
types of conferences.
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Figure 2/H.323 — Mixed mulfipoint conference

332  multicast: A process of fransmitting PDUs from one source to many destinations. The actual
mechanism (i.e. 1P multicast, multi-unicast, etc.) for this process may be different for different
network technologies.

333 multipoint conference: A Multipoint conference is a conference between three or more
terminals, The terminals may be on the network or on the SCN. The multipoint conference shall
always be controlled by an MC. Various multipoint conference types are defined in this subclause
but they all require a single MC per conference. They may also involve one or more H.231 MCUs on
the SCN. A terminal on the network may also participate in an SCN multipoint conference by
connecting via a Gateway to an SCN-MCU. This does not require the use of an MC.

334  multipoint contrel unit: The Multipoint Control Unit (MCU) is an endpoint on the network
which provides the capability for three or more terminals and Gateways to participate in a multipoint
conference. It may also connect two terminals in a point-to-point conference which may later
develop into a multipoint conference. The MCU generally operates in the fashion of an H.231 MCU;
however, an audio processor is not mandatory. The MCU consists of two parts: 2 mandatory
Multipoint Controlier and optional Multipoint Processors. In the simplest case, an MCU may consist
only of an MC with no MPs. An MCU may also be brought into a conference by the Gatekeeper
without being explicitly called by one of the endpoints.

3.35  multipoint controller: The Multipoint Controller (MC) is an H.323 entity on the network
which provides for the control of three or more terminals participating in a multipoint conference, It
may also connect two terminals in a point-to-point conference which may later develop into a
multipoint conference. The MC provides for capability negotiation with all terminals to achieve
common levels of communications. It may also control conference resources such as who is
multicasting video. The MC does not perform mixing or switching of audio, video and data,

3.36  multipeint processor: The Multipoint Processor (MP) is an H.323 entity on the network
which provides for the centralized processing of audio, video, and/or data streams in a multipoint
conference. The MP provides for the mixing, switching, or other processing of media streams under
the control of the MC. The MP may process a single media siream or multiple media streams
depending on the type of conference supported.

337  multi-unicast: A process of transferring PDYUs where an endpoint sends more than one copy
of a media stream, but to different endpoints. This may be necessary in networks which do not
support multicast,

338 netwerk address: The network laver address of an H.323 entity as defined by the
(inter)network layer protocol in use (e.g. an IP address). This address is mapped onto the layer one
address of the respective system by some means defined in the (inter)networking protocol.
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3.39  packet based network (also network): Any shared, switched, or point-to-point medium
which provides peer-to-peer communications between two or more endpoints using a packet based
transport protocol.

3.40  point-to-paint conference: A Point-io-Point conference is a conference between two
terminals. 1t may be either directly between two H.323 terminals or between an H.323 terminal and
an SCN terminal via a Gateway. A call between two terminals (see Call).

341 RAS channel: Unreliable channel used to convey the registration, admissions, bandwidth
change, and status messages (following ITU-T Rec. H.225.0) between two H.323 entities.

342  reliable chaanel: A transport connection used for reliable transmission of an information
stream from its source to one or more destinations.

3.43  reliable transmission; Transmission of ruessages from a sender to a receiver using
connection-node data transmission. The transmission service guarantees sequenced, crror-free,
flow-controiled transmission of messages to the receiver for the duration of the transport conmection,

344  RTP session: For each participant, the session 1s defined by a particular pair of destination
Transport Addresses (one Network Address phlus a TSAP identifier pair for RTP and RTCP). The
destination Transport Address pair may be common for all participants, as in the case of IP
multicast, or may be different for each, as in the case of mdividual unicast network addresses. In a
multimedia session, the media audio and video are carried in separate RTP sessions with their own
RTCP packets. The multiple RTP sessions are distinguished by different Transport Addresses.

345  switched circuit network (SCN): A public or private switched telecommmunications network
such as the GSTN, N-ISDN, or B-ISDN.

NQOTE -~ While B-ISDN is not strictly a switched circuit network, 1t exhibits some of the charactenstics of an
SCN through the use of virtual circuits.

346  terminal An H.323 Terminal is an endpoint on the network which provides for real-time,
two-way conmunications with another H.323 terminal, Gateway, or Multipoint Control Unit. This
communication consists of control, indications, audio, moving colour video pictures, and/or data
between the two terminals, A terminal may provide speech only, speech and data, speech and video,
or speecty, data and video,

347  transport address: The transport layer address of an addressable H.323 entity as defined by
the (inter)network protocol suite in use. The Transport Address of an H.323 entity is composed of
the Network Address plus the TSAP identifier of the addressable H.323 entity.

348  transport connection: An association established by a transport layer between two H.323
entities for the transfer of data. Tn the context of this Recommendation, a transport connection
provides reliable transmission of information.

349  trunking gateway: a Gateway that connects two like networks (for example, two SS7
networks or two QSIG networks), in which tunnelling is used to create full transparency and a true
tandemn function.

3.50  TSAP identifier: The piece of information used to multiplex several transport connections
of the same type on a single H.323 entity with all transport connections sharing the same Network
Address, (e.g. the port number in a TCP/UDP/IP environment). TSAP identifiers may be
{pre)assigned statically by some international authority or may be allocated dynamically during the
setup of a call. Dynamically assigned TSAP identifiers are of transient nature, i.e. their values are
only valid for the duration of a single call,

351  unicast: A process of transmitting messages from one source to one destination.

3.52  unreliable chasnel: A logical communication path used for anreliable transmission of an
information stream from its source to onc or more destinations.
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3.53  unreliable transmission: Transmission of messages from a sender to one or more receivers
by means of connectionless-mode data transmission. The transmission service is best-effort delivery
of the PDU, meaning that messages transmiticd by the sender may be lost, duplicated, or received

out of order by (any of) the receiver(s).

3.54  well-known TSAP identifier: A TSAP identificr that has been allocated by an
(international) authority that is in charge of the assignment of TSAP identifiers for a particular
{internetworking protocol and the related transport protocols (e.g. the IANA for TCP and UDP port
numbers), This identifier is guaranteed to be unique in the context of the respective protocol.

385 zome: A Zome (see Figurc 3) is the collection of all terminals (Tx), Gateways (GW), and
Multipoint Control Units (MCUs) managed by a single Gatekeeper (GK). A Zone includes at least
one terminal and may or may not include Gateways or MCUs., A Zone has one and only one
Gatekeeper. A Zone may be independent of network topology and may be comprised of multiple
network segments which are connected using routers (R) or other devices.

P Zone

ru@@
B B

N

T1524280-95

Figure 3/H.323 - Zone

4 Symbols and abbreviations

This Recommendation uses the following abbreviations;
4CIF 4 times CIF

16CTF 16 times CIF

ABNF Augmented Backus-Naur Form

ABR Available Bit Rate

ABT/DT  ATM Block Transter/Delayed Transmission
ABT/AT  ATM Block Transfer/hmmediate Transmission
ACF Admission Confirmation

AGW Access Gateway

APE Application Protocol Entity

ARJ Admission Reject

ARQ Admission Request

ATC ATM Transfer Capalnlity

ATM Asynchronous Transfer Mode

BAS Bit rate Allocation Signal

BCF Bandwidth Change Confirmation
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BCH
B-HLUI
B-ISDN
BRJ
BRQ
BTC
CAS
Chv
CED
CER
Cib
CIF
CLR
CMR
CNG
CTD
DBR
DCF
DNS
DRQ
DSVD
DTMFE
FAS
FiR
GCC
GCF
GID
GIT
GK
GQOS
GRJ
GRQ
(3STN
GW
HDLC
HTTP
IACK

Bose, Chaudhuri, and Hocquenghara
Broadband High Layer Information
Broadband Integrated Services Digital Network
Bandwidth Change Reject
Bandwidth Change Request
Broadband Transfer Capability
Channel Associated Signalling

Cell Delay Variation

Called Terminal Identification Tone
Cell Error Ratio

Conference Identifier

Common Intermediate Format

Cell Loss Ratio

Cecll misinsertion rate

Calling Tone

Cell Transfer Delay

Deterministic Bit Rate

Disengage Confirmation

Domain Name System

Disengage Request

Digital Simultancous Voice and Data
Dual-Tone MultiFrequency

Facility Associated Signalling

Full Intra Request

Generic Conference Control
Gatckeeper Confirmation

(Global Call Identifier

Generic ldentifier Transport
Gaickeeper

Guaranteed Quality of Service
Gatekeeper Reject

Gatekeeper Request

General Switched Telephone Network
Gateway

High Level Data Link Control
Hypertext Transfer Protocol

Information Acknowledgment
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TANA Internct Assigned Number Authority

jiD] Identifier

1IE Information Element

IMT Inter-machine Trunk

INAK nformation Negative Acknowledgment
P Internet Protocol

PX Internetwork Protocol Exchange

TRQ Information Reqpest

IRR Information Request Response

ISDN Integrated Services Digital Network
sUpP ISDN User Part

Te-T International Telecommunication Union — Telecommunication Standardization Sector
LAN Local Area Network

LCF Location Confirmation

LRI Location Reject

LRQ Location Request

MC Multipoint Controller

MCS Multipoint Communications System
MCU Multipoint Control Unit

MG Media Gateway

MGC Media Gateway Controller

MIME Multipurpose Internet Mail Extensions
MP Multipoint Processor

MTU Maximum Transmission Unit

NACK Negative Acknowledge

NFAS Non-facility Associated Signalling

N-ISDN  Narrow-band Integrated Services Digital Network
NNI Network-to-Network Interface

NSAP Network Layer Service Access Point

CLC H.245 epenlogicalChannel message

PBN Packet Based Network

PDU Packet Data Unit

PPP Point-to-Point Protocol

PRI Primary Rate Interface

QCIF Quarter CIF

Q0S8 Quality of Service

QSIG Signalling between the Q reference points defined in [45]
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RAS
RAST
RCF
RIP
R
RRQ
RTCP
RTP
SBE
SBR1
SBR2
SBR3
SCT
SOM
SCN
SCR
SDL
SECBR
SPX
SQCIF
357
SSRC
TCP
TGW
TSAP
UCF
UDp
UNI
URJ
URQ
VC

5

Registration, Admission and Status
Receive and Send Terminal
Registration Confirmation

equest in Progress
Registration Reject
Registration Request
Real Time Control Protocol
Real Time Protocol
Single Byte Extension
Statistical Bit Rate configuration 1
Statistical Bit Rate configuration 2
Statistical Bit Rate configuration 3
Service Control Indication
Selected Communications Mode
Switched Circuit Network
Service Control Response
Specification and Description Language
Severely Errored Cell Block Ratio
Sequential Protoco! Exchange
Sub QCIF
Signalling System No. 7
Synchronization Source Identifier
Transport Control Protocol
Trunking Gateway
Transport layer Service Access Point
Unregister Confirmation
User Datagram Protocol
User-to-Network Interface
Unregister Reject
Unregister Request

Virtual Channel

Conventions

In this Recommendation, the following conventions are used:

"Shall” indicates a mandatory requirement.

"Should" indicates a suggested but optional course of action.

"May" indicates an optional course of action rather than a recommendation that something take

place.
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References to clauses, subclauses, annexes and appendices refer to those items within this
Recommendation unless another specification is explicitly listed. For example, 1.4 refers to 1.4 of
this Recommendation; 6.4/H.245 refers to 6.4 in Recommendation H.245.

Throughout this Recommendation, the term "network"” is used to indicate any packet based network
regardless of the underlying physical connection or the geographic scope of the network, This
inciudes Local Area Networks, internetworks, and other packet based networks. The term "Switched
Circuit Network” or "SCN" is used explicitly when referring to switched circuit networks such as
GSTN and ISDN.

Where items exist on both the packet based network and the SCN, references to the SCN item will
be explicit. For example, an MCU is an H.323 MCU on the packet based network, an SCN-MCU is
an MCU on the SCN.

This Recommendation describes the use of three different message types: H.245, RAS and Q.931.
To distinguish between the different message types, the following convention is followed. 1H.245
message and parameter names consist of multiple concatenated words highlighted in bold typeface
(maximumDelayJitter). RAS message names arc represented by three letter abbreviations (ARQ).
(3.931 message names consist of one or two words with the first letters capitalized (Call Proceeding).

6 System description

This Recommendation describes the elements of the H.323 components. These are Terminals,
Gateways, Gatekeepers, MCs and MCUs. These compoenents communicate through the transmission
of Information Streams. The characteristics of these components are described in this clause.

6.1 Information streams

Visual telephone components communicate through the transmission of Information Streams, These
Information Streams are classified into video, audio, data, commumications control and call control
as follows.

Audio signals contain digitized and coded speech. Tn order to reduce the average bit rate of audio
signals, voice activation may be provided. The audio signal is accompanied by an andio control
signal.

Video signals contain digitized and coded motion video. Video is transmitted at a rate no greater
than that s¢lected as a result of the capability exchange. The video signal is accompanied by & video
control signal,

Data signals inchude still pictures, facsimile, documents, computer files and other data streams,

Communications control signals pass control data between remote-like functional elements and are
used for capability exchange, opening and closing logical channels, mode control and other functions
that are part of communications control.

Call control signals are used for call establishment, disconnect and other call control functions.

The mformation streams described above are formatted and sent to the network interface as
described in ITU-T Rec. H.225.0.

6.2 Terminal characieristics

An example of an H.323 terminal 1s shown in Figure 4. The diagram shows the user equipment
interfaces, video codec, audio codec, telematic equipment, H.225.0 layer, system control functions
and the interface to the packet based network, A1 H.323 termmnals shall have a System Control Unit,
H.225.0 layer, Network Interface and an Audio Codec Unit, The Video Codec Unit and User Data
Applications are optional,
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Figure 4/H.323 - H.323 terminal equipment

6.2.1  Terminal elements outside the scope of this Recommendation

The following elements are not within the scope of this Recommendation and are therefore not
defined within this Recommendation:

. Attached audio devices providing voice activation sensing, microphone and loudspesker,
telephone instrument or equivalent, multiple microphones mixers, and acoustic echo
cancellation,

. Attached video equipment providing cameras and monitors, and their control and selection,

video processing to improve compression or provide split sereen functions.
. Data applications and associated user interfaces which use T.120 or other data services over
the data channel.

. Attached Network Interface, which provides the interface to the packet based network,
supporting appropriate signalling and voltage levels, in accordance with national and
international standards.

. Human user system control, user interface and operation.

6.2.2 Terminal elements within the scope of this Recommendation

The following elements are within the scope of this Recommendation and are therefore subject to
standardization and are defined within this Recommendation:

. The Video Codec (H.261, ete.) encodes the video from the video source (i.e. camera) for
transmission and decodes the recetved video code which is output to 4 video display,

. The Audio Codec ((G.711, etc) encodes the audio signal from the microphone for
transmission and decodes the received audio code which is output 1o the loudspeaker.

* The Data Channel supports telematic applications such as electronic whiteboards, still image

transfer, file exchange, database access, audiographics conferencing, cte. The standardized
data application for real-time audiographics conferencing is ITU-T T.120. Other applications
and protocols may also be used via H.245 negotiation as specified in 6.2.7.
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. The Systern Control Unit (H.245, H.225.0) provides signalling for proper operation of the
H.323 terminal. It provides for call control, capability exchange, signalling of commands
and indications, and messages to open and fully describe the content of logical channels,

. H.225.0 Layer (}H.225.0) formats the transmitted video, audio, data and control sireams into
messages for output to the network interface and retrieves the recetved video, audio, data,
and control streams from messages which have been input from the network interface. In
addition, it performs logical framing, sequence numbering, ervor detection and ervor
correction as appropriate to cach media type.

6.2.3 Packet based network interface

The packet based nctwork interface is implementation-specific and is outside the scope of this
Recommendation, However, the network interface shall provide the services described in
ITU-T Rec. H.225.0. This includes the following: Reliable (e.g. TCP, SPX) end-to-end scrvice is
mandatory for the H.245 Control Channel, the Data Channels, and the Call Sigoalling Channel.
Unreliable {c.g. UDP, IPX) end-to-end service is mandatory for the Audio Channels, the Video
Channels, and the RAS Channel. These services may be duplex or simplex, unicast or multicast
depending on the application, the capabilities of the terminals, and the configuration of the network.

6.2.4 Video codec

The video codec is optional. If video capability is provided, it shall be provided according 1o the
requirements of this Recommendation. All H.323 terminals providing video communications shall
be capable of encoding and decoding video according to H.261 QCIF. Optionally, a terminal may
also be capable of encoding and decoding video according to the other modes of H.261 or H.263. If a
terminal supports H.263 with CIF or higher resolution, it shall also support H.261 CIF. All torminals
which support H.263 shall support H.263 QCIF. The FL.261 and H.263 codecs, on the network, shall
be used without BCH error correction and without error correction framing,

Other video codecs and other picture formats, may also be used via H.245 negotiation. More than
one video channel may be transmitted and/or received, as negotiated via the H.245 Control Channel.
The H.323 terminal may optionaily send more than one video channel at the same time, for example,
to convey the speaker and a second video source. The H.323 terminal may optionally receive more
than one video channel at the same time, for example, to display multiple participants in a distributed
multipoint conference.

The video bit rate, picture format and algorithm options that can be accepted by the decoder are
defined during the capability exchange using H.243, The encoder is free to transmit anything that is
within the decoder capability set. The decoder should have the possibility to generate requests via
H.245 for a certain mode, but the encoder is allowed to simply ignore these requests if they are not
mandatory modes. Decoders which indicate capability for a particular algorithm option shall also be
capable of accepting video bit streams which do not make use of that option.

H.323 terminals shall be capable of operating in asymmetric video bit rates, frame rates, and, if more
than one picture resolution 15 supported, picture resolutions. For example, this will allow a CIF
capable terminal to transmit QCIF while receiving CIF pictures.

When each video logical channel is opened, the selected operating mode to be used on that channe!
is signalled to the receiver in the H.245 openLegicalChannel message. The header within the video
logical channel indicates which mode is actually used for cach picture, within the stated decoder
capability.

The video stream 15 formatted as described in ITU-T Rec, H.225.0.
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6.2.4.1 Terminal-based continuous presence

H.323 terminals may receive more than one video channel, particularly for multipoint conferencing,
In these cases, the H.323 terminal may wneed to perform a video mixing or switching function in
order to present the video signal to the user. This function may include presenting the video from
more than one terminal to the user. The H.323 terminal shall use H.245 simultaneous capabilities to
indicate how many simultaneous video streams it is capable of decoding. The simultaneous
capability of one terminal should not limit the number of video streams which are multicast in a
conference {this choice is made by the MC).

6.2.5 Audio codee

Al H.323 terminals shall have an audio codec. All H.323 terminals shall be capable of encoding and
decoding speech according to TTU-T Rec. G.711. All terminals shall be capable of transmitting and
receiving A-law and y-law. A terminal may optionally be capable of encoding and decoding speech
using other audio codecs which can be signalied via 11.245 negotiation. The aadio algorithm used by
the encoder shall be derived during the capability exchange using H.245. The H.323 terminal should
be capable of asymmetric operation for all audio capabilities it has declared within the same
capability set, c.g. it should be able to send G.711 and receive G.728 if it is capable of both.

It G.723.1 audio 18 provided, the audio codec shall be capable of encoding and decoding according
to both the 3.3 kbit/s mode and the 6.3 kbit/s mode.

The audio stream is formatted as described in ITU-T Rec. H.225.0.

The H.323 terminal may optionally send more than one audio channel at the same time, for example,
to allow two languages to be conveyed.

Audio packets should be delivered to the transport layer periodically at an interval determined by the
audio codec Recommendation in use {audio frame interval). The delivery of each audio packet shall
occur no later than 5 mg afier & whole multiple of the audio frame interval, measured from delivery
of the first sudio frame (audio delay jitter). Audio coders capable of further limiting their audio delay
jitter may so signal using the H.245 maximumDelayJitter parameter of the h2250Capability
structure contained within a terminal capability set message, so that receivers may optionally reduce
their jitter delay buffers. This is not the same as the RTCP interarrival jitter field.

NOTE - The testing point for the maxirnum delay jitter is at the input to network transport layer. Network
stack, network, driver, and interface card jitter are not included.

6.2.5.1  Audio mixing

H.323 terminals may receive more than one audio channel, particularly for multipoint conferencing.
In these cases, the H.323 terminal may need to perform an andio mixing function in order to present
a composite audio signal to the user. The H.323 terminal shall use H.245 simultaneous capabilities to
indicate how many simultancous audio strcams it is capable of decoding. The simultancous
capability of one terminal should not limit the number of audio streaimns which are multicast in a
conference,

6.2.5.2 Maximum audio-video transmit skew

To allow H.323 terminals to appropriately set their receive buffer(s) size, H.323 terminals shall
transmit the h22580MaximumSkewlndication message to indicate the maximum skew between the
audio and video signals as delivered to the network transport. h2250MaximumSkewIndication
shall be sent for each pair of associated audio and video logical channels. This is not required for
audio only or hybrid conferences. Lip synchronization, if desired, shall be achieved via use of
time-stamps.
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6.2.5.3 Low bit rate operation

G.711 audio cannot be used in an H.323 conference being carried over fow bit rate (< 56 kbit/s) links
or segments, An endpoint used for multimedia communications over such low bit rate links or
segments should have an audio codec capable of encoding and decoding speech according to
ITU-T Rec. G.723.1. An endpoint used for andio-only communications over such low bit rate links
or segments should have an audio codec capable of encoding and decoding speech according to
ITU-T Ree. G.729. An endpoint may support several audio codecs in order to provide the widest
possible interoperability with those endpoints which only support one low bitrate audio codec. The
endpoint shall indicate in the H.245 Capability Exchange procedures at the beginning of cach call
the capability to receive audic according to the available audio Recommendations which can be
supported within the known bit rate limitations of the connection. An endpoint which does not have
this low bit rate audio capability may not be able to operate when the end-to-end connection contains
ong or more low bit rate segments,

The endpoint shall also comply with the requirement of 6.2.5 to be capable of encoding and
decoding speech according to ITU-T Rec. G.711. However, the endpoint need not indicate this
capability if it is sure that it is communicating through a low bit rate segment. If an endpoint is
unaware of the presence, in the end-to-end connection, of any links or segments with insufficient
capacity to support 3.711 audio (along with other intended media streams, if any), then the endpoint
shall declare the capability to receive audio according to ITU-T Ree. G711

6.2.6 Reccive path delay

Receive path delay includes delay added to a media stream in order to maintain synchronization and
to account for network packet arrival jitter. Media streams may optionally be delayed in the receiver
processing path to maintain synchronization with other media streams. Further, a media stream may
optionally be delayed to allow for network delays which cause packet arrival jitter. An H.323
terminal shall not add delay for this purpose in its transmitting media path.

Intermediate processing points such as MCUs or Gateways may alter the video and audio time tag
information and shall transmit appropriately modified aedio and video time tags and sequence
numbers, reflecting their transmitted signals. Receiving endpoints may add appropriate delay in the
audio path to achieve lip synchronization.

6.2.7 Data channel

One or more data channels are optional. The data channel may be unidirectional or bidirectional
depending on the requirements of the data application.

ITU-T Rec. T.120 is the default basis of data interoperability between an H.323 terminal and other
H.323, H.324, H.320, or H.310 terminals. Where any optional data application is implemented using
one or more of the ITU-T Recommendations, which can be negotiated via H.245, the equivalent
T.120 application, if any, shall be one of those provided.

MER

Note that non-standard data applications (dataApplicationCapability.application = non-standard
application) and Transparent User Data {dataApplicationCapability.application = userData
application, dataProtocolCapability = transparent) may be used whether the equivalent T.120
application is provided or not.

T.120  capability shall be signalled using dataApplicationCapability.application = t12¢
application, dataProtocelCapability = separate LANStack.

Within the MediaDistributienCapability, the distributedData struocture shall be used if multicast
T.120 is available and/or the centralizedData structure if unicast T.120 is available. Any node that
supports the T.120 data capability shall support the standard T.123 unicast stack,
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In the openl.ogicalChannel message, the distribution choice of the NetworkAccessParameters
structure s set to unicast if T.123 is to be used or multicast if Annex A/T.125 is to be used. The
networkAddress choice is set to localAreaAddress, which should always be unicastAddress,
Within the iPAddress sequence, the network field is set to the binary [P address and the
tsapldentifier is set to the dynamic port on which the T.120 stack will be calling or listening.

The Data channel is formatted as described in 1TU-T Rec. FH.225.0.

6.2.7.1  T.120 data chaunnels

The T.120 connection is established during an H.323 call as ap inherent part of the call. Procedures
for establishing the T.120 connection prior to the H.323 connection are for further study.

The normal call setup procedures of 8.1 are followed. After the capability exchange takes place, a
bidirectional logical channel shall be opened for the T.120 connection according to the normal H.245
procedures indicating that a new connection shall be created as described below.

The opening of a bidirectional logical channel for T.120 may be initiated by either entity sending an
openlogicalChannel message and then following the bidirectional logical channel procedures of
ITU-T Rec. H.245.

To actually open the logical channel, the initiating entity shall send an openlogicalChannel
message indicating that a T.120 data channel is to be opemed in the
forwardLogicalChannelParameiers as well as in the reverselogicalChannelParameters. The
initiator shall include a Transport Address in the openLogicalChannel message. The peer endpoint
may choose 10 ignore the Transport Address. An endpoint may use a dynamic port munber for the
T.120 Transport Address instead of using port 1503 as specified in ITU-T Rec. T.123. If the peer
(the responder) accepts this logical channel, it shall confirm the opening of the logical channel using
openLogicalChannelAck. In the spenLogicalChanneiAck, the responder shall include a Transport
Address even if it expects the initiator to originate the T.120 call. Tn all cases, the Transport Address
for the T.120 connection shall be carried in the separateStack parameter and shall remain valid for
the duration of the logical channel.

In the openLogicalChannel message, the (120SetupProcedure choice of the
Network AccessParameters structure can optionally be set to indicate to the responder how the
initiator would like to establish the T.120 call. The responder is free to override this preference.
originateCall indicates that the initiator would like the responder to place the call. waitForCall
indicates that the initiator would like the responder to receive the call. issueQQuery is not used when
indicating a preference.

In the openLogicalChannelAck message, the t120SetupProcedure choice of the
Network AccessParameters structure should be set to indicate to the initiator how the T.120 call
will be established. If neither endpoint has a preference, the T.120 eall should be established in the
same direction as the H.323 call. originateCall tells the initiator to place the call, waitForCall tells
the initiator that it will receive the call. Whoever originates the call will issue either a join request or
an invite request, depending on which endpoint won master/stave determination (the master is
always hierarchically higher in the T.120 conference). issueQuery can be used by a Gateway to tell
the initiator that it must originate the call and issue & query request to the remote endpoint. It must
then set up the T.120 conference in accordance with the contents of the query response (as described
in ITU-T Ree. T.124).

When possible, the T.120 call should be established in the same direction as the H.323 call. The
OLC initiator should not indicate a preference unless there is a need to modify this default
behaviour. When the initiator indicates a preference, the responder should not override it unless
necessary, When no preference is indicated, the responder should specify the default unless there is a
need to do otherwise.
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In  both the openlogicalChannel and the epenlegicalChannelAck mcessages, the
associateConference parameter shall be set to FALSE.

ITU-T Ree. T.120 shall follow the procedures of TTU-T Ree. T.123 for the protocol stack indicated
in the dataProtocolCapability except that the Transport Addresses as described above shall be
employed for connection setup.

If an endpoint is the Active MC or master in a conference, which includes T.120, it should also be in
control of the T.120 top provider node.

If an endpoint intends to create a conference, which includes audio and/or video plus T.120 data,
then the H.245 Control Channel shall be established before the T.120 connection is made. This
applics to conference create, join, and invite and the actions of an MC. The H.323 call setup
procedures shall be used to establish the Active MC (if any), before a T.120 connection is made.

In order to establish a T.120 connection using a GCC-Join request, endpoints are required to know
the T.120 conference name., If an alias exists which represents an F.323 conference name
(conferenceAliasg), then the same text which is used for the conference alias should be used as the
text portion of the T.120 conference name, Likewise, the H.323 CID should be used as the numeric
T.120 conference name as follows. Each byte of the H.323 CID is converted into a scries of three
ASCII characters, which represent the decimal value of the byte being converted. Note that this
requires the value of some CID bytes to be converted such that "(" characters are used for padding.
The result will be a string of 48 ASCH characters.

A T.120 MP may be quericd for a list of cxisting conferences. The H.223 CID may be available by
converting from the T.120 Numeric Conference name back into the 16-byte octet string. Likewise,
the Text Conference name may be used as the H.323 conference alias. Note that a T.124 Conference
Query may happen out-of-band from H.323 and prior to an endpoint setting up an H.323 call.

The termination of the associated T.120 conference does not imply the termination of the H.323 call.
In other words, closing the T.120 channel shall only affect the Data stream of an H.323 call and shall
not affect any other part of the H.323 call. By contrast, when an H.323 call or conference is
terminated, then the associated T.120 conference shall also be terminated.

NOTE - The T.120 operation after completion of the connection setup is beyond the scope of this
Recommendation.,

6.2.7.2  Remote device control

H.323 endpoints may support remote device control through the H.282 protocol. The H.282 protocol
shall be supported in an F.243 logical channel according to TTU-T Rec. H.283. ITU-T Rec. H.283
describes logical channel transport for the H.282 protocol in an H.323 conference.

ITU-T Rec. H.282 may also be used by T.120 systems and carried in a T.120 APE. Optionally H.323
systems may also support remote device control using ITU-T Rec. H.282 over T.120. However this
is an option and an H.323 system that supports H.282 shall support it with ITU-T Rec. H.283.

If both H.282 with H.283 and H.282 with T.120 are supported, then both may be used. Coordination
of the two lower layer protocols under H.282 is a local matter. However, H.283 shall always be
active t0 account for possible late joining nodes that support H.282 over H.283 but not H.282 over
T.120.

6.2.8 H.245 contrel function

The H.245 Control Function uses the H.245 Control Channel to carry end-to-cnd control messages
governing operation of the H.323 entity, including capabilities exchange, opening and closing of
fogical channels, mode prefercnce requests, flow control messages, and general commands and
indications,
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H.245 signalling is established between two endpoints, an endpoint and an MC, or an cndpoint and a
Gatekeeper. The endpoint shall establish exactly one H.24S Control Channel for each call that the
endpoint is participating in. This channel shall use the messages and procedures of ITU-T
Rec. H.245. Note that a terminal, MCU, Gateway, or Gatekeeper may support many calls and thus
many H.245 Control Channels. The H.245 Control Channcl shall be carried on logical channel 0.
Logical channel 0 shall be considered to be permanenily open from the establishment of the H.245
Control Channel until the termination of this channel. The normal procedures for opening and
closing logical channels shall not apply to the H.245 Control Channel.

ITU-T Ree. H.245 specifies a number of independent protocol entities which support endpoint-to-
endpoint signalling. A protocol entity is specified by its syntax (messages), semantics, and a set of
procedures which specify the exchange of messages and the inferaction with the user. H.323
endpoints shall support the syntax, semantics, and procedures of the following protocol entities:

. Master/slave determination.

* Capability Exchange.

. Logical Channel Signalling.

. Bidirectional Logical Channel Signalling.
. Close Logical Channel Signalling.

. Mode Request.

. Round Trip Delay Determination.

. Maintenance Loop Signalling,

General commands and indications shall be chosen from the message set contained in ITU-T
Rec. H.245. In addition, other command and indication signals may be sent which have been
specifically defined to be transferred in-band within video, audio or data streams (see the appropriate
Recommendation to determing if such signals bave been defined).

H.245 messages fall into four categories: Request, Response, Command and Indication. Request and
Response messages are used by the protocol entities. Request messages require a specific action by
the receiver, including an immediate response. Response messages respond to a corresponding
request. Command messages require a specific action, but do not require & response. Indication
messages are informative only and do not require any action or response. H.323 terminals shall
respond to all H.245 commands and requests as specified in Annex A and shall transmit indications
reflecting the state of the terminal.

F.323 terminals shall be capable of parsing all H.245 multimediaSystemControlMessage messages
and shall send and receive all messages needed to implement required fanctions and those optional
functions which are supported by the terminal. Annex A contains a table showing which H.245
messages are mandatory, optional, or forbidden for H.323 terminals. H.323 terminals shall send the
functionNotSupported message in response to any unrecognized request, response, or comrand
messages that it receives.

An H.245 indication, userInputindication, is available for transport of user input alphanumeric
characters from a keypad or keyboard, equivalent to the DTMF signals used in analogue telephony
or SBE number messages in ITU-T Rec. H.230. This may be used to manually operate remote
equipment such as voice mail or video mail systems, menu-driven information services, etc. H.323
terminals shall support the transmission of user juput characters 0-9, "*" and "#". Transmission of
other characters is optional,

Three H.245  request messages conflict  with RTCP  control  packets. The 1H.245
videsFastUpdatePicture, videoFastUpdateGOB and videoFastUpdateMB requests should be
used tnstead of the RTCP control packets Full Intra Request (FIR) and Negative Acknowledgement
{NACK). The ability to accept FIR and NACK is signalled during the H.245 capability exchange.
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6.2.8.1  Capabilities exchange

Capabilities exchange shall follow the procedures of ITU-T Rec. H.2435, which provides for separate
receive and transmit capabilities, as well as a method by which the terminal may describe its ability
to operate in various combinations of modes simultaneously.

Receive capabilitics describe the terminal's ability to receive and process incoming information
strearns. Transmitters shall limit the content of their transmitted information to that which the
receiver has indicated it is capable of receiving. The absence of a receive capability indicates that the
terminal cannot receive (is a transmitier only).

Transmit capabilitics describe the terminal's ability to transmit information streams. Transmit
capabilities serve to offer receivers a choice of possible modes of operation, so that the receiver may
request the mode which it prefers to receive. The absence of a transmit capability indicates that the
terminal is not offering a choice of preferred modes to the receiver (but it may still transmit anything
within the capability of the receiver).

Receive-and-Transmit capabilities describe the terminal's ability to recetve and transmit information
streams when these capabilities are not independent and are required to be the same in both
directions. For example, an endpoint might support only symmetrical codec operation for its codecs
(G.711 both ways, or G.729 both ways, but not G.711 one way and G.729 the other way). A slave
should reorder its codec preference in the same order as the master, e.g. if the slave's preference is
{G.729, G711} and the master's preference is {G.711, G.729}, the slave should reorder its

preference to {G.711, G.729}. If the terminal capability set has already proceeded, it should consider
its preferences as reordered when proceeding to opening logical channels.

The transmitting terminal assigns cach individual mode the terminal is capable of operating in a
number in a capabilityTable. For example, G.723.1 audio, G.72R audio, and CIF H.263 video
would cach be assigned separate numbers.

These capability wnumbers are grouped into alternativeCapabilitySet structures. Each
alternativeCapabilitySet indicates that the terminal is capable of operating in exactly one mode
listed in the set. For example, an alternativeCapabilitySet listing {G.711, G.723.1, G.728} means
that the terminal can operate in any one of those audio modes, but not more than one.

These alternativeCapabilitySet structures are grouped into simmultaneousCapabilities structures.
Fach simultancousCapabilities structure indicates a set of modes the termival is capable of using
simultaneously. For example, a simultanesusCapabilities structure containing the two
alternativeCapabilitySet structures {H.261, H.263} and {G.711, G.723.1, G.728} means that the
terminal can operate either of the video codecs simultaneously with any one of the audio codecs. The
simultanecusCapabilities set { {H.261}, {H.261, H263}, {G.711, G.723.1, G.728} } means the
terminal can operate two video channels and one audio channel simultaneounsly: one video channe
per H.261, another video channel per cither H.261 or H.263, and one audio channel per either G.711,
G.723.1, or G.728.

When symmetrical codec operation is used (i.e. when the receiveAnd TransmitVideeCapability or
receiveAndTransmitAodioCapability arc used), the master may reject an openLogicalChannel
request from the slave if the master requires the user of symmetrical codecs and the proposed
channel is not symmetrical. These conflict resolution procedures are described in C.4.1,3/H.245,. The
reason field in the openLogicalChannelReject shall be masterSlaveConflict.

NOTE 1 - The master may send a requestMode 1o the slave with the proper codec before sending the
spenLogicalChanaelReject to explicitly request a specific codec,

NOTE 2 - The actual capabilities stored in the capabilityTable are often more complex than presented here.
For example, cach H.263 capability indicates details including the ability to support various picture forrats at
given minimurn picture intervals and the ability to use optional coding modes. For a complete description, see
ITU-T Rec. H.245.
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The terminal's total capabilitics are described by a set of capabilityDescriptor structurcs, cach of
which is a single simultanesusCapabilities structure and a capabilityDescriptorNumber. By
sending more than one capabilityDescriptor, the terminal may signal dependencies between
operating modes by describing different sets of modes which it can simultangously use. For example,
a terminal issuing two capabilityDescriptor structures, one { {H.261, H.263}, {G.711, G.723.1,
5.728% } as in the previous example, and the other { {FH.262}, {G.711} }, means the terminal can
also operate the H.262 video codec, but only with the low-complexity G.711 audio codec.

Terminals may dynamically add capabilities during a communication session by issuing additional
capabilityDescriptor structures or remove capabilities by sending revised capabilityDeseriptor
structures. Al H.323 terminals shall transmit at lcast one capability Descriptor structure.

Non-standard capabilities and countrol messages may be issued using the nonStandardParameter
stracture defined in ITU-T Rec. H.245. Note that while the meaning of non-standard messages is
defined by individual organizations, equipment built by any manufacturer may signal any non-
standard message, if the meaning is known,

Terminals may reissue capability sets at any time, according to the procedures of TTU-T Rec. H.245,

6.2.8.2  Legical channel signalling

Each logical channel carries information from 2 transmitter to one or more receivers and is identified
by a logical channel number which is unigue for each direction of transmission,

Logical channels are opened and closed using the openLegicalChannel and closeLogicalChannel
messages and procedures of TTU-T Rec. H.245. When a logical channel is opened, the
openLogicalChannel message fully describes the content of the logical channel, including media
type, algorithm o use, any options, and all other information needed for the receiver to interpret the
content of the logical channel. Logical channels may be closed when no longer needed. Open logical
channels may be inactive, it the information source has nothing to send.

Most logical channcls in this Recommendation are unidirectional, so asymmetrical operation, in
which the number and type of information streams is different in each direction of transmission, is
allowed. However, if a receiver is capable only of certain symmetrical modes of operation, it may
send a receive capability set that reflects its limitations, except where noted clsewhere in this
Recommendation. Terminals may also be capable of using a particular mode in only one direction of
transmission. Certain media types, including data protocols such as T.120, inherently require a
bidirectional channel for their operation. In such cases a single bidirectional logical channel may be
opened using the bidirectional channel opening procedures of TTU-T Rec. H.245.

Logical channels shall be opened using the following procedure:

The ioitiating fermival shall send an openlogicalChannel message as described in ITU-T
Rec. H.245. If the logical channel i3 to carry a media type using RTP (audio or video), the
openLogicalChannel message shall include the mediaControlChannel parameter confaining the
Transport Address for the reverse RTCP channel.

The responding terminal shall respond with an openLogicalChannelAck message as described in
ITU-T Rec. H.245. If the logical channel is to camry a media type using RTP, the
openLogicalChannelAck message shall include both the mediaChannel parameter containing the
RTP Transport Address for the media channel and the mediaContrelChannel parameter containing
the Transport Address for the forward RTCP channel.

Media types (such as T.120 data) which do not wuse RTP/RTCP shall omit the
mediaControlChannel parameters.

If a corresponding reverse channel is opened for a given cxisting RTP session (identified by the RTP
sessioniD), the mediaCentrolChannel Transport  Addresses  exchanged by  the
spenLogicalChannel process shall be identical to those used for the forward channel. Should a
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collision occur where both ends attempt to cstablish conflicting RTP sessions at the same time, the
master endpoint shall reject the conflicting attempt as described in ITU-T Rec. H.24S5. The rejected
openLogicalChannel atternpt may then be retried at a later time,

Unless specified otherwise for a particular data type, reliable data channels are bidirectional channels
and, as such, shall contain  both the ferwardLegicalChannelParameters and
reverseLogicalChannelParameters clements without the mediaChasnnel elements. The endpoint
accepting  the  channel  shall  return the  mediaChannel clement in the
reverseLogicalChannelParameters element and be prepared to accept the reliable connection from
the requesting endpoint prior 1o returning the OpenLogicalChannelAck message.

An endpoint that accepts a bidirectional reliable channel shall be prepared to accept a reliable
connection from the requesting endpoint prior to returning the Openl.ogicalChannelAck message.

6.2.8.3 Mode preferences

Receivers may request transmiiters to send a particular mode using the H.245 requestMode
message, which describes the desired mode. Transmitters should comply if possible.

An endpoint receiving the multipointMeodeCommand from the MC shall then comply with all
requestMode commands, if they are within its capability set. Note that i a decentralized
conference, as in a centralized conference, all terminal requestMode commands are direcied to the
MC. The MC may grant the request or not; the basis for this decision is left to the manufacturer.

6.2.8.4 Master-slave determination

The H.245 Master-slave determination procedures are used to resolve conflicts between two
endpoints which can both be the MC for a conference or between two endpoints which are
attempting to open a bidirectional channel, In this procedure, two endpoints exchange random
numbers in the H.245 masterSlaveDetermination message, to determine the master and slave
endpoints. H.323 endpomnts shall be capable of operating in both master and slave modes. The
endpoints shall sct terminaiType to the valuc specified in Table 1 below and set
statusDeterminationNumber to a random number in the range 0 to 2%~ 1. Only one random
number shall be chosen by the endpoint for each call, except in the case of identical random
numbers, as described in TTU-T Rec. H.245.

Table 1/H.323 — H.323 terminal types for H.245 master-slave determination

TerminalType value table HL323 entity
Feature set Terminal | Gateway | Gatekeeper MCU
Entity with No MC - 50 60 NA NA
Entity contains an MC but no MP 70 80 120 160
Entity contains MC with data MP NA 90 130 17
Entity contains MC with data and audio MP NA 100 140 186
Entity contains MC with data, audio and video MP NA 10 i50 190

The Active MC in a conference shall use a value of 240.

If a single H.323 entity can take part in multiple calls, then the value used for terminalType in the
master-slave determination process shall be based on the features that the H.323 entity has assigned
or will assign to the call in which it is being signalled.

An MC that is already acting as an MC shall always remain the Active MC. Therefore, once an MC
has been selected as the Active MC in a conference, it shall use the Active MC value for all
subsequent connections to the conference.
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If no MC is active and the entitics are of the same type, then the H.323 entity with the highest feature
set (as shown in Table 1) shall win the master-slave determination. If no MC is active and the
entities are of different types, then an MC that is located in an MCU shall have priority over an MC
that is located in a Gatekeeper, which shall have priority over an MC that is located in a Gateway,
which in turn shall have priority over an MC located in a terminal.

If an H.323 entity can be associated with two or more of the classifications shown in Table 1, then it
should use the highest value for which it qualifies,

6.2.8.5 Timer and counter values

All imers defined in ITU-T Rec. H.248 should have periods of at least as long as the maximurm data
delivery time allowed by the data link layer carrying the H.245 Control Channel, including any
retransmissions.

The H.245 retry counter N100 should be at least 3,

Procedures relating to H.245 protocol ervor handling are covered in 8.6.

6.2.8.6 Multiplexed stream transmission over a single logical channel

Multiple media streams may be multiplexed over a single logical channel. A multiplexed stream is a
stream that contains multiple media streams using the multiplexing protocols H.222.0 [46] or H.223
[47] and transmitted as a series of RTP packets., By using these multiplexing protocols, an H.323
endpoint may take advantage of certain benefits, such as more efficient bandwidth usage, precise
media synchronization, or low delay in multimedia transmission.

There are two ways to control the configuration of a multiplexed stream. One way is to transmit the
H.245 messages inside the RTP packets of multiplexed streams. In this case, H.323 endpoints first
open bidirectional logical channel for the multiplexed stream transmission using H.245 logieal
channel signalling procedures as normal RTP media streams. Then the control for multiplexed
stream is done using the H.245 messages inside RTP packets of the target multiplexed stream. The
control of the multiplexed stream includes capability exchange about the media codecs available for
this multiplexed stream, multiplex table exchange, and open/close logical channels. The logical
channel numbers over a multiplexed stream are independent from that of the other multiplexed
streams or that of H.245 logical channels.

The other way to control the contfiguration of a multiplexed stream is to control the logical channels
on the multiplexed stream in the same way as non-multiplexed logical channels, i.e. the H.245
messages for the multiplexed stream are transmitted in the same manner as other H.245 messages. In
this case, an M.323 endpoint opens a anidirectional or bidirectional logical channel for the
multiplexed strcam transmission using H.245 logical channel signalling procedures as normal RTP
media streams. Then the logical chawnels over the multiplexed stream are opened using logical
channel signalling with parameters of the multiplex protocol configuration and logical channel
number of the multiplex stream over which the new logical channel is being opened.

6.2.8.6.1  Capability exchange related te multiplexed stream

H.323 terminals supporting multiplexed streams indicate this capability by including a
MuitiplexedStreamCapability as  a  part  of terminal  capability.  The  parameter
controlOnMuxStream in MultiplexedStreamCapability indicates whether the terminal supports
the control of the multiplexed stream using H.245 messages or on the RTP packets of the
multiplexed stream itself. If controlOnMuxStream is TRUE, the capability of codecs on the
multiplexed stream may be sct to capabilityOnMuxStream. If capabilityOaMuxStream does not
exist, the terminal shall perform the capability exchange procedure by sending the H.245 wmessages
in the RTP packets over the nmultiplexed stream once the logical channel for the multiplexed stream
is opened. If controlOnMuxStream is FALSE, the capability of codecs on the multiplexed stream
shall be set to capabilityOnMuxStream.
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6.2.8.6.2 Legical channel signalling to transport multiplexed stream

The logical channel for the multiplexed stream is opened by sending an openLogicalChannel
mcssage with the dataType of a MultiplexedStreamCapability type and multiplexParameters of
h2250LogicalChannelParameters. i the controlOnMuxStream in
multiplexedStreamCapability is TRUE, the logical channel shall be opened as bidirectional logical
channel, i.e. reverseLogicalChannelParameters shall be set. Otherwise, the logical channel may be
opened as unidirectional logical channel, Note that if the logical channel is opened as unidirectional,
some of the multiplex protocol function may not be used, e.g. AL3 of H.223 cannot be used over
unidirectional logical channcls,

Terminal shall not open more than one logical channel with multiplexFormat of h223Capability
and controlOnMuxStream of FALSE,

6.2.8.6.3  Legical channel signalling to transpsrt media stream over pultiplexed stream

The logical channel over multiplexed stream is opened by sending an openLogicalChannel message
with the appropriate datatype for the media being delivered and multiplexParameters of the
appropriate multiplex protocol in use (ie. h223ogicalChannelParameters). In case of H.223,
mulftiplex table signalling procedure shall also be performed before or after this logical channel
signalling as described in 6.4.2/H.324,

If contreiOnMuxStream is TRUE, these H.245 messages are delivered within the RTP packets for
the multiplexed stream over which the new logical channel is opened. In case of H.223, H.245
MultimediaSystemControlMessage messages are protected with the Simple Retransmission
Protocol {SRP) and delivered over logical channel number 0 of the multiplexed stream, as described
in 6.5.4/H.324.

If controlOnMuxStream is FALSE, these H.245 messages are delivered over H.245 Control
Channel as usual. In case of H.222.0, resourcelD of h2220LegicalChannelParameters are set to
the logical channel number for the multiplexed stream over which this new logical chanuel is being
opened. Note that in case of H.223, no such signalling is needed due 1o the fact that no more than
one logical channel exists.

Logical channels over the multiplexed stream are closed by sending closeLogicalChannel messages,
which are transmitted in the same way as the epenLogicalChannel messages for the channel.

6.2.8.6.4 Logical channel signalling to close multiplexed stream

The logical channel for the multiplexed stream which i1s opened with contrelOnMuxStream set to
TRUE may be closed at any time by a closelogicalChannel message. The logical channel for the
multiplexed stream which is opened with contrelOnMuxStream set to FALSE shall be closed only
after alf logical channels on the multiplexed stream is closed.

6.2.9 RAS signalling function

The RAS signalling function uses H.225.0 messages to perform registration, admissions, bandwidth
changes, status, and disengage procedures between endpoints and Gatekeepers. The RAS Signalling
Channel is independent from the Call Signalling Channel and the H.245 Control Channel. H.245
open logical channel procedures are not used to establish the RAS Signalling Channel. [n network
environments that do not have a Gatekeeper, the RAS Signalling Channel is not used. In network
environments which contain a Gaickeeper (a Zone), the RAS Signalling Channel s opened between
the endpoint and the Gatekeeper. The RAS Signalling Channel is opened prior to the establishment

-7

of any other channels between H.323 endpoints. This channel is described in detail in clause 7.
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6.2.10 Call signalling function

The call signalling function uses H.225.0 call signalling to establish a connection between two H.323
endpoints, The Call Signalling Channel is independent from the RAS Channel and the H.245 Control
Channel. H.245 open logical channel procedures are not used to establish the Call Signalling
Channel. The Call Signalling Channel is opened prior to the establishment of the H.245 Channel and
any other logical channels between F.323 endpoints. In systems that do not have a Gatekeeper, the
Call Signalling Channel is opened between the two endpoints involved in the call. In systems which
contain a Gatekeeper, the Call Signalling Channel is opened between the endpoint and the
Gatckeeper or between the endpoints theroselves as chosen by the Gatekeeper. This channel is
described in detail in clause 7.

6.2.11 H.225.0 layer

Logical channels of video, audio, data or control information are established according to the
procedures of TTU-T Rec. H.245. Logical chanunels are unidirectional and are independent in each
direction of transmission. Some logical channels, such as for data, may be bidirectional and are
associated through the bidirectional open logical chamnel procedure of TTU-T Rec. H.245. Any
mumber of logical channels of each media type may be transmitted, except for the H.245 Control
Channel of which there shall be one per call. Tn addition to the logical channels, H.323 endpoints use
two signalling channels for call control, and Gatekeeper related functions. The formatting used for
these channels shall conform to TTU-T Rec, H.225.0

6.2.11.1 Logical channel numbers

Do

Each logical channel is identified bry a2 Logical Channel Number, in the range 0 to 63535, which
serves only to associate logical channels with the transport connection. Logical channel numbers are
selected arbitrarily by the transmitter, except that logical channel 0 shall be permanently assigned to
the H.245 Control Channel. The actual Transport Address that the transmiiter shall travsmit to shall
be returned by the receiver in the openLogicalChannelAck message.

6.2.11.2 Logical channel bit rate limits

A logical channel's bandwidth shall have an upper limit specified by the minimum of the endpoint’s
transmit capability (if present) and the receiving endpoint's receive capability. Based on this limit, an
endpoint shall open a logical channel at a bit rate at or below this upper limit, A transmitter shall
transmit an information stream within the logical channel at any bit rate at or below the open logical
channel bit rate. The limit applies to the information streams which are the content of the logical
channel(s), not including RTP headers, RTP payload headers and network headers and other
overhead.

H.323 endpoints shall obey the owControlCommand message of H.245, which commands a limit
to the bit rate of a logical channel or the aggregate bit rate of all logical channels. H.323 endpoints
that want to limit the bit rate of a logical channel or the aggregate bit rate of all logical channels
should send the flowControlCommand message to the transmitting endpoint.

When the terminal has no information to send in a given channel, the terminal shall send no
information. Fill data shall not be sent on the network in order to maintain a specific data rate.

6.3 Gateway characteristies

The Gateway shall provide the appropriate translation between transmission formats (for example
H.225.0 to/from H.221) and between communications procedures (for example H.245 to/from
H.242). This translation is specified in TTU-T Rec. H.246. The Gateway shall also perform call setup
and clearing on both the network side and the SCN side. Translation between video, audio, and data
formats roay also be performed in the Gateway. In general, the purpose of the Gateway (when not
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operating as an MCU) is to reflect the characteristics of a network endpoint to an SCN endpoint, and
the reverse, in a transparent fashion,

An H.323 endpoint may cornmunicate with another H.323 endpoint on the same network directly
and without involving a Gateway. The Gateway may be omitted if communications with SCN
terminals (terminals not on the network) are not required. It may also be possible for a terminal on
one segment of the network to call out through one Gateway and back onto the network through
another Gateway in order to bypass a router or a low bandwidth link.

The Gateway has the characteristics of an H.323 Terminal or MCU on the network and of the SCN
terminal or MCU on the SCN. The choice of terminal or MCU is left to the manufacturer. The
Gateway provides the necessary conversion between the different terminal types. Note that the
Gateway may inittally operate as a terminal, but later using H.245 signalling begin to operate as an
MCU for the same call that was initially point-to-point. Gatckeepers are aware of which terminals
are Gateways since this is indicated when the terminal/Gateway registers with the Gatekecper.

A Gateway which passes T.120 data between the SCN and the network may contain a T.120 MCS
Provider which connects the T.120 MCS Providers on the network to the T.120 MCS Providers on
the SCN.

Four examples of an H.323 Gateway are shown in Figure 5. The diagrams show the H.323 terminal
or MCU function, the SCN terminal or MCU function, and the conversion function. The H.323
terminal function has the characteristics described in 6.2, The H.323 MCU function has the
characteristics described in 6.5, The Gateway appears to the other H.323 terminals on the nctwork as
one or more H.323 terminals or an H.323 MCU. It communicates with the other H.323 terminals
using the procedures in this Recommendation,

The SCN terminal or MCU function has the characteristics deseribed in the appropriate
Recommendation (H.310, H.320, H.321, H.322, H2324, V.70, GSTN or ISDN speech only
terminals). The Gateway appears to the terminals on the SCN as one or more of the same terminal
types or MCUs. It communicates to another terminal on the SCN using the procedures described in
the appropriate Recommendation for that terminal, SCN signalling procedures are beyond the scope
of this Recommendation, including such topics as whether the H.323 Gateway appears as a terminal
or a network to the SCN. Note that a Gateway may convert H.323 directly to H.324 or H.310
without going to H.320.

Gateways supporting interworking with speech only terminals on GSTN or ISDN should generate
and detect DTMF signals corresponding to H.245 wuserInputindications for 0-9, *, and #.
Additionally, gateways may be able to gencrate and detect DTMF, telephony tones and telephony
signals corresponding to these cvents transported with a special RTP payload type, as described
in 10.5.

The conversion function provides the necessary conversion of transmission format, control, audio,
video, and/or data streams between the different terminal Recommendations. At a minimum, the
Gateway shall provide a conversion function for the transmission format, call setup signals and
procedures, and communications control signals and procedures. When required, the Gateway shall
provide for H.242 to H.245 conversion. The Gateway performs the appropriate conversion between
the H,225.0 Call Signalling and the SCN signalling systemn (Q.931, Q.2931, etc.). The conversion
between Q.931 messages on the network and Q.931 messages on the SCN is described in
ITU-T Rec, H.246.

All call signalling received by the Gateway from an SCN endpoint and not applicable to the
Gateway should be passed through to the network endpoint and vice versa, This signalling includes,
but is not limited to, Q.932, Q.950 and H.450-series messages. This will allow H.323 endpoints to
implement the Supplementary Services defined in those Recommendations. The handling of other
SCN cali signalling systems is for further study.
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This Recommendation describes the connection of one H.323 terminal on the network to one
external terminal on the SCN through the Gateway. The actual number of F.323 terminals that can
communicate through the Gateway is not subject to standardization. Similarly, the nurnber of SCN
connections, number of simultancous independent conferences, audio/video/data conversion
functions, and inclusion of multipoint functions is left to the manufacturer. If the Gateway includes
an MCU function on the network side, that function shall be an H.323 MCU on the network side. If
the Gateway includes an MCU function on the SCN side, it may appear as an H.231/H.243 MCU or
as an MCU for H.310 or H.324 systems (these MCUs are indicated as for further study in the
respective Recommendations) on the SCN side.

A Gateway may be connccted via the SCN to other Gateways to provide communication between
H.323 terminals which are not on the same network.,

Equipment which provides transparent interconnection between networks without using H-series
protocols (such as routers and remote dial in uwits) are not Gateways as defined within the scope of
this Recommendation,
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Figure 5/H.323 - H.323 gateway configurations
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6.3.1  Gateway decompaosition

This clause identifies a group of interfaces and functions to be used to decompose H.323 Gateways.
It addresses each interface and its resulting protocol, but certain Gateway implementations may
choose to group two or more functional components into a single physical device. For this reason,
interfaces may provide a capability to transparently backhaul other protocols.

In Figure 6, the packet/circuit media component terminates SCN media channel and converts these
streams to packet based media on the packet network interface. Interface A represents the device
control protocol defined in I[TU-T Rec. H.248, which is used to create, modify and delcte Gateway
media connections, The control logic component will accomplish signalling interworking between
the SCN and H.323 sides of the Gateway.

signalling interfaces on the packet side of the Gatoway.

Interface C will describe the ISDN type call control function between the FAS SCN services and the
Gateway control logic. Interface D is a protocol that conveys the NFAS SCN signalling to the
controlier. This decomposition provides the flexibility to conserve 887 code points and allows the
SS7 switch to serve multiple decomposed Gateway Controllers.

The resource control elements differentiate between a high level understanding of resources in the
Gateway Controller and a fower level understanding of resources in a Gateway device.

The SCN interfaces are described as a low-level interface that transports signalling and a high level
SCN signalling termination that interfaces with the controller of this Gateway. This can be FAS
signalling, such as ISDN PRI, or NFAS signalling, such as S§57.

Figure 6 does not represent a physical decomposition at this point. The challenge for Gateway
vendors is to group these components into physical devices and implement the associated interfaces
in order to produce highly scaleable, multi-vendor H.323 Gateways. The X interface is the external
H.323 interface, the Y interface is the external packet media interface (i.e. RTP) and the Z interface
is the external SCN interface.
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Figure 6/H.323 - Functional architecture of the decomposed gateway

6.3.1.1  Physical decompositions

This clause describes examples of possible Gateway decompositions and the internal interfaces that
are required. In all cases the external interfaces, such as H.323 and SCN, remain unchanged. The
controller portion of the physical Gateway is called the Media Gateway Controller (MGC). The
MGC's functions are to;

. handle H.225.0 RAS messaging with an extemnal gatekeeper;
. optionally handle the S87 signalling interface;
. optionally handle the H.323 signalling interface.
he Media Gateway {MG) component:
. terminates the IP network interface;
. terminates the SCN network span;
. may handle H.323 signalling in some physical decompositions;
. may handle FAS SCN signalling in some physical decompositions.

Decomposed Gateways need not realize all interfaces but the MGC/MG split exposing interface A is
a mandatory part of all decompositions, This will allow an MGC to control different types of MGs
that may be optimized for certain applications (e.g. voice versus multimedia H.320/H.323
Gateways). The decomposition of interfaces B and C on the MG, which may require a protocol to
backhaul signalling from the MG to the MGC, is for further study.

The MG terminates the IP or ATM media on the packet network side and bearer channels on the
SCN network interfaces, The packet side may be IP, ATM, or an ATM network interface where
audio and video packets traverse native ATM connections according to Annex C.
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The MGC and MG differentiate between high-level and low-level resource management clements.
The MGC is responsible for high-level resource management where it understands the availability of
resources, such as echo cancellers, but does not assign specific resources to specific Galeway
sessions. The MG is responsible for low-level resource allocation and management, as well as the
hardware manipulations required to switch and process media streams within the Media Gateway.

6.3.1.1.1  Separate 887 gateways

Figure 7 represents one possible Gateway decomposition for an ISUP-to-F.323 Gateway, where the
S87 Gateway, MGC, and MG functions are decomposed into separate physical devices, This
arrangement exposes an ISUP signalling transport interface D and the device control interface A.

To facilitate intcroperability, decomposed Gateway configurations must support interface A and
contain internal H.323 and SCN signalling in the MGC,
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6.3.1.1.2

FAS gateway decomposifion
The Gateway decomposition shown in Figure & isolates the FAS SCN services, such as ISDN PRl on
the MG, and retains the H.323 signalling on the MGC. This exposes the C and A interfaces between
the MG and MGC.
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6.3.1.1.3

SS87 gateway with H.323 signalling in the MG

The decomposition shown in Figure 9 leverages the SS7 interface of the MGC and deploys the
H.323 signalling on the MG exposing interfaces I3, A and B,
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6.3.1.1.4 FAS and H.323 sigaalling in the media gateway

Requirements exist for H.320 Gateways that are decomposed such that H.323 and SCN signalling
arc both present on the MG, along with the packet and circuit terminations. In this decomposition,
signalling is handled locally by the MG and event notifications are reported to the MGC
(sce Figure 10).
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6.3.1.1.8  S87 in the media gateway

The decomposition shown in Figure 11 terminates the SS7 network in the MG and exposes the D

interface hetween the MGC and MG.
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There are many applications for decomposed and composite gateways. Vendors and/or carriers may
decide to use a composite or decomposed gateway depending on the application requirements.
Decomposed gateways are mandated by H.248 to interwork with composite gateways.

This clause discusses some shared vocabulary between H.3
provides examples of applications gateways. It is not meant to be

23 equipment, the SSN and H.248. 1t also

a comprchensive list of all

applications. It is also not intended to illusirate the only way such applications can be supported. In
this clause the terros MG, MGC, and GW represent physical instantiations of these devices.
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6.3.2.1 Overview of trunking and access gateways

The terms trunking and access gateways are used in both H.323 and H.24&, and are also part of the
terminology of circuit switching, where they are applied to tandem and access switches, Because the
same words are used to mean different things in the context of three different architectures, this
clause attempts to clarify the variations in terminology.

6.3.2.1.1  SCN terminology

In the SCN, a "tandem” or "trunking" switch refers to a switch that connects networks using an NNI
protocol, such as SS7/ASUP or a CAS NNI protocol. An "access™ switch refers to a switch that has
user conpections using BRI/PRI and is also connected via NNI protocols to a larger network. A
"mixed" switch may have both functions.

6.3.2.1.2  H.323 terminology

In H.323 networks, a "trunking” gateway refers to a gateway that provides a true tandem function
that is transparent to the attached networks. These attached networks might be S87 networks, QSIG
networks, or other networks. However, in all cases tunnelling is used to create full transparency and
a true tandem function. Interworking between ISUP flavours is considered to take place outside of
the H.323 network, Tunnelling is based on H.225.0 protocol negotiation and Annex M.

An H.323 "access™ gateway provides an interworking function from another network, enterprise, or
endpoint that is not fully transparent. The interworked protocols might include:

. SS7/ASUP, using Annex C/H.246;
. QSIG using H.450;
. H.320 using Annex A/H.246.

It should be noted that the H.323 "tranking” Gateway and the SCN "tandem" switch are filling the
same function, but the H.323 "access gateway” and the SCN "access switch” fill very different roles.
A particular point of confusion is that H.225.0 acts as both UNI and NNI signalling in the H.323
network, filling the roles of both ISUP and ISDN (BRI/PRI) in the SCN, H.323 does not make the
kind of UNI/NNT signalling distinctions found in the SCN and call signalling is the same whether
between endpoints directly or when mediated via network elements like an H.323 Gatekeeper or
Border Element (BE).

Figure 12 summarizes the poiots above and also shows the relationship between H.323 domains,
which have some SCN network-like characteristics, However, it is important to keep in mind that
that H.225.0 is also used for all call signalling, whether between torminals, zones, or domains. In
addition, zones and domains are fundamentally virtual rather than physical, and switches (e.g. ATM
switches used to route IP), although they may be present, are not visible from above the 1P layer in
the packet network.
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Figure 12/11.323 - Relationship of H.323, SCN and H.248 gateways

6.3.2.1.3  H.248 termineclogy

H.248 also uses the terms "trunking" and "access" gateways. Noting that H.24% devices can be
viewed as simply decompositions of H.323 composite gateways into MGC and MGs, it is assumex
that the MGCs support H.323 and interwork using H.225.0, just as any other H.323 Gateway,
including tunnelling of ISUP, etc. However, when viewed from a decomposed perspective, the terms
take on slightly variant meanings. A "trunking” gateway is one in which the signalling is connected
directly to the MGC, i.c. ISUP, while an "access" Gateway is one in which the signalling arrives at
the MG and is then is passed via H.248 to the MGC. Tt is important 1o note that, although an "access”
Gateway may support a UNI protocol, it may also support NNI CAS protocols, so that defining an
H.248 "access” Gateway as a Gateway supporting a UN] interface is not sccurate,

Figure 13 ilfustrates the architecture of ITU-T Rec. H.248. 1t should be noted that composed H.323
gateways are often used as "access” gateways in H.248 systerns as illustrated. The diagram shows a
collocated H.248 MGC and H.323 Gatekeeper.
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Figure 13/H.323 - Relationship of H.323 and H.248
6.3.2.2 Service provider trunking gateways

Figure 14 shows an example of a call routed across a packet switched network between two service
provider trunking Gateways. In this application, the packet network acts as a tandem voice network
for the service provider. For this application, interface A is used to control the Media Gateways. The
packet network connects to the Switched Circuit Network via SS7 signalling and inter-machine
trunks, Figure 14 illustrates the case in which S87 A-links are used to connect to the SS7 network, In
this case, the MGC terminates the signalling links directly instead of via a signalling Gateway. The
MGCs pass signalling information between each other using interface X (for example, by tunnelling
ISUP in an H.225.0 connection). The voice traffic flows between the two Gateways,
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Fipure 14/H.323 — Two decompaosed service provider trunking gateways
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6.3.2.3  Service preovider access gateways

Figure 15 represents an cxample of a call routed across a packet switched network between a
composite H.323 Service Provider Access Gateway and a decomposed service provider trunking
Gateway. In this application, the service provider is providing a channel associated signalling
interface 1o an enterprise PBX system for carrying voice calls over the provider's network, H.225.0
call signailing is used between the composite Gateway and the decomposed Gateway. The MGC
performs the appropriate SS7 sigoalling to communicate with the service provider's S§7 network and
SCN. In this example, X is H.225.0 and the MGC implements an Annex E/H.246 interworking
function.

Although Recommendations exist which describe the interworking between various protocols, such
as ISUP and H.323, service providers and mapufacturers should carefully consider when it s
appropriate to perform such interworking and the number of such interworking points. Interworking
may rot result in a perfect translation between two protocols and multiple franslations may lead to a
higher loss of transparency.
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Figure 15/H.323 ~ A composite access gateway and decomposed trunking gateway

Figure 16 illustrates the same application in which the service provider access Gateway is also
decomposed. In this case, inferface A is used to control the channel associated signalling, The MGCs
communicate with each other using interface X. In this particular case, if there is no signalling
backhaul between the MG and the MGC, the amount of information on the call available to the
MGC will be limited to what is defined by ITU-T Rec. H.248. In this example, X is H.225.0 and the
MGC on the right is performing Annex E/H.246 1SUP iterworking,
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Figure 16/H.323 - Decompuosed service provider access and trunking gateways
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In considering which of these approaches might be best for a particular application, the following
factors should be considered:

. Number of lines to be commected.

. Cost of trunks.

. Homologation issues.

. Capacity of the MGC.

. Number of access Gateways relative to trunking Gateways.
® Type of CAS protocols to be supported.

. Service provider call processing architecture.

. Network design.

For access Gateways, the application environment will determine whether a decomposed Gateway,
an H.323 terminal using H.450.x, a stimulus terminal, or a composite Gateway is the most
appropriate,

6.3.2.4  Enterprise trunking gateways

Figare 17 iflustrates an enterprise gateway that is used between PBXs in a private voice network.
The packet network is used instead of leased lines to connect the PBXs. In this case, QSIG is used
for signalling between the PBXs. Since QSIG is a facility associated signalling type, the signalling
may be backhauled from the Media Gateway to the Media Gateway Controller via interface C.
Interface A is used between the MGC and MG for gateway control. MGCs communicate between
gach other over interface X, which may be H.225.0 tunnelling QSIG according to Annex M1,
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Figure 17/H.323 — Decomposed enterprise trunking gateways

Figure 18 illustrates Gateways that are used between PBXs in a private voice network. The packet
network s used instead of leased lines to connect the PBXs. In this case, QSIG is also used for
signalling between the PBXs. However, QSIG tunnelling over interface X is used to carry QSIG
signalling between a composite Gateway and a decomposed Gateway. Other combinations, such as
composite-composite and decomposed-decomposed, could also be used.

TFU-T Rec. H.323 (11/2060) 41

CSCO-1032
CISCO SYSTEMS, INC. / Page 55 of 258




Composite

““QSK] Gateway " MQGC
Signalling
., Cl 1A
Media “~
Flow "«
NOMG e
QSIG
Signalling
T1608506-00

Figure 18/H.323 - Q5I1G tunnelling example

6.3.2.5 Enterprise to service provider access gateways

In some cases, an e¢aterprise H.323 network will communicate with the PSTN via a decomposed
gateway, This is illustrated in Figure 19. Tn this case, the decomposed gateway conumumicates to the
H.323 endpoints via H.323 signalling (H.225, H.245, etc.). The decomposed gateway connects to the
PSTN via ISDN PRI The D-channel signalling can be backhauled via intertace C.
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Figure 19/3.323 - Decompuased gateway and #H.323 endpeint

Another enterprise access application uses H.248 to manage terminals, but appears as a composite
Gateway to composite Gateways on other premises as shown in Figare 20, In this example, H.450.x
is used to provide supplementary services interworking,
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Figure 20/H.323 - Composite gateway and H.248 managed devices
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An additional enterprise access application uses stimulus signalling to manage terminals, but appears
as a composite Gateway to composite Gateways on other premises as shown in Figure 21, In this
example, H.450.x may be used to provide supplementary services interworking. In this example, X1
is H.225.0 with H.450, while X2 is stimulus signalling. Stimulus signalling is for further study.

Compaosiie X1 .
3 Gatekeeper
Gateway
N -
> AN
.. <
Media "~ .
Flow '
* >
* o Stimulus
Device
T1808530-00

Figure 21/H.323 — Composite gateway and stimulus device

It should be noted that the stimulus terminals of Figure 21 may interwork with the H.248 managed
terminals of Figure 20 using H.450.x. These configurations allow extensive feature innovation on the
enferprise while supporting inter-enterprise interoperability using H.450.x. Note that Gatekeeper
routed call signalling is used in Figure 21 in the enterprise Gatckeeper managing the stimulus
terminals, although the other enterprise Gateways may ose the direct call model and have a different
Gatckeeper.

6.4 Gatekeeper characteristics

The Gatekeeper, which is optional in an H.323 system, provides call control services to the H.323

endpoints. More than one Gatekeeper may be present and communicate with each other in an

unspecified fashion. The Gatckeeper is Togically separate from the endpoints; however, its physical
implementation may coexist with a terminal, MCU, Gateway, MC, or other non-H.323 network
device.

There is one and only one Gatckeeper in a Zone at any given time, although multiple distinct devices

may provide the Gatekeeper function in a Zone. Multiple devices that provide the RAS signalling

function for the Gatekeeper are referred to as Altermate Gatekeepers. Each Alternate Gatekeeper may
appear to endpoints as a distinct Gatekeeper. Communication between Alemate Gatekeepers and
other devices that provide the Gatekeeper function for the Zone is outside the scope of the

Recommendation.

When it is present in a system, the Gatekeeper shall provide the following services:

. Address Translation — The Gatekeeper shall perform alias address to Transport Address
translation. This should be done using a translation table which is updated using the
Registration messages described in clause 7. Other methods of updating the translation table
are also allowed.

. Admissions Control — The Gatekeeper shall authorize network access using ARQ/ACF/ARJ
H.225.0 messages. This may be based on call authorization, bandwidth, or some other
criteria which is left 0 the manufacturer. Tt may also be a null function which admits afl
requests.

. Bandwidth Control — The Gatekeeper shall support BRQ/BRI/BCF messages, This may be
based on bandwidth management. It may also be a null function which accepts all requests
for bandwidth changes.
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. Zone Management — The Gatckeeper shall provide the above functions for terminals, MCUs,
and Gateways which have registered with it as described in 7.2

The Gatekeeper may also perform other optional functions such as:

. Call Control Signalling — The Gatekeeper may choose to complete the call signalling with
the endpoints and may process the call signalling itself. Alternatively, the Gatekeeper may
direct the endpoints to connect the Call Signalling Channel directly to each other. In this
manuer, the Gatekeeper can avoid handling the H.225.0 call control signals. The Gatekeeper
may have to act as the network as defined in ITU-T Rec. Q.931 in order to support
supplementary services. This operation is for further study.

. Call Authorization - Through the use of the H.225.0 signalling, the Gatekeeper may reject
calls from a terminal due to authorization failure, The reasons for rejection may include, but
are not Hmited to, restricted access to/from particular terminals or Gateways and restricted
access during certain periods of time. The criteria for determining if authorization passes or
fails is outside the scope of this Recommendation.

. Bandwidth Management — Control of the nurober of H.323 terminals permitted simultancous

calls from a terminal due to bandwidth limitations. This may occur if the Gatekeeper
determines that there is not sufficient bandwidth available on the network to support the call.
The criteria for determining if bandwidth is available i3 outside the scope of this
Recommendation. Note that this may be a null function, i.c. all terminals are granted access.
This function also operates during an active call when a terminal requests additional
bandwidth.

. Call Management — For example, the Gatekeeper may maintain a list of ongoing H.323
calls. This information may be necessary to indicate that a called terminal is busy and to
provide information for the Bandwidth Management function,

» Alias Address Modification — The Gatekeeper may return a modified Alias Address. If the
Gatckeeper returns an alias address in an ACF, the endpoint shall use the Ahas Address in
establishing the connection.

. [Dialed Digit Translation — The Gatekeeper may translate dialed digits into an E.164 number
or a Private Network number.

¢ Gatekeeper management information data structure — For further study.

. Bandwidth reservation for terminals not capable of this function — For further study.

v Directory services — For further study.

In order to support ad hoc Multipoint Conferences, the Gatekeeper may choose 10 receive the H.245
Control Channels from the two terminals in a point-to-point conference. When the conference
switches to a multipoint conference, the Gatekeeper can redirect the H.245 Control Channel to an
MC. The Gatekeeper need not process the H.245 signalling; it only needs to pass it between the
terminalg or the terminals and the MC,

Networks which contain Gateways should also contain a Gateleeper in order to transiate incoming
dialedDigits or partyNumber (including el64Number and privateNumber) addresses into
Transport Addresses.

H.323 cntitics that contain a Gatekeeper shall bave a mechanism to disable the internal Gatekeeper
so that when there are multiple H.323 entities that contain a Gatekeeper on a network, the 1.323
entities can be configured into the same Zone,
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6.5 Multipoint controller characteristics

The MC provides control functions to support conferences between three or more endpoints in a
multipoint conference. The MC carries out the capabilities exchange with each endpoint in a
muktipoint conference. The MC sends a capability set to the endpoints in the conference indicating
the operating modes in which they may transmit. The MC may revise the capability set that it sends
to the terminals as a result of terminals joining or leaving the conference or for other reasons.

In this manner, the MC determines the Selected Communications Mode (SCM) for the conference.
The SCM may be common for all endpoints in the conference. Alternatively, some endpoints may
have a different SCM than other endpoints in the conference. The manner in which the MC
determines an SCM is not within the scope of this Recommendation.

As part of multipoint conference setup, an endpoint will become connected to an MC on its H.245
Control Channel. This connection may occur:
- via an explicit connection with an MCU;
via an implicit connection to the MC within a Gatekeeper,
- via an froplicit connection to the MC within another terminal or Gateway in the multipoint
conference;
- via an implicit connection through a Gatekeeper to an MCU,
The choice of conference mode (e.g. decentralized or centralized) oceurs after connection with the
MC using H.245 signalling. The choice of conference mode may be limited by the capability of the
endpoints or the MC.

The MC may be located within a Gatekeeper, Gateway, terminal, or MCU. See Figuare 22.

Terminal | Terminal 2 Gatekeeper ! Gatekoeper 2 Gatekeeper 3
o~ =" —“\\ -~
@ (MC Qf/) ME
LAN
/, ) /‘-\\ -.\ /r'-\\ (/' //“:
-\\iﬁ'_ﬂ MC MP (\iﬁij MP KM(,
Gateway ] Gateway 2 Gateway 3 MCU { MCU2
T1521250-36

NOTE - Gateway, Gatekeeper and MO can be a single device,

Figure 22/H.323 — Possible locations of MC and MP in H.323 system

An MC within a terminal is not callable. It can be included in the call in order to process the H.245
signalling to support ad hoc multipoint conferences. In this case, there may be no distinction between
the MC and the 11.245 Control Function {see 6.2.8) of the terminal. Communications between them
are outside the scope of this Recommendation.

An MC located with the Gatekeeper 18 not callable; however, an MCU located with a Gatekeeper
may be callable. An MCU located with a Gatekeeper may function as an independent MCU, An MC
located with a Gatekeeper may be used to support ad hoc multipoint conferences when the
Gatekeeper receives the H.245 Control Channels from the endpoints. In this manner, the Gatekeeper
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can route the H.245 Control Channels to the MC at the start of the call or when the conference
switches to multipoint.

The Gateway can function as g terminal or an MCU. When functioning as a terminal, the Gateway
may contain an MC, This has the same characteristics as described above for an MO within a
terminal,

An MCU always contains an MC. The MCU is callabie and the MC processes the H.245 Control
Channel from all of the endpoints.

When two or more endpoints are in a conference, the endpoints shall use the master slave resolution
procedure of ITU-T Rec. H.245 to determine the MC that will control the conference.

After the capability exchange and master/slave determination, the MC may first assign a terminal
number {0 a new endpoint using the terminalNumberAssign. The MC shall then notify the other
endpoints of the new endpoint in the conference using terminalloinedCeonference. The new
endpoint may request a list of other endpoints in the conference using the terminallistRequest,

6.6 Multipoint processer characteristics

The MP receives audio, video and/or data streams from the endpomnts involved in a centralized or
hybrid multipoint conference. The MP processes these media streams and returns them to the
endpoints,

Communieations between the MC and the MP are not subject to standardization.

The MP may process one or more media stream types. When the MP processes video, it shall
process the video algorithms and formats as described in 6.2.4. When the MP processes audio, it
shall process the audio algorithms as described in 6.2.5. When the MP processes data, it shall
process data streams as described in 6.2.7,

An MP which processes video shall provide either video switching or video mixing. Video switching
is the process of selecting the video that the MP outputs to the terminals from one source to another.
The criteria used to make the switch may be determined through detection of a change in speaker
(sensed by the associated audio level) or through H.245 control, Video mixing 18 the process of
formatting more than one video source into the video stream that the MP outputs to the terminals. An
example of video mixing is combining four source pictures into a two-by-two array in the video
output picture. The criteria for which sources and how many are mixed is determined by the MC
antil other controls are defined. The use of the T.120-series Recommendations for these control
functions is for further study.

An MP which processes audio shall prepare N-audio outputs from M-audio inputs by switching,
mixing, or 2 combination of these. Audio mixing requires decoding the input audio to linear signals
(PCM or analogue), performing a linear combination of the signals and recoding the result to the
appropriate audio format. The MP may climinate or attenuate some of the input signals in order to
reduce noise and other unwanted signals. Each audio output may have a different mix of input
signals providing for private conversations, The terminals shall assume that their audio is not present
in the audio stream returned to them. Terminal removal of its own audio from the MP audio output is
for further study.

An MP which processes T.120 data shall be capable of acting as a non-leaf MCS provider and
should be capable of acting as the Top MCS Provider. An MP may also process non-standard data,
transparent user data and/or other types of data.

The MP may provide algorithm and format conversion, allowing terminals io participate in a
conference at different SCMs,

The MP is not callable, the MCU which it is a part of is callable. The MP terminates and sources the
media channels.
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6.7 Muitipoint contrel unit characteristics

The MCU is an endpoint which provides support for multipoint conferences. The MCU shall consist
of an MC and zero or more MPs. The MCU uses H.245 messages and procedures to implement
features similar to those found in ITU-T Rec. H.243.

A typical MCU that supports centralized multipoint conferences consists of an MC and an audio,
video and data MP. A typical MCU that supports decentralized multipoint conferences consists of an
MC and a data MP supporting TTU-T T.120. It relies on decentralized andio and video processing.

The network side of a Gateway may be an MUU. A Gatekeeper may also include an MCU. In either
¢ase, they are independent functions that happen to be colocated.

The MCU shall be callable by other endpoints using the procedures of clause &

6.8 Multipoint capability

6.8.1 Centralized multipoint capability

All endpoints shall have centralized multipoint capability. In this mode of operation they
communicate with the MC of the MCU in a point-to-point manner on the control channel and with
the MP on the audio, video and data channels. In this mode, the MC performs H.245 multipoint
control functions, while the MP performs video switching or mixing, audio mixing, and T.120
multipoint data distribution. The MP transmits the resulting video, audio and data streams back to
the endpoints, The MP may have the capability to convert between different audio, video and data
formats and bit rates, allowing the endpoints to participate in the conference using different
communications modes,

The MCU may use multicast to distribute the processed media streams if the endpoints in the
conference can receive multicast transmigsions. Multicast distribution of data is for further study.

This mode is signalled by the following H.24S capabilitics: centralizedControl, centralized Audie,
centralizedVideo and centralizedData. Optionally, disiributedAudio and distributedVideo may
be used to indicate multicast distribution of media streams.

6.8.2 Decentralized multipoint capability

If the endpoints have decentralized multipoint capability, they communicate with the MC of an
MCU, Gateway, Gatekeeper, or endpoint in 2 point-to-point mode on the H.245 Control Channel and
optionally with an MP on data channels. The endpoints shall have the capability to multicast their
audio and video channels to all other endpoints in the conference. The MC may control which
endpoint or endpoints are actively multicasting audio and/or video (for example by using the
fiowControlCommand on cither channel).

The endpoints receive multicast video channels and select one or more of the available channels for
display to the user. The endpoints receive the multicast audio channels and perform an audio mixing
function in order to present a4 composite audio signal to the user,

The MC may provide conference control functions such as chair control, video broadcast and video
selection. This shall be done by receiving H.245 from an endpoint and then sending the appropriate
control to other endpoints to enable or disable their video mwiticast. T.120 commands may
optionally provide the same functions.

This mode is signalled by the following H.245 capabilitics: centralizedContreol, distributedAudie,
distributedVides and centralizedData.
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6.8.3 Hybrid multipeint - Centralized audic

if the endpoints and MCU have hybrid multipoint-centralized audio capability, they may use
distributed multipoint for video and centralized multipoint for audio. In this mode, the endpoints
communicate with the MC in a point-to-point mode on the H.245 Control Channel and optionally
with an MP on data channels,

The endpoints shall have the capability to multicast their video channels to all other endpoints in the
conference. The MC may conirol which endpoint or endpoints are actively multicasting video. The
endpoints receive multicast video channels and select one or more of the available channels for
display to the user.

All of the endpoints in the conference transmit their audio channels to the MP. The MP performs the
audio mixing function and outputs the resulting audio streams to the endpoints. The MP may
produce an exclusive audio sum for each endpoint in the conference. Multicast distribution of
processed audio 1s for further study.

This mode is signalled by the following H.245 capabilities: centralizedControl, centralized Audio,
distributedVides and centralizedData,

6.8.4 Hybrid multipoint — Centralized video

If the endpoints and MCU have hybrid multipoint-centralized video capability, they may use
distributed multipoint for audio and centralized mudtipoint for video. In this mode, the endpoints
communicate with the MC in a point-to-point mode on the H.245 Control Channel and optionally
with an MP on data channels.

The endpoints shall have the capability to multicast their audio channels to all other endpoints in the
conference. The MC may control which endpoint or endpoints are actively multicasting aundio. The
endpoints receive multicast audio channels and perform a mixing function in order to present a
composite audio signal to the user,

All of the endpoints in the conference transmit their video channels to the MP. The MP performs the
video switching, mixing, or format conversion functions and outputs the resulting video streams to
the endpoints. The MP may produce an exclusive video stream for each endpoint in the conference,
or it may multicast a video stream to all participating endpoints, in order to minimize the bandwidth
used on the network.

This mode is signalled by the following H.245 capabilitics: centralizedControl, distributedAudio,
centralized Vides and centralizedData,

6.8.5 Establishment of commeon mode

The MC shall coordinate a commeon communications mode between the endpoints in the multipoint
conference. The MC may force endpoints into a particular common mode of transmission
(as allowed by their capability sets) by sending to the endpoint a receive capability set listing only
the desired mode of transmission, or the MC may rely on multipsintMedeCommand and mode
preference commands to enforce mode symmetry, The latter approach should be used since it aliows
the endpoints to know the full range of conference capabilitics available that can be requested.

If the MCU has the capability to convert audio and/or video formats, it may not be necessary to force
all endpoints into the same communications mode.

6.8.6 Multipeint rate matching

Since the endpoints on each link in a multipoint configuration may attempt to operate at different bit
rates, the MC shall send H.245 flowControlCommand messages to limit the transmitted bit rates to
those which can be sent to receivers.
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6.8.7 Multipoint lip synchrenization
An MP which is providing audio mixing in either the Centralized or Hybrid multipoint conferences
shall modify the time tags of the audio and video streams, taking into account its own time base, in
order to maintain audio and video synchronization. Further, when the MP processes the audio and/or
video to generate a new giream sourced from the MP, the MP shall generate its own sequence
numbers in the audio and video packets.

When mixing andio, the MP should synchronize each of the incoming audio strearus to its own
timing, mix the audio streams, and then shall generate & new audio stream based on itg own timing
with 113 own sequence numbers. [f the MP is also switching video, the switched stream shall have itg
original time-stamp replaced with the MP time base to synchronize it with the mixed audio stream
and shall bave 4 new sequence number representing the stream from the MP.

In the case of distributed multipoint conferences, the receiving endpoint may be able to maintain Hp
synchronization by aligning the sclected video stream and its associated audio by using the RTP time
tags. Alignment of the other audic streams may not be necessary. If multiple video streams are
displayed, the associated audio streams should be aligned.

It may not be possible to guarantee lip synchronization in hybrid multipoint conferences.

6.8.8 Multipoint encryption

In a centralized multipoint configuration, the MP is considered to be a trusted entity. Each port of the
MP decrypts the information streams from each of the 1.323 endpoints and encrypts the information
streams 10 cach endpoint in accordance with 10.1. Operation of an untrusted MCU is for further
study.

6.8.9 Cascadiag multipoint conirol unils

The muldtipoint control function may be distributed between several MCs. This is called cascading.
Cascading allows two or more MCs to communicate with each other in order to control a multipoint
conference. Cascading MCs consists of establishing an H.245 Control Channel between the MCs.
One MC is defined as the Master MC while the other MCs are defined as Slave MCs,

The procedures for cascading MCs are defined in 8.4.5.

6.9 Meodels for supplementary services

The ability to support a large variety of supplementary services and features is a requirement for
many telephony solutions, regardiess of the underlying technologies.

For many such services, an associated requirement is that a high level of interoperability exists
between equipment provided by different vendors. This requirement leads to standards-based
solutions.

At the same time, equipment suppliers require the ability to provide services that highlight their own
products. This can be achieved using proprietary means, but interoperability is compromised. In
some cases, such a penalty may be acceptable or desirable, but often this is not so.

The goal, therefore, is to define a standard that is sufficiently flexible that it can sapport all {or most
of) the services that a vendor may wish to supply.

Within the H.323 environment, there are several different methods by which services can be
provided: the H.450 series of Recommendations, H.24¥ in association with its packages, stimulus
signalling and Annex K. Although there is commonality of certain design goals for each of these
solutions, the emphasis varies and each is more appropriatc for certain circumstances. These
solutions represent a spectrum of options for system and feature implementation, from purely peer-
peer (functional) control to purely master/slave {stimulus) control, using cither first or third party
control. Rather than ¢ompeting, they are complementary, allowing for freedom of choice to the
system developer.

TTU-T Ree. H.323 (11/2000) 49
CSCO-1032
CISCO SYSTEMS, INC. / Page 63 of 258




The H.450 series of Recommendations is designed for interoperability of services at a functional
level. Its derivation from QSIG ensures interworking with many private networking sysiems.
Services are defined for peer-peer relationships, with feature intelligence typically resident in the
endpoint. An H.450 based service must normally be explicitly supported by each affected endpoint
in the system. This distribution of service control allows endpoints to be more sclf-supporting and
self-contained and is ideally supported by higher-end endpoints.

The other protocols provide for stimulus level control, where a full understanding of a service is
normally only required by a single entity, typically in a master-slave relationship. Such stimulus-
based methods use a set of well-defined atomic functions, which, in various combinations, provide
any number of services.

Stimulus protocols simplify the introduction of new services. However, different implementations of
the same service may differ sufficiently to complicate interoperability, even within the same network
type.

Annex K allows third party controt of an H.323 call based on a separate control channel (using
HTTP [48]) for user interaction. There is no fixed sct of capabilities for the user interface, as various
types of text formats, images and sounds may be utilized dynamically as registered MIME [49]
types, The service provider (the HTTP server) is responsible for the mapping between HTTP cvents
and call control actions (H.450 or other messages) for supplementary services, so the H.323 endpoint
is unawarc of the HTTP application. The service provider may be associated with the local
Gatekeeper, the remote endpoint, or remote Gatekeeper within a call,

H.24R is a generic gateway "device control" protocol, based entircly on a master/slave (stimulus)
control model wherein all control intelligence is maintained in a central entity (the Media Gateway
Controller, or MGC) and the endpoint (the Media Gateway, or MG) is a slave, H.248 is designed to
be independent of the call control protocol and therefore does not require that endpoints be H.323
compliant. H.248 was developed for control of media gateways and it implies a tight relationship
between the MGC and the MG, where a user can subscribe to features from only one MGC at a time.
H.248 is designed o be easily extensible by the use of packages to define specific support, so that
the services that an H.248-based system can support are limited only by the packages supported by
the MGC and the MG.

7 Call signalling

Call signalling is the messages and procedures used to establish a call, request changes in bandwidth
of the call, get status of the endpoints in the call, and disconnect the call. Call signalling uses
messages defined in ITU-T Rec. H.225.0 and the procedures described in clause 8. This clause
describes some call signalling concepts.

71 Addresses

7.1.1  Network address

Fach H.323 entity shall have at least one Network Address, This address uniquely identifies the
H.323 entity on the network. Some entitics may share a Network Address (ie. a terminal and a
colocated MC). This address is specific to the network environment in which the endpoint is located.
Different network environments may have different Network Address formats.

An endpoint may vse different Network addresses for different channels within the same call,
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7.1.2  TSAP identifier

For cach Network Address, cach H.323 entity may have several TSAP Identifiers. These TSAP
Identifiers allow multiplexing of several channels sharing the same Network Address,

Endpoints have one well-known TSAP Identifier defined: the Call Signalling Channel TSAP
Identifier. Gatekeepers have one well-known TSAP Identifier defined: the RAS Channel TSAP
Identifier and one well-known multicast address defined: Discovery Multicast Address. These are
defined in Appendix TV/H.225.0.

Endpoints and H.323 entities should usc dynamic TSAP Identifiers for the H.245 Control Channel,
Audio Channels, Video Channels, and Data Channels. The Gatekeeper should use a dynamic TSAP
{dentifier for Call Signalling Channels. The RAS Channels and Signalling Channels may be
redirected to dynamic TSAP Tdentifiers during the registration procedure.

7.1.3 Alias address

An endpoint may also have one or more alias addresses associated with it. An alias address may
represent the endpoint or it may represent conferences that the endpoint is hosting. The alias
addresses provide an alternate method of addressing the endpoint. These address include
dialedDigits or partyNumber addresses (including private telephone numbers and public E.164
numbers), H.323 IDs (alphanumeric strings representing names, e-mail like addresses, etc.), and any
others defined in ITU-T Rec. H.225.0. Alias addresses shall be unique within a Zone. Gatekeepers,
MCs, and MPs shall not have alias addresses.

NOTE - Versions 1, 2 and 3 of ITU-T Rec. H.323 and H.225.0 referred to dialed digits in general ag E.164
addresses (and dialedDigits was ¢164), which they were not. Also, those versions of ITU-T Rec. H.323 and
H.225.0 referred to E.164 addresses as Public Party Numbers (ei6d4Number was publicPartyNumber):
nowhere was it made clear that public party numbers were E.164 numbers. This terminology change does not
atfect backward compatibility in any way. Refer to-Appendix V for a detailed discussion on the usage of
E.164 numbers,

When there is no Gatckeeper in the system, the calling endpoint shall address the called endpoint
directly using the Call Signalling Channel Transport Address of the called endpoint. When there is a
Gatckeeper in the system, the calling endpoint may address the called endpoint by its Call Signalling
Channel Transport Address, or alias address. The Gatekeeper shall translate the latter into a Call
Signalling Channel Transport Address.

The called endpoint's dialedDigits address may consist of an optional access code followed by a
telephone number specific to the service provider's numbering plan. The access code consists of n
digits from the set of 0 to 9, *, and #. The number of digits and their meaning is left to the discretion
of the manufacturer. One purpose of such an access code might be to request access t¢ a Gateway.
The Gatekeeper may alter this address prior to sending it to the destination. The Gatekeeper may also
provide a partyNumber to use in place of the dialed Digits.

The H.323 ID consists of a string of ISO/IEC 10646-1 characters as defined tn ITU-T Rec. H.225.0.
It may be a user name, conference name, e-mail name, or other identifier.

An endpoint may have more than one alias address (including more than one of the same type)
which is transiated to the same Transport Address.

714  F.323 URL scheme

One of the alias types defined by ITU-T Rec. H.323 is the url-ID, which is intended to contain
standard URL schemes that may be used to reach resources. An H.323 entity may accept any valid
URL that it understands, but should support the H.323 URL as defined in this clause.
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The H.323 URL is intended to help an entity resolve the address of another H.323 entity. Tt is
composed of two parts: the user and the hostport. The user specifies an alias for the entity, such as a
user or & service, without carrying any information about the location of the enfity. The hostport, on
the other hand, is the domain name of the Endpoint, Gatekeeper, or Border Element.

The H.323 URL is defined in ABNF as shown below. Note that it utilizes the Core Rules specified
in 6.1 of [52].

H323-URL ®h323: % address [ url-parameters ]

address user / *@" hostport / user "@" hostport

user = %x21-x24 / %x26~-x3F / $x41-7F / ezcaped

The symbols *%*, ¥"@%, and symbols with a
character value below 0x21 may be represented
as escaped sequences,

e e Ne

hostport = host [ ":" port]

hosat = hostname / IPviaddress / IPvéreference

hostname = *( domainlabel *." } toplabel [ ®.% ]
domainlabel = alphanum / alphanum *{ alphapum / *-" } alphanum
toplabel = ALPHA / ALPHA *{ alphanum / *-" ) alphanum
IPvdaddress = 1I*3DIGEIT v, I#3DIGIT *.% 1+3DIGIT ¥.* 1x3DIGIT
IPvéreference = nin rpyfaddress w10

IPveaddress = hexpart [ #:% IPviaddress ]

hexpart = hexseq / hexseq "::* [ hexseg ] / "::" [ hexsegqg ]
hexseq = hext *{( ":* hex4 )

haxit = 1*4HEXDIG

port = LA*DIGIT

url-parameters = #{ W.¥ yyl-parameter )

url-paraneter = %x21-x24 / $x26-x37 / %x3C-xTF / escaped

; Specific parameter definitions are for further
; study. The symbols #»%%, ¥;%  and symbols with
; a chavacter value below 0x21 may be

; represented as escaped seguences.

unreserved = alphanum / mark
alphanum = ALPHRA / DIGIT
mrk = L / noon / L / LR / L8 1) /' Wk B / T
/ II(I-I“ /‘ “)is / wen '/ W / 5gn // ||$u /' W
escaped = “%% HEXDIG HEXDIG

The host 15 case insensitive.

The wuser is a Unicode [19] string that shall be UTF-8 [57] encoded and then escaped as necessary.
Except for characters with a mumeric value below 0x80, the user is case sensitive. The characters
with a numeric value below 0x80 are case insensitive,

The character set and case sensitivity of the wurl-parameter is specified in each parameter definition.

If an endpoint registers with a Gatekeeper and does not provide a swosiport string, the Gatekeeper
may append a Aosiport string to the URL when it returns the endpoint's aliases in an RCF message.
The endpoint shall accept the modified alias and use it when sending subsequent requests to the
Gatekeeper, including URQ messages to unregister the alias.

7.2 Registration, Admission and Status (RAS) channel

The RAS Channel shall be used to carry messages used in the Gatekeeper discovery and endpoint
registration processes which associate an endpoint's alias address with its Call Signalling Channel
Transport Address, The RAS Channel shall be an unreliable channel.

Since the RAS messages are transmitted on an unreliable channel, H.225.0 recommends timeouts
and retry counts for various messages. An endpoint or Gatekeeper which cannot respond to a request
within the specified timeout may use the Request in Progress (RIP) message to indicate that it is still
processing the request. An endpoint or Gatekeeper receiving the RIP shall reset its timeout timer and
retry counter.

W
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7.2.1  Gatekeeper discovery

Gatckeeper discovery is the process an endpoint uses to determine which Gatekeeper to register
with, This may be done manually or automatically. Manual discovery relies on methods outside the
scope of this Recommendation to determine which Gatekeeper an endpoint is associated with. The
endpoint is configured with the Transport Address of the associated Gatekeeper. For example, it may
be entered at endpoint configuration, or it may be entered into an initialization file. In this way, the
endpoint knows a priori which Gatekeeper it is associated with. The endpoint can now register with
that Gatekeeper.

The Automatic method allows the endpoint-Gatekeeper association to change over time. The
endpoint may not know who its Gatekeeper is or may need to identify another Gatekeeper due to a
fatlure. This may be done through auto discovery. Auto discovery allows for lower administrative
overhead in configuring individoal endpoints and additionally allows replacement of an existing
Gatekeeper without manually reconfiguring all of the affected endpoints.

The endpoint may multicast (or use other methods as described in Appendix IV/H.225.0) a
Gatckeeper Request (GRQ) message, asking "Who is my Gatekeeper?”. This is sent to the
Gatekeeper's well-known Discovery Multicast Address. One or more Gatekeepers may respond with
the Gatekeeper Confirmation (GCF) message indicating "I can be your Gatekeeper” and containing
the Transport Address of the Gatekeeper's RAS Channel. If a Gatekeeper does not want the endpoint
to register to it, it shall retum Gatekeeper Reject (GRY). See Figure 23. If more than one Gatekeeper
responds, the endpoint may cheose the Gatekeeper it wants to use. At this point, the endpoint knows
which Gatekeeper to register with, The endpoint can now register with that Gatckeeper,

In the event that the endpoint knows the location of the Gatekeeper by some a priori means, the
endpoint may still choose to unicast the GRQ to the Gatekeeper for the purpose of H.225.0
cryptological exchange.

Endpoint Gatekeeper

GRQ

GCEF/GRI

T1521260-66

Figure 23/H.323 - Auto discovery

In order to provide redundancy in systems which use a Gatekeeper, the Gatekeeper may indicate
alternate Gatckeepers that may be used in the event of a primary Gaickeeper failure. This list of
alternate Gatekeepers 1s provided in the alternateGatekeeper field of the GCF and RCF messages.
If no Gatekeeper responds within a timeout, the endpoint may retry the GRQ. An endpoint shall not
send a GRQ within § s after sending a previous one. If no response is received, the endpoint may use
the manual discovery method.

If at any time an endpoint determines it has an invalid registration with its Gatekeeper, it must
rediscover its Gatekeeper. The endpoint may assume a registration is invalid if an RRJ is return by a
Gatekeeper in response to an RRQ or if no response is received for an RRQ within a timeout,

The GRQ may be repeated periodically (i.e. at endpoint power-up), so the Gatckeeper shall be able
to handle multiple requests from the same endpoint.
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7.2.2 Endpoint registration

Registration is the process by which an endpoint joins a Zone and informs the Gatekeeper of its
Transport Addresses and alias addresses. As part of their configuration process, all endpoints shall
register with the Gatekeeper identified through the discovery process. Registration shall occur before
any calls are attempted and may occur periodically as necessary (for example, at endpoint
power-up),

A Gateway or MCU may register a single Transport Address or multiple Transport Addresses as its
call signailing address and may register a single Transport Address or multiple Transport Addrcsses
as its RAS address. The use of multiple Transport Addresses shall indicate a prionitised list of
addresses to try when communicating with a given endpoint through either its RAS or Call
Signalling Channel.

An endpoint shall send a Registration Request (RRQ) to a Gatekeeper. This is sent to the
Gatekeeper's RAS Channel Transport Address. The endpoint has the Network Address of the
Gatekeeper from the Gatckeeper discovery process and uses the well-known RAS Channel TSAP
Identifier. The Gatckeeper shall respond with either a Registration Confirmation (RCF) or a
Registration Reject (RRI). See Figure 24. An endpoint shall only register with a single Gatekeeper.

The RRQ may be repeated periodically (1.e. at terminal power-up), so the Gatekeeper shall be able to
handle nultiple requests from the same endpoint. If a Gatekeeper receives an RR(Q having the same
alias address (or list of alias addresses) and the same Transport Addresses as an active registration, it
shall respond with RCF. If a Gatckeeper receives an RR() having the same alias address (or list of
alias addresses) as an active registration and different Transport Addresses, it may confirm the
request, if it complies with the Gatekeeper's registration policy. If the request does not comply with
the Gatekeeper's registration policy, the Gatekeeper should reject the registration indicating a
duplicate or invalid registration. If the Gatekeeper receives an RR(Q having the same Transport
Addresses as an active registration and a different alias address (or list of alias addresses) and the
RRO is not specified to be an additive RRQ, it should replace the translation table entrics. The
Gatekeeper may have a method to authenticate these changes.

An endpoint may indicate a backup, redundant, or alternate Transport Addresses using the
alternateEndpoint structore within the RAS messages. This allows an endpoint to have a secondary
network interface or a secondary H.323 endpoint as a backup. The Gatckeeper shall reject
ambiguous registrations, The Gatekeeper may reject the registration for other reasons, such as
changes in discovery or security issues.

If the endpoint does not include an alias address in the RRQ message, the Gatekeeper may assign
one. The Gatckecper shall return the assigned alias address to the terminal in the RCF message.
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An endpoint may cancel its registration by sending an Unregister Request (URQ) message to the
Gatekeeper. This allows an endpoint to change the alias address associated with its Transport
Address or vice versa, The Gatekeeper shall respond with either an Unregister Confurnation (UCE)
message or an Unregister Reject (URJ) message according to Gatekeeper policy.

If the endpoint sends 8 URQ message containing a list of alias addresses, the Gatekeeper shall only
unregister the listed aliases if it chooses to accept the request. If the endpoint sends a URQ message
that does not contain any alias addresses, the Gatekeeper shall unregister all aliases, if any, for the
endpoint if it chooses to accept the request.

A Gatekeeper may cancel the registration of an endpoint by sending an Unregister Request (URQ)
message to the endpoint. The endpoint shall respond with an Unregister Confirmation (UCF)
message. The endpoint shall attempt to re-register with a Gatekeeper prior to initiating any calls.
This may require the endpoint to register with a new Gatckeeper.

If the Gatekeeper sends & URQ message containing a list of alias addresses, the endpoint shall
assume that only those alias addresses are unregistered. A URQ that contains no aliases shall
indicate & request to unregister the endpoint.

An endpoint which is not registered with a Gatekeeper is called an unregistered endpoint. This type
of endpoint does not request admission permission from a Gatckeeper and so cannot participate in
admissions control, bandwidth control, address translation and other functions performed by the
Gatekeeper.

7.2.2.1  Use of lightweight RRQ

An endpoint's registration with a Gatekeeper may have a finite life. An endpoint may request a
timeToLive in the RRQ message to the Gatekeeper. The Gatekeeper may respond with an RCF
containing the same timeToLive or a shorter timeToLive. After this time, the registration shall be
expired. The timeTolLive is expressed in seconds. Prior to the expiration time, the endpoint may
send an RRQ message having the keepAlive bit sct. The keep-alive RRQ may include a minimum
amount of information as described in ITU-T Ree. H.225.0. The keep-alive RRQ shall reset the time
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to live timer in the Gatekeeper, allowing the registration to be extended. After the expiration time,
the endpoint must re-register with a Gatekeeper using a full RRQ message.

If the Gatekeeper does not include a timeToLive value in the RCF, the registered endpoint shall
consider that the Gatekeeper is not supporting the keep-alive mechanism. Endpoints shall not send
RRQs with the keepAlive field sct to Gatekeepers which have indicated that they are vot supporting
the keep-alive mechanism,

Gatekeepers should not treat an RRQ with the keepAlive figld set as a full registration (i.e. for
updating or initializing its translation tables),

Endpoints should consider messaging and processing delays when determining when their
registration will expire (i.e. the duration of their own time-to-live timer) at the Gatekeeper.

Expiration of the time-to-live timer in the Gatekeeper results in the expiration of the registration of
the endpoint. A Gatckeeper may send a URQ to the endpoint as a notification of such expiration.
This allows for loss of synchronization between the time-to-live timers of the Gatekeeper and the
endpoint. It also indicates a need for re-registration to endpoints which do not support the keep-alive
mechanism,

An endpoint which sends a lightweight RRQ to its Gatckeeper after the time-to-live timer has
expired in the Gatekeeper will receive an RRJ response with rejectReason of either
fullRegistrationRequired or discoveryRequired, depending on Gatekeeper requirements,

An endpoint which sends an ARQ to its Gatekeeper after the time-to-live timer has expired in the
Gatekeeper will receive an ARJ with rejectReason of cither callerNotRegistered or
calledPartyNetRegistered. An endpoint which initiates a new call through its Gatekeeper after
expiration of the Gatckeeper's time-to-live timer will receive a Release Complete message with a
reasen of ¢allerNotRegistered or calledPartyNotRegistered.

Drisposition of existing calls upon exptration of the time-to-live timer 1s implementation dependent.

7.2.2.2  Use of Additive Registrations

Support for additive registrations is optional in both the Gatekeeper and the endpoint. A Gatekeeper
that  supports  additive  registrations  shall  indicate support by including the
supportsAdditiveRegistration field in the RCF message and shall comply with the procedures set
forth in this clause. Additionally, an endpoint shall not use the additive registration procedure
described in this clause if the supportsAdditiveRegistration field of the RCF 1s missing.

If the Gatekeeper receives an RRQ with the additiveRegistration field included, it shall treat the
RRQ as an addition of information to an existing registration for the endpoint specified in the
endpointldentifier field. Upon receiving an additive RRQ, the Gatekeeper shall add the alias {or list
of aliases) from the terminalAlias and terminalAliasPattern fields to the existing translation table
entries for the endpoint. Also, the Gatckeeper shall add the supported prefixes from the
supportedPrefixes ficld of the terminalType ficld to the existing translation table entries for the
endpoint. Any previously registered alias addresses or supported prefixes for the endpoint shall
remain registered. The Gatekeeper shall replace the endpoint's Call Signalling Addresses and RAS
addresses with the values specified in the caliSignalAddress and rasAddress fields, if any are
present, and shall replace the cudpoint's ahiermate endpoints with values specified in the
alternateEndpoints field, if present. The keepAlive shall be FALSE if the additiveRegistration
field is included in the RRQ. However, the receipt of an additive RRQ shall cause the Gatckeeper to
restart the endpoint’s time to live counter if one is currently running,

An endpoint that sends an additive RRQ to its Gatekeeper when the endpoint is not registered will
receive an  RRJ response  with  rejectReason of ecither fullRegistrationRequired or
discoveryRequired, depending on Gatekeeper requirements,
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NOTE - As the additive RRQ is not a fildl registration, the Gatekeeper may ignore fields in the additive RRQ
not specifically referenced in this clause.

7.2.3 Endpoeint location

An cndpoint or Gatckeeper which has an alias address for an endpoint and would like to determine
tis contact information may issue a Location Request (LRQ) message. This message may be sent to a
specific Gatckeeper's RAS Channel TSAP Tdentifier or may be multicast like the GRQ message to
the Gatekeeper's well-known Discovery Multicast Address. The Gatekeeper with which the
requested endpoint is registered shall respond with the Location Confirmpation (LCF) message
containing the contact information of the endpoint or the endpoint’s Gatekeeper. Contact information
shall iochude the Call Signalling Channel and RAS Channel addresses to be used to reach the
endpoint and optionally additional destination information which can provide disling information
and extension information concerning the requested endpoint,

All Gatekeepers with which the requested endpoint is not registered shall return Location Reject
(LR]) if they received the LRQ on the RAS Channel. Any Gatekeeper with which the requested
endpoint is not registered shall not respond to the LRQ, if it received the LRQ on the Discovery
Multicast address.

An endpoint or Gatekeeper may include one or more dialedDigits or partyNumber extensions (o
which it wishes to connect in the destinationInfo field of the LRQ to atterpt to locate an available
Gateway outside of its zone. A Gatekeeper which receives an LR requesting an available Gateway
is not obligated to make its Gateways available to such a request,

A Gatekeeper may be aware of the alias address and connection information of endpoints on the
SCN. This Gatekeeper could respond to an LRQ requesting information on the SCN endpoint with
the connection information necessary to reach that endpoint. This would include the information
necessary to address the Gateway as well as the SCN endpoint. Note that the SCN endpoint is not
registered with the Catekeeper in the sense that it exchanges RRQ/RCF messages with the
Gatekeeper. The method by which a Gatekeeper becomes aware of the SCN endpoint information is
outside the scope of this Recommendation.

7.2.4 Admissions, bandwidth change, status and disengage

The RAS Channel is also used for the transmission of Admissions, Bandwidth Change, Status and
Disengage messages. These messages take place between an endpoint and a Gatekeeper and are used
to provide admissions control and bandwidth management functions. The detailed use of these
messages is deseribed w clavse 8.

The Admissions Request (ARQ) message specifies the requested Call Bandwidth, This is an upper
limit on the aggregate bit rate for all transmitted and received, audio and video channels exclading
any RTP headers, RTP payload headers, network headers, and other overhead. Data and control
channels are not inchuded in this limit. The Gatckeeper may reduce the requested Call Bandwidth in
the Admissions Confirm (ACF) message. An endpoint shali assure that the aggregate bit rate,
averaged over one second, for all transmitted and received, audio and video channels is at or below
the Call Bandwidth. An endpoint or the Gatekeeper may attemapt to modify the Call Bandwidth
during a call using the Bandwidth Change Request (BRQ) message.

7.2.5  Access tokens

An Access Token is a siring passed in some RAS messages and the Setup message. The Access
S

Tokens have two uses. First, they can provide privacy by shiclding an endpoint's Transport Address
and Alias Address information from a calling party. A user may give out only the Access Token for
a calling party to use in reaching the endpoint. The Gatekeeper will know the endpoint related to the
Access Token from the registration process, so that calls using the Access Token can be routed
through the Gatekeeper to the called endpoint. The use of the access token only applies to the
Gatekeeper routed call model when attempting to hide the Transport Address from the endpoint.
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The second use of the Access Token is in ensuring that calls are routed properly through H.323
entities. An Access Token returned by a Gatekeeper shall be used in any subsequent setup messages
sent by the endpoint, This Access Token may be used by a Gateway to assure that the endpoint has
permission to use the Gateway resources, or it may be used by a called endpoint to assure that the
calling cudpoint can sigoal it dircetly.

The Access Token may also be distributed by out-of-band methods to assure proper access to
Gateways and endpoints 1n systerns that do not have Gatekeepors.

7.2.6  Alternate gatekeeper procedures

For the purposes of ensuring system availability, redundancy, and scalability, the Gatekeeper may
provide the RAS signalling function by utilizing multiple physical or logical devices, referred to as
Alternate Gatekeepers. If the endpoint supports the Alternate Gatekeeper procedures defined in this
clause, it should include the suppertsAIGK field in the GRQ and RRQ messages.

When an endpoint initiates communication with the Gatekeeper, it may be provided with a list of
Altemnate Gatekeepers via the GCF message. If the Gatekeeper does not respond to the subsequent
RRQ, the endpoint shall attempt to register with the Gatekeeper using the list of Alternate
(Gatekeepers provided in the GCF. If no Alternate Gatckeeper responds, the endpoint shall reinitiate
the Gatekeeper discovery process.

If the endpomnt receives & GRJI message containing Alternate Gatekeeper information and does not
receive a2 GCF message, the endpoint shall send GRQ messages 10 one or more Alternate
Gatckeepers in the list of Alternate Gatekeepers received in the GRJ. If multiple GRJ messages are
received, the endpoint may select any one GRI message from which to extract Alternate Gatekeeper
information. If no Alternate Gatekeeper sends a GCF message, the endpoint may atternpt {0 use any
new Alternate Gatekeeper lists received for the purpose of Gatekeeper discovery or it may reinitiate
the Gatekeeper discovery process.

If the endpoint has not yet registered with the Gatekeeper or has reinitiated the Gatekeeper discovery
process, it shall ignore the need ToRegister ficld in the Alternate Gatekeeper list and assume that the
valae is TRUE.

If the endpoint is registered with the Gatekeeper and the Gatckeeper becomes unresponsive, the
endpoint shall attempt to communicate with an Alernate Gatekeeper.

The Gatekeeper may explicitly redirect an endpoint to an Altornate Gatckeeper by retuming a RAS
rejection message with a list of Alternate Gatekeepers. If the altGKisPermanent field is set to
FALSE in such a redirection, the redirection is considered temporary, as it only applies to a single
RAS message.

A Gatekeeper may send 2 URQ 1o an endpoint with a list of Alternate Gatekeepers, in which case the
endpoint shall respond with a UCF and attempt to communicate with an Aliernate Gatekeeper. The
endpoint shall ignore the values of the need ToRegister and altGKisPermanent ficlds and assume
that those values are TRUE. An endpoini shall not include a list of Alternate Gatekeepers in any
URQ message that it sonds,

An endpoint shall keep only one list of Alternate Gatekeepers. That list shall be taken from the most
recently received list of Altemate Gatekeepers received in any RAS message, with one exception: if
the endpoint is temporarily redirected to an Alternate Gatekeeper and the Alternate Gatekeeper
retumns a rejection message with a list of Alternate Gatckeepers (even if the list is empty), the
endpoint shall interpret the rejection as a redirection. The endpoint may ignore the list of Alternate
Gatekeepers provided in such a redirection and continue using the list of Alternate Gatekeepers
received in the original rejection message.

If the Gatckeeper wishes to clear the endpoint’s list of Alternate Gatekeepers, such as when the
Gatekeeper is reconfigured to not use Alternate Gatekeepers, it shall return an empty list of Alternate
Gatekeepers to the endpoint in the RCF message.

58 ITU-T Rec. H.323 (11/2000)
CSCO-1032
CISCO SYSTEMS, INC. / Page 72 of 258



The endpoint shall use the prierity field to indicate the order in which to communicate with
Alternate Gatekeepers, If multiple Aliernate Gatekeepers are specified to have the same priority, the
endpoint may order the Aliernate Gatckeepers with the same priority value as it chooses.

When an endpoint is redirected to a temporary Alternate Gatekeeper, it shall ignore the
need ToRegister field and assume the value is FALSE and retransmit only the redirected RAS
message 1o a temporary Aliernate Gatekeeper. All other RAS messages shall continue to be sent to
the Gatckeeper as usual. Note that this does not preclude the Gatekeeper from temporarily
redirecting an endpoint to an Alternale Gatekeeper by returning an RRJ to either an RRQ or a
lightweight RRQ.

If distinet RAS requests are redirected to temporary Alternate Gatekeepers, each distinct message
shall be sent to one and only one temporary Alternate Gatckeeper at a time, although different RAS
messages may be sent to different temporary Alternate Gatekeepers simultaneously. It the endpoint
determines that a temporary Alternate Gatekeeper is unresponsive, it shall attempt to retransmit the
RAS request to another Alternate Gatckeeper. If all Alternate Gatekeepers are unresponsive to a
RAS request, the endpoint shall assume that the RAS request is rejected. If the request was an RRQ,
the endpoint shall reinitiate the Gatekeeper discovery process.

If the Gatekeeper becomes unresponsive or if the Gatekeeper redirects the endpoint by rcturning a
list of Alternate Gatekeepers with the altGKisPermanent field set to TRUE, the endpoint shall
attempt to communicate with an Alternate Gatekeeper. The endpoint shall attempt communication
with only one Alternate Gaickeeper. Only after the endpoint determines that an Alternate Gatekeeper
is unresponsive shall it attempt to communicate with the next Alternate Gatekeeper. If all Alternate
Gatekeepers are unresponsive, the endpoint shall reinitiate the Gatekeeper discovery process. If
registration is required with an Alternate Gatekeeper, the endpoint shall first atfenpt to send an RRQ
to the Alternate Gatekeeper, rather than a GRQ. Ouly if the Gatekeeper returns an RRJ with the
reason discoveryRequired shall the endpoint send a GRQ to the Alternate Gatekeeper. When
permanently transitioning to an Alternate Gatekeeper, the endpoint shall send all further RAS
messages to the Altemate Gatekeeper, including outstanding RAS requests that timeout, The
endpoint should reset the retry counters for any outstanding RAS messages before transmitting them
to the Alternate Gatekeeper for the first time.

It an Alternate Gatekeeper to which an endpoint is redirected returns a rejection message without a
Hist of Alternate Gatekeepers, the endpoint shall accept the message as a rejection to the original
request. If the rejection was to an RRQ, the endpoint shall reinitiate the Gatekeeper discovery
process. If the Alternate Gatekeeper redirects the endpoint by returning a rejection message with a
list of Aliernate Gatekeepers, the endpoint shall attempt to send the request to another Alternate
Gatekeeper. If all Alternate Gatekeepers redirect the endpoint, the endpoint shall vltimately assume
that the request is rejected.

An endpoint shall not send a URQ message when transitioning between Alternate Gatekeepers, even
if the needToRegister ficld is TRUE, except in the case where the Gatekeeper sends a URQ with a
list of Alternate Gaickeepers.

If an endpoint is redirected to an Alternate Gatekeeper that is specified to be permanent (i.e. the
altGKisPermanent ficld is TRUE) or was forced to begin communicating with an Alternate
Gatekeeper after its Gatekeeper became unresponsive, it shall assume that the Alternate Gatekeeper
is prepared 1o accept requests relating to existing calls, Tt shall send all subsequent BR(Q, DRQ, and
IRR messages relating to existing calls to the Alternate Gatekeeper. Likewise, the Alternate
Gatckeeper shall be prepared to handle such messages.

If an endpoint begins communicating with an Alternate Gatekeeper with which registration was not
required, including temporary Alternate Gatekecpers, the gatekeeperidentifier field of the URQ,
ARQ, BRQ, LRQ, and DRQ messages shall contain the gatekeeperldentifier of the Alternate
Gatekeeper from the Alternate Gatekeeper list. This ficld may not be present when registration is
required.
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7.2.7 Usage information reporting
An endpoint may have the ability to collect and report call usage information, which may be useful
for accounting or billing purposes. A Gatekeeper may request that an endpoint report this
information. This feature is intended to interwork with the usage information reporting features of

systems that implement Annex G/H.225.0.

Note that this feature is intended for scenarios in which the endpoint from which the usage
information is requested is trusted, such as when a gateway and Gatekeeper are administered by the
same service provider. That is, it is assumed that the endpoint will accurately report its usage
information.

7.2.7.F  Advertising usage information reporting capabilities

An endpoint may advertise to a Gatekeeper its ability to collect and report usage information. It
specifies these capabilities in the usageReportingCapahility field of the RRQ message. If the
endpoint has reported its capabilitics and these capabilities subsequently change, the endpoint shall
send another RRQ specifying its capabilitics. Absence of a usageReporiingCapability ficld in an
RRQ indicates that the endpoint cannot report usage information.

7.2.7.2  Requesting usage information reports

A Gatekeeper may request usage information from an endpoint via the RCF, ACF and IRQ
messages. A Gatekeeper should assume that an endpoeint that has not advertised the ability to report a
particular type of usage information will not report that information, and it should not request that
information from the endpoint.

A Gatekeeper may request usage information via the usageSpec ficld of the RCF message. This
request is referred to as the “default” usageSpec. By including this field, the Gatekeeper is
requesting that the endpoint collect and report the specified usage information for all new calls. This
request does not apply to calls that are already in progress.

Once a Gatckeeper has delivered a default usageSpec via the RCF, it assumes that this request
remains in effect until it delivers another default usageSpec. If the Gatekeeper does not wish to
change a previously delivered default usageSpec, it may indicate this by not including the
usageSpec in when sending an RCF message. In order to change a previously delivered default
request for usage information, a Gatekeeper shall send a new usageSpee in its next RCF message. In
order to request that an endpoint stop reporting usage information, a Gatekeeper shall send a
usageSpec with no options selected in either the when or required fields,

A Gatekeeper may request usage information for a particular call via the usageSpec field of the ACF
message for that call, This request is referred to as the "per-call” usageSpec. if provided, this request
overrides, for that call, any default usage specification that the Gatekeeper may have provided in an
RCF message.

A Gatekeeper may also request usage information for a particular cali via the usagelnfoRequested
field of an IRQ message. The response to this request should immediately follow in an IRR message,
This request does not affect either the default usage specification sent via the RCF or the per-call
usage specification sent via the ACF.

A Gatekeeper that wishes an endpoint to report usage information periodically in unsolicited IRR
messages shall indicate this request by sclecting the inlrr option of the when ficld of the usageSpec.
It shall also specify etther the irrFrequencyInCall in the preGrantedARQ field of the RCF
message, or the irrFrequency in the ACF message, as appropriate for a particular call.
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A Gatckeeper that requests that usage information be reported at the start of a call or in unsolicited
IRR messages (i.¢. that selects the start or inlrr options in the when field of the usageSpec) should
acknowledge IRR messages in order to ensure that the requested usage information is reliably
delivered. To indicate that it will acknowledge IRR messages, the Gatekeeper sets the
willRespond ToIRR field of the RCF or ACF message to TRUE.

7.2.7.3  Sending usage information reports

An endpoint may report usage information to a Gatekeeper via the BRQ, IRR and, DRQ and DCF
messages. An endpoint may send usage information to a Gatckeeper that has not requested that
information. If an endpoint advertises the ability to collect and report a particular type of usage
information, and a Gatekeeper requests that information, then the endpoint shall report the requested
information. An endpoint shall ignore requests for usage information that are erroneous (such as a
request to provide the call end time at the start of a call). An endpoint may ignore a request for usage
information that does not fall within the endpoint's advertised reporting capabilities.

If a Gatekeeper sends an endpoint a default usageSpec in an RCF message, the endpoint shalf set the
usage information reporting parameters for all new calls based on this template, unless the
Gatekeeper supplics a per-call usageSpec for a particular call in an ACF message. If provided, the
per-call usageSpee overrides the default usageSpec for that call. An endpoint may apply an updated
default usageSpec to existing calls for which no per-call usageSpec was provided.

An endpoint shall inferpret a usageSpec with no options sclected in either the when or the required
ficlds as a request not to report usage information.

When reporting usage information via an IRR message, and the Gatekeeper has indicated via the
willRespond ToIRR field of either the RCF or ACF that it will acknowledge IRRs, an endpoint shall
set the needResponse ficld to TRUE and retransmit the information if an acknowledgement is not
received. This rule shall apply whether the IRR is solicited or unsolicited.

If the Gatekeeper has requested that usage information be reported at the start of the call (Le. it
selected start in the when field of the usageSpec), and the roquested information is within the
endpoint’s advertised capabilities to report, then the endpoint shall report the requested information
immediately after the start of the call. If the cndpoint sends a BRQ at this point in time, then it may
include the requested usage information in the usagelnformation ficld of the BRQ message.
Otherwise, the endpoint shall send an unsolicited IRR message with the requested usage information
in the per-call usageInformation ficld.

If the Gatekeeper has requested that usage information be reported at the end of the call (e, it
selected end in the when field of the usageSpee), and the requested information is within the
endpoint’s advertised capabilities to report, then the endpoint shall report the requested information
immediately after the end of the call in the DRQ message (or in the DCF if the call is terminated by
the Gaiekeeper).

If the Gatekeeper has requested that usage information be reported in unsolicited IRR messages
(i.e. it selected inder in the when field of the usageSpec), and the requested information is within the
endpoint’s advertised capabilitics to report, then the endpoint shall report the requested information
in every unsolicited IRR that it sends,

The endpoint shall apply neither the default nor the per-call usageSpec when sending solicited IRR
messages (e, responses to TRQs). If the Gatckeeper requests usage information via the
usagelnfoRequested ficld of the IRQ, and it is within the endpoint’s advertised capabilities to report
this information, then the endpoint shall report the requested information in the per-call
usagelnformation field of the IRR. If the Gatekeeper does not request usage information in the IRR,
the endpoint should not include a usagelnformation ficld in the response.
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7.2.8  Call credit-related capabilities

By utilizing the optional credit-related capabilities, an endpoint can reccive a user's credit or debit
information from the Gatekeeper before and afier the user establishes a call. In turn, the endpomnt
may relay this information to the end user via an announcement. The endpoint also has the option to
Himit the user's call duration to an amount of time specified by the Gatekeeper. For instance, the
endpoint may disengage the call when the time or money on the user's account is exhausted.

In addition, the Gatekeeper may send balance-related announcements to the endpoint and may
indicate a call duration limit to the endpoint.

7.2.8.1  Endpeint advertisement of credit-related capabilities

The endpoint indicates its support for the call credit features via the RRQ. The ability to play or
display announcements regarding a caller's balance may be advertised via a new
supported H248Packages field. The supportedH248Packages ficld consists of an optional list of
H248PackagesDescriptors in binary format.

To send a text announcement, the endpeint and Gatekeeper may use the "Display" package
(PackagelD dis, 0x0014), defined in Annex G/H.248. Annex G/H.248 includes facilities to control
the location of the text on a terminal display and other functions.

To send the index of either a fixed or a parameterized voice announcement that is locally stored at
the endpoint, the endpoint and Gatekeeper may use the "Generic Announcement” package
{(PackagelID an, 0x001D) defined in Annex K/H.248.

As an alternative 10 the use of H.248 packages, the endpoint may indicate via H.225.0 call signalling
that it is capable of inchiding the user's balance in a text announcement that it constructs itself. This
capability may be indicated via the canDisplay AmouniString flag,

The endpoint may indicate via the canEnforceDurationLimit flag whether #t can perform its own
call timing,

7.2.8.2  Balance information sent by the gatekeeper to the endpoint

The Gatekeeper may send announcements (which could be either voice or text)} to the endpoint via
an H.248 "signal" in the ServiceControiDescriptor structure in the ACF, SCI, and/or DRQ
messages. Alternatively, the Gatekeeper may send a text string to the endpoint in the amountString
field that indicates the account balance, for example "$10.50", in the appropriate currency. In this
case, the endpoint is responsible for embedding the amount string in an announcement (for example,
"Current debit card balance: $10.50™) that is appropriate for that particular endpoint. Note that ISO
4217 detines standard abbreviations for currency types, such as "USD" for United States dollars, The
amountString field shall be encoded in Unicode.

A billingMode field is also added to allow the Gatekeeper to indicate the billing mode for the call. A
mode of debit indicates that the call will result in charges against the amount of money available in a
user's account. A mode of credit indicates that the call will result in charges 1o be paid by the user at
a later time. An eondpoint may use this information, for example, to determine the type of
announcement 10 play or display.

The caliDurationLimit field of the CallCreditServiceControl structure indicates the remaining
amount of time allowed for a particular call. The enforceCallDurationLimit flag indicates whether
timing enforcement shall be performed by the endpoint. The caliStartingPoint ficld indicates the
point in the call that timing shall begin if call duration enforcement is provided by the endpoint.

If the endpoint has advertised that it is capable of enforcing the time limit and the Gatekeeper
requests that the endpoint enforce the limit, then the endpoint shall disengage the call when the time
limit expires. Timing of the call duration shall begin upon transmission or reception of the Connect
message or the Alerting message as indicated by the caliStartingPoint field.
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7.2.9  Alternate transport addresses

An cndpoint may indicatc support for alternate transport protocols by providing the
alternateTransportAddresses ficld in the RRQ message. The Gatekeeper may instruct the cndpoint
as {0 which signalling transport protocol to wuse for making calls by including the
useSpecified Transport field in the RCF or ACF message. The Gatekeeper shall include in the
useSpecified Transport field only those protocols for which the endpoint has indicated its support.
The endpoint, upon receipt of the useSpecified Transport field, shall use the specified transport to
establish the call.

The Gatekeeper may give the endpoint a choice of transport protocols 1o use for call signalling by
including the alternateTransportAddresses ficld in the RCF or ACF message without including the
useSpecified Transport ficld. In this case the endpoint shall either use the protocol specified in the
destCaliSignalAddress field or select among the transports indicated in  the
alternateTransportAddresses field.

The Gatekeeper may also provide the alternateTranspertAddresses of and endpoint registered with
it to an H.323 entity in an LCF message.

7.3 Call signalling channel

The Call Signalling Channel shall be used to carry H.2250 call control messages. The Call
Signalling channel shall be a reliable channel.

In networks that do not contain a Gatckeeper, call signalling messages are passed directly between
the calling and called endpoints using the Call Signalling Transport Addresses. In these networks, it
is assumed that the calling endpoint knows the Call Signalling Transport Address of the called
endpoint and thus can communicate directly.

In networks that do contain a Gatckeeper, the initial admission message exchange takes place
between the calling endpoint and the Gatekeeper using the Gatekeeper's RAS Channel Transport
Address. Within the initial admissions message exchange, the Gatekeeper indicates in the ACF
message whether to send the call signalling directly to the other endpoint or to route it through the
Gatekeeper. The call signalling messages are sent to either the endpoint's Call Signalling Transport
Address or the Gatckeeper's Call Signalling Transport Address.

The Call Signalling Channel may carry signalling for many concurrent calls, using the Call
Reference Value to associate the message with the call. An entity indicates its ability to handle
muitiple concurrent calls on the same call signalling connection by setting the multipleCalls flag to
TRUE in messages that 1t sends on the Call Signalling Channel. An entity may dynamically set the
valug of the multipleCalls field in order to indicate its present ability to support multiple
connections along the Call Signalling Channel, If an endpoint wishes to change the value of
multipleCalls at a time when no other H225.0 messages are being exchanged across the Call
Signalling Channel, it shall transmit the multipleCalls field via a Facility message with the CRV set
to the Global Call Reference as shown in Figure 4-5/Q.931 and guid in the calildentifier field set to
all zeros.

An entity that is capable of processing multiple concurrent calls on the Call Signalling Channel may
indicate that it will support no additional calls on the signalling channel by sending Release
Complete with newConnectionNeeded as the reasen. An entity that receives Release Complete
with newConnectionNeeded can atternpt to connect a new Call Signalling Channel.

The Call Signalling Channel may be established prior to the actual need to signal a call, and the
channel may remain connected between calls. An entity may indicate this capability by setting the
maintainConnection flag to TRUE in messages that it sends on the Call Signalling Channel. In
addition, an endpoint which has this capability should indicate this when i registers with a
Gatekeeper. This will allow a Gatekeeper that utilizes Gatekeeper routing to connect to the endpoint
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at any point after registration, If the connection drops while no call or signalling is active, neither
end shall atiempt to open the connection until signailing is needed.

The value of the maintainConnection flag sent by an entity over a given Call Signalling Channel
shall be the same for every message containing this field for the duration of the Call Signalling
Channel. This does not preclude an entity from setting this value to TRUE for one Call Signalling
Channel and FALSE for another Call Signalling Channel.

ITU-T Ree. H.225.0 specifies the mandatory Q.931 messages that are used for call signalling in this

Recommendation. Clause 8 specifies the procedures for using them,

731  Call signalling channel routing

Call signalling messages may be passed in two ways. The first method 15 Gatekeeper routed call
signalling (see Figure 25). In this method, call signalling messages are routed through the
Gatekeeper between the endpoints, The second method is Direct Endpoint Call Signalling
{(see Figure 20). In this method, the call signalling messages are passed directly between the
endpoints. The choice of which methods is vsed 1s made by the Gatekeeper.

Both methods use the same kinds of connections for the same purposes and the same messages.
Admissions messages are oxchanged on RAS channels with the Gatekeeper, followed by an
exchange of call signalling messages on a Call Signalling channel. This is then followed by the
gstablishment of the H.245 Control Channel. The actions of the Gatekeeper in response to the
admission messages determine which call model is used; this is not under the control of the endpoint,
although the endpoint can speeify a preference.

For the Gatekeeper routed method, the Gatekeeper may choose to close the Call Signalling Channel
after the call setup is completed, or it may choose to keep it open for the duration of the call to
support supplementary services, Only the Gatekeeper shall close the Call Signalling Channel and it
should not be closed when a Gateway is involved in the calll If the Gatekeeper closes the Call
Signalling Channel then the present state of the call shall be retained by the entities involved. The
Gatekeeper may reopen the Call Signalling Channel at any time during the call,

The symmetrical signalling method of Annex D/(3.931 shall be used for all mandatory call signalling
procedures. This does not address the role that a Gateway might play on the SCN side using Q.931
or other call signalling protocols.

The Gatekeeper Clouds in Figures 25 through 28 contain one or more Gatekeepers which may or
may not communicate with each other. The endpoints may be connected to the same Gatekeeper or
to different Gatekeepers.

Gaickeeper Cloud

I ARQ
2 ACF/AR]
3 Setup
4 Setup
5 ARQ
6 ACF/ARJ
7 Connect
& Connect
FEndpoint Endpoint 2
revoncecceommeoncecee ('61}} Signalling Chaune) Messages TI821280-68
RAS Channel Messages
Figure 25/H.323 — Gatekeeper routed call signalling
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(Gatekeeper Cloud

1 ARQ
ACF/ARY
Setup 3

ARQ - Endpoirt 1 6 » Endpoint 2
ACF/AR} Q
6 Connect

[V S PSS ]

~ sonalli + TH521280-96
Call Signalling Channel Messages Saresy
FRE—— g g g

RAS Channel Messages

Figure 26/H.323 — Direct endpoint call signalling

7.3.2  Contrel channel routing

When Gatekeeper routed call signalling is used, there are two methods to route the H.245 Control
Channpel. In the first method, the H.245 Control Channel is established directly between the
cndpoints. See Figure 27, This method is for further study. In the second method, the H.248 Control
Channel is routed between the endpoints through the Gatekeeper, See Figure 28, This method allows
the Gatekeeper to redirect the H.245 Conirol Channel to an MC when an ad hoc multipoint
conference switches from a point-to-point conference to a multipoint conference. The Gatekeeper
makes this choice. When Direct Endpoint call signalling is used, the H.245 Control Channel can
only be connected directly between the endpoints.
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Figure 27/H.323 — Direct H.245 control channel
coennection between endpoints

Gatekeeper Cloud
1 ARQ

2 ACF/ARI
3 Setwp
4
S

Setup
5 ARG
8 ACF/ARJ
7 Connect
8§ Connect
@ H.2435 Channel
10 H.243 Channel

Endpeint 2

Endpoint {

H.243 Control Channel Messages

e (31 Signalling Channel Messages TIEII10-96

RAS Channet Messages

Figure 28/H.323 — Gatekeeper routed H.245 centrol

7.3.3  Cali signalling and control protocel revisions

When a call 1s routed through a Gatekeeper, Gatekeepers shall use the following rules to determine
the H.225.0 or H.245 version number to be indicated in messages originated by an endpoint and
routed or forwarded by the Gatekeeper:

3) If the originating endpoint's H.225.0 or H.245 version number is less than or equal to the
Gatekeeper's version number, and the Gatekeeper chooses to proxy the functions of an equal
or later version number on behalf of the originating endpoint, the routed messages shall
reflect the version number of the gaickeeper. Otherwise they shall reflect the version number
of the originating endpoint,

h) If the originating cndpoint’s version number s greater than Gatckeeper's, the routed
messages shall reflect the version number of the Gatekeeper.

In all cases, the Gatekeeper may use a8 single ASN.T encoding specified by the most recent H.225.0
or H.245 version understood by the Gatekeeper according to these rules.
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Since some features in the H.323, such as third party pause and re-routing, require that the signalling
entities know exactly what version of the protocol is being used by the other entities in a call and
because the protecolldentifier may change after receiving the first call signalling message and at
other times during the call, such as when a call is re-routed to a different entity, entities that rely on
version-specific features should determine the version of the other entities in a call by examining the
protocolidentifier in the Setup and Connect message at the very least. During a call, a call may be
re-routed fo a different entity that uses a different version of the protocol. In such a case, entitics that
rely on version-specific features should again determine the version of the entity to which the call
may have been switched. Tf H.245 signalling is tunnelled, the endpoint may use the call signalling
message containing the tunnelled non-empty terminal capability set message in order to determine
the version of the remote endpoint. If a separate H.245 Channel is used, an entity may send a Status
Inquiry message and determine the protocol version by examining the proetecolidentifier in the
resulting Status message. In cither case, the version of H.245 used by the other entity is signalled in
the non-empty capability set message.

It should be noted that H.323 entities prior to version 4 may not provide the protoceildentifier in
the Status message, so H.323 entities shall assume that the absence of the protecolidentifier
indicates only that the entity is older than version 4.

NOTE ~ A Gatekeeper may signal its own protocol version when replying to a Sctup message (e.g to send a
Call Proceeding message prior to establishing communication with the called party) or when initiating ao
outbound connection independent of an existing call, Therefore, it 1 iraportant that an endpoint not rely on
the initial nessage(s) to detenmine the protocol revision of the remote endpoint.

7.4 Call reference value

All call signalling and RAS messages contain a Call Reference Value (CRV). Refer to
ITU-T Rec. H.225.0. There is one CRV for the Call Signalling Channel and an independent CRV for
the RAS channel. One CRV is used to associate the call signalling messages. This CRV shall be used
in all call signalling messages between two entities (endpoint to Gatekeeper, endpoint-to-endpoint,
ctc.) related to the same call, A second CRYV is used to associate the RAS messages. This CRV shali
be used in all RAS messages between two entities related to the same call. New CRVs shall be used
for new calls. A second call from an endpoint to invite another endpoint into the same conference
shall use new CRVs. The CRV is not the same as the Call ID or the Conference D (CID). The CRV
associates call signalling or RAS messages between two entitics within the same call, the Call 1D
associates all messages between all entities within the same call, and the CID associates all messages
between all entitics within all calls in the same conference.

The Global Call Reference, as shown Figure 4-5/Q.931 and having the numeric value 0, is used to
refer to all calls on the Call Signalling Channel or the RAS channel. When initiating or accepting
calls, H.323 entities shall select a CRV valoe other than Global Call Reference value; the Global
Call Reference is reserved for messages which do not pertain to a particular call,

When placing a new call, the calling endpoint shall select a new CRV for the call. The calling
endpoint shall use the same CRV on both the RAS channel and the H.225.0 Call Signalling Channel.
The called endpoint, however, shall not use the CRV value received in the Setup when
communicating on its RAS chaunel. Instead, the called endpoint shall select a new CRYV for use the
RAS channel that is unique on that channel without regard to the CRV received in the Setup, though
they may happen to be numerically equivalent as a matter of course.

7.5 Call ID

The Call 113 1s a globally unique non-zero value created by the calling endpoint and passed in various
H.225.0 messages. The Call ID identifies the call with which the message is associated. It is used to
associate all RAS and Call Signalling messages related to the same call. Unlike CRV, the Call 1D
does not change within a call. All messages from the calling endpoint to its Gatekeeper, the calling
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endpoint to the calied endpoint, and the called endpoint to its Gatckeeper related to the same call
shall contain the same Call ID. The Call ID is encoded as described in ITU-T Ree. H.225.0. In
reference to Figures 29 through 39 in clause 8, all messages within a figure shall have the same
Call ID.

“»

When a Version | endpoint calls a Version 2 endpoint, it is the responsibility of the Version 2
endpoint to generate a Call ID prior to sending ARQ to its Gatekeeper.

7.6 Counference 1D and conference goal

The Conference ID (CID) is a unique non-zero value created by the calling endpoint and passed in
various H.225.0 messages. The CID identifies the conference with which the message is associated.
Therefore, messages from all endpoints within the same conference will bave the same CID, The
CID is encoded as specified in [TU-T Rec. H.225.0.

The conferenceGoal indicates the intention of the call. Choices arc: ereate — to create a new
conference, join — o0 join an existing conference, invite - to invite a new endpoint into an existing
couference, capability-negotiatien — negotiate capabilities for a later H.332 conference, and
calllndependentSupplementaryService - transport of supplementary services APDUs.

1.7 Endpoint call capacity

Call capacity indicates an endpoint's acceptance capacity for each type of call the endpoint supports
{e.g. voice, T.120 data, H.320, ctc.). While any endpoint type may report call capacity through
various H.225.0 messages in order to assist a Gatekeeper in routing calls, call capacity information
should be reported by Gateways to assist the Gatekeeper with load balancing across Gateways and to
help reduce the number of failed call attempts.

The endpoint's maximum and current capacity may be indicated at registration. In addition, the
current capacity may also be indicated on a per-call basis. Representing this dynamic capacity
requires consideration of these call models:

. Direct call model with per-call admission — In this case, the endpoint may indicate capacity
remaining in the ARQ, DRQ, or BRQ messages.

. Direct call model with pre-granted admission — In this case, the endpoint may indicate
capacity in RRQ or RAI messages (in the case that the endpoint is a Gateway).

. Gatekeeper routed call model with per-call admission — The endpoint may provide capacity
information in an ARQ, DRQ, or BRQ messages.

. Gatekeeper routed call model with pre-granted admission — The endpoint may include
capacity information in the call signalling messages, such as Setup or Release Complete. In
this case, the originating endpoint rmay provide its capacity information in a Setup, while the
terminating endpoint may provide its capacity information in an Alerting or Connect. Each
endpoint may provide updated capacity information using the Release Complete message.

In any case, a Gatckeeper may use the IRQ/IRR exchange to audit an endpoint to potentially
discover the call capacity of the endpoint. It should be noted that including capacity information in
messages that are already required to be sent to a Gatekeeper, such as an ARQ when not using pre-
granted admission or a Sctup in a Gatckeeper routed call, rather than sending additional messages for
this purpose is preferred. However, if a Gateway receives a Release Complete and is operating in a
pre-granted admission mode, it should send an IRR to the Gatekeeper to enable i to maintain maore
accurate capacity information,

If an endpoint provides call capacity information, it should provide capacity information in an RRQ
and should indicate its call capacity reporting capabilities in the RR(Q. A Gatekeeper may request via
the RCF and IRQ) messages that an endpoint provide call capacity information. An endpoint that has
indicated the ability to report call capacity shall report ils capacity as requested by the gatekeeper.
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Other than in the initial RRQ, an endpoint should not report maximum call capacity unless its
gatekeeper requests call capacity information in an IRQ message. An endpoint may use capacity
information in a BRQ, IRR. or RAT to inform the Gatckeeper of sudden changes, such as that caused
by a hardware failure.

An endpoint may signal that it has different call capacitics for different supported protocols
(ie. T.120, H.320, H.321, voice, etc.). However, since equipment manufacturers may utilize the
sarne resources for multiple protocols, the Gatekeeper should make no assumptions about how the
endpoint'’s call capacity for one supported protocol may change when the endpoint engages in a cal
utilizing a different protocol.

A Gateway may signal the call capacity by group where the group could represent a set of circuits
associated with a particular interface or a carrier, for example. This feature allows the Gatckeeper to
track the call capacity separately for each group. The group may be the same as that reported in the
cireuitll) for a particular call.

NOTE — The capacity information reported in any message 158 of an advisory nature and, due to race

conditions, sudden changes in the endpoint, or local allocation of resources, may not be absolutely accurate.
L) > w o

7.8 Caller identification services

7.8.1  Deseription of services

This clause describes the caller identification services, which includes:

. Calling party number presentation and restriction.

» Connected party number presentation and restriction.

. Calied (Alerting) party number presentation and restriction,
s Busy party number presentation and restriction,

7.8.1.1  Calling party address presestation

Calling party address presentation is a feature which provides the alias address of the calling party to
the called party. The calling party address may be provided by the calling endpoint or by the
Gatekeeper for Gatckeeper routed calls that originate in the packet network, When the call is routed
through the Gatekeeper with which the calling endpoint is registered, the Gatekeeper may provide a
screening service that assures the address provided is actually that of the calling party. The
Gatekeeper may also provide the calling party address when no address is provided by the calling
party or when the calling party provides an address other than an address with which the calling
party registered.

When a call originates in the switched circuit network and enters the packet network through a
Gateway, the Gateway shall pass to the packet network the calling party nmumber information
provided from the switched circuit network.

7.8.1.2  Calling party address restriction

Calling party address restriction is a feature which allows the calling endpoint or the calling
cndpoint's Gatekeceper to restrict presentation of the calling party alias address to the called party.
This feature may reside in the endpoint or in the Gatekeeper for Gatekeeper routed calls,

In some cascs where calling party address restriction has been indicated, there may exist certain
situations where the restriction is overridden (for example, if the called party provides some
CIICTEency service).
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7.8.1.3 Ceonnected party address presentation

Connected party address presentation is a feature which provides the alias address of the connected
or answering party to the calling party. The connected party address may be provided by the
connected endpoint or by the Gatekeeper for Gatekeeper routed calls, When the call is routed
through the Gatekeeper with which the connected endpoint is registered, the Gatekeeper may
provide a screening service that assures the address provided is actually that of the connected party.
The Gatekeeper may also provide the connected party address when no address is provided by the
connected party or when the connected party provides an address other than an address with which
the conuected party registered.

A Gateway shall pass connected party information received from the switched circuit network to the
packet network.

7.8.1.4 Connected party address restriction

Connected party address restriction is a feature which allows the connected endpoint or the
connected endpoint’s Gatekeeper to restrict presentation of the connected party alias address to the
calling party. This feature may reside in the endpoint or in the Gatekeeper for Gatekeeper routed
calls.

In some cases where connected party address restriction has been indicated, there may exist certain
situations where the restriction is overridden {for example, if the calling party provides some
STNErgency service).

7.8.1.5  Called (alerting) party address presentation

Alerting party address presentation is a feature which provides the alias address of the alerting party
o the calling party. The alerting party address may be provided by the alerting endpoint or by the
Gatekeeper for Gatekeeper routed calls. When the call is routed through the Gatekeeper with which
the alerting endpoint is registered, the Gatekeeper may provide a screening service that assures the
address provided is actually that of the alerting party. The Gatekeeper may also provide the alerting
party address when no address is provided by the alerting party or when the alerting party provides
an address other than an address with which the alerting party registered,

7.8.1.6  Called (alerting) party address restriction

Alerting party address restriction is a feature which allows the alerting endpoint or the alerting
endpoint's Gatekeeper to restrict presentation of the alerting party alias address to the calling party.
This feature may reside in the endpoint or in the Gatekeeper for Gatekeeper routed calls.

7.8.1.7 Busy party address presentation

Busy party address presentation is a feature which provides the alias address of the busy party 1o the
calling party. The busy party address may be provided by the busy endpoint or by the Gateleeper for
Gatekeeper routed calls. When the call is routed through the Gatekeeper with which the busy
endpoint is registered, the Gatekeeper may provide a screening service that assures the address
provided is actually that of the busy party. The Gatekeeper may also provide the busy party address
when no address is provided by the busy party or when the busy party provides an address other than
an address with which the busy party registered.

7.8.1.8  Busy party address restriction

Busy party address restriction is a feature which allows the busy endpoint or the busy endpoint's
Gatekeeper to restrict presentation of the busy party alias address to the calling party. This feature
may reside in the endpoint or in the Gatekeeper for Gatekeeper routed calls,
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7.8.2 Messages and information elements

This clause describes the various messages and information clements that allow H.323 devices to
provide address presentation and restriction services.

7.6.2.1  Calling party address information
Calling party address information appears in the Setup message.

When address information represents a telephone number, the relevant information may appear in
the Calling Party Number IE. This IE contains the caller's number, information about the number,
and presentation and screening indicators found in octet 3a. This is the recommended mode of
operation for the case where a PSTN Gateway sends a Setup message on the packet network.

Alternatively, calling party information may appear in the sourceAddress, presentationIndicator,
and screeningindicater ficlds of the Setup message. This mode of operation is required when the
sourceAddress is not in any form of iclephone number (i.c. sourceAddress 18 not type a
dialed Digits or partyNumber).

The presentationIndicator field in the Setup message carries information identical to the
presentation indicator found in the Calling Party Number IE. The meaning and use of the
presentation indicator is defined in TTU-T Rec. Q.951.

The sereeninglndicater ficld in the Setup message carrics information identical to the screening
indicator found in the Calling Party Number IE. The meaning and use of the screening indicator is
defined in ITU-T Rec. Q.951,

7.8.2.2  Connected party address infermation

Connected party address information appears in the Connect message.

When address information represents a telephone number, the relevant information may appear in
the Connected Number 1E, including the presentation indicator and screening indicator, This is the
recommended mode of operation for the case where a PSTN Gateway sends a Connect message on
the packet network.

Alternatively, connected party information may appear in the connectedAddress,
presentationIndicator, and screeningindicator ficlds of the Connect message. This mode of
operation is required when c¢ennectedAddress is not in any form of telephone number
(i.¢. connecied Address is not type dialedDigits or partyNumber).

The presentationindicater field in the Connect message carries information identical to the
presentation indicator found in the Counected Number TE. The meaning and use of the presentation
indicator is defined in ITU-T Rec. Q.951.

The screeninglndicator ficld in the Connect message carries information identical to the screening
indicator found in the Connected Number IE. The meaning and use of the screening indicator is
defined 1 TTU-T Rec. Q.951.

7.8.2.3 (Called (alerting) party address information
Alerting party address information appears in the Alerting message.

Alerting party information may appear in the alertingAddress, presentationindicator, and
screeningindicator fields of the Alerting message.

The presentationindicator field in the Alerting message carries information identical to the
presentation indicator found in the Connected Number TE. The meaning and use of the presentation
indigator is defined in ITU-T Re¢. Q.951.
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The sereeningindicator ficld in the Alerting message carries information identical to the screening
indicator found in the Connected Number [E. The meaning and use of the screening indicator is
defined in ITU-T Ree. Q.951.

7.8.2.4  Busy party address information
Busy party address information appears in the Release Complete message.

Busy party information way appear in the busyAddress, presentationIndicator, and
screeninglindicator fields of the Release Complete message.

The presentationindicator field in the Release Complete message carries information identical to
the presentation indicator found in the Connected Number IE. The meaning and use of the
presentation indicator is defined in I'TU-T Rec. Q.951.

The screeningIndicater field in the Release Complete message carries information identical to the
screening indicator found in the Conmected Number IE. The meaning and use of the screening
indicator is defined in I'TU-T Rec. .951.

7.8.3  Actions af the originating ¢ndpoint

This clause describes the procedural aspects required to provide caller identification services at the
originating endpoint.

7.8.3.1 Gateway as eriginating endpeint

In the case of a Setup message received by a Gateway from the ISDN, the caller's number and
presentation information reside in the Calling Party Number IE. The Gateway shall send a Sctup
message on the packet network with the Calling Party Number IE containing the same information
as was found in the Setup message from the SCN.

A Gateway in receipt of a Connect message shall copy the Connected Number IE from the Connect
message from the packet network to the Connect message to be sent to the ISDN. If the Connected
Number IE is not present in the Connect message, the Gateway shall convert connectedAddress,
presentationindicator, and screemingindicator ioto a Connected Number 18, if that
connected Address represents some form of telephone number. If connectedAddress does not
represent some form of telephone number or if the Connected Number IE is not present in the
Connect message, the Gateway shall omit the Connected Number IE from the Connect message sent
to the ISDN.

A Gateway in receipt of an Alerting message with alerting party information or a Release Complete
message with busy party information shall convert the party information to the signalling format of
the Gateway's circuit side if the signalling format sepports this party information.

7.8.3.2  Terminal or MCU as originating endpoint

For calls originated on the packet network, the originating terminal or MCU may send a Sctup
message with either the Calling Party Number IE with presentation and screening indicators or with
sourceAddress, presentationindicater, and screeninglndicator ficlds. In cither case, the screening
indicator shall indicate "user provided not screened”. As an example, if the caller wants to block
identification to the called party, the presentation indicator would be set to "presentation restricted”,
but the caller's number would still appear in the Calling Party Number IE. In Gatekeeper routed
cases, the calling party's Gatekeeper may add this information if it is missing or incorrect and the
called party's Gatekeeper may remove the caller's identification information if appropriate. The
calling party's Gatekeeper or the called party's Gatekeeper may also add or remove address
information based on local policy.

A terminal or MCU in receipt of a Connect, Alerting, or Release Complete message should honour
the presentation indicator when presenting address information to the user.
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7.8.4  Actions at the terminating endpoint

This clause describes the procedural aspects required to provide caller identification services at the
terminating endpoint.

7.84.1 Gateway as terminating endpeint

A PSTN Gateway in receipt of a Setup message from the packet network shall copy the information
found in the Calling Party Number IE from the Setup message to the signalling format supported in
the PSTN. For example, this information would be copied to the Calling Party Number IE of the
(Q.931 Sctup message for ISDN. If the Calling Party Number IE is not present in the Setup message,
the Gateway shall form the Calling Party Nurber 1E using the sourceAddress (assuming it is one of
the telephone number alias types), presentationindicator, and screeninglndicator from the Setup
message.

The Gateway shall send a Connect message on the packet network with the Connected Number 1E
containing the same information as was found in the signalling format supported in the telephone
network. In the case of a Q.931 Connect message received by a Gateway from the ISDN, connected
party information resides in the Connected Number 1E.

7.84.2 Terminal or MCU as Terminating Endpoint

A terminal or MCU in receipt of the Setup message should honour the presentation indicator when
presenting caller information to the user.

For calls answered on the packet network, the answering terminal or MCU may include in the
Connect message either the Connected Number IE or connectedAddress, presentationlndicator,
and screeningindicater ficlds. In cither case, the terminal or MCU shall set the screeningindicator
o indicate "user provided not screened". In Gatekeeper routed cases, the answering party's
Gatekeeper may add this information if it is missing or incorrect and the calling party's Gatekeeper
may remove the answering party's address information if appropriate.

A terminal or MCU may provide address information in the Alerting message, using the
alertingAddress, presentationIndicator, and screeningindicator found in the Alerting message. Tf
the address is provided, the terminal or MCU shall set the sereeningindicater to indicate "user
provided not screened”. In Gatekeeper routed cases, the answering party's Gatekeeper may add this
information if it is missing or incorrect and the calling party's Gatckeeper may remove the answering
party's address information if appropriate. The answering party's Gatekeeper or the calling party's
(Gatekeeper may also add or remove address information based on local policy.

A busy terminal or MCU may provide address information in the Release Complete message, using
the busyAddress, presentationindicater, and screeningindicator found in the Release Complete
message. If the address is provided, the terminal or MCU shall set the sereeninglndicator to
indicate "user provided not screened”. In Gatckeeper routed cases, the answering party's Gatckeeper
may add this information if it is missing or incorrect and the calling party’s Gatekeeper may remove
the answering party's address information if appropriate.

7.8.5 Actions at a gatekeeper

In Gatckeeper routed scenarios, the Gatckeeper may provide identification information or may
provide a screening service, Services that may be provided by a Gatekeeper depend on the type of
endpoint served. This clause describes the procedural aspects required to provide caller identification
services when the (Gatekeeper routes the call signalling.

7.8.5.1  Gateway as originating endpeoint

In Gatekeeper routed cases, a Gatekeeper should not modity the information found in the Setup
message sent from a Gateway. This assumes that the telepbone network has provided correct
information.
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7.8.5.2 Terminal or MCU as originating endpoint

In Gatekeeper routed cases, a Gatekeeper may provide calling party information when the calling
party is not a Gateway. The Gatekeeper may provide a calling party address if the calling party did
not provide one or if the Gatekeeper determines the address is not correct. If the Gatekeeper provides
an address other than that sent in the Setup message, the Gatekeeper shall set the screening indicator
to indicate "network provided”. If the Gatekeeper verifies the address information sent in the Setup
message, but does not modify the address jnformation, the Gatekeeper shall set the screening
indicator to indicate "user provided, verified, and passed”. If the Gatekeeper determines that the
address information sent in the Setup message is incorrect, but does not modify the address
information, the Gatekeeper shall s¢i the screening indicator to indicate “user provided, verifted, and
failed”. The Gatekeeper may set the presentation indicator to provide service to the endpoint. The
Gatekeeper may allow the endpoint to override the endpoint's service by specitying a different
presentation (for example, restricting presentation for the current call when the endpoint's service is
to allow presentation).

7.8.5.3 Gateway as terminating endpoint

In Gatekeeper routed cases, a Gatekeeper should not modify the information found in the Connect
message sent from a Gateway. This assumes that the telephone network has provided correct
information.

7.8.5.4 Terminal or MCU as terminating endpoint

In Gatekeeper routed cases, a Gatckeeper may provide connected, alerting, or busy party information
when the connected, alerting, or busy party is not from a Gateway. The Gatekeeper may provide a
connected party (or alerting party, or busy party) address if none was provided by the connected
party (or alerting party, or busy party), or if the Gatekeeper determines the address is not correct. If
the Gatekeeper provides an address other than that sent in the Connect, Alerting, or Release
Complete message, the Gatckeeper shall set the screening indicator to indicate "network provided”.
If the Gatekeeper verifies the address information sent in the Connect, Alerting, or Release Complete
message, bui does not modify the address information, the Gatekeeper shall set the screening
indicator to indicate "user provided, verified, and passed”. If the Gatekeeper determines that the
address information sent in the Conpect, Alerting, or Release Complete message is incorrect, but
does not modify the address information, the Gatekeeper shall set the screening indicator to indicate
"user provided, verified, and failed”. The Gatekeeper may set the presentation indicator to provide
service to the endpoint. The Gatekeeper may allow the endpoint to override the endpoint's service by
specifying a different presentation (for example, restricting presentation for the current call when the
endpoint's service is to allow presentation).

7.9 Generie extensible framework

The generic extensibility framework allows new features 1o be readily added to the protocol withowt
affecting the underlying H.225.0 core specification. The extensible framework consists of two parts:

. Carriage of opaque data within H.225.0 messages.
. Negotiation of supported features.

Support of the generic extensibility framewaork is optional.
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7.8.1 Format of a GenericData structure

Opaque data may be carried in a sub-sct of RAS messages and H.225.0 call signalling messages in
the genericData field.

The GenericData structure primarily consists of an identifier and zero or more parameters, which
allows flexible definition of opaque data and features. The GenerieData structure consists of an id
to identify the generic data and the parameters field to convey the actual parameters.

Each parameter also contains an identifying id and a content field. The content field supports a
number of different data types, including raw, text, umicede, beol, number8, numberi6,
number32, id, compound, and nested, This allows for flexible definition of generic data and cases

implementation. However, it is expected that for generic data that contain a large number of
parameters, the raw form of content shall be used, which will contain ASN.1 data.

7.9.2 Negotiation using the extensible framework-general

The extensible framework provides 2 common method for feature negotiation that operates over
multiple domains and may be managed and configured by different operational entities. Hence,
entities do not require a prior? knowledge of other entities' feature sets to operate successfully.

The mechanism used to negotiate features in both RAS and call signalling uses the
FeatureDescripter, which is an alias of & GenericData structure as described above. This allows a
feature to be identified and have parameters associated with it

Intermediate signalling entities may-—-subject to security issues——add their neceded, desired and
supported features to messages that pass through them. Intermediate entities may remove desired and
supported features specified in messages before passing them on. Intermediate entities shall not
remove needed feature fields uniess they intend to support the features that they are removing, If the
intermediate entity does not wish to allow a needed feature, then it shall reject the transaction.

If an intermediate entity elects to support a requested feature signalled in a message, then it should
remove the feature request from the message before passing it on. By some means, the intermediate
entity should signal back to the requesting entity that the feature is supported. This may be achieved
by moditying the response from the remote entity, or by generating its own message.

7.9.3 Negotiation using the extensible framework-RAS

RAS feature negotiation applies to the discovery, registration, and call sctup phase. In particular, it
applies o the exchange of discovery messages (GRQ, GCF, GRI), registration messages (RRQ,
RCF, RRJ), admission roquest messages (ARQ, ACF, ARD), location request messages (LRQ, L.CF,
LRI, service control messages (SCI/SCR), and the NonStandardMessage.

In RAS negotiation, entitics may specify the set of foatures that they need for a transaction to be
successful, the set of features they desire, and the set of features they support.

7.9.3.1 Processing by the requesting entity

A requesting entity {usually an endpoint) uses the clements in the FeatureSet structure to specify the
various types of features it requires. It specifies the set of features that it needs using the
needed¥Features field, the set of features that it desires using the desiredFeatures ficld, and the set
of features that it supports in the sapportedFeatures field. All three of these fields are in the
FeatureSet structure,

In response to its request, a requesting entity should receive either a confirm or reject message.

If the request is rejected, the responding entity may have included a set of neededFeatures that the
requesting entity must support in order for the request to be successtul. If this is the case and the
requesting entity supports the neaeded features, the requesting entity may reissue a request specifving
support for the features necded by the responding cntity.
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If the request is accepted, special procedures need to be applied to cosure that the negotiation
operates in a backwards-compatibie manner. This is done by the requesting entity checking that the
features that it specified as needed are listed as suppertedFeatures in the response. If a requesting
entity does not observe the features it needs in the response message's supportedFeatures ficld, then
it shall assume that the responding entity does not support the features that it needs. If the requesting
entity determines that it cannot continue under these circumstances, then it shall undo the operation
it was trying to perform (L.e. send a DRQ if it originally sent an ARQ and so forth), so that the state
in the responding entity is rolled back.

7.8.3.2 Processing by the respending entity

The responding entity (typically a Gatekeeper) looks at the features specified in the neededFeatures
field of the request to determine if it can accept the request. It also looks in the neededFeatures,
desiredFeatures and supporiedFeatures fields to determine whether the features needed by it are
supported by the requesting entity.

If the responding entity is a Gatckeeper that sends an LRQ in response to receiving an ARQ, the
Gatekeeper shall copy any features that are not provided by the Gatekeeper tnto the LRQ. Tn trying
to determine whether the necessary sct of features arc supported, the Gatckeeper shall examine the
supported features of the endpoint to which the ARQ may resolve, either locally or in response to an
LCF, and the features supported by the Gatekeeper.

If the responding entity determines that the necessary sets of features are supporied by both entitics,
then the responding entity may acknowledge the request. The responding entity lists the set of
features that it chooses to support in the supportedFeatures ficld of it reply. If the request is
accepted, then all of the neededFeatures from the request must be included in the
suppeortedFeatures field of the reply. The responding entity may also inchude desiredFeatures.

If the responding entity needs additional features to be supported by the requesting entity, it shall
reject the request. If 1t wishes to declare which features must be supported for the request to be
successful, this should be specified using the neededFeatures field of the reject message. The
responding entity may also inchude any desiredFeatures and supportedFeatures in the reject
MeSsage.

7.8.4 Negotiation using the extensible framework — call signalling

The following describes the negotiation process for the call signalling channel.

7.9.4.1 Processing by the initiating endpoint

An initiating endpoint may specify the features it needs for a call, the features it desires, and the
featurcs it supports. It specifies the set of features that it needs using the neededFeatures field in
Setup. It also specifies the set of features that it desives using the desivedFeatures field and the set
of features that it supports using the suppeortedFeatures ficld.

If the call is rejected, one or more responding entities may have incleded a set of neededFeatures
that the initiating endpoint must support in order for the call to be successful. If this is the case, and
the initiating endpoint supports the needed features, the initiating endpoint may reinitiate a call
specifying support for the features needed by the various entities along the call signalling path.

1f the call is accepted, the initiating endpoint shall check that the features that it specified as needed
arc listed as suppeortedFeatures in the Alerting or Connect message. If an initiasting endpoint does
not observe the features it needs in the message's supportedFeatures field, then it shall assume that
the catities along the call signalling path do not support the features that it needs. If the initiating
entity determines that it cannot continue under these circumstances, then it shall clear the call using
Release Complete.
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When an initiating endpoint receives an cmpty capability sct as a result of third-party pause and
re-routing, it shall remove any knowledge it has of any remote entities capabilities. When the
endpoint receives a non-empty capability set, it shall send its feature set using the featureSet field in
a Facility message with the reason field set to featureSetUpdate. In this message, the
replacementFeatureSet field shall he sct to TRUE. When the feature set from the remote endpoint
is received in a Facility message, the contents may be interpreted in the same way as above.

79.4.2 Precessing by intermediate entities

Intermediate entities along the call signalling path, such as Gateckeepers and Border Elements, may
also interact with the negotiation process.

Intermediate entitics along the signalling path may - subject to sccurity issucs — add their needed,
desired and supported features to the call signalling messages that pass through them. Intermediate
entities may remove desired and supported features specificd in messages (including Setup, Alerting
and Connect) before passing thern on, Intermediate entities shall not remove needed feature fields
from a Setup message or a Facility message unless they intend to support the features that they
remove. If the intermediate entity does not wish to allow a needed feature, then it shall reject or
terminate the call,

If an intermediaie entity elects to support a requested feature signalled in a Sctup message, then it
should remove the feature request from the Setup message before passging it on. The intermediate
entity should signal supported features it supports in the Alerting (if sent) or Connect messages along
with the destinations supported feature set.

When an intermediate entity receives a featureSet paramcter in a Facility message with the
replacementFeatureSet ficld set to TRUE, it shall modify the features indicated according to its
requiremnents i a similar fashion to how it modifies the features signalled in the Setup, Alerting or
Connect messages. It should then pass the message on.

7.8.4.3  Processing by the called endpoint

The called endpoint looks at the features specified in the neededFeatures field of the Setup message
to determine if it can accept the call. It also looks in the neededFeatures, desiredFeatures and
supportedFeatures fields to determine whether the features needed by it arc supported by the
various entities along the call signalling path.

If the called endpoint determines that the necessary sets of features are supported by the appropriate
entities, then the called endpoint may accept the call. The called endpoint lists the set of features that
it chooses to support in the supportedFeatures field of the Alerting (if sent) and Connect messages.
If the call is accepted, then all of the neededFeatures from the Sctup message must be declared in
the suppoertedFeatures field of the Alerting (if sent) or Connect call signalling messages, The called
endpoint may also include desired Features within the message.

If the called endpoint needs additional features to be supported by the various entities along the call
signalling path, it shall reject the call by sending a Release Complete. If it wishes to declare which
features must be supported for the call to be suceessful, this should be specified using the
neededFeatures ficld in the Release Complete message. The called endpoint may also include any
desiredFeatures and supportedFeatures in the Release Complete message.

When a called endpoint receives an empty capability set as a result of third-party pause and re-
routing, it shall act in the same way as if it had initiated the call. That i3, it shall remove any
knowledge it has of any remote cntities capabilities. When the endpoint later receives a non-empty
capability set, it shall send its feature set using the featureSet ficld in a Facility message with the
reason field set to featureSetUpdate. In this message, the replacementFeatureSet field shall be set
to TRUE. When the feature set from the remote endpoint is received in a Facility message, the
contents may be interpreted in the same way as above.
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8 Call signalling procedures
The provision of the communication is made in the following steps:
- Phase A:  Call setup (sec 8.1).

Phase B:  Initial communication and capability exchange (scc 8.2}
- Phase C:  Establishment of audiovisual communication (seg 8.3).
Phase D:  Call services (sce 8.4).

Phase H:  Call termination (see 8.5).

8.1 Phase A — Call setup

Call setup takes place using the call control messages defined in [TU-T Rec. H.225.0 according to
the call control procedures defined below. Requests for bandwidth reservation should take place at
the carlicst possible phase.

If both the alias address and the Transport Address are specified, preference shall be given to the
alias address.

There s no explicit synchronization or locking between two endpoints during the call setup
procedure. This traplics that endpoint A can send a Setup message to endpoint B at exactly the same
time that endpoint B sends a Setup message to endpoint A. It is up to the application to determine if
only one call is desired and to take the appropriate action. This action may be for an endpoint to
indicate that it is busy whenever it has an outstanding Setup message. [{ an endpoint can sapport
more than one simultaneous call, it should indicate that it is busy whenever it receives a Sctup
message from the same endpoint to which it has an outstanding Setup message.

An endpoint shall be capable of sending the Alerting message. Alerting has the meaning that the
called party (user) has been aleried of an incoming call. Alerting shall only be originated by the
ultimate called endpoint and then only when it has alerted the user. In the case of interworking
through a Gateway, the Gateway shall send Alerting when it receives a ring indication from the
SCN. If an endpoint can respond to a Setup message with a Connect, Call Proceeding, or Release
Complete within 4 seconds, it 18 not required to send the Alerting message. An endpoint sending the
Setup message can oxpect to receive either an Alerting, Connect, Call Proceeding, or Release
Complete message within 4 seconds after successful transmission.

The Connect message should be sent only if it is certain that the H.245 capability cxchange will
conclude successfully and a minimum level of communications can take place. This is to maintain
the consistency of the meaning of the Connect message between packet based networks and circuit
switched networks.

8.1.1  Basic call setup - neither endpeint registered

In the scenario shown in Figure 29 neither endpoint is registered to a Gatckeeper. The two endpoints
communicate directly, Endpoint 1 (calling endpoint) sends the Setup (1) message to the well-known
Call Signalling Channel TSAP Identifier of Endpoint 2. Endpoint 2 responds with the Connect (4)
message which contains an H.245 Contro! Channel Transport Address for use in H.245 signalling,
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Figure 29/H.323 - Basic call setup, no Gatekeepers

8.1.2 Both endpoints registered to the same gatekeeper

In the scenario shown in Figure 30, both endpoints are registered to the same Gatekeeper, and the
Gatckeeper has chosen direct call signalling. Endpoint 1 (calling ecodpoint) initiates the
ARQ (1YACF (2) exchange with that Gatekeeper. The Gatcleeper shall return the Call Signalling
Channel Transport Address of Endpoint 2 (called endpoint) in the ACF. Endpoint 1 then sends the
Setup (3) message to Endpoint 2 using that Transport Address. If Endpoint 2 wishes to accept the
call, it intfiates an ARQ (5)YACF (6) exchange with the Gatekeeper. It is possible that an ARJ (6) is
received by Endpoint 2, in which case it sends Release Complete to Endpoint 1. Endpoint 2 responds
with the Connect (R) message which contains an H.245 Control Channel Transport Address for use
in H.245 signalling,

Endpoint 1 Gawekeeper | Endpotnt 2
ARQ (1)
) ACF/ARI (D) .

Call procesding (4)
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ACF/ARI(6)

Alerting (7)

M———"”’M Connect (8)

P
I

RAS Messages
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Figure 30/H.323 - Beth endpoints registered, same
gatekeeper — direct call signalling
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In the scenario shown in Figure 31, both endpoints are registered to the same Gatekeeper, and the
Gatekeeper has chosen to route the call signalling. Endpoint 1 {calling endpoint) initiates the
ARQ (1VACF (2) exchange with that Gaickeeper. The Gatekeeper shall return a Call Signalling
Channel Transport Address of iiself in the ACF. Endpoint 1 then sends the Setup (3) message using
that Transport Address. The Gatekeeper then sends the Setup (4) message to Endpoint 2. If
Endpoint 2 wishes to accept the call, it initiates an ARQ (6YACF (7) exchange with the Gatekeeper.
It is possible that an ARJY (7) 1s received by Endpoint 2, in which case it sends Release Complete fo
the Gatekeeper. Endpoint 2 responds with the Connect (9) message which contains an H.245 Control
Channel Transport Address for use in H.245 signalling. The Gatekeeper sends the Connect (10)
message to Endpoint 1 which may contain the Endpoint 2 ¥1.245 Control Channel Transport Address
or a Gatekeeper H.245 Control Channel Transport Address, based on whether the Gatekeeper
chooses to route the H.245 Control Channel or not.
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ARQ (1)
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ﬁ Setup (3)
I Setup (4)
Call Proceeding (5} “‘——-M“"'“"““-“‘“——%
IS e Call Proceeding (S)
‘"—‘"’—‘—-”—M_ .
ARQ (6)
E ACF/ARI(T)
. X Alerting (8) g
Alerting (8} e ey
RSt b S
e Connect (9)
C onr:i:: _( 1 O)____,_,__,..- PO
e

s RAS Messages T1524060-95

Call Signalling Messages

Figure 31/H.323 - Beoth endpoints registered, same Gatekeeper -
Gatekeeper routed call signalling

8.1.3  Only calling endpoint has gatekeeper

In the scenario shown in Figure 32, Endpoint 1 (calling endpoint) is registered with a Gatckeeper,
Endpoint 2 {called endpoint) is not registered with a Gatekeeper, and the Gatekeeper has chosen
direct call signalling. Endpoint 1 initiates the ARQ (1YACF (2) exchange with the Gatekeeper.
Endpoint 1 then sends the Setup (3) message to Endpoint 2 using the well-known Call Signalling
Chanunel Transport Address. If Endpoint 2 wishes to accept the call, it responds with the Connect (6)
message which contains an H.245 Conirol Channel Transport Address for use in H.243 signalling.
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Figure 32/H.323 — Only calling endpeint registered — direct call signalling

In the scenario shown in Figure 33, Endpoint 1 (calling endpoint) is registered with a Gatekeeper,
Endpoint 2 (called endpoint) is not registered with a Gatekeeper, and the Gatekeeper has chosen to
route the call signalling. Endpoint 1 {(calling endpoint) initiates the ARQ {1)/ACF (2) exchange with
that Gatekeeper. The Gatekeeper shall return a Call Signalling Channel Transport Address of itself in
the ACF (2). Endpeint 1 then sends the Setup (3) message using that Transport Address. The
Gatekeeper then sends the Setup (4) message to the well-known Call Signalling Channel Transport
Address of Endpoint 2. If Endpoint 2 wishes to accept the call, it responds with the Connect (7)
message which contains an F.245 Control Channel Transport Address for use in H.248 signalling.
The Gatekeeper sends the Connect (8) message to Endpoint 1 which may contain the Endpoint 2
H.245 Control Channel Transport Address or a Gaiekeeper H.245 Control Chamnel Transport
Address, based on whether the Gatekeeper chooses to route the H.245 Control Channel or not.
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Figure 33/H.323 - Only calling endpoint registered —
Gatekeeper routed call signalling
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8.14 Ouly called ¢ndpoint has gatekeeper

In the scenaric shown in Figure 34, Endpoint 1 ({calling endpoint) is not registered with a
Gatekeeper, Endpoint 2 (called endpoint) is registered with a Gatekeeper, and the Gatckeeper has
chosen direct call signalling. Endpoint 1 sends the Setup (1)} message to Endpoint 2 using the well-
konown Call Signalling Channel Transport Address, If Endpoint 2 wishes t0 accept the call, it initiates
an ARQ (3YACF (4) exchange with the Gatekeeper. It is possible that an ARJ (4) is received by
Eudpoint 2, in which case it sends Release Complete to Endpoint 1. Endpoint 2 responds with the
Connect (6) message which contains an H.245 Control Channel Transport Address for use in H.245
signalling.

Endpoint { Gatekeeper 2 Fudpoint 2
Setup (1)

Call proceeding (2}

e

F— ARQ (3
ACP/ARS (4)
Alerting (5)
M Connect {6)
TIE27180-96

RAS Messages

Call Signalling Messages

TFigure 34/H.323 — Only called endpoint registered — direct call signalling

In the scenario shown in Figure 35, Endpoint 1 {calling endpoint) is not registered with a
Gatekeeper, Endpoint 2 (called endpoint) is registered with a Gatekeeper, and the Gatekeeper has
chosen to route the call signalling. Endpoint 1 (calling endpoint) sends a Setup (1) message to the
well-known Call Signalling Channel Transport Address of Endpount 2. If Endpoint 2 wishes to
accept the call, it initiates the ARQ (3YACF (4) exchange with that Gatekeeper. If acceptable, the
QGatekeeper shall return a Call Signalling Channel Transport Address of itself in the ARJ (4) with a
cause code of reuteCaliToGatekeeper. Endpoint 2 replies to Endpoint 1 with a Facility (5) message
containing the Call Signalling Transport Address of its Gatekeeper. Endpoint 1 then sends the
Release Complete (6) message to Endpoint 2. Endpoint 1 sends a Setup (7) message to the
Gatekeeper's Call Signalling Channel Transport Address. The Gatekeeper sends the Setup (8)
message to Endpoint 2. Endpoint 2 initiates the ARQ (9YACF (10) exchange with that Gatekeeper.
Endpoint 2 then responds with the Connect (12) message which contains its H.245 Control Channel
Transport Address for use in H.245 signalling. The Gatekeeper sends the Connect (13) message to
Eodpoint 1 which may contain the Eodpoint 2 H.245 Control Channel Transport Address or a
Gatekeeper H.245 Control Channel Transport Address, based on whether the Gatekeeper chooses to
route the H.245 Contrel Channel or not,
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Figure 35/H.323 — Only called endpoint registered —
Gatekeeper routed call signalling

8.1.5 Both endpoints registered to different gatekeepers

In the scenario shown in Figure 36, both endpoints are registered to different Gatckeepers, and both
Gatekeepers  choose  direct call signalling. Endpoint 1 (calling endpoint) initiates the
ARQ (1VACF (2) exchange with Gatekeeper 1. Gatekeeper 1 may retumn the Call Signalling Channel
Transport Address of Endpoint 2 (called endpoint) in the ACF if Gatekeeper | has a method of
communicating with Gatekeeper 2. Endpoint 1 then sends the Setup (3) message to cither the
Transport Address returned by the Gatekeeper (if available) or to the well-known Call Signalling
Channel Transport Address of Endpoint 2. If Endpoint 2 wishes to accept the call, it initiates an
ARQ (5)/ACF (6) exchange with Gatekeeper 2. Tt is possible that an ARJ (6) is received by
Endpoint 2, in which case it sends Release Complete to Endpoint 1. Endpoint 2 responds with the
Connect (8) message which contains an H.245 Control Channel Transport Address for use in H.245
signalling,
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In the scenario shown in Figure 37, both endpoints are registered to different Gatekeepers, the
calling endpoint’s Gatekeeper chooses direct call signalling, and the called endpoint’s Gatekeeper
chooses to route the call signalling, Endpoint 1 (calling endpoint} initiates the ARQ (1YACF (2)
exchange with Gatekeeper 1, Gatekeeper 1 may return the Call Signalling Channel Transport
Address of Endpoint 2 (calied endpoint) in the ACF (2) if Gatckeeper 1 has a method of
communicating with Gatekeeper 2. Endpoint 1 then sends the Setup (3) message to either the
Transport Address returned by the Gatekeeper (if available) or to the well-known Call Signalling
Channel Transport Address of Endpoint 2. If Endpoint 2 wishes to accept the call, it initiates the
ARQ (5)/ACF (6) exchange with Gatekeeper 2. If accepiable, Gatekeeper 2 shall return a Call
Signalling Channel Transport Address of itself in the ARJ (6) with a cause code of
routeCallToGatekeeper. Endpoint 2 replies to Endpoint 1 with a Facility (7) message containing
the Call Signalling Transport Address of Gatekeeper 2. Endpoint 1 then sends the Release Coraplete
{(8) message to Endpoint 2. Endpoint 1 shall send a DRQ (9} to Gatekeeper 1 which responds with
DCF (10). Endpoiut | theo ionitiates a new ARQ (11)YACF (12) exchange with Gatekecper 1.
Endpoint 1 sends a Setup (13) message to the Gatekeeper's Call Signalling Channel Transport
Address, Gatckeeper 2 sends the Setup (14) message to Endpoint 2. Endpoint 2 initiates the
ARQ (15)/ACF (16) exchange with Gatekeeper 2. Endpoint 2 then responds with the Connect (18)
message which contains its H.245 Control Channel Transport Address for use in H.245 signalling.
Gatekeeper 2 sends the Connect {19} message to Endpoint 1 which may contain the Endpoint 2
H.245 Control Channel Transport Address or a Gatekeeper 2 H.245 Control Channel Transport
Address, based on whether the Gatekeeper chooses to route the 1H.245 Coutrol Channel or not.
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Figure 37/H.323 - Both endpoints registered — Direct/routed call signalling

In the scenario shown in Figure 38, both endpoints are registered to different Gatekeepers, the
calling endpoint’s Gatekeeper chooses to roufe the call signalling, and the called endpoint’s
Gatekeeper chooses direct call signalling. Endpoint 1 {calling endpoint) initiates the
ARQ (1YACF (2) exchange with Gatekeeper 1. Gatekeeper 1 shall return a Call Signalling Channel
Transport Address of itself in the ACF (2). Endpoint 1 then sends the Setup (3) message using that
Transport Address. Gatekeeper 1 then sends the Setup (4) message containing its Call Signalling
Channel Transport Address io the well-known Call Signalling Channel Transport Address of
Endpoint 2. If Endpoint 2 wishes to accept the call, it initiates the ARQ (6YACF (7) exchange with
Gatekeeper 2. Tt is possible that an ARJ (7) 1s received by Endpoint 2, in which case it sends Release
Complete to Endpoint 1. Endpoint 2 responds to Gatckeeper 1 with the Connect (9) message which
contains its H.245 Control Channel Transport Address for use in H.245 signalling. Gatekeeper |
sends the Connect {10} message to Endpoint I which may contain the Endpoint 2 H.245 Control
Channel Transport Address or a Gatekeeper 1 H.245 Control Channel Transport Address, based on
whether the Gatekeeper chooses to route the H.245 Control Channel or not.
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Figure 38/H.323 - Both endpoints registered ~ Routed/direct call signalling

In the scenario shown in Figure 39, both endpoints are registered to different Gatekeepers, and both
Gatekeepers choose to route the call signalling. Endpeint 1 (calling endpoint) inmitiates the
ARQ (1YACF (2) exchange with Gatekeeper 1. Gatckeeper 1 shall return a Call Signalling Channel
Transport Address of itself in the ACF (2). Endpoint 1 then sends the Setup (3) message using that
Transport Address, Gatekeeper 1 then sends the Setup (4) message to the well-known Call Signalling
Channel Transport Address of Endpoint 2. If Endpoint 2 wishes to accept the call, it initiates the
ARQ (6YACF (7) exchange with Gatekeeper 2. If acceptable, Gatekeeper 2 shall return a Call
Signalling Channel Transport Address of uself in the ARJ (7) with a cause code of
routeCallToGatekeeper. Endpoint 2 replies to Gatekeeper 1 with a Facility (8) message containing
the Call Signalling Transport Address of Gatekeeper 2. Gatckecper 1 then sends the Release
Complete (9) message to Endpoint 2. Gatekeeper 1 sends a Setup (10} message to Gatekeeper 25
Call Signalling Channel Transport Address. Gatckeeper 2 sends the Setup (11) message to Endpoint
2. Endpoint 2 initiates the ARQ {(12)/ACF (13) exchange with Gatekeeper 2. Endpoint 2 then
responds to Gatekecper 2 with the Conneet {15) message which contains its H.245 Control Channel
Transport Address for use in H.245 signalling, Gatekeeper 2 sends the Connect (16) message to
Gatekeeper 1 which may contain the Endpoint 2 H.245 Control Channel Transport Address or a
Gatekeeper 2 H.245 Control Channel Transport Address, based on whether the Gatekeeper 2 chooses
to route the H.245 Control Channel or not. Gatekeeper 1 sends the Connect (17) message o
Endpoint | which may contain the H.245 Control Channel Transport Address sent by Gatekeeper 2
or a Gatekeeper 1 H.245 Control Channel Transport Address, based on whether the Gatekeeper 1
chooses to route the H.245 Control Channel or not,
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Figure 39/H.323 — Both endpoints registered — Both Gatekeepers routing call signalling

8.1.6 Optional ¢called endpoint signalling

The procedures defined in 8.1.4 and 8.1.5 show that when a called endpoint is registered to a
Galckeeper, 2 Setup message is initially sent to the called endpoint from the calling endpoint or the
calling endpoint's Gatekeeper. If the called endpoint's Gatekeeper wishes to use the Gatekeeper
routed call model, it returns its own Call Signalling Channel Transport Address in the AR The
called endpoint then uscs the Facility message to redirect the call to the called endpoint's
Gatekeeper's Call Signalling Transport Address. These procedures assume that the calling endpoint
or calling endpoint's Gatekeeper only knows the called endpoints Call Signalling Channel Transport
Address. This address may have been received in an LCF sent in response to an LRQ requesting the
address of the called endpoint or it may be known through out-of-band methods.

if the called endpoint's Gatekeeper desires a Gatekeeper routed call model, it may return its own Call
Signalling Transport Address in the LCF. This will allow the calling endpoint or calling endpoints
Gatekeeper to send the Setup message directly to the called endpoints Gatekeeper, thus eliminating
the redirection process.

An example of this scenario is shown in Figure 40. In this example, both endpoints are registered to
different Gatekeepers, and both Gatekeepers choose to route the call signalling (similar to the case in
Figure 39). Endpoint 1 (calling endpoint) sends an ARQ (1) to Gatekeeper I. Gatekeeper 1
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multicasts an LRQ (2) to locate called Endpoint 2. Gatckeeper 2 returns an LCF (3) with the Call
Signalling Channel Transport Address of itself. Thus, Gatekeeper 1 will subsequently send a Setup
() message to Gatekeeper 2's Call Signalling Channel Transport Address and Gatekeeper 2 will
send a Setup (8) message to Endpoint 2. Endpoint 2 initiates the ARQ (9¥ACF (10) exchange with
Gatekeeper 2. Endpoint 2 then responds to Gatekeeper 2 with the Connect (12) message which
contains its H.245 Control Channel Transport Address for use in H.245 signalling. Gatekeeper 2
sends the Connect (13) message to Gatekeeper 1 which may contain the Endpoint 2 H.248 Control
Channel Transport Address or a Gatekeeper 2 H.245 Control Channel Transport Address, based on
whether the Gatekeeper 2 chooses to route the H.245 Control Channel or not. Gatckeeper 1 sends the
Connect (14) message to Endpoint | which may contain the ¥1.245 Control Channel Transport
Address sent by Gatekeeper 2 or a Gatekeeper 1 H.245 Control Channel Transport Address, based
on whether the Gatekeeper 1 chooses to route the H.245 Control Channel or not.
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Figure 40/H.323 - Optional called endpoint signalling

8.1.7 Fast connect procedure

H.323 endpoints may establish media channels in a call using ecither the procedures defined in
ITU-T Ree. H.245 or the "Fast Connect” procedure deseribed in this clause. The Fast Connect
procedure allows the endpoints to establish a basic point-to-point call with as fow as one round-trip
message exchange, enabling immediate media stream delivery upon call connection.
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The calling endpoint initiates the Fast Connect procedure by sending a Setup message containing the
fastStart clement to the called endpoint. The fastStart element consists of a sequence of
OpenlogicalChannel structures describing media channels which the calling endpoint proposes to
send and receive, including all of the parameters necessary to immediately open and begin
transferring media on the channels. Details of the content and usage of the fasiStart clement are
discussed below.

The called endpoint may refuse to use the Fast Connect procedure, ¢ither because it does not
implement it or because it intends to invoke features that require use of the procedures defined in
ITU-T Ree. H.245. Refusal of the Fast Connect procedure is accoraplished by either not returning
the fastStart element or including the fastConnectRefused clement in any 2.931 message up to and
including the Connect message. Note that an endpoint may omit fastStart clements in a message
prior to Connect, but then later return fastStart element in the Connect message thereby accepting
the Fast Connect procedure. Refusing the Fast Connect procedure (or not jnitiating it) requires that
H.245 procedures be used for capabilities exchange and opening of media channels.

When the called endpoint desires to proceed with the Fast Connect procedure, it sends a Q.931
message (Call Proceeding, Progress, Alerting, or Connect) containing a fastStart element selecting
from amongst the Openl.ogicalChannel proposals offered by the calling endpoint. The calling
endpoint shall process each of these messages until it determines that Fast Connect is accepted or
refused. Although the calling endpoint may receive the fastStart clement in a Facility message sent
by a Gatekeeper, the called endpoint shall not use the Facility message to send fastStart. Channels
thus accepted are considered opened as though the usual H.245 epenlogicalChannel and
spenLogicalChannelAck procedure had been followed. The called endpoint shall not include a
fastStart clement in any Q.931 message sent after the Connect message and shall not include
fastStart in any Q.931 message unless the Setup message contained a fastStart element.

The called endpoint may begin transmitting media (according to the channels opened) immediately
after sending a 0.931 message containing fastStart. The calling endpoint must therefore be prepared
to receive media on any of the receive channels it proposed in the Setup message, since it is possible
for the media to be received prior to the Q.931 message indicating precisely which channels will be
used. Once a Q.931 message containing fastStart is received by the calling endpoint, the calling
endpoint may discontinue attempting to receive media on the channels for which proposals were not
accepted by the called endpoint. Note that national requirements may prohibit called endpoints from
transmitting media or limit the nature of the content of the media stream, prior to transmission of a
Connect message; it is the responsibility of the endpoint to comply with applicable requirements, If
the calling endpoint sets the mediaWaitForConnect element to TRUE in the Setup message, then
the called endpoint shall not send any media until after the Connect message is sent.

The calling endpoint may begin transmitting media (according to the channels opened) immediately
upon receiving a Q.931 message containing fastStart. Thus, the called endpoint must be prepared to
immediately receive media on the channels it accepted in the Q.931 message containing fastStart.
Note that national requirements may prohibit calling endpoints from transmitting media prior to
receipt of & Connect message; it is the responsibility of the endpoint to comply with applicable
requircnicnts,

NOTE 1 — An entity shall not send an empty fastStart clement in any message (i.c. a fastStart element shall
coniaint at least one OpenLogicalChannel proposal). If an endpoint does receive a fastStart element that
contains no OpenLogical Channel proposals, it shall ignore the fastStart element.

NOTE 2 — When an endpoint or a gatekeeper intervening in call signalling receives a fastStart element in a
Call Proceeding message, it will not be able to relay the Call Proceeding if the Call Proceeding message has
already been sent to the oniginating side. In that case, the fastStart clement in the Call Proceeding message
shall be mapped to a fastStart element in a Facility message.
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8.1.7.1  Proposal, selection and opening of media channels

The calling endpoint may propose multiple media channels or multiple alternative sets of
characteristics for cach media channel by encoding multiple Openl.ogicalChannel structures within
the fastStart element of the Setup message. Fach OpenLogicalChannel structure within the
fastStart clement describes exactly one unidirectional media channel or one bidirectional media
channel

In the Setup message, cach OpenLegicalChannel is a proposal to establish a2 media channel.
OpenLogicalChannel proposals are included in the fastStart clement in order of preference, with
the most preferred alternatives listed first in the fastStart sequence; proposals to open audio
channels shall be listed prior to channels for any other media types. In the 2.931 message containing
fastStart sent in response to Sectup, cach OpenlogicalChannel is an acceptance of a proposed
media channel and indicates the channels that are established and can immediately be used for media
transmission,

In an OpenlLogicalChannel that proposes a channel for transmission from the calling endpoint to
the called endpoint, the ferwardLogicalChannelParameters clement shall contain parameters
specifying the characteristics of the proposed channel, and the reverseLogicalChannelParameters
clement shall be omitied. Each such OpenLegicalChannel structure shall have a unique
forwardLogicalChannelNumber value. Alternative proposals for the same transmit channel shall
contain the same sessionID vahie in H2250LogicalChannelParameters. The mediaChannel
element shall be omitted in the proposal; it will be provided by the called endpoint should the
proposal be accepted. The other H2250LogicalChannelParameters and dataType shall be sct to
correctly describe the transmit capabilitics of the calling endpoint associated with this proposed
channel. The calling endpoint may choose vot to propose any channels for transmission from the
calling endpoint to the called endpoint, such as if it desires to use H.245 procedures later to establish
such channels. '

In the Setup message, each OpenLogicalChannel that proposes a unidirectional channel for
transmission from the calling endpoint to the called endpoint and that will carry media using RTP
shall contain the mediaCountrolChannel element (indicating the reverse RTCP chamnel) in the
H2250LogicalChannelParameters clement of the ferwardLogicalChannelParameters structure.

In an OpenlLogicalChannel that proposes a channel for transmission from the called endpoint to the
calling endpoint, the reverseLogicalChannelParameters element shall be inchided and contain
parameters  specifying  the  characteristics  of  the  proposed  channel.  The
forwardLogicalChanuelParameters cloment must also be inchuded (because it is not optional),
with the dataType clement set to sullData, multiplexParameters set to none, and all optional
eleroents omitted, Alternative proposals for the same receive channel shall contain the same
sessionlD value in H2250LogicalChannelParameters. All alternative OpenLogicalChansel
structures, that propose a chanunel for transmission from the called endpoint to the calling endpoint,
shall contain the same sessionlD and the same mediaChannel value. The other
H2258LogicalChannelParameters and dataType within reverselogicalChannelParameters shall
be set to correctly describe the reccive capabilities of the ¢alling endpoint associated with this
proposed channel. The calling endpoint may choose not to propose any channels for transmission
from the called endpoint to the calling endpoint, such as if it desires to use H.245 procedures later to
establish such channels.

NOTE - The called endpoint is only allowed to alter fields in a proposed OpenlogicalChannel structure as
specified in this clause. An endpoint is not allowed, for exaraple, to alter the number of frames per packet or
other characteristics of the proposed channel not specifically stated in this clause. If the calling endpoint
wants to increase the likelihood that the Fast Connect can be accepted, it should include multiple proposals
with different aliernative parameters,
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In the Sctup message, cach OpenLogicalChannel that proposes a unidirectional channel for
transmission from the called endpoint to the calling endpoint and that will carry media using RTP
shall contain the mediaCentrolChannel element (indicating the RTCP channel going in the same
direction) in the H2250LogicalChannelParameters element of the
reverseLogicaiChannelParameters structure.

In an OpenLogicalChannel that proposes a bidirectional channel between the calling endpoint and
the called endpoint, the ferwardlLogicalChannelParameters and
reverseLogicalChannelParameters clement shall contain parameters specifying the characteristics
of the proposed channel. Each such OpenlogicalChannel structure shall have a unigue
forwardLogicalChannelNumber value. Alternative proposals for the same bidirectional channel
shall contain the same sessionID value in H2250LogicalChannelParameters. The mediaChannel
element shall be omitted in the proposal; it will be provided in the
reverselogicalChannelParameters clement by the called endpoint should the proposal be
accepted. The other H2258LogicalChannelParameters and dataType shall be set to correctly
describe the transmit capabilities of the calling endpoint associated with this proposed channel,

All mediaControlChannel clements inserted by the calling endpoint for the same sessioniD for
both directions shall bave the same value.

Upon receipt of 2 Setup message coniaining fastStart, determining that it is willing to proceed with
the Fast Connect procedure, and reaching the point in the connection at which it is ready to begin
media transmission, the called endpoint shall choose from amongst the proposed
Openl.ogicalChannel structures containing reverselogicalChanneiParameters elements for each
media type it wants to transmit, from amongst the proposed OpenLegicalChannel stroctures
specifying forwardLogicalChannelParameters (and omitting reverseLegicalChannelParameters)
for each media type it wants to receive, and from amongst the proposed OpenLegicalChannel
structures containing both forwardLogicalChanneiParameters and
reverseLogicalChannelParameters elements for each bidirectional channel it wants to transmit and
or recetve. If aliernative proposals are presented, only one OpenLogicalChannel structure shall be
selected from amongst each alternative set; alternatives within a set have the same sessieniD. The
called endpoint accepts a proposed channel by returning the corresponding OpenbogicalChannel
structure in any Q.931 message sent in response to Setup, up to and including Connect. A called
cndpoint may choose to repeat the fastStart cloment in all subsequent messages up 1o and including
Connect: the contents of the fastStart element shall be the same. Calling endpoints shall react to the
first fastStart element received in a response message to the Setup message and ignore any
subsequent fastStart elements. The called endpoint may choose not to open media flow in a
particular direction or of a particular media type by not including a corresponding
OpenLogicalChannel structure in the fastStart element of the Q.931 response.

When accepting a proposed channel for transmission from called endpoint to calling endpoint, the
called endpoint shall return the corresponding OpenLegicalChannel structure to the calling
endpoint, inserting a unique forwardLegicalChannefNumber into the OpenlegicalChannel
structure and, for channels that will carry media using RTP, a valid mediaControlChannel ¢lement
(indicating the reverse RTCP channel) in the H2250LegicalChannelParameters clement of the
reverseLogicalChannelParameters strocture, The called endpoint may begin transmitting media on
the accepted channel according to the parameters specified in reversel.ogicalChannelParameters
immediately after sending the Q.931 response containing fastStart, unless mediaWaitForConnect
was set to TRUE in which case it must wait until after sending the Connect message.

When accepting a proposed channel for transmission from the calling endpoint to the called
endpoint, the called endpoint shall return the corresponding OpenLogicalChannel structure to
the calling endpoint. The called endpoint shall insert valid a mediaChannel and, for channels that
will carry media using RTP, a mediaControlChannel ficld (indicating the RTCP channel going in
the same  direction) in the h2250LogicalChannelParameters clement of  the
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forwardLogicalChannelParameters structure. All mediaControlChannel elements inserted by the
called endpoint for the same sessioniD for both directions shall have the same value. The called
endpoint shall then prepare to immediately receive media flow according to the parameters specified
in forwardLogicalChannelParameters. The calling endpoint may begin transmitting media on the
accepted and opened channels upon receipt of the Q.931 response containing fastStart and may
release any resources alocated to reception on proposed channels that were not accepted.

When accepting & proposed bidirectional channel for transmission between the calling endpoint and
the called endpoint, the called endpoint shall return the corresponding OpenLogicalChannel
structure to the calling endpoint. The called and calling cndpoints shall use the value i the
forwardlogicalChaanelNumber clement as the logical channel number of the forward and reverse
transmission paths of the bidirectional channel. The called endpoint shall insert a valid
mediaChannel eclement in  the h2258LegicalChannelParameters eclement of  the
reverseLogicalChannelParameters structure. The called and calling endpoints shall receive media
flow according to the parameters specified in ferwardLogicalChannelParameters and the
reverselogicalChannelParameters, respectively. The called endpoint shall be prepared to accept a
connection for the bidirectional channel prior to returning the fastStart element. The calling
endpoint may begin transmitting media on the accepted channels upon receipt of the Q.931 response
containing fastStart and may release any resources allocated for proposed channels that were not
accepted.

8.1.7.2  Switching to H.245 precedures

After establishment of a call using the Fast Connect procedure, either endpoint may determine that it
is necessary to invoke call features that require the use of H.245 procedures. Either endpoint may
imtiate the use of H.245 procedures at any point during the call using tunnelling as described in 8.2.1
(if h245Tunneling remains enabled). An H.323 Version 4 or higher entity that uses Fast Connect in
a call shall use H.245 tunnelling when an H.245 Control Channel is required and shall always set the
h245Tunneling field to TRUE. The process for switching to a separate H.245 connection is
described in 8.2.3 and way be used by Version 3 or older entitics or by newer H.323 entities when
communicating with Version 3 or older entities for the purpose of mainiaining backward
compatibility.

When a call is established using the Fast Connect procedure, both endpoints shall keep the .931
Call Signalling Channel open until either the call is terminated or, for compatibility with older
endpoints, until a separate H.245 connection is established.

When H.245 procedures arc activated, all mandatory procedures of H.245 that normally occur upon
initiation of an H.245 connection shall be completed prior to initiation of any additional H.245
procedures. The media channels that were established in the Fast Connect procedure are "inherited”
as though they had been opened using normal H.24S5 epenLlegicalChannel and
openLogicalChannelAck procedures. Tn order for such ™nheritance” 1o succeed, media scssions
opened during the Fast Connect procedure shall use only well-known sessionID values defined in
ITU-T Rec. H.245,

If the calling endpoint utilizes Fast Connect to initiate a call, it shall not open the H.245 Control
Channel using the normal H.245 tunnelling or via a separate H.245 connection until the called
endpoint has returned fastStart, fastConnectRefused, h245Address, or the Connect message. Note
that older H.323 endpoints may open the H.245 Control Channel even before recciving one of these
message elements or message, in spite of the fact that it initiated a Fast Connect call. While this
behaviour was strongly discouraged in previous publications and is now forbidden, endpoints need
to be aware of this older behaviour. If an endpoint opens the H.245 Control Channel before receiving
the aforementioned message clements or message, the codpoint shall assume that Fast Connect is
terminated and shall not send a fastStart element.
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However, an cndpoint may cxchange the terminalCapabilitySet message and  the
masterSlaveDetermination message in the Setup message as described in 8.2.4. Such an exchange
constitutes the opening of the H.245 Control Channel, but docs not preclude cither endpoint from
proceeding with Fast Connect,

The called endpoint shall not initiate H.245 before returning fastCounnectRefused, fastStart, or the
Connect message. A called endpoint that returns the h245Address element in any message up o and
including the Connect message, and which has not already explicitly accepted or rejected Fast
~onnect, shall also return either fastStart or fastConneciRefused in the same message. Note that
older endpoints may not return fastStart or fastConuneciRefused. For backward compatibility with
older endpoints, H.323 endpoints may assumg that Fast Connect is refused if the called endpoint
sends the h245Address clement or opens the H.245 Control Channel without simultancously or
previously sending fastStart or fastConnectRefused.

Note that in the case where a separate H.245 connection is opened from the called endpoint to the
calling endpoint that supplied its h245Address in the Setup message, a race condition exists; the
calling endpoint may detect the opening of the H.245 Control Channel from the called endpoint
before it receives the fastStart element. For this reason, it is recommended that if an endpoint
accepts Fast Connect and initiates a separate conunection for H.245, it should iotroduce a delay
between sending the H.225.0 message containing the fastStart element and the initiation of the
separate H.245 connection. [n the event that the called endpoint fails to introduce a delay, the calling
endpoint should still be prepared for a possible late arrival of the fastStart element in this scenario.
Older endpoints roay assume that Fast Connect is refused if the H.245 Contrel Channel is opened
prior to receiving the fastStart clement.

8.1.7.3 Terminating a call

If a call connected using the Fast Connect procedure continues to completion without initiation of
H.245 procedures, then the call may be terminated by either endpoint sending a Q.931 Release
Complete message. If H.245 procedures are initiated during the call, then the call is terminated as
described in 8.5.

If a separate H.245 connection has not been established and the Q.931 Call Signalling Channel is
terminated, the call shall also be terminated.

8.1.74 In-band and sut-of-band tenes and announcements
Tones and announcements can be locally generated or passed in-band from the terminating endpoint.

On completing call setup, the endpoint on the terminating side shall decide if it will provide in-band
tones or if locally generated tones at the originating side shall be used. Note that other type of
indication can replace locally generated tones and announcement in some systems (visual indications
on 2 screen for example). For the purpose of this clause, they will be referred to as locally generated
tones and announcements, Locally generated tones, provided at the originating side, are the default.
The terminating side may wish to provide in-band-generated tones and announcements, for example
when the terminating endpoint is a gateway to an analogue network. To instruct the originating side
not to generate locally generated tones, such as ringback or busy, the terminating side shall open the
media channel by responding to the Fast Connect request and sending a Progress indicator
information element with progress descriptor #1, Call is not end-to-end ISDN; further cali progress
information may be available in-band, or #8, In-hand information or an appropriate patters is now
available in a Call Proceeding, Progress or Alerting message, or in a Connect message if an Alerting
message was not sent. The response to the Fast Connect message shall be done before or at the same
time the Progress indicator is sent (1e. op to and including the same message the Progress indicator
is sent). The terminating side can provide in-band tones or announcements (such as ringback or
busy) as soon as the progress descriptor has been sent and the media channel has been opened. Note
that the Progress indicator should be in an Alerting message only if the endpoint is being alerted. If
another in-band tone, such as busy or re-order tone is provided, the Progress indicator should not be
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in an Alerting. When no appropriate call setup message is available, a Progress message can be used
to carry the Progress indicator.

NOTE — When an endpoint or a Gatckeeper intervening in call signalling receives a Progress indicalor
information element m a Call Proceeding message, it will not be able to relay the Call Proceeding if the Call
Proceeding message has already been sent to the originating side. In that case, the Progress indicator
information elernent in the Call Proceeding message shall be mapped to a Progress indicaior information
element in 8 Progress message.

If the terminating side does not wish to provide far-end tones and announcements, it shall not send a
Progress indicator information element with progress descriptor #1 or #8. To instruct the originating
side that locally gencrated alerting shall be applied, the Alerting message shall be sent.

Upon receipt of an Alerting message, the originating side shall provide locally generated tones and

announcement unless both the following conditions are true;

1 A media channel is available for "listening”. The fastStart element could have been
received in any message up to and including Alerting message.

2) A Progress indicator information clement with progress descriptor #1, Call is not end-to-end
ISDN; further call progress information may be available in-band, or #8, In-band
information or an appropriate patiern is now available, was received in any rmessage up to
and including the Alerting message.

Upon receipt of a Release Complete message including a Caunse information element, the originating
side shall generate a tone or provide an indication appropriate to the received cause value. For
example, if cause value #17, User busy, is received, the originating shall generate busy tone or
provide an indication of user busy.

When localiy generated tones and announcements are used, the Signal information element can
optionally also be present to include more information about the type of signal to be provided.

8.1.8 Call setup via gateways

8.1.8.1 Gateway in-bound cail setup

When an external terminal calls a network endpoint via the Gateway, call setup between the
Gateway and the network endpoint proceeds the same as the endpoini-to-endpoint call setup. The
Gateway may need to issue a Call Proceeding message to the external terminal while establishing the
call on the network.

A Gateway which cannot directly route an incoming SCN call to an H.323 endpoint shall be able to
accept two-stage dialing. For Gateways to H.320 networks (also H.321, H.322 and H.310 in H.321
mode), the Gateway shall accept SBE nombers from the ¥,320 terminal. Optionally, Gateways to
H.320 networks may support the TCS-4 and IS BAS codes to retrieve the H.323 dialing information
after a H.320 call has been established. For Gateways to H.310 native mode and H.324 networks, the
Gateway shall accept H.245 userinputlndication messages from the H.324 terminal. In these two
cases, support of DTMF is optional. For Gateways to speech-only terminals, the (Gateway shall
accept DTMF numbers from the speech-only terminal. These numbers will indicate a second stage
dialing nurnber to access the individual endpoint on the network,

8.1.8.2 Gateway out-bound call setup

When a network endpoint calls an external terminal via the Gateway, call setup between the network
endpoint and the Gateway proceeds the same as the endpoint-to-endpoint call setup. The Gateway
will receive the destination dialedDigits or partyNumber (e164Number or privateNumber) in the
Setop message. It will then use this address to place the out-bound call. The Gateway may retum
Call Proceeding messages to the network endpoint while establishing the cutgoing call.
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A Gateway should send a Call Proceeding message after it reccives the Sctup message (or after it
receives ACF) if it expects more than 4 seconds to elapse before it can respond with Alerting,
Connect, or Release Complete,

The Progress Indicator information element is used to indicate that inter-networking is occurring,
The Gateway shall issue a Progress indicator information element within the Alerting, Call
Proceeding or Connect messages. This information may also be sent in a Progress message.

The network endpoint shall send all dialedDigits or partyNumber addresses that it is calling in the
Setup message. For example, a six B-channel call on the ISDN will require six dialedDigits or
partyWNumber addresses in the Sctup message. The Gateway shall respond 1o the Setup message
with a Connect or Release Complete message as well as Alerting, Call Proceeding, or Progress
messages. Failure of the SCN call shall be reported to the network endpoint in the Release Complete
message. The use of mualtiple CRV values and multiple Setup messages is for further study. Addition
of channels on the SCN during a call is for further study.

A network endpoint that is registered with a Gatekeeper should request sufficient call bandwidth in
the ARQ message for the aggregate of all SCN calls. If sufficient call bandwidth was oot requested
in the ARQ message, the procedures of 8.4.1, Bandwidth Changes, shall be followed in order to
obtain additional call bandwidth.

The Gateway may advance to Phase B after placing the first call on the SCN, Additional calls for the
additional SCN dialedDigits or partyNumber numbers may be placed after the capability exchange
with the Gateway and establishment of andio communications with the SCN endpoint.

8.1.9 Call setup with an MCU

For Centralized Multipoint Conferences, all endpoints exchange call signalling with the MCU. Call
setup between an endpoint and the MCU proceeds the same as the endpoint-to-endpoint call setup
scenartos of 8.1.1 through §.1.5. The MCU may be the called endpoint or the calling endpoiunt.

In a Centralized Multipoint Conference, the H.245 Control Channel is opened between the endpoints
and the MC within the MCU. The audio, video, and data channels are opened between the endpoints
and the MP within the MCU. In a Decentralized Multipoint Conference, the H.245 Control Channel
is open between the endpoint and the MC (there may be many such H.245 Coutrol Channels, one for
each call). The Audio and Video Channels should be multicast to all endpoints in the conference.
The Data Channel shall be opened with the Data MP.

In an ad hoe Multipoint Conference where the endpoints do not contain an MC and the Gatekeeper
would like to provide an Ad Hoc multipoint service for the endpoints, the H.245 Control Chanoel
may be routed through the Gatekeeper. Initially, the H.245 Control Channel would be routed
hetween the cadpoeints through the Gatckeeper. When the conference swiiches to multipoint, the
Gatekeeper may connect the endpoints to an MC associated with the Gatekeeper.

o an ad hoc Multipoint Conference where one or both of the endpoints contains an MC, the normal
call setup procedures defined in 8.1.1 through 8.1.5 are used. These procedures may apply even if an
endpoint that contatns an MC is actually 3 MCU. The master-slave determination procedure is used
to determine which MC will be the Active MC for the conference.

8.1.10 Call ferwarding

An endpoint wishing to forward a call to another endpoint may issuc a Facility message indicating
the address of the new endpoint. The endpoint receiving this Facility indication should send a
Release Complete and then restart the Phase A procedures with the new endpoint.

8.1.11 Broadcast call setup

Call setup for loosely controlled Broadcast and Broadcast Panel conferences shall follow the
procedures defined in ITU-T Rec. H.332.
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8.1.12 OQOverlapped sending

H.323 entitics can optionally support overlap sending. If a Gatekeeper is present, and overlap
sending s being used, endpoints should send an ARQ message to the Gatekeeper cach time some
new addressing information is input. The endpoint shall place the total cumulative addressing
information into the destinationinfo field each time an ARQ message is sent. If there is insufficient
addressing information in the ARQ, the Gatekeeper should respond with an ARJ with the reason set
1o incompleteAddress. This indicates that the endpoint should send another ARQ when more
addressing information is available. When a Gatekeeper has sufficient addressing information to
assign a suitable destCallSignalAddress, it shall return an ACF. Note that this does vot necessarily
mean that the addressing information is complete. If the Gatekeeper sends an ARJ with
AdmissionRejectReason sot to something other than incompleteAddress, the call sctup process
shall be aborted.

When an cndpoiut bas a suitable destCallSignalAddress, it shall send a Sctup message with the
canOverlapSend field assigned according to whether it is capable of supporting the overlap sending
procedures. If a remote entity receives a Sctup message with an incomplete address and the
canOverlapSend field set to TRUE, it should initiate overlap sending procedures by returning the
Setup Acknowledge message, Additional addressing information should be sent using Tnformation
messages. If the address is incomplete and the canOverlapSend field set to FALSE, the remote
entity should send Release Complete. Note that Gateways should not transfer Sctup Acknowledge
messages from the SCN to H.323 endpoints that have not indicated that they can support overlap
sending procedures as the desired result may not be achieved.

8.1.13 (all setup to conference alias

Alias addresses (see 7.1.3) may be used to represent a conference at an MC. The proceduares in the
preceding subclauses apply, except as noted here.

8.1.13.1 Joining to a conference alias, with ne gatekeeper

Endpoint | (calling endpoint) sends the Setup (1) message (see Figure 29) to the well-known Call
Signalling Channel TSAP Identifier of Endpoint 2 (the MC). The Setup message includes the
following ficlds:

conferenceadlias
MC{U} transport address

destinationdddress
destCall8ignaliddress
conferencelID 0 (since the CID is unknown)
conferenceGoal = join

It

H

Eundpoint 2 responds with the Connect (4) message, which contains:
K DV

h245Address = Transport Address for H.245 signalling
conferencelID = CID for the conference

8.1.13.2 Joining to a conference alias, with gatekeeper

Endpoint 1 {calling endpoint) initiates the ARG (1VACF (2) exchange (reference Figure 30) with the
Gatekeeper. The ARQ contains;

destinationInfo = conferencedlias
callldentifier = some value N
conferencell = 0 {aince the CID is unknown)

The Gaickeeper shall return the Call Signalling Channel Transport Address of Endpoint 2 (called
endpoint, containing the MC) in the ACF. Endpoint I then sends the Setup (3) message to
Endpoint 2 using that Transport Address and the following fields:
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degtinationAddreas = conferencelAlias

destCallSignaladdress = address supplied by ACF
conferenceld = 0
conferenceGoal = join

Ultimately, Endpoiot 2 returns a Connect message with following fields:

h245hddresns = Transpert Address for K.245 signalling
conferenceld = CID for the conference

Endpoint 1 completes the call by informing its Gatekeeper of the correct CID., Endpoint 1 sends an
IRR to the Gatekeeper with the following fields:

callldentifier = game value N as usged in the first ARQ
conferencelld = original CID from emdpoint 1
substituteConferencelIlDs = CID from endpoint 2

8.1.13.3 Create or invite with a conference alias

Endpoint 1 (calling endpoint) may send a Setup message to Endpoint 2. The Sctup message includes
the following fields:

destinationaddress = conferencedlias
destCallsSignaliddress = MC(U) transport address
conferenceld = CID of the conference
conferencaGoal = greate or invite

Endpoint 2 responds with the Connect megsage, which contains:

hz45address
conferencelDd

Transport Addresa for H.245 signalling
CID for the conference

8.1.13.4 Consideration for version 1 endpeints

When an H.323 entity (endpoint or MCU) receives a Setup message from a Version | entity and the
destinationAddress matches one of its conferences aliases, then it shall ignore the conferenceGoal
and treat the Setup request as a join request.

When a Gatekeeper receives an ARG, fromn a Version | entity and the destinationInfo matches one
of its conferences aliases, then it shall ignore the conferencelD field. Likewise, when an H,323
entity receives a Setup message from a Version 1 entity and the destinationAddress matches one of
its conferences aliases, then it shall ignore the conferencelD.

These provisions allow a Version 1 endpoint to call a conference Alias.

8.1.14 Gatekeeper modification of destination addresses

An endpoint shall set the canMapAlias field to TRUE to indicate its ability to accept modified
destination information from a Gatekeeper. The endpoint shall use the destination information
returned in ACF or LCF instead of the destination information passed in the ARQ or LRQ. For an
ingress Gateway, the destination information that appears in the ACF will be used in the Setup
message that is sent on the packet network. For an egress Gateway, the destination information that
appears in the ACF will be used to address a destination in the GSTN (for example, appearing in the
Setup message sent to the ISDN).

In Gatekeeper routed cases, the Gatekecper may modify destination addresses in the Setup message
it receives before sending out a corresponding Setup message.
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NOTE - H.323 systems prior t¢ Version 4 were not requived to set the canMapAlias field to TRUE.

8.1.15 Indicating desired protocols

When an endpoint places a call, it may indicate in various H.225.0 messages those protocols it
desires 1o utilize during the course of a call, such as fax, H.320, T.120, ctc., in the desiredProtocols
field. If the endpoint provides a list of desired protocols to its Gatekeeper or if an entity sends an
LRQ message to a Gatekeeper with a list of desired protocols, the Gatekeeper should afteropt to
locate an endpoint that can provide support for the desired protocols. If the Gatekeeper finds no
endpoint that supports any of the desired protocols, the Gatekeeper shall still resolve the address so
that the call may continue.

The calling endpoint may examine the EndpeintType of the destination endpoint to determine
exactly what protocols the remote endpoint possesses.

8.1.16 Gatekeeper requested tones and announcements

A Gatckeeper may request a Gateway to play a tone or an anncuncement for a variety of call events.

These call events could be "pre-call” events (something that happens before the terminating gateway

is signalled, such as prompting the caller for a destination number or an account code), "mid-call”

events (something that happens in the middie of a call, such as providing an announcement to alert

the parties on the call that the call will end in a few minutes), or "end-call” events {(something that

happens at the end of the call, such as a farewcll message). In all cases, the Gatekeeper may vse a

H248S8ignalsDescriptor to describe the prompt the gateway should use,

The following pre-call events are supported:

. Prompting for a destination — In what is often called two-stage dialing, the caller dials one
nursber to reach the Gateway and is prompted to dial the true destination number. Although
a Gateway may have a general policy to always provide the prompt, in some circumstances
it may make sense to allow the Gateway to consult the Gatekeeper, This "consult” operation
is simply the AR with the called number as destinationinfe. If the Gatekeeper decides that
a true destination number is required, the Gatekeeper may instruct the Gateway to prompt
the caller, collect the additional digits, and consult the Gatckeeper with the destination. The
Gatckeeper uses the ART with a serviceControl clement and an AdmissionRejeciReason
of collectDestination. The serviceControl element has a ServiceCentrolDescriptor of
type signal (which contains the H248SignalsDescriptor) and a reason of open. The
AdmissionRejectReason of collectDestination instructs the Gateway to place the collected
true destination into the destinationinfo of a new ARQ.

. Prompting for an authorization code, account code, or PIN — In this case, the Gatckeeper
replies to the ARQ with an ARJ containing a serviceControl eclement and an
AdmissienRejectReason of collectPIN. The serviceContrsl element has &
ServiceControlDescriptor of type signal (which contains the H248SignalsDesceriptor) and
a reason of open. The AdmissionRejectReasen of collectPIN instructs the Gateway to
place the collected PIN (or authorization code or account code) into a token or erypio Token

of a new ARQ.

. Prompting for both a destination and a PIN — This is simply a scrial operation of the first two
cases.

. Rejecting a call — A Gatckeeper may choose to reject a call, but provide some feedback to

the user (for example, providing a network busy tone or announcement if there are no
available facilities for a destination). In this case, the ARJ would confain an
AdmissionRejectReason  that reflects the condition, but not collectPIN  or
celleciDestination.
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A Gatckeeper may initiate a mid-call signal by using the SCI message. The serviceControl element
has a ServiceCeontrolDescripter of type signal (which contains the H.248 H2484SignalsDescriptor)
and a reason of epen. The signal may be stopped by sending the ServiceControlindication
message, but with a ServiceCentrolDescriptor containing a reason of close. A Gateway should
respond to the SCT message with a SCR with an appropriate resuit.

A Qatekeeper may initiate an end-call signal in a DRQ (for the direct endpoint rounting case) or a
Release Complete (for the Gatckeeper routed case) with a serviceControl clement. The
serviceControl element has a ServiceCeontrolDescriptor of type signal (which contains the H.248
H248SignalsDescripter) and a reason of open. The signal may be stopped by sending the
ServiceConirollndication message, but with a ServiceControlDescriptor containing a reassn of
close.

8.2 Phase B — Initial commusicatien and capability exchange

Once both sides have exchanged call setup messages from Phase A, the endpoints shall, if they plan
1o use H.245, establish the H.245 Control Channel. The procedures of ITU-T Rec. H.243 are used
over the H.245 Control Channel for the capability exchange and to open the media channels.

NOTE - Optionally, the H.245 Conirel Channel may be set up by the called endpoint on receipt of Setup and
by the calling endpoint on receipt of Alerting or Call Proceeding. In the event that Connect does not arrive or
an endpoint sends Release Complete, the H.245 Control Channel shall be closed.

Endpoints shal] support the capabilities exchange procedure of H.245 as described in 6.2.8.1,

Endpoint system capabilities are exchanged by transmission of the H.245 terminalCapabilitySet
message. This capability message shall be the first H.245 message sent unless the endpoiot is
indicating that it understands the parallelH{245Contrel ficld (see 8.2.4). If prior to successful
completion of tormunal capability exchange, any other procedure fails (i.¢. rejected, vot understood,
not supported), then the initiating endpoint should initiate and successfully complete terminal
capability c¢xchange before attempting any other procedure. An endpoint which receives a
terminalCapabilitySet message from a peer prior to initiating capabilities exchange shall respond
as required by 6.2.8.1 and should initiate and successfully complete capabilities exchange with that
peer prior to initiating any other procedurs.

Endpoints shall support the master-slave determination procedure of H.245 as described in 6.2.8.4,
In cases where both endpoints in a call have MC capability, the master-slave determination is used
for determining which MC will be the Active MC for the conference. The Active MC may then send
the mcLocationindication message. The procedure also provides master-slave determination for
opening bidirectional channels for data,

Master-slave determination shall be advanced (by sending ecither MasterSlaveDetermination or
MasterSlaveDeterminationAek as appropriatc) in the first H.245 message after Terminal
Capability Exchange has been initiated.

If the initial capability exchange or master-slave determination procedures fail, these should be
retried at least two additional times before the endpoint abandons the connection attempt and
proceeds to Phase B,

Following successful completion of the requirements of Phase B, the endpoints shall proceed
directly to the desired operating mode, normally Phase C.
8.2.1  Encapsulation of H.245 messages within Q.931 messages

In order to conserve resources, synchronize call signalling and control, and reduce call setup time, it
may be desirable to convey H.245 messages within the Q.931 Call Signalling Chanvel instead of
establishing a separate H.245 channel. This process, known as "encapsulation” or "tunnelling” of
H.245 messages, is accomplished by utilizing the h245Control clement of h323-uu-pdu on the Call
Signalling Channel, copying an encoded H.245 message as an octet string.
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When tunnclling is active, one or more H.245 messages can be encapsulated in any Q.931 message.
If tunnelling is being utilized and there is no need for transmission of a Q.931 message at the time
an H.245 message must be transmitted, then a Facility moessage shall be sent with the reason set to
transportedInformation. (Note that H.323 systems prior to version 4 used a Facility message with
h323-message-body sct to empty.)

A calling entity capable of and willing to use H.245 encapsulation shall set the h245Tunneling
element to TRUE in the Sctup message and any subsequent Q.931 messages it sends so long as 1t
desires tunnelling (o remain active. A cailed entity capable of and willing to use H.245 encapsulation
shall set the h245Tunneling clement to TRUE in the first Q.931 message sent in response to Setup
and in every subsequent Q.931 message it sends so long as it desires tunnelling to remain active. The
called entity shall not set h245Tunneling to TRUE in any Q.931 response (and tunnelling remains
disabled) unless it was TRUE in the Setup message to which it is responding. If the called entity
does mnot yet koow if H.245 tunnelling can be supported, it shall include the
provisionalRespToH245Tunneling flag. This may happen, for example, when a Gatekeeper is
responding to a calling enfity with a message such as Call Proceeding before the called endpoint
responds to the h245Tunneling flag. The provisionalRespToH245Tunneling flag effectively
climinates the meaning of the h245Tunneling flag in a message and the flag shall thus be ignored by
the receiving endpoint.

If h245Tunneling 1s not s¢t to TRUE in any Q931 message that does not include the
previsionalRespToH245Tunneling flag, then tunnelling is disabled from that point for the duration
of the call and a separate H.245 connection shall be established when and if H.245 procedures are
invoked.

The calling entity may include tunvelled H.245 messages in the Setup message; it must also set the
h245Tunneling element to TRUE. If the called entity does not set h245Tunneling to TRUE and the
provisionalRespToH245Tunneling flag is absent in the first Q.931 message sent in response to
Setup, then the calling entity shall assume that the H.2435 messages it had encapsulated in Setup were
ignored by the called cntity and repeat them, as nccessary, after the separate H.245 channel is
established. The called entity, if it sets h24STunneling to TRUE, may also include encapsulated
H.245 messages in the first and subsequent Q.93 1 messages.

The calling endpoint shall not include both a fastStart element and encapsulated H.245 messages in
h245Contrel in the same Sctup message, since the presence of the encapsulated H.245 messages
would override the Fast Connect procedure. A calling endpoint may, however, include both a
fastStart clement and set h245Tunneling to TRUE within the same Sctup message; likewise, a
called endpoint may include fastStart and set h245Tunneling to TRUE within the same .931
response. In this case, the Fast Connect procedures are followed, and the H.245 connection remains
"unestablished" until actual transmission of the first tunnelled H.245 message or opening of the
separate H.245 connection,

When H.245 encapsulation is being used, both endpoints shall keep the Q.931 Call Signalling
Channel open until either the call is terminated or a separate H.245 connection is established.

When an endpoint receives an h24S5c¢ontrol element encapsulating more than one H.24S PDU, the
encapsulated H.245 PDUs shall be processed {i.e. provided to higher layers) sequentially by order of
increasing offset from the beginning of the H.225.0 message.

H.323 Version 4 and higher entities shall indicate support for H.245 tunnelling as described in this
clause by setting the h245Tunneling field to TRUE in all messages containing this field.
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8.2.2 Tunnelling through intermediate signalling entities

Entities in the signalling path such as Gatekeepers may perform functions such as divert on no-reply
or other advanced call control that results in representing to an endpoint a Q.931 call state that is
different from the actual call state at the other endpoint. Such intermediate entities shall ensure that
H.245 messages encapsulated in Q.931 messages are forwarded to the other endpoint even if the
Q.931 message in which the H.245 message is encapsulated would be consumed and not forwarded
to the other endpoint. This is accomplished by transferring the encapsulated H.245 message into a
Facility message with the reason set to transportedInformation. (Note that H.323 systems prior to
version 4 used the Facility message with the h323-message-body set to empty.) For example, if a
Gatekeeper has already sent a Connect message to a calling endpoint and later receives 3 Connect
message from a called endpoint that contains an encapsulated H.245 message, it must forward the
H.245 message using a Facility message.

Entitics in the signalling path shall also vse the Facility message or the Progress message to convey
any new information (such as Q.931 information elements, CallProceeding-UUIE fields, tunnelled
non-H.323 protocols, and encapsulated H.245 messages) received in a Call Procecding message 1o
the other endpoint if the entity has already sent a Call Proceeding message. This will allow the
entity, for example, to transmit the fastStart cloment to facilitate proper establishment of a Fast
Connect call and/or a Progress Indicator to indicate the presence of in-band tones and
announcements, When using the Facility message to carrying such information extracted from the
Call Proceeding message, the reason in the Facility should be set to ferwardedElements.

8.2.3 Switching to a separate H.245 connection

When H.245 encapsulation or Fast Connect is being used, either endpoint may choose to switch to
psing the separate H.245 connection at any time. In order to facilitate initiation of the separate H.245
connection by cither endpoint, each endpoint may include h245Address in any Q.931 message it
sends during the call. Tf, at the time an endpoint deems it necessary to inmitiate the separate H.245
connection, it finds that it has not yet received the h245Address of the other endpoint, the endpoint
shall transmit a Facility message with a FacilityReason of startH245 and provide its H.245 address
in the h245Address element. An endpoint receiving a Facility message with a facilityReason of
startH245 which has not already independently initiated the separate H.245 channel shall open the
H.2435 channel using the h245Address specified. Use of the separate H.245 connection is initiated
by opening the H.245 TCP connection and accepted by acknowledgement of the H.245 TCP
connection.

If tunnelling was being used, the endpoint inttiating the separate H.245 connection shall not send any
further tunnelled H.245 messages on the Call Signalling Channel and shall send no H.245 messages
on the separate H.245 conncction until the establishment of the TCP connection is acknowledged.
The endpoint acknowledging opening of the separate H.245 connection shall not send any further
tunnelled H.245 messages on the Call Signalling Channel after acknowledging the opening of the
separate H.245 connection. Because of the possibility that H.245 messages have already been sent
and are in transit when the scparate H.245 channel is nitiated, endpoints shall continue to receive
and correctly process tunnelled H.245 messages until a Q.931 message is received with the
h245Tunneling flag set to FALSE; responses to such "late” tunnelled H.245 messages or
acknowledgement of such messages shall be sent on the separate H.245 connection after it is
established. Once a separate H.245 connection has been established, it 1s not possible to switch back
t0 using tunnelling,

In the event that both endpoints simultancously initiate the separate H.245 connection, the endpoint
with the numerically smaller h245Address shall close the TCP connection it opened and use the
connection opened by the other endpoint. For purposes of comparing the numeric values of
h245Address, cach octet of the address shall be individually compared beginning with the first octet
of the OCTET STRING and continuing through the OCTET STRING left to right until unequal
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numeric octet values are found. Comparison shall first be performed on the network-layer address
element of h245Address and, if found to be equal, then on the transport (port) address element,

8.2.4 Initiating H.24S tunnelling in paraliel with fast connect

As detailed in 8.2, the first two H.245 messages sent by an endpoint on the H.245 Control Channel
are the terminalCapabilitySet message and the masterSlaveDetermination message. Even when
Fast Connect is being utilized, there are advantages to exchanging those messages as quickly as
possible. In particular, an entity may nead to know as early as possible whether DTMF is supported
in Userinputindication or with RTP payload types (as described in 10.5) by the other entity.
Additionally, if Fast Connect is refused, there are obvious advantages to having already transmitted
these messages, as there are fewer messages to exchiange in order to open logical channels.

Therefore, to expedite the exchange of capabilities and overall call setup, an entity may include the
H.245 terminalCapabilitySet message and the masterSlaveDetermination message in the Setup
message by including those messages in the in the parallellH245Ceontrol field of the Setup message.
Unlike the h2458Centrol field, the calling entity may send these messages in the Setup message
along with the fastStart element. The calling entity shall set the hZ45Tunneling field to TRUE
when including the parallelH245Control field.

NOTE - A calling entity should not include the parallelH245Contrsl ficld without also including the
fasiStart ficld, since H.245 tunnelling in the context of a call that does not utihze the Fast Connect
procedures should be handled according to 8.2.1.

To indicate that the called entity understands the parallelH245Control ficld, the first H.245
megsage that the called entity sends shall be the terminalCapabilitySetAck message tunnelled in
the H.225.0 Call Signalling Channel. This response message should be sent by the called entity at the
same time that fastConnectRefused or fastStart is sent to the calling entity. Note that if an endpoint
does not indicate that 1t understands the parallelH245Contrel field, it shall abide by 8.2 and send
terminaiCapabiltySet and not terminalCapabilitySetAck as the first H.245 message. The called
entity shall set the h245Tunneling field to TRUE if it understands the parallelH245Contrel field.
Figure 41 shows the message exchanges of a Fast Connect call between two endpoints that
understand the paralletH245Control field.
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Calling Called

endpoint endpoint
SETUP
fastStart

carlyH245 Control
TerminalCapabilitySet(calling endpoint)
MasterSlaveldetermination

CALL PROCEEDING, or other

fastStart

h245Control
TerminalCapabilitySetAck{calling endpoint)
TerminalCapabilitySet(called endpoint)
MasterSlaveDeterminationAck

media streams

F-y

FACILITY
h245Control
TerminalCapabilitySet Ack(called endpoint)
MasterSlaveDeterminationAck
TCS and M/S completed

&

T1808540-0C

Figure 41/H.323 - Successful initiation of H.245
in parallel with fast connect

The calling entity shall recognize that the parallefH245Contro! ficld was not understood when
either it receives a Connect message and still has not received a response to the initial
terminalCapabilitySet message, the first H.245 message received from the called entity is not a
tunnelled terminalCapabilitySetAck message, or fastStart or fastConnectRefused is received and
no response has been received for the terminalCapabilitySet message. Figure 42 shows a message
exchange between an endpoint that sends the paralleiH245Contrel ficld and a called endpoint that
does not understand the field.

Calling Called

endpoint endpoint

SETUP

tastStant

earlyH245Control
Terminal CapabilitySet{ calling endpoint)
MasterSlaveDetermination

CALL PROCEEDING, or other
fastStart

media sireams

Terminal Capability Set
negotiation and Master/Slave
Determination is assumed o
have failed. They may be
re-attempted at a later time.

TI608550-00

Figure 42/H.323 - Unsuecesstul initiation of H.245
in parallel with fast connect
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8.3 Phase C — Establishment of audiovisual communication

Following the exchange of capabilities and master-slave determination, the procedures of
ITU-T Ree. H.245 chall then be used 1o open logical channels for the various information strears.
The andio and video streams, which are transmitted in the logical channels setup in H.2435, are
transported over dynamic TSAP Identifiers using an unrcliable protocol (see TTU-T Rec. H.225.0).
Data communications which is transmitted in the logical channels setup in H.245, are transported
using a relisble protocol (see ITU-T Rec. H.225.0).

The epenLogicalChannelAck message returns, or the reverseLogicalChannelParameters of the
openLogicalChannel roquest contains, the Transport Address that the receiving endpoint has
assigned to that logical channel. The transmitting channel shall send the information stream
associated with the logical channel to that Transport Address.

Following the  opening of logical channels for audic and  video, omne
h2250MaximumSkewIndication message shall be sent by the transmitter for each associated audio
and video pair.

8.3.1 Mode changes

During a session, the procedures for changing chaunel structure, capability, receive mode, ete., shall
be carried out as defined in ITU-T Rec. H.245. Appendix V/H.245 contains a procedure for changing
modes on a logical channel which may minimize the disruption of the audio.

8.3.2 Exchange of video by mutual agreement

The indication videoIndicateReadyToActivate is defined in ITU-T Rec. H.248. Tts use is optional,
but when used the procedure shall be as follows.

Endpoint | has been set so that video is not transmitted unless and until Endpoint 2 has also
indicated  readiness to  transmit  video. Endpoint 1 shall send the indication
videoIndicateReadyToActivate when the initial capability exchange has been completed, but shall
not transmit a video signal until it has received cither videoIndicateReadyToActivate or incoming
video from Endpoint 2.

An endpoint which has not been set in this optional way is not obliged to wait until receipt of
videoIndicateReadyTeActivate or video before initiating its video transmission.
8.3.3 Media stream address distribution

In unicast, the endpoint shall open logical channels to the MCU or other endpoint. Addresses are
passed in the epenLogicalChannel and openLogicalChannelAck,

In multicast, the multicast addresses are assigned by the MC and distributed to the endpoints in the
communicationModeCommand. It is the responsibility of the MC to allocate and assign unique
multicast addresses. The endpoint shall signal an epenLogicalChannel to the MC with the assigned
malticast address. The MC shall forward the openLogicalChasnnel to cach receiving endpoint, In
cascs where media from multiple endpoints are transmitted on a single session (c.g. single multicast
address), the MC shall open a logical channel to each endpoint recetving media from an endpoint in
the conference.

In cases where an endpoint joins a conference after the initial communicationModeCommand has
been transmitted, it is the responmsibility of the M™MC to send an updated
communicationModeCommand to the new endpoint and to open the appropriate logical channels
for media sourced from the new endpoint. In cases where an endpoint feaves the conference after the
initial communicationModeCommand has been transmitted, it is the responsibility of the MC to
close the appropriate logical channels which were being sourced from the endpoint which left the
confercnce.
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Tn multi-unicast, the endpoint must open logical channels to cach of the other endpoints. The
openLogicalChannel is sent to the MC and shall contain the terminal number of the endpoint for
which the channel is intended. The endpoint can match a epenlegicalChanneldck by the
forwardLogicalChannelNumber.

8.3.4 Correlation of media streams in multipeint conferences

The following method shall be used to associate a logical channel with an RTP stream within a
multipoint conference. The media stream source endpoint sends the openLogicalChannel message
to the MC. In cases where the source would like 1o indicate a destination for the
openLogicalChannel, the source endpoint should place the terminallabel of the destination
endpoint in the destination field of the h2250LegicalChannelParameters. The source endpoint
shall also place its own terminallabel in the source field of h2258LogicalChannelParameters.
Note that in the multicast model, the absence of a destination indicates that the stream is applicable
to all endpoints.

If a source endpoint has been assigned a terminall.abel by an MC, the source endpoint shall use an
SSRC that contains the lowest byte of its terminalLabel as the lowest byte of its SSRC.

The destination endpoint may associate the logical channel number with the RTP stream source by
comparing the openLogicalChannel.h22350LogicalChannelParameters.source ficld with the
lowest byte of the SSRC in the RTP header.

It is possible for SSRC collisions when an H.323 endpoint is in an H.332 conference. The endpoint
detecting the collision shall follow the procedures in RTP for SSRC collision reselution.

8.3.5 (Cemmaunication mede command procedures

The H.245 communicationMeadeCommand is sent by an H.323 MC to specify the communication
mode for cach media type: unicast or multicast. This command may cause a switch between a
centralized and decentralized conference and therefore may involve closing all existing logical
channels and opening new oncs.

The communicationModeCommand specifies all the sessions in the conference. For each session,
the following data arc specified: the RTP scssion identifier, the associated RTP session ID if
applicable, a terminal label if applicable, a description of the session, the dataType of the sessions
(e.g. G.711), and a unicast or multicast address for the media and media control channels as
appropriate for the conference configuration and type,

The communicationMedeCommand conveys the transmit modes which conference endpoints are
to use in a conference. The command does not convey receive modes, as they are specified by
openlLogicalChannel commands which are sent from the MC to the endpoints,

It is presumed that the communicationModeCommand is defining the modes of a conference and
is therefore sent after the multipeintConference indication which notifies an endpoint that it must
comply with  the commands of the MC. Endpoints should wait for a
communicationModeCommand before opening logical channels when they have received a
multipsintConference indication.

Endpoints receiving a communicationModeCommand use the terminalLabel field of cach table
entry to determine if the entry is applicable for its own processing. Entries which do not contain a
terminail.abel apply to all endpoints in the confercnce. Entries which contain terminali.abels are
commands to specific endpoints which match the terminall.abel in the entry. For example, when
audio streams from all endpoints are placed on one multicast address (one session, the table entry
for the audio mode, media address, and media control address will not contain a terminall.abel.
When the table entry commands an endpoint to send its video to a multicast address, the MC will
include that endpoint's terminall.abel.
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The communicationModeCommand can be used to instruet endpoints in a conference (or a
point-to-point call) to change modes by indicating a3 new mode for a mediaChanunel that is already
in use. It can also be used to tell an endpoint to transmit the media stream to a new address by
indicating the mode currently in use, but with new mediaChannel. Similarly, an endpoint that
receives o communicationModeCommand indicating the mode currently in use and no
mediaChannel should close the appropriate channel and the attempt to reopen using the
epenlogicalChannel-openlogicalChanselAck sequence, where the openLogicalChaanelAck
contains the address to which the endpoint will send the media.

Appendix I contains exarples of the communicatienModeTable entries for various cases,

8.4 Phase D — Call services
8.4.1  Bandwidth changes

Call bandwidth is initially established and approved by the Gatekeeper during the admissions
exchange. An endpoint shall assure that the aggregate for all transmitted and received audio and
video channels, excluding any RTP headers, RTP payload headers, network headers, and other
overhead, is within this bandwidth. Data and conirol channels are not included in this limit.

At any time during a conference, the endpoints or Gatekeeper may request an increase or decrease in
the call bandwidth, An endpoint may change the bit rate of a logical channel without requesting a
bandwidth change from the Gatekeeper if the aggregate bit rate of all transmitted and received
channels does not exceed the current call bandwidth. If the change will result in a aggregate bit rate
that exceeds the current call bandwidth, the endpoint shall request a change in the call bandwidth
from its Gatekeeper and await confirmation prior to actually increasing any bit rate. A bandwidth
change request is recommended when an endpoint will use a reduced baodwidth for an extended
period of time, thus freeing up bandwidih for other calls.

An endpoint wishing to change its call bandwidth sends a Bandwidth Change Request (BRQ)
message (1) to the Gatekeeper. The Gatekeeper determines if the request is acceptable. The criteria
for this determination is outside the scope of this Recommendation. If the Gatekeeper determines
that the request is not acceptable, it returns a Bandwidth Change Reject (BRJ) message (2) to
endpoint. If the Gatekeeper determines that the request is acceptable, it returns a Bandwidth Change
Confirm (BCF) message (2).

If Endpoint 1 wishes to increase its transmitted bit rate on a logical channel, it first determines if the
call bandwidth will be exceeded. Sec Figure 43. If it will, Endpoint 1 shall request a bandwidth
change {1 and 2) from Gatekeeper 1. When the call bandwidth is safficient to support the change,
Endpoint 1 sends a closeLogicalChannel (3) message to close the logical channel. It then reopens
the logical channel using the epenLogicalChannel (4) specifying the new bit rate. If the receiving
endpoint wishes to accept the channel with the new bit rate, it must firs{ assure that its call
bandwidth is vot exceeded by the change. If it is, the endpoint shall request a call bandwidth change
endpoint replies with an  openLogicalChannelAck (7); otherwise, it responds with an
openlogicalChannelReject indicating unacceptable bit rate.
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Figure 43/H.323 — Bandwidth change request — Transmitter change

If Endpoint 1 wishes to increase its transmitted bit rate on a logical channel from Endpoint 2, which
it previously flow controlled to a lower bit rate, Endpoint | first determines if the call bandwidth will
be exceeded. See Figure 44, If it will, Endpoint | shall request a bandwidth change from
Gatekeeper 1. When the call bandwidth is sufficient to sapport the change, Endpoint 1 sends a
flowContrelCemmand (3) to indicate the new upper limit on bit rate for the channel. If Endpoint 2
decides 1o increase the bit rate on the channel, it must first assure that its call bandwidth s not
exceeded by the change. If it is, Endpoint 2 shall request a call bandwidth change {4 and 5) with its
Gatekeeper. When the call bandwidth is sufficient fo support the channel, Endpoint 2 will send the
closeLogicalChanunel (6) message to close the logical channel. Tt then reopens the logical channel
using the epenLogicalChannel (7) specifying the new bit rate. Endpoint 1 should then accept the
channel with the new bit rate, and it replies with an openLogicalChannelAck (8).
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NOTE - Gatekeeper 1 and Gatekeeper 2 may be the same Gatekeeper.

Figure 44/H.323 - Bandwidth change request — Receiver change
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A Gatckeeper wishing to change the transmitted bit rate of Endpoint 1 sends a BRQ message to
Endpoint 1. If the request is for a decrease in bit rate and the endpoint has the ability to support the
requested bit rate, Endpoint 1 shall comply by reducing its aggregate bit rate and returning a BCF, If
Endpoint 1 cannot support the requested bit rate, the endpoint may return a BRJ. Endpoint 1 may
initiate the appropriate H.245 signalling to inform Endpoint 2 that bit rates have changed. This will
allow Endpoint 2 to inform its Gatekeeper of the change. If the request is for an increase, the
endpoint may increase its bit rate when desired and allowed by the Gatekeeper.

If the Gatekeeper wishes to increase the bandwidth used by the endpoint, the endpoint may return a
BCF to indicate acceptance of the new higher bit rate or a BRI to indicate that it rejects the
additional bandwidth. The endpoint should only accept the higher bit rate if the endpoint is prepared
to utilize the additional bandwidth,

The endpoint shall send a BRQ message to the Gatekeeper whenever bandwidth utilization decreases
below that which was specified in the original ARQ or the last BRQ or BCF message. The endpoint
shall also send a BR(Q message to the Gatekeeper whenever logical channel signalling results in the
addition or removal of a unique multicast stream to or from the endpoint. While an endpoint shall
send a BRQ cach time bandwidth needs to be increased, an endpoint shail wait for a period of five
seconds before sending a2 BRQ message to indicate a decrease in bandwidth utilization. Ounly after
the bandwidth utilization has not changed for a period of five seconds shall the endpoint transmit a
BRQ to indicate lower bandwidth utilization,

Bandwidth information may be used by a Gatekeeper to better manage bandwidth usage on the
vetwork. It should be noted that precise bandwidth management requires the Gatekecper to
understand the network topology, which is outside the scope of this Recommendation. In addition,
the bandwidth usage by the endpoint may actually be different than that which was reported due to
the use of silence suppression, variable bit-rate codecs, or other factors. An endpoint shall not
repeatedly send BRQ messages to its Gatekeeper when actual bandwidth vtilization fluctuates due to
these factors. Rather, the endpoint should request necessary bandwidth based on the set of open
logical channels and should not consider periods of silence or other factors as a decrease in
bandwidth.

8.4.2 Status

In order for the Gatekeeper to determine if an endpoint is turned off or has otherwise entered a
fatlure mode, the Gatekeeper may use the Information Request (IRQ)/Tnformation Request Response
(IRR) message sequence (see ITU-T Rec. H.225.0) to poll the endpoints at an interval decided by the
manufacturer, The Gatekeeper may request information for a single call or for all active calls. Except
when requesting additional IRR segments, the polling interval {0 request information for a particular
call or all calls shall be greater than 10 s. However, the Gatekeeper may send IRQ messages that
contain unique caliReferenceValue values without regard to the polling period. This message may
also be used by a diagnostic device as described in 11.2.

When an endpoint transmits an IRR message, it shall include the perCallinfo ficld in order to
provide details about calls to the Gatckeeper. If the Gatekeeper requests status for all calls and no
calls are active or for a single call that is no longer active or for which the endpoint has no
information, the endpoint shall return an IRR message with the invalidCall field included and shall
omit the perCalllnfs ficld from the IRR.

If the Gatekeeper wants to receive call details for all of the active calls on an endpoint, it may send
an IRQ message with the callReferenceValue ficld set to 0. The Gatekeeper should include the
segmentedResponseSupported ficld to allow requests for all calls to be segmented if necessary, If
the segmentedResponseSupported field is included, the endpoint shall return all or part of the call
information in the perCallinfo field in a single IRR message. If segmentation is not allowed, but
not all call details can be included in the IRR message, the endpoint shall include the incomplete
field in the IRR message. If scgmentation is allowed, the endpoint may return one or multiple IRR
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messages in response to the IRQ message. If one IRR message containing all call detail information
is returned, the irrStatus element shall not be present. If the response is segmented into multiple
IRR messages, the endpoint shall send the first [RR message and include the segment field. If the
Gatekeeper wishes to receive the next segment, it shall transmit another IR(QQ message that includes
the segmentedResponseSupported field, has the callReferenceValue sct to 0, and has the
nextSegmentRequested field set to the value of the next segment that the Gatekeeper expects to
receive. If the Gatekeeper wishes to receive additional segments, it shall send the next TRQ message
within 5 seconds after receiving the previous IRR message. If the endpoint receives a request for
additional segments after 5 seconds (plus locally determined appropriate time for network delay), it
may return an IRR message with the incomplete field included. When receiving an TRQ message
from the Gatckeeper requesting the next segment within the allotted time, the endpoint shall transmit
the next IRR message containing the next segment of call information. Note that if an IRR message
is lost, the Gatekeeper may retransmit a request for the previously transmitted segment. Therefore,
the endpoint shall be prepared to transmit the previous or next segment. If no additional segments are
available or when the endpoint transmits the last segment of a series of IRR messages, the endpoint
shall return an IRR message that includes the complete field. The Gatekeeper shall not transmit a
different IRQ message to the endpoint requesting all call detail information until the last segment of
information is transmitted or until the 10-second polling period has elapsed.

NOTE 1 - Since calls may begin or end after sending the first IRR message segment in response io an IRQ
message requesting call details for all calls, the endpoint may or may not choose 1o include such calls when
sending subsequent IRR message segments. The decision to report such calls when sending subsequent [RR
segments is {efl 1o the manufacturer.

NOTE 2 - In order to improve performance and achicve better scalability, a Gatekeeper should limit the
frequency at which 1t requests call details for all calls. Requesting call details for all calls is beneficial when
an endpoint mitially registers with the Gatekeeper, for example. However, repeatedly requesting such
information — especially from very large-scale Gateways or MCUs — may lead to unacceptable performance
degradation.

The Gatekeeper may want an endpoint to periodically send an unsolicited IRR message. The
Gatekeeper may indicate this to the endpoint by specifying the rate that this IRR is sent within the
irrFrequency ficld of the Admission Confirm (ACF) message. An endpoint receiving this
irrFrequency rate shall send an TRR message at that rate for the duration of the call. While this rate
is in effect, the Gatckecper may still send IRQ) messages to the endpoint which shall respond as
described above.

An endpoint may want some of the unsolicited IRRs to be delivered reliably. The Gatekeeper can
enable this by using the willRespondToIRR field in the RCF or ACF that it can acknowledge
mnsolicited IRRs. In this case, the endpoint may explicitly request the Gatekeeper to send an
acknowledgment for the IRR. The Gatekeeper shall respond to such an TRR message by sending
either an acknowledgment (IACK) or a negative acknowledgment (INAK). If the Gatekeeper did not
announce that it will acknowledge IRRs, or if the endpoeint did not request such an acknowledgment,
no response shall follow the IRR.

During the duration of a call, an endpoint or Gatekeeper may periodically request call status from
another endpoint. The requesting endpoint or Gatekeeper issues a Status Enquiry message. The
Endpoint recetving the Status Enquiry message shall respond with a Status message indicating the
current call state, This procedure may be used by the Gatekeeper in order to periodically check if a
call is still active. Endpoints shall be able to accept any valid state values received in the Status
message, including those which it may not be capable of entering. Note that this is an H.225.0
message sent on the Call Signalling Chanunel and should not be confused with IRR which is 2 RAS
message sent on the RAS Channel.

The Gatekeeper may want to recetve copies of certain H.225.0 call signalling PDUs when they are
received or sent by an endpoint. An endpoint indicates its capability to send these PDUs by setting
the willSupplyUUIEs in the ARQ or RR{Q message sent to the Gatekeeper. The Gatekeeper
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indicates the list of PDU types it wishes to receive copies of, in the uuiesRequested ficld in the ACF
or RCF. It also indicates if it wants copies when the PDUs are sent or received. An endpoint
indicating this capability and receiving this list, shall send an IRR to the Gatekeeper cach time it
receives/sends the type of PDU requested.

8.4.3 Ad hoc conference expansion
The following procedures are optional for terminals and Gateways and mandatory for MCs.

When a user places a call, the intent of the call is often not known to the calling endpoint. The user
may wish to simply create a confercnce for itself and the called endpoint, the user may wish to join
some conference at the called entity, or the user may wish to get a list of conferences that the called
entity can provide. Using the procedures of this clause the conferences can be expanded from point-
to-point calls into Ad Hoc Maultipoint conferences.

An Ad Hoc Multipoint conference is onc that can be expanded from a point-to-point conference
involving an MC to a multipoint conference. First, a point-to-point conference is created between
twao endpoints (Endpoint 1 and Endpoint 2). At least one endpoint or the Gatekeeper must contain an
MC. Once the point-to-point conference has been created, the conference may be expanded to
multipoint conference in two different ways. The first way is when any endpoint in the conference
invites another endpoint (Endpoint 3) into the conference by calling that endpoint through the MC.
The second way is for an endpoint (Endpoint 3) to join an existing conference by calling an endpoint
int the conference.

Ad Hoc Conference expansion can take place when using cither the direct call signalling model or
the Gatekeeper routed call signalling model. The H.245 Control Channel topology for the direct call
signalling model appears as:

MC
Endpoint 2

Findpoint | Eadpoint 3

T1524120-98

The H.245 Control Channel topology for the Gatekeeper routed call signaliing model appears as:

MC
Gatekeeper

Endpoint | Endpuint 3

T1524130-96

Endpoint 2

In either case an MC must be present in the conference at the time of expansion to any number
greater than 2 endpoints. Note that in the Gateckeeper routed model, the MC may be located in the
Gatekeeper and/or onc of the endpoints.

The procedures required to create a point-to-point conference and then expand the conference
through invite and join, for cach call model, is covered in the following subclauses. Procedures for
the calling endpoint to discover a list of conferences that the called entity can provide are also
coverad,

It should be noted that the ¢all is ended by a failure of the entity that is providing the MC,
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8.4.3.1 Direct endpeint call signalling - conference create

Endpoint 1 creates a conference with Endpoint 2 as follows:

A1y  Endpoint 1 sends a Setup message to Endpoint 2 containing a globally unique CID = N and
conferenceGoal = create according to the procedure in 8.1.

A2y Endpoint 2 has the following options:

Ala)

A2b)

A2¢)

A2d)

If it wants to join the conference, it sends a Connect message with CID = N fo

Endpoint 1. In this case it is gither:

1} not participating in another conference; or

2) it is participating in another conference, it is capable of participating in multiple
conferences at the same time, and the received CID = N does not match the CTD
of any of the conferences in which it is currently participating.

If it is in another conference with CID = M and can participate in only one

conference at a time it either:

I} rejects the call by sending Release Complete indicating in-conference; or

2} it can request Endpoint 1 to join the conference with CID = M by sending a
Facility message indicating reuteCaliToMC with the Call Signalling Channel
Transport Address of the endpoint containing the MC and CID = M of the
confercnce. The handling of the Facility message by Endpoint 1 is described
in 8.4.3.7,

If it does not wish to join this confercnce, it rejects the call by sending Release

Complete indicating that the destination is busy.

If Endpoint 2 is an MC(U} that hosts multiple conferences and wishes to provide

Endpoint 1 with a choice of conferences to join, it can send a Facility message

indicating conferenceListCheice and a list of conferences that Endpoint 1 may

choose from. The list of conferences is sent as part of the Facility-UUIE. For
backward compatibility, with Version 1 endpoints, conference lists are only
provided if the protocslidentifier in Endpoint 1's Setup message indicates that it is

Version 2 or above.

Upon receipt of this conferencelistCheice Facility message, Fndpoint 1 may join a

conference from the list of conferences by sending a new Setup message to the

MC(U) on the Call Signalling Channel which contains the selected CTD and which

has conferenceGoal = join. If Endpoint 1 chooses not to join any of the listed

conferences, it shall send a Release Complete message to the MC(ID).

A3y  If Endpoint 2 enters the conference, Endpoint 1 uses the Transport Address of the Control
Channel provided in the Connect message to open the Control Chanunel with Endpoint 2.

A4)  The H.245 messages are then exchanged as described below:

Ada)

Adb)

terminalCapabilitySet messages are exchanged between the endpoints (o
determine the version number of the H.245 used in order to parse the remaining
received messages correctly.

Using H.245 master-slave determination procedure, it is determined that Endpoint 2
is the master. In the Gatekeeper-Routed model, the master could be in an MC
collocated with the Gatckeeper. If the master has an MC, it becomes the Active MC.
It may then send the meLocationIndication to the other endpoint(s). The MC may
be active in the conference now or when the user initiates the multipoint conference
function, at the choice of the manufacturer.
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Adc)  The master may send the terminalNumber Assign message to the endpoints. The
endpoints shall use the 8-bit terminal number and not use the 8-bit MCU number
fromn the 16-bit number assigned as the low B bits of the SSRC field in the RTP
header. These low & bits in SSRC then identify the streams from a particular
endpoint,

Add)  Since the capabilities of the receiver are known from the terminalCapabilitySet
message, the transmitter opens the logical chanvels. Tt shall send one
h2258MaximumSkewlndicatien for each pair of audio and video transmitted.

8.4.3.2 Direct endpoint call signalling — conference invite

There are two cascs of the conference invite. First, the endpoint which containg the Active MC

wishes to invite another endpoint into the conference. Second, an endpoint which does not contain

the Active MC wishes to invite another endpoint into the conference,

1 After a point-to-point conference has been established using procedures Al) to A4d) in
8.4.3.1, an endpoint (Endpoint 2) containing the Active MC wishing to add another endpoint
to the conference shall use the following procedure:

B1)  Endpoint 2 sends a Setup message to Endpoint 3 with CID = N and eonferenceGoal

= invite according to the procedures in &.1. See Figure 45.

B2) Endpoint 3 has the following options:

B2a) If it wishes to accept the invitation to join the conference, it sends a Connect
message with CID = N to Endpoint 2.

B2b) If it wishes to reject the invitation to join the conference, it sends a Release
Complete message to Endpoint 2 indicating that the destination is busy.

B2¢) If it is in another conference with CID = M, it can request Endpoint 2 to join
the conference with CID = M by sending a Facility message indicating
routeCallToMC with the Call Signalling Channel Transport Address of the
endpoint containing the MC and CID = M of the conference. The handling of
the Facility message by Endpomt 2 is described in 8.4.3.7.

B2d) If the received CID matches the CID of a conference that Endpoint 3 is
currently participating in, it shall reject the call by sending Release Complete
indicating that it is already in the conference.

B3)  If Endpoint 3 accepts the invitation, Endpoint 2 uses the Transport Address of the

Control Channel provided in the Connect message to open the Control Channel with

Endpoint 3,

B4)  The H.245 messages are then exchanged as described below:

Cly  terminalCapabilitySet messages are exchanged between the MC and Endpoint 3.

C2)  Using H.245 master-slave determination procedure, it is determined that Endpoint 2
is already the Active MC. The MC may then send the meLocationIndication to the

Endpoint 3.

C3y  The MC shall send multipeintConference at this time to all the three endpoints.

Cd) The MC may send the terminalNumberAssign message to Endpoint 3. If received,
the endpoints shall use the 8-bit terminal number and not use the 8-bit MCU number
from the 16-bit number assigned as the low 8 bits of the SSRC field in the RTP
header. These low 8 bits in SSRC then identify the sircams from a particular
endpoint,

O]
(]
p—

An endpoint can get the list of the other endpoints in the conference by sending the
terminallistRequest message to the MC. The MC responds with the
terminalListResponse.
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C6)  Whenever a new cendpoint joins the conference, the MC  sends  the
terminaiNumberAssign message to Endpoint 4 and terminaldeinedConference
mgessage to Endpoints 1, 2 and 3.

ChH Whenever an  endpoint  leaves  the  conference, the MC  sends
terminalLeftConference to the remaining endpoints,

C8)  The MC shall send the communicationMedeCommand to all the endpoints in the
conference.

C9)  Endpoint ! and Endpoint 2 will close their logical channels that were created during
the point-to-point conference if they are inconsistent with the information contained
in the communicationMadeCommand.

C10)  The logical channels can now be opened between the MC and the endpoints,

Endpoint 2 (E2) Endpoint 3 (E3)

7]

etup (B3, CID = N, invite)

¥

Alerting/Call Proceeding

&

Connect (E3 H.245 TA)

2

T1524140-96

Figure 45/H.323 - M invite signalling

After a point-to-point conference has been established using procedures Al) to A4) in
8.4.3.1, an endpoint (Endpoint 1) that does not contain the Active MC wishing to add
another endpoint to the conference shall use the following procedure:

Bl Endpoint 1 sends a Sctup message to the MC (Endpoint 2) with a new CRV
indicating @ call to Endpeint 3 by providing the Transport Address of Endpoint 3,
CID =N, and conferenceloal = invite, See Figure 46,

B2)  Endpoint 2 sends a Setup message to Endpoint 3 with CID = N and conferenceGoal
= invite according to the procedures in 8.1.

B3)  During call signalling with Endpoint 3, Endpoint 2 shall pass Call Signalling
messages received from Endpoint 3, including Connect, to Endpoint 1 (the original
nviter),

B4) Endpoint 3 has the same options, described previously, of cither accepting or
rejecting the invitation.

BS)y At some time after the completion of the call setup procedure between Endpoint 2
and Endpoint 3, Endpoint 2 shall send a Release Complete message to Endpoint 1.

B6)  If Endpoint 3 accepts the invitation, Endpoint 2 uses the Transport Address of the
Control Channel provided in the Connect message to open the Control Channel with
Endpoint 3.

B7)  The H.245 messages are then exchanged as previously described in procedures C1)
to C10).
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8.4.3.3

Endpoint 1 (E1) Endpoint 2 (E2) Endpoint 3 (E3)

Setup (E3, CID =N, inviie)
Setup (E3, CID = N, invite}
y Alening/Call Proceeding
Alerting/Call Proceeding
P Conneet (E3 H.245 TA)
‘ Connect (E3 1H.245 TA) N
» Release Complete (cause)
T1524150-86

Figure 46/H.323 — Non-MC invite signalling

Direct endpoini call signalling — conference join

There arc two cases of the conference join. First, an endpoint calls the endpoint which contains the
Active MC. Second, an endpoint calls an endpoint which is not the Active MC.

Afier a

point-to-point conference has been cstablished using procedures Al) to A4) in 8.4.3.1, an

endpoint (Endpoint 3) wishing to join a conference may attempt to connect with the endpoint
containing the Active MC in the conference. In this case, the following procedure shall be used:

BI)

B2)

114

Endpoint 3 sends a Setup message to Endpoint 2 with CID = N and conferenceGeoal = join

according to the procedures in 8.1, See Figure 47.

If the CID matches the CID of an active conference in the MC, Endpoint 2 (MC) has the

following options;

B2a) If it decides that Endpoint 3 should be allowed to join the conference, it sends the
Connect moessage with CID = N.

B2b) If it decides that Endpoint 3 should not be allowed to join the conference, it sends
the Release Complete message indicating that the destination is busy,

if the CID does not maich the CID of an active conference in the MC, Endpoint 2 shall send

Release Complete indicating a bad CID.

If Endpoint 2 allows the join, Endpoint 2 opens the Control Channel with Endpoint 3.

The H.245 messages are then exchanged as previously described in proceduares C1) to C10).

Endpoint 2 (E2) Endpoint 3 {E3)

Setup (B3, CID = N, join)

el

Alerting/Call Proceeding

¥

Connect (E2 H.245 TA)

A

T1524160-9%6

Figure 47/H.323 — MU join signalling

ITU-T Ree. H.323 (11/2008)
CSCO-1032

CISCO SYSTEMS, INC. / Page 128 of 258




After a point-to-point conference has been established using procedurcs Al) to A4d), an endpoint
(Endpoint 3) wishing to join a conference may attempt to connect with an endpoint that does not
contain the Active MC in the conference. [n this case, the following procedure shall be used:

BI) Endpoint 3 sends a Setup message to Endpoint 1 with CID = N and conferenceGeoal = jein
according to the procedures in 8.1, See Figure 48,

B2}  Endpoint 1 returns a Facility message indicating routeCalilToMC with the Call Signalling
Channel Transport Address of Endpoint 2 {containing the Active MC) and the CID = N of
the conference.

B3}  Endpoint 3 then sends a Setup message to Endpoint 2 (MC) with CID=N and
conferenceGoal = join as described in the previous conference join procedure.

Endpoint 1 (E1) Endpoint 3 (E3) Lindpoint 2 {H2)

Setup (B, CID = N, join}

Y

Facility {cause, E2)

Release Complete (cause)

A

Setup (B2, CID = N, 1o0in)

v

Alerting/Call Proceeding

Connect (E2 FL.245 TA)

2

T1524170-96

Figure 48/H.323 — Non-MC join signalling

8.4.34 Gatekeeper routed call signalling - conference create

In cases where the Gatekeeper routes the Call Signalling Channel and the H.245 Control Channel,
the Gatekeeper may contain (or have access t0) an MC or MCUL Procedures Al) to A4) are used to
establish the point-to-point call.

If the MC{U} hosts multiple conferences and wishes to provide Endpoint 1 with a choice of
conferences to0 join, it can send a Facility message indicating conferenceListChoice and a list of
conferences that Endpoint 1 may choose from. The list of conferences is sent as part of the
Facility-UUIE. For backward compatibility, with Version | endpoints, conference lists are only
provided if the pretecolldentifier in Endpoint 1's Setup message indicates that it is Version 2 or
above.

Upon receipt of this conferenceListCheice Facility message, Endpoint 1 may join a conference
from the st of conferences by sending a new Setup message to the MC(U) on the Call Signalling
Channel which contains the selected CID and which has conferenceGeal = join. If Endpoint 1
chooses not to join any of the listed conferences, it shall send a Release Complete message to the
MC().

During master-slave determination [Adb], if the Gatekeeper's terminalType i3 greater than the
terminalType received in the masterSlaveDetermination message, the Gatekeeper may attempt to
become master for the calll In this case, the Gatekeeper shall inunediately send a
masterSlaveDeterminationAck message to the source of the Master-Slave Determination message
indicating that it is a slave, and the Gatekeeper performs Master-Slave Determination with the
destination entity as defined in 6.2.8.4. If the Gatekeeper wins that Master-Slave Determination, the
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MC associated with the Gatckeeper shall be the Active MC. If the Gatckeepers terminalType is not
greater than the terminalType of the endpoint or the Gatekeeper decides not to replace the
endpoint's terminalType with its own, the Gatckeeper shall not modify the terminalType value and
it shall transparently relay all messages of that Master-Slave Determination procedure.

8.4.3.5 Gatekeeper routed call signailing - conference invite

After a point-to-point conference has been established using procedures Al) to A4) as modified

above, an endpoint (Endpoint | or 2) that does not contain the Active MC wishing to add another

endpoint to the conference shall use the following procedure;

BI)  Endpoint | sends a Setup message through the Gatekeeper directed to Endpoint 3 with a new
CRV, CID = N and eonferenceGoal = invite. Sce Figure 49,

B2) The Gatekeeper (MC) sends a Setup message to Endpoint 3 with CID=N and
conferenceGoal = jnvite according to the procedures in 8.1.

o]
s
L

During call signalling with Endpoint 3, the Gatekeeper shall pass Call Signalling messages

received from Endpoint 3, including Connect, to Endpoint | {the original inviter).

B4) Endpoint 3 has the same options, described previoﬁsly, of cither accepting or rejecting the
invitation,

B5) At some time after the completion of the call setup procedure between the Gatekeeper and
Endpoint 3, the Gatekeeper shall send a Release Complete message to Endpoint 1.

B6) If Endpoint 3 accepts the invitation, the Gatckeeper uses the Transport Address of the
Control Channel provided in the Connect message to open the Control Channel with
Endpoint 3.

B7) The H.245 messages are then exchanged as previously described in procedures C1) to C10)

with the Gatekeeper taking part in all master-slave determination procedures as the Active

MC (C2). At this time, the Control Channels from the endpoints should be connected to the

MC, and the MC should be in control of the conference.

Endpoint 1 (E1) Gatekecper Endpoint 3 (E3)

Seiup (E3. CID = N, invite)

e Setup (E3, CID = N, mvite}

¥

Call Proceeding/Alerting

&~

Call Proceeding/Alerting

a

Connect (E3 H.245 TA)

L3

Connect (GK H.245 TA)

A

Release Complete {cause)

A

T1524180-96

Figure 49/H.323 — Gatekeeper routed invite signalling

8.4.3.6 Gatekeeper routed call model - conference join

After a point-to-point conference has been established using procedures Al) to A4) as modified
above, an endpoint (Endpoint 3), wishing to join a conference may attempt to connect with an
endpoint that does not contain the Active MC in the conference. In this case, the following procedure
shall be used:
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BI}  Endpoint 3 sends a Sctup message through the Gatckeeper directed to Endpoint 1 with
CID =N and cenferenceGoal = join according to the procedures in 3.1. See Figure S0,
B2) If the CID matches the CID of an active conference in the MC, the Gatekeeper (MC) has the
following options:
B2a) If it decides that Endpoint 3 should be allowed to join the conference, it sends the
Connect message with CID = N to Endpoint 3.
B2b) If it decides that Endpoint 3 should not be allowed to join the conference, it sends
the Release Complete message indicating that the destination is busy.
B2cy The Gatekeeper may forward the Setup message to Endpoint 1. Endpoint | may
respond with @ Facility message indicating routeCallToMC or it may respond with
a Release Complete.
B If the CID does not match the CID of an active conference n the MC, the Gatekeeper shall
send Release Complete indicating a bad CID.
B4) If the Gatckeeper allows the join, the Gatekeeper uses the Transport Address of the Control
Channel provided in the Setup message to open the Control Channel with Endpoint 3.
B5) The H.245 messages are then exchanged as previously described in procedures C1) to C19)
with the Gatekeeper taking part in all master-slave determination procedures as the Active
MC (C2). At this time, the Control Channels from the endpoints should be connected 1o the
MC, and the MC should be in control of the conference.

Erdpoint 3 {E3) (Gatekeeper Endpomt 1 (E1)

Setup (EY, CID =N, join)

v

Call Proceeding/Alerting

Connect (GK H.245 TA)

T1524120-96

Figure 50/H.323 - Gatekeeper reuted join signalling

8.4.3.7 Handling of the facilify message

Upon receiving a Facility message indicating routeCallToMC with the Call Signalling Channel
Transport Address of the endpoint containing the MC and CID of a conference, an endpoint may
release the current call and attempt to join the indicated conference according to the procedures in
8.4.33 orin 84.3.6.

An endpoint may receive such a Facility message either as a direct reply to its Setup message or
during the active phase of a call.

8.4.3.8 Conference out of Consuliation

This clause defines the procedures for an endpoint (endpoint A) requesting an ad-hoc conference
with two or more other endpoints (remote endpoints B, C, efc.) with which endpoint A already has
active calls, This typically applies — but is not limited to — ad-hoc conference being requested out of
a consultation condition.
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NOTE | — "Consultation condition” refers to a situation where endpoint A has an active call with endpoint C
{consultation call} while having one or more endpoints on hold, 1.e. held call(s). An endpoint may be put on
hold by using the procedures of ITU-T Rec. H.450.4 [36}, 8.4.6, or by local procedures.

Endpoint A has the capability of "merging” the independent calls to multiple cndpoints into a single
conference either at the endpoint A (as described in scenario 1 below) or by forming the conference
on a separate MCU (as described in scenario 2 below).

NOTE 2 - Procedures in this clause relate only to the calls at an endpoint that are to be joined inio a
conference out of consultation. An endpoint may have additional calls that do not participate in the conference
and to which this clause will not apply.

8.4.3.8.1 Scenario 1: Conference provided by endpoint

If endpoint A has the capabilities, it may "merge" the held call and the consulted call into a
conference resulting in a three-way conversation between A, B and C. For this scenario endpoint A
must have an MC, Both the centralized and the de-centralized conferencing models are possible. If
the centralized model is to be used (i.e. if the terminal provides the media mixing/switching),
endpoint A shall have an MP.

An endpoint with MC and MP is actually an MCU and should use terminalType 170, 180 or 190 as

appropriate for master-slave determination.

The following scenarios are possible:

la) If endpoint A is the master of both calls to B and C, it may simply retrieve the held call into
the conference with C and declare itself as the Active MC on both calls through master-slave
negotiation.

1b) If endpoint A is a slave on one or more of the calls but no call on which it is the slave has an
Active MC, endpoint A should reinitiate master-slave determination on all calls in which it
is slave, using the terminalType 240, as specified in Table I for an Active MC. If it ends
this procedure as master on all calls, it should act as in 1a) above; if it is slave in one or more
calls, endpoint A should act as directed in 1c) below.

ic) If one or more of the calls in which endpoint A is participating is already a call in which
endpoint A is not the Active MC, procedures for cascading MCUs shall be followed.

Once a conference is established within endpoint A, a further endpoint D - that is being consulted by

endpoint A — may be invited into the existing conference as described in 8.4.3.2 and 8.4.3.5.

8.4.3.8.2 Scenario 2: Conference provided by MCU

If endpoint A has access to an MCU, the following procedure may be used to accomplish conference
out of consultation:

2a) Endpoint A establishes a new call to the MCU using a Setup message with conferenceGeal
= create and CID =N,
2b) Endpoint A drops its call with endpoint C using a Release Complete message with reasen

sct to replaceWithConferencelnvite including argument CID = N,

2¢) Endpoint A sends a Setup message to the MCU with conferenceGoal = invite, CID = N,
and sufficient information for the MCU to make a call to endpoint C (see also 8.4.3.2).

2d) Steps 2b) and 2¢) shall be repeated with "endpoint C" replaced by "endpoint B". Note that
there is no requirerment to retrieve the call to B from hold before inviting it to the
conference.

2¢) For exchange of H.245 conference related messages refer to 8.4.3.2 of H.323 steps C1-C10.

._i
-
o
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Alternative mechanisms to steps 2b, 2¢ and 2d are:

1) H.450.2 [35] Call Transfer (with endpoint A acting as "transferring” endpoint, endpoinis B
and C acting as "transferred” endpoints and the MC/MCU acting as the "transferred-to”
endpoint. The Facility message containing callTransferInitiate Inveke APDU shall also
contain clement CIIy =N,

2} H.225.0 "Facility re-route to MC" mechanism {(sending an H.225.0 Facility message to
endpoints B and C containing CID = N, facilityReason = routeCallToMC and the address
of the MCU) if H.450.2 is not supported.

These alternative mechanisms are recommended if the remote endpoint is located within the SCN.

An endpoint (e.g. endpoint A) may split from the conference (¢.g. by putting its call to the MCU on

hold). Endpoint A may then consult with a further endpoint D that may subsequently be invited to

the existing conference by using the procedures as described in 2b and 2¢ above with "endpoint C”

replaced by "endpoint D", Alternative mechanisms as described above by means of using H.450.2

Call Transfer or H.225.0 "Facility re-route to MC" may be used instead.

8.4.4

Support for Supplementary Services is optional. The H.450-series of Recommendations describes a
method of providing Supplementary Services in the H.323 environment.

Supplementary services

8.4.5

In order to cascade MCs, a call must be established between the entitics containing the MCs. This
call 1s established according to the procedures defined in 8.1 and 8.4.3. Once the call is established
and the H.245 Control Channel is opened, the Active MC (determines according to the master/slave
procedures in 6.2.8.4) may activate the MC in a connected entity. This is done by using the H.24§
remoteMC message. The following results shall cccur in response to the remoteMC message:

Multipeint cascading

Calling Called Ceonference | RemoteMC RemoteMC Resuit
entity entity goal Sender Selection

Active MC | Inactive MC create Calling masterActivate | Called MC accepts request
entity and becomes the master MC

Active MC | Inactive MC invite Calling siaveActivate | Called MC accepts request
entity and becomes a slave MC

Active MC | Inactive MC join N/A N/A Not allowed

Inactive MC | Active MC creale N/A N/A Not allowed

Inactive MC | Active MC invite N/A N/A Not allowed

Inactive MC { Active MC join Called entity | staveActivate | Calling MC accepls request

and becomes a slave MC

Once the cascaded conference is established, either the master or slave MCs may invite other
endpoints into the conference. There shall only be one master MC in a conference. A slave MC shall
only be cascaded to a master MC. Slave MCs shall not be cascaded to other slave MCs. This allows
only dumb-bell or star cascaded configurations.

The slave MC shall identify the cascaded conference using the CID established by the master when
the conference was created.

The slave MC shall accept and act upon communicationsModeCommand messages from the
master MC. The slave MC shall forward these messages to its locally connected endpoints. The slave
MC may receive requestMode messages from its Jocally connected endpoints. It should forward
these to the master MC. The slave MC shall not send communicationsMedeCommand messages to
the master MC.,
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The master MC should follow the procedures in 8.4.3.2, C3) through C10), in order to cstablish a
common operating mode with the slave MC. Based on this information, each MC is responsible for
opening logical channels for media distribution between its locally connected endpoints and
endpoints designated by the master MC.,

In addition to inviting new endpoints into the conference, an MC which supports multiple
conferences may directly move endpoints into another conference without tearing down the existing
connection, If this is done, the MC should send the substituteCID message to these endpoints.
Endpoints which receive a substituteCID message during a call shall continue to use the conference
D (CID) used in the previous RAS messages (e.g. ARQ, BRQ, ctc.) when conversing with its
Gatekeeper for the duration of that particular call.

Terminal numbering and chair control functions may follow the procedures defined in ITU-T
Rec. H.243. The use of T.120 for controlling MC cascading is for further study. The use of T.120 in
cascaded connections is described in the T.120 serics of Recommendations.

When a master sends a remoteMC Request with the selection deActivate, the slave MC should
remove all endpoints from the conference.

8.4.6 Third party initiated pause and re-routing

For the purpose of this clause, an empty capability set is defined as 2 terminalCapabilitySet
message that contains only a sequence number and & protocol identifier,

To allow Gatekeepers {0 re-route connections from endpoints that do not support supplementary
services, endpoints shall respond to the reception of an empty capability set as defined in this clause.
This feature allows "network” elements such as PBXs, call centers, and IVR systems {0 re-route
connections independently of supplementary services and facilitates pre-connect announcements. It
can also be used to delay H.245 media establishment when features such as Gatekeeper based user
location are being used. It is also highly recommended that Version 1 endpoints support this feature.

On reception of an empty capability set, an endpoint shall enter a "transmitter side paused” state. On
entering this state, the endpoint shall stop transmitting on established logical channels and shall close
all logical channels that it previously opened, including bidirectional logical channels. It shall close
these channels in the usual way by sending the cleseLogicalChannel message. The endpoint shall
not request the remote endpoint to close logical channels, either unidirectional or bidirectional, that
the remote endpoint opened. The endpoint shall send the terminalCapabilitySetAck message in the
usual way: the message may be sent before stopping transmission and so shall not be interpreted as
an indication that transmission has stopped.

While in the "transmitter side paused” state, an endpoint shall not initiate the opening of any logical
channels, but shall accept the opening and closing of logical channels from the remote end based on
the usual rules and shall continue to receive media on open logical channels opened by the remote
endpoint. This allows endpoints to receive announcements (e.g. pre-connect call progress) where the
announcing entity does not wish to receive media from the endpoint. A terminalCapabilitySet
message may be sent whenever an endpoint's capabilities change, including when the endpoint is in
the "transmitter side paused" state. This allows communication to be established between two
endpoints that initially do not declare any capabilities.

An endpoint shall leave the "transmitter side paused" state on receplion of any
terminalCapabifitySet message, other than an empty capability set. On leaving this state, an
endpoint shall reset its H.245 state to that which it was in just after the H.245 transport connection
was made at call cstablishment time (i.e. the beginning of phase B), but shall preserve state
information relating to any logical channels that are open. This puts the endpoint in a known H.245
state after the pause. This allows an endpoint to be connected to a different endpoint when it is
released from the paused state.
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After leaving the ™ransmitter side paused” state, an endpoint shall proceed with normal H.245
procedures: it shall take part in master/slave determination signalling and may proceed with normal
open logical channel signalling procedures. When an MC leaves the "transmitter side paused” state,
it shall act as if a new endpoint has entered the conference.

Unless ifs capabilitics have changed, an endpoint need not resend a capability set as the Gatekeeper
will have supplied this to the remote endpoint to remove any paused state in the remote endpoint.
This option of uot sending a capability set cnables faster reconmection. If the first
terminalCapabilitySet message sent by an endpoint after leaving the "transmitter side paused" state
differs from the capability set that the Gatekeeper provided to the remote endpoint, the Gatckeeper
shall signal the remote endpeint to remove capabilities which were not indicated by the initiating
endpoint,

NOTE | - An endpoint should take care with the capabilities it sends at this time. In particular, an endpoint
sball send all capabilities it wants to advertise and not a small addition to previously signalied capabilities. In
addition, if the endpoint has so many capabilities that it requires more than one ferminalCapabilitySet to
signal them, there may be & window of time when the gatekeeper has removed the capabilities described in
second and subsequent terminalCapabilitySet messages.

NOTE 2 — A non-empty capability set shall not be sent to an endpoint until all of its transmit logical channels
have been closed. A switching entity should also send an H.450 redirection indication Facility message if the
endpoint is being re-routed.

8.5 Phase E — Call termination
Either endpoint may terminate a call. Call termination shall be accomplished by the following
procedure:

1) It should discontimie transmission of video at the end of a complete picture and then close
all logical channels for video,

It should discontinue transmission of data and then close all logical channels for data.

Wi b2
— St

It should discontinue transmission of audio and then close all logical channels for audio.

4) It shall transmit the H.245 endSessionCommand message in the H.245 Control Channel,
indicating to the far end that it wishes to disconnect the call and then discontinue H.245
message transmission.

5 It shall then wait to receive the endSessionCommand message from the other endpoint and
then shall close the H.245 Controf Channel.
6) If the Call Signalling Channel is open, a Release Complete message shall be sent and the

channel closed.
7 It shall clear the call by using the procedures defined below.,
An endpoint receiving endSessionComimand without first having transmitted it shall carry out

steps 1) to 7) above, except that in step 5), it shall not wait for the endSessionCommand from the
first endpoint,

Terminating a call may not terminate a conference; a conference may be explicitly terminated using
an H.245 message (dropConference). In this case, the endpoints shall wait for the MC to terminate
the calls as described above.

8.5.1 Call clearing without a gatekeeper

In networks that do not contain a Gatekeeper, after steps 1) to 6) above, the call is terminated. No
further action is required.
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8.5.2 Call clearing with a gatekeeper

In networks that contain a Gatekeeper, the Gatekeeper needs to know about the release of bandwidth.
After performing steps 1) to 6) above, cach endpoint shall transmit an H.225.0 Disengage Request
(DRQ) message (3) to its Gatekeeper. The Gatekeeper shall respond with a Disengage Confirm
{DCF) message (4). After sending the DRQ message, the endpoints shall not send further unsolicited
IRR messages to the Gatekeeper. See Figure 51. At this point, the call is terminated. Figure 51 shows
the direct call model; a similar procedure is followed for the Gatekeeper routed model.

The DRQ and DCF messages shall be sent on the RAS Channel.

ndnoint 2
Gatekeeper | Endpoint } Endpoint 2 Gatekeeper 2
EndSessionCommang (1)
EndSessionCommand (1) )
Release Complete (2)
DRQ(3) Y )
,,«w—i—w——"*““ DRQ (3)
o DCF(4) I ———
T DCF {4) S
T1524200-96

--------------- RAS messages

Call Signaliing messages

11.245 messages
NOTE -~ QGatekeeper | and Gatekeeper 2 may be the same Gatekeeper.

Figure 51/H.323 ~ Endpoint initiated call clearing

8.5.3 Call clearing by gatekeeper

The Gatckeeper may terminate call by sending a DRQ to an endpoint. Sce Figure 52. The endpoint
shall immediately follow steps 1) through 6) from above and then reply to the Gatekeeper with DCF.
The other endpoint, upon receiving endSessionCommand, shall follow the procedure described
above. Figure 52 shows the direct call model; a similar procedure is followed for the Gatekeeper
routed model.

If the conference is a multipoint conference, the Gatekeeper should send a DRQ to each endpoint in
the conference, in order to close the entire conference.
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Gatekeeper 1 Endpoint § Endpoint 2 Gatekeeper 2

DRQ (3)
e N EndSessionCommand {1)
EndSessionCommand (1)
Release Complete (2)
) DRQ (%)
DCY (4) . e
o DCF (4 -
e T1524210.96

RAS messages

e Call Signalling messages

I1.245 messages

NOTE - Gatekeeper | and Gatekeeper 2 may be the same Gatekegper.

Figure 52/H.323 - Gatekeeper initiated call clearing

8.6 Protocol failure handling

The underlying reliable protocol of the H.245 Control Channel uses appropriate effort to deliver or
receive data on the chamnel before reporting a protocol failure. Therefore, if a protocol failure is
reported on the channel, the H.245 Control Channel, and all associated logical channels shall be
closed. This shall be done following the procedures of Phase E, as if the other endpoint had issued
the H.245 endSessionCommand. This includes transmission of the DR(Q message to the Gatekeeper
and termination of the Call Signalling Channel. Tn the case where the MC detects fatlure in a
multipoint conference, the MC shall send terminalleftConference messages to the remaining
terminals. It is up to the implementation whether or not to try to re-establish the call without user
intervention. In any case, this would appear to the other endpoint (and the Gatekeeper) as a new call.

The Call Signalling Channel also uses an underlying reliable protocol. Depending on the routing of
the Call Signalling Channel, either the Gatekeeper or an endpoint may detect the protocol failure. If
the Gatekeeper detects the failure, it shall attempt to re-establish the Call Control Channel. This
implies that the endpoint shall always have the ability to establish a channel on its Call Signalling
Channel Transport Address. Failure of the Call Sigoalling channel shall not change the Q.931 call
state. After re-establishment of the Call Signalling Channel, the Gatekeeper may send a Status
message to request the call state of the endpoint to assure that they are in synchronization.

If the endpoint detects the failure, the endpoint may choose to terminate the call as described in
Phase E, or it may attempt to re-cstablish the Call Signalling Channel as described above,

If, during a call, an endpoint wants to determine if the other endpoint is still functioning and
counected, it may send the H.245 roundTripDelayRequest. Since H.245 Control Channel is carried
on a reliable channel, this will result in a response from the other endpoint or an error from the
transport interface. In the latier case, the procedures described above shall be used. An endpoint in a
miultipoint conference may use the same mechanism; however, it will learn only whether it still has a
connection to the MC. Note that it is possible for an endpoint to have an error-free connection with
the MC but still be receiving no audio or video from the rest of the terminals in the conference.

NOTE — The requirement to close the H.245 Control Channet and all associated logical channels does not
apply to equipment that is capable of recovering the H.245 control channel.
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9 Interoperation with other terminal types

Interoperation with other terminals shall be accomplished through the Gateway. See 6.3 and
ITU-T Rec. H.246.

9.1 Speech-only terminals
Interoperation with speech-only terminals (telephony) over the ISDN or GSTN can be provided by:
1) using a H.323-ISDN speech Gateway;
2) using a H,323-GSTN speech Gateway.
The Gatewsy should consider the following issues;
Audio code conversion:
¢« ISDN: if desired, since ISDN uses G711,
e GSTN: from analogue to G.711.
Bit stream conversion:
«  ISDN: H.225.9 to/from unframed.
¢« (GSTN: generate H.225.0.
- Control conversion (generate H.245).
Call Control Signalling conversion,

- DTMF tone conversion to/from H.245 userInputindication message and RTP payload
types (as per 10.5).

9.2 Visual telephone terminals over the ISDN (ITU-T Ree. H.320)

Interoperation with visual telephone terminals over the ISDN (ITU-T Ree. H.320) can be provided

by:

- using a H.323-H.320 Gateway.

The Gateway should consider the following issues:
Video format conversion. (If desired, H.261 is mandatory for both terminal types.)
Audio code conversion. (If desired, (5.711 is mandatory for both terminal types.)
Data protocol conversion.

- Bit stream conversion. (H.225.0 to/from H.221.)
Control conversion, (H.245 to/from H.242.)

- Call Control Signalling conversion.

SBE Number conversion to/from H.245 userinputindication message and RTP payload
types (as per 10.5).

9.3 Visual telephone terminals over GSTN (ITU-T Ree, H.324)

Interoperation with visual telephone terminals over the GSTN (ITU-T Rec. H.324) can be provided

by two methods:

b using a H.323-H.324 Gateway;

2) using a F.323-H.320 Gateway, assuming that there exists an H.320-H.324 Gateway in the
circuit switched network,
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The Gateway should consider the following issues:
Video format conversion, (It desired, H.261 is mandatory for both terminal types.)

- Data protocol conversion. '

- Audio code conversion. {(G.711 i3 mandatory for H.323 terminal, G.723.1 is mandatory for
H.324 terminal.)

Bit stream conversion. (H.225.0 to/from H.223.)

- Call Control Signalling conversion.

9.4 Visual telephone terminals over mebile radie (ITU-T Rec. B.324/M — Annex C/H.324)
For further study.

9.5 Visual telephone terminals over ATM (H.321 and H.310 RAST)

Interoperation with visual telephone terminals over ATM networks (H.321 and H.310 RAST
terminals operating in H.320/H.321 interworking mode) can be provided by two methods:

i} using a H.323-H.321 Gateway;
2) using a H.323-H.320 Gateway, assuming that there cxists an L5380 ISDN/ATM Interworking

Unit in the network.
The Gateway should consider the following issues:

Video format conversion. (If desired, H.261 is mandatory for both terminal types.)
- Data protocol conversion.

Audio code conversion, (If desired, (3.711 is mandatory for both terminal types.) '
- Bit stream conversion. (F1.225.0 to/from H.221.)

Control conversion. (H.245 to/from H.242.)

- Call Control Signalling conversion.

9.6 Visual telephone terminals over guaranteed quality of service LANs (ITU-T
Rec. H.322)

Interoperation with visual telephone terminals over Guaranteed Quality of Service LANs

(ITU-T Rec. H.322) can be provided by:

- using a H.323-H.320 Gateway, assuming that there exists a GQOS LAN-ISDN Gateway in
the network,

The Gateway should consider the following issues:

Video format conversion. (If desired, H.261 is mandatory for both terminal types.)
Data protocol conversion.

- Audio code converston. (If desired, G.711 is mandatory for both terminal types.)
Bit stream conversion, (H.225.0 to/from H.221.)

- Control conversion. (H.245 to/from H.242.)
Call Control Signaliing conversion.

8.7 Simultaneous voice and datz terminals over GSTN (ITU-T Rec. V.70)

Interoperation with Stmultancous Voice and Data Terminals over GSTN (ITU-T Rec. V.70) can be
provided by:
- using a H.323-V.70 Gateway.
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The Gateway should consider the following issues:

Audio code conversion, (G.711 to/from Annex A/G.729.)
- Data protocol conversion.

Bit stream conversion. (H.225.0 to/from V.76/V.75.)
- Control conversion. (Both terminals use H.245.)

Call Control Signalling conversion.

8.8 T.120 terminsls on the packet based network

An H.323 terminal that has T.120 capability should be capable of being configured as a T.120-only
terminal which listens and transmits on the standard T.120 well-known TSAP Identifier. This will
allow the T.120 capable H.323 terminal to participate in T.120-only conferences.

A T.120-only terminal on the network shall be able to participate in the T.120 portion of multipoint
H.323 conferences. See 6.2.7.1.

8.9 Gateway for H.323 media transport over ATM

It is possible to transport H.323 media streams originating from non-ATM 1P networks over an ATM
network using H.323-t0-H.323 Gateways. This mechanism is described in AF-SAA-0124.000 {33].

16 Optional enhancements

16.1  Encryption

Authentication and seccurity for H.323 systems is optional; however, if it is provided, it shall be
provided in accordance with ITU-T Rec. K233,

18.2  Multipoint operation

18.2.1 H.243 control and indication

H.245 contains multipoint control and indication messages carried forward from H.243. These
messages may be used to provide certain multipoint capabilities {such as chair control) by following
the procedures defined in TTU-T Rec. H.243.

NOTE — Clause 15/H.243 contains guidance for the implementation of these capabilities using the T.120
series of Recommendations.

18.3  Call Linkage in H.323

16.3.1 Description

Call Linkage in H.323 is an optional feature. A term "shall” within this clause shall be interpreted as
a mandatory requirernent provided the Call Linkage feature is supported.

18.3.1.1 General description

The Thread Identification feature allows different calls or call independent signalling connections —
those that logically belong together from: a service's or application's point of view in terms of their
progression — 1o be linked together.

The Global Call Identification feature allows a call or a call independent signalling connection to be
identified by one wunique identifier that is applicable to the call or call independent signalling
connection end-to-end without regards to its route or its history.
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NOTE ~ The Call Identifier is defined in 7.5 as a globally unique identifier for a call. A new basic call from
the same endpointentity or a new call as part of & service scenaric would use a new Call Identifier value.

16.3.1.2 Service definitions

16.3.1.2.1 Thread identification, thread ID, TID

A valuc assigned to calls that are logically linked together for the purpose of correlating them, If two
or more calls are logically linked together (e.g. due to service interactions), the current Thread 1D of
one of these calls is assigned to all of the other linked calls.

18.3.1.2.2 Global call identification, global call ID, GID

A value assigned to an end-to-end call to uniquely identify that call from end-to-end. If different
calls are being transformed into a new call {(i.e. due to service interactions), the GIDs of the old calls
are updated (if already assigned previously) or assigned by a new GID value for the new end-to-end
call

NOTE — A call that is being transformed out of different call Jegs due to certain services may end up having
call legs with different Call Identifiers. The Call Identifier is therefore not suitable to unigquely identify a call
end-to-end.

18.3.2 Invecation and operation
A Call ID shall be agsigned to each new call that is set up (see 7.5). Due to service interactions,
different Call 1Ds may be assigned to different parts (cail legs) of & call.

A Global Call ID may be assigned either at call establishment time, while in the active state or while
call establishment/call clearing 18 in progress when two or more calls are being transformed into a
new call due to certain services being invoked or due to an application request.

A Global Call TD may be changed during the lifetime of the call due to the call being transformed.

A Thread TD may be assigned either at call establishment time, while in the active state or while call
establishment/call clearing is in progress when two or more calls are logically linked together due to
certain services being invoked or due to an application request.

The Thread ID may be changed during the lifetime of a call (e.g. due to service interactions).

16.3.3 Interaction with H.450 supplementary services
Interactions with H.450 supplementary services for which standards were available at the time of
publication of this Recommendation are specified below.

For the Call ID, no interactions with other supplementary services apply, as it shall be unique for
each new call. All interactions described in this clause apply only to the Global Call ID and/or the
Thread 1D,

A Global Call 1D and a Thread ID may be assigned, regardless of a supplementary service
invocation, as part of the basic call establishment. Specific feature interactions are described below
for specific supplementary service invocations.

18.3.3.1 Call transfer

This clause describes the usage of the Call Linkage fields when using H.450.2.

16.3.3.1.1  Transfer without consuitation

The Thread 1D of the transferred call shall be inhertted from the Thread 1D of the primary call. The
Thread ID of the primary call shall therefore be provided by the transferring endpoint to the
transferred endpoint along with the call transfer request. If the primary call does not have an
assigned Thread ID, the transferring endpoint shall generate one. If the transferred entity does not
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receive a Thread 1D along with the call transfor request, it shall inherit the Thread 1D that was
assigned to the primary call at call establishment time. If no Thread ID is available to inherit from at
all, the transferred endpoint shall generate a Thread 1D and assign it to both the transferred call (in
call establishment message) and the primary call (in call clearing message).

A pew Global Call 1D shall be assigned to a transferred call. If a Gatekeeper establishes the
transferred call on behalf of a transferred endpoint, the Gatekeeper shall assign the same Global Call
I3 to the remaining call leg of the primary call. This ensures that the resulting call after successful
transfer has one unique GID end-to-end.

16.3.3.1.2 Transfer with consuliation

At the time of transfer, the transferred call shall be assigned the same Thread ID as the former
primary call if}

a) the primary call is an incoming call and the secondary call is an outgoing call; or

)] both calls are incoming calls and the primary call has been established before the secondary
call; or

) both calls are outgoing calls and the primary call has been established before the secondary
call.

At the time of transfer, the transferred call shall be assigned the same Thread ID as the former
secondary call ifs

a) the secondary call is an incoming call and the primary call is an outgoing call; or

b) both calls are incoming calls and the secondary call has been established before the primary
call; or

) both calls arc outgoing calls and the secondary call has been established before the primary
call.

The Thread ID appropriate for the transferred call (either based on primary or secondary call
depending on the situation) shall be provided by the transferring endpoint to the transferred endpoint
along with the call transfer request. If the call from which the Thread ID shall be inherited (either
primary or secondary call} does not have assigned a Thread ID, the transferring endpoint shall
generate one, If the transferred endpoint does not receive a Thread ID slong with the call transfer
request (¢.g. transferring endpoint does not support call linkage), it shall generate a Thread ID that
shall be inherited from the primary call if possible,

At the time of transfer, the transferred entity shall assign a new GID value to the transferred call. If a
Gatekeeper established the transferred call on behalf of a transferred endpoint, the Gatekeeper shall
assign the same GID to the remaining call leg of the primary call. A Gatekeeper acting on behalf of
the transferred-to endpoint shall assign the same GID to the remaining part of the secondary call,
This ensures that the resulting call after successful transfer has one unique GID end-to-end.

A transforring entity may, as an option, choose to "join" the primary call and the secondary call
together. The call linkage rules for the resulting call {("joined" call) shall be the same as specified for
a transterred call above.

16.3.3.2 Call diversion

This clause describes the usage of the Call Linkage fields when using ITU-T Rec. H.450.3 [40].

The originating call, the forwarding and the forwarded call shall use the same Thread 1D,

The Thread ID of the forwarded call and the originating call shall be inherited from the Thread 1D of
the forwarding call. The served endpoint shall therefore assign a8 Thread ID o the forwarding call
(if not already assigned as part of the basic call) and shall provide this Thread ID to the re-routing
entity along with the call forwarding request. The re-routing entity shall use this Thread ID as the
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Thread ID for the cstablishment of the forwarded call. In addition, the originating call leg (if any)
shall be assigned/updated with this Thread ID as well.

If the re-routing entity does not receive a Thread 1D along with the call forwarding request, it shall
inherit the Thread ID that was assigned to the forwarding call at call establishment time, If no
Thread 1D is available to inherit from at all, the re-routing endpoint shall generate a Thread ID and
assign it to the forwarding call, the forwarded call, and to the originating call.

A new GID shall be assigned to the end-to-end call from the calling user (i.e. diverted user) to the
diverted-to user by assigning a new GID in the forwarded call Setup and assigning (or updating) the
same GID 1o the originating call leg (if any).

10.3.3.3 Call held and consultation

This clause describes the usage of the Call Linkage fields when using [TU-T Rec. H.450.4.

A consultation call shall use the same Thread ID as the first call.

NOTE - Whether a call is considered being a consultation call rather than a further basic call s the decision
of the endpoint.

A consultation call shall use a new Global Call 1D,

18.3.3.4  Call park/call pickup
This clause describes the usage of the Call Linkage ficlds when using ITU-T Rec. H.450.5 [41].

The parked call shall have the same Thread I3 as the primary call; however, it shall use a diffevent
GID.

If available, the Thread 1D shail be used for associating call independent signalling connections
(indicating group notifications and pickup requests), the call from a calling/parked user to the
picking-up user, and a previously alerting/parked call,

NOTE - Call Park/Pickup contains a specific call pickup id that is used by the picking-up user.

The call independent signalling connections used as part of Call Park/Call Pickup shall use new
GIDs. The call from the calling user/parked user to the picking-up user shall have a new end-to-end
global GID,

18.3.3.5  CaH waiting

There is no interaction with Call Linkage and ITU-T Rec. H.450.6 [42].

18.3.3.6 Message waiting indication
There is no interaction with Call Linkage and I'TU-T Rec. H.450.7 [43),

18.3.3.7 Name identification service

There i3 no interaction with Call Linkage and TTU-T Rec. H.450.8 [44].

16.4  Tunselling of non-IL323 signalling messages

In order to support existing non-H.323 signalling information in an H.323 system, it is necessary to
allow for transport of non-H.323 signalling information in H.323. This clause provides a generic
means of tunnelling signalling messages in any H.225.0 call control message.

The procedures of this clause apply to any type of endpoint. Signalling tunnels are terminated in a
logical entity called a "tunnel termination”. Typically, these tunnel terminations are located in
gateways that jnterconnect parts of a non-H.323 network over a H.323 network as shown in
Figare 53, If a Gatekeeper is present in the H.323 network, it may participate in the tunnelling of
non-H.323 signalling.

TTU-T Rec. H.323 (11/2000) 129
CSCO-1032
CISCO SYSTEMS, INC. / Page 143 of 258




[

"

T — /———~—————~ j;’-l.323 ——
™ Network

Network B . N

A |l teatEway | | T GATEWAY Network

g A,

GATEWAY

Tunnel termination

-

Tunnel termination QOptional

Gatekeeper

;
|
i :
E i Routing
!
H
.
,
.
}

Netwoerk B
protocol
(F1.323)

I
< w7 —

T4808560-00

Figure 53/H.323 -Signalling tunoelling between gateways

In some cases, the tunnel termination may be located 1n a Gatckeeper, as illustrated in Figure 54,
Clause 10.4.2 describes Gatekeeper intervention in a tunnel.
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Figure 54/H.323 - Signalling tunnelling between a gateway and an tunnel
termination in a gatekeeper

The call control states and procedures of the tunnelled protocol are distinct from the call control
states and procedures of the H.225.0 protocol: an endpoint supporting tunnelled signalling should
view the two separately.

Any signalling protocol may be tunnelled and is identified by the TunnelledProtocol. Examples of
signalling protocols that may be tunnelled include;

. QS1G.

. ISUP,

. ISDN DSSI.

. DPNSS.

. Proprictary PBX networking protocol.
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18.4.1 [Indicating suppert of tunnelled protocols

Tunnelling support for a oprioritized list of protocols is  indicated with the
supported TunnelledProtocols ficld of the EndpointType. This list consists of a prioritized list of
protocols that can be tunnelled.

When registering with its Gatekeeper, an endpoint may indicate the tunnelling protocols supported in
the GRQ and RRQ as part of the EndpointType. The EndpeintType contains a prioritized list of
supported tunnelled protocols, with the first one being the preferred one. In the ACF or LCF that a
(Gatekeeper retums in response from an ARQ or LRQ, the destinationType indicates the
destination's supported tunnclled signalling protocols also in a proritized list.  Since
Annex G/H.225.0 imports the EndpoeintType sequence, this capability may also be conveyed
through Annex G/H.225.0.

An criginating endpoint wishing to indicate the signalling protocols it can tunnel shall include the
prioritized list in the sourcelnfe.supportedTunnelledProtocols in the Setup message. A
terminating endpoint wishing to indicate the signalling protocols it can tunnel shall include the
prioritized list in the destinationinfo.supportedTunnelledProtocels in all the messages including
the destinationInfo field it sends in response to the Setup message. If an originating endpoint does
not receive this indication, it shall assume that the terminating endpoint does not support any
tunnelled protocols.

16.4.2 Requesting a specific protocol tunnpel to a gatekeeper

An cntity may request a specific protocol tunnel to a Gatckeeper by specifying the particular
protocol in the desired TunnelledProtocol field in an ARQ or LRQ.

16.4.3 Tunnelling a signalling protocol in #.225.0 call signalling messages

An endpoint may tunnel a signalling protocol by including the tuanelledSignallingMessage in any
H.225.0 call signalling message. However, it is not recommended to tunnel a signalling protocol in
H.225.0 call signalling messages that are not of end-to-end significance, such as Call Proceeding,
since the information may not be received by the other end.

If an endpoint will only allow the call to proceed if tunnelling is supported, it shall set the
tunpellingRequired flag in the Setup message; the tunnellingRequired flag shall not be included in
any other message than Setup. If an endpoint receives a tunnelledSignallingMessage with the
tunnellingRequired flag set in the Setup message and is not able to tunnel the protocol, it shall
terminate the call by sending a Release Complete with a reasen of tunnelledSignallingRejected; a
tunnellingRequired flag in any other message than Setup shall be ignored.

The tunnelied protocol information is included in the messageContent field and the
tunnelledProtocolID ficld identifies the protocol being tunnelled. Only a single protocel can be
tunnelled in an H.323 call. Multiple tunnclicd messages of the same protocol may be aggregated in
one single H.225.0 call signalling message.

The tunnel shall be released using the normal H.323 release procedures,

The call signalling procedures of H.225.0 can be used to establish a call independent signalling
connection between the peer endpoints. Tunnclling can be used in this context to provide bearer
independent signalling for the tunnelled protocol. In this case, no H.245 Control Channel and no
media channels are required. A bearer capability information element should be included in the
H.225.0 Setup message and coded as described in Table 2/FH.450.1. The Setup message used for call
independent procedures shall include a conferemceGeal within Setup set to value
calllndependentSupplementaryService. These call independent signalling connection procedures
for tunnelling shall not be used in conjunction with an H.450 supplementary service in the same call
independent signalling connection.
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10.4.4 Gatekeeper considerations

In a direct routed call model, the Gatekeeper is not involved in the H.225.0 call control signalling
and therefore does not perform signalling tuonelling in H.225.0. Such Gatekeepers do not affect
tunnelling between two endpoints supporting signalling tunnelling. In a Gatekeeper routed model,
the Gatckeeper participates in providing a tunnel between peer endpoints by passing on received
tunnelled signalling information. The Gatekeeper may also utilize the Facility or Progress message
to convey tunnelled roessages, as discussed in 8.2.2,

In the Gatekeeper routed model, the Gatekeeper may intercept and act on tunnciled signalling
messages. Termination of a signalling tunnel is performed by a tunnel termination function, which,
as described earlier, can be located in the Gatekeeper. What the Gatekeeper does with the tunnelled
protocol is outside the scope of this Recommendation. However, if the Gatckeeper is capable of
providing non-H.323 signalling service, it may terminate the signalling tunnel and generate
appropriatc H.225.0 messages for the endpoints involved in the call. Alternatively, it may modify the
tunnelled signalling information: if it does, it is taking the responsibility of terminating and initiating
the tunnelled protocol. A Gatckeeper that does not understand the tunnelled protocol, or does not
intend to act on the tunnelied protocol or provide any services in that plane, shall pass the tunnelled
signalling message through unchanged to preserve the integrity of the tunnelled protocol.

185 Use of RTP paylead for DTMF digits, telephony tones and telephony signals

It is possible to carry DTMF tones, fax-related tones, standard subscriber line tones, country-specific
tones and trunk events using a distinct dynamic RTP payload type in the same RTP stream as the
media. Many applications, such as IVR systems and voice systems rely on synchronization of DTMF
input.

RFC 2833 [58] describes means for transporting these tones and events over RTP. An endpoint may
indicate support for receiving these RFC 2833 tones and covents by including the
receiveRTPAudioTelephoneEventCapability or the receiveRTPAudioToneCapability in the
terminal capability set.

Named telephone events are a logical description of DTMF tones, fax-related tones, standard
subscriber line tone, country-specific tones and trunk events, A decimal number identifics each
event. When telephone events are used, support for the following DTMF is mandatory: 0-9, #, *, A,
B, C, D, All others are optional.

Telephony tones are 2 description of the waveform properties. This 1s useful in cases where it is
necessary to accurately reproduce non-standard tones,

After a logical channel has been opened for the media stream, the sender may send any of the
telephony events or tones advertised by the receiver in the terminal capability set on that same
logical channel using the RTP payload type negotiated in the terminal capability set negotiation.

It an endpoint sends DTMF information, it may send it in a UserInputindication and/or using RTP
payload for DTMF digits, telephony tones, and telephony signals.

If the DTMF is sent both via RTP and in a UserInputindication in alphanumeric form, it shall be
encoded in the extendedAlphanumeric structure and the ripPayleadIndication ficld shall be
included. If the DTMF is sent both via RTP and in a UserInputindication in the signal form, the
rtpPayloadindication ficld shall be included in the signal structure. If the DTMF is sent only in
alphanumeric form, it shall be encoded in the alphanumerie ficld. If the DTMF is sent only in signal
form, the rtpPayleadindication ficld shall not be included.

RFC 2833 shall not be used to relay fax mformation in H.323 systems. Instead, the procedures
defined in Annex D shall be followed for endpoints that wish to transmit T.38 fax information.
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NOTE ~ H.323 entities prior to version 4 did not have the capability of sending DTMF information via RTP
as described in this clause. Therefore, all entities shall support the ability to send DTMF information via the
Userlnputindication message.

i1 Maintenance

11,1  Loopbacks for maintenance purposes

Some loopback functions are defined in 1TU-T Rec. H.245 to allow verification of some functional
aspects of the terminal, to ensure correct operation of the system and satisfactory quality of the
service to the remote party.

The systemLoep request and lsgicalChannelLoop request shall not be used. The mediaLoop
request is optional. An endpoint that receives the maintenanceLoopOffCommand shall turn off al
loopbacks currently in effect.

For the purpose of loopbacks, two modes are defined:

a) Normal operation mode: No loopback. Indicated in a} of Figure SS. This shall be the default
mode, and the mode entered when the maintenanceLoopOffiCommand is received.

b) Media loop mode: Loopback of media stream at the analogue /O interface. Upon receiving
the medial.oop request as defined in ITU-T Rec. H.243, loophack of the content of the
selected logical channel shall be activated as close as possible to the analogue interface of
the video/audio codec towards the video/audio codec, so that decoded and re-coded media
content is looped, as indicated in b} of Figure 55. This loopback is optional. It should be
used ouly when a single logical channel containing the same media type is opened in each
direction. Operation when multiple channels are opened in the return direction is undefined.
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Figure S5/H.323 - Loopback

A Gatewsy to H.324, which receives an H.245 systemLosop request, H.245 logicalChannelloop
request, or a Gateway to H.320, H.321, or H.322, which receives an H.230 Dig-Loop command from
an SCN endpoint may perforry the appropriate loopback function within the Gateway. The Gateway
shall not pass these requests to the network endpoint. A Gateway to H.324, receiving H.245
mediaLoop from an SCN endpoint shall pass the request to the network endpoint. A Gateway to
H.320, H.321, or H.322, receiving H.230 Vid-loop or Ap-loop command from an SCN endpoint
shall convert it to the appropriate H.245 medial.eep request and send it to the network endpoint,
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A Gateway to H.320, H.321, or H.322, which reccives an H.245 mediaL.oop request from a network
endpoint shall convert it to the appropriate H.230 Vid-loop or Ap-loop cornmand and send it to the
SCN endpoint,

A Gateway to H.324 may send an H.245 systembLoop request or H.245 logicalChannell.oop
request to the SCN endpoint. A Gateway to H.320, H.321, or H.322 may send an H.230 Dig-Loop
command to the SCN endpoint, If a network endpoint is in a call to the SCN endpoint, the audio and
video sent to the network endpoint may be the looped back audio or video, pre-recorded audio or
video message indicating the loopback condition, or no audio or video.

11.2  Moenitering methods

All terminals shall support the Information Request/Inforraation Request Response (IRQ/IRR)
message of ITU-T Rec. H.225.0. The Information Request Response message contains the TSAP
Identifier of all channels currently active on the call, including T.120 and H.245 control, as well as
audio and video, This information ¢an be used by third party maintenance devices to monitor H.323
conferences to verify system operation.

ANNEX A

H.245 messages used by H.323 endpoints

The tollowing rules apply to the use of H.245 messages by H.323 endpoints:

. An endpoint shall not malfunction or otherwise be adversely affected by receiving H.245
messages that it does not recognize. An endpoini receiving an unrecognized request,
response, or command shall retum "function not supported”. (This is not required for
indications.)

. The following abbreviations are used in Tables A1 to A12:

M Mandatory.
O Optional,
F  Forbidden to transmit.

. A message marked as mandatory for the receiving endpoint indicates that the endpoint shall
accept the message and take the appropriate action, A message marked as mandatory for the
transmitting endpeint indicates that the endpoint shall generate the message under the
appropriate circumstances.

Table A4/H.323 - Master-slave determination messages

Message Rec.eiving Tranfsmitﬁng
endpoint stafus endpeoint status
Determination M M
Determination Acknowledge M M
Deternination Reject M M
Determination Release M M
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Table A.2/H.323 — Terminal capability messages

Message Rec'eiving Trans‘;mitﬁng
? endpoint status endpoint status
Capahility Set M M
Capability Set Acknowledge M M
Capability Set Reject M M
Capability Set Release M M
Table A.3/H.323 - Logical channel signalling messages
Message em}l‘:;:i;::lsxtiagms eééﬁ?ﬁﬁﬁis
Open Logical Channel M M
Open Logical Channel Acknowledge M M
Open Logical Channel Reject M M
Open Logical Channel Confirm M M
Close Logical Channel M M
Close Logical Channel Acknowledge M M
Request Channel Close M O
Request Channel Close Acknowladge O O
Request Channel Close Reject G M
Request Channel Close Release O M

Table A.4/H.323 - Multiplex table signalling messages

Message Status
Multiplex Entry Send F
Multiplex Entry Send Acknowledge F
Multiplex Entry Send Reject F
Multiplex Entry Send Release F

Table A5/H.323 - Request multiplex table signalling messages

Message Status
Request Multiplex Entry F
Request Multiplex Entry Acknowledge B

Reguest Multiplex Entry Reject

Reguest Multiplex Entry Release
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Table A.6/H.323 - Request mode messages

Message Rcc’eiving Tran§nxittixng
i endpoint status endpoint status
Request Mode M O
Request Mode Acknowledge M O
Request Mode Reject 8] M
Request Mode Release O M
Table A 7/H.323 — Round trip delay messages
Message cndpointstatus | endpoin stats
Round Trip Delay Reguest M O
Round Trip Delay Response O M
Table A.8/H.323 - Maintenance loop messages
Receiving Transmitting
Message endpaint status endpoint status
Maintenance Loop Request
System Loop F F
Media T.oop O (Note) O (Note)
Logical Channel Loop B F
Maintenance Loop Acknowledge O O
Maintenance Loop Reject O M
Maintenance Loop Command Off M O

NOTE - Mandatory in Gateways.

Table A8/H.323 — Conference Reguest and Response Messages

Message ‘Rec’eiving Tmn§mii'ting
endpeint status endpoint status
Terminal List Request O O
Prop Ternunal 0] O
Make Me Chair O O
Cancel Make Me Chair O O
Enter H.243 Password O O
Enter H.243 Terminal 1d 6] 0)
Enter H.243 Conference ID G O
Request Terminal ID O 0]
Terminal ID Response O O
MC Terminal ID Response O o

FTU-T Rec. H.323 (1 1/2048)

CSCO-1032
CISCO SYSTEMS, INC. / Page 150 of 258




Table A9/H.323 —~ Conference Reguest and Response Messages

Message Receiving Transmitting
endpeint status endpoint status
Enter Extension Address O O
Enter Address Response O O
Terminal List Respouse O O
Make Mg Chair Respounse O O
Conference ID Response O O
Pagssord Response O O
Table A10/H.323 - Commands
Message emﬁmﬁﬁz Z:fi‘us egggﬂrﬁizﬁﬁs
Send Termunal Capability Set M M
Encryption O O
Flow Control M O
End Session M M
MisceHaneous Commands
Equalize Delay O O
Zero Delay O O
Mutltipoint Mode Command M O
Cancel Multipoint Mode Command M O
Video Freeze Picture M O
Video Fast Update Picture M O
Video Fast Update GOB M 0
Video Fast Update MB M O
Video Temporal Spatial Trade Off O O
Video Send Sync Every GOB O )
Video Send Sync Every GOB Cancel O 8]
Terminal I3 Reguest O O
Video Command Reject 8] O
Make Me Chair Response O @]
Conference Commands
Broadeast My Logical Channel Me O 6]
Cancel Broadeast My Logical Channel Me O O
Make Terminal Broadcaster O O
Cancel Make Terminal Broadcaster O O
Send This Source O O
Cancel Send This Source O O
Drop Conference 0 O
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Table A.11/H.323 - Conference mode commands

; Receiving Transmitting
Message , .
i endpoint status | endpeint status
Communication Mode Command M O
Communication Mode Request O O
Communication Mode Response O O

Table A.12/H.323 — Indications

Message Rct:eiving ”l‘ran?mitﬁng
endpoint status | endpoint status
Function Not Understood M M
Function Not Supported M M
Miscellanesus Indication
Logical Channel Active O O
Logical Channel Inactive O O
Multipoint Conference M O
Cancel Multipoint Conference M O
Multipoint Zero Comm O O
Cancel Multipoint Zero Comm O O
Multipoint Secondary Status 0 0
Cancel Multipoint Secondary Status O O
Video Indicate Ready to Activate O O
Video Temporal Spatial Trade Off O O
Video Not Decoded MBg O O
Conference Indications
SBE Number O O
Terminal Number Assign M O
Terminal Joined Conference O O
Terminal Left Conference O O
Seen By At Least One Other O O
Cancel Seen By At Least One Other O O
Seen By All O O
Cancel Seen By All O Q
Terminal You Are Seging 8 O
Request For Floor O O
Vendaor Indications O O
MC Location Indication M O
Jitter Indication O O
H.223 Skew Indication F F
H2250MaximumSkewIndication O M
New ATM Virtual Channel Indication F F
User Input M (for 0-9, M (for -9,
*and #) *and #)

Non-standard commands, requests, etc. are allowed.
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ANNEX B

Procedures for layered video codecs

B3 Scope

This annex describes enhancements within the framework of the 11.323 specification, to incorporate
layered video codecs. The described procedure is scalable for multipoint conferences.

B.2 Introduction

Layered video coding is a technique that allows the video information to be transmitted in multiple
data streams in order to achieve scalability. These may provide bandwidth scalability, temporal
scalability, SNR scalability, and/or spatial scalability. Annex O/H.263 describes the use of layered
coding within H.263. Conferences can take advantage of this feature to service connected endpoints
that have different capabilities, using one bitstream. This will allow more efficient use of network
bandwidth.

B3 Scalability methods

Scalability of a video stream refers to the generation of a stream that may only be decoded in part
due to limitations of available resources. Scalability may be desired to overcome limitations of
available computing power or to accommodate bandwidth limitations,

There are three types of scaling: Temporal, Signal-to-Noise Ratio (SNR), and Spatial that are
available in ITU-T Rec. H.263. Other video codecs may have similar layering capability. All of these
methods can be used separately or together to create a multi-layer scalable bit stream. The resolution,
frame rate, and quality of the image can only increase by adding scaling layers. The base layer can
be used to guarantee a minimum level of image quality. Endpoints can then use additional layers to
add image quality by increasing frame rate, display framce size, or accuracy of decoded images.
Allowing multiple scaling methods in a conference can add resource efficiency, especially when
endpoints participating have varying processing and bandwidth capabilities. This is especially true
for multipoint and loosely-coupled conferences.

B4 {all establishment

H.323 call establishment takes place following the same procedures described in clause &, The
layered coding capability will be signalled using the H.245 capabilitics exchange methods.
Codepoints within H.245 exist which clearly identify what layering methods are supported by the
endpoints. The endpoints shall use these capabilities in order to signal the exact layering methods
they support.

The uvse of simultancous capabilities methods in F1.245 shall be used to indicate which layering
methods will be used together to create the video layers when they are going to be sent in two or
more logical channels. Tt is also possible to send two or more layers in single logical channels. The
exact video layers that will be used are signalled during the openLogicalChansel in the same
manner that is currently vsed to indicate what video dataType will be used, except that the endpoint
shall indicate dependencies between the base layer logical channel and the enhancement layer logical
channels,

B.5 Use of RTP sessions and codec layers

hase layer should be considered the primary video session, and its level considered the minimum
quality of video that is available in the conference. Enhancement layers can be sent on separate RTP
sessions,  The forward/reverselogicalChannelDependency parameter, added to H.245
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epenlLogicalChannel command, shall be used to indicate how the video layers are organized. This
is outlined in the following clauses. RTP Timestamps must be the same in the base and all dependent
enhancement layers corresponding to a frame to allow reassembly and proper display.

B.5.1 Associate base to audie {or Hip synchronization

The base video session should be associated with the audio session corresponding with the andio
track of the video, for lip synch purposes. This is done in the same manner that existing non-fayered
video sessions are associated with their comresponding audio. This is done using the
assgciatedSessionlD and the sessionlD parameters located in the
H2250LogicalChannelParameters. The enhancement layers may also be associated with the audio
or with the base layer using the associatedSessieniD. Coding dependency shalf be indicated using
the forwardLogicalChannelDependency and the rveverseLogicalChannelDependency parameter
in the openLogicalChannel command as explained below.

B.5.2 Enhascement layer dependency

Enhancement layer dependency can create many complex cases using multiple layers that contain
multiple enhancement frame types. Dependency between layers shall be indicated using the
forward/reverselogicalChannelDependency parameter, added to H.245 OpenlogicalChannel
command. Dependency is used to indicate that the data sent on the logical channel cannot be used
without the contents of the logical channel it is dependent on. Enbancement layers, by definition,
must be differentially coded from the video layer they are enhancing and are therefore dependent on
that video layer for meaningful decoding. If an enhancement layer is sent on a separate logical
channel, it shall indicate the layer it was differentially coded from in  the
forward/reverselogicalChannelDependency parameter.

Since the forward/reverseLogicalChannelDependency parameter allows the indication of a single
togical channel, the logical channels need to be opened in order of dependence starting with the base
layer. An endpoint shall have either sent or received the openLogicalChannelAck for any logical
channel that is used in a ferward/reverselogicalChannelDependency parameter. An endpoint
shall send an openLogicalChannel for a dependent logical channel, only after the logical channel on
which it is dependent is opened and acknowledged. Logical channels that have common dependency
may be opened in parallel. Enhancement lavers must be indicated to be dependent on the highest
layer that is required for proper decoding.

Assuming that separate RTP sessions are used for each layer, an example can be built as shown in
Figore B.1.

Source
Endpoint

Base Video Layer 0

<&

Enhancement Video Layer | — All B-frames

o8
<

Enhancement Video Layer 2 — SNR on Layer

% e g
Enhancement Video Layer 3 - Spatial on Layer 2

< B

T160:4230-87

Figure B.1/H.323 — Model with layered video
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In this example, layered video is ereated that has four layers:

1) The base video, not dependent on any other layer. This is associated with its corresponding
audio.

2) Enhancement level one consisting of B-frames, dependent on the base video. This is
indicated to be dependent on the base video session, Layer 0.

3 Enhancement level two that is SNR enhancement of the base video, dependent only on the
base video, Layer (. This is indicated to be dependent on the base video session,

4 Enhancement level threc that consists of spatial enhancement of enbancement level two,

ol

dependent on Layer 2, which implies the base is also required. This is indicated to be
dependent on the video in Layer 2.

In this example, the base video logical channel must be opened first. The openLogicalChannel for
enhancement Layers 1 and 2 may be sent in parallel, only after receiving the
openLogicalChannelAck for the base video logical channel. The eopenLogicalChannel for
enhancement Layer 3 can only be sent after the epenLogicalChannelAck has been received or sent
for the logical channel used for enhancement Layer 2.

B.6 Peossible layering models

There are many possible methods for layering of the video and organization of the corresponding
RTP sessions. The reason that the layers may need (o be separated is that they are used for either
decoder power scaling or for bandwidth usage scaling. It may be desirable to separate all non-B-
frames into separate layers that can be discarded if they cannot be used. An important feature of the
layered codec is that at any time an endpoint may discard any or all enhancement layers, without
affocting the quality of the base video, in order to provide decoder power scaling.

In a similar manner, the layers may need to be organized into bandwidth usage levels that correspond
to the bandwidths reported by the endpoints that are connected to the conference. This would allow
the conference to accommodate multipoint conferences that have endpoints using connection
methods that may limit the available bandwidth and create a layer that gives them the best possible
video at that bandwidth. The endpoint may add or subtract layers as its available bandwidth varies up
and down.

B.6.t Muiltiple logical channels and RTP sessions for a layered stream

If bandwidth scaling is the goal of using layering, each laver should flow on a separate logical
chanunel with a separate RTP session. This means that what is a single video source will now have to
be coordinated amongst multiple logical channels and RTP sessions.

If the goal of layering is processor-power scaling, the enhancement layers can be sent, with the base
video on a single logical channel and RTP session.

If the goal 18 a mixture of bandwidth and processor-power scaling, then groups of enhancement
layers, sent in logical channels on a group basis can be sent. The choice of layers and grouping is a
choice based on system need. The method used to make these choices 1s an implementation issue and
outside the scope of this Recommendation.

B.6.2 Impact of one layer per logical channel and per RTP session

The impact of using a single logical channel and RTP session for each layer is that the encoder and
decoder are burdened with having to split and reassemble the video stream according to the chosen
layering model. This model is signalled to the receiving side so that it can properly interpret the fayer
information. It 1s signalled using H.245 capabilities, with a capability per logical channel that, when
combined with the dependencies, will sufficiently describe the layering model. Possible layering
models are signalled during capabilitics exchange, using the simultancous capabilities feature of
ITU-T Rec. H.245.

YTU-T Rec. H.323 (11/2000) 141
CSCO-1032
CISCO SYSTEMS, INC. / Page 155 of 258



Strict timing consideration will need to be used to ensure that the layers are properly synchronized.
For H.323, this will be handled in the RTP payload format.

B.7 Ympact on multipeint conferences

The most likely envisaged usage of video layering is in multipoint conferences. Tn H.323, this can be
performed by a centralized MCU, used for audio mixing and video switching, or using a
decentralized model, with each endpoint responsible for video switching and audio mixing. Tn either
case, the MC should perform the function of reporting what the layering model is for the conference.
This 1s done using the communicationModeCommand.

In order for an endpoint to receive a video layer, a logical channel containing that layer must be
opened. The decision to open a logical channel can be made by either the MC or the endpoint
sending an epenLogicalChannel. If an MC or endpoint decides not to open a logical channel, it
must reject the openLogicalChannel when it is offered. The MC or endpoint can only offer a logical
channel that corresponds to a dataType that is supported by the receiving endpoint,

When implementing support for layer codecs, an MC can take two approaches. If the MC does not
make any decisions as to what logical channels will be opened, it can be called the "MC Impartial”
model. In this model the MC offers all media to all endpoints without regard to any reported QOS.
When the MC makes the decision to strictly enforce QOS, it is called the "MC Decision” model,
These models are oxplained further below.

B.7.1  MC Impartial model

The MC Impartial model does not depend on the QOS capability set additions and as such may allow
for a simpler MC implementation. In this case, the endpoint must judge whether it has sufficient
bandwidth to accept logical channels offered by the MC. If it will exceed the transmission
capabilitics of the endpoint or the underlying network, then the endpoint may reject the logical
channel. This method will require the endpoint to have knowledge of the network bandwidth
available. The MC should indicate all available media in the communicationModeCommand.

B.7.2 M Decision model

The MC Decision model depends upon the addition of Quality of Service {QOS) capabilities to the
Terminal Capability Set. This has been previously proposed and is work in progress. The MC ¢an
then examine the QOS capabilitics of the endpoints and only offer logical channels that arc within
the QOS of the endpoint. The endpoint will need to determine its available QOS at the start of the
conference and indicate this using the QOS capabilities defined by work in progress.

In the MC Decision model, the MC may send a communicationModeCommand to an endpoint that
only shows the sessions within the endpoint's QOS capabilities. Tn this way, the MC can strictly
enforce bandwidth usage.

B.7.3  Multipoint conference containing endpeints on different bandwidths

In the model where the multipoint conference contains endpoints that have different bandwidth
capabilities, the layering will need to be tuned to match these bandwidth levels. This can be done by
using two possible models. One is illustrated in Figure B.2.
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Figare B.2/H.323 -~ Endpoints attached {o one or more layers according to bandwidth

In this case, the endpoints are attached to the base layer of video and the cnhancement layers up to
the total bandwidth desired. Each enhancement layer 1s on a separate logical channel. The endpoints
are burdened with recombination of the layers to create the video stream. The sending endpoint must
have capability for the combined bandwidth of all streams it sources. In this case, each endpoint may
have communicated a different set of capabilities. The MC will examine the capabilities and QOS
and create a layering model that is likely to provide the best use of the endpoints capabilities and
bandwidth. This layering is indicated in the communicationMeodeCommand by the indication of
sessionDependency in the communicationModeTableEntry. The sessionDependency ficld is set
by the MC to indicate when a session is dependent on another session for meaningful decoding of its
data. This information will be translated into logicalChannelNumbers when opening a dependent
logical channel, according to the actual logical channels that are opened.

In the above case, using the MC Decision model, the MC will then offer the endpoints the logical
channels that correspond to the layers that match the endpoint’s capabilitics. The MC will offer
Endpoint | only the logical channel corresponding to the Base Video Layer. Endpoint 2 will be
offered the logical channels corresponding to base video and enhancement video Layer 1. Endpoint
three is offered three logical channels corresponding to the base video and two enhancements layers,
and Endpoint 4 is offered all video logical channels.

In the MC impartial case, the MC will offer all logical channels, to all endpoints, that are within their
dataType capabilitics. The endpoints will refusc any logical channel that will cause them to exceed
their bandwidth capabilities.

A second layering model is shown in Figure B.3. In this model cach logical channel contains a
totally independent video stream.

Reeceiving Raeeiving Receiving Source
Endpoint 1 Endpoint 2 Eadpoint 3 Endpoint

? e G

Base Video Layer &
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T

Enhancement Video Layer 1 + Base
-

.

Enhancement Video Layer 2 + Base + Layer |
< 8 &>
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Figure B.3/H.323 - Endpeints attached to single Layer according te bandwidth
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In this case, the endpoint shall connect only to the logical channel that corresponds to the bandwidth
it has available. This stream has all layers that build the video stream to the bandwidth of the logical
channel. This method eliminates the burden from the endpoints to recombine the video, but burdens
the sender with producing several video streams, This is a less efficient use of network resources,
since enhancement layers include all lower layers.

In order to perform proper lip synch, any session containing base video should be associated with the
audio session corresponding to its audio track, using the associatedSessionlDd in the
H2250LegicalChannelParameters. In the example shown in Figure B.2, the base video session
should be associated with the audio session for lip synch. In the example shown in Figure B.3, all
three video sessions should be associated with the audio session for lip synch, since all three contain
base video.

B.8 Use of network QOS for layered video streams

Several important characteristics of the nature of layered coding usage should be considered when

using network QOS for delivery of layered coded video streams. An enhancement layer cannot be

decoded properly without receiving the layers on which it is dependent. Enhancement video layers

may be discarded without affecting the decoding of the layer on which they are dependent.

If available, network QOS may be used t¢ help guarantee that a video stream will be delivered by the

network. Since layered video may be delivered using multiple streams, delivered on separate

network connections, different QOS can be used on each video layer. QOS used on layered video

streams should be specified when the logical channel is opened.

[t is important that a dependent video layer has the information on which they are dependent at the

time the dependent layer is to be decoded. This leads to general rules regarding use of QOS:

1) Dependent layers that are delivered using network QOS should have the layer they are
dependent on, also delivered using QOS.

2) The base layer should be delivered using network QOS, if any other video layers in the
conference are to be delivered using QOS.

3) The nearer the video layer is to the base layer, the stronger the delivery guarantees
should be.

ANNEX C
H.323 on ATM

Ca Introduction

This is an optional enhancement alfowing H.323 endpoints to establish QOS-based media streams on
ATM networks using AALS.

C.2 Scope

This annex specifies an improved method of using H.323 on AALS. H.323 can always be used on
ATM by making use of an [P over ATM method. However, this is less efficient than using AALS
Virtual Channels (VCs) directly for the transport of the audio and video strcams of H.323, When the
media streams flow directly on AALS, they can benefit from a QOS-based ATM VC.

This annex retains the use of a packet network protocol for H.245 and H.225.0 communications to
ensure interoperability with H.323 endpoints that are using a packet network protocol for all streams
(whether over ATM or other media). Interoperability with legacy H.323 endpoints 15 achicved,
without the use of a Gateway, by first requiring the basic mode of operation, in which an endpoint
sends media streams on a datagram service using a packet network protocol, for example UDP/IP
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over ATM. In basic mode, unless a packet network protocol infrastructure has been upgraded, QOS
may not be available from the network.

C.2.1  Point-to-point conferencing

Thig annex specifies a method of point-to-point communication between two H.323 endpoints using
AALS Vs for the media streams. The protocol necessary for entering into this mode is specified, as
are information clements to be used in ATM signalling.

C.2.2 MCU-based multipoint

It follows that multipoint MCU-based communications can occur among several H.323 endpoints
using AALS VCs for the media streams. Currently no support is specified for the H.323
Decentralized Multipoint using ATM point-to-multipoint capability. This is left for further study.

C.2.3  H.323 interoperability with endpeints using 1P

Inieroperability is guaranteed with an endpoint using IP for the entire H.323 connection. This annex
defines methods that allow an endpoint to detect if support is present for the option of using AALS
directly. An endpoint conforming to this annex must accept that the andio and video streams may
occur on either AALS VCs or UDP/IP ports.

C3 Architecture

The basic protocol architecture of the system is shown in Figure C.1. It uses TP on ATM for delivery
of the H.225.0 and H.245 messages and for the RTCP part of the audio and video streams. It uses
AALS directly for the RTP part of the audio and video streams.

NOTE -~ The H.323 media streams, compressed into variable length packets according to ITU-T
Rec, H.225.0, are casily mapped to AALS. Tt would be difficult to map them to AALI, and this alternative has
no clear benefit,

Reliable Delivery Unreliable Delivery

H.225.6 Audio/Video Streams

H.245
Call Control | RAS RTCP

TCP ubpp RTP

iP

AALS (1.363.5)

ATM (L361)

T1604280-37

Figure C.1/H.323 - Architecture for H.323 on ATM-AALS

C.3.1  Overview of system

The system architecture is designed to make use of H.323 and its component protocols as they are
presently specified. It is further designed to use commonly available services of AALS on ATM.
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CJ3.2 Interoperation with other ITU-T H-series Recommendatiens endpeints

Interoperation with other H-series endpoints shall be done through the use of Gateway devices as
described in ITU-T Rec. H.323. Gateway vendors will need to support the methods described in this
annex, if they wish to support the direct use of AALS Vs by H.323 endpoints.

Tt should be noted that interoperation with other IP-based H.323 endpoints does not require a
Gateway. '

C.3.3 H.225.0 on 1P over ATM

H.225.0 communication requires TCP/IP and UDP/IP using one of the available methods for IP over
ATM. No preference is expressed here for which method of IP over ATM to use. If two endpoints on
the same network segment use different 1P over ATM methods, they must rely on IP routers to
forward their packets.

The endpoint shall listen on the well-known TCP ports identified in ITU-T Rec, H.225.0. If the
endpoint is being used on a network with a Gatekeeper, the endpoint should use the methods
described 1o ITU-T Rec. H.225.0 to discover and register with the Gatekeeper. This requires the
support of UDP multicast. If multicast is not available on the network, the endpoint may be pre-
configured with the Gatekeeper(s) address(es).

The methods outlined in ITU-T Rec. H.225.0, combined with an IP over ATM method, shall be used
10 establish the H.245 control channel on TCP/IP.

C.34 H.245on TCP/IP over ATM

Once the reliable H.245 control channel has been established using methods described 1 TTU-T
Rec. H.225.0, additional channels for audio, video, and data are established based on the outcome of
{he H.245 capability exchange using H.245 open logical channel procedures,

(.35 Addressing for A/V streams

H.323 has the capability for the audio and video streams to be established to a different address than
the H.245 control channels. This is fortunate since a TCP/IP channel is established to an 1P address,
and the audio and video, optionally, are to be sent on RTP over AALS directly to an ATM address.

H.323 also has the capability for the RTCP stream to be addressed separately from the RTP stream.
The RTCP stream shall continue to be addressed to an IP address, even though the RTP stream is
addressed to an ATM address.

C.3.6 Traosport Capabilities added te TransportCapability Set

For operation of H.323 on AALS, an addition to the TransportCapability set is made in H.245.
This includes transport level capabilitics such as support for ATM Transfer Capability (DBR, SBR1,
SBR2, SBR3, ABT/DT, ABT/TT, ABR) as defined in TTU-T Rec. L371. Terminals that do not send
this new capability parameter shall not make use of the new methods described in this annex. The
TransportCapability information can be sent as part of the Terminal Capability set exchange in the
capability exchange phase. It is also included in the openLogicalChannel.

C.3.7 FElements of ATM signalling

C37.1 ATM address

The ATM address for an RTP strecam shall be given in the mediaChannel subfield of
H2250LegicalChannelParameters of the H.245 epenLegicalChanneldck message (or the
OpenLogicalChannel in the case of Fast Connect). The mediaChannel subfield UnicastAddress
or MulticastAddress shall be filled with the 20-octet NSAP-style ATM End System Address.
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The use of E.164 for the address is handied by embedding it as the IDP part (AFl = 0x45) of an
NSAP address. In this case, an international E, 164 number is required.

£3.7.2  Pori Number

The portNumber ficld of the openlogicalChannel message is conveyed in the GIT information
element as per [34]. The format of the GIT information element is specified in C.4.1.1. This enables
the receiving side to associate the ATM VC with the proper RTP logical channel.

For backward compatibility with H.323 Version 2 endpoints, H.323 Version 3 (and later) endpoints
shall also be able to use the B-HLI, according to H.323 Version 2 Annex C, for conveying the
portNumber ficld of openLogicalChannel. An H.323 Version 3 (or later) endpoint shall use the
B-HLI only if it has prior knowledge that the terminating endpoint i3 FL323 Version 2. In cases
where the H.323 version of the terminating endpoint is not known, such as establishing a call using
Fast Connect, the endpoints shall first attempt to establish the ATM VC using the GIT information
element for carrying the portNumber. If the connection fails the calling endpoint shall reattempt
call sctup using B-HLT instead of GIT. If the VC setup with B-HLI also fails, the terminal shall
assume that ATM connectivity is not available and shall fall back to using RTP/UDP/IP for media
channels, The format of the B-HLI tnformation element is specified in C.4.1.2.

3.8 AfVstreamseon RTPen AALS

Servicing the openLogicalChannel primitive in H.245 triggers the connection eostablishment. The
audio and video streams are then set up to the destination ATM address. The size of the Maximum
Transmission Unit (MTU) shall be signalled ju the AAL Parameters information element. The MTU
choice may effect system efficiency because of AALS packetization. The packetization rules for
AALS are contained in ITU-T Rec. 1.363.5. If the non-AALS default of 1536 octets is used, the
MTU is packetized in 33 ATM cells and the last AALS cell contains only padding and the AALS
number, The address field in the mediaChannel should be used to determine whether an ATM VC
or a UDP port should be opened.

In the event that the ATM VC setup fails, the endpoint shall retry using RTP/RTCP and the higher
layer transport protocol such as UDP.

RTP header compression can optionally be used, as described in section 2 of AF-SAA-(124.000
[33], in which casc it must be negotiated using the mediaTransportType.

C.3.8.1 Unidirectional logical channels

H.323 has no concept of the reverse direction of a unidirectional logical channel. However, an
important characteristic of point-to-point ATM VCs is that they are inherently bidirectional. The use
of both directions of an ATM VC is therefore desirable. Otherwise, the audio and video streams will
each need o be sent on two different VC's, one for each direction.

Endpoints conforming to this annex are encouraged to open their media streams as bidirectional
logical channels. This reduces the number of AALS V(s to two in typical situations, one VC each
for audio and for video.

C.3.8.2 Bidirectional logical channels

If the bidirectional usage is indicated, the receiving endpoint shall send an openLogicalChannelAck
{(or the openlogicalChannel in the case of Fast Connect) and then it must watch for an ATM VC to
be opened by the other endpoint. When an ATM VC is completed, it may then use the reverse
direction for the media type indicated in the epenLogicalChannel command. The endpoint that
initiates the openLogicalChannel command is the endpoint that shall open the ATM VC.

If QOS is to be used, it shall be limited to the H2280Capability declared by the other endpoint. The
chosen QOS is signalled as part of the establishment of an ATM VC,
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If both endpoints have uncompleted openlogicalChannel commands for the same media session,
these are resolved using the master/slave methods described in ITU-T Rec. H.245.
C.3.8.3 Maximum fransmission unit size

The maximum MTU for AALS is 65 535 octets. As part of H2288Capability, the MTU size can be
specified in the capabilities exchange during FH.245 setup. The forward and backward maximum
MTU size shall be equal and will be taken from the smallest of the local and remote values specified
in the capabilities exchange.

The MTU size is signalled as the AALS maximum CPCS-PDU size tor an ATM VC.
C.3.84 RTCP on IP over ATM

It is mandatory 1o open the logical channel for RTCP traffic on a UDP/IP port, asing TP over ATM,
RTCP is not permitted to ride directly on an AALS VC.

C.3.9 QOS considerations (Optienal)
C.3.9.1 QOS classes defined in ITU-T Rec. 1356

ITU-T Ree. 1356 defines four QOS classes, Class 1 (stringent class), Class 2 (tolerant class), Class 3
(bi-level class), and U class, Table C.1 summarizes the differences among the QOS classes.

Table C.1/H.323 - Provisional QOS class definitiens and netwerk performance ebjectives

CTD 2-pt CDV CLR (0+1)y | CLR (0) CER CMR SECBR
Default None None Norne None 4% 10"'5 1/day 10“4
Class 1 400 s 3 ms 3107 Neone Default | Default Default
{(stringent)
Class 2 U u 107 None Default | Default Default
(tolerant)
Class 3 U U U 167 Default | Default | Defauli
{(bi-level)
U class u U U u U 8] u
CDV: Cell Delay Vanation; CER: Cell Error Ratio; CLR: Cell Logss Ratio; CMR: Cell Misinsertion Rate;
CTD: Cell Transfer Delay; SECBR: Severely Errored Cell Block Ratio; U: Unspecitfiedunbounded.

C.3.98.2 ATM transfer capabiiity defined in YTU-T Rec, 1.371 and L3713

ATM Transfer Capability (ATC), defined in ITU-T Rec. 1.371 and 1.371.1 as a set of ATM layer
parameters and procedures, s intended to support an ATM layer service model and a range of
associated QOS classes. Open-loop control ATCs (DBR and SBR) and closed-loop controlled ATCs
(ABT and ABR) are specified in ITU-T Rec. 1.371 and 1.371.1. SBR is subdivided into SBR1, SBR2
and SBR3, depending on how to handle CLP = 0/1 cells. ABT is subdivided into ABT/DT and
ABT/IT depending on the use of negotiation regarding the block cell rate. Table C.2 summarizes the
association of ATCs with QOS classes.
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Tabile C.2/H.323 - Association of ATCs with QOS classes (from Table 3/1.356)

ATM Transfer DBR, SBRI, DER, SBRI, SBR2, SBR3, Any ATC
Capabifiies (ATCY | ABT/DT, ABT/AT | ABT/DT, ABTAT ABR
Applicable QOS Class 1 Class 2 Class 3 U class
class (stringent) (tolerant) (bi-level)

ABR: Available Bit Rate; ABT/DT: ATM Block Transfer/Delayed Transmission; ABT/IT: ATM Block
Transfer/Immediate Transmission; DBR: Deterministic Bit Rate; SBR1: Statistical Bil Rate
configuration 1; SBR2: Statistical Bit Rate configuration 2; SBR3: Statistical Bit Rate configuration 3.

C.3.9.3  Broadband transfer capability defined in 1TU-T Rec. Q.2961.2

Broadband Transter Capability (BTC) codes (DBR, BTCS, BTC9, BTC10 and SBR1) in Broadband
bearer capability information element are defined in ITU-T Rec. Q.2961.2, and valid combinations
of bearer class, broadband transfer capability and ATM traffic descriptor parameters are specified o
Annex A/Q.2961.2. In the Setup message, the user can specify the BTC according to the traffic
he/she generates and the intended use of network services. In Table A.1/0Q.2961.2, 3 valid
combinations are listed for bearer class BCOB-A, & combinations for BCOB-C, and 13 combinations
for BCOB-X or FR,

C.3.94 Opening of Virtual Channels

The endpoint that originated the accepted openLogicalChannel is responsible for opening the ATM
VC. Support for QOS in the ATM VC is signalled at the time it is established. If successful, the
ATM network provides a guaranteed QOS for the lifetime of the opened V. QOS 13 specified in
terms of (3.2931 Information Elements (IEs), including ATM Traffic Descriptor and Broadband
Bearer Capability.

395 Useof DBR

The most likely available ATM traffic type is a constant bit rate using DBR. The use of DBR is
signalled as part of the ATM broadband Bearer Capability TE (Bearer class = "BCOB-A™). Use of
other ATM traffic type, such as SBR with end-to-end timing required {Bearer class = "BCOB-X"
and BTC field = "SBR1 (0010011)"], is also possible.

C.3.94 Setting the proper cell rate

It is important to set the proper cell rate parameters in the ATM Tratfic Descriptor information
element. The peak cell rate can be derived from the H.245 capabilitics exchange parameters and the
RTP payload format packet size. For video, the maxBitRate field can be used from the
H261VideeCapability or the H263VideeCapability to determine the ATM Cell rate. For audio, the
audio capability chosen implies the bit rate to be used. For example, the use of g711Ulawodk
suggests the use of a 64 kbit/s audio channel, while the use of g728 indicates the use of a 16 kbit/s
channel. The RTP payload format indicates the packet size. For each packet, the subsequent AAL
packet overhead and any needed padding to meet the AAL packetization rules must be added. This
results in an overhead bit rate that is associated with the size of the packet and the way this packet is
cucapsulated in the AAL and the frequency of this overhead from this encapsulation.

The bit rate of the data to be sent and the packetization of the data according to the AAL
packetization rules determine the cell rate. The packetization will determine the actual number of
cells that must be sent for a given data stream at a given bit rate. The choice of MTU can affect the
packetization as explained in C.3.8.
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C4 Protocel section
CA4.1 ATMsignalling information elements

C.4.1.1  Generic Information Transpert

1E Parameter Value Notes
Identifier related 00001011 ITU-T Rec. H.323
standard/application
{octet 5)
Identifier Type 00001011 H.245 portNumber
{octet 6)
Identifier length 0000 0610 2 oclets
{octet 6.1)
Identifter value H.245 portNumber 16-bit binary coded forward H.245
{ociets 6.2-6.3) portNumber

H.323 Version 3 (or later) endpoints shall set the [E action indicator of the GIT information element
to "clear call”, according to 4.5.1/Q.2931. In this case, if the terminating endpoint does not support
GIT information clement coding it will reject the call with the cause value 100 for fmvalid
information element content according to 5.7.2/Q.2931. If the ATM V{ setup attempt is rejected
because the terminating endpoint does not understand GIT it will reject the VC call setup with cause
number 99 Information element non-exisient or not implemenzed, according to §.7.2/Q.2931.

It should be noted that the portNumber ficld in H.245 is only 16 bits in length,

The H.24S portNumber is used by the receiving endpoint to associate the ATM VC with the proper
RTP logical channel. The endpoint that initiates the openlogicalChannel command is the endpoint
that opens the ATM VC. 1t is possible for the initiating endpoint to select an H.245 pertNumber
that is already in use by the receiving endpoint. This would cause a faiture in the OLC procedure.

Additionally the recetving RTCP port is also specified by the initiating endpoint by implication.
H.323 states that the corresponding RTCP data shall flow on a UDP port number equal to the H.245
portNumber plus 1. It is possible that the resulting port mumber for RTCP, H.245 pertNumber
plus 1, will be in use on the receiving endpoint since the H.245 portNumber is sclected by the
initiating endpoint.

Due to the above problems the receiving endpoint should have the choice of sclecting the H.245
portNumber. If the portNumber is not specified in the openLogicalChannel the receiving
endpoint shall specify a pertNumber in the openlogicalChanneldck message (or
openLogicalChannel in the case of Fast Connect). It is recommended that the transmitting endpoint
does not specify the pertNumber in the openlogicalChannel therchy requiring the receiving
endpoint to specify one in the openrLogicalChanneiAck message (or openLogicalChansel in the
case of Fast Connect).

The portNumber ficld of the openLegicalChannel message is used to select the H.245
pertNumber. The receiving endpoint uses this H.245 portNumber to associate the ATM VC with
the proper RTP logical channel. If the receiving endpoint finds that the given H.245 pertNumber is
inappropriate it can sclect a now H.245 portNumber and use the portNumber field of the
openLogicalChannelAck message (or openLogicalChannel in the case of Fast Connect) to indicate
the new value to the initiating endpoint. The selected H.245 portNumber ficld is conveyed in the
GIT information element. This enables the receiving side to associate the ATM VC with the proper
RTP logical channel,
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The VC association port number is represented in network byte order in octets 6.2 and 6.3 of the GIT
(i.e. octet 6.2 holds the MSB and octet 6.3 holds the LSB).

C4.1.2  Broadband High Layer Information

1E parameter

Value

Notes

Length of B-HLI contents (octets 3-4)

3

High layer information type (octet 3)

"06G006 0001

User-specific

High layer information (octets 5-7)

H.245 portNumber

16-bit binary coded forward
H.245 portNumber

The B-HLI is only used for backward compatibility with H.323 Version 2 endpoints, as described in

C3.7.2.

C4.1.3 ATM Adaptation Layer Parameters
IE paramecter Value MNotes
AAL type {octet 5) 0000 0101 AALS
Forward maximurn MTU size The smatler mTUsize in the
AALS CPCS-SDU size local and remote
{octets 6.1-6.2) QUSCapability.atmParms
Backward maxtmum MTU size Same as forward
AALS CPCS-STU size
{octets 7.1-7.2)
SSCS type (octet 8.1} 0000 0000" Null 88CS

C4.1.4

ATM Breadband bearer capability Information Element

a) In the case where the ATM tratfic type in ITU-T Rec. H.245 is equal to "DBR";

1E parameter Value Notes
Bearer class BCOB-A
Susceptibility to clipping Suseeptible to clipping
User-plane connection configuration Point-to-point
b} In the case where ATM traffic type in ITU-T Rec. H.245 is equal to "SBR1" with end-to-end
timing required:
IE parameter Value Notes
Bearer class BCOB-X

Broadband bearer capability

"0010011" (SBR1)

SBR1 with
ond-to-end timing required

Susceptibility to clipping

Susceptible to clipping

User-plane connection configuration

Point-to-point
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C4.2

H.245 usage

The establishment of a H.323 call using AALS media streams is done in & manner similar to the
basic mode of H.323 on IP. The difference is that the completed epenlogicalChannel exchange in

H.245 should result in an AALS VC being established. This is illustrated in Figures

C.2 and C.3 for

the unidirectional VC usage and the bidirectional VC usage, respectively.
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Figure C.2/H.323 — H.323 call establishment shewing ATM effect -

ATM V('s used unidirectionally
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Figure C.3/H.323 — H.323 call establishment showing ATM effect —
ATM V{'s used bidirectionally

it should be noted that the ATM VC sctups will occur in only one direction if bidirectional logical
channels are used. In this case, the endpoint acknowledging the openLogicalChannel will merely
bind the incoming ATM connection to an RTP session using the VC Association port nursber.

C4.3 RTP usage

RTP and RTCP are defined in Annex A/H.2250. RTCP s currently required for all H.323
connections and therefore is required even when using an AALS VC. The RTCP is carried by
UDP/IP, not divectly by the AALS VC.

C.4.4 Interoperation with H.323 on IP

Since the H.225.0 and H.245 communications are on IP, the endpoint will be able to receive calls
from any other endpoint that is properly connected to the IP netwotk. It is possible that H.323
endpoints will be used on ATM that do not support the methods described in this annex. They will
strictly follow the basic method of using UDP/IP for the A/V streams. In this case, the endpoint will
not declare the new transportCapabilities in H.245 and will refuse to open logical channels using
ATM addressed VCs.

The protocol to epenLogicalChannel using AALS VC's for A’V streams should only be used if the
received Capabilities have indicated that the method of this annex is supporied. If this capability
parameier is not present in the Terminal Capability Set, then the endpoint should only use
epenlogicalChannel using UDP/TP over ATM. This will ensure that the endpoint can cormmunicate
with other endpoints that support H.323, but may not support the methods in this annex.
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ANNEX D

Real-time facsimile over H.323 systems

D.1 Intreduction

Currently, facsimile and speech are typically sent using the PSTN with the same calling and
addressing infrastructure. It is highly desirable to continue this approach in the context of this
Recommendation. From a bigh level, facsimile can be viewed as another kind of real-time traffic
similar to a particular speech coder. This seems appropriate, as facsimile entering the packet world
via a gateway from the PSTN should logically be treated in a fashion similar to speech if the
customer expects a real-time, assured end-to-end transmission service. The conversion of facsimile
to email or other store-and-forward methods represents 4 new service that is beyond the scope of this
Recommendation, which is a real-time protocol. It is recognized that manufacturers may wish to
provide a gateway that falls back to a store-and-forward service when the real-time facsimile call
fails. It is beyvond the scope of this Recommendation when and how this decision is made, or by what
means a store-and-forward facsimile service is implemented.

ITU-T Rec. T.38 [56] defines an Internet facsimile protocol consisting of messages and data
exchanged between Facsimile Gateways connected via an TP network. This annex uses TTU-T T.38.
Communication between the Gateways and G3/G4 Facsimile terminals is beyond the scope of ITU-T
Ree. T.38. The reference model] for T.38 is shown in Figure 1.1 with threc scenarios. In the first
scenario, the two traditional Group 3 Facsimile Equipment (G3FE) terminals are virtually connected
through the Gateways once the PSTN calls are established. All 'T.30 [55] session establishment and
capabilities negotiation is carried out between the terminals. In the second scenario, the traditional
Group 3 Facsimile (TAF) terminal is connected with an Internet Aware Fax terminal (IAF).

The IAF is directly connected to the IP network. In the third scenario, the two IAFs are directly
connected to the IP network. In all the scenarios, T.38 packets are used on the IP network to
communicate T.4/T.30 facsimile information. The transport of T.38 packets is e¢ither on TCP/IP or
UDP/IP using the H.323 mechanism.

Emiiting Receiving
Gateway Gateway

5

Sending G3
Facsimile Terminal
Equipment

Receiving G3
Facsimile Terminal

Equipment

Pr-
aware fax
device

Figure D.1/H.323 — Model for facsimile transmission over [P networks
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D.2 Scope
The scope of this annex is to use H.323 procedures to transfer T.38 packets in real time over the P
network, H.323 entities supporting facsimile capabilities shall use T.38 1o support real-time facsimile
services as described in this annex.

H.323 facsimile capable endpoints shall support the usage of TCP and UDP as described in TTU-T
Rec. T.38. Annex B/T.38 describes a T.38-only capable terminal that supports a subset of H.245
messages vsing H.245 tunnelling. However, the T.38/Annex B terminal can interwork with an
H.323/Annex D terminal using 8.1.7/H.323 "Fast Connect Procedure”, and 8.2.1/H.323
"Encapsulation of H.245 Messages within Q.931 Messages” procedures in Recommendation H.323.
T.38/Annex B terminals interwork with H.323  termipals withowt being conformant to
Recommendation H.323. An H.323 tcrminal that supports the procedures of this annex shall
interwork with T.38/Annex B terminals.

B3 Procedures for opening channels to send T.38 packets

Fast Connect is used to describe the H.323 procedures for opening chanuels for the transportation of
T.38 packets. The traditional sequence can also be used, though it is not described here.

D31 Opening the voice channel

Zero, one (sender to receiver channel or receiver to sender channel), or two (sender to receiver
channel and receiver to sender chanunel) logical channels for voice may be opened depending on the
capability of the sender and the receiver. If a voice channel is desired, the voice channel shall be
opened as specified by the procedures in 8.1.7/H.323 "Fast Connect”. Support of voice by facsimile
applications is not mandatory in this Annex D.

P.3.2  Opening the facsimile channels

Two unidirectional relable or unreliable logical channels (sender to receiver channel and receiver to
sender channel) as shown in Figure D.2 or, optionally, one bidirectional reliable channel as shown in
Figure D.3 shall be opened for the transfer of T.38 packets. T.38 packets can be transferred using
either TCP or UDP. In general, the usage of TCP 15 more effective when the bandwidth for facsimmle
communication is limited. On the other hand, the usage of UDP may be more effective wheo the
bandwidth for facsimile communication is sufficient.

A'r_mc\ b ( Sending Logical Chansel \ ./-\nne.xD
Entity » Entity

\ | I/

. . ! A

( Recetving Logical Channel i

e /

St |
T1608550-00

Figure D.2/11.323 — A pair of unidirectienal channels

1]
Annex b Sending stream - \ Annex B
Entity b Hntity

k Receiving stream }
h ]

— T o]

T1605685-00

Figure D.3/H.323 — A single of bidirectional channels
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NOTE - In the first version of Annex D, it was not possible to use a single bidirectional reliable channel. In
order to retain backward compatibility, the endpoint may specify support for bidirectional reliable channels by
including the t38FaxTcepOptions SEQUENCE and setting the t38TCPBidirectionaiMede field to TRUE. If
the other endpoint does not include the t38FaxTepOptions SEQUENCE, the endpoini shall assume that a
single bidirectional reliable channel for T.38 is not supported and shall use either two unidirectional reliable
or unreliable channels,

The sender terminal specifics a TCP/UDP port in the OpenlegicalChanne! in the fastStart
clement of Semp. The receiver terminal shall provide its TCP (or UDP) port in the
OpenlLogicalChannel of the fastStart element as specified by the procedures in 8.1.7/H.323 "Fast
Connect procedure”.

The receiver shall open the TCP/UDP port based on the preference of the sender. If the sender
terminal has a preference for UDP or TCP, then it shall indicate its preference by ordering proposals
in the fastStart scquence according to 8.1.7.1/H.323. The receiving terminal can sclect the transport,
TCP or UDP, by returning the desired proposals in OpenLogicalChannel structures in the fastStart
clement of Connect,

Figures D.4 and D.5 show the signalling used to open unidirectional and bidirectional channels vsing
Fast Connect.
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Originating Terminating
Frndpoint indpoint

11.225.0: Setup
Faststart Element

OpenlogicalChanne] <Sending side>
forwardlLogicalChannelParameters
(Data type: TCP or UDP)

{TransportAddress of mediaChannel: omif)

OpenlogicalChannel <Receiving side>
reverselogicalChannelParameters
(Dhata type: TCP or UDP)
(TransportAddress of mediaChannel: @)

H.225.06: Connect
Faststart Element

OpenlogicalChanne] <Sending side>
forwardLogicalChannelParameters
(Data type: TCP or UDP)
(TransportAddrass of mediaChannel: @ )

OpenlogicalChanne] <Receiving side>
reverselogicalChannelParameters
(Drata type: TCP or UDP)
(TrmsportAddress of mediaChannel: omit)
e RO

(pen the sending unidirectional TCP connection
(only TCP mode)

Open the receiving wnidirectional TCP connection
{only TCP mode)

T1808580-00

Figure D.4/H.323 - Two unidirectional channels with fast connect
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Originating Terminating
Eadpoint Esdpoint

H.225.0: Setap
Faststart Element

OpenlogicalChannel <Sending side>
forwardLogicalChannelParameters

(Data type: TCP)

(TransportAddress of mediaChanncl: omit)
reverseLogicalChannelParameters

(Data type: TCP)

{TransportAddress of mediaChannel: omit}

H.225.0: Connect
Faststart Element

OpenilogicalChamne! <Sending side>
forwardLogicalChannelParameters

{Data type: TCF)

(TransportAddress of mediaChannel: omit)
reversel.ogicalChanneiParameters

(Data type: TCP)

(TransportAddress of medaChamel: (D )

(O]

Open the bidirectiopal TCP connection

T1618800-C0

Figure D.5/H.323 — One bidirectional reliable channel with fast connect

P.3.3 DTMF transmission

DTMF tones shall be sent by H.323/Annex D terminals using Userinputindication to interwork
with T.3&/Annex B terminals. H.323/Amex D terminals may send DTMF tones in-band with the
voice when T.38/Annex B terminals are not involved in the call,

D4 Non-Fast Connect procedures

It is noted that in Non-Fast Connect, the normal H.245-based OpenLogicalChannel procedures can
be used to open and close both UDP and TCP fax channels {refer to 6.2.8.2/H.323). Tunnelied H.245
can also be used to open and close channels. It is also noted that non-Fast Connect and non-tunnelled
H.245 procedures do not apply to interworking with ITU-T Rec. T.38.

Figures 13.6 and 1.7 show the signalling used to open unidirectional and bidirectional channels when
not using Fast Connect.
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Originating Terminating
Endpoint Endpoint

H245: OpenlogicalChannel <Sending side>
forwardLogicalChanneiParameters

{Data type: TCP or UDP)

{TransportAddress of mediaChanuel: omit)
H2435: OpenlogicalChannelAck <Sending side>
forwardMuliiplex AckParameters

{Data type: TCP or UDP)

{TranspoitAddiess of mediaChannel: @ )

--------------------------------------------- @
Open the sending unidirectional TCP connection
{only TCP maode)

H245: OpenlogicalChannel <Receiving Side>
forwardLogicalChannelParameters

{Data type: TCP or UDP)

{TransportAddress of mediaChannel: omit)
H245: OpenlogicalChannelAck <Receiving Side>
forwardMultiplex AckParameters

{Data type: TCP or UDF)

{TransportAddress of wediaChannel: & )

Q" ‘_7.._._“_..,.‘...,.._._..,._.._‘.A_..._..‘ P 1

Open the receiving unidirectional TCP connection

(only TCP mode}

T1808810-00

Figure I0.6/H.323 - Twe unidirectional channels witheut fast connect
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Originating Terminating
Endpoint Endpoint

H.245: OpenlogicalChannel <Sending sidex
forwardLogicalChannelParameters

(Data type: TCP}

(TransportAddress of mediaChannel: omit)
reverseLogicalChannelParameters

(Dhata type: TCP)

(TransportAddress of mediaChannel: omit)

H.245: OpenlogicalChannelAck <Sending side>
forwardMultiplexAckParameters

{Data type: TCP)

{(TransportAddress of mediaChannel: omit)
reverseMultiplexAckParameters

(Data type: TCP)

(TransportAddress of mediaChannel: @ )

Open the bidirectional TCP connection

T1808820-00

Figure D.7/H.323 - One bidirectional chaanel without fast cennect

D.5 Replacing an existing audio stream with a T.38 fax stream

An endpoint that wishes to replace an existing audio stream with a fax stream shall use the following
mechanism to achieve this goal.

Once the audio call has been cstablished — ideally via the use of Fast Comnect and prior to the receipt
of the CONNECT message - the endpoint that wishes to replace the audio stream with T.38 fax shall

inttiate H.245 procedures via tunnelling if H.2435 has not already been started.

During H.245 capability exchange, each endpoint shall express its capability of receiving and
g { ¥ g ! £ p 3 g

transmitting T.38 fax by including the t38fax field of the DataApplicationCapability structure, The
presence of this field indicates that the remote endpoint is capable of supporting the T.38 Fax Mode,

It should be noted that the Connect message may arrive while H.245 procedures are taking place.
After H.245 procedures have completed and the Connect has been received, either endpoint may
detect fax tones (i.e. CNG or CED) or the presence of V.21 carrier and HDLC flags. Typical
scenarios for facsimile call detection rely on the analysis of CNG calling tone and a response of the
CED answer tone and/or the initiation of fax procedures using the V.21 carrier and HDLC flags.
Note that in some implementations the presence of either CNG or CED are optional. Therefore, both
cndpoiots should take an active role in order to properly detect fax.,

When using two unidirectional fax channels, the endpoint that detected the tone shall initiate the
standard H.245 Mode Request procedure by sending a requestMode message to its remote
counterpart with the t38fax data mode as the requested mode. The endpoint that receives the
RequestMode message shall return a4 reguestModeAck message. On  receiving  the
requestModeAck message, the initiating endpoint shall close its audio logical channel and open a
T.38 logical channel. Similarly, the remote end shall close its sudio logical channel and open a T.3¥
fax logical channel. After acknowledgments have been received for each of the T.38 open logical
chanoels, fax transmission and reception takes place.
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Figure D.8 illustrates a successful switchover from voice to fax when a separate H.245 channcl i3
already open for two unidirectional media channels.

Originating
Endpoint

ReguestModeAck (T.38)

CloseLogicaslChannel {audio)
OpenLogicalChannef (T.38)

CloseLogicalChanneiAck (aundio)
OpenLogicalChannelAck (T.38)

Fstabliched voice call

Fax transmission and reception
Q""""'"""""'"""""""'""""""'""""""

Terminating
Endpoiut

Fax tone is detected

RequestMade (1.38)

CloseLogicalChanael (anudio)
OpenlogicalChannel (T.38)
CloseLogicalChanneiAck (audio)
OpenLogicalChannelAck (7.38)

T1608830-00

Figure D.8/HL323 — Successful switching of an existing voice call to T.38
using twe unidirectional media channels without tunnelling

Figure 1.9 illustrates a successful switchover from voice to fax using H.245 tunnelling for two
unidirectional media channels.
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Originating Terminating

Fxdpoint Endpoint
Established voice call
q----v---um-.-.--v-“.--....-.-"-‘_......-........._....__...«...._...,-..,..._...,_...........‘ - - - - ...»
H.225.0: Facility
RequestMode (1.38) Fax tone is detected
225,01 Facility
ReguestModeAck (1.38), CloselogicalChannel (andie), OpenlogicalChanne} (T.38)
H.225.0: Facility
CloseLogicalChamnel (andio), Openl.ogicalChannel (1.38), CloseLugicalChannelAck {aundio),
Open Logical ChanaelAck (T.38)
1.225.0: Facility
CleseLogicalChannel Ack {sudio), OpenbogicaiChanunelAck (T.38)
Fax Transmission and reception
D R B L CE R PP TP B

T1608840-0C

Figure D.9/H.323 - Successful switching of an existing veice ¢all to T.38
using tweo unidirectional media channels with tunnelling

When using a bidirectional fax channel (for TCP only), the request mode command is not necessary:
the endpoiut that detected the tone shall close its open chanuels, request the reverse channels to be
closed by the other endpoint, and open a bidirectional T.38 channel. Upon reception of the request
channel close command, the remote end shall close its audio channel. After acknowledgements have
been received for each of the T.38 open logical channels, fax transmission and reception takes place.

Figure .10 illustrates a successful switchover from voice to fax when a separate H.245 channel is
already open for one bidirectional media channel.
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Originating Terminating
Endpoint Endpoint

Established voice call Tax tone is detected

/ CloseLogicalChannel (audio}
__._.—-/// ReguestChannelClose {sudie)
—— OpenlogicalChannel (bi-T.38)

CloseLegicalChamnelAck (audio) &2
CloseLogicalChannel (audio}

enLogicalClianuelAck (bi-T.38) | e
OpenLogicalChannelAck (bi-T.38) S \‘\\s

“\N»\\\“‘h CloseLogicalChannelAck
=T {audia)
e OpenlogicalChannelConlirm

S o T (BiT38)

T160865C-00

Figure DO/H.323 - Successful switching of an existing voice call to T.38
using one bidirectional media channel (FCP) without tunnelling

Figure D.11 illustrates a successful switchover from voice to fax using H.245 tunnelling for one
bidirectional media channel.

Originating Terminating
Endpoint Endpoint

Established voice call N

Q ________________________________________________________________________
H.225.0: Facility Fax tone is detected
CloseLogicalChaunel (andio}, RequestChannelClose (audio), OpenLogicalChanne] (bidivectional T.38)

H.225.0: Facility

CloselogicalChannelsck (audie), CloscLogicalChannel (audic), Openl.ogicalChannelAck (hidirectional 1.38)
H.225.0; Facility

CloseLogicalChaunelAck (andio), OpeniogicalChannelConfirm (bidirectional T38)

g

o

” Fax Transmission and Reception

R
T1608660-00

Figure D.11/H.323 - Successful switching of an existing voice eall to T.38
using one bidirectional media channel (TCP) with tunuelling

Should either endpoint wish to return to an audio call after the fax transmission has ended, the Mode
Request procedure shall be initiated using an audio codec as a parameter. The above procedure also
applies to traditional "slow start" cascs, in the cvent that Fast Connect cannot be established between
the two endpoints.
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D.6 Usage of the MaxBitRate in messages

When TCP is used for T.38 fax transmission, maxBitRate in the ARQ/BRQ does not include the fax
data rate, and if a voice link 18 switched off when the fux session starts, a BRQ shall be used to
indicate to the Gatekeeper that the bandwidth has changed. When UDP is used for T.38 fax
transmission, maxBitRate in the ARQ/BRQ does include the bit rate needed for the fax session. The
endpoint (terminal, gateway) shall send BRQs to the Gatekeeper as bandwidth needs change during
the call. It is noted that the maxBitRate in the OpenLogicalChannel clement in the Setup during
Fast Connect is different from the maxBitRate in ARQ/BRQ, and does refer io the peak bit rate that
the fax call will use.

D7 Interactions with gateways and T.38/Annex B devices

The following case must be considered:

H.323/Annex D device (with voice) <—> T, 38/ Annex B device (without voice)

Note that these devices may be terminals or gateways; it does not affect the discussion. A fax call
arrives from the "voiceless” side, but the voice side must generate an outgoing voice call that is not
connected to anything although tones or announcements might be played. In the opposite direction,
the H.323/Annex D device cannot offer a voice call 10 a "voiceless” device, as it cannot receive
voice.

The H.323/Annex D gateway may send both a voice and fax OpenlogicalChannel clement in the

Setup message. If it encounters a T.38 device, only the fax channel will be opened if both were

proposed. If the call mistakenly encounters a non-fax H.323 device, the fax port will wot be opened.

This is the equivalent of a fax machine calling a telephone.

An H.323/Annex D device becomes aware that it is talking to a T.38/Annex B device due t0 the

following scquence of cvents:

1) The T.38/Amnex B device does not supply an H.245 port in the Connect or Setap.

23] The H.323/Annex D device uses the Facility message as described in 8.2.3/H.323 and
transmits @ FACILITY message with a FacilityReason of startH245 and provides its
H.245 address in the h245Address clement. The T.38/Anncx B endpoint receiving a
FACILITY message with a FacilityReason of startF1243% will respond with a FACILITY
message having a FacilityReason of noH248. At this point the H.323/Annex D device
should cease all attempts to open the H.245 channcl.

ANNEXE

Framework and wire-protocol for multiplexed call signalling transport

E.1 Scepe

This annex describes a packetization format and a set of procedures (some of which are optional)
that can be used to implement UDP and TCP based protocols. The first part of this annex describe
the signalling framework and wire-protocol, and subsequent clauses detail specific use cases. The
only protfile currently specified in this revision is for transporting H.225.0 (3.931-like messages.

This annex is designed to operate in engincered networks and use the security services provided by
H.323 (e.g. H.235, IP-SEC). This annex should not be used over the public Toternet, due to security
and traffic considerations.
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E.1.1  Intreduction

E.1.1.1  Multiplexed transpert

This annex provides a multiplexed transport layer that can be used to transmit multiple protocols
(with optional reliability) in the same PDU. Often-used protocols have specific code points (also
called "payload types"). Other protocols can be carried and identified using the ObjectiD-typed
payloads.

E.1.1.2  Multiple payleads in a single PDU

Annex E PDUs can contain multiple "payloads”, each a different protocol and targeted at a different
session (the definition of a "session” is protocol dependent). Note that there is no implicit relation
between payloads when they arrive in the same PDU.

E.1.1.3 Flexible header options

Annex E PDU and Payload headers-are configurable. Minimum header size can be as small as
8 octets, and may grow up to 20 octets when all opticnal fields are present.

E.1.314  Ack message

Messages carried using UDP can get lost. If the application needs assurance that a sent message
arrived successfully, it may request an Ack message for the PDU.

A sender shall specity in the <ackRequested> field whether it wants to receive an Ack message for a
PDU being sent, and the receiver shall reply with an Ack Payload if the <ackRequested™ field is set.
NOTE - Ack messages shall be sent by the Annex E transport layer, not by the application using the Annex E
stack. The specific Ack behaviour is mandated by the signalling model the Annex E stack s instructed to use
by the application,

E.1.1.5  Nack message

A Nack message shall be used to signify some error condition. Such errors may be the inability to
support a specific payload type, the arrival of a malformed PDU, and others. These messages may or
may not have the effect of dropping an ongoing call.

NOTE - Nack messages are be sent by the Annex E transport layer, not by the application using the Annex E
stack,

E.1.1.6 Sender sequence number policy

Assigned per host-address + source-port, sending applications shall start with some random value,
incrementing by 1 for every PDU sent. If the sequence number reaches 27 (16 777 216} it shall wrap
around to 0.

F.1.1.7 Regeiver sequence number policy

When receiving a UDP packet, the application shall check the host-address + source-port + sequence
number to recognize duplicate messages. The application may reorder messages according to
sequence numbers and recognize packet-loss when finding gaps in sequence numbers.

E.1.1.8 Retransmissions

Vhen messages get lost (and an Ack was requested and not received) the sender may retransmit the
message. The retransmission policy attempts to combat first-message lost by retransmitting quickly,
but if that message is lost too, the sender is required to backoft the retransmission delay by a factor
of more than two. See Figure E.1.
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T-R1 TTpppteRUL_

e T
i PRUNRI__
E . B
T-R2
X—‘ e R
POUN S
T-R2
S
PDUNRIGL____
i T
T-R2
v ¥ ¥ 1160574099
Retransmission timers and counters
Item Value Comuments
T-R1 500 ms A reasonably small value is chiosen here to compensate for possible 1st packet loss
T-R2 (T-R1{T-R2} * N-R2 [f the first retransmitted packet is lost, apply some back-off. If a previous T-R2 value is

available, use it instead of the nitial value (T-R1).

N-Ri 8 Maximum number of retransmissions before abandoning the connection
N-R2 2.1 Multiplier to be used for back-off

Figare E.1/H.323 — PDU retransmission

When there is a known request/reply interval value from a previous transmission, timer T-R1 should
be set to the value +10%.

E.1.1.9 Connection keep-alive

When running over TCP, the presence of a persistent TCP connection can ensure that one side is
aware of the remote side failures (by observing TCP failures). When running over UDP, there is no
such "state” associated, and another procedure must be used.

The solution is for one side of the call (usuvally the "server” or "master” side if such classification s
relevant) to send an "l-Am-Alive” message to the other side, to iet the remote application know the
host is still up. The remote side will answer with an I-Am-Alive message of its own as proof that it
too is up. A cookie may be provided by the originator of an I-Am-Alive sequence, and if made
available, shall be returned in the answer I-Am-Alive.

The retransmission timer of the I-Am-Alive messages may be reset on receiving other relevant
message, as it is proof the remote end is alive. This saves bandwidth, as I-Am-Alive messages will
be sent only when really needed. This capability is decided on a per-protocol basis.

Generating I-Am-Alive messages is optional, however, all entitics shall support the ability to reply to
I-Am-Alive messages (e.g. the ability and requircment to answer an -Am-Alive message is not
optional, and when such a message is received, it shall be answered according to the procedures
defined in this annex). See Figure E.2.
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Master Slave

I-Am-A live{Cookie) __
s.._b
I-Am-Alive(Cookis)
—
T-IMAL
I—-Am—Alivc((lookie)_
__I—Am-Al'ive(Cm)k{éT
& :
A4 ¥ 11605750-99
1-Am-Alive timers
Item Value Comsments
T-IMAY 6 seconds [-Am-Alive transmission intervaj
N-IMAT 6 Nuwmber of consecutive I-AM-ALIVE messages not responded to afler which the
remote peer is declared dead

Figure E.2/B.323 ~ I-Am-Alive transmission

E.1.1.10 Forward error correction

Annex E messages may be sent more than once to enable forward error correction. If the arrival of a
message 18 crucial, the application may choose to send the same message twice (without
incrementing the sequence number). If both messages arrive, the second one will be treated as
normal message duplication.

E.1.1.11 Reply hints

Tt is advisable for Annex E implementers to add a slight delay before an Ack message is sent back, to
allow the application to attach a protocol payload to accompany the Ack payload. A Header option is
available to allow senders to Hint 1o the remote transport layer that a reply is expected for a given
message.

NOTE - For example, when a H.225.0 SETUP message is sent, the stack can delay the reply of the Ack
pavioad slightly when the ReplyHint bit is set to ensure the application will have time to provide the return
CONNECT payload (for example). The returning PDU will then contain both an Ack (for the SETUP) and the
CONNECT payload.

E.1L12 Well-known port and port spawning

This annex supports one main well-known port UDP/TCP port 2517, Applications supporting
Annex E operations when receiving a payload that the main well-known port does not support
{(identified either using the static payload type or the object-ID payload type) may reply with a Nack
message that instructs the sender to send this specific payioad type to a different port and 1P address.

E.4L2Z  Signalling models

Signalling may follow many models. Each protocol implementation using this anoex shall support
one of the models (as described below) or choose a different signalling model that suits its
requirements.
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E.1.2.1 Real-time model

In the real-time model, if a PDU is lost, there is no use to re-send the PDU as the information may
already be irrelevant. An example of such a protocol is RTP when used for real-time audio or video
streaming. For such protocols the delay caused by retransmission is worse than losing the
information.

When using this model, the Ack-flag shall always be cleared.

E.1.22  Serial model

In the serial-model, when a PDU i sent, the application (or rather the Annex E stack) waits until a
positive reply is returned for the same Session-Identifier. This behaviour is used for protocols that
cannot sustain out-of-order message arrival and require real-time operations while sending small
amounts of information. An example of such a protocol is .931.

When using this model, the Ack-flag shall always be set. Unless otherwise specified, Annex E

implementations shall use the default retransmission timers (T-R1 and T-R2) and counter (N-R1).

E123  Mixed model

The mixed mode! may imply that the protocol state machine and the Annex E state-machine are
intertwined. Such implementations may use the Ack-bit where appropriate.

When using this model, use of the Ack-flag can be forbidden, optional, or mandatory, as prescribed
by the protacol.
E.1.24 Annex E over TCP

This annex may be used over TCP. When used over TCP, the Ack message shall not be used. In
addition, the 1.-bit in the PDU header shall be set, triggering the availability of the payload-count or
PDU-length fields.

E.1.3  Optional paviead fields

E.1.3.1 Session identifier

Annex E payloads support an optional session field that may be used to identify a session within the
multiplexed transport that the payload belongs to. The session field is 16-bit long.

NOTE -~ This field may be used for example to carry the CRVY (e.g. Call Reference Value as defined m ITU-T
Rec. Q.931) in H.225.0 messages. The interpretation of the session field is protocol specific.
E.1.3.2  Scurce/Destination address identifier

Annex E payloads support an optional Source/Destination ficld that may be used to identify the
source, the destination {(or both} of the payload. The Source/Destination field is 32-bit long.

NOTE ~ This field may be used for exampie in H.283 to express the [<M><T>] address identifying the source
node of the packet, and the [<M><T>] address identifying the destination node of the packet. The
interpretation of the source/destination field is protocol specific.

E.d.4 Wire-protocel

Annex E transport uses binary encoding as defined in the rest of this subclause. Structures and multi-
byte fields shall use network-byte-ordering (e.g. big-endian).

E.1.4.1 Header structuye

The following structure shall be used to encode the Annex E Header. If the L-bit is cleared (hence
there is no payload-count or PDDU length indication), the fength of the payloads within the message,
and their number can be inferred from the message size as reported by the transport layer. See
Figures E.3 and E4,
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0 i 2 3
6 t 2 3 4 5 6 7{0 1 2 3 4 5 6 740 1 2 3 4 35 6 7406 1 2 3 4 5 ¢ 7

VERSION| 6 |[MIH|L1A SEQNUM

PAYLOAD(s) 0, ..., N1

T1607770-00
Field Content of ficlds Bits
YVERSION Unsigned Integer; senders shall set this field to zero. Version number 7 s reserved for 3
experimental use and shail be ignored by commercial implementations

6 When cleared, il means all IP addresses are IPv4 compliant (using 32 bits). When set, means al} I
TP addresses are IPv6 compliant (using 128 bits)

M Multicast bit. Tf set, the PDU was sent using Multicast, if cleared, the PD1J was unicast. Senders I
shall set this bit if the PDU was multicast, otherwise they shall clear the bit.

H Reply-Hint bit - when set, this message will result in a reply, e.g. when set, the Ack message 1
shouid be delayed to give the application a chancs to provide an answer payload with the Ack
payload

L Length indicator, It present, an additional 4 OCTETs are present that contain the number of I
Pagloads in the PDU (8 bits) and the total length (in QCTETS) of the PDU (24 bits)

A Boolean: TRUE indicates that an Ack is requested for this PDU i 1

SEQNUM Unsigned Integer between 0 and 16 777 215: the sequence number of this PDU 24
PAYLOAD(s) Sequence of payload structures S$Xxn

Figure E.3/H.323 — Header structure when the L-bit is cleared

0 1 i 2 3
01234 56 7/0 1 23456 7/0 123456 7|01 234567
VERSION] 6 IM{H[L|A SEQNUM

PAYLOAD COUNT LENGTH

PAYLOAINS) G, .., N1

T1807780-0C

Field Content of L-bit supplementary fields Bits
PAYLOAD COUNT Total number of payloads in PN —| {e.g. 0 means there is one payload, | means 8
there are two, cte.)
LENGTH Total length in QCTETS of all payloads (exchuding header) 24

igure £.4/H.323 - Header structure when the L-bit is set

E.1.4.2 Payload structure

The following structures shall be used to encode Annex E payloads.

.1.4.2.1  Payload header flags

Every payload begins with a flags OCTET, that describes what optional fields are in the payload
header. See Figure E.5.
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0
[ S 4 5 6 7
T {8 R
T1507790-00
Field Content of fields
T Two bits defining the payload identification type:

60: Annex E Transport Messages

10: Static-Payioad typed messages

01: OBJECT IDENTIFIER typed messages
11: Reserved for Future Use

N Signifies the presence of a Session field
A Signifies the presence of a Source/Destination Address field
R Reserved for future use, shall be cleared by senders

Figure E.5/H.323 — Payload flags

E.1.42.2 Annex E transport messages

Bits
2

Both T bits in the Payload header flags OCTET shall be set to 0 {zero) for all Annex E Transport
Messages. The next octet shall signify what Annex E transport message is following, Both S and

A bits shall be cleared. Sce Figure E.6.

Value
Q

3
4..255

Figure E.6/H.323 ~ Annex E transport messages

E.1.4.2.2.1 I-Am-Alive message

Interpretation
-Am-Alive message
Ack message
Nack message
Restart Message
Reserved for future use

The following structure shall be used to encode Annex E [-Am-Alive payloads. The
transport-message octet shall be set to 0 (zero). The validity period i expressed in 100s of

milliseconds.

o If the replyRequested bit (P) is set, the receiver shall reply with an T-Am-Alive message with
the cookie (if provided).

. ReplyRequested is not the same as ackRequested in the PDU header, which resoits i an
Ack message. replyRequested results in an -Am-Alive message.

° If a validity period s set to ZERO (0), timer T-IMAT1 shall be used.

. PDUs that contain only an [-Am-Alive Payload shall clear the Ack-bit in the PDU header.

See Figure E.7.
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0 1 2 3
01 2 3 4 5 6 710 1 23 4 5 6 7i0 1 2 3 4 35 6 701 2 3 4 5 6 7
r {SiA R TRANSPORT MESSAGE =0 VALIDITY
COOKIE LENGTH P COOKIE OCTET 0 COQKIE OCTET N-1

T1607800-05

Field Content of fields Bits
VALIDITY Unsigned Integer: The time in 1005 of milliseconds that this I- Am- Alive is valid for 16
COOKIE LENGTH The length (in BYTEs or OCTETSs) of the COOKIE field 15

P Reply Requested !
COQKIE BYTEs or OCTETs of the cookie §xn

Figure E.7/H.323 ~ [-Am-Alive message

E.1.42.2.2 Ack message

The following structure shall be used to encode Ack messages. The transport-message octet shall be
set 1o 1 (one). PDUs that contain only an Ack Payload shall clear the Ack-bit in the PDU header. See

Figure E.8.
0 1 2 3
6 1 2 3 45 6 7101 2 3 4 5 6 710 1 2 3 4 35 6 7(0 1 2 3 4 5 6 7
T |SiA R TRANSPORT MESSAGE = | ACK COUNT
SEQNUM 0 RESERVED
SEQNUM N-1 RESERVED
T1807510-0C
Field Conteat of fields Bits
ACK COUNT The number of SEQNUM fields that follow 16

SEQNUM O, ..., N1
RESERVED

The Sequence Nomber(s) of the PDUs that are being ACKed for

Reserved for futare use

Figure E.8/H.323 - Ack payload

24 x n
Bxn
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E.1.4.2.2.3 Nack message

The following structure shall be used to encode Nack messages. The transport-message octet shall be
set 1o 2 (two). The Nack message shall be used to signal transient ervors, or more serious errors, such
as the arrival of a malformed message. Unexpected Nack messages (such as ones bearing illegal
sequence numbers) shall be ignored. See Figure E.9.

0 ! 2 3
0 1 2 ¥ 45 6 7/0 1 2 3 4 5 8 70 1 2 3 4 5 6 710 1 2 3 4 5 6 7
T {SiA R TRANSPORT MESSAGE =2 NACK COUNT
SEQNUMQ DATA LENGTH
REASON O DATA OCTET 0 DATA OCTBT N-1
SEQNUM N-1 DATA LENGTH
REASON N--1 DATA OCTET ¢ DATA OCTET N-1
T1607620-00
Ficld Content of ficlds Bits
NACK COUNT The nuuber of SEQNIUM fields that follow 16
SEQNUM O, ..., N1 The Sequance Nuwbers of the PDUs that is being NACKed for 24 xn
VENGTHO, ., N=1 Length of Nack-specific data 8 xn
REASONO, ..., N-{ The reason for the NACK 16xn
OCTETs Nack-specific data ociets n
Reason Nack reason meaning Length of Nack Data in Data
value i octets
G Non-standard reason 1 +n LENGTH OCTET followed by
ORIECT IDENTIFIER OCTET{s)
l Request the sender 1o use an alternate port 8 As defined in Figure B.10
for the specified static payload type
2 Request the sender to use an alternate port l+n+b As defined in Figure B.{1
for the specified ObjectID payload type
3 Transport-payload not supporte i Unsigned integer
Static-payload type not supporled i Unsigned Integer; Payload as defined in
the static-typed protocel that is not
supported
5 Object-ID payload not supported l+n LENGTH OCTET followed by
OBJECT IDENTIFIER OCTET(s)
6 Payload Corrupted 1 The Payload number in the message
that was corrupted
7..65535 Reserved for future nse

Figure E.9/1.323 — Nack message

01 23 4 5 6 710 1 23 4 5 6 7101 2 3 45 6 710 1 2 3 4 5 6 7

PAYTLOAD TYPE Reserved ALTERNATE PORT

ALTERNATE IP ADDRESS

T1607830-0C

Figure E£.10/H.323 - Nack reason 1 structure
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0 1
01 2 3 4 5 6 7p0 1 2 3 45

OID LENGTH OID OCTET ¢ OID OCTET 1 O OCTET N-1

ALTERNATE IP ADDRESS

15

Q
~

840-00

ALTERNATE PORT

Figure E.11/H.323 -~ Nack reason 2 structure

If the IP address is set to zero, the IP address of the sender shall be used (as identified by the
TCP/IP Jayer), If the UDP port 18 set 1o zero, the port iransmitted from shall be used (as identified by
the TCP/IP layer).

7.1.4.2.2.4 Restart message

The following structure shall be used to encode Annex E Restart payloads. The transport-message
octet shall be set to 3. Restart payloads are used to signal to the remote peer that it has restarted, and
that all active calls have been disconnected. Any message arriving from the previous sequence-
number range shall be considered stale and ignored. All outstanding calls that were related to the
state of the system before the restart will be dropped.

If a restart does not affect ongoing calls, then it is invisible to the application, and therefore shall not
be signalled. Sce Figure E.12.

TRANSPORT MESSAGE = 4 RESERVED

T1607850-C0

Figure E.12/H.323 - Restart message structure

E.1.4.3 Static-typed messages

The first T bit in the Payload header flags OCTET shall be set to 1 {(one) for all static-typed
messages. The second T bit in the Payload header flags QCTET shall be set to 0 (zero) for all
static-typed messages. The next octet shall signify what static-payload is present {see Figure E. 13):

Value interpretation
0 Octet-stream contams a Q.931 message as defined in I'TU-T Ree, H.225.0
[.255 Reserved for future use

Figure E.13/H.323 - Static-typed payleads
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E.1.4.3.1 Basic static-typed message (S-bit and A-bit cleared)
When both the S and A bits are cleared, the following payload format shall be used (sec

Figure E.14):

0 1 2 3
6 1 23 4 5 6 7(0 1 23 4 5 6 770 1 2 3 4 5 06 7{0 1 2 3 45 67
T |S{A R TYPE PAYLOAD LENGTH
PAYLOAD OCTET ¢ PAYLOAD QCTET 1 PAYLOAD GCTET 2 PAYLOAD OCTET N-1

T1807860-00

Field Content of fields Bits

TYPE Unsigned Integer: the type of the paylead, as defined in Figure B.13 8
LENGTH Unsigned Integer: The length (in QCTETS or BYTES) of the payload data 16

DATA The actual payload data OCTETs 8xn

Figure E.14/H.323 - Basic static-typed payload

E.1.4.3.2 Extended-1 static-typed message (S-bit set and A-bit cleared)
When the S-bit is set and the A-bit is cleared, the following payload format shall be used. The S-bit
signifies the presence of a SESSION field. See Figure E.15.

G i 2 3
061 2 3 4 35 6 710 1 2 3 4 5 6 70+ 23 4 5 6 7i0 1 2 3 4 5 67
i StA R TYPE SESSION
PAYLOAD OCTET 1

PAYLOAD LENGTH

PAYLOAD OCTET O

PAYLOAD OCTET 2

FAYLOAD OCTET 3

PAYLOAD QCTET 4

PAYLOAD OCTET N-1
T1607870-0¢

Field Content of fields Bits
TYPE Unsigned Integer: The type of the payload, as defined in Figure E.13 8
SESSION Unsigned Integer: The meaning of the session field is protoeol dependent 16
PAYLOAD LENGTH Unsigned Integer: The length (in OCTETS or BYTES) of the payload data 16
DATA The actual payload data OCTET(s) 8xn

Figere E.15/H.323 - Extended-1 payload format
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E.1.4.3.3 Extended-2 static-typed message (S-bit and A-bit set)
When both the S-bit and the A-bit is set, the following payload format shall be used. The A-bit
signitics the presence of a Source/Destination Address field. See Figure E.16. ‘

0 i 2 i 3
6t 2 3 4 5 6 7{0 1 2 3 4 5 6 7{0 } 23 45 ¢ 710 1 23 4 5 67
POISTA R TYPE SESSION
SOURCEMESTINATION ADDRESS
PAYLOAD LENGTH PAYLOADQCTETO PAYLOAD OCTET 1
PAYLOAD OCTET 2 PAYLOAD OCTET 3 PAYLOAD OCTET 4 PAYLOAD OCTET N-1
T1607880-00
Field Content of fields Bits
TYPE Unsigned Integer: The type of the payload, as defined in Figure E.13 8
SESSION Unsigned Integer: The meaning of the session field is protocol dependent 16
SOURCE/DESTINATION Unsigned Integer: The meaning of the source/destination address field is protocel 32
ADDRESS dependent
PAYLOAD LENGTH Unsigned Integer: The length (in OCTETS or BYTES) of the payload data i
DATA The actual pavload data OCTET(s) 8xn

Figure E.16/H.323 —~ Extended-2 payload format

E.1.4.34 Extended-3 static-typed message (S-bit cleared, A-bit set)

When the S-bit is cleared and the A-bit is set, the following payload format shall be used. The A-bit
signifies the presence of a Source/Destination Address field. See Figure E.17.

{ 1 5 .
()123J4567()123145670123u4567§012334567
T |SjA R TYPE PAYLOAD LENGTH
SOURCE/DESTINATION ADDRESS
PAYLOADOCTETO PAYLOAD OCTET | PAYLOAD OCTET 2 PAYLOAD QOCTET N--{
T1507590-60

Figure E17/H.323 - Extended-3 paylead format

F.1.4.4 ObjectID-typed messages

The first T bit in the Payload header flags OCTET shall be set to 0 (zero) for all ObjectID-typed
messages. The second T bit in the Payload header flags OCTET shall be set to 1 (one) for all
ObjectID-typed messages. The next two octets shall signify the length of the Object-1D that follows.
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E.1.44.1 Basic ObjectID-typed message (S-bit and A-bit cleared)

When both the S and A bits are cleared, the following payload format shall be used (sec
Figure E.18);

0 1 2 3
6 1 2 3 4 5 6 7|0 1 2 3 4 5 6 710 1 2 3 4 5 6 7{0 1 2 3 4 5 67
T |SIN R OID LENGTH Ol OCTET 0 OID OCTET Nt
PAYLOAD LENGTH

PAYLOAD OCTET © PAYLOAD OCTET N-1

T1607900-G0

Field Content of fields Bits
OID LENGTH Unsigned Integer: The length in GCTETs of the Object Identifier following 8
ObjectiD Object ldentifier GCTETS 8xn
LENGTH Unsigned Integer: The length (in OCTETS or BYTES) of the payload data 16
DATA The actual payload data OCTETs Sxun
Figure E.18/H.323 — Basic ObjectID-{yped payload
E.1.4.4.2

Extended-1 ObjectlD-typed message (S-bit set and A-bit cleared)

When the S-bit is set and the A-bit is cleared, the following payload format shall be used. The S-bit
signifies the presence of a SESSION field, which is used by the application to associate payloads
with a specific session. The definition of a session is protocol specific, See Figure E.19.

0 i 2 3
01 23 4 35 6 70 1 2 3 4 35 6 7101 23 45 67101 2 3 4 5 67
T I8N R OID LENGTH OID OCTET O OID OCTET N-1
SESSION PAYLOAD LENGTH
PAYLOAD OCTET O PAYLOAD GCTET 1 PAYLOADOCTET 2 PAYLOAD OCTET N-1
480751000
Field Content of fields Bits
OID LENGTH Unsigned Integer: The lenpth in OCTETSs of the Object Identifier following 8
ObjectlD Object fdentifier OCTETs &xn
SESSION Unsigned Integer: The meaning of the session field is protocol dependent i6
LENGTH Unsigned Integer: The length (in OCTETS or BYTES) of the paylead data 16
DATA The actual payload data OCTETs 8§xn

Figure E.19/H.323 - Extended-1 ObjectiD-typed payload format
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E.1.44.3 Extended-2 ObjectlD-typed message (S-bit and A-bit set)

When both the S-bit and the A-bit are set, the following payload format shall be used. The A-bit
signifies the presence of a Source/Destination Address field. See Figure E.20.

OID LENGTH O OCIETO OIB OCTET N-1

SESSION PAYLOAD LENGTH

SOURCEMDESTIN,

ATION ADDRISS

PAYLOAD OCTET 0

PAYLOAD OCTET |

PANLOAD OCTET 2

PAYLOAD OCTET N-1

T1807920-00

Field Content of ficlds Bits
OID LENGTH Unsigned Integer: The length in OCTETSs of the Object Identifiar following 8

ObjectlD Objzct Identifier OCTETSs g xn
SESSION Unsigned Integer: The meaning of the session field is protoco! dependent 16
ENGTH Unsigned Integer: The length (in OCTETS or BYTES) of the payload data 16
SOURCE/DESTINATION Unsigned Integer: The meaning of the source/destination address field 1s protocol 32

ADDRESS dependent
DATA The actual payload data OCTETs & xn

Figure E20/H.323 — Extended-2 ObjectID-typed payload format

E.1.44.4 Extended-3 ObjectID-typed message (S-bit cleared, A-bit set)

When the S-bit is cleared and the A-bit is set, the following payload format shall be used. The A-bit
signifies the presence of a Source/Destination Address field. See Figure E.21.

G 1 2 3 4 5 6 7101 23 4 35 6 7101 2 3 4 5 6 710

OID LENGTH - OmM OCTET O OID OCTET N--1

SOURCE/DESTIN.

ATION ADDRESS

PAYLOAD LENGTH

PAYLOADOCTET 6

PAYL.OAD OCTET !

PAYLOAD OCTET 2

PAYLOAD OCTET 3

PAYLOAD OCTET 4

PAYLOAD OCTET N-1

T18074880-0C

Figure E.21/H.323 — Extended-3 ObjectiD-typed paylead format

E.2
This clause describes how to carry H.225.0 Call Signalling messages using the Annex E transport,

F.228.0 call signalling over Annex E

to work over Annex E largely unchanged.
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E.2,1 Rationale
H.323 version 2 (1998) introduces the concept of "Fast Connect”, which allows media cut-through in
as hittle as in 2 vound trips from callee to caller (including TCP messages), and in 2.5 round-trips
from caller to callee,

This can be reduced to 1rt and .51t respectively by using UDP as the transport for H.323 messages,
instead of TCP. This is especially important when using the Gatekeeper-Routed-Model.

F.2.2  H.323 Call-Setup using this annex

H.323 version 2 (1998) uses the TCP transport to carry H.225.0 messages, which means the least
number of round trips possible to getl media cut-through is 2 from Callee to Caller, and 2.5 from
Caller to Called party. See Figure E.22.

Caller Callee
] B
e ICP

SYNO3 \'~~——~~-‘.\.,_E
" ACK!?
CTTTsETURYS
-
e Media? ”/,,
* T CONNECT2Y
S
T Media? L
iRt
¥ ¥ TIB0S760-08

NOTE - Some messages in the TCP handshake procedure
have been omitted for clarity.

Figure E2XH.323 — Information flow for H.323 version 2
(1998) FastConnect

E.2.21 UDP-based procedure

To get faster media cut-through, it is possible to use UDP for call signalling transport, which
effectively enables media cut-through in a single round trip (see Figure E.23 )

Caller e
[ ;
TTT—SET (PO
\\\\\ >
- .wf’\,udiol Qo=
T e S
...-—-.—-(A')A'lnectl o J— .
o
TAudic e
iy
) ¥ 1160577059

Figure E.23/H.323 - Information flow for
UDP-based Call-Sctup
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Applications should retransnut a lost packet if it does not get 4 reply after some time. The precise
retransmission procedure is detailed in E.1.1.8,

E.2.2.2  Mixed TCP and UDP procedure

The procedures for TCP-based and UDP-based call setup are not mutually exclusive. If UDP-based
and TCP-based call setup are carried out 1n paralle] then the procedure in this clause shall be used. In
the mixed procedure the originator transmits the SETUP message over UDP, and simultaneously
establishes a TCP connection. If the originator has not received a response to the UDP SETUP when
the TCP connection is established, then it also transmits the SETUP messages over the TCP
connection. If a callee receives the same SETUP message over UDP and over TCP, then it shall
respond using either transport protocol (usually the one which arrived first) but not both.

If the originator receives a response over UDP then the TCP comnection shall be released and
communication continues over UDP, If the originator receives a response over TCP (for example
because the remote peer does not support the Annex E procedures), then communication confinues
over TCP, UDP-based comnmnication shall no fonger be used for this call.

A callee that supports this annex shall select the transport protocol according to which arrives first:
TCP Setup message, or UDP Setup message. Note these messages may be reordered in delivery. The
caller is notified of the selection according to the transport protoco! over which the subsequent
message (e.g. Connect) has arrived. See Figure E.24,

Caller Callee
® %
\\‘“%\\.SErln’-j( aver UDP)
T o -\\__§
TTTCPSYN_ -
B %
,,,,, Audig-==="""""
& _Connect®wr wopyT
- i
_—SYNACK
-
T Audio. ——
——— g
¥ ¥ T1605780-99

Figure £.24/H.323 - Information flow for
mixed TCP and UDP procedure
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This ensures that if the UDP procedure fails, usual TCP-based procedures can take over immediately
(see Figure E.25):

Caller Caillee
u [
g T piover UDR)
........ TCP 8YD ;\_—“‘7\ D
_SYNACKT
a@—
~ Te-gpyplever TCR)
———— AUDIOTTTT
-
' ¥ T16057%0-99

Figure E.25/H.323 - Information flow when
UDP is not supporied

This means that backwards compatibility when calling 11.323 version 1 (1996) or 2 (1998) entities 18
transparent, as the v1/v2 application will not be aware of the UDP packet.

NOTE - Tt is recommended for entities that initiate a call and do not know if the remote side supporis
Annex E operaiions to use the procedure detailed above. If the calling entity knows by some means that the
remote callee supports UDP-based operations, it may use a UDP only call-setup.

E.2.3 Specifies

E.2.3.1 Message identification

H.225.0 over Annex E payloads shall usc static payload type 0 (zero).

E.2.3.2 Welk-known port

UDP port 2517 shall be used for the well-known port. Entities may transmit from any random port.
E.2.3.3  Signslling model

H.225.0 over Annex E shall use the serial-model as described in E.1.2.2.

E.2.34 Timers

H.225.0 gver Annex E shall use default timers and values. The T-IMAI1 timer shall be reset upon
reception of any Call Signalling message (c.g. but not when receiving RTP packets).

E.2.3.5  Sessien ficld

The session field shall be present in all payloads. The Session value shall contain the CRV from the
(0.931 messages. Specifically, the call reference flag shall be included as the most significant bit of
the CallReferenceValue. This restricts the actual CRV to the range of § through 32 767, inclusive.
E.23.6 Source/destination address field

Use of the Source/Destination field is optional, but shall be present in all messages originating, or
destined to an MCU or when a Gatekeeper acts as an MC.
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E.237 MIU

Call-Signalling messages that require sending large amounts of data (such as certificate-based
authentication and authorisation) should use TCP for call-setup, as using them over this annex may
cause fragmentation due to messages being larger than path MTU,

E2.38 H.245
H.245 shall be transmitted using the H.323 version 2 (1998) H.245 Tunnelling procedures.

ANNEX F
Simple endpoint types

Fa Introduction

Simople Endpoint Types, i.¢. devices manufactured for 4 single purpose, may comprise 4 significant
fraction of the overall set of H.323 capable end systems. In contrast to full-featured H.323 devices
{many implementations of which are PC-based), the so-called Simple Endpoint Types (SETs) may
be implemented in inexpensive stand-alone boxes, the most prominent example being the simple
telephone,

NOTE — Sample application scenarios for such systems were found to inchude:

1) palmtop cornputer with audio communicatinns capabilities {vaice, file transfer, fax, ¢tc.);
) telephone with an R¥-45 connector;

k) text telephones (using [TU-T Rec, T.140);

4 cellular IP phone;

5) mobile system with integrated voice and data commuuications (UMTS, IMT-2000).

All these systems have in common that they support a relatively fixed set of functionality; voice
and/or rudimentary (i.e. not T.120) data communication facilities. It is important to note that this
functionality does not need to be cxtended for the respective system's purpose: a telephone set
without (an elaborate) display does not need to support video functionality, neither does it require
data conferencing capabilities,

All of these systems have a himited amount of resources available (¢.g. processing power,
comniunication bandwidth, memory).

This annex outlings the scope of SET devices in general and defines the procedural and protocol
details of a Simple Audio Endpoint Type (Audio SET device). Tn particular, this annex defines the
functional baseline for all types of Simple Endpoint Types; hence, further SETSs are to be defined by
referencing this annex and then only specifying additions to the procedures and conventions set forth
in this annex.

This annex defines a subset of H.323 functionality and any deviations from Recommendation H.323
are explicitty identified. Any procedures not explicitly described in this annex are covered by the
main body of this Recommendation,

The development of SET devices has potential implications on other H.323 devices: in particular,
MC(U)s and gateways should be aware of their potentially minimal support for H.323 (1998)
functionality in order to provide SET devices with seamless access to enhanced H.323 services such
as multipoint conferences and supplementary services. Alternatively, external proxy devices may be
provided to bridge the different functional ranges between SET devices and full-featured
H.323 (1998) endpoints. Interoperability issues are addressed in more detail in F.9,
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F.2 Specification conventions

This annex specities only those services, procedures, protocol messages, etc. that are mandatory for
the toplementation of a SET device, which is a subset of the mandatory functionality of an
H.323 (1998) system. This implies that a SET device shall not assume any functionality beyond what
is specified mandatory in this annex from another SET device.

In addition to the mandatory components, several clauses of this annex specify conditionaily
mandatory services, procedures, protocol messages, etc. based on the concept of fanctional blocks
that are optional as a whole. However, a SET device that decides to implement & particular
functional block, must support all the components defined as mandatory for this functional block;
optional components may be supported.

All other features defined in Recommendation H.323 are, by definition, optional, and their
implementation in a SET device is entirely at the discretion of the manufacturer.

F.3 Scepe

This annex specifies rules on the use of Recommendation H.323 that enable Simple Endpoint Types
to be implemented in a simple fashion. The following (non-exhaustive) list of Simple Endpoint
Types is envisioned for standardization by the I'TU-T:

i) simple telephone (Simple Audio Endpoint Type) ~ defined in this annex;
2) simple telephone with security capabilities — for further study;

3 text conversation terminal - for further study;

4) fax device — for further study.

The simple telephone is defined in this avvex. Secure simple telephone, text terminal, and simple fax
device are Simple Endpoint Types for further study. The profiles for Simple Endpoint Types can be
categorized as follows:

o am e ——.
e

Complete scope
i H323

- Text
Herpinal

Fax
terinal

.;,,,><:’

R i

securs
Cstmple s
phong

., Pl e
e e T1606530-09

Figure F.I/H.323 - Venn diagram showing functional
ranges of the various SET devices

Figure F.1 1s a schematic picture of the different Simple Endpoint Types that are being defined in the
context of H.323 ‘profiles!, in a so-called Venn diagram. In this diagram, the relation between the
SETs is illustrated. The wider ellipse show the context of a full H.323 compliant system. As an
example, the simple telephone is put in the figure. As it is clearly a subset of the full compliant

182 ITU-T Rec. H.323 (11/2000)
CSCO-1032
CISCO SYSTEMS, INC. / Page 196 of 258



H.323 system, it lays completely within its scope. A secure simple telephone, containing additionally
the security capabilities, comprises the capabilities of the simple telephone (e.g. same audio codecs,
sarne call setup, etc.). The interoperability between a sirople telephone SET implementation and a
secure simple telephone will therefore be ensured.

The SET devices are defined in a4 way that enables them to interoperate seamlessly with one another
and with H.323 (1998) devices supporting the FastConnect procedure as well as with all SET-aware
H.323 endpoints.

NOTE -~ Although SET devices are defined with simple devices in mind, it is equally possible to build
gateways based upon the respective SET specification. No additional definitions are required for other types
of devices.

F.4 MNormative references

All the normative references of Recommendation H.323 (1998) and Recommendation H.225.0
(1998) apply.

F.5 Abbreviations

This annex uses the following abbreviations:

Audio SET Simple Audio Endpoint Type
Fax SET Simple Facsimile Endpoint Type
Secure Audio SET  Secure Simple Audio Endpoint Type
SET Simple Endpoint Type

ext SET Simple Text Telephony Endpoint Type

F.6 Simple (Audie) Endpoint Type — System functionality overview
The following characteristics apply to Simple Audio Endpoint Types (Audio SET devices):
Media capabilities
. Voice-capability
mandatory: G.711 (A-law and U-law)
— suggested options: G.723.1, G.729, GSM.,
suggested options: audio redundancy encoding with any combinations of the above

codecs.
. Audio SET devices shall only support symmetric andio operation,
. No data-capability,
. DTMF capability mandatory; transmission as H.225.0 Information messages mandatory;
transmission as RTP payload for further study.
. No video capability.
. No T.120 capability.
. Media distribution: support for unicast mandatory.

The mandatory and optional media capabilitics shall be defined separately for other Simple Endpoint
Types.

Contrel capabilities

The following minimum control capabilities shall equally apply to all Simple Endpoint Types.

. FastConnect sequence of Recommendation H.323 (1998) mandatory.
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NOTE - Audio SET devices are by default capable of participating in multipoint conferences, where they are
obviously Hmited to audio communications.

Most other control capabilities are optional, in particular:

. UDP-based Faster-Connect Annex E/H.323 optional.

. Supplementary services (solely based upon H.450.x) optional.

. Support for H.245 messages and procedures optional.

. Support of more than a single call/conference at a time is optional.

Some control capabilities are disallowed for Audio SET devices.
. MC functionality prohibited.

¥ Procedures for Simple Endpoint Types

This clause specifies for all the protocols required by Recommendation H.323, the detailed level of
support by SET devices in general, and the specific requirements for Audio SET devices:

. Registration, Admission and Statos (RAS) signalling (H.225.0), see F.7.1;
. Call signalling (H.225.0), see F.7.2;

. Multimedia system control signalling (H.245), see F.7.3;

. Media packetization and transport (H.225.0, RTP), sec F.7.4;

. Supplementary Services (H.450.x), see F.7.5 and F.7.6;

. Multipoint conference operation, see F.7.7;

» Loosely-coupled conferences (H.332), see F.7.§;

. Management Information Bases, seec F.7.9,

Security services as specified in [TU-T Rec. H.235 to create Secure SET devices are considered in
clause F.8.

F.7.1 RAS Signalling (H.225.0 RAS)

SET devices shall comply with the RAS procedures as defined in ITU-T Rec. H.323 (1998) and
H.225.0 (1993) with the following modifications applying.

A SET device shall use the pre-granted ARQ procedures as specified in ITU-T Rec. H.225.0 (1998)
and shall be able {0 determine whether an incoming call request is received from its Gatekeeper. A
SET-aware Gatekeeper shall support pre-granted ARQ and shall pre-grant for placing and receiving
calls with call routing through the Gatekeeper for SET devices {to be indicated in the
preGrantedARQ component). If a contacted Gatekeeper does not support pre-granted ARQ or does
not provide the aforementioned pre-granting configuration, a SET device shall register with another
Gatekeeper.

SET devices shall at & mininum support the following RAS messages: transmission of GRQ, RRQ,
URQ, UCF, and XRS and reception of GCF, GRJ, RCF, RRJ, URQ, UCF, URJ, and XRS. SET
devices may support additional RAS messages.

A SET device shall include the "set” component of the H.225.0 EndpointType when communicating
with 8 Gatekeeper and set the bits as follows.

Bit 0: =1 ifthe device has Audio SET functionality.

Bit I: =0 ifthe device is not conference-aware.

Bit I: =1 ifthe device is conference-aware.

Use of the other bits will be defined by additional SET specifications,
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F.7.2  Cali signailing (H.225.0 Call Control)
SET devices shall comply with the call control procedures defined in ITU-T Rec. H.323 (1998) and
H.225.0 (1998). SET devices shall not close the call signalling chanoel after call establishment.

SET devices shall implement the FastConnect procedures as specified in ITU-T Rec. H.323 (1998).
When originating a call, a SET device shall place a call using FastConnect.

SET devices shall support H.225.0 Information messages in the call signalling channel. Such
messages should be used for, but are not restricted to, conveying user input in the Keypad
Information Element.

SET devices should use the Status Enqairy and Status messages of ITU-T Rec. H.225.0 to estimate
round-trip times to its peer,

SET devices may implement UDP-based call setup as outlined in Annex E/H.323. If UDP-based call
setup 15 implemented, a SET device should attempt to call another endpoint via UDP-based call
setup first.

Implementation of supplementary services based upon H.450.x is optional for SET devices. SET
devices shall be able to safely ignore H.225.0 Facility messages that they do not understand.

A SET device shall include the "set” component of the H.225.0 EndpointType when exchanging call
signalling PDUs with its peer. The bits of the "set” components shall be set as defined in F.7.1.

F.7.3  Multimedia system control signalling (H.245)

F.7.3.1 H.245 control channel

The FastConnect procedure shall be used for connection establishment. Repeated transmission of the
fastStart cloment in H.225.0 call signalling messages shall be used to reconfigure or re-route media
streams.

SET devices shall not open a separate 11.245 connectiown:
a) They shall restrict H.245 signalling to the OpenLogicalChannel structure in the
FastConnect sequence along with implicit Master Slave Determination,

b) If further H.245 signalling is required, they shall perform tunnelling as defined in ITU-T
Rec. H.225.0 (1998).

SET devices shall use the syntax of ITU-T Rec. H.245 {1998) or later versions,

No specific procedures are defined for H.245 messages. If SET devices implement H.245
functionality, they shall adhere to the procedures defined in ITU-T Rec. H.323, H.225.0 and H.245.
F.7.3.2  Master-Slave Determination

SET devices shall implicitly assume the slave role in any communication relationship without an
H.245 control channel.

In case an H.2435 tunnel is established, following the rules of 6.2.8.4/H.323 (1998), the SET device
shall indicate a value of 40 for the terminalType. This cnsures that in case a SET device connects to
a full 11.323 (1998) device, the latter will win the Master-Slave-Determination.

F.7.3.3  Terminal capability exchange

Although SET devices are by definition restricted in their supported functional range, a capability
exchange procedure cannot be circumvented to allow for a minimum of diversity in the devices.
However, the range of possible capabilities that may be signalled by a SET endpoint is restricted to
what is defined in the following, and the capability exchange procedurcs shall adbere to the rules set
forth in this subclause.
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The Capability Exchange procedure for media types and transmission modes shall be carried out
following the rules of the FastConnect procedure using multiple Open Logical Channel structures as
a selection of possibilities offered by the caller out of which the callee chooses a subset to send and
receive,

The following subclause list which capabilities need to be understood on the receiving {called) side
and which may be transmitted on the sending {calling) side for Audio SET devices.

¥.7.3.3.3  Audio Capability

. G711 (u-Law, A-Law, 56 kbit/s, 64 kbit/s)
The following alternatives shall be supported:

AudioCapabkility.g7llAlawédk 2 20 number of frames

AudioCapability.g71ialawiék 2 20 number of frames

AudioCapability.g711U0lawédk > 20 number of frames

AudioCapakility.g711lUlaw5sk 2 20 nuber of frames
. (G.723.1 (silence suppression or not, low and high rate)

A SET supporting (3.723.1 must at a minimum support:

AudicCapability.g7231

maxdl~sduAudioFrames 2 1 number of £frames
zilenceSuppression True/False as appropriate
. (G.729 (plain or Annex A)

A SET supporting G.729 must at 8 minimum support:

v

nunber of frames

AudioCapability.g729 1
1 number of frames

AudioCapability.g72%AnnexA

. GSM (full rate, enhanced full rate, half rate).
A SET supporting GSM nust at a minimum support

"

AudioCapability.gsmFullRate GsMAudioCapability,
AudioCapability.gsmialfRate GiMAudieCapability,
AudioCapability.gsmEnhancedFullRate GSMaudioCapability

with GSMAudioCapability defined as appropriate for each of these rates:

GsMAudioCapability.audioUnit8ize > 1 numbaer of frames
GsMaudioCapability.comfortNoise True/False az appropriate
GsMAudioCapability.scrambled True/False as appropriate

F.7.3.3.2 Video Capability
Audio SET devices do not support video,
F.7.3.3.3 Data Capability

Audio SET devices do not support data.

F.7.3.3.4 Cenference Capability

SET devices arc assumed to be proxied into centralized conferences with centralized data
distribution (see F.7.7).

¥,7.33.5  User Input Capability

SET devices shall support transmission of DTMF as Keypad Information Elements in the H.225.0
call signalling connection (¢.g. using Information messages).
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F.7.3.3.6  Security Capability

Security for SET devices, i.e. the definition of Secure SET devices, is for further study. Refer also

10 F.8.

F.7.33.7 maxPendingReplacementFor

Shall be supported by Audio SET devices. A value equal to '1' shall be implicitly assumed:
maxPendingReplacementFoxr = 1

Hence, the maxPendingReplacement¥For parameter shall not be signalled explicitly.

¥.7.33.8 nonStandardCapability

Use of non-standard capabilitics, on the top level of the capability structure as well as within the
aforementioned capability categories, should be avoided as far as possible.

F.7.3.3.9  Additional rules for the use of capabilities

For Audio SET devices, audio capabilitics shall only be signalled via the FastConnect procedure and
repeated exchange of OpenlogicalChannel structures using the FastConnect.

Video capabilitics, data capabilities, conference capabilitics, sccurity capabilitics, and
h233encryption capabilities shall not be used.

The values of the MultiplexCapability table entry of an Audio SET device shall be assumed as
follows:

maximumdudiobelayJittexr 2 250 ms
receiveMultipointCapability,
transmitMultipointCapability, and
receivedndTransmitMultipointCapability

multicaztCapability TRUE/FALSE as appropriate, default
FALSEY
nultiUnicastConference TRUE/FALSE as appreopriate, default
FALSED ‘
medialistributionCapability
centralizedControl TRUE
distributedControl FALSE
centralizediudio TRUE
distributediudio TRUB/FALSE ap appropriate, default
FaLSR!
centralizedVideo FALSE
distributedvideo FALSE
centralizedData ABSENT
distributedData ABSENT
meCapability
centralizedConferenceMC FALSE
decentralizedConferenceMC FALSE
rtepVideoControlCapability ABSENT
mediaPacketizationCapability ABSENT
transportCapability ABSENT
redundancyEncedingCapability Audio redundancy encoding only
{if any)
legicalChannelfSwitchingCapabillity FALSE
t120DynamicPortCapability FALSE

Capabilities signalled from the remote side that are not understood shall be ignored.

b Multicast, multi-unicast, and distributed audio may be supported by Conference-aware Audio SET devices.
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F.7.3.4 Logical Channel Signalling Messages

The opening of logical channels shall adhere to the FastConnect specifications of
Recommendation H.323 (199%).

In addition, SET devices shall support reconfiguration of media streams at any time during a call.

Open Logical Channel structures shall be tunnelled in F.225.0 call signalling messages following the

procedures defined in Recommendation H.225.0 (1998) and H.323 (199%) reusing the fastStart

element of the H.225.0 call signalling message. Open Logical Channel structures outside the

FastConnect procedure shall be used to alter media stream parameters — to provide a basis for

supplementary services. Such Open Logical Channel structures shall be interpreted upon reception as

follows,

* It the logical channel nuwmber maiches a currently open logical channel, the respective
channel shall be recontigured following the principles of the FastConnect procedure if the
dataType component is not "null". If the dataType component is "null” — indicating a
"NullChamnel" ~ the respective logical channel shall be considered closed and media
transmission ou this logical chawnoel shall cease.

. If the logical channel number does not match a currently open channel, a new logical
channel shall be opened following the princicples of the FastConnect procedure.

In the following, the restrictions on Open Logical Channel request are outlined:

OpenlogicalChannel
forwardlLogicalChannelNumber LogicalChannelNumber
forwardlogicalChannelParameters
portNumber ABSENT
dataType a valid audio data type
(see ¥.7.3.3.1)
multiplexParameters CHOICE: h22850LogicalChannelParameters
forwardl.ogicalChannelDependency ARSENT,
replacementFor used 1f another Logical Channel iz to

be replaced

reverselogicalChannelParameters

dataType a valid audio data type
{see F.7.3.3.1)
multiplexParameters CHOICE: h2250LogicalChannelParameters
reverseLogicalChannelllependency LogicalChannelNumber OPTIONAL,
replacementFox used if another Logical Chamnel ias to
be replaced
separateStack ABSENT
encryption3ynec ABSENT for Audie SET devices; FFS.

To the H2258L ogicalChannelParameters structure, the following restrictions apply:

H2250LogicalChannelParameters

nonStandard should be ABSENT
sasgionIDd INTRGER (0. .255)
associatedSessionID ABSENT
mediaChannel Transportaddress -~ should be a unicast
address
mediaCGuaranteedDelivery ABSENT
mediaControelChannel PRESENT - reverse RTCP channel
mediaControlGuaranteedDelivery FALSE
silenceSuppression as appropriate
destination typically ABSENT
dynamicRTPPayloadType as appropriate,
mediaPacketization as appropriate; may only specify the
payleoad format used
rtpPayloadType
payloadDescriptor should refer to an ric-number
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payloadType (dynamic) payload type value to be used

transportCapability

nonStandard should be ABSENT
qgOSCapabilities should be ABRSENT {may only contain REVP
parametexs)
mediaChannelCapabilities should he ABSENT (may indicate ?ip-udp®)
redundancyEnceding eptional; only audio redundancy is
allowed
source typilcally ABSENT

F.7.4 Media Exchange

For media exchange, SET devices shall follow the H.323 and H.225.0 procedures using
RTP/UDP/IP to convey the media streams. The appropriate media packetization formats shall be
used.

F.7.5  Supplementary services (H.450.x)

Support of any of supplementary services according to the H.450 series of Reconmumendations is
optional.

NOTE - If H.450.x functionality is not provided by a SET device, the SET device should implement the
message rejection functionality (Interpretation APDU)Y of H.450.1 to enable its peer to quickly determine non-
availability of supplementary services on side of the SET device. If H.450.] message rejection is not
irnplemented, the peer has to rely on a timeout.

A baseline for supplementary services to be supported by SET devices is for further study.

F/.6  Third-party initiated pause and re-routing

Support for third-party initiated pause and re-routing is similar to the procedures outlined in
8.4.6/H.323 (1998), with the following modifications applying.

F.7.6.1 Initiating side

To re-route a call connecting to a SET device its peer (typically a Gatekeeper) shall transmit a
NullChannel specification in the fastStart element in a message of the call signalling channel.

Subsequently, the initiating cntity shall again transmit the (for the new peer) appropriate
OpenLogicalChannel  structures, similar to the capability negotiation and media stream
establishment in the FastConnect procedure, and include the new transport addresses to redirect the
media stream sourced by the SET device. The OpenlogicalChannel structares are carried in an
H.225.0 call signalling message.

The OpenLogicalChannel strocture should offer the same audio encodings that were offered in the
initial call.

F.7.6.2 Receiving side (SET device)

Upon reception of a NuollChannel specification in a fastStart element, a SET device shall stop
transmitting the media stream(s) immediately and shall be prepared to handle interruptions in the
received media stream(s). The SET device shall expect a repeated exchange of capability and
transport addresses following the principles of the FastConnect procedure.

Upon reception of an OpenLogicalChannel structure carried in an H.225.0 call signalling message,
the SET device shall select an acceptable media encoding from the selection offered by the initiating
entity, following the rules of the FastConnect procedure. The SET device shall then start transmitting
its media stream(s) to the transport address(es) newly indicated in the UpenlLogicalChannel
structures.
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F¥.7.7 Conference-mede Operation

SET devices may participate in multipoint conferences in either of two ways:

. by being proxied into a conference through a dedicated exiernal device, such as a SET-
aware MC combined with a suitable MP or a SET-specific proxy as outlined in F.7.7.1 as
the default mode of operation for SET devices; or

. by implementing the necessary procedures of the H.225.0 and H.245 protocols as cutlined in
this subclause. This mode of operation is defined in F.7.7.2.

¥.7.7.1  Conference-unaware SET Devices

The default mode of operation for SET devices does not require any awarencss of conferencing
functionality in a SET device itself. Instead, an external entity is assumed that bridges between a
full-featured H.323 device and the SET device. This logical entity may be a stand-alone proxy
device or may be part of an MC(U), a Gateway, or a Gatckeeper.

NOTE - The functionality of a logical bridging entity may include the following:

* concealing the existence of conference-related H.245 commands and responding appropriately in the
direction of the full-featured H.323 device;
. adapting H.245 capability and logical channel signalling including multipoint mode commmands;
g Y g g P :
. mixing several incoming audio streams and providing a single stream to the SET device;
o franslating transport addresses for the andio stream;
° transcoding audio streams; and
° offering access to conference control functions via simple input means (such as DTMF signalling) to

the SET device.

¥.7.7.2  Ceonference-aware SET Devices

The specification of conference-aware SET devices is for further study.

Nevertheless, SET devices may follow the full procedures for conference-mode operation defined 1n

the H.323 series of Recommendations,

F.7.8  Support for lossely-coupled conferences (ITU-T Ree. H.332)

Support for leosely-coupled conferences according to TTU-T Rec. H.332 is optional:

. Participation as a member of the panel is optional; it is provided either if conference-mode
operation and media distribution via multicast are supported, or if an appropriaic MC/MP
combination hides all the conference commands from the SET device and only presents a
single audio-stream.

. Participation as a member of the audience is optional; it is possible if the SET device
supports multicast reception of information and is capable of receiving and interpreting
H.332 session announcements,

F.7.9 Management Infermation Bases (MIBs)

Implementation of Management Information Bases is optional for SET devices. 1f MIBs are included
in the implementation, the following H.323-related MTBs should be implemented:

. Cali signalling;

. Terminal entity;

° RAS:

* Real time Protocol (RTP).

Details are for further study.
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F.8 Security extensions

Plain SET devices are not capable of supporting H.235 security services. Secure SET devices,
however, define a simple extension to SET devices covering security functionality using a subset of
the mechanisms specified in ITU-T Rec. H.235.

The details of Secure SET devices are coverad in Annex J.

ES Interoperability considerations

This annex specifies a SET device as a well-defined subset of the total H.323 functionality.

SET devices should always be used in conjunction with SET-aware Gatekeepers. The SET-aware
Gatekeeper shall perform pre-granted ARQ and shall employ the Gatekeeper-routed call model to
ensure full interoperability with other H.323 (1996) and H.323 (1998) devices,

In addition, SET-awarcness may be built into MC(U)s or gateways to achicve scamless
interoperability.

Table F.1 presents an overview of interoperability achieved between Audio SET devices and other
H.323 endpoints.

Table F.1I/H.323 — Interoperability of SET devices with oether H.323 devices

H.323 (1996) H3231998) | gig.z;_(g "ﬁw (| SET device
H.323 (1996) N Y N NACLY
H.323 (1998) + y + NS
H.323 (1998) v Y N VY
with Fast Connect
SET device y (K NASLS) N v
OR) Indicates that a SET-aware Gatekeeper is needed for interoperation.
& Optional redirection of media channels requires repeated execution of FastConnect in both endpoints,

F.10  Implementation notes (Informative)

This clause provides informative text on simple encoding of most of the necessary H.245 messages
without requiring specific ASN.I encoders/decoders.

NOTE ~ All these messages are transmiited as tunnelled H.245 messages; 1.e. the resulting bit patterns are
encoded as a single OCTET STRING of the SEQUENCE in the fastStart component of & H323-UU-PDUL In
the tables shown below, the lefimost octet (octet #0) of the first row {word #0) is placed in the first octet of
the octet string, followed by octet #1 of the first row, and so on. Octet #3 of word #n is followed by octet #0
of word #{(n+1),

If npumbers arc to be encoded, 2-complement encoding is used for numbers that may be negative,
Otherwise, simple binary encoding is used. Encoding of numbers spanning multiple octets is done in
# way that the most sigaificant bit of the encoded value is located in the first octet of the vahie
(network byte order).

F.18.1 Open Logical Channel

The OpenLegicalChannel structures are used by SET devices during the FastConnect procedure to
indicate their capabilities and simultaveously open media channels in both directions and to
reconfigure media streams during a conference. By definition, the OpenLogicalChannel structures
contain only either forward logical channel parameters or backward logical channel parameters,
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F.18.1.1 Forward Legical Channel Parameters

An Open Logical Channel structure containing only FerwardLegicalChannel parameters may be
coded i three different ways, depending on the audio type (AuType) and the X bit.

F.18.1.1.1 ITU-T Rec. G711 and G.729

The most common structure is the following (ITU-T Rec. G711, G.729 and Annex A/G.729):

Octat 40 Octet #1 Octet #2 Ootet 43
76 543210765 43 ] 6 5432 107635 43210
0%00 INBNNE

fojofofofo

Iength = 0x0A

0x04

Logical Channel Number: This ficld contains the number of the H.245 logical channel ~ 1.

X bit:

AuType:

samples:

session 1d:

M bit;

Used to distinguish between basic and extended audio types. If X = 0, AuType (sec next
field) applies; otherwise (X =1), the extended audio types described below apply
(primarily GSM) along with a different packet structure,

Identifies the audio codec to be used. The following values are acceptable for AuType.
The Teftmost bit is placed in bit 1 of octet #3 above, the rightmost in bit § of octet #4.

Ne. Codec description AuType value
1 G711 A-law 64 kbit/s 0001
2 G.711 A-law 56 kbit/s 0010
3 G711 p-law 64 kbit/s 0011
4 G.711 p-taw 56 kbit/s 0100
5 (.723.1 1000
6 G.720 1010
7 Annex AX3.729 1011
8 (GSM and others (see below) X=1

For codecs 1, 2, 3, 4, 6, and 7 this component contains the number of samples — | per
audio packet as defined in ITU-T Rec. H.245,

Contains the session id parameter to be used in conjunction with RTP/RTCP.

Multicast address bit: indicates that the following address is a multicast address. While
many address types are defined besides IPv4 (including IPv6 and 1PX), the structures
shown here are only valid for IPv4 addresses.

RTCP IP address/port: Contains the transport address for the RTCP receiver reports to be sent to.
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F.10.1.1.2 G.723.1 codec

For TTU-T Rec. G.723.1, the structure is slightly modified as follows:

Octet 40 Octet #1 Qctet #2 Octet 43
7 6 5 4 3 21 07 6 5 43 21076 5 43 2 107 65 43 2 10

0 (%00 olofolofi]:

4 ojofojojo f1loJofofofofo 000 _

8 length = 050A 0x04 0x00

rioimiofojojelofo

16 L

The meaning of the fields is identical to the meaning defined for the above format. In addition, the
following fields are relevant:

Sbit:  Indicates support for silence suppression if § = 1.
F.18.1.1.3 GSM

For GSM, identitied by bit #1 of octet #3 set to X = 1, the structure looks ag follows:

Octet #0 Octet #1 Octet #2 Qctet #3
76 35 4 3 2 1 ’ 4 3 210 7 6 5 43 21 ¢ 76 5 43 2 10

4 0x00 010101(7’21E1m“”
4 clo "

8 ofofololo]o Fomgihs = OX0A

12 0x00 OEOEO!O"

16

The fields have the same meaning as in the above packet formats. In addition, the following fields
are defined for GSM:

Ext. Audio Type:  Identifies the extended audio codec:

(GSM Full Rate = 000 0011

GSM Half Rate = 000 0100

GSM Enhance Full Rate = 000 0101
C bit: C = 1 indicates support/use of comfort noise
S bit; S = | indicates support/use of scrambling
F.18.1.2 Reverse Logical Channel Parameters

Open Logical Channel Message containing ReverseLogicalChannel parameters are encoded as
described in this subclause,
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F.10.1.2.1 ITU-T Rec. G.711 and G.729
The most common structure is the following (ITU-T Ree. G711, G.729 and Annex A/G.729):

Octet #0
76 5 4 3 2

1

0

Octet #1

76 543 2 107

Octet #2

6 5 4 3 2

Ocict #3

¢ 7 €6 5 4 3 2 10

(x40

0x06

ACODE

length = 0x11

™ s L D

glojojojofo

16

20

24

28

The fields have the same meaning as above. In addition, the following fields are defined:

RTP IP address/port: Target transport address for the RTP audio stream to be sent to.

RTCP IP address/port: Target transport address for RTCP sender reports to be sent to.

F18.1.2.2 ITU-T Ree. G.723.1
For ITU-T Ree. G.723.1, the structure differs slighily from the above as follows:

Octet #0 Octet #1 Getet #3
7 6 5 4 3 2 1 0 7 6 4 3 1 6 7 6 5 4 3 2 1 0
8 0x40 0x06

0x04

0x00

oj1folofiti

folofoefofo

[TToTo o ToToTo

%00

12 length = 0x11 0x00

16

20 ofolofofole
24

28

F.18.1.2.3 GSM

For GSM, identified by bit #1 of octet #7 set to X = 1, the structure looks as follows:

Octet #0 Octet #1 Octet #2 Getet #3
76 5 4 3 2 1 07 6 5 43 1 6 7 6 5 4 3 2 O 7 6 5 4 3 2 1 0
¢ 0x40 %06
4 0x04 0x00 sirfojofils

0x00

length = 0x1l

16

20

24

28

Ext. Au Type: Identifies the extended (GSM) audio codec to be used as follows:
(GSM Full Rate = 000 0011
GSM Half Rate = 000 0100
GSM Enhance Full Rate = 000 0101
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ANNEX G

Text conversation and Text SET

Gl Introduction

Standardized, character-oriented text conversation facilities are needed in all networks. When
building text conversation facilitics on nmultimedia protocols, an opportunity is created to use any
combination of text, video and voice in a conversation. The initiative to standardize this combination
comes from the needs of people with communication-related disabilities. The availability of the three
media in a conversation offers communication opportunities over any one of the media alone,
Anyone may find a commonly available, standardized text conversation addition to multimedia
conversation services valuable, enhancing videotelephony to "Total Conversation™.

Since H.323 is a framework, where components ¢an be included when required, single function text
terminals as well as text and voice terminals can be useful subsets of the full Total Conversation
terminal. These subsets correspond to text telephones available for the PSTN.

ITU-T Rec. T.140 [1] specifics a text conversation protocol. It is 8 common presentation level
suitable for stmightforward real-time text conversation in multimedia services and in text telephony.
It is based on the ISO/IEC 10646-1 character code so as to be suitable to any language. It is
introduced throughout the H-series multimedia protocols.

This specification describes how text conversation facilities are added to the H.323 multimedia
environment inn packet networks,

The text conversation facility is established in a data channel identified by the H.24§
OpenlLogicalChannel message. The same identification is used for opening text conversation
channels in H.324. Only the protocol and procedures of the data channel to carry T.140 data differ.
Thereby, Total Conversation gets a uniform implementation across different networks. The
complexity of gateways and other network components can be kept low,

G2  Scope

The scope of this annex is to specify H.323 procedures to establish and carry text conversation
sessions in real time over packet networks in the H.323 multimedia environment. Tt also specifies
rules on the use of H.323 that enable Text Conversation Simple Endpoint Type Devices (Text SET)
to be created as supersets of the Audio Simple Endpoint type devices specified in Annex F/H.323,
The Text SET specification describes a device that can be used for real-time conversations in voice
and text sirmiltaneounsly over packet networks,

G.3  References

1 ITU-T Recommendation T.140 (1998), Protocol for multimedia application text
conversation, plus amendment,

[2] HELLSTROM (G.): RTP Payload for Text Conversation, RFC 2793, Internet Engineering
Task Force, 2000.

G.4  Definitions
G.4.1  total conversation: Conversational services offering real-time communication in video, text
and voice.

G.4.2  T140PDU: Protocol Data Unit from T.140 == a collection of data submitted in T.140) format
for transroission.
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G.5  Procedures for opening channels fer T.140 text conversation

The session requirements of T.140 are reflected in the following specification for the channel setup
using the H.245 Open Logical Channel Message structure in the H.323 environment,

A reliable or unreliable channel may be selected to carry the T.140 session. The unreliable channel
shall always be supported. The unreliable channel may be selected for cases when the terminal is
expected to participate in sessions where a reliable channel is unfavourable or impossible to use. The
reliable channel is a preferred option.

. In the capabilities exchange, when using a reliable channel, specity:

DatadpplicationCapabilility.application = tl40
DataProtocollapability = top

. In the capabilities exchange, when using an unreliable channel, specify:

DatadpplicationCapability.application = t140
DataProtocolCapability = udp

. In the Open Logical Channel procedure, specify:

OpenLogicalChannel. forwardlogicalChannelParameters = dataType
DataType = data

And select a religble or unreliable channel for the transfer of T.140 data by specifying the
DatadpplicationCapability and the bataProtocelcapability as above.

The fast-start or the normal procedures may be used.

The destination node and originating node concepts of ITTU-T Rec. T.140 are mapped to the two
H.323 endpoints.

The T.140 user identity is an alias for the far H.323 endpoint.

G.6  Framing and buffering of T.140 data

Transmission of T.140 data shalt be done according to the following specifications, different for the
reliable and the unrelisble channel,

(.6.1 Common considerations

T.140 data may be collected in a buffer before transmission in the channel, On low bit-rate channels,
such buffering is recommended in order to reduce packet overhead. Buffering of data in 0.3-second
intervals is recommended as default.

On reception, the data contents of the data channel is retrieved and used as T.140 data.

G.6.2 Usage of reliable channels

When a reliable channel is selected for T.140 transmission, TCP is used, and T.140 data is
transmoitted in the channel without further framing,

G.6.3 Usage of unreliable channels

When an unreliable channel is specified for the T.140 transmission, RTP is used. The details of the
RTP payload format "T140" is found in [2]. The recommended procedures described in {27 should be
used. The payvload type allocation is dynamic. For the plain "T 140" payload format, Payload Type 96
is used. For the payload type "RED" with redundancy, Payload Type 98 is used.

The procedures offer the possibility to include a number of already transmitted T140PDUs in the
packet. This is done in order to include redundant data to reduce the risks of data [oss.
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The transmitting station may select a number of T.140 PDU generations to retransmit in cach packet.
A higher number introduces better proteciion against loss of text, If network conditions are not
known, it is reconmmended to use two geoerations, It is recornmended to use not more than six
generations.

RTCP should be used to monitor packet loss, so that a decision can be made on the pumber of
generations of redundant data to transmit,

G.J7 Interaction with text conversation facilities in other devices

The jnformation in this clause is not normative and is provided for information only, beyond the
scope of this annex.

ITU-T Ree. T.140 is established as the text conversation protocol throughout a series of H-series
multimedia protocols, T.120 data conferencing and for ITU-T Rec. V.18 text telephones. The data
channels are specific to cach environment,

When gateways to these different environments are established, the T.140 channel in the H.323
environment is mapped into the T.140 channel in the other environment. The T.140 channel data can
be transparently transferred through the gateway.

When gateways to other text conversation protocols are established, the data and protocol
mechanisms of that protocol shall be mapped into a T.140 text conversation channel in the gateway.
Such mapping functions can be called T.140 equalizers. Gateway functions to the different text
telephonce systems involve T.140 equalizers.

Figure G.1 gives an overview of text conversation protocols and gateway services,

Text telephony H.324 H.320 H32 T.120 Data
Multimedia Multimedia Multimedia confzrencing
T140 746 | Volee | | TH40 | Voie | | Tad0 | Vuice T.140
. : G . -and o cand b and
fovideo wotevideo ' ot video
Compatibility| Ters: | | ALLL 11245 H.24 rep | n2as Ti3g | 1124
equalizers | parent : : Client 2 _ i : OO
Vs B Yatiia o NSO 123
VA4V 80 Nul"\/hl‘k Network
: ‘ access aceess
PSTN PSIN ISDN [P network Any
network
Gateway functions, with ttansparent fransmission of T. 140 data betwesu the different T. 140 data channel types:
T1607190-63

Figure G.1/H.323 — Multimedia real-time text conversation Recommendations
and interworking needs

G.8  Multipoint considerations

Without further specification, three altemative options exist for H.323 endpoints with T.140 text
conversation to participate in multipoint text conversations,

Alternatives:

’ One separate T.140 channel is set up for cach remote H.323 endpoint. The text streams can
be coordinated for display through a multipoint-aware user interface, that also transmits
T.140 data 1o all connected endpoints,
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. An MCU coordinates the T.140 data stream to the H.323 endpoint to contain data from a
number of remote endpoints,

. Instead of the procedures described in this annex, the T.134 application member of T.120
data conferencing is used as the channel for T.140 data. Multipoint scssions are coordinated
through the T.120 concepts.

G.8.1 Situations for multipoint text conversation

In order to clarify the use of text conversation, and especially the different multipoint cases, the
following examples of possible setups and applications are given without being normative,

G.8.11  One-to-one

The one-to-one case represents a direct conversation in fext between two parties, where the text
entered at one endpoint is displayed character by character or in small groups of characiers as they
are entered at the other end. Typical examples are situations like the traditional text telephony in
PSTN and multimedia conversation applications with video, text and data used for person-to-person
calls. See Figure G.2.

Anne Eve

Hi, this is Anne.
Oh, hello Anne, T am glad you are calling!
Have you heard that I will come to Paris in
November?

No, that was new to me. What brings you here?

Figure G.2/H.323 — Possible display of a one-to-one text call

G.8.1.2 Many-te-many
All users have write permission, forming an unmanaged conference.

The display can be arranged as specified in TTU-T Ree. T.140 with one window for cach participant.
See Figure G.3.

Anne Eve

Hi, this is Anne. Have you heard that I wilt Oh, hello guys! How are you Steve?
come to Paris in November?

Steve Bill

Hi there! This is Steve, 'm fine. Hello Anne! I am happy that you are on the big
Internet!

Figure G.3/H.323 - Possible display of an unmanaged four-to-four text session
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The display of a many-to-many conference can alse be ordercd in one window with labels for cach
participant's entries (IRC style) (see Figure G.4):

Steve> Hi there!

Anne> Have you heard that I will come to Paris in November?
Biil> Hello Anne! T am happy that you are on the big Internet!
Bve> Oh, hello guys! How are you Steve?

Steve> I'm fine.

Figure G.4/H.323 — Possible display of an unmanaged four-to-four text session IRC style

G.8.1.3  One-to-many with managed right to type

One writer at a time is given the right to transmit text to many readers. The right to type may be
passed to other writers, in a managed mecting,

Typical application is in distance education when the teacher normally has the right to type, but can
hand it over to a participant.
G.8.1.4  Oune-to-many with fixed right to type

One writer types text in the session from one fixed endpaoint, the other endpoiots display the text in a
receiving window. The right to write cannot be transferred.

Typical application is found in subtitied speeches.
The user terminals may be H.332 loosely coupled endpoints,

See Figure G.5.

We are proud to anmounce today a new superior system for intergalactic travel
] Y g

Figure G.5/H.323 — Example of one-to-many text session

G.9  Text SET: Text Conversation Simpie Endpoint Type

This part of the annex specifies Text Conversation Simple Endpeint Type Devices that operate using
a well-defined subset of H.323 protocols. They are well suited for TP Text Telephony applications
while retaining the interoperability with regular H.323 Version 2 (1998) devices. The specification
adds real-time text conversation facilities as specified in ITU-T Rec. T.140 to the siraple 1P-voice
telephone as specified in Annex F/H.323, to form the IP-text telephone with simultanecus voice and
text functionality.

.91 Intreduction to Text SET

The procedural and protocol details of a Simple Endpoint Type Text Telephone Device for 1P
networks is defined in terms of modifications and additions to the Audio SET specification found in
Anncx F/H.323. The device here is called Text SET,

The general SET concepts are described in Annex F/H.323, This is a set of modifications to the
Audio SET specification that comprises what is needed to add text conversation functionality to the
Audio SET. This annex indicates the clause numbers of the original.
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G.9.2 Text SET Svystem Functionality Overview (¥.6/H.323)

In Media capabilities; modify:

. Data-capability mandatory; T.140.

G.9.3 Procedures for Text SET devices (F.7/H.323)

Modify the Media packetization and transport to:

. Media packetization and transport (H.225.0, RTP, TCP, T.140) — Sec F.7.4/H.323.
G.9.4 RAS Signalling (H.225.0 RAS — F.7.1/H.323)

As for Audio SET, but a SET H.225.0 endpoint type code booked for Text SET is used.
Bit2: =1 TIndicates that the device has Text SET capabilities.

Bit2:=0 Indicates that the device has no Text SET capabilities.

NOTE — The Gatckeeper protocals must be designed so that they will allow voice-only sessions with a Text
SET device.

G.9.5 Call Signalling (H.225.0¢ Call Contrel — F.7.2/H.323)

SET H.225.0 endpoint type code bit 2 is used to indicate a Text SET function.

G.9.6 Data Capability (F.7.3.3.3/H.323)
Data capability T.140 shall be specified.
DataApplicationCapability.application = t140.

G.9.7 Additional rules for usage of capabilities (F.7.3.3.9/H.323)

Audio and data capabilitics shail only be sigpalled via the FastConnect procedure and repeated
exchange of OpenLogicalChannel structures using the FagtConnect.

Video capabilitics, conference capabilities, security capabilities, and h233 encryption capabilities
shall not be used.

The values of the MultiplexCapability table entry shall be assumed as for Audio SET with the
following exceptions:

medialistributionCapability
centralizedDataTRUE
distributedDataTRUE/FALSE as appropriate, default FALSE

G.9.8 Logical Channel Signalling Messages (F.7.3,4/H.323)
Add in the OpenLogicalChanael request.
OpenlogicalChannel . forwardlogicalChannelParameters.DataType.data = tl40

MultiplexParameters as appropriate for the selected reliable or
unreliable channel type.

G.9.9 Media Exchange (F.7.4/H.323)

For text exchange, SET terminals shall follow the procedures specified in this annex.

G.9.10 Initiating side {F.7.6.1/H.323)
Add;

The OpenLogicalChaanel structure should offer the same data encoding for text that were offered
in the initial call.
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(.9.11 Conference-unaware Text SET terminails (F.7.7.1/H.323)

Add the following functionality points:

. Merging several incoming text sessions to the Text SET device.
. Translating the transport addresses for the text stream.
. Transferring and possibly transcoding text data streams.

G.9.12 Support for loosely-coupled conferences (ITU-T Rec. H.332) (F.7.8/H.323)

A Text SET device can participate in a Loosely-coupled Conference using the H.332 procedures
provided that the conference is expanded to include text, and that the channe! for text transmission is
selected to use an unreliable channel.

ANNEXJ
Security for H.323 Annex ¥

J.1 Introduction

This amnex describes security for H323 Annex F simple endpoint types. The specified security
profile is based upon H.235v2 and uses the featured bascline security profile of H.233 Annex D. The
shown security profile in H.323 Annex J adopts ITU-T Rec. H.235 for the purpose of simple
endpoint types and their specific security requirements, The scourity profile selects appropriate
security features from H.235 with its rich set of options.

The described text provides an overview on the security profile; H.235v2 Annex D provides all the
technical and implementations details.

Basically, a security simple endpoint type (security SET) is a SET as defined by H.323 Annex F
that implements additionally certain security features of this annex.

Currently, this annex focuses only on a "secure audio SET (SASET)" and leaves any other sccurity
simple endpoint types (e.g. secure FAX SET, secure text terminal, secure Video SET, etc.) for
further study.

4.2 Specification conventions
Some explanation is useful for understanding the terms used in this annex:

The annex applies the baseline security profile for a SASET (secure audio simple endpoint type).
The baseline security profile provides basic security by simple means using secure password-based
cryptographic techuiques; the fonctionality provided should be implemented by each SASET. The
baseline security profile may use the veice eneryption security profile for achieving voice
confidentiality if necessary. It is for further study, whether there will be other, more sophisticated
security profiles for SASETs. :

In order to avoid references to a trademark (RC2®), this annex actually references an "RC2-
compatible" encryption algorithm,

This annex uses well-known security terms as key, key management and SET, which have different
meanings in other contexts (e.g. touch key pad, Q.931/Q.932 feature key management, and Secure
Electronic Transaction protocol).
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J.3

Scope

This annex describes sccurity for simple endpoint types. As shown in F.3/H.323, this currently
inchudes:

Secure simple telephone terminal (Secure Audio Simple Endpoint Type) — Defined in
this annex {see 1.6).

Any other security SETs are for further study.

Q]w4

Abbreviations

This annex uses the following abbreviations:

DPES
GK
HMAC
ITu
MAC
RAS
RTP
SASET
SET
SHA

4.5

Data Encryption Standard

Gatekeeper

Hashed Message Authentication Code
International Telecommunication Union
Message Authentication Code
Registration, Admission & Status

Real Time Protocol

Secure Audio Simple Endpoint Type
Simple Endpoint Type

Secure Hash Algorithm

Normative references

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. Al Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published,

J.6

ITU-T Recommendation H.225.0 Version 4 (2000), Call signaliing protocols and media
stream packetization for packet-based multimedia communication systems.

ITU-T Reconmmendation H.235 Version 2 (2000), Security and encrvption for H-series
(H.323 and other H 243-based) multimedia terminals.

ITU-T Recommendation H.245 Version 6 (2000), Control protocel for multimedia
communication,

ITU-T Recommendation H.323 Version 4 (2000), Packet-based multimedia communications
Systems.

ITU-T Recommendation H.323 Annex F (2000), Simple endpoint types.
IETF RFC 2268 (1998), A Description of the RC2® Encryvption Algorithm.

Secure Audie Simple Endpoint Type (SASET)

This annex describes a baseline for secure audio simple endpoint types (SASETs). An example of
a SASET is a secure simple phone.
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J.6.1  Assumptions

The baseline security profile mandates the GK-routed model for secure H.323 Annex F SETs.
SASETs and other H.323 entities that implement this security profile {e.g. GK3) are assumed to
implement the fast connect procedure.

In accordance to Annex F the baseline security profile mandates the fast connect procedure with
integrated key management elements but does not support H.245 tunnelling. Thus, the baseline
profile does not provide means for key update and synchronization using (tunnelled) H.245
messages. SASETs implementing only the bascline security profile but still need some key-update
mechanism should hangup the call and reconnect and thereby obtain a new session key.

J.6.2  Overview

The baseline security is applicable in administered environments with symmetric keys/passwords
assigned among the entities (SASETs-gatekeeper, gatekeeper-gatekeeper).

Table J.1 sununarizes all the procedures defined in H.235v2 Annex D.

Table J.1/H.323 — Summary of Secure Audio Simple Endpoint Types (see HL.235v2 Annex D)

Call functions

Security Services
RAS H.225.0 H.245 (Note) RTP

Authentication

Non-Repudiation

Integrity
Confidentiality ' NN \\\\i\f\\&\\\\\\‘%

Access Control

Key Management

¥ Bhue are: Password-based scheme
+  Green arca: Voice encryption security profile

NOTE —~ Embedded H.243 inside H.225.0 fast connect,

For anthentication and integrity, the user shall use a password-based scheme (blue area in Table J.1).
The password-based scheme is highly recommended for authentication due to its simplicity and ecase
of implementation. Hashing the fields in the H.225.0 messages is the recommended approach for
integrity of the messages (also using the password scheme). SASETs realize authentication in
conjunction with integrity using the same common security mechanism,

SASETs when deploying the voice encryption security profile (green area in Table J.1) shall
implement 56-bit DES as the default encryption algorithm; SASETs may implement 168-bit Triple-
IDES while SASETs tmplementing exportable encryption may implement 56-bit RC2-compatible.
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For voice confidentiality, the suggested scheme is encryption using RC2-compatible, DES or Triple-
DES based on the business model and exportability requirement. Some environments that are
offering already a certain degree of confidentiality may not require voice encryption. In this case,
Diffie-Hellman key agreement and other key management procedures are not necessary as well.

Access control means are not explicitly described; they can be iroplemented locally upon the
received information conveyed within H.235 signalling fields (ClearToken, CryptoToken).

This Recommendation does not describe procedures for subscription-based password/secret key
assignment with management and administration. Such procedures may happen by means that are
not part of this annex.

SASETs may usc back-end services according to the procedure described in H.235v2
Appendix L4.6.

ANNEX K

HTTP-based service control transport channel

K.1 Introduction

This annex describes an optional way of controlling supplementary services in an H.323
environment. By opening a separate conncction conveying a service independent control protocol,
new services may be developed and deployed without updates to the H.323 endpoints.

This service control channel is intended to be used for a wide range of services, some which require
the use of H.450 or proxy signalling (e.g. as in H.323 Appendix [ for invocation/execution. As this
channel is service independent, no specific services are defined or advocated. The data exchanged on
this channel are meant to be informative (user interface) and should be followed by appropriate
actions (e.g. H.450 invocations) in the call signalling plane when needed. Although some serverside
applications need to support H.4350 services for interworking, H.323 Annex K is totally independent
of the H.450.x Recommendations,

The service control channel may be utilized for both call-related and non-call-related services. Tt may
be opened between the terminal and the network, or between two endpoints (in a call or with a call
independent connection),

While several protocols might be used, this annex describes the use of the hypertext transfer protocol
(HTTP) for this purpose. HTTP is open, flexible, firewall friendly and well known. Any device
claiming to support Annex K shall support HT'TP as a transport for service control, optionally also
S-HTTP for applications requiring security, The actual service application protocol is dynaruic, and
is indicated using MIME types in the HTTP signalling. Exampie applications may include XML
pages possibly including Java™ and scripts, download of tones and announcements to be played to
the client, upload of Call Processing scripts from client to a gatekeeper, etc. While this annex focuses
on user directed supplementary services, this service control channel could also be used for other
means, It could, for example, be used for software upgrades or for pushing commercials to the
clients.

Clause K.2 describes the use of H.323 for providing the HTTP connection's URL between the
service provider and the client, clause K.3 shows the use of HTTP, and clause K.4 shows some
examples of possible services and the corresponding signalling,

The interface between the service control plane and the call control plane on the client or the scrvice
provider is not within the scope of this annex, but could include HTML or XML tags such as mailto
or H.323 URLs. See Figure K. 1.
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Client entity Service provider

o HTTP
Service web-browser  Fo--m---s----- - HTTP server
control plane
Call centrol (423 endoos 11323 1323 entity
plane i CRGROLNE {endpoint or GK)

T160881C-00

Figure K.1/H.323 - System everview for HT'TP-based service control

It is generally up to the provider of the URL to define and implement the control functions and
services that are being presented by the given URL {standard or non-standard services may be
supported). If the service control interacts with H.323 call processing, the provider of this URL
should make the binding between the HTTP service and the H.323/H.450 services that are being
supported by the gatekeeper or endpoint.

As the HTTP service conirol channel is stateless and unaware of the services in scope, it cannot take
service interaction problems into account. An application that utilizes this service control channel
should, however, consider this carefully.

Any sequence charts or references to H.323 signalling in this annex are informative cxamples for
describing possible interactions with service control and call control. They do not redefine H.323
signalling rules, as most are greatly simplified for briefness.

k.1.1 Notation

The following notation is used:

> H.323 protocol message
wwwwwww ¥ HTTP message
e e Triformative example primitive (implementation matter)

HTTP and RAS messages are capitalized (HTTP:GET, RAS:ARQ), while H.225.0 call signalling
messages are written with the furst letters capitalized (Setup). ASN.1 codepoints in H.225.0 are
written in bold (ServiceControlAddress).

K.2 Service control in H.323

This clause describes how H.323 messages are used for maintaining the service control sessions,

K.2.1  Service control session

A service control session is a ong way relation between the client entity and the service provider, in

this case an HTTP session. It is initiated from the client after the receipt of a

ServiceControlAddress URL in H.225.0 messages. The URL may be received through two

different H.323 signaliling channels:

. A ServiceConirolSession structure containing a URL is received in a message over the
RAS channel. If there is no appropriate message to send, the ServiceControlIndication (SCI)
message may be sent to the endpeint at any time.

. A ServiceContrelSession structure containing a URL is received in a message on the
H.2235.0 call signalling channel.
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The service control session is identified with a sessionld, a unique wumber for the signalling
channel. The sessionids received through RAS and call signalling may overlap, as the senders of
these may not be aware of cach other,

A service provider wishing to initiate a new service control session does so by sending a
ServiceControiSession structure to the client. It contains a new sessionid, the URL for the service,
and the reason field set to "open”. The client may open a connection to this address and request the
resource from the URL, but no acknowledgement is given from the client in the call signalling plane.
If the user wishes to end the session at any time, e.g. by closing a pop-up window for the session,
this s done without any notification to the provider.

If a serviee provider needs to notify an endpoint about new services or events relating to a previously
opened session, it may do so by issuing a new ServiceCeontrolSession structure on the RAS or call
signalling channei {(as was used in the "open" sequence). The structure shall contain the same
sessionld as before (to reuse the same resource, e.g. screen window), a new URL to be loaded, and
the reason set to "refresh".

If the service provider needs to terminate the session, it may send a ServieeControlSession structure
with the same sessionid and reason set to "close”. The client should, if it still has the session open,
close any resources such as windows dedicated to the session.

The reason for the support of multiple sessions is that unrelated service provider nodes may use the
same notification mechanisms, e.g. the call signalling channel. Service applications utilizing
Annex K should take care not to overuse the number of scssions, as many notifications quickly will
confuse an end user, Clients supporting Annex K are not required to support more than two sessions,
one call related and one non-call related.

K.2.2 Non-call-related service contreol

To provide services relating to the registration session, and wvot a given call, the gatckoeper may
return a ServiceContrelSessien structure containing a URL in the RCF message. The returned URL
should be complete in terms of defining protocol, server and resource, Le. <protocol>//<server-
address>/<resource™. The endpoint may load this URL and display the services and service control
functions as provided by the data given by this URL (e.g. a web-page with menus and finks).

If the network needs to notify the endpoint about service related events, during a call or as part of the
registration, it can issue a Service Control Indication (SCI) with a URL to this endpoint. To indicate
that this URL relates to an already active non-call-related service control session, the sessionld shall
be the same as previously and the callSpecific field shall not be present. The endpoint may then load
this URL and be provided with updated services and service control functions. An endpoint that
receives such a SCI shall respond with a Service Control Response {SCR) message to avoid
retransmissions of the SCI from the provider. The SCR message is only an acknowledgement of the
receipt of the SCI message, and not necessarily an application level response.

The Service Control Indication message may also be used to open a new session or to close the
session.

If an entity other than the local gatekeeper wishes to open a call unrelated service control session
towards an endpoint, this can be done by opening 4 call independent signalling connection towards
the endpoint, and sending a Setup message with a ServiceControlSession structure including an
URL. The conferenceGoal parameter shall be set to callindependentSupplementaryService and
the bearer capability information element of the Setup shall be set as defined for call independent
connection in 7.2.2.1.2/H.225.0. Otherwise the same procedures as in K.2.2 with the
ServiceControlSession transported in call signalling messages applies, with the absence of media on
the connection.
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K.2.3 Call-related service control

Two methods are provided to open service control session related to a specific call:

1) A service control session is opened between an endpoint and its gatekeeper with a URL
carried in a call-related RAS message, especially for gatekeepers using direct endpoint call
signalling. If the SCI message is used the callSpecific ficld of the SCI shall contain the
callidentifier, the conferenceld and the answerCall field as used in previous signalling for
this call. A new sessionId shall be used. This session should not affect the call unrelaied
service control session as in K.2.2,

2) Service control sessions are opened between an endpoint and a gatekeeper or between two
endpoints with a ServiceControlSession field containing a URL in the call signalling
messages.,

If a service provider needs to notify an endpoint about new services or events in an existing session,
it may do so by means of refreshing data on an URL that has been previously loaded {e.g. applet/
serviet dialogues), or it can issue a H.225.0 message (Facility or SCI) with a new URL, the reason
set to "refresh” and the same sessionld as earlier for the session. An endpoint that receives such a
Facility message should load this URL and render the data presented by it to the same resource
(e.g. screen window) as was first used for thig session,

If a service providing cntity wishes to initiate a new session after the call is connected, it may also
use the Facility/SCI message with a ServieeControlSession containing a new sessionid, the URL in
scope and the reason set t0 "epen”. H.225.0 messages without the ServiceControlSession present
does not influence the HTTP session, except Release Complete, which without a URL indicates that
all sessions for this call are ended. This signalling should be scen separate for all sessions in use
(non-call related, call related with SCI and in-call signalling messages).

(Gatekeepers that use the HTTP service control should be careful not to interact with end-to-end
service control. This is in particular the case for non-gatekeeper routed calls where the gatekeepers
arc unaware of the call control messages and states. To alleviate this problem, it is recommended
that endpoints use separate browser-windows for the different service control sessions. Intermediate
devices such as gatekeepers or MCUs utilizing Annex K must be aware of the possibility for contlict
with other service providing entities along the call signalling path. Messages {call signalling or other,
e.g. an LCF with service control data that can be sent to the client in an ACF) may arrive towards the
client with a ServiceContrelSession wusing the same sessionld as already uvsed between the
intermediate provider and the service client. If the intermediate device decides to pass on the
ServiceControlSession, it must be able to map the sessionld to a unigue number for the client,
Another possibility is to multiplex these two sessions into the same presentation level protocol.

To provide call-related services between different zones or domains, a terminating entity may return
a ServiceControiSession structure containing a URL in other messages than on the call signalling
channel (e.g. LCF/ARI). It 18 up to the local gatekeeper to forward the ServiceContrelSession
received in corresponding messages (¢.g. ACF/ARJ) toward the client. Applications needing detailed
call state information, the possibility to perform actions in the call control plane or the possibility to
update the session later should not use this mechanism, but rather use the call signalling channel to
convey the ServiceControlSession structure,

K3 Usage of HTTP

K.3.1 Non-call-related services control channel

The HTTP protocol s defined in RFC 2068. This clause provides an informative indication of how
the HTTP protocol could be emploved for the purpose of providing the described service control
pratocol,
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For non-call-related services, the cndpoint 18 provided with an URL that it could retrieve by means
of the standard GET method. The data is collected and rendered according to normal procedures for
an HTTP user-agent?, The following example (Figure K.2) illustrates the flow:

end-user endpoint gatekeeper

RRQ

RCF {(url)

LWGETud
00K (data)

aclion

GET urlaction Do action on gatekeeper

200 OX (data) and return regponse to client,

action (ealito) ARQ

H.323 call continues

T1608920-00

Figure K.2/H.323 — Example of nen-call-related service control

K.3.2  Call-related services control channel

In order to support call-related service control a URL is conveyed in different H.225.0 messages as
in K.2.3. An endpoint that supports this annex should when it receives such an URL request a
standard HTTP user-agent to open and render that URL.

The HTTP user-agent should render the given URL and support style-sheets, scripts, links and
tmages according to that defined for HTTP in RFC 2068. Actions defined and executed by the
contents of this URL could be executed locally {e.g. mailto links) or remote on any linked HTTP
server, e.g. being implemented or related to an endpoint or a gatekeeper. An example with the
endpoint as service provider is given below (see Figure K.3), and gatekeeper service provider is in
K.4 — Example 2.

2 The term "HTTP user agent” used within this annex refers to a process that implements the client part of
the HTTP protocol (normally represented with a web-browser).
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cad-user endpoint gatekeeper endpoint  HT{P-server

Setlup

Setup

h 2

Alerting (url)

Alerting (url)

GET (url}

____________________________________________________ Y
e 200 0K (data) ]
action N NN et o
> JEOST(actiony e
B YEL450 service! "Effectuate service'
A 200 OK N

T1605930-00

Figure K.3/H.323 - Example of call-related service control using URL
in H.225.0 call signalling messages

b The client sends a Setup that is routed via the gatckeeper to the endpoint representing the
called party.
2} The called party may be in a state where specific call processing is programmed, e.g.:

Decide to reject the call by sending 2 Release Complete. The Release Complete could
contain 3 URL t¢ be displayed by an HTTP user-agent on the calling party. The URL
could, for example, be a reference to the home page of the called party.

Decide io return a list of options for call setup options. In this case it returns Alerting
with an URL that defines the options given to the calling party, for example, divert call
to operator, sccretary, voice-mail, email or intrasion on existing call session.
3) The calling party H.323 endpoint requests an HTTP user-agent to open the URL and the data
is then rendered on the web interface of the calling party. The end-user can then dismiss the
browser-window or interact with it by selecting a link/action.

4) Actions defined and executed by the contents of this URL could be executed locally
(for example, mailto links) or remote on any linked HTTP server, e.g. being implerenied or
related to the endpoint or the gatekeeper. The remote endpoint or gatekeeper should analyse
the given action and effectuate it by means of standard H.323/H.450 services. The result
could, for example, be to divert the call to a voice-mail server.

K4  Example scenarios
To illustrate the usage of the open service control a set of examples are given. These are:
- a simple example of usage of non-call-related service control;
an example of call-related service control for gatekeeper routed calls;
an example of call-related service control for non-gatekeeper routed calls;
- an ¢xample of non-call-related service control for script upload.

All examples here arc only using one simultaneous service control channel, For simplicity, messages
containing a ServiceControlSession structure are indicated with only the "url".
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Example 1: Non-call-related service control

The example illustrates the control signals when a user registers with a gatekeeper, reccives back an
URL referencing a phone-book, updates the phone-book with a friends contact (alias) and then uses
this updated phone book for making a call (these are not necessarily the same friends) by selecting
an entry with a H.323 URL. See Figure K.4.

end-nser A

Update the
phone bock
with user B

Click-to~cail
wi phone book
with user C

browser endpoint gatekeeper web-server
RR R
RCF (url)
Load (url)
_________________ GUEvdh ..
.
Display e ceeene oo 200 OK (Data). ... {.. .
e BELON ) _GET (url) N
Write the
phone book
o Display b L 2000K {daty______j____ T
action (callto) i calltonxxx ARQ (xxx) .
H.323 basic call continues...
|

Figure K.4/H.323 — Non-call-related service control

Example 2: Cali-related service control, gatekeeper-routed call

The example illustrates a variation of a "Call Waiting Service" with options for the calling party. The
gatckeeper detects that the called party is busy and provides an URL to the calling party in an
Alerting message (to prevent a timeout at the calling endpoint). The URL references a web page
containing a sct of options for the further processing of the call.

The user hears the audio alert and a web page with options is presented. The options could be divert
to voice-mail, email or operator. The user selects the voice-mail and this selection is signalled to the
HTTP-server that informs the endpoint about this.

The gatekeeper effectuates the diversion request as call forwarding on no reply {as Alerting have
been sent) and informs the HTTP-server about the successful diversion. The HTTP server then
responds to the browser with a new web-page saying, for example, that diversion was completed
successfully and giving it some new options. Sec Figure K.5.
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end-user  browser  endpoint gatekeeper endpoint  HTTP-server
Sefup Sctup
ReleaseComplete (user busy)
Find URL for
the called party
. arfing (url}
"Ring fone” < Alerting (urf)
_ Load (u1l) -
GET (ur)
........................................................ .]
. 2006 OK (data
Display <—~—---~(-~-—) ---------------------------------------------
Select among . .
; fions Voice-mail
given options
Server
achon GET (ur] = "do action)
= - e o e e e e e e e e om .........4.,....,................................‘»
interpret action,
inform GK
Divert call
Sztup
Connect Conneet
H.243 procedures and media exchange
Dhversion ok
Display lg - ... |..._ 000K @aty 1
T1608350-00

Figure K.5/H.323 — Call-related service control, gatekeeper-routed call

Example 3: Call-related-service control, non-gatekeeper-routed call

The example illustrates the same service as in Example 2, executed at the called endpoint. The called
endpoint is busy in a call and returns an URL to the calling party in an Alerting message (to prevent
& timeout at the calling endpoint). The URL references a web page containing a set of options for the
further processing of the call.

The user hears the audio alert and a web page with options is presented. The options could be divert
to voice-mail, email or operator. The user selects the voice-mail and this selection is signalled to the
HTTP-server that informs the endpoint about this.

The endpoint effectuates the diversion request as call forwarding on no reply (as Alerting has been
sent) and informs the HTTP-server about the successful diversion. The HTTP server then responds
to the browser with a new web-page saying, for example, that diversion was completed successfully
and giving it some new options. See Figure K.6.
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end-user browser  endpoint gatekeeper endpoint HTTP-server

Setup

"Ring-tone" Alerting (url)

. Load {url)

GET {url)

L - i S - - - ——— - ..‘b
. 200 OK {data)
wenlay - i !
o Display kg T T
Select among
given options
. T R GET {url = "doaction’y | R
Interpret action,
mform
S ) Action {divert call)
Facibity (CaliRercuting Invoke) %

&

1
Facility {CallRerouting. ReturnResult) .
= : Diversion ok

_ Display ¢

Voise-mail
server
Setup (divertingleginfo2.Invoke)
P g i
B

Connect {divertingLeginfod.Invoke)
]
ReleaseComplete
|

H.245 procedures and madia exchangz

16808468000

Figure K.6/H.323 — Call-related-service contrel, non-gatekeeper-routed call

Example 4: Non-call-related service conirel, seript upload

Call processing scripts are also a form of service control. The example shows a terminal uploading a
script after registration. The user prepares the script by a graphical builder in the endpoint or by
other means, and decides to upload this to the server.

In this case the endpoint knows, when the user decides to upload the script, that it must utilize the
POST scheme, The details of the script and impacts on further call signalling is dependent on the
script. See Figure K.7.
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end-user webeelient endpoint gateheeper web-server
i
' ‘ RRQ
User prepares 5 RCF (url)
script and decides
to upload
Unload o POST (Data)
_________________________________________ FY
200 OK
G. - - " - o= -
; Script effectuated
i T1648370-00

Figure K.7/H.323 — Nen-call-related service control, script upload

K.5 References

The following ITU-T Reconuuendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are theretore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references Hsted below. A list of the currently
valid ITU-T Recommendations is regularly published.
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[H323)] ITU-T Recommendation H.323 (2000), Packet-based multimedia communications
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packetization for packer-based multimedia communication sysiems.

[URL] BERNERS-LEE (T.) et al.: Uniform Resource Locators (URL), RFC 1738, Internet
Engineering Task Force, December 1994

[HTTP] FIELDING (R.) et al: Hypertext Transtfer Protocol — HUTP/1.1, RFC 2068, Internet
Engineering Task Force, January 1997,
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[S-HTTP] RESCORLA (T.) er ai.: The Secure HyperText Transfer Protocol, REC 2660, Internet
Engineering Task Force, August 1999,

[HTML] BERNERS-LEE (T.): Hypertext Markup language— 2.0, RFC 1866, Interner
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ANNEX L

Stimulus contrel protocol

L. Scope

H.323 Annex L describes stimulus signalling procedures between H.323 terminals and a Feature
Server functional entity, This stimulus method allows the network service provider to implement
new supplementary services for the terminals without changes in the terminal software, which results
in casier maintenance. An example of such terminals is a LAN attached feature phone. A Feature
Server may be colocated with the Gatekeeper.

The H.323 stiniulus protocol allows services to be provided by one or more Feature Servers. For
interoperability, standard H.225.0 signalling is used for basic call control, and all manipulations of
media streams are done using standard H.245 or Fast Connect procedures. Mechanisms based on
ITU-T Rec. H.248 are used to manipulate physical terminations such as speaker or handset.

The protocol described by this annex can support both the direct signalling model and the
Gatekeeper routed model,

The typical configurations iltustrated by Figures L.1 and L.2 show functional signalling eatities that
may be involved in a call from an H.323 stimulus terminal to another endpoint in a different H.323
zone. Figure 1.1 shows the Feature Server acting as a signalling proxy for the Annex L terminal.
Figure 1.2 shows the Feature Server colocated with the Annex L terminal's Gatekeeper. In both
cases, the Feature Server has access to the H.323 signalling, which provides it with call state
tnformation which may be useful for particular services, as well as enabling the Feature Server to
atfect media streams using H.245 or Fast Connect signalling.

iP
Network
Feature
Server H.225.0 Call Sgn.
/H.450
H.323 Stimulus HL450 -
Slimu.lus 11,323 ) S‘;"i er W H.245
Terminal s e £ ” ®
Stimulus, .~ >
,/"u} s
A /
e \
Stimulus FUN )
Client H'(‘L"'V To other
FE A H.323
/ Endpoints/Zones
e
ﬂ/
H.323
Basic
Call
Q TP Payload b
< P
i el T1609020-60

Figure L.1/H.323 — Example of Annex L in conjunction with direct signalling model
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Figure L.2/H.323 — Example of Annex L in conjunction with GK-routed signalling model

1.1.1  Terminoloegy

L.1.1.1 feature server: A Functional Entity that uses the method described in this annex to provide
featurcs to an Annex L Endpoint. A Feature Server may reside anywhere in the network. It may be
colocated with a Gatekeeper, or reside on a gateway or other H.323 callable entity. A Feature Server
may provide interworking between the stimulus protocol and H.450 services.

£.1.1.2 Annex L endpoint: An H.323 callable entity that can be controlled using the method
described in this annex,

L.1.1.3 feature; A transaction that can affect the user interface and which may alter media
stredrming,

L.1.2 Relationship of H.323 stimulus to H.248

Since H.248 was developed for control of media gateways, it implies tight relationship between
controller and the media gateway. Endpoints, such as telephones and residential gatoways, can be
included as controlled devices and treated as single line media gateways. However, these are tied to
exactly one controller, which provides all connection control, features and services to the
H.248 endpoints. A user can subscribe to features from one controller at a time.

H.323 Annecx L adopts the controller/endpoint model of H.248 for control of stimulus supplementary
services, so that these procedures need to be defined only once. Annex L expliciily exchudes all parts
of H.24R that are related to the control of media connections, which is done using standard H.245 or
Fast Connect.

1,13  Relationship of H.323 stimulus to HITP

H.323 Annex K allows third party control of an H.323 call based on & separate hypertext connection
(using HTTP) for user interaction. There is no fixed set of capabilities for the user interface, as
various types of text formats, images, and sounds will be utilized dynamically. The service provider
{the HTTP server) is responsible for the mapping between HTTP events and call control actions
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(H.450 or other messages) for supplementary services, so the H.323 endpoint is unaware of the
HTTP application. The service provider may be associated with the local gatekeeper, or the remote
endpoint, or remote gatekeeper within a call.

1.1.4 Relationship to H.456 supplementary services

Because a stimulus terminal does not perform H.450 supplementary services, the feature server or
the gatekeeper is responsible for providing a proxy function for handling of the H.450 procedures
over the network on behalf of the terminal,

In this case the feature server becormes an endpoint for all H.450 operations and implements all
supplementary services and the state machines involved. The interaction with the user happens
through the telephone user interface, which the gatckeeper is able to control via the H.323 stimulus
signalling,

1.2 Introduction

The essential requirement for an H.323-based stimulus protocol is to provide a set of capabilities that
allow supporting endpoints access to a potentially unlimited set of supplementary services. There are
many benefits to such a protocol, such as allowing endpoints to remain relatively lightweight, and
providing a degree of isolation from the effects of new feature introduction. These services
themselves are typically controlled by a Gatckeeper, a proxy, or other network entity. This annex
uses the term "Feature Server” to generically designate any network entity providing configuration
or stimulus control of endpoints according to the protocol described.

The goals of the protocol described in this annex are:

* support for arbitrary (standard and non-standard) supplementary services;
. interoperability of these services between Feature Server and endpoint;
. backwards compatibility with endpoints using H.323 (version 2 or later).

This protocol achieves these goals by incorporating significant portions of the protocol described in
ITU-T Rec. H.248. H.24R describes a purely stimulus model of endpoint control, whereas Annex L
must necessarily be a hybrid of both stimulus and H.323-based functional models. Annex L entities
use H.248 PDUs in addition to standard H.323 messages to support this hybrid model.

Annex L describes a framework that eases delivery of services into both H.323 and H.248-based
systems, by allowing a high degree of commonality between an Arnex 1. Feature Server and the
components of an H.248 Media Gateway Controller (MGC) not related to media control. This
framework cnables the reuse of H.248-hased packages in H.323-based systems, often with little or
no modification. For example, suitably designed packages can allow a Feature Server to control
various user interface elerents of a compliant terminal, such as:

. write to a text display;

» provide hardware-independent indications to the endpoint, from which the endpoint may
control its own indicators, such as message waiting or line lamps;

. receive user input such as digits, text, special keys (such as hookswitch and function keys);

¢ assign functions 1o soft keys and into an endpoint resident directory;

v request application of specific tones;

* specify tones dynamically,

Annex L ierminals possess the above-listed control capabilities in common with H.248 terminals; the
two types differ only in the means of managing media streams and their association with one or more
calls or "contexts".

Use of the protocol desceribed in this annex is suggested for, but is not restricted to H.323 Annex F
Simple Endpoint Types.
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1.3 Stimulus framework

£33 Overview

Annex L. terminals use the standard H.323 mechanisms for registration and signalling channe
establishment, Normal H.225.0 (13.931) call signalling is used for call establishment and termination,
Media control may use the H.323 fast connect procedures (including repeated fastStart) or,
optionally, H.245 signalling using procedures described in ITU-T Rec. H.245, H.323 and its
annexes. Use of these mechanisms may result in the creation of analogues to H.248 ephemeral
terminations (which are not directly controllable using Annex L).

Stimulus signalling capabilities of Annex L Endpoints will be specified in packages as in FH.248. For
example, an Annex L terminal might be described by a basic set package (for switchhook changes,
etc.), a keypad package, an alerting package, a key package, and a display package. Additional
packages might be included to permit modification of operational parameters and/or collect
performance statistics,

As Annex L terminals are principally H.323 endpoints, H.323 procedures shall always apply and
cannot be disabled by any 1248 signalling. For example, if an H.248 command results in the
termination of a call, standard H.245 and H.225.0 signalling for call termination is still required.

1.3.2  Protocol signalling

The only form of signalling that all H.323 entities must support is H.225.0 (Q.931) Call Signalling.
This is the most appropriate transport for the stimulus protocol as it allows a Feature Server to be co-
located with a Gatekeeper or any other type of H.323 endpoint.

Annex L entities should support encapsulation of H.248 messages in the StimulusContrel ficld,
which is available in all H.225.0 call signalling messages. On every call on which it participates, an
Amnex L endpoint which supports H.248 encapsulation shall include a StimulusCeontrel ficld in the
first H.225.0 call signalling message that it sends to any other 11.323 entity (the StimulusControl
ficld may be empty).

When an endpoint registers with a Gatekeeper, the Gatekeeper may indicate an alias for the Feature
Server in the featureServerAlias field of the RCF. When this alias is present, it should be used by
an Amnex L endpoint as the server destination for non-tunmelled H.248 signalling which is
constrained to the functionality defined by of this Annex. Usc of this alias address allows the
Gatekeeper to associate or route the call to the Feature Server. Upon reception of a wvalid
featureServerAlias in an RCF, a supporting cndpoint shall immediately send an H.248
ServiceChange command containing the Root Terminationld to the indicated Feature Server
address.

This allows two models of interaction between a Feature Server and an Annex L Endpoint:

e the Feature Scrver is present in the call signalling path for all H.225.0 call signalling
messages for all calls originating and terminating on an Annex L Endpoint;

. a separate call signalling connection between the Annex L Endpoint and the Feature Server
is established only when this feature is invoked,

1.3.3 Useof H.248

Annex L endpoints shall support the transaction level procedures of 7.2/H.24&. Annex L signalling

may include any of the commands defined in clause 7/H.248,

Because Annex L terminals do not use H.248 for media control, use of the following H.24%

descriptors 18 not  applicable to  Amnex L entities: ModemDescriptor, MuxDescriptor,

StreamDescriptor, LocalControl  Descriptor, Local Descriptor, Remote Descriptor, and

TopologyDescriptor. These descriptors shall not be used for Annex L signalling and shall be ignored

if received. Note that Annex L cannot be used to explicitly address different media streams; if an
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Amncx L terminal supports multiple media streams (e.g. audio and video), the assignment of a
termination to the call context (0xFFFFFFFD, see L.3.4, below) is implicitly assumed to refer 1o the
streamm carrying the appropriate medium,

The packages supported by the endpoint should be listed in the supported H248Packages field of
the RRQ when the endpoint registers with a Gatekeeper. If this ficld is present, but empty, a Feature
Server can use an AuditCapabilities query to determine the supported packages.

1.3.4 H.225.0 encapsulation

All H.225.0 encapsulated Annex L related signalling uses a StimulusContrel structure. Use of uts
fields is deseribed in this clause. The use of Annex L by an endpoint is inferred from the presence of
this structure in the first call signalling message sent by the endpoint to the feature server, If
no H.248 message is encapsulated in this structure, then all of its optional contained fields may be
omitted,

Encapsulated Annex L stimulus control shall be signalled using the stimulusCentrol field in the
H323-UU-PDU clement that 15 used for call signalling in H.323.

The H.248 message to be sent shall be encapsulated in the h248Message field in the
stimulusCeontrol sequence. The encapsulated message is a full MegacoMessage data type as defined
in ITU-T Rec. H.248.

When an Annex L Feature Server becomes active within the context of an existing call, it may need
to determine the state of that call, and/or the endpoint. This ¢can be accomplished with the use of
the H.248 AuditValue command.

The assignment of Terminationids for physical terminations on the endpoint may be provisionad on
the Feature Server and endpoint, predefined in a package, or obtained via AuditCapabilities,

H.243 signalling may be either binary (H.248 Annex A) or text (H.248 Annex B) based. The default
is binary encoding. The presence of the isText field shall be used to indicate that H.248 Annex B
encoding has been used for the H.248 descriptors in the StimulusControl structure., Annex L
Endpoints may support only one form of encoding, and shall use the same form of encoding for all
Annex L signalling to a Feature Server. Annex L Feature Servers should support both forms of
encoding; communication from a Feature Server to an endpoint shall use only the form for which the
endpoint has indicated support.

For H.225.0 encapsulated Annex L signalling, the special value "ANNEX-L", defined as
OxFFFEFFFD, shall be used as the Contextld for all call-related transactions. All commands shall
apply to the current H.323 call (as represented by the callldentifier of the H.225.0 call signalling
message encapsulating the H.248 command). Commands not related to the call represented by the
encapsulating H.225.0 message shall be associated with a Contextld value of NULL, as defined in
ITU-T Rec. H.248.

Encapsulated Annex L transactions shall not use Contextld values other than NULL (as defined in
ITU-T Rec. H.248) or ANNEX-L {as defined above).

Certain H.248 activities may not be associated with active F1.323 calls, In this case, any existing call
signalling channel between the endpoint and the Feature Server may be used, and the procedures of
H.24R shall be used to associate the activity with the correct H.24R objects. For these activities,
H.323 call independent signalling procedures may be used. For call independent signalling, the
procedure of 7.2/H.450.1 shall be used.

For H.248 activities that can be associated with an active call with the desired Feature Server in the
call signalling path, any appropriate H.225.0 call signalling message may be used to communicate
between Feature Server and endpoint.
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L.4 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references tisted below. A list of the currently
valid ITU-T Recommendations is regularly published,

- ITU-T Recommendation H.248 (2000), Gateway control protocol.

- ITU-T Recommendation H.248 Annex G (2000), User interfauce elemenis and actions
packages.

- ITU-T Recommendation H.450.1 (1998), Generic functional proiocol for the support of
supplementary services in H.323.

I

ANNEX M1
Tunnelling of signalling pretecols (QSig) in H.323

Mi.l  Scope

The purpose of this annex is to give guidance on how the generic tunnelling mechanism described in
10.4/H.323 can be used to tunnel QSIG over H.323 networks. Other groups such as ISO/IEC are
wltimately responsible for the QSIG procedures themselves. Information on QSIG (also known as
PSS1) can be found in references [ 1] and {2] below.

M1.2 Normative references

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. Al Recommendations and other references are subject o revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published.

1 ISO/IEC 115872:2000, Imformation technology — Telecommunications and information
exchange between systems — Private Integrated Services Network - Circuii Mode Bearer
Services — Inter-exchange signalling procedures and protocol.

(2] ISO/IEC 11382:1995, Information technology — Telecommunications and information
exchange between systems — Private Integrated Services Nerwork — Generic functional
protocol for the support of supplementary services — Inter-exchange signalling procedures
and protocol,

3] ITU-T Recommendation H.323 (2000), Packet-based muliimedia communications systems.

[4] ITU-T Recommendation H.225.0 (2000), Call signalling protocols and media stream
packetization for packet-based multimedia communication systems.

M1.3  Endpoint procedures

Endpoints supporting tunoelling of QSIG information shall use the procedures of 10.4/H.323, with
the following OBJECT IDENTIFIER used as the TunnelledProtocol:

. {iso (1) identified-organization (3) icd-ecma (B8012) private-isdu-signalling-domain (9)}
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H.225.0 messages tunnel the contive QSIG message, unchanged, starting with the Protocol
discriminator field, and ending with the other information elements. The binary content of the QSIG
messages is encoded as an OCTET STRING n the H323-UU-
PDU.tunnelledSignsallingMessage.messageContent. Since the binary encoding of QSIG messages
is what is tunnclled, the integrity of the QSIG messages is fully preserved, including any BER
encoding of ASN.1 in Facility or Notification indicator information elements.

QSIG messages can, but need not, be tunnclied in the corresponding H.225.0 messages. For
example, the QSIG SETUP message can be tunnelled in a H,225.0 SETUP message, and the QSIG
RELEASE COMPLETE message can be tunnclled in an H.225.0 RELEASE COMPLETE message.
For other messages, it is possible that there is no corresponding H.225.0 (Q.931) message (e.g. in the
case of a QSIG DISCONNECT message) or the corresponding message is not available because it
has already been sent. In those cases, the QSIG message may be tunnelled in an H.225.0 FACILITY
message. A QSIG CALL PROCEEDING message should be tunnelled in an H.225.0 FACILITY
message since the H.225.0 CALL PROCEEDING message does not have end-to-end significance.
Also since the NOTIFY and PROGRESS messages are optional, they might not be delivered end-to-
end and should be tunnelled in a FACILITY message. QSIG call clearing procedures may be
supported by tunnelling the QSIG DISCONNECT and RELEASE messages in the H.225.0
FACILTTY message. In the special case where a tunnelled GSTG RELEASE message is interpreted
as & tunnelled QSIG RELEASE COMPLETE message (this happens when a QSIG RELEASE
message is received when a RELEASE COMPLETE was expected), the H.323 call may be released
by the side receiving the QSIG RELEASE message by sending an H.225.0 RELEASE COMPLETE
with no tunnelled QSIG message.

A single QSIG call can be tunnelled in a single H.323 call. The relationship between QSIG call
references and H.2235.0 call references is outside the scope of this Recommendation.

Table M1.1 is indicative only and illustrates an example of the mapping between QSIG messages
and H.225.0 messages,

Table M1.1/11.323 —~ Mapping between QSIG messages

and H.225.0 messages
SETUP SETUP
ALERTING ALERTING
CONNECT CONNECT
RELEASE COMPLETE RELEASE COMPLETE
CALL PROCEEDING FACILITY
FACILITY
PROGRESS
NOTIFY
DISCONNECT
All other messages

Mid  Tunnelling of QSIG connection oriented call independent signaliing

For QSIG call independent signalling connections, no H.245 control chanunel and no media channels
are required.

2
2

P

) ITU-T Rec. H.323 (11/2008)

CSCO-1032
CISCO SYSTEMS, INC. / Page 234 of 258



The call signalling procedures of H.225.0 may be used to cstablish a call independent signalling
connection between the peer endpoints, as described in 10.4/H.323.

M1.5 Gaiekeeper procedures

A gatekeeper participating in a call where QSIG tunnelling 1s used between the endpoints should
pass along tunnelled QSIG messages unchanged unless it intends to terminate the tunnel. This may
be the case when a gatekeeper is offering emulated QSIG services.

ANNEX M2
Tunnelling of signaling protecols (ISUP) in H.323

M2.1 Scope

The purpose of this annex is to give guidance on how the generic tunnelling mechanism described in
10.4/H.323 can be used to tunnel ISUP over H.323 networks. Other groups such as ITU-T are
ultimately responsible for the ISUP procedures themselves, Information on ISUP can be found in
references [1] and {2] below.

M2.2 Normative references

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
vahid ITU-T Recommendations is regularly published.

[1] ITU-T Recommendation Q.763 (1999), Signaliing Svstem No. 7 — ISDN user part formats
and codes.

[2] ITU-T Recommendation Q.764 (1999), Signalling System No. 7 — ISDN User Part
signalling procedures.

[3] ITU-T Recommendation H.323 (2000), Packet-based multimedia communications sysiems.

4] ITU-T Recommendation H.225.0 (2000), Call signalling protocols and media stream
packetization for packet-based mudtimedia communication systems.

M2.3 FEndpoint procedures

Endpoints supporting tunnclling of ISUP information shall use the procedures of 10.4/H.323.
Endpoint shall identify the ISUP variant by either using the tunnelledProtocolObjectlD or the
TunnelledProtocelAlternateldentifier structure. The subldentifier may be used to identity the
revision of the ISUP varant, ¢.g. "1988". See Table M2.1.

Table M2.1/H.323 — Examples of tunnelled protocols identified by tunnelied ProtocolObjectiD

Standard tannclledProtocelOhjectID sublidentifier
ITU-T Rec. Q.763 {1 988) {iw-t (0} recomamendation () g (17) 763} "1988"
ITU-T Rec. Q.763(1992) {ttu-t {0) recommendation (0) q (17) 763} "1992"
ITU-T Ree. H.323 (11/2000) 221
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When using the TunnelledProtocolAlternateldentifier structure the protocolType shall be set to
"isup". The protocolVariant shall be a string identifying the ISUP specification used, e¢.g. a
document number. See Table M2.2,

‘Table M2,2/H.323 - Examples of tunnelled protocols identified by
TunanelledProiocol Alernateldentifier

ISUP specification protecolType protocolVariant subldentifier
{Note)

ANSIT1.113-1988 “isup” "ANSIT1.I13-1988" "1988"
ETS 300 121 "isup” "ETS 300 1217 "2
ETS 300 356 "isup” "ETS 300 356" ) "356"
BELLCORE GR-317 “tsup" "BELLCORE GR-317" "317"
JT-Q761-4(1987-1992) "1sap” "JTA761-4(1987-1992)" g7
JTAQ761-4(1993) “isup” "JT-Q761-4(1993)" g3
NOTE - The ISUP specification may be a standard, a Recormmendation or any other document specifying
the ISUIP protocol e.g. an ISUP interconnection specification for a specific country.

. { itu-t (0) recommendation (§) q (17) 763 }

H.225.0 messages tunnel the eotire ISUP message, unchanged, starting with the Message type code
parameter, and ending with the other parameters. The binary content of the ISUP messages is
encoded as an OCTET STRING in the H323.Ui-
PDU.tunnelledSignallingMessage.messageContent. Since the binary encoding of ISUP messages
is what is tunnclled, the integrity of the ISUP messages is fully preserved.

For example, the [ISUP IAM message can be tunnelled in a H.225.0 SETUP message, and the ISUP
ANM message can be tunnelled in an H.225.0 CONNECT message. For other messages, it is
possible that there is no corresponding H.225.0 message (e.g. in the case of an ISUP IDR message)
or the corresponding message is not available because it has already been sent. In those cases, the
ISUP message may be tunnelled in an H.225.0 FACILITY message.

A single ISUP call can be wwnelled in a single H.323 call.

Some information elements in the H.225.0 message may have been modified by the H.323 network
and the gateway receiving the tunnelled ISUP message may need to override the corresponding
ISUP parameters.

The tunnellingRequired flag shall be incheded in the Setup message when the ISUP required
parameter in the IAM message indicates 'ISUP required’.

Table M2.3 is indicative only and illustrates an example of the mapping between ISUP messages and
H.225.0 messages.

™2
o
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Table M2.3/H.323 - Mapping between ISUP messages
and H.225.0 messages

IAM SETUP

SAM INFORMATION

CPG CALL PROCEEDING, ALERTING, PROGRESS,
NOTIFY or FACILITY

ACM CALL PROCEEDING, ALERTING, PROGRESS,
NOTIFY or FACILITY

ANM, CON CONNECT

REL RELEASE COMPLETE

All other messages FACILITY

M2.4 Gatekeeper procedures

A gatekeeper participating in a call where ISUP tunnelling is used between the endpoints should pass
along tunnelled ISUP messages unchanged unless it intends to terminate the ISUP tunnel. This may
be the case when a gatekeeper is offering ISUP services.

A gatekeeper shall not select an endpoint that does not support ISUP when the tunnellingRequired
flag is included the Setup message.

APPENDIX 1

Sample MC to terminal communication mode command

L1 Sample conference Scenario A

Endpoints A, B and C are in an audio and video distributed conference using multicast. The MC
{which could be anyone of the nodes) has decided to place the media and media control channels on
the following multicast addresses:

Sirgam Maukticast address
Audio for all endpoints: MCAT1
Audio Conirol for alt endpoints: MCA2
Video from endpoint A: MCA3
Video Conirol data about endpoint A: MCA4
Video from endpoint B: MCAS
Video Conirol data about endpoint 3: MCAS6
Video from endpoint C: MCA7
Video Control data about endpoini C: MCAS
TTU-T Rec. H.323 (11/2060) 223
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12

All entries are comunands for endpoints to open a logical channel for transmission. terminalLabel is

only present when the entry is specitic to a single endpoint in the conference.

1.3

on?

CommunicationModeT able sent to all Endpeints

ENTRY 1 - AUDIC & AUDIO CONTROL FOR CONFERENCE

sessionlID 1
sessionDescription Audio

dataType Audioc Capability
mediaChannel MCAL
mediaContrelChannel MCAZ

ENTRY 2 - VIDEOC & VIDEO CONTROL FOR NODE A

sessionlD 2
aaaociatedsSessionid 1

terminallabel M/T for A
sessionDescription Video for Node A
dataType Video Capability
mediaChannel MCA3
mediaContrelChannel MCA4

ENTRY 3 -~ VIDEO & VIDEO CONTROL FOR NODE B

sessionll 3
associatedS8essionId 1

terminallLabel u/T for B
sessionDescription Videeo for Node B
dataType Video Capability
mediaChannel MCAS
mediaContyelChannel MCAS

ENTRY 4 -~ VIDEO & VIDEO CONTROL FOR NODE C

sesgionlD 4
agsociatedsSegssionid 1

terminallabel ¥/T for ¢C
seasiocnlescription Video for Node C
dataType Video Capability
mediaChannel MCA7
mediaControlChannel MCAB

Sample conference Scenario B

Endpoints A, B and C are in a multipoint conference where audio is unicast from each endpoint and
centrally mixed, but video is multicast from the endpoints. The MC may send a unique

C

s

ommunicationModeCommand to cach endpoint, or it may send the same message to all endpoints

if the table entries are identified by the destination endpoint’s label. For this example, assume that the
samc message is sent to all endpoints.

2
&~

4
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1.4

Stream Multicast Address

Audio from endpoint A: LUCAT
Audio Control data about endpoint A: UCA2
Audio from endpoint B: UCA3
Audie Control data about endpoint B: UCaA4
Audio from endpoint C: UCAS
Audio Coniral data about endpoint C: UCAD
Video from endpoint A: MCA]
Video Control data about endpoint A: MCA2
Video from endpoint B: MCA3
Video Control data about endpoint B: MCA4
Video from endpoint C: MCAS
Video Control data about endpoint C: MCA6

CommunicationModeTable sent to all Endpoints

All entrics arc commands for endpoints to open a logical channel for transmission. terminalLabel is
only present when the entry is specific to a single endpoint in the conference.

ENTRY 1 - AUDIO & AUDIO CONTROL POR NODE A

gegsionld 1
sessionDescription Audio
terminalLabel M/T for A
dataType Audio Capability
mediaChannel UCAL
mediaControlChannel UCA2

ENTRY 2 ~ AUDIO & AUDIO CONTROL FOR NODE B

sessionid 2
sessionDescription Audio
terminallabel ¥/T for B
dataType Audio Capability
mediaChannel UCAS
mediaControlChannel UCA4

ENTRY 3 -~ AUDIO & AUDIO CONTROL FOR NODE C

sessionId 3
sessionDescription Audio
terminallLabel M/T For C
datalype Audio Capability
mediaChannel UCAS
mediaControlChannel UCAE

ENTRY 4 - VIDEC & VIDEQO CONTROL FOR NODE A

gessionID 4
associatedSessionID 1

terminalbabel M/T for A
sessionDescription Video for Node A
datalype Video Capability
mediaChannel MCAL
mediaControlChannel MCA2

ENTRY 5 -~ VIDED & VIDEC CONTROL FOR NORE B

sessionlIDd 5
associatedSessionID 2
terminalLabel M/T for B

ITU-T Rec. H.323 (11/2000)
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sessionDescription Video for Node B

dataType Video Capability
mediaChannel MCA3
mediaControlChannel MCa4

ENTRY 6 - VIDEO & VIDEO CONTROL FOR NODE C

sessionid [
associatedSesgsionID 3
terminallabel M/T for C
sessionDescription Video for Node C
dataType Video Capability
mediaChannel MCAS
mediaControlChannel MCAE

APPENDIX II

Transport level resource reservation precedures

i1 Intreduction

H.323 recommends the use of transport level resource reservation mechanisms to fulfil the QOS
requirements of real-time video and audio streams. Although the transport level resource reservation
mechanisms themselves are beyond the scope of H.323, the general method and coordination of
these transport level mechanisms between H.323 entities is described in this appendix to prevent
conflicting interoperability issues.

This appendix describes the use of RSVP (Resource reSerVation Protocol) as a possible mechanism
for providing transport level QOS over iP-based networks. Other protocols may be used; however,
the basic procedures defined in this appendix should still apply. Participants in a conference should
be able to signal their intentions, capabilities, and requirements in a standard, protocol-specific
manner. In addition, the signalling sequence of the resource reservation mechanisms must be
specified such that the call establishment interval s minimal,

RSVP is the transport level signalling protocol for reserving resources in unreliable IP-based
networks. Using RSVP, H.323 endpoints can reserve resources for a given real-time traffic stream
based on its QOS requirements. Only best-cffort delivery of the packets is possible if the network
fails to reserve the required resources or if RSVP is absent.

.2 QOS support for H.323

When an endpoint requests admission with a Gatekeeper, it should indicate in the ARQ message
whether or not it is capable of reserving resources. The Gatekeeper should then decide, based on the
information it receives from the endpoint and on information it has about the state of the network,
either:

. to permit the endpoint to apply its own reservation mechanism for its H.323 session; or
. to perform resource reservation on behalf of the endpoint; or
. that no resource reservation is needed at all. Best-effort is sufficient,

This decision is conveved to the endpoint in the ACF message. The endpoint shall accept the
Gatekeeper's decision in order to place a call.

The Gatekeeper should reject an endpoint's ARQ, if the endpoint does not indicate that it is capable
of resource reservation, and the Gatekeeper decides that resource reservation must be controlied by
the endpoint. In this case, the Gatekeeper should send an ARJ back to the endpoint.

The specific field in H.225.0 RAS signalling to permit this functionality is the transportQOS ficld.
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In addition to transpertQOS, an endpoint should also calculate and report the bandwidth it currently
intends to use in all channels of the eall. This bandwidth should be reported in the bandWidth field
of the ARQ message independent of the decision by the endpoint to use RSVP signalling or not. In
addition, if bandwidth requirements change during the course of the call, an endpoint should report
changes in bandwidth requirements to the Gatekeeper using BRQ independent of the decision to use
RSVP.

RSVP reservations can only be made by network entitics which are in the path of media flow
between endpoints. It is possible through Gatekeeper routed call signalling to route media streams
through a Gatekeeper. However, most of the time media channels will be routed between endpoints
without passing through the Gatekeeper. If a Gatekeeper decides to route media streams, then the
procedures followed should be identical to those for RSVP signalling directly from the endpoints. It
is best if RSVP reservations are made directly by the endpoints since this will reserve resources
along the entire routed path of the call. The remainder of this appendix discusses the use of RSVP by
the H.323 endpoints.

Some of the salient points of RSVP are as follows:

. RSVP supports both unicast and multicast environments;

° RSVP is tied to specific streams (i.e. specific Transport Address pairs);

. RSVP is soft-state based, and thercfore adapts dynamically to changing group membership
and routes;

. RSVP is unidirectional;

° RSVP is receiver-oriented — the recipient of the media stream makes the reservation
(scalable).

.3 RSVP background

In the following description, the high-level usage of RSVP in a simple H.323 conference will be
outlined,

Router

T1604230-97

e SRR Path Messages

.................... s Reserve Messages

Figure HL.1/H.323 - Resource reservation for a point-to-point connection
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In Figure IL.1 above, Endpoint A wishes to send a media stream to Endpoint B. Therefore, it has to
open a logical channel to B. RSVP signalling for resource reservation should be a part of the opening
logical channel procedure. Endpoint A would cause RSVP Path messages to be sent out to B, These
Path messages go through routers and leave "state” on their way tracing towards B. Parh messages
contain the complete source and destination addresses of the stream and a characterization of the
tratfic that the source will send. Endpoint B would use the information from the Parh to make the
RSVP Resv request for the full length of the path. Resv messages contain the actual reservation and
will generally be the same as the traffic specification in the Path message.

Router

T1804300-57

R Path Messapes

e it RESEXVE Messages

Figure 11.2/H.323 - Resource reservation for a point-to-multipeint connection

In Figure 11.2 above, 8 multipoint conference is shown, The Path messages are utilized in the same
manner as the simpler point-to-point case. It should be noted that the Resv requests are aggregated by
the routers to keep redundant reservation requests from occurting upstream.

Path messages must contain the complete destination/source addresses and a traffic specification.
Resv messages contain the reservation parameters and the required scrvice. Path and Resy messages
for a given traffic stream should be sent as part of the openLegicalChannel procedure for that
particular stream. The reservation should be released during the closelogicalChannel procedure
using the RSVP ParhTear and ResvTear messages.

Note that RSVP Path and Resv messages use the same P address/port pair as the media to be
delivered between endpoints. This means that these messages must be filtered out of the media
stream by the endpoints, This is not an issue for endpoints which do UDP filtering since RSVP
messages themselves are not UDP messages. Even so, the sender of a media stream should not use
RSVP when the receiver is not capable of it. RSVP capabilities are exchanged as part of the
capability exchange and open logical channel procedures.

RSVP is only a signalling protocol. Together with the appropriate QOS services (e.g. guaranteed
QOS or controlled-load service), scheduling mechanisms (e.g. weighted fair queuing), and policy-
hased admission control module (e.g. local policy manager), RSVP is capable of satisfying the QOS
requirements of H.323 conference participants. In addition, RSVP is designed for point-to-point

[
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links. I a path traverses a sharcd link, RSVP invokes the appropriate resource rescrvation
mechanism for the specific shared medium, ¢.g. SBM (Subnet Bandwidth Management) in case of
Ethernet. Al the mechasisms mentioned in this paragraph arc contrelled completely from within
RSVP. Therefore, all that an H.323 endpoint needs is RSVP signalling.

1.4  The H.245 capability exchange phase

During the H.245 capability exchange phase, cach endpoint indicates its transmit and receive
capabilities to the other endpoint. The g(38Capability is part of the capability exchange. However, it
is not stream-specific. Therefore, the RSVP parameters if specitied in the qOSCapability would
represent an aggregate for all streams (either those to be transmitted or those to be recetved). Such
paramcters will not be of any use to the other endpoint. Therefore, the only RSVP-related
information an endpoint should convey to the other endpoint in the capability set is whether or not it
is RSVP-capable,

To signal RSVP capability, an endpeint shall set the appropriate available gOS8Mede fields within
the capability PDU during capability exchange. Endpoiots which do not receive RSVP capabilitics
from the receiving endpoint shall not use RSVP when opening logical channels.

1.5 Open logical channel and sefting up reservations

In this clause, we describe the steps that should be followed for opening an H.245 fogical channel
and reserving resources for a given traffic stream. Reservations are established only it both endpoints
indicate that they are RSVP enabled during capability exchange. We consider only the point-to-point
case. The case of point-to-multipoint (multicast) connections will be discussed in IL7.

The sender shall specify the RSVP parameters of the stream to be transmitted and the integrated
services the sender supports in the qOSCapability field of the openLogicaiChannel message. In
case of a point-to-point stream, the sender does not specify a receiver port ID in the
spenLogicalChannel message. This ID is selected by the receiver after receiving the
openLogicalChannel and is returned to the sender in the openLegicalChannelAck message. Only
then can the sender create an RSVP session for that stream (to create an RSVP session for a given
stream means that the endpoint registers with RSVP 1o get notified when messages arrive that may
affect the state of the RSV reservation for that stream) and start emitting RSVP Parh messages. The
receiver has sufficient information to create an RSVP session for the same siream before sending the
openLogicalChannelAck message. The information needed to create an RSVP session and initiate
RSVP processing are: the receiver IP address in case of point-to-point or the group multicast 1P
address in case of point-to-multipoint, the receiver port ID, and the protocol (always UDP in case of
H.323 audio and video streams on [P networks).

A receiver may not want to start receiving stream packets until the RSVP reservations are in place.
To achieve this, the receiver may set the Boolean flowcontrolTeZers ficld of the
openLogicalChannelAck message to TRUE to indicate that it does not wish to receive any traffic
on that channel before the resource reservations are complete, When a sender receives an
openLogicalChannelAck message with flowControlTeZere sct to TRUE, the sender shall not
transmit any traffic on that channel.

When the receiver starts receiving the sendet’s Parh messages, it should start sending RSVP Resy
messages. When the receiver receives an RSVP ResvConf message confirming that reservations have
been established, it may send a flowControlCommand to the sender unrestricting the bit rate of the
traffic stream, ic. cancelling the effect of the previous flowcontrolToZero field in the
openLogicalChannelAck message, When the sender receives the flowControlCommand it starts
transmitting packets,

Note that the ResvConf message and similarly all other RSVP messages are transmitted unreliably.
As a result, they may get delayed or cven lost. An endpoint should be aware of that fact and set
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timers with appropriate value while waiting for a ResvConf. The action taken if the endpoint times
out without receiving a ResvConf is up to the individual endpoeint vendors.

The behaviour of an endpoint if RSVP reservations fail at any point during an H.323 call is not
specified in this appendix and is left to the individual vendors. However, if an RSVP reservation
fails and the receiving endpoint decides that best-effort level of service is not acceptable, it may
request to close its logical channel using the requestChannelClose message. The closeReason ficld
is available in the requestChannelClose message to allow the receiver to signal to the sender that
the RSVP reservation has failed. Along with the failure indication, requestChannelClese includes
gOSCapability which can be used by the receiver to tell the sender the resources which are actually
currently available on the path from the sender to the receiver. At this point, the sender can decide to
try to reopen the channel with a lower bandwidth codec and/or data format and go through the Open
Logical Channel procedure again.

ANLRSVP Resv requests shall usc the same reservation style, the Fixed Filter style, for the following

reasons:

. Shared filter styles reduce to fixed filters in case of point-to-point calls.

. Different reservation styles for the same session cannot be merged in the network. For
example, if in a multipoint call some of the receivers request fixed filter reservations while
the rest request shared explicit reservations, then cither the fixed filter reservations or the
shared explicit reservations will fail,

. Shared reservations, created by wildcard filter and shared explicit filter styles, are
appropriate for those multicast applications in which multiple data sources are unlikely to
transmit simultaneously. In distributed multipoint H.323 calls, there is no mechanism {o
permit only one source to transmit at a specific time. On the other hand, in centralized
multipoint H.323 calls, the MCU is the only multicast source. Shared reservation styles are
not suited for cither case.

it is up to the endpoint vendors to choose which intserv QOS service (guaranteed QOS or controlied-
lnad) to use. However, any RSVP-enabled H.323 endpoint shall support the controlled-load service
as a least common service. This requirement is necessary to avoid interoperability problems that may
arise from RSVP-enabled H.323 endpoints which do not support a common intserv QOS service.

Figure 1.3 shows the sequence of messages in case of successful RSVP reservation.
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Endpoint 1 (EP1) Endpoint 2 (EP2)
Trapsmitter Receiver

OpenbogicalChannel

h A

OpeslogicalChannelAck
(includes dest. port [}

Fy

FlowControlCommand {maximum
Bit rate = § bits/s) Optional

RSVP Path

REVE Resv

A

RSVP Resv Confirm

FlowControiCommand (maximum
bit rate = no restriction) Optional

&

T1804310-07

Figure IL3/H.323 — Message sequence for opening a unicast logical channel with RSVP

ILé  Close logical channel and tearing down reservations

Before sending out a closeLogicalChannel message for a given traffic stream, a sending endpoint
should send a ParhTear message if an RSVP scssion has been previously created for that stream.
When a receiving endpoint receives 4 closel.ogicalChannel for a given traffic stream, it should send
a ResvTear message if an RSVP session has been previously created for that stream.

L7 Resource reservation for multicast H.323 logical channels

The H.245 openlLogicalChannel procedure is point-to-point even if the traffic stream involved 1s a
multicast stream. However for the receiving endpoint to start receiving packets of a multicast stream,
it has to join the multicast group and get connected to the source's multicast tree. When a receiver
receives an openLogicalChannel message, it joins the multicast group and the source's multicast
tree using standard YGMP procedures. The IGMP join (using IGMP Report message) takes place
before the receiver sends an openlogicalChannelAck back to the sender.

Tn case of a multicast stream, the sender specifies the receiver port ID in the openlogicalChannel
message instead of receiving the receiver port [D in the opeaLogicalChannelAck message.

The recetver may set the flowContrelToZere ficld of the spenlogicalChannelAck message to
TRUE, similar to the unicast case. However, the sender (an endpoint in a distributed conference or
an MCU in centralized conference) should decide not to juterrupt the data stream on the opened
channel, if it determines this interruption may affect other receivers of the same multicast group
which are already receiving that stream. As a result, in the multicast case, the receiver may iuitially
receive the data at best-effort until the RSVP reservations are established.

Figure 1.4 shows the sequence of messages required to open a logical channel and to join the
multicast tree and to reserve resources for a multicast stream.
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Endpoint 1 (EP1) Endpoint 2 (EP2)
{ransmitter Receiver

OpenlogicalChanne]

w

IGMP Report

Openl.ogicalChannelAck

RSVP Path

k.4

RSVP Resv

RSVP Resv Confirm

T1804220-87

Figure 11.4/H.323 - Message sequence for opening a multicast logical channel with RSVP

Betore sending out a closeLogicalChannel message for a given multicast stream, a sending endpoint
should send an RSVP ParhTeqar message if the logical channel being closed is the last channel
carrying that multicast stream and if an RSVP session bas been previously created for that stream.
When a receiving endpoint receives a closeLeogicalChannel for a given multicast stream, it should
send an RSVP Resvlear message and an IGMP Leave message, if an RSVP scssion has been
previously created for that stream.

IL8  Synchronized RSVP

Synchronized RSVP iy defined as the process of reserving resources with RSVP prior to
transitioning to the Alerting phase of the call. Details of synchronizing RSVP without Fast Connect
and with Fast Connect, respectively, are discussed in the following two subclauses. This clause
introduces the general concept of a prioritized list of QOS levels, expressed by each endpoint from
which a new set of QOS levels D' is derived. This derived set D' comprises the intersection of the
two preferred QOSMode sets. The two endpoints can attempt to establish RSVP reservations based
on a QO8S level in the derived sct starting with the most preferred QOS level.

Upon deriving the QOS set, the called endpoint suppresses the Alerting phase of the call until
reservations are established in both directions. On successful reservation establishment, the Alerting
can proceed, and call setup is resumed. In the event of failures, the lowest QOS level in the derived
set is cxamined. [f this is indicated to be "best cffort”, the call setup procedures are resumed;
otherwise, the call is released. Sending a (JoSCapability structure with an empty QOSMode element
in the rsvpParameters block shall indicate a "best effort” level of QOS. The QOSMeode sequence is
prioritized by the QOSMode element of the rsvpParameters block with the priority decreasing
from the first clement to the last. GuaranteedQoS is the highest level of QOS that an endpoint can
receive, and "best effort” is the lowest. If the preferred QOS that the calling endpoint wishes to
receive is higher than "best effort”, the endpoint should start RSVP procedures by listening for
PATH messages from the called endpoint.

The called codpoint shall examine the sequence of QoSCapability structures, if present, and
compare it to its own preferred set of QOS levels based on QUOSMede. 1t then derives a new set of
QOS levels 'D' based on QOSMede that represents the intersection of QOS levels from the preferred
sets of the two endpoints. This new set denotes the different QOS levels in a prioritized order based
on QUSMode that arc supported by both endpoints, For example, if the calling endpoint's preferred
set of QOS levels is {GuaranteedQOS, ControlledLoad] and that of the called endpoint is
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{ControliedLoad, "best effort"}, the derived sct representing the intersection is {Controliedload}.
Based on the preferred QOS levels of the two endpoints, different general cases are possible. The

different cases and the corresponding call handling are shown in the Table IL L

Table 11.1/H.323 — Handling calls for various QOS classes

QOS Scenario

Example

Call handling

The Derived QOS
Set TV is empty

Preferred set of Calling Endpoint : {GQ}
Preferred set of Called Endpoint : {CL,BE}
Derived QOS Set D' {}

The called endpoint shall
release the call

2

S

The Dertved QOS
Set T has just one
QOS tevel: "best
effort”

Preferred set of Calling Endpomt ; {BE}
Preferred set of Called Endpoint ; {CL,BE}
Derived QOS Set D' {BE}

The called endpoint shall not
attempt RSVP procedures. It
shall, however, continue
with call setup procedures

The Derived QOS
Set T hag at least
one QOS level
higher than "best
effort”

Preferred set of Calling Endpomt : {GQ,CL,BE}
Preferred set of Called Endpoint : {CL, BE}
Derived QOS Set D' : {CL, BE}

The called endpoint shall
suppress Alerting and
attermnpt Synchronized
RSVP. The detailed
procedures are described in

the individual subclauses

below
BE  "best effort”
CL  ControlfedLoad
GQ  GuaranteedQoS

In the event of failure in RSVP procedures, the called endpoint shall examine the next most preferred
QOS, if present, in the derived set D' If a QOS level other than "best effort” exists, the called
endpoint should reinitiate RSVP reservations with that QOS level. In the cvent of successive
failures, it is possible to reattempt RSVP reservation procedures for all QOS levels (other than "best
effort"} in the derived set. On expiry of the reservation timer on the called endpoint or, if the called
endpoint fails to establish RSVP reservations with the lowest non-"best etfort" level of QOS in the
derived set, the called endpoint shall examine the lowest level of QOS in the derived set. If this QOS
level is not "best effort”, the called endpoint shall release the call; otherwise, the call setup is
resumed with a QOS level of "best effort”. Reservation failures and expiry of the reservation timer
are handled similarly on the calling endpoint.

The following two subclauses discass Synchronized RSVP and Synchronized RSVP with Fast
Connect, respectively, using the concept of the prioritized QOSMede derived list.

IL8.1

A calling endpoint that wishes to reserve resources via synchronized RSVP when not placing a Fast
Connect call shall, as a prerequisite, include an H.245 address in the Setup message. Likewise, a
called endpoint that wishes to reserve RSVP resources prior to call setup completion shall retrieve
the calling endpoint's H.245 address, if present, from the incoming Setup message. Subsequently, the
called endpoint shall establish the H.245 Control Channel and commence H.245 procedurcs. Until
H.245 and RSVP procedures have completed, the called endpoint shall not continue with the
H.225.0 cail setup phase. Tt is recommended, however, that the called cadpoint return a Call
Proceeding message to the calling endpoint to prevent any H.225.0 timer on the originating side
from expiring.

Synehronizing RSVP when not using Fast Connect

If the called endpoint desires to attempt synchronized RSVP, yet the calling endpoint does not
include 1ts H.245 address in the incoming Sctup message, then the calling endpoint shall assume that
the originating endpoint will not accept or initiate synchronized RSVP procedures. It is then the

233
CSCO-1032
CISCO SYSTEMS, INC. / Page 247 of 258

ITU-T Rec, H.323 (11/2000)




responsihility of the called endpoint to decide on the appropriate action to take, based on the derived
QOS mode as discussed in 118, Similarly, if the calling endpoint desires to attempt synchronized
RSVP and has included its H.245 address in the Sctup message, yet the called endpoint has failed to
establish the H.245 Control Channel and has resumed with H.225.0 procedures, then it is up to the
calling endpoint to determine which action to take, based on the derived QOS mode as shown in
Table IL1.

Otherwise, if the calling endpoint has offered its H.24S5 address in the Setup message and the called
endpoint has established the H.245 Control Channel, H.245 procedures will progress as usual
through master-slave determination and capability exchange.

Draring the H.245 capability exchange, endpoints wishing to attempt RSVP are required to include a
sequence of gOSCapabilities (as part of the transportCapability clement of the H2256Capability
structure), prioritized by the qosMode {c.g. guaranteedQQS, controlledLoad) clement of the
rsvpParameters.

Likewise, when opening logical channels using H.245, each cndpoint shall specify the RSVP
paramcters of the stream to be transmitted in the gOSCapability field of the epenlogicalChannel
message.

Upon receiving an OLC message from its peer and under the condition that the peer has indicated
during capability exchange that it is RSVP enabled, the endpoint shall start listening for incoming
Path messages. When it receives a Path message, the endpoint shall respond by sending a Resv
message along the receive stream.

Upon receiving an OLC ACK message from its peer, the endpoint shall start sending Path messages
to its peer along its transmit stream. RSVP procedures have successfully completed when the
endpoint has received a Resv Confirm in response to its Resv message transmission and a Resv
message in response to its Path message. If multiple streams are involved (e.g. voice, video, and
data), then the endpoint must wait for reservation confirmation for all streams requiring RSVP-based
QOS.

It is recommended that the endpoint start a timer for a short amount of time (e.g. five or six seconds),
once it has attempted RSVP, If the timer expires before the RSVP reservations have completed. then
the endpoint can determine appropriate action to take.

In the case that RSVP procedures (and therefore H.245 procedures) have successfully comploted
before the timer expires, the called endpoint may then resume normal call setup procedures by
returning an Alerting message to the calling endpoint. If, however, the attempt fo reserve RSVP
resources fails, then it is the individual endpoint's responsibility to decide on appropriate action to
take, based on the derived QOSMede set, as described in 118, In any case, it is recommended that if
the call has reached the Alerting phase of the call and RSVP reservations have failed, then the call is
allowed to proceed.

Figure 1L5 illustrates the modified call flow for a successful synchronized RSVP when not using
Fast Connect.

2
4
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Calling Called
Endpoint Endpoint

Setup with H.245 address

Master-Slave message exchange, cap
exchange with gOSMode fields set

Open Logical Channel

Listen for Path
messages. Start
Bmer. RSVP Path

Openl.ogical Channel Ack

RSVP Resy N

RSVP Resv Confixmn

FlowControlCommand (Optional}
Openbogical Channel Listen for
"1 Path

Openbogical Channel Ack METSAZES.
Start timner.

a

RSVP Path ®

- RSV Resy

RSVP Resv Confirm

Alerting

2

Connect

T1648675-00

Figure 11.5/H.323 - Synchronizing RSYP when not using Fast Connect

i1.8.2 Synchrenizing RSVF with fast connect

This subclause describes synchronizing Fast Connect call setup procedures with RSVP reservation
procedures in order to eliminate transporting in-band ringing before the reservations have been
established.

A calling endpoint that wishes to use RSVP in a Fast Connect procedure shall send a sequence of
prioritized QoeSCapability structures in the OpenLogicalChanne! structures contained in the
fastStart clement of the Setup message.

Upon receiving the Fast Connect Setup message, the called endpoint shall derive the QOSMode set
asing the mechanism described in Table IL1. Assuming that the derived set contains a valid
(i.c. non-best cffort intersection), the called endpoint shall respond to the Setup message from the
cailing endpoint by sending a fastStart element including only the QoSCapabilities indicated in the
derived QoS set. The fastStart element shall be sent as soon as possible {e.g. in a Call Procceding
message) to expedite the resource reservation. The calling endpoint’s set will be a subset of the list
sent by the calling endpoint in the UpenLeogicalChannel structures and will, similarly, be a
sequence in decreasing order of priority by QOSMede, Fach QoSCapability ncluded in the
OpenlogicalChannel in the response message indicates an acceptance of the corresponding QOS
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level by the called endpoint. The OpenlegicalChannel structures in the fastStart clement also
contain information about the media ports used on the called endpoint,

The called endpoint shall initiate RSVP procedures by sending a PATH message to its peer along the
transmit stream. In addition, the endpoint may use a reservation timer which would represent the
total tirne available to establish synchronized RSVP reservations for any QOS level (other than "best
effort"} in the derived set. Furthermore, the called endpoint shall respond to an incoming PATH
message with a RESV message along the receive stream. Note that the called end should suppress
the Alerting phase of the call and not send an Alerting message to the calling endpoint until
reservations are cstablished in both directions. Afier RSVP procedures are established, the called
endpoint shall continne with the H.225 call setup procedures.

When the calling endpoint receives the fastStart clement, it shall extract the media port information
in the OpenlogicalChannel and also record the prioritized list of QoSCapabilities returned by the
called endpoint. The endpoint shall start sending PATH messages to its peer along the transmit
stream. Also, when it receives a PATH message from the called endpoint, it shall respond with a
RESV message along the receive stream. The calling endpoint may start a reservation timer that
would represent the total time available to establish synchronized RSVP reservations,

The establishment of RSVP reservations is said to have successfully completed when the called
endpoint receives a RESV message in response to its PATH message and a RESV CONFIRM

cssage in response fo its RESV message. As soon as the RSVP procedures are completed
successfully, the called endpoint shall stop the reservation timer and resume with the call setup
procedures. It subsequenily sends Alerting/Connect messages to the calling endpoint. Figure 116
illustrates the call flow for a successful synchronized Fast Connect call.

Calling Called
Endpoint Endpoint
Listen for Setup with fastStart
PATH and -
respond Call Proceeding with fastStart Suppress Alerting,
with RESV 1@ Send Call

" RSVP Path Proceeding, Start

reservation timer,

RSVP Resv Initiate RSVP

M procedures
REVP Resv Confirm

FlowControlConuuand {(Optional)

e m = e e e o= o= .- - e . - ....-.....,....._..........,......4*

REVP Path

RSVP Resv

RSVP Resv Confirm

. - I Reservation
FlowControlCommand (Optional)
b = m e e m e e m e s e e e e e n e m e e e e e m e Procedures

complete. Stop

Alerting Timer, Resume
) i} with Call Setup
Connect

T1808870-C

Figure [1.6/H.323 - Synchrenizing RSVP when using Fast Connect

In the event of RSVP failure, the called endpoint will take action according to the derived
(QOSMede set, as described in 118,
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APPENDIX I

Gatekeeper based user location

i3 Istroduction

This appendix gives examples of how a Gatekeeper/proxy can implement user location services.
These services depend on the Gatckeeper using the Gatekeeper routed call signalling model.

H1.2  Signalling

In the scenaric shown in Figure TIL1, the Gatekeeper implements 2 "divert on no reply” service,
Endpoint 1 calls Endpoint 2 with the Call Signalling Channel routed through the Gatckeeper. If there
is no answer after some timeowt, the Gatekeeper diverts the call to an alternate endpoint, Messages
{1} to (5) show the Gatekecper attempting to establish a call between Endpoint 1 and Endpoint 2. In
this example, Endpoint 2 does not answer and so the Gatekeeper clears the call to Endpoint 2 by
sending Release Complete (6). The Gatekeeper then tries Endpoint 3 by sending Setup (7). When
Endpoint 3 answers the call using Connect (9), the Gatekeeper forwards the Connect (10} back to
Endpoint 1,

A similar approach can be used to provide "divert on busy” service. In this case, Endpoint 2 would
return a Release Complete indicating that is busy. The Gatckeeper would then attempt to cstablish a
call to Endpoint 3.

Endpeint § Gatekeeper Endpoint 2 Endpoint 3
Setup (1)
Setup (2}
Call Proceeding (3)
Alerting (4}
Alerting (5)

f

Wait for ringing

i
Release Complete (6)

e e Setup (7)

Alerting (8)

Connect (9)
_____.._-——-"'"“-"-ﬂ
CQ}L"}CC t ( 1 03 W .

Pl

T1604330-87

Figure HL1/H.323 - Example of user location using H.225.6/Q.931 signalling
{RAS signalling not shown for clarity)

TTU-T Ree. H.323 (11/2000) 237
CSCO-1032
CISCO SYSTEMS, INC. / Page 251 of 258




Tu the scenario shown in Figure 112, the Gatckeeper attempts to establish contact with Endpoints 2
and 3 simultancously by sending Setups (2) and (3). In this example the user at Endpoint 3 answers
by sending Connect (7). The Gatekeeper forwards the Connect (8) back to Endpoint 1 and clears the
call attempt to Endpoint 2 using Release Complete (9). The Gatekeeper should ignore any Connect
message received from Endpoint 2 which arrives after the Counnect (8) message from Endpoint 3 so
that only one call is completed.

Endpoint 1 Gatekeeper Endpoini 2 Endpoint 3

Setup (1}

Setup (2}

Call Proceeding (4) w Setup

PR

—
)

N
)

Alerting {4)
Alerting (5} M
oo Alerting (6)
M M
Connect (7)

W
Comnect {(8) W

PR

Release Complete (9)

I

T1604240-97

Figure HL2/H.323 —- Example of user location using H.225.6/Q.931 signaliing
{RAS signalling not shown for clarity)

Note that if the Gatekeeper is performing this type of user location algorithm, it should not pass the
h245Address field in any of the Setup Acknowledge, Call Proceeding, and Alerting messages from
Endpoint 2 or Endpoint 3 to Endpoint 1 as this may give the wrong result.

APPENDIX IV

Signalling prioriiized alternative logical channels in H.245

V.l Intreduction

This appendix describes a simple method by which alternative logical channels may be signalled. No
coding or semantic changes are required.

This method depends upon the guaranteed ordered delivery that is provided by TCP and is
consequently equally applicable to both tunnelied and non-tunnelled H.245 signalling, Tunnelled
signalling further depends upon guaranteed processing order where multiple H.245 messages are
tunnelled in a single H.225.0 call signalling message.

b2
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IV.2  Signalling

All  alternative logical channels are identified by the wuse of a common
forwardLogicalChannelNumber in openlLogicalChannel messages, one alternative per message.
Messages may be sent either via the H.245 tunnel (one or more OLC messages per call signalling
message) or via separate H.245 connection. Alternative logical chanoels are signalled in order of
decreasing desirability, L.e. the first OLC message specifies the datatype that the sender of the OLC
would prefer to use on the logical channel.

The receiver of these OLC messages is not required to be aware that this method of alternative
propositions is being uvsed. Prior to reception of an acceptable OLC request, it will reject
unacceptable  OLC  requests, typically with a cause code of dataTypeNotSupperted,
dataTypeNotAvailable, or unknownDataType. When an acceptable OLC request is recetved, the
endpoint will respond with an openLeogicalChannelAck message. Any subsequently received
alternative OLCs are rejected by the receiver with a cause code of unspecified, as the requested
logical channel number will map {o a currently open channel.

The sender of such a prioritized sequence of epenLegicalChannel messages must keep track of the
aumber of GLC reject messages received prior to reception of an epenLogicalChannelAck message
in order to determine which proposed alternative was accepted by the peer,
APPENDIX V
Use of E.164 and ISO/IEC 11571 numbering plans

V.i E.164 numbering plan

ITU-T defines E. 164 numbers the following way for geographic areas (see Figure V.1):

cC NDC SN
Tio 3 .
Digits Max {15 - nj Digits
2 -
National {signiticant) punaber
B Max 15 Digits o

International public telecommunication

nuwber for geographic areas 000615005

¢ Country Code for geographic areas

n Number of digits m the country code
NDXC  National Destination Code {optional)
SN Subscriber Number

NQTE — National and international prefizes are not part of the international

public telecommunication number for geographic arcas.

Figure V.1/H.323 - International public telecommunication
number structure for geographic areas

Similar descriptions are also defined for non-geographic areas. ITU-T Rec. E.164 further defines
country codes (CC) for all the countries and regions of the world.

An international E.164 number always starts with a country code and its total length is always
15 digits or less. More importantly, it does not include any prefixes that are part of a dialing plan (for
example, "011" for an international call placed in North America, or "1" for a long-distance call), nor
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does it include "#" or "*". The number "49 30 345 67 00" is an E.164 number with CC =49 for
Germany. A national number is the international number stripped of the country code, "30 345 67
00" in this casc. The subscriber number is the national number stripped of the national destination
code, "345 67 00" in this case.

An E.164 number has global significance: any E.164 number can be reached from any location in the
world. A "dialed digit sequence”, however, only has significance within a specific domain, Within a
typical private numbering plan in an enterprise, for example, a prefix, such as "9", may indicate that
a call goes "outside", at which point the local telephone company's dialing plan takes over. Bach
telephone company or private network is free to choose its own dialing plan. It is also free to change
it as it pleases——and frequently does so (adding new area codes, for example).

In a typical geographically determined network where users input telephone numbers manually and
where users do not travel too much, having different dialing plans everywhere is usually a problem.
However, when a user travels, the user nwst determine the other network's numbering plan in order
to place calls, When computer systems perform the dialing automatically, the user is usually required
1o customize the dialing software for every region or network.

Because of these issues with varying dialing plans and automated dialing, it is essential to be able to
refer to an absolute "telephone number” instead of "what you have to dial to reach it from a specific
focation." Proper usage of E.164 numbers can resolve these issues. Many systems use E.164
mumbers instead of dialed digits: for example, & PBX may gather the dialed digits from a user on a
telephone and then initiate a call to the local phone company using an E. 164 number in the Called
Party Number inforration cloment in Q931 When completing the Called Party Number IE,
specifying the numbering plan as "ISDN/telephony numbering plan (Recommendation E.164)"
indicates an E.164 nurober. Specifying the type of number as "unknown" and specifying the
numbering plan as "unknown" indicates dialed digits.

The following are a set of definitions from ITU-T Rec. E. 164:

V.1.I number: A string of decimal digits that uniquely indicates the public network termination
point. The number contains the information necessary (o route the call to this termination point,

A number can be in & format determined nationally or in an international format, The international
format is known as the Tnternational Public Telecommunication Number which inchudes the country
code and subsequent digits, but not the international prefix.

V.1.2  numbering plan: A numbering plan specifies the format and structure of the numbers used
within that plan. It typically consists of decimal digits segmented into groups in order to identify
specific elements used for identification, routing and charging capabilities, ¢.g. within E. 164 to
identify countries, national destinations and subscribers,

A numbering plan does not include prefixes, suffixes, and additional information required to
complete a call.

The national numbering plan is the national implementation of the E.164 numbering plan.

V.1.3 dialing plan: A string or combination of decimal digits, symbols, and additional information
that define the method by which the numbering plan is used. A dialing plan includes the use of
prefixes, suffixes, and additional information, supplemental to the numbering plan, required to
complete the call.

V.1.4 address: A string or combination of decimal digits, symbols, and additional information
which identifics the specific termination point(s) of a connection in a public network(s) or, where
applicable, in interconnected private network(s).

V.1.5  prefix: A prefix is an indicator consisting of one or more digits, that allows the selection of
different types of number formats, networks and/or service.
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V.1.6 international prefix: A digit or combination of digits used to indicate that the nurber
following is an International Public Telecommunication Number,

V.1.7  country code (CC) for geographic areas: The combination of one, two or three digits
identifying a specific country, countries in an integrated numbering plan, or a specific geographic
area.

V.1.8 national (significant) number [N{S)N]: That portion of the number that follows the country
code for geographic areas. The national (significant) number consists of the National Destination
Code (NDC) followed by the Subscriber Number (SN). The function and format of the N(S)N is
nationally determined.

V.1.9 national destination code (WDC): A nationally optional code field, within the E.164
number plan, which combined with the Subscriber's Number (SN) will constitute the national
(significant) number of the international public telecommunication number for geographic areas. The
NDC will have a network and/or trunk code selection function.

The NDC can be a decimal digit or a combination of decimal digits (not including any prefix)
identifying a numbering area within a country (or group of countries included in one integrated
numbering plan or a specific geographic area) and/or network/services.

V.L10 national (trunk) prefix: A digit or combination of digits ased by a calling subscriber,
making a call to a subscriber in his own country but outside his own numbering area. It provides
access to the automatic outgoing trunk equipment.

V.1.11 subscriber number (SN): The number identifying a subscriber in a network or numbering
area.

V.2 Private network number

Private Network Numbers are used in private or virtual private telephony networks, e.g. 8 corporate
network of PBXs and virtaal private lines.

ISOAEC 11571 defines Private Network Plan (PNP) number as having up to three regional levels,

A PNP Number shall comprise a sequence of x decimal digits (0,1,2,3,4,5,6,7,8,9) with the
possibility that different PNP Numbers within the same PNP can bave different values of x. The
maximum valie of x shall be the same as for the public ISDN numbering plan, see [TU-T
Rec. E.164, Figure V.2.

I.evel 2 Regional Number Level 1 Regional Number Lavel 0 Regional Number

Figure V.2/HL323 - Structure of a PNP Number with three levels of regions

A level n Regional Number (RN) shall have significance only within the level n region to which it
applies. When that number is used outside that level n region, it shall be in the form of an RN of
level greater than n. Only a Complete Number shall have significance throughout the entire PNP.

A typical example in North America would be a 4-digit "extension" as the Level 0 Regional
Number: a 3-digit "location code” combined with the 4-digit "extension" would form the Level 1
Regional Number. The Level 2 Regional Number would be nil,
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A prefix could also be used to signal which regional number is used, and would not be part of the
regional number per se, but only part of the dialing plan. Again, a typical example would be the use
of digit "6" to access a Level 1 Regional Number, and no digit for a Level § Regional Number.,

The following are a set of definitions from ISO/IEC 11571:

V.2.1 private numbering plan (PNP): The numbering plan explicitly relating to a particular
private numbering domain, defined by the PISN Administrator of that domain.

V.2.2  PNP number: A number belonging to 2a PNP.

V.2.3 region: The entire domain or a sub-domain of a PNP. A region does not necessarily
correspond to a geographical area of a PISN.

V.2.4 region code (RC): The leading digits of a PNP Number which identify a region. The RC
may be omitted to yield a shortened form of a PNP Number for use internally to that region.

V.2.5 regional sumber (RN): A particular form of a PNP Number which is unambiguous in the
region concerned.

V.2.6 complete number: A number which is unambiguous in the entire PNP, ie. which
corresponds to the highest regional level emploved in that PISN,

V.3 H.323 versions 1, 2 and 3 usage

H.323 version 1, 2 and 3 systerms had a terminology problem with respect to dialed digits and real
E. 164 numbers. References to E.164 addresses in those versions actually referred to dialed digits and
not E.164 digits, as the names of the ficlds implied. Tn H.323 versions 2 and 3 systems, 4 real E.164
number was placed in the publicNumber ficld and not in the ef64 field The el64 field thus
corresponded to a dialed digits sequence.

Beginning with H.323 Version 4 systems, the field €164 was renamed to dialedDigits and the field
publicNumber was renamed to e164Number. The name change was intended to more explicitly
convey that dialed digits shall be stored in the dialedDigits field and that E.164 numbers shali be
stored in the e164Number ficld.
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