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SECURE COMPUTER COMMUNICATION
METHOD AND SYSTEM

BACKGROUND OF THE INVENTION

This invention relates to a method and apparatus for
providing secure and ciphered communications between any
type of computer, including laptops and palmtops, using
one-time random session ciphering keys. The method is
based on password protection in combination with a special
hardware device—token used for secure generation of one-
time random session ciphering keys.

With the advent of more personal information sharing,
electronic mail, commercial transactions andthe like taking
place on-line, in many instances it is desirable to protect
such information transfers. Encryption methods incorpo-
rated in the computers per se are vulnerable to computer
hackers when access to such computers is available.

SUMMARY OF THE INVENTION

Accordingly, it is an object of this invention to provide a
new and improved method and apparatus of providing
secure communications between intercoupled computers.

In carrying out this invention in one illustrative embodi-
ment thereof, a ciphered communications method between
users through their interconnected computers is provided
comprising the steps of connecting hardware tokens to each
computer, each token having an unduplicated and unalter-
able serial number incorporated therein, selecting secret user
passwords andstoring said passwords in non-volatile memo-
ries inside each token, creating a table inside each hardware
token that lists the serial numbers for tokens of all possible
respondents in the communication system together with
their identification numbers, generating a random session
key inside the first token belonging to the first user who
wishes to start the ciphered communication as a response to
a valid first user password, deriving an encryption key inside
the first token based on said uniquefirst token serial number
in combination with a unique second token serial number,
where the second token serial numberis received from said

table in response to the identification number of a
respondent, encrypting a random session key using said
encryption key, supplying the encrypted session key
together with the unencrypted session key to the first com-
puter where the unencrypted session key is used as a
ciphering key for ciphering the data to be transmitted
securely, and transmitting said enciphered data together with
the encrypted session key to the recipient computer. The
above method further comprises the steps of the reception of
the enciphered data together with the encrypted session key
by the recipient, supplying the encrypted session key to said
second hardware token together with the identification num-
ber of first user who transmitted the enciphered data, deriv-
ing a decryption key inside the second token based on the
unique second token serial number in combination with the
unique first token serial number, wherethe first token serial
number is received from the table of the recipient in
response to theidentification number of first user and to a
valid second user password, decrypting the encrypted ses-
sion key inside the second token using said decryption key,
transmitting the decrypted session key to the second com-
puter and deciphering the ciphered data with the session key.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention together with further objects, features,
aspects and advantages will be more clearly understood

20

33

65

2

from the following description taken in connection with the
accompanying drawings.

FIG. 1 is a block diagram of the secure computer com-
munication system in accordance with the present invention;

FIG.2 is a flow chart illustrating secure communication
from a sending computer to a receiving computer; and

FIG.3 is a flow chart illustrating the deciphering process
at the receiving computer.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Referring now to FIG. 1, a computer network of inter-
coupled computers 10, 20, 30, etc. via computer ports 11, 21
and 31, respectively, and communication media 100 such as
a network (LAN, WAN,wireless, etc.) or communication
channels including modems is illustrated to permit secure
ciphered communications between computers in accordance
with the present invention. The ciphered communicationsis
based on the use of a one-time session enciphering key
derived and encrypted inside the hardware token, transferred
to the respondent together with the enciphered message and
decrypted inside the respondent hardware token together
with the password protection of all the operations inside
hardware tokens.

Each hardware token 12, 22, 32, etc., for example, as is
illustrated in connection with the token 12, includes a
programmed microcontroller 14 with the incorporated firm-
ware programs 15, that cannot be read outside the token, a
non-volatile memory 16, unduplicated and unalterable serial
number, that can be stored in a non-volatile memory 16 or
be incorporated into firmware 15, and a real time clock 18.
Non-volatile memory 16 retains all the data written even
after the power for the hardware token is cut off.

The firmware 15 inside the microcontroller 14 performs
the functions of a random number generator using the
random input from the real-time clock 18.

Each user of the system operating from the respective
computer 10, 20, 30, etc. chooses a user password that is
stored in the respective non-volatile memory 16 ofhardware
token 12, 22, 32, etc. connected to each computer 10, 20, 30,
ete. Inside the non-volatile memory 16 of each token,there
is a special table which contains the identification numbers
of all the possible respondents for this user in the commu-
nications system, thereby providing an indexfor the entry of
the respective serial numbers of all the respondents hard-
ware tokens. Accordingly, before the actual secure commu-
nication takes place, the users of hardware tokens 12, 22, 32,
etc. will exchange their serial numbers which are entered
into their respective hardware tokens together with the
established identification numbers. For each possible
Tespondent to securely communicate with a given user, the
user’s hardware token must contain an entry in the above
table having the identification number and serial number of
the hardware token of the respondent with whom commu-
nication is to be conducted.

Security in accordance with the present invention is based
on using constantly changing one-time session keys for each
communication session between any pair of users or for a
part of such a communication session. The generation of the
session key is accomplished inside the hardware token ofthe
user, who initiates the communication which, in this illus-
trated example, is token 12. The session key (SK) is gen-
erated by microcontroller 14 based on a constantly changing
output of a pseudo-random number (PRN) generator and a
secret algorithm in the microcontroller 14 implemented in
the firmware 15 of the microcontroller 14 together with the
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