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Abstract

Thi s docunent defines a general use Differentiated Services (DS)

[ Bl ake] Per-Hop-Behavi or (PHB) Group called Assured Forwardi ng (AF).
The AF PHB group provides delivery of |IP packets in four

i ndependently forwarded AF classes. Wthin each AF class, an I P
packet can be assigned one of three different |levels of drop
precedence. A DS node does not reorder |P packets of the same
mcroflow if they belong to the sane AF cl ass.

1. Purpose and Overvi ew

There is a demand to provide assured forwardi ng of | P packets over
the Internet. |In a typical application, a conpany uses the Internet
to interconnect its geographically distributed sites and wants an
assurance that | P packets within this intranet are forwarded with
hi gh probability as long as the aggregate traffic fromeach site does
not exceed the subscribed information rate (profile). It is
desirable that a site nay exceed the subscribed profile with the
under standi ng that the excess traffic is not delivered with as high
probability as the traffic that is within the profile. It is also
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i mportant that the network does not reorder packets that belong to
the sanme nmicroflow, as defined in [N chols], no matter if they are in
or out of the profile.

Assured Forwarding (AF) PHB group is a neans for a provider DS donain
to offer different |evels of forwardi ng assurances for |P packets
received froma custonmer DS domain. Four AF classes are defined,
where each AF class is in each DS node allocated a certain anount of
forwardi ng resources (buffer space and bandwi dth). | P packets that

wi sh to use the services provided by the AF PHB group are assi gned by
the custonmer or the provider DS domain into one or nore of these AF
cl asses according to the services that the custoner has subscribed
to. Further background about this capability and sone ways to use it
may be found in [Cark].

Wthin each AF class |IP packets are marked (again by the customner or
the provider DS domain) with one of three possible drop precedence
values. In case of congestion, the drop precedence of a packet
deternmines the relative inportance of the packet within the AF cl ass.
A congested DS node tries to protect packets with a |ower drop
precedence value frombeing | ost by preferably discarding packets

wi th a higher drop precedence val ue.

In a DS node, the |level of forwarding assurance of an | P packet thus
depends on (1) how nuch forwardi ng resources has been allocated to
the AF class that the packet belongs to, (2) what is the current |oad
of the AF class, and, in case of congestion within the class, (3)
what is the drop precedence of the packet.

For exanple, if traffic conditioning actions at the ingress of the
provi der DS dormai n neke sure that an AF class in the DS nodes is only
noderately | oaded by packets with the | owest drop precedence val ue
and is not overl oaded by packets with the two | owest drop precedence
val ues, then the AF class can offer a high |l evel of forwarding
assurance for packets that are within the subscribed profile (i.e

mar ked with the | owest drop precedence value) and offer up to two

| ower levels of forwarding assurance for the excess traffic.

Thi s docunent describes the AF PHB group. An otherw se DS-conpliant
node is not required to inplement this PHB group in order to be
consi dered DS-conpliant, but when a DS-conpliant node is said to

i npl ement an AF PHB group, it nust conformto the specification in
t hi s docunent.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [Bradner].
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2. The AF PHB G oup

Assured Forwardi ng (AF) PHB group provides forwarding of |IP packets
in Nindependent AF classes. Wthin each AF class, an |IP packet is
assigned one of Mdifferent |evels of drop precedence. An |IP packet
that belongs to an AF class i and has drop precedence j is narked
with the AF codepoint AFij, where 1 <= i <= Nand 1 <=j <= M
Currently, four classes (N=4) with three I evels of drop precedence in
each class (M=3) are defined for general use. Mre AF classes or

| evel s of drop precedence MAY be defined for |ocal use.

A DS node SHOULD i nplenent all four general use AF classes. Packets
in one AF class MJST be forwarded i ndependently from packets in

anot her AF class, i.e., a DS node MJUST NOT aggregate two or nore AF
cl asses toget her.

A DS node MJST all ocate a configurable, m nimum anmount of forwarding
resources (buffer space and bandw dth) to each inplenented AF cl ass.
Each cl ass SHOULD be serviced in a manner to achi eve the configured
service rate (bandwi dth) over both small and large time scales.

An AF class MAY al so be configurable to receive nore forwarding
resources than the mni num when excess resources are avail able either
fromother AF classes or fromother PHB groups. This neno does not
specify how t he excess resources should be allocated, but

i mpl enent ati ons MJST specify what algorithns are actually supported
and how they can be paraneterized.

Wthin an AF class, a DS node MJUST NOT forward an | P packet with
smal l er probability if it contains a drop precedence value p than if
it contains a drop precedence value q when p < q. Note that this
requi renent can be fulfilled w thout needing to dequeue and di scard
al r eady- queued packets.

Wthin each AF class, a DS node MJST accept all three drop precedence
codepoints and they MIUST yield at least two different |evels of |oss
probability. |In sone networks, particularly in enterprise networks,
where transient congestion is a rare and brief occurrence, it may be
reasonable for a DS node to inplenment only two different |evels of

| oss probability per AF class. Wile this may suffice for sone
networks, three different | evels of loss probability SHOULD be
supported in DS donmi ns where congestion is a commbn occurrence.

If a DS node only inplements two different |levels of |oss probability
for an AF class x, the codepoint AFx1 MJST yield the | ower |o0ss

probability and the codepoints AFx2 and AFx3 MJST yield the higher
| oss probability.
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A DS node MUST NOT reorder AF packets of the sane mcrofl ow when they
bel ong to the same AF class regardless of their drop precedence.
There are no quantifiable timng requirenents (delay or del ay

vari ation) associated with the forwardi ng of AF packets.

The rel ati onshi p between AF cl asses and other PHBs is described in
Section 7 of this neno.

The AF PHB group MAY be used to inplenent both end-to-end and donain
edge-t o-domai n edge services.

3. Traffic Conditioning Actions

A DS donmain MAY at the edge of a donmain control the anpbunt of AF
traffic that enters or exits the domain at various |evels of drop
precedence. Such traffic conditioning actions MAY include traffic
shapi ng, discardi ng of packets, increasing or decreasing the drop
precedence of packets, and reassigning of packets to other AF

cl asses. However, the traffic conditioning actions MJST NOT cause
reordering of packets of the sane mcroflow

4. Queueing and Di scard Behavi or

This section defines the queueing and di scard behavi or of the AF PHB
group. Oher aspects of the PHB group’s behavior are defined in
Section 2.

An AF inplenentation MIST attenpt to mninmize | ong-term congestion
wi thin each class, while allow ng short-term congestion resulting
frombursts. This requires an active queue nanagenent algorithm An
exanpl e of such an algorithmis Random Early Drop (RED) [ Fl oyd].
This meno does not specify the use of a particular algorithm but
does require that several properties hold.

An AF inpl enentati on MIST detect and respond to | ong-term congestion
wi thin each class by dropping packets, while handling short-term
congestion (packet bursts) by queueing packets. This inplies the
presence of a snoothing or filtering function that nonitors the

i nst ant aneous congestion | evel and conmputes a snoot hed congestion

| evel . The dropping algorithmuses this snmoothed congestion level to
det ermi ne when packets shoul d be di scarded.

The dropping algorithm MJST be insensitive to the short-termtraffic
characteristics of the microflow using an AF class. That is, flows
with different short-term burst shapes but identical |onger-term
packet rates should have packets discarded with essentially equa
probability. One way to achieve this is to use randommess within the
droppi ng function.
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The dropping algorithm MJST treat all packets within a single class
and precedence level identically. This inplies that for any given
snmoot hed congestion level, the discard rate of a particular

m crofl ow s packets within a single precedence level wll be
proportional to that flow s percentage of the total anount of traffic
passi ng through that precedence |evel

The congestion indication feedback to the end nodes, and thus the

| evel of packet discard at each drop precedence in relation to
congestion, MJST be gradual rather than abrupt, to allow the overal
systemto reach a stable operating point. One way to do this (RED)
uses two (configurable) snoothed congestion |evel thresholds. Wen
t he snmoot hed congestion level is belowthe first threshold, no
packets of the relevant precedence are di scarded. Wen the snoot hed
congestion level is between the first and the second threshold,
packets are discarded with linearly increasing probability, ranging
fromzero to a configurable value reached just prior to the second
threshol d. Wen the snoothed congestion |level is above the second

t hreshol d, packets of the relevant precedence are discarded with 100%
probability.

To allow the AF PHB to be used in many different operating
environnments, the dropping al gorithmcontrol parameters MJST be

i ndependently configurable for each packet drop precedence and for
each AF cl ass.

Wthin the limts above, this specification allow for a range of
packet discard behaviors. |nconsistent discard behaviors lead to
i nconsi stent end-to-end service semantics and limt the range of
possi bl e uses of the AF PHB in a nulti-vendor environnent. As
experience is gained, future versions of this docunent may nore
tightly define specific aspects of the desirabl e behavior

5. Tunneling
When AF packets are tunnel ed, the PHB of the tunneling packet MJST

NOT reduce the forwardi ng assurance of the tunnel ed AF packet nor
cause reordering of AF packets belonging to the sanme m crofl ow
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