Net wor k Wor ki ng Group S. Bl ake
Request for Comments: 2475 Torrent Networ ki ng Technol ogi es
Cat egory: | nformational D. Bl ack
EMC Cor porati on

M Carl son

Sun M crosyst ens

E. Davies

Nortel UK

Z. \V\ang

Bel I Labs Lucent Technol ogies

W Wi ss

Lucent Technol ogi es

Decenber 1998

An Architecture for Differentiated Services
Status of this Meno

This meno provides information for the Internet conmunity. It does
not specify an Internet standard of any kind. Distribution of this
menmo is unlinted.

Copyright Notice
Copyright (C) The Internet Society (1998). Al Rights Reserved.
Abst r act

Thi s docunent defines an architecture for inplenmenting scal able
service differentiation in the Internet. This architecture achieves
scalability by aggregating traffic classification state which is
conveyed by neans of |P-layer packet marking using the DS field

[ DSFI ELD]. Packets are classified and nmarked to receive a particul ar
per-hop forwardi ng behavi or on nodes along their path. Sophisticated
classification, marking, policing, and shaping operations need only
be i npl emented at network boundaries or hosts. Network resources are
all ocated to traffic streans by service provisioning policies which
govern how traffic is nmarked and conditioned upon entry to a
differentiated services-capable network, and how that traffic is
forwarded within that network. A wide variety of services can be

i mpl enented on top of these buil ding bl ocks.
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1. Introduction

1.1 Overview
Thi s docunent defines an architecture for inplenmenting scal able
service differentiation in the Internet. A "Service" defines sone

significant characteristics of packet transmission in one direction
across a set of one or nore paths within a network. These
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characteristics may be specified in quantitative or statistical terns
of throughput, delay, jitter, and/or |oss, or may otherw se be
specified in terms of sonme relative priority of access to network
resources. Service differentiation is desired to acconmnodate

het er ogeneous application requirenents and user expectations, and to
pernmt differentiated pricing of Internet service.

This architecture is conposed of a nunber of functional elenments

i mpl emented in network nodes, including a snmall set of per-hop
forwardi ng behavi ors, packet classification functions, and traffic
condi tioning functions including netering, nmarking, shaping, and
policing. This architecture achieves scalability by inplenmenting
conpl ex classification and conditioning functions only at network
boundary nodes, and by appl ying per-hop behaviors to aggregates of
traffic which have been appropriately marked using the DS field in
the 1Pv4 or 1 Pv6 headers [DSFI ELD]. Per-hop behaviors are defined to
permt a reasonably granul ar means of allocating buffer and bandwi dth
resources at each node anong conpeting traffic streans. Per-
application flow or per-custoner forwardi ng state need not be

mai ntai ned within the core of the network. A distinction is

mai nt ai ned bet ween:

o the service provided to a traffic aggregate,

o the conditioning functions and per-hop behaviors used to realize
services

o the DS field value (DS codepoint) used to mark packets to select a
per - hop behavi or, and

o the particular node inplenentation nechani sns which realize a
per - hop behavi or.

Service provisioning and traffic conditioning policies are
sufficiently decoupled fromthe forwardi ng behaviors within the
network interior to pernt inplenentation of a wide variety of
service behaviors, with roomfor future expansion.

This architecture only provides service differentiation in one
direction of traffic flow and is therefore asymetric. Devel opnent
of a conplenmentary symmetric architecture is a topic of current
research but is outside the scope of this docunent; see for exanple
[ EXPLICIT] .

Sect. 1.2 is a glossary of terns used within this docunment. Sec. 1.3
lists requirements addressed by this architecture, and Sec. 1.4

provides a brief conparison to other approaches for service
differentiation. Sec. 2 discusses the conponents of the architecture
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in detail. Sec. 3 proposes guidelines for per-hop behavior
specifications. Sec. 4 discusses interoperability issues with nodes

and networ ks whi ch do not

i mpl erent differentiated services as

defined in this docunent and in [DSFIELD]. Sec. 5 discusses issues
with nulticast service delivery. Sec. 6 addresses security and

tunnel consi derations.

1.2 Term nol ogy

This section gives a general conceptual overview of the terns used in
this docunment. Sonme of these ternms are nore precisely defined in
| ater sections of this docunent.

Behavi or Aggregate (BA)

BA classifier
Boundary |ink

Classifier
DS behavi or aggregate
DS boundary node

DS- capabl e

DS codepoi nt

DS- conpl i ant

Bl ake, et. al.
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a DS behavi or aggregate.

a classifier that selects packets based
only on the contents of the DS field.

a link connecting the edge nodes of two
domai ns.

an entity which sel ects packets based on
the content of packet headers according to
defined rules.

a collection of packets with the sane DS
codepoint crossing a link in a particular
direction.

a DS node that connects one DS domain to a
node either in another DS donain or in a
domain that is not DS-capable.

capabl e of inplenmenting differentiated
services as described in this architecture;
usual ly used in reference to a donmain

consi sting of DS-conpliant nodes.

a specific value of the DSCP portion of the
DS field, used to select a PHB.

enabl ed to support differentiated services
functions and behaviors as defined in

[ DSFI ELD], this docunent, and ot her
differentiated services docunents; usually
used in reference to a node or device.
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DS donai n a DS-capabl e domai n; a contiguous set of
nodes whi ch operate with a common set of
service provisioning policies and PHB
definitions.

DS egress node a DS boundary node in its role in handling
traffic as it | eaves a DS donai n.

DS i ngress node a DS boundary node in its role in handling
traffic as it enters a DS domai n.

DS interior node a DS node that is not a DS boundary node.

DS field the | Pv4 header TCS octet or the | Pv6
Traffic Cass octet when interpreted in
conformance with the definition given in
[DSFIELD]. The bits of the DSCP field
encode the DS codepoint, while the
remaining bits are currently unused.

DS node a DS-conpliant node.

DS regi on a set of contiguous DS domai ns which can
offer differentiated services over paths
across those DS donui ns.

Downstream DS domai n the DS domain downstream of traffic flow on
a boundary link.

Dr opper a device that perforns dropping.

Dr oppi ng the process of discarding packets based on
specified rules; policing.

Legacy node a node which inplements | Pv4 Precedence as
defined in [ RFC791, RFC1812] but which is
ot herwi se not DS-conpliant.

Mar ker a device that perfornms marking.

Mar ki ng the process of setting the DS codepoint in
a packet based on defined rules; pre-
mar ki ng, re-marking.

Mechani sm a specific algorithmor operation (e.g.
queuei ng discipline) that is inplenmented in

a node to realize a set of one or nore per-
hop behavi ors.
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