(12)

United States Patent

Niwa

US006453301B1

10y Patent No.: US 6,453,301 B1
5) Date of Patent: Sep. 17, 2002

(54

(75)

(73)

*)

@D
(22

D
(52)

(58)

(56)

METHOD OF USING PERSONAL DEVICE
WITH INTERNAL BIOMETRIC IN
CONDUCTING TRANSACTIONS OVER A
NETWORK

Inventor: Kiyohiko Niwa, Haworth, NJ (US)

Assignees: Sony Corporation (JP); Sony
Electronics, Inc., Park Ridge, NJ (US)

Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by 0 days.

Appl. No.: 09/510,811

Filed: Feb. 23, 2000

Int. CL7 .o GO6F 17/60
US.CL ..o 705/26; 705/17; 705/18;

705/50; 705/65; 705/75
Field of Search .............................. 705/17, 18, 26,

705/27, 50, 65, 74, 75, 76, 77

References Cited

U.S. PATENT DOCUMENTS

4,582,985 A 4/1986 Loftberg .......occoveevnns 235/380
5,615,277 A * 3/1997 Hoffman et al. .. 382/115
5623552 A 4/1997 Lane ecoooeoeeeenn.. ... 382/124
5,737,701 A * 4/1998 Rosenthal et al. .......... 455/411
5,990,804 A 11/1999 Koyama ................ 340/825.34
6,002,787 A * 12/1999 Takhar et al. ............... 382/125
6,105,010 A * 8/2000 Musgrave ... 705/44
6,119,096 A * 9/2000 Mann et al. .....ccccevveneenne 705/5
100 />

CUSTOMER CONNECTS

TO ON-LINE PROVIDER OF

(00DS OR SERVICES

102
CUSTOMER SELECTS
GOODSISERVICES
T CUSTONER PROVPTED

——=| " TOAUTHENTICATE
HIMSELF

106 i

CUSTGNER ACTIVATES

FINGERPRINT
RECOGNITION DEVICE

i
iy FINGERPRINT

RECOGNITION DEVICE
COMPARES PRESENT vs
STORED FINGERPRINT
10 [
(__| CUSTOMER INSERTS
FINGERPRINT
112 RECOGNITION DEVICE
\ INTO INTERFACE
[

DATA TRANSFER TO PROVIDER:
AUTHENTICATION CODE, PAYOR
BANK ID, CUSTOMER ACCOUNT
NUMBER, DELIVERY ADDRESS

AUTHENTICATION
CODE RECEIVED

WZB\J PAYOR BANK TRAgﬁMITS
CONDITION TO PROVIDER
OF GOODS OR SERVICES

TO COMPLETE

TRANSACTION

134

FOREIGN PATENT DOCUMENTS

WO WO0-95/13591 Al * 5/1995
WO WO 99/06928 Al * 2/1999

OTHER PUBLICATIONS

Drury: “Demand jumps for high—tech ID producer”; Busi-
ness First, Oct. 22, 2001, vol. 18, No. 3, p. 1.*

Pack: “Traditional Retailers Plan Interactive Stores”;
Orlando Sentinel, May 25, 1995.*

* cited by examiner

Primary Examiner—Edward R. Cosimano
(74) Antorney, Agent, or Firm—Lerner, David, Littenberg,
Krumholz & Mentlik, LLP

(7) ABSTRACT

A method of authorizing a commercial transaction between
a customer and a provider of goods or services over a
network, wherein the provider of goods or services requests
that the customer provide authentication by activating a
fingerprint identification device, and the provider of goods
or services receives at least an authentication code of the
customer over the network from the fingerprint identification
device, the method comprising the steps of: providing the
customer with the fingerprint identification device which
produces the authentication code when a fingerprint of the
customer matches a stored fingerprint within the fingerprint
identification device; receiving at least the authentication
code from the provider of goods or services over the
network; and authorizing the transaction if at least the
authentication code is valid.

50 Claims, 6 Drawing Sheets

DATA TRANSFER TO PAYOR BANK:
AUTHENTICATION CODE, PAYOR
BANK ID, CUSTOMER ACCOUNT
NUMBER, PURCHASE AMOUNT

L116

VALID
CUSTOMER
ACCOUNT
NO.2

126

AUTHORIZATION
CONDITION
NEGATIVE

AUTHORIZATION

CONDITION

POSITIVE
?

182
(

TRANSACTION TRANSACTION
COMPLETED REFUSED

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

US 6,453,301 B1

Sheet 1 of 6

Sep. 17, 2002

U.S. Patent

ALIINJIS ALIYNO3S ALRMNO3S
INEdY3ONIH INIIdHIONI  LNIIdYIONIS
05 ALmnoas 0 &
9 INdcaoNd ) ¥ 9 ”
09 [AY
4 0L J
(1000p ‘Bununoooe) | |(keg-3 ‘souonoaie)| | (a8 ‘spuog ‘syo0s) cmsm%g ‘1oAme)) (210 ‘sy00q ‘seusaoib)
S30IN43S SJo09 FOVHINOHE JBUOp % Youg JeyOp %9 youg
aNITNO INIT-NO 3NIT-NO S3JUAYIS _.z,_\_._ow_m_s_
pg 90 095
YNVE INVHOY3IN
ALINNO3S Buissacoig aggc_ Hz_ﬁm_m:%%_m fﬁ
INIId¥3ONI4 — R oy o 08
03 | ] o leeg) 72
sunoooy |8 = A\@)%vxom Jisodeq 4
4 mo%m_.n_\\ /l/m%m Z8
Q0BJS)| “T—— — NS =
6®  ANno3s T M@ 0¢ @ 82 % 9 9
INIMdYIONI N\ M sjunoooy | |ugagmpain| | ysodag ALMNO3S
7 05 40z [ osea1 | |ewapes| | e | o Hz_m&mwzﬁm .
(INYE HOAY/INIWITLLIS) v_z<m_o>20m
‘ }
I4Y | R
(230 ‘siejow snoivald)|  |saimowwion ‘syoaie s un E_m:omm *
SIVHOINA | [430IN0NY INBRLSIN INIEd3ON S Nm
TV1Id¥0 394V INNO 0
N _ % L 'Ol

Find authenticated court documents without watermarks at docketalarm.com.

R M

A

OCKET

D
A



https://www.docketalarm.com/

U.S. Patent Sep. 17, 2002 Sheet 2 of 6 US 6,453,301 B1

Internet

51

50

FIG. 2

é

e T T

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Sep. 17, 2002 Sheet 3 of 6 US 6,453,301 B1

FIG. 3 DATA TRANSFER TO PAYOR BANK:

AUTHENTICATION CODE. PAYOR

100 /7 BANK D, CUSTOMER AGCOUNT
NUMBER PURCHASE AMOUNT

L116

CUSTOMER CONNECTS
TO ON-LINE PROVIDER OF
GOODS OR SERVICES

102 [}
CUSTOMER SELECTS
GOODS/SERVICES
104 ;
\—{"CUSTOMER PROMPTED
| TO AUTHENTICATE
HIMSELF

b CUSTOMER'ACTIVATES
-

FINGERPRINT
RECOGNITION DEVICE

1
108
- FINGERPRINT

RECOGNITION DEVICE
COMPARES PRESENT vs
STORED FINGERPRINT

10 !

(__| CUSTOMER INSERTS
FINGERPRINT
112 | RECOGNITION DEVICE 128 PAYOR BANK TRANSMITS

INTO INTERFACE AUTHORIZATION
\ ] N~ CONDITION TO PROVIDER

DATA TRANSFER TO PROVIDER: OF GQrgl%SOC’\)A%EETREV ICES

AUTHENTICATION CODE, PAYOR TRANSACTION
BANK 1D, CUSTOMER ACCOUNT
NUMBER, DELIVERY ADDRESS

VALID
CUSTOMER
ACCOUNT
NO.?

1267

AUTHORIZATION
CONDITION
NEGATIVE

AUTHORIZATION
CONDITION
POSITIVE

1347 (132

TRANSACTION| [ TRANSACTION
COMPLETED REFUSED

AUTHENTICATION
CODE RECEIVED

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Sep. 17, 2002

FIG. 4

150

TRANSACTION
SETTLEMENT

152

Sheet 4 of 6

US 6,453,301 B1

156 ’7

162
A

PAYOR BANK
CREDITS
PROVIDER'S
ACCOUNT

DOC KET

_ ARM

1S TRANSACTION
PROVIDER'S BANK RECEIPT
SAME AS PAYOR TRANSMITTED
BANK TO PROVIDER'S
? BANK
TRANSACTION \._1/54
RECEIPT
TRANSMITTED
TO PAYOR BANK
PAYOF‘{ BANK 8
DEBITS |/
CUSTOMER
ACCOUNT
IS
PROVIDER'S BANK
SAME AS PAYOR
BANK
?
1
PAYOR BANK 164
TRANSMITS
CREDIT TO J
PROVIDER'S
BANK
|
PROVIDER'S
BANK CREDITS | 166
PROVIDERS |/
ACCOUNT

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




