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CONFIRMATION NO. 3590

37462 FILING RECEIPT

LOWRIE, LANDO & ANASTASI
RIVERFRONT OFFICE

ONE MAIN STREET, ELEVENTH FLOOR

CAMBRIDGE, MA02142

Date Mailed: 1 1/29/2006

Receipt is acknowledged of this provisional Patent Application. It will not be examined for patentability and

will become abandoned not later than twelve months after its filing date. Be sure to provide the US.
APPLICATION NUMBER, FILING DATE, NAME OF APPLICANT, and TITLE OF INVENTION when inquiring
about this application. Fees transmitted by check or draft are subject to collection. Please verify the accuracy

of the data presented on this receipt. If an error is noted on this Filing Receipt, please mail to the

Commissioner for Patents P.O. Box 1450 Alexandria Va 22313-1450. Please provide a copy of this
Filing Receipt with the changes noted thereon. If you received a "Notice to File Missing Parts" for this

application, please submit any corrections to this Filing Receipt with your reply to the Notice. When

the USPTO processes the reply to the Notice, the USPTO will generate another Filing Receipt
incorporating the requested corrections (if appropriate).

Applicant(s)
Kenneth P. Weiss, Newton, MA;

Power of Attorney: The patent practitioners associated with Customer Number 37462

If Required, Foreign Filing License Granted: 11/28/2006

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, is

U860/859,235

Projected Publication Date: None, application is not eligible for pre-grant publication

Non-Publication Request: No

Early Publication Request: No

** SMALL ENTITY **

Title

Universal secure registry

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a US. patent extend only throughout the territory of the United States and have
no effect in a foreign country, an inventor who wishes patent protection in another country must apply for a

patent in a specific country or in regional patent offices. Applicants may wish to consider the filing of an

international application under the Patent Cooperation Treaty (PCT). An international (PCT) application

generally has the same effect as a regular national patent application in each PCT-member country. The

PCT process simplifies the filing of patent applications on the same invention in member countries, but
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does not result in a grant of "an international patent" and does not eliminate the need of applicants to file
additional documents and fees in countries where patent protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must

make an application for patent in that country in accordance with its particular laws. Since the laws of many

countries differ in various respects from the patent law of the United States, applicants are advised to seek
guidance from specific foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the

USPTO must issue a license before applicants can apply for a patent in a foreign country. The filing of a US.
patent application serves as a request for a foreign filing license. The application's filing receipt contains

further information and guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically,
the section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for

filing foreign patent applications. The guide is available either by contacting the USPTO Contact Center at
800-786-9199, or it can be viewed on the USPTO website at

http://www.uspto.gov/web/offices/pac/doc/generaI/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you

may wish to consult the US. Government website, http://www.stopfakes.gov. Part of a Department of

Commerce initiative, this website includes self-help "toolkits" giving innovators guidance on how to protect

intellectual property in specific countries such as China, Korea and Mexico. For questions regarding patent

enforcement issues, applicants may call the US. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

m

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN

FILING LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all
applications where the conditions for issuance of a license have been met, regardless of whether or not a

license may be required as set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in

37 CFR 5.15(a) unless an earlier license has been issued under 37 CFR 5.15(b). The license is subject to
revocation upon written notification. The date indicated is the effective date of the license, unless an earlier

license of similar scope has been granted under 37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date

thereof unless it is revoked. This license is automatically transferred to any related applications(s) filed under

37 CFR 1.53(d). This license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the

subject matter as imposed by any Government contract or the provisions of existing laws relating to
espionage and the national security or the export of technical data. Licensees should apprise themselves of

current regulations especially with respect to certain countries, of other agencies, particularly the Office of

Defense Trade Controls, Department of State (with respect to Arms, Munitions and Implements of War (22

CFR 121-128)); the Bureau of Industry and Security, Department of Commerce (15 CFR parts 730-774); the

Office of Foreign AssetsControI, Department of Treasury (31 CFR Parts 500+) and the Department of
Energy.

W

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN
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FILING LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license
under 37 CFR 5.12, if a license is desired before the expiration of 6 months from the filing date of the
application. If 6 months has lapsed from the filing date of this application and the licensee has not received

any indication of a secrecy order under 35 U.S.C. 181, the licensee may foreign file the application pursuant

to 37 CFR 5.15(b).
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PROVISIONAL APPLICATION COVER SHEET

This is a request for filing a PROVISIONAL APPLICATION under 37 CFR 1.53(c).

DOCKET NUMBER: W0537-701001

Express Mail Label No. EV 307787700 US
Date of De-osit: November 15, 2006

|NVENTOR(S)/APPLICANT(S)

Given Name (first and middle [if any]) Family Name or Surname Residence (City and either State or
Foreign Country)

[ ] Additional inventors are being named on the separately numbered sheet attached hereto.

Old‘S'n99m 113260us.We 60/859235
,

UNIVERSAL SECURE REGISTRY

CUSTOMER NUMBER. 37462

ENCLOSED APPLICATION PARTS (check all that apply)

[X] Specification Number of Pages g

[X] Drawing(s) Number of Sheets A

[X] Application Data Sheet, See 37 CFR 1.76

[X] Return receipt postcard

[ ] Other (specify)

 

The invention was made by an agency of the United States Government or under a contract with an agency ofthe
United States Government.

[X] No

[ ] Yes, the name of the US. Government Agency and the Government Contract Number are:

METHOD OF PAYMENT (check all that apply)

[X] A check is enclosed to cover the Provisional Filing Fees, including the Application Size Fee (if applicable).

[X] The Commissioner is hereby authorized to charge the filing fee and the application size fee (if applicable) or credit
overpayment to Deposit Account 50/2762, Ref. No. W0537-701001. A duplicate of this sheet is enclosed.

[X] Small Entity Status is claimed.

PROVISIONAL FILING FEE AMOUNT $ 100.00

Respectfully submitted,

November15,2006 fll/E 2%
Date Robert V. Donahoe, Reg. No. 46,667

Telephone No.: 617-395-7000

 
Send to: Commissioner for Patents, PO. Box 1450, Alexandria, VA 22313-1450
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Express Mail Label No.: EV 307787700 US

Date of Deposit: November 15, 2006

UNIVERSAL SECURE REGISTRY

BACKGROUND OF INVENTION

1. Field of Invention

This invention generally relates to a method and apparatus for securely storing

and disseminating information regarding individuals and, more particularly, to a

computer system for authenticating identity or verifying the identity of individuals

and other entities seeking access to certain privileges and for selectively granting

privileges and providing other services in response to such

identifications/verifications.

2. Discussion of Related Art

Control of access to secure systems presents a problem related to the

identification of a person. An individual may be provided access to the secure system

after their identity is authorized. Generally, access control to secure computer

networks is presently provided by an authentication scheme implemented, at least

partly, in software located on a device being employed to access the secure computer

network and on a server within the secure computer network. For example, if a

corporation chooses to provide access control for their computer network, they may

purchase authentication software that includes server—side software installed on a

server in their computer system and corresponding client-side software that is

installed on the devices that are used by employees to access the system. The devices

may include desktop computers, laptop computers, and handheld computers (e.g.,

PDAs and the like).

In practice, the preceding approach has a number of disadvantages including

both the difficulty and cost of maintaining the authentication system and the difficulty

and cost of maintaining the security of the authentication system. More specifically,

the software resides in the corporation’s computers where it may be subject to

tampering/unauthorized use by company employees. That is, the information

technology team that manages the authentication system has access to the private keys

associated with each of the authorized users. As a result, these individuals have an
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