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(57) ABSTRACT 

Systems and methods for providing functions from a central 
facility on a computer network. One function facilitated 
includes authentication and authorization of users requesting 
access to a web server accessible via the communication 
network. Such authorization and authentication includes 
transferring a request for access from a content Server to the 
central facility and authorizing the request from the central 
facility. Results of the authorization are communicated to the 
content Server which displays the results of the request to the 
user by either allowing acceSS or displaying a message 
describing a denied request. 
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SYSTEMS AND METHODS FOR IDENTIFYING 
USERS AND PROVIDING ACCESS TO 

INFORMATION IN A NETWORK ENVIRONMENT 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. This application is being filed concurrently with 
related U.S. patent application Ser. No. (Attorney 
Docket Number 019404-000720US), entitled “SYSTEMS 
AND METHODS FOR STORING AND RETRIEVING 
DATA IN A WEB SERVER ENVIRONMENT and U.S. 
patent application Ser. No. (Attorney Docket Num 
ber 019404-000730US), entitled “SYSTEMS AND METH 
ODS FOR PARTITIONING DATAON MULTIPLE SERV 
ERS' which are incorporated herein by reference for all 
purposes. 

BACKGROUND OF THE INVENTION 

0002 This invention relates in general to systems and 
methods for accessing information from a network acces 
sible web server. More specifically, this invention relates to 
Systems and methods for authorizing and authenticating 
users requesting access to a web server. Yet further, the 
invention provides Systems and methods for facilitating 
functions provided by a central Service on a network. 
0003) Authorization and authentication are typically per 
formed whenever access to a Secure web server on a network 
is requested. In general, Such authorization and authentica 
tion involves, querying a user for a user name (ID) and 
password, determining the identity of the user from the 
queried information, and providing the user with access to a 
network web server consistent with the user's rights. Upon 
authentication and authorization, the user is free access the 
web server associated with the network device. 

0004. This relatively simple approach requires that a user 
be authenticated and authorized for each Secure web server 
which the user accesses. Thus, for example, a user wishing 
to access a Second Web Server must again be authenticated 
and authorized before access to the web server is allowed. 
This redundancy is useful where a user's access is funda 
mentally different to the first and second web servers. 
However, where the two web servers recognize the same 
user for the same purposes, Such redundancy is wasteful. 
0005 One simple solution to eliminate redundancy is to 
authenticate and authorize a user to access two or more web 
Servers while providing only a single ID and password. For 
example, a user can be queried when accessing a first web 
Server and upon authentication and authorization can be 
issued a “cookie' which indicates that the user is authorized 
to access other related web servers identified by the cookie. 
Such methods work well when both web servers share first 
and second level domain names. However, where the first or 
Second level domain names are dissimilar, the method will 
not work. 

0006. In some instances, web server owners provide 
authorization and authentication via a central authorization 
facility often operated by a third party. Thus, for example, 
when a user accesses a requested Web Server, the user is 
redirected to the central authorization facility which queries 
the user for an ID and a password. Upon authorizing the 
user, the central authorization facility displays a message 
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indicating Status of any authentication and/or authorization. 
After displaying the message, the central facility redirects 
the user back to the requested Web Server. 
0007. In such a system, a user desiring access to a second 
Web Server is similarly redirected to the central authorization 
facility before access to the second web server is allowed. 
Thus, traffic to the central authorization Server is very high. 
This is particularly inefficient where the user's access to both 
the first and the second web servers is identical. 

0008. In addition to the inefficiencies, confusing mes 
Sages are often displayed to users when access to a web 
Server is denied due to either failure of authentication or 
authorization. Such messages are displayed to the user by 
the central authorization facility. The messages are confus 
ing because they do not reference the requested Web Server, 
but rather reference the central authorization facility. Such 
messages are particularly confusing to a user that is not 
aware that they were being redirected for authentication and 
authorization. In addition to confusing the user, a certain 
level of brand dilution results from displaying characteristics 
of the central authorization facility rather than the requested 
web server. 

0009. To avoid this confusion and brand dilution, many 
Web Server owners require the central authorization facility 
to display a failure message designed by the Web Server 
owner. While this alleviates problems with confusion and 
brand dilution, it is cumbersome and labor intensive. Fre 
quently, providers of the central authorization facility use 
different tools to author and host their web pages than 
providers of an associated web server. So, providers of the 
Web Server must learn to author using different tools. In 
addition, whenever a design change is made to the web 
Server, matching changes must be made on the pages Served 
by the central authorization facility. 
0010 Thus, there exists a need in the art for systems and 
methods for providing third party Services, which are trans 
parent to the user. In addition, there exists a need in the art 
for Systems and methods for providing a one time authori 
Zation and access to a family of Web Servers. 

BRIEF SUMMARY OF THE INVENTION 

0011. The present invention provides systems and meth 
ods for using functions available from a central facility in 
communication with a computer network. In Some embodi 
ments, the functions provided by the central facility include 
authenticating a user requesting access to a web server. In 
other embodiments, the functions provided by the central 
facility include authorizing the user. In addition to authen 
ticating and authorizing a requesting user, the Systems and 
methods of the present invention are applicable to a number 
of other functions provided by a central facility. 

0012 One embodiment of the present invention includes 
methods for providing functions from a central facility 
asSociated with a computer network. The methods include 
receiving a request to access a content Server. The content 
Server refers at least a portion of the request to the central 
facility, which executes the request. The results of the 
execution are indicated to the content Server, which in turn 
displays the results of the request. Because the content 
Server generates the displayed message, any changes to the 
message can be made without accessing the central facility. 
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