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PREFACE

This document specifies the DoD Standard Internet Protocol. This
document is based on five earlier editions of the ARPA Internet Protocol
Specification, and the present text draws heavily from them. There have
been many contributors to this work both in terms of concepts and in
terms of text. This edition revises the details security,
compartmentation, and precedence features of the internet protocol.

Jon Postel

Editor
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1. INTRODUCTION
1.1. Motivation

The Internet Protocol is designed for use in interconnected systems Of
packet-switched computer communication networks., Such a system has
heen called a "catenet” [1!., The internet protocol provides for
transmitting blocks of data called datagrams from sources to
estinations, where sources and destinations are hosts identified by
fixed length addresses, The internet protocol also provides for
fragmentation and reassembly of long datagrams, if necessary, for
transmission through "small packet” networks.

The internet protocol is
functions necessary to de
datagram) from a source t
of networks. There are no mech
flow control, seguencing, or ot
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package of bits {an internet
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1.3. Interfaces

This protocol is called on by host-+o—h0§t protocols in an internet
environment, This protocol calls on local network protocols to carry
the internet 4atag*am to the next gateway or destination host.

Por example, a TCP module would nall on the internet module to take a
TCP segment (including the TCP header and user data) as the data
portion of an internet datagram., ¢he TCP module would orOVLd the
addresses and other parameters in the internet header to the internet
module as acrguments of the call., The internet module would then
create an internet datagram and call on the local network interface to
transmit the internet datagram.

In the ARPANET case, for example, the internet module would call on a
local net module which would add the 1822 leader [2] to the internet
datagram creating an ARPANET message to transmit to the IMP. The
ARPANET address would be derived from the internet address by the
local network interface and would be the address of some host in the
ARPANET, that host might be a gateway to other networks.
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1.4. Operation

The internet protocol implements two basic functions: addressing and
fragmentation.

The internet modules use the addresses carried in the internet header
to transmit internet datagrams toward their destinations. The
selection of a path for transmission is called routing.

The internet modules use fields in the internet header to fragment and
reassemble internet datagrams when necessary for transmission through
"small packet” networkeg,

The model of operation ig that an internet module resides in each host
engaged in internet communication and in each gateway that
interconnects networks. These mcdules share common rules for
interpreting address fields and for fragmenting and assembling
internet datagrams. 1In additicn, these modules (especially in
gateways) may have procedures for making routing decisions and other
functiong.

The internet protocol treats each internet datagram as an independent
entity unrelated tc any cther internet datagram. There are no
connections or logical circuits (virtual or ctherwise).

The internet protocol uses four key mechanisms in providing its
service: Type of Service, Time to Live, Options, and Header Checksum.

The Type of Service is used tc indicate the quality of the service
degired; this may be thought of as selecting among Interactive, Bulk,
or Real Time, for example. The type of service is an abstract or
generalized set of parameters which characterize the service choeices
provided in the networks that make up the internet. This type of
service indication is tc be used by gateways tc select the actual
transmission parameters for a particular network, the network tc be
used for the next hop, or the next gateway when routing an internet

datagram.

The Time te Live ig an indication of the lifetime of an internet
datagram. It is set by the sender of the datagram and reduced at the
points along the route where it is processed. If the time tc live
reaches zerc before the internet detagram reaches its destination, the
internet datagram is destroyed. The time to liive can be thought of as
a self destruct time limit.

The Optione provide for control functions needed or useful in some
situations but unnecessary for the most common communications. The

OCKET
L M

A R

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

January 1980
Internet Protocol

Introductior

options include provisions for timestamps, error reports, and special
routing.

The Header Checksum provides a verification that the information used
in processing internet datagram has been transmitted correctly. The
data may contain errors. If the header checksum fails, the internet
datagram is discarded at once by the entity which detects the error.

The internet protocol does not provide a reliable communication
facility. There are no acknowledgments either end-to-end or
hop-by-hop. There is no error control for data, only a header
checksum. There are no retransmissions. There is no flow control.
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