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(54) [Title] Data Processing Device and Process Modification Method Therefor 

(57) Abstract

[Objective] To reduce labor associated with modifying a

program.

[Constitution] Data to be modified for the processing

sequence of a data process is received by a wireless

communications means 1. Next, the data that was

received is saved in a saving means 3, and after its

validity has been assessed, it is stored in a storage means

2. Consequently, in cases where there are a plurality of

data processing devices having a program that must be

modified, the operation can be easily performed even in

cases where [said devices] are located in a dangerous

area. In addition, it is possible to perform the operation

even without needing to disassemble or assemble the data

processing devices.

 

 

Embodiment of the data processing 

 device of the present invention 

wireless communications 

means 

storage means 

saving means 

computation processing 

means 
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[Claims] 

[Claim 1] A data processing device comprising: 

a storage means that stores a processing sequence for a data 

process; 

a computation processing means that sequentially reads out said 

processing sequence from said storage means and executes [said 

sequence]; 

a wireless communication means that receives data for the part of 

said processing sequence that is to be modified; and 

a saving means that saves said modification portion; 

wherein,  

the data that is received by said wireless communications means is 

saved in the saving means, and after its validity has been 

determined, [said data] is stored in said storage means. 

[Claim 2] A data processing device that is furnished with an 

interface section that is connected to an external device, the data 

processing device being characterized in that it comprises of: 

a nonvolatile read/write memory that can only be overwritten at 

certain times and that stores the processing sequence for the data 

process; and 

a transfer means that transfers the data that was input from said 

interface section to said nonvolatile read/write memory. 

[Claim 3] A data process modification method characterized in 

that: 

data for the modification portion in the processing sequence for a 

data process is transmitted to one or more devices by means of 

either individual transmission or broadcast transmission; 

the data for said modification portion is saved by each device on 

the receiving end, and error checking is performed; and 

when there are no errors in the data of said modification portion, 

the processing sequence for said data process is replaced with the 

data in said modification portion. 

[Detailed Description of the Invention] 

[0001] 

[Field-of-use from the standpoint of manufacturing] The present 

invention pertains to a data processing device that stores a program 

in a storage means such as ROM and performs operations, as well 

as to a data process modification method that modifies the contents 

of that program. 

[0002] 

[Prior Art] Until now, in data processing devices that store a 

program in a ROM or other storage means and then perform 

operations, in cases where the program needs to be revised, in 

some cases, the printed circuit board on which the ROM was 

mounted has had to be replaced. Figure 2 is a block diagram of an 

example of a conventional data processing device. The device 

shown in the figure is a control device for a printer, which is a 

kind of data processing device. This device is made up of a CPU 

51, ROM 52, RAM 53, and I/O port 54 and the like. The CPU 51 

is the center that controls the printer. The ROM 52 stores text 

pattern data and programs to be executed when printing. The RAM 

53 is used as a work area for programs and a reception buffer. The 

I/O port 54 is connected to drive mechanisms such as the print 

head 56, space motor (SP), and linefeed motor (LF) 57 and the 

like; it is also connected to switches and lamps on the operation 

panel 58 and an interface section 59 [for interfacing with] an 

external device 60. A bus line 55 is connected to each component, 

and sends and receives addresses and data. The external device 60  

2 

is made up of a personal computer or workstation main unit and a 

disk drive mechanism; it is connected to the printer shown in the 

figure via the interface section 59. In addition, in a data processing 

device operating as an online system, programs—that is, load 

modules—were replaced by the scheme shown in Figure 3 (see 

pages 177 - 179 in Unexamined Japanese Patent Application No. 

62-280933). 

[0003] Figure 3 is a block diagram that shows an online system in 

accordance with a conventional load module modification scheme. 

The system that is shown in the figure is composed of a load 

module modification management table 22, a load module library 

24, and a main memory 26 and the like. The load module 

modification management table 22 manages and saves a load 

module identifier "A" that is input from the load module library 24 

and modification information for that load module. The load 

module library 24 may, for example, be composed of a magnetic 

disk device or the like; it stores load modules contained in a data 

processing sequence in the online system. 

[0004] The main memory 26 is made up of a random access 

memory (RAM) or the like; it loads load modules in the load 

module library 24. Load modules that have been loaded into the 

main memory 26 are sequentially read out by a processor (not 

shown in the figure) and executed. In such systems, the contents of 

the load module that is in main memory 26 are modified using 

modification information in the load module modification 

management table 22. The load module can then be executed using 

the contents that were modified. In addition, even if the online 

system experiences a failure, by following said load module 

modification management table 22, the modification contents of 

the load module in main memory 26 are safeguarded without loss 

of the modification information. 

[0005] 

[Issues To Be Resolved by the Invention] The above 

notwithstanding, with the above described conventional 

technology, the following problems arise. Specifically, using a 

conventional data processing device, in cases where there are 

multiple data processing devices whose programs are to be 

modified, one must replace the ROM circuit board for each device. 

In addition, in cases where there are multiple ROM circuit boards, 

one must search out the ROM circuit board that stores the program   

to be modified on each device, pull the located ROM circuit board 

out from its socket, and replace it. Consequently, a great deal of 

work is required for the modification operation. In particular, in 

cases where it is necessary to replace the ROM circuit board in a 

data processing device that is operating in a dangerous location or 

that is operating in a location where a person cannot easily access 

it, that much more labor will be required. 

[0006] In addition, in order to actually replace the ROM circuit 

board, a large number of steps may be required, and if the person 

performing the work is not used to performing such a task, failures 

may easily occur, and operation safety can become an issue. Now, 

printers, which are used in a wide variety of computer systems as 

shown in Figure 2, constitute an example of a kind of data 

processing device. The program that controls the actual printing 
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operation has traditionally been stored in a ROM 52. 

Consequently, if something goes wrong with the program or there 

is a need to modify or improve printer usage, one must replace the 

ROM 52. During such replacement operations, one must first open 

the printer cover and possibly even disassemble the machinery. 

Either way, one requires an experienced operator or maintenance 

person for such replacement operations, and considerable time is 

required for the work. In addition, one must also prepare a new 

ROM for the replacement. Further still, in order to reduce the cost 

of the printer, a mask ROM may be used for the ROM 52, and in 

cases where a mask ROM is installed onto the circuit board while 

eliminating the IC socket, then replacing the ROM 52 becomes 

exceedingly difficult. 

[0007] On the other hand, in a load module modification scheme 

for an online system like that shown in Figure 3, the following 

sorts of issues may arise. Specifically, in cases where the load 

module is stored not in RAM but in ROM, this sort of approach 

cannot be used. In addition, in cases where, outside of failure 

times, one starts the system back up after having cut off power to 

the system, then using the modification information that is stored 

in the load module modification management table 22, one must 

insert a patch once again into the load module that is in main 

memory 26. Consequently, if the amount of patching to be done is 

high, the task of modifying the load module will be troublesome, 

time will be required until the system starts back up, and 

throughput will be lowered. 

[0008] The present invention was conceived taking the above 

issues into consideration. As such, it is an object of the present 

invention to provide a data processing device and a process 

modification method that aims to improve the operational safety 

and reduce the amount of labor in program modification work by 

performing program modification via a device interface or through 

remote operations that are performed using wireless or broadcast 

communications. 

[0009] 

[Means for Resolving the Issues Described] The data processing 

device of the present invention comprises: a storage means that 

stores a processing sequence for a data process; a computation 

processing means that sequentially reads out said processing 

sequence from said storage means and executes [said sequence]; a 

wireless communication means that receives data for the part of 

said processing sequence that is to be modified; and a saving 

means that saves said modification portion; 

wherein, the data that is received by said wireless communications 

means is saved in the saving means, and after its validity has been 

assessed, [said data] is stored in said storage means. Another data 

processing device of the present invention constitutes a data 

processing device that is furnished with an interface section that is 

connected to an external device, the data processing device being 

characterized in that it comprises: a nonvolatile read/write memory 

that can only be overwritten at certain times and that stores the 

processing sequence for the data process; and a transfer means that 

transfers the data that was input from said interface section to said 

nonvolatile read/write memory. 

[0010] The data process modification method of the present 

invention is characterized in that: data for the modification portion 

in the processing sequence for a data process is transmitted to one 

or more devices by means of either individual transmission or 

broadcast transmission; the data for said modification portion is 

saved by each device on the receiving end, and error checking is 

4  

performed; and when there are no errors in the data of said 

modification portion, the processing sequence for said data process 

is replaced with the data in said modification portion.  

[0011] 

[Effects] In the data processing device and process modification 

method therefor of the present invention, data for the modification 

target in a processing sequence of a data process is received by a 

wireless communications means or the like. Next, the data that was 

received is saved by a saving means, and after its validity has been 

determined, it is stored in a storage means. Consequently, in cases 

where there are multiple data processing devices for which a 

program must be modified, it is easy to perform the operation even 

when those devices are in a dangerous location. In addition, it is 

possible to perform the operation without disassembling or 

assembling the data processing device. Further still, in data 

processing devices that are furnished with an interface section that 

is connected to an external device, the processing sequence of the 

data process is stored in a nonvolatile read/write memory. Next, 

the data that has been input from said interface section at a certain 

time is transferred to the nonvolatile read/write memory by means 

of a transfer. As a result, overwriting of control programs for 

printers and the like is easily performed. 

[0012] 

[Embodiments] Below, embodiments of the present invention shall 

be described in detail with reference to the figures. Figure 1 is a 

block diagram of an embodiment of the data processing device of 

the present invention. The device in the figure is made up of a 

wireless communications means 1, storage means 2, saving means 

3, ROM 4, and RAM 5 — these being connected to the bus line of 

a computation processing means 10. The wireless communications 

means 1 receives data that has been transmitted using 

electromagnetic waves. Using this wireless communications 

means 1, beyond individual communications involving a single 

recipient, it is also possible to handle broadcast communications 

involving multiple recipients. The storage means 2 is made from 

EEPROM or the like. As is well known, EEPROM is a kind of 

memory that operates as a ROM that cannot normally be 

overwritten, though it can be overridden using electronic means. A 

program that is actually operated by the computation processing 

means 10 is stored in this storage means 2. Patches are attached to 

the program that is stored in this storage means 2. 

[0013] The saving means 3 temporarily saves patch programs that 

have been transmitted via the wireless communications means 1. 

This saving means 3 is made up of a battery backup memory 

(BBM) or the like. The computation processing means 10 

performs error control on patch programs, and in cases where there 

are no errors, it expands the patch into the storage means 2. The 

ROM 4 is a so-called read-only memory; it stores all of the 

programs that are used by the terminal. The program that is stored 

in this ROM 4 is the original program prior to modification. When 

power is turned onto the device, after an initial diagnostic process 

is executed, the program is transferred from the ROM 4 to the 

storage means 2. The RAM 5 is a so-called random access 

memory that can be overwritten. This RAM 5 is used as a work 

area for the computation processing means 10 that executes the 

program. 

[0014] The original program that is stored in ROM 4 is divided 

into a portion that is executed in ROM 4 and a portion that is 
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executed on the storage means 2. The former is referred to as a 

core, while the latter is referred to as firmware. The core performs 

such activities as executing the initial diagnosis performed when 

the power is switched on, transferring firmware to the storage 

means 2, and expanding patches in the storage means 2. The 

firmware is a program executed on the terminal. This firmware can 

be overwritten on the storage means 2. The firmware that is stored 

in ROM 4 is a program that has a version number. This firmware 

is only transferred to the storage means 2 once when the power is 

turned on. When the firmware version is updated, then a patch is 

applied to the storage means 2. At this time, the version number 

record section on the storage means 2 is updated. Subsequently, at 

the same time that the patch is applied to the storage means 2, each 

time the version is being updated, the version number is also 

updated. This flow of control is shown in Figure 3. 

[0015] Figure 4 is a flowchart that shows a processing sequence 

for modifying a program. First, when the power is turned on a 

determination is made as to whether the installed ROM 4 is new 

(step S21). This determination may be made by, for example, 

pressing a certain key on the keyboard while the power is turned 

on. If the ROM 4 is new, then the firmware is transferred to the 

storage means 2 (step S22). If it is not, then because the firmware 

that is stored in the storage means 2 is the latest version, the 

transfer of firmware from ROM 4 is not performed. 

[0016] Patch data that has been received from the wireless 

communications means 1 is temporarily saved in the saving means 

(step S23) without immediately being expanded into the storage 

means 2. When reception of the latest patch data has been 

completed (step S24), control privileges are transferred to the 

ROM 4, and the patch is expanded into the storage means 2 (step 

S25). At this point, the reason that control privileges are 

temporarily transferred to ROM is so as to make the entire region 

of the storage means 2 eligible for patching. Now, thanks to the 

execution of step S36, in cases where the firmware of the storage 

means 2 is transferred to the RAM 5, when the patch is expanded 

into the storage means 2, there is no need to transfer the control 

privileges to the core of the ROM 4. In other words, the patch can 

be expanded into the storage means 2 with the control privileges 

remaining as is in the firmware in RAM 5. 

[0017] Figure 5 is an explanatory diagram of a sequence for 

implementing the data process modification method of the present 

invention. First, the patch transmission device transmits patch data 

to a plurality of data processing devices that are within the reach of 

[its] electromagnetic waves through broadcast transmissions using 

a wireless communications means 1 (T1). Next, after an elapse of 

time (T2) that is needed for each data processing device to expand 

the patch into the storage means 2, a patch transmission device 

sends a patch result read command by means of broadcast 

communications (T3). Each data processing device transmits a 

total hash value that is set in the patch data and a response that 

determines whether the patch terminated normally based on the 

patch version number to the patch transmission device (T4). In 

cases where the patch terminated abnormally, then once again the 

patch operation is repeated only for that data processing device 

(T5). 

[0018] Figure 6 is an explanatory diagram of the transition of  

 

6  

control privileges. Due to the power being turned on, the data 

processing device passes through each of the following device 

modes. These device modes are an initial diagnostic M1, transfer 

of the firmware in ROM to EEPROM M2, operation M3, patch 

data incoming M4, patch saving to EEPROM M5, and operation 

M6. In each of these device modes, control privileges are 

transitioned between the ROM and the EEPROM. First, in the 

initial diagnosis M1 and the transition of the firmware section in 

ROM to EEPROM M2, control privileges reside in the core on 

ROM. In the initial diagnostic M1, the ROM and RAM are 

checked, and a hash check is performed for the EEPROM. The 

transfer of the firmware section in ROM to EEPROM is executed 

only when there is an instruction to the effect that a new ROM has 

been installed. 

[0019] Next, during operation M3 and patch data incoming M4, 

the control privileges are transitioned from ROM to EEPROM and 

reside in the firmware on EEPROM. In operation M3, operation 

task processing is performed. In this operation M3, if a patch is 

received, then processing advances to patch data incoming M4. As 

a result, processing advances to storing patch in EEPROM M5, 

and control privileges are transitioned from EEPROM to ROM. 

After that, once processing moves to operation M6, control 

privileges are once again transitioned from ROM to EEPROM. 

[0020] Figure 7 is an explanatory diagram of a transfer when the 

power is turned on. The program that is stored in ROM is made up 

of a core 41 and a firmware 42. The core 41 is left on ROM 

without being forwarded. The firmware 42 is the portion that is 

forwarded to the EEPROM, and contains a version number record 

portion 43 for said program. Forwarding of this firmware 42 is 

only performed once. In other words, the version number that is 

forwarded from the ROM constitutes the initial value of the 

version number in EEPROM. When executing a patch, a 

comparison is made between the version number that is set in the 

last patch command shown in Figure 10 prior to execution and the 

version number that is stored in the EEPROM, and the patch is 

stored in the EEPROM only if these version numbers are the same. 

[0021] Figure 8 is an explanatory diagram of a patch command 

scheme. The commands in the figure consist of an identifier CMD, 

command length LNG, flags FLG, patch address ADR, and patch 

data DATA. The identifier CMD is a code for identifying other 

commands and the patch command. Command length LNG shows 

the total number of bytes in said patch command. The flags FLG 

show which portion of the patch command prior to partitioning the 

segmented patch command is located in cases where the patch 

command is segmented into multiple patch commands and then 

transmitted. The patch address ADR is the address of the portion 

where the patch data was entered into the program. The patch data 

DATA is the patch data constituting the revised portion of the 

program. 

[0022] Figure 19 is an explanatory diagram of the contents of the 

flags. The flags shown in the figure are composed of two-bit data. 

"00" indicates that the segmented patch command is one that 

comes from the middle of the patch. "01" indicates that the 
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