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AO 120 (Rev. 08/10) 

Mail Stop 8 REPORT ON THE 
TO: 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

FILING OR DETER.MINA TION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK Alexandria, VA 22313-1450 

[n Compliance with 35 1-LS.C § 2.90 and/or 15 U.S.C. § l l 16 you are hereby advised that a court action has been 

filed in the U.S. District Court District of Nevada on the following 

D Trademarks or ~Patents. ( D the patent ac110n invoives 35 U.S.C. § 292.): 

DOCKET NO. DA TE FILED 5/14/2018 U.S. DISTRlCT COURT 
2:18-cv-00864-APG-NJK District of Nevada 

PLAfNTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC GOLDEN NUGGET, INC. and LANDRY'S INC. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l US RE46,459E 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 Complaint attached 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

n Amendment • Answer • Cross Bill • Other Pleadmg 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l 

2 

3 

4 

5 

[n the above-----entitled case, the following decision has been rendered or judgement issued: 

DECISIONiJUDGEMENT 

CLERK (BY) DEPUTY CLER,.'Z DATE 

Isl Debra K. Kempi Isl S. Denson 511412018 

Co1Jy 1-----Upon initiation of action, mail this copy to Director Copy 3-----lJ 110n termination of action, mail this copy to Director 
Copy 2-----Uimn filing document adding patent(s), mail this copy to Director Copy 4-----Case file copy 
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Case 2:18~cv~00862-MMD-NJK Document 5 Filed 05/14/18 Page 1 of 44 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

Alexandria, VA 22313-1450 

REPORT ON THE 
FILING OR DETER.MINA TION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK 

[n Compliance with 35 1-LS.C § 2.90 and/or 15 U.S.C. § l l 16 you are hereby advised that a court action has been 

filed in the U.S. District Court District of Nevada on the following 

D Trademarks or ~Patents. ( D the patent ac110n invoives 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRlCT COURT 
District of Nevada 

PLAfNTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC CAESARS ENTERTAINMENT CORPORATION 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l US RE46,459E 6i27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 (See Attached Complaint) 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

n Amendment • Answer • Cross Bill • Other Pleadmg 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l 

2 

3 

4 

5 

[n the above-----entitled case, the following decision has been rendered or judgement issued: 

DECISIONiJUDGEMENT 

CLERK (BY) DEPUTY CLER,.'Z DATE 
Debra K. Kempi /s/ Justin Matott 5/14/2018 

Co1Jy 1-----Upon initiation of action, mail this copy to Director Copy 3-----lJ 110n termination of action, mail this copy to Director 
Copy 2----·U1mn filing document adding patent(s), mail this copy to Director Copy 4-----Case file copy 
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The system that Caesars provides at its hotel properties, such as its Las 

Vegas Properties, provides that a rule set programmed in the redirection 

server may redirect the web site that the user, i.e., hotel guest, is trying to 

access to a "popup window" wherein the enters login credentials, i.e., name 

and hotel room, to activate or purchase a particular tier oflnternet access. 2 

When you first aC<'...ess the property WiFl system, a pop~up screen will appear on your 
computer or mobile device, You must enter your room number and last name to receive the 
discounted rate that is included in your resort fee. You will then be asked to pick a service: 
Basic (free with resort fee) and Premium (additional fee, 

b. wherein the rule set contains at least one of a plurality of functions used to 

control data passing between the user and a public network. The server that 

provides the user's gateway to the Internet at a Caesars location, e.g., 

Caesars' s Las Vegas Properties, is configured to be able to redirect users to 

the aforementioned portal regardless of an Internet address that the user 

requests. 

c. wherein the redirection server is configured to automatically modify at least 

a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address. For example, upon a user's payment or other 

login authentication once the user enters information at the portal, the server 

modifies its rule set to allow that user to access to the Internet from their 

suite. 

d. wherein the redirection server is configured to modify at least a portion of 

the rule set as a function of some combination of time, data transmitted to 

or from the user, or location the user accesses. For example, upon payment 

or authentication of a hotel guest's credentials, i.e., use of a pre-determined 

pass or login that provides access, a portion of the rule set is modified by 
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providing the user with Internet access for a limited amount of time ( e.g., 

one day), while the rule set is correlated to the temporarily assigned network 

address given to the user. 

e. wherein the redirection server is configured to modify at least a portion of 

the rule set as a function of time while the rule set is correlated to the 

temporarily assigned network address. For example, upon payment for a 

limited time oflnternet use, a portion of the rule set is modified by providing 

the user with Internet access for a limited amount of time ( e.g., one day), 

while the rule set is correlated to the temporarily assigned network address 

given to the user. 

3 2. Caesars indirect! y infringes the '4 5 9 patent, under 3 5 U.S. C. § 2 71 (b ), by actively 

inducing direct infringement by others, for example, Caesars customers and guests and its 

properties who use the Accused System provided by Caesars for Internet Access following 

Caesars's instructions on how to access the Wi-Fi network. By at least the filing date and/or service 

date of this Complaint, Caesars had knowledge of the '459 patent and that its actions resulted in 

direct infringement of the '459 patent. Caesars also knew or was willfully blind that its actions 

would induce direct infringement by others and intended that its actions would do so. 

33. In accordance with 35 U.S.C. § 287, Caesars has had knowledge of the Asserted 

Patent at least as of the filing date of this Complaint and/or the date this Complaint was served. 

34. Despite Caesars's knowledge of the Asserted Patent and its infringing activities, 

Caesars continues to make, use, market, offer for sale, and/or sell in the United States systems that 

infringe the Asserted Patent. Caesars has continued to infringe in wanton disregard ofLinksmart's 

patent rights. 

35. Caesars's continued infringement of the Asserted Patent has damaged and will 

continue to damage Linksmart. 

Damages 

36. The foregoing paragraphs are incorporated by reference as if fully set forth herein. 

I II 
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37. As a result of Caesars's acts of infringement, Linksmart has suffered actual and 

consequential damages; however, Linksmart does not yet know the full extent of the infringement. 

The extent of Caesars' s infringement and damages suffered by Linksmart cannot be ascertained 

except through discovery and special accounting. To the fullest extent permitted by law, Linksmart 

seeks recovery of damages at least for reasonable royalties, unjust enrichment, and benefits 

received by Caesars as a result of infringing the patents-in-suit. Linksmart further seeks any other 

damages to which Linksmart is entitled under law or in equity. 

Irreparable Harm to Linksmart 

38. The foregoing paragraphs are incorporated by reference as if fully set forth herein. 

39. Linksmart has been irreparably harmed by Caesars's acts of infringement. 

Linksmart will continue to be irreparably harmed unless and until Caesars' s acts of infringement 

are enjoined by this Court. Linksmart has no adequate remedy at law to redress Caesars's 

continuing acts of infringement. The hardships that would be imposed upon Caesars are less than 

those faced by Linksmart should an injunction not issue. Furthermore, the public interest would 

be served by issuance of an injunction. 

Attorneys' Fees 

40. Caesars's infringement of the Asserted Patent is exceptional, and Linksmart is 

entitled to recover reasonable and necessary attorneys' fees under applicable law. 

Prayer for Relief 

WHEREFORE, Linksmart respectfully requests that this Court enter judgment in its favor 

and grant the following relief: 

a. A judgment that Caesars directly and/or indirectly infringes the '459 patent; 

b. An Order enjoining, permanently, Caesars and its respective officers, directors, 

agents, partners, servants, employees, attorneys, licensees, successors, and assigns, 

and those in active concert or participation with any of them, from engaging in 

infringing activities with respect to the '459 patent; 

c. A judgment that Caesars's infringement has been willful and that Caesars's 

continued infringement of the '459 patent is willful; 
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d. A ruling that this case is exception and awarding Linksmart its reasonable 

attorneys' fees under 35 U.S.C. § 285; 

e. A judgment and order requiring Caesars to pay Linksmart damages in an amount 

adequate to compensate Linksmart for Caesars's infringement, but in no event less 

than a reasonable royalty under 35 U.S.C. § 284, including supplemental damages 

for any continuing post-verdict infringement up until entry of judgment, with an 

accounting, as needed, as well as treble damages for willful infringement under 35 

U.S.C. § 284; 

f. Award enhanced damages pursuant to 35 U.S.C. § 284; 

g. A judgment and order requiring Caesars to pay Linksmart' s costs of this action 

(including all disbursements); 

h. An order for an accounting of damages; 

1. A judgment and order requiring Caesars to pay pre-judgment and post-judgment 

interest to the full extent allowed under the law; and 

J. Award such other and further relief as the Court may deem just and proper under 

the circumstances. 
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Demand for Jury Trial 

Pursuant to Rule 3 8(b) of the Federal Rules of Civil Procedure, plaintiff Linksmart 

Wireless Technology, LLC demands trial by jury on all issues so triable. 

Respectfully submitted, 

Dated: May 14, 2018 BORGHESE LEGAL, LTD. 

By: Isl Mark Borghese 
Mark Borghese 

RUSS, AUGUST & KABAT 

Larry C. Russ 
Marc A Fenster 
Benjamin T. Wang 
KentN. Shum 
Bahrad A Sokhansanj 

Attorneys for Plaintiff 
LINK.SMART WIRELESS TECHNOLOGY, 
LLC 
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A data redirection system for redirecting user's data based 
on a stored rule set. The redirection of data is performed by 
a redirection server, which receives the redirection rule sets 
for each user from an authentication and accounting server, 
and a database. Prior to using the system, users authenticate 
with the authentication and accounting server, and receive a 
network address. The authentication and accounting server 
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the rule set and the user's address to the redirection server. 
The redirection server then implements the redirection rule 
set for the user's address. Rule sets are removed from the 
redirection server either when the user disconnects, or based 
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redirection server either when a user connects, or based on 
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USER SPECIFIC AUTOMATIC DATA 
REDIRECTION SYSTEM 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue specifica
tion; matter printed in italics indicates the additions 
made by reissue; a claim printed with strikethrough 
indicates that the claim was canceled, disclaimed, or held 
invalid by a prior post-patent action or proceeding. 

RELATED APPLICATION 

This application claims priority of U.S. Provisional Appli
cation No. 60/084,014 filed May 4, 1998, the disclosure of 
which is incorporated fully herein by reference. 

FIELD OF THE INVENTION 

2 
the user begins. The browser then requests the redirected 
WWW page according to the URL contained in the first 
page's html code. Alternately, redirection can also be 
accomplished by coding the page such that it instructs the 

5 browser to run a program, like a Java applet or the like, 
which then redirects the browser. One disadvantage with 
current redirection technology is that control of the redirec
tion is at the remote end, or WWW server end-and not the 
local, or user end. That is to say that the redirection is 

10 performed by the remote server, not the user's local gateway. 
Filtering packets at the Internet Protocol (IP) layer has 

been possible using a firewall device or other packet filtering 
device for several years. Although packet filtering is most 

15 
often used to filter packets coming into a private network for 
security purposes, once properly programed, they can filter 
outgoing packets sent from users to a specific destination as 
well. Packet filtering can distinguish, and filter based on, the 
type of IP service contained within an IP packet. For 

This invention relates to the field of Internet communi- 20 example, the packet filter cart determine if the packet 
contains FTP (file transfer protocol) data, WWW data, or 
Telnet session data. Service identification is achieved by 
identifying the terminating port number contained within 
each IP packet header. Port numbers are standard within the 

cations, more particularly, to a database system for use in 
dynamically redirecting and filtering Internet traffic. 

BACKGROUND OF THE INVENTION 
25 industry to allow for interoperability between equipment. 

Packet filtering devices allow network administrators to 
filter packets based on the source and/or destination infor
mation, as well as on the type of service being transmitted 
within each IP packet. Unlike redirection technology, packet 

In prior art systems as shown in FIG. 1 when an Internet 
user establishes a connection with an Internet Service Pro
vider (ISP), the user first makes a physical connection 
between their computer 100 and a dial-up networking server 
102, the user provides to the dial-up networking server their 
user ID and password. The dial-up networking server then 
passes the user ID and password, along with a temporary 
Internet Protocol (IP) address for use by the user to the ISP' s 
authentication and accounting server 104. A detailed 
description of the IP communications protocol is discussed 

30 filtering technology allows control at the local end of the 
network connection, typically by the network administrator. 
However, packet filtering is very limited because it is static. 
Once packet filtering rule sets are programed into a firewall 

35 
or other packet filter device, the rule set can only be changed 
by manually reprogrannning the device. in Internetworking with TCP/IP, 3rd ed., Douglas Comer, 

Prentice Hall, 1995, which is fully incorporated herein by 
reference. The authentication and accounting server, upon 
verification of the user ID and password using a database 
106 would send an authorization message to the dial-up 40 

networking server 102 to allow the user to use the temporary 
IP address assigned to that user by the dial-up networking 
server and then logs the connection and assigned IP address. 
For the duration of that session, whenever the user would 
make a request to the Internet 110 via a gateway 108, the end 45 

user would be identified by the temporarily assigned IP 
address. 

Packet filter devices are often used with proxy server 
systems, which provide access control to the Internet and are 
most often used to control access to the world wide web. In 
a typical configuration, a firewall or other packet filtering 
device filters all WWW requests to the Internet from a local 
network, except for packets from the proxy server. That is to 
say that a packet filter or firewall blocks all traffic originating 
from within the local network which is destined for con-
nection to a remote server on port 80 (the standard WWW 
port number). However, the packet filter or firewall permits 
such traffic to and from the proxy server. Typically, the proxy 
server is programed with a set of destinations that are to be 
blocked, and packets destined for blocked addresses are not 

The redirection of Internet traffic is most often done with 
World Wide Web (WWW) traffic (more specifically, traffic 
using the HTTP (hypertext transfer protocol)). However, 
redirection is not limited to WWW traffic, and the concept 
is valid for all IP services. To illustrate how redirection is 
accomplished, consider the following example, which redi
rects a user's request for a WWW page (typically an html 
(hypertext markup language) file) to some other WWW 
page. First, the user instructs the WWW browser (typically 
software running on the user's PC) to access a page on a 
remote WWW server by typing in the URL (universal 
resource locator) or clicking on a URL link. Note that a URL 
provides information about the communications protocol, 
the location of the server (typically an Internet domain name 

50 forwarded. When the proxy server receives a packet, the 
destination is checked against a database for approval. If the 
destination is allowed, the proxy server simply forwards 
packets between the local user and the remote server outside 
the firewall. However, proxy servers are limited to either 

55 blocking or allowing specific system terminals access to 
remote databases. 

A recent system is disclosed in U.S. Pat. No. 5,696,898. 
This patent discloses a system, similar to a proxy server, that 
allows network administrators to restrict specific IP 

60 addresses inside a firewall from accessing information from 
certain public or otherwise uncontrolled databases (i.e., the 
WWW /Internet). According to the disclosure, the system has 
a relational database which allows network administrators to 

or IP address), and the location of the page on the remote 
server. The browser next sends a request to the server 
requesting the page. In response to the user's request, the 
web server sends the requested page to the browser. The 65 

page, however, contains html code instructing the browser to 
request some other WWW page-hence the redirection of 

restrict specific terminals, or groups of terminals, from 
accessing certain locations. Similarly limited as a proxy 
server, this invention can only block or allow terminals' 
access to remote sites. This system is also static in that rules 
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programmed into the database need to be reprogramming in 
order to change which locations specific terminals may 
access. 

SUMMARY OF THE INVENTION 

4 
the network. The system employs: a dial-up network server 
102, an authentication accounting server 204, a database 206 
and a redirection server 208. 

The PC 100 first connects to the dial-up network server 
5 102. The connection is typically created using a computer 

modem, however a local area network (LAN) or other 
communications link can be employed. The dial-up network 
server 102 is used to establish a communications link with 

The present invention allows for creating and implement
ing dynamically changing rules, to allow the redirection, 
blocking, or allowing, of specific data traffic for specific 
users, as a function of database entries and the user's 10 

activity. In certain embodiments according to the present 
invention, when the user connects to the local network, as in 
the prior art system, the user's ID and password are sent to 
the authentication accounting server. The user ID and pass-

15 
word are checked against information in an authentication 
database. The database also contains personalized filtering 
and redirection information for the particular user ID. Dur
ing the connection process, the dial-up network server 
provides the authentication accounting server with the IP 20 
address that is going to be temporarily assigned to the user. 
The authentication accounting server then sends both the 
user's temporary IP address and all of the particular user's 
filter and redirection information to a redirection server. The 

the user's PC 100 using a standard communications proto
col. In the preferred embodiment Point to Point Protocol 
(PPP) is used to establish the physical link between the PC 
100 and the dial-up network server 102, and to dynamically 
assign the PC 100 an IP address from a list of available 
addresses. However, other embodiments may employ dif
ferent communications protocols, and the IP address may 
also be permanently assigned to the PC 100. Dial-up net-
work servers 102. PPP and dynamic IP address assignment 
are well known in the art. 

An authentication accounting server with Auto-N avi com
ponent (hereinafter, authentication accounting server) 204 is 
used to authenticate user ID and permit, or deny, access to 
the network. The authentication accounting server 204 que
ries the database 206 to determine if the user ID is autho
rized to access the network. If the authentication accounting 

IP address temporarily assigned to the end user is then sent 25 

back to the end user for use in connecting to the network. 
server 204 determines the user ID is authorized, the authen
tication accounting server 204 signals the dial-up network 

Once connected to the network, all data packets sent to, or 
received by, the user include the user's temporary IP address 
in the IP packet header. The redirection server uses the filter 
and redirection information supplied by the authentication 30 

accounting server, for that particular IP address, to either 
allow packets to pass through the redirection server UlllllO

lested, block the request all together, or modify the request 
according to the redirection information. 

server 102 to assign the PC 100 an IP address, and the 
Auto-Navi component of the authentication accounting 
server 204 sends the redirection server 208 (1) the filter and 
redirection information stored in database 206 for that user 
ID and (2) the temporarily assigned IP address for the 
session. One example of an authentication accounting server 
is discussed in U S. Pat. No. 5,845,070, which is fully 
incorporated here by reference. Other types of authentica
tion accounting servers are known in the art. However, these 
authentication accounting servers lack an Auto-Navi com-

When the user terminates the connection with the net- 35 

work, the dial-up network server informs the authentication 
accounting server, which in tum, sends a message to the 
redirection server telling it to remove any remaining filtering 
and redirection information for the terminated user's tem
porary IP address. This then allows the dial-up network to 
reassign that IP address to another user. In such a case, the 
authentication accounting server retrieves the new user's 
filter and redirection information from the database and 
passes it, with the same IP address which is now being used 
by a different user, to the redirection server. This new user's 
filter may be different from the first user's filter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a typical Internet Service 
Provider environment. 

FIG. 2 is a block diagram of an embodiment of an Internet 
Service Provider environment with integrated redirection 
system. 

DETAILED DESCRIPTION OF THE 
INVENTION 

In the following embodiments of the invention, common 
reference numerals are used to represent the same compo
nents. If the features of an embodiment are incorporated into 
a single system, these components can be shared and per
form all the functions of the described embodiments. 

FIG. 2. shows a typical Internet Service Provider (ISP) 
environment with integrated user specific automatic data 
redirection system. In a typical use of the system, a user 
employs a personal computer (PC) 100, which connects to 

ponent. 
The system described herein operates based on user Id's 

supplied to it by a computer. Thus the system does not 
40 "know" who the human being "user" is at the keyboard of 

the computer that supplies a user ID. However, for the 
purposes of this detailed description. "user" will often be 
used as a short hand expression for "the person supplying 
inputs to a computer that is supplying the system with a 

45 particular user ID." 
The database 206 is a relational database which stores the 

system data. FIG. 3 shows one embodiment of the database 
structure. The database, in the preferred embodiment, 
includes the following fields: a user account number, the 

50 services allowed or denied each user (for example: e-mail, 
Telnet, FTP, WWW), and the locations each user is allowed 
to access. 

Rule sets are employed by the system and are unique for 
each user ID, or a group of user ID's. The rule sets specify 

55 elements or conditions about the user's session. Rule sets 
may contain data about a type of service which may or may 
not be accessed, a location which may or may not be 
accessed, how long to keep the rule set active, under what 
conditions the rule set should be removed, when and how to 

60 modify the rule set during a session, and the like. Rule sets 
may also have a preconfigured maximum lifetime to ensure 
their removal from the system. 

The redirection server 208 is logically located between 
the user's computer 100 and the network, and controls the 

65 user's access to the network. The redirection server 208 
performs all the central tasks of the system. The redirection 
server 208 receives information regarding newly established 
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sessions from the authentication accounting server 204. The 
Auto-Navi component of the authentication accounting 
server 204 queries the database for the rule set to apply to 
each new session, and forwards the rule set and the currently 
assigned IP address to the redirection server 208. The 5 

redirection server 208 receives the IP address and rule set, 
and is programed to implement the rule set for the IP 
address, as well as other attendant logical decisions such as: 
checking data packets and blocking or allowing the packets 
as a function of the rule sets, performing the physical 10 

redirection of data packets based on the rule sets, and 
dynamically changing the rule sets based on conditions. 
When the redirection server 208 receives information 
regarding a terminated session from the authentication 

15 
accounting server 204, the redirection server 208 removes 
any outstanding rule sets and information associated with 
the session. The redirection server 208 also checks for and 
removes expired ride sets from time to time. 

In an alternate embodiment, the redirection server 208 20 

reports all or some selection of session information to the 
database 206. This information may then be used for report
ing, or additional rule set generation. 

System Features Overview 25 

In the present embodiment, each specific user may be 
limited to, or allowed, specific IP services, such as WWW, 
FTP and Telnet. This allows a user, for example, WWW 
access, but not FTP access or Telnet access. A user's access 30 

can be dynamically changed by editing the user's database 
record and commanding the Auto-Navi component of the 
authentication accounting server 204 to transmit the user's 
new rule set and current IP address to the redirection server 
208. 

35 

A user's access can be "locked" to only allow access to 
one location, or a set of locations, without affecting other 
users' access. Each time a locked user attempts to access 
another location, the redirection server 208 redirects the user 40 
to a default location. In such a case, the redirection server 
208 acts either as proxy for the destination address, or in the 
case of WWW traffic the redirection server 208 replies to the 
user's request with a page containing a redirection com
mand. 45 

A user may also be periodically redirected to a location, 
based on a period of time or some other condition. For 
example, the user will first be redirected to a location 
regardless of what location the user attempts to reach, then 
permitted to access other locations, but every ten minutes the 50 

user is automatically redirected to the first location. The 
redirection server 208 accomplishes such a rule set by 
setting an initial temporary rule set to redirect all traffic; after 
the user accesses the redirected location, the redirection 
server then either replaces the temporary rule set with the 55 

user's standard rule set or removes the rule set altogether 
from the redirection server 208. After a certain or variable 
time period, such as ten minutes, the redirection server 208 
reinstates the rule set again. 

The following steps describe details of a typical user 60 

sess10n: 

6 
The authentication accounting server 204 queries data

base 206 and performs validation check of user ID and 
password. 

Upon a successful user authentication, the dial-up net
work server 102 completes the negotiation and assigns 
an IP address to the user. Typically, the authentication 
accounting server 204 logs the connection in the data
base 206. 

The Auto-Navi component of the authentication account
ing server 204 then sends both the user's rule set 
(contained in database 206) and the user's IP address 
(assigned by the dial-up network server 102) in real 
time to the redirection server 208 so that it can filter the 
user's IP packets. 

The redirection server 208 programs the rule set and IP 
address so as to control (filter, block, redirect, and the 
like) the user's data as a function of the rule set. 

The following is an example of a typical user's rule set, 
attendant logic and operation: 

If the rule set for a particular user (i.e., user UserID-2) was 
such as to only allow that user to access the web site 
www.us.com, and permit Telnet services, and redirect all 
web access from any server at xyz.com to www.us.com, then 
the logic would be as follows: 

The database 206 would contain the following record for 
user UserID-2: 

ID 
Password: 
################ 

### Rule Sets ### 
################ 

User!D-2 
secret 

#service 
http 

rule 
www.us.com 

http * .xyz.com=>www.us.com 

expire 
0 
0 

the user initiates a session, and sends the correct user ID 
and password (UserID-2 and secret) to the dial-up 
network server 102. As both the user ID and password 
are correct, the authentication accounting server 204 
authorizes the dial-up network server 102 to establish a 
session. The dial-up network server 102 assigns 
UserID-2 an IP address (for example, 10.0.0.1) to the 
user and passes the IP address to the authentication 
accounting server 204. 

The Auto-Navi component of the authentication account
ing server 204 sends both the user's rule set and the 
user's IP address (10.0.0.1) to the redirection server 
208. 

The redirection server 208 programs the rule set and IP 
address so as to filter and redirect the user's packets 
according to the rule set. The logic employed by the 
redirection server 208 to implement the rule set is as 
follows: 
IF source IP-address=l0.0.0.1 AND 

( ((request type=HTTP) AND (destination address= 
www.us.com)) OR (request type=Telnet) 

) THEN ok. 
IF source IP-address=l0.0.0.1 AND 

( (request type=HTTP) AND (destination 
address=* .xyz.com) 

) THEN (redirect=www.us.com) A user connects to the dial-up network server 102 through 
computer 100. 

The user inputs user ID and password to the dial-up 
network server 102 using computer 100 which for
wards the information to the authentication accounting 
server 204 

The redirection server 208 monitors all the IP packets, 
checking each against the rule set. In this situation, if IP 

65 address 10.0.0.1 (the address assigned to user ID UserID-2) 
attempts to send a packet containing HTTP data (i.e., 
attempts to connect to port 80 on any machine within the 
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xyz.com domain) the traffic is redirected by the redirection 
server 208 to www.us.com. Similarly, if the user attempts to 
connect to any service other then HTTP at www.us.com or 
Telnet anywhere, the packet will simply be blocked by the 
redirection server 208. 

When the user logs out or disconnects from the system, 
the redirection server will remove all remaining rule sets. 

The following is another example of a typical user's rule 
set, attendant logic and operation: 

If the rule set for a particular user (i.e., user UserID-3) was 
to force the user to visit the web site www.widgetsell.com, 
first, then to have unfettered access to other web sites, then 
the logic would be as follows: 

The database 206 would contain the following record for 
user UserID-3; 

ID 
Password: 
################ 
### Rule Sets ### 
################ 

User!D-3 
top-secret 

#service 
http 

rule 
*=>www.widgetsell.com 

expire 
lx 

8 
subscriptions can thus be easily managed by the authenti
cation accounting Server 204. 

In yet another embodiment, signals from the Internet 110 
side of redirection server 208 can be used to modify rule sets 

5 being used by the redirection server. Preferably, encryption 
and/or authentication are used to verify that the server or 
other computer on the Internet 110 side of redirection server 
208 is authorized to modify the rule set or rule sets that are 
being attempted to be modified. An example of this embodi-

10 ment is where it is desired that a user be redirected to a 
particular web site until the fill out a questionnaire or satisfy 
some other requirement on such a web site. In this example, 
the redirection server redirects a user to a particular web site 
that includes a questionnaire. After this web site receives 

15 acceptable data in all required fields, the web site then sends 
an authorization to the redirection server that deletes the 
redirection to the questionnaire web site from the rule set for 
the user who successfully completed the questionnaire. Of 
course, the type of modification an outside server can make 

20 to a rule set on the redirection server is not limited to 
deleting a redirection rule, but can include any other type of 
modification to the rule set that is supported by the redirec
tion server as discussed above. 

It will be clear to one skilled in the art that the invention 
25 may be implemented to control (block, allow and redirect) 

any type of service, such as Telnet, FTP, WWW and the like. 
The invention is easily progranmied to accommodate new 
services or networks and is not limited to those services and 

the user initiates a session, and sends the correct user ID 
and password (UserID-3 and top-secret) to the dial-up 
network server 102. As both the user ID and password 
are correct, the authentication accounting server 204 
authorizes the dial-up network server 102 to establish a 
session. The dial-up network server 102 assigns user ID 30 

3 an IP address (for example, 10.0.0.1) to the user and 
passes the IP address to the authentication accounting 
server 204. 

networks (e.g., the Internet) now know in the art. 
It will also be clear that the invention may be imple-

mented on a non-IP based networks which implement other 
addressing schemes, such as IPX, MAC addresses and the 
like. While the operational environment detailed in the 
preferred embodiment is that of an ISP connecting users to The Auto-Navi component of the authentication account

ing server 204 sends both the user's rule set and the 
user's IP address (10.0.0.1) to the redirection server 
208. 

The redirection server 208 programs the rule set and IP 
address so as to filter and redirect the user's packets 
according to the rule set. The logic employed by the 
redirection server 208 to implement the rule set is as 
follows: 

35 the Internet, it will be clear to one skilled in the art that the 
invention may be implemented in any application where 
control over users' access to a network or network resources 
is needed, such as a local area network, wide area network 
and the like. Accordingly, neither the environment nor the 

40 communications protocols are limited to those discussed. 

IF source IP-address=l0.0.0.1 AND 
(request type=HTTP) THEN (redirect=www. 

widgetsell .com) 
THEN SET NEW RULE 
IF source IP-address=l0.0.0.1 AND 

(request type=HTTP) THEN ok. 

45 

The redirection server 208 monitors all the IP packets, 
checking each against the rule set. In this situation, if IP 50 

address 10.0.0.1 (the address assigned to user ID UserID-3) 
attempts to send a packet containing HTTP data (i.e., 
attempts to connect to port 80 on any machine) the traffic is 
redirected by the redirection server 208 to www.widgetsell
.com. Once this is done, the redirection server 208 will 55 

remove the rule set and the user if free to use the web 
unmolested. 

When the user logs out or disconnects from the system, 
the redirection server will remove all remaining rule sets. 

In an alternate embodiment a user may be periodically 60 

redirected to a location, based on the number of other 
factors, such as the number of locations accessed, the time 
spent at a location, the types oflocations accessed, and other 
such factors. 

A user's account can also be disabled after the user has 65 

exceeded a length of time. The authentication accounting 
server 204 keeps track of user's time online. Prepaid use 

What is claimed is: 
1. 1\ s; steffl eofflf)tisincg. 
8 cltttB1'Bse ,, itft efttties eo11cltttittg etteft of EL pltttBlit; ef 

uset IDs .. ith ttn ittcli del1:1sli2ccl 1 ule set, 
8 &iol tlf' net .. otk set ; et dtttt teeei; cs t1se1 IDs ftoffl: 

usets' eofflf3tttets, 
8 1cdi1eetien set; et eoftfleeteel te tfte dial 1:11' neh, otk 

set ; ct Bttd 8 l' ublie net,, otk, Bfl:cl 
Bn Buthet1tieetfiot1 Bees ut1ting set , et eeHneetec.4 to tfte 

Bfltobose, the cliBl 1:11' nch, otk set; et Mtcl the teelitcetiett 
-, 

.. ftetein the cliBl ttf) nel"\,otk set ;et eetnffl:utrietttes 8 :fitst 
uset ID fflt otte ef the uscts' OOffl1'tlte1s Bnel 8 teffl1'0 
101il; ttssigt1ecl ttet .. etk ttdeltcss fat the fit st tisct ID te 
the 6tttftCfttic6tien 6cce tiftting set ; ct, 

,, ftctcin tftc 6tithcfttie6tieft 6eeetiftting set, et 6eeesses tfte 
6fltctb6sc BI id eetttn1lfflie6tcs the ifttli; idti6li2cd 1 tile set 
th6t een cltttcs , , ith the Ht st tis ct ID 5ft6 the tcl'nf)et BI il; 
6ssigncd nch, etk 6deltcss te the 1cdi1cetieft set; ct, 5ft6 

,,ftctcin dttt6 ditcetcd te ,, 6td tftC pl:lelie fl.eh, etk f:tefll tftc 
eftc ef the tiscts' eel'nf)Lttets BIC pteecsscd b; tftc 
1cdi1cetien set; et 6eee1diftg te the ifttli; idti6li2cd 1 tile 
!It+. 

2. TftC s; stcfll ef e16im 1, ,,hetcift the 1cdi1cetien set; ct 
fflrthet pte; ides eeftttel e; et 6 p1tit61if) ef d6t6 te 6ttd flem 
the tiscts' eel'nf)titcts 69 6 fflftetiett ef tftC ifttli; idti6li2cd ttilc 
!It+. 
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3. The s; stem ef e1Bitn 1, ,,hctcitt tftc tc<.4.itcetien set ;Ct 

¥Hf4her b1se1es ffte d8f0 ls oH:d from: ffte users' ss~uters as 
B ffll'tetien ef fftc intii; iduo1izcel 11:1:lc set. 

10 
1 u1e set BB B ffll'l:etien ef sefflc eeffl-fJit1:&tieft eftim:c, Mtts 
trOH:sfflifted fs sr :from the user, sr lo eatisH: ffte user -4. The s; stem ef e1Bitn 1, ,,hctcitt tftc tc<.4.itcetien set ;Ct 

FHf4b@f sBe ed~ the d8ta te and Mom: tftc ussts' eeft½fJutcts BB 5 

B ffll'tetien ef fftc intii; iduo1izcel 11:1:lc set. 

lG. Tfte s; sten1 efe1Bim lS, ,,ftetcin ffte tc&itcetien set; ct 
is eeftfigMted le ttlle e. ffledifiettfiet1 efttf lettsf tt periiet1 efd1e 
t Mle set tts tt fflftefiet1 ef time. 

S. The s; stem ef e1Bitn 1, ,,hctcitt tftc tc<.4.itcetien set ;Ct 

FHf4b@f tcditeets the d8ls te 8Rd Hsm the uscts' es~utcts BB 

B ffll'tetien ef fftc intii; iduo1izcel 11:1:lc set. 

17. Tfte s; sfeJ11 efelttim lS, ,,lleteitt ffle tediteefiett set; et 
is eeftfigMted le ttlle e. ffledifiettfiet1 efttf lettsf tt periiet1 efffte 
t Mle set tts tt ffiftefiett ef flle Mlftt bttftsmitted le et f1em ffte 

6. Ttte s; steffl: ef elsitn 1, .. hereitt ftle redireetiett sef<et 10 

FHf4b@f teditcets tftc dBf:s ftem ffte UB@fB' eotnfHff@fB te, 
ffltl1til'1c destiMtiens BB B fflnetiett ef fftc indi; iduolizcd 1 u1e 
M+. 

-18. Tfte s; sfetll ef elttim lS, ,, fteteitt ffle tediteefiett set, et 
is eeftfigMted le ttlle .. ffledifiettfieft efttf lettsf tt periiet1 efffte 
t Mle set tts tt fflnefieft ef ffte leettfieft et leettfiefts flle Mset 

7. The s; stem efelttim 1, ,,heteift the dttftiettse eftfties fflt 
tt plMtttlif) efflle plMtttlif) ef Msets' IDs ttte eenelttfed .. itft 
tt eeffl:meft iftdi ; idMttlized t Mle set 

8. Ift tt s; sfetll eetnptisiftg tt Mlftt1'ttse .. ifft eftfties eene 
lttfit1g etteh ef tt plMtttlif) ef MBet IDs ,, itlt ttft intii; idMttlized 
t Mle set, tt dittl 1:1p fteh, edc set; et fflttf teeei; es MBet IDs -freffl 
Msets' @6ffl1'Mlets, tt tediteefieft set; et eeftfteefed le ffle 
dittl 1:1p ftet , , et k set ; et tttttl tt p M1' lie ftet , , et k, ttftd ttft tt ttfftetl 
fiettfieft tteee Mttfit1g set ; et eetffleefed le the dttftt1'ttse, ffle 
dittl 1:1p net\, etk set; et ttH:d tlte tediteefieft set; et, ffle 
ffl:etlted @6ff1PtisiH:g ffle steps ef. 

eeftHHMfliettfiftg tt Hfsf Mser ID Klr eH:e ef the Msers' 
eetnpMfets ttftd tt leffl1'6ttttil; ttssigfted fl.'eh, etk ttdtl-t:ess 
fflt flle ffl sf MBet ID -freffl tlte dittl Mp ftet ,, etk set ; et le 
tlte ttttfhE!ftfiettfieft tteee Mftfiftg set , et, 

eetttlllMfliettfittg the itttli; idMttlized t Mle set tltttf eenelttfes 
.. ifft ffle fit sf Mset ID ttftd flle fetnpettttil; ttssi~ed 
ftefe.etlc ttddtess le ffle tediteefieft set ,et -freffl ffte 
ttttffteftfiettfieft tteee Mntiftg set ; et, 

ttftd pteeessiftg Mlftt diteefed le .. tttd flle pM1'lie net\, etk 
Hem ffte Bft@ ef ffte Msets' eempttfets tteeetdiftg le ffte 
iftdi; idMttlized t Mle set. 

9. The meffled ef elttim 8, fflrihet ift@lMdiH:g tlte step ef 
eetTttellit1g tt plMtttlit; ef SOftt le ttH:d f1em ffte MB@ts' eem 
pMfets tts tt fflt1efieft ef ffte iftdi ddMttlized t Mle set 

19. The ffleffled ef elttiffl 8, fflffftet inelMdiftg ffle step ef 
1'leelHH:g ffle Mlftt le tttttl f1effl: tlte Msets' eetnpMfets tts tt 
fflftefieft ef ffle ittdi; idMttlized t Mle set. 

11. The ffletfted ef elttiffl S, fflrillet ift@lMdiH:g flle step ef 
ttlle .. iH:g ffle Mlftt le tttttl f1effl: tlte Msets' eetnpMfets tts tt 
fflftefieft ef ffle ittdi; idMttlized t Mle set. 

12. The ffleffled ef elttiffl 8, fflffftet inelMdiftg ffle step ef 
tediteefiH:g ffle Mlftt le ttftd f1effl: the Msets' eetnpMfets tts tt 
fflftefieft ef ffte ittdi, idMttlized t Ml@ sef. 

15-
19. Tfte s; sfetll ef elttim lS, ,, fteteitt ffle tediteefiett set; et 

is eettfigMted le ttlle.. flle teffl:e; ttl et teiftsfttfemerrt ef ttf 
lettsf tt periieft ef flle t Mle set tts tt ffiftefiett ef time. 

29. Tfte s; sfeJ11 efelttim lS, ,,lleteitt ffle tediteefiett set; et 
20 is eettfigMted le ttlle.. flle teffl:e; ttl et teiftsfttfemerrt ef ttf 

lettsf tt periiet1 ef ffte t Mle set tts tt fflftefieft ef ffle dttftt 
ft ttftBffliHed le et H effl the MB et. 

11. Tfte s; sfetll ef elttim lS, ,, fteteitt ffle tediteefiett set, et 
is eettfigMted le ttlle.. flle teffl:e; ttl et teiftsfttfemerrt ef ttf 

25 lettsf tt periieft ef ffle t Mle set tts tt ffiftefieft ef d1e leettfieft et 
leettfiefts ffle Mset tteeess. 

22. Tfte s; sfeJ11 efelttim lS, ,,lleteitt ffle tediteefiett set; et 
is eettfigMted le ttlle e. ffte t@ffl:6, ttl et t@iftsfttfemE!ftf ef ttf 
lettsf tt pertieft ef tlte t Mle set tts tt fflnefieft ef seffl:e 

30 eeffl:eiH:ttfieft ef time, dttftt trttH:smitted le er freffl the Mser, er 
leettfieft et leettfiefts flle MBet tteeess . 

23. Tfte s; sfetll ef elttim lS, ,, fteteitt ffle tediteefiett set; et 
fttts tt Mset side fftttf is eentteefed le tt eetnp ttfet MBiftg flle 
fempettttil; ttssigned ftet .. etk ttddtess ttfld tt ttet .. etk side 

35 @6ftfl@@fed le tt @6ffl1'1:tfet ft@Pe, etlc ttftd ,,het@ift tlte @6ffl1'Ml@t 
Msittg ffte fempettttil; ttssi~ed fteh, etk ttdtl-t:ess is eeftfteefed 
le tlte @6ffl1'Mlet fteh,etk fftteM~ flle tediteefieft set ;et. 

24. The s; sfeffl ef elttiffl 23 .. lleteift iftsbMefiefts le ffte 
tediteefieft set; et le fflediof; tlte t Mle set ttte teeei; ed 1'; efte 

40 et mete ef ffle MBet side ef ffte tediteefieft set; et ttH:d ffte 
ftet .. etk side ef the tediteefieft set ; et. 

15. Ift tt s; sfetll @6ftlfUisiH:g tt tediteefieft set, et eentttittiH:g 
tt MBet 's tMle set eer.relttfed le tt fett1pettttil; ttssigned net\, etk 
ttdtl-t:ess ,,heteiftfhe Mset's tMle set eefttttifts ttf lettsf efte eftt 

45 plMtttlif) ef fflnefiefts Msed le eeffitel dttftt pttssiftg 1'eh, eet1 
tlte Mset ttftd tt pM1'lie Reh, etk, ffle metlted eetnptisiH:g ffte 

~ 

13. The ffleffled ef elttiffl 8, fflffftet inelMdiftg ffle step ef 50 

tediteefiH:g ffle Mlftt -freffl ffte Msets' @6ffl1'Mlets le fflMhiple 
desfioofiefts tt ffifl.'efieft ef flle intii ; idMttlized t Mle set 

ffledify ittg ttf lettsf tt periiett ef tlte MBet 's t Mle set ,, hile ffle 
MB@t's tMle set t@fflttifts eenelttfed le ffte fetnpettttil; 
ttssigned fteh, etk ttddtess ift tlte tediteefieft set; et, tttttl 
.. heteift flle tediteefieft set; et htts tt Mset side fftttf is 
eeftfteefed le tt eempttfet MBiftg ffte leffl1'6ttttil; ttssigtted 
neL, etk ttddtess tttttl tt ftet .. etk ttdtl-t:ess ttftd tt fteh, etk 
sitle eenneefed le tt @6ffl1'Mlet fl.'eh,etk ttH:d ,,lleteift ffte 
eetnpMfet MBiH:g tlte fetnpettttil; ttssigned net\, etk 
ttddtess is eeftfteefed le ffle eempMf@t fteh, etlc fl1teM~ 

14. The ffleffled ef elttiffl 8, fflffftet inelMdiftg ffle step ef 
etettfiftg Mlftt1'ttse en-tties fflt tt plMtttlif) ef the plMtttlif) ef 
Msets' IDs, the plMtttlit; ef Msets' ID fflffhet 1'eiH:g eenelttfed 55 

e. ifft tt eemmeft iftdi, idMttlized t Ml@ set 
lS. 2\ s; stem eetnptisiftg. 
tt tediteefieft set ;et ptegtttfflftl:ed .. itlt tt Mset's tMle set 

eenelttfed le tt fetnpettttil; ttssi~ed ftet;;etk ttdtl-t:ess, 
.. heteift the t Mle set eeftfttifts ttf lettsf ene ef tt plMtttlif) ef 60 

ffiftefiefts Msed le eeftftel pttssiftg "bet .. eeft tlte Mset ttftd 
tt plffllie ftet .. etk, 

e.heteift ffle tediteefieft set,et is eeftfiguted le ttllee. 
ttttfemttfed ffl:edifiettfieft ef Bf lettsf tt periieft ef flle t Mle 
set eer.relttfed le tlte fentpettttil; ttssigfl.'ed net\, etk 65 

ttdtl-t:ess, ttftd .. heteift the tediteefieft set; et is eefl:Hg 
Mted le ttlle ,, ffledifiettfieft ef Bf lettsf tt pertiett ef ffle 

tlte tediteefieft set; et ttftd tlte ffleffled fflffhet ift@lMdes 
tlte step ef teeeidftg iftsftMefiefts 1'; the tediteefieft 
set; et le fflediof; ttf lettsf tt pertieft ef tlte MBet 's t Mle set 
fl1teMl;fl. efl.'e et ffl:ete efffle Mset side efffle tediteefieft 
set; et ttH:d flle fteh, etk side ef tlte tediteefieft set; et. 

2G. The metlted ef elttim 2S, fflrillet ift@lMditlg flle step ef 
mediof; iftg Bf lettsf tt periieft ef ffte MB et' s t Ml@ set tts tt 
ffiftefieft ef efl.'e et fflete ef. time, dttftt ftttH:sffl:itled le et fleffl 
tlte Mset, ttH:d leettfieft et leettfiefts ffte MBet tteeess. 

27. The metlted ef elttim 2S, fflrillet ift@lMditlg flle step ef 
teme dftg et teiftsfttfiftg Bf lettsf tt periieft ef ffte MBet 's t Mle 
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set ss 8 fflttetieft efotte 01 ffl:ete ef. tiffle, the Mtts ftEtnsffliHeel 
to 01 from: tfte uset st1el tfte 1oetttion Bt loestions the uset -28. The s; stctn of elsitn 1, , , ftet cift tfte indi; icluolizcel 1 ule 
set inel1:1:tlcs st least otte 11:1lc as B fflnetiett of B t; pc ef IP 5 
(lftfcmct Ptotoeol) set; ice. 

29. The s; stctn of elsitn 1, , , ftet cift tfte indi; icluolizcel 1 ule 
set ittel1:1aes Etft initiol tcffl1'0tttr; tlile set Bftel B stonHfltel 1ule 
s@t, ttnel e.ftetcin the 1celiteetiot1 set ,ct is eonfigMicel te, 
1:1tiltzc tftc tcnrpetor; 11:1lc set fat Ml ittitittl f)etioel of time Bttel 10 
to thet cof1:ct t1tilt2e tftc stEtndt-tt a 11:llc set. 

3 Q. The s; stctn of elsitn 1, , , ftet cift tfte indi; icluolizcel 1 ule 
set includes st lcsst enc 1 ule BHo .. itll; oeecss bEtseel oft B 

1ceiucst f) pc Bnel B tlcstiMtien ttdeltcss. 
31. The s; stctn of elsitn 1, , , ftet cift tfte indi; icluolizcel 1 ule 15 

set iflehtdes st lesst Bfte t~de tedtleettng tfte dctts tB s nen 
desttoottBn sddt ess bssed Bn s 1 equest f) l'e sntl sn ctttefflf)ted 
desttoottBn sddtess. 

32. Tfte tnet-hBd Bf elstffl 8, .. he1ett1 tfte tntltddusltzed 
1 ule set tneluBCs st lesst ene 1 ule ss s tunetten ef s t; l'e ef 20 

IP (Intetnet Pteteeel) set; tee. 
33. Tfte tnet-hed ef elstffl 8, .. he1ett1 tfte tntlt ddusltzed 

1ule set tneludes M tntttsl tetllf)Btsr; 1ule set Bftd s stMdEttd 
1ule set, Bftd .. fterett1 t-he 1efil1eettefl: set ;et ts eet1figtt1ed te 
uttltze th:e tetttpetsr; 1 ule set fat 6ft tftittsl l'etted efttme st1d 25 

te t-het esf1:et uttltze tfte stBftdEtt d 1 ule set 
34. Tfte tnet-hed ef elstffl 8, .. he1ett1 tfte tntltddusltzed 

1 ule set tneludes ctt lesst Bfte 1 ule s11B n itt<g seeess bssed BR 
s tequest f) l'e Bftd s desttMtiefl sddtess. 

JS. Tfte tnet-hBd Bf elstFH: 8, ., herett1 tfte tndt. tdusltzed 30 

1 ule set tneludes st lesst efl:e 1 ule 1edt1eett~ th:e dctts te s 
fte.. desttoottefl: sddtess bssed efl: s tequest t; l'e sfl:d 6ft 
Btletflf)ted destiflcttiefl sddtess. 

3~. 1\ s; stetn eeft}l'ttstt1g. 
s 1efil1eettBn set e et ptBgtsftMl1ed n ttft s usets 1 ule set 35 

eenelsted te s teft}l'etEtttl) ssst~ed ftet .. etk sdtltess, 
.. he1ett1 tfte 1 ule set eet1tstfl:s st lesst ene ef s l'lutsltf) ef 

fflt1ettefl:B used te eenttel dsts l'BBBittg betz.e eet1 t-he uset 
stttl s l'ublte fl:etz.eetk, 

.. he1ett1 th:e 1edt1eettefl: set; et ts eet1figtt1ed te s11e.. 40 

sutetnsted ffledtfiesttet1 ef ctt lesst s l'erttet1 ef tfte 1 ule 
set eBP.telctted tB t-he tetl1pBtstt1; ssstgt1ed netzn Bt1E 

12 
1edt1eettefl: set; et ts eet1figuted te uttltze tfte tet111'etsr; 
1ule set iot sn it1tttsl petiBd Bf time snd tB th:e1esfte1 
uttltze th:e stsntlstd 1 ule set 

38. 2\ s; stetn eetttptistfl:g. 
s tedtleettefl: set ;et l'tegtsfflffted .. tth: s user's 1ule set 

eenelsted te s ternl'etsttl; sssil;lled net .. etk sddtess, 
.. fteteifl th:e 1ule set eentstfl:s st lesst efl:e efs l'lutsltt; ef 

ffiflettefl:9 used te eenttel dsts l'BBBillg bet,, eeft t-he uset 
Bftd s publte netz., Bil£, 

,, fteteifl tfte 1efil1eettefl: set ; et ts eenfigttted te s11e ,, 
sutemsted tnefilfiesttefl: ef ctt lesst s l'erttefl: ef t-he 1 ule 
set eeP.telsted te th:e tetflf)etsttl; ssstgned netz., etk 

~ 
,, fteteifl tfte 1efil1eettefl: set ; et ts eenfigttted te s11e ,, 

sutemsted tnefilfiesttefl: ef ctt lesst s l'erttefl: ef t-he 1 ule 
set ss s fflttetiBft Bf BBtne eBtnbiMtiBn Bf tttne, Mts 
ftMBfflitled te et f1etn th:e uset, et leectttet1 th:e uset 
seeesses, st1d 

.. fteteifl the medtfied 1ule set tneludes st lesst efl:e 1ule 
s11e .. iflg seeess bssed efl: s tequest f) l'e Md s Besttt1s 
ttet1 sddt ess. 

39. 1\ s; stetn eetttptistfl:g. 
s tedtleetiBn set eet ptBgtsfflffted ntth: s uset's tule set 

eenelsted te s ternl'etsttl; sssil;lled net .. etk sddtess, 
.. fteteifl th:e 1ule set eentstfl:s st lesst efl:e efs l'lutsltt; ef 

ffiflettefl:9 used te eenttel dsts l'BBBillg bet,, eeft t-he uset 
Bftd s l' ublte fl:etz., etk, 

n fte1etn tfte 1efil1eettBn set e et ts eBnfigttted tB s11B n 
sutemsted tnefilfiesttefl: ef ctt lesst s l'erttefl: ef t-he 1 ule 
set eBHelsted tB tfte t00-1.f!Br,aril; ssstgH:ed netze. Br1E 

~ 
,, fteteifl tfte 1efil1eettefl: set ; et ts eenfigttted te s11e ,, 

sutemsted tnefilfiesttefl: ef ctt lesst s l'erttefl: ef t-he 1 ule 
set ss s fflt1ettet1 ef setne eetnbiMtiefl ef tttne, Mtts 
ftMsmttled tB BI f1Btn tfte uset, BI 1BecttiBR th:e uset 
seeesses, st1d 

.. fteteifl the medtfied 1ule set tneludes st lesst efl:e 1ule 
1edt1eetiflg tfte dsts te s fl:e;; Besttfl:sttefl: sddtess bssed 
eft s tequest f) l'e st1d M Btletflf)ted desttMtiet1 sddtess . 

49. Th:e tnethed efelstm 2S, ,,fteteifl tfte medtfied 1ule set 
ifleluBCs ctt lesst efl:e 1 ule ss s tunettefl: ef s t; l'e ef IP 
(Intemet PtBtBeB1) set e tee. 

~ 
.. he1ett1 th:e 1edt1eettefl: set; et ts eet1figtt1ed te s11e .. 

sutetnsted ffledtfiesttet1 ef ctt lesst s l'erttet1 ef tfte 1 ule 
set ss s ffiflettet1 ef seffle eembtt1cttiefl ef tttne, dctts 
ftBftsmttted te et f.retn the user, et leesttefl: th:e uset 
seeesses, Bttd 

4:1:. Th:e tnethed ef elstm 2S, ,, fteteifl tfte medtfied 1 ule set 
ifleluBCs 6ft tftittsl teft}l'et6¥) 1ule set snd s ststttlstd 1ule set, 

45 stttl ,,fteretfl: the 1edtleettet1 set; et ts eeflfiguted te uttltze tfte 
tetttpetsr; 1ule set iot 6ft tntttsl l'etted ef time Bftd te 
t-he1esfte1 uttltze th:e stBftdstd 1 ule set. 

n fte1ett1 t-he tnBdtfied 1 ule set itteludes st lesst Bne 1 ule ss 
s ffiflettefl: ef s f) l'e ef IP (Infer net Pteteeel) set; tee. 

37. 2\ s; stetn eeft}l'ttstt1g. 

42. Th:e tnethed efelstm 2S, ,,fteteifl tfte medtfied 1ule set 
tneludes ctt lesst Bne 1 ule s11B •• tng seeess bssed Bft s 1 ettuest 

50 f) l'e Md s desttt1cttiet1 sdtltess. 

s tedtleettefl: set ;et l'tegtsfflftl:ed ,.tt-h s user's 1ule set 
eenelsted te s teft}l'etEtttl) ssst~ed ftet .. etk sdtltess, 

.. h:e1ett1 tfte 1 ule set eet1tstfl:s st lesst ene ef s l'lutsltf) ef 
fflt1ettefl:B used te eenttel dsts l'BBBittg betz., eet1 t-he uset 55 

st1d s p ublte netze. Bil£, 
.. h:e1ett1 th:e 1edt1eettefl: set; et ts eet1figtt1ed te s11e .. 

sutetnsted ffledtfiesttet1 ef ctt lesst s l'erttet1 ef tfte 1 ule 
set eeP.telctted te t-he tentl'etsttl; ssstgned netz., etk 

~ 
.. h:e1ett1 th:e 1edt1eettefl: set; et ts eet1figtt1ed te s11e .. 

sutetnsted ffledtfiesttet1 ef ctt lesst s l'erttet1 ef tfte 1 ule 
set ss s tunetiBft Bf BBme eBmbit1cttiBn Bf tttne, dctts 
ftBftsmttted te et f.retn the user, et leesttefl: th:e uset 

60 

seeesses, Bttd 65 

,,h:e1ett1 th:e tnefilfied 1ule set ifleludes M ifltttsl tefflf)etEtl') 
1 ule set st1d s stBftdEtt d 1 ule set, st1d .. fl.et ett1 th:e 

43. Th:e tnethed ef elstm 2S, ,, fteteifl tfte medtfied 1 ule set 
ifleluBCs st lesst efl:e 1 ule tedtleetiflg t-he dsts te s ne .. 
desttoottet1 sddtess bssed efl: s tequest t; l'e sntl 6ft ctttefflf)ted 
desttoottet1 sddtess . 

44. 1\ s; stetn eetttptistfl:g. 
s dstsbsse •• ttft et1t1tes eBttelsttng eseft Bf s plutsltt; 

uset IDs .. ttft 6ft it1dt ddusltzed 1 ule set, 
s dtsl Ul' fl:etz., etk set ; et tftttt 1 eeet; es uset IDs f.reffl uset s' 

eeft}l' utet s, 
s 1efil1eettefl: set ; et eeflfteeted betz., eeft t-he dtsl Ul' fl.et 

.. etk set ; et stttl s l'ublte netz., etk, sntl 
6ft sutftet1ttectttet1 seee ut1tiflg set ; et eeHneeted te tfte 

Mtctbsse, t-he dtsl up ttetz., Bt1E set e et Bftd t-he 1edt1eetiBt1 
-, 

,,fteteifl th:e filsl tll' fl:et,,etk set;et eemmtffltestes s fitst 
uset ID fflt efl:e ef t-he usets' eeffll'utets sfl:d s tetlll'e 
1s1tl; ssstgned ftet .. etk sddtess fat t-he fit st uset ID te 
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Hie oMthetiEie&tieft Bees 1:1tttiftg set ; et, pi , , hei cin ffte 
EnfffteHlieotisH: aessMH-tiRg ser; er aeeesses the Botabase 
Bfttl eotH:tnl:lfl:ieEttcs tftc itttli; iduolizcd 1 ule set fft&t eet 
tcltttcs .. ith the Htst 1:1:sei ID otttl ff-le tCffll'Otftlil) 

tumigned netz,, otlE ttel&l'. css to fhc 1 celit eetiott set , ct, ot1B 5 
,,hetcift dftftt Ctitcetcd to,, ot<-4 the p1:11'lie H:et ,, etk f1om ffte 

01.'l.'e of Hie tl9Ct9' COffl1'1:lteI9 fttC f)lOCC99Cd 1'; ffte 
1edi1cetion set, et B@eotCtittcg to the inCti ,idMttli2md 1ulc 
~ 

45. The s; stetn ef elsitn 44, .. hereil'l: the reelireetiel'l: set, er 10 

fMrtheI pto, ides eoH:ttol o, eI B plutolif) sf tlttto to and from 
ff-le useis' COffll'tltets BB fi fflnetiett efthe in(ti;iduolizcdtule 

14 
ptoecssiftg BfltB ditcetcd to .. otd fftc pu1'1ie ttch, etk ftoffl: 

the sH:e of fh:e M•ers' SOirlfl uters oeeording 1-s tfte 
indi; iduolizcd 1 ule set. 

S7. The tH:cthod ef elsitn S6, tl:1¥1:het ineluttiftl; the step ef 
eoftff0Uit1g s fl1Mts1tt; ef elsfs le Bftel Mem d1e Msets' @em 
l' l:M:et s ss s ffltteften ef dte tnfil ; telMsltzeel t Mle set 

S8. The tH:eilieel ef elsttn S6, fflrihet tne1Mfiltll; the sfel' ef 
1'1e@1Etftg ffte Mfs le sftel ftetH: ilie Msets' @efflf)l:M:ets ss s 
iftlfteften ef ffte tnelt; telMsltzeel t Mle set. 

S9. The tH:eilieel ef elsttn S6, fflrihet tne1Mfiltll; the sfel' ef 
s11e e. tH:g ffte Mfs le sftel ftetH: ilie Msets' @efflf)l:M:ets ss s 
iftlfteften ef ffte tnelt; telMsltzeel t Mle set. 

46. The s; sfetn ef elsttH: 44, ,,hetetft the teeltteefteft set; et 
fMrthet @leeks the elftfs fa sfttl :f1em ffte Msets' eeffll'Mlets ss 
s ffll'teften ef ffte tfldt; telMsltzeel t Mle set. 

69. The tH:eilieel ef elsttn S6, fflrihet tne1Mfiltll; the sfel' ef 

15 teeltteeftt1g the elsfs fa Mel fteffl tlle Msets' eeffll'Mlets ss s 
iftlfteften ef ffte tnelt; telMsltzeel t Mle set. 

6:1:. The tH:eilieel ef elsttn S6, fflrihet tne1Mfiltll; the sfel' ef 
teeltteeftt1g ilie elsfs fteffl the Msets' eefflf)Mfets fa mMhtl'le 
elesftMftefts s fttneften ef ilie tfldt; telMsltzeel t Mle set 

47. The s; sfetn ef elsttH: 44, ,, hetetft the teeltteefteft set ; et 
fMrthet s11e .. s the elftfs fa sfttl :f1em ffte Msets' eeffll'Mlets ss 
s ffll'teften ef ffte tfldt; telMsltzeel t Mle set. 20 62. The tH:eilieel ef elsttn S6, fflrihet tne1Mfiltll; the sfel' ef 

48. The s; sfetn ef elsttH: 44, ,, hetetft the teeltteefteft set ; et 
fMrthet teeltteefs ilie elftfs fa Bftel Hem ilie Msets' eefflf)Mfets ss 
s ffll'teften ef ffte tfldt; telMsltzeel t Mle set. 

49. The s; sfetn ef elsttH: 44, ,, hetetft the teeltteefteft set ; et 
fMrthet teeltteefs tfte elftfs flam ffte Msets' eempl:M:ets fa 25 
FRMlftfJle elesftH£tftens ss s fflnefteft ef fl.to tnelt, telMsltzeel rule 

SQ. The s; sfeffl ef elstm 44, ,,hetetft the elftfflfJsse eMites 
fflt s fl1Mts1tf) ef ffte fl1Mts1tf) ef Msets' IDs ste @enelsfeel 
.. ttll s eetH:tH:Sft tnfil; telMsltzeel t Mle set 30 

S:l. The s;sfOffl ef elstm 44, ,,hetetft ffte tfttit;telMsltzeel 
tMle sol tn@1Meles sf lessf efte tMle ss s ffln@ften ef s t;rie ef 
IP (I:Mett1ef Ptefeeel) set; tee. 

S2. The s;sfOffl ef elstm 44, ,,hetetft ffte tfttit;telMsltzeel 35 
tMle set tn@1Meles 6ft tntftsl fOtllf)etsr; tMle set Bftel s sfMelettel 
tMle set, Bftel .. ftetetft ilie tefilteeften set ;et ts eeftHl;Uteel fa 
Mftltze tlle leffll'etsr; t Mle set fat 6ft tfttttsl l'etteel efftme sftel 
le fuot esftet Mftltze ffte sf6ftelett el t Mle set 

SJ. The s;sfOffl ef elstm 44, ,,hetetft ffte tfttit;telMsltzeel 40 
t Mle set tne1Meles Bf lessf efte t Mle s11e .. tt1g seeess 1'sseel aft 
s tee]:Mesf f) l'e Bftel s elesftMften seleltess. 

S4. The s;sfOffl ef elstm 44, ,,hetetft ffte tfttit;telMsltzeel 
t Mle set ttte1Meles sf lessf one t Mle teeltteeftt1g ffte elftfs fa s 
fte;; elesftMften seleltess 1'sseel en s tee]:Mesf t; l'e snel sn 45 
stletllf)feel elesftnftften seleltess. 

SS. The s; sfetn ef elsttH: 44, ,, hetetft the teeltteefteft set ; et 
ts eenHl;Uteel fa tefilteef Bttfs fteffl the Msets' eeflll'Mlets 1'; 
tOfJls@tng s Htsf elesftnsfteft seleltess tn 6ft IP (ItllePnet Pte 
feeel) l'seket heselet 1'; s seeeftel elesftnftften sBtltess ss s 50 
ffll'tefteft ef ffte tnelt; telMsltzeel t Mle set. 

S6. Ift s s; stem eefflf)ttstng s BtttflfJsse .. tili en-tttes eat 
telftftftg eseft efs 1'1Mts1tt; ef Mset IDs ,, tth sn tfldt; telMsltzeel 
t Mle set, s eltsl Ml' net,, etk set; et fftftf teeet; es Mset IDs Mam 
Msets' eeffll'l:M:ets, s teeltteeften set;et eenneefeel 1'eh,een 55 
fl.to eltsl Mfl ftet ,, et1E set, et snel s fJM1'1t@ net,, et1E, sftel sft 
sl:M:ften-ttesften sees lffl-ttftg set ; et eentteefeel fa ffte elftfflfJsse, 
ffte filsl l:ll' t1eh, etk set; et snel the tefilteefteft set; ets, s 
ffleilieel eeffll'ttstt1g ffte steps ef. 

eetnn1Mfitesftng s fflsf Mset ID fflt efte ef the Msets' 60 
eeffll'Mlets Bttel s fefflf)etetttl; ssstgfteel t1eh, etk sBtltess 
fflt the Htsf Mset ID :f1em ilie eltsl Ml' t1eh, etk set; et fa 
ilie si:M:h@nft@sften s@@e Mtlltng sot , et, 

eetnn1Mfitesftng the tfttlt; telMsltzeel t Mle set iliftf eenelsfes 
.. ttft ffte Htsf Mset ID Bftel the fetnpetsttl; ssst~eel 65 
ftet .. etk seleltess fa ffte tefilteeften set; et Mam ffte 
sl:M:hetlltesfteft sees M'.Mtftg set ; et, sftel 

eteftftftg 6ttts1'sse en-tttes :fat s 1'1Mts1tf) ef the 1'1Mts1tf) ef 
Msets' IDs, the 1'1Mts1tt; ef Msets' ID fMrthet 1'etftg eenelftfeel 
e. ttft s @efflffteft tnelt .telMsltzeel t Mle set 

63. The meffteel ef elstm S6, ,,hetetft ffte tnelt;telMsltzeel 
t Mle set tne1Mdes sf lessf efte t Mle ss s fflnefteft ef s f) l'e ef 
IP (I'.Mefftef Ptefeeel) set; tee. 

64. The meffteel ef elstm S6, ,,hetetft ffte tnelt;telMsltzeel 
tMle set tH:@1Meles sft tntftsl f@nlfletsr; tMle set Bftel s sfsftSfttel 
tMle set, Bttel .. ftetetn tlle tefilteefteft set ;et ts eeftHl;Uteel fa 
Mftltze fl.to feiRfJersr:; rule sol fer sn tfttttsl fJerteel efftn-te sftel 
fa tlletesfiet Mftltze the sfsft6tttel tMle set. 

6S. The meffteel ef elstm S6, ,,hetetft ffte tnelt;telMsltzeel 
t Mle set tne1Meles sf lessf efte t Mle s11e .. tt1g seeess 1'sseel aft 
s tee]:Mesf f) l'e snel s elesftMften seleltess. 

66. The meffteel ef @lstm S6, e.hotetft ffte tnelt.telMsltzeel 
t Mle set tne1Meles sf lessf one t Mle teeltteeftng the elftfs fa s 
fte;; elesftMfteft seleltess 1'sseel aft s tee]:Mesf f;l'e sfld M 
stlefflf)feel elesftMfteft seleltess. 

67. The ffleffieel ef elsttH: S6, .. ftetetn ilie teeltteefteft 
set;et ts eenHgMteel fa teeltteef Bttfs Hem ilie Msets' earn 
l'i:M:ets 1'; teplsetftg s Htsf desftftsfteft seleltess tn sn IP 
(I:Memet Ptefe@el) fJS@1Eef fteselot 1'; s se@enel elesftMfteft 
sBtltess ss s fttnefteft ef tlle tfttlt delMsltzeel t Mle set 

68. 2\ s; sfeffl eeflll'ttstng. 
s teeltteeften set; et eeftfteefeel 1'et .. een s Mset eefflf)Mfet 

Bftel s l'M1'1te net .. etk, ffte teeltteeften set; et l'te 
~ stnn1eel , , ttll s MS et s' t Mle set eon elsfeel fa s feffJ:l'S 
tsttl; ssstgneel neh, etk seleltess, 

e. ftetetn ffte t Mle set @eft1istns sf lessf ene ef s fl1Mts1tt; ef 
fflneftens Mseel fa ee:Mtel elsfs l'ssstfil; 1'et ,, eeft ilie Mset 
Bftel s l'M1'1te neh,etk, 

,, ftetetn ffte tefilteeften set ; et ts eenHl;Uteel fa s11e ,, 
sMfemsfeel tH:eel:i.Hesften ef Bf lessf s l'eriten ef ilie t Mle 
set eenelsfeel fa tlle fetllf)etsttl; ssstgneel neh, etk 
selelt ess, Mel 

e. ftetetn ffte teeltte@fteft sot, et ts @eftHl;Uteel le s11e e. 
sMfemsfeel tH:eel:i.Hesften ef Bf lessf s l'eriten ef ilie t Mle 
set ss s fflnefteft ef setH:e eetH:1'tMften ef fttH:e, Bttfs 
ftMsfflttleel fa et :f1etn the Mset, et leeftften ffte Mset 
seeesses. 

69. Tfte s; sfOffl ef elstm 68, ,, hetetn ffte tefilteeften set; et 
ts eenHgMteel fa s11e .. meeltHeftfteft efsf lessf s l'eriten efffte 
t Mle sol ss s fttn@fteft ef fttH:e. 

79. Tfte s; sfOffl efelstm 68, ,,hetetn ffte tefilteeften set; et 
ts eenHgMteel fa s11e .. meeltHeftfteft efsf lessf s l'eriten efffte 
t Mle set ss s iftlfteften ef the Bttfs ftsftstH:ttleel fa et :f1etn ffte 
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71. The s; stctn ef elBifll 1,8, ,, hetcift the teelitcetieft set ; ct 
is eenfigt11cel te BUo e. modifietttien efot lcBst B fJBrlien eftft@ 
11:llc set ss B ttlftetien ef ffte leeBtien et leestiens the ttsct 
BCCC99C9. 

72. The s; stctn ef elBifll 1,8, ,,hetcift the teelitcetieft set; ct 
is eeftfigutc<-4 te BHe .. the teffl:e; ol et tcinsttttcmcftt of at 
leBst B l'etiien of dte 1 Lile set os B fflttetiett ef titnc. 

73. The s; stctn ef elBifll 1,8, ,, hetcift the teelitcetieft set ; ct 
is eBt1figuteB te BHe ,, the teffl:@ ,ol st 1cinsttttcftlct1t sf ttt 
leBst B fH~Jrlien of the 1ule set BB B :ftmetiett ef tfte tlttttt 10 

ttonstniUc<-4 te et :f1em tfte t1set. 
74. The s; stctn ef elBifll 1,8, ,,hetcift the teelitcetieft set; ct 

16 
ineltieles t,fte step ef teeeidng it1sfttiefiens fJ; ffte teal 
reefiet1 sen er le meelif; of least, o f'erlien ef tlte tiser' s 
ttile set, fhtetigft ene et ffl:ete ef tlte tiset siele ef t,fte 
teeliteefien set; et Oftel ffte net, .e etk siele ef t,fte teelitee 
fiet1 set e et. 

84. The ftletlteel ef eloim 83, tltf'tftet ineltiaing t,fte sfel' ef 
ftleait) ing Of least, o l'eriiet1 ef ffte tiset 's t tile set, os o 
tltt1efien ef et1e et mete ef fiftle, Mfo ft Oft9ftliUeel le et fl em 
tlte tiset, Oftel leeofien et leeOfiens ffte tiset oeeesses. 

8g. The ftletlteel ef eloim 83, tltf'tftet ineltiaing t,fte sfel' ef 
teftleeing et teit1sf0fit1g Of least, o tJef'tieft efffte tiset's ttile 
set, os o tuftefiet1 efene et ffl:ete effime, tlte 6£11"0 ftOftsfflitteel 
le et :f1em t,fte tiset otttl o leeofien et lee0fiet1s ffte tiset 

is eeftfigutc<-4 te BHe .. the teffl:e; ol et tcinsttttcmcftt of at 
leBst B f'Brlien ef the 11:dc set BB B fflttetien ef the leefttien et 
leeftfiens ffte 1:1sc1 oeeesses. 15 

oeeesses. 
8ti. Tfte ftlefheel efeloiffl 83, ,,ftetein t,fte ffl:eelifieel ttile set, 

ineltieles Of least, ene t tile os o tltnefien ef o t; l'e ef IP 
(Iflfemef Ptefeeel) set ; iee. 

8it. Tfte ftlefheel efeloiffl 83, ,,ftetein t,fte ffl:eelifieel ttile set, 

:;tg_ The s; stem ef eloiftl t,8, e. heteit1 the teeliteefiet1 set e et 
is eet1figttteel le oHe .e the teffl:e; ol et teinsfofeftleftf ef of 
least, o l'eriiet1 ef tlte t 1:de set, os o tltt1efien ef seffl:e 
eeffl:fJiMfien effiffle, Bolo ftBttsffliUeel le et :freffl: tlte tiset, et 
leeOfien et leeofiens dte tiset oeeesses. 20 ineltieles Oft itllfiol 1'eftll'et0¥j ttile set, one½ o sfofttlotel ttile sef, 

ofttl ,,hetein the teeliteefiet1 set; et is eenfigt1teel le tifilize ffte 
fempetor; ttile set, :fet on initial f)etieel ef fiffle Bttel le 
tlteteoftet t11-iH2e ffte sfBttelotel t tile set 

:;tt,_ The s; stem ef eloiftl t,8, ,,heteit1 the teeliteefiet1 set; et 
ftos o tiset siele dtof is eetttteefeel le o eeftll'tl1-et tisit1g ffte 
leftll'etotil; assignee½ ftef e. edE oelatess one½ o t1e:P:e. edE siele 
eenneefeel le o eefflf)tifet neh,etk ot1B ,,hetein tlte eemptifet 
tisi~ the leftll'etotil; assignee½ tteh, etk oelatess is eeftfleefeel 25 

le tlte eemptifet tteh,etk ffrl:etigh ffte teaiteefiet1 set ;et. 

88. Tfte ftlefheel efeloiffl 83, ,,ftetein t,fte ffl:eelifieel ttile set, 
ineltieles Of least, ene t tile oHe .e ing oeeess fJoseel eft o teeJ:tiesf 
f) l'e Oftel o Besfit10fiet1 oeltl-Iess. 

itit. Tfte s; sfeffl ef eloiffl t,8 .efteteit1 insbtiefiens le ffte 
teeliteefiet1 set e et le meelif; tlte ttile set, ate teeei e eel fJ; et1e 
et ftlete ef tlte tiset siele ef tlte teeliteefien set; et otttl ffte 
ftef., edE siele ef tlte red-ireefien sen er. 

89. Tfte ftlefheel ef eloiffl 83, ,, ftetein t,fte ffl:eelifieel t tile set, 
ineltieles of least, ene ttile teeliteefing tlte Bolo le o nee. 
Besfifl:Ofiet1 oelatess fJoseel en o teeJ:tiesf t; l'e otttl on Offefflf)feel 

30 Besfifl:Ofiet1 oBElress. 
it8. The s; sfeftl efeloiffl t,8, ,,ftetein ffte meaifieel ttile set, 

it1eltieles Of least, ene t tile os o tltt1efien ef o t; l'e ef IP 
(Infemef Ptefeeel) set; iee. 

99. Tfte ffleffieel ef eloiftl 83, .eftetein tlte teeliteefiet1 
set;et is eenfigtiteel le teeliteef 6£11"0 Heffl: tlte tisets' eeffl: 
f)tlfets fJ; teploeit1g o fitsf elesfit1ofiet1 oelatess it1 on IP 
(Iflfemef Ptefeeel) f)Oek-et, fteoelet fJ; o seeetttl Besfifl:Ofiet1 it9. The s; sfeftl ef eloiffl t,8, ,, ftetein ffte meaifieel t tile set, 

it1eltieles on itllfiol 1'eftll'et0¥j ttile set, ot1B o sfot1Mtel ttile set, 
otttl ,,ftetein ffte teeliteefien set; et is eenfxigt1teel le tifilize ffte 
leftll'etot; t tile set, :fet oft it1ifiol f)etieel ef time ofttl le 
ffteteotl:et tifilize ffte sfofttlotel t tile set. 

35 oelatess os o tlttwfiet1 ef tlte it1Bi e ieltioli2eel ttile set 

89. The s; sfeftl efeloiffl t,8, ,,ftetein ffte meaifieel ttile set, 
it1eltieles of least, ette t tile oHe ,, ing oeeess fJoseel en o teeJ:tiesf 40 

f) l'e ofttl o elesfinofiet1 oelatess. 
81. The s; sfeftl ef eloim t,8, •• ftetein ffte meaifieel t tile set, 

it1eltieles Of least, ene ttile teeliteefing t,fte 6£11"0 le o ne.e 
Besfifl:Ofien oelat ess fJoseel en o t eeJ:tiesf f) l'e otttl on Offefflf)feel 
Besfifl:Ofien oelatess. 

82. The s; stem ef eloiftl t,8, ,, heteit1 the teeliteefiet1 set ; et 
is eenfigttteel le teaiteef 6£11"0 f1eftl ffte tisets' eeftll'tilets fJ; 
teploeing o fitsf elesfinofiet1 oeltl-Iess in Oft IP (Itttemef Pte 
feeel) tJOelEef heoelet fJ; o seeet1B BesfinOfien oelatess os o 
tuftefiet1 ef ffte ftleelifieel t tile sef. 

83. It1 o s; sfeftl eefflf)t ising o t eelit eefiet1 set ; et eeftfleefeel 
fJet, .e eeft o tiset eeftll'tl1-et one½ o l'tHJlie net, .e etk, ffte teelitee 
lien set; et eeflfoit1ing o tiset 's t tile set, eenelofeel le o 
leftll'etotil; ossigt1eel neh,etk oelatess .eftetein tlte tiset's 

45 

50 

t tile set, eetttoins Of least, ene ef o f)ltitolif) ef tltnefiens tiseel 55 

le eeflftel Mfo tJOssit1g fJet, e. een tlte tiset Bttel o l)tifJlie 
ftef .e etk, o ftlefheel eeftll'tisit1g t,fte sfel' ef. 

ffl:eelif; it1g Of least, o f)ef'tiet1 ef tlte tis et' s t tile set, , , hile ffte 
tiset's ttile set, tentoit1s eenelOfeel le t,fte leftll'etotil; 
assignee½ neh,etk oelatess it1 tlte teeliteefien set ;et, ot1B 60 

.e fteteit1 ffte teaiteefien set; et hos o tiset siele t,fl:Ot, is 
eeftfleefeel le o eeftll'tilet tising ffte fetllf)etotil; ossi~eel 
ftefe. edE oelatess ot1B o ne:P:e. edE oelatess Oftel o ne:P:e. edE 
siele eeflfteefeel le o eefflf)tlfet neh,etk, Oftel 

.efteteit1 ffte eemptifet tising the feHlf)etotil; ossi~eel 65 

ftef .e etk oeltl-Iess is eenneefeel le tlte eefflf)tifet neh, etk 
fhtetigft tlte teeliteefien set; et one½ ffte ftletlteel tltf'thet 

91. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
wherein the rule set contains at least one of a plurality of 

functions used to control data passing between the user 
and a public network; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set while the 
rule set is correlated to the temporarily assigned net
work address; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 
to or from the user, or location the user accesses; and 

wherein the redirection server is configured to modify at 
least a portion of the rule set as a function of time while 
the rule set is correlated to the temporarily assigned 
network address. 

92. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
wherein the rule set contains at least one of a plurality of 

functions used to control data passing between the user 
and a public network; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set while the 
rule set is correlated to the temporarily assigned net
work address; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 
to or from the user, or location the user accesses; and 
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Plaintiff Linksmart Wireless Technology, LLC ("Linksmart" or "Plaintiff'), files this 

Complaint against Defendant Caesars Entertainment Corporation ("Caesars" or "Defendant"), and 

alleges as follows: 

1. This action arises under the Patent Laws of the United States, 35 U.S.C. §§ 100, et 

seq. This Court has subject matter jurisdiction under 28 U.S.C. §§ 1331 and 1338(a). 

Nature of the Action 

2. This is a civil action for patent infringement arising under the patent laws of the 

United States, Title 35, United States Code, including 35 U.S.C. §§ 271 et seq. and 281-285. 

3. On June 27, 2017, the U.S. Patent and Trademark Office duly and legally issued 

U.S. Reissued Patent No. RE46,459 (the "'459 patent" or "Asserted Patent"), entitled "User 

specific automatic data redirection system," to Koichiro Ikudome and Moon Tai Yeung as the 

named inventors after full and fair examination. A true and correct copy of the '459 patent is 

attached hereto as Exhibit A and incorporated herein by reference. 

4. Caesars has infringed and continues to infringe one or more claims of the Asserted 

Patent. 

The Parties 

5. Linksmart was founded by Koichuru ("Ko") Ikudome, who along with co-inventor 

Moon Tai Yeung, created the innovation claimed by the '459 patent. 

6. In 1996, Mr. Ikudome, after over a decade of IT industry and business experience 

in Japan and the United States, founded and became the CEO of Auric Web Systems, Inc. (later 

renamed AuriQ Systems, Inc.). Mr. Ikudome and Mr. Yeung, Aurie's Director of Technology, 

developed innovative and fundamental technologies for users and Internet service providers (ISPs) 

to enable access to information and commerce on the then-nascent Internet and World Wide Web. 

7. Among Aurie's significant product innovations was the "WEBGate card." Auric 

created the WEBGate card as a prepaid long-distance Internet access card with a pre-determined 

time limit. Like a prepaid phone card, the Auric' s innovative WEB Gate card allowed Internet 

access from anywhere in the United States without paying a long-distance phone bill or looking 

up local access numbers when users were away from their home or office. As Auric further 
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wherein the redirection server is configured to modify at 
least a portion of the rule set as a function of the data 
transmitted to or from the user while the rule set is 
correlated to the temporarily assigned network 
address. 

93. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
wherein the rule set contains at least one of a plurality of 

functions used to control data passing between the user 10 

and a public network; 
wherein the redirection server is configured to automati

cally modify at least a portion of the rule set while the 
rule set is correlated to the temporarily assigned net-
work address; 15 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 
to or from the user, or location the user accesses; and 

wherein the redirection server is configured to modify at 20 

least a portion of the rule set as a function of the 
location or locations the user accesses while the rule 
set is correlated to the temporarily assigned network 
addresses. 

94. A system comprising: 25 

a redirection server programmed with a user's rule set 
correlated to a temporarily assigned network address; 

wherein the rule set contains at least one of a plurality of 
functions used to control data passing between the user 
and a public network; 30 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set while the 
rule set is correlated to the temporarily assigned net
work address; 

wherein the redirection server is configured to automati- 35 

cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 
to or from the user, or location the user accesses; and 

wherein the redirection server is configured to remove or 
reinstate at least a portion of the rule set as a function 40 

of time while the rule set is correlated to the tempo
rarily assigned network address. 

95. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 45 

wherein the rule set contains at least one of a plurality of 
functions used to control data passing between the user 
and a public network; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set while the 50 

rule set is correlated to the temporarily assigned net
work address; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 55 

to or from the user, or location the user accesses; and 
wherein the redirection server is configured to remove or 

reinstate at least a portion of the rule set as a function 
of the data transmitted to or from the user while the rule 
set is correlated to the temporarily assigned network 60 

address. 
96. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
wherein the rule set contains at least one of a plurality of 65 

functions used to control data passing between the user 
and a public network; 

18 
wherein the redirection server is configured to automati

cally modify at least a portion of the rule set while the 
rule set is correlated to the temporarily assigned net
work address; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 
to or from the user, or location the user accesses; and 

wherein the redirection server is configured to remove or 
reinstate at least a portion of the rule set as a function 
of the location or locations the user accesses while the 
rule set is correlated to the temporarily assigned net
work address. 

97. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
wherein the rule set contains at least one of a plurality of 

functions used to control data passing between the user 
and a public network; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set while the 
rule set is correlated to the temporarily assigned net
work address; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 
to or from the user, or location the user accesses; and 

wherein the redirection server is configured to remove or 
reinstate at least a portion of the rule set as a function 
of some combination of time, data transmitted to or 
from the user, or location or locations the user accesses 
while the rule set is correlated to the temporarily 
assigned network address. 

98. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
wherein the rule set contains at least one of a plurality of 

functions used to control data passing between the user 
and a public network; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set while the 
rule set is correlated to the temporarily assigned net
work address; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 
to or from the user, or location the user accesses; and 

wherein the redirection server has a user side that is 
connected to a computer using the temporarily 
assigned network address and a network side con
nected to a computer network, and wherein the com
puter using the temporarily assigned network address 
is connected to the computer network through the 
redirection server. 

99. The system of claim 98, wherein the redirection server 
modifies the rule set in response to instructions received by 
one or more of the user side of the redirection server and the 
network side of the redirection server. 

100. In a system comprising a redirection server contain
ing a user's rule set correlated to a temporarily assigned 
network address wherein the user's rule set contains at least 
one of a plurality of functions used to control data passing 
between the user and a public network; a method compris
ing: 
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the redirection server modifying at least a portion of the 
user's rule set while the user's rule set remains corre
lated to the temporarily assigned network address in 
the redirection server; 

connecting a user side of the redirection server to a 5 

computer using the temporarily assigned network 
address and a network side connected to a computer 
network; 

connecting the computer using the temporarily assigned 
network address to the computer network through the 10 

redirection server; 
receiving instructions by the redirection server; and 
the redirection server modifying at least a portion of the 

user's rule set through one or more of the user side of 
15 

the redirection server and the network side of the 
redirection server while the rule set is correlated with 
the temporarily assigned network address. 

101. The method of claim 100, wherein the method further 
comprises modifying at least a portion of the user's rule set 20 

by the redirection server as a function of one or more of 
time, data transmitted to or from the user, and location or 
locations the user accesses. 

102. The method of claim 100, wherein the method further 
comprises removing or reinstating at least a portion of the 25 

user's rule set by the redirection server as a function of one 
or more of time, the data transmitted to or from the user and 
a location or locations the user accesses. 

103. The method of claim 100, wherein the modified rule 
set includes at least one rule as a function of a type of IP 30 

(Internet Protocol) service. 
104. The method of claim 100, wherein the modified rule 

set includes an initial temporary rule set and a standard rule 
set, and wherein the redirection server is configured to 

35 
utilize the temporary rule set for an initial period of time and 
to thereafter utilize the standard rule set. 

105. The method of claim 100, wherein the modified rule 
set includes at least one rule allowing access based on a 
request type and a destination address. 40 

106. The method of claim 100, wherein the modified rule 
set includes at least one rule redirecting the data to a new 
destination address based on a request type and an 
attempted destination address. 

107. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
the rule set containing at least one of a plurality of 

functions used to control data passing between the user 
and a public network; 

the redirection server being configured to automatically 
modify at least a portion of the rule set while the rule 
set is correlated to the temporarily assigned network 

45 

50 

address; 
55 

the redirection server being configured to automatically 
modify at least a portion of the rule set as a function of 
some combination of time, data transmitted to or from 
the user, or location the user accesses; and 

the modified rule set including at least one rule as a 60 
function of a type of IP (Internet Protocol) service. 

108. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
the rule set containing at least one of a plurality of 65 

functions used to control data passing between the user 
and a public network; 

20 
the redirection server being configured to automatically 

modify at least a portion of the rule set while the rule 
set is correlated to the temporarily assigned network 
address; 

the redirection server being configured to automatically 
modify at least a portion of the rule set as a function of 
some combination of time, data transmitted to or from 
the user, or location the user accesses; and 

the modified rule set includes an initial temporary rule set 
and a standard rule set, and the redirection server 
utilizes the temporary rule set for an initial period of 
time and thereafter utilizes the standard rule set while 
the rule set is correlated to the temporarily assigned 
network address. 

109. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
the rule set containing at least one of a plurality of 

functions used to control data passing between the user 
and a public network; 

the redirection server being configured to automatically 
modify at least a portion of the rule set while the rule 
set is correlated to the temporarily assigned network 
address; 

the redirection server being configured to automatically 
modify at least a portion of the rule set as a function of 
some combination of time, data transmitted to or from 
the user, or location the user accesses; and 

the modified rule set includes at least one rule allowing 
access based on a request type and a destination 
address. 

110. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
the rule set containing at least one of a plurality of 

functions used to control data passing between the user 
and a public network; 

the redirection server being configured to automatically 
modify at least a portion of the rule set while the rule 
set is correlated to the temporarily assigned network 
address; 

the redirection server being configured to automatically 
modify at least a portion of the rule set as a function of 
some combination of time, data transmitted to or from 
the user, or location the user accesses; and 

the modified rule set includes at least one rule redirecting 
the data to a new destination address based on a 
request type and an attempted destination address. 

111. A system comprising: 
a redirection server connected between a user computer 

and a public network, the redirection server pro
grammed with a users' rule set correlated to a tempo
rarily assigned network address; 

the rule set containing at least one of a plurality of 
functions used to control data passing between the user 
and a public network; 

the redirection server being configured to automatically 
modify at least a portion of the rule set while the rule 
set is correlated to the temporarily assigned network 
address; and 

the redirection server being configured to automatically 
modify at least a portion of the rule set as a function of 
some combination of time, data transmitted to or from 
the user, or location the user accesses while the rule set 
is correlated to the temporarily assigned network 
address. 
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112. The system of claim 111, the redirection server being 
configured to modify at least a portion of the rule set as a 
function of time. 

113. The system of claim 111, the redirection server being 
configured to modify at least a portion of the rule set as a 5 

function of the data transmitted to or from the user. 
114. The system of claim 111, the redirection server being 

configured to modify at least a portion of the rule set as a 
function of the location or locations the user accesses. 

115. The system of claim 111, the redirection server being 10 

configured to remove or reinstate at least a portion of the 
rule set as a function of time. 

116. The system of claim 111, the redirection server being 
configured to remove or reinstate at least a portion of the 

15 
rule set as a function of the data transmitted to or from the 
user. 

117. The system of claim 111, the redirection server being 
configured to remove or reinstate at least a portion of the 
rule set as a function of the location or locations the user 20 

accesses. 
118. The system of claim 111, the redirection server being 

configured to remove or reinstate at least a portion of the 
rule set as a function of some combination of time, data 
transmitted to or from the user, or location or locations the 25 

user accesses. 
119. The system of claim 111, wherein the redirection 

server has a user side that is connected to a computer using 
the temporarily assigned network address and a network 
side connected to a computer network and wherein the 30 

computer using the temporarily assigned network address is 
connected to the computer network through the redirection 
server. 

22 
first destination address in an IP (Internet Protocol) packet 
header by a second destination address as a function of the 
modified rule set. 

126. In a system comprising a redirection server con
nected between a user computer and a public network, the 
redirection server containing a user's rule set correlated to 
a temporarily assigned network address wherein the user's 
rule set contains at least one of a plurality of functions used 
to control data passing between the user and a public 
network; a method comprising: 

the redirection server modifying at least a portion of the 
user's rule set while the user's rule set remains corre
lated to the temporarily assigned network address in 
the redirection server; 

wherein the redirection server has a user side that is 
connected to a computer using the temporarily 
assigned network address and a network address and a 
network side connected to a computer network; 

wherein the computer using the temporarily assigned 
network address is connected to the computer network 
through the redirection server; and 

the redirection server modifying at least a portion of the 
user's rule set through one or more of the user side of 
the redirection server and the network side of the 
redirection server while the rule set is correlated to the 
temporarily assigned network address, in response to 
instructions received by the redirection server. 

12 7. The method of claim 126, wherein the modification 
is a function of one or more of time, data transmitted to or 
from the user, and location or locations the user accesses. 

128. The method of claim 126, wherein the modification 
comprises removing or reinstating at least a portion of the 
user's rule set as a function of one or more of time, the data 
transmitted to or from the user and a location or locations 
the user accesses. 

129. The method of claim 126, wherein the modified rule 
set includes at least one rule as a function of a type of IP 
(Internet Protocol) service. 

120. The system of claim 111, wherein the redirection 
server modifies the rule set received by one or more of the 35 

user side of the redirection server and the network side of the 
redirection server in response to instructions received by the 
redirection server. 130. The method of claim 126, wherein the modified rule 

set includes an initial temporary rule set and a standard rule 

40 set, and wherein the redirection server is configured to 
utilize the temporary rule set for an initial period of time and 
to thereafter utilize the standard rule set. 

121. The system of claim 111, wherein the modified rule 
set includes at least one rule as a function of a type of IP 
(Internet Protocol) service. 

122. The system of claim 111, wherein the modified rule 
set includes an initial temporary rule set and a standard rule 
set, and wherein the redirection server is configured to 
utilize the temporary rule set for an initial period of time and 
to thereafter utilize the standard rule set. 

131. The method of claim 126, wherein the modified rule 
set includes at least one rule allowing access based on a 

45 request type and a destination address. 

123. The system of claim 111, wherein the modified rule 
set includes at least one rule allowing access based on a 
request type and a destination address. 

124. The system of claim 111, wherein the modified rule 50 

set includes at least one rule redirecting the data to a new 
destination address based on a request type and an 
attempted destination address. 

125. The system of claim 111, the redirection server 
redirecting data from the users' computers by replacing a 

132. The method of claim 126, wherein the modified rule 
set includes at least one rule redirecting the data to a new 
destination address based on a request type and an 
attempted destination address. 

133. The method of claim 126, wherein the redirection 
server redirects data from the users' computers by replacing 
a first destination address in an IP (Internet Protocol) packet 
header by a second destination address as a function of the 
individualized rule set. 

* * * * * 
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Abstract 

A system has been developed to help businesses, organizations and individuals gain exposure in the 

Internet community. A new methodology has been derived to accomplish this - the automatic 

redirection of specific users navigating the Web to any pre-configured Web sites. Specifically 

developed technologies are combined with existing ones to implement the system. The product is a 

system that is simple, compact, easy to install and maintain and, most of all, fail-safe. 

The system consists of software components only; no special hardware is required. It is designed to 

run under an ISP (Internet Service Provider) environment. No additional component is needed on the 

user's side. When a user dials-up, logs-in and begins to navigate the Web through an ISP that is 

using this system, the system automatically directs him to the site, if any, configured for him. 

Currently, the system is designed to redirect the first Web connection only. This allows a user to go to 

other sites afterwards. 

Although the primary goal of the system is to help businesses gain active exposure through the Web, 

end users can also benefit from it. They can obtain valuable information such as new products, sales, 

special offers and special events from the business sites without having to look for them explicitly. 

The user specific feature in the system can be used to ensure that a user is directed to sites matching 

his interest. 

This system is further prompted by the emergence of prepaid Internet access as a promotional item. 

Under this scenario, a merchant can obtain Internet access accounts from an ISP that has the 

redirection system. The merchant can then configure these accounts to contact his Web site and 

distribute these accounts to their potential customers. In this way, the customers will be alerted of any 

offers from the merchant every time they use the accounts. 

ii 
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I. Background 

As the accessibility of the Internet expands from the business community to the everyday 

household, the World Wide Web (Y'vWW) system has emerged as the single most important 

means of information retrieval for many end users. At the same time, it has become an 

indispensable means of information presentation for many businesses, organizations and even 

private individuals. However, the World Wide Wed is inherently designed as a passive system; 

that is, a user must supply the exact destination, a Web site, before the desired information can 

be retrieved. This difficulty is somewhat alleviated on the part of the users with the establishment 

of search engines under some well-known Web sites. These engines provide the users with a list 

of sites that match their search criteria, usually in the form of hyper-links that point directly to the 

target documents. The problem remains grossly unsolved for those who wish to present 

information to the public. Currently, their success in reaching any audiences depends on (1) 

whether their sites have intuitive names and (2) whether the popular search engines correctly 

register the key information from their sites. Larger companies often resort to expensive 

advertising campaign to solve this problem. 

The system described in this report is aimed at solving this problem effectively and inexpensively. 

As opposed to the passive nature of the World Wide Web, the new system is active. It redirects 

Internet users navigating the Web to pre-configured sites without requiring the users to know 

anything about those sites at all. The system is designed to act on the majority of the end users -

those who connect to the Internet through dialup service providers. It is also designed with user 

specific redirection. That is, only pre-configured users will be redirected and different users 

(based on their user ID's) can be directed to different sites. This is an essential feature since 

users should only be directed to sites matching their interest. 

Another driving force for this invention is the introduction of prepaid Internet access as a 

promotional item. Besides being an attractive item, prepaid Internet access can bring added 

values to the distributors with the use of this new system - simply configure the system to direct 

users of the prepaid accounts to their Web sites! 
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II. Description 

1. Operation Requirements 

Several conditions must be satisfied in order for the system to work: 

1. The target user must establish a dialup networking connection through an ISP that is using 

the redirection system. 

2. The user must be pre-configured for redirection. 

3. The user must attempt to connect to a valid {any valid) Web site to get the redirection. 

2. System Design 

The system is designed as an add-on component that can be integrated into an ISP environment 

easily. It coordinates with the ISP system when setting up a redirection but performs the work 

independently. The following diagram shows an ISP environment without the redirection system: 

Modem Array & 
1 3 

End User ... Built-in dialup networking .. .... ... 
software 

2 ,r 
Authentication and ... 
Accounting server ... 

Figure 1. A typical ISP environment 

The steps in a dialup session is as follows: 

• Step 1: 

User dials-in and connects to the ISP modem. 

• Step 1 - Step 2: 

Gateway 

Database 

Dialup networking software at the user and ISP ends begin negotiation. 

• Step 2: 

.. ... 
• • • • . 
• . 

1 Inte ~net I 
• • . 
• • 

ISP dialup networking software communicates with the authentication server to check the 

login information. Typically, the server looks up the information from a database. 

• Step 3: 

With a successful authentication, the dialup networking software at the two ends complete 

their negotiation and a network connection is established tor the user through the Internet 
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developed the technology needed to make WEBGate work, Auric also developed other innovative 

products to enable electronic commerce on the Internet, such as EC Gateway, which combined an 

access control system at an ISP system with a CGI module to add customizable graphical buttons 

to a merchant's homepage to allow customers to make purchases more easily and add value to 

Internet services. 

8. While Aurie's Internet access products received substantial interest and found some 

customers, the dot-com crash intervened and directly damaged the potential customers for this 

product. Auric was thus forced to seek out new business directions, ultimately resulting in AuriQ 

Systems' present-day business focused on data analytics. Mr. Ikudome subsequently formed 

Linksmart as a way to continue to derive value from the intellectual property of his and Auric' s 

innovative technological contributions, including the Asserted Patent. Many companies have 

directly benefitted from the licensed use of Linksmart' s patented technology in the products and 

services they provide to their customers. Caesars, however, has taken advantage of Linksmart' s 

patented technology, selling products and services that practice the '459 patent, in wanton 

disregard of Linksmart' s exclusive property rights. 

9. Plaintiff Linksmart is a limited liability company organized and existing under the 

laws of State of California with its principal place of business at 199 S. Los Robles, Suite 440, 

Pasadena, California 91101. 

10. Defendant Caesars is a corporation organized and existing under the laws of the 

State of Delaware. Caesars has its headquarters in the State of Nevada, located at One Caesars 

Palace Drive, Las Vegas, Nevada 89109. Caesars's registered agent is CSC Services of Nevada, 

Inc., located at 2215-B Renaissance Drive, Las Vegas, Nevada 89119. 

Jurisdiction 

11. Subject matter jurisdiction is conferred on this Court pursuant to 28 U.S.C. §§ 1331 

and 1338(a). 

12. Defendant Caesars is subject to this Court's personal jurisdiction because it has its 

principal place of business in this District, at its headquarters located at One Caesars Palace Drive, 

Las Vegas, Nevada 89109. Caesars is also subject to this Court's personal jurisdiction because 
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gateway at the ISP. Typically, the ISP dialup networking software also sends an 

accounting request to the accounting server at this point. 

The following diagram shows an ISP setup with the redirection system integrated: 

I Modem Array & 4 Gateway & 
End User ... Built-in dial up networking ~ Redirection ... r 

software server 1-4-

2 
' r 

Authentication and . Database 
Accounting server r 

+ 
Integrated redirection 3 
system components 

Figure 2. ISP environment with integrated redirection system 

The steps in a dialup session is as follows: 

• Step 1: 

User dial-ins and connects to the ISP modem. 

• Step 1 - Step 2: 

Dialup networking software at the user and ISP ends begin negotiation. 

• Step 2: 

~ ... 
• • . 
• • • • . . 

I Inte rnet 
• 
• . 
• • • • • • • • 

ISP dialup networking software communicates with the authentication server to check the 

login information. Typically, the server lookup the information from a database. 

• Step 3: 

With a successful authentication, the dialup networking software at the two ends complete 

their negotiation and a network connection is established for the user through the Internet 

gateway at the ISP. This gateway is a machine where the redirection system main server is 

running. After the accounting server received the accounting request from the ISP dialup 

networking software, it sends a similar request to the redirection server, notifying it of the 

new session and the associated information (including the login ID). 

• Step 4: 

The user is now on the Internet and can perform any activities as usual. However, if he 

attempts to connect to a Web site within a pre-configured time, he will be redirected to the 

site configured for him (if any) based on his login ID. Immediately following the first 

redirection, the server removes the information associated with his session from its 

registry. The user can then connect to any sites without being redirected again. 
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3. Implementation 

The system is implemented into two main parts: 

1. Main redirection server. 

This server performs all the central tasks of the system, including logical decisions, checks 

and the physical redirection. It is a single daemon program that runs on the machine serving 

as the Internet gateway for the dialup users. The main functions implemented in this server 

are: 

• Receives information regarding newly established dialup networking sessions from the 

ISP's accounting server. 

• Consults database (or a flat file) to see if the user in a new session needs to be 

redirected. 

• If not, nothing is done. Otherwise, it records the session information and the site to 

redirect to, and then proceeds with the remaining tasks. 

• Installs network packet redirection filters on the gateway machine such that standard 

Web requests from the users to be redirected are passed to the server. 

• Receives Web requests directed to the server by the packet filters. For each request, 

looks up the site assigned to the user originating the request and sends back a reply that 

instructs his browser to go to the new site; the associated packet filter is then removed 

immediately. 

• Receives information regarding terminated dialup networking sessions from the ISP's 

accounting server. Removes any outstanding packet filters and information associated 

with these sessions. 

• Checks and removes expired packet filters. All filters installed by the server have a pre

configured maximum lifetime. A user will not be redirected if he does not make a Web 

request within this time. 

2. Software routine library. 

This is a small collection of routines that can be integrated into the ISP's accounting server 

easily. The purposes of these routines are as follow: 

• Records information on newly established or terminated dialup networking sessions. 

• Sends (or re-sends) recorded information to the main redirection server. 

• Receives acknowledgements from the main server and removes the corresponding 

records. 

• Removes records that are not acknowledged within a pre-configured time. 

7 
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Ill. Redirection System Summary 

A methodology has been derived to help businesses, organizations and individuals publicize their 

Web sites (or any parts of the sites). The result is a user specific automatic Web redirection 

system. This system directs users navigating the Web to sites pre-configured for them. The users 

do not need to remember or to know the names of those sites; everything is handled 

automatically by the system. The main features of the system are summarized below: 

O Automatic 

Users do not need to know the names of the designated sites at all. 

0 User specific 

Each redirection is handled individually such that every user can have a different 

designated site. In this way, users can be directed to sites matching their interest. 

0 Large coverage 

The system is designed to target the majority of the World Wide Web users - those who 

connect to the Internet through dialup service providers. 

0 Simple design 

No extra software is needed at the user's end. Everything is handled by the system at the 

ISP's end. 

0 Easy installation 

The system is extremely compact and can be integrated with most ISP systems easily. 

There are only two parts, an independent main server and a small collection of library 

routines that can be incorporated with the ISP's dialup user accounting system. 

O Simple configuration 

The only step in setting up a redirection is to register the user ID and the designated Web 

link in a database or a plain file. 

0 Fail-safe 

Because of the simple design, the system will not cause the user or the ISP any problem 

even when it fails. Under the worst scenario, a user simply will not be redirected, but he 

can still navigate the Web or perform any activities on the Internet as usual. 
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Additional enhancements and details of this system are set forth in the attached 
appendix. 
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Caesars has committed and induced acts of patent infringement and has regularly and 

systematically conducted and solicited business in this District by and through at least its 

development, use, and testing of products and services, sales and offers for sale of products and 

services, and other contractual arrangements with customers and third parties using such Caesars 

products and services located in and/or doing business in this District. 

Venue 

13. As set forth above, Caesars has a regular and established place of business in this 

District. Further, Caesars has committed acts of infringement in this District, including, 

developing, testing, distributing, advertising, operating, selling, offering for sale, using and/or 

supporting products or services that fall within one or more claims of the Asserted Patent. 

Accordingly, venue to adjudicate whether the Asserted Patent is infringed is appropriate in the 

District of Nevada pursuant to 28 U.S.C. §§ 1391 and 1400(b). 

Linksmart's Patented Invention 

14. The '459 patent is directed to a system for Internet access m a server that 

dynamically redirects users, i.e., a "redirection server," based on rules that are dynamically and 

automatically modified by the redirection server itself based on a function of factors that may 

include, among others, time, user input, data transmitted to the user, or the Internet location 

accessed by the user. 

15. The innovative technology underlying the '459 patent is described in "User Specific 

Automatic Web Redirection System," a technical innovation report co-authored by Mr. Ikudome 

and Mr. Yeung. This report was filed as U.S. Provisional Pat. App. No. 60/084,014 (the "'014 

app."), which is attached hereto as Exhibit B and is incorporated herein by reference. The '459 

patent claims priority to this provisional application, and its disclosure is incorporated fully in the 

'459 patent's disclosure by reference. 

16. The automatic redirection system described in the '459 patent provides a novel 

architecture for Internet access. At the time of the invention, it was conventionally understood that 

the World Wide Web was inherently a "passive system," in which the "user must supply the exact 

destination, a Web site, before the desired information can be retrieved." See '014 app. at 4. When 
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a user was connected to the Internet, and the user requested a particular location on the Internet, 

the user was sent to that requested location. Ikudome and Yeung developed an innovative 

automatic redirection system that could provide a more flexible way to mediate a user's access to 

the Internet. 

17. Figure 1 of the '459 patent shows an ISP environment for Internet access in the 

absence of redirection: 

18. In such a conventional ISP environment, a user accesses the Internet by connecting 

to the ISP, at which point networking software at the user end and the ISP begin "negotiating." 

The ISP authenticates a user's login information, typically from a database. Once authentication 

is successful, a network connection is established through the Internet gateway at the ISP. A 

commercial ISP may also send an accounting request to bill the user for the access. 

19. Figure 2 of the '459 patent shows the role of a redirection server, as provided by 

the '459 patent, in the ISP environment: 

... , ( 

• - - - - - ~ • n•• ''°LHL',LLLU,.,...,, 

I '.)~ .. ~'i:-...R ~~ 
'···. ········r~\::~;ns r·----···~t/··-,,._"\ 

(.'!- ~NT::::HNET <.i 
•,_...,., ... ._ .... _...._,.,..,~••·'L_ ..... •L'o••~;\ .............. . ........ ,.......... . 

......... ··1 ...... ·: -~o 
:._,,?(}4 : [):~J . .:\BAsr· l 

~• r , ............ , "'" V """ '\, .~,•••• 

'· .. ··20(.~ 

20. In one embodiment described in the '459 patent, a redirection server runs on the 

gateway to the Internet. Once the user is connected to the ISP in this case, the user's requests to 

the Internet first go to the redirection server. There, the redirection server can filter the requests 

based on a rule set to either the location requested by the user, or some other location based on 
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rule sets programmed in the redirection server. By way of example, rule sets could be programmed 

such that a user would need to access a location, e.g., a page with advertising, before being able to 

freely surf the Web. See, e.g., '459 pat. at 7:10-13. As another example, a rule set could require a 

user to access a questionnaire before accessing the Internet. See' 459 pat. at 8:9-14. 

21. Another embodiment described in the '459 patent further provides that the 

redirection server is configured to be able to automatically modify the rule sets dynamically. For 

example, if a questionnaire provided by an external server is filled out, the rule set can be changed 

so that the user no longer needs to access the questionnaire to gain access to the Internet. See '459 

pat. at 14-18. As another example of the redirection server automatically modifying the rule set if 

a user has obtained access to the Internet through paid access for a limited time, the user's Internet 

access could be disabled once that time has been exceeded. See '459 pat. at 7:65-8:2. 

22. The unconventional features of the embodiments described by the '459 patent 

provided improvements to and solved problems associated with redirection methods and systems 

that existed at the time of the invention, as described in the '459 patent's disclosure. See id. at 

1:48-3:3. 

23. In the prior art, redirection was conventionally performed by html code on a web 

page that a user would need to manually access after the user has already gained access to the 

Internet. The '459 patent, however, describes embodiments that allow redirection to occur at the 

Internet gateway or before the user can access to remote web servers. See id. at 2:6-11. 

24. Another way in which redirection could be implemented in the prior art was packet 

filtering at the Internet Protocol (IP) layer, for example, through a firewall device or firewall at the 

Internet router. Information about an IP packet being sent through a network could be used to allow 

filtering of the packet to different network locations. However, while packet filtering, e.g., at a 

firewall, could be controlled locally by a network administrator, it was a static technology, in which 

the rule set could only be changed by manually reprogramming the packet filtering device. '459 

pat. at 2:29-36. 

25. The '459 patent also describes prior methods in which packet filter devices were 

used with proxy systems to control access to the Internet. In such a method, a packet filter or 
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firewall can prevent web access requests with the exception of traffic coming from a proxy server. 

The way that proxy servers worked was that a terminal had to be allowed access to a proxy server 

through which to send web requests. The proxy server was programmed with a list of blocked or 

allowed addresses, and requests to addresses were blocked or allowed according to that list. As the 

'459 patent describes, such systems were limited in that they could only block or allow specific 

terminals or sets of terminals' access to remote sites, and the rules for access were static and needed 

to be reprogrammed, i.e., by some external server, in order to change which locations specific 

terminals could access. See '459 pat. at 2:65-3 :3. 

26. The '459 patent issued from U.S. Patent App. No. 14/691,246. The file history of 

the application from which the patent issued is available from the United States Patent and 

Trademark Office, including electronically through the Office's Public Patent Application 

Information Retrieval (PAIR) website, and is in incorporated by reference herein. 

27. The '459 patent, therefore, provides an advantageous technological solution to the 

problem of mediating user access to the Internet through a redirection server which can 

automatically modify rule sets for redirection dynamically while connected to a user through a 

network connection. Among the benefits of the '459 patent's novel redirection system solution is 

that (1) redirection is automatic, i.e., a user does not need to request a particular external address; 

it can be reconfigured for specific users or categories of users; (2) the system can be easily installed 

and configured by the ISP and it is resilient to potential failures; and (3) the system can 

dynamically reconfigure the rule set controlling the user's access to the Internet, such as by a 

function of time or user or external inputs while the user is connected. See, e.g., '014 app. at 8; see 

also the '459 patent. 

Cause of Action 

Infringement of the Linksmart Patent 

28. The foregoing paragraphs are incorporated by reference as if fully set forth herein. 

29. Caesars is unlawfully using Linksmart's patented technology. Caesars relies on 

technology covered by the Asserted Patent, for example, to provide Internet access to hotel and 

resort guests. 
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Caesars has used, made, offered for sale, and/or sold Internet access systems for use in hotels and 

resorts, and elsewhere, that infringed the Asserted Patent, or induce or contribute to the 

infringement of the Asserted Patent. 

30. Caesars has directly infringed and will continue to infringe, directly and indirectly, 

through induced and/or contributory infringement, one or more claims of the' 459 patent, including 

at least claim 91, among other claims, by making, using, selling, offering for sale, or importing in 

this District and elsewhere into the United States systems and/or methods covered by one or more 

claims of the '459 patent including, but not limited to the software and platform that Caesars has 

developed for hotel and other guests to access ISP services while visiting a hotel or resort (the 

"Accused System"). Further discovery may reveal additional infringing products, devices, systems 

and/or methods. 

31. By way of example only, the Accused System infringes an exemplary claim of the 

'459 patent, claim 91, as in the following description, which Linksmart provides without the 

benefit of information about the Accused System obtained through discovery. Claim 91 claims a 

system, such as the Accused System, comprising: 

a. a redirection server programmed with a user's rule set correlated to a 

temporarily assigned network address. Caesars hotels, including, by way of 

example, Caesars's Las Vegas Properties, provide this for the use of hotel 

guests to access the Internet. 1 

L f, s \/E·GA' ,..-. nROPE.:R· 'l"!E.:.s_ 1N"f~E-:RNE:"'f' --cR· \/1("'!= ,.. ... A.....__ ·~--h :Sr.~ .... ~~ "'"" :;; ""~ t "'-" _ '""' ~l~- ~ ,...)."'y 

Sask: {5 mbps) 
Free fur Guests pa}'ing 1he Resc<rt Fee {up to 2 devices) 
$i14.H\1' fut Gtiests not paying the Resort Fea {lip to 2 d~wir..as_l 
Si0.00 for Eat.ii Acldlw.mal Devk:~ 

Pr~mlum {'lO mops) 
SltS9 tor G~sts paying t:'m Resofl Fee {tip !o ::?. clevices} 
S22.9E ror C-,,uests not paying !he Reti-01t Fee (up to 2 dev!c-es) 
$10.~m for Each Addi!itJna! Devlo:m 
$'10.99f~• Upgrade Basic lo Premium 

1 See "HOME > QUESTIONS/COMMENTS > LAS VEGAS PROPERTIES- INTERNET 
SERVICE," https://totalrewards.custhelp.com/app/answers/detail/a_id/892/-/las-vegas
properti es--internet-servi ce ( excerpted herein). 
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Case 2:18~cv~00867-MMD-NJK Document 4 Filed 05/14/18 Page 1 of 44 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

Alexandria, VA 22313-1450 

REPORT ON THE 
FILING OR DETER.MINA TION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK 

[n Compliance with 35 1-LS.C § 2.90 and/or 15 U.S.C. § l l 16 you are hereby advised that a court action has been 

filed in the U.S. District Court District of Nevada on the following 

D Trademarks or ~Patents. ( D the patent ac110n invoives 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRlCT COURT 
District of Nevada 

PLAfNTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC MGM RESORTS, INTERNATIONAL 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l US RE46,459E 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 (See Attached Complaint) 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

n Amendment • Answer • Cross Bill • Other Pleadmg 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l 

2 

3 

4 

5 

[n the above-----entitled case, the following decision has been rendered or judgement issued: 

DECISIONiJUDGEMENT 

CLERK 

Debra K. Kempi 
(BY) DEPUTY CLER,.'Z 

/s/ Justin Matott 

DATE 

5/14/2018 

Co1Jy 1-----Upon initiation of action, mail this copy to Director Copy 3-----lJ 110n termination of action, mail this copy to Director 
Copy 2----·U1mn filing document adding patent(s), mail this copy to Director Copy 4-----Case file copy 
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WHt Ci:mnertion 
ios:twcttoos: 

MGMGrnndW!fi 
~~s:ort fe(l 

when the user selects the "MGMGrandWiFi" network and accesses the 

Internet, the user's device connects to the gateway server and is shown a 

site through which the user must access the Internet. 

> 
3. S,e,?e(:t Ho~e~ t)~;-..:-~t~ &. 

c,1-c~1e~1tk~:N t-.tt~;:.:-~d~~~ 
,:t s.,~:~:i:~,.":..t Hot~~{ (<t:e$t'$ 

5. S,i::~-.::<..t :={~'.)t.5ft Fe~ 

I II 

I II 

I II 

I II 

I II 

b. 

.,~.,:,:,\:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::,:;:;:,. 

wherein the rule set contains at least one of a plurality of functions used to 

control data passing between the user and a public network. The server that 

provides the user's gateway to the Internet at a location that has installed 

the MGM system is configured to be able to redirect users to the 

aforementioned portal regardless of the regardless of an Internet address 

that the user requests. 

c. wherein the redirection server is configured to automatically modify at least 

a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address. For example, upon a user's payment or other 

login authentication once the user enters information at the portal, the server 

modifies its rule set to allow that user to access to the Internet. See id. 
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4. S~~e<:t }··k.~ti~t i?.<ue:_..t:_;. 
5-, S~~<::-Ct i{~$•fl f<::~~ 

~,1:t-K~,p~ !ndt,od~,1 
{.::. fa1t~r L:s:~t ~at~{~ ~r~d 

)•'(n,.H" d~·,~ire: )..~iu ~lt),t..-" bi! 

t·t::nn~(.ted t:.., tfm ~~G.t,~ 
(;r.;~:1{d \~,l)~f~ ~=tsten·t 

i{ )"'-.1t~ h~)('~ :..~r:.y ~s,s:~si1S :t,.',,~ith 
-;.:o:.;*f e:~~,:1~1~xtk)r: t{t:~:-.i1 c:2U 
!tl?.,--1$~~~{)3.6 t;;.1 ')~S:k h1 

;~ ~~pt~'>>!t5t~th.:~1 th6:t (.:..~~1 

3~:S~">t f<)U. 

l·}h.'O.Sf N~~tt: fO~'f i(~"!i!~ {!.f;-{} 
fXJS.~Y'(J(,d }$ }•\lHtf {r:· Wth 

I II 

d. wherein the redirection server is configured to modify at least a portion of 

the rule set as a function of some combination of time, data transmitted to 

or from the user, or location the user accesses. For example, upon payment 

or authentication of a hotel guest's credentials, i.e., use of a pre-determined 

pass or login that provides access, a portion of the rule set is modified by 

providing the user with Internet access for a limited amount of time ( e.g., 

one day), while the rule set is correlated to the temporarily assigned network 

address given to the user. 

e. wherein the redirection server is configured to modify at least a portion of 

the rule set as a function of time while the rule set is correlated to the 

temporarily assigned network address. For example, upon payment for a 

limited time oflnternet use, a portion of the rule set is modified by providing 

the user with Internet access for a limited amount of time (e.g., one day), 

while the rule set is correlated to the temporarily assigned network address 

given to the user. 
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33. MGM indirectly infringes the '459 patent, under 35 U.S.C. § 27l(b), by actively 

inducing direct infringement by others, for example, MGM customers and guests and its properties 

who use the Accused System provided by MGM for Internet Access following MGM's 

instructions on how to access the Wi-Fi network. By at least the filing date and/or service date of 

this Complaint, MGM had knowledge of the '459 patent and that its actions resulted in direct 

infringement of the '459 patent. MGM also knew or was willfully blind that its actions would 

induce direct infringement by others and intended that its actions would do so. 

34. In accordance with 35 U.S.C. § 287, MGM has had knowledge of the Asserted 

Patent at least as of the filing date of this Complaint and/or the date this Complaint was served. 

35. Despite MGM's knowledge of the Asserted Patent and its infringing activities, 

MGM continues to make, use, market, offer for sale, and/or sell in the United States systems that 

infringe the Asserted Patent. MGM has continued to infringe in wanton disregard of Linksmart' s 

patent rights. 

36. MGM's continued infringement of the Asserted Patent has damaged and will 

continue to damage Linksmart. 

Damages 

37. The foregoing paragraphs are incorporated by reference as if fully set forth herein. 

38. As a result of MGM's acts of infringement, Linksmart has suffered actual and 

consequential damages; however, Linksmart does not yet know the full extent of the infringement. 

The extent of MGM's infringement and damages suffered by Linksmart cannot be ascertained 

except through discovery and special accounting. To the fullest extent permitted by law, Linksmart 

seeks recovery of damages at least for reasonable royalties, unjust enrichment, and benefits 

received by MGM as a result of infringing the patents-in-suit. Linksmart further seeks any other 

damages to which Linksmart is entitled under law or in equity. 

Irreparable Harm to Linksmart 

39. The foregoing paragraphs are incorporated by reference as if fully set forth herein. 

40. Linksmart has been irreparably harmed by MGM's acts of infringement. Linksmart 

will continue to be irreparably harmed unless and until MGM's acts of infringement are enjoined 
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by this Court. Linksmart has no adequate remedy at law to redress MGM's continuing acts of 

infringement. The hardships that would be imposed upon MGM are less than those faced by 

Linksmart should an injunction not issue. Furthermore, the public interest would be served by 

issuance of an injunction. 

Attorneys' Fees 

41. MGM's infringement of the Asserted Patent is exceptional, and Linksmart is 

entitled to recover reasonable and necessary attorneys' fees under applicable law. 

Prayer for Relief 

WHEREFORE, Linksmart respectfully requests that this Court enter judgment in its favor 

and grant the following relief: 

a. A judgment that MGM directly and/or indirectly infringes the '459 patent; 

b. An Order enjoining, permanently, MGM and its respective officers, directors, 

agents, partners, servants, employees, attorneys, licensees, successors, and assigns, 

and those in active concert or participation with any of them, from engaging in 

infringing activities with respect to the '459 patent; 

c. A judgment that MGM's infringement has been willful and that MGM's continued 

infringement of the '459 patent is willful; 

d. A ruling that this case is exception and awarding Linksmart its reasonable 

attorneys' fees under 35 U.S.C. § 285; 

e. A judgment and order requiring MGM to pay Linksmart damages in an amount 

adequate to compensate Linksmart for MGM's infringement, but in no event less 

than a reasonable royalty under 35 U.S.C. § 284, including supplemental damages 

for any continuing post-verdict infringement up until entry of judgment, with an 

accounting, as needed, as well as treble damages for willful infringement under 35 

U.S.C. § 284; 

f. Award enhanced damages pursuant to 35 U.S.C. § 284; 

g. A judgment and order requiring MGM to pay Linksmart' s costs of this action 

(including all disbursements); 
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h. An order for an accounting of damages; 

1. A judgment and order requiring MGM to pay pre-judgment and post-judgment 

interest to the full extent allowed under the law; and 

J. Award such other and further relief as the Court may deem just and proper under 

the circumstances. 

Demand for Jury Trial 

Pursuant to Rule 3 8(b) of the Federal Rules of Civil Procedure, plaintiff Linksmart 

Wireless Technology, LLC demands trial by jury on all issues so triable. 

Respectfully submitted, 

Dated: May 14, 2018 BORGHESE LEGAL, LTD. 

By: Isl Mark Borghese 
Mark Borghese 

RUSS, AUGUST & KABAT 

Larry C. Russ 
Marc A Fenster 
Benjamin T. Wang 
KentN. Shum 
Bahrad A Sokhansanj 

Attorneys for Plaintiff 
LINK.SMART WIRELESS TECHNOLOGY, 
LLC 
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USER SPECIFIC AUTOMATIC DATA 
REDIRECTION SYSTEM 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue specifica
tion; matter printed in italics indicates the additions 
made by reissue; a claim printed with strikethrough 
indicates that the claim was canceled, disclaimed, or held 
invalid by a prior post-patent action or proceeding. 

RELATED APPLICATION 

This application claims priority of U.S. Provisional Appli
cation No. 60/084,014 filed May 4, 1998, the disclosure of 
which is incorporated fully herein by reference. 

FIELD OF THE INVENTION 

2 
the user begins. The browser then requests the redirected 
WWW page according to the URL contained in the first 
page's html code. Alternately, redirection can also be 
accomplished by coding the page such that it instructs the 

5 browser to run a program, like a Java applet or the like, 
which then redirects the browser. One disadvantage with 
current redirection technology is that control of the redirec
tion is at the remote end, or WWW server end-and not the 
local, or user end. That is to say that the redirection is 

10 performed by the remote server, not the user's local gateway. 
Filtering packets at the Internet Protocol (IP) layer has 

been possible using a firewall device or other packet filtering 
device for several years. Although packet filtering is most 

15 
often used to filter packets coming into a private network for 
security purposes, once properly programed, they can filter 
outgoing packets sent from users to a specific destination as 
well. Packet filtering can distinguish, and filter based on, the 
type of IP service contained within an IP packet. For 

This invention relates to the field of Internet communi- 20 example, the packet filter cart determine if the packet 
contains FTP (file transfer protocol) data, WWW data, or 
Telnet session data. Service identification is achieved by 
identifying the terminating port number contained within 
each IP packet header. Port numbers are standard within the 

cations, more particularly, to a database system for use in 
dynamically redirecting and filtering Internet traffic. 

BACKGROUND OF THE INVENTION 
25 industry to allow for interoperability between equipment. 

Packet filtering devices allow network administrators to 
filter packets based on the source and/or destination infor
mation, as well as on the type of service being transmitted 
within each IP packet. Unlike redirection technology, packet 

In prior art systems as shown in FIG. 1 when an Internet 
user establishes a connection with an Internet Service Pro
vider (ISP), the user first makes a physical connection 
between their computer 100 and a dial-up networking server 
102, the user provides to the dial-up networking server their 
user ID and password. The dial-up networking server then 
passes the user ID and password, along with a temporary 
Internet Protocol (IP) address for use by the user to the ISP' s 
authentication and accounting server 104. A detailed 
description of the IP communications protocol is discussed 

30 filtering technology allows control at the local end of the 
network connection, typically by the network administrator. 
However, packet filtering is very limited because it is static. 
Once packet filtering rule sets are programed into a firewall 

35 
or other packet filter device, the rule set can only be changed 
by manually reprogrannning the device. in Internetworking with TCP/IP, 3rd ed., Douglas Comer, 

Prentice Hall, 1995, which is fully incorporated herein by 
reference. The authentication and accounting server, upon 
verification of the user ID and password using a database 
106 would send an authorization message to the dial-up 40 

networking server 102 to allow the user to use the temporary 
IP address assigned to that user by the dial-up networking 
server and then logs the connection and assigned IP address. 
For the duration of that session, whenever the user would 
make a request to the Internet 110 via a gateway 108, the end 45 

user would be identified by the temporarily assigned IP 
address. 

Packet filter devices are often used with proxy server 
systems, which provide access control to the Internet and are 
most often used to control access to the world wide web. In 
a typical configuration, a firewall or other packet filtering 
device filters all WWW requests to the Internet from a local 
network, except for packets from the proxy server. That is to 
say that a packet filter or firewall blocks all traffic originating 
from within the local network which is destined for con-
nection to a remote server on port 80 (the standard WWW 
port number). However, the packet filter or firewall permits 
such traffic to and from the proxy server. Typically, the proxy 
server is programed with a set of destinations that are to be 
blocked, and packets destined for blocked addresses are not 

The redirection of Internet traffic is most often done with 
World Wide Web (WWW) traffic (more specifically, traffic 
using the HTTP (hypertext transfer protocol)). However, 
redirection is not limited to WWW traffic, and the concept 
is valid for all IP services. To illustrate how redirection is 
accomplished, consider the following example, which redi
rects a user's request for a WWW page (typically an html 
(hypertext markup language) file) to some other WWW 
page. First, the user instructs the WWW browser (typically 
software running on the user's PC) to access a page on a 
remote WWW server by typing in the URL (universal 
resource locator) or clicking on a URL link. Note that a URL 
provides information about the communications protocol, 
the location of the server (typically an Internet domain name 

50 forwarded. When the proxy server receives a packet, the 
destination is checked against a database for approval. If the 
destination is allowed, the proxy server simply forwards 
packets between the local user and the remote server outside 
the firewall. However, proxy servers are limited to either 

55 blocking or allowing specific system terminals access to 
remote databases. 

A recent system is disclosed in U.S. Pat. No. 5,696,898. 
This patent discloses a system, similar to a proxy server, that 
allows network administrators to restrict specific IP 

60 addresses inside a firewall from accessing information from 
certain public or otherwise uncontrolled databases (i.e., the 
WWW /Internet). According to the disclosure, the system has 
a relational database which allows network administrators to 

or IP address), and the location of the page on the remote 
server. The browser next sends a request to the server 
requesting the page. In response to the user's request, the 
web server sends the requested page to the browser. The 65 

page, however, contains html code instructing the browser to 
request some other WWW page-hence the redirection of 

restrict specific terminals, or groups of terminals, from 
accessing certain locations. Similarly limited as a proxy 
server, this invention can only block or allow terminals' 
access to remote sites. This system is also static in that rules 
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programmed into the database need to be reprogramming in 
order to change which locations specific terminals may 
access. 

SUMMARY OF THE INVENTION 

4 
the network. The system employs: a dial-up network server 
102, an authentication accounting server 204, a database 206 
and a redirection server 208. 

The PC 100 first connects to the dial-up network server 
5 102. The connection is typically created using a computer 

modem, however a local area network (LAN) or other 
communications link can be employed. The dial-up network 
server 102 is used to establish a communications link with 

The present invention allows for creating and implement
ing dynamically changing rules, to allow the redirection, 
blocking, or allowing, of specific data traffic for specific 
users, as a function of database entries and the user's 10 

activity. In certain embodiments according to the present 
invention, when the user connects to the local network, as in 
the prior art system, the user's ID and password are sent to 
the authentication accounting server. The user ID and pass-

15 
word are checked against information in an authentication 
database. The database also contains personalized filtering 
and redirection information for the particular user ID. Dur
ing the connection process, the dial-up network server 
provides the authentication accounting server with the IP 20 
address that is going to be temporarily assigned to the user. 
The authentication accounting server then sends both the 
user's temporary IP address and all of the particular user's 
filter and redirection information to a redirection server. The 

the user's PC 100 using a standard communications proto
col. In the preferred embodiment Point to Point Protocol 
(PPP) is used to establish the physical link between the PC 
100 and the dial-up network server 102, and to dynamically 
assign the PC 100 an IP address from a list of available 
addresses. However, other embodiments may employ dif
ferent communications protocols, and the IP address may 
also be permanently assigned to the PC 100. Dial-up net-
work servers 102. PPP and dynamic IP address assignment 
are well known in the art. 

An authentication accounting server with Auto-N avi com
ponent (hereinafter, authentication accounting server) 204 is 
used to authenticate user ID and permit, or deny, access to 
the network. The authentication accounting server 204 que
ries the database 206 to determine if the user ID is autho
rized to access the network. If the authentication accounting 

IP address temporarily assigned to the end user is then sent 25 

back to the end user for use in connecting to the network. 
server 204 determines the user ID is authorized, the authen
tication accounting server 204 signals the dial-up network 

Once connected to the network, all data packets sent to, or 
received by, the user include the user's temporary IP address 
in the IP packet header. The redirection server uses the filter 
and redirection information supplied by the authentication 30 

accounting server, for that particular IP address, to either 
allow packets to pass through the redirection server UlllllO

lested, block the request all together, or modify the request 
according to the redirection information. 

server 102 to assign the PC 100 an IP address, and the 
Auto-Navi component of the authentication accounting 
server 204 sends the redirection server 208 (1) the filter and 
redirection information stored in database 206 for that user 
ID and (2) the temporarily assigned IP address for the 
session. One example of an authentication accounting server 
is discussed in U S. Pat. No. 5,845,070, which is fully 
incorporated here by reference. Other types of authentica
tion accounting servers are known in the art. However, these 
authentication accounting servers lack an Auto-Navi com-

When the user terminates the connection with the net- 35 

work, the dial-up network server informs the authentication 
accounting server, which in tum, sends a message to the 
redirection server telling it to remove any remaining filtering 
and redirection information for the terminated user's tem
porary IP address. This then allows the dial-up network to 
reassign that IP address to another user. In such a case, the 
authentication accounting server retrieves the new user's 
filter and redirection information from the database and 
passes it, with the same IP address which is now being used 
by a different user, to the redirection server. This new user's 
filter may be different from the first user's filter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a typical Internet Service 
Provider environment. 

FIG. 2 is a block diagram of an embodiment of an Internet 
Service Provider environment with integrated redirection 
system. 

DETAILED DESCRIPTION OF THE 
INVENTION 

In the following embodiments of the invention, common 
reference numerals are used to represent the same compo
nents. If the features of an embodiment are incorporated into 
a single system, these components can be shared and per
form all the functions of the described embodiments. 

FIG. 2. shows a typical Internet Service Provider (ISP) 
environment with integrated user specific automatic data 
redirection system. In a typical use of the system, a user 
employs a personal computer (PC) 100, which connects to 

ponent. 
The system described herein operates based on user Id's 

supplied to it by a computer. Thus the system does not 
40 "know" who the human being "user" is at the keyboard of 

the computer that supplies a user ID. However, for the 
purposes of this detailed description. "user" will often be 
used as a short hand expression for "the person supplying 
inputs to a computer that is supplying the system with a 

45 particular user ID." 
The database 206 is a relational database which stores the 

system data. FIG. 3 shows one embodiment of the database 
structure. The database, in the preferred embodiment, 
includes the following fields: a user account number, the 

50 services allowed or denied each user (for example: e-mail, 
Telnet, FTP, WWW), and the locations each user is allowed 
to access. 

Rule sets are employed by the system and are unique for 
each user ID, or a group of user ID's. The rule sets specify 

55 elements or conditions about the user's session. Rule sets 
may contain data about a type of service which may or may 
not be accessed, a location which may or may not be 
accessed, how long to keep the rule set active, under what 
conditions the rule set should be removed, when and how to 

60 modify the rule set during a session, and the like. Rule sets 
may also have a preconfigured maximum lifetime to ensure 
their removal from the system. 

The redirection server 208 is logically located between 
the user's computer 100 and the network, and controls the 

65 user's access to the network. The redirection server 208 
performs all the central tasks of the system. The redirection 
server 208 receives information regarding newly established 
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sessions from the authentication accounting server 204. The 
Auto-Navi component of the authentication accounting 
server 204 queries the database for the rule set to apply to 
each new session, and forwards the rule set and the currently 
assigned IP address to the redirection server 208. The 5 

redirection server 208 receives the IP address and rule set, 
and is programed to implement the rule set for the IP 
address, as well as other attendant logical decisions such as: 
checking data packets and blocking or allowing the packets 
as a function of the rule sets, performing the physical 10 

redirection of data packets based on the rule sets, and 
dynamically changing the rule sets based on conditions. 
When the redirection server 208 receives information 
regarding a terminated session from the authentication 

15 
accounting server 204, the redirection server 208 removes 
any outstanding rule sets and information associated with 
the session. The redirection server 208 also checks for and 
removes expired ride sets from time to time. 

In an alternate embodiment, the redirection server 208 20 

reports all or some selection of session information to the 
database 206. This information may then be used for report
ing, or additional rule set generation. 

System Features Overview 25 

In the present embodiment, each specific user may be 
limited to, or allowed, specific IP services, such as WWW, 
FTP and Telnet. This allows a user, for example, WWW 
access, but not FTP access or Telnet access. A user's access 30 

can be dynamically changed by editing the user's database 
record and commanding the Auto-Navi component of the 
authentication accounting server 204 to transmit the user's 
new rule set and current IP address to the redirection server 
208. 

35 

A user's access can be "locked" to only allow access to 
one location, or a set of locations, without affecting other 
users' access. Each time a locked user attempts to access 
another location, the redirection server 208 redirects the user 40 
to a default location. In such a case, the redirection server 
208 acts either as proxy for the destination address, or in the 
case of WWW traffic the redirection server 208 replies to the 
user's request with a page containing a redirection com
mand. 45 

A user may also be periodically redirected to a location, 
based on a period of time or some other condition. For 
example, the user will first be redirected to a location 
regardless of what location the user attempts to reach, then 
permitted to access other locations, but every ten minutes the 50 

user is automatically redirected to the first location. The 
redirection server 208 accomplishes such a rule set by 
setting an initial temporary rule set to redirect all traffic; after 
the user accesses the redirected location, the redirection 
server then either replaces the temporary rule set with the 55 

user's standard rule set or removes the rule set altogether 
from the redirection server 208. After a certain or variable 
time period, such as ten minutes, the redirection server 208 
reinstates the rule set again. 

The following steps describe details of a typical user 60 

sess10n: 

6 
The authentication accounting server 204 queries data

base 206 and performs validation check of user ID and 
password. 

Upon a successful user authentication, the dial-up net
work server 102 completes the negotiation and assigns 
an IP address to the user. Typically, the authentication 
accounting server 204 logs the connection in the data
base 206. 

The Auto-Navi component of the authentication account
ing server 204 then sends both the user's rule set 
(contained in database 206) and the user's IP address 
(assigned by the dial-up network server 102) in real 
time to the redirection server 208 so that it can filter the 
user's IP packets. 

The redirection server 208 programs the rule set and IP 
address so as to control (filter, block, redirect, and the 
like) the user's data as a function of the rule set. 

The following is an example of a typical user's rule set, 
attendant logic and operation: 

If the rule set for a particular user (i.e., user UserID-2) was 
such as to only allow that user to access the web site 
www.us.com, and permit Telnet services, and redirect all 
web access from any server at xyz.com to www.us.com, then 
the logic would be as follows: 

The database 206 would contain the following record for 
user UserID-2: 

ID 
Password: 
################ 

### Rule Sets ### 
################ 

User!D-2 
secret 

#service 
http 

rule 
www.us.com 

http * .xyz.com=>www.us.com 

expire 
0 
0 

the user initiates a session, and sends the correct user ID 
and password (UserID-2 and secret) to the dial-up 
network server 102. As both the user ID and password 
are correct, the authentication accounting server 204 
authorizes the dial-up network server 102 to establish a 
session. The dial-up network server 102 assigns 
UserID-2 an IP address (for example, 10.0.0.1) to the 
user and passes the IP address to the authentication 
accounting server 204. 

The Auto-Navi component of the authentication account
ing server 204 sends both the user's rule set and the 
user's IP address (10.0.0.1) to the redirection server 
208. 

The redirection server 208 programs the rule set and IP 
address so as to filter and redirect the user's packets 
according to the rule set. The logic employed by the 
redirection server 208 to implement the rule set is as 
follows: 
IF source IP-address=l0.0.0.1 AND 

( ((request type=HTTP) AND (destination address= 
www.us.com)) OR (request type=Telnet) 

) THEN ok. 
IF source IP-address=l0.0.0.1 AND 

( (request type=HTTP) AND (destination 
address=* .xyz.com) 

) THEN (redirect=www.us.com) A user connects to the dial-up network server 102 through 
computer 100. 

The user inputs user ID and password to the dial-up 
network server 102 using computer 100 which for
wards the information to the authentication accounting 
server 204 

The redirection server 208 monitors all the IP packets, 
checking each against the rule set. In this situation, if IP 

65 address 10.0.0.1 (the address assigned to user ID UserID-2) 
attempts to send a packet containing HTTP data (i.e., 
attempts to connect to port 80 on any machine within the 

Panasonic-1002 
Page 62 of 497



US RE46,459 E 
7 

xyz.com domain) the traffic is redirected by the redirection 
server 208 to www.us.com. Similarly, if the user attempts to 
connect to any service other then HTTP at www.us.com or 
Telnet anywhere, the packet will simply be blocked by the 
redirection server 208. 

When the user logs out or disconnects from the system, 
the redirection server will remove all remaining rule sets. 

The following is another example of a typical user's rule 
set, attendant logic and operation: 

If the rule set for a particular user (i.e., user UserID-3) was 
to force the user to visit the web site www.widgetsell.com, 
first, then to have unfettered access to other web sites, then 
the logic would be as follows: 

The database 206 would contain the following record for 
user UserID-3; 

ID 
Password: 
################ 
### Rule Sets ### 
################ 

User!D-3 
top-secret 

#service 
http 

rule 
*=>www.widgetsell.com 

expire 
lx 

8 
subscriptions can thus be easily managed by the authenti
cation accounting Server 204. 

In yet another embodiment, signals from the Internet 110 
side of redirection server 208 can be used to modify rule sets 

5 being used by the redirection server. Preferably, encryption 
and/or authentication are used to verify that the server or 
other computer on the Internet 110 side of redirection server 
208 is authorized to modify the rule set or rule sets that are 
being attempted to be modified. An example of this embodi-

10 ment is where it is desired that a user be redirected to a 
particular web site until the fill out a questionnaire or satisfy 
some other requirement on such a web site. In this example, 
the redirection server redirects a user to a particular web site 
that includes a questionnaire. After this web site receives 

15 acceptable data in all required fields, the web site then sends 
an authorization to the redirection server that deletes the 
redirection to the questionnaire web site from the rule set for 
the user who successfully completed the questionnaire. Of 
course, the type of modification an outside server can make 

20 to a rule set on the redirection server is not limited to 
deleting a redirection rule, but can include any other type of 
modification to the rule set that is supported by the redirec
tion server as discussed above. 

It will be clear to one skilled in the art that the invention 
25 may be implemented to control (block, allow and redirect) 

any type of service, such as Telnet, FTP, WWW and the like. 
The invention is easily progranmied to accommodate new 
services or networks and is not limited to those services and 

the user initiates a session, and sends the correct user ID 
and password (UserID-3 and top-secret) to the dial-up 
network server 102. As both the user ID and password 
are correct, the authentication accounting server 204 
authorizes the dial-up network server 102 to establish a 
session. The dial-up network server 102 assigns user ID 30 

3 an IP address (for example, 10.0.0.1) to the user and 
passes the IP address to the authentication accounting 
server 204. 

networks (e.g., the Internet) now know in the art. 
It will also be clear that the invention may be imple-

mented on a non-IP based networks which implement other 
addressing schemes, such as IPX, MAC addresses and the 
like. While the operational environment detailed in the 
preferred embodiment is that of an ISP connecting users to The Auto-Navi component of the authentication account

ing server 204 sends both the user's rule set and the 
user's IP address (10.0.0.1) to the redirection server 
208. 

The redirection server 208 programs the rule set and IP 
address so as to filter and redirect the user's packets 
according to the rule set. The logic employed by the 
redirection server 208 to implement the rule set is as 
follows: 

35 the Internet, it will be clear to one skilled in the art that the 
invention may be implemented in any application where 
control over users' access to a network or network resources 
is needed, such as a local area network, wide area network 
and the like. Accordingly, neither the environment nor the 

40 communications protocols are limited to those discussed. 

IF source IP-address=l0.0.0.1 AND 
(request type=HTTP) THEN (redirect=www. 

widgetsell .com) 
THEN SET NEW RULE 
IF source IP-address=l0.0.0.1 AND 

(request type=HTTP) THEN ok. 

45 

The redirection server 208 monitors all the IP packets, 
checking each against the rule set. In this situation, if IP 50 

address 10.0.0.1 (the address assigned to user ID UserID-3) 
attempts to send a packet containing HTTP data (i.e., 
attempts to connect to port 80 on any machine) the traffic is 
redirected by the redirection server 208 to www.widgetsell
.com. Once this is done, the redirection server 208 will 55 

remove the rule set and the user if free to use the web 
unmolested. 

When the user logs out or disconnects from the system, 
the redirection server will remove all remaining rule sets. 

In an alternate embodiment a user may be periodically 60 

redirected to a location, based on the number of other 
factors, such as the number of locations accessed, the time 
spent at a location, the types oflocations accessed, and other 
such factors. 

A user's account can also be disabled after the user has 65 

exceeded a length of time. The authentication accounting 
server 204 keeps track of user's time online. Prepaid use 

What is claimed is: 
1. 1\ s; steffl eofflf)tisincg. 
8 cltttB1'Bse ,, itft efttties eo11cltttittg etteft of EL pltttBlit; ef 

uset IDs .. ith ttn ittcli del1:1sli2ccl 1 ule set, 
8 &iol tlf' net .. otk set ; et dtttt teeei; cs t1se1 IDs ftoffl: 

usets' eofflf3tttets, 
8 1cdi1eetien set; et eoftfleeteel te tfte dial 1:11' neh, otk 

set ; ct Bttd 8 l' ublie net,, otk, Bfl:cl 
Bn Buthet1tieetfiot1 Bees ut1ting set , et eeHneetec.4 to tfte 

Bfltobose, the cliBl 1:11' nch, otk set; et Mtcl the teelitcetiett 
-, 

.. ftetein the cliBl ttf) nel"\,otk set ;et eetnffl:utrietttes 8 :fitst 
uset ID fflt otte ef the uscts' OOffl1'tlte1s Bnel 8 teffl1'0 
101il; ttssigt1ecl ttet .. etk ttdeltcss fat the fit st tisct ID te 
the 6tttftCfttic6tien 6cce tiftting set ; ct, 

,, ftctcin tftc 6tithcfttie6tieft 6eeetiftting set, et 6eeesses tfte 
6fltctb6sc BI id eetttn1lfflie6tcs the ifttli; idti6li2cd 1 tile set 
th6t een cltttcs , , ith the Ht st tis ct ID 5ft6 the tcl'nf)et BI il; 
6ssigncd nch, etk 6deltcss te the 1cdi1cetieft set; ct, 5ft6 

,,ftctcin dttt6 ditcetcd te ,, 6td tftC pl:lelie fl.eh, etk f:tefll tftc 
eftc ef the tiscts' eel'nf)Lttets BIC pteecsscd b; tftc 
1cdi1cetien set; et 6eee1diftg te the ifttli; idti6li2cd 1 tile 
!It+. 

2. TftC s; stcfll ef e16im 1, ,,hetcift the 1cdi1cetien set; ct 
fflrthet pte; ides eeftttel e; et 6 p1tit61if) ef d6t6 te 6ttd flem 
the tiscts' eel'nf)titcts 69 6 fflftetiett ef tftC ifttli; idti6li2cd ttilc 
!It+. 
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3. The s; stem ef e1Bitn 1, ,,hctcitt tftc tc<.4.itcetien set ;Ct 

¥Hf4her b1se1es ffte d8f0 ls oH:d from: ffte users' ss~uters as 
B ffll'tetien ef fftc intii; iduo1izcel 11:1:lc set. 

10 
1 u1e set BB B ffll'l:etien ef sefflc eeffl-fJit1:&tieft eftim:c, Mtts 
trOH:sfflifted fs sr :from the user, sr lo eatisH: ffte user -4. The s; stem ef e1Bitn 1, ,,hctcitt tftc tc<.4.itcetien set ;Ct 

FHf4b@f sBe ed~ the d8ta te and Mom: tftc ussts' eeft½fJutcts BB 5 

B ffll'tetien ef fftc intii; iduo1izcel 11:1:lc set. 

lG. Tfte s; sten1 efe1Bim lS, ,,ftetcin ffte tc&itcetien set; ct 
is eeftfigMted le ttlle e. ffledifiettfiet1 efttf lettsf tt periiet1 efd1e 
t Mle set tts tt fflftefiet1 ef time. 

S. The s; stem ef e1Bitn 1, ,,hctcitt tftc tc<.4.itcetien set ;Ct 

FHf4b@f tcditeets the d8ls te 8Rd Hsm the uscts' es~utcts BB 

B ffll'tetien ef fftc intii; iduo1izcel 11:1:lc set. 

17. Tfte s; sfeJ11 efelttim lS, ,,lleteitt ffle tediteefiett set; et 
is eeftfigMted le ttlle e. ffledifiettfiet1 efttf lettsf tt periiet1 efffte 
t Mle set tts tt ffiftefiett ef flle Mlftt bttftsmitted le et f1em ffte 

6. Ttte s; steffl: ef elsitn 1, .. hereitt ftle redireetiett sef<et 10 

FHf4b@f teditcets tftc dBf:s ftem ffte UB@fB' eotnfHff@fB te, 
ffltl1til'1c destiMtiens BB B fflnetiett ef fftc indi; iduolizcd 1 u1e 
M+. 

-18. Tfte s; sfetll ef elttim lS, ,, fteteitt ffle tediteefiett set, et 
is eeftfigMted le ttlle .. ffledifiettfieft efttf lettsf tt periiet1 efffte 
t Mle set tts tt fflnefieft ef ffte leettfieft et leettfiefts flle Mset 

7. The s; stem efelttim 1, ,,heteift the dttftiettse eftfties fflt 
tt plMtttlif) efflle plMtttlif) ef Msets' IDs ttte eenelttfed .. itft 
tt eeffl:meft iftdi ; idMttlized t Mle set 

8. Ift tt s; sfetll eetnptisiftg tt Mlftt1'ttse .. ifft eftfties eene 
lttfit1g etteh ef tt plMtttlif) ef MBet IDs ,, itlt ttft intii; idMttlized 
t Mle set, tt dittl 1:1p fteh, edc set; et fflttf teeei; es MBet IDs -freffl 
Msets' @6ffl1'Mlets, tt tediteefieft set; et eeftfteefed le ffle 
dittl 1:1p ftet , , et k set ; et tttttl tt p M1' lie ftet , , et k, ttftd ttft tt ttfftetl 
fiettfieft tteee Mttfit1g set ; et eetffleefed le the dttftt1'ttse, ffle 
dittl 1:1p net\, etk set; et ttH:d tlte tediteefieft set; et, ffle 
ffl:etlted @6ff1PtisiH:g ffle steps ef. 

eeftHHMfliettfiftg tt Hfsf Mser ID Klr eH:e ef the Msers' 
eetnpMfets ttftd tt leffl1'6ttttil; ttssigfted fl.'eh, etk ttdtl-t:ess 
fflt flle ffl sf MBet ID -freffl tlte dittl Mp ftet ,, etk set ; et le 
tlte ttttfhE!ftfiettfieft tteee Mftfiftg set , et, 

eetttlllMfliettfittg the itttli; idMttlized t Mle set tltttf eenelttfes 
.. ifft ffle fit sf Mset ID ttftd flle fetnpettttil; ttssi~ed 
ftefe.etlc ttddtess le ffle tediteefieft set ,et -freffl ffte 
ttttffteftfiettfieft tteee Mntiftg set ; et, 

ttftd pteeessiftg Mlftt diteefed le .. tttd flle pM1'lie net\, etk 
Hem ffte Bft@ ef ffte Msets' eempttfets tteeetdiftg le ffte 
iftdi; idMttlized t Mle set. 

9. The meffled ef elttim 8, fflrihet ift@lMdiH:g tlte step ef 
eetTttellit1g tt plMtttlit; ef SOftt le ttH:d f1em ffte MB@ts' eem 
pMfets tts tt fflt1efieft ef ffte iftdi ddMttlized t Mle set 

19. The ffleffled ef elttiffl 8, fflffftet inelMdiftg ffle step ef 
1'leelHH:g ffle Mlftt le tttttl f1effl: tlte Msets' eetnpMfets tts tt 
fflftefieft ef ffle ittdi; idMttlized t Mle set. 

11. The ffletfted ef elttiffl S, fflrillet ift@lMdiH:g flle step ef 
ttlle .. iH:g ffle Mlftt le tttttl f1effl: tlte Msets' eetnpMfets tts tt 
fflftefieft ef ffle ittdi; idMttlized t Mle set. 

12. The ffleffled ef elttiffl 8, fflffftet inelMdiftg ffle step ef 
tediteefiH:g ffle Mlftt le ttftd f1effl: the Msets' eetnpMfets tts tt 
fflftefieft ef ffte ittdi, idMttlized t Ml@ sef. 

15-
19. Tfte s; sfetll ef elttim lS, ,, fteteitt ffle tediteefiett set; et 

is eettfigMted le ttlle.. flle teffl:e; ttl et teiftsfttfemerrt ef ttf 
lettsf tt periieft ef flle t Mle set tts tt ffiftefiett ef time. 

29. Tfte s; sfeJ11 efelttim lS, ,,lleteitt ffle tediteefiett set; et 
20 is eettfigMted le ttlle.. flle teffl:e; ttl et teiftsfttfemerrt ef ttf 

lettsf tt periiet1 ef ffte t Mle set tts tt fflftefieft ef ffle dttftt 
ft ttftBffliHed le et H effl the MB et. 

11. Tfte s; sfetll ef elttim lS, ,, fteteitt ffle tediteefiett set, et 
is eettfigMted le ttlle.. flle teffl:e; ttl et teiftsfttfemerrt ef ttf 

25 lettsf tt periieft ef ffle t Mle set tts tt ffiftefieft ef d1e leettfieft et 
leettfiefts ffle Mset tteeess. 

22. Tfte s; sfeJ11 efelttim lS, ,,lleteitt ffle tediteefiett set; et 
is eettfigMted le ttlle e. ffte t@ffl:6, ttl et t@iftsfttfemE!ftf ef ttf 
lettsf tt pertieft ef tlte t Mle set tts tt fflnefieft ef seffl:e 

30 eeffl:eiH:ttfieft ef time, dttftt trttH:smitted le er freffl the Mser, er 
leettfieft et leettfiefts flle MBet tteeess . 

23. Tfte s; sfetll ef elttim lS, ,, fteteitt ffle tediteefiett set; et 
fttts tt Mset side fftttf is eentteefed le tt eetnp ttfet MBiftg flle 
fempettttil; ttssigned ftet .. etk ttddtess ttfld tt ttet .. etk side 

35 @6ftfl@@fed le tt @6ffl1'1:tfet ft@Pe, etlc ttftd ,,het@ift tlte @6ffl1'Ml@t 
Msittg ffte fempettttil; ttssi~ed fteh, etk ttdtl-t:ess is eeftfteefed 
le tlte @6ffl1'Mlet fteh,etk fftteM~ flle tediteefieft set ;et. 

24. The s; sfeffl ef elttiffl 23 .. lleteift iftsbMefiefts le ffte 
tediteefieft set; et le fflediof; tlte t Mle set ttte teeei; ed 1'; efte 

40 et mete ef ffle MBet side ef ffte tediteefieft set; et ttH:d ffte 
ftet .. etk side ef the tediteefieft set ; et. 

15. Ift tt s; sfetll @6ftlfUisiH:g tt tediteefieft set, et eentttittiH:g 
tt MBet 's tMle set eer.relttfed le tt fett1pettttil; ttssigned net\, etk 
ttdtl-t:ess ,,heteiftfhe Mset's tMle set eefttttifts ttf lettsf efte eftt 

45 plMtttlif) ef fflnefiefts Msed le eeffitel dttftt pttssiftg 1'eh, eet1 
tlte Mset ttftd tt pM1'lie Reh, etk, ffle metlted eetnptisiH:g ffte 

~ 

13. The ffleffled ef elttiffl 8, fflffftet inelMdiftg ffle step ef 50 

tediteefiH:g ffle Mlftt -freffl ffte Msets' @6ffl1'Mlets le fflMhiple 
desfioofiefts tt ffifl.'efieft ef flle intii ; idMttlized t Mle set 

ffledify ittg ttf lettsf tt periiett ef tlte MBet 's t Mle set ,, hile ffle 
MB@t's tMle set t@fflttifts eenelttfed le ffte fetnpettttil; 
ttssigned fteh, etk ttddtess ift tlte tediteefieft set; et, tttttl 
.. heteift flle tediteefieft set; et htts tt Mset side fftttf is 
eeftfteefed le tt eempttfet MBiftg ffte leffl1'6ttttil; ttssigtted 
neL, etk ttddtess tttttl tt ftet .. etk ttdtl-t:ess ttftd tt fteh, etk 
sitle eenneefed le tt @6ffl1'Mlet fl.'eh,etk ttH:d ,,lleteift ffte 
eetnpMfet MBiH:g tlte fetnpettttil; ttssigned net\, etk 
ttddtess is eeftfteefed le ffle eempMf@t fteh, etlc fl1teM~ 

14. The ffleffled ef elttiffl 8, fflffftet inelMdiftg ffle step ef 
etettfiftg Mlftt1'ttse en-tties fflt tt plMtttlif) ef the plMtttlif) ef 
Msets' IDs, the plMtttlit; ef Msets' ID fflffhet 1'eiH:g eenelttfed 55 

e. ifft tt eemmeft iftdi, idMttlized t Ml@ set 
lS. 2\ s; stem eetnptisiftg. 
tt tediteefieft set ;et ptegtttfflftl:ed .. itlt tt Mset's tMle set 

eenelttfed le tt fetnpettttil; ttssi~ed ftet;;etk ttdtl-t:ess, 
.. heteift the t Mle set eeftfttifts ttf lettsf ene ef tt plMtttlif) ef 60 

ffiftefiefts Msed le eeftftel pttssiftg "bet .. eeft tlte Mset ttftd 
tt plffllie ftet .. etk, 

e.heteift ffle tediteefieft set,et is eeftfiguted le ttllee. 
ttttfemttfed ffl:edifiettfieft ef Bf lettsf tt periieft ef flle t Mle 
set eer.relttfed le tlte fentpettttil; ttssigfl.'ed net\, etk 65 

ttdtl-t:ess, ttftd .. heteift the tediteefieft set; et is eefl:Hg 
Mted le ttlle ,, ffledifiettfieft ef Bf lettsf tt pertiett ef ffle 

tlte tediteefieft set; et ttftd tlte ffleffled fflffhet ift@lMdes 
tlte step ef teeeidftg iftsftMefiefts 1'; the tediteefieft 
set; et le fflediof; ttf lettsf tt pertieft ef tlte MBet 's t Mle set 
fl1teMl;fl. efl.'e et ffl:ete efffle Mset side efffle tediteefieft 
set; et ttH:d flle fteh, etk side ef tlte tediteefieft set; et. 

2G. The metlted ef elttim 2S, fflrillet ift@lMditlg flle step ef 
mediof; iftg Bf lettsf tt periieft ef ffte MB et' s t Ml@ set tts tt 
ffiftefieft ef efl.'e et fflete ef. time, dttftt ftttH:sffl:itled le et fleffl 
tlte Mset, ttH:d leettfieft et leettfiefts ffte MBet tteeess. 

27. The metlted ef elttim 2S, fflrillet ift@lMditlg flle step ef 
teme dftg et teiftsfttfiftg Bf lettsf tt periieft ef ffte MBet 's t Mle 
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set ss 8 fflttetieft efotte 01 ffl:ete ef. tiffle, the Mtts ftEtnsffliHeel 
to 01 from: tfte uset st1el tfte 1oetttion Bt loestions the uset -28. The s; stctn of elsitn 1, , , ftet cift tfte indi; icluolizcel 1 ule 
set inel1:1:tlcs st least otte 11:1lc as B fflnetiett of B t; pc ef IP 5 
(lftfcmct Ptotoeol) set; ice. 

29. The s; stctn of elsitn 1, , , ftet cift tfte indi; icluolizcel 1 ule 
set ittel1:1aes Etft initiol tcffl1'0tttr; tlile set Bftel B stonHfltel 1ule 
s@t, ttnel e.ftetcin the 1celiteetiot1 set ,ct is eonfigMicel te, 
1:1tiltzc tftc tcnrpetor; 11:1lc set fat Ml ittitittl f)etioel of time Bttel 10 
to thet cof1:ct t1tilt2e tftc stEtndt-tt a 11:llc set. 

3 Q. The s; stctn of elsitn 1, , , ftet cift tfte indi; icluolizcel 1 ule 
set includes st lcsst enc 1 ule BHo .. itll; oeecss bEtseel oft B 

1ceiucst f) pc Bnel B tlcstiMtien ttdeltcss. 
31. The s; stctn of elsitn 1, , , ftet cift tfte indi; icluolizcel 1 ule 15 

set iflehtdes st lesst Bfte t~de tedtleettng tfte dctts tB s nen 
desttoottBn sddt ess bssed Bn s 1 equest f) l'e sntl sn ctttefflf)ted 
desttoottBn sddtess. 

32. Tfte tnet-hBd Bf elstffl 8, .. he1ett1 tfte tntltddusltzed 
1 ule set tneluBCs st lesst ene 1 ule ss s tunetten ef s t; l'e ef 20 

IP (Intetnet Pteteeel) set; tee. 
33. Tfte tnet-hed ef elstffl 8, .. he1ett1 tfte tntlt ddusltzed 

1ule set tneludes M tntttsl tetllf)Btsr; 1ule set Bftd s stMdEttd 
1ule set, Bftd .. fterett1 t-he 1efil1eettefl: set ;et ts eet1figtt1ed te 
uttltze th:e tetttpetsr; 1 ule set fat 6ft tftittsl l'etted efttme st1d 25 

te t-het esf1:et uttltze tfte stBftdEtt d 1 ule set 
34. Tfte tnet-hed ef elstffl 8, .. he1ett1 tfte tntltddusltzed 

1 ule set tneludes ctt lesst Bfte 1 ule s11B n itt<g seeess bssed BR 
s tequest f) l'e Bftd s desttMtiefl sddtess. 

JS. Tfte tnet-hBd Bf elstFH: 8, ., herett1 tfte tndt. tdusltzed 30 

1 ule set tneludes st lesst efl:e 1 ule 1edt1eett~ th:e dctts te s 
fte.. desttoottefl: sddtess bssed efl: s tequest t; l'e sfl:d 6ft 
Btletflf)ted destiflcttiefl sddtess. 

3~. 1\ s; stetn eeft}l'ttstt1g. 
s 1efil1eettBn set e et ptBgtsftMl1ed n ttft s usets 1 ule set 35 

eenelsted te s teft}l'etEtttl) ssst~ed ftet .. etk sdtltess, 
.. he1ett1 tfte 1 ule set eet1tstfl:s st lesst ene ef s l'lutsltf) ef 

fflt1ettefl:B used te eenttel dsts l'BBBittg betz.e eet1 t-he uset 
stttl s l'ublte fl:etz.eetk, 

.. he1ett1 th:e 1edt1eettefl: set; et ts eet1figtt1ed te s11e.. 40 

sutetnsted ffledtfiesttet1 ef ctt lesst s l'erttet1 ef tfte 1 ule 
set eBP.telctted tB t-he tetl1pBtstt1; ssstgt1ed netzn Bt1E 

12 
1edt1eettefl: set; et ts eet1figuted te uttltze tfte tet111'etsr; 
1ule set iot sn it1tttsl petiBd Bf time snd tB th:e1esfte1 
uttltze th:e stsntlstd 1 ule set 

38. 2\ s; stetn eetttptistfl:g. 
s tedtleettefl: set ;et l'tegtsfflffted .. tth: s user's 1ule set 

eenelsted te s ternl'etsttl; sssil;lled net .. etk sddtess, 
.. fteteifl th:e 1ule set eentstfl:s st lesst efl:e efs l'lutsltt; ef 

ffiflettefl:9 used te eenttel dsts l'BBBillg bet,, eeft t-he uset 
Bftd s publte netz., Bil£, 

,, fteteifl tfte 1efil1eettefl: set ; et ts eenfigttted te s11e ,, 
sutemsted tnefilfiesttefl: ef ctt lesst s l'erttefl: ef t-he 1 ule 
set eeP.telsted te th:e tetflf)etsttl; ssstgned netz., etk 

~ 
,, fteteifl tfte 1efil1eettefl: set ; et ts eenfigttted te s11e ,, 

sutemsted tnefilfiesttefl: ef ctt lesst s l'erttefl: ef t-he 1 ule 
set ss s fflttetiBft Bf BBtne eBtnbiMtiBn Bf tttne, Mts 
ftMBfflitled te et f1etn th:e uset, et leectttet1 th:e uset 
seeesses, st1d 

.. fteteifl the medtfied 1ule set tneludes st lesst efl:e 1ule 
s11e .. iflg seeess bssed efl: s tequest f) l'e Md s Besttt1s 
ttet1 sddt ess. 

39. 1\ s; stetn eetttptistfl:g. 
s tedtleetiBn set eet ptBgtsfflffted ntth: s uset's tule set 

eenelsted te s ternl'etsttl; sssil;lled net .. etk sddtess, 
.. fteteifl th:e 1ule set eentstfl:s st lesst efl:e efs l'lutsltt; ef 

ffiflettefl:9 used te eenttel dsts l'BBBillg bet,, eeft t-he uset 
Bftd s l' ublte fl:etz., etk, 

n fte1etn tfte 1efil1eettBn set e et ts eBnfigttted tB s11B n 
sutemsted tnefilfiesttefl: ef ctt lesst s l'erttefl: ef t-he 1 ule 
set eBHelsted tB tfte t00-1.f!Br,aril; ssstgH:ed netze. Br1E 

~ 
,, fteteifl tfte 1efil1eettefl: set ; et ts eenfigttted te s11e ,, 

sutemsted tnefilfiesttefl: ef ctt lesst s l'erttefl: ef t-he 1 ule 
set ss s fflt1ettet1 ef setne eetnbiMtiefl ef tttne, Mtts 
ftMsmttled tB BI f1Btn tfte uset, BI 1BecttiBR th:e uset 
seeesses, st1d 

.. fteteifl the medtfied 1ule set tneludes st lesst efl:e 1ule 
1edt1eetiflg tfte dsts te s fl:e;; Besttfl:sttefl: sddtess bssed 
eft s tequest f) l'e st1d M Btletflf)ted desttMtiet1 sddtess . 

49. Th:e tnethed efelstm 2S, ,,fteteifl tfte medtfied 1ule set 
ifleluBCs ctt lesst efl:e 1 ule ss s tunettefl: ef s t; l'e ef IP 
(Intemet PtBtBeB1) set e tee. 

~ 
.. he1ett1 th:e 1edt1eettefl: set; et ts eet1figtt1ed te s11e .. 

sutetnsted ffledtfiesttet1 ef ctt lesst s l'erttet1 ef tfte 1 ule 
set ss s ffiflettet1 ef seffle eembtt1cttiefl ef tttne, dctts 
ftBftsmttted te et f.retn the user, et leesttefl: th:e uset 
seeesses, Bttd 

4:1:. Th:e tnethed ef elstm 2S, ,, fteteifl tfte medtfied 1 ule set 
ifleluBCs 6ft tftittsl teft}l'et6¥) 1ule set snd s ststttlstd 1ule set, 

45 stttl ,,fteretfl: the 1edtleettet1 set; et ts eeflfiguted te uttltze tfte 
tetttpetsr; 1ule set iot 6ft tntttsl l'etted ef time Bftd te 
t-he1esfte1 uttltze th:e stBftdstd 1 ule set. 

n fte1ett1 t-he tnBdtfied 1 ule set itteludes st lesst Bne 1 ule ss 
s ffiflettefl: ef s f) l'e ef IP (Infer net Pteteeel) set; tee. 

37. 2\ s; stetn eeft}l'ttstt1g. 

42. Th:e tnethed efelstm 2S, ,,fteteifl tfte medtfied 1ule set 
tneludes ctt lesst Bne 1 ule s11B •• tng seeess bssed Bft s 1 ettuest 

50 f) l'e Md s desttt1cttiet1 sdtltess. 

s tedtleettefl: set ;et l'tegtsfflftl:ed ,.tt-h s user's 1ule set 
eenelsted te s teft}l'etEtttl) ssst~ed ftet .. etk sdtltess, 

.. h:e1ett1 tfte 1 ule set eet1tstfl:s st lesst ene ef s l'lutsltf) ef 
fflt1ettefl:B used te eenttel dsts l'BBBittg betz., eet1 t-he uset 55 

st1d s p ublte netze. Bil£, 
.. h:e1ett1 th:e 1edt1eettefl: set; et ts eet1figtt1ed te s11e .. 

sutetnsted ffledtfiesttet1 ef ctt lesst s l'erttet1 ef tfte 1 ule 
set eeP.telctted te t-he tentl'etsttl; ssstgned netz., etk 

~ 
.. h:e1ett1 th:e 1edt1eettefl: set; et ts eet1figtt1ed te s11e .. 

sutetnsted ffledtfiesttet1 ef ctt lesst s l'erttet1 ef tfte 1 ule 
set ss s tunetiBft Bf BBme eBmbit1cttiBn Bf tttne, dctts 
ftBftsmttted te et f.retn the user, et leesttefl: th:e uset 

60 

seeesses, Bttd 65 

,,h:e1ett1 th:e tnefilfied 1ule set ifleludes M ifltttsl tefflf)etEtl') 
1 ule set st1d s stBftdEtt d 1 ule set, st1d .. fl.et ett1 th:e 

43. Th:e tnethed ef elstm 2S, ,, fteteifl tfte medtfied 1 ule set 
ifleluBCs st lesst efl:e 1 ule tedtleetiflg t-he dsts te s ne .. 
desttoottet1 sddtess bssed efl: s tequest t; l'e sntl 6ft ctttefflf)ted 
desttoottet1 sddtess . 

44. 1\ s; stetn eetttptistfl:g. 
s dstsbsse •• ttft et1t1tes eBttelsttng eseft Bf s plutsltt; 

uset IDs .. ttft 6ft it1dt ddusltzed 1 ule set, 
s dtsl Ul' fl:etz., etk set ; et tftttt 1 eeet; es uset IDs f.reffl uset s' 

eeft}l' utet s, 
s 1efil1eettefl: set ; et eeflfteeted betz., eeft t-he dtsl Ul' fl.et 

.. etk set ; et stttl s l'ublte netz., etk, sntl 
6ft sutftet1ttectttet1 seee ut1tiflg set ; et eeHneeted te tfte 

Mtctbsse, t-he dtsl up ttetz., Bt1E set e et Bftd t-he 1edt1eetiBt1 
-, 

,,fteteifl th:e filsl tll' fl:et,,etk set;et eemmtffltestes s fitst 
uset ID fflt efl:e ef t-he usets' eeffll'utets sfl:d s tetlll'e 
1s1tl; ssstgned ftet .. etk sddtess fat t-he fit st uset ID te 
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Hie oMthetiEie&tieft Bees 1:1tttiftg set ; et, pi , , hei cin ffte 
EnfffteHlieotisH: aessMH-tiRg ser; er aeeesses the Botabase 
Bfttl eotH:tnl:lfl:ieEttcs tftc itttli; iduolizcd 1 ule set fft&t eet 
tcltttcs .. ith the Htst 1:1:sei ID otttl ff-le tCffll'Otftlil) 

tumigned netz,, otlE ttel&l'. css to fhc 1 celit eetiott set , ct, ot1B 5 
,,hetcift dftftt Ctitcetcd to,, ot<-4 the p1:11'lie H:et ,, etk f1om ffte 

01.'l.'e of Hie tl9Ct9' COffl1'1:lteI9 fttC f)lOCC99Cd 1'; ffte 
1edi1cetion set, et B@eotCtittcg to the inCti ,idMttli2md 1ulc 
~ 

45. The s; stetn ef elsitn 44, .. hereil'l: the reelireetiel'l: set, er 10 

fMrtheI pto, ides eoH:ttol o, eI B plutolif) sf tlttto to and from 
ff-le useis' COffll'tltets BB fi fflnetiett efthe in(ti;iduolizcdtule 

14 
ptoecssiftg BfltB ditcetcd to .. otd fftc pu1'1ie ttch, etk ftoffl: 

the sH:e of fh:e M•ers' SOirlfl uters oeeording 1-s tfte 
indi; iduolizcd 1 ule set. 

S7. The tH:cthod ef elsitn S6, tl:1¥1:het ineluttiftl; the step ef 
eoftff0Uit1g s fl1Mts1tt; ef elsfs le Bftel Mem d1e Msets' @em 
l' l:M:et s ss s ffltteften ef dte tnfil ; telMsltzeel t Mle set 

S8. The tH:eilieel ef elsttn S6, fflrihet tne1Mfiltll; the sfel' ef 
1'1e@1Etftg ffte Mfs le sftel ftetH: ilie Msets' @efflf)l:M:ets ss s 
iftlfteften ef ffte tnelt; telMsltzeel t Mle set. 

S9. The tH:eilieel ef elsttn S6, fflrihet tne1Mfiltll; the sfel' ef 
s11e e. tH:g ffte Mfs le sftel ftetH: ilie Msets' @efflf)l:M:ets ss s 
iftlfteften ef ffte tnelt; telMsltzeel t Mle set. 

46. The s; sfetn ef elsttH: 44, ,,hetetft the teeltteefteft set; et 
fMrthet @leeks the elftfs fa sfttl :f1em ffte Msets' eeffll'Mlets ss 
s ffll'teften ef ffte tfldt; telMsltzeel t Mle set. 

69. The tH:eilieel ef elsttn S6, fflrihet tne1Mfiltll; the sfel' ef 

15 teeltteeftt1g the elsfs fa Mel fteffl tlle Msets' eeffll'Mlets ss s 
iftlfteften ef ffte tnelt; telMsltzeel t Mle set. 

6:1:. The tH:eilieel ef elsttn S6, fflrihet tne1Mfiltll; the sfel' ef 
teeltteeftt1g ilie elsfs fteffl the Msets' eefflf)Mfets fa mMhtl'le 
elesftMftefts s fttneften ef ilie tfldt; telMsltzeel t Mle set 

47. The s; sfetn ef elsttH: 44, ,, hetetft the teeltteefteft set ; et 
fMrthet s11e .. s the elftfs fa sfttl :f1em ffte Msets' eeffll'Mlets ss 
s ffll'teften ef ffte tfldt; telMsltzeel t Mle set. 20 62. The tH:eilieel ef elsttn S6, fflrihet tne1Mfiltll; the sfel' ef 

48. The s; sfetn ef elsttH: 44, ,, hetetft the teeltteefteft set ; et 
fMrthet teeltteefs ilie elftfs fa Bftel Hem ilie Msets' eefflf)Mfets ss 
s ffll'teften ef ffte tfldt; telMsltzeel t Mle set. 

49. The s; sfetn ef elsttH: 44, ,, hetetft the teeltteefteft set ; et 
fMrthet teeltteefs tfte elftfs flam ffte Msets' eempl:M:ets fa 25 
FRMlftfJle elesftH£tftens ss s fflnefteft ef fl.to tnelt, telMsltzeel rule 

SQ. The s; sfeffl ef elstm 44, ,,hetetft the elftfflfJsse eMites 
fflt s fl1Mts1tf) ef ffte fl1Mts1tf) ef Msets' IDs ste @enelsfeel 
.. ttll s eetH:tH:Sft tnfil; telMsltzeel t Mle set 30 

S:l. The s;sfOffl ef elstm 44, ,,hetetft ffte tfttit;telMsltzeel 
tMle sol tn@1Meles sf lessf efte tMle ss s ffln@ften ef s t;rie ef 
IP (I:Mett1ef Ptefeeel) set; tee. 

S2. The s;sfOffl ef elstm 44, ,,hetetft ffte tfttit;telMsltzeel 35 
tMle set tn@1Meles 6ft tntftsl fOtllf)etsr; tMle set Bftel s sfMelettel 
tMle set, Bftel .. ftetetft ilie tefilteeften set ;et ts eeftHl;Uteel fa 
Mftltze tlle leffll'etsr; t Mle set fat 6ft tfttttsl l'etteel efftme sftel 
le fuot esftet Mftltze ffte sf6ftelett el t Mle set 

SJ. The s;sfOffl ef elstm 44, ,,hetetft ffte tfttit;telMsltzeel 40 
t Mle set tne1Meles Bf lessf efte t Mle s11e .. tt1g seeess 1'sseel aft 
s tee]:Mesf f) l'e Bftel s elesftMften seleltess. 

S4. The s;sfOffl ef elstm 44, ,,hetetft ffte tfttit;telMsltzeel 
t Mle set ttte1Meles sf lessf one t Mle teeltteeftt1g ffte elftfs fa s 
fte;; elesftMften seleltess 1'sseel en s tee]:Mesf t; l'e snel sn 45 
stletllf)feel elesftnftften seleltess. 

SS. The s; sfetn ef elsttH: 44, ,, hetetft the teeltteefteft set ; et 
ts eenHl;Uteel fa tefilteef Bttfs fteffl the Msets' eeflll'Mlets 1'; 
tOfJls@tng s Htsf elesftnsfteft seleltess tn 6ft IP (ItllePnet Pte 
feeel) l'seket heselet 1'; s seeeftel elesftnftften sBtltess ss s 50 
ffll'tefteft ef ffte tnelt; telMsltzeel t Mle set. 

S6. Ift s s; stem eefflf)ttstng s BtttflfJsse .. tili en-tttes eat 
telftftftg eseft efs 1'1Mts1tt; ef Mset IDs ,, tth sn tfldt; telMsltzeel 
t Mle set, s eltsl Ml' net,, etk set; et fftftf teeet; es Mset IDs Mam 
Msets' eeffll'l:M:ets, s teeltteeften set;et eenneefeel 1'eh,een 55 
fl.to eltsl Mfl ftet ,, et1E set, et snel s fJM1'1t@ net,, et1E, sftel sft 
sl:M:ften-ttesften sees lffl-ttftg set ; et eentteefeel fa ffte elftfflfJsse, 
ffte filsl l:ll' t1eh, etk set; et snel the tefilteefteft set; ets, s 
ffleilieel eeffll'ttstt1g ffte steps ef. 

eetnn1Mfitesftng s fflsf Mset ID fflt efte ef the Msets' 60 
eeffll'Mlets Bttel s fefflf)etetttl; ssstgfteel t1eh, etk sBtltess 
fflt the Htsf Mset ID :f1em ilie eltsl Ml' t1eh, etk set; et fa 
ilie si:M:h@nft@sften s@@e Mtlltng sot , et, 

eetnn1Mfitesftng the tfttlt; telMsltzeel t Mle set iliftf eenelsfes 
.. ttft ffte Htsf Mset ID Bftel the fetnpetsttl; ssst~eel 65 
ftet .. etk seleltess fa ffte tefilteeften set; et Mam ffte 
sl:M:hetlltesfteft sees M'.Mtftg set ; et, sftel 

eteftftftg 6ttts1'sse en-tttes :fat s 1'1Mts1tf) ef the 1'1Mts1tf) ef 
Msets' IDs, the 1'1Mts1tt; ef Msets' ID fMrthet 1'etftg eenelftfeel 
e. ttft s @efflffteft tnelt .telMsltzeel t Mle set 

63. The meffteel ef elstm S6, ,,hetetft ffte tnelt;telMsltzeel 
t Mle set tne1Mdes sf lessf efte t Mle ss s fflnefteft ef s f) l'e ef 
IP (I'.Mefftef Ptefeeel) set; tee. 

64. The meffteel ef elstm S6, ,,hetetft ffte tnelt;telMsltzeel 
tMle set tH:@1Meles sft tntftsl f@nlfletsr; tMle set Bftel s sfsftSfttel 
tMle set, Bttel .. ftetetn tlle tefilteefteft set ;et ts eeftHl;Uteel fa 
Mftltze fl.to feiRfJersr:; rule sol fer sn tfttttsl fJerteel efftn-te sftel 
fa tlletesfiet Mftltze the sfsft6tttel tMle set. 

6S. The meffteel ef elstm S6, ,,hetetft ffte tnelt;telMsltzeel 
t Mle set tne1Meles sf lessf efte t Mle s11e .. tt1g seeess 1'sseel aft 
s tee]:Mesf f) l'e snel s elesftMften seleltess. 

66. The meffteel ef @lstm S6, e.hotetft ffte tnelt.telMsltzeel 
t Mle set tne1Meles sf lessf one t Mle teeltteeftng the elftfs fa s 
fte;; elesftMfteft seleltess 1'sseel aft s tee]:Mesf f;l'e sfld M 
stlefflf)feel elesftMfteft seleltess. 

67. The ffleffieel ef elsttH: S6, .. ftetetn ilie teeltteefteft 
set;et ts eenHgMteel fa teeltteef Bttfs Hem ilie Msets' earn 
l'i:M:ets 1'; teplsetftg s Htsf desftftsfteft seleltess tn sn IP 
(I:Memet Ptefe@el) fJS@1Eef fteselot 1'; s se@enel elesftMfteft 
sBtltess ss s fttnefteft ef tlle tfttlt delMsltzeel t Mle set 

68. 2\ s; sfeffl eeflll'ttstng. 
s teeltteeften set; et eeftfteefeel 1'et .. een s Mset eefflf)Mfet 

Bftel s l'M1'1te net .. etk, ffte teeltteeften set; et l'te 
~ stnn1eel , , ttll s MS et s' t Mle set eon elsfeel fa s feffJ:l'S 
tsttl; ssstgneel neh, etk seleltess, 

e. ftetetn ffte t Mle set @eft1istns sf lessf ene ef s fl1Mts1tt; ef 
fflneftens Mseel fa ee:Mtel elsfs l'ssstfil; 1'et ,, eeft ilie Mset 
Bftel s l'M1'1te neh,etk, 

,, ftetetn ffte tefilteeften set ; et ts eenHl;Uteel fa s11e ,, 
sMfemsfeel tH:eel:i.Hesften ef Bf lessf s l'eriten ef ilie t Mle 
set eenelsfeel fa tlle fetllf)etsttl; ssstgneel neh, etk 
selelt ess, Mel 

e. ftetetn ffte teeltte@fteft sot, et ts @eftHl;Uteel le s11e e. 
sMfemsfeel tH:eel:i.Hesften ef Bf lessf s l'eriten ef ilie t Mle 
set ss s fflnefteft ef setH:e eetH:1'tMften ef fttH:e, Bttfs 
ftMsfflttleel fa et :f1etn the Mset, et leeftften ffte Mset 
seeesses. 

69. Tfte s; sfOffl ef elstm 68, ,, hetetn ffte tefilteeften set; et 
ts eenHgMteel fa s11e .. meeltHeftfteft efsf lessf s l'eriten efffte 
t Mle sol ss s fttn@fteft ef fttH:e. 

79. Tfte s; sfOffl efelstm 68, ,,hetetn ffte tefilteeften set; et 
ts eenHgMteel fa s11e .. meeltHeftfteft efsf lessf s l'eriten efffte 
t Mle set ss s iftlfteften ef the Bttfs ftsftstH:ttleel fa et :f1etn ffte 
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71. The s; stctn ef elBifll 1,8, ,, hetcift the teelitcetieft set ; ct 
is eenfigt11cel te BUo e. modifietttien efot lcBst B fJBrlien eftft@ 
11:llc set ss B ttlftetien ef ffte leeBtien et leestiens the ttsct 
BCCC99C9. 

72. The s; stctn ef elBifll 1,8, ,,hetcift the teelitcetieft set; ct 
is eeftfigutc<-4 te BHe .. the teffl:e; ol et tcinsttttcmcftt of at 
leBst B l'etiien of dte 1 Lile set os B fflttetiett ef titnc. 

73. The s; stctn ef elBifll 1,8, ,, hetcift the teelitcetieft set ; ct 
is eBt1figuteB te BHe ,, the teffl:@ ,ol st 1cinsttttcftlct1t sf ttt 
leBst B fH~Jrlien of the 1ule set BB B :ftmetiett ef tfte tlttttt 10 

ttonstniUc<-4 te et :f1em tfte t1set. 
74. The s; stctn ef elBifll 1,8, ,,hetcift the teelitcetieft set; ct 

16 
ineltieles t,fte step ef teeeidng it1sfttiefiens fJ; ffte teal 
reefiet1 sen er le meelif; of least, o f'erlien ef tlte tiser' s 
ttile set, fhtetigft ene et ffl:ete ef tlte tiset siele ef t,fte 
teeliteefien set; et Oftel ffte net, .e etk siele ef t,fte teelitee 
fiet1 set e et. 

84. The ftletlteel ef eloim 83, tltf'tftet ineltiaing t,fte sfel' ef 
ftleait) ing Of least, o l'eriiet1 ef ffte tiset 's t tile set, os o 
tltt1efien ef et1e et mete ef fiftle, Mfo ft Oft9ftliUeel le et fl em 
tlte tiset, Oftel leeofien et leeOfiens ffte tiset oeeesses. 

8g. The ftletlteel ef eloim 83, tltf'tftet ineltiaing t,fte sfel' ef 
teftleeing et teit1sf0fit1g Of least, o tJef'tieft efffte tiset's ttile 
set, os o tuftefiet1 efene et ffl:ete effime, tlte 6£11"0 ftOftsfflitteel 
le et :f1em t,fte tiset otttl o leeofien et lee0fiet1s ffte tiset 

is eeftfigutc<-4 te BHe .. the teffl:e; ol et tcinsttttcmcftt of at 
leBst B f'Brlien ef the 11:dc set BB B fflttetien ef the leefttien et 
leeftfiens ffte 1:1sc1 oeeesses. 15 

oeeesses. 
8ti. Tfte ftlefheel efeloiffl 83, ,,ftetein t,fte ffl:eelifieel ttile set, 

ineltieles Of least, ene t tile os o tltnefien ef o t; l'e ef IP 
(Iflfemef Ptefeeel) set ; iee. 

8it. Tfte ftlefheel efeloiffl 83, ,,ftetein t,fte ffl:eelifieel ttile set, 

:;tg_ The s; stem ef eloiftl t,8, e. heteit1 the teeliteefiet1 set e et 
is eet1figttteel le oHe .e the teffl:e; ol et teinsfofeftleftf ef of 
least, o l'eriiet1 ef tlte t 1:de set, os o tltt1efien ef seffl:e 
eeffl:fJiMfien effiffle, Bolo ftBttsffliUeel le et :freffl: tlte tiset, et 
leeOfien et leeofiens dte tiset oeeesses. 20 ineltieles Oft itllfiol 1'eftll'et0¥j ttile set, one½ o sfofttlotel ttile sef, 

ofttl ,,hetein the teeliteefiet1 set; et is eenfigt1teel le tifilize ffte 
fempetor; ttile set, :fet on initial f)etieel ef fiffle Bttel le 
tlteteoftet t11-iH2e ffte sfBttelotel t tile set 

:;tt,_ The s; stem ef eloiftl t,8, ,,heteit1 the teeliteefiet1 set; et 
ftos o tiset siele dtof is eetttteefeel le o eeftll'tl1-et tisit1g ffte 
leftll'etotil; assignee½ ftef e. edE oelatess one½ o t1e:P:e. edE siele 
eenneefeel le o eefflf)tifet neh,etk ot1B ,,hetein tlte eemptifet 
tisi~ the leftll'etotil; assignee½ tteh, etk oelatess is eeftfleefeel 25 

le tlte eemptifet tteh,etk ffrl:etigh ffte teaiteefiet1 set ;et. 

88. Tfte ftlefheel efeloiffl 83, ,,ftetein t,fte ffl:eelifieel ttile set, 
ineltieles Of least, ene t tile oHe .e ing oeeess fJoseel eft o teeJ:tiesf 
f) l'e Oftel o Besfit10fiet1 oeltl-Iess. 

itit. Tfte s; sfeffl ef eloiffl t,8 .efteteit1 insbtiefiens le ffte 
teeliteefiet1 set e et le meelif; tlte ttile set, ate teeei e eel fJ; et1e 
et ftlete ef tlte tiset siele ef tlte teeliteefien set; et otttl ffte 
ftef., edE siele ef tlte red-ireefien sen er. 

89. Tfte ftlefheel ef eloiffl 83, ,, ftetein t,fte ffl:eelifieel t tile set, 
ineltieles of least, ene ttile teeliteefing tlte Bolo le o nee. 
Besfifl:Ofiet1 oelatess fJoseel en o teeJ:tiesf t; l'e otttl on Offefflf)feel 

30 Besfifl:Ofiet1 oBElress. 
it8. The s; sfeftl efeloiffl t,8, ,,ftetein ffte meaifieel ttile set, 

it1eltieles Of least, ene t tile os o tltt1efien ef o t; l'e ef IP 
(Infemef Ptefeeel) set; iee. 

99. Tfte ffleffieel ef eloiftl 83, .eftetein tlte teeliteefiet1 
set;et is eenfigtiteel le teeliteef 6£11"0 Heffl: tlte tisets' eeffl: 
f)tlfets fJ; teploeit1g o fitsf elesfit1ofiet1 oelatess it1 on IP 
(Iflfemef Ptefeeel) f)Oek-et, fteoelet fJ; o seeetttl Besfifl:Ofiet1 it9. The s; sfeftl ef eloiffl t,8, ,, ftetein ffte meaifieel t tile set, 

it1eltieles on itllfiol 1'eftll'et0¥j ttile set, ot1B o sfot1Mtel ttile set, 
otttl ,,ftetein ffte teeliteefien set; et is eenfxigt1teel le tifilize ffte 
leftll'etot; t tile set, :fet oft it1ifiol f)etieel ef time ofttl le 
ffteteotl:et tifilize ffte sfofttlotel t tile set. 

35 oelatess os o tlttwfiet1 ef tlte it1Bi e ieltioli2eel ttile set 

89. The s; sfeftl efeloiffl t,8, ,,ftetein ffte meaifieel ttile set, 
it1eltieles of least, ette t tile oHe ,, ing oeeess fJoseel en o teeJ:tiesf 40 

f) l'e ofttl o elesfinofiet1 oelatess. 
81. The s; sfeftl ef eloim t,8, •• ftetein ffte meaifieel t tile set, 

it1eltieles Of least, ene ttile teeliteefing t,fte 6£11"0 le o ne.e 
Besfifl:Ofien oelat ess fJoseel en o t eeJ:tiesf f) l'e otttl on Offefflf)feel 
Besfifl:Ofien oelatess. 

82. The s; stem ef eloiftl t,8, ,, heteit1 the teeliteefiet1 set ; et 
is eenfigttteel le teaiteef 6£11"0 f1eftl ffte tisets' eeftll'tilets fJ; 
teploeing o fitsf elesfinofiet1 oeltl-Iess in Oft IP (Itttemef Pte 
feeel) tJOelEef heoelet fJ; o seeet1B BesfinOfien oelatess os o 
tuftefiet1 ef ffte ftleelifieel t tile sef. 

83. It1 o s; sfeftl eefflf)t ising o t eelit eefiet1 set ; et eeftfleefeel 
fJet, .e eeft o tiset eeftll'tl1-et one½ o l'tHJlie net, .e etk, ffte teelitee 
lien set; et eeflfoit1ing o tiset 's t tile set, eenelofeel le o 
leftll'etotil; ossigt1eel neh,etk oelatess .eftetein tlte tiset's 

45 

50 

t tile set, eetttoins Of least, ene ef o f)ltitolif) ef tltnefiens tiseel 55 

le eeflftel Mfo tJOssit1g fJet, e. een tlte tiset Bttel o l)tifJlie 
ftef .e etk, o ftlefheel eeftll'tisit1g t,fte sfel' ef. 

ffl:eelif; it1g Of least, o f)ef'tiet1 ef tlte tis et' s t tile set, , , hile ffte 
tiset's ttile set, tentoit1s eenelOfeel le t,fte leftll'etotil; 
assignee½ neh,etk oelatess it1 tlte teeliteefien set ;et, ot1B 60 

.e fteteit1 ffte teaiteefien set; et hos o tiset siele t,fl:Ot, is 
eeftfleefeel le o eeftll'tilet tising ffte fetllf)etotil; ossi~eel 
ftefe. edE oelatess ot1B o ne:P:e. edE oelatess Oftel o ne:P:e. edE 
siele eeflfteefeel le o eefflf)tlfet neh,etk, Oftel 

.efteteit1 ffte eemptifet tising the feHlf)etotil; ossi~eel 65 

ftef .e etk oeltl-Iess is eenneefeel le tlte eefflf)tifet neh, etk 
fhtetigft tlte teeliteefien set; et one½ ffte ftletlteel tltf'thet 

91. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
wherein the rule set contains at least one of a plurality of 

functions used to control data passing between the user 
and a public network; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set while the 
rule set is correlated to the temporarily assigned net
work address; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 
to or from the user, or location the user accesses; and 

wherein the redirection server is configured to modify at 
least a portion of the rule set as a function of time while 
the rule set is correlated to the temporarily assigned 
network address. 

92. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
wherein the rule set contains at least one of a plurality of 

functions used to control data passing between the user 
and a public network; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set while the 
rule set is correlated to the temporarily assigned net
work address; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 
to or from the user, or location the user accesses; and 
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Plaintiff Linksmart Wireless Technology, LLC ("Linksmart" or "Plaintiff'), files this 

Complaint against MGM Resorts International ("MGM" or "Defendant"), and alleges as follows: 

1. This action arises under the Patent Laws of the United States, 35 U.S.C. §§ 100, et 

seq. This Court has subject matter jurisdiction under 28 U.S.C. §§ 1331 and 1338(a). 

Nature of the Action 

2. This is a civil action for patent infringement arising under the patent laws of the 

United States, Title 35, United States Code, including 35 U.S.C. §§ 271 et seq. and 281-285. 

3. On June 27, 2017, the U.S. Patent and Trademark Office duly and legally issued 

U.S. Reissued Patent No. RE46,459 (the "'459 patent" or "Asserted Patent"), entitled "User 

specific automatic data redirection system," to Koichiro Ikudome and Moon Tai Yeung as the 

named inventors after full and fair examination. A true and correct copy of the '459 patent is 

attached hereto as Exhibit A and incorporated herein by reference. 

4. MGM has infringed and continues to infringe one or more claims of the Asserted 

Patent. 

The Parties 

5. Linksmart was founded by Koichuru ("Ko") Ikudome, who along with co-inventor 

Moon Tai Yeung, created the innovation claimed by the '459 patent. 

6. In 1996, Mr. Ikudome, after over a decade of IT industry and business experience 

in Japan and the United States, founded and became the CEO of Auric Web Systems, Inc. (later 

renamed AuriQ Systems, Inc.). Mr. Ikudome and Mr. Yeung, Aurie's Director of Technology, 

developed innovative and fundamental technologies for users and Internet service providers (ISPs) 

to enable access to information and commerce on the then-nascent Internet and World Wide Web. 

7. Among Aurie's significant product innovations was the "WEBGate card." Auric 

created the WEBGate card as a prepaid long-distance Internet access card with a pre-determined 

time limit. Like a prepaid phone card, the Auric' s innovative WEB Gate card allowed Internet 

access from anywhere in the United States without paying a long-distance phone bill or looking 

up local access numbers when users were away from their home or office. As Auric further 

developed the technology needed to make WEBGate work, Auric also developed other innovative 

1 
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wherein the redirection server is configured to modify at 
least a portion of the rule set as a function of the data 
transmitted to or from the user while the rule set is 
correlated to the temporarily assigned network 
address. 

93. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
wherein the rule set contains at least one of a plurality of 

functions used to control data passing between the user 10 

and a public network; 
wherein the redirection server is configured to automati

cally modify at least a portion of the rule set while the 
rule set is correlated to the temporarily assigned net-
work address; 15 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 
to or from the user, or location the user accesses; and 

wherein the redirection server is configured to modify at 20 

least a portion of the rule set as a function of the 
location or locations the user accesses while the rule 
set is correlated to the temporarily assigned network 
addresses. 

94. A system comprising: 25 

a redirection server programmed with a user's rule set 
correlated to a temporarily assigned network address; 

wherein the rule set contains at least one of a plurality of 
functions used to control data passing between the user 
and a public network; 30 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set while the 
rule set is correlated to the temporarily assigned net
work address; 

wherein the redirection server is configured to automati- 35 

cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 
to or from the user, or location the user accesses; and 

wherein the redirection server is configured to remove or 
reinstate at least a portion of the rule set as a function 40 

of time while the rule set is correlated to the tempo
rarily assigned network address. 

95. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 45 

wherein the rule set contains at least one of a plurality of 
functions used to control data passing between the user 
and a public network; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set while the 50 

rule set is correlated to the temporarily assigned net
work address; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 55 

to or from the user, or location the user accesses; and 
wherein the redirection server is configured to remove or 

reinstate at least a portion of the rule set as a function 
of the data transmitted to or from the user while the rule 
set is correlated to the temporarily assigned network 60 

address. 
96. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
wherein the rule set contains at least one of a plurality of 65 

functions used to control data passing between the user 
and a public network; 

18 
wherein the redirection server is configured to automati

cally modify at least a portion of the rule set while the 
rule set is correlated to the temporarily assigned net
work address; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 
to or from the user, or location the user accesses; and 

wherein the redirection server is configured to remove or 
reinstate at least a portion of the rule set as a function 
of the location or locations the user accesses while the 
rule set is correlated to the temporarily assigned net
work address. 

97. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
wherein the rule set contains at least one of a plurality of 

functions used to control data passing between the user 
and a public network; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set while the 
rule set is correlated to the temporarily assigned net
work address; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 
to or from the user, or location the user accesses; and 

wherein the redirection server is configured to remove or 
reinstate at least a portion of the rule set as a function 
of some combination of time, data transmitted to or 
from the user, or location or locations the user accesses 
while the rule set is correlated to the temporarily 
assigned network address. 

98. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
wherein the rule set contains at least one of a plurality of 

functions used to control data passing between the user 
and a public network; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set while the 
rule set is correlated to the temporarily assigned net
work address; 

wherein the redirection server is configured to automati
cally modify at least a portion of the rule set as a 
function of some combination of time, data transmitted 
to or from the user, or location the user accesses; and 

wherein the redirection server has a user side that is 
connected to a computer using the temporarily 
assigned network address and a network side con
nected to a computer network, and wherein the com
puter using the temporarily assigned network address 
is connected to the computer network through the 
redirection server. 

99. The system of claim 98, wherein the redirection server 
modifies the rule set in response to instructions received by 
one or more of the user side of the redirection server and the 
network side of the redirection server. 

100. In a system comprising a redirection server contain
ing a user's rule set correlated to a temporarily assigned 
network address wherein the user's rule set contains at least 
one of a plurality of functions used to control data passing 
between the user and a public network; a method compris
ing: 
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the redirection server modifying at least a portion of the 
user's rule set while the user's rule set remains corre
lated to the temporarily assigned network address in 
the redirection server; 

connecting a user side of the redirection server to a 5 

computer using the temporarily assigned network 
address and a network side connected to a computer 
network; 

connecting the computer using the temporarily assigned 
network address to the computer network through the 10 

redirection server; 
receiving instructions by the redirection server; and 
the redirection server modifying at least a portion of the 

user's rule set through one or more of the user side of 
15 

the redirection server and the network side of the 
redirection server while the rule set is correlated with 
the temporarily assigned network address. 

101. The method of claim 100, wherein the method further 
comprises modifying at least a portion of the user's rule set 20 

by the redirection server as a function of one or more of 
time, data transmitted to or from the user, and location or 
locations the user accesses. 

102. The method of claim 100, wherein the method further 
comprises removing or reinstating at least a portion of the 25 

user's rule set by the redirection server as a function of one 
or more of time, the data transmitted to or from the user and 
a location or locations the user accesses. 

103. The method of claim 100, wherein the modified rule 
set includes at least one rule as a function of a type of IP 30 

(Internet Protocol) service. 
104. The method of claim 100, wherein the modified rule 

set includes an initial temporary rule set and a standard rule 
set, and wherein the redirection server is configured to 

35 
utilize the temporary rule set for an initial period of time and 
to thereafter utilize the standard rule set. 

105. The method of claim 100, wherein the modified rule 
set includes at least one rule allowing access based on a 
request type and a destination address. 40 

106. The method of claim 100, wherein the modified rule 
set includes at least one rule redirecting the data to a new 
destination address based on a request type and an 
attempted destination address. 

107. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
the rule set containing at least one of a plurality of 

functions used to control data passing between the user 
and a public network; 

the redirection server being configured to automatically 
modify at least a portion of the rule set while the rule 
set is correlated to the temporarily assigned network 

45 

50 

address; 
55 

the redirection server being configured to automatically 
modify at least a portion of the rule set as a function of 
some combination of time, data transmitted to or from 
the user, or location the user accesses; and 

the modified rule set including at least one rule as a 60 
function of a type of IP (Internet Protocol) service. 

108. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
the rule set containing at least one of a plurality of 65 

functions used to control data passing between the user 
and a public network; 

20 
the redirection server being configured to automatically 

modify at least a portion of the rule set while the rule 
set is correlated to the temporarily assigned network 
address; 

the redirection server being configured to automatically 
modify at least a portion of the rule set as a function of 
some combination of time, data transmitted to or from 
the user, or location the user accesses; and 

the modified rule set includes an initial temporary rule set 
and a standard rule set, and the redirection server 
utilizes the temporary rule set for an initial period of 
time and thereafter utilizes the standard rule set while 
the rule set is correlated to the temporarily assigned 
network address. 

109. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
the rule set containing at least one of a plurality of 

functions used to control data passing between the user 
and a public network; 

the redirection server being configured to automatically 
modify at least a portion of the rule set while the rule 
set is correlated to the temporarily assigned network 
address; 

the redirection server being configured to automatically 
modify at least a portion of the rule set as a function of 
some combination of time, data transmitted to or from 
the user, or location the user accesses; and 

the modified rule set includes at least one rule allowing 
access based on a request type and a destination 
address. 

110. A system comprising: 
a redirection server programmed with a user's rule set 

correlated to a temporarily assigned network address; 
the rule set containing at least one of a plurality of 

functions used to control data passing between the user 
and a public network; 

the redirection server being configured to automatically 
modify at least a portion of the rule set while the rule 
set is correlated to the temporarily assigned network 
address; 

the redirection server being configured to automatically 
modify at least a portion of the rule set as a function of 
some combination of time, data transmitted to or from 
the user, or location the user accesses; and 

the modified rule set includes at least one rule redirecting 
the data to a new destination address based on a 
request type and an attempted destination address. 

111. A system comprising: 
a redirection server connected between a user computer 

and a public network, the redirection server pro
grammed with a users' rule set correlated to a tempo
rarily assigned network address; 

the rule set containing at least one of a plurality of 
functions used to control data passing between the user 
and a public network; 

the redirection server being configured to automatically 
modify at least a portion of the rule set while the rule 
set is correlated to the temporarily assigned network 
address; and 

the redirection server being configured to automatically 
modify at least a portion of the rule set as a function of 
some combination of time, data transmitted to or from 
the user, or location the user accesses while the rule set 
is correlated to the temporarily assigned network 
address. 
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112. The system of claim 111, the redirection server being 
configured to modify at least a portion of the rule set as a 
function of time. 

113. The system of claim 111, the redirection server being 
configured to modify at least a portion of the rule set as a 5 

function of the data transmitted to or from the user. 
114. The system of claim 111, the redirection server being 

configured to modify at least a portion of the rule set as a 
function of the location or locations the user accesses. 

115. The system of claim 111, the redirection server being 10 

configured to remove or reinstate at least a portion of the 
rule set as a function of time. 

116. The system of claim 111, the redirection server being 
configured to remove or reinstate at least a portion of the 

15 
rule set as a function of the data transmitted to or from the 
user. 

117. The system of claim 111, the redirection server being 
configured to remove or reinstate at least a portion of the 
rule set as a function of the location or locations the user 20 

accesses. 
118. The system of claim 111, the redirection server being 

configured to remove or reinstate at least a portion of the 
rule set as a function of some combination of time, data 
transmitted to or from the user, or location or locations the 25 

user accesses. 
119. The system of claim 111, wherein the redirection 

server has a user side that is connected to a computer using 
the temporarily assigned network address and a network 
side connected to a computer network and wherein the 30 

computer using the temporarily assigned network address is 
connected to the computer network through the redirection 
server. 

22 
first destination address in an IP (Internet Protocol) packet 
header by a second destination address as a function of the 
modified rule set. 

126. In a system comprising a redirection server con
nected between a user computer and a public network, the 
redirection server containing a user's rule set correlated to 
a temporarily assigned network address wherein the user's 
rule set contains at least one of a plurality of functions used 
to control data passing between the user and a public 
network; a method comprising: 

the redirection server modifying at least a portion of the 
user's rule set while the user's rule set remains corre
lated to the temporarily assigned network address in 
the redirection server; 

wherein the redirection server has a user side that is 
connected to a computer using the temporarily 
assigned network address and a network address and a 
network side connected to a computer network; 

wherein the computer using the temporarily assigned 
network address is connected to the computer network 
through the redirection server; and 

the redirection server modifying at least a portion of the 
user's rule set through one or more of the user side of 
the redirection server and the network side of the 
redirection server while the rule set is correlated to the 
temporarily assigned network address, in response to 
instructions received by the redirection server. 

12 7. The method of claim 126, wherein the modification 
is a function of one or more of time, data transmitted to or 
from the user, and location or locations the user accesses. 

128. The method of claim 126, wherein the modification 
comprises removing or reinstating at least a portion of the 
user's rule set as a function of one or more of time, the data 
transmitted to or from the user and a location or locations 
the user accesses. 

129. The method of claim 126, wherein the modified rule 
set includes at least one rule as a function of a type of IP 
(Internet Protocol) service. 

120. The system of claim 111, wherein the redirection 
server modifies the rule set received by one or more of the 35 

user side of the redirection server and the network side of the 
redirection server in response to instructions received by the 
redirection server. 130. The method of claim 126, wherein the modified rule 

set includes an initial temporary rule set and a standard rule 

40 set, and wherein the redirection server is configured to 
utilize the temporary rule set for an initial period of time and 
to thereafter utilize the standard rule set. 

121. The system of claim 111, wherein the modified rule 
set includes at least one rule as a function of a type of IP 
(Internet Protocol) service. 

122. The system of claim 111, wherein the modified rule 
set includes an initial temporary rule set and a standard rule 
set, and wherein the redirection server is configured to 
utilize the temporary rule set for an initial period of time and 
to thereafter utilize the standard rule set. 

131. The method of claim 126, wherein the modified rule 
set includes at least one rule allowing access based on a 

45 request type and a destination address. 

123. The system of claim 111, wherein the modified rule 
set includes at least one rule allowing access based on a 
request type and a destination address. 

124. The system of claim 111, wherein the modified rule 50 

set includes at least one rule redirecting the data to a new 
destination address based on a request type and an 
attempted destination address. 

125. The system of claim 111, the redirection server 
redirecting data from the users' computers by replacing a 

132. The method of claim 126, wherein the modified rule 
set includes at least one rule redirecting the data to a new 
destination address based on a request type and an 
attempted destination address. 

133. The method of claim 126, wherein the redirection 
server redirects data from the users' computers by replacing 
a first destination address in an IP (Internet Protocol) packet 
header by a second destination address as a function of the 
individualized rule set. 

* * * * * 
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Abstract 

A system has been developed to help businesses, organizations and individuals gain exposure in the 

Internet community. A new methodology has been derived to accomplish this - the automatic 

redirection of specific users navigating the Web to any pre-configured Web sites. Specifically 

developed technologies are combined with existing ones to implement the system. The product is a 

system that is simple, compact, easy to install and maintain and, most of all, fail-safe. 

The system consists of software components only; no special hardware is required. It is designed to 

run under an ISP (Internet Service Provider) environment. No additional component is needed on the 

user's side. When a user dials-up, logs-in and begins to navigate the Web through an ISP that is 

using this system, the system automatically directs him to the site, if any, configured for him. 

Currently, the system is designed to redirect the first Web connection only. This allows a user to go to 

other sites afterwards. 

Although the primary goal of the system is to help businesses gain active exposure through the Web, 

end users can also benefit from it. They can obtain valuable information such as new products, sales, 

special offers and special events from the business sites without having to look for them explicitly. 

The user specific feature in the system can be used to ensure that a user is directed to sites matching 

his interest. 

This system is further prompted by the emergence of prepaid Internet access as a promotional item. 

Under this scenario, a merchant can obtain Internet access accounts from an ISP that has the 

redirection system. The merchant can then configure these accounts to contact his Web site and 

distribute these accounts to their potential customers. In this way, the customers will be alerted of any 

offers from the merchant every time they use the accounts. 

ii 
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I. Background 

As the accessibility of the Internet expands from the business community to the everyday 

household, the World Wide Web (Y'vWW) system has emerged as the single most important 

means of information retrieval for many end users. At the same time, it has become an 

indispensable means of information presentation for many businesses, organizations and even 

private individuals. However, the World Wide Wed is inherently designed as a passive system; 

that is, a user must supply the exact destination, a Web site, before the desired information can 

be retrieved. This difficulty is somewhat alleviated on the part of the users with the establishment 

of search engines under some well-known Web sites. These engines provide the users with a list 

of sites that match their search criteria, usually in the form of hyper-links that point directly to the 

target documents. The problem remains grossly unsolved for those who wish to present 

information to the public. Currently, their success in reaching any audiences depends on (1) 

whether their sites have intuitive names and (2) whether the popular search engines correctly 

register the key information from their sites. Larger companies often resort to expensive 

advertising campaign to solve this problem. 

The system described in this report is aimed at solving this problem effectively and inexpensively. 

As opposed to the passive nature of the World Wide Web, the new system is active. It redirects 

Internet users navigating the Web to pre-configured sites without requiring the users to know 

anything about those sites at all. The system is designed to act on the majority of the end users -

those who connect to the Internet through dialup service providers. It is also designed with user 

specific redirection. That is, only pre-configured users will be redirected and different users 

(based on their user ID's) can be directed to different sites. This is an essential feature since 

users should only be directed to sites matching their interest. 

Another driving force for this invention is the introduction of prepaid Internet access as a 

promotional item. Besides being an attractive item, prepaid Internet access can bring added 

values to the distributors with the use of this new system - simply configure the system to direct 

users of the prepaid accounts to their Web sites! 
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II. Description 

1. Operation Requirements 

Several conditions must be satisfied in order for the system to work: 

1. The target user must establish a dialup networking connection through an ISP that is using 

the redirection system. 

2. The user must be pre-configured for redirection. 

3. The user must attempt to connect to a valid {any valid) Web site to get the redirection. 

2. System Design 

The system is designed as an add-on component that can be integrated into an ISP environment 

easily. It coordinates with the ISP system when setting up a redirection but performs the work 

independently. The following diagram shows an ISP environment without the redirection system: 

Modem Array & 
1 3 

End User ... Built-in dialup networking .. .... ... 
software 

2 ,r 
Authentication and ... 
Accounting server ... 

Figure 1. A typical ISP environment 

The steps in a dialup session is as follows: 

• Step 1: 

User dials-in and connects to the ISP modem. 

• Step 1 - Step 2: 

Gateway 

Database 

Dialup networking software at the user and ISP ends begin negotiation. 

• Step 2: 

.. ... 
• • • • . 
• . 

1 Inte ~net I 
• • . 
• • 

ISP dialup networking software communicates with the authentication server to check the 

login information. Typically, the server looks up the information from a database. 

• Step 3: 

With a successful authentication, the dialup networking software at the two ends complete 

their negotiation and a network connection is established tor the user through the Internet 
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products to enable electronic commerce on the Internet, such as EC Gateway, which combined an 

access control system at an ISP system with a CGI module to add customizable graphical buttons 

to a merchant's homepage to allow customers to make purchases more easily and add value to 

Internet services. 

8. While Aurie's Internet access products received substantial interest and found some 

customers, the dot-com crash intervened and directly damaged the potential customers for this 

product. Auric was thus forced to seek out new business directions, ultimately resulting in AuriQ 

Systems' present-day business focused on data analytics. Mr. Ikudome subsequently formed 

Linksmart as a way to continue to derive value from the intellectual property of his and Auric' s 

innovative technological contributions, including the Asserted Patent. Many companies have 

directly benefitted from the licensed use of Linksmart' s patented technology in the products and 

services they provide to their customers. MGM, however, has taken advantage of Linksmart' s 

patented technology, selling products and services that practice the '459 patent, in wanton 

disregard of Linksmart' s exclusive property rights. 

9. Plaintiff Linksmart is a limited liability company organized and existing under the 

laws of State of California with its principal place of business at 199 S. Los Robles, Suite 440, 

Pasadena, California 91101. 

10. Defendant MGM is a corporation organized and existing under the laws of the State 

of Delaware. MGM has its headquarters in the State of Nevada, located at 3600 Las Vegas 

Boulevard South, Las Vegas, Nevada 89109. MGM's registered agent is CSC Services of Nevada, 

Inc., located at 2215-B Renaissance Drive, Las Vegas, Nevada 89119. 

Jurisdiction 

11. Subject matter jurisdiction is conferred on this Court pursuant to 28 U.S.C. §§ 1331 

and 1338(a). 

12. Defendant MGM is subject to this Court's personal jurisdiction because it has a 

regular and established place of business in this District, at its headquarters located at 3600 Las 

Vegas Boulevard South, Las Vegas, Nevada 89109. MGM is also subject to this Court's personal 

jurisdiction because MGM has committed and induced acts of patent infringement and has 
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gateway at the ISP. Typically, the ISP dialup networking software also sends an 

accounting request to the accounting server at this point. 

The following diagram shows an ISP setup with the redirection system integrated: 

I Modem Array & 4 Gateway & 
End User ... Built-in dial up networking ~ Redirection ... r 

software server 1-4-

2 
' r 

Authentication and . Database 
Accounting server r 

+ 
Integrated redirection 3 
system components 

Figure 2. ISP environment with integrated redirection system 

The steps in a dialup session is as follows: 

• Step 1: 

User dial-ins and connects to the ISP modem. 

• Step 1 - Step 2: 

Dialup networking software at the user and ISP ends begin negotiation. 

• Step 2: 

~ ... 
• • . 
• • • • . . 

I Inte rnet 
• 
• . 
• • • • • • • • 

ISP dialup networking software communicates with the authentication server to check the 

login information. Typically, the server lookup the information from a database. 

• Step 3: 

With a successful authentication, the dialup networking software at the two ends complete 

their negotiation and a network connection is established for the user through the Internet 

gateway at the ISP. This gateway is a machine where the redirection system main server is 

running. After the accounting server received the accounting request from the ISP dialup 

networking software, it sends a similar request to the redirection server, notifying it of the 

new session and the associated information (including the login ID). 

• Step 4: 

The user is now on the Internet and can perform any activities as usual. However, if he 

attempts to connect to a Web site within a pre-configured time, he will be redirected to the 

site configured for him (if any) based on his login ID. Immediately following the first 

redirection, the server removes the information associated with his session from its 

registry. The user can then connect to any sites without being redirected again. 
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3. Implementation 

The system is implemented into two main parts: 

1. Main redirection server. 

This server performs all the central tasks of the system, including logical decisions, checks 

and the physical redirection. It is a single daemon program that runs on the machine serving 

as the Internet gateway for the dialup users. The main functions implemented in this server 

are: 

• Receives information regarding newly established dialup networking sessions from the 

ISP's accounting server. 

• Consults database (or a flat file) to see if the user in a new session needs to be 

redirected. 

• If not, nothing is done. Otherwise, it records the session information and the site to 

redirect to, and then proceeds with the remaining tasks. 

• Installs network packet redirection filters on the gateway machine such that standard 

Web requests from the users to be redirected are passed to the server. 

• Receives Web requests directed to the server by the packet filters. For each request, 

looks up the site assigned to the user originating the request and sends back a reply that 

instructs his browser to go to the new site; the associated packet filter is then removed 

immediately. 

• Receives information regarding terminated dialup networking sessions from the ISP's 

accounting server. Removes any outstanding packet filters and information associated 

with these sessions. 

• Checks and removes expired packet filters. All filters installed by the server have a pre

configured maximum lifetime. A user will not be redirected if he does not make a Web 

request within this time. 

2. Software routine library. 

This is a small collection of routines that can be integrated into the ISP's accounting server 

easily. The purposes of these routines are as follow: 

• Records information on newly established or terminated dialup networking sessions. 

• Sends (or re-sends) recorded information to the main redirection server. 

• Receives acknowledgements from the main server and removes the corresponding 

records. 

• Removes records that are not acknowledged within a pre-configured time. 
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Ill. Redirection System Summary 

A methodology has been derived to help businesses, organizations and individuals publicize their 

Web sites (or any parts of the sites). The result is a user specific automatic Web redirection 

system. This system directs users navigating the Web to sites pre-configured for them. The users 

do not need to remember or to know the names of those sites; everything is handled 

automatically by the system. The main features of the system are summarized below: 

O Automatic 

Users do not need to know the names of the designated sites at all. 

0 User specific 

Each redirection is handled individually such that every user can have a different 

designated site. In this way, users can be directed to sites matching their interest. 

0 Large coverage 

The system is designed to target the majority of the World Wide Web users - those who 

connect to the Internet through dialup service providers. 

0 Simple design 

No extra software is needed at the user's end. Everything is handled by the system at the 

ISP's end. 

0 Easy installation 

The system is extremely compact and can be integrated with most ISP systems easily. 

There are only two parts, an independent main server and a small collection of library 

routines that can be incorporated with the ISP's dialup user accounting system. 

O Simple configuration 

The only step in setting up a redirection is to register the user ID and the designated Web 

link in a database or a plain file. 

0 Fail-safe 

Because of the simple design, the system will not cause the user or the ISP any problem 

even when it fails. Under the worst scenario, a user simply will not be redirected, but he 

can still navigate the Web or perform any activities on the Internet as usual. 

8 

Panasonic-1002 
Page 82 of 497



Additional enhancements and details of this system are set forth in the attached 
appendix. 
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regularly and systematically conducted and solicited business in this District by and through at 

least its development, use, and testing of products and services, sales and offers for sale of products 

and services, and other contractual arrangements with customers and third parties using such 

MGM products and services located in and/or doing business in this District. 

Venue 

13. As set forth above, MGM has a regular and established place of business in this 

District. Further, MGM has committed acts of infringement in this District, including, developing, 

testing, distributing, advertising, operating, selling, offering for sale, using and/or supporting 

products or services that fall within one or more claims of the Asserted Patent. Accordingly, venue 

to adjudicate whether the Asserted Patent is infringed is appropriate in the District of Nevada 

pursuant to 28 U.S.C. §§ 1391 and 1400(b). 

Linksmart's Patented Invention 

14. The '459 patent is directed to a system for Internet access m a server that 

dynamically redirects users, i.e., a "redirection server," based on rules that are dynamically and 

automatically modified by the redirection server itself based on a function of factors that may 

include, among others, time, user input, data transmitted to the user, or the Internet location 

accessed by the user. 

15. The innovative technology underlying the '459 patent is described in "User Specific 

Automatic Web Redirection System," a technical innovation report co-authored by Mr. Ikudome 

and Mr. Yeung. This report was filed as U.S. Provisional Pat. App. No. 60/084,014 (the "'014 

app."), which is attached hereto as Exhibit B and is incorporated herein by reference. The '459 

patent claims priority to this provisional application, and its disclosure is incorporated fully in the 

'459 patent's disclosure by reference. 

16. The automatic redirection system described in the '459 patent provides a novel 

architecture for Internet access. At the time of the invention, it was conventionally understood that 

the World Wide Web was inherently a "passive system," in which the "user must supply the exact 

destination, a Web site, before the desired information can be retrieved." See '014 app. at 4. When 

a user was connected to the Internet, and the user requested a particular location on the Internet, 
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the user was sent to that requested location. Ikudome and Yeung developed an innovative 

automatic redirection system that could provide a more flexible way to mediate a user's access to 

the Internet. 

17. Figure 1 of the '459 patent shows an ISP environment for Internet access in the 

absence of redirection: 

Fl .I"'°"' ·f ~_,.-, l 

18. In such a conventional ISP environment, a user accesses the Internet by connecting 

to the ISP, at which point networking software at the user end and the ISP begin "negotiating." 

The ISP authenticates a user's login information, typically from a database. Once authentication 

is successful, a network connection is established through the Internet gateway at the ISP. A 

commercial ISP may also send an accounting request to bill the user for the access. 

19. Figure 2 of the '459 patent shows the role of a redirection server, as provided by 

the '459 patent, in the ISP environment: 

..... ~ •-'''' ~--=~ .,....._ 

'--?OG-

20. In one embodiment described in the '459 patent, a redirection server runs on the 

gateway to the Internet. Once the user is connected to the ISP in this case, the user's requests to 

the Internet first go to the redirection server. There, the redirection server can filter the requests 

based on a rule set to either the location requested by the user, or some other location based on 

rule sets programmed in the redirection server. By way of example, rule sets could be programmed 
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such that a user would need to access a location, e.g., a page with advertising, before being able to 

freely surf the Web. See, e.g., '459 pat. at 7:10-13. As another example, a rule set could require a 

user to access a questionnaire before accessing the Internet. See' 459 pat. at 8:9-14. 

21. Another embodiment described in the '459 patent further provides that the 

redirection server is configured to be able to automatically modify the rule sets dynamically. For 

example, if a questionnaire provided by an external server is filled out, the rule set can be changed 

so that the user no longer needs to access the questionnaire to gain access to the Internet. See '459 

pat. at 14-18. As another example of the redirection server automatically modifying the rule set if 

a user has obtained access to the Internet through paid access for a limited time, the user's Internet 

access could be disabled once that time has been exceeded. See '459 pat. at 7:65-8:2. 

22. The unconventional features of the embodiments described by the '459 patent 

provided improvements to and solved problems associated with redirection methods and systems 

that existed at the time of the invention, as described in the '459 patent's disclosure. See id. at 

1:48-3:3. 

23. In the prior art, redirection was conventionally performed by html code on a web 

page that a user would need to manually access after the user has already gained access to the 

Internet. The '459 patent, however, describes embodiments that allow redirection to occur at the 

Internet gateway or before the user can access to remote web servers. See id. at 2:6-11. 

24. Another way in which redirection could be implemented in the prior art was packet 

filtering at the Internet Protocol (IP) layer, for example, through a firewall device or firewall at the 

Internet router. Information about an IP packet being sent through a network could be used to allow 

filtering of the packet to different network locations. However, while packet filtering, e.g., at a 

firewall, could be controlled locally by a network administrator, it was a static technology, in which 

the rule set could only be changed by manually reprogramming the packet filtering device. '459 

pat. at 2:29-36. 

25. The '459 patent also describes prior methods in which packet filter devices were 

used with proxy systems to control access to the Internet. In such a method, a packet filter or 

firewall can prevent web access requests with the exception of traffic coming from a proxy server. 
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The way that proxy servers worked was that a terminal had to be allowed access to a proxy server 

through which to send web requests. The proxy server was programmed with a list of blocked or 

allowed addresses, and requests to addresses were blocked or allowed according to that list. As the 

'459 patent describes, such systems were limited in that they could only block or allow specific 

terminals or sets of terminals' access to remote sites, and the rules for access were static and needed 

to be reprogrammed, i.e., by some external server, in order to change which locations specific 

terminals could access. See '459 pat. at 2:65-3 :3. 

26. The '459 patent issued from U.S. Patent App. No. 14/691,246. The file history of 

the application from which the patent issued is available from the United States Patent and 

Trademark Office, including electronically through the Office's Public Patent Application 

Information Retrieval (PAIR) website, and is in incorporated by reference herein. 

27. The '459 patent, therefore, provides an advantageous technological solution to the 

problem of mediating user access to the Internet through a redirection server which can 

automatically modify rule sets for redirection dynamically while connected to a user through a 

network connection. Among the benefits of the '459 patent's novel redirection system solution is 

that (1) redirection is automatic, i.e., a user does not need to request a particular external address; 

it can be reconfigured for specific users or categories of users; (2) the system can be easily installed 

and configured by the ISP and it is resilient to potential failures; and (3) the system can 

dynamically reconfigure the rule set controlling the user's access to the Internet, such as by a 

function of time or user or external inputs while the user is connected. See, e.g., '014 app. at 8; see 

also the '459 patent. 

Cause of Action 

Infringement of the Linksmart Patent 

28. The foregoing paragraphs are incorporated by reference as if fully set forth herein. 

29. MGM is unlawfully using Linksmart's patented technology. MGM relies on 

technology covered by the Asserted Patent to, for example, provide Internet access to hotel and 

resort guests. 

I II 
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30. MGM has used, made, offered for sale, and/or sold Internet access systems for use 

in hotels and resorts, and elsewhere, that infringed the Asserted Patent, or induce or contribute to 

the infringement of the Asserted Patent. 

31. MGM has directly infringed and will continue to infringe, directly and indirectly, 

through induced and/or contributory infringement, one or more claims of the' 459 patent, including 

at least claim 91, among other claims, by making, using, selling, offering for sale, or importing in 

this District and elsewhere into the United States systems and/or methods covered by one or more 

claims of the '459 patent including, but not limited to the software and platform that MGM has 

developed for hotel and other guests to access ISP services while visiting a hotel or resort (the 

"Accused System"). Further discovery may reveal additional infringing products, devices, systems 

and/or methods. 

32. By way of example only, the Accused System infringes an exemplary claim of the 

'459 patent, claim 91, as in the following description, which Linksmart provides without the 

benefit of information about the Accused System obtained through discovery. Claim 91 claims a 

system, such as the Accused System, comprising: 

a. a redirection server programmed with a user's rule set correlated to a 

temporarily assigned network address. MGM hotels, including, by way of 

example, the MGM Grand Las Vegas, provide this for the use of hotel 

guests to access the Internet. See, e.g., "All accommodations offer high 

speed internet & WiFi." https://mgmgrand.hyatt.com/en/hotel/our

hotel/internet-access.html. The system that MGM provides at its hotels, 

such as the MGM Grand Las Vegas, provides that a rule set programmed in 

the redirection server initially forces and redirects the user's web browser 

to the hotel's Wi-Fi service portal. This is illustrated, as shown below, in 

the Wi-Fi Connection Instructions for the MGM Grand Wi-Fi network, as 

shown m the sheet available for download at 

http ://perspectives. skill soft.com/2014/ Assets/M GMGrandWi-F i %20-

%20MGM%20Grand%20Guest%20Instructi ons. pdf. As shown, below, 

7 
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Case 2:18-cv~00868-MMD-NJf< Docunient 4 Filed 05/14/18 Page 1 of 1 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

REPORT ON THE 
FILING OR DETER.MINA TION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK Alexandria, VA 22313-1450 

[n Compliance with 35 1-LS.C § 2.90 and/or 15 U.S.C. § l l 16 you are hereby advised that a court action has been 

filed in the U.S. District Court District of Nevada on the following 

D Trademarks or ~Patents. ( D the patent ac110n invoives 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRlCT COURT 
District of Nevada 

PLAfNTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC WYNN RESORTS, LIMITED 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l US RE46,459E 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 See attached complaint 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

n Amendment • Answer • Cross Bill • Other Pleadmg 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l 

2 

3 

4 

5 

[n the above-----entitled case, the following decision has been rendered or judgement issued: 

DECISIONiJUDGEMENT 

CLERK (BY) DEPUTY CLER,.'Z DATE 

/s/ Debra K. Kempi /s/ Angela Reyes 5/14/18 

Co1Jy 1-----Upon initiation of action, mail this copy to Director Copy 3-----lJ 110n termination of action, mail this copy to Director 
Copy 2----·U1mn filing document adding patent(s), mail this copy to Director Copy 4-----Case file copy 
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AO 120 (Rev. 08/10) 

Mail Stop 8 REPORT ON THE 
TO: 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK Alexandria, VA 22313-1450 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Eastern District of New York on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
18cv2444(JFB)(GRB) 4/25/2018 Eastern District of New York 

PLAINTIFF DEFENDANT 

Linksmart Wireless Technology, LLC DCI-Design Communications LLC 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 US RE46,459 6/27/2017 Linksmart Wireless Technology, LLC 

2 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

CLERK (BY) DEPUTY CLERK DATE 

DOUGLAS C. PALMER Deanna Rodin 4/26/2018 

Copy I-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 
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Case 8:18-cv~00657-AG-JDE Document 3 Filed 04i20/18 Page 1 of 1 Page lD #:48 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

Alexandria, VA 22313-1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Central District of California on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
8:18-cv-00657 4/20/2018 Central District of California 

PLAINTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC WEST JET AIRLINES LTD. and WEST JET 
OPERATIONS CORP. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 RE46,459 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I (BY) DEPUTY CLERK 

Copy I-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 
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Case 8:18-cv~00660-AG-JDE Document 3 Filed 04i20/18 Page 1 of 1 Page lD #:48 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

Alexandria, VA 22313-1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Central District of California on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
8:18-cv-00660 4/20/2018 Central District of California 

PLAINTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC SOUTHWEST AIRLINES CO. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 RE46,459 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I (BY) DEPUTY CLERK 

Copy I-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 
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Case 8:18-cv~00662-AG-JDE Document 3 Filed 04i20/18 Page 1 of 1 Page lD #:49 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

Alexandria, VA 22313-1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Central District of California on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
8:18-cv-00662 4/20/2018 Central District of California 

PLAINTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC PANASONIC AVIONICS CORP. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 RE46,459 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I (BY) DEPUTY CLERK 

Copy I-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 
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Case 8:18-cv~00654-AG-JDE Document 3 Filed 04i20/18 Page 1 of 1 Page lD #:49 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

Alexandria, VA 22313-1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Central District of California on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
4/20/2018 Central District of California 

PLAINTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC GOGO, INC.; and GOGO, LLC, 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 RE46,459 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I (BY) DEPUTY CLERK 

Copy I-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 
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Case 2:18-cv~03335-AG-JDE Document 3 Filed 04i20/18 Page 1 of 1 Page lD #:50 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

Alexandria, VA 22313-1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Central District of California on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
4/20/2018 Central District of California 

PLAINTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC GRUPO AEROMEXICO S.A.B. DE C.V., and AEROVIAS 
DE MEXICO, S.A. DE C.V. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 RE46,459 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I (BY) DEPUTY CLERK 

Copy I-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 
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Case 2:18-cv~03337-AG-JDE Document 3 Filed 04i20/18 Page 1 of 1 Page lD #:47 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

Alexandria, VA 22313-1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Central District of California on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
4/20/2018 Central District of California 

PLAINTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC AIR CANADA 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 RE46,459 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I (BY) DEPUTY CLERK 

Copy I-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 
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Case 2:18-cv~03341-AG-JDE Document 3 Filed 04i20/18 Page 1 of 1 Page lD #:50 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

Alexandria, VA 22313-1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Central District of California on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
4/20/2018 Central District of California 

PLAINTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC AIR FRANCE-KLM SA 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 RE46,459 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I (BY) DEPUTY CLERK 

Copy I-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 
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Case 2:18-cv~03344-GVV~JEM Document 12 Filed 04i25/18 Page 1 of 1 Page lD #:65 

AO 120 (Rev. 08/10) 

Mail Stop 8 REPORT ON THE 
TO: 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

FILING OR DETERJ\HNA TION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK Alexandria, VA 22313-1450 

[n Compliance with 35 l.LS.C § 290 and/or 15 U.S.C. § 1116 you are hereby advised tha1 a court action has been 

filed in the U.S. District Court Central District of Caiifornia on the following 

D Trademarks or ~ Patents. ( D the patent ac1ion involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
2:18-cv-03344 4/20/2018 Central District of California 

PLAL.'\fTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC SONIFI SOLUTIONS, INC. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l RE46,459 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

., 

3 

4 

5 

In the above-entitled case, the follmving patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

n Amendment • Answer • Cross Bill • Other Pleading 

PATENT OR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l 

2 

3 

4 

5 

[n the above ---entitled case. the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

Voluntary Dismissal 

CLERK 

Kiry K. Gray 

(BY) DEPUTY CLERK DATE 

Isl Margo Mead 4/25i2018 

Copy 1-----llpon initiation or action, mail this copy to Director Copy 3-----l.J13on termirnltion oi' ad.ion, m:iii this copy to Director 
Copy 2-----Upon filing document adding patent(s), mail this copy to Director Copy 4-----Case file copy 
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Case 2:18-cv~03345-AG-JDE Document 3 Filed 04i20/18 Page 1 of 1 Page lD #:48 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

Alexandria, VA 22313-1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Central District of California on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
4/20/2018 Central District of California 

PLAINTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC ALASKA AIR GROUP, INC. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 RE46,459 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I (BY) DEPUTY CLERK 

Copy I-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 
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Case 2:18-cv~03349-AG-JDE Document 3 Filed 04i20/18 Page 1 of 1 Page lD #:47 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

Alexandria, VA 22313-1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Central District of California on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
4/20/2018 Central District of California 

PLAINTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC AMERICAN AIRLINES GROUP, INC. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 RE46,459 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I (BY) DEPUTY CLERK 

Copy I-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 
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Case 2:18-cv~03352-AG-JDE Document 3 Filed 04i20/18 Page 1 of 1 Page lD #:48 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

Alexandria, VA 22313-1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Central District of California on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
4/20/2018 Central District of California 

PLAINTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC BRITISH AIRWAYS, PLC 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 RE46,459 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I (BY) DEPUTY CLERK 

Copy I-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 
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Case 2:18-cv~03353-AG-JDE Document 3 Filed 04i20/18 Page 1 of 1 Page lD #:48 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

Alexandria, VA 22313-1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Central District of California on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
2:18-cv-03353 4/20/2018 Central District of California 

PLAINTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC EMIRATES; and THE EMIRATES GROUP 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 RE46,459 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I (BY) DEPUTY CLERK 

Copy I-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 
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Case 2:18-cv~03354-AG-JDE Document 3 Filed 04i20/18 Page 1 of 1 Page lD #:48 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

Alexandria, VA 22313-1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Central District of California on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
4/20/2018 Central District of California 

PLAINTIFF DEFENDANT 

LINKSMART WIRELESS TECHNOLOGY, LLC DELTA AIR LINES, INC. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 RE46,459 6/27/2017 LINKSMART WIRELESS TECHNOLOGY, LLC 

2 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I (BY) DEPUTY CLERK 

Copy I-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO. 

14/691,246 06/27/2017 

40401 7590 06/07/2017 

Hershkovitz and Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 

RE46459 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

RE1341006 

Determination of Patent Term Extension or Adjustment under 35 U.S.C. 154 (b) 

1126 

A reissue patent is for "the unexpired part of the term of the original patent." See 35 U.S.C. 251. Accordingly, 
the above-identified reissue application is not eligible for Patent Term Extension or Adjustment under 35 
U.S.C. 154(b). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the 
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee 
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management 
(ODM) at (571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Koichiro Ikudome, Lomita, CA; 
Linksmart Wireless Technology, LLC, Pasadena, CA, Assignee (with 37 CFR 1.172 Interest); 
Moon Tai Yeung, Monrovia, CA; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 

IR103 (Rev. 10/09) Panasonic-1002 
Page 105 of 497



PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks l through 5 should be completed where 
appropnate. _t'\Jl furt..11er correspondence jncJuding the Patent, advance orders and notificatjon of maintenance fees \vjJl be n1a:ded to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address: and/or (b) indicating a separate "FEE ADDRESS" for 
rnaintenance fee notifications, 

Cl)RRENT CORRESPONDENCE ADDRESS (Note: lhe Block 1 foe any chJ11ge of Jddress) 

Note: l\ certificate of mailing can only be used for domestic rnailings of the 
Fee( s) TransmittaL This certificate cannot be used for any other accompanying 
papers. Each additional PflPff;_such as an assi1;nmenl or formal drawing, must 
have 1ts own cert1f1cate ot maJung or t.ransn11ss1on. 

4040J 7590 04/27/20 l 7 

Hershkovitz and Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 

APPLICATION NO. FILING DATE 

14/691,246 04/20/2015 

Certificate of Mailing or Transmission 
I hereby certify tJ1at this Pee(s) Transrnittal is being deposited wjth the United 
Stale'; Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSTJE FEE address above. or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

FlR.ST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Kojchiro Jkudome R.EJ 341006 1126 

TITLE OF INVENTION: USER SPECIFIC AUTOl\11'\TlC DATA REDIRECTION SYSTEM 

A.PPLN, T\Tf'E ENTITY STATTJS lSSTJE FEE DTJE 

non provisional f_TNDISCOlJNTED $960 

EXAMINER ARTTJNJT 

WORJLOI-:L JALATEE 3992 

Change of correspondence address or indication of "Fee Addressn (37 
CFR LJ63). 

0 Change of _c?rrespondence address ( or Change of Correspondence 
Address torn; PTO/SB/122) attached. 

0 "Fee Addres,;'" indication (or "Fee Address"' Indication form 
PTOiSB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FPE TOTAL FEE(S) D1JE DATEDLIE 

$0 $0 

CI,ASS-SlIBCLASS 

726-007000 

2. For printing on the patent front page, list 

(j) The names of up to 3 regjstered patent attorneys 
or agents OR, alternatively, 

(2) The rnune of a sjngle flnn (havjng as a rnernber a 
registered attorney or agenti and the names of up to 
2 registered patent attorneys or agents. If no narne is 
listed, no name will be printed. 

$960 07i27/2017 

1 Hershkovitz & Associates, PLLC 

2 Abe Hershkovitz .. 

] _______________ _ 

3. ASSIGNEE NA1"\fE A1,D RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLE_ASE NOTE: lJnless an assignee is identified beknv, no assignee data will appear on the patent. lf an assignee is identjfied below, the docnrrK:nt has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment 

(A) NA.cv1E OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

LINKSMA.RT \VIRELESS TECHNOLOGY, LLC PASADENA, CALIFORNIA 

Please check the appropriate assignee catego1y or categories (wi1J not be printed on the patent) : [) Indjvidual [[I Corporation or other private group entity O G-overrn:nent 

4a. The fol1owjng fee(s) are subrnitted: 

i:Jl:I Issue Fee 

[] Publication Fee (No small entity discount perrnitted) 

[) A_dvance Order - # of Copies __________ _ 

5. Chang<: in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR L29 

0 Applicant assertrng small entity status. See Tl CFR l .27 

[) A_p_plicant changing to regular undiscounted fee status. 

4b. Payment ofFee(s): (Pleas<: l.i:rst reapply any pi·evi<msly paid isrne fre shown above) 

0 A check is enclosed. 

llil Payment through EFS 
i:Jl:IThe director is hereby authorized to charge lhe required fee(s), any deficiency. or credits any 

overpayment. to Deposit Account Number . .SD-29.29 ........ ( enclose an extra copy of this form). 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payrnent in the rr1icro entity arnount will not be accepted at the risk of appHcatjon abandonment. 

;'.'.:!!)JJ;;_: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to rnicro entity status. 

_NOTE: Checking this box wiH be taken to be a notification of loss of entit1ernent to srnaH or rnicro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR L3l and l 33. See 37 CFR L4 for signature requirements and certifications. 

Authori1.ed Signature _____ LAhe_J:lers.hk(n,itz~I __________ _ 

Typed or printed name __ A_b_r_a_h_a_n_1_I-_l_e_r_sh_k_o_v_'i_t_z_, --------

PTOL-85 Part B (10-13) Approved for use through 10/31/2013. 

Page 2 of3 

0MB 0651-0033 

Date Ivfay 8. 2017 

Registration No, __ 4_5~,_2_9_4 ____________ _ 

US Palen! and Trademark Office; lJ.S. DEPARTMENT OF COMJ\,,fERCE 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 
(Based on USP 6,779,118) 

Conf. No. 1126 
RE Application Filed: April 20, 2015 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

COMMENTS ON STATEMENT OF REASONS FOR ALLOWANCE 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 23313-1450 

Honorable Commissioner: 

In response to the Notice of Allowability, mailed by the Patent and Trademark Office on 

April 27, 2017, and to the Statement of Reasons for Allowance attached thereto, Applicant 

wishes to clarify the record with respect to the basis for the patentability of claims in the present 

application. In this regard, while Applicant does not disagree with the Examiner's indication that 

certain identified features are not disclosed by the references, Applicant submits that each of the 

claims in the present application recites a particular combination of features, and that the basis 

for patentability of each of these claims is based on the totality of the particular features recited 

therein. 

The Examiner is invited to direct any questions to the undersigned practitioner at the 

contact information listed below. 

Date: May 8, 2017 

HERSHKOVITZ & ASSOCIATES, PLLC 
2845 Duke Street 
Alexandria, VA 22314 
Telephone 703-370-4800 
Facsimile 703-370-4809 

RE1341006-A11; AH/era 

Respectfully submitted, 
LINKSMART WIRELESS TECHNOLOGY, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Reg. No. 45,294 
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Electronic Patent Application Fee Transmittal 

Application Number: 14691246 

Filing Date: 20-Apr-2015 

Title of Invention: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

First Named Inventor/Applicant Name: Koichiro lkudome 

Filer: Abraham Hershkovitz/Camelia Rusu 

Attorney Docket Number: RE1341006 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

UTILITY APPL ISSUE FEE 1501 1 960 960 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 960 
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Electronic Acknowledgement Receipt 

EFSID: 29151037 

Application Number: 14691246 

International Application Number: 

Confirmation Number: 1126 

Title of Invention: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

First Named Inventor/Applicant Name: Koichiro lkudome 

Customer Number: 40401 

Filer: Abraham Hershkovitz/Camelia Rusu 

Filer Authorized By: Abraham Hershkovitz 

Attorney Docket Number: RE1341006 

Receipt Date: 08-MA Y-2017 

Filing Date: 20-APR-2015 

Time Stamp: 23:50:38 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $960 

RAM confirmation Number 050917INTEFSW23521000 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

188431 

1 Transmittal Letter 
RE1341006-A 11_ Transmittal. 

no 1 
pdf 

4 71ef9e0bf7fc24736efe822a4fd9044b21 cl 
d7f 

Warnings: 

Information: 

198457 

2 Issue Fee Payment (PTO-85B) 
RE1341006-

1 
A 11 _PTOL-85_Issue_Fee.pdf 

no 
618573bcda78c61 a905083c436060d6e3e3 

dfb60 

Warnings: 

Information: 

90219 

RE1341006-
3 Miscellaneous Incoming Letter All _Comments_Reasons - Allo no 1 

wance.pdf cl 4d94a0763bd3bebf69b00cf1 742c5bb1 a 
ea57 

Warnings: 

Information: 

30642 

4 Fee Worksheet (5B06) fee-info.pdf no 2 
3dc6b97c345ef25ba531 b8312dc525afb21 

b7a94 

Warnings: 

Information: 

Total Files Size (in bytes) 507749 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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HERSHKOVITZ & AS SOCIA TES, PLLC 
2845 DUKE STREET, ALEXANDRIA, VA 22314 
TEL. 703-370-4800 ~ FACSIMILE 703-370-4809 

patent@hershkovitz.net ~ www .hershkovitz.net 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 Conf. No. 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Honorable Commissioner: 

Transmitted herewith is/are ISSUE FEE PAYMENT, FORM PTOL-85 PART 8- FEE(S) 
and COMMENTS ON STATEMENT OF REASONS FOR ALLOWANCE in connection with 
the above-captioned matter. 

The fee has been calculated as shown below: 
Claims After No. of Claims Presen Small Entity Large Entity 
Amendment Previously t 

Paid Extra 
Rate Fee Rate Fee 

*Total Claims: X $40= $ X $80= $ 
**I ndep. Claims: x$210= $ x$420= $ 
Issue Fee $ $960.00 

Total: $ Total: $960.00 
.X. Fee Payment made through EFS. 
_ Payment is made herewith by Credit Card (see attached Form PTO-2038) . 
.X... The Director is hereby authorized to charge all fees, including those under 37 CFR 
§§1.16 and 1.17, which are required for entry of the papers submitted herewith, and any 
fees which may be required to maintain pendency of this application, to Deposit Account 
No. 50-2929 . 
.X. The Director is hereby authorized to charge all fees under 37 CFR § 1.18 which may be 
required to maintain pendency and complete issuance of this application to Deposit Account 
No. 50-2929. 

Respectfully submitted, 
Linksmart Wireless Technology, LLC 

Date: May 8, 2017 /Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 

RE1341006-A11; AH/era 

Panasonic-1002 
Page 113 of 497



UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

40401 7590 04/27/2017 

Hershkovitz and Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 

APPLICATION NO. FILING DATE 

14/691,246 04/20/2015 

FIRST NAMED INVENTOR 

Koichiro Ikudome 

TITLE OF INVENTION: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

EXAMINER 

WORJLOH, JALATEE 

ART UNIT PAPER NUMBER 

3992 

DATE MAILED: 04/27/2017 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

RE1341006 1126 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional UNDISCOUNTED $960 $0 $0 $960 07/27/2017 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

IL PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

40401 7590 04/27/2017 

Hershkovitz and Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 

APPLICATION NO. FILING DATE 

14/691,246 04/20/2015 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Koichiro Ikudome RE1341006 1126 

TITLE OF INVENTION: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $960 

EXAMINER ART UNIT 

WORJLOH, JALATEE 3992 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0 $0 

CLASS-SUBCLASS 

726-007000 

2. For printing on the patent front page, list 

(I) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$960 07/27/2017 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order - # of Copies _________ _ 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PTO-2038 is attached. 

0 The director is hereby authorized to charge the required fee( s ), any deficiency, or credits any 
overpayment, to Deposit Account Number ( enclose an extra copy of this form). 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _______________________ _ 

Typed or printed name ______________________ _ 

PTOL-85 Part B (10-13) Approved for use through 10/31/2013. 

Page 2 of3 

0MB 0651-0033 

Date ____________________ _ 

Registration No. ________________ _ 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

14/691,246 04/20/2015 

40401 7590 04/27/2017 

Hershkovitz and Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 

FIRST NAMED INVENTOR 

Koichiro Ikudome 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

RE1341006 1126 

EXAMINER 

WORJLOH, JALATEE 

ART UNIT PAPER NUMBER 

3992 

DATE MAILED: 04/27/2017 

Determination of Patent Term Extension or Adjustment under 35 U.S.C. 154 (b) 

A reissue patent is for "the unexpired part of the term of the original patent." See 35 U.S.C. 251. Accordingly, the 
above-identified reissue application is not eligible for Patent Term Extension or Adjustment under 35 U.S.C. 154(b). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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PTOL-85 (Rev. 02/11) Panasonic-1002 

Page 116 of 497



0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and 
Budget approval before requesting most types of information from the public. When 0MB approves an agency 
request to collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration 
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the 
agency to inform the public about the 0MB Control Number's legal significance in accordance with 5 CFR 
1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary 
depending upon the individual case. Any comments on the amount of time you require to complete this form 
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT 
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to 
respond to a collection of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and 
Trademark Office may not be able to process and/or examine your submission, which may result in termination of 
proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is required 
by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to 
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority 
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations 
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. 
Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication 
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the 
record was filed in an application which became abandoned or in which the proceedings were terminated 
and which application is referenced by either a published application, an application open to public 
inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Application No. 
14/691,246 

Applicant(s) 
IKUDOME ET AL. 

Notice of Allowability Examiner 
Jalatee Worjloh 

Art Unit 
3992 

AIA (First Inventor to File) 
Status 

No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. 1:8] This communication is responsive to 12/25/2016. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. 1:8] The allowed claim(s) is/are 91-133. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) D All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6. • DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

2. 1:8] Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date 12/25/2016 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. D Interview Summary (PTO-413), 
Paper No./Mail Date __ . 

/Jalatee Worjloh/ 
Primary Examiner, Art Unit 3992 

U.S. Patent and Trademark Office 

PTOL-37 (Rev. 08-13) 
20170405 

5. D Examiner's Amendment/Comment 

6. 1:8] Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

Notice of Allowability Part of Paper No./Mail Date 
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Application/Control Number: 14/691,246 

Art Unit: 3992 

DETAILED ACTION 

Page 2 

This Office action is responsive to the response filed December 25, 2016. Claims 91-133 

are pending. 

Allowable Subject Matter 

Claims 91-133 are allowed. 

The following is an examiner's statement ofreasons for allowance: 

The prior art of record fails to teach the redirection server is configured to automatically 

modify at least a portion of the rule set while the rule set is correlated to the temporarily assigned 

network address, wherein the rule set contains at least one of a plurality of functions used to 

control data passing between the user and a public network as recited in independent claim 91. 

Independent claims 92-98, 100-111, and 126 recites similar language. 

Any comments considered necessary by applicant must be submitted no later than the 

payment of the issue fee and, to avoid processing delays, should preferably accompany the issue 

fee. Such submissions should be clearly labeled "Comments on Statement of Reasons for 

Allowance." 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Jalatee Worjloh whose telephone number is (571)272-6714. The 

examiner can normally be reached on Monday - Friday 10:00 - 6:30. 

Examiner interviews are available via telephone, in-person, and video conferencing using 

a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is 

encouraged to use the USPTO Automated Interview Request (AIR) at 

http://www.uspto.gov/interviewpractice. 
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Application/Control Number: 14/691,246 

Art Unit: 3992 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Woo Choi can be reached on ( 571) 272-4179. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Page 3 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

like assistance from a USPTO Customer Service Representative or access to the automated 

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Jalatee Worjloh/ 
Primary Examiner, Art Unit 3992 

Conferees: 

IC. S./ 
Primary Examiner, Art Unit 3992 

/WHC/ 
SPE, Art Unit 3992 
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Search Strategy 
Databases: China Patents Fulltext, Derwent World Patents Index®, European Patents Fulltext, Germany 

Patents Fulltext, Japan Patents Fulltext, Korea Patents Fulltext, United States Patents Fulltext, WIPO PCT 

Patents Fulltext 

Set# Searched for Results 

S1 ((rule OR permission) P/1 (set OR base OR definition)) OR ruleset OR rule 110875214 

S2 s1 N/5 (modif* OR alter* OR adjust* OR amend* OR adapt* OR chang* OR 463078 

config* OR switch$4 OR manipulat*) 

S3 server OR provider 60052210 

S4 (redirect* OR (re P/0 direct*) OR forwarding) P/1 s3 12243 

S5 s4 N/15 s2 37 

S6 (network OR IP OR (internet P/0 protocol) OR internet) P/1 address* 898109 

S7 s6 N/3 (temporar* OR temp OR shortterm* OR (short P/0 (term OR lived)) OR 9622 

interim* OR provisional* OR transien* OR transitory*) 

S8 s1 N/10 (correspond* OR correlat* OR relat* OR match$4 OR map OR mapped 30 

OR mapping OR associat* OR connect* OR link$4) N/10 s7 

S9 s5 AND s8 7 

S10 s9 AND APDA(<=1998) 5 

S11 s9 AND APDA(<=1998) 10 

S12 (access* OR allow* OR permit* OR permission* OR open$4 OR launch* OR 1668372* 

enter$3) N/3 (service OR location) 

S13 s1 N/10 s12 14014* 

S14 s5 AND s13 30 

S15 s14 NOT s9 30 

S16 s15 AND APDA(<=1998) 10 

S17 s2 AND s4 AND (s8 OR s13) 38° 

S18 s17 NOT (s9 OR s14) 36° 

S19 s18 AND APDA(<=1998) 20 

S20 s5 NOT (s9 OR s14 OR s17) 19° 

S21 s20 AND APDA(<=1998) oo 

S22 s2 N/100 s4 770 

S23 s22 NOT (s9 OR s14 OR s17) 67° 

S24 s23 AND APDA(<=1998) go 

04 April 2017 Page 1 of 2 ProQuest 
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Search Strategy 
Databases: ABI/INFORM® Professional Advanced, Abstracts in New Technology & Engineering, Ei 

Compendex®, Gale Group Computer Database TM, Gale Group New Product Announcements/ Plus®, Gale 

Group Newsletter Database™, Gale Group PROMT®, lnspec®, NTIS: National Technical Information 

Service, ProQuest Advanced Tech & Aerospace Professional, SciSearch®: a Cited Reference Science 

Database, UBM Computer Full Text 

Set# Searched for 

S1 ((rule OR permission) P/1 (set OR base OR definition)) OR ruleset OR rule 

S2 s1 N/5 (modif* OR alter* OR adjust* OR amend* OR adapt* OR chang* OR 

config* OR switch$4 OR manipulat*) 

S3 server OR provider 

S4 (redirect* OR (re P/0 direct*) OR forwarding) P/1 s3 

S5 s4 N/20 s2 

S6 (network OR IP OR (internet P/0 protocol) OR internet) P/1 address* 

S7 s6 N/3 (temporar* OR temp OR shortterm* OR (short P/0 (term OR lived)) OR 

interim* OR provisional* OR transien* OR transitory*) 

SB s1 N/30 (correspond* OR correlat* OR relat* OR match$4 OR map OR mapped 

OR mapping OR associat* OR connect* OR link$4) N/30 s7 

S9 s5 AND s8 

S10 (access* OR allow* OR permit* OR permission* OR open$4 OR launch* OR 

enter$3) N/3 (service OR location) 

S11 s1 N/10 s10 

S12 s5 AND s11 

S13 s12 AND YR(<=1998) 

S14 s2 AND s4 AND (s8 OR s13) 

S15 s2 AND s4 

S16 (s14 OR s15) NOT s12 

S17 s16 AND YR(<=1998) 

S18 au.exact("ikudome, k" OR "ikudome, k." OR "ikudome, koichiro" OR "yeung, m" 

OR "yeung, mt" OR "yeung, m." OR "yeung, m. t." OR "yeung, moon tai") 

S19 s2 AND s3 AND s18 

* Duplicates are removed from the search, but included in the result count. 
0 Duplicates are removed from the search and from the result count. 

04 April 2017 Page 2 of 2 

Results 

7685046* 

640522* 

25768373* 

893° 

12° 

268185* 

609° 

40 

oo 

3205135* 

9915* 

10 

10 

10 

12° 

11° 

20 

209° 

oo 

ProQuest 
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Receipt date: 12/25/2016 

Form PTO-1449 Complete if Known 
Substitute for Form PTO/SB/08 

Application Number 14/691,246 

INFORMATION DISCLOSURE 
Filing Date April 20, 2015 
First Named Inventor Koichiro I kudome 

STATEMENT BY APPLICANT Art Unit 3992 
(Use as many sheets as necessary) Examiner Name Jalatee Worjloh 

Sheet 1 I of I 1 Attorney Docket Number RE1341006 
U.S. PATENT DOCUMENTS 

Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, 
Initials* No. 1 MM-DD-YYYY Applicant of Cited Document Where Relevant Passages 

Number-Kind Code2 (if or Relevant Figures 

known) Appear 

AA 
AB 
AC 
AD 
AE 

FOREIGN PATENT DOCUMENTS 
Examiner Cite Foreign Patent Document Publication Date Name of Patentee or Applicant of Cited Document 
Initials* No. 1 MM-DD-YYYY 

Country Code3 -Number 4 
-

Kind Code5 (if known) 

BA DE 699 41 540 C5 06/02/2016 Linksmart Wireless Technology LLC 
BB 
BC 
BD 
BE 

NON PATENT LITERATURE DOCUMENTS 
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 
Initials* No. 1 (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), 

publisher, city and/or country where published. 

CA 

CB 

cc 

CD 

CE 

CF 

Examiner Date Considered 
Signature /JALATEE WORJLOH/ 03/23/2017 

*EXAMINER: Draw line through citation if not in conformance and not considered. Include signed copy of this form to 
indicate consideration and entry of non-lined-through references with next Communication to Applicant. 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /J.W/ 
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UNITED STATES PATENT AND TRADEMARK OFFICE Application No. Art Unit: 

Reissue Terminal Disclaimer 
! 14-/(i~1,24(i J ,~~92 . . . . . . . . . . . . . . . . I 

Examiner: 

Review Form [Jalatee.~e>rjloh ................................................................................ 1 

The Maintenance fee status is: 
Original Patent Number of 
Patent to be Reissued is: !6779118 I 

(e' up to date. 

,-. not up to date. 
' . (Consult with SPRS) 

Is there a terminal disclaimer filed and accepted during the prosecution of (i) the current reissue application, (ii) the 
underlying patent, and/or (iii) reexamination proceeding(s) of the underlying patent? 

l'.i:• NO 

(' YES (Complete the rest of the form) 

This reissue patent is subject to Terminal Disclaimer(s) that was/were: 

• filed and accepted (DISQ or DISQ.E.FILE) during the prosecution of the current reissue application. 
(Enter terminal disclaimer(s) filing date(s) below). 

,. 2. 3. 

The underlying patent of the current reissue application is subject to Terminal Disclaimer(s) that was/were: 

• accepted (DISQ or DISQ.E.FILE) and of record in the prosecution of the underlying patent and/or reexamination 

proceeding(s) of the underlying patent. (Enter application/control no(s) and terminal disclaimer(s) filing date(s) below). 

,. 2. 3. 

(Examiner's note: Assign Doc Code "REIS.REVFORM" to this form.) 
U.S. Patent and Trademark Office Last revised: 12/2016 
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BIB DATA SHEET 

Page 1 of 1 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

CONFIRMATION NO. 1126 

SERIAL NUMBER FILING or 371 (c) CLASS GROUP ART UNIT ATTORNEY DOCKET 
DATE NO. 

14/691,246 04/20/2015 726 3992 RE1341006 

RULE 

APPLICANTS 
Linksmart Wireless Technology, LLC, Pasadena, CA, Assignee (with 37 CFR 1.172 Interest); 

INVENTORS 
Koichiro lkudome, Lomita, CA; 
Moon Tai Yeung, Monrovia, CA; 

** CONTINUING DATA ************************* 
This application is a REI of 09/295,966 04/21/1999 PAT 6779118 

which claims benefit of 60/084,014 05/04/1998 

** FOREIGN APPLICATIONS ************************* 

** IF REQUIRED, FOREIGN FILING LICENSE GRANTED ** 
04/23/2015 

Foreign Priority claimed D Yes llNo STATE OR SHEETS TOTAL INDEPENDENT 
35 USC 119(a-d) conditions met D Yes ll No O Metafter 

Allowance COUNTRY DRAWINGS CLAIMS CLAIMS 
Verified and /JALATEE 

CA 1 43 15 WORJLOH/ 
Acknowledged Examiner's Signature Initials 

ADDRESS 

Hershkovitz and Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 
UNITED STATES 

TITLE 

USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

0 All Fees 

FEES: Authority has been given in Paper 
• 1.16 Fees (Filing) 

FILING FEE • 1.17 Fees (Processing Ext. of time) 
RECEIVED No. to charge/credit DEPOSIT ACCOUNT 

9920 No. for following: • 1.18 Fees (Issue) 

• Other 

• Credit 

BIB (Rev. 05/07). 
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Issue Classification 

CPC 

Symbol 

H04L IM o6 

H04L IM os 

CPC Combination Sets 

Symbol 

NONE 

(Assistant Examiner) 

/JALATEE WORJLOH/ 
Primary Examiner.Art Unit 3992 

(Primary Examiner) 

U.S. Patent and Trademark Office 

Application/Control No. 

14691246 

Examiner 

JALATEE WORJLOH 

Applicant(s)/Patent Under Reexamination 

IKUDOME ET AL. 

Art Unit 

3992 

Type 

(Date) 

04/05/2017 

(Date) 

Set 

Type Version 

F 2013-01-01 

A 2013-01-01 

Ranking Version 

Total Claims Allowed: 

43 

O.G. Print Claim(s) O.G. Print Figure 

91 1 

Part of Paper No. 20170405 
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Issue Classification 
Application/Control No. 

14691246 

Examiner 

JALATEE WORJLOH 

US ORIGINAL CLASSIFICATION 

CLASS SUBCLASS 

726 7 H 

CROSS REFERENCE($) 

CLASS SUBCLASS {ONE SUBCLASS PER BLOCK) 

726 14 

705 50 51 80 

NONE 

(Assistant Examiner) 

/JALATEE WORJLOH/ 
Primary Examiner.Art Unit 3992 

(Primary Examiner) 

U.S. Patent and Trademark Office 

0 4 L 

Applicant(s)/Patent Under Reexamination 

IKUDOME ET AL. 

Art Unit 

3992 

INTERNATIONAL CLASSIFICATION 

CLAIMED NON-CLAIMED 

29 I 06 (2006.01.01) 

Total Claims Allowed: 

43 
(Date) 

04/05/2017 O.G. Print Claim(s) O.G. Print Figure 

(Date) 91 1 

Part of Paper No. 20170405 
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Issue Classification 
Application/Control No. 

14691246 

Examiner 

JALATEE WORJLOH 

~ Claims renumbered in the same order as presented by applicant 

Final Original Final Original Final Original Final Original 

NONE 

(Assistant Examiner) 

/JALATEE WORJLOH/ 
Primary Examiner.Art Unit 3992 

(Primary Examiner) 

U.S. Patent and Trademark Office 

• 
Final 

Applicant(s)/Patent Under Reexamination 

IKUDOME ET AL. 

Art Unit 

3992 

CPA • 
Original Final 

(Date) 

04/05/2017 

(Date) 

T.D. • R.1.47 

Original Final Original Final Original 

Total Claims Allowed: 

43 

O.G. Print Claim(s) O.G. Print Figure 

91 1 

Part of Paper No. 20170405 
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Application/Control No. Applicant(s)/Patent Under 
Reexamination 

Index of Claims 14691246 IKUDOME ET AL. 

Examiner Art Unit 

JALATEE WORJLOH 3992 

✓ Rejected Cancelled N Non-Elected A Appeal 

-- Allowed Restricted Interference 0 Objected 

~ Claims renumbered in the same order as presented by applicant • CPA • T.D. • R.1.47 

CLAIM DATE 
Final Original 10/07/2016 04/05/2017 

91 ✓ = 

92 ✓ = 

93 ✓ = 

94 ✓ = 

95 ✓ = 

96 ✓ = 

97 ✓ = 

98 ✓ = 

99 ✓ = 

100 ✓ = 

101 ✓ = 

102 ✓ = 

103 ✓ = 

104 ✓ = 

105 ✓ = 

106 ✓ = 

107 ✓ = 

108 ✓ = 

109 ✓ = 

110 ✓ = 

111 ✓ = 

112 ✓ = 

113 ✓ = 

114 ✓ = 

115 ✓ = 

116 ✓ = 

117 ✓ = 

118 ✓ = 

119 ✓ = 

120 ✓ = 

121 ✓ = 

122 ✓ = 

123 ✓ = 

124 ✓ = 

125 ✓ = 

126 ✓ = 

U.S. Patent and Trademark Office Part of Paper No. : 20170405 
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Application/Control No. Applicant(s)/Patent Under 
Reexamination 

Index of Claims 14691246 IKUDOME ET AL. 

Examiner Art Unit 

JALATEE WORJLOH 3992 

✓ Rejected Cancelled N Non-Elected A Appeal 

= Allowed Restricted Interference 0 Objected 

~ Claims renumbered in the same order as presented by applicant • CPA • T.D. • R.1.47 

CLAIM DATE 
Final Original 10/07/2016 04/05/2017 

127 ✓ = 

128 ✓ = 

129 ✓ = 

130 ✓ = 

131 ✓ = 

132 ✓ = 

133 ✓ = 

U.S. Patent and Trademark Office Part of Paper No. : 20170405 
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EAST Search History 

EAST Search History 

EAST Search History (Prior Art} 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 

Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

AMENDMENT UNDER 37 CFR §1.173 AND 
STATEMENT OF SUBSTANCE OF INTERVIEW 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313 1450 

Honorable Commissioner: 

In response to the Office Action mailed October 28, 2016 in the present Reissue 

Application No. 14/691,246 filed on April 20, 2015 for USP 6,779,118 ("the '118 Patent"), 

Patent Owner respectfully submits the following amendments and remarks. 

Insofar as the Office Action improperly set a one month period for response, as well 

as improperly indicated that the due date for response could be extended only with "clear 

justification" under 37 CFR §1.136(b), this Amendment is submitted under a Petition for 

Extension of Time for one month, to December 28, 2016, that was granted by the Office on 

November 25, 2016. Accordingly, this Amendment is timely filed, and no further extension 

or fee is believed to be necessary for entry and consideration of this paper. 

Panasonic-1002 
Page 135 of 497



RE1341006.A10 

In the Claims: 

The following listing of claims is intended to replace the listing of claims presented in 

the Preliminary Amendment filed with the present Reissue Application on April 20, 2015, 

and the listing of claims presented in the Supplemental Preliminary Amendment filed on 

October 27, 2015 that was filed in response to the Order to Show Cause (OSC) mailed on 

September 4, 2015. 

1. (Cancelled in Prior Reexamination Proceedings) 

&.- (Cancelled) The system of claim 1, '.¥herein the redirection seri.ier further provides control 

over a plurality of data to and from the users' computers as a function of the individualized 

rule set. 

~ (Cancelled) The system of claim 1, 1Nherein the redirection server further blocks the data 

to and from the users' computers as a function of the individualized rule set. 

4- (Cancelled) The system of claim 1, 'A'herein the redirection server further allm1vs the data 

to and from the users' computers as a function of the individualized rule set. 

a:- (Cancelled) The system of claim 1, 1Nherein the redirection server further redirects the 

data to and from the users' computers as a function of the individualized rule set. 

e:- (Cancelled) The system of claim 1, 1Nherein the redirection server further redirects the 

data from the users' computers to multiple destinations as a function of the individualized 

rule set. 

7-,. (Cancelled) The system of claim 1, wherein the database entries for a plurality of the 

plurality of users' I Os are correlated 'A'ith a common individualized rule set. 

8. (Cancelled in Prior Reexamination Proceedings) 

2 
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9,. (Cancelled) Ths method of claim 8, further including ths stsp of controlling a plurality of 

data to and from ths users' computers as a function of ths individualized ruls sst. 

4Q.,. (Cancelled) Ths method of claim 8, further including ths stsp of blocking ths data to and 

from ths users' computers as a function of ths individualized ruls sst. 

44-,. (Cancelled) Ths method of claim 8, further including ths stsp of alloi.Ying ths data to and 

from ths users' computers as a function of ths individualized ruls sst. 

4&. (Cancelled) Ths method of claim 8, further including ths stsp of rsdirscting ths data to 

and from ths users' computers as a function of ths individualized ruls sst. 

~ (Cancelled) Ths method of claim 8, further including ths stsp of rsdirscting ths data from 

ths users' computers to multiple destinations a function of ths individualized ruls sst. 

44- (Cancelled) Ths method of claim 8, further including ths stsp of creating database 

sntriss for a plurality of ths plurality of users' I Os, ths plurality of users' ID further being 

corrslatsd 1,ivith a common individualized ruls sst. 

15. (Cancelled in Prior Reexamination Proceedings) 

4-&.- (Cancelled) A system comprising: 

a rsdirsction ssrvsr programmed 1,ivith a user's ruls sst corrslatsd to a temporarily 

assigned network address; 

whsrsin ths ruls sst contains at least ans of a plurality of functions ussd to control 

data passing bst1Jvssn ths user and a public nst1Jvork; 

whsrsin ths rsdirsction ssrvsr is configured to allow automated modification of at 

least a portion of ths ruls sst corrslatsd to ths temporarily assigned nst1,ivork address; 

1,ivhsrsin ths rsdirsction ssrvsr is configured to allo1Jv automated modification of at 

least a portion of ths ruls sst as a function of soms combination of tims, data transmitted to 

or from ths user, or location ths user accsssss; and 

3 
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1.o1hsrsin ths rsdirsction ssrvsr is configured to allmY modification of at least a portion 

of ths ruls sst as a function of tims. 

4+.- (Cancelled) A system comprising: 

a rsdirsction ssrvsr programmed with a user's ruls sst corrslatsd to a temporarily 

assigned nstvvork address; 

whsrsin ths ruls sst contains at least ans of a plurality of functions ussd to control 

data passing bstwssn ths user and a public network; 

1Nhsrsin ths rsdirsction ssrvsr is configured to allovv automated modification of at 

least a portion of ths ruls sst corrslatsd to ths temporarily assigned network address; 

1Nhsrsin ths rsdirsction ssrvsr is configured to allovv automated modification of at 

least a portion of ths ruls sst as a function of soms combination of tims, data transmitted to 

or from ths user, or location ths user accsssss; and 

1Nhsrsin ths rsdirsction ssrvsr is configured to allo1N modification of at least a portion 

of ths ruls sst as a function of ths data transmitted to or from ths user . 

.:i..g,. (Cancelled) A system comprising: 

a rsdirsction ssrvsr programmed 1Nith a user's ruls sst corrslatsd to a temporarily 

assigned network address; 

1Nhsrsin ths ruls sst contains at least ans of a plurality of functions ussd to control 

data passing bstwssn ths user and a public network; 

whsrsin ths rsdirsction ssrvsr is configured to allow automated modification of at 

least a portion of ths ruls sst corrslatsd to ths temporarily assigned nst1Nork address; 

whsrsin ths rsdirsction ssrvsr is configured to allow automated modification of at 

least a portion of ths ruls sst as a function of soms combination of tims, data transmitted to 

or from ths user, or location ths user accsssss; and 

whsrsin ths rsdirsction ssrvsr is configured to allow modification of at least a portion 

of ths ruls sst as a function of ths location or locations ths user accsssss. 

49,. (Cancelled) A system comprising: 

a rsdirsction ssrvsr programmed 1Nith a user's ruls sst corrslatsd to a temporarily 

assigned nstvvork address; 

4 
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1.o1hsrsin ths ruls sst contains at least ans of a plurality of functions ussd to control 

data passing bsti.o.issn ths user and a public network; 

1Nhsrsin ths rsdirsction ssrvsr is configured to allo1Jv automated modification of at 

least a portion of ths ruls sst corrslatsd to ths temporarily assigned network address; 

whsrsin ths rsdirsction ssri.isr is configured to allow automated modification of at 

least a portion of ths ruls sst as a function of soms combination of tims, data transmitted to 

or from ths user, or location ths user accsssss; and 

whsrsin ths rsdirsction ssrvsr is configured to allow ths removal or rsinstatsmsnt of 

at least a portion of ths ruls sst as a function of tims. 

~ (Cancelled) A system comprising: 

a rsdirsction ssrvsr programmed 1Nith a user's ruls sst corrslatsd to a temporarily 

assigned network address; 

1Nhsrsin ths ruls sst contains at least ans of a plurality of functions ussd to control 

data passing bst1Jvssn ths user and a public nst1Jvork; 

whsrsin ths rsdirsction ssrvsr is configured to allow automated modification of at 

least a portion of ths ruls sst corrslatsd to ths temporarily assigned nst1Nork address; 

1Nhsrsin ths rsdirsction ssrvsr is configured to allo1Jv automated modification of at 

least a portion of ths ruls sst as a function of soms combination of tims, data transmitted to 

or from ths user, or location ths user accsssss; and 

whsrsin ths rsdirsction ssrvsr is configured to allow ths removal or rsinstatsmsnt of 

at least a portion of ths ruls sst as a function of ths data transmitted to or from ths user. 

~ (Cancelled) A system comprising: 

a rsdirsction ssrvsr programmed with a user's ruls sst corrslatsd to a temporarily 

assigned nst1Jvork address; 

whsrsin ths ruls sst contains at least ans of a plurality of functions ussd to control 

data passing bst1Jvssn ths user and a public nst1Jvork; 

1Nhsrsin ths rsdirsction ssrvsr is configured to allo1Jv automated modification of at 

least a portion of ths ruls sst corrslatsd to ths temporarily assigned network address; 

5 
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1.o1hsrsin ths rsdirsction ssri.isr is configured to allmY automated modification of at 

least a portion of ths ruls sst as a function of soms combination of tims, data transmitted to 

or from ths user, or location ths user accsssss; and 

whsrsin ths rsdirsction ssrvsr is configured to allow ths removal or rsinstatsmsnt of 

at least a portion of ths ruls sst as a function of ths location or locations ths user accsssss. 

~ (Cancelled) A system comprising: 

a rsdirsction ssrvsr programmed with a user's ruls sst corrslatsd to a temporarily 

assigned nst1Jvork address; 

whsrsin ths ruls sst contains at least ans of a plurality of functions ussd to control 

data passing bst1Jvssn ths user and a public nst1Jvork; 

1Nhsrsin ths rsdirsction ssrvsr is configured to allo1Jv automated modification of at 

least a portion of ths ruls sst corrslatsd to ths temporarily assigned network address; 

1Nhsrsin ths rsdirsction ssrvsr is configured to allo1Jv automated modification of at 

least a portion of ths ruls sst as a function of soms combination of tims, data transmitted to 

or from ths user, or location ths user accsssss; and 

1Nhsrsin ths rsdirsction ssrvsr is configured to allrnN ths removal or rsinstatsmsnt of 

at least a portion of ths ruls sst as a function of soms combination of tims, data transmitted 

to or from ths user, or location or locations ths user accsssss. 

& (Cancelled) A system comprising: 

a rsdirsction ssrvsr programmed with a user's ruls sst corrslatsd to a temporarily 

assigned nst1Jvork address; 

whsrsin ths ruls sst contains at least ans of a plurality of functions ussd to control 

data passing bstwssn ths user and a public network; 

1Nhsrsin ths rsdirsction ssrvsr is configured to allo1Jv automated modification of at 

least a portion of ths ruls sst corrslatsd to ths temporarily assigned network address; 

1Nhsrsin ths rsdirsction ssrvsr is configured to allo1Jv automated modification of at 

least a portion of ths ruls sst as a function of soms combination of tims, data transmitted to 

or from ths user, or location ths user accsssss; and 

1Nhsrsin ths rsdirsction ssrvsr has a user sids that is connsctsd to a computer using 

ths temporarily assigned nst1Jvork address and a nst1Jvork sids connsctsd to a computer 
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nsti.York and whsrsin ths computer using ths temporarily assigned network address is 

connsctsd to ths computer network through ths rsdirsction ssrvsr. 

~ (Cancelled) Ths system of claim 23 whsrsin instructions to ths rsdirsction ssrvsr to 

modify ths ruls sst ars rscsivsd by ans or mars of ths user sids of ths rsdirsction ssrvsr 

and ths nstvvork sids of ths rsdirsction ssrvsr. 

25. (Cancelled in Prior Reexamination Proceedings) 

2&.- (Cancelled) Ths method of claim 25, further including ths stsp of modifying at least a 

portion of ths user's ruls sst as a function of ans or mars of: tims, data transmitted to or 

from ths user, and location or locations ths user accsssss. 

n (Cancelled) Ths method of claim 25, further including ths stsp of removing or reinstating 

at least a portion of ths user's ruls sst as a function of ans or mars of: tims, ths data 

transmitted to or from ths user and a location or locations ths user accsssss. 

2,g,. (Cancelled) Ths system of claim 1, 1Nhsrsin ths individualized ruls sst includes at least 

ans ruls as a function of a typs of IP (lntsrnst Protocol) ssrvics. 

2-9,. (Cancelled) Ths system of claim 1, whsrsin ths individualized ruls sst includes an initial 

temporary ruls sst and a standard ruls sst, and whsrsin ths rsdirsction ssrvsr is configured 

to utilize ths temporary ruls sst for an initial period of tims and to thsrsaftsr utilize ths 

standard ruls sst. 

~ (Cancelled) Ths system of claim 1, 1Nhsrsin ths individualized ruls sst includes at least 

ans ruls allowing access based on a rsqusst typs and a destination address. 

~ (Cancelled) Ths system of claim 1, 1Nhsrsin ths individualized ruls sst includes at least 

ans ruls rsdirscting ths data to a nsw destination address based on a rsqusst typs and an 

attsmptsd destination address. 
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~ (Cancelled) Ths method of claim 8, 1,o.<hsrsin ths indi1Jidualizsd ruls sst includes at least 

ans ruls as a function of a typs of IP (lntsrnst Protocol) ssrvics. 

~ (Cancelled) Ths method of claim 8, whsrsin ths indi1Jidualizsd ruls sst includes an initial 

temporary ruls sst and a standard ruls sst, and whsrsin ths rsdirsction ssrvsr is configured 

to utilize ths temporary ruls sst for an initial period of tims and to thsrsaftsr utilize ths 

standard ruls sst. 

M-:- (Cancelled) Ths method of claim 8, 1Nhsrsin ths individualized ruls sst includes at least 

ans ruls allowing access based on a rsqusst typs and a destination address. 

~ (Cancelled) Ths method of claim 8, 1Nhsrsin ths individualized ruls sst includes at least 

ans ruls rsdirscting ths data to a nsw 20 destination address based on a rsqusst typs and 

an attsmptsd destination address. 

~ (Cancelled) A system comprising: 

a rsdirsction ssrvsr programmed 1Nith a user's ruls sst corrslatsd to a temporarily 

assigned nst1Jvork address; 

whsrsin ths ruls sst contains at least ans of a plurality of functions ussd to control 

data passing bst1Jvssn ths user and a public nst1Jvork; 

whsrsin ths rsdirsction ssr1Jsr is configured to allow automated modification of at 

least a portion of ths ruls sst corrslatsd to ths temporarily assigned network address; 

1Nhsrsin ths rsdirsction ssrvsr is configured to allo1Jv automated modification of at 

least a portion of ths ruls sst as a function of soms combination of tims, data transmitted to 

or from ths user, or location ths user accsssss; and 

1Nhsrsin ths modified ruls sst includes at least ans ruls as a function of a typs of IP 

(lntsrnst Protocol) ssrvics. 

;?;+.,. (Cancelled) A system comprising: 

a rsdirsction ssr1Jsr programmed with a user's ruls sst corrslatsd to a temporarily 

assigned nst1Jvork address; 
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1.o1hsrsin ths ruls sst contains at least ans of a plurality of functions ussd to control 

data passing bsti.o.issn ths user and a public network; 

1Nhsrsin ths rsdirsction ssrvsr is configured to allo1Jv automated modification of at 

least a portion of ths ruls sst corrslatsd to ths temporarily assigned network address; 

whsrsin ths rsdirsction ssri.isr is configured to allow automated modification of at 

least a portion of ths ruls sst as a function of soms combination of tims, data transmitted to 

or from ths user, or location ths user accsssss; and 

whsrsin ths modified ruls sst includes an initial temporary ruls sst and a standard 

ruls sst, and 1Nhsrsin ths rsdirsction ssrvsr is configured to utilize ths temporary ruls sst for 

an initial period of tims and to thsrsaftsr utilize ths standard ruls sst. 

~ (Cancelled) A system comprising: 

a rsdirsction ssrvsr programmed with a user's ruls sst corrslatsd to a temporarily 

assigned nst1Jvork address; 

1Nhsrsin ths ruls sst contains at least ans of a plurality of functions ussd to control 

data passing bstwssn ths user and a public network; 

1Nhsrsin ths rsdirsction ssrvsr is configured to allo1Jv automated modification of at 

least a portion of ths ruls sst corrslatsd to ths temporarily assigned nst1Nork address; 

whsrsin ths rsdirsction ssrvsr is configured to allow automated modification of at 

least a portion of ths ruls sst as a function of soms combination of tims, data transmitted to 

or from ths user, or location ths user accsssss; and 

whsrsin ths modified ruls sst includes at least ans ruls allowing access based on a 

rsqusst typs and a destination address. 

~ (Cancelled) A system comprising: 

a rsdirsction ssrvsr programmed 1Nith a user's ruls sst corrslatsd to a temporarily 

assigned network address; 

1Nhsrsin ths ruls sst contains at least ans of a plurality of functions ussd to control 

data passing bst1Jvssn ths user and a public nst1Jvork; 

whsrsin ths rsdirsction ssrvsr is configured to allow automated modification of at 

least a portion of ths ruls sst corrslatsd to ths temporarily assigned nst1Nork address; 
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1.o1hsrsin ths rsdirsction ssri.isr is configured to allmY automated modification of at 

least a portion of ths ruls sst as a function of soms combination of tims, data transmitted to 

or from ths user, or location ths user accsssss; and 

whsrsin ths modified ruls sst includes at least ans ruls rsdirscting ths data to a nsw 

destination address based on a rsqusst typs and an attsmptsd destination address. 

4Q.,. (Cancelled) Ths method of claim 25, whsrsin ths modified ruls sst includes at least ans 

ruls as a function of a typs of IP (lntsrnst Protocol) ssrvics. 

44-,. (Cancelled) Ths method of claim 25, whsrsin ths modified ruls sst includes an initial 

temporary ruls sst and a standard ruls sst, and 1Nhsrsin ths rsdirsction ssrvsr is configured 

to utilize ths temporary ruls sst for an initial period of tims and to thsrsaftsr utilize ths 

standard ruls sst. 

42-:- (Cancelled) Ths method of claim 25, 1Nhsrsin ths modified ruls sst includes at least ans 

ruls allowing access based on a rsqusst typs and a destination address. 

~ (Cancelled) Ths method of claim 25, 1Nhsrsin ths modified ruls sst includes at least ans 

ruls rsdirscting ths data to a nsw destination address based on a rsqusst typs and an 

attsmptsd destination address. 

44- (Cancelled) A system comprising: 

a database 1Nith sntriss correlating sach of a plurality of user I Os 1Nith an 

individualized ruls sst; 

a dial up network ssrvsr that rscsivss user I Os from users' computers; 

a rsdirsction ssrvsr connsctsd bst1Nssn ths dial up nstvvork ssrvsr and a public 

network, and 

an authentication accounting ssrvsr connsctsd to ths database, ths dial up nst1Nork 

ssrvsr and ths rsdirsction ssrvsr; 

whsrsin ths dial up network ssrvsr communicates a first user ID for ans of ths users' 

computers and a temporarily assigned nstvvork address for ths first user ID to ths 

authentication accounting ssrvsr; 
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1.o1hsrsin ths authentication accounting ssrvsr accsssss ths database and 

communicates ths individualized ruls sst that corrslatss 1,vith ths first user ID and ths 

temporarily assigned nstvvork address to ths rsdirsction ssrvsr; and 

whsrsin data dirsctsd toward ths public network from ths ans of ths users' 

computers ars procssssd by ths rsdirsction ssrvsr according to ths individualized ruls sst. 

4-e-,. (Cancelled) Ths system of claim 44, whsrsin ths rsdirsction ssrvsr further provides 

control ovsr a plurality of data to and from ths users' computers as a function of ths 

individualized ruls sst. 

4-e-:- (Cancelled) Ths system of claim 44, 1Nhsrsin ths rsdirsction ssrvsr further blocks ths 

data to and from ths users' computers as a function of ths individualized ruls sst. 

47-:- (Cancelled) Ths system of claim 4 4, 1Nhsrsin ths rsdirsction ssrvsr further allo1Ns ths 

data to and from ths users' computers as a function of ths individualized ruls sst. 

~ (Cancelled) Ths system of claim 44, 1Nhsrsin ths rsdirsction ssrvsr further rsdirscts ths 

data to and from ths users' computers as a function of ths individualized ruls sst. 

49:- (Cancelled) Ths system of claim 44, 1Nhsrsin ths rsdirsction ssrvsr further rsdirscts ths 

data from ths users' computers to multiple destinations as a function of ths individualized 

ruls sst. 

aG-,. (Cancelled) Ths system of claim 44, whsrsin ths database sntriss for a plurality of ths 

plurality of users' I Os ars corrslatsd with a common individualized ruls sst. 

e-4-,. (Cancelled) Ths system of claim 44, whsrsin ths individualized ruls sst includes at least 

ans ruls as a function of a typs of IP (lntsrnst Protocol) ssrvics. 

~ (Cancelled) Ths system of claim 44, whsrsin ths individualized ruls sst includes an 

initial temporary ruls sst and a standard ruls sst, and 1Nhsrsin ths rsdirsction ssrvsr is 
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configured to utilize ths temporary ruls sst for an initial period of tims and to thsrsaftsr 

utilize ths standard ruls sst. 

~ (Cancelled) Ths system of claim 44, 1Nhsrsin ths individualized ruls sst includes at least 

ans ruls allo1Ning access based on a rsqusst typs and a destination address. 

a4- (Cancelled) Ths system of claim 44, 1Nhsrsin ths individualized ruls sst includes at least 

ans ruls rsdirscting ths data to a ns1N destination address based on a rsqusst typs and an 

attsmptsd destination address. 

aa-:- (Cancelled) Ths system of claim 44, 1Nhsrsin ths rsdirsction ssrvsr is configured to 

rsdirsct data from ths users' computers by replacing a first destination address in an IP 

(lntsrnst Protocol) packet hsadsr by a second destination address as a function of ths 

individualized ruls sst. 

ae-,. (Cancelled) In a system comprising a database '.Yith sntriss correlating sach of a 

plurality of user I Os 1Nith an individualized ruls sst; a dial up nst1Nork ssrvsr that rscsivss 

user I Os from users' computers; a rsdirsction ssrvsr connsctsd bstvvssn ths dial up nst1Nork 

ssrvsr and a public network, and an authentication accounting ssrvsr connsctsd to ths 

database, ths dial up nst1Nork ssrvsr and ths rsdirsction ssrvsrs, a method comprising ths 

steps of: 

communicating a first user IO for ans of ths users' computers and a temporarily 

assigned nst1Nork address for ths first user IO from ths dial up nst1Nork ssrvsr to ths 

authentication accounting ssrvsr; 

communicating ths individualized ruls sst that corrslatss with ths first user IO and 

ths temporarily assigned nst1Nork address to ths rsdirsction ssrvsr from ths authentication 

accounting ssrvsr; and 

processing data dirsctsd to1Nard ths public nst1Nork from ths ans of ths users' 

computers according to ths individualized ruls sst. 

al-:- (Cancelled) Ths method of claim 56, further including ths stsp of controlling a plurality of 

data to and from ths users' computers as a function of ths individualized ruls sst. 
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~ (Cancelled) Ths method of claim 56, further including ths stsp of blocking ths data to 

and from ths users' computers as a function of ths individualized ruls sst. 

w.,. (Cancelled) Ths method of claim 56, further including ths stsp of allo1,Ying ths data to 

and from ths users' computers as a function of ths individualized ruls sst. 

00,. (Cancelled) Ths method of claim 56, further including ths stsp of rsdirscting ths data to 

and from ths users' computers as a function of ths individualized ruls sst. 

61. Ths method of claim 56, further including ths stsp of rsdirscting ths data from ths users' 

computers to multi pis destinations a function of ths individualized ruls sst. 

@&. (Cancelled) Ths method of claim 56, further including ths stsp of creating database 

sntriss for a plurality of ths plurality of users' I Os, ths plurality of users' ID further being 

corrslatsd with a common individualized ruls sst. 

~ (Cancelled) Ths method of claim 56, vvhsrsin ths individualized ruls sst includes at least 

ans ruls as a function of a typs of IP (lntsrnst Protocol) ssrvics. 

e4- (Cancelled) Ths method of claim 56, whsrsin ths individualized ruls sst includes an 

initial temporary ruls sst and a standard ruls sst, and whsrsin ths rsdirsction ssrvsr is 

configured to utilize ths temporary ruls sst for an initial period of tims and to thsrsaftsr 

utilize ths standard ruls sst. 

ea-:- (Cancelled) Ths method of claim 56, vvhsrsin ths individualized ruls sst includes at least 

ans ruls allowing access based on a rsqusst typs and a destination address. 

e6-:- (Cancelled) Ths method of claim 56, vvhsrsin ths individualized ruls sst includes at least 

ans ruls rsdirscting ths data to a nsw destination address based on a rsqusst typs and an 

attsmptsd destination address. 
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e-7-,. (Cancelled) Ths method of claim 56, 1,o.ihsrsin ths rsdirsction ssrvsr is configured to 

rsdirsct data from ths users' computers by replacing a first destination address in an IP 

(lntsrnst Protocol) packet hsadsr by a second destination address as a function of ths 

individualized ruls sst. 

§g,. (Cancelled) A system comprising: 

a rsdirsction ssrvsr connsctsd bstwssn a user computer and a public network, ths 

rsdirsction ssrvsr programmed with a users' ruls sst corrslatsd to a temporarily assigned 

nst1Nork address; 

whsrsin ths ruls sst contains at least ans of a plurality of functions ussd to control 

data passing bst1Jvssn ths user and a public nst1Jvork; 

1Nhsrsin ths rsdirsction ssrvsr is configured to allo1Jv automated modification of at 

least a portion of ths ruls sst corrslatsd to ths temporarily assigned network address; and 

1Nhsrsin ths rsdirsction ssrvsr is configured to allo1Jv automated modification of at 

least a portion of ths ruls sst as a function of soms combination of tims, data transmitted to 

or from ths user, or location ths user accsssss. 

e9:- (Cancelled) Ths system of claim 68, 1Nhsrsin ths rsdirsction ssrvsr is configured to allo1N 

modification of at least a portion of ths ruls sst as a function of tims. 

7Q.,. (Cancelled) Ths system of claim 68, whsrsin ths rsdirsction ssrvsr is configured to allow 

modification of at least a portion of ths ruls sst as a function of ths data transmitted to or 

from ths user. 

4. (Cancelled) Ths system of claim 68, whsrsin ths rsdirsction ssrvsr is configured to allow 

modification of at least a portion of ths ruls sst as a function of ths location or locations ths 

USSr aCC8SS8S. 

7-!b (Cancelled) Ths system of claim 68, 1Nhsrsin ths rsdirsction ssrvsr is configured to allo1N 

ths removal or rsinstatsmsnt of at least a portion of ths ruls sst as a function of tims. 
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~ (Cancelled) Ths system of claim 68, ',Yhsrsin ths rsdirsction ssrvsr is configured to allow 

ths removal or rsinstatsmsnt of at least a portion of ths ruls sst as a function of ths data 

transmitted to or from ths user. 

74- (Cancelled) Ths system of claim 68, whsrsin ths rsdirsction ssrvsr is configured to allow 

ths removal or rsinstatsmsnt of at least a portion of ths ruls sst as a function of ths location 

or locations ths user accsssss. 

+fr.. (Cancelled) Ths system of claim 68, 1Nhsrsin ths rsdirsction ssrvsr is configured to allo1N 

ths removal or rsinstatsmsnt of at least a portion of ths ruls sst as a function of soms 

combination of tims, data transmitted to or from ths user, or location or locations ths user 

accsssss. 

76-:- (Cancelled) Ths system of claim 68, 1Nhsrsin ths rsdirsction ssrvsr has a user sids that 

is connsctsd to a computer using ths temporarily assigned nst1Nork address and a nst1Nork 

sids connsctsd to a computer network and whsrsin ths computer using ths temporarily 

assigned nst1Nork address is connsctsd to ths computer nstvvork through ths rsdirsction 

ssrvsr. 

++:- (Cancelled) Ths system of claim 68 1Nhsrsin instructions to ths rsdirsction ssrvsr to 

modify ths ruls sst ars rscsivsd by ans or mars of ths user sids of ths rsdirsction ssrvsr 

and ths network sids of ths rsdirsction ssrvsr. 

~ (Cancelled) Ths system of claim 68, whsrsin ths modified ruls sst includes at least ans 

ruls as a function of a typs of IP (lntsrnst Protocol) ssrvics. 

79,. (Cancelled) Ths system of claim 68, whsrsin ths modified ruls sst includes an initial 

temporary ruls sst and a standard ruls sst, and 1Nhsrsin ths rsdirsction ssrvsr is configured 

to utilize ths temporary ruls sst for an initial period of tims and to thsrsaftsr utilize ths 

standard ruls sst. 
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00-,. (Cancelled) Ths system of claim 68, i,yhsrsin ths modified ruls sst includes at least ans 

ruls allowing access based on a rsqusst typs and a destination address. 

&:k- (Cancelled) Ths system of claim 68, whsrsin ths modified ruls sst includes at least ans 

ruls rsdirscting ths data to a nsw destination address based on a rsqusst typs and an 

attsmptsd destination address. 

~ (Cancelled) Ths system of claim 68, whsrsin ths rsdirsction ssrvsr is configured to 

rsdirsct data from ths users' computers by replacing a first destination address in an IP 

(lntsrnst Protocol) packet hsadsr by a second destination address as a function of ths 

modified ruls sst. 

~ (Cancelled) In a system comprising a rsdirsction ssrvsr connsctsd bstwssn a user 

computer and a public nstvvork, ths rsdirsction ssrvsr containing a user's ruls sst corrslatsd 

to a temporarily assigned nstvvork address 1Nhsrsin ths user's ruls sst contains at least ans 

of a plurality of functions ussd to control data passing bstwssn ths user and a public 

nst1Nork; a method comprising ths stsp of: 

modifying at least a portion of ths user's ruls sst 1Nhils ths user's ruls sst remains 

corrslatsd to ths temporarily assigned network address in ths rsdirsction ssrvsr; and 

1Nhsrsin ths rsdirsction ssrvsr has a user sids that is connsctsd to a computer using 

ths temporarily assigned network address and a network address and a network sids 

connsctsd to a computer network; and 

1Nhsrsin ths computer using ths temporarily assigned nst1Nork address is connsctsd 

to ths computer network through ths rsdirsction ssri.isr and ths method further includes ths 

stsp of rscsiving instructions by ths rsdirsction ssrvsr to modify at least a portion of ths 

user's ruls sst through ans or mars of ths user sids of ths rsdirsction ssrvsr and ths 

network sids of ths rsdirsction ssrvsr. 

M-:- (Cancelled) Ths method of claim 83, further including ths stsp of modifying at least a 

portion of ths user's ruls sst as a function of ans or mars of tims, data transmitted to or from 

ths user, and location or locations ths user accsssss. 

16 

Panasonic-1002 
Page 150 of 497



RE1341006.A10 

ge-,. (Cancelled) Ths method of claim 83, further including ths stsp of removing or reinstating 

at least a portion of ths user's ruls sst as a function of ans or mars of tims, ths data 

transmitted to or from ths user and a location or locations ths user accsssss. 

00-,. (Cancelled) Ths method of claim 83, ',Yhsrsin ths modified ruls sst includes at least ans 

ruls as a function of a typs of IP (lntsrnst Protocol) ssrvics. 

g-7-,. (Cancelled) Ths method of claim 83, whsrsin ths modified ruls sst includes an initial 

temporary ruls sst and a standard ruls sst, and 1Nhsrsin ths rsdirsction ssrvsr is configured 

to utilize ths temporary ruls sst for an initial period of tims and to thsrsaftsr utilize ths 

standard ruls sst. 

gg,. (Cancelled) Ths method of claim 83, whsrsin ths modified ruls sst includes at least ans 

ruls allmiving access based on a rsqusst typs and a destination address. 

gg.,. (Cancelled) Ths method of claim 83, whsrsin ths modified ruls sst includes at least ans 

ruls rsdirscting ths data to a ns1N destination address based on a rsqusst typs and an 

attsmptsd destination address. 

QG-:- (Cancelled) Ths method of claim 83, 1Nhsrsin ths rsdirsction ssrvsr is configured to 

rsdirsct data from ths users' computers by replacing a first destination address in an IP 

(lntsrnst Protocol) packet hsadsr by a second destination address as a function of ths 

individualized ruls sst. 

91. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network: 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address: 
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wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses: and 

wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of time while the rule set is correlated to the temporarily assigned network 

address. 

92. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network: 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address: 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses: and 

wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of the data transmitted to or from the user while the rule set is correlated to the 

temporarily assigned network address. 

93. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network: 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address: 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses: and 
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wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of the location or locations the user accesses while the rule set is correlated to 

the temporarily assigned network addresses. 

94. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network: 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address: 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses: and 

wherein the redirection server is configured to remove or reinstate at least a portion 

of the rule set as a function of time while the rule set is correlated to the temporarily 

assigned network address. 

95. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network: 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address: 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses: and 

wherein the redirection server is configured to remove or reinstate at least a portion 

of the rule set as a function of the data transmitted to or from the user while the rule set is 

correlated to the temporarily assigned network address. 
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96. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network: 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address: 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses: and 

wherein the redirection server is configured to remove or reinstate at least a portion 

of the rule set as a function of the location or locations the user accesses while the rule set 

is correlated to the temporarily assigned network address. 

97. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network: 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address: 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses: and 

wherein the redirection server is configured to remove or reinstate at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location or locations the user accesses while the rule set is correlated to the 

temporarily assigned network address. 

98. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 
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wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses; and 

wherein the redirection server has a user side that is connected to a computer using 

the temporarily assigned network address and a network side connected to a computer 

network, and wherein the computer using the temporarily assigned network address is 

connected to the computer network through the redirection server. 

99. (New) The system of claim 98, wherein the redirection server modifies the rule set in 

response to instructions received by one or more of the user side of the redirection server 

and the network side of the redirection server. 

100. (New) In a system comprising a redirection server containing a user's rule set 

correlated to a temporarily assigned network address wherein the user's rule set contains at 

least one of a plurality of functions used to control data passing between the user and a 

public network; a method comprising: 

the redirection server modifying at least a portion of the user's rule set while the 

user's rule set remains correlated to the temporarily assigned network address in the 

redirection server; 

connecting a user side of the redirection server to a computer using the temporarily 

assigned network address and a network side connected to a computer network; 

connecting the computer using the temporarily assigned network address to the 

computer network through the redirection server; 

receiving instructions by the redirection server; and 

the redirection server modifying at least a portion of the user's rule set through one 

or more of the user side of the redirection server and the network side of the redirection 

server while the rule set is correlated with the temporarily assigned network address. 
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101. (New) The method of claim 100, wherein the method further comprises modifying at 

least a portion of the user's rule set by the redirection server as a function of one or more of: 

time, data transmitted to or from the user, and location or locations the user accesses. 

102. (New) The method of claim 100, wherein the method further comprises removing or 

reinstating at least a portion of the user's rule set by the redirection server as a function of 

one or more of: time, the data transmitted to or from the user and a location or locations the 

user accesses. 

103. (New) The method of claim 100, wherein the modified rule set includes at least one 

rule as a function of a type of IP (Internet Protocol) service. 

104. (New) The method of claim 100, wherein the modified rule set includes an initial 

temporary rule set and a standard rule set, and wherein the redirection server is configured 

to utilize the temporary rule set for an initial period of time and to thereafter utilize the 

standard rule set. 

105. (New) The method of claim 100, wherein the modified rule set includes at least one 

rule allowing access based on a request type and a destination address. 

106. (New) The method of claim 100, wherein the modified rule set includes at least one 

rule redirecting the data to a new destination address based on a request type and an 

attempted destination address. 

107. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

the rule set containing at least one of a plurality of functions used to control data 

passing between the user and a public network: 

the redirection server being configured to automatically modify at least a portion of 

the rule set while the rule set is correlated to the temporarily assigned network address: 
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the redirection server being configured to automatically modify at least a portion of 

the rule set as a function of some combination of time, data transmitted to or from the user, 

or location the user accesses: and 

the modified rule set including at least one rule as a function of a type of IP (Internet 

Protocol) service. 

108. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

the rule set containing at least one of a plurality of functions used to control data 

passing between the user and a public network: 

the redirection server being configured to automatically modify at least a portion of 

the rule set while the rule set is correlated to the temporarily assigned network address: 

the redirection server being configured to automatically modify at least a portion of 

the rule set as a function of some combination of time, data transmitted to or from the user, 

or location the user accesses: and 

the modified rule set includes an initial temporary rule set and a standard rule set, 

and the redirection server utilizes the temporary rule set for an initial period of time and 

thereafter utilizes the standard rule set while the rule set is correlated to the temporarily 

assigned network address. 

109. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

the rule set containing at least one of a plurality of functions used to control data 

passing between the user and a public network: 

the redirection server being configured to automatically modify at least a portion of 

the rule set while the rule set is correlated to the temporarily assigned network address: 

the redirection server being configured to automatically modify at least a portion of 

the rule set as a function of some combination of time, data transmitted to or from the user, 

or location the user accesses: and 
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the modified rule set includes at least one rule allowing access based on a request 

type and a destination address. 

110. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

the rule set containing at least one of a plurality of functions used to control data 

passing between the user and a public network: 

the redirection server being configured to automatically modify at least a portion of 

the rule set while the rule set is correlated to the temporarily assigned network address: 

the redirection server being configured to automatically modify at least a portion of 

the rule set as a function of some combination of time, data transmitted to or from the user, 

or location the user accesses: and 

the modified rule set includes at least one rule redirecting the data to a new 

destination address based on a request type and an attempted destination address . 

.111. (New) A system comprising: 

a redirection server connected between a user computer and a public network, the 

redirection server programmed with a users' rule set correlated to a temporarily assigned 

network address: 

the rule set containing at least one of a plurality of functions used to control data 

passing between the user and a public network: 

the redirection server being configured to automatically modify at least a portion of 

the rule set while the rule set is correlated to the temporarily assigned network address: and 

the redirection server being configured to automatically modify at least a portion of 

the rule set as a function of some combination of time, data transmitted to or from the user, 

or location the user accesses while the rule set is correlated to the temporarily assigned 

network address. 

112. (New) The system of claim 111, the redirection server being configured to modify at 

least a portion of the rule set as a function of time. 
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113. (New) The system of claim 111, the redirection server being configured to modify at 

least a portion of the rule set as a function of the data transmitted to or from the user. 

114. (New) The system of claim 111, the redirection server being configured to modify at 

least a portion of the rule set as a function of the location or locations the user accesses. 

115. (New) The system of claim 111, the redirection server being configured to remove or 

reinstate at least a portion of the rule set as a function of time. 

116. (New) The system of claim 111, the redirection server being configured to remove or 

reinstate at least a portion of the rule set as a function of the data transmitted to or from the 

user. 

117. (New) The system of claim 111, the redirection server being configured to remove or 

reinstate at least a portion of the rule set as a function of the location or locations the user 

accesses. 

118. (New) The system of claim 111, the redirection server being configured to remove or 

reinstate at least a portion of the rule set as a function of some combination of time, data 

transmitted to or from the user, or location or locations the user accesses. 

119. (New) The system of claim 111, wherein the redirection server has a user side that is 

connected to a computer using the temporarily assigned network address and a network 

side connected to a computer network and wherein the computer using the temporarily 

assigned network address is connected to the computer network through the redirection 

server. 

120. (New) The system of claim 111, wherein the redirection server modifies the rule set 

received by one or more of the user side of the redirection server and the network side of 

the redirection server in response to instructions received by the redirection server. 
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121. (New) The system of claim 111, wherein the modified rule set includes at least one rule 

as a function of a type of IP (Internet Protocol) service. 

122. (New) The system of claim 111, wherein the modified rule set includes an initial 

temporary rule set and a standard rule set, and wherein the redirection server is configured 

to utilize the temporary rule set for an initial period of time and to thereafter utilize the 

standard rule set. 

123. (New) The system of claim 111, wherein the modified rule set includes at least one rule 

allowing access based on a request type and a destination address. 

124. (New) The system of claim 111, wherein the modified rule set includes at least one rule 

redirecting the data to a new destination address based on a request type and an attempted 

destination address. 

125. (New) The system of claim 111, the redirection server redirecting data from the users' 

computers by replacing a first destination address in an IP (Internet Protocol) packet header 

by a second destination address as a function of the modified rule set. 

126. (New) In a system comprising a redirection server connected between a user computer 

and a public network, the redirection server containing a user's rule set correlated to a 

temporarily assigned network address wherein the user's rule set contains at least one of a 

plurality of functions used to control data passing between the user and a public network: a 

method comprising: 

the redirection server modifying at least a portion of the user's rule set while the 

user's rule set remains correlated to the temporarily assigned network address in the 

redirection server: 

wherein the redirection server has a user side that is connected to a computer using 

the temporarily assigned network address and a network address and a network side 

connected to a computer network: 

wherein the computer using the temporarily assigned network address is connected 

to the computer network through the redirection server: and 
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the redirection server modifying at least a portion of the user's rule set through one 

or more of the user side of the redirection server and the network side of the redirection 

server while the rule set is correlated to the temporarily assigned network address, in 

response to instructions received by the redirection server. 

127. (New) The method of claim 126, wherein the modification is a function of one or more 

of time, data transmitted to or from the user, and location or locations the user accesses. 

128. (New) The method of claim 126, wherein the modification comprises removing or 

reinstating at least a portion of the user's rule set as a function of one or more of time, the 

data transmitted to or from the user and a location or locations the user accesses. 

129. (New) The method of claim 126, wherein the modified rule set includes at least one 

rule as a function of a type of IP (Internet Protocol) service. 

130. (New) The method of claim 126, wherein the modified rule set includes an initial 

temporary rule set and a standard rule set, and wherein the redirection server is configured 

to utilize the temporary rule set for an initial period of time and to thereafter utilize the 

standard rule set. 

131. (New) The method of claim 126, wherein the modified rule set includes at least one 

rule allowing access based on a request type and a destination address. 

132. (New) The method of claim 126, wherein the modified rule set includes at least one 

rule redirecting the data to a new destination address based on a request type and an 

attempted destination address. 

133. (New) The method of claim 126, wherein the redirection server redirects data from the 

users' computers by replacing a first destination address in an IP (Internet Protocol) packet 

header by a second destination address as a function of the individualized rule set. 
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Remarks 

Status of the Claims 

In the merged Proceedings, inter panes Reexamination No. 95/002,035 and ex parle 

Reexamination No. 90/012,342, from which the Certificate No. US 6,779,118 C2 was 

issued, the claims already in effect (in Certificate C1) were 2-7, 9-14, 16-24 and 26-90. 

In the Preliminary Amendment filed with this Reissue Application on April 20, 2015, 

claims 2-7, 9-14, 28-35 and 44-67 were cancelled without prejudice or disclaimer, claims 

16-24, 26, 27, 36-43, 68-75, 77, 82-85 and 90 were corrected (amended to correct the error 

for which the instant Reissue Application was filed), claims 76, 78-81 and 86-89 were 

unchanged from the original claims published in Certificate C1, and new claim 91 was 

presented. 

In compliance with the requirements in MPEP §1453 Vl(B), as indicated in the Order 

to Show Cause mailed from the Office on September 4, 2015, all claims 2-7, 9-14, 16-24 

and 26-90 that were cancelled in Certificate C2 were therefore cancelled without prejudice 

or disclaimer in the Supplemental Preliminary Amendment filed on October 27, 2015, and 

only newly-numbered claims 91-133 were presented. That is, the claims filed in the 

Supplemental Preliminary Amendment are the exact same claims that were submitted in the 

Preliminary Amendment filed with the instant Reissue Application on April 20, 2015, and the 

sole changes were that the claims were renumbered, or dependency was changed to 

correspond with such renumbering. 

That is, claims 16-24 that were presented in amended form in the Preliminary 

Amendment filed with this Reissue Application were renumbered as claims 91-99, 

respectively, and claim 99 (claim 24) was corrected to depend from claim 98 (claim 23). 

New claim 91 (similar to claim 25) that was presented in amended form in the 

Preliminary Amendment filed with this Reissue Application was renumbered as claim 100 in 

the Supplemental Preliminary Amendment, and claims 26, 27 and 40-43 were renumbered 

as claims 101-106, respectively, and corrected to depend from claim 100. 

Claims 36-39 that were in amended form in the Preliminary Amendment were 

renumbered as claims 107-110, respectively, in the Supplemental Preliminary Amendment. 

Claims 68-90 that were in amended form in the Preliminary Amendment were merely 

renumbered in the Supplemental Preliminary Amendment as claims 111-133, respectively. 

Renumbered claims 112-125 (amended claims 69-82) also were corrected to depend from 
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claim 111 (amended claim 68), and renumbered claims 127-133 (amended claims 84-90) 

were corrected to depend from renumbered claim 126 (amended claim 83). 

No other change than merely renumbering and correcting dependency was made 

between the claims submitted in the Preliminary Amendment filed with the instant Reissue 

Application on April 20. 2015. and the claims submitted on October 27. 2015 in the 

Supplemental Preliminary Amendment that was filed in response to the Order to Show 

Cause. 

Additionally, the only difference between the claims filed in the Supplemental 

Preliminary Amendment on October 27, 2015 and claims 91-98 and 107-111 hereinabove is 

that the word "automatically" has been inserted where the limitation "automated" was 

previously omitted. No other claim amendments are made. 

To assist in determining the status of the claims, the status identifier "(Cancelled)" 

has been added to the struck-through claims so there can be no misunderstanding that they 

are cancelled. Additionally, in view of the difficulty of determining claim changes in the 

wholly underlined renumbered claims 91-133, an Appendix is attached, merely for the 

convenience of the Examiner, that shows renumbered claims 91-133 with markings relative 

to the last filed Amendment, consistent with regular examination, so only amendments 

made herein are underlined. 

No new matter is added by the amendments made herein to the claims. 

Claims 91-133 remain pending for factual consideration. 

Statement of Substance of Interview 

Patent Owner thanks the Primary Examiner, her Examining Colleague and her 

Supervisor for granting the personal Interview held on November 29, 2016. 

The Examiner's Interview Summary mailed December 6, 2016 lists the following 

items of discussion: 

Claim(s) discussed: independent claims. 

Identification of prior art discussed: Radia, Wong, and Stockwell. 

The issues discussed are as follows: 
(1) wheather [sic] the pending claims are narrower than those cancelled in the 
reexamination proceeding; 
(2) 35 USC 251 rejection; 
(3) estoppel rejection; 
(4) 35 USC 112 rejection; 
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(5) 35 USC 103 rejection 
(6) Board decision from merged reexamination proceeding 95/002,035 and 90/012,342 
(7) Order to Show Cause; 

It was agreed that the 35 USC 112 rejection of claims 100-106 and 126-133 will be 
withdrawn. No other agreements were reached. 

Response to Office Action 

Introduction 

At page 2 of the Office Action in the section "Introduction," the Action makes 

reference to filing dates both pre- and post-AIA. Since there seems to be confusion in the 

Action as to which rules apply, Patent Owner respectfully points out that this Reissue 

Application was filed on April 20, 2015. Accordingly, current provisions (post-AIA) apply. 

The Action indicates that claims 91-133 are pending and rejected. The Action also 

alleges that, "claims 91-133 are surrendered. See 35 USC 371 rejection below." Patent 

Owner has searched the Action and no such rejection is found. It is noted that 35 USC 

§371 is directed to National Stage commencement based on a PCT Application. Since the 

present Reissue Application is not a National Stage of a PCT, clarification or withdrawal of 

this rejection is courteously requested. If this was a typographical error and the Examiner 

meant to refer to 35 USC §251, the rejection under 35 USC §251 is specifically addressed 

below. 

In any event, Patent Owner traverses any such holding that there has been any 

surrender of any subject matter in the present Reissue Application as being improper and 

without grounds or support, and requests such to be withdrawn, as further discussed below. 

Litigation 

The section "Litigation" on page 2 of the Office Action indicates that "[a]ny 

documents and/or materials which would be material to the patentability of this reissue 

application are required to be made of record in reply to this action." 

Patent Owner courteously points out that an Information Disclosure Statement (I OS) 

was previously filed in the present Reissue Application on June 9, 2015, and a 

Supplemental IDS (SIDS) was filed on March 1, 2016, both of which have been entered and 

considered, and for which the Examiner has returned signed copies of the Forms PTO-1449 

that were attached to the papers. Also submitted concurrently herewith is a Second SI OS 
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with information for entry and consideration. Accordingly, the requirement in the Action for 

filing information that may be material to examination is fulfilled, and Patent Owner 

respectfully requests the Office to return a signed copy of the Form PTO-1449 submitted 

with the concurrently-filed SI OS to confirm entry and consideration of the information listed 

therein. 

It further appears that the complete listing and status of proceedings and litigation in 

which the '118 Patent has been involved, "Request for Examination Under MPEP §1442.02 

and Listing of Related Prior Prosecution and Litigation Proceedings" that was previously 

submitted on October 27, 2015 has been ignored. That is, there was no acknowledgement 

of the RequesUListing in the Action, which set a one month period for response "Due to the 

related litigation status of this application, .... " However, only a Complaint in the German 

Patent and Trademark Office, as the US PTO was informed by the SIDS filed March 1, 

2016, was active at the time the Office Action was issued. Accordingly, there is no active 

litigation involving the '118 Patent. Therefore, there are no proper grounds or reason for the 

Action to set a one month period for response, or to restrict extensions to 37 CFR 

§1.136(b). Although Patent Owner gratefully acknowledges the grant by the Office of the 

Petition for Extension of Time under 37 CFR §1.136(b) based on other "clear justification" 

for the extension, the shortening of the period for response by the Action when there was no 

pending litigation awaiting the outcome of this Reissue Application and restriction to cause 

for extension are believed to be without support and therefore improper. 

Amendments 

The section "Amendments" on page 3 of the Office Action again makes reference to 

rules for Applications filed prior to September 16, 2012 which are not applicable to the 

instant Reissue Application. Patent Owner courteously reiterates the fact that this Reissue 

Application is not directed to the Application for the underlying '118 Patent, but is instead 

directed to a new Application for Reissue filed on April 20, 2015. In accordance with MPEP 

§2159, since this is not a Request for Continued Examination or a US §371 National Stage, 

this Reissue Application is defined by the Office as a "new Application," and is therefore 

subject to post-AIA rules. 

In this section, the Action contends that, "The amendment proposes changes to 

claims 2-7, 9-14,16-24, and 26-90 that do not comply with 37 CFR 1.173(b), which sets 
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forth the manner of making amendments in reissue applications. That is, 'the matter to be 

omitted by reissue must be enclosed in brackets.' See MPEP 1453" (emphasis in original). 

Since the Action indicates that the Supplemental Preliminary Amendment filed 

October 27, 2016 has been entered, it appears that the Action has ignored the 

requirements, as pointed out in the Order to Show Cause (OSC) mailed on September 4, 

2015 and complied with in the Supplemental Preliminary Amendment. Therefore, Patent 

Owner courteously reiterates that it is required that claim amendments in a Reissue 

Application, for which a Reexamination Certificate has been issued that cancels claims, be 

made in accordance with the Office policy set forth in MPEP §1453 Vl.(B), which is directed 

to Reissue Applications filed after issuance of a Certificate in a Reexamination Proceeding 

cancelling claims, and requires strike-through of claims cancelled in the Reexamination 

Cerlificate instead of brackets. For the convenience of the Examiner, the Office policy is 

reproduced here: 

MPEP §1453 VI. ADDITIONAL EXAMPLES 
• (B) For a reissue application, where the patent was previously 
reexamined and a reexamination certificate has issued for the patent: 

An amendment in the reissue application must be presented as if 
the changes made to the original patent text via the reexamination 
certificate are a part of the original patent. Thus, all italicized text of the 
reexamination certificate is presented in the amendment (made in the 
reissue application) without italics. Further, any text found in brackets in 
the reexamination certificate is omitted in the amendment (made in the 
reissue application). A claim canceled by the reexamination certificate 
must be deleted by a direction to strike through the claim, i.e., the 
canceled claim(s) should be lined through, and not surrounded by 
brackets. (emphasis added) 

Therefore, the claims herein are properly marked and in compliance with Office policy set 

forth in MPEP §1453 Vl.(B). 

The holding in the Action that the claim amendments shown in the Supplemental 

Preliminary Amendment (and in this Amendment) are non-compliant is therefore improper 

because it is not based on Office requirements as set forth in MPEP §1453 Vl.(B) that a// 

claims cancelled by Reexamination Certificate are required to be shown in strike-through in 

the Reissue Application. Therefore, the holding in the Action that the claim markings are 

non-compliant is without grounds and should be withdrawn. 

It also is courteously pointed out that, since all pending claims are newly-presented 

relative to claims that were in underlying '118 Patent (in Certificate C1 ), any subsequent 
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amendments to the claims in this Reissue Application will be in compliance with the 

provisions of 37 CFR §1.173 and shown completely underlined. 

Prior or Concurrent Proceedings 

In the section "Prior or Concurrent Proceedings," the Office Action again reiterates 

the requirement for Patent Owner to submit any information that may be relevant to 

patentability of the claims in the instance Reissue Application. As explained hereinabove, 

Patent Owner has fulfilled this requirement. 

The Action also indicates that Patent Owner must notify the Office of any prior or 

concurrent Proceeding in which the '118 Patent is or was involved. Also as pointed out 

above, it appears from the lack of acknowledgment that the Action has ignored the 

"Request for Examination Under MPEP §1442.02 and Listing of Related Prior Prosecution 

and Litigation Proceedings" filed October 27, 2015 and SIDS filed March 1, 2016, between 

which lists all of the Proceedings and Litigation in which the '118 Patent has been or is 

involved. The status of listed proceedings and litigation already filed in this Reissue 

Application has not changed. Accordingly, since this requirement was already fulfilled prior 

to issuance of the Action, acknowledgment of such is again courteously requested. 

Oath/Deel arati on 

At page 4 of the Office Action, the section "Oath/Declaration" indicates that the 

Declaration filed with the instant Reissue Application on April 20, 2015 is defective and cites 

to several bulleted issues. 

Bullet item 1 indicates that the language "the application was made or was 

authorized to be made by the person executing the oath or declaration" is missing from the 

Declaration, and Patent Owner notes that by an apparent clerical error during preparation of 

the Declaration, this language was seemingly inadvertently omitted. 

Bullet item 2 alleges that, "The declaration was signed by Koichiro lkudome on 

behalf of Linksmart Wireless Technologies, LLC (assignee), but the original patent was not 

filed under 37 CFR 1.46" (emphasis added). Patent Owner again courteously points out 

that the Declaration is directed to the present Reissue (new) Application, not the Application 

from which the '118 Patent matured. Since the present Reissue Application was filed under 
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the provisions of 37 CFR §1.175(c)(1), execution of the Reissue Declaration by Assignee is 

specifically permitted and proper: 

(c) The inventor, or each individual who is a joint inventor of a claimed 
invention, in a reissue application must execute an oath or declaration 
for the reissue application, except as provided for in §1.64, and except 
that the inventor's oath or declaration for a reissue application may be 
signed by the assignee of the entire interest if: 
(1) The application does not seek to enlarge the scope of the claims of 
the original patent. 

In view of the fact that the claims as amended in the instant Reissue Application explicittv 

narrow the scope of the invention, 37 CFR §1.175(c)(1) applies, and the execution of the 

Declaration by authorized signatory Koichiro lkudome on behalf of Linksmart Wireless 

Technologies, LLC, Assignee of entire title and interest, is proper. 

Bullet item 3 alleges that the Declaration "fails to identify the mailing address of 

inventor Moon Tai Yeung." It appears that the Action missed the part of Item 2 on page 1 of 

the Declaration filed with the instant Reissue Application on April 20, 2015 that gives the full 

mailing addresses of both Inventors Koichiro lkudome and Moon Tai Yeung. 

Bullet item 4 objects to the fact that the Declaration filed with the instant Reissue 

Application was not signed by Inventor Moon Tai Yeung. As discussed above at Bullet item 

2, there is no requirement for Inventor Moon Tai Yeung to sign the Declaration since it is 

executed by the authorized signatory of Assignee, in accordance with 37 CFR §1.175(c)(1). 

However, in the interest of removing all possible issues that may be again alleged to 

hold the Declaration supposedly defective, Patent Owner submits herewith a Supplemental 

Reissue Declaration that has been executed by both Inventors that contains all of the 

required language and information, and that is sufficient and proper. 

Since the Supplemental Reissue Declaration filed concurrently herewith is not 

defective and overcomes all of the informalities supposedly present in the originally-filed 

Declaration, entry and approval of the concurrently-filed Supplemental Reissue Declaration, 

and withdrawal of all objections, are respectfully requested. 

Rejection of Claims 91-133 under 35 USC §251- Part 1 

At the bottom of page 4 in the Office Action, the section "Rejection under 34 [sic] 

U.S.C. 251" indicates that claims 91-133 are rejected as being based on a supposedly 
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defective Reissue Declaration under 35 USC §251. In view of the Supplemental Reissue 

Declaration being submitted concurrently herewith, this rejection also should be withdrawn. 

In the same section, the Office Action then alleges that claims 91-99 and 107-125 

are rejected under 35 USC §251 as "being broadened in a reissue application filed outside 

the two year statutory period." The Action purports that independent claims 91-93, 98 and 

107-111 are allegedly broader because they "omit 'allow automated modification of' 

language," and independent claims 94-97 "omit 'allow automated modification [of]' and 

'allow the removal or reinstatement of' language" (emphasis in original). 

However, as noted above, the Action apparently ignores the fact that the claims filed 

in this Reissue Application have been amended. In other words, the passive phrase "to 

allow modification" was replaced in the independent claims by the active phrase "to modify." 

This constitutes an explicit narrowing of the scope of the claims, as agreed to by the PT AB, 

which is further discussed below. This is a fact of record, even with removal of the word 

"automated." 

Nevertheless, in order to render moot any continued dispute regarding narrowing of 

the claims, Patent Owner has made a single amendment to the claims in the present 

Amendment, specifically to claims 91-98 and 107-111, to add the word "automatically" to 

the claims. It is seen that this change further limits the claims, as the Action expressly 

admits ("omit 'allow automated modification of' language"), and this insertion is supported 

throughout the original disclosure, e.g., at page 4, line 35, page 6, lines 15-30, in the claims, 

etc. 

In any event, Patent Owner respectfully traverses the rejection under 35 USC §251 

as being broadened in a reissue application filed outside the two year statutory period as 

being improper because it is unsupported by the facts of record. 

Initially, it is noted that no proof of any kind is given that there is any "omission" in 

any of the pending claims since the allegedly omitted limitations were timely and properly 

cancelled in the Preliminary Amendment to presenting narrowing limitations. Secondly, 

there are no grounds or reasoned explanation provided for such a rejection. Thirdly, there 

is no treatment or even recognition of any of the actual additions of limitations in the 

pending claims. 
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As provided in 35 USC §251, the definition of a "broadened" reissue claim is given in 

MPEP §1412.03 as a claim which enlarges the scope of the claims of the patent, i.e., a 

claim which is greater in scope than each and every claim of the original patent. 

As is shown in the record throughout prosecution of the '118 Patent, including in the 

merged Reexamination Proceedings 95/002,035 and 90/012,342, the Office has maintained 

that the limitations that the redirection server is "configured to allow automated modification 

of at least a portion of the rule set" must be interpreted to mean that the redirection server 

allows something other than the redirection server to modify the rule set (see, e.g., 

Examiner's Answer mailed March 6, 2014, page 11, " ... the Examiner agrees with Patent 

Owner that instructions are received by the redirection server to modify the rule set. 

However, modification of the rule set or the redirection server being programmed to modify 

the rule set is not recited in the claims" (emphasis added)). 

Furthermore, this interpretation by the Examiner of the limitations "allow automated 

modification of" was confirmed by the Board, see, e.g., the discussion at pages 5-7 in the 

Board's Decision on Appeal issued February 20, 2015. Specifically, the Board Decision 

states on page 5 that, "Patent Owner contends that the correct interpretation ... requires the 

modification to be performed by the redirection server .... We disagree." Also, on page 7 of 

the Decision, the Board states that, " ... as indicated by the Examiner (Ans. 11 ), the claim 

only requires that the redirection server 'allow' the modification. Thus, we see no error in 

the Examiner's interpretation that something other than the redirection server can perform 

the modification to the rule set" (emphasis in original). 

Most importantly, the Board, in its Decision in the paragraph spanning pages 5 and 

6, agrees that "The Examiner finds ... this limitation ... should not be so narrowly interpreted as 

requiring the redirection server to pet1orm the actual modification" (emphasis added). 

Accordingly, it has been established in the record (1) by the Examiner that the 

limitations to define the invention so that only the redirection server modifies the rule set are 

not present in the original patent claims, and (2) by the Board that modification of the rule 

set done only by the redirection server itself would be narrower than "configured to allow 

automated modification" of the rule set, since this would allow the rule set to be modified by 

something other than the redirection server. 

The attention of the Office is courteously directed to the fact that the amendments to 

the claims pending in the instant Reissue Application all have had the language "allow 
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automated modification of" amended to "automatically modify" in order to narrow the scope 

of the claims because such amended claims can only be interpreted to mean that only the 

redirection server itself, and nothing else, modifies the rule set. 

In view of the facts stated above, Patent Owner respectfully asserts that the 

amendments to the language "allow automated modification of" have been fully explained. 

Further, the same grounds that support the amendments to the claims to change "allow 

automated modification of" to "automatically modify" as proper also support the 

amendments to change "allow the removal or reinstatement of" to "remove" or "reinstate" as 

proper, since these amendments also narrow the claims by replacing the language "wherein 

the redirection server is configured to allow the removal or reinstatement of. .. " with 

limitations that make it definite and narrower of scope that it is only the redirection server 

itself that removes or reinstates at least a portion of the rule set. 

Accordingly, Patent Owner asserts that the rejections of claims 91-99 and 107-125, 

and claims 94-97, under 35 USC §251, are without support and should be withdrawn. 

Rejection of Claims 91-133 under 35 USC §251 - Part 2 

The same section directed to a second rejection based on 35 USC §251, "Claims 

91-125 are rejected under 35 U.S.C. 251" on pages 5 and 6 of the Office Action, yet again 

alleges that claims 91-133 are rejected as supposedly being broader than the scope of the 

claims cancelled by the Reexamination Certificate C2. Patent Owner strongly traverses this 

rejection as also being improper and without any support. There is again no reasoned 

explanation why the amended claims presently pending in this Reissue Application are 

purportedly broader than any claims cancelled in the Reexamination Certificate, and no 

citation to any actual limitation in any claim that is allegedly broader than each and every 

claim in the '118 Patent. As in the other sections of the Action, this section also fails to offer 

any facts or proof to corroborate the statements of rejection given in the Action. 

More to the point, the Office Action speculates that: 

Claims 100-106 and 126-133 are of equal scope to claims canceled by 
the reexamination certificate. Independent claims 100 and 126 have the 
same scope as canceled claim 83. Additionally, claim 126 adds the 
limitation "modifying ... while the rule set is correlated to the temporarily 
assigned network address;" however, the rule set being correlated to 
the address was previously described in preamble (i.e. "the redirection 
server containing a user's rule set correlated to a temporarily assigned 
network address" and in the body of the claim (i.e. "the redirection 

37 

Panasonic-1002 
Page 171 of 497



RE1341006.A10 

server modifying at least a portion of the user's rule set while the user's 
rule set remains correlated to the temporarily assigned network address 
in the redirection server.") 

It appears from these comments in the Action that the amendments to the claims in the 

Preliminary Amendment (merely renumbered in the Supplemental Preliminary Amendment) 

have again been ignored, and there is again no reasoning to support the inference of 

broadened claim scope in this section of the Action. 

The Action also alleges that claims 100-106 and 126-133 are of equal scope to 

claims "cancelled by the Reexamination Certificate." However, there is nothing in the Action 

that identifies which claims cancelled in Reexamination are being referred to, or how they 

are supposedly equal in scope to pending claims 100-106 and 126-133. 

The Action further suggests that claims 100 and 126 are the same scope as 

cancelled claim 83 (it was first believed that the Action must be referring to claim 83 as 

cancelled in the Reexamination Certificate since it is completely unacceptable for the Action 

to attempt to compare claim 83 that was presented in amended form in the instant Reissue 

Application with the exact same claim 83 that was merely renumbered as claim 126). 

As has been explained many times, in the Supplemental Preliminary Amendment 

filed October 27, 2016, claim 83 as amended in the Preliminary Amendment was merely 

renumbered as claim 126. More specifically, claim 83 was pending and submitted with 

amendments in the Preliminary Amendment filed with this Reissue Application on April 20, 

2016, and then was cancelled as required by the OSC and merely renumbered as claim 

126 in the Supplemental Preliminary Amendment. 

Claim 126 (amended claim 83) as filed is recreated as follows: 

126. In a system comprising a redirection server connected between a 
user computer and a public network, the redirection server containing a 
user's rule set correlated to a temporarily assigned network address 
wherein the user's rule set contains at least one of a plurality of 
functions used to control data passing between the user and a public 
network; a method comprising: 

the redirection server modifying at least a portion of the user's rule 
set while the user's rule set remains correlated to the temporarily 
assigned network address in the redirection server; 

wherein the redirection server has a user side that is connected to a 
computer using the temporarily assigned network address and a 
network address and a network side connected to a computer network; 

wherein the computer using the temporarily assigned network 
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address is connected to the computer network through the redirection 
server; and 

the redirection server modifying at least a portion of the user's rule 
set through one or more of the user side of the redirection server and 
the network side of the redirection server while the rule set is correlated 
to the temporarily assigned network address, in response to instructions 
received by the redirection server. 

Accordingly, it is clearly shown that claim 83 cancelled in the Reexamination Cerlificate is 

substantially broader because claim 83 cancelled in the Reexamination Certificate is not 

limited by requiring that the user's rule set is modified only by the redirection server, and 

does not require that at least a portion of the user's rule set is modified only by the 

redirection server while the rule set is correlated to the temporarily assigned network 

address. Such limitations are present only in claim 83 as amended and merely renumbered 

as claim 126, and are not present in claim 83 as cancelled in the Reexamination Certificate. 

The Action then actually admits that it is improperly comparing the same claim 83 as 

amended that was filed in the Preliminary Amendment with the claim 83 that was merely 

renumbered as claim 126 in the Supplemental Preliminary Amendment. That is, the Action 

speculates that, "Additionally, claim 126 adds the limitation 'modifying ... while the rule set is 

correlated to the temporarily assigned network address;' however, the rule set being 

correlated to the address was previously described in preamble (i.e. 'the redirection server 

containing a user's rule set correlated to a temporarily assigned network address' and in the 

body of the claim (i.e. 'the redirection server modifying at least a portion of the user's rule 

set while the user's rule set remains correlated to the temporarily assigned network address 

in the redirection server'' (emphasis in original). 

From these statements, this flawed reasoning in the Action clearly shows that it is, in 

fact, comparing limitations in amended claim 83 with limitations in amended claim 83 that 

has merely been renumbered as claim 126. That is, the admission in the Office Action that 

claim 126 adds limitations for "modifving ... while the rule set is correlated to the temporarily 

assigned network address" (that are alleged to be the same as claim 83) have nothing to do 

with the recitation in the preamble of claim 83 cancelled by Reexamination Certificate of "a 

redirection server containing a user's rule set correlated to a temporarily assigned network 

address." More explicitly, the recitation alleged by the Action to be present in claim 83 that 

was cancelled by the Reexamination Certificate is not present there, and the language "the 

redirection server modifying at least a portion of the user's rule set while the user's rule set 
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remains correlated to the temporarily assigned network address in the redirection server'' is 

not found anywhere in claim 83 cancelled by Reexamination Certificate, it is present only in 

amended claim 83 that was merely renumbered as claim 126. 

Accordingly, the allegation in the Office Action that claim 126 has the same scope as 

claim 83 has been shown to be improper examination since the claim 83 that the Action is 

comparing to claim 126 is the exact same claim 83 presented in amended form in the 

present Reissue Application and merely renumbered as claim 126. 

The last two paragraphs in this section of the Office Action are directed to the other 

improper and unsupported suggestions of broader claims, and conclude by the mere and 

erroneous assertion that claims 91-133 are ostensibly "surrendered." 

Patent Owner traverses this entire section in the Action and any holding that any 

subject matter is supposedly surrendered as being unsupported as well as improper. As 

shown repeatedly above, the Action has consistently failed to provide any factual proof in 

support of such assertions. Since there are no grounds for this holding or objection to the 

claims, such holding and objection should be withdrawn. 

The section "Other'' on page 6 of the Action makes an unsubstantiated attempt to 

hold the claims as allegedly being "estopped" pursuant to MPEP 2308.03. 

Patent Owner traverses any such holding as improper and without support, as the 

Action consistently fails to provide any factual grounds or support why or how any of the 

claims in the instant Reissue Application are greater in scope than each and every claim of 

the original patent. 

Initially, it is noted that, with no explanation and no proof provided, the Action again 

merely makes the remark that claims 91-133 are rejected as allegedly being estopped. 

However, the Office Action has consistently failed to show any evidence or factually prove 

that the amended claims pending in the instant Reissue Application are of broader scope or 

even of equal scope to those cancelled in the Reexamination Certificate. 

More explicitly, the Action cannot offer any such proof since the claims of the instant 

Reissue Application are substantially narrower than the claims cancelled in the 

R eexam i nation Certificate. 

Accordingly, this holding is improper and without grounds, and should be withdrawn. 
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Rejection Under 35 USC §112 

In the Office Action, claims 100-106 and 126-133 are rejected under 35 USC 

§112(b) as allegedly being indefinite for failing to particularly point out and distinctly claim 

the subject matter which the inventor or a joint inventor. 

According to the Examiner's Interview Summary mailed on December 6, 2016 for the 

personal Interview held on November 29, 2016, this rejection is withdrawn, for which Patent 

Owner thanks the Examiner. 

Although the record now explicitly indicates that this rejection is withdrawn, for the 

record, Patent Owner traverses this rejection as being without support. 

Regarding the statement in the Office Action that the claims are "considered 

hybrid claims" merely because they claim more than one statutory class, the Action has 

ignored the fact that the Office, in the same MPEP §2173.05(p) section cited in the 

Action, instructs the Examining Corps that there are many situations where claims are 

permissively drafted to include a reference to more than one statutory class of invention. 

More to the point, although the Action attempts to support this rejection by citing 

MPEP §2173.05(p)II and alludes to a single limitation in each claim to substantiate the 

rejection, there is no further factual evidence that the claims would cause any such 

confusion. 

In fact, the citation is not same as the example in MPEP. Here, the inventive 

method steps are recited, and the claims set forth the redirection server system as the 

environment in which these inventive method steps take place. 

That is, the entire record of the '118 Patent in Reexamination and in Reissue is 

based on the fact that the method requires that, for a newly-established session, the 

redirection server receives. implements and dynamically changes the rule set for a specific 

user based on conditions, as well as deleting the rule set and information associated with 

the session upon termination of the session, and that the user's rule set is automatically 

modified while the rule set remains correlated to the temporarily assigned network address 

in the redirection server. Therefore, the contention in the Action that there is any "conflicting 

evidence" in the claims that might cause a person of ordinary skill to interpret the claims as 

being directed to both a product and a process is flawed. This type of claim draffing is 

extremely conventional and has been permitted in US patent practice for many years. 
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Therefore, the supposition in the Action that the claims are indefinite because 

anyone would not know whether possession alone of the claimed structure constitutes 

infringement or if infringement required the execution of the recited method steps is 

unsubstantiated by the facts of record. That is, the claims are quite clear that infringement 

would require execution of the recited method steps in these claims, since they are very 

obviously directed to a method. One of ordinary skill in the art would recognize that these 

are method claims with very obvious method steps in accordance with the claimed method. 

Therefore, the interpretation by the Office that examination should proceed based on "a 

product" also is unsupported by the claims and improper. 

However, in view of the fact that it has been entered into the record of this 

Reissue Application that this rejection is withdrawn by the Examiner, no further 

discussion of it is made herein. 

Rejection Under 35 USC §103 

Claims 100 and 126: 

In the Office Action, independent claims 100 and 126 and their respective dependent 

claims are rejected as allegedly being obvious over US Pat. No. 5848233 to Radia et al. in 

view of US Patent No. 5835727 to Wong et al. and US Patent No. 5950195 to Stockwell et 

al. The grounds for rejection of independent claims 100 and 126 as given in the Action are 

virtually identical and for that reason, Patent Owner addresses the grounds for rejection for 

these two claims together as follows. 

This rejection is respectfully traversed as being unsupported by both the art and the 

facts of record. 

The Office Action cites Radia alone with respect to the claim limitations of "the 

redirection server modifying at least a portion of the user's rule set while the user's rule set 

remains correlated to the temporarily assigned network address in the redirection server." 

The Action also states that Radia discloses that the router 106 is initially configured 

with a "login filter'' profile (Radia 7:38-49) and subsequently, after initial login has been 

achieved, is reconfigured with a packet filter (Radia 9:46-10:14), and that the subsequent 

change from the "login filter'' profile to the "packet filter'' after completion of the login process 

is the claimed "modifying" of the rules set, and that this "modifying" occurs while the 
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temporarily assigned IP address (hereafter "TANA") for the user computer remains the 

same for the login filter and the packet filter. 

The analysis in the Office Action is erroneous for at least two reasons. First, claim 

100 (and claim 126) requires that the "user's rule set" (whether denominated a "login filter'' 

or the subsequent "packet filter'') "control data passing between the user and the public 

network" (preamble of claim 100). However, the router configured (programmed) with the 

"login filter'' in Radia does not control data passing between the user and the public 

network. Only affer the four login steps are completed and the router is reconfigured with 

the packet filter from the SMS does the router begin to process data passing between the 

user and the public network. More specifically, the first login filter allows data to pass only 

to the DHCP server 110 (Radia 7;67-8: 1 ), not to the network 108; the second login filter 

allows data to pass only to a DNS server (Radia 8:24-25), not to the network 108; the third 

login filter allows a login applet to be downloaded to the user computer 102 from, e.g., a 

network server (Radia 8:30-32), but data does not pass from the user computer 102 to the 

network 108 through a redirection server as required in the claim (see e.g., claim 100 

preamble). The fourth login filter is for enabling applet communication with the SMS 114, 

not with the network 108 (Radia 8:57-58). Only after the login is completed does the SMS 

create the packet filter which is sent to the ANCS which reconfigures the router with that 

packet filter is the router able to "control data passing between the user and the public 

network" (Radia 9: 1-5 and 14-15). Radia does not disclose the ANCS again reconfiguring 

the router with another packet filter from the SMS after the router has been initially 

reconfigured with the data processing packet filter. Claim 100 in its preamble requires that 

the modification be to the user rule set (packet filter) "contained" by the redirection server 

which necessarily would be after the rules set had been programmed/downloaded to the 

redirections server and the redirection server had begun processing data packets from the 

user computer. Radia teaches that the ANCS only "reconfigures" the router once with the 

initial packet filter from the SMS. Thereafter there is no further "reconfiguration" taught by 

Radia. Accordingly, Radia does not teach the modification of the rules set as claimed. 

The second reason is that claim 100 (and claim 126) requires that the modifying of 

the rule set be done by the redirection server itself ["the redirection server modifying ... 

the rule set ... "] in response to "Instructions" received (that is conditions or information 

received from the user computer or the computer network as will be explained hereaffer). 
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By contrast, Radia discloses that all rule sets, whether login filter rules or packet filter rules, 

are defined/selected/formed exclusively by the SMS (not the redirection server as required 

by the claims) without the need for information or conditions ("instructions") from the 

network (108) or the user computer (102). See, e.g., Radia Abstract ("The SMS monitors 

activities or events that occur within the network. In response to these events, the SMS 

dynamically downloads filtering profiles to the ANCS. The ANCS then uses the downloaded 

filtering profiles to reconfigure the router. The router then uses the filtering rules to 

selectively discard or forward IP packets received from the client systems"); Radia 3:38-47; 

and Radia 3:51-55 ("events ... trigger the SMS to change filtering rules ... "). The SMS then 

downloads the filters to the ANCS which then "establishes" (also referred to as 

"configuring") the filters in the router or modem (Radia 9:64-10:7). The router or modem, 

connected between the user computer and the network, then uses the 

configured/established rule in the router to process data packets passing from the user 

computer 102 to the network 108 (Radia 1O:10-12) but only affer the login is completed. 

Nothing in Radia discloses, suggests or teaches a "redirection server modifying at least 

a portion of the user's rule set," that is, a router that itself modifies its own rule set 

(previously programmed into the router) for altering the processing of data packets passing 

from the user computer to the network, in response to instructions from the computer 

network or the user computer as required by the claimed invention. Therefore, Radia 

discloses rule sets created and modified only by the SMS, while the present claims require 

that the redirection server (router) modify its own packet filter in response to instructions 

from the network or user computer after that packet filter has been reconfigured into the 

router. 

The Action also cites Radia as disclosing "connecting a user side of the redirection 

server to a computer using the temporarily assigned network address and a network side 

connected to a computer network;" and "Connecting the computer using the temporarily 

assigned network address to the computer network through the redirection server ... " 

The Action relies on Radia Figure 1, which shows a router 106, an ANCS server 112 

and a plurality of cable modems 104 from which it is posited that router 106 and ANCS 112 

are placed between the modems 104 and the network 108 as required by claims 100 and 

126. However, this perspective, which appears to be based on using Patent Owner's 

teaching as a roadmap with forbidden hindsight, is in error. 
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In the first place, the ANCS server is not located between the network 108 and the 

user computer 102, as required by present claims 100 and 126. This is clear from Figure 1 

of Radia. 

Furthermore, the sole function of the ANCS taught by Radia is to receive filter rule 

sets from the SMS and to "establish" or "configure" ("program") those SMS generated filter 

rules sets in the router or modem using the ANCS. Radia does teach that the ANCS creates 

or selects rule sets or that the ANCS "instructions" are other than the rule sets from the 

SMS to be configured or established in the router. Only the SMS creates or selects rule 

sets. Further, neither the ANCS nor the SMS receives or processes data packets passing 

from the user computer 102 to the network 108 through the packet filter in the router, as in 

the claimed invention. Their function, exclusively theirs, is creating and programming the 

rules. The only components that process data packets in Radia is either the router or the 

modem (see, e.g., Radia 10:1-14). 

Also significant is the added limitations of claims 100 and 126 that the redirection 

server must be a server that is connected both to the user computer on a user side and the 

network on a network side of the redirection server from which the "instructions" as defined 

in the '118 patent come. See e.g., claim 100, last three paragraphs. 

Finally, the Office Action contends that Radia discloses: "receiving instructions by 

the redirection server and the redirection server modifying at least a portion of the user's 

rule set through one or more of the user side of the redirection server and the network side 

of the redirection server while the rule set is correlated with the temporarily assigned 

network address." 

More specifically, the Action refers to Radia 6:66-7:8, which states that "ANCS 

112 ... establishes a packet filter ... by reconfiguring the modem 104b ... or alternatively 

reconfiguring the router 106." While the Action accurately describes what Radia teaches, 

that is not what the claims recite. The above claim subparagraph requires that the 

redirection server (router or modem in Radia), which processes the data packets passing 

from the user computer to the network, itself modify that rule set and hence without 

receiving any new rule from the SMS or the need for reconfiguration of the router with that 

new rule from the SMS. Nothing in Radia teaches or suggests a router or modem that 

modifies its own programed rule set. As previously explained, Radia teaches that the 

exclusive server that generates rule sets (the includes modifications to rules sets) is the 
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SMS. See the Radia Abstract: "The SMS monitors activities or events that occur within the 

network. In response to these events, the SMS dynamically downloads filtering profiles to 

the ANCS. The ANCS then uses the downloaded filtering profiles to reconfigure [reprogram] 

the router [with a new rule set]. The router then uses the filtering rules to selectively discard 

or forward IP packets received from the client systems." See also, e.g., Radia 3:5-9; 3:38-

41; 3:51-55; 6:47-48 & 63-64; 9:9-12 & 60-62. 

In short, Radia discloses that the SMS exclusively selects all the rules that are to be 

used to program/configure the router or modem whether entirely new or modifications of the 

existing rule. Nothing in Radia suggests that the router or modem itself modify the existing 

rule set much less in response to information or conditions originating from the user 

computer or the network as will be hereafter explained more fully, rather than from an SMS 

as taught by Radia. This distinction exists whether the ANCS is considered part of the 

redirection server or not. 

The Office Action has cited Wong and Stockwell in combination with Radia, but has 

not actually identified any "features" or "known techniques" of Wong or Stockwell that in 

combination with Radia would render the claimed invention obvious. Patent Owner cannot 

speculate as to what those "features" or "known techniques" might be and, without further 

specificity in the Action, is unable to respond to that portion of the rejection of claims 100 

and 126 beyond the above discussion of Radia. 

The Decision on Appeal-(RCI) 

The above arguments also bear on the statements made by the Patent Trial and 

Appeal Board in its Decision on Appeal dated February 20, 2015. Specifically, as discussed 

above, on page 5 and 6 of that Decision, the Board agreed with the Examiner that the claim 

limitation "allowing modification" could "not be so narrowly interpreted as requiring the 

redirection server to perform the actual modification," and on page 7, the Board asserted 

that the claims do not "require the redirection server to be actively involved in the 

[modification] process." Under the board's interpretation, the SMS of Radia would provide 

the impetus to "allow" the modem or router to effect modification of its rule set. Patent 

Owner has narrowed the pending claims to require that the redirection server itself perform 

the task of modifying at least a portion of the rule set (first subparagraph in claims 100 and 

126 - "the redirection server modifying ... ," and the fourth subparagraph of claim 100 -
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"the redirection server modifying ... ," and third paragraph of claim 126 - "the redirection 

server modifying .... " These additional limitations narrow the claims to require that the 

redirection server itself modify the rule set, as distinguished from the broader claims at 

issue in the Board's Decision. Further, the modification by the redirection server is done in 

response to "instructions" also defined in the '118 patent as information or conditions or 

logical decisions (see '118 at 4:60-5:4). Therefore, after being initially programmed by the 

authentication accounting server 204 ('118 at 4:55) into the redirection server, the amended 

claims require the rule set be modified by the rule set already programmed in the redirection 

server itself, and that the change be in response, e.g., to the information or conditions 

received via the network side (e.g., the network 108 in Radia) or the user side (pc 102 in 

Radia). See claim 100 paragraph 4. As such, the change in the rule set must be in 

response to an "instruction" which is a condition or information from the network or the 

user computer and which is not new rule set. 

The Board also held (page 9 of the Decision) that "Radia teaches a system wherein 

an ANCS sends instructions to the router to modify its filtering rules ... " and that when the 

ANCS and router are combined, the "instructions" sent to the router modifying the rule set in 

the router is the claimed "modification by the redirection server." However, Radia teaches 

the ANCS "instructions" to be new rule set from the SMS and the reconfiguration is a 

reprogramming of the router with that new rule set from the SMS. Claims 100 and 126 by 

contrast, limit the "instruction" be information or conditions (not a new rule set to be 

programmed, something done only by the authentication server in the present application -

see reference to specification above) and that the instructions must originate from either 

the user computer 102 or the network 108 not Radia's SMS through the ANCS. 

Claim 126 has been similarly limited. 

In summary, the redirection server must do the modifying, and the instructions 

(information or conditions) which initiate modification must be external to the redirection 

server coming from either the user computer (user side) or the network via the 

"connections." 

For each of these reasons, Patent Owner respectfully requests withdrawal of the 

obviousness rejection of claims 100 and 126. Because claims 101-106 are dependent on 

claim 100 and claims 127-133 are dependent on claim 126, based on the above arguments 

Patent Owner submits that the dependent claims are also patentable over Radia, alone or in 
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any reasonable combination with any other applied reference, and requests withdrawal of 

the rejections. 

Patent Owner respectfully submits that, with all improper holdings of non

compliance, surrender and defects listed in the Office Action overcome, submission of the 

Supplemental Declaration and SI OS, and the objections and rejections of claims on all 

grounds traversed, the claims of the present Reissue Application should be allowed. 

Conclusion 

In view of the foregoing amendments and remarks, it is believed that all of the claims 

pending in this Application are in condition for allowance, which action is respectfully 

requested. No new matter has been added by the single amendment made herein. 

It is believed that all pending issues have been addressed. However, the absence of 

a reply to a specific rejection, issue or comment does not signify agreement with or 

concession of that rejection, issue or comment. In addition, because the arguments made 

above may not be exhaustive, there may be reasons for patentability of any or all pending 

claims (or other claims) that have not been expressed. Finally, nothing in this reply should 

be construed as an intention to concede that any claim, except as specifically stated in this 

reply, and the amendment of any claim does not necessarily signify concession of 

unpatentability of the claim prior to its amendment. Accordingly, entry of the amendments 

and allowance of the claims are respectfully requested. 
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The Examiner is invited to direct any questions to the practitioner of record at the 

below-listed telephone and e-mail address. 

Date: December 25, 2016 

Hershkovitz & Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 
Telephone +1.703.370.4800 
Facsimile +1.703.370.4809 
Email patent@hershkovitz.net 
RE1341006.A10; AH/pjj 

Attachment: 

Appendix Showing Marked-Up Claims 

49 

Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 

Panasonic-1002 
Page 183 of 497



RE1341006.A10 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 

Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

APPENDIX TO AMENDMENT UNDER 37 CFR §1.173 SHOWING CLAIM STATUS AND 
MARKINGS AS IN REGULAR EXAMINATION 

Claims 1.-90. (Cancelled) 

91. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses; and 

wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of time while the rule set is correlated to the temporarily assigned network 

address. 

92. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 
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wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses; and 

wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of the data transmitted to or from the user while the rule set is correlated to the 

temporarily assigned network address. 

93. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses; and 

wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of the location or locations the user accesses while the rule set is correlated to 

the temporarily assigned network addresses. 

94. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address; 
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wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses; and 

wherein the redirection server is configured to remove or reinstate at least a portion 

of the rule set as a function of time while the rule set is correlated to the temporarily 

assigned network address. 

95. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses; and 

wherein the redirection server is configured to remove or reinstate at least a portion 

of the rule set as a function of the data transmitted to or from the user while the rule set is 

correlated to the temporarily assigned network address. 

96. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses; and 
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wherein the redirection server is configured to remove or reinstate at least a portion 

of the rule set as a function of the location or locations the user accesses while the rule set 

is correlated to the temporarily assigned network address. 

97. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses; and 

wherein the redirection server is configured to remove or reinstate at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location or locations the user accesses while the rule set is correlated to the 

temporarily assigned network address. 

98. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set while the rule set is correlated to the temporarily assigned network address; 

wherein the redirection server is configured to automatically modify at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location the user accesses; and 

wherein the redirection server has a user side that is connected to a computer using 

the temporarily assigned network address and a network side connected to a computer 
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network, and wherein the computer using the temporarily assigned network address is 

connected to the computer network through the redirection server. 

99. (Previously Presented) The system of claim 98, wherein the redirection server modifies 

the rule set in response to instructions received by one or more of the user side of the 

redirection server and the network side of the redirection server. 

100. (Previously Presented) In a system comprising a redirection server containing a user's 

rule set correlated to a temporarily assigned network address wherein the user's rule set 

contains at least one of a plurality of functions used to control data passing between the 

user and a public network; a method comprising: 

the redirection server modifying at least a portion of the user's rule set while the 

user's rule set remains correlated to the temporarily assigned network address in the 

redirection server; 

connecting a user side of the redirection server to a computer using the temporarily 

assigned network address and a network side connected to a computer network; 

connecting the computer using the temporarily assigned network address to the 

computer network through the redirection server; 

receiving instructions by the redirection server and the redirection server modifying 

at least a portion of the user's rule set through one or more of the user side of the 

redirection server and the network side of the redirection server while the rule set is 

correlated with the temporarily assigned network address. 

101. (Previously Presented) The method of claim 100, wherein the method further 

comprises modifying at least a portion of the user's rule set by the redirection server as a 

function of one or more of: time, data transmitted to or from the user, and location or 

locations the user accesses. 

102. (Previously Presented) The method of claim 100, wherein the method further 

comprises removing or reinstating at least a portion of the user's rule set by the redirection 

server as a function of one or more of: time, the data transmitted to or from the user and a 

location or locations the user accesses. 
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103. (Previously Presented) The method of claim 100, wherein the modified rule set 

includes at least one rule as a function of a type of IP (Internet Protocol) service. 

104. (Previously Presented) The method of claim 100, wherein the modified rule set 

includes an initial temporary rule set and a standard rule set, and wherein the redirection 

server is configured to utilize the temporary rule set for an initial period of time and to 

thereafter utilize the standard rule set. 

105. (Previously Presented) The method of claim 100, wherein the modified rule set 

includes at least one rule allowing access based on a request type and a destination 

address. 

106. (Previously Presented) The method of claim 100, wherein the modified rule set 

includes at least one rule redirecting the data to a new destination address based on a 

request type and an attempted destination address. 

107. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

the rule set containing at least one of a plurality of functions used to control data 

passing between the user and a public network; 

the redirection server being configured to automatically modify at least a portion of 

the rule set while the rule set is correlated to the temporarily assigned network address; 

the redirection server being configured to automatically modify at least a portion of 

the rule set as a function of some combination of time, data transmitted to or from the user, 

or location the user accesses; and 

the modified rule set including at least one rule as a function of a type of IP (Internet 

Protocol) service. 

108. (Currently Amended) A system comprising: 
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a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

the rule set containing at least one of a plurality of functions used to control data 

passing between the user and a public network; 

the redirection server being configured to automatically modify at least a portion of 

the rule set while the rule set is correlated to the temporarily assigned network address; 

the redirection server being configured to automatically modify at least a portion of 

the rule set as a function of some combination of time, data transmitted to or from the user, 

or location the user accesses; and 

the modified rule set includes an initial temporary rule set and a standard rule set, 

and the redirection server utilizes the temporary rule set for an initial period of time and 

thereafter utilizes the standard rule set while the rule set is correlated to the temporarily 

assigned network address. 

109. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

the rule set containing at least one of a plurality of functions used to control data 

passing between the user and a public network; 

the redirection server being configured to automatically modify at least a portion of 

the rule set while the rule set is correlated to the temporarily assigned network address; 

the redirection server being configured to automatically modify at least a portion of 

the rule set as a function of some combination of time, data transmitted to or from the user, 

or location the user accesses; and 

the modified rule set includes at least one rule allowing access based on a request 

type and a destination address. 

110. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

the rule set containing at least one of a plurality of functions used to control data 

passing between the user and a public network; 
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the redirection server being configured to automatically modify at least a portion of 

the rule set while the rule set is correlated to the temporarily assigned network address; 

the redirection server being configured to automatically modify at least a portion of 

the rule set as a function of some combination of time, data transmitted to or from the user, 

or location the user accesses; and 

the modified rule set includes at least one rule redirecting the data to a new 

destination address based on a request type and an attempted destination address. 

111. (Currently Amended) A system comprising: 

a redirection server connected between a user computer and a public network, the 

redirection server programmed with a users' rule set correlated to a temporarily assigned 

network address; 

the rule set containing at least one of a plurality of functions used to control data 

passing between the user and a public network; 

the redirection server being configured to automatically modify at least a portion of 

the rule set while the rule set is correlated to the temporarily assigned network address; and 

the redirection server being configured to automatically modify at least a portion of 

the rule set as a function of some combination of time, data transmitted to or from the user, 

or location the user accesses while the rule set is correlated to the temporarily assigned 

network address. 

112. (Previously Presented) The system of claim 111, the redirection server being 

configured to modify at least a portion of the rule set as a function of time. 

113. (Previously Presented) The system of claim 111, the redirection server being 

configured to modify at least a portion of the rule set as a function of the data transmitted to 

or from the user. 

114. (Previously Presented) The system of claim 111, the redirection server being 

configured to modify at least a portion of the rule set as a function of the location or 

locations the user accesses. 
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115. (Previously Presented) The system of claim 111, the redirection server being 

configured to remove or reinstate at least a portion of the rule set as a function of time. 

116. (Previously Presented) The system of claim 111, the redirection server being 

configured to remove or reinstate at least a portion of the rule set as a function of the data 

transmitted to or from the user. 

117. (Previously Presented) The system of claim 111, the redirection server being 

configured to remove or reinstate at least a portion of the rule set as a function of the 

location or locations the user accesses. 

118. (Previously Presented) The system of claim 111, the redirection server being 

configured to remove or reinstate at least a portion of the rule set as a function of some 

combination of time, data transmitted to or from the user, or location or locations the user 

accesses. 

119. (Previously Presented) The system of claim 111, wherein the redirection server has a 

user side that is connected to a computer using the temporarily assigned network address 

and a network side connected to a computer network and wherein the computer using the 

temporarily assigned network address is connected to the computer network through the 

redirection server. 

120. (Previously Presented) The system of claim 111, wherein the redirection server 

modifies the rule set received by one or more of the user side of the redirection server and 

the network side of the redirection server in response to instructions received by the 

redirection server. 

121. (Previously Presented) The system of claim 111, wherein the modified rule set 

includes at least one rule as a function of a type of IP (Internet Protocol) service. 

122. (Previously Presented) The system of claim 111, wherein the modified rule set 

includes an initial temporary rule set and a standard rule set, and wherein the redirection 

9 

Panasonic-1002 
Page 192 of 497



RE1341006.A10 

server is configured to utilize the temporary rule set for an initial period of time and to 

thereafter utilize the standard rule set. 

123. (Previously Presented) The system of claim 111, wherein the modified rule set 

includes at least one rule allowing access based on a request type and a destination 

address. 

124. (Previously Presented) The system of claim 111, wherein the modified rule set 

includes at least one rule redirecting the data to a new destination address based on a 

request type and an attempted destination address. 

125. (Previously Presented) The system of claim 111, the redirection server redirecting data 

from the users' computers by replacing a first destination address in an IP (Internet 

Protocol) packet header by a second destination address as a function of the modified rule 

set. 

126. (Previously Presented) In a system comprising a redirection server connected between 

a user computer and a public network, the redirection server containing a user's rule set 

correlated to a temporarily assigned network address wherein the user's rule set contains at 

least one of a plurality of functions used to control data passing between the user and a 

public network; a method comprising: 

the redirection server modifying at least a portion of the user's rule set while the 

user's rule set remains correlated to the temporarily assigned network address in the 

redirection server; 

wherein the redirection server has a user side that is connected to a computer using 

the temporarily assigned network address and a network address and a network side 

connected to a computer network; 

wherein the computer using the temporarily assigned network address is connected 

to the computer network through the redirection server and the redirection server modifying 

at least a portion of the user's rule set through one or more of the user side of the 

redirection server and the network side of the redirection server while the rule set is 
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correlated to the temporarily assigned network address, in response to instructions received 

by the redirection server. 

127. (Previously Presented) The method of claim 126, wherein the modification is a function 

of one or more of time, data transmitted to or from the user, and location or locations the 

user accesses. 

128. (Previously Presented) The method of claim 126, wherein the modification comprises 

removing or reinstating at least a portion of the user's rule set as a function of one or more 

of time, the data transmitted to or from the user and a location or locations the user 

accesses. 

129. (Previously Presented) The method of claim 126, wherein the modified rule set 

includes at least one rule as a function of a type of IP (Internet Protocol) service. 

130. (Previously Presented) The method of claim 126, wherein the modified rule set 

includes an initial temporary rule set and a standard rule set, and wherein the redirection 

server is configured to utilize the temporary rule set for an initial period of time and to 

thereafter utilize the standard rule set. 

131. (Previously Presented) The method of claim 126, wherein the modified rule set 

includes at least one rule allowing access based on a request type and a destination 

address. 

132. (Previously Presented) The method of claim 126, wherein the modified rule set 

includes at least one rule redirecting the data to a new destination address based on a 

request type and an attempted destination address. 

133. (Previously Presented) The method of claim 126, wherein the redirection server 

redirects data from the users' computers by replacing a first destination address in an IP 

(Internet Protocol) packet header by a second destination address as a function of the 

individualized rule set. 

11 

Panasonic-1002 
Page 194 of 497



RE1341006 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/641,246 

Examiner: Jalatee Worjloh 

Art Unit: 3992 
(Based on USP 6,779,118) 

Conf. No.: 1126 
RE Application Filed: April 20, 2015 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

CONSENT OF ASSIGNEE AND STATEMENT OF OWNERSHIP 

Commissioner for Patents 
POB 1450 
Alexandria, VA 22313-1450 

Honorable Commissioner: 

Linksmart Wireless Technology, LLC ("Linksmart") is Assignee of entire and 

exclusive title and interest in US Patent No. 6,779,118 and in the Reissue Application 

identified above, by virtue of the Assignment recorded on June 15, 1999 at Reel/Frame 

Numbers 10062-40, and the Assignment recorded on July 2, 2008 at Reel/Frame Numbers 

21185-416. As President of Linksmart, I am authorized to execute any and all documents 

necessary and incidental to the transaction of the business by Linksmart, as pointed out in 

the Reissue Declaration under 37 CFR §1.175 filed on April 20, 2015 with the present 

Reissue Application, which I executed on behalf of Linksmart. 

Assignee of entire and exclusive title and interest, Linksmart Wireless Technology, 

LLC, consents to the present Reissue Application. 

I am authorized to act on behalf of Linksmart Wireless Technology, LLC. 

Accordingly, all of the requirements for this Consent of Assignee and Statement of 

Ownership under 37 CFR §3.73(c) are met. 

On behalf of 
Linksmart Wireless Technology, LLC 

Date: November 17, 2016 ~ 
Name: Koichiro lkudome 

Title: ___ ...;..P...;..r-=-es=i-=-de=nc..:..;t=---------
RE1341006.A04; AH/pjj 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/641,246 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 

Examiner: Jalatee Worjloh 

Art Unit: 3992 

Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

REISSUE DECLARATION UNDER 37 CFR §1.175 BY THE INVENTORS 

Commissioner for Patents 
P.O. Box 1450' 
Alexandria, VA 22313-1450 

We, Koichiro lkudome and Moon Tai Yeung, declare as follows: 

1. Linksmart Wireless Technology, LLC, ("Linksmart") is Assignee of entire title and 

interest in original US Patent No. 6,779, 118 ("the '118 Patent") and in the instant 

Application for Reissue of the '118 Patent, as shown in the Statement of Ownership 

submitted with the present Reissue Application on March 20, 2015. Koichiro lkudome is 

President of Linksmart and is authorized to sign any and all documents necessary and 

incidental to the transaction of the business of Linksmart. We have reviewed and 

understand the original Patent and the Amendments previously filed in the instant 

Reissue Application. 

2. We declare that this Reissue Application was made or authorized to be made by 

us. 

3. We are the Inventors, Koichiro lkudome, whose residence is San Gabriel, CA 

and whose mailing address is 199 S. Los Robles Ave, Suite 440, Pasadena, CA 91101, 

and Moon Tai Yeung, whose residence is Arcadia, CA and whose mailing address is 

199 S. Los Robles Ave, Suite 440, Pasadena, CA 91101, citizens of the United States 
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of America. We are the original and first inventors of the subject matter claimed in the 

original Patent Application upon which the '118 Patent was issued, and for which the 

instant Reissue Patent is sought for the invention entitled, "USER SPECIFIC 

AUTOMATIC DATA REDIRECTION SYSTEM," filed as Application No. 14/641,246 on 

April 20, 2015 and amended on April 20, 2015, October 27, 2016 and April 7, 2016. 

4. We understand that we have a duty to disclose to the US Patent & Trademark 

Office all information known to us to be material to the patentability of the instant 

Reissue Application as defined in 37 CFR §1.56. 

5. We believe the original '118 Patent to be wholly or partly inoperative or invalid, 

based on the reason that we claimed more than we had a right to claim in the '118 

Patent. 

6. One error in the '118 Patent arising from us claiming more than we had a right to 

claim is that the claims, such as original patent claim 16 recites "wherein the redirection 

server is configured to allow automated modification of at least a portion of the rule 

set correlated to the temporarily assigned network address," which is considered to be 

claiming more than Patent Owner had a right to claim. 

7. Accordingly, that inadvertent error is addressed by having claim 16 replaced by 

claim 91, which now is limited to require "wherein the redirection server is configured to 

modify at least a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address," which is narrower in scope that original patent claim 16. 

Specifically, the original language "allowed," but did not require, the modification to the 

rule set to be made by the redirection server whereas the amended language requires 

the modification to the rule set to be made by the redirection server. 

8. All of the statements that we have made herein based on our own knowledge are 

true, and all of the statements made based on information and belief are believed to be 

true. We acknowledge the duty to disclose information which is material to patentability 
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as defined in 37 CFR 1.56. We further acknowledge that statements made herein were 

made with the knowledge that willful false statements and the like so made are 

punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the 

United States Code, and that such willful false statements may jeopardize the validity of 

the Application or any Patent issued thereon. 

By The Inventors: 

Date: November 17, 2016 

Name: Koichiro lkudome ------------

Date: November 17, 2016 

~ Moon Tai Yeung 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 

Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

SECOND SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313 1450 

Honorable Commissioner: 

Pursuant to 37 CFR §§1.56, 1.97 and 1.98, the following information is brought to 

the attention of the Examiner for consideration in the above-identified Reissue 

Application of US Patent No. 6,779,118 (the '118 Patent). 

Submitted herewith is a copy of: 

(1) DE 699 41 540 C5. 

As Patent Owner informed the USPTO in the Supplemental Information 

Disclosure Statement (SIDS) filed on March 1, 2016, the present Reissue Application is 

related to Regional Patent No. EP 10 76 975, which was involved in a Complaint 

Proceeding in the Federal Patent Court in Germany. As a result of that Proceeding, 

Reference (1) was issued on June 2, 2016 containing amended claims of Regional 

Patent EP 10 76 975 that are now effective in the Federal Republic of Germany. 

In an abundance of caution, Patent Owner's representatives bring this reference 

to the attention of the Examiner. 

A Google English language translation of Reference (1) is being provided 

concurrently herewith. Additionally, a statement of relevance for Reference (1) would 

be substantially the same as the disclosure in the '118 Patent or the present Reissue 
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Application, since no new matter would have been allowed to be added to the claims as 

amended during the Complaint Proceeding in the DE Federal Patent Court. 

Additionally, the English translation of the relevant portion of the Judgment in the 

Complaint Proceeding, which was made of record by the SIDS filed March 1, 2016, 

discusses in detail the claim limitations that are considered to be patentable. 

In compliance with 37 CFR §1.97(c)(2), the fee required for entry of this SIDS 

after issuance of a first Office Action on the merits in this Reissue Application is being 

submitted concurrently herewith, and it is believed that no other fee is required for entry 

and consideration of this information. 

Reference (1) is listed on the attached Form PTO-1449, and Patent Owner 

respectfully requests that a signed copy of the attached Form PTO-1449 be returned to 

indicate entry and consideration of the information listed therein, and that such 

information appear on the printed face of any Patent issuing hereon. 

The Examiner is invited to direct any questions to the practitioner of record at the 

below-listed telephone and e-mail address. 

Date: December 25, 2016 

Hershkovitz & Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 
Telephone +1.703.370.4800 
Facsimile +1.703.370.4809 
Email patent@hershkovitz.net 

RE1341006.A10; AH/pjj 
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Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 
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Form PTO-1449 Complete if Known 
Substitute for Form PTO/SB/08 

Application Number 14/691,246 

INFORMATION DISCLOSURE 
Filing Date April 20, 2015 
First Named Inventor Koichiro lkudome 

STATEMENT BY APPLICANT Art Unit 3992 
(Use as many sheets as necessary) Examiner Name Jalatee Worjloh 

Sheet 1 I of I 1 Attorney Docket Number RE1341006 
U.S. PATENT DOCUMENTS 

Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, 
Initials* No. 1 MM-DD-YYYY Applicant of Cited Document Where Relevant Passages 

Number-Kind Code2 (if or Relevant Figures 

known) Appear 

AA 
AB 
AC 
AD 
AE 

FOREIGN PATENT DOCUMENTS 
Examiner Cite Foreign Patent Document Publication Date Name of Patentee or Applicant of Cited Document 
Initials* No. 1 MM-DD-YYYY 

Country Code3 -Number 4 
-

Kind Code5 (if known) 

BA DE 699 41 540 C5 06/02/2016 Linksmart Wireless Technology LLC 
BB 
BC 
BD 
BE 

NON PATENT LITERATURE DOCUMENTS 
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 
Initials* No. 1 (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), 

publisher, city and/or country where published. 

CA 

CB 

cc 

CD 

CE 

CF 

Examiner Date Considered 
Signature 

*EXAMINER: Draw line through c1tat1on 1f not 1n conformance and not considered. Include signed copy of this form to 
indicate consideration and entry of non-lined-through references with next Communication to Applicant. 
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h!tp-Daten verwern:ltit wl,d, wubei cter Um!eltungsseruer ds
durd, gekenmeichnet lst, dsss er 1:1inge,k:htet 1st 
um a!na McJdrnkatlon zumindest elries Tei!s des Regelsat
zes im Um!eltungsserJ1t1, zu ~i:ig!icoon, wahnmd der R€
getsa!z mit di:ff tempera; :asgeordnelen Nekadresse korre• 
!iert b!eibt, 
wobei der llm!eiaungsserver {208} die hUp~Dateri z.wn und 
vom Bersukercomputer {100) ais Funklkln des Ri:!gelsa!zes 
umfeHet, durch Beanh'<:'Orten der Benulzeranfrage von Mip~ 
Daten mit eirmm hUp-Llmieitursgsbefehl. 
wobsi der B,muizer !edig!icri auf elne vmbestimmte hUp-Z1e!
adrnsse ooer elmm S,1tz von vmbestimmkm http-Zle!adras
sen zugreifer, da,f und auf diese lmmer umge!eitet wkd, 
wenn der Be;)~slzer $Uf eioo andere h1tp-Zie!ad,<£:sse ver
sucht zu;mgn,,lfen. 
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[0001] Betreffend das eumpaische Patent ·1 076 975 
{DE 899 41 540} 
hat der 5. Sen.at {Nichligkeitssenat) des Burn:lespa
tcmtgerichts auf dle mundliche Verhandlung vom 7. 
Ol<tober 20 i 5 mr Recht erkannt 

L Das eumpaische Patent ·i 076 975 wkd mil Wir~ 
kung fur das Hoheitsgebiet der Bundesrepublik 
Deuwch!and teilwelse mr nichtig erkiart, soweit es 
uber folgende Fassung h!nausgeht 

1. Um!eitungsserver (208), der zwisc!len einem 
Bern.Jttan::omputer (100} tmd e!nem offent!ichen Netz 
{110) ansch!iafsbar isl, 
wobei der UmleibJngsserver mit ekwm Benutzer-Ra
ge!satz programmiert ist der ma einm- temporar zu
geordneten Nettadrnsse mr den Bermtzercomputer 
korreHmt ist, 
wobei der Regelsau: x.umindest eine einer Mehrzah! 
von Funktionen enthalt die zum Kontmmmen der 
zwischen dem Benutzarcomputer und di:.,m offenm
chen Net.z uoormttte!tan http-Oaten veri,..,,endet wird, 
\i\'Qbei der Umieitungssarver dadurch gekm,nze!d,net 
ist, dass er eingerichtet isl. 
um e1ne Modlflkation x.umlndest eenes Tells des Re
gelsatzes im Umleitungsserver :z:u ermogl!chen, wah
rend der Regelsate: mit der tempor'Jr zugeordneten 
Nettadmsse korreliert. bleibt, 
wobei der Um1eihmtJsservar {20S} d1a hltp-Daten zum 
und vom Benut~:ercnmpuler (100) ab.,. FtmkUcm des 
Regelsatzes umleltet, durch Beantworten der Be~ 
nuu:eranfrage von http-Oaten mit e1nem Mtp-Um!ei~ 
tungsbefeh!, 
wobe1 der 8ematzer !edig!ich auf aine vmbestimmte 
http-Zieladmsse oder einen Satz von vorbest!mmten 
http-Zle!adrnssen zugmifen daff und auf diese immer 
unsgeleitet w1rd, werm der SernJtzer auf eine sndere 
http-Zie!adrnsse versucht zuzugmifen, 

2, Umle!tungsse,ver nach Anspruch 1, wobei def 
Umieib .. mgsserver (;!OB) elngerichtet ist, um aina Mo• 
dift~ation zumlndest eines Tei!s des Regelsattes a!s 
Funkfa:,n der .leit zu ennog!lchen, 

3. Umiestungsserver rn:ach Anspn.,ch 1, wobei der 
Um!eitungsserver {WS) eingerichtet !st um eine Mo-
diflkation zumindesl: eine~, TeHs des Regelsa!zes a!s 
FunkUon der vom Benutzer oder an d!esen llbertra0 

genen zts Oaten ermogHchen, 

4, Um!eitungsserver m;lch Anspruch 1, wobei der 
Umieltungsserver (208} e!ngerichtet ist. um eine Mo~ 
difikation .zumlndest e!nes Te!!s des Regelsattes ats 
Funktion des Orts oder der Orte, auf den b2w, die der 
Benutzer zugrem. 2-u ermog!k:hert 

5, Um!eih..sngsserver rmch Anspruch 1, wobei der 
lJmieitungssarver {206} e!ngerid,tet ist, um eine f,.,1o
diflkation wmindest eines Tei!s des Rege!sau:es als 
Fwnktion einer Kombinallon aus Zelt, vom Benutzer 
oder an diesen i.foertragermn Daters oder dem Ort 
oder den Orten, auf den bzw, die der Benutzer zu
grnift, zu erm6g1lchen. 

6. Urn!eitungsserver nach Anspruch ·1, wobei 
der Um!eitungsserver {208} eingerichtet ist, Lim die 
E.nifemung oder Wiederherste!lung ;rnm!ndest eines 
Tet!s des Regelsatzes a!s Funktion der Zeit zu ermog
llchen. 

7. Um!eitungssarver nach Anspmch 1, vvobei 
der Umieitungsservsr {208) eingerichtet ist, um die 
Entfemung oder Wiederherste!iung zumindest elnes 
T eiis des Rsge!sat!es als Funkt!on de, vom Benutter 
oder an dlesen uber!.ragerneri Oaten zu ermoglichen, 

B. Umleiiungsserver nach Anspruch 1, wob<ei 
der Um!eitungsserver {203) erntierichtet lst, um die 
E11tfemung oder 'vViedmherstellLsng zurrdridest ek1es 
Teits des Regs!satzes als Funk.Hon des Orts oder der 
Orte, aur den b2w. die der Benutzer z:ugrem, zu er
m6f;.!llchen. 

9. Umieitungsserver nach Anspruch 1, woi:mi 
der Umleitungsserver (208} einger!clltet 1st um die 
Enl:femung oder VViedmhersiei!ung zumindest eines 
Tails des Regelsai!zes ais f\inktion einer Kombinati
on aus Zeit, vorn Bern.stzer oder an dlssen ubertrage-
11en Oaten oder dem O,t oder den Orlen, a1.sf den hzw, 
die der Banutzer zugraift, zu ermogilchsn, 

·1 Q, Umlsitungssenmr nach Anspmch 1, wooei der 
Umlaitungsserver (208) weitern die Oaten zum und 
vom 8enutzercomputer (100) als Ft.mktion des Regel
sat~es biockiert. 

·1 ·1. Umieirungsserver nach Anspruch i , ivobei der 
Umleih.mgsserver {'.208) weitern die Oaten zum und 
vom Benutzercomputer ('HHJ} a.ls Funl<Uon der Rege!
satzes zu!:asst 

12. Umleitungssmver nach Anspmch 1, wobei der 
Um!eitu~;isserv0,· {20S) Oaten vom Ber.ut::ercornpu
!er ('HlO} dun::h Erset.zen cler Zieiaciresss in den vom 
Benutum::omputer gesendetsn Daten durch sine an
ders Ziel~>Jdrnsse umleltet, bevor d!e Oaten ln das of
font!ictm Netzwerk (1.10) ga!angerL 

·1;3. Um!eiti..mgsserver nach Anspwch 1, wohei der 
Umieiti.mgsserver {208} weitern die Daten vom 8e
nutzercomptiter (100) ass Funktion des Rege!sat.ze.s 
auf mehrero Zlele um!eitet.. 

14. Verfahren zur VefV\:·endung in einem Umlai
tungsserver {208), cier zwischen elnem Benutwr-
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computer (100) und ainem offantlk:hen Netz {110) an
schlieBbar ist, 
wobei der Umleitungsserver einen Senutzer-Regei
satz entha!t der mit einer temporar zugeordneten 
Netzadresse fur den Benutzercomputer korre!iert ist, 
wobai der Benu!z:er-Rege!satz zumindest eine einer 
Mehrzahl von Funkfa::men entha!t, die i:um Kontrome
ren der zwlschen dam Benuti:ercomputer und dem 
offenrnchen Netz Obermittelten http-Oaten ven.vendet 
wird: 
wnbe! das Verlahren gakennzeichnet !st durch: Mo
d!fizlemn wmindest sines Teiis des Benwti:er-Re9el
satzes Im Um!eitungsseNer, \.•Jahrend der Benutzer
Regelsatz m!t der temporar zugeordneten Netzadres
se korre!iert b!eibt, und 
den Sctum des Um!eltens der http-Daten z.um und 
vam Benutrercompwter (100} a!s Funktron des Benut
zer-Rege!satz:es, durch Beantworten der Benutzer
anfrage von http-Daien mit einem hl1p-Umleitungsbe
feh!, 
wobei de, Benutzer ledigl!ch aur eine vmbestimmte 
htlp-Zleladmsse oder einen Satz von vorbestimmten 
htlp-Zieladressen zugreifen darf und auf diese !mmer 
tsmge!eitet winj, wenn der Benutz:er aur elne andere 
htlp-Zieladresse versucht wzugreifen. 

15. Verfahren nach Anspruch 14. \t,n:iiters mit dem 
Schritt des B!ockierans der Oaten zum und vom Be• 
nutze,compute, {100) ais FunkUon des Benutzer-Re• 
ge!satzes, 

16. Verfahren nach Anspruch i4, weiters mit dem 
Schritt des Zu!assens von Daten z:um und vom Be
m.1ti:ercomputer {100) a!s Funktion des Benutzer-Re
ge!satzes, 

17. Verfahren nach Anspruch 14, wobei der Schr!tt 
des Um!eitens der Daien vom Bem.m:ercomputer 
(100) das Ersetzen einer Zie!adresse in den vom Be
nutzercomputer gesendelen Oaten durch eine ande
m Zie!adresse, bevor die Daten in das offent!iche 
Netz (110) ge!angen, umfasst 

18. Verlahren nach AnsprucM 14, welters mlt dem 
Schriti des Umleitens de, Oaten vom Benutzercom
puter (100) z:u mehreren Zielen a!s Funkfa:in des Be
nutzer-Regelsatzes. 

19, Veriahren nach Anspmch 14, welters mit dem 
Schr!l:t des Modlfizlerens zumindest efnes Tails des 
Rege!satzes als Funktlon der Zeit 

20, Veriahren nach Anspruch 14 oder 19, wei!ers 
m!t dem Schritl des Modefrxierans zurnindest eines 
Ter!s des Rege!satzes als Funktion der zum oder vom 
13enutter ubertragenen Daten. 

21. Verfahren narn einem der An:spruche 14, 19 
und 20, VJefters m!t dem Schritt des Modiflriernns zu-
mindest eines TeHs des Regelsatzes a!s Funkiion des 

3/3 

Orts oder der Orte, auf den bzw. die der Bermtzer zu
grelft. 

22, Verfahren nach Anspmch 14, weiters mlt dem 
Schritl: des Entfemens oder Wlederherstellens zu
mindest sines Tei!s des Benutzer~Regelsab:es a!s 
Funktion der Zeit. 

23, Verfahren 11ach Anspruch 14 oder 22, weiters 
mit dem Schritl: des Entterne!lS oder Wiederherst.e!
!ens zumindest eirn~s Tells des Benutzer~Regelsat
zes a!s Funktio11 der :wm oder vom Benu!zer ubertra
genen Daien. 

24, Vertahren nach efnem der Ansprucha 14, 22 
und 23, welters mit dam Schritt des Enttemens oder 
Wiederherstei!ens zumlndest elnes Tei!s des Benut
z.er-Rege!satzes a!s Funktion des Orts oder der Orte, 
auf den bzw, die dar Benutzer zugreift 

Es fo!gen keirm Zeichnungen 
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PTO/SB/17 (03-13) 
Approved for use through 01/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Panerwork Reduction Act of 1995 no nersons are renuired to resnond to a collection of information unless it disnlavs a valid 0MB control number 

r Complete if known 

FEE TRANSMITTAL Application Number 

Filing Date 

• Applicant asserts small entity status. See 37 CFR 1.27. First Named Inventor 

• Applicant certifies micro entity status. See 37 CFR 1.29. Examiner Name 
Form PTO/SB/15A or B or equivalent must either be enclosed or have 

Art Unit been submitted previously. 

TOTAL AMOUNT OF PAYMENT I ($) Practitioner Docket No. 

METHOD OF PAYMENT (check all that apply) 

D Check D Credit Card D Money Order • None D Other (please identify): 

D Deposit Account Deposit Account Number: Deposit Account Name: 

For the above-identified deposit account, the Director is hereby authorized to (check all that apply): 

• Charge fee(s) indicated below D Charge fee(s) indicated below, except for the filing fee 

• Charge any additional fee(s) or underpayment of fee(s) D Credit any overpayment of fee(s) 

under 37 CFR 1.16 and 1.17 

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide credit card 

information and authorization on PT0-2038. 

FEE CALCULATION 

1. BASIC FILING, SEARCH, AND EXAMINATION FEES (U = undiscounted fee; S = small entity fee; M = micro entity fee) 

FILING FEES SEARCH FEES EXAMINATION FEES 

A1!1!lication Time !ill.l ilfil .!Y!.ill !ill.l ilfil .!Y!.ill !ill.l ilfil .!Y!.ill Fees Paid (~I 
Utility 280 140* 70 600 300 150 720 360 180 

Design 180 90 45 120 60 30 460 230 115 

Plant 180 90 45 380 190 95 580 290 145 

Reissue 280 140 70 600 300 150 2,160 1,080 540 

Provisional 260 130 65 0 0 0 0 0 0 
• The $140 small entity status filing fee for a utility application is further reduced to $70 for a small entity status applicant who files the application via EFS-Web. 

2. EXCESS CLAIM FEES 

Fee Descri11tion Undiscounted Fee (~I Small Entirt Fee (~I Micro Entirt Fee (~I 
Each claim over 20 (including Reissues) 80 40 20 

Each independent claim over 3 (including Reissues) 420 210 105 

Multiple dependent claims 780 390 195 

Total Claims Extra Claims lli..1fil Fee Paid (~I 
-20or HP= X = Multi11le De11endent Claims 

HP= highest number of total claims paid for, if greater than 20. lli..1fil Fee Paid (~I 
lnde11. Claims Extra Claims lli..1fil Fee Paid (~I 

-3orHP= X = 

HP= highest number of independent claims paid for, if greater than 3. 

3. APPLICATION SIZE FEE 

If the specification and drawings exceed 100 sheets of paper (excluding electronically filed sequence or computer listings under 37 CFR 1.52(e)), 

the application size fee due is $400 ($200 for small entity) ($100 for micro entity) for each additional 50 sheets or fraction thereof. See 35 U.S.C. 

41(a)(l)(G) and 37 CFR 1.16(s). 

Total Sheets Extra Sheets Number of each additional 50 or fraction thereof lli..1fil Fee Paid (~I 
-100 = / 50 = (round up to a whole number) X = 

4. OTHER FEE(S) Fees Paid (~I 

Non-English specification, $130 fee (no small or micro entity discount) 

Non-electronic filing fee under 37 CFR 1.16(t) for a utility application, $400 fee ($200 small or micro entity) 

Other (e.g., late filing surcharge): 

SUBMITTED BY 

Signature I 
Registration No. 

Telephone 
(Attorney/Agent) 

'- Name (Print/Type) Date 

This collection of information is required by 37 CFR 1.136. The information is required to obtain or retain a benefit by the public which is to file (and by the US PTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and 
Trademark Office may not be able to process and/or examine your submission, which may result in termination 
of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of 
records may be disclosed to the Department of Justice to determine whether disclosure of these 
records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in 
the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be 
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 
552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this 
system of records may be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that 
agency's responsibility to recommend improvements in records management practices and programs, 
under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the 
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine 
use, to the public if the record was filed in an application which became abandoned or in which the 
proceedings were terminated and which application is referenced by either a published application, an 
application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local 
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Application Number: 14691246 

Filing Date: 20-Apr-2015 

Title of Invention: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

First Named Inventor/Applicant Name: Koichiro lkudome 

Filer: Abraham Hershkovitz 

Attorney Docket Number: RE1341006 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 
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USO($) 

Miscellaneous: 

Submission- Information Disclosure Stmt 1806 1 180 180 
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Electronic Acknowledgement Receipt 

EFSID: 27898448 

Application Number: 14691246 

International Application Number: 

Confirmation Number: 1126 

Title of Invention: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

First Named Inventor/Applicant Name: Koichiro lkudome 

Customer Number: 40401 

Filer: Abraham Hershkovitz 

Filer Authorized By: 

Attorney Docket Number: RE1341006 

Receipt Date: 25-DEC-2016 

Filing Date: 20-APR-2015 

Time Stamp: 09:48:00 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $180 

RAM confirmation Number 122716INTEFSW10034300 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

188581 

1 Transmittal Letter 
REl 341006-A 1 0_ Transmittal. 

no 1 
pdf 

553e7d3b795788e2b35019e45241 0d4204 
af0c42 

Warnings: 

Information: 

446140 

2 
Amendment/Req. Reconsideration-After 

REl 341006_Response-A 1 0.pdf no 49 
Non-Final Reject 

bcd64887899f3bd93c68c0933b77a078792 
b87e0 

Warnings: 

Information: 

113508 

3 Claims REl 341006_Appendix.pdf no 11 
1 e67cfde291 a73bad857040ec5931 e5db25 

dcc51 

Warnings: 

Information: 

47772 

4 
Consent of Assignee accompanying the REl 341006-A 1 0_Consent-of-

no 1 
declaration Assignee.pdf 

ae798b5983bda69488581407f1 2ba9e 7c94 
50c16 

Warnings: 

Information: 

115111 

5 
Supp reissue dee filed in accord with 

REl 341006-A 1 0_Suppl-Dec.pdf no 3 
MPEP 1414.01. 

e4687d7f1 304394Sa667dceadce89ddbc1 d 
23685 

Warnings: 

Information: 

96048 

6 Transmittal Letter 
REl 341006-A 1 0_Second-SIDS. 

no 2 
pdf 

2a96761 dab 14f2f92b8dbb8fac2d3712d24 
a0240 

Warnings: 

Information: 

Panasonic-1002 
Page 211 of 497



172745 

7 
Information Disclosure Statement (IDS) 

REl 341006-A 1 0_PTO-SB-08.pd1 no 1 
Form (SB08) 

a81 d9d3b38db6d0929Sacfe9413f082fb2b 
e47f3 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

120137 

8 Foreign Reference 
RE1341006-

4 
A 1 0_DE69941540C5-A.pdf 

no 
fb 11 a 1732061 Sf2945e51758830cc5e9db4 

69459 

Warnings: 

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the 
Image File Wrapper and may affect subsequent processing 

Information: 

49458 

9 
Other Reference-Patent/ App/Search REl 341006-A 1 0_Eng-Trans-of-

no 2 
documents DE-Cert.pdf 

73a9d2d9df0324440d3a0e0f62451 9fd4d8 
b70d9 

Warnings: 

Information: 

245804 

10 Fee Worksheet (SB06) sb0017.pdf no 2 
6c98aec73d2daa5Seac6f2ba5a 19084f66b6 

aac4 

Warnings: 

Information: 

30694 

11 Fee Worksheet (SB06) fee-info.pdf no 2 
da3ce68239b70200b7a4ca63069e599762t 

447a2 

Warnings: 

Information: 

Total Files Size (in bytes) 1625998 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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HERSHKOVITZ & AS SOCIA TES, PLLC 
2845 DUKE STREET, ALEXANDRIA, VA 22314 
TEL. 703-370-4800 ~ FACSIMILE 703-370-4809 

patent@hershkovitz.net ~ www .hershkovitz.net 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Honorable Commissioner: 

Transmitted herewith is/are AMENDMENT AND STATEMENT OF SUBSTANCE OF 
INTERVIEW WITH CLAIM APPENDIX, SUPPLEMENTAL REISSUE DECLARATION, 
CONSENT OF ASSIGNEE, SECOND SUPPLEMENTAL INFORMATION DISCLOSURE 
STATEMENT, SUBSTITUTE FORM PTO-SB/08 AND REFERENCE in connection with the 
above-captioned matter. 

The fee has been calculated as shown below: 
Claims After I No. of Claims I Present Small Entity Large Entity 
Amendment Previously Paid Extra 

Rate Fee Rate Fee 
*Total Claims: I I X $40= $ X $80= $ 
**lndep. Claims: I I x$210= $ x$420= $ 
Extension Fee for 0 Months $ $ 
Other: IDS Under 37 CFR §1.97(c)(2) $ $180.00 

Total: $ Total: $180.00 
.X. Fee Payment made through EFS. 
_ Payment is made herewith by Credit Card (see attached Form PTO-2038) . 
.2L The Director is hereby authorized to charge all fees, including those under 37 CFR §§1.16 
and 1.17, which are required for entry of the papers submitted herewith, and any fees which 
may be required to maintain pendency of this application, to Deposit Account No. 50-2929. 
_ The Director is hereby authorized to charge all fees under 37 CFR § 1.18 which may be 
required to maintain pendency and complete issuance of this application to Deposit Account No. 
50-2929. 

Date: December 25, 2016 

RE1341006.A10; AH/pjj 

Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 
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PTO/SB/06 (09-11) 
Approved for use through 1/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number Filing Date 

Substitute for Form PTO-875 14/691,246 04/20/2015 • To be Mailed 

ENTITY: [8J LARGE 0 SMALL 0 MICRO 

APPLICATION AS FILED - PART I 

(Column 1) (Column 2) 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) 

0 BASIC FEE N/A N/A N/A 
(37 CFR 1.16(a), (b), or (c)) 

• SEARCH FEE N/A N/A N/A 
(37 CFR 1.16(k), (i), or (m)) 

• EXAMINATION FEE 
(37 CFR 1.16(0), (p), or (q)) 

N/A N/A N/A 

TOTAL CLAIMS 
minus 20 = * (37 CFR 1.16(i)) X $ = 

INDEPENDENT CLAIMS 
minus 3 = * (37 CFR 1.16(h)) X $ = 

If the specification and drawings exceed 100 sheets 

• APPLICATION SIZE FEE 
of paper, the application size fee due is $31 O ($155 
for small entity) for each additional 50 sheets or 

(37 CFR 1.16(s)) 
fraction thereof. See 35 U.S.C. 41 (a)(1 )(G) and 37 
CFR 1.16(s). 

• MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 

APPLICATION AS AMENDED - PART II 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 

12/25/2016 REMAINING NUMBER 
PRESENT EXTRA RATE($) ADDITIONAL FEE($) 

f-- AFTER PREVIOUSLY 
z AMENDMENT PAID FOR 
w 

Total (37 CFR 
~ 1.16(i)) · 43 Minus ** 43 = 0 X $80 = 0 
0 

Independent z (37 CFR 1 .16(h)) • 15 Minus ***15 = 0 X $420 = 0 
w 
~ D Application Size Fee (37 CFR 1.16(s)) 
<( • FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL ADD'L FEE 0 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT EXTRA RATE($) ADDITIONAL FEE($) 

AFTER PREVIOUSLY 

f--
AMENDMENT PAID FOR 

z Total (37 CFR * Minus ** = X $ = w 1.16(i)) 

~ Independent 
* Minus *** = X $ = 0 (37 CFR 1 .16(h)) 

z D Application Size Fee (37 CFR 1.16(s)) w 
~ • FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) <( 

TOTAL ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. LIE 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /ROSS W. BROWN/ 
*** If the "Highest Number Previously Paid For'" IN THIS SPACE is less than 3, enter "3'". 

The "Highest Number Previously Paid For'" (Total or Independent) is the highest number found in the appropriate box in column 1. 

This collection of 1nformat1on Is required by 37 CFR 1.16. The 1nformat1on Is required to obtain or retain a benefit by the public which Is to file (and by the US PTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 .14. This collection is estimated to take 12 minutes to complete, including gathering, 
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

14/691,246 04/20/2015 

40401 7590 12/06/2016 

Hershkovitz and Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 

FIRST NAMED INVENTOR 

Koichiro Ikudome 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

RE1341006 1126 

EXAMINER 

WORJLOH, JALATEE 

ART UNIT PAPER NUMBER 

3992 

NOTIFICATION DATE DELIVERY MODE 

12/06/2016 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

patent@hershkovitz.net 
USPTO@hershkovitz.net 

PTOL-90A (Rev. 04/07) Panasonic-1002 
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Applicant-Initiated Interview Summary 

Application No. 

14/691,246 

Examiner 

Jalatee Worjloh 

All participants (applicant, applicant's representative, PTO personnel): 

(3) Cameron Saadat. 

Applicant(s) 

IKUDOME ET AL. 

Art Unit 

3992 

(1) Jalatee Worifoh. 

(2) Woo Choi. (4)Abraham Hershkovitz and Gregory Wood. 

Date of Interview: 29 November 2016. 

Type: D Telephonic D Video Conference 
[8J Personal [copy given to: D applicant 

Exhibit shown or demonstration conducted: D Yes 
If Yes, brief description: __ . 

D applicant's representative] 

[8J No. 

Issues Discussed 01 01 [8J112 01 02 [8J1 03 • Others 
(For each of the checked box( es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: independent claims. 

Identification of prior art discussed: Radia. Wong. and Stockwell. 

Substance of Interview 
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

The issues discussed are as follows: 
(1) wheather the pending claims are narrower than those cancelled in the reexamination proceeding: 
(2) 35 USC 251 reiection: 
(3) estoppel reiection: 
(4) 35 USC 112 reiection: 
(5) 35 USC 103 reiection 
(6) Board decision from merged reexamination proceeding 95/002.035 and 90/012.342 
(5) Order to Show Cause: 

It was agreed that the 35 USC 112 reiection of claims 100-106 and 126-133 will be withdrawn. No other agreements 
were reached. 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the 
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

[8J Attachment 

/Jalatee Worjloh/ 
Primary Examiner, Art Unit 3992 

U.S. Patent and Trademark Office 

PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20161129 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in§§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
-Application Number (Series Code and Serial Number) 
- Name of applicant 
- Name of examiner 
- Date of interview 
- Type of interview (telephonic, video-conference, or personal) 
-Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
-An indication whether or not an exhibit was shown or a demonstration conducted 
-An identification of the specific prior art discussed 
- An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 

accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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RE 1341006 .A05 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 

Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313 1450 

Honorable Commissioner: 

INTERVIEW AGENDA 

An Office Action was mailed October 28, 2016 in the above-identified Reissue 

Application No. 14/691,246 filed on April 20, 2015 for USP 6,779,118 ("the '118 Patent") 

that set a one month period for response, to November 28, 2016. 

A Petition for Extension of Time Under 37 CFR §1.136(b) and Petition fee were filed 

with the Office on November 20, 2016, and a grant of the Petition dated November 25, 2016 

was mailed from the Office. Accordingly, the due date for response to the outstanding 

Office Action has been extended to December 28, 2016. 

The Examiner has agreed to conduct a personal Interview in this matter which has 

been scheduled for November 29, 2016 at 3 p.m. EST, and Patent Owner thanks the 

Examiner for such consideration. As requested by the Examiner, this Interview Agenda is 

being formally filed not later than November 28, 2016, and a courtesy copy of the filed 

Agenda is being forwarded to the Examiner by e-mail. 

The likely participants for the personal Interview on the PTO side are Primary 

Examiner Jalatee Worjloh, another Primary Examiner and Supervisory Primary Examiner 

(SPE) Woo Choi. On Patent Owner's side, the appointed Representative Abraham 

Hershkovitz (in person) and Patent Owner's Counsel Gregory Wood (in person or possibly 

by phone). 
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RE 1341006.A05 

The issues for discussion are as follows: 

1. Renumbering/amendment of claims in response to the Order to Show Cause may 

have caused confusion as to which claims in the present Reexamination Proceeding 

correspond to which claims in the Underlying Patent; 

2. Claim changes do in fact constitute narrowing of the scope of the claims; 

3. Traverse of PTO holding of subject matter surrender; 

4. Traverse of Rejection under 35 USC §251; 

5. Traverse of PTO Holding of Estoppel under MPEP §2308.03; and 

6. Traverse of Rejection of the claims under 35 USC §103 over prior art (Radia, 

Wong and Stockwell). 

The Examiner is invited to direct any questions to the undersigned practitioner of 

record at the below-listed telephone and e-mail address. 

Date: November 25, 2016 

Hershkovitz & Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 
Telephone +1.703.370.4800 
Facsimile +1. 703.370.4809 
Email patent@hershkovitz.net 

RE 1341006.A05; AH/pjj 

2 

Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 
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HERSHKOVITZ & ASSOCIATES, PLLC 
2845 DUKE STREET, ALEXANDRIA, VA 22314 
TEL. 703-370-4800 ~ FACSIMILE 703-370-4809 

patent@hershkovitz.net ~ www .hershkovitz.net 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Honorable Commissioner: 

Transmitted herewith is an APPLICANT-INITIATED INTERVIEW REQUEST UNDER 37 CFR 
§1.133 (INTERVIEW AGENDA) in connection with the above-captioned matter. 

The fee has been calculated as shown below: 
Claims After I No. of Claims I Present Small Entity Large Entity 
Amendment Previously Paid Extra 

Rate Fee Rate Fee 
*Total Claims: I I X $40= $ X $80= $ 
**lndep. Claims: I I x$210= $ x$420= $ 
Other: $ $ 

Total: $ Total: $ 
_ Fee Payment made through EFS. 
_ Payment is made herewith by Credit Card (see attached Form PTO-2038) . 
.lL The Director is hereby authorized to charge all fees, including those under 37 CFR §§ 1.16 
and 1.17, which are required for entry of the papers submitted herewith, and any fees which 
may be required to maintain pendency of this Application, to Deposit Account No. 50-2929. 
_ The Director is hereby authorized to charge all fees under 37 CFR § 1.18 which may be 
required to maintain pendency and complete issuance of this Application to Deposit Account 
No. 50-2929. 

Date: November 25, 2016 

RE 1341 006.A0S; AH/pjj 

Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 
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RE1341006.A05 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 

Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313 1450 

Honorable Commissioner: 

INTERVIEW AGENDA 

An Office Action was mailed October 28, 2016 in the above-identified Reissue 

Application No. 14/691,246 filed on April 20, 2015 for USP 6,779,118 ("the '118 Patent") 

that set a one month period for response, to November 28, 2016. 

A Petition for Extension of Time Under 37 CFR §1.136(b) and Petition fee were filed 

with the Office on November 20, 2016, and a grant of the Petition dated November 25, 2016 

was mailed from the Office. Accordingly, the due date for response to the outstanding 

Office Action has been extended to December 28, 2016. 

The Examiner has agreed to conduct a personal Interview in this matter which has 

been scheduled for November 29, 2016 at 3 p.m. EST, and Patent Owner thanks the 

Examiner for such consideration. As requested by the Examiner, this Interview Agenda is 

being formally filed not later than November 28, 2016, and a courtesy copy of the filed 

Agenda is being forwarded to the Examiner by e-mail. 

The likely participants for the personal Interview on the PTO side are Primary 

Examiner Jalatee Worjloh, another Primary Examiner and Supervisory Primary Examiner 

(SPE) Woo Choi. On Patent Owner's side, the appointed Representative Abraham 

Hershkovitz (in person) and Patent Owner's Counsel Gregory Wood (in person or possibly 

by phone). 
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RE1341006.A05 

The issues for discussion are as follows: 

1. Renumbering/amendment of claims in response to the Order to Show Cause may 

have caused confusion as to which claims in the present Reexamination Proceeding 

correspond to which claims in the Underlying Patent; 

2. Claim changes do in fact constitute narrowing of the scope of the claims; 

3. Traverse of PTO holding of subject matter surrender; 

4. Traverse of Rejection under 35 USC §251; 

5. Traverse of PTO Holding of Estoppel under MPEP §2308.03; and 

6. Traverse of Rejection of the claims under 35 USC §103 over prior art (Radia, 

Wong and Stockwell). 

The Examiner is invited to direct any questions to the undersigned practitioner of 

record at the below-listed telephone and e-mail address. 

Date: November 25, 2016 

Hershkovitz & Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 
Telephone +1.703.370.4800 
Facsimile +1.703.370.4809 
Email patent@hershkovitz.net 

RE 1341 006.A0S; AH/pjj 

2 

Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 
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Electronic Acknowledgement Receipt 

EFSID: 27613534 

Application Number: 14691246 

International Application Number: 

Confirmation Number: 1126 

Title of Invention: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

First Named Inventor/Applicant Name: Koichiro lkudome 

Customer Number: 40401 

Filer: Abraham Hershkovitz 

Filer Authorized By: 

Attorney Docket Number: RE1341006 

Receipt Date: 25-NOV-2016 

Filing Date: 20-APR-2015 

Time Stamp: 19:24:22 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

251842 

1 Miscellaneous Incoming Letter 
REl 341006_ Transmittal-

no 1 
Agenda.pdf 

a94 25c05 8c2d4df4cd 769e4 5 cl eS Seed d b3 
606cc 
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Information: 

134130 

2 
Letter Requesting Interview with REl 341006_Applicant-

no 2 
Examiner In itiated-I ntv-Req .pdf 

968993bd2d2ee5677273e9c28504afcfd 11 
8afe1 

Warnings: 

Information: 

Total Files Size (in bytes) 385972 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New AQQlications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International AQQlication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International AQQlication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

14/691,246 04/20/2015 

40401 7590 11/25/2016 
Hershkovitz and Associates, PLLC 
2845. Duke Street 
Alexandria, VA 22314 

FIRST NAMED INVENTOR 

Koichiro Ikudome 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PA TENTS 

P.O. Box 1450 
Alexandria, Virginia22313-1450 
www.usp10.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

RE1341006 1126 

EXAMINER 

WORJLOH, JALATEE 

ART UNIT PAPER NUMBER 

3992 

NOTIFJCA TION DA TE DELIVERY MODE 

11/25/2016 ELECTRONlC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address( es): 

patent@hershkovitz.net 
USPTO@hershkovitz.net 

PTOL-90A (Rev. 04/07) 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

Hershkovitz & Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 

Reissue Application No. 14/691,246 
Filed: April 20, 2015 
For: U.S. Patent 6,779,118 

Commissioner for Patents 
· United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www.uspto.gov 

DECISION ON 
PETITION FOR 
FILED UNDER 
37 CFR l.136(b) 

This is a decision on Patent Owner's petition filed on November 20, 2016 entitled "PETITION 
FOR EXTENSION OF TIME UNDER 37 C.F.R. § l.136(b)". 

Patent Owner's petition is GRANTED for the reasons set forth below. 

REVIEW OF RELEVANT FACTS 

1. ' A non-final office action in the above-captioned application was mailed on October 28, 
2016 setting a 1 month shortened statutory period for response in view of the fact that the 
patent upon which the reissue was based was the subject of litigation. 

2. On November 20, 2016 the petition which is the subject of this decision was filed. 

3. Applicant requests that the period for responding to the Office action mailed on October 
28, 2016, which set a 1 month period for filing a response thereto, be extended by an 
additional one month. 

4. The Petition includes authorization to charge a credit card account for the petition fee. 

5. The Petition was timely filed. 

6. The Petition was properly signed. 

7. The Petition provides a justification for the request for extension of time. 

) 
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STATUTES, REGULATIONS, AND PATENT EXAMINING PROCEDURES 

37 CFR 1.136 Extensions of time. 
r 

2 

(b) When a reply cannot be filed within the time period set for such reply and the provisions of 
paragraph (a) of this section are not ~vailable, the period for reply will be extended only for 
sufficient cause and for a reasonable time specified. Any request for an extension of time under 
this paragraph must be filed on or before the day on which such reply is due, but the mere filing 
of such a request will not affect any extension under this paragraph. In no situation can any 
extension carry the date on which reply is due beyond the maximum time period set by statute. 
See§ 1.304 for extensions oftime to appeal to the U.S. Court of Appeals for the Federal Circuit 
or to commence a civil action; § l.550(c) for extensions of time in ex parte reexamination 
proceedings; § 1.956 for extensions oftime in inter partes reexamination proceedings; §§ 4 l.4(a) 
and 41.121 ( a)(3) of this title for extensions of time in contested cases before the Patent Trial and 
Appeal Board; and§ 42.S(c) of this title for extensions of time in trials before the Patent Trial 
and Appeal Board. Any request under this section must be accompanied by the petition fee set 
forth in § l. l 7(g). 

MPEP 1442.01 Litigation-Related Reissues 

Applicants will normally be given 1 month to reply to Office actions in all reissue 
applications that are being examined during litigation, or after litigation had been stayed, 
dismissed, etc., to allow for consideration of the reissue by the Office. This I-month period 
may be extended only upon a showing of clear justification under 37 CFR l.136(b). The 
Office action will inform applicant that the provisions of 37 CFR l.136(a) are not available .. 

DECISION 

In their Petition for an extension of time pursuant 3 7 CFR l. l 36(b ), Patent Owner/Reissue 
Applicant seeks a one month extension of time to respond to the final Office action mailed 
October 28, 2016. The petition speaks to the considerations of providing Patent Owner time to 
review the previous reexamination proceedings on the patent in addressing the current rejections 
and to conduct an interview with the Examiner which is currently scheduled for November 29, 
2016. Because petitioner provided a factual accounting that established sufficient cause and 
because petitioner has timely filed the petition, properly signed the petition and paid the petition 
fee, the petition is GRANTED for one (1) month. 

CONCLUSION 

1. Applicant's petition for a one month extension oftime filed November 20, 2016 is 
granted. 

2. The response to the non-final Office action mailed October 28, 2016 is now due 
December 28, 2016. 
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3. Telephone inquiries related to this decision should be directed to Stephen J. Stein, 
Supervisory Patent Reexamination Specialist, at (571) 272-1544. 

/John Cottingham/ 
John Cottingham 
Director 
Central Reexamination Unit 

3 
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HERSHKOVITZ & AS SOCIA TES, PLLC 
2845 DUKE STREET, ALEXANDRIA, VA 22314 
TEL. 703-370-4800 ~ FACSIMILE 703-370-4809 

patent@hershkovitz.net ~ www .hershkovitz.net 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Honorable Commissioner: 

Transmitted herewith is a PETITION FOR EXTENSION OF TIME UNDER 37 C.F.R. 1.136(b) in 
connection with the above-captioned matter. 

The fee has been calculated as shown below: 
Claims After I No. of Claims I Present Small Entity Large Entity 
Amendment Previously Paid Extra 

Rate Fee Rate Fee 
*Total Claims: I I X $40= $ X $80= $ 
**lndep. Claims: I I x$210= $ x$420= $ 
Extension Fee for 1 Month 37 CFR 1.136(b) $ $ 200.00 
Other: $ $ 

Total: $ Total: $ 200.00 
.lL Fee Payment made through EFS. 
_ Payment is made herewith by Credit Card (see attached Form PTO-2038) . 
.lL The Director is hereby authorized to charge all fees, including those under 37 CFR §§1.16 
and 1.17, which are required for entry of the papers submitted herewith, and any fees which 
may be required to maintain pendency of this application, to Deposit Account No. 50-2929 

_ The Director is hereby authorized to charge all fees under 37 CFR § 1.18 which may be 
required to maintain pendency and complete issuance of this application to Deposit Account No. 

Date: November 20, 2016 

RE1341006.A04; AH/pjj 

Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 
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RE1341006.A04 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 

Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

PETITION FOR EXTENSION OF TIME UNDER 37 CFR §1.136{b) 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313 1450 

Honorable Commissioner: 

The Office Action mailed October 28, 2016 in the above-identified Reissue 

Application No. 14/691,246 filed on April 20, 2015 for USP 6,779,118 ("the '118 Patent") 

sets a one month period for response, and indicates that, since the '118 Patent is involved 

in litigation, Petitions for Extension of Time under 37 CFR §1.136(a) are unavailable. The 

Action also notes that the due date for response to the Office Action can be extended "only 

upon showing a clear justification" under 37 CFR §1.136(b). 

Accordingly, Applicant respectfully Petitions for a one month extension of the due 

date for response to the Office Action, from November 28, 2016 to December 28, 2016. 

Applicant also submits herewith the required Petition fee, and it is believed that no 

additional fees are required for this Petition. Nevertheless, the Commissioner is hereby 

authorized to charge any fees necessary for entry of this paper or any fees required to 

maintain this Reissue Application in force, to Deposit Account No. 50-2929, referencing 

Docket No. RE 1341006. 

Clear Justification for Grant of Petition 

Applicant courteously requests the single month extension on two different and 

justified grounds. 
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RE1341006.A04 

Initially, it is noted that there is an extensive history of prosecution for the '118 

Patent, not only in the original Application but through several Reexamination Proceedings. 

Applicant respectfully points out that the Office Action contains a number of different issues, 

each one warranting detailed and substantive response, including a rejection of the claims 

based on prior art that was present in the previous cases. There is not enough time to go 

through the communications issued by the Office and the filings in response in each of the 

prior proceedings in order to competently prepare a complete and bona fide Response to 

the Action in a single month. Accordingly, it is believed that the amount of prosecution to be 

reviewed is a showing of clear justification for grant of this Petition. 

Efforts Made to Date 

Applicant's Representatives have already taken steps to prepare a Response. 

Those efforts are very time consuming as they require reviewing prosecution history of prior 

Reexamination Proceedings, PT AB Decisions in those Reexamination Proceedings, review 

of claims as they appeared in the Reexamination Certificates, and claim changes in two 

previously-filed Preliminary Amendments in the present Reissue Application. While these 

efforts were undertaken promptly after receipt of the Office Action, there was a realization 

that the Examiner did not appreciate the changes made in the present claims, and instead 

of recognizing the claim changes as constituting a definite narrowing of the scope of the 

claims, the Examiner considers the changes to be an enlargement of the scope, or at the 

very least, leaving the claims with the same scope as they were in the last Reexamination 

Proceeding, wherein all claims were held to be unpatentable. Accordingly, a decision was 

made to schedule a personal Interview with the Examiners. 

Personal Interview 

In order to alleviate several of the issues and respond more clearly to the Office 

Action, Applicant believes that a personal Interview between the Examiners and Patent 

Owner (and representatives) would be mutually beneficial, and may result in a better 

understanding between the parties as well as reduce issues present in the Action. 

Accordingly, the Examiner has been gracious in granting Patent Owner a personal 

Interview, to be conducted on November 29, 2016, one day after the present due date of 

November 28, 2016 for filing a Response to the Action. Since it would be more efficient and 

effective for the Examiner and Patent Owner to discuss issues that may be resolved by 

2 
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RE1341006.A04 

such a meeting, it is believed that holding such an Interview before Patent Owner files the 

Response to the Action is a showing of clear justification for grant of this Petition. 

Therefore, this Petition is proper and should be granted. Prompt consideration of 

this Petition is respectfully requested. 

The Examiner is invited to direct any questions to the undersigned practitioner of 

record at the below-listed telephone and e-mail address. 

Date: November 20, 2016 

Hershkovitz & Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 
Telephone +1.703.370.4800 
Facsimile +1.703.370.4809 
Email patent@hershkovitz.net 

RE1341006.A04; AH/pjj 

3 

Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 
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Electronic Patent Application Fee Transmittal 

Application Number: 14691246 

Filing Date: 20-Apr-2015 

Title of Invention: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

First Named Inventor/Applicant Name: Koichiro lkudome 

Filer: Abraham Hershkovitz 

Attorney Docket Number: RE1341006 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension - 1 month with $0 paid 1251 1 200 200 

Miscellaneous: 

Total in USO($) 200 
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Electronic Acknowledgement Receipt 

EFSID: 27565172 

Application Number: 14691246 

International Application Number: 

Confirmation Number: 1126 

Title of Invention: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

First Named Inventor/Applicant Name: Koichiro lkudome 

Customer Number: 40401 

Filer: Abraham Hershkovitz 

Filer Authorized By: 

Attorney Docket Number: RE1341006 

Receipt Date: 20-NOV-2016 

Filing Date: 20-APR-2015 

Time Stamp: 22:50:20 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $200 

RAM confirmation Number 112116INTEFSW22594900 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

186038 

1 Transmittal Letter 
REl 341006_ Transmittal-EQT. 

no 1 
pdf 

a830b9ecc0617cdc790f85661 bb28c23901 
698aa 

Warnings: 

Information: 

119553 

RE1341006-
2 Extension ofTime A04-136b_Pet_for_Ext_of_Tim no 3 

e.pdf c87091 c7167e00bbc2b6bf0a71 d601 d99c6 
07be0 

Warnings: 

Information: 

30785 

3 Fee Worksheet (5B06) fee-info.pdf no 2 
cd aS 142480142b66b5 eS 97e 73 5 72 4 2c25d 

d42dae 

Warnings: 

Information: 

Total Files Size (in bytes) 336376 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

14/691,246 04/20/2015 

40401 7590 10/28/2016 

Hershkovitz and Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 

FIRST NAMED INVENTOR 

Koichiro Ikudome 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

RE1341006 1126 

EXAMINER 

WORJLOH, JALATEE 

ART UNIT PAPER NUMBER 

3992 

NOTIFICATION DATE DELIVERY MODE 

10/28/2016 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

patent@hershkovitz.net 
USPTO@hershkovitz.net 
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Application No. 
14/691,246 

Applicant(s) 
IKUDOME ET AL. 

Office Action Summary Examiner 
Jalatee Worjloh 

Art Unit 
3992 

AIA (First Inventor to File) 
Status 
No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 1 MONTHS FROM THE MAILING DATE OF 
THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 
1 )~ Responsive to communication(s) filed on 4/7/16. 

0 A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2a)O This action is FINAL. 2b)~ This action is non-final. 

3)0 An election was made by the applicant in response to a restriction requirement set forth during the interview on 

__ ; the restriction requirement and election have been incorporated into this action. 

4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims* 
5)~ Claim(s) 91-133 is/are pending in the application. 

5a) Of the above claim(s) __ is/are withdrawn from consideration. 

6)0 Claim(s) __ is/are allowed. 

7)~ Claim(s) 91-133 is/are rejected. 

8)0 Claim(s) __ is/are objected to. 

9)0 Claim(s) __ are subject to restriction and/or election requirement. 

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a 

participating intellectual property office for the corresponding application. For more information, please see 

http:ilwww.usoto.gov/patents/init events/pph/index.isp or send an inquiry to PPHfeedback(wuspto.aov. 

Application Papers 
10)0 The specification is objected to by the Examiner. 

11 )0 The drawing(s) filed on __ is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

Priority under 35 U.S.C. § 119 
12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 
a)O All b)O Some** c)O None of the: 

1.0 

2.0 

3.0 

Certified copies of the priority documents have been received. 

Certified copies of the priority documents have been received in Application No. __ . 

Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

** See the attached detailed Office action for a list of the certified copies not received. 

Attachment{s) 

1) ~ Notice of References Cited (PTO-892) 

2) ~ Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 
Paper No(s)/Mail Date 4/20/15. 

U.S. Patent and Trademark Office 
PTOL-326 (Rev. 11-13) Office Action Summary 

3) 0 Interview Summary (PTO-413) 

Paper No(s)/Mail Date. __ . 

4) 0 Other: __ . 

Part of Paper No./Mail Date 20161006 Panasonic-1002 
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Application/Control Number: 14/691,246 

Art Unit: 3992 

DETAILED ACTION 

Introduction 

Page 2 

For reissue applications filed before September 16, 2012, all references to 35 U.S.C. 251 

and 37 CPR 1.172, 1.175, and 3.73 are to the law and rules in effect on September 15, 2012. 

Where specifically designated, these are "pre-AIA" provisions. 

For reissue applications filed on or after September 16, 2012, all references to 35 U.S.C. 

251 and 37 CPR 1.172, 1.175, and 3.73 are to the current provisions. 

This Office action addresses U.S. Application No. 14/691,246, which is a reissue 

application of U.S. Application No. 09/295,966 (U.S. Patent No. 6,779,118 issued August 17, 

2004). 

Claims 91-133 are pending. 

Claims 91-133 are rejected. 

Claims 91-133 are considered surrendered. See 35 USC 371 rejection below. 

Litigation 

The patent sought to be reissued by this application 14/691,246 involved in litigation. 

Any documents and/or materials which would be material to the patentability of this reissue 

application are required to be made of record in reply to this action. 

Due to the related litigation status of this application, EXTENSIONS OF TIME UNDER 

THE PROVISIONS OF 37 CPR l.136(a) WILL NOT BE PERMITTED DURING THE 

PROSECUTION OF THIS APPLICATION. 

Also, Applicant is given one moth to reply to this Office action, which may be extended 

only upon showing a clear justification under 37 CPR l.136(b). See MPEP 1442.01 
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Application/Control Number: 14/691,246 

Art Unit: 3992 

Amendments 

The preliminary amendment October 27, 2015 has been entered and considered. 

Page 3 

Applicant is notified that any subsequent amendment to the specification and/or claims must 

comply with 37 CPR l. l 73(b ). In addition, for reissue applications filed before September 16, 

2012, when any substantive amendment is filed in the reissue application, which amendment 

otherwise places the reissue application in condition for allowance, a supplemental 

oath/declaration will be required. See MPEP § 1414.01. 

The amendment proposes changes to claims 2-7, 9-14, 16-24, and 26-90 that do not 

comply with 37 CPR 1.173(b ), which sets forth the manner of making amendments in reissue 

applications. That is, "the matter to be omitted by reissue must be enclosed in brackets." See 

MPEP 1453. 

Prior or Concurrent Proceedings 

Applicant is reminded of the continuing obligation under 37 CPR 1.178(b ), to timely 

apprise the Office of any prior or concurrent proceeding in which U.S. Patent No. 6,779,110 is or 

was involved. These proceedings would include interferences, reissues, reexaminations, and 

litigation. 

Applicant is further reminded of the continuing obligation under 37 CPR 1.56, to timely 

apprise the Office of any information which is material to patentability of the claims under 

consideration in this reissue application. 

These obligations rest with each individual associated with the filing and prosecution of 

this application for reissue. See also MPEP §§ 1404, 1442.01 and 1442.04. 
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Application/Control Number: 14/691,246 

Art Unit: 3992 

Oath/Declaration 

Page 4 

The reissue oath/declaration filed with this application is defective (see 37 CPR 1.175 

and MPEP § 1414) because of the following: 

• The declaration fails to include the statement that "the application was made or was 

authorized to be made by the person executing the oath or declaration." 37 CPR 

l.63(a)(4) 

• The declaration was signed by Koichiro Ikudome on behalf of Linksmart Wireless 

Technologies, LLC (assignee), but the original patent was not filed under 37 CPR 

1.46. 

• The declaration fails to identify the mailing address of inventor Moon Tai Yeung. 

Unless supplied in an Application Data Sheet (ADS), the oath or declaration must 

identify the mailing address where the inventor customarily receives mail, and 

residence, if an inventor lives at a location which is different from where the inventor 

customarily receives mail, for each inventor. 37 CPR l.63(b) and 37 CPR 1.76. 

• The declaration is not signed by Moon Tai Yeung. 

Rejection under 34 U.S.C. 251 

Claims 91-133 are rejected as being based upon a defective reissue declaration 

under 35 U.S.C. 251 as set forth above. See 37 CPR 1.175. 

The nature of the defect(s) in the declaration is set forth in the discussion above in this 

Office action. 
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Application/Control Number: 14/691,246 

Art Unit: 3992 

Page 5 

Claims 91-99 and 107-125 are rejected under 35 U.S.C. 251 as being broadened in a 

reissue application filed outside the two year statutory period. 

• Independent claims 91-93, 98, and 107-111 omit "allow automated modification 

of" language. 

• Independent claims 94-97 omit "allow automated modification" and "allow the 

removal or reinstatement of' language. 

A claim is broader in scope than the original claims if it contains within its scope any 

conceivable product or process which would not have infringed the original patent. A claim is 

broadened if it is broader in any one respect even though it may be narrower in other respects. 

Claims 91-125 are rejected under 35 U.S.C. 251. 

Particular! y, claims 91-99 and 107-125 are broader than the scope of the claims canceled 

by the reexamination certificate. As explained above, the independent claims omit the "allow 

automated modification of' and/or "allow the removal or reinstatement of' language that were 

included in the original claims. 

Claims 100-106 and 126-133 are of equal scope to claims canceled by the reexamination 

certificate. Independent claims 100 and 126 have the same scope as canceled claim 83. 

Additionally, claim 126 adds the limitation "modifying ... while the rule set is correlated to the 

temporarily assigned network address;" however, the rule set being correlated to the address was 

previously described in preamble (i.e. "the redirection server containing a user's rule set 

correlated to a temporarily assigned network address" and in the body of the claim (i.e. "the 
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Application/Control Number: 14/691,246 

Art Unit: 3992 

Page 6 

redirection server modifying at least a portion of the user's rule set while the user's rule set 

remains correlated to the temporarily assigned network address in the redirection server.") 

As indicated in the Petition decision dated March 16, 2016, "should the examiner 

subsequently determine that the reissue claims are not in fact narrower than those claims of the 

'118 patent that were canceled by the ex parte and inter partes reexamination certificates, then 

such claims will be rejected pursuant to MPEP 1449.0l(l)(b)(3)." Petition decision at p. 6. 

Hence, claims 91-125 are rejected pursuant to MPEP 1449.01 (l)(b) (3), which states 

"[ a ]ny claims added thereafter, which are equal in scope to claims canceled by the reexamination 

certificate, or are broader than the scope of the claims canceled by the reexamination certificate, 

will generally be deemed as surrendered based on the patent owner's failure to prosecute claims 

of equal scope, and to present claims of broader scope in the reexamination proceeding." 

Other 

Claims 91-125 are rejected as estopped pursuant to MPEP 2308.03. Please note that 

reexamination is a proceeding. Also, see Petition decision at p. 6. 

Claim Rejections - 35 USC§ 112 

The following is a quotation of 35 U.S.C. 112(b ): 
(b) CONCLUSION.-The specification shall conclude with one or more claims particularly pointing 
out and distinctly claiming the subject matter which the inventor or a joint inventor regards as the 
invention. 

The following is a quotation of 35 U.S.C. 112 (pre-AIA), second paragraph: 
The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 
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Application/Control Number: 14/691,246 

Art Unit: 3992 

Page 7 

Claims 100-106 and 126-133 are rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre

AIA), second paragraph, as being indefinite for failing to particularly point out and distinctly 

claim the subject matter which the inventor or a joint inventor, or for pre-AIA the applicant 

regards as the invention. 

Claims 100-106 and 126-133 are considered hybrid claims. See MPEP §2173.05(p) II. 

In particular, the claims are directed to a "process" or a "machine" but rather embrace or overlap 

two different statutory classes of invention. For example, claims 101 and 126 recite "In a system 

comprising a redirection server" In light of this evidence, one of ordinary skill in the art could 

reasonably interpret this recitation as express intent by Applicants to claim a product claim. 

Alternatively, claims 101 and 126 also recite "a method comprising: the redirection server 

modifying." One of ordinary skill in the art could also reasonably interpret this recitation as 

express intent by Applicants to claim a process claim. In light of this conflicting evidence, a 

person of ordinary skill in the art could reasonably interpret claims 100 and 126 to be drawn to 

both a product and process. 

Therefore, in accordance with §2173.05(p) II which states that a single claim must be 

drawn to either a product or process (but not both) and because a potential competitor of 

Applicants would not know whether possession alone of the claimed structure constituted 

infringement, or alternatively, if infringement required the execution of the recited method steps, 

the claims are indefinite. Hence, for examination purposes, the Examiner will interpret claim 

100-106 and 126-133 as claims directed to a product only. 
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Claims 100-106 and 126-133 are rejected under pre-AIA 35 U.S.C. 103(a) as being 

unpatentable over US Patent No. 5848233 to Radia et al. ("Radia") in view of US Patent 

No. 5835727 to Wong et al. ("Wong") and US Patent No. 5950195 to Stockwell et al. 

("Stockwell") 

100. (New) In a system comprising a redirection server containing a user's rule 
set correlated to a temporarily assigned network address 

See Radia at Fig. 1. Radia teaches a redirection server that includes the router 106 and the 

ANCS 112. The router and the ANCS together from a redirection server. 

The redirection server is placed between the dial-up network servers (cable modems 104) 

and servers 108 on the public network. 

Stockwell, 2:2:29-31: This rule intercepts all incoming connections that go [sic] the 

external side of the local Sidevvinder ( 192J 68J. 192) and redirects them to shade.sctc.com 

( ! 12. 17.192.48), 

Radia teaches the redirection server containing a user's rule set co1Telated to a 

temporarily assigned net\.vork address: 

6:63-64: The filtering profile 400 is downloaded by the SMS 114 to the ANCS 112. 

9:46--47: In step 908, which follows, a sequence of filtering profiles 400 associated 'Nith 

the user are ret1ieved, by SMS 114, from filtering profile database 316. 

9:60-107: Step 908 is follo\ved by swp 910 where lhe sequence of userfiJtering pro_files 

400 is duwnfoaded by S'IWS 1 l 4 to ANCS I! 2. At the same time, the IP address of the client 

system 102 acting as a host for the user is passed by the SlVIS 114 to the ANCS I l 2. In 

the follo,,ving step, the ANCS 112 uses each of the filtering rules 404 included in the sequence of 
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user fi !terjng profiles 400 to establish a packet filter for lP packets originating from the client 

system 102 acting as a host for the user.. .. AJternatively, the packetfiiter may be established h_v 

reconfiguring router 106. 

Radia at 6:5-11: ThefiJtering pro.file database 316 of SMS 114 includes a set offiltering 

pnfiles of the type shov,m in H(l. 4 and generally designated 400. Filtering profile 400 includes 

a prqfile id 402 and a series c~ffiltering rules, of which filtering rules 404a through 404c are 

representative. The profile id 402 is used by SMS 114 and ANCS 112 as an internal identifier 

for lhe filtering profile 400. 

\Vong at Fjg_ 7; 

Wong 6:.50-51-· an index 700 is shown for filtering profile database. Index 700 has one 

entry 702 for each net\vork user. 

a method comprising: 
Radia at 1:48-52: The present invention relates generally to security in computer 

nelvvorks. :tviore specifically, the present invention is a rnethod and apparatus that aUo,,vs IP 

packets ,,vi thin a network to he selectively filtered based on events Vv'ithln the net\vork. 

the redirection server modifying at least a portion of the user's rule set while the 
user's rule set remains correlated to the temporarily assigned network address in 
the redirection server; 

Radia discloses that when a client system (PC) initially connects to the router 106, the 

router 106 is reconfigured a,vith a "login filtering" profile. (See Radia, 7:38-49.) Subsequently, 

afler a user logs into the system, "a sequence of filtering profiles 400 associated w1th the user are 

retrieved" and used to reconfigure the router 106. (See Radia, 9:46-10: 14.) Radla discloses that 

the temporarily--assigned IP address remains the same through the procedure, as the IP address is 

allocated to the computer during a first step of four steps in login process. (Radia, 7:50~60), 
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connecting a user side of the redirection server to a computer using the temporarily 
assigned network address and a network side connected to a computer network; 

connecting the computer using the temporarily assigned network address to the 
computer network through the redirection server; 

See Radia at Fig. 1. Radia teaches a redirection server that includes the router 106 and the 

ANCS 112. The router and the ANCS together from a redirection server. 

The redirection server is placed between the dial-up network servers (cable modems 104) 

and servers 108 on the public network. 

receiving instructions by the redirection server; and 
the redirection server modifying at least a portion of the user's rule set through one 

or more of the user side of the redirection server and the network side of the 
redirection server while the rule set is correlated with the temporarily assigned network 
address. 

Radia: 6:66- 7:8 In step 604, the ANCS 112 uses the single filtering rule 404 included in 

the filtering prqfile 400 to establish a packetfllter for IP packets originating from the client 

system 102b. The packel filter is ewi.blished by reconfiguring one or rnore of lhe components of 

the net,,vork 100 that forward packets originating at the client systern 102b. For exarnple, jn some 

cases the packet filter may be established by reconfiguring the modem 104b connected to 

client syslern 102, Alternatively, the packet filter may be established by reconfiguring router 

106. 

At the time of the invention, it would have been obvious to one of ordinary skill in the art 

to modify Radia by including the features of Wong and Stockwell. Applying the known 

technique of Wong and Stockwell would have been recognized by those of ordinary skill in the 

art as resulting in an improved system that would have yielded predictable results. 

101. (New) The method of claim 100, wherein the method further comprises 
modifying at least a portion of the user's rule set by the redirection server as a function of 
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one or more of: time, data transmitted to or from the user, and location or locations the 
user accesses. 

Radia discloses returning the redirection server to a default configuration when a user 

logs out: Although not shown, it may be appreciated that the network 100 may be reconfigured 

to reestablish a default state after the user logs out from the client system 102. (Radia, 10: 15-17 .) 

A message that the user has logged out of the client system is "data transmitted to or from the 

user." Thus, Radia discloses modifying the active rule set as a function of data transmitted to or 

from the user. 

102. (New) The method of claim 100, wherein the method further comprises 
removing or reinstating at least a portion of the user's rule set by the redirection server as 
a function of one or more of: time, the data transmitted to or from the user and a location 
or locations the user accesses. 

Although not shown, it may be appreciated that the network 100 may be reconfigured to 

reestablish a default state after the user logs out from the client system 102. (Radia, 10:15-17.) 

This teaches at least reinstating at least a portion of the user's rule set at as a function of the data 

transmitted to or from the user. 

126. In a system comprising a redirection server connected between a user computer 
and a public network, 

See Radia at Fig. 1. Radia teaches a redirection server that includes the router 106 and the 

ANCS 112. The router and the ANCS together from a redirection server. 

The redirection server is placed between the dial-up network servers (cable modems 104) 

and servers 108 on the public network. 

Stockwell, 2:2:29-31: This rule intercepts all jncoming connections that go [sic] the 

external side of the local Sidewinder (192.168.1.192) and redirects them to s!wde,sctr.cmn 

(112,17,192.48), 
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6:63-64: The filtering profile 400 is downloaded by the SMS 114 to the ANCS 112. 

9:46-47; In step 908, ,.,vhich follows, a sequence of filtering profiles 400 associated \vilh 

the user are retrieved, by SMS 114, from filtering profile database 316. 

9:60-107: Step 908 is follm.ved by step 9 l 0 'Nhere the sequence of user filtering prq/iies 

400 is duwnloaded by 5/MS 114 to ANCS 112, At the same time, the IP address of the client 

syswrn 102 acting as a host for the user is passed by the S MS 114 lO the ANCS 112. In 

the following step, the ANCS 112 uses each of the filterjng. rules 404 included in the sequence of 

user filtering profiles 400 to establish a packet filter for 1P packets originating from the client 

system 102 acting as a host for the user. .. , Alternatively, the packet filter may be established by 

reconJiguring router 106. 

wherein the user's rule set contains at least one of a plurality of functions used to 
control data passing between the user and a public network: 

Radia at 6:5-11: Theflltering profile database 316 of SMS 114 includes a set rd.filtering 

profiles of lhe type shown in FKL 4 and generally designated 400. Filtering profile 400 includes 

a profi'!e id 402 and a series offiJtering rules, of 'Nhich fi lterjng. rules 404a through 404c are 

representative. The profile id 402 is used by SMS 114 and ANCS 112 as an internal identifier 

for the filtering profile 400, 

Wong at Fig. 7: 

\Vong 6:50-51- an jndex 700 is shown for filterjng. profile database. Index 700 bas one 

entry 702 for each network user, 

a method comprising: 
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netvv'orks. More specifically, the present invention is a method and apparatus that allows IP 

packets \vithin a net\vork to be selectively filtered based on events Vv'ithin the net\:vork. 

the redirection server modifying at least a portion of the user's rule set while the 
user's rule set remains correlated to the temporarily assigned network address in 
the redirection server; 

Radia discloses lhat vvhen a client syslern (PC) initially connects to lhe router 106, the 

router 106 is reconfigured with a ''login filtering'' profile. (See Rad1a, 7:38-49.) Subsequently, 

after a user logs into the system, ''a sequence of filtering profiles 400 associated with the user are 

retrieved" and used to reconfigure the router 106. (See Radia, 9:46-10: 14,) Radia discloses that 

the temporarily-assigned IP address remains the same through the procedure, as the IP address is 

allocated to the computer during a first step of four steps in login process. (Radla, 7:50-60). 

wherein the redirection server has a user side that is connected to a computer using 
the temporarily assigned network address and a network address and a network 
side connected to a computer network; wherein the computer using the temporarily 
assigned network address is connected to the computer network through the redirection 
server: and 

See Radia at Fig. 1. Radia teaches a redirection server that includes the router 106 and the 

ANCS 112. The router and the ANCS together from a redirection server. 

The redirection server is placed between the dial-up network servers (cable modems 104) 

and servers 108 on the public network. 

the redirection server modifying at least a portion of the user's rule set through one 
or more of the user side of the redirection server and the network side of the 
redirection server while the rule set is correlated to the temporarily assigned network 
address, in response to instructions received by the redirection server. 

Radia: 6:66-7:8 In step 604, the ANCS l 12 uses the single filtering rule 404 included in 

the .filtering profile 400 to establish a pocketfi'!ter for 1P packets orjginating from the client 

system 102b. The packet filter is established by reconfiguring one or more of the components of 
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the network 100 that fon,vard packets originating at the client system Hi2b. For example, in some 

cases the packet filter may be established by reconfiguring the modem 104b connected to 

client system 102. Alternatively, the packet filter may be established by reconfiguring router 

106. 

At the time of the invention, it would have been obvious to one of ordinary skill in the art 

to modify Radia by including the features of Wong and Stockwell. Applying the known 

technique of Wong and Stockwell would have been recognized by those of ordinary skill in the 

art as resulting in an improved system that would have yielded predictable results. 

127. (New) The method of claim 126, wherein the modification is a function of one 
or more of time, data transmitted to or from the user, and location or locations the user 
accesses. 

Radia discloses returning the redirection server to a default configuration when a user 

logs out: Although not shown, it may be appreciated that the network 100 may be reconfigured 

to reestablish a default state after the user logs out from the client system 102. (Radia, 10: 15-17 .) 

A message that the user has logged out of the client system is "data transmitted to or from the 

user." Thus, Radia discloses modifying the active rule set as a function of data transmitted to or 

from the user. 

128, (New) The method of claim 126, wherein the modification comprises 
removing or reinstating at least a portion of the user's rule set as a function of one or more 
of time, the data transmitted to or from the user and a location or locations the user 
accesses. 

Although not shown, it may be appreciated that the network 100 may be reconfigured to 

reestablish a default state after the user logs out from the client system 102. (Radia, 10: 15-17.) 

This teaches at least reinstating at least a portion of the user's rule set at as a function of the data 

transmitted to or from the user. 
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As per claims 103 and 129, Radia discloses, wherein the modified rule set includes at 
least one rule as a function of a type of IP (Internet Protocol) service. 

Filtering rule 404 also includes a protocol type 506. Protocol type 506 corresponds to the 

protocol type of an IP packet. Thus, the protocol type 506 of each filtering rule 404 has a value 

that corresponds to an IP packet type, such as TCP, UDP, ICMP, etc. To match a particular 

filtering rule 404, an IP packet must have a protocol type that matches the protocol type 506 

included in the filtering rule 404. Radia, 6:29-36 

As per claims 104 and 130, Radia discloses, wherein the modified rule set includes 
an initial temporary rule set and a standard rule set, and wherein the redirection server is 
configured to utilize the temporary rule set for an initial period of time and to thereafter 
utilize the standard rule set. 

Radia discloses that when a client system (PC) initially connects to the router 106, the 

router 106 is reconfigured with a "login filtering" profile. (See Radia, 7:38-49.) Subsequently, 

after a user logs into the system, "a sequence of filtering profiles 400 associated with the user are 

retrieved" and used to reconfigure the router 106. (See Radia, 9:46-10: 14.) Therefore, Radia 

discloses an initial temporary rule set and a standard rule set. Wong shows creating a default 

filtering profile from a standard template. (Wong, 7 :9-11 ). Therefore, Wong also teaches a 

standard rule set. 

As per claims 105 and 131, Radia discloses wherein the modified rule set includes at 
least one rule allowing access based on a request type and a destination address. 

Radia discloses an example rule 404 that can specify an action 500 based on a number of 

criteria, including destination IP address, destination mask (both are types of destination), and 

protocol type (a request type-for example, a TCP-type request or an ICMP-type request). 

(Radia, Fig. 5 and 6:5-45). 
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As per claims 106 and 132, Radia discloses wherein the modified rule set includes at 
least one rule redirecting the data to a new destination address based on a request type and 
an attempted destination address. 

As shown above, it would have been obvious to add the redirection feature of Stockwell 

to the filtering of Radia, where Stockwell discloses redirecting data to a new destination address. 

Furthermore, the rules of Radia may take an action based on an attempted destination address 

and a request type. Radia at Fig. 5 and 6:5-45. Thus, the combination of prior art discloses 

redirecting the data to a new address based on a request type and an attempted destination 

address 

133. (New) The method of claim 126, wherein the redirection server redirects data 
from the users' computers by replacing a first destination address in an IP (Internet 
Protocol) packet header by a second destination address as a function of the individualized 
rule set. 

Stockwell teaches that a filter rule can "Redirect the IP address to a different machine." 

(Stockwell, 2:46.) Stockwell further provides a filtering rule example that "intercepts all 

incoming connections that go the external side of the local Sidewinder (192.168.1.192) and 

redirects them to shade.sctc.com (172.17.192.48)." (Stockwell, 2:29-31, emphasis added.) It is 

understood that the addresses "192.168.1.192" and "172.17.192.48" are destination IP addresses. 

One of skill in the art would understand that IP addresses are used in IP packet headers to 

indicate the source and destination of the packet. Stockwell further teaches that redirection 

filtering rules can cause a change in a packet's destination IP address: The rules determine 

whether the connection is allowed or denied. A rule can also have one or more side effects. A 

side effect causes the proxy to change its behavior in some fashion. For example, a common side 

effect is to redirect the destination IP address to an alternate machine. (Stockwell, 5:24-30). In 

view of Stockwell's teaching of redirecting a connection's destination to an alternate IP address, 
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it would have been obvious to redirect data by replacing the destination address in an IP packet 

header with the alternate IP address. Thus, Radia and Stockwell render obvious "replacing a first 

destination address in an IP (Internet protocol) packet header by a second destination address as 

a function of the individualized rule set" as recited in the claim. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Jalatee Worjloh whose telephone number is (571)272-6714. The 

examiner can normally be reached on Monday - Friday 10:00 - 6:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Woo Choi can be reached on ( 571) 272-4179. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

like assistance from a USPTO Customer Service Representative or access to the automated 

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Jalatee Worjloh/ 
Primary Examiner, Art Unit 3992 

Conferees: 
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/WHC/ 
SPE, Art Unit 3992 
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RE 1341006.A04 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 
(Based on USP 6,779, 118) 

RE Application Filed: April 20, 2015 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 

Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

SUPPLEMENTAL SUBMISSION AND STATEMENT OF SUBSTANCE OF INTERVIEW 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313 1450 

Honorable Commissioner: 

In the present Reissue Application filed on April 20, 2015 for USP 6,779,118 (the 

'118 Patent), the representatives of Patent Owner (Applicant of the present Reissue 

Application) conducted a personal Interview with the Examiners on March 24, 2016 to 

discuss the prior art, and the claim limitations added in the Preliminary Amendment and 

Supplemental Preliminary Amendment filed in the present Reissue Application. 

This Supplemental Submission and Statement of Substance of Interview is being 

filed to address specific issues raised in the March 24, 2016 Interview, and to complete the 

record with Applicant's statement of substance of the Interview. 

It is believed that no extension or fee is required for entry of this Supplemental 

Submission and Statement of Substance of Interview, but the Commissioner is authorized 

to charge any fees actually necessary to maintain this Reissue Application in force to 

Deposit Account No. 50-2929, referencing Docket No. RE1341006. 
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Remarks 

Status of Claims 

Claims 1, 8, 15 and 25 were previously cancelled in Proceeding No. 90/009,301, and 

claims 28-90 were added, as published in Reexamination Certificate US 6,779,118 C1. 

In merged inter panes Reexamination No. 95/002,035 and ex parle Reexamination 

No. 90/012,342, the claims in effect were 2-7, 9-14, 16-24 and 26-90. 

In the Preliminary Amendment filed with this Reissue Application on April 20, 2015, 

claims 2-7, 9-14, 28-35 and 44-67 from the merged Proceedings were cancelled without 

prejudice or disclaimer, and claims 16-24, 26, 27, 36-43, 68-75, 77, 82-85 and 90 from the 

merged Proceedings were corrected (amended to correct the error for which this Reissue 

was filed). 

However, Reexamination Certificate No. US 6,779,118 C2, published on June 8, 

2015 (Certificate C2) for the merged Proceedings, cancelled all pending claims 2-7, 9-14, 

16-24 and 26-90. Accordingly, in a Supplemental Preliminary Amendment filed October 27, 

2015, all claims 2-7, 9-14, 16-24 and 26-90 were cancelled by strike-through (in relation to 

the '118 Patent Certificate C2), and claims 91-133 were presented. A Claim Chart was filed 

in the present Reissue Application on January 29, 2016 showing the correlation between 

the presently-pending (newly-renumbered) claims 91-133 and the claims in the merged 

Proceedings, and the precise amendments made in claims 91-133 relative to the claims in 

the merged Proceedings. 

Claims 91-133 are pending herein for consideration. 

Support for Amendments 

Claims 16-27, 36-39, 40-43 and 68-90 from the merged Proceedings have been 

newly numbered claims 91-133 and are presented to correct the error for which this 

Reissue Application was filed, which was first discussed by the PT AB in the Decision issued 

February 20, 2015 in the merged Proceedings. Specifically, this was the first time that the 

Office held that the claims in the issued '118 Patent lacked limitations defining the precise 

invention sought to be patented. Therefore, the present Reissue Application was filed to 

correct the error that the claims were broader than Patentees had a right to claim. More 

specifically, newly-numbered claims 91-133 have been amended to add the limitations that 

(a) the rule set is modified by the redirection server, and (b) that the rule set is modified by 

the redirection server while the rule set is correlated to the temporarily assigned network 

2 
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address. This clarification has been added to all of the pending claims, and obviates the 

broader-than-intended interpretation of the claims first determined by the Board in the 

merged Proceedings as actually lacking such limitations. 

The original Application as filed, from which the '118 Patent matured, teaches that, 

for a newly-established session, the redirection server receives, implements and 

dynamically changes the rule set for a specific user based on conditions. 

In fact, original claim 26 explicitly states that a redirection server contains a user's 

rule set correlated to a temporarily-assigned network address, and that at least a portion 

of the user's rule set is modified while the user's rule set remains correlated to the 

temporarily assigned network address in the redirection server. The redirection server 

also deletes the rule set and information associated with the session upon termination of the 

session, so the user's rule set is modified only while the rule set remains correlated to the 

temporarily assigned network address in the redirection server (see, e.g., the originally-filed 

Application at page 4, lines 1-22). 

Other support for the limitations added to the claims is shown in the original written 

description. 

For instance, at page 6, lines 9-13 of the originally-filed Application, it is disclosed 

that the rule sets specify elements or conditions about the users' sessions, including when 

and how to modify the rule set during a session, and lines 16 and 17 disclose that the 

redirection server performs all the central tasks of the system. Further, lines 21-29 disclose 

that the redirection server receives the address and rule set, and implements the rule set for 

the IP address, as well as other attendant logical decisions such as dynamically changing 

the rule sets based on conditions. When the redirection server receives notice that a 

session is terminated, it deletes rule sets and information associated with that session. 

Page 7, lines 19-24, teach that the redirection server redirects a user to a first 

location regardless of what location the user attempts to reach, and accomplishes this 

rule set by setting an initial temporary rule set to redirect all traffic, then modifying the 

rule set based on when the user is redirected. 

Page 8 at lines 7 and 8, page 9 at lines 6 and 7, and page 10 at lines 27 and 28 of 

the originally-filed Application each disclose that it is the redirection server that programs 

the rule set so as to control the user's data as a function of the rule set. 

3 
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Page 11, lines 29 and 30 of the originally-filed Application is the section cited by the 

PT AB as one example of modification of a rule set. The specific citation states it is "the 

redirection server that deletes the redirection to the questionnaire website from the rule 

set. ... " While this section may be broad enough to include that modification is "allowed" 

without the redirection server actually doing the modification, as broadly interpreted by the 

PT AB, the fact of the matter is, the example given states that the redirection server itself 

does the modification. 

The disclosure in the originally-filed Application supports the narrowing of the claims 

to provide that the redirection server itself modifies a user's rule set, and does so while the 

user's rule set is correlated to the temporarily assigned network address in the 

redirection server. 

Statement of Substance of Interview 

Applicant thanks the Primary Examiner and her two Examining Colleagues for 

granting the personal Interview held on March 24, 2016. 

The Examiner's Interview Summary mailed April 6, 2016 lists the following items of 

discussion: 

(1) the Board Decision dated February 20, 2015 for Reexamination Control no. 951002,035 
and 901012,342 ("Reexam case"): 
(2) the art rejection of claims in view of ANCS and Radia in the Reexam case: 
(3) the differences between the newly added claims and those in the Reexam case 
including the redirection server itself modifying the rule set; and 
(4) where support for this feature is disclosed in the specification including at least col. 4, II. 
60-66. 

While Applicant appreciates the thoroughness and professionalism of the Examiner, it is 

noted that the claims in this Reissue Application are not "newly added," but are, in fact, the 

claims identified above that were pending in the merged Proceedings that have been 

renumbered and amended only to add the limitations identified in the Claims Chart. 

Conclusion 

In view of the support for the amendments, pending claims 91-133 are narrower than 

any of the claims cancelled by Certificates C1 or C2, are patentable, and are in condition for 

allowance, and Patent Owner respectfully requests a Notice to that effect. 

4 
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The Examiner is invited to direct any questions to the practitioner of record at the 

below-listed telephone and e-mail address. 

Date: April 7, 2016 

Hershkovitz & Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 
Telephone +1.703.370.4800 
Facsimile + 1. 703.370.4809 
Email patent@hershkovitz.net 

RE1341006.A06; AH/pjj 

5 

Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 

Panasonic-1002 
Page 283 of 497



Electronic Acknowledgement Receipt 

EFSID: 25432854 

Application Number: 14691246 

International Application Number: 

Confirmation Number: 1126 

Title of Invention: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

First Named Inventor/Applicant Name: Koichiro lkudome 

Customer Number: 40401 

Filer: Abraham Hershkovitz 

Filer Authorized By: 

Attorney Docket Number: RE1341006 

Receipt Date: 07-APR-2016 

Filing Date: 20-APR-2015 

Time Stamp: 20:10:37 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

99777 

1 Miscellaneous Incoming Letter 
REl 341006-A06_ Transmittal-

no 1 
Suppl-Submission.pdf 

6b02e02fd51853a31 Sa86e2cf85f7e93f088 
b82a 

Warnings: 

Information: Panasonic-1002 
Page 284 of 497



REl 341006-A06_Suppl- 92746 

2 
Supplemental Response or 

Submission-and-Stmt-of-Sub- no 5 
Supplemental Amendment 

of-lntvw.pdf 9 5 bf82fbba222316023 3 b0889a03 723 0dS 2 
3be0e 

Warnings: 

Information: 

Total Files Size (in bytes) 192523 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 

Panasonic-1002 
Page 285 of 497



HERSHKOVITZ & ASSOCIATES, PLLC 
2845 DUKE STREET,ALEXANDRIA, VA 22314 
TEL. 703-370-4800 ~ FACSIMILE 703-370-4809 

patent@hershkovitz.net ~ www .hershkovitz.net 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 
(Based on USP 6,779, 118) 

RE Application Filed: April 20, 2015 Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Honorable Commissioner: 

Transmitted herewith is a SUPPLEMENTAL SUBMISSION AND STATEMENT OF 
SUBSTANCE OF INTERVIEW in connection with the above-captioned matter. 

The fee has been calculated as shown below: 
Claims After I No. of Claims I Present Small Entity Large Entity 
Amendment Previously Paid Extra 

Rate Fee Rate Fee 
*Total Claims: I I X $40= $ X $80= $ 
**lndep. Claims: I I x$210= $ x$420= $ 
Extension Fee for 0 Months $ $ 
Other: $ $ 

Total: $ Total: $ 
_ Fee Payment made through EFS. 
_ Payment is made herewith by Credit Card (see attached Form PTO-2038). 
_ The Director is hereby authorized to charge all fees, including those under 37 CFR §§1.16 
and 1.17, which are required for entry of the papers submitted herewith, and any fees which 
may be required to maintain pendency of this application, to Deposit Account No. 
_ The Director is hereby authorized to charge all fees under 37 CFR § 1.18 which may be 
required to maintain pendency and complete issuance of this application to Deposit Account No. 

Date: April 7, 2016 

RE1341006.A06; AH/pjj 

Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 
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UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

RE1341006 1126 

EXAMINER 

WORJLOH, JALATEE 

ART UNIT PAPER NUMBER 

3992 

NOTIFICATION DATE DELIVERY MODE 

04/06/2016 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

patent@hershkovitz.net 
USPTO@hershkovitz.net 
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Applicant-Initiated Interview Summary 

Application No. 

14/691,246 

Examiner 

Jalatee Worjloh 

All participants (applicant, applicant's representative, PTO personnel): 

(3)Karin Reichle. 

Applicant(s) 

IKUDOME ET AL. 

Art Unit 

3992 

(1) Jalatee Worifoh. 

(2) Woo Choi. (4)Abe Hershkovitz & Greg Wood. 

Date of Interview: 24 March 2016. 

Type: D Telephonic D Video Conference 
~ Personal [copy given to: D applicant 

Exhibit shown or demonstration conducted: D Yes 
If Yes, brief description: __ . 

D applicant's representative] 

~No. 

Issues Discussed D101 D112 D102 ~103 ~Others 
(For each of the checked box( es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: __ . 

Identification of prior art discussed: ANCS and Radia. 

Substance of Interview 
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Applicants' representatives discussed: 
(1) the Board Decision dated February 20. 2015 for Reexamination Control no. 95/002.035 and 90/012.342 ("Reexam 
case"!: 
(2) the art reiection of claims in view of ANCS and Radia in the Reexam case: 
(3) the differences between the newlv added claims and those in the Reexam case including the redirection server itself 
modifying the rule set: and 
(4) where support for this feature is disclosed the specificaiton including at least col. 4. II. 60-66. 

Applicant representatives were reminded that the Reexam case and this proceeding are separate and have different 
requirements. As such. this case will be evaluated under the reissue guidelines . 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the 
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

~ Attachment 

/Jalatee Worjloh/ 
Primary Examiner, Art Unit 3992 

U.S. Patent and Trademark Office 

PTOL-413 (Rev. 8/11/2010) Interview Summary PaperNo.20160328 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1 .135. (35 U .S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
-Application Number (Series Code and Serial Number) 
- Name of applicant 
- Name of examiner 
- Date of interview 
- Type of interview (telephonic, video-conference, or personal) 
- Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
-An indication whether or not an exhibit was shown or a demonstration conducted 
-An identification of the specific prior art discussed 
- An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 

accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

Hershkovitz and Associates, PLLC 
2845 Duke Street 
Alexandria, Virginia 22314 

In re Koichiro Ikudome et al. 
Reissue Application 
Application No.: 14/691,246 
Filed: April 20, 2015 
For: U.S. Patent No. 6,779,118 Bl 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

(For Patent Owner) 

DECISION 
GRANTING 
PETITION 

This is c:!- decision on the paper entitled, "REQUEST FOR RECONSIDERATION OF DECISION 
ON PETITION, AND RENEWED RESPONSE TO ORDER TO SHOW CAUSE AND RENEWED 
PETITION UNDER 37 CFR §1.183 TO WAIVE 37 CFR §§ l.570(d) and l.997(d)," filed on 
January 29, 2016. 

The petition under 3 7 CFR 1.183 is before the Office of Patent Legal Administration. 

The petition under 37 CFR 1.183 is granted and the provisions of 37 CPR l.570(d) and 37 CFR 
l .997(d) are waived for the reasons set forth herein. 

BACKGROUND 

1. On August 17, 2004, U.S. Patent No. 6,779,118 Bl (the '118 patent) issued to Koichiro 
Ikudome et al. with claims 1-27. 

2. On December 17, 2008, a request for ex parte reexamination of claims 1-27 of the '118 patent 
was filed by a third party requester, which request was assigned control number 90/009,301 (the 
'9301 reexamination proceeding). 1 

3. On February 27, 2009, ex parte reexamination was ordered for claims 1-27 of the '118 patent in 
the '9301 reexamination proceeding. 

4. The '9301 reexamination proceeding progressed to the point where, on August 23, 2011, the 
Patent Trial and Appeal Board affirmed-in-part the Examiner's rejection of all pending claims in 
the '9301 reexamination proceeding (i.e., claims 1-4 7), affirming the rejection of claims 32, 3 7, 
42, and 47, reversing the rejection, but entering a new ground of rejection under 37 CFR 
41.50(b) of claims 1, 8, 15, and 25, and reversing the rejection of claims 2-7, 9-14, 16-24, 26-
31, 33-36, 38-41, and 43-46. 

1 On January 16, 2009, the Office mailed a NOTICE OF REEXAMINATION REQUEST FILING DATE in the '9301 
reexamination proceeding, providing a December 17, 2008 filing date as the date that the requirements of 3 7 CFR § 
1.510 were received. 
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5. On March 27, 2012, the Office issued and published in the Official Gazette an Ex Parte 
Reexamination Certificate (8926th

) for the '9301 reexamination proceeding, stating that the 
patentability of claims 2-7 and 9-14 is confirmed, claims 1, 8, 15, and 25 are cancelled, claims 
16-23, 26, and 27 are determined to be patentable as amended, claim 24, dependent on an 
amended claim, is determined to be patentable, and new claims 28-90 are added and determined 
to be patentable.2 

6. On June 8, 2012, a request for ex parte reexamination of claims 2-7, 9-14, 16-24, and 26-90 of 
the '118 patent was filed by a third party requester, which request was assigned control number 
90/012,342 (the '2342 reexamination proceeding). 

7. On July 25, 2012, ex parte reexamination was ordered for claims 2-7, 9-14, 16-24, and 26-90 of 
the '118 patent in the '2342 reexamination proceeding. 

8. On September 12, 2012, a request for inter partes reexamination of claims 2-7, 9-14, 16-24, and 
26-90 of the' 118 patent was filed by a third party requester, which request was assigned control 
number 95/002,035 (the '2035 reexamination proceeding). 3 

9. On October 19, 2012, inter partes reexamination was ordered for claims 2-7, 9-14, 16-24, and 
26-90 of the '118 patent in the '2035 reexamination proceeding, concurrently with a non-final 
Office action. 

10. On December 7, 2012, the Office mailed a non-final Office action in the '2342 reexamination 
proceeding. 

11. On January 17, 2013, patent owner timely filed a response to the October 19, 2012 non-final 
Office action in the '2035 reexamination proceeding.4 

12. On February 7, 2013, patent owner timely filed a response to the December 7, 2012 nonc-final 
Office action in the '2342 reexamination proceeding. 

13. ·on February 15, 2013, third party requester filed a comments submission responsive to patent 
owner's January 17, 2013 response submission, in the '2035 reexamination proceeding. 

14. On March 20, 2013, the Office issued a decision, sua sponte, merging the '2342 and '2035 
reexamination proceedings into a single proceeding (the merged reexamination proceeding). 

15. The merged reexamination proceeding progressed to the point where, on February 20, 2015, the 
Patent Trial and Appeal Board affirmed the Examiner's rejection of claims 16-24, 26, 27, 36-43, 
and 68-90. 

2 On October 21, 2011, patent owner filed a response to the August 23, 2011 Patent Trial and Appeal Board decision, 
resulting in pending claims 2-7, 9-14, 16-24, and 26-90. 
3 On September 17, 2012, the Office mailed a NOTICE OF INTER PARTES REEXAMINATION REQUEST FILING 
DATE in the '2035 reexamination proceeding, providing a September 12, 2012 filing date as the date that the 
requirements of37 CFR § 1.915 were received. 
4 _On December 13, 2012, the Office mailed a decision granting a one-month extension of time for patent owner's 
response to the October 19, 2012 non-final Office action. 
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16. On April 20, 2015, patent owner filed an application for reissue of the '118 patent, which 
application was assigned application number 14/691,246 (the '246 reissue application), with a 
first preliminary amendment amending the text of claims 16-24, 26, 27, 36-43, 68-75, 77, 82-85, 
and 90, amending claims 76, 78-81, and 86-89, due to their dependency, cancelling claims 1-15, 
25, 28-35, and 44-67, and presenting new claim 91. 

17. On May 19, ·2015, a notice of the filing of the '246 reissue application was published in the 
Official Gazette. 

18. Also, on May 19, 2015, the Office mailed a NOTICE OF INTENT TO ISSUE 
REEXAMINATION CERTIFICATE (NIRC) in the merged reexamination proceeding, which 
NIRC included an Examiner's Amendment cancelling non-appealed, but rejected claims 2-7, 9-
14, 28-35 and 44-67. 

19. On June 8, 2015, the Office issued and published in the Official Gazette an Inter Partes 
Reexamination Certificate (1128th

) for the merged reexamination proceeding, stating that all of 
the claims of the '118 patent (i.e. 1-90) are cancelled ( claims 1, 8, 15, and 25 were previously 
cancelled and claims 2-7, 9-14, 16-24, and 26-90 are cancelled). 

20. On September 3, 2015, the Office mailed an ORDER TO SHOW CAUSE in the '246 reissue 
application providing patent owner with a time period of two months to file a petition under 
under 37 CFR 1.183 to waive 37 CFR l.570(d) and 37 CFR 997(d) as set forth in MPEP 
1449.01. 

21. On October 27, 2015, patent owner filed a paper entitled, "RESPONSE TO ORDER TO SHOW 
CAUSE AND PETITION UNDER 37 CFR §1.183 TO WAIVE 37 CFR §§l.570(d) and 
l.997(d)," in the '246 reissue application, concurrently with a second preliminary amendment. 

22. On January 4, 2016, the Office mailed a decision dismissing patent owner's October 27, 2015 
petition under 3 7 CFR 1.183 in the '246 reissue application. 

23. On January 29, 2016, patent owner filed the instant paper entitled, "REQUEST FOR 
RECONSIDERATION OF DECISION ON PETITION, AND RENEWED RESPONSE TO 
ORDER TO SHOW CAUSE AND RENEWED PETITION UNDER 37 CFR §1.183 TO 
WAIVE 37 CFR §l.570(d) and l.997(d)," in the '246 reissue application. To date, no Office 
action on the merits has been issued in the '246 reissue application. 

RELEVANT AUTHORITY 

37 CFR 1.183 provides: 

In an extraordinary situation, when justice requires, any requirement of the 
regulations in this part which is not a requirement of the statutes may be 
suspended or waived by the Director or the Director's designee, sua sponte, or on 
petition of the interested party, subject to such other requirements as may be 
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imposed. Any petition under this section must be accompanied by the petition fee 
set forth in § l. l 7(f). 

37 CFR l.570(d) provides: 

If an ex parte reexamination certificate has been issued and published which 
cancels all of the claims of the patent, no further Office proceedings will be 
conducted with that patent or any reissue applications or any reexamination 
requests relating thereto. 

37 CFR l.997(d) provides: 

If a certificate has been issued and published which cancels all of the claims of 
the patent, no further Office proceedings will be conducted with that patent or any 
reissue applications or any reexamination requests relating thereto. 

MPEP 1449.01 I.A. provides, in-part: 

(B) After the reexamination certificate issues and publishes--
At the time that the reexamination certificate is issued and published, the Office 
will resume examination of the reissue application--

***** 
(3) Generally, further prosecution will be limited to claims narrower than 

those claims canceled as a result of the reexamination certificate (this includes 
any existing patent claims and any claims added in the reexamination 
proceeding). Any claims added thereafter, which are equal in scope to claims 
canceled as a result of the reexamination certificate, or are broader than the scope 
of the claims canceled as a result of the reexamination certificate, will generally 
be deemed as surrendered based on the patent owner's failure to prosecute claims 
of equal scope, and to present claims of broader scope in the reexamination 
proceeding. Such claims will be rejected under 35 U.S.C. 251. Further, a 
rejection of such claims based on estoppel will be made, citing to MPEP § 
2308.03 as to treatment of claims lost in a proceeding before the Office, and 
noting that a reexamination is a "proceeding." 

An exception to the guidance stated in part (3) above: claims that are 
broader than the scope of the claims canceled by the reexamination certificate 
may be presented where: 

(a) The broader claims in the reissue application can be patentable, despite 
the fact that the claims in the reexamination are not; and · 

(b) The broader claims in the reissue application could not have been 
presented in the reexamination proceeding. 

Criterion (a) can occur if the broadened claims in the reissue application 
have an earlier effective date than those canceled by the reexamination certificate 
(as where the claims in the reissue application are supported by a parent 
application, and the reexamination claims are not). Criterion (a) can also occur if 
the subject matter of the broadened claims in the reissue application can be sworn 
behind, and the more specific subject matter of the reexamination claims cannot 
be sworn behind. Criterion (b) can occur if the claims in the reissue application 

Page4 
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are broader than all claims of the patent as it existed during reexamination (e.g., 
claims directed to a distinct invention). 

***** 
(5) If all of the patent claims were canceled by the reexamination 

certificate, action on the reissue application can still proceed, as will be discussed 
below; however, patent owner/applicant must first file a petition under 37 CFR 
1.183 to waive 37 CFR 1.570 and/or 37 CFR 1.997(d), depending on whether the 
certificate was issued for an ex parte reexamination proceeding, an inter partes 
reexamination proceeding, or a merger of the two. The petition would be 
grantable where the patent owner/applicant shows that either: 

(a) The reissue claims are narrower than those claims canceled as a result 
of the reexamination certificate; or 

(b) Criteria (a) and (b) of part (3) above are satisfied by the claims of the 
reissue application. 

The claims satisfying this requirement may only be provided where a 
petition accompanies the amendment providing the claims. 
(C) The reissue application can still proceed even where all of the patent claims 
were canceled by the reexamination certificate, based on the following. Where 
the reexamination certificate issues and publishes to cancel all existing patent 
claims, the reissue application can continue in the Office to correct the 35 U.S.C. 
251 "error" of presenting the existing claims, which were in-fact unpatentable. Of 
course, what happened in the concluded reexamination proceeding must be taken 
into account by the examiner, as to any new claims presented by the reissue 
application. 

Analysis and Findings 

Page S 

37 CFR 1.570(d) and 37 CFR 1.997(d) provide that if a reexamination certificate has been issued 
and published which cancels all of the claims of the patent, no further Office proceedings will be 
conducted with that patent or any reissue applications or any reexamination requests relating thereto 
( depending on whether the certificate was issued for an ex parte reexamination proceeding, an inter 
partes reexamination proceeding, or a merger of the two). These provisions provide a degree of 
assurance to the public that patents with all the claims canceled via reexamination proceedings will 
not again be asserted. 

However, as set forth in MPEP 1449.01, if all of the patent claims were canceled by the 
reexamination certificate, action on the reissue application can still proceed under certain 
circumstances where patent owner/applicant first files a petition under 3 7 CFR 1.183 to waive the 
provisions of 37 CFR 1.570(d) and/or 37 CFR 1.997(d). In particular, MPEP 1449.01 I.A.(B)(3) 
provides that such petition would be grantable where the patent owner/applicant shows that either 
the reissue claims are narrower than those claims that were canceled by the reexamination 
certificate (this includes any existing patent claims and any claims added in the reexamination 
proceeding), or that the criteria for presenting claims that are broader than the scope of the claims 
canceled by the reexamination certificate are satisfied by the claims of the reissue application. 

The '246 reissue application is for reissue of the '118 patent, and ex parte and inter partes 
reexamination certificates have been issued and published which cancel all of the claims of the '118 
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patent. Thus, no further examination of the '246 reissue application may be conducted absent 
waiver of 37 CFR l.570(d) and 37 CFR l.997(d). 

In the instant petition under 37 CFR 1.183, patent owner "respectfully and expressly renews its Rule 
183 Petition for waiver of the provisions of 37 CFR §§ l.570(d) and l.997(d), and respectfully 
requests prosecution to continue in this Application for . Reissue based on the ' 118 Patent. "5 In 
support of its request for waiver of 37 CFR l.570(d) and 37 CFR l.997(d), petitioner states that 
"since the claims in the present Reissue Application are, in fact, narrower than those existing and 
added in the merged Reexamination Proceedings," patent owner has "presented proper grounds to 
support the grant of such a Rule 183 Petition."6 In particular, in the petition patent owner identifies 
how independent claims 91-98, 100, 107-111, and 126, presented in the October 27, 2015 
amendment in the '246 reissue application, are narrower than corresponding independent claims 16-
23, 25, 36-39, 68, and 83 of the '118 patent that were canceled by the ex parte and inter partes 
reexamination certificates. 7 

For example, in the petition patent owner identifies how new independent claim 91 of the '246 
reissue application includes a number of limitations not included in independent claim 16 of the 
' 118 patent that was canceled by the ex parte and inter part es reexamination certificates, i.e., the 
redirection server is configured to "modify at least a portion of the rule set while the rule set is 
correlated to the temporarily assigned network address" and to "modify at least a portion of the rule 
set as a function of time while the rule set is correlated to the temporarily assigned network 
address. "8 

Patent owner also asserts that similarly independent claims 92-98, 100, 107-111, and 126 (and 
corresponding claims 99, 101-106, 112-125, and 127-133 by nature of their dependency) are 
narrower than corresponding claims 16-23, 25, 36-39, 68, and 83 of the '118 patent that were 
canceled by the ex parte and inter partes reexamination certificates.9 

Thus, patent owner has presented a facially colorable argument that claims 91-133 of the '246 
reissue application, as presented in the October 27, 2015 amendment, are narrower in scope than 
those claims of the '118 patent that were canceled by the ex parte and inter partes reexamination 
certificates. 10 

5 Instant petition under 37 CFR 1.183 at pages 1-2. 
6 Id. at page 2. 
7 Instant petition under 3 7 CFR 1.183 - Claims Chart - at pages 2-16. 
8 Id. at page 2. 
9 Id. at pages 3-16. It is noted that page 10 of the instant petition under 37 CFR 1.183 - Claims Chart - describes the 
changes illustrated as being between claim 21 of the '118 patent and claim I 00 of the '246 reissue application, rather 
than claim 25 of the '118 patent and claim I 00 of the '246 reissue application. 
10 Note that the Office of Patent Legal Administration is not making an independent determination as to the scope of the 
'246 reissue application claims relative to those claims of the '118 patent that were canceled by the ex parte and inter 
partes reexamination certificates and is taking patent owner's assertion that the reissue claims are narrower on it its 
face. However, should the examiner subsequently determine that the reissue claims are not in fact narrower than those 
claims of the '118 patent that were canceled by the ex parte and inter part es reexamination certificates, then such claims 
will be rejected pursuant to MPEP 1449.0l(l)(B)(3) (stating, "Any claims added thereafter, which are equal in scope to 
claims canceled by the reexamination certificate, or are broader than the scope of the claims canceled by the 
reexamination certificate, will generally be deemed as surrendered based on the patent owner's failure to prosecute 
claims of equal scope, and to present claims of broader scope in the reexamination proceeding. Such claims will be 
rejected under 35 U.S.C. 251. Further, a rejection of such claims based on estoppel will be made, citing to MPEP § 
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Reissue Application No. 14/691,246 Page? 

In view of the facts and circumstances of the present situation, the petition under 3 7 CFR 1.183 is 
granted and the provisions of 37 CFR 1.570(d) and 37 CFR 1.997(d) are waived. 

CONCLUSION 

1. The January 29, 2016 petition under 37 CFR 1.183 is granted and the provisions of 37 CFR 
1.570(d) and 37 CFR 1.997(d) are waived. 

2. Telephone inquiries relating to the examination of the '246 reissue application should be 
directed to Jalatee Worjloh, Primary Examiner, Central Reexamination Unit, at (571) 272-6714. 

3. Telephone inquiries relating to this decision should be directed to Jeffrey R: West, Legal 
Advisor, at (571) 272-2226, or the undersigned, at (571) 272-7726. 11 

7 uL. ~- r/ d•v 
Pinchus M. Laufer 
Senior Legal Advisor 
Office of Patent Legal Administration 

March 11, 2016 

2308.03 as to treatment of claims lost in a proceeding before the Office, and noting that a reexamination is a 
'proceeding."') 
11 Note that all practice before the Office should be in writing, and the action of the Office will be based exclusively on 
the written record in the Office. See 37 CFR 1.2. As such, patent owner is reminded that no telephone discussion may 
be controlling or considered authority for further action(s). 
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response to a request from the client, the database is 
consulted and the stored information relating to the 
requested document is used by the server in transcod
ing the document. The document is transcoded for vari
ous purposes, including to circumvent bugs or quirks 
found in the document, to size the document for display 
on a television set, to improve transmission efficiency of 
the document, and to reduce latency. The transcoder 
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Description 

FIELD OF THE INVENTION 

The present invention pertains to the field of client- 5 

server computer networking. More particularly, the 
present invention relates to a method and apparatus for 
providing proxying and document transcoding in a 
server in a computer network. 

BACKGROUND OF THE INVENTION 

The number of people using personal computers 
has increased substantially in recent years, and along 
with this increase has come an explosion in the use of 
the Internet. One particular aspect of the Internet which 
has gained widespread use is the World-Wide Web 
("the Web"). The Web is a collection of formatted hyper-

10 

15 

his computer and displayed on his computer screen. 
There are many possible causes for latency, such as 
heavy communications traffic on the Internet and slow 
response of remote servers. Latency can also be 
caused by Web pages including images. One reason for 
this effect is that, when an HTML document references 
an image, it takes time to retrieve the image itself after 
the referencing document has been retrieved. Another 
reason is that, in the prior art, if the referencing docu-
ment does not specify the size of the image, the client 
system generally cannot display the Web page until the 
image itself has been retrieved. Numerous others 
sources of latency exist with respect to the Web. There
fore, what is needed is a means for reducing such 
latency, to eliminate some of the frustration which typi
cally has been associated with browsing the Web. 

Security is another concern associated with the 
Internet. Internet service providers (ISPs) generally 
maintain certain information about each customer in a text pages located on numerous computers around the 

world that are logically connected by the Internet. 
Advances in network technology and software providing 
user interfaces to the Web ("Web browsers") have made 
the Web accessible to a large segment of the popula
tion. However, despite the growth in the development 

20 database. This information may include information 
which a customer may not wish to become publicly 
known, such as social security numbers and credit card 
numbers. Maintaining the confidentiality of this informa-

and use of the Web, many people are still unable to take 25 

advantage of this important resource. 
Access to the Web has been limited thus far mostly 

to people who have access to a personal computer. 
However, many people cannot afford the cost of even a 
relatively inexpensive personal computer, while others 30 

are either unable or unwilling to learn the basic compu-
ter skills that are required to access the Web. Further
more, Web browsers in the prior art generally do not 
provide the degree of user-friendliness desired by some 
people, and many computer novices do not have the 35 

patience to learn how to use the software. Therefore, it 
would be desirable to provide an inexpensive means by 
which a person can access the Web without the use of 
a personal computer. In particular, it would be desirable 
for a person to be able to access the Web pages using 
an ordinary television set and a remote control, so that 
the person feels more as if he or she is simply changing 
television channels, rather than utilizing a complex com
puter network. 

40 

Prior art Web technology also has other significant 45 

limitations which can make a person's experience 
unpleasant when browsing the Web. Web documents 
are commonly written in HTML (Hypertext Mark-up Lan
guage). HTML documents sometimes contain bugs 
(errors) or have features that are not recognized by cer
tain Web browsers. These bugs or quirks in a document 
can cause a Web browser to fail. Thus, what is needed 
is a means for reducing the frequency with which client 
systems fail due to bugs or quirks in HTML documents. 

50 

Another problem associated with browsing the Web 55 

is latency. People commonly experience long, frustrat-
ing delays when browsing the Web. It is not unusual for 
a person to have to wait minutes after selecting a hyper-
text link for a Web page to be completely downloaded to 

2 

tion in a system that is connected to an expensive pub
licly-accessible computer network like the Internet can 
be problematic. Further, the problem can be aggravated 
by the fact that an ISP often provides numerous different 
services, each of which has access to this database. 
Allowing access to the database by many different enti
ties creates many opportunities for security breaches to 
occur. Therefore, what is needed is a way to improve the 
security of confidential customer information in a server 
system coupled to the Internet. 

SUMMARY OF THE INVENTION 

A method is described of providing a document to a 
client coupled to a server. The server functions as a 
proxy on behalf of the client for purposes of accessing a 
remote server. In the method, a document is retrieved 
from the remote server in response to a request from 
the client. The document includes data to be used by 
the client in generating a display. The proxying server 
alters the data in the document to form a transcoded 
document. The transcoded document is then transmit
ted to the client. 

Other features of the present invention will be 
apparent from the accompanying drawings and from the 
detailed description which follows. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of exam
ple and not limitation in the figures of the accompanying 
drawings, in which like references indicate similar ele
ments and in which: 

Figure 1 illustrates several clients connected to a 
proxying server in a network. 
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Figure 2 illustrates a client according to the present 
invention. 

Figure 3 is a block diagram of a server according to 
the present invention. 
Figure 4A illustrates a server including a proxy 5 

cache and a transcoder. 
Figure 4B illustrates databases used in a server 
according to the present invention. 
Figure 5 is a flow diagram illustrating a routine for 
transcoding a document retrieved from a remote 
server using data stored in a persistent database. 
Figure 6 is a flow diagram illustrating a routine for 
transcoding an HTML document for purposes of 
eliminating bugs or undesirable features. 
Figure 7 is a flow diagram illustrating a routine for 
reducing latency when downloading a document 
referencing an image to a client. 

10 

15 

I. System Overview 

The present invention is included in a system, 
known as Web TV™, for providing a user with access to 
the Internet. A user of a WebTV™ client generally 
accesses a WebTV™ server via a direct-dial telephone 
(POTS, for "plain old telephone service"), ISDN (Inte
grated Services Digital Network), or other similar con
nection, in order to browse the Web, send and receive 
electronic mail (e-mail), and use various other Web TV™ 
network services. The Web TV™ network services are 
provided by WebTV™ servers using software residing 
within the Web TV™ servers in conjunction with software 
residing within a Web TV™ client. 

Figure 1 illustrates a basic configuration of the 
WebTV™ network according to one embodiment. A 
number of WebTV™ clients 1 are coupled to a modem 
pool 2 via direct-dial, bi-directional data connections 29, 
which may be telephone (POTS, i.e., "plain old tele-

Figure 8 is a flow diagram illustrating a routine for 
updating documents stored in the proxy cache 
using data stored in a persistent database. 
Figure 9 is a flow diagram illustrating a routine used 
by a server for retrieving documents from another 
remote server. 

20 phone service"), ISDN (Integrated Services Digital Net
work), or any other similar type of connection. The 
modem pool 2 is coupled typically through a router, 
such as that conventionally known in the art, to a 
number of remote servers 4 via a conventional network Figure 1 O is a block diagram of a prior art server 

system showing a relationship between various 25 

services and a database. 
Figure 11 is a block diagram of a server system 
according to the present invention showing a rela
tionship between various services and a user data
base. 
Figure 12 is a flow diagram illustrating a routine 
used by a server for regulating access to various 
services provided by the server. 

DETAILED DESCRIPTION 

A method and apparatus are described for provid-

30 

35 

40 

ing proxying and transcoding of documents in a net
work. In the following description, for purposes of 
explanation, numerous specific details are set forth in 
order to provide a thorough understanding of the 
present invention. It will be evident, however, to one 
skilled in the art that the present invention may be prac
ticed without these specific details. In other instances, 
well-known structures and devices are shown in block 45 

diagram form in order to avoid unnecessarily obscuring 
the present invention. 

The present invention includes various steps, which 
will be described below. The steps can be embodied in 
machine-executable instructions, which can be used to 50 

cause a general-purpose or special-purpose processor 
programmed with the instructions to perform the steps. 
Alternatively, the steps of the present invention might be 
performed by specific hardware components that con-
tain hardwired logic for pertorming the steps, or by any 55 

combination of programmed computer components and 
custom hardware components. 

3 

infrastructure 3, such as the Internet. The Web TV™ sys
tem also includes a WebTV™ server 5, which specifi
cally supports the WebTV™ clients 1. The WebTV™ 
clients 1 each have a connection to the Web TV™ server 
5 either directly or through the modem pool 2 and the 
Internet 3. Note that the modem pool 2 is a conventional 
modem pool, such as those found today throughout the 
world providing access to the Internet and private net
works. 

Note that in this description, in order to facilitate 
explanation the WebTV™ server 5 is generally dis
cussed as if it were a single device, and functions pro
vided by the Web TV™ services are generally discussed 
as being performed by such single device. However, the 
Web TV™ server 5 may actually comprise multiple phys-
ical and logical devices connected in a distributed archi
tecture, and the various functions discussed below 
which are provided by the Web TV™ services may actu
ally be distributed among multiple WebTV™ server 
devices. 

II. Client System 

Figure 2 illustrates a WebTV™ client 1. The 
WebTV™ client 1 includes an electronics unit 10 (here
inafter referred to as "the Web TV™ box 1 O"), an ordinary 
television set 12, and a remote control 11. In an alterna
tive embodiment of the present invention, the Web TV™ 
box 1 O is built into the television set 12 as an integral 
unit. The WebTV™ box 10 includes hardware and soft
ware for providing the user with a graphical user inter
face, by which the user can access the WebTV™ 
network services, browse the Web, send e-mail, and 
otherwise access the Internet. 

The Web TV™ client 1 uses the television set 12 as 
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a display device. The Web TV™ box 1 O is coupled to the 
television set 12 by a video link 6. The video link 6 is an 
RF (radio frequency), S-video, composite video, or 
other equivalent form of video link. In the preferred 
embodiment, the client 1 includes both a standard 5 

modem and an ISDN modem, such that the communi
cation link 29 between the WebTV™ box 10 and the 
server 5 can be either a telephone (POTS) connection 
29a or an ISDN connection 29b. The WebTV™ box 10 
receives power through a power line 7. 10 

server 5. 

A document transcoder 66 is functionally coupled 
between the proxy cache 65 and the Internet infrastruc
ture 3. The document transcoder 66 includes software 
which is used to automatically revise the code of Web 
documents retrieved from the remote servers 4, for pur
poses which are described below. 

The WebTV™ service provides a document data
base 61 and a user database 62, as illustrated in Figure 
4B. The user database 62 contains information that is 
used to control certain features relating to access privi
leges and capabilities of the user of the client 1. This 
information is used to regulate initial access to the 
WebTV™ service, as well as to regulate access to the 

Remote control 11 is operated by the user in order 
to control the WebTV™ client 1 in browsing the Web, 
sending e-mail, and performing other Internet-related 
functions. The Web TV™ box 1 O receives commands 
from remote control 11 via an infrared (IR) communica
tion link. In alternative embodiments, the link between 
the remote control 11 and the WebTV™ box 10 may be 
RF or any equivalent mode of transmission. 

15 individual services provided by the Web TV™ system, as 
will be described below. The document database 61 is a 
persistent database which stores certain diagnostic and 
historical information about each document and image 
retrieved by the server 5, as is now described. 

111. Server System 

The WebTV™ server 5 generally includes one or 
more computer systems generally having the architec-

20 

ture illustrated in Figure 3. It should be noted that the 
illustrated architecture is only exemplary; the present 25 

invention is not constrained to this particular architec
ture. The illustrated architecture includes a central 
processing unit (CPU) 50, random access memory 
(RAM) 51, read-only memory (ROM) 52, a mass stor-
age device 53, a modem 54, a network interface card 
(NIC) 55, and various other inpuVoutput (VO) devices 
56. Mass storage device 53 includes a magnetic, opti-
cal, or other equivalent storage medium. 1/0 devices 56 
may include any or all of devices such as a display mon-

30 

itor, keyboard, cursor control device, etc .. Modem 54 is 35 

used to communicate data to and from remote servers 
4 via the Internet. 

As noted above, the Web TV™ server 5 may actually 
comprise multiple physical and logical devices con
nected in a distributed architecture. Accordingly, NIC 55 40 

is used to provide data communication with other 
devices that are part of the Web TV™ services. Modem 
54 may also be used to communicate with other devices 

A. Document Database 

The basic purpose of the document database 61 is 
that, after a document has once been retrieved by the 
server 5, the stored information can be used by the 
server 5 to speed up processing and downloading of 
that document in response to all future requests for that 
document. In addition, the transcoding functions and 
various other functions of the Web TV™ service are facil-
itated by making use of the information stored in the 
document database 61, as will be described below. 

Referring now to Figure 5, the server 5 initially 
receives a document request from a client 1 (step 501 ). 
The document request will generally result from the 
user of the client 1 activating a hypertext anchor (link) 
on a Web page. The act of activating a hypertext anchor 
may consist of clicking on underlined text in a displayed 
Web page using a mouse, for example. The document 
request will typically (but not always) include the URL 
(Uniform Resource Locator) or other address of the 
selected anchor. Upon receiving the document request, 
the server 5 optionally accesses the document data
base 62 to retrieve stored information relating to the 
requested document (step 502). It should be noted that that are part of the WebTV™ services and which are not 

located in close geographic proximity to the illustrated 
device. 

According to the present invention, the WebTV™ 
server 5 acts as a proxy in providing the Web TV™ client 
1 with access to the Web and other WebTV™ services. 

45 the document database 62 is not necessarily accessed 
in every case. The information retrieved from the docu
ment database 62 is used by the server 5 for determin
ing, among other things, how long a requested 
document has been cached and/or whether the docu-

More specifically, WebTV™ server 5 functions as a 50 

"caching proxy". Figure 4A illustrates the caching fea-
ture of the WebTV™ server 5. In Figure 4A, the 
WebTV™ server 5 is functionally located between the 
WebTV™ client 1 and the Internet infrastructure 3. The 
WebTV™ server 5 includes a proxy cache 65 which is 55 

functionally coupled to the WebTV™ client 1. The proxy 
cache 65 is used for temporary storage of Web docu
ments, images, and other information which is used by 
frequently either the WebTV™ client 1 or the WebTV™ 

4 

ment is still valid. The criteria for determining validity of 
the stored document are discussed below. 

The server 5 retrieves the document from the cache 
65 if the stored document is valid; otherwise, the server 
5 retrieves the document from the appropriate remote 
server 4 (step 503). The server 5 automatically trans
codes the document as necessary based on the infor-
mation stored in the document database 61 (step 503). 
The transcoding functions are discussed further below. 

The document database 61 includes certain histor-
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ical and diagnostic information for every Web page that 
is accessed at any time by a Web TV™ client 1. As is well 
known, a Web page may correspond to a document 
written in a language such as HTML (Hypertext Mark-

4 on which the Web page is located; 

23) the character set of the document; 
24) the vendor of the remote server 4 on which the 
Web page is located; 

Up Language), VRML (Virtual Reality Modelling Lan- 5 

guage), or another suitable language. Alternatively, a 
Web page may represent an image, or a document 
which references one or more images. According to the 
present invention, once a document or image is 
retrieved by the Web TV™ server 5 from a remote server 10 

4 for the first time, detailed information on this document 

25) the geographic location of the remote server 4 
on which the Web page is located; 
26) the number of other Web pages which refer
ence the subject Web page; 
27) the compression algorithm used by the image 
or document; 
28) the compression algorithm chosen by the trans
coder; or image is stored permanently in the document data

base 61. More specifically, for every Web page that is 
retrieved from a remote server 4, any or all of the follow-
ing data are stored in the document database 61: 15 

29) a value indicating the popularity of the Web 
page based on the number of hits by clients; and 
30) a value indicating the popularity of other Web 
pages which reference the subject Web page. 

1) information identifying bugs (errors) or quirks in 
the Web page, or undesirable effects caused when 
the Web page is displayed by a client 1 ; 

B. Transcoding 

2) relevant bug-finding algorithms; 20 As mentioned above, the WebTV™ services pro-
3) the date and time the Web page was last 
retrieved; 
4) the date and time the Web page was most 
recently altered by the author; 
5) a checksum for determining whether the Web 
page has been altered; 
6) the size of the Web page (in terms of memory); 
7) the type of Web page (e.g., HTML document, 
image, etc.); 
8) a list of hypertext anchors (links) in the Web page 
and corresponding URLs; 
9) a list of the most popular anchors based on the 
number of "hits" (requests from a client 1); 
10) a list of related Web pages which can be 
pref etched 
11) whether the Web page has been redirected to 
another remote server 4; 
12) a redirect address (if appropriate); 
13) whether the redirect (if any) is temporary or per
manent, and if permanent, the duration of the redi
rect; 
14) if the Web page is an image, the size of the 
image in terms of both physical dimensions and 
memory space; 
15) the sizes of in-line images (images displayed in 
text) referenced by the document defining the Web 
page; 
16) the size of the largest image referenced by the 
document; 

vide a transcoder 66, which is used to rewrite certain 
portions of the code in an HTML document for various 
purposes. These purposes include: (1) correcting bugs 
in documents; (2) correcting undesirable effects which 

25 occur when a document is displayed by the client 1 ; (3) 
improving the efficiency of transmission of documents 
from the server 5 to the client 1; (4) matching hardware 
decompression technology within the client 1 ; (5) resiz
ing images to fit on the television set 12; (6) converting 

30 documents into other formats to provide compatibility; 
(7) reducing latency experienced by a client 1 when dis
playing a Web page with in-line images (images dis
played in text); and, (8) altering documents to fit into 

35 

smaller memory spaces. 
There are three transcoding modes used by the 

transcoder 66: (1) streaming, (2) buffered, and (3) 
deferred. Streaming transcoding refers to the transcod
ing of documents on a line-by-line basis as they are 
retrieved from a remote server 4 and downloaded to the 

40 client 1 (i.e., transcoding "on the fly"). Some documents, 
however, must first be buffered in the Web TV™ server 5 
before transcoding and downloading them to the client 
1. A document may need to be buffered before transmit
ting it to the client 1 if the type of changes to be made 

45 can only be made after the entire document has been 
retrieved from the remote server 4. Because the proc
ess of retrieving and downloading a document to the cli
ent 1 increases latency and decreases throughput, it is 

17) information identifying any image maps in the 50 

Web page; 

not desirable to buffer all documents. Therefore, the 
transcoder 66 accesses and uses information in the 
document database 61 relating to the requested docu-

18) whether to resize any images corresponding to 
the Web page; 
19) an indication of any forms or tables in the Web 
page; 
20) any unknown protocols; 
21) any links to "dead" Web pages (i.e., pages 
which are no longer active); 
22) the latency and throughput of the remote server 

55 

5 

ment to first determine whether a requested document 
must be buffered for purposes of transcoding, before 
the document is retrieved from the remote server 4. 

In the deferred mode, transcoding is deferred until 
after a requested document has been downloaded to a 
client 1. The deferred mode therefore reduces latency 
experienced by the client 1 in receiving the document. 
Transcoding may be pertormed immediately after down-
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loading or any time thereafter. For example, it may be 
convenient to perform transcoding during periods of low 
usage of WebTV™ services, such as at night. This 
mode is useful for certain types of transcoding which 
are not mandatory. 

1. Transcoding for Bugs and Quirks 

One characteristic of some prior art Web browsers 
is that they may experience failures ("crashes"} because 
of bugs or unexpected features ("quirks"} that are 
present in a Web document. Alternatively, quirks in a 
document may cause an undesirable result, even 
though the client does not crash. Therefore, the trans
coding feature of the present invention provides a 
means for correcting certain bugs and quirks in a Web 
document. To be corrected by the transcoder 66, bugs 
and quirks must be identifiable by software running on 
the server 5. Consequently, the transcoder 66 will gen
erally only correct conditions which have been previ
ously discovered, such as those discovered during 
testing or reported by users. Once a bug or quirk is dis
covered, however, algorithms are added to the trans
coder 66 to both detect the bug or quirk in the future in 
any Web document and to automatically correct it. 

There are countless possibilities of bugs or quirks 
which might be encountered in a Web document. 
Therefore, no attempt will be made herein to provide an 
exhaustive list. Nonetheless, some examples may be 
useful at this point. Consider, for example, an HTML 
document that is downloaded from a remote server 4 
and which contains a table having a width specified in 
the document as "O." This condition might cause a fail-
ure if the client were to attempt to display the document 

5 

document has been previously retrieved (step 602). If 
the document has not been previously retrieved, then 
the server 5 retrieves the document from the remote 
server 4 (step 609). Next, the retrieved document is 
analyzed for the presence of bugs or unusual conditions 
(step 610). Various diagnostic information is then stored 
in the document database 61 as a result of the analysis 
to note any bugs or quirks that were found (step 611). If 
any bugs or quirks were found which can be corrected 

10 by the transcoder 66, the document is then transcoded 
and saved to the proxy cache 65 (step 612). The trans
coded document is then downloaded to the client 1 
(step 613). It should be noted that transcoding can be 
deferred until after the document has been downloaded, 

15 as described above; hence, the sequence of Figure 6 is 
illustrative only. 

If (in step 602} the requested document had been 
previously retrieved, then it is determined whether the 
requested document is still valid (step 603} and whether 

20 the document is present in the proxy cache 65 (step 
604). If the document is no longer valid, then the docu
ment is retrieved from the remote server 4, analyzed for 
bugs and quirks, transcoded as required, and then 
downloaded to the client 1 as described above (steps 

25 610-613, step 607). Methods for determining validity of 
a document are discussed below. If the document is still 
valid (step 603} and the document is present in the 
cache 65, the document is downloaded to the client 1 in 
its current form (as it is stored in the cache}, since it has 

30 already been transcoded (step 608). 
The document, however, may be valid but not 

present in the cache. This may be the case, for exam
ple, if the document has not been requested recently 
and the cache 65 has become too full to retain the 

as written. This situation therefore, can be detected and 35 

corrected by the transcoder 66. Another example is a 
quirk in the document which causes quotations to be 
terminated with too many quotation marks. Once the 
quirk is first detected and an algorithm is written to rec
ognize it, the transcoder 66 can automatically correct 40 

the quirk in any document. 

requested document. In that case, the document is 
retrieved again from the remote server 4 (step 605) and 
then transcoded on the basis of the previously-acquired 
diagnostic information stored within the database 61 for 
that document. The document is then saved to the 
cache 65 (step 606). Note that because the document is 
still valid, it is assumed that the diagnostic information 
stored in the document database 61 for that document 
is still valid and that the transcoding can be performed 
on the basis of that information. Accordingly, once the 

If a given Web document has previously been 
retrieved by the server 5, there will be information 
regarding that document available in the document 
database 61 as described above. The information 45 document is transcoded, the transcoded document is 

downloaded to the client 1 (step 607). Again, note that 
transcoding can be deferred until after the document 
has been downloaded in some cases. 

regarding this document will include whether or not the 
document included any bugs or quirks that required 
transcoding when the document was previously 
retrieved. The transcoder 66 utilizes this information to 
determine whether (1) the document is free of bugs and 
quirks, (2) the document has bugs or quirks which can 

The validity of the requested document can be 
50 determined based on various different criteria. For 

be remedied by transcoding on the fly, or (3) the docu
ment has bugs or quirks which cannot be corrected on 
the fly (i.e., buffering is required}. 

Figure 6 illustrates a routine for transcoding a Web 55 

document for purposes of eliminating bugs and quirks. 
Initially, the server 5 receives a document request from 
the client 1 (step 601). Next, the document database 61 
is accessed to determine whether or not the requested 

6 

example, some HTML documents specify a date on 
which the document was created, a length of time for 
which the document will be valid, or both. The validity 
determination can be based upon such information. For 
example, a document which specifies only the date of 
creation can be automatically deemed invalid after a 
predetermined period of time has passed. 

Alternatively, validity can be based upon the popu
larity of the requested document. "Popularity" can be 
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quantified based upon the number of hits for that docu
ment, which is tracked in the document database 61. 
For example, it might be prudent to simply assign a rel
atively short period of validity to a document which is 
very popular and a longer period of validity to a docu- 5 

ment which is less popular. 

Refer now to Figure 7, which illustrates a routine for 
reducing latency when downloading a document refer
encing an image to a client 1. Assume that a client 1 
sends a request to the server 5 for an HTML document 
containing a reference to an in-line image. Assume fur
ther that the size of the image is not specified in the doc-

Another alternative basis for the validity of a docu
ment is the observed rate of change of the document. 
Again, data in the persistent document database 61 can 
be used. That is, because the document database 61 
stores the date and time on which the document was 
last observed to change, the server 5 can approximate 
how often the document actually changes. A document 
or image which is observed to change frequently (e.g., 
a weather map or a news page) can be assigned a rel
atively short period of validity. It will be recognized that 
numerous other ways of determining validity are possi
ble. 

2. Transcoding to Reduce Latency 

Another purpose for transcoding is to allow docu
ments requested by a client 1 to be displayed by the cli-
ent 1 more rapidly. Many HTML documents contain 
references to "in-line" images, or images that will be dis
played in text in a Web page. The normal process used 
in the prior art to display a Web page having in-line 
images is that the HTML document referencing the 
image is first downloaded to the client, followed by the 
client's requesting the referenced image. The refer
enced image is then retrieved from the remote server on 
which it is located and downloaded to the client. One 
problem associated with the prior art, however, is that 

ument itself. Initially, the server 5 determines whether 
that document has been previously retrieved ( step 701). 
If not, the standard initial retrieval and transcoding pro-

10 cedure is followed (step 706), as described in connec
tion with Figure 6. If, however, the document has been 
previously retrieved, then the transcoder 66 accesses 
the size information stored in the document database 
61 for the in-line image (step 702). Based on this size 

15 information, the HTML document is transcoded such 
that, when the Web page is initially displayed by the cli
ent 1, the area in which the image belongs is replaced 
by a blank region enveloping the shape of the image. 
Thus, any in-line image referenced by a document is 

20 displayed initially as a blank region. Consequently, the 
client 1 can immediately display the Web page corre
sponding to the HTML document even before the refer
enced image has been retrieved or downloaded (i.e., 
even before the size of the image is known to the client 

25 

30 

1 ). 

As the transcoded HTML document is downloaded 
to the client, the image is retrieved from the appropriate 
remote server 4 (step 704). Once the image is retrieved 
from the remote server 4 and downloaded to the client 
1, the client 1 replaces the blank area in the Web page 
with the actual image (step 705). 

3. Transcoding to Display Web Pages on a Television 
the speed with which a complete Web page can be dis
played to the user is often limited by the time it takes to 35 

retrieve in-line images. One reason for this is that it sim-
As noted above, the client 1 utilizes an ordinary tel-

evision set 12 as a display device. However, images in 
Web pages are generally formatted for display on a 
computer monitor, not a television set. Consequently, 
the transcoding function of the present invention is used 

ply takes time to retrieve the image itself after the refer
encing document has been retrieved. Another reason is 
that, in the prior art, if the referencing document does 
not specify the size of the image, the Web page gener
ally cannot be displayed until the image itself has been 
retrieved. The present invention overcomes these limi
tations. 

According to the present invention, information 
stored in the document database 61 regarding the in
line images is used to transcode the referencing docu
ment in order to reduce latency in displaying the Web 
page. Once any document which references an in-line 
image is initially retrieved by the server 5, the fact that 
the document references an in-line image is stored in 

40 to resize images for display on the television set 12. This 
includes rescaling images as necessary to avoid trunca
tion when displayed on the television set 12. 

It should be noted that prior art Web browsers 
which operate on computer monitors typically use resiz-

45 able windows. Hence, the size of the visible region var
ies from client to client. However, because the web 
browser used by the WebTV™ client 1 is specifically 
designed for display on a television set, the present 
invention allows documents and images to be formatted 

50 when they are cached. 
the document database 61. In addition, the size of the 
image is determined, either from the document (if spec
ified) or from the image itself, and then stored in the 
document database 61. Consequently, for documents 
which do not specify the size of their in-line images, the 55 

size information stored in the database 61 is then used 

4. Transcoding for Transmission Efficiency 

Documents retrieved by the server 5 are also trans
coded to improve transmission efficiency. In particular, 
documents can be transcoded in order to reduce high 
frequency components in order to reduce interlace 
flicker when they are displayed on a television set. 

the next time the document is requested in order to 
reduce latency in downloading and displaying the Web 
page. 

7 

Documents can also be transcoded in order to 
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lower the resolution of the displayed Web page. Reduc-
ing the resolution is desirable, because images format
ted for computer systems will generally have a higher 
resolution than the NTSC (National Television Stand
ards Committee) video format used by conventional tel- 5 

evision sets. Since the NTSC video does not have the 

valid indefinitely, as mentioned above. A weather map 
or a news-related Web page, for example, are likely to 
be updated quite frequently. Consequently, it is desira-
ble for the server 5 to have the ability to estimate the fre
quency with which documents change, in order to 
determine how long a document can safely remain 

bandwidth to reproduce the resolution of computer-for
matted images, the bandwidth consumed in transmitting 
images to the client 1 at such a high resolution would be 
wasted. 

5. Other Uses for Transcoding 

Transcoding is also used by the present invention to 
recode a document using new formats into older, com
patible formats. Images are often displayed in the JPEG 
(Joint Picture Experts Group) format or the GIF image 
format. JPEG often consumes less bandwidth than GIF, 
however. Consequently, images which are retrieved in 

within the proxy cache 65 without being updated. 

The persistent database 65 is used to store the 
date and time of the last several fetches of each docu-

10 ment and image retrieved from a remote server 4, along 
with an indication of any changes that were detected, if 
any. A document or image which has been stored in the 
cache 65 is then retrieved on a periodic basis to deter
mine if it has been changed. Change status information 

15 indicating whether the document has changed since the 
previous fetch is then stored in the document database 
65. If no changes are detected, then the time interval 
between fetches of this document is increased. If the 

GIF format are sometimes transcoded into JPEG for- 20 

document has changed, the time interval is maintained 
or decreased. As a result, items in the cache 65 which 
change frequently will be automatically updated at fre
quent intervals, whereas documents which do not 
change often will be replaced in the cache less fre-

mat. Methods for generally converting images between 
GIF and JPEG formats are well known. 

Other uses for transcoding include transcoding 
audio files. For example, audio may be transcoded into 
different formats in order to achieve a desired balance 25 

quently. 
Figure 8 illustrates a routine for updating docu

ments stored in the proxy cache 65 using data stored in 
the document database 61. Assume a document X has 
been stored in the proxy cache 65. Document X 
remains in the cache 65 until a predetermined update 

between memory usage, sound quality, and data trans
fer rate. In addition, audio may be transcoded from a file 
format (e.g., an ".AU" file) to a streaming format (e.g., 
MPEG 1 audio). Yet another use of audio transcoding is 
the transcoding of MIDI (Musical Instrument Digital 
Interface) data to streaming variants of MIDI. 

Additionally, documents or images requiring a large 
amount of memory (e.g., long lists) can be transcoded 
in order to consume less memory space in the client 1. 
This may involve, for example, separating a large docu
ment or image into multiple sections. For example, the 
server 5 can insert tags at appropriate locations in the 
original document so that the document appears to the 
client 1 as multiple Web pages. Hence, while viewing a 
given page representing a portion of the original docu
ment, the user can view the next page (i.e., the next por
tion of the original document) by activating a button on 
the screen as if it were an ordinary hypertext anchor. 

C. Proxying 

As noted above, the server 5 functions as a proxy 
on behalf of the client 1 for purposes of accessing the 
Web. The document database 61 is used in various 
ways to facilitate this proxy role, as will now be 
described. 

1. Updating Cached Documents 

It is desirable to store frequently-requested HTML 
documents and images in the proxy cache 65 to further 
reduce latency in providing Web pages to the client 1. 
However, because some documents and images 
change over time, documents in the cache 65 will not be 

30 period T1 expires (step 801). Upon the expiration of the 
update period T 1, the document X is again retrieved 
from the appropriate remote server 4 (step 802). The 
newly-retrieved document X is then compared to the 
cached version of document X (step 803). If the docu-

35 ment has changed, then the cached version of docu
ment X is replaced with the newly-retrieved version of 
document X (step 806). If not, then the update period T1 
is increased according to a predetermined time incre
ment At1 (step 804). In any case, the date and time and 

40 the change status of document X is saved to the docu
ment database 61 (step 805). 

Document and Image Prefetching 

45 The document database 61 is also used by the 
server 5 to store prefetching information relating to doc
uments and images. In particular, the database stores, 
for each document that has been retrieved, a list of 
images referenced by the document, if any, and their 

50 locations. Consequently, the next time a document is 
requested by a client 1, the images can be immediately 
retrieved by the server 5 (from the cache 65, if available, 
or from the remote server 4), even before the client 1 
requests them. This procedure improves the speed with 

55 which requested Web pages are downloaded to the cli
ent. 

8 

The document database 61 is also used to facilitate 
a process referred to as "server-advised client prefetch
ing." Server-advised client prefetching allows the server 
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5 to inform the client 1 of documents or images which 
are popular to allow the client 1 to perform the prefetch
ing. In particular, for any given document, a list is main
tained in the server 5 of the most popular hypertext 
anchors in that document (i.e., those which have previ- 5 

ously received a large number of hits). When that docu
ment is requested by the client 1, the server 5 provides 
the client 1 with an indication of these popular links. 

4. Other Proxy Functions 

The document database 65 also stores information 
relating to the performance of each remote server 4 
from which a document is retrieved. This information 
includes the latency and throughput of the remote 
server 4. Such information can be valuable in instances 
where a remote server 4 has a history of responding 
slowly. For example, when the document is requested, 

3. Redirects 

Web pages are sometimes forwarded from the 
remote server on which they are initially placed to a dif
ferent location. Under the HTTP (Hypertext Transport 
Protocol), such forwarding is sometimes referred to as a 
"redirect." When an HTML document is initially stored 

10 this knowledge can be used by the server 5 to provide a 
predefined signal to the client 1. The client 1 can, in 
response to the signal, indicate to the user that a delay 
is likely and give the user the option of canceling the 
request. 

15 

5. Backoff Mode 

Although the server 5 generally operates in the 
proxy mode, it can also enter a "backoff mode" in which 

on one remote server and then later transferred to 
another remote server, the first remote server will pro
vide, in response to a request for that document, an 
indication that the document has been transferred to a 
new remote server. This indication generally includes a 
forwarding address ("redirect address"), which is gener-
ally a URL. 

20 the server 5 does not act as a proxy, or the server 5 per
forms only certain aspects of the normal proxying func
tions. For example, if the proxy cache 65 is overloaded, 
then the server 5 can enter a backoff mode in which 
documents are not cached but are transcoded as In the prior art, when a computer requesting a Web 

page receives a redirect, it must then submit a new 25 

request to the redirect address. Having to submit a sec-
required. Alternatively, during times when the server 5 is 
severely overloaded with network traffic, the server 5 
may instruct the client 1 to bypass the server 5 and con
tact remote servers 4 directly for a specified time or until 
further notice. Or, the server 5 can enter a flexible back-

ond request and wait for a second response consumes 
time and increases overall latency. Consequently, the 
present invention uses the document database 61 to 
store any redirect address for each document or image. 
Any time a redirected document is requested, the server 

so off mode in which the client 1 will be instructed to con-

5 automatically accesses the redirect address to 
retrieve the document. The document or image is pro
vided to the client 1 based on only a single request from 
the client 1. The change in location of the redirected 
document or image remains completely transparent to 
the client 1. 

35 

tact a remote server 4 directly only for certain Web sites 
for a limited period of time. 

D. Access to Web TV™ Services 

The Web TV™ server 5 provides various services to 
the client 1, such as proxying and electronic mail ("e
mail"). In the prior art, certain difficulties are associated 
with allowing a client computer access to different serv
ices of an Internet service, as will now be explained with 
reference to Figure 10. 

Figure 1 O illustrates a client-server system accord
ing to one prior art embodiment. The server 76 provides 
various services A, B, and C. The server 76 includes a 

Figure 9 illustrates a routine performed by the 
server 5 in accessing documents which may have been 
forwarded to a new remote server. Initially, the server 5 40 

receives a request for a document, which generally 
includes an address (step 901). The server 5 then 
accesses the document database 65 to determine 
whether there is a redirect address for the requested 
document (step 902). If there is no redirect address, 
then the server 5 accesses a remote server 4 based on 
the address provided in the document request from the 
client 1 (step 903). Assuming that the remote server 4 
does not respond to the server 5 with a redirect (step 
904), the document is retrieved and downloaded to the 50 

client 1 by the server 5 (step 907). If, however, a redirect 
address was stored in the document database 65 (step 
902), then the server 5 accesses the requested docu
ment according to the redirect address (step 906). Or, if 

45 database 71 for storing information on the user's access 
privileges to services A, B, and C. The client 75 of the 
embodiment of Figure 1 O accesses any of services A, 
B, and C by contacting that service directly. The con-

the remote server 4 responded with a redirect (step 55 

904), then the server 5 saves the redirect address to the 
document database 61 (step 905) and accesses the 
requested document according to the redirect address 
(step 906). 

9 

tacted service then accesses the database 71, which 
stores the access privileges of the client 75, to deter
mine whether the client 75 should be allowed to access 
that service. Hence, each service provided by the 
server 76 requires direct access to the database 71. 
This architecture results in a large number of accesses 
being made to the database 71, which is undesirable. In 
addition, the fact that each service independently has 
access to the database 71 raises security concerns. 
Specifically, it can be difficult to isolate sensitive user 
information. The present invention overcomes such dif-
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ficulties using a technique which is now described. 

1. Tickets Containing Privileges And Capabilities 

As shown in Figure 11, the server 5 provides a 5 

number of services D, E, and F, and a log-in service 78. 
The log-in service is used specifically to control initial 
log-on procedures by a client 1. The log-in service 78 
has exclusive access to the user database 62 (dis
cussed above with respect to Figure 4B). The log-in 10 

service 78 and the user database 62 are located within 
a first security zone 84. Service D is located within a 
second security zone 86, while services E and F are 
contained within a third security zone 88. Note that the 
specific arrangement of security zones 84, 86, and 88 
with respect to services D, E, and Fis illustrative only. 

The user database 66 of the present invention 
stores various information pertaining to each authorized 
user of a client 1. This information includes account 

15 

the ticket 82 whether access to that service by that cli
ent 1 is authorized and, if so, any important information 
relating to such access. 

None of the services provided by the server 5, other 
than the log-in service 78, has access to the user data
base 62. Hence, any security-sensitive information can 
be isolated within the user database 62 and the log-in 
service 78. Such isolation allows the individual services 
provided by the server 5 to be placed within separate 
''firewalls" (security regions), illustrated as security 
zones 84, 86, and 88. In addition, this technique greatly 
reduces the number of accesses required to the user 
database 62 compared to the prior art embodiment 
illustrated in Figure 10. 

2. Redundancy of Services and Load Balancing 

The present invention also includes certain redun
dancies in the various services provided by the server 5. 
In particular, a given service (e.g., e-mail) can be pro
vided by more than one physical or logical device. Each 
such device is considered a "provider" of that service. If 
a given provider is overloaded, or if the client 1 is unable 
to contact that provider, the client 1 can contact any of 

information, a list of the WebTV™ that services are 20 

available to the particular user, and certain user prefer
ences. For example, a particular user may not wish his 
client 1 to be used to access Web pages having adult
oriented subject matter. Consequently, the user would 
request that his account be filtered to prevent access to 
such material. This request would then be stored as 

25 the other providers of that service. When the server 5 
receives a log-in request from a client 1, in addition to 
generating the above-described ticket 82, the log-in 
service 78 dynamically generates a list of available 
Web TV™ services and provides this list to the client 1. 

part of the user data in the user database 66. 
With regard to user preferences, the hypertext links 

selected by a given user can be tracked, and those hav-
ing the largest number can be stored in the user data
base 66. The list can then be provided to the client 1 for 
use in generating a menu screen of the user's favorite 
Web sites, to allow the user to directly access those 
Web sites. The list can also be used by the server 5 to 
analyze the user's interests and to formulate and pro
vide to the user a list of new Web sites which the user is 
likely to be interested in. The list might be composed by 
associated key words in Web pages selected by the 
user with other Web pages. 

30 

35 

The server 5 can update the list of services used by 
any client 1 to reflect services becoming unavailable or 
services coming on-line. Also, the list of services pro
vided to each client 1 can be updated by the server 5 
based upon changes in the loading of the server 5, in 
order to optimize traffic on the server 5. In addition, a cli
ent's list of services can be updated by services other 
than the log-in service 78, such that one service can 
effectively introduce another service to the client 1. For 
example, the e-mail service may provide a client 1 with 

Referring again to Figure 11, in response to a log
on request by a client 1, the log-in service 78 consults 
the user database 62 to determine if access to the 
server 5 by this particular client 1 is authorized. Assum-

40 the name, port number and IP of its address book serv
ice. Thus, one service can effectively, and securely 
within the same chain of trust, introduce another service 
to the client 1. 

ing access is authorized, the log-in service 78 retrieves 
certain user information pertaining to this particular cli
ent 1 from the user database 62. The log-in service then 
generates a "ticket" 82, which is an information packet 
including the retrieved information. The ticket 82 is then 
provided to the client 1 which requested access. 

45 

The ticket 82 includes all information necessary to 50 

describe the access privileges of a particular user with 
respect to all services provided by the server 5. For 
example, the ticket may include the user name regis
tered to the client 1, the e-mail address assigned to cli-
ent 1, and any filtering requested by the user with 
respect to viewing Web sites. Each time the user 
requests access to one of the services D, E, or F, the cli-
ent 1 submits a copy of the ticket 82 to that service. The 
requested service can then determine from the copy of 

55 

10 

This list of services includes the name of each serv-
ice, a port number for the provider of each service, and 
an IP (Internet Protocol) for each service. Different pro
viders of the same service are designated by the same 
name, but different port numbers and/or IPs. Note that 
in a standard URL, the protocol is normally specified at 
the beginning of the URL, such as "HTTP://www .... " 
under the HTTP protocol. However, according to the 
present invention, the normal protocol designation (i.e., 
"HTTP") in the URL is replaced with the name of the 
service, since the port number and IP for each service 
are known to the client 2. Hence, the client 1 can access 
any of the redundant providers of a given service using 
the same URL. This procedure effectively adds a level 
of indirection to all accesses made to any WebTV™ 
service and automatically adds redundancy to the proxy 
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service. It should also be noted that separate service 
names can also refer to the same service. 

Assume, for example, that the e-mail service pro
vided by the Web TV™ system is designated by the serv-
ice name "WTV-mailto." A client 1 can access any 5 

provider of this e-mail service using the same URL. The 
client 1 merely chooses the appropriate port number 
and IP number to distinguish between providers. If the 
client 1 is unable to connect to one e-mail provider, it 
can simply contact the next one in the list. 10 

Thus, at log-in time, a client 1 is provided with both 
a ticket containing privileges and capabilities as well as 
a list of service providers, as illustrated in Figure 12. Ini
tially, the log-in service 78 determines whether the user 
of client 1 is a valid user (step 1201). If not, log-in is 15 

denied (step 1205). If the user is a valid user, then the 
log-in service 78 gathers user information from the user 
database 62 and generates a ticket 82 (step 1202). The 
log-in service 78 also generates the above-described 

Claims 

1. In a proxying server coupled to a client and to a 
remote server, the proxying server operating as a 
proxy on behalf of the client for accessing the 
remote server, a method of providing a first docu
ment to the client, the method comprising the steps 
of: 

retrieving the first document from the remote 
server in response to a request from the client, 
the document including data for causing the cli
ent to generate a display; 
using the proxying server to alter the data in the 
first document to form a transcoded document; 
and 
transmitting the transcoded document to the 
client. 

list of services (step 1203). The ticket 82 and the list of 
services are then downloaded to the client 1 (step 
1204). 

20 2. A method according to claim 1, wherein the step of 
using the proxying server to alter the data in the first 
document comprises the steps of: 

3. Asynchronous Notification to Clients by Server 

Another limitation associated with prior art Internet 
servers is the inability to provide asynchronous notifica
tion information to the client in the absence of a request 
from the client to do so. It would be desirable, for exam-

25 

ple, for a server to notify a client on its own initiative 30 

when a particular Web page has changed or that a par
ticular service is inaccessible. The server 5 of the 
present invention provides such capability, and the cli-
ent 1 is configured to receive and decode such notifica
tions. For example, the client 1 can receive updates of 35 

its listing of service providers from the server 5 at vari-
ous points in time, as already described. Similarly, if a 
particular service provider becomes unavailable, that 
fact will be automatically communicated to the client 1. 
As another example, if e-mail addressed to the user has 40 

been received by the server 5, then the server 5 will 
send a message to the client 1 indicating this fact. The 
client 1 will then notify the user that e-mail is waiting by 
a message displayed on the television set 12 or by an 
LED (light emitting diode) built into the housing of 45 

WebTV™ box 10. 
Thus, a method and apparatus have been 

described for providing proxying and transcoding of 
documents in a network. Although the present invention 
has been described with reference to specific exem- 50 

plary embodiments, it will be evident that various modi
fications and changes may be made to these 
embodiments without departing from the broader spirit 
and scope of the invention as set forth in the claims. 
Accordingly, the specification and drawings are to be 55 

regarded in an illustrative rather than a restrictive sense. 

11 

analyzing the data to determine whether a pre
determined condition is present in the data, 
wherein the predetermined condition com
prises data which, when used by the client, 
causes an error condition to occur; and 
if the predetermined condition is present in the 
data, revising the data to eliminate the prede
termined condition. 

3. A method according to claim 1, wherein the step of 
transmitting the transcoded document to the client 
is performed prior to performing the step of using 
the proxying server to alter the data in the first doc
ument. 

4. A method according to claim 1, wherein the client 
includes a television display, wherein the document 
references an image, and wherein the step of using 
the proxying server to alter the data in the docu
ment comprises the step of revising the data such 
that the image is sized for display on the television 
display. 

5. A method according to claim 1, further comprising 
the steps of: 

retrieving an image from the remote server in 
response to a request from the client, wherein 
the image has a first image format; and using 
the proxying server to convert the image from 
the first image format to a second image for
mat. 

6. A method according to claim 1, wherein the first 
document includes a link to a second document, 
the link including a first address, and wherein the 
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step of using the proxying server to alter the data in 
the document comprises the step of updating the 
link. 

7. A method according to claim 6, wherein the second 5 

document is an image, and wherein the step of 
updating the link includes the step of adding infor
mation to the first document indicating the size of 
the image. 

8. A method according to claim 6, wherein the second 
document is inaccessible to the proxying server, 
and wherein the step of updating the link comprises 
the step of removing the link. 

9. A method according to claim 6, wherein the second 
document has been relocated from the first address 
to a redirect address, and wherein the step of 
updating the link comprises the step of updating the 

10 

15 

link to correspond to the redirect address. 20 

10. A method according to claim 1, further comprising 
the steps of: 

identifying an image referenced by the docu- 25 

ment; 
determining whether the image has been previ
ously retrieved by the proxying server; and 
if the image has been previously retrieved by 
the proxying server, accessing information 30 

stored in the proxying server indicating the size 
of the image; 

wherein the step of using the proxying server to 
alter the data in the document comprises the step 35 

of using the information indicating the size of the 
image to revise the data of the document to allow 
the document to be displayed by the client before 
the image is received by the client. 

40 

11. In a server coupled to a client and to a remote 
server, a method of providing proxy services to the 
client for accessing a document stored in the 
remote server, the document including data to be 
used by the client to provide a display, the method 45 

comprising the steps of: 

providing a persistent database in the server, 
the persistent database including information 
relating to the document; and 50 

using the information stored in the persistent 
database to guide the proxying services. 

12. A method according to claim 11, further comprising 
the step of transcoding the document based on the 55 

information stored in the persistent database to 
generate a transcoded document. 

13. A method according to claim 12, further comprising 

12 

the step of providing the transcoded document to 
the client, wherein the step of providing the trans
coded document to the client is performed prior to 
performing the step of transcoding. 

14. A method according to claim 12, wherein the per
sistent database includes information correspond
ing to a plurality of error conditions, the method 
further comprising the steps of: 

analyzing the data in the document using the 
information stored in the persistent database to 
determine whether the data is likely to cause 
one of the error conditions to occur when used 
by the client; and 
automatically revising the data if the data is 
determined in the analyzing step to be likely to 
cause one of the error conditions to occur when 
used by the client. 

15. A method according to claim 11, further comprising 
the step of storing in the persistent database valid
ity information corresponding to the document. 

16. A method according to claim 15, wherein the valid
ity information is based on an observed rate of 
change of the document. 

17. A method according to claim 11, further comprising 
the step of Storing in the persistent database per
formance information relating to performance of the 
remote server when accessing the document. 

18. A method according to claim 17 wherein the per
formance information is a latency value. 

19. A method according to claim 11, further comprising 
the step of storing in the persistent database infor
mation for optimizing memory usage by the client. 

20. In server coupled to a client, the client having an 
authorized user, wherein the server is for providing 
the client with a plurality of on-line services includ
ing a log-in service and a second service, the 
server including a user database, a method of con
trolling access by the client to the plurality of on-line 
services, the method comprising the steps of: 

storing in the database a set of user data corre
sponding to the authorized user; 
using the log-in service to receive a first access 
request from the client, the first access request 
for initiating access to the server by the client; 
generating an information packet from the set 
of user data, the information packet indicating 
access privileges of the authorized user in rela
tion to the plurality of on-line services; 
using the log-in service to provide the informa
tion packet to the client; 
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using the second service to receive a second 
access request from the client, the second 
access request for requesting use of the sec
ond service by the client, the second access 
request including a copy of the information 5 

packet; and 

using the copy of the information packet to reg
ulate access by the client to the second serv
ice. 

21. A method according to claim 20, wherein the plural
ity of on-line services are Internet services. 

22. A method according to claim 20, wherein the sec-

10 

ond service is a proxy service by which the server 15 

functions as a proxy on behalf of the client for pur
poses of accessing a second server. 

23. In server system coupled to a client, a method of 
providing the client with a plurality of redundant 20 

services, each of the redundant services being sub
stantially equivalent to each of the other redundant 
services, the method comprising the steps of: 

providing the client with a service name appli- 25 

cable to all of the redundant services; 
providing the client with a unique port number 
for each service; 
providing the client with a unique protocol for 
each service; 30 

receiving a request to access one of the redun
dant services from the client, the request 
including an address specifying the service 
name; and 
granting access to one of the redundant serv- 35 

ices in accordance with the name included in 
the address, one of the port numbers and one 
of the protocols, such that the client uses the 
same address to access any of the redundant 
services. 40 

24. A method according to claim 1, wherein the 
address is a URL (Uniform Resource Locator) 

45 

50 

55 

13 

24 
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RE Application No. 14/691,246 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 
(Based on USP 6,779, 118) 

RE Application Filed: April 20, 2015 Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Honorable Commissioner: 

Transmitted herewith is/are SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT, 
FORM PTO-1449 AND REFERENCES in connection with the above-captioned matter. 

The fee has been calculated as shown below: 
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.2L The Director is hereby authorized to charge all fees, including those under 37 CFR §§1.16 
and 1.17, which are required for entry of the papers submitted herewith, and any fees which 
may be required to maintain pendency of this application, to Deposit Account No. 50-2929. 
_ The Director is hereby authorized to charge all fees under 37 CFR § 1.18 which may be 
required to maintain pendency and complete issuance of this application to Deposit Account No. 
50-2929. 

Date: March 1, 2016 

RE1341006.A05; AH/pjj 

Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicants: Linksmart Wireless Technology LLC 

Appl. No.: 14/691,246 

Appl. Filed: April 20, 2015 

Group Art Unit: 3992 

Confirmation No.: 1126 

Examiner: Jalatee Worjloh 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT 

Mail Stop IDS 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Honorable Commissioner: 

Pursuant to 37 C.F.R. 1.56, 37 C.F.R. 1.97, and 37 C.F.R. 1.98, the following information 

is brought to the attention of the Examiner for consideration during examination of the instant 

Application, and to appear on the printed face of any Patent issuing hereon. 

The present Application is a Reissue of U.S. Patent No. 6,779,118, which is related to 

Patent No. EP 1 076 975, which is currently involved in a Complaint in the German Patent and 

Trademark Office styled as: 

Nichtigkeitsklage gegen das Streitpatent EP 1 076 975 in Deutschland 
Klagerin: Deutsche Telekom AG 
Beklagte: Linksmart Wireless Technology LLC, 

(in English): 

Action for annulment of the patent in suit EP 1 076 975 in the Federal Republic of Germany 
Plaintiff: Deutsche Telekom AG 
Defendant: Linksmart Wireless Technology LLC. 

The following references were cited on September 15, 2015 by Plaintiff Deutsche Telekom AG 

in that Action. In an abundance of caution, Applicant would like to bring to the attention of the 

Examiner these documents. As more documents are presented to Applicants' representative, 

one or more Supplemental Information Disclosure Statements may be filed in addition to this 

Supplemental Information Disclosure Statement. 

(1) us 5,740,430; 

(2) EP O 811 939 A2; 
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(3) Hiden, R. et al.: GATEWAY SPECIAL INTEREST GROUP MEETING NOTES; Request for 

comments 898898, published in April 1984; 

(4) Clark, D.: Policy routing in Internet Protocols; Request for comments 1102, published in May 

1989; 

(5) Berners-Lee, T et al.: Hypertext Transfer Protocol - http/1.0, Request for comments 1945, 

published in May 1996; and 

(6) English language translation of the relevant portions of a Judgment rendered by the German 

Patent and Trademark Office on December 14, 2015 in the Action of the patent in suit EP 1 076 

975 of Defendant Linksmart Wireless Technology LLC in Federal Republic of Germany by 

Plaintiff Deutsche Telekom AG. 

A copy of the above-noted US Patent (1) is not submitted because it is not required 

since it is readily available to the Examiner, in accordance with MPEP §609. Copies of the 

references (2)-(6) are submitted herewith, along with a Form PTO-1449 listing this information. 

Accordingly, the Examiner is requested to consider these documents, and to indicate such 

consideration by returning a signed copy of the Form PTO-1449 with the next Official 

Communication. 

In accordance with 37 CFR 1.97(b)(3), this Information Disclosure Statement is filed 

before the mailing of a first Office Action on the merits. Accordingly, no fees or statement are 

required. 

The Examiner is invited to direct any questions to the signing practitioner at the 

telephone/facsimile numbers or e-mail address listed below. 

Date: March 1 2016 

Hershkovitz & Associates, PLLC 
2845 Duke Street 
Alexandria, Virginia 22314 
Telephone 703-370-4800 
Facsimile 703-370-4809 
E-Mail patent@hershkovitz.net 

RE1341006.A0S; AH/pjj 

2 

Respectfully submitted, 
Linksmart Wireless Technology LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 

Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

REQUEST FOR RECONSIDERATION OF DECISION ON PETITION, AND 
RENEWED RESPONSE TO ORDER TO SHOW CAUSE AND RENEWED 

PETITION UNDER 37 CFR §1.183 TO WAIVE 37 CFR §§ 1.570(dl and 1.997(dl 

Attention: OPLA 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Honorable Commissioner: 

On September 4, 2015, an Order to Show Cause ("OSC") was issued in the above

identified Reissue Application. The Reissue Application is based on underlying USP 6,779,118 

("the '118 Patent"). The OSC required Linksmart Wireless Technology, LLC ("Patent Owner'') to 

file a Petition Under 37 CFR §1.183 ("Rule 183 Petition") to waive 37 CFR §§1.570(d) and 

1.997(d) against examination of claims in a Reissue Application where all claims in the 

underlying Patent are cancelled by issuance and publication of a Reexamination Certificate. On 

October 27, 2015, Patent Owner submitted a combined Response to the OSC and Rule 183 

Petition so examination of the present Reissue Application could proceed. 

On January 4, 2016, the USPTO issued a Decision on the combined Response to the 

OSC and Rule 183 Petition. On page 8 at Item 1, the Decision indicated that Patent Owner's 

Petition Under 37 CFR §1.183 to waive 37 CFR §§ 1.570(d) and 1.997(d) had been dismissed. 

At Item 2 on page 8, the Decision indicated that 37 CFR §§1.570(d) and 1.997(d) were not 

waived at this time, and at Item 3, indicated that Patent Owner could request reconsideration of 

the Decision within two months of the date of the Decision, i.e., by March 4, 2016. 

Therefore, Patent Owner respectfully submits this Request for Reconsideration of the 

Decision, and Renewed Response to the OSC and Renewed Petition Under 37 CFR §1.183 to 

waive 37 CFR §§ 1.570(d) and 1.997(d). That is, Patent Owner respectfully and expressly 

renews its Rule 183 Petition for waiver of the provisions of 37 CFR §§1.570(d) and 1.997(d), 
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and respectfully requests prosecution to continue in this Application for Reissue based on the 

'118 Patent. 

The Order to Show Cause and The Prior-Filed Response to the Order/Rule 183 Petition 

At pages 1-3, items 1-19, the Order to Show Cause issued September 4, 2015 in this 

Reissue Application identified the prosecution background of the' 118 Patent, and at pages 3-5, 

recited the relevant rules, standards and practices relevant to the Rule 183 Petition. 

On page 5 in the section "Analysis and Findings," the Order discussed the provisions of 

37 CFR §§1.570(d) and 1.997(d), and the fact that the present Application for Reissue was 

directed to the '118 Patent, but Reexamination Certificates had been published which cancelled 

all of the claims of the '118 Patent, so no further proceedings would be conducted for the '118 

Patent except under the provisions of MPEP §1449.1, which instructs for practice beyond 

cancellation of all claims by Petition to waive the non-statutory rules 1.570(d) and 1.997(d). 

In the last full paragraph on page 5, the Order required Patent Owner to file a Petition 

Under 37 CFR §1.183 to request waiver of 37 CFR §§1.570(d) and 1.997(d), and make a 

showing under MPEP §1449.01 as to why the rules should be waived as well as assert the 

basis for granting such a Petition. 

Patent Owner respectfully maintains that such a proper and complete Rule 183 Petition 

was filed on October 27, 2015. 

In the Rule 183 Petition, Patent Owner made an emphatic showing under §1449.01 

I.A.(B)(3) why the rules should be waived, since the claims in the present Reissue Application 

are, in fact, narrower than those existing and added in the merged Reexamination Proceedings, 

and also gave grounds under not only §1449.01 I.A.(B)(3), but also provided support under 

§1449.01 I.A.(C) for the filing of this Reissue Application to correct the error in the '118 Patent 

identified by the PT AB, whereby Patentees claimed more than they had a right to claim. As 

required, Patent Owner also presented proper grounds to support the grant of such a Rule 183 

Petition. 

More specifically, in the Rule 183 Petition, the facts of the Decision on Appeal were 

discussed, and it was courteously pointed out that the PT AB had determined that none of the 

claims existing or added in the merged Proceedings contained the limitations that (1) the 

redirection server is not "configured to allow'' modification of the user's rule set, which 

modification could then be carried out bv anv other component, but that only the redirection 

server itself modifies the user's rule set, and (2) modification of the rule set is done only by the 

2 
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redirection server only while the rule set is correlated to the temporarily assigned network 

address in the redirection setVer. The PT AB deemed that these specific limitations were 

directed to the invention sought to be patented, and these specific limitations were not present 

in any of the claims existing or added in the merged Reexamination Proceedings. Accordingly, 

the claims of the '118 Patent were held unpatentable, i.e., Patentees had claimed more than 

they had a right to claim. 

In the Rule 183 Petition, Patent Owner courteously pointed out the fact that, while the 

Preliminary Amendment filed on April 20, 2015 with the present Reissue Application cancelled 

some of the claims (2-7, 9-14, 28-35 and 44-67), ALL of the remainingindependentclaims were 

amended to incorporate these specific limitations. 

The PT AB held that the claims were unpatentable because they did not contain the 

above limitations (1) and (2), whereby Patentees had claimed more than they had a right to 

claim. The above limitations (1) and (2) were added to all independent claims pending in this 

Reissue Application by the Preliminary Amendment filed April 20, 2015, and no other 

substantive changes were made to the claims (all other corrections in the claims were merely 

editorial in nature). Therefore, now, Patentees do not claim more than they have a right to 

claim, and every claim pending in this Reissue Application is, in fact, narrower than those 

existing and added in the merged Reexamination Proceedings, quad erat demonstrandum. 

Moreover, Patent Owner respectfully asserts that proper and sufficient grounds were 

also given in the Rule 183 Petition for the filing of this Reissue Application under 35 USC §251, 

in accordance with MPEP §1449.01 I.A.(C), since the error found in the claims as interpreted by 

the PT AB is specifically correctable by Reissue. 

Furthermore, Patent Owner presented factual grounds supporting the grant of the Rule 

183 Petition, noting that the '118 Patent has been the subject of Reexamination Proceedings 

90/009,301, 90/011,485, 90/012, 149, 90/012,342, 90/012,378 and 95/002,035, and in all other 

Proceedings, either the Office denied Reexamination based on the lack of teaching in the prior 

art and lack of grounds to support such Requests, or the Patent Trial and Appeal Board (PT AB) 

overturned some rejections and confirmed a majority of the original claims again, as well as 

holding new claims 28-90 patentable. However, in the merged Reexamination Proceedings, for 

the first time, the Office held that the claims in the '118 Patent were unpatentable because they 

did not include specific recitations that would limit the claims to the invention actually sought to 

be patented, which limitations had never been present in the claims of the '118 Patent. Patent 

Owner courteously asserts that this is an extraordinary situation due to the fact that the claims 
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were held unpatentable after being first examined and issued in the '118 Patent, and were 

confirmed (and new claims held patentable) affer four additional Requests for Reexamination 

had been filed against them. That is, for the first time in five examinations (the original and 

four Requests for Reexamination), the Office has decided that the claims are unpatentable for 

limitations that are missing and were never in the claims of the '118 Patent. This is absolutely 

NOT "ordinary" by any standard or practice of the USPTO, and Patent Owner respectfully 

requested grant of the Rule 183 Petition under the requirements of MPEP §1449.01 

I.A.(B)(5)(a) and/or MPEP §1449.01 I.A.(C) because it is only just and equitable that the Office 

allow examination of this case to continue to correct the errors in the claims that were held by 

the PT AB to render them unpatentable. 

In the paragraph spanning pages 5 and 6, the Order required Patent Owner to file "an 

amendment placing the claims of the '246 reissue application in a form that is compliant with 

proper reissue practice, as set forth below," and then, in the first full paragraph on page 6, the 

Order instructed that, in accordance with the provisions of MPEP §1453 VI.(B), "the text of 

claims 1-27 must be presented in "strike-out" (lined through) in the amendment" (emphasis in 

original). Since MPEP §1453 Vl.(B) requires that an amendment in a Reissue Application must 

be presented as if the changes made via the Reexamination Certificate are a part of the original 

Patent, and any claims cancelled by the Certificate must be shown with strike-through, and 

since Reexamination Certificate C2 issued June 8, 2015 cancelled a// of the claims in the '118 

Patent, Patent Owner presumed that the Order actually intended to instruct that a// claims 

cancelled by Certificate C2 (2-7, 9-14, 16-24 and 26-90) should be presented with strike

through to indicate that they were cancelled, not just claims 1-27 originally issued in the '118 

Patent. Accordingly, Patent Owner submitted a Supplemental Preliminary Amendment with the 

Rule 183 Petition on October 27, 2015 that was proper and complete. In the Supplemental 

Preliminary Amendment, all claims that were cancelled by Certificate C2 were presented with 

strike-through to show they were cancelled, and precise duplicates of the claims presented 

in the Preliminary Amendment filed with this Reissue Application on April 20, 2015, all of 

which include limitations (1) and (2), were merely renumbered as 91-133 and 

resubmitted. 

To ensure that the Office can identify the exact nature and placement of the 

amendments to the claims made in the April 20, 2015 Preliminary Amendment, Patent Owner 

respectfully submits herewith a Claims Chart which shows the claims side by side, with the 

changes in the claims in the merged Reexamination Proceedings to the 
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Preliminary/Supplemental Amendments highlighted. For example, on page 1 of the Claims 

Chart, a status chart shows the present status of all claims submitted in the '118 Patent. On 

page 2, claim 16 is shown in the left column as it appeared on appeal in the merged 

Reexamination Proceedings. In the right column, it is shown as claim 16./91. because it was 

claim 16 in the April 20, 2015 Preliminary Amendment (because that was the claim number in 

the merged Reexamination Proceedings), and it was merely renumbered as claim 91 (shown in 

the Supplemental Preliminary Amendment filed in response to the Order on October 27, 2015 

without the amendments shown that were in the Preliminary Amendment). 

No changes were made to any claims in the Preliminary Amendment when they 

were duplicated in the Supplemental Preliminary Amendment except for renumbering. 

It is believed that the Claims Chart submitted herewith completely responds as much as 

is possible to the instructions in the Order to "clearly articulate" the basis on which each Reissue 

claim satisfies the criteria under both §1449.01 I.A.(B)(5)(a) and §1449.01 I.A.(C), and shows 

without any misunderstanding that each claim in the Reissue is now narrower than the claims 

existing and added in the merged Reexamination Proceedings. 

Patent Owner respectfully re-asserls all of the facts submitted in the Petition Under 37 

CFR §1. 183 filed on October 27. 2015. and requests reconsideration and grant of the Petition. 

Decision Dismissing Rule 183 Petition 

Patent Owner responds to the Decision, and requests reconsideration of the dismissal of 

the Rule 183 Petition filed October 27, 2015, as follows. 

Pages 2-5 of the Decision appear to be merely a reiteration of the papers and actions in 

the prosecution history of the '118 Patent and Reexamination Proceedings, and recitation of 

relevant rules and statutes, and no comment regarding the record appears to be necessary. 

The first two paragraphs on page 6 of the Decision appear to be merely reiteration of 

only two of Patent Owners remarks in the Rule 183 Petition and a single statement made in the 

Supplemental Preliminary Amendment filed on October 27, 2015. Unfortunately, none of the 

substantive facts contained in the seven (7) page Rule 183 Petition are discussed. 

The third paragraph on page 6 of the Decision again notes the provisions of 37 CFR 

§1.183 (as iterated on page 3 of the Decision under "Relevant Authority"), and states: 

37 CFR 1.183 provides for suspension or waiver of any requirement of the 
regulations which is not a requirement of the statutes in an extraordinary 
situation, when justice requires, on petition of the interested party. The 
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burden is on petitioner to set forth with specificity the facts that give rise to 
an extraordinary situation in which justice requires suspension of a rule. 

However, the subsequent (fourth) paragraph on page 6 of the Decision does not address Patent 

Owner's very explicit grounds given to supporl the Rule 183 Petition that: 

.. . this is an extraordinary situation due to the fact that the error arising from 
Patentees claiming more than they had a right to claim was, according to 
the PT AB, why the claims were held unpatentable, although not when they 
were first examined and issued in the '118 Patent, and not even affer four 
additional Requests for Reexamination filed against them had been 
considered by the Office and denied based on lack of teaching in the prior 
arl. or considered by the Office and the claims confirmed as patentable. 
Such a situation is certainly not "ordinary", i.e., commonplace or standard 
in USPTO practice. 

Instead, in the fourth paragraph on page 6, the Decision merely recites statements made by 

Patent Owner without any reason for such recitation, and does not deal with the facts presented 

by Patent Owner in the Rule 183 Petition. Patent Owner respectfully takes exception to 

complete lack of discussion in the Decision of either (a) the factual support given for the 

extraordinary situation which led to the claims being held unpatentable, or (b) the factual 

support given for the claims being narrower than those existing or added in the merged 

Reexamination Proceedings by identification of the limitations added to the claims (limitations 

(1) and (2) above) in the Preliminary Amendment and resubmitted in the Supplemental 

Preliminary Amendment. 

The Decision contends in the paragraph spanning pages 6 and 7 that: 

In the accompanying October 27, 2015, amendment, petitioner has not 
merely renumbered previously presented claims, but has presented 
completely new, rewritten claims. 

The OSC required Patent Owner to cancel all claims "in accordance with MPEP §1453 Vl.(B)," 

which involved cancelling all claims with strike-through that had been cancelled by Certificate 

C2. Patent Owner completely complied with the instruction to cancel all claims, and presented 

new claims 91-133 that were duplicates of the claims presented in the Preliminary Amendment 

filed with this Reissue Application on April 20. 2014. Therefore, Patent Owner respectfully takes 

exception to this statement as inaccurate, since the claims in the Supplemental Preliminary 

Amendment had been previously presented in the Preliminary Amendment and were, in fact, 

merely re-numbered duplicates. 

No "new" or "rewritten" claims were submitted in the Supplemental Preliminary 

Amendment. 
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The Decision alleged in the paragraph spanning pages 6 and 7 that: 

In the instant petition under 37 CFR 1.183, petitioner has not made a 
showing of how (1) the '246 reissue claims are narrower than those claims 
canceled by the reexamination certificates ... 

Again, Patent Owner respectfully takes exception to this statement as being inaccurate, since 

Patent Owner explained in detail that the PTAB determined the specific limitations (1) and (2) 

above (whereby Patentees claimed more than they had a right to claim) were directed to the 

invention sought to be patented but that these specific limitations were not present in the claims 

existing or added in the merged Reexamination Proceedings, and accordingly, the claims of the 

§118 Patent were unpatentable. These specific limitations were added to the claims that were 

filed in this Reissue Application, by which addition, the claims are narrower than any existing or 

added claims in the merged Reexamination Proceedings. In order to clarify this as much as 

possible, Patent Owner presents a Claims Chart to explicitly identify the limitations present in 

the claims pending in this Reissue Application that were not present in any existing or added 

claim in the merged Reexamination Proceedings, and therefore, explicittvidentitvthe narrowing 

of the claims in this Reissue Application. It is respectfully noted that this explicit identification of 

limitations (1) and (2) above was discussed in detail throughout the Rule 183 Petition and 

Supplemental Preliminary Amendment, and yet, was not discussed at all in the Decision. More 

specifically, it is clear that the active limitation "to modify" as recited in claim 91 is narrower than 

the permissive limitation "to allow automated modification," as recited in claim 16. Similar 

changes appear in the other independent claims. 

While the paragraph bridging pages 6 and 7 of the Decision states that: 

(i.e., the broader claims in the reissue application can be patentable, 
despite the fact that the claims in the reexamination are not and the 
broader claims in the reissue application could not have been presented in 
the reexamination proceeding)8 (emphasis in original), 

the validity of which is acknowledged, footnote 8 contends: 

... it is noted that while MPEP §1449.01 I.A(C) does state that "where the 
reexamination certificate issues and publishes to cancel all existing patent 
claims, the reissue application can continue in the Office to correct the 35 
U.S.C. 251 'error' of presenting the existing claims, which were in-fact 
unpatentable," as argued by petitioner, MPEP §1449.01 I.A(C) does not 
preclude the requirements of MPEP 1449.01 I.A, as discussed above 
(emphasis in original). 

It is courteously pointed out that there are no "requirements" made in MPEP §1449.01 I.A, but 

Patent Owner must again respectfully take exception to any remarks which have inherent the 
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implication that any requirement in the present Reissue Application has been overlooked or 

"precluded" by Patent Owner. However, since the remainder of footnote 8 is directed to MPEP 

§1449.01 I.A.(C), Patent Owner reluctantly concedes that it is unknown what was intended by 

these contradictory statements. Clarification is respectfully requested, particularly since Patent 

Owner must disagree with the footnote and courteously assert that MPEP §1449.01 I.A.(C), 

which is directed to the practice offiling a Reissue Application to overcome an "error'' under 35 

USC §251, is different from MPEP §1449.01 I.A.(B), which is directed to the practice offiling a 

Rule 183 Petition to obtain waiver of the relevant 37 CFR rules to allow examination of a 

Reissue Application to continue where a Certificate has been issued that cancels all claims in 

the Patent. In fact, Patent Owner does not see where a Rule 183 Petition is even required for 

filing a Reissue Application under 35 USC §251 in accordance with MPEP §1449.01 I.A.(C). 

The first full paragraph on page 7 of the Decision is directed to broadening the claims, 

and since it has been made as transparent as possible that all claims in the present Reissue 

Application have been narrowed by the addition of limitations not present in the claims of the 

merged Reexamination Proceedings, Patent Owner respectfully declines to comment on this 

paragraph. 

However, the second full paragraph on page 7 of the Decision contains the declaration 

that, while the USPTO Office of Patent Legal Administration is allegedly not making any 

"independent determination" of the scope of the claims from the merged Reexamination 

Proceedings compared to the claims presented in this Reissue Application, nonetheless: 

... it appears that claim 91 presented in the accompanying October 27, 
2015, amendment, contains language that is broader than original claim 1 
of the '118 patent. 9 

Since Patent Owner previously identified claim 16 from the merged Reexamination Proceedings 

as claim 91, and since claim 16 was filed in the Preliminary Amendment on April 20, 2015 with 

limitations (1) and (2) above (that only the redirection server modifies the rule set and that only 

the redirection server modifies the rule set only when the rule set is correlated to the temporarily 

assigned network address in the redirection server), Patent Owner can only acknowledge the 

assertion in the Decision that OPLA is not making any determination on the scope of the claims 

in the present Reissue Application. However, Patent Owner also must address the statement in 

footnote 9 that: 

See M PEP 1412. 03, "A claim of a reissue application enlarges the scope of 
the claims of the patent if it is broader in at least one respect, even though 
it may be narrower in other respects" (emphasis in original). 

8 

Panasonic-1002 
Page 337 of 497



RE 1341 006 .A04 

Patent Owner knows this quote from a decision in Vectra Fitness Inc. v. TNWK Corp., 162 F.3d 

1379, 1383, 49 USPQ2d 1144, 1147 (Fed. Cir. 1998), in which a disclaimer for claims was filed 

(so the disclaimed claims were not part of the "original patent" under 35 USC §251 ), and claims 

filed in a subsequent Reissue Application violated the statutory prohibition regarding broadening 

the scope of a Patent more than two years after issue since they were held to be broader than 

the claims that remained part of the original Patent after disclaimer. 

Since claim 16 from the merged Reexamination Proceedings was amended in the 

Preliminary Amendment to incorporate the additional limitations of (1) and (2) above, and since 

claim 16 was merely duplicated as claim 91 in the Supplemental Preliminary Amendment, 

Patent Owner must again concur with the disavowal by OPLA that no independent 

determination of claim scope has been made. 

Finally, the penultimate paragraph on page 7 of the Decision alleges: 

Thus, in this instance, petitioner has not presented facts that demonstrate 
an extraordinary situation in which justice requires waiver of 37 CFR 
l.570(d) and 37 CFR 1.997(d), and the October 27, 2015 petition under 37 
CFR 1.183 is dismissed ( emphasis in original). 

Patent Owner must once more take exception to this flawed assertion. Just because two 

pages of facts given to demonstrate an extraordinary situation in the section titled 

"Requirements for Petition Under 37 CFR §1.183" spanning pages 4 and 5 the Rule 183 

Petition were not discussed or even acknowledged by the Decision dismissing the Rule 183 

Petition does not give license to the Office to deny the record. Such a showing was decidely 

made, even though it appears that the Decision missed it. 

Relief Requested 

1. It is respectfully requested that the "Decision" dismissing the Rule 183 Petition mailed on 

January 4, 2016 be withdrawn. 

2. It is respectfully requested that the Rule 183 Petition filed on October 27, 2015 be granted 

in view of this Request for Reconsideration and accompanying Claims Chart. 

3. It is respectfully requested that the Reissue Application be remanded to an Examiner in the 

appropriate Technology Center for consideration of the claims. 

Conclusion 
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Patent Owner courteously points out that a full seven (7) page Rule 183 Petition that 

included two (2) pages of facts supporting grant of a Rule 183 Petition, a section titled 

"Grounds supporting Filing of Application for Reissue Under 35 USC §251" spanning pages 

2-4 of the Rule 183 Petition, and sections "Compliance With The Order To Show Cause" 

and "Relief Requested" spanning pages 6 and 7 of the Rule 183 Petition, does not appear 

to have been treated with the weight and consideration of the Office by the Decision 

dismissing the Rule 183 Petition. The Decision dismissing the Rule 183 Petition does not 

rebut or even discuss any of the facts given to support the grounds for grant of the Rule 

183 Petition. Therefore, Patent Owner respectfully submits that it does not appear that the 

Response to the Order to Show Cause and Rule 183 Petition have been fully treated. Be that 

as it may, Patent Owner courteously re-asserts that all criteria under 35 USC §251 and MPEP 

§1449.01 I.A.(B)(5)(a) as well as MPEP §1449.01 I.A.(C) have been fully met and satisfied for 

grant of the Rule 183 Petition, and respectfully requests the relief listed above. 

This Request for Reconsideration is being timely filed, and it is believed that no fee is 

required for entry. However, the Commissioner is authorized to charge any fee required for 

entry of this Request for Reconsideration or any fee properly required to maintain the present 

Application in force to Deposit Account No. 50-2929, referencing Docket No. RE 1341006. 

The Deciding Official is invited to direct any questions to the practitioner of record at the 

below-listed telephone and e-mail address. 

Date: January 26, 2016 

Hershkovitz & Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 
Telephone +1.703.370.4800 
Facsimile +1.703.370.4809 
Email patent@hershkovitz.net 

RE1341006.A04; AH/pjj 
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CLAIM CHART FOR REISSUE APPLICATION NO. 14/691,246 

Status of all Claims presented in '118 Patent: 

Independent Dependent 

1 Cancelled in Previous Reexam 2-7, 28-31 Cancelled by 1st Pre. Arndt. 
8 Cancelled in Previous Reexam 9-14, 32-35 Cancelled by 1st Pre. 

Arndt. 
15 Cancelled in Previous Reexam 

16-23 Previously dependent on claim 15, made independent in 1st 24 on 23 Pending in RE Appl'n 
Reexam, Pending in RE Appl'n 
25 Cancelled in Previous Reexam, presented as new claim 91 in RE 26, 27, 40-43 Pending in RE Appl'n 
Appl'n 1st Pre. Arndt., renumbered as new claim 100 in Suppl. Pre. 
Arndt., Pending in RE Appl'n 
36-39 Pending in RE Appl'n 

' 44 Canceiied by 1st Pre. Arndt. 45-55 Canceiied by 1st Pre. Arndt. 
56 Cancelled by 1st Pre. Arndt. 57-67 Cancelled by 1st Pre. Arndt. 
68 Pending in RE Appl'n 69-82 Pending in RE Appl'n 

83 Pending in RE Appl'n 84-90 Pending in RE Appl'n 

.. 
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Reexamination Independent Claims in 
Proceedings 95/002,035 and 90/012,342 
16. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

1st Pre. Arndt/Suppl. Pre. Arndt. lndp. Claims in RE 
Appln. No. 14/691,246 
16./91. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to wherein the redirection server is configured to 
allow automated modification of at least a portion of the [allow automated modification of] modify at least a 
rule set correlated to the temporarily assigned network portion of the rule set while the rule set is correlated to 
address; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set as a function of some combination of time, 
data transmitted to or from the user, or location the 
user accesses; and 

wherein the redirection server is configured to 
allow modification of at least a portion of the rule set as 
a function of time. 

2 

the temporarily assigned net,A1ork address; 

wherein the redirection server is configured to 
[allow automated modification of] modify at least a 
portion of the rule set as a function of some 
combination of time, data transmitted to or from the 
user, or location the user accesses; and 

wherein the redirection server is configured to 
[allow modification of] modify at least a portion of the 
rule set as a function of time while the rule set is 
correlated to the temporarily assigned network 
address. 
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17. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set correlated to the temporarily assigned network 
address; 

vvherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set as a function of some combination of time, 
data transmitted to or from the user, or location the 
user accesses; and 

wherein the redirection server is configured to 
allow modification of at least a portion of the rule set as 
a function of the data transmitted to or from the user. 

3 

17./92. A system comprising: 

a redirection server programmed with a user's rule 
set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
[allow automated modification of] modify at least a 
portion of the rule set while the rule set is correlated to 
the temporarily assigned network address; 

\"✓herein the redirection server is configured to 
[allow automated modification of] modify at least a 
portion of the rule set as a function of some 
combination of time, data transmitted to or from the 
user, or location the user accesses; and 

wherein the redirection server is configured to 
[allow modification of] modify at least a portion of the 
rule set as a function of the data transmitted to or from 
the user while the rule set is correlated to the 
temporarily assiQned network address. 
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18. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set correlated to the temporarily assigned network 
address; 

\"✓herein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set as a function of some combination of time, 
data transmitted to or from the user, or location the 
user accesses; and 

wherein the redirection server is configured to 
allow modification of at least a portion of the rule set as 
a function of the location or locations the user 
accesses. 

4 

18./93. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
[allow automated modification of] modify at least a 
portion of the rule set while the rule set is correlated to 
the temporarily assigned network address; 

\'Vherein the redirection server is configured to 
[allow automated modification of] modify at least a 
portion of the rule set as a function of some 
combination of time, data transmitted to or from the 
user, or location the user accesses; and 

wherein the redirection server is configured to 
[allow modification of] modify at least a portion of the 
rule set as a function of the location or locations the 
user accesses while the rule set is correlated to the 
temporarily assiqned network addresses. 
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19. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set correlated to the temporarily assigned network 
address; 

,Mhe>re>in the, re>rlire>f'tinn ce>rue>r ic f'r.nfir11 irc,rl tn 
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allow automated modification of at least a portion of the 
rule set as a function of some combination of time, 
data transmitted to or from the user, or location the 
user accesses; and 

wherein the redirection server is configured to 
allow the removal or reinstatement of at least a portion 
of the rule set as a function of time. 

5 

19./94. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
[allow automated modification of] modify at least a 
portion of the rule set while the rule set is correlated to 
the temporarily assigned network address; 

\"✓herein the redirection server is configured to 
[allow automated modification of] modify at least a 
portion of the rule set as a function of some 
combination of time, data transmitted to or from the 
user, or location the user accesses; and 

wherein the redirection server is configured to 
[allow the removal or reinstatement of] remove or 
reinstate at least a portion of the rule set as a function 
of time while the rule set is correlated to the 
temporarily assioned network address. 
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20. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set correlated to the temporarily assigned network 
address; 

\
1vherein the redirection server is configured to 

allow automated modification of at least a portion of the 
rule set as a function of some combination of time, 
data transmitted to or from the user, or location the 
user accesses; and 

wherein the redirection server is configured to 
allow the removal or reinstatement of at least a portion 
of the rule set as a function of the data transmitted to 
or from the user. 

6 

20./95. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
[allow automated modification of] modify at least a 
portion of the rule set while the rule set is correlated to 
the temporarily assigned network address; 

V\therein the redirection server is configured to 
[allow automated modification of] modify at least a 
portion of the rule set as a function of some 
combination of time, data transmitted to or from the 
user, or location the user accesses; and 

wherein the redirection server is configured to 
[allow the removal or reinstatement of] remove or 
reinstate at least a portion of the rule set as a function 
of the data transmitted to or from the user while the 
rule set is correlated to the temporarily assigned 
network address. 
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21. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set correlated to the temporarily assigned network 
address; 

,Mhi=>ri:>in thi=i ri=>rliri=>dinn c::i=>r\/i=>r ic:: rnnfim ;ri=irl tn 
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allow automated modification of at least a portion of the 
rule set as a function of some combination of time, 
data transmitted to or from the user, or location the 
user accesses; and 

wherein the redirection server is configured to 
allow the removal or reinstatement of at least a portion 
of the rule set as a function of the location or locations 
the user accesses. 

..., 
I 

21./96. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
[allow automated modification of] modify at least a 
portion of the rule set while the rule set is correlated to 
the temporarily assigned network address; 

\"!herein the redirection server is configured to 
[allow automated modification of] modify at least a 
portion of the rule set as a function of some 
combination of time, data transmitted to or from the 
user, or location the user accesses; and 

wherein the redirection server is configured to 
[allow the removal or reinstatement of] remove or 
reinstate at least a portion of the rule set as a function 
of the location or locations the user accesses while 
the rule set is correlated to the temporarily assigned 
network address . 
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22. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set correlated to the temporarily assigned network 
address; 

whi=-ri=oin th,=. ri=orliri=ortinn ~Pr\iPr i~ ,~nnfim irPrl tn .... ·-· -·· ..... ·- . --·· -- ... ·-·. --· ... -· ·- --· ··•.::,-· -- ..,_ 

allow automated modification of at least a portion of the 
rule set as a function of some combination of time, 
data transmitted to or from the user, or location the 
user accesses; and 

wherein the redirection server is configured to 
allow the removal or reinstatement of at least a portion 
of the rule set as a function of some combination of 
time, data transmitted to or from the user, or location or 
locations the user accesses. 

n 
0 

22./97. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
[allow automated modification of] modify at least a 
portion of the rule set while the rule set is correlated to 
the temporarily assigned network address; 

,Mhi=ori=oin thi=o ri=orliri=ortinn ~i=on,i=or i~ rnnfim irPrl tn .... ·-· -··' .... ·-. --·· --... ·-·. --·., -· ·- --· ···~-· -- .. _ 
[allow automated modification of] modify at least a 
portion of the rule set as a function of some 
combination of time, data transmitted to or from the 
user, or location the user accesses; and 

wherein the redirection server is configured to 
[allow the removal or reinstatement of] remove or 
reinstate at least a portion of the rule set as a function 
of some combination of time, data transmitted to or 
from the user, or location or locations the user 
accesses while the rule set is correlated to the 
temoorarilv assianed network address. 
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23. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set correlated to the temporarily assigned network 
address; 

\Mhi::i.n::.in thi::i. rarlirar-tinn can;ar ic r-nnfin; 1r0rl tn 
"°Y!!'-'!-.....,e!~ II.!!'-':....,'-'/:!~'-''-''!.!..._,,!! "-"'-"I '!I'-'?!.,..., "-,J..._,!~~!~'-A~'-'"vl 'I.'-' 

allow automated modification of at least a portion of the 
rule set as a function of some combination of time, 
data transmitted to or from the user, or location the 
user accesses; and 

wherein the redirection server has a user side 
that is connected to a computer using the temporarily 
assigned network address and a network side 
connected to a computer network and wherein the 
computer using the temporarily assigned network 
address is connected to the computer network through 
the redirection server. 

r,. 

tJ 

23./98. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
[allow automated modification of] modify at least a 
portion of the rule set while the rule set is correlated to 
the temporarily assigned network address; 

,iiihi:>ri::i.in th.:> r;::,rliri::i.f'tinn ci:,n;i::,r ic f'nnfin; ;r;::,rl tr. 'ld'ldt~....,..!,,,_,.e!! '!.~I'-"'~--~!'-''-''-"'-'~~...._,,_, '!II'..._,.!~'-' --~,,~:::.,-m-- .,_.._... 

[allow automated modification of] modify at least a 
portion of the rule set as a function of some 
combination of time, data transmitted to or from the 
user, or location the user accesses; and 

wherein the redirection server has a user side 
that is connected to a computer using the temporarily 
assigned network address and a network side 
connected to a computer network and wherein the 
computer using the temporarily assigned network 
address is connected to the computer network 
through the redirection server. 
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25. In a system comprising a redirection server 
containing a user's rule set correlated to a temporarily 
assigned network address wherein the user's rule set 
contains at least one of a plurality of functions used to 
control data passing between the user and a public 
network; the method comprising the step of: 

modifying at least a portion of the user's rule 
set while the user's rule set remains correlated to the 
temporarily assigned network address in the 
redirection server; and 

wherein the redirection server has a user side 
that is connected to a computer using the temporarily 
assigned network address and a network address and 
;:::; nPhl\iiirk c::irlP rnnnPrti:::>rl tA ::::; rnmn; 1ti:::>r ni:>hMArk" ::::;nrl 
....,.. •~-.,..,,,._.,,.. -•-- __ ,,,,_.....,...._..._.._ .... ....,.. .......i .,..,,,.._..,!~!t,-'\,,,'l'!..',.J! ~tt'-'ll.'WW..._,,!!-.. ~!!'A" 

wherein the computer using the temporarily 
assigned network address is connected to the 
computer network through the redirection server and 
the method further includes the step of 

receiving instructions by the redirection server 
to modify at least a portion of the user's rule set 
through one or more of the user side of the redirection 
server and the network side of the redirection server. 

10 

91./100. In a system comprising a redirection server 
containing a user's rule set correlated to a temporarily 
assigned network address wherein the user's rule set 
contains at least one of a plurality of functions used to 
control data passing between the user and a public 
network; a method comprising [the step of]: 

the redirection server modifying at least a 
portion of the user's rule set while the user's rule set 
remains correlated to the temporarily assigned 
network address in the redirection server; [and] 

[wherein the redirection server has] connecting 
a user side of the redirection server [that is connected] 
to a computer using the temporarily assigned network 
::::;rlrlrocc ::::;nrl ,::i noh•tArlr cirlo r-Annor-forl ;-,.., ,:, r-Amn, ,tor 
\.A"-A\..H '-'VV LA!~ ~u u ~ ~VlY\1\, .• q ff'\ ,.:nuv VVffl U n.,.,.vtvu ~v O vv~ ~ l~UlLd 

network~ 

[wherein] connecting the computer using the 
temporarily assigned network address [is connected] 
to the computer network through the redirection server 
[and the method further includes the step of]: 

receiving instructions by the redirection server: 
and [to modify] the redirection server modifying at 
least a portion of the user's rule set through one or 
more of the user side of the redirection server and the 
network side of the redirection server while the rule 
set is correlated with the temporarily assigned network 
address. 
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36. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set correlated to the temporarily assigned network 
address; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set as a function of some combination of time, 
data transmitted to or from the user, or location the 
user accesses; and 

36./107. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

[wherein] the rule set [contains] containing at 
least one of a plurality of functions used to control 
data passing between the user and a public network; 

[wherein] the redirection server [is] being 
configured to [allow automated modification of] modify 
at least a portion of the rule set while the rule set is 
correlated to the temporarily assigned network 
address; 

[wherein] the redirection server [is] being 
configured to [allow automated modification of] modify 
at least a portion of the rule set as a function of some 
combination of time, data transmitted to or from the 
user, or location the user accesses; and 

wherein the modified rule set includes at least [wherein] the modified rule set [includes] 
one rule as a function of a type of IP (Internet Protocol) including at least one rule as a function of a type of IP 
service. (Internet Protocol) ~~_rv_ic_e_. ---------~ 

...... 
I I 
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37. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set correlated to the temporarily assigned network 
address; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set as a function of some combination of time, 
data transmitted to or from the user, or location the 
user accesses; and 

wherein the modified rule set includes an initial 
temporary rule set and a standard rule set, and 
wherein the redirection server is configured to utilize 
the temporary rule set for an initial period of time and 
to thereafter utilize the standard rule set. 

37./108. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

[wherein] the rule set [contains] containing at 
least one of a plurality of functions used to control 
data passing between the user and a public network; 

[wherein] the redirection server [is] being 
configured to [allow automated modification of] modify 
at least a portion of the rule set while the rule set is 
correlated to the temporarily assigned network 
address; 

[wherein] the redirection server [is] being 
configured to [allow automated modification of] modify 
at least a portion of the rule set as a function of some 
combination of time, data transmitted to or from the 
user, or location the user accesses; and 

[wherein] the modified rule set includes an initial 
temporary rule set and a standard rule set, and 
[wherein] the redirection server [is configured to 
utilize] utilizes the temporary rule set for an initial 
period of time and [to] thereafter [utilize] utilizes the 
standard rule set while the rule set is correlated to the 
temporarily assigned network address. 

A,._ 
IL 
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38. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set correlated to the temporarily assigned network 
address; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set as a function of some combination of time, 
data transmitted to or from the user, or location the 
user accesses; and 

wherein the modified rule set includes at least 
one rule allowing access based on a request type and 
a destination address 

... ,... 
I.:> 

38./109. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

[wherein] the rule set [contains] containing at 
least one of a plurality of functions used to control 
data passing between the user and a public network; 

[wherein] the redirection server [is] being 
configured to [allow automated modification of] modify 
at least a portion of the rule set while the rule set is 
correlated to the temporarily assigned network 
address; 

[wherein] the redirection server [is] being 
configured to [allow automated modification of] modify 
at least a portion of the rule set as a function of some 
combination of time, data transmitted to or from the 
user, or location the user accesses; and 

[wherein] the modified rule set includes at least 
one rule allowing access based on a request type and 
a destination address. 
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39. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set correlated to the temporarily assigned network 
address; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set as a function of some combination of time, 
data transmitted to or from the user, or location the 
user accesses; and 

wherein the modified rule set includes at least 
one rule redirecting the data to a new destination 
address based on a request type and an attempted 
destination address. 

A A 

I "f 

39./110. A system comprising: 

a redirection server programmed with a user's 
rule set correlated to a temporarily assigned network 
address; 

[wherein] the rule set [contains] containing at 
least one of a plurality of functions used to control 
data passing between the user and a public network; 

[wherein] the redirection server [is] being 
configured to [allow automated modification of] modify 
at least a portion of the rule set while the rule set is 
correlated to the temporarily assigned network 
address; 

[wherein] the redirection server [is] being 
configured to [allow automated modification of] modify 
at least a portion of the rule set as a function of some 
combination of time, data transmitted to or from the 
user, or location the user accesses; and 

[wherein] the modified rule set includes at least 
one rule redirecting the data to a new destination 
address based on a request type and an attempted 
destination address. 
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68. A system comprising: 

a redirection server connected between a user 
computer and a public network, the redirection server 
programmed with a users' rule set correlated to a 
temporarily assigned network address; 

wherein the rule set contains at least one of a 
plurality of functions used to control data passing 
between the user and a public network; 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set correlated to the temporarily assigned network 
address; and 

wherein the redirection server is configured to 
allow automated modification of at least a portion of the 
rule set as a function of some combination of time, 
data transmitted to or from the user, or location the 
user accesses. 

68./111. A system comprising: 

a redirection server connected between a user 
computer and a public network, the redirection server 
programmed with a users' rule set correlated to a 
temporarily assigned network address; 

[wherein] the rule set [contains] containing at 
least one of a plurality of functions used to control 
data passing between the user and a public network; 

[wherein] the redirection server [is] being 
configured to [allow automated modification of] modify 
at least a portion of the rule set while the rule set is 
correlated to the temporarily assigned network 

: address~ and 

15 

[wherein] the redirection server [is] being 
configured to [allow automated modification of] modify 
at least a portion of the rule set as a function of some 
combination of time, data transmitted to or from the 
user, or location the user accesses while the rule set 
is correlated to the temporarily assigned network 
address. 
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83. In a system comprising a redirection server 
connected between a user computer and a public 
network, the redirection server containing a user's rule 
set correlated to a temporarily assigned network 
address wherein the user's rule set contains at least 
one of a plurality of functions used to control data 
passing between the user and a public network; a 
method comprising the step of: 

modifying at least a portion of the user's rule set 
while the user's rule set remains correlated to the 
temporarily assigned network address in the 
redirection server; and 

wherein the redirection server has a user side 
that is connected to a computer using the temporarily 
assigned network address and a network address and 
a netvvork side connected io a computer network; and 

wherein the computer using the temporarily 
assigned network address is connected to the 
computer network through the redirection server and 
the method further includes the step of receiving 
instructions by the redirection server to modify at least 
a portion of the user's rule set through one or more of 
the user side of the redirection server and the network 
side of the redirection server. 

83./126. In a system comprising a redirection server 
connected between a user computer and a public 
network, the redirection server containing a user's rule 
set correlated to a temporarily assigned network 
address wherein the user's rule set contains at least 
one of a plurality of functions used to control data 
passing between the user and a public network; a 
method comprising [the step of]: 

the redirection server modifying at least a portion 
of the user's rule set while the user's rule set remains 
correlated to the temporarily assigned network address 
in the redirection server; [and] 

wherein the redirection server has a user side 
that is connected to a computer using the temporarily 
assigned network address and a network address and 
a network side connected to a computer network; [and] 

wherein the computer using the temporarily 
assigned network address is connected to the 
computer network through the redirection server~ and 
[the method further includes the step of receiving 
instructions by] the redirection server [to modify] 
modifying at least a portion of the user's rule set 
through one or more of the user side of the redirection 
server and the network side of the redirection server 
while the rule set is correlated to the temporarily 
assigned network address, in response to instructions 
received bl the redirection server. 

16 
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UNITED S:+:An:s PATENT AND TRADEMARK OFFICE 

Hershkovitz and Associates, PLLC 
2845 Duke Street 
Alexandria, Virginia 22314 

In re Koichiro Ikudome et al. 
Reissue Application 
Application No.: 14/691,246 
Filed:April20,2015 
For: U.S. Patent No. 6,779,118 Bl 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-14S0 

(For Patent Owner) 

DECISION 
DISMISSING 
PETITION 

This is a decision on the paper entitled "RESPONSE TO ORDER TO SHOW CAUSE AND 
PETITION UNDER 37 CFR §1.183 TO WAIVE 37 CFR §§1.570(d) and 1.997(d)," filed on 
October 27, 2015. 

The petition under 3 7 CFR 1.183 is before the Office of Patent Legal Administration. 

The petition under 3 7 CFR 1.183 is dismissed for the reasons set forth herein. 

BACKGROUND 

1. On August 17, 2004, U.S. Patent No. 6,779,118 Bl (the '118 patent) issued to Koichiro 
Ik:udome et al. with claims 1-27. 

2. On December 17, 2008, a request for ex parte reexamination of claims 1-27 of the ~ 118 patent 
was filed by a third party requester, which request was assigned control number 90/009,301 (the 
'9301 reexamination proceeding). 1 

. 

3. On February 27, 2009, ex parte reexamination was ordered for claims 1-27 of the '118 patent in 
the '.9301 reexamination proceeding. 

4. The '9301 reexamination proceeding progressed to the point where, on August 23, 2011, the 
Patent Trial and Appeal Board affirmed-in-part the Examiner's rejection of all pending claims in 
the '9301 reexamination proceeding (i.e., claims 1-47), affirming the rejection of.claims 32, 37, 
42, and 47, reversing the rejection, but entering a new ground of rejection under 37 CFR 

. 41.S0(b) of claims 1, 8, 15, and 25, and reversing the rejection of claims 2-7, 9-14, 16-24, 26-
31, 33-36, 38-41, and 43-46. . 

1 On January 16, 2009, the Office mailed a NOTICE OF REEXAMINATION REQUEST FU.ING DATE in the '9301 
reexamination proceeding, providing a December 17, 2008 filing date as the date that the requirements of 37 CFR § 
1:510 were received. 
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5. On March 27, 2012, the Office issued and published in the Official Gazette an Ex Parte 
Reexamination Certificate (8926th

) for the '9301 reexamination proceeding, stating that the 
patentability of claims 2-7 and 9-14 is confirmed, claims 1, 8, 15, and 25 are cancelled, claims 
16-23, 26, and 27 are determined to be patentable as amended, claim 24, dependent on an 
amended claim, is determined to be patentable, and new claims 28-90 are added and determined 
to be patentable.2 

6. On June 8, 2012, a request for ex parte reexamination of claims 2-7, 9-14, 16-:24, and 26-90 of 
the '118 patent was filed by a third party requester, which request was assigned control number 
90/012,342 (the '2342 reexamination proceeding): 

7. On July 25, 2012, ex parte reexamination was ordered for claims 2-7, 9-14, 16-24, and 26-90 of 
the '118 patent in the '2342 reexamination proceeding. 

8. On September 12, 2012, a request for inter partes reexamination of claims 2-7, 9-14, 16-24, and 
26-90 of the '118 patent was filed by a third party requester, which request was assigned control 
number 95/002,035 (the '2035 reexamination proceeding). 3 

· 

9. On October 19, 2012, inter partes reexamination was ordered for claims 2-7, 9-14, 16-24, and 
26-90 of the '118 patent in the '2035 reexamination proceeding, concurrently with a non-final 
Office action. 

10. On December 7, 2012, the Office mailed a non-final Office action in the '2342 reexamination 
proceeding. 

11. On January 17, 2013, patent owner timely filed a response to the October 19, 2012 non-final 
Office action in the '2035 reexamination proceeding.4 

12. On February 7, 2013, patent owner timely filed a response to the December 7, 2012 non-final 
Office action in the '2342 reexamination proceeding. 

13. On February 15, 2013, third party requester filed a comments submission responsive to patent 
owner's January 17, 2013 response submission, in the '2035 reexamination proceeding. 

14. On March 20, 2013, the Office issued a decision, sua sponte, merging the '2342 and '2035 
reexamination proceedings into a single proceeding (the merged reexamination proceeding). 

15. The merged reexamination proceeding progressed to the point where, on February 20, 2015, the 
Patent Trial and Appeal Board affirmed the Examiner's rejection of claims 16-24, 26, 27, 36-43, 
and 68-90. 

2 On October 21, 2011, patent owner filed a response to the August 23, 2011 Patent Trial and Appeal Board decision, 
resulting in pending claims 2-7, 9-14, 16-24, and 26-90. 
3 On September 17, 2012, the Office mailed a NOTICE OF INTER PARTES REEXAMINATION REQUEST FILING 
DATE in the '2035 reexaminatiop. proceeding, providing a September 12, 2012 filing date as the date that tpe 
requirements of37 CFR § 1.915 were received. 
4 On December 13, 2012, the Office mailed a decision granting a one-month extension of time for patent owner's 
response to the October 19, 2012 non-final Office action. 

r. 
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16. On April 20, 2015, patent owner filed an application for reissue of the '118 patent, which 
application was assigned application number 14/691,246 (the '246 reissue application), with a 
first preliminary amendment amending the text of claims 16-24, 26, 27, 36-43, 68-75, 77, 82-85, 
and 90, amending claims 76, 78-81, and 86-89, due to their dependency, cancelling claims 1-15, 
25, 28-35, and 44~67, and presenting new claim 91. To date, no Office action on the merits has 
been issued.in the '246 reissue application. 

17. On May 19, 2015, a notice of the filing of the '246 reissue application was published in the 
Official Gazette. 

18. Also, on May 19, 2015, the· Office mailed a. NOTICE OF INTENT TO ISSUE 
REEXAMINATION CERTIFICATE (NIRC) in the merged reexamination proceeding, which · 
NIRC included an Examiner's Amendment cancelling non-appealed, but rejected claims 2-7, 9-
14, 28-35 and 44-67. 

19. On June 8, 2015, the Office issued and published in the Official Gazette an Inter Partes 
Reexamination Certificate (1128 th

) for the merged reexamination proceeding, stating that all of 
the claims of the '118 patent (i.e. 1-90) are cancelled (claims 1, 8, 15, and 25 were previously 
cancelled and claims 2-7, 9-14, 16-24, and 26-90 are cancelled). 

20. On September 3, 2015, the Office mailed an ORDER TO SHOW CAUSE in the '246 reissue 
application providing patent owner with a time period of two months to file a petition under 
under 37 CFR 1.183 to waive 37 CFR l.570(dY and 37 CFR 997(d) as set forth in lv1PEP 
1449.01. 

21. On October 27, 2015, pateµt owner filed the instant paper entitled, "RESPONSE TO ORDER 
TO SHOW CAUSE AND PETITIONUNDER37 CFR §1.183 TO WAIVE 37 CFR§§l.570(d) 
and l.997(d)," in the '246 · reissue application, concurrently with a second preliminary 
amendment. 

RELEVANT AUTHORITY 

37 CFR 1.183 provides: 

In an extraordinary situation, when justice requires, any requirement of the 
regulations in this part which is not a requirement of the statutes may be suspended 
or waived by the Director or the Director's designee, sua sponte, or on petition of the 
interested party, subject to such other requirements as may be imposed. Any petition 
under this section must be accompanied by the petition fee set forth in § 1. l 7(f). 

37 CFR l.570(d) provides: 

If an ex parte reexamination certificate has been issued and published which cancels 
all of the claims of the patent, no further Office proceedings will be conducted with 
that patent or any reissue applications or any reexamination requests relating thereto. 
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37 CPR l.997(d) provides: 

If a certificate has been issued and published which cancels all of the claims of the 
patent, no further Office proceedings will be conducted with that patent or any 
reissue applications or any reexamination requests relating thereto. 

MPEP 1449.01 I.A. provides, in-part: 

(B) After the reexamination certificate i~sues and publishes--

At the time that the reexamination certificate is issued and published> the Office will 
resume examination of the reissue application--

***** 

(3) Generally, further prosecution will be limited to claims narrower than those 
claims canceled as a result of the reexamination certificate (this includes any existing 
patent claims and any claims added in the reexamination proceeding). Any claims 
added thereafter, which are equal in scope to claims canceled as a result of the 
reexamination certificate, or are broader than the scope of the claims canceled as a 
result of the reexamination certificate, will generally be deemed as surrendered based 
on the patent owner's failure to prosecute claims of equal scope: and to present · 
claims of broader scope in the reexamination proceeding. Such claims will be 

. rejected under 35 U.S.C. 251. Further, a rejection of such claims based on estoppel 
will be made, citing to MPEP § 2308.03 as to tr~atment of claims lost in a 
proceeding before the Office, and noting that a reexamination is a "proceeding." 

An exception to the guidance stated in part (3) above: claims that are broader 
than the scope of the claims canceled by the reexamination certificate may be 
presented where: 

(a) The broader claims in the reissue application can be patentable, despite 
the fact that the claims in the reexamination are not; and 

· (b) The broader claims in the reissue application could not have been 
presented in the reexamination proceeding. 

Criterion (a) can occur if the broadened claims in the reissue application have an 
earlier eff~ctive date than those canceled by the reexamination certificate (as where 
the claims in the reissue application are supported by a parent application, and the 
reexamination claims are not). Criterion (a) can also occur if the subject matter of 
the broadened claims in the reissue application can be sworn behind, and the more 
specific subject matter of the reexamination claims cannot be sworn behind. 
Criterion (b) can occur if the claims in the reissue application are broader than all 
claims of the patent as it existed during reexamination (e.g., claims djrected to a 
distinct invention). 

***** 

(5) If all of the patent claims were canceled by the reexamination certificate, 
action on the reissue application can still proceed> as will be discussed below; 
however, patent owner/applicant must firsf file a petition under 3 7 CFR 1.183 to 
.waive 37 CFR 1.570 and/or 37 CFR l.997(d), depending on whether the certificate 

· .. ·.•: .. , 
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was issued for an ex parte reexamination proceeding, an inter partes reexamination 
proceeding, or a merger of the two. The petition would be grantable where th~ 
patent owner/applicant shows that either: 

(a) The reissue claims are narrower than those claims canceled as a result 
of the reexamination certificate; or 

(b) Criteria (a) and (b) of part (3) above are satisfied by the claims of the 
reissue application. 

· The claims satisfying this requirement may only be provided where a petition 
accompanies the amendment providing the claims. · 

Page5 

,(C) The reissue application can still proceed even where all of the patent claims were canceled by 
the reexamination certificate, based on the following. Where the reexamination certificate issues 
and publishes to cancel all existing patent claims, the reissue application can continue in the Office 
to correct the 35 U.S.C. 251 "error,, of presenting the existing claims, which were in-fact . 
unpatentable. Of course, what happened in the concluded reexamination proceeding must be taken 

· into account by the examiner, as to any new claims presented by the reissue application. 

.Analysis and Findings 

37 .CFR l.570(d) and 37 CFR l.997(d) provide that if a reexamination certificate has been issued 
and published which cancels all of the claims of the patent, no further Office proceedings will be 
conducted with that patent or any reissue applications or any reexamination requests relating thereto 
(depending on whether the certificate was issued for an ex parte reexamination proceeding, an inter 
partes reexamination proceeding, or a merger of the two): These _provisions provide a degree of 
assurance to the public that patents with all the claims canceled via reexamination proceedings will 
not again be asserted. 

However, as set forth in MPEP· 1449.01, if all of the patent claims were canceled by the 
reexamination certificate, action on the reissue application can still proceed under certain 
circumstances where patent owner/applicant first files a petition under 3 7 CFR 1.183 to waive the 
provisions of 37 CFR l.570(d) and/or 37 CFR l.997(d). In particular, MPEP 1449.01 I.A.(B)(3) 
provides that such petition would be grantable where the patent owner/applicant shows that either 
the reissue claims are narrower than those claims that were canceled by the reexamination 
certificate (this includes any existing· patent claims and any claims added in the reexamination 
. proceeding). or that the criteria for preseµting claims that are broader than the scope of the claims 
canceled by the reexamination certificate are satisfied by the claims of the reissue application. 

The '.246 reissue application is for reissue of the '118 patent, and ex parte and inter partes 
.reexamination certificates have been issued and published which cancel all of the claims of the '118 
patent. Thus, no further examination of the '246 reissue application may be conducted absent 
waiver of37 CFR l.570(d) and 37 CFR 1.997(d). . 
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In the instant petition under 37 CFR 1.183, patent owner "respectfully Petitions the USPTO under 
3 7 CFR § 1.183 to waive the prohibitions against presenting claims in an Application for Reissue of 
a Patent in which all claims have been cancelled by publication of a Reexamination Certificate, as 
specified in 37 CFR §§l.570(d) and l.997(d), and to allow prosecution to continue in the above
identified Application for Reissue based on USP 6,779,118 ('the '118 Patent')" and states that "a 
Supplemental Preliminary Amendment is being submitted concurrently herewith to provide support 
for the claims being narrower than those cancelled by Reexamination Certificate." 5 

Concurrently, on October 27, 2015, patent owner filed an amendment to the pending reissue claims, 
cancelling claims 2-7, 9-14, 16-24, and 26-90, adding new claims 91-133, and stating that claims 1, 
8, 15, and 25 were "Cancelled in Prior Reexamination Proceedings." 

37 CFR 1.183 provides for suspension or waiver of any requirement of the regulations which is not 
a requirement of the statutes in an extraordinary situation, when justice requires, on petition of the 
interested party. The burden is on petitioner to set forth with specificity the facts that give rise to an 
extraordinary situation in which justice requires suspension of a rule. · 

In support of its request for waiver of 37 CFR 1.570(d) and 37 CFR l.997(d), petitioner states that 
the "since the claims in the present Reissue Application have been cancelled or have been amended 
to be narrower than the claims cancelled in the merged Proceedings, the claims· in the present 
Reissue Application meet the criteria for granting this Petition under the requirements of MPEP 
§1449.01 I.A.(B)(5)(a)."6 Petitioner also states that "[a]lternatively, Patent Owner courteously 
points out that MPEP §1449.01 I.A.(C) particularly states that a Reissue Application can still 
proceed even where all of the patent claims are cancelled by the Reissue Certificate, i.e., 'where the 
reexamination certificate issues and publishes to cancel all existing patent cla,ims, the reissue 
application can continue in the Office to correct the 35 U.S.C. 251 'error' of presenting the existing 
claims, which were in-fact unpatentable' (emphasis in original)" and since "the holding of the 
PTAB that the claims are broader than argued by Patent Owner in the Appeal Brief qualifies as a 
correctable 'error' under 35 USC §251 ... Patent Owp_er is entitled to file this Reissue Application to 
correct the error in the claims, i.e., incorporating limitations that the PTAB held were not part of the 
claims."7 · 

In the accompanying October 27, 2015, amendment, petitioner has not merely renumbered 
previously presented claims, but has presented completely new, rewritten claims. Petitioner has not, 
however, provided a clear explanation of how these new, rewritten claims are narrower than the. 
claims cancelled by the reexamination certificates. Petitioner's lone ~tements that the current 
claims of the '246 reissue application ''have been cancelled or have been amended to be narrower 
than the claims cancelled in the merged Proceedings" and that "Patent Owner is entitled to file this 
Reissue Application to correct the error in the claims, i.e., incorporating limitations that the PTAB 
held were not part of the claims," do not provide such an explanation and, accordingly, are not 
sufficient to satisfy the requirements of MPEP 1449.01 in order for examination of the '246 reissue 
application to proceed. In the instant petition under 3 7 CFR 1.183, petitioner has not made a 
showing of how (1) the '246 reissue claims are narrower than those claims canceled by the 

5 Petition under 3 7 CFR 1.183 at page 2. 
6 Id at page 4. 
1 Id at page 5. 
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reexamination certificates; or made a showing how (2) the criteria for presenting claims that are 
broader than the scope of the claims canceled by the reexamination certificates are satisfied by the 
claims of the '246 reissue application (i.e., the broader claims in the reissue application can be 
patentable, despite the fact that the claims in the reexamination.are not and the broader claims in the 
reissue application could not have been presented in the reexamination proceeding). 8 

Furthermore, 35 U.S.C. 251(d) provides that "[n]o reissued patent shall be granted enlarging the 
· scope of the claims of the original patent unless applied for within two years from the grant.of the 
original patent." In the instant case, since the '246 reissue application was filed on April 20, 2015, 
a date which is beyond two· years from the August 17, 2004 issue date of the '118 patent for which 
reissue is requested, no amendments should be entered in the '246 reissue application that enlarge 
the scope of the claims of the '118 patent. Therefore, the aforementioned opporturrity to show how 
the criteria for presenting claims that are broader than the scope of the claims canceled by the 
reexamination certificates are satisfied by the claims of the '246 reissue application is not an option 
in the instant petition under 3 7 CFR 1.18 3. · 

While the Office of Patent Legal Administration is not making an independent detennination as to 
the scope of the '246 reissue application claims relative to those claims of the '118 patent that were 
canceled by the reexamination certificates, it appears that claim 91 presented in the accompanying 
October 27, 2015, amendment, contains language that is broader than original claim 1 of the '118 
patent.9 Accordingly, justice would clearly not require waiver of the provisions of 37 CFR l.570(d) 
and 37 CPR l.997(d) to permit entry of claim(s) that are broader than the scope of the claims of the 
'118 patent cancelled by the reexamination certificates, as such entry would be in conflict with 35 
U.S.C. 25l(d). 

Thus, in this instance, petitioner has not presented facts that demonstrate an extraordinary situation 
in which justice requires waiver of 37 CFR l.570(d) and 37 CFR l.997(d), and the October 27, 
2015 petition under 37 CFR 1.183 is dismissed. Patent owner/applicant may file a renewed petition 
under 37 CFR 1.183 for waiver of 37 CFR 1.570(d) and 37 CFR l.997(d), making a showing, as 
described immediately above, which s);iowing will be then be evaluated as to whether patent owner 
has made a colorable argument as to the basis asserted. Note that in the absence of a clear assertion 

· by patent owner as to the applicable basis, the Office will not identify such basis sua sponte. 

In view of the facts and circumstances of the present situation, the petition under 3 7 CFR 1.183 is 
dismissed and the provisions of 37 CPR l.570(d) and 37 CPR 997(d) are not waived at this time. 

8 Additionally, it is noted that while MPEP §1449.01 I.A.(C) does state that "where the reexamination certificate issues 
and publishes to cancel all existing patent claims, the reissue application can continue in the Office to correct the 35 
U.S.C. 251 'error' of presenting the existing claims, which were in-fact unpatentable," as argued by petitioner, MPEP 
§1449.01 I.A.(C) does not preclude the requirements of MPEP 1449.01 I.A., as discussed above. Instead, MPEP 
§ 1449.01 I.A.(C) serves to provide the ability to correct the 35 U.S.C. 251 "error" once the procedure ofMPEP 1449.01 
I.A. has been followed further stating, "[o]f course, what happened in the concluded reexamination proceeding mu.st 
be taken into account by the examiner, as to any new claims presented by the reissue application." 
9 See MPEP 1412.03, "A claim of a reissue application enlarges the scope ofQ-ie claims of the patent ifit is broader in at 
least one respect, even though it may be narrower in other respects." 

! : 
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CONCLUSION 

1. The October 27, 2015 petition under 37 CFR 1.183 is dismissed a.:qd the provisions of 37 CFR 
1.570(d) and 37 CFR 997(d) are not waived at this time. -

2. Jurisdiction over the '246 reissue application is being retained by the Office of Patent Legal 
Administration for two months in which any request for further review may be submitted (plus 
time to match any such request). At that time, if no persuasive request is received, the '246 
reissue application will be forwarded to the Central Reexamination Unit for processing as an 
abandoned application. . 

3. Should patent owner submit a petition requesting reconsideration of this decision, it is 
recommended that patent owner set forth all arguments in the petition paper itself, as opposed to 
cross-referencing arguments presented in any concurrently-filed preliminary amendment papers. 
Furtherinore1 patent owner must clearly articulate the basis explaining how the particular reissue 
claim satisfies the criteria of MPEP 1449.01 LA(B)(3) (i.e., by explaining (1) how the reissue 
claim is narrower than those claims that were canceled by the reexamination certificate 
(including any existing patent claims and any claims added in the reexamination proceeding). or 
(2) how the criteria for presenting claims that are broader than the scope of the claims canceled 
by the reexamination certificate are satisfied by the reissue claim). The Office will then 
evaluate whether patent owner has made a colorable argument as to the basis asserted. Note that 
in the absence of a clear assertion by patent owner as to the applicable basis, the Office will not 
identify such basis sua sponte. 

4. Telephone inquiries relating to the examination of the '246 reissue application should be 
directed to Jalatee Worjloh, Primary Examiner, Central Reexamination Unit, at (571) 272-6714. 

5. Telephone inquiries relating to this decision should be directed to Jeffrey R. West, Legal 
Advisor, at (571) 272-2226, or the undersigned, at (571) 272-7726. 10 

, 

< ~'- L., )-.~ ol ::f-
Pinchus M. Laufer 
Senior Legal Advisor 
Office of Patent Legal Admir:iistration 

December 22, 2015 

10 Note that all practice before the Office shouJd be in writing, and the action of the Office will be based exclusively on 
the written record in the Office. See 37 CFR 1.2. As such, patent owneris reminded that no telephone discussion may 
be controlling or considered authority for further action(s). 

!, ;·;:: •.·•··,: '••::··:, 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 

Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

RESPONSE TO ORDER TO SHOW CAUSE AND 
PETITION UNDER 37 CFR §1.183 TO WAIVE 37 CFR §§ 1.570(d) and 1.997(d) 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Honorable Commissioner: 

This is a Petition under 37 CFR §1.183 to waive the prohibitions of 37 CFR 

§§1.570(d) and 1.997(d) against examination of claims in a Reissue Application where all 

claims in the underlying Patent are cancelled by issuance and publication of a 

Reexamination Certificate, and a Response to the Order to Show Cause ("OSC") mailed on 

September 4, 2015, in the above-identified Application to Reissue a Patent. 

Order to Show Cause 

The September 4, 2015 OSC requires Patent Owner to file a Petition Under 37 CFR 

§1.183 to waive 37 CFR §§ 1.570(d) and 1.997(d) to allow examination of this Reissue 

Application to proceed. 

As noted in the OSC, 37 CFR §§ 1.570(d) and 1.997(d) state that if a Reexamination 

Certificate "has been issued and published which cancels all of the claims of the patent, no 

further Office proceedings will be conducted with that patent or any reissue applications or 

any reexamination requests relating thereto." 

Also as discussed in the OSC, MPEP §1449.01 I.A.(B)(3) particularly states that 

further prosecution in a Reissue Application will be limited to claims narrower than those 
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claims cancelled as a result of the Reexamination Certificate, and MPEP §1449.01 

I.A.(B)(5)(a) concludes that a Petition under 37 CFR §1.183 must be filed to waive the 

pertinent sections of (nonstatutory) 37 CFR §§ 1.570(d) or 1.997(d) (and both in the event 

of both ex parte and inter partes Proceedings). Such a Petition is qrantable where Patent 

Owner shows that all of the claims of a pending Reissue Application are narrower than the 

claims cancelled by the Reexamination Certificate. 

Accordingly, Linksmart Wireless Technology, LLC ("Patent Owner") respectfully 

Petitions the USPTO under 37 CFR §1.183 to waive the prohibitions against presenting 

claims in an Application for Reissue of a Patent in which all claims have been cancelled by 

publication of a Reexamination Certificate, as specified in 37 CFR §§1.570(d) and 1.997(d), 

and to allow prosecution to continue in the above-identified Application for Reissue based 

on USP 6,779,118 ("the '118 Patent"). 

The OSC appears to further require Patent Owner to cancel and amend the claims 

regardless of the Preliminary Amendment filed with this Reissue Application. Accordingly, 

a Supplemental Preliminary Amendment is being submitted concurrently herewith to 

provide support for the claims being narrower than those cancelled by Reexamination 

Certificate. 

As admonished by the OSC, Patent Owner respectfully includes all of the grounds to 

support examination of this Reissue Application and reasons why the claims support such 

grounds for examination, and further provides the required facts in support of the grant of 

this Petition that satisfy the criteria of MPEP §§1449.01 I.A.(B), as required in the OSC. 

Moreover, Patent Owner also provides all of the facts supporting the filing of this Reissue 

Application under 35 USC §251 and the grounds that meet the criteria of §1449.01 I.A.(C). 

Grounds Supporting Filing of Application for Reissue Under 35 USC §251 

The '118 Patent has been the subject of Reexamination Proceedings 90/009,301, 

90/011,485, 90/012, 149, 90/012,342, 90/012,378 and 95/002,035. In other Proceedings, 

either the Office denied Reexamination based on the lack of teaching in the prior art and 

lack of grounds to support such Requests, or the Patent Trial and Appeal Board (PTAB) 

overturned some rejections and confirmed a majority of the original claims again, as well as 

holding new claims 28-90 patentable. However, the USPTO then sua sponte merged 

2 
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Proceedings No. 90/012,342 and No. 95/002,035 ("the merged Proceedings"). On Appeal, 

the PTAB issued a Decision on February 20, 2015 affirming the Examiner's rejection of 

claims 16-24, 26, 27, 36-43 and 68-90 (all of the claims subject to Appeal in the merged 

Proceedings). The basis of the rejection appears to be that, for the first time, the Office has 

held that the claims in the '118 Patent were unpatentable because they did not include the 

specific recitations that would limit the claims to the invention actually sought to be 

patented. That is, the Decision indicates that the claims in the '118 Patent, as interpreted 

by the PTAB, are unpatentable because they are not limited so as to require that 

modification of the rule set must be done by the redirection server, and they are not limited 

so as to require that modification of the rule set must be done by the redirection server 

while the temporarily assigned network address remains unchanged. 

Therefore, the PTAB has concluded that claims in the '118 Patent are broader than 

what would be patentable over the prior art. 

Therefore, according to the PTAB, Patentees have claimed more than thevhave a 

right to claim. 

This error is specifically correctable bv Reissue. 

It is courteously noted that the Courts have explained that, under 35 USC §251, the 

correctable error could be "anv error that causes a patentee to claim more or less than he 

had a right to claim" (emphasis added). Medrad, Inc. v. Tyco Healthcare Group LP, 466 

F.3d at 1052, 80 USPQ2d at 1529 (Fed. Cir. 2006) (see also MPEP §1402 I.). 

Thus, the present Reissue Application was properly filed to correct the error set forth 

for the first time in the Decision by the PTAB in holding the claims unpatentable, that 

Patentees claimed more than they had a right to claim. Prior to issuance and publication of 

Reexamination Certificate US 6,779,118 C2 in the merged Proceedings on June 8, 2015, 

Patent Owner timely filed the present Reissue Application under 35 USC §251 on April 20, 

2015. As set out at Item 5 in the Reissue Declaration filed in the present Application, the 

error to be corrected in the '118 Patent, as Patentees first realized after the interpretation of 

the claims by the PTAB in the Decision of February 20, 2015, arose from Patentees 

claiming more than they had a right to claim. 

Patent Owner respectully points out that a Preliminary Amendment was filed with the 

present Application on April 20, 2015 that cancelled a number of the claims that were 

3 
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present on Appeal in the merged Proceedings, and narrowed a// of the claims that 

remained pending to definitely claim that modification of the rule set must be done by the 

redirection server, and to definitely claim that modification of the rule set must be done by 

the redirection server during a user session while the temporarily-assigned network 

address assigned to a user at the beginning of a session remains unchanged. That is, a// 

of the claims pending in the present Application upon entry of the Preliminary Amendment 

(and the Supplemental Preliminary Amendment filed concurrently herewith) are narrower 

than the claims cancelled in the merged Proceedings because they have been amended to 

correct the "error" evident from the Decision by the PTAB, i.e., to add the limitations that 

narrow the claims to definitely and distinctly claim the invention sought to be patented. 

Patent Owner respectfully submits that such inadvertent error that arose without any 

deceptive intent, as well as the Courts' interpretation of correction of an "error," support the 

filing of the present Reissue Application under 35 USC §251. 

Requirements for Petition Under 37 CFR §1.183 

Patent Owner respectfully asserts that this Petition is supported under 37 CFR 

§ 1 .183 because this is an extraordinary situation due to the fact that the error arising from 

Patentees claiming more than they had a right to claim was, according to the PTAB, why 

the claims were held unpatentable, although not when they were first examined and issued 

in the '118 Patent. and not even after four additional Requests for Reexamination filed 

against them had been considered by the Office and denied based on lack of teaching in 

the prior art. or considered by the Office and the claims confirmed as patentable. Such a 

situation is certainly not "ordinary", i.e., commonplace or standard in USPTO practice. 

Patent Owner further respectfully asserts that, since the claims in the present 

Reissue Application have been cancelled or have been amended to be narrower than the 

claims cancelled in the merged Proceedings, the claims in the present Reissue Application 

meet the criteria for granting this Petition under the requirements of MPEP §1449.01 

I.A.(B)(5)(a). 

Therefore, in view of the support shown for filing the present Reissue Application, it 

is only just and equitable that the Office allow examination of this case to continue. 
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Patent Owner therefore respectfully asserts that the requirements under 37 CFR 

§1.183 are met, and that, in this particular extraordinary situation, justice requires that this 

Petition be granted, and the Office waive the (non-statutory) regulations under both 37 CFR 

§§ 1.570(d) and 1997(d) to allow examination of the present Reissue Application. 

Grounds and Support for Reissue Under 35 USC §251 and MPEP §1449.01 I.A.(C) 

Alternatively, Patent Owner courteously points out that MPEP §1449.01 I.A.(C) 

particularly states that a Reissue Application can still proceed even where all of the patent 

claims are cancelled by the Reissue Certificate, i.e., "where the reexamination certificate 

issues and publishes to cancel all existing patent claims, the reissue application can 

continue in the Office to correct the 35 U.S.C. 251 'error' of presenting the existing claims, 

which were in-fact unpatentable" (emphasis in original), as in the present case. 

As discussed above, it is respectfully asserted that the holding of the PTAB that the 

claims are broader than argued by Patent Owner in the Appeal Brief qualifies as a 

correctable "error" under 35 USC §251. As such, Patent Owner is entitled to file this 

Reissue Application to correct the error in the claims, i.e., incorporating limitations that the 

PTAB held were not part of the claims. The present Reissue Application was properly filed 

specifically to correct this error. 

Therefore, in accordance with 35 USC §251 and MPEP 1449.01 I.A.(C), and the fact 

that the Decision of the PTAB that the claims in the merged Proceedings were 

unpatentable, Patent Owner timely filed the present Application for Reissue of the '118 

Patent. It is explicitly indicated in the Reissue Declaration at Item 5 that the error in the 

claims was that the claims, as interpreted by the PTAB, did not contain all of the limitations 

of the invention sought to be patented (Patentees claimed more than they had a right to 

claim), which is the error that is being corrected in the present Reissue Application. 

Furthermore, in the Preliminary Amendment filed with the present Application, many 

claims were cancelled, and all of the pending claims were amended to specifically correct 

that error. Although a Supplemental Preliminary Amendment is presented concurrently 

herewith, the exact same claims submitted with this Reissue Application in the Preliminary 

Amendment on April 20, 2015 are presented in the Supplemental Preliminary Amendment. 

Accordingly, all of the claims pending in the present Reissue Application are 
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narrower than the claims cancelled in the merged Proceedings. 

Therefore, Patent Owner respectfully asserts that, with or without grant of this Rule 

183 Petition. proper grounds have been given to support examination of the present 

Reissue Application. Accordingly, Patent Owner respectfully requests examination to 

proceed. 

Compliance with Order to Show Cause 

This Petition complies with the requirements for grant under 37 CFR §1.183 as well 

as complying with the requirements set forth in the OSC to identify the particular grounds to 

support waiver of 37 CFR §§1.570(d) and 1.997(d), and to identify the particular grounds to 

support examination of this Reissue Application. 

Further, the concurrently filed Supplemental Preliminary Amendment complies with 

the requirements in the OSC for cancellation of the claims cancelled by Reexamination 

Certificate US 6,779,118 C2, and presentation of narrower claims that support the criteria 

of MPEP §§1449.01 I.A.(B)(5)(a) (and also §1449.01 I.A.(C)). 

Finally, a Request to Examine the Reissue Application under MPEP §1442.02 

(informing the Office of the current litigation based on the '118 Patent and status of that 

litigation, and requesting the Office to examine the present Reissue Application at this time) 

also is being filed concurrently herewith. 

Accordingly, Patent Owner respectfully submits that a complete response to the 

requirements made to Show Cause have been completed. 

Relief Requested 

Since this Petition under 37 CFR §1.183 is grantable based on the factual grounds 

that this extraordinary situation arose because the Office passed the claims of the '118 

Patent to issue not once, twice or even three times, but five times (the original examination 

and through four prior Requests for Reexamination) before deciding in the two merged 

Proceedings that such claims were unpatentable, justice requires that Patent Owner be 

allowed to correct the error in the claims of the '118 Patent. 

Further, since the criteria in MPEP §1449.01 I.A.(B)(5)(a) that the amended claims 

are narrower than those cancelled in the merged Proceedings is met, this Petition is 

grantable. 
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Moreover, Patent Owner has shown that the criteria of MPEP §1449.01 I.A.(C) is 

met since all of the claims submitted in the present Application (including in the 

Supplemental Preliminary Amendment filed concurrently herewith) have been amended to 

correct the error by which they were held unpatentable and, as amended, are narrower 

than those claims cancelled in the merged Proceedings. 

Accordingly, Patent Owner respectfully asserts that all of the criteria for the US PTO 

to grant this Petition Under 37 CFR §1.183 and waive 37 CFR §§ 1.570(d) and 1.997(d) to 

allow prosecution of the present Reissue Application to continue have been met, and all of 

the criteria for the claims to support this Petition and the filing of this Reissue Application 

are met. However, in the event this Petition is not granted, Patent Owner respectfully 

asserts that the all of the criteria for filing this Reissue Application under 35 USC §251 and 

MPEP §1449.01 I.A.(C) also have been completely met, and therefore, respectfully 

requests the Office to continue examination of this Reissue Application. 

Conclusion 

This Petition is a component of the complete response to the OSC issued 

September 4, 2015 in this Reissue Application, and is being timely filed with the other 

components of the response by the due date set in the OSC, i.e., by November 4, 2015. 

The Commissioner is authorized to charge any fee required for entry of this Petition 

or any fee properly required to maintain the present Application in force to Deposit Account 

No. 50-2929, referencing Docket No. RE1341006. 

The Deciding Official is invited to direct any questions to the practitioner of record at 

the below-listed telephone and e-mail address. 

Date: October 27, 2015 

Hershkovitz & Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 
Telephone +1.703.370.4800 
Facsimile +1.703.370.4809 
Email patent@hershkovitz.net 

RE1341006.A02; AH/pjj 
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Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz, Reg. No. 45,294 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 

Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

SUPPLEMENTAL PRELIMINARY AMENDMENT 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313 1450 

Honorable Commissioner: 

In response to the Order to Show Cause ("OSC") issued September 4, 2015 in the 

present Reissue Application filed on April 20, 2015 for USP 6,779,118 ("the '118 Patent"), 

Patent Owner respectfully submits the following correction of formatting of the amendments 

to the claims that were submitted in the Preliminary Amendment filed on April 20, 2015. 

A Petition Under 37 CFR §1.183 with Petition fee and Patent Owner's Request for 

Examination are being filed concurrently herewith as components of the response to the 

OSC. Insofar as the OSC sets a period for response of two months, to November 4, 2015, 

and no extension of that date is possible, this Supplemental Preliminary Amendment is 

timely filed. All required claims fees were paid with the Preliminary Amendment filed 

with this Reissue Application on April 20, 2015, so it is believed that no additional claim 

or other fees are required for entry of this Supplemental Preliminary Reissue Amendment. 

Nevertheless, the Commissioner is hereby authorized to charge any fees actually 

necessary for entry of this paper or any fees required to maintain this Reissue Application in 

force, to Deposit Account No. 50-2929, referencing Docket No. RE1341006. 

Entry and approval of this Supplemental Preliminary Reissue Amendment are 

respectfully requested. 
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In the Claims: 

The following listing of claims is intended to replace all previous listings, including 

the listing of claims presented in the Preliminary Amendment filed with the present Reissue 

Application on April 20, 2015. 

In view of the requirement for cancellation of the claims that was made in the OSC, 

Patent Owner respectfully submits that the following amendments are being made relative 

to Reexamination Certificate No. US 6, 779, 118 C2 issued and published on June 8, 2015 

("Certificate C2'? instead of to the claims in effect as of the date of filing of this Reissue in 

accordance with 37 CFR §1.173(g). 

Moreover, in accordance with MPEP §1452 JV.(B), all claim text to be deleted from 

the '118 Patent by this Reissue is presented hereinbelow with strike-through, and in 

accordance with the requirements of 37 CFR §1.173(d), all matter to be added to the '118 

Patent by this Reissue is underlined. 

All claims include appropriate status indicators. 

Original claims 2-7, 9-14, 16-24 and 26-90 are cancelled herein without prejudice or 

disclaimer, and renumbered claims 91-133 are presented, as follows. 

1. (Cancelled in Prior Reexamination Proceedings) 

2. The system of claim 1, 11.1herein the redirection server further pro¥ides control o¥er a 

plurality of data to and from the users' computers as a function of the individualized rule 

se-h---

3. The system of claim 1, 1.vherein the redirection server further blocl~s the data to and from 

the users' computers as a function of the individualized rule set 

4. The system of claim 1, 1.vherein the redirection server further allmvs the data to and from 

the users' computers as a function of the individualized rule set 

5. The system of claim 1, 1.vherein the redirection server further redirects the data to and 

from the users' computers as a function of the individualized rule set 
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6. The system of claim 1, 11.1herein the redirection server further redirects the data from the 

users' computers to multiple destinations as a function of the individualized rule set. 

7. The system of claim 1, 11.1herein the database entries for a plurality of the plurality of 

users' IDs are correlated 11.1ith a common individualized rule set. 

8. (Cancelled in Prior Reexamination Proceedings) 

9. The method of claim 8, further including the step of controlling a plurality of data to and 

from the users' computers as a function of the individualized rule set. 

10. The method of claim 8, further including the step of blocking the data to and from the 

users' computers as a function of the individualized rule set. 

11. The method of claim 8, further including the step of allo11.1ing the data to and from the 

users' computers as a function of the individualized rule set. 

12. The method of claim 8, further including the step of redirecting the data to and from the 

users' computers as a function of the individualized rule set. 

13. The method of claim 8, further including the step of redirecting the data from the users' 

computers to multiple destinations a function of the individualized rule set. 

14. The method of claim 8, further including the step of creating database entries for a 

plurality of the plurality of users' IDs, the plurality of users' ID further being correlated with a 

common individualized rule set. 

15. (Cancelled in Prior Reexamination Proceedings) 

16. A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned net11.1orl< address; 
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11.1herein the rule set contains at least one of a plurality of functions used to control 

data passing bet11.1een the user and a public net11.1orl<; 

11.1herein the redirection server is configured to allo11.1 automated modification of at 

least a portion of the rule set correlated to the temporarily assigned ner1.1orl( address; 

11.iherein the redirection server is configured to allow automated modification of at 

least a portion of the rule set as a function of some combination of time, data transmitted to 

or from the user, or location the user accesses; and 

wherein the redirection server is configured to allow modification of at least a portion 

of the rule set as a function of time. 

17. /\ system comprising: 

a redirection server programmed 11.1ith a user's rule set correlated to a temporarily 

assigned net11.1orl< address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing bet11.1een the user and a public net11.1orl<; 

11.1herein the redirection server is configured to allo11.1 automated modification of at 

least a portion of the rule set correlated to the temporarily assigned networl( address; 

11.1herein the redirection server is configured to allo11.1 automated modification of at 

least a portion of the rule set as a function of some combination of time, data transmitted to 

or from the user, or location the user accesses; and 

11.1herein the redirection server is configured to allo11.1 modification of at least a portion 

of the rule set as a function of the data transmitted to or from the user. 

18. /\ system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned net11.1orl< address; 

11.1herein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

11.1herein the redirection server is configured to allo11.1 automated modification of at 

least a portion of the rule set correlated to the temporarily assigned ner1.1orl( address; 

wherein the redirection server is configured to allow automated modification of at 

least a portion of the rule set as a function of some combination of time, data transmitted to 

or from the user, or location the user accesses; and 
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11.1herein the redirection server is configured to allo11.1 modification of at least a portion 

of the rule set as a function of the location or locations the user accesses. 

19. A system comprising: 

a redirection server programmed 11.1ith a user's rule set correlated to a temporarily 

assigned net11.1ork address; 

11.1herein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

11.1herein the redirection server is configured to allo11.1 automated modification of at 

least a portion of the rule set correlated to the temporarily assigned ner1.1orl( address; 

wherein the redirection server is configured to allow automated modification of at 

least a portion of the rule set as a function of some combination of time, data transmitted to 

or from the user, or location the user accesses; and 

wherein the redirection server is configured to allow the removal or reinstatement of 

at least a portion of the rule set as a function of time. 

20. A system comprising: 

a redirection server programmed 11.1ith a user's rule set correlated to a temporarily 

assigned net11.1ork address; 

11.1herein the rule set contains at least one of a plurality of functions used to control 

data passing bet11.1een the user and a public net11.1ork; 

wherein the redirection server is configured to allow automated modification of at 

least a portion of the rule set correlated to the temporarily assigned ner1.1orl( address; 

wherein the redirection server is configured to allow automated modification of at 

least a portion of the rule set as a function of some combination of time, data transmitted to 

or from the user, or location the user accesses; and 

wherein the redirection server is configured to allow the removal or reinstatement of 

at least a portion of the rule set as a function of the data transmitted to or from the user. 

21. A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 
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1Nherein the rule set contains at least one of a plurality of functions used to control 

data passing bet1Neen the user and a public net1Norl<; 

1Nherein the redirection server is configured to allo1N automated modification of at 

least a portion of the rule set correlated to the temporarily assigned nerNorl( address; 

11.iherein the redirection server is configured to allow automated modification of at 

least a portion of the rule set as a function of some combination of time, data transmitted to 

or from the user, or location the user accesses; and 

wherein the redirection server is configured to allow the removal or reinstatement of 

at least a portion of the rule set as a function of the location or locations the user accesses. 

22. /\ system comprising: 

a redirection server programmed 1Nith a user's rule set correlated to a temporarily 

assigned net1Norl< address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing bet1Neen the user and a public net1Norl<; 

1Nherein the redirection server is configured to allo1N automated modification of at 

least a portion of the rule set correlated to the temporarily assigned networl( address; 

1Nherein the redirection server is configured to allo1N automated modification of at 

least a portion of the rule set as a function of some combination of time, data transmitted to 

or from the user, or location the user accesses; and 

1Nherein the redirection server is configured to allo1N the removal or reinstatement of 

at least a portion of the rule set as a function of some combination of time, data transmitted 

to or from the user, or location or locations the user accesses. 

23. /\ system comprising: 

a redirection server programmed 1Nith a user's rule set correlated to a temporarily 

assigned net1Norl< address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing bet1Neen the user and a public net1Norl<; 

1Nherein the redirection server is configured to allo1N automated modification of at 

least a portion of the rule set correlated to the temporarily assigned networl( address; 
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1Nherein the redirection server is configured to allo1N automated modification of at 

least a portion of the rule set as a function of some combination of time, data transmitted to 

or from the user, or location the user accesses; and 

1Nherein the redirection server has a user side that is connected to a computer using 

the temporarily assigned net11.iorl< address and a network side connected to a computer 

net1Norl< and 1Nherein the computer using the temporarily assigned net1Norl< address is 

connected to the computer neti.vorl< through the redirection server. 

24. The system of claim 23 1Nherein instructions to the redirection server to modify the rule 

set are received by one or more of the user side of the redirection server and the net1Norl< 

side of the redirection server. 

25. (Cancelled in Prior Reexamination Proceedings) 

26. The method of claim 25, further including the step of modifying at least a portion of the 

user's rule set as a function of one or more of: time, data transmitted to or from the user, 

and location or locations the user assesses. 

27. The method of claim 25, further including the step of removing or reinstating at least a 

portion of the user's rule set as a function of one or more of: time, the data transmitted to or 

from the user and a location or locations the user accesses. 

28. The system of claim 1, 1Nherein the individualized rule set includes at least one rule as a 

function of a type of IP (Internet Protocol) service. 

29. The system of claim 1, 1Nherein the individualized rule set includes an initial temporary 

rule set and a standard rule set, and 1Nherein the redirection server is configured to utilize 

the temporary rule set for an initial period of time and to thereafter utilize the standard rule 

seh 

30. The system of claim 1, wherein the individualized rule set includes at least one rule 

allo1Ning access based on a request type and a destination address. 
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31. The system of claim 1, 1Nherein the individualized rule set includes at least one rule 

redirecting the data to a ne1N destination address based on a request type and an attempted 

destination address. 

32. The method of claim 8, ¥.'herein the individualized rule set includes at least one rule as a 

function of a type of IP (Internet Protocol) service. 

33. The method of claim 8, wherein the individualized rule set includes an initial temporary 

rule set and a standard rule set, and 1Nherein the redirection server is configured to utilize 

the temporary rule set for an initial period of time and to thereafter utilize the standard rule 

se-h 

34. The method of claim 8, wherein the individualized rule set includes at least one rule 

allowing assess based on a request type and a destination address. 

35. The method of claim 8, 1Nherein the individualized rule set includes at least one rule 

redirecting the data to a new 20 destination address based on a request type and an 

attempted destination address. 

36. A system comprising: 

a redirection server programmed 1Nith a user's rule set correlated to a temporarily 

assigned net1Norl< address; 

1Nherein the rule set contains at least one of a plurality of functions used to control 

data passing bet1Neen the user and a public net1Norl<; 

wherein the redirection server is configured to allow automated modification of at 

least a portion of the rule set correlated to the temporarily assigned nerNorl( address; 

1Nherein the redirection server is configured to allo1N automated modification of at 

least a portion of the rule set as a function of some combination of time, data transmitted to 

or from the user, or location the user accesses; and 

1Nherein the modified rule set includes at least one rule as a function of a type of IP 

(Internet Protocol) service. 

37. A system comprising: 
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a redirection server programmed 11.1ith a user's rule set correlated to a temporarily 

assigned net11.1orl< address; 

11.1herein the rule set contains at least one of a plurality of functions used to control 

data passing bet11.1een the user and a public net11.1orl<; 

11.iherein the redirection server is configured to allow automated modification of at 

least a portion of the rule set correlated to the temporarily assigned ner1.1orl( address; 

11.1herein the redirection server is configured to allo11.1 automated modification of at 

least a portion of the rule set as a function of some combination of time, data transmitted to 

or from the user, or location the user accesses; and 

11.1herein the modified rule set includes an initial temporary rule set and a standard 

rule set, and wherein the redirection server is configured to utilize the temporary rule set for 

an initial period of time and to thereafter utilize the standard rule set. 

38. /\ system comprising: 

a redirection server programmed 11.1ith a user's rule set correlated to a temporarily 

assigned net11.1orl< address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing bet11.1een the user and a public net11.1orl<; 

11.1herein the redirection server is configured to allo11.1 automated modification of at 

least a portion of the rule set correlated to the temporarily assigned ner1.1orl( address; 

11.1herein the redirection server is configured to allo11.1 automated modification of at 

least a portion of the rule set as a function of some combination of time, data transmitted to 

or from the user, or location the user accesses; and 

11.1herein the modified rule set includes at least one rule allo11.1ing access based on a 

request type and a destination address. 

39. /\ system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned net11.1orl< address; 

11.1herein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

11.1herein the redirection server is configured to allo11.1 automated modification of at 

least a portion of the rule set correlated to the temporarily assigned ner1.1orl( address; 
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1Nherein the redirection server is configured to allo1N automated modification of at 

least a portion of the rule set as a function of some combination of time, data transmitted to 

or from the user, or location the user accesses; and 

1Nherein the modified rule set includes at least one rule redirecting the data to a ne1N 

destination address based on a request type and an attempted destination address. 

40. The method of claim 25, 1Nherein the modified rule set includes at least one rule as a 

function of a type of IP (Internet Protocol) service. 

41. The method of claim 25, 1Nherein the modified rule set includes an initial temporary rule 

set and a standard rule set, and 11.iherein the redirection server is configured to utilize the 

temporary rule set for an initial period of time and to thereafter utilize the standard rule set. 

42. The method of claim 25, wherein the modified rule set includes at least one rule allowing 

access based on a request type and a destination address. 

43. The method of claim 25, wherein the modified rule set includes at least one rule 

redirecting the data to a ne1N destination address based on a request type and an attempted 

destination address. 

4 4. A system comprising: 

a database 1Nith entries correlating each of a plurality of user IDs 1Nith an 

individualized rule set; 

a dial up net11.1ork server that receives user IDs from users' computers; 

a redirection server connected between the dial up network server and a public 

network, and 

an authentication accounting server connected to the database, the dial up network 

server and the redirection server; 

wherein the dial up network server communicates a first user ID for one of the users' 

computers and a temporarily assigned network address for the first user ID to the 

authentication accounting server; 
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11.1herein the authentication accounting server accesses the database and 

communicates the individualized rule set that correlates 11.1ith the first user ID and the 

temporarily assigned net11.10rk address to the redirection server; and 

wherein data directed toward the public network from the one of the users' 

computers are processed by the redirection server according to the individualized rule set. 

4 5. The system of claim 4 4, wherein the redirection server further provides control over a 

plurality of data to and from the users' computers as a function of the individualized rule set. 

4 6. The system of claim 4 4, wherein the redirection server further blocks the data to and 

from the users' computers as a function of the individualized rule set. 

47. The system of claim 44, wherein the redirection server further allO\vs the data to and 

from the users' computers as a function of the individualized rule set. 

4 8. The system of claim 4 4, wherein the redirection server further redirects the data to and 

from the users' computers as a function of the individualized rule set. 

4 9. The system of claim 4 4, wherein the redirection server further redirects the data from 

the users' computers to multiple destinations as a function of the individualized rule set. 

50. The system of claim 44, wherein the database entries for a plurality of the plurality of 

users' IDs are correlated with a common individualized rule set. 

51. The system of claim 4 4, ¥.'herein the individualized rule set includes at least one rule as 

a function of a type of IP (Internet Protocol) service. 

52. The system of claim 4 4, wherein the individualized rule set includes an initial temporary 

rule set and a standard rule set, and wherein the redirection server is configured to utilize 

the temporary rule set for an initial period of time and to thereafter utilize the standard rule 

se-h 
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53. The system of claim 4 4, 1Nherein the individualized rule set includes at least one rule 

allo1Ning access based on a request type and a destination address. 

54. The system of claim 4 4, 1Nherein the individualized rule set includes at least one rule 

redirecting the data to a no¥.' destination address based on a request type and an attempted 

destination address. 

55. The system of claim 4 4, wherein the redirection server is configured to redirect data 

from the users' computers by replacing a first destination address in an IP (Internet 

Protocol) packet header by a second destination address as a function of the individualized 

rule set. 

56. In a system comprising a database with entries correlating each of a plurality of user IDs 

with an indi¥idualized rule set; a dial up network server that recei¥es user IDs from users' 

computers; a redirection server connected berNeen the dial up nerNork server and a public 

net1Nork, and an authentication accounting server connected to the database, the dial up 

network server and the redirection servers, a method comprising the steps of: 

communicating a first user ID for one of the users' computers and a temporarily 

assigned net1Nork address for the first user ID from the dial up nerNork server to the 

authentication accounting server; 

communicating the individualized rule set that correlates 1Nith the first user ID and 

the temporarily assigned nehvork address to the redirection server from the authentication 

accounting server; and 

processing data directed tmvard the public nerNork from the one of the users' 

computers according to the indi¥idualized rule set. 

57. The method of claim 56, further including the step of controlling a plurality of data to and 

from the users' computers as a function of the indi¥idualized rule set. 

58. The method of claim 56, further including the step of blocl(ing the data to and from the 

users' computers as a function of the indi¥idualized rule set. 

12 

Panasonic-1002 
Page 386 of 497



RE 1341006 .A02 

59. The method of claim 56, further including the step of allmiving the data to and from the 

users' computers as a function of the individualized rule set. 

60. The method of claim 56, further including the step of redirecting the data to and from the 

users' computers as a function of the individualized rule set. 

61. The method of claim 56, further including the step of redirecting the data from the users' 

computers to multiple destinations a function of the individualized rule set. 

62. The method of claim 56, further including the step of creating database entries for a 

plurality of the plurality of users' IDs, the plurality of users' ID further being correlated 11,iith a 

common individualized rule set. 

63. The method of claim 56, wherein the individualized rule set includes at least one rule as 

a function of a type of IP (Internet Protocol) service. 

64. The method of claim 56, wherein the individualized rule set includes an initial temporary 

rule set and a standard rule set, and 1Nherein the redirection server is configured to utilize 

the temporary rule set for an initial period of time and to thereafter utilize the standard rule 

seh 

65. The method of claim 56, 1Nherein the individualized rule set includes at least one rule 

allo1Ning access based on a request type and a destination address. 

66. The method of claim 56, wherein the individualized rule set includes at least one rule 

redirecting the data to a ne1N destination address based on a request type and an attempted 

destination address. 

67. The method of claim 56, 1Nherein the redirection server is configured to redirect data 

from the users' computers by replacing a first destination address in an IP (Internet 

Protocol) packet header by a second destination address as a function of the individualized 

rule set. 

13 

Panasonic-1002 
Page 387 of 497



RE 1341006 .A02 

68. A system comprising: 

a redirection server connected ber1.1een a user computer and a public ner1.1ork, the 

redirection server programmed 11.1ith a users' rule set correlated to a temporarily assigned 

net11.1ork address; 

11.iherein the rule set contains at least one of a plurality of functions used to control 

data passing bet11.1een the user and a public net11.1ork; 

11.1herein the redirection server is configured to allo11.1 automated modification of at 

least a portion of the rule set correlated to the temporarily assigned network address; and 

11.1herein the redirection server is configured to allo11.1 automated modification of at 

least a portion of the rule set as a function of some combination of time, data transmitted to 

or from the user, or location the user assesses. 

69. The system of claim 68, wherein the redirection server is configured to allow 

modification of at least a portion of the rule set as a function of time. 

70. The system of claim 68, 11.1herein the redirection server is configured to allmiv 

modification of at least a portion of the rule set as a function of the data transmitted to or 

from the user. 

71. The system of claim 68, 11.1herein the redirection server is configured to allmiv 

modification of at least a portion of the rule set as a function of the location or locations the 

user accesses. 

72. The system of claim 68, 11.1herein the redirection server is configured to allmiv the 

remo¥al or reinstatement of at least a portion of the rule set as a function of time. 

73. The system of claim 68, 11.1herein the redirection server is configured to allmiv the 

remo¥al or reinstatement of at least a portion of the rule set as a function of the data 

transmitted to or from the user. 

74. The system of claim 68, wherein the redirection seF¥er is configured to allow the 

removal or reinstatement of at least a portion of the rule set as a function of the location or 

locations the user accesses. 
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75. The system of claim 68, 11.1herein the redirection server is configured to allo11.1 the 

removal or reinstatement of at least a portion of the rule set as a function of some 

combination of time, data transmitted to or from the user, or location or locations the user 

accesses. 

76. The system of claim 68, 11.1herein the redirection server has a user side that is connected 

to a computer using the temporarily assigned net¥.1orl< address and a net¥.1orl< side 

connected to a computer ner1.1orl< and 11.1herein the computer using the temporarily assigned 

net11.1orl< address is connected to the computer ner1.1orl< through the redirection server. 

77. The system of claim 68 11.1herein instructions to the redirection server to modify the rule 

set are received by one or more of the user side of the redirection server and the net11.1orl< 

side of the redirection server. 

78. The system of claim 68, 11.1herein the modified rule set includes at least one rule as a 

function of a type of IP (Internet Protocol) service. 

79. The system of claim 68, 11.1herein the modified rule set includes an initial temporary rule 

set and a standard rule set, and 11.1herein the redirection server is configured to utilize the 

temporary rule set for an initial period of time and to thereafter utilize the standard rule set. 

80. The system of claim 68, 11.1herein the modified rule set includes at least one rule allmiving 

access based on a request type and a destination address. 

81. The system of claim 68, 11.1herein the modified rule set includes at least one rule 

redirecting the data to a ne11.1 destination address based on a request type and an attempted 

destination address. 

82. The system of claim 68, 11.1herein the redirection server is configured to redirect data 

from the users' computers by replacing a first destination address in an IP (Internet 

Protocol) packet header by a second destination address as a function of the modified rule 

seh 
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83. In a system comprising a redirection server connected ber1.1een a user computer and a 

public ner1.1orl<, the redirection server containing a user's rule set correlated to a temporarily 

assigned ner1.1orl< address 11.1herein the user's rule set contains at least one of a plurality of 

functions used to control data passing bet¥.1een the user and a public net¥.1orl<; a method 

comprising the step of: 

modifying at least a portion of the user's rule set 11.1hile the user's rule set remains 

correlated to the temporarily assigned newwrl< address in the redirection server; and 

11.1herein the redirection server has a user side that is connected to a computer using 

the temporarily assigned ner1.1orl< address and a ner.vorl< address and a ner.vorl< side 

connected to a computer net¥.1orl<; and 

11.1herein the computer using the temporarily assigned ner1.1orl< address is connected 

to the computer ner1.1orl< through the redirection server and the method further includes the 

step of receiving instructions by the redirection server to modify at least a portion of the 

user's rule set through one or more of the user side of the redirection server and the 

net11.1orl< side of the redirection server. 

84. The method of claim 83, further including the step of modifying at least a portion of the 

user's rule set as a function of one or more of time, data transmitted to or from the user, and 

location or locations the user accesses. 

85. The method of claim 83, further including the step of removing or reinstating at least a 

portion of the user's rule set as a function of one or more of time, the data transmitted to or 

from the user and a location or locations the user accesses. 

86. The method of claim 83, 11.1herein the modified rule set includes at least one rule as a 

function of a type of IP (Internet Protocol) service. 

87. The method of claim 83, 11.1herein the modified rule set includes an initial temporary rule 

set and a standard rule set, and 11.1herein the redirection server is configured to utilize the 

temporary rule set for an initial period of time and to thereafter utilize the standard rule set. 
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88. The method of claim 83, 1Nherein the modified rule set includes at least one rule allmiving 

access based on a request type and a destination address. 

89. The method of claim 83, 1Nherein the modified rule set includes at least one rule 

redirecting the data to a no¥.' destination address based on a request type and an attempted 

destination address. 

90. The method of claim 83, wherein the redirection server is configured to redirect data 

from the users' computers by replacing a first destination address in an IP (Internet 

Protocol) packet header by a second destination address as a function of the individualized 

rule set. 

91. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network: 

wherein the redirection server is configured to modify at least a portion of the rule set 

while the rule set is correlated to the temporarily assigned network address: 

wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of some combination of time, data transmitted to or from the user, or location 

the user accesses: and 

wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of time while the rule set is correlated to the temporarily assigned network 

address. 

92. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network: 

wherein the redirection server is configured to modify at least a portion of the rule set 

while the rule set is correlated to the temporarily assigned network address: 
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wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of some combination of time, data transmitted to or from the user, or location 

the user accesses; and 

wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of the data transmitted to or from the user while the rule set is correlated to the 

temporarily assigned network address. 

93. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to modify at least a portion of the rule set 

while the rule set is correlated to the temporarily assigned network address; 

wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of some combination of time, data transmitted to or from the user, or location 

the user accesses; and 

wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of the location or locations the user accesses while the rule set is correlated to 

the temporarily assigned network addresses. 

94. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to modify at least a portion of the rule set 

while the rule set is correlated to the temporarily assigned network address; 

wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of some combination of time, data transmitted to or from the user, or location 

the user accesses; and 
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wherein the redirection server is configured to remove or reinstate at least a portion 

of the rule set as a function of time while the rule set is correlated to the temporarily 

assigned network address. 

95. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network: 

wherein the redirection server is configured to modify at least a portion of the rule set 

while the rule set is correlated to the temporarily assigned network address: 

wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of some combination of time, data transmitted to or from the user, or location 

the user accesses: and 

wherein the redirection server is configured to remove or reinstate at least a portion 

of the rule set as a function of the data transmitted to or from the user while the rule set is 

correlated to the temporarily assigned network address. 

96. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network: 

wherein the redirection server is configured to modify at least a portion of the rule set 

while the rule set is correlated to the temporarily assigned network address: 

wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of some combination of time, data transmitted to or from the user, or location 

the user accesses: and 

wherein the redirection server is configured to remove or reinstate at least a portion 

of the rule set as a function of the location or locations the user accesses while the rule set 

is correlated to the temporarily assigned network address. 

97. (New) A system comprising: 

19 

Panasonic-1002 
Page 393 of 497



RE 1341006 .A02 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network: 

wherein the redirection server is configured to modify at least a portion of the rule set 

while the rule set is correlated to the temporarily assigned network address: 

wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of some combination of time, data transmitted to or from the user, or location 

the user accesses: and 

wherein the redirection server is configured to remove or reinstate at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location or locations the user accesses while the rule set is correlated to the 

temporarily assigned network address. 

98. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network: 

wherein the redirection server is configured to modify at least a portion of the rule set 

while the rule set is correlated to the temporarily assigned network address: 

wherein the redirection server is configured to modify at least a portion of the rule set 

as a function of some combination of time, data transmitted to or from the user, or location 

the user accesses: and 

wherein the redirection server has a user side that is connected to a computer using 

the temporarily assigned network address and a network side connected to a computer 

network, and wherein the computer using the temporarily assigned network address is 

connected to the computer network through the redirection server. 

99. (New) The system of claim 98, wherein the redirection server modifies the rule set in 

response to instructions received by one or more of the user side of the redirection server 

and the network side of the redirection server. 
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100. (New) In a system comprising a redirection server containing a user's rule set 

correlated to a temporarily assigned network address wherein the user's rule set contains at 

least one of a plurality of functions used to control data passing between the user and a 

public network: a method comprising: 

the redirection server modifying at least a portion of the user's rule set while the 

user's rule set remains correlated to the temporarily assigned network address in the 

redirection server: 

connecting a user side of the redirection server to a computer using the temporarily 

assigned network address and a network side connected to a computer network: 

connecting the computer using the temporarily assigned network address to the 

computer network through the redirection server: 

receiving instructions by the redirection server: and 

the redirection server modifying at least a portion of the user's rule set through one 

or more of the user side of the redirection server and the network side of the redirection 

server while the rule set is correlated with the temporarily assigned network address. 

101. (New) The method of claim 100, wherein the method further comprises modifying at 

least a portion of the user's rule set by the redirection server as a function of one or more of: 

time, data transmitted to or from the user, and location or locations the user accesses. 

102. (New) The method of claim 100, wherein the method further comprises removing or 

reinstating at least a portion of the user's rule set by the redirection server as a function of 

one or more of: time, the data transmitted to or from the user and a location or locations the 

user accesses. 

103. (New) The method of claim 100, wherein the modified rule set includes at least one 

rule as a function of a type of IP (Internet Protocol) service. 

104. (New) The method of claim 100, wherein the modified rule set includes an initial 

temporary rule set and a standard rule set, and wherein the redirection server is configured 

to utilize the temporary rule set for an initial period of time and to thereafter utilize the 

standard rule set. 
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105. (New) The method of claim 100, wherein the modified rule set includes at least one 

rule allowing access based on a request type and a destination address. 

106. (New) The method of claim 100, wherein the modified rule set includes at least one 

rule redirecting the data to a new destination address based on a request type and an 

attempted destination address. 

107. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

the rule set containing at least one of a plurality of functions used to control data 

passing between the user and a public network: 

the redirection server being configured to modify at least a portion of the rule set 

while the rule set is correlated to the temporarily assigned network address: 

the redirection server being configured to modify at least a portion of the rule set as 

a function of some combination of time, data transmitted to or from the user, or location the 

user accesses: and 

the modified rule set including at least one rule as a function of a type of IP (Internet 

Protocol) service. 

108. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address: 

the rule set containing at least one of a plurality of functions used to control data 

passing between the user and a public network: 

the redirection server being configured to modify at least a portion of the rule set 

while the rule set is correlated to the temporarily assigned network address: 

the redirection server being configured to modify at least a portion of the rule set as 

a function of some combination of time, data transmitted to or from the user, or location the 

user accesses: and 

the modified rule set includes an initial temporary rule set and a standard rule set, 

and the redirection server utilizes the temporary rule set for an initial period of time and 
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thereafter utilizes the standard rule set while the rule set is correlated to the temporarily 

assigned network address. 

109. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

the rule set containing at least one of a plurality of functions used to control data 

passing between the user and a public network; 

the redirection server being configured to modify at least a portion of the rule set 

while the rule set is correlated to the temporarily assigned network address; 

the redirection server being configured to modify at least a portion of the rule set as 

a function of some combination of time, data transmitted to or from the user, or location the 

user accesses; and 

the modified rule set includes at least one rule allowing access based on a request 

type and a destination address. 

110. (New) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

the rule set containing at least one of a plurality of functions used to control data 

passing between the user and a public network; 

the redirection server being configured to modify at least a portion of the rule set 

while the rule set is correlated to the temporarily assigned network address; 

the redirection server being configured to modify at least a portion of the rule set as 

a function of some combination of time, data transmitted to or from the user, or location the 

user accesses; and 

the modified rule set includes at least one rule redirecting the data to a new 

destination address based on a request type and an attempted destination address. 

11.L (New) A system comprising: 

a redirection server connected between a user computer and a public network, the 

redirection server programmed with a users' rule set correlated to a temporarily assigned 

network address; 
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the rule set containing at least one of a plurality of functions used to control data 

passing between the user and a public network: 

the redirection server being configured to modify at least a portion of the rule set 

while the rule set is correlated to the temporarily assigned network address: and 

the redirection server being configured to modify at least a portion of the rule set as 

a function of some combination of time, data transmitted to or from the user, or location the 

user accesses while the rule set is correlated to the temporarily assigned network address. 

112. (New) The system of claim 111, the redirection server being configured to modify at 

least a portion of the rule set as a function of time. 

113. (New) The system of claim 111, the redirection server being configured to modify at 

least a portion of the rule set as a function of the data transmitted to or from the user. 

114. (New) The system of claim 111, the redirection server being configured to modify at 

least a portion of the rule set as a function of the location or locations the user accesses. 

115. (New) The system of claim 111, the redirection server being configured to remove or 

reinstate at least a portion of the rule set as a function of time. 

116. (New) The system of claim 111, the redirection server being configured to remove or 

reinstate at least a portion of the rule set as a function of the data transmitted to or from the 

user. 

117. (New) The system of claim 111, the redirection server being configured to remove or 

reinstate at least a portion of the rule set as a function of the location or locations the user 

accesses. 

118. (New) The system of claim 111, the redirection server being configured to remove or 

reinstate at least a portion of the rule set as a function of some combination of time, data 

transmitted to or from the user, or location or locations the user accesses. 
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119. (New) The system of claim 111, wherein the redirection server has a user side that is 

connected to a computer using the temporarily assigned network address and a network 

side connected to a computer network and wherein the computer using the temporarily 

assigned network address is connected to the computer network through the redirection 

server. 

120. (New) The system of claim 111, wherein the redirection server modifies the rule set 

received by one or more of the user side of the redirection server and the network side of 

the redirection server in response to instructions received by the redirection server. 

121. (New) The system of claim 111, wherein the modified rule set includes at least one rule 

as a function of a type of IP (Internet Protocol) service. 

122. (New) The system of claim 111, wherein the modified rule set includes an initial 

temporary rule set and a standard rule set, and wherein the redirection server is configured 

to utilize the temporary rule set for an initial period of time and to thereafter utilize the 

standard rule set. 

123. (New) The system of claim 111, wherein the modified rule set includes at least one rule 

allowing access based on a request type and a destination address. 

124. (New) The system of claim 111, wherein the modified rule set includes at least one rule 

redirecting the data to a new destination address based on a request type and an attempted 

destination address. 

125. (New) The system of claim 111, the redirection server redirecting data from the users' 

computers by replacing a first destination address in an IP (Internet Protocol) packet header 

by a second destination address as a function of the modified rule set. 

126. (New) In a system comprising a redirection server connected between a user computer 

and a public network, the redirection server containing a user's rule set correlated to a 

temporarily assigned network address wherein the user's rule set contains at least one of a 
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plurality of functions used to control data passing between the user and a public network: a 

method comprising: 

the redirection server modifying at least a portion of the user's rule set while the 

user's rule set remains correlated to the temporarily assigned network address in the 

redirection server: 

wherein the redirection server has a user side that is connected to a computer using 

the temporarily assigned network address and a network address and a network side 

connected to a computer network: 

wherein the computer using the temporarily assigned network address is connected 

to the computer network through the redirection server: and 

the redirection server modifying at least a portion of the user's rule set through one 

or more of the user side of the redirection server and the network side of the redirection 

server while the rule set is correlated to the temporarily assigned network address, in 

response to instructions received by the redirection server. 

127. (New) The method of claim 126, wherein the modification is a function of one or more 

of time, data transmitted to or from the user, and location or locations the user accesses. 

128. (New) The method of claim 126, wherein the modification comprises removing or 

reinstating at least a portion of the user's rule set as a function of one or more of time, the 

data transmitted to or from the user and a location or locations the user accesses. 

129. (New) The method of claim 126, wherein the modified rule set includes at least one 

rule as a function of a type of IP (Internet Protocol) service. 

130. (New) The method of claim 126, wherein the modified rule set includes an initial 

temporary rule set and a standard rule set, and wherein the redirection server is configured 

to utilize the temporary rule set for an initial period of time and to thereafter utilize the 

standard rule set. 

131. (New) The method of claim 126, wherein the modified rule set includes at least one 

rule allowing access based on a request type and a destination address. 
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132. (New) The method of claim 126, wherein the modified rule set includes at least one 

rule redirecting the data to a new destination address based on a request type and an 

attempted destination address. 

133. (New) The method of claim 126, wherein the redirection server redirects data from the 

users' computers by replacing a first destination address in an IP (Internet Protocol) packet 

header by a second destination address as a function of the individualized rule set. 
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Remarks 

Response to OSC - Cancellation of All Claims 

Claims 1, 8, 15 and 25 were previously cancelled in Proceeding No. 90/009,301, and 

claims 28-90 were added, as published in Reexamination Certificate US 6,779,118 C1 

("Certificate C1"). Claims 2-7, 9-14, 16-24 and 26-90 were cancelled in Reexamination 

Certificate No. US 6,779,118 C2 issued and published on June 8, 2015 ("Certificate C2"). 

The OSC requires cancellation of claims "1-27". However, those were the claims 

originally issued in USP 6,779,118 B1. Therefore, it is believed that the OSC actually 

intended that all claims reexamined in Proceedings 90/012,342 and No. 95/002,035 ("the 

merged Proceedings") should be cancelled, as indicated Certificate C2, particularly as the 

OSC states, "[b]ecause claims 1-27 of the '118 patent were canceled by the ex parte and 

inter partes reexamination certificates, the text of claims 1-27 must be presented in 'strike

out' (lined through) in the amendment in the '246 reissue application" (underline emphasis 

added). Since it appears that the OSC may have intended to indicate that all claims 

pending in the merged Proceedings should be cancelled, as indicated in Certificate C2, in 

an abundance of caution, the text of all claims 2-7, 9-14, 16-24 and 26-90 that were in effect 

upon issuance and publication of Certificate C1 are presented herein with strike-through to 

show that they are cancelled from this Reissue Application. 

If a different result was intended by the instruction in the OSC that claims 1-27 must 

be presented with strike-through, i.e., instead of cancelling all claims in effect in the merged 

Proceedings, Patent Owner respectfully requests the Office to issue a Communication 

clarifying what the instruction intended, and what adjustments must be made in the claims 

presented in this Supplemental Preliminary Amendment to accommodate that instruction. 

Correlation of Cancelled Claims and Renumbered Claims 

In the merged Proceedings, the claims in effect (in Certificate C1) were 2-7, 9-14, 

16-24 and 26-90. 

In the Preliminary Amendment filed with this Reissue Application on April 20, 2015, 

claims 2-7, 9-14, 28-35 and 44-67 were cancelled without prejudice or disclaimer, claims 

16-24, 26, 27, 36-43, 68-75, 77, 82-85 and 90 were corrected (amended to correct the error 

for which this Reissue was filed), claims 76, 78-81 and 86-89 were unchanged from the 

original claims published in Certificate C1, and new claim 91 was presented. 
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In accordance with the apparent intention of the OSC, claims 2-7, 9-14, 16-24 and 

26-90 are cancelled herein, and newly-numbered claims 91-133 are presented. That is, the 

claims presented in this Supplemental Preliminary Amendment are the exact same claims 

that were submitted in the Preliminary Amendment filed with the present Reissue 

Application on April 20, 2015, and the only changes are that the claims are renumbered or 

dependency is changed to coincide with such renumbering. 

Claims 16-24 are now renumbered as claims 91-99, respectively, and claim 99 

(original claim 24) has been corrected to depend from claim 98 (original claim 23). 

Newly-numbered claim 100 was previously presented in the Preliminary Amendment 

filed with this Reissue on April 20, 2015 as new claim 91. Original claims 26, 27 and 40-43 

are now renumbered as claims 101-106, respectively, and have been corrected to depend 

from newly-numbered claim 100. 

Original claims 36-39 are now renumbered as claims 107-110, respectively. 

Original claims 68-90 are now renumbered as claims 111-133, respectively. Claims 

112-125 (original claims 69-82) also have been corrected to depend from claim 111 (original 

claim 68), and claims 127-133 (original claims 84-90) also have been corrected to depend 

from claim 126 (original claim 83). 

No other changes are made from the claims previously submitted in the Preliminary 

Amendment filed with the present Reissue Application on April 20. 2015. 

Statement of Status of Claims and Support for Amendments 

Certificate C1 issued and published on March 27, 2012 with claims 1, 8, 15 and 25 

cancelled, claims 2-7, 9-14, 16-24, 26 and 27 confirmed, and new claims 28-90 held 

patentable. However, in view of the instruction in the OSC, all amendments made herein 

are to the claims in effect in Certificate C2. 

In the Preliminary Amendment filed with the present Reissue Application on April 20, 

2015, claims 2-7, 9-14, 28-35 and 44-67 were cancelled without prejudice or disclaimer, 

claims 16-24, 26, 27, 36-43, 68-75, 77, 82-85 and 90 were corrected (amended to correct 

the error for which this Reissue was filed), and original claims 76, 78-81 and 86-89 

remained unchanged. 

In the present Supplemental Preliminary Amendment, all pending claims 2-7, 9-14, 

16-24 and 26-90 are cancelled and newly-numbered claims 91-133 are presented herein. 

29 
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Patent Owner respectfully asserts that, just as in the Preliminary Amendment filed 

April 20, 2015, no new matter is added and none of the amendments broaden the claims in 

scope. The newly-numbered claims 91-133 are presented to correct the error for which this 

Reissue Application was filed, which was first discussed by the PTAB in the Decision issued 

February 20, 2015 in the merged Proceedings, that they lacked limitations defining the 

precise invention sought to be patented (were broader than Patentee had a right to claim). 

More specifically, claims 91-133 have been amended to add the limitations that (a) the rule 

set is modified by the redirection server, and (b) that the rule set is modified by the 

redirection server while the rule set is correlated to the temporarily assigned network 

address. These amendments find support throughout the original application as filed, e.g., 

at page 6, lines 15-30, and original claim 26. That is, the original Application as filed from 

which the '118 Patent matured teaches that, for a newly-established session, the redirection 

server receives, implements and dynamically changes the rule set for a specific user based 

on conditions, as well as deleting the rule set and information associated with the session 

upon termination of the session, and that the user's rule set is modified while the rule set 

remains correlated to the temporarily assigned network address in the redirection 

server. This clarification has been added to all of the pending claims, and obviates the 

broader-than-intended interpretation of the claims first determined by the PTAB in the 

merged Proceedings. In view of the amendments, claims 91-133 are narrower than any of 

the claims cancelled by Certificate C2, are patentable, and are in condition for allowance, 

and Patent Owner respectfully requests a Notice to that effect. 

The Examiner is invited to direct any questions to the practitioner of record at the 

below-listed telephone and e-mail address. 

Date: October 27, 2015 

Hershkovitz & Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 
Telephone +1. 703.370.4800 
Facsimile +1. 703.370.4809 
Email patent@hershkovitz.net 
RE1341006.A02; AH/pjj 
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Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 

Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

REQUEST FOR EXAMINATION UNDER MPEP §1442.02 AND 
LISTING OF RELATED PRIOR PROSECUTION AND LITIGATION PROCEEDINGS 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Honorable Commissioner: 

In accordance with 37 CFR §1.178(b), Applicant respectfully informs the Office that 

the above-identified underlying US Patent No. 6,779,118 ("the '118 Patent") was involved in 

the following USPTO Proceedings: 

1.) Request for ex parle Reexamination No. 90/009,301 filed December 17, 2008, resulting 

in Order Granting Request issued February 7, 2009, and issuance and publication of US 

6,779,118 C1 on March 27, 2012; 

2.) Request for ex parle Reexamination Proceeding No. 90/011,485 filed February 11, 

2011, resulting in Order Denying Request issued March 31, 2011 and termination of the 

Proceeding on May 31, 2011; 

3.) Request for ex parle Reexamination Proceeding No. 90/012, 149 filed with the US PTO 

on February 17, 2012, resulting in Order Denying Request issued March 20, 2012, Petition 

to Review Denial filed April 19, 2012 and Decision Denying Petition issued July 18, 2012, 

with termination of the Proceeding on July 28, 2012; 

4.) Request for ex parle Reexamination Proceeding No. 90/012,378 filed June 28, 2012, 

resulting in Order Denying Request issued on August 15, 2012, with termination of the 

Proceeding on November 21, 2012; and 
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5.) Request for ex parte Proceeding No. 90/012,342 filed June 28, 2012, resulting in Order 

Granting Request issued October 19, 2012, and merged with inter partes Reexamination 

Proceeding No. 95/002,035 filed September 12, 2012, resulting in Order Granting Request 

issued October 19, 2012 by Decision sua sponte Merging Proceedings issued March 20, 

2013, with issuance and publication of US 6,779,118 C2 on June 8, 2015. 

Applicant also respectfully informs the Office of the following litigation matters in 

which the '118 Patent was involved: 

Linksmart Wireless Technology LLC, et al. and Cisco Systems 
International B. V., Cisco Systems, Inc., Cisco International Ltd, et al. v. 
Deutsche Telekom AG, Case No. 2 0 65/13 filed on April 10, 2013, in 
Mannheim Regional Court, Germany - settlement; 

Cisco nullity action against German Patent No. 699 41 540.3 (EP 10 76 
975); Nullity Number: 5 Ni 32/13 (EP) - dismissed pursuant to settlement; 

OT Nullity Action against German Patent No. 699 41 540.3 (EP 10 76 975); 
Nullity Number: 5 Ni 27/13 (EP) - Patent is maintained with amendment 
after hearing (by Decision rendered October 9, 2015), possibility of appeal; 

Linksmart Wireless Technology, LLC v. T-Mobile USA, Inc. et al., Case No. 
SACV 12-522-AG (G.D. Cal.), filed on April 5, 2013 - Dismissed as to all 
parties, settlement; 

Linksmart Wireless Systems, Inc. v. T-Mobile USA, Inc., et al., Case No. 
2:08-CV-00264-DF-CE (E.D. Tex.), filed on July 1, 2008 - Dismissed as to 
all parties, settlement; 

Linksmart Wireless Systems, Inc. v. TJ HOSPITALITY LTD, et al., Case 
No. 2:10-cv-00277 (E.D. Tex.), filed on July 28, 2010 - terminated; and 

Linksmart Wireless Technology LLC, et al. v. Cisco Systems, Inc. et al., 
Case No. 2:08-CV-00304 (E.D. Tex.), filed on August 4, 2008 -terminated. 

Although there is no concurrent Proceeding (reissue, interference, reexamination, 

litigation, etc.) related to this Reissue Application, Applicant respectfully requests the Office 

to examine this Reissue Application at this time. 

Applicant acknowledges the duty of disclosure in this Reissue Application, and 

submits that any documents and/or materials which may be material to patentability of this 

case of which Applicant is made aware by the concurrent litigation will be submitted for 

consideration by the Examiner and to be made of record in this Reissue Application, and 

2 
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that any documents and/or materials which may be material to patentability of this case of 

which Applicant is aware will be promptly submitted herein before action by the Examiner. 

No fee is required for entry of this Request, but the Commissioner is authorized to 

charge any fee required for entry of this paper or any fee properly required to maintain this 

Reissue in force to Deposit Account No. 50-2929, referencing Docket No. RE 1341006. 

The Examiner is invited to direct any questions to the practitioners of record in the 

present Reissue Application at the below-listed telephone and e-mail address. 

Date: October 27, 2015 

Hershkovitz & Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 
Telephone +1.703.370.4800 
Facsimile +1.703.370.4809 
Email patent@hershkovitz.net 

RE1341006.A02; AH/pjj 

3 

Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 
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HERSHKOVITZ & ASSOCIATES, PLLC 
2845 DUKE STREET, ALEXANDRIA, VA 22314 
TEL. 703-370-4800 ~ FACSIMILE 703-370-4809 

patent@hershkovitz.net ~ www.hershkovitz.net 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. 14/691,246 

Examiner: Jalatee Worjloh 

Group Art Unit: 3992 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 Conf. No.: 1126 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

Attention: Box Reissue 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Honorable Commissioner: 

Transmitted herewith is/are RESPONSE TO ORDER TO SHOW CAUSE AND PETITION 
UNDER 37 CFR §1.183 TO WAIVE 37 CFR §§ 1.570(d) and 1.997(d); SUPPLEMENTAL 
PRELIMINARY AMENDMENT; AND PATENT OWNER'S REQUEST FOR EXAMINATION 
UNDER MPEP §1442.02 AND LISTING OF RELATED PRIOR PROSECUTION AND 
LITIGATION PROCEEDINGS in connection with the above-captioned matter. 

The fee has been calculated as shown below: 
Claims After I No. of Claims I Present Small Entity Large Entity 
Amendment Previously Paid Extra 

Rate Fee Rate Fee 
*Total Claims: I I X $40= $ X $80= $ 
**lndep. Claims: I I x$210= $ x$420= $ 
Extension Fee for 0 Months $ $ 
Other: $ $ 

Total: $ Total: $ 
_ Fee Payment made through EFS. 
_ Payment is made herewith by Credit Card (see attached Form PTO-2038) . 
.2L The Director is hereby authorized to charge all fees, including those under 37 CFR §§ 1.16 
and 1.17, which are required for entry of the papers submitted herewith, and any fees which 
may be required to maintain pendency of this application, to Deposit Account No. 50-2929. 
_ The Director is hereby authorized to charge all fees under 37 CFR § 1.18 which may be 
required to maintain pendency and complete issuance of this application to Deposit Account No. 
50-2929. 

Date: October 27, 2015 

RE1341006.A03; AH/pjj 

Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 
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Hershkovitz and Associates, PLLC 
2845 Duke Street 
Alexandria, Virginia 22314 

In re Koichiro Ikudome et al. 
Reissue Application 
Application No.: 14/691,246 
Filed: April 20, 2015 
For: U.S. Patent No. 6,779,118 Bl 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 

(For Patent Owner) 

: ORDER 
: TOSHOW 

CAUSE 

Alexandria, VA 22313-1450 ' 

The instant reissue application seeks reissue of U.S. Patent No. 6,779,118 Bl, which patent was 
also subject to ex parte and inter partes reexamination proceedings. 

RELEVANT BACKGROUND 

1. On August 17, 2004, U.S. Patent No. 6,779,118 Bl (the '118 patent) issued to Koichiro 
Ikudome et al. with claims 1-27. 

2. On December 17, 2008, a request for ex parte reexamination of claims 1-27 of the '118 
patent was filed by a third party requester, which request was assigned control number 
90/009,301 (the '9301 reexamination proceeding). 1 

3. On February 27, 2009, ex parte reexamination was ordered for claims 1-27 of the' 118 patent 
in the '9301 reexamination proceeding. 

4. The '9301 reexamination proceeding progressed to the point where, on August 23, 2011, the 
Patent Trial and Appeal Board · affirmed-in-part the Examiner's rejection of all pending 
claims in the '9301 reexamination proceeding (i.e., claims 1-47), affirming the rejection of 
claims 32, 37, 42, and 47, reversing the rejection, but entering a new ground of rejection 
under 37 CFR 41.50(b) of claims 1, 8, 15, and 25, and reversing the rejection of claims 2-7, 
9-14, 16-24, 26-31, 33-36, 38-41, and 43-46. 

5. On March 27, 2012, the Office issued and published in the Official Gazette an Ex Parte 
Reexamination Certificate (8926th

) for the '9301 reexamination proceeding, stating that the 
patentability of claims 2-7 and 9-14 is confirmed, claims 1, 8, 15, and 25 are cancelled, 
claims 16-23, 26, and 27 are determined to be patentable as amended, claim 24, dependent on 

1 On January 16, 2009, the Office mailed a NOTICE OF REEXAMINATION REQUEST FILING DA TE in the 
'9301 reexamination proceeding, providing a December 17, 2008 filing date as the date that the requirements of37 
CFR § 1.510 were received. 
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an amended claim, is determined to be patentable, and new claims 28-90 are added and 
determined to be patentable.2 · 

6. On June 8, 2012, a request for ex parte reexamination of claims 2-7, 9-14, 16-24, and 26-90 
of the '118 patent was filed by a third party requester, which request was assigned control 
number 90/012,342 (the '2342 reexamination proceeding). 

7. On July 25, 2012, ex parte reexamination was ordered.for claims 2-7, 9-14, 16-24, and 26-90 
of the '118 patent in the '2342 reexamination proceeding. 

8. On September 12, 2012, a request for inter partes reexamination of claims 2-7, 9-14, 16-24, 
and 26-90 of the '118 patent was filed by a third party requester, which request was assigned 
control number 95/002,035 (the '2035 reexamination proceeding). 3 

9. On October 19, 2012, inter partes reexamination was ordered for claims 2-7, 9-14, 16-24, 
and 26-90 of the '118 patent in the '2035 reexamination proceeding, concurrently with a non
final Office action. 

10. On December 7, 2012, the Office mailed a non-final Office action in the '2342 reexamination 
proceeding. · 

11. On January 17, 2013, patent owner timely filed a response to the October 19, 2012 non-final 
Office action in the '2035 reexamination proceeding. 

12. On February 7, 2013, patent owner timely filed a response to the December 7, 2012 non-final 
Office action in the '2342 reexamination proceeding. 

13. On February 15, 2013, third party requester filed a comments submission ·responsive to 
patent owner's January 17, 2013 response submission, in the '2035 reexamination 
proceeding. 

14. On March 20, 2013, the Office issued a decision, sua sponte, merging the '2342 and '2035 
reexamination proceedings into a single proceeding (the merged reexamination proceeding). 

15. The merged reexamination proceeding progressed to the point where, on February 20, 2015, 
the Patent Trial and Appeal Board affirmed the Examiner's rejection of claims 16-24, 26, 27, 

- 36-43, and 68-90. 

2 On October 21, 2011, patent owner filed a response to the August 23, 20 I 1 Patent Trial and Appeal Board 
decision, resulting in pending claims 2-7, 9-14, 16-24, and 26-90. 
3 On September 17, 2012, the Office mailed a NOTICE OF INTER PARTES REEXAMINATION REQUEST 
FILING DATE in the '2035 reexamination proceeding, providing a September 12, 2012 filing_date as the date that 
the requirements of37 CFR § 1.915 were received. 
4 On December 13, 2012, the Office mailed a decision granting a one-month extension of time for patent owner's 
response to the October 19, 2012 non-final Office action. 
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16. On April 20, 2015, patent owner filed an application for reissue of the '118 patent, which 
application was assigned application number 14/691,246 (the '246 reissue application), with 
a preliminary amendment amending the text of claims 16-24, 26, 27, 36-43, 68-75, 77, 82-85, 
and 90, amending claims 76, 78-81, and 86-89, due to their dependency, cancelling claims 1-
15., 25, 28-35, and 44-67, and presenting new claim 91. To date, no Office action on the 
merits has been issued in the '246 reissue application. 

17. On May 19, 2015, a notice of the filing of the '246 reissue application was published in the 
Official Gazette. 

18. Also, on May 19, 2015, the Office mailed a NOTICE OF INTENT TO ISSUE 
REEXAMINATION CERTIFICATE (NIRC) in the merged reexamination proceeding, 
which NIRC included an Examiner's Amendment cancelling non-appealed, but rejected 
claims 2-7, 9-14, 28-35 and 44-67. 

19. On June 8, 2015, the Office issued and published in the Official Gazette an Inter Partes 
Reexamination Certificate (1128th

) for the merged reexamination proceeding, stating that all 
of the claims of the '118 patent (i.e. 1-90) are cancelled (claims 1, 8, 15, and 25 were 
previously cancelled and claims 2-7, 9-14, 16-24, and 26-90 are cancelled). 

Relevant Statutes, Regulations and Procedures 

37 CFR 1.183 provides: 

In an extraordinary situation, when justice requires, any requirement of the 
regulations in this part which is not a requirement of the statutes may be 
suspended or waived by the Director or the Director's designee, sua sponte, or on 
petition of the interested party, subject to such other requirements as may be 
imposed. Any petition under this section must be accompanied by the petition fee 
set forth in § l. l 7(t). 

37 CFR 1.570(d) provides: 

If an ex parte reexamination certificate has been issued and published which 
cancels all of the claims of the patent, no further Office proceedings will be 
conducted with that patent or any reissue applications or any reexamination 
requests relating thereto. 

37 CFR 1.997(d) provides: 

If a certificate has been issued and published which cancels all of the claims of 
· the patent, no further Office proceedings will be conducted with that patent or any 

reissue applications or any reexamination requests relating thereto. 

MPEP 1449.01 I.A. provides, in-part: 

(B) After the reexamination certificate issues and publishes--
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At the time that the reexamination certificate is issued and published, the Office 
will resume examination of the reissue application--

***** 
(3) Generally, further prosecution will be limited to claims narrower than 

those claims canceled as a result of the reexamination certificate (this includes 
any existing patent claims and any claims added in the reexamination 
proceeding). Any claims added thereafter, which are equal in scope to claims 
canceled as a result of the reexamination certificate, or are broader than the scope 
of the claims canceled as a result of the reexamination certificate, will generally 
be deemed as surrendered based on the patent owner's failure to prosecute claims 
of equal scope, and to present claims of broader scope in the reexamination 
proceeding. Such claims will be rejected under 35 U.S.C. 251. Further, a 
rejection of such claims based on estoppel will be made, citing to MPEP § 
2308.03 as to treatment of claims lost in a proceeding before the Office, and 
noting that a reexamination is a "proceeding." 

An exception to the guidance stated in part (3) above: claims that are broader 
than the scope of the claims canceled by the reexamination certificate may be 
presented where: 

(a) The broader claims in the reissue application can be patentable, 
despite the fact that the claims in the reexamination are not; and 

(b) The broader claims in the reissue application could not have been 
presented in the reexamination .proceeding. 

Criterion (a) can occur if the broadened claims in the reissue application have 
an earlier effective date than those canceled by the reexamination certificate (as 
where the claims in the reissue applicat~on are supported by a parent application, 
and the reexamination claims are not). Criterion (a) can also occur if the subject 
matter of the broadened claims in the reissue application can be sworn behind, 
and the more specific subject matter of the reexamination claims cannot be sworn 
behind. Criterion (b) can occur if the claims in the reissue application are broader 
than all claims of the patent as it existed during reexamination (e.g., claims 
directed to a distinct invention). 

***** 
(5) If all of the patent claims were canceled by the reexamination certificate, 

action on the r~issue application can still proceed, as will be discussed below; 
however, patent owner/applicant must first file a petition under "37 CFR l.183 to 
waive 37 CFR 1.570 and/or 37 CFR l.997(d), depending on whether the 
certificate was issued for an ex parte reexamination proceeding, an· inter partes 
reexamination proceeding, or a merger of the two. The petition would be 
grantable where the patent owner/applicant shows. that either: 

(a) The reissue claims are narrower than those claims canceled as a 
result of the reexamination certificate; or 

(b) Criteria (a) and (b) of part (3) above are satisfied by the claims of 
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the reissue application. 

The claims satisfying this requirement may only be provided where a petition 
accompanies the amendment providing the claims. 

(C) The reissue application can still proceed even where all of the patent claims were canceled 
by the reexamination certificate, based on the following. Where the reexamination certificate 
issues and publishes to cancel all existing patent claims, the reissue application can continue in 
the Office to correct the 3 5 U.S. C. 251 "error" of presenting the existing claims, which were in
fact unpatentable. Of course, what happened in the concluded reexamination proceeding must be 
taken into account by the examiner, as to any new claims presented by the reissue application. 

Analysis and Findings 

37 CFR l.570(d) and 37 CFR 1.997(d) provide that if a reexamination certificate has been issued 
and published which cancels all of the claims of the patent, no further Office proceedings will be 
conducted with that patent or any reissue applications or any reexamination requests relating 
thereto ( depending on whether the certificate was issued for an ex parte reexamination 
proceeding, an inter partes reexamination proceeding, or a merger of the two). These provisions 
provide a degree of assurance to the public that patents with all the claims canceled via 
reexamination proceedings will not again be asserted. 

The '246 reissue application is for reissue of the '118 patent, and ex parte and inter partes 
reexamination certificates have been issued and published which cancel all of the claims of the 
'118 patent. Thus, pursuant to 37 CFR 1.570(d) and 37 CFR l.997(d) no further Office 
proceedings will be conducted as to any reissue applications related to the ' 118 patent. 

However, as set forth in MPEP 1449.01, if all of the patent claims were canceled by the 
reexamination certificate, action on the reissue application can still proceed under certain 
circumstances where patent owner/applicant first files a petition under 3 7 CFR 1.183 to waive 
the provisions of 37 CFR l.570(d) and/or 37 CFR l.997(d). In particular, MPEP 1449.01 
I.A.(B)(3) provides that such petition would be grantable where the patent owner/applicant 
shows that either the reissue claims are narrower than those claims that were canceled by the 
reexamination certificate (this includes any existing patent claims and any claims added in the 
reexamination proceeding), or that the criteria for presenting claims that are broader than the 
scope of the claims canceled by the reexamination certificate are satisfied by the claims of the 
reissue application. 

Accordingly, patent owner/applicant is hereby given a non-extendible period of TWO 
MONTHS from the mailing of this notice to file a petition under 3 7 CFR 1.183 to waive 3 7 CFR 
l.570(d) and 37 CFR 997(d) as set forth in MPEP 1449.01. If patent owner/applicant makes 
such a showing, the showing will be evaluated as to whether patent owner has made a colorable 
argument as to the basis asserted. Note that in the absence of a clear assertion by patent owner as 
to the applicable basis, the Office will not identify such basis sua sponte. 

Patent owner/applicant must also submit, within this time period, an amendment placing the 
claims of the '246 reissue application in a form that is compliant with proper reissue practice, as 
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set forth below. Failure by patent owner/applicant to file such a petition and accompanying 
amendment within the set non-extendible time period will result in termination of the present 
reissue proceeding by default, followed by a mailing of a Notice of Abandonment of the '246 
reissue application. · · 

As described in MPEP 1453(VI)(B), for a reissue application, where the patent was previously 
reexamined and a reexamination certificate has issued for the patent, an amendment in the 
reissue application must be presented as if the changes made to the original patent text via the 
reexamination certificate are a part of the original patent. Because claims 1-27 of the '118 patent 
were canceled by the ex parte and inter partes reexamination certificates, the text of claims 1-27 
must be presented in "strike-out" (lined through) in the amendment in the '246 reissue 
application. 

CONCLUSION 

1. Patent owner/applicant is hereby provided with a non-extendible time period of TWO 
MONTHS from the mailing of this notice to file a petition under 3 7 CFR 1.183 to waive 3 7 
CFR l.570(d) and 37 CFR 997(d) as set forth in MPEP 1449.01. 

2. Patent owner/applicant must also submit, within this time period, an amendment placing the 
claims of the '246 reissue application in a form that is compliant with proper reissue practice, 
as set forth herein. 

3. Failure by patent owner/applicant to file such a petition and accompanying amendment · 
within the -set non-extendible time period will result in termination of the present reissue 
proceeding by default, followed by a mailing of a Notice of Abandonment of the '246 reissue 
application. 

j 

4. It is recommended that patent owner/applicant set forth all arguments in the petition paper 
itself, as opposed to cross-referencing arguments presented in any concurrently-filed 
preliminary amendment papers. Furthermore, patent owner/applicant must clearly articulate 
.the basis explaining how the particular reissue claim satisfies the aforementioned criteria. 
The Office will then evaluate whether patent owner has made a colorable argument as to the 
basis asserted. Note that in the absence of a clear assertion by patent owner as to the 
applicable basis, the Office will not identify such basis sua sponte. 

5. Telephone inquiries relating to this decision should be directed to Jeffrey R. West, Legal 
Advisor, at (571) 272-2226, or the undersigned, at (571) 272-7726. 

7'-'~ 'J---· ✓~f,,_,_ 
Pinchus M. Laufer 
Senior Legal Advisor 
Office of Patent Legal Administration 

September I, 2015 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

· Hershkovitz and Associates, PLLC 
2845 Duke Street 
Alexandria VA 22314 

In re Application of 
Ikudome et al. 
Application No. 14/ 691,246 
Filed: 04/20/2015 
Attorney Docket Number: 
RE1341006 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www.uspto.gov 

1ffii\ 0 [l~w 
AUG 3 1 2015 

OFFICE OF PETITIONS 

DECISION ON PETITION 

This is a decision on the PETITION UNDER 37 C.F.R. § 1.182 AND MPEP §1441 FOR 
WAIVER OF THE TWO MONTH DELAY PERIOD REQUIRED BY 37 CFR §1.176 
AFTER PUBLICATION AND TO EXPEDITE CONSIDERATION OF THE REISSUE 
APPLICA~JON TO ISSUE, filed on April 20, 2015. 

The petition is before the Office of Patent Legal Administration for decision. 

The petition is DISMISSED as MOOT. 

Any request for reconsideration of this decision must be submitted within TWO (2) 
MONTHS from the mail date of this decision. The reconsideration request should 
include a cover letter entitled "Renewed Petition Under 37 CFR 1.182." · 

REVIEW OF FACTS 

1. On April 20, 2015, the application was filed as a reissue of U.S. Patent No. 6,779,118. 
The application as-filed on April 20, 2015, included the subject petition. 

2. On May 19, 2015 notice of the filing of application Serial No. 14/691,246 for reissue of 
U.S. Patent No. 6,779,118 was published in the Official Gazette. (1414 OG 305) 

Petitioners request, pursuant to 37 CFR 1.182, that the 2-month delay period set forth in 
MPEP 1441 not be employed. Petitioners assert that the error sought to be corrected in 
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the original '118 patent "is substantial reduction in the number of claims by outright 
cancellation, and simplification of issues by deletion of limitations to narrow the scope 
of the invention ... ," and "it is not envisioned that a protracted prosecution will be 
involved for the Reissue Application." In addition, Petitioners asserted that applicant 
"will need issuance of a Reissue Patent on this Application for litigation matters," and 
that out of an abundance of caution, that the applicant seeks to correct the errors before 
further litigation. 

DECISION ON PETITION UNDER 37 CFR 1.182 

MPEP 1441 states, in pertinent part: 

Generally, a reissue application will not be acted on sooner than 2 months 
after announcement of the filing of the reissue has appeared in the Official 
Gazette. The 2-month delay is provided in order that members of the 
public may have time to review the reissue application and submit 
pertinent information to the Office before the examiner's action. The 
pertinent information is submitted in the form of a protest under 37 CFR 
l.291(a). For a discussion as to protests under 37 CFR 1.291(a) in reissue 
applications, see MPEP § 1441.01. As set forth in MPEP § 1901.04, the 
public should be aware that such submissions should be mctde as early as 
possible, because under certain circumstances, the 2-month delay period 
will not be employed. For example, the Office may act on a continuation 
or a divisional reissue application before the expiration of the 2-month 
period after announcement. 

Additionally, the Office will entertain a petition under 37 CFR 1.182 which 
is accompanied by the required petition fee (37 CFR 1.17(£)) to act on a 
reissue application without delaying for 2 months .... 

Appropriate reasons for requesting that the 2-month delay period not be 
employed include that litigation involving a patent has been stayed to 
permit the filing of an application for the reissue of the patent. Where the 
basis for the petition is ongoing litigation, the petition must clearly 
identify the litigation, and detail the specifics of the litigation that call for 
prompt action on the reissue application before the expiration of the 2-
month delay period. Such petitions are decided by the Office of Patent 
Legal Administration. (Emphasis added) 

37 CFR 1.182 states: 
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All situations not specifically provided for in the regulations of this part 
will be decided in accordance with the merits of each situation by or 
under the authority of the Director, subject to such other requirements as 
may be imposed, and such decision will be communicated to the 
interested parties in writing. Any petition seeking a decision under this 
section must be accompanied by the petition fee set forth in§ 1.17(£). 

Office records confirm that notice of the filing of application Serial No. 14/691,246 for 
reissue of U.S. Patent No. 6,779,118 was published in the Official Gazette on May 19, 
2015. Office records further confirm that the reissue application has been docketed for 
examination. 

In view of the foregoing, petitioner's request to waive the two month delay period 
required by 37 CFR 1.176 after publication, and to expedite consideration of the reissue 
application_to issue, has been rendered moot. 

CONCLUSION 

1. The petition is dismissed. Receipt of the fee set forth at§ 1.17(£) is acknowledged. 
No further fee is due. 

2. Further correspondence with respect to this matter should be addressed as follows: 

By mail: 

By FAX: 

By hand: 

Mail Stop Petition 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

(571 )273-8300 
Attn: Office of Petitions 

Customer Service Window 
Mail Stop Petition 
Randolph Building 
401 Dulany Street 
Alexandria, VA 22314 
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A reply may also be filed by EFS-Web. 

3. Telephone inquiries related to this decision only should be directed to Derek Woods, 
Attorney Advisor, at (571) 272-3232. 

4. Inquiries regarding petition status or general petition information are handled by the 
Office of Petitions staff at (571) 272-3282. 

"'"'~ ~. ✓~~'-' 
Pinchus M. Laufer 
Senior Legal Advisor 
Office of Patent Legal Administration 

August 28, 2015 
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(B3) GB 2316841 
(B4) WO 96/05549 
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01/02/2001 Coss et at 
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07/22/1998 Dutta et al. 
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(C1) AAS, Gisle, Maceachern, Doug, Apache.pm, 18 pages; available at 
http://www.apache.org/docs> 

(C2) Amended Invalidity Contentions of AT&T et al., Linksmart Wireless 
Technology, LLC v. T-Mobile, LLC, Inc., et al., Case Nos. 
(consolidated) 2:08-cv-00264-DF-CE, 2:08-cv-00304-DF-CE, 2:08-cv-
00385-DF-CD, 2:09-cv-00026-DF-CE, U.S .District Court Eastern 
District of Texas, Marshall Division, 100 pages, August 19, 2010 

(C3) Amended Complaint, Demand for Jury Trial, IP3 Networks, Inc. v. 
Nomadix, Inc., Case No. 04-cv-1485 DMS (POR), 48 pages (including 
Exhibits 1-3, September 20, 2004, United States District Court, 
Southern District of California 

(C4) Answer and Counterclaims of Nomadix Inc. to the Amended 
Complaint, IP3 Networks, Inc. v. Nomadix, Inc., Case No. 04-cv-1485 
DMS (POR); 46 pages, filed October 21, 2004, United States District 
Court, Southern District of California 

(CS) ARAR, Yardena, Prepaid Internet Access Cards: Instant ISP, 
pcworld.com, 1 page, July 14, 1997 

(C6) Armstead, Internet post: "Re: redirect," dated March 2, 1998, archived 
at www.squid-cache.org, document states that archive was generated 
on December 9, 2003, 2 pages 

(C7) Auric Web Systems, News, web page at 
http://www.auricweb.com/news.html>, 3 pages, accessed July 12, 
1999, including press releases: Prepaid Card Has Made An Exciting 
Debut, December 10, 1998; ISP's Now Can provide "Commercial 
Breaks" on the Web With Our User side Software, December 7, 1998; 
Beyond Banner Ads, Beyond "Push," June 16, 1998; New Internet 
Advertisement Tool Make a Successful Debut, May 18, 1998; Auric 
Web System announces Micro Gateway, September 1, 1997; Auric 
Web Systems announces ISP Enhancer, December 15, 1997; and 
Auric Web Systems announces EC Gateway, January 15, 1997 

(CB) Auric Web Systems unveils software to reduce the opening costs of 
Internet service providers, press release, Auric Web Systems, Inc., 
Business Wire, 2 pages, March 25, 1997 

(C9) Auric Web Unveils Tool to Navigate Customer Directly To a Specific 
Website, press release, Auric Web Systems, Inc., 1 page, November 
24, 1997 

(C10) Avolio and Ranum, "A Network Perimeter with Secure External 
Access," 11 pages; Trusted Information Systems, January 25, 1994 

(C11) Bahn (ed.), Microsoft Computer Dictionary, Microsoft Press, 4.ed., 
1999,p.136 
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(C12) Baker et al., Local Control Over Filtered WWW Access," 12 pages; 
http://www.w3.org/Conferences/WWW4/Papers/117, Fourth 
International World Wide Web Conference, December 1995 

(C13) Baker, Mary G. et al., Supporting Mobility in MosquitoNet, 
Proceedings of the 1996 USENIX Technical Conference, San Diego, 
CA, 13 pages, January 1996 

(C14) Beerman, Cord, Re: Support for cern like Pass/Fair proxy limits?; 2 
pages, available at http://www.squid-cache.org/mail-archive/squid-
users/199611/0385.html (visited 0002-01-2005) 

(C15) Berners-Lee, T. et al., Network Working Group, Request for 
Comments: 1945, "Hypertext Transfer Protocol - HTTP/1.0," May 
1996; 60 pages 

(C16) Best Western's Supplemental Claim Construction Brief, Linksmart 
Wireless Technology, LLC v. T-Mobile USA, Inc. et al., U.S. District 
Court of Eastern District of Texas, Marshall Division, Case No. 2:08-
cv-000264-DF-CF, filed April 16, 2010, pp. 1-16 (including Exhibits 1-2) 

(C17) Blankers, "Network solutions for Internet access servers," 12 pages; 
Ericsson Review, Internet Access Servers 1998 

(C18) Boutell, "CGI Programming in C & Perl," 7 pages; 1996 
(C19) Braden, B. Postel, J., Requirements for Internet Gateways, June 1987; 

50 pages; Network Working Group, Request for Comments 1009 
(C20) Buying Made Easy: Auric Web Bypasses Credit Cards, Internet Week, 

1 page, February 17, 1997 
(C21) "Campus World," Presentation by Phil Moore, 1998, 15 pages 
(C22) Carl-Mitchell, Smoot, Quaterman, John, S., Using ARP to Implement 

Transparent Subnet Gateways; October 1987; 8 pages, Network 
Working Group, Request for Comments 1027 

(C23) Chapman and Zwicky, Building Internet Firewalls O'Reilly & 
Associates, 1995 

(C24) Chatel, M., Classical Versus Transparent IP Proxies; March 1996; 32 
pages, Network Working Group, Request for Comments 1919 

(C25) Cisco 2500 Access Server Series, Data Sheet, Cisco Systems, 5 
pages, September 1997 

(C26) Cisco 2509-2512 Series Access Servers, Product Announcement, I.D. 
Number: 027ALL, Cisco Systems, 8 pages, undated (1995 copyright 
notice) 

(C27) Cisco 6510 Service Selection Gateway, End of Sale Announcement, 
End-of-Life Notice No. 1135, Cisco Systems, 4 pages, April 2005 

(C28) Cisco 6510 Service Selection Gateway Version 1.0(2), Release Notes, 
Doc. No. 78-5181-03, Cisco Systems, 6 pages, undated (1998 
copyright notice) 

(C29) Cisco Announces DSL Service Creation and Control Platforms: 
Enables Service Providers to Create Differentiated Internet Services 
on a Per-Use Basis, press release, Cisco Systems, 2 pages, May 26, 
1998 
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(C30) Cisco lnternetworking Technologies Handbook, Chapter 15, entitled 
Dial-up Technology, Cisco, pp 1-12 

(C31) Cisco Secure ACS 2.1(4), for Windows NT, Release Notes, Doc. No. 
78-5462-01 Rev. AO, Cisco Systems, 6 pages, June 15, 1998 

(C32) "ChoiceNet Administrator's Guide," Livingston Enterprises, 88 pages, 
January 1997 

(C33) Claim Construction Brief of Defendants of Linksmart Wireless 
Technologies, Inc. v. T-Mobile USA, Inc. et al., U.S. District Court for 
the Eastern District of Texas, Marshall Division, Case No. 2:08-cv-
000264-DF-CE, filed April 16, 2010, pp. 1-39 

(C34) Complaint, Demand for Jury Trial; IP3 Networks, Inc. v. Nomadix, Inc., 
Case No. 04-cv-1485 DMS (POR); 48 pages, filed July 23, 2004, United 
States District Court, Southern District of California 

(C35) Connoly et al., Database Systems: A Practical Approach to Design, 
Implementation, and Management, 3.ed., Addison-Wesley, 2002, p. 72 

(C36) Comer, lnternetworking with TCP/IP, 3 rd ed., vol. 1, cover, title page, p. 
46 (3 pages) 1995 

(C37) D. Carrel, L. Grant," TACACS+ Protocol Version 1.75," 40 pages, 
Internet Draft (TACACS+)/RFC1492, Cisco Systems, October 1996 

(C38) Declaration of Kevin Jeffay, PH.D., Linksmart Wireless Technology, 
LLC v. T-Mobile USA, Inc. et al., District Court of the Eastern District 
of Texas, Marshall Division, Case No. 2:08-cv-000264-DF-CF, filed 
April 16, 2010, pp. 1-21 (including Exhibit A) 

(C39) Declaration of Kevin Jeffay, PH.D., Linksmart Wireless Technology, 
LLC v. T-Mobile USA, Inc. et al., District Court of the Eastern District 
of Texas, Marshall Division, Case No. 2:08-cv-000264-DF-CF, filed 
April 16, 2010, pp. 1-53 (including Exhibit A-C) 

(C40) Declaration of Noah A. Levine in Support of Claim Construction Brief 
of Defendants, Linksmart Wireless Technology, LLC v. T-Mobile USA, 
Inc. et al., District Court of the Eastern District of Texas, Marshall 
Division, Case No. 2:08-cv-000264-DF-CF, filed April 16, 2010, pp. 1-
131 (including exhibits 1-9) 

(C41) Defendants' Patent Local Rule 4-2 Preliminary Constructions and 
Extrinsic Evidence of Linksmart Technology, LLC c. T-Mobile USA, 
Inc. et al., U.S. District Court for the Eastern District of Texas, 
Marshall Division, Case no. 2:08-cv-000264-DF-CE, filed April 16, 2010, 
p.1-6 

(C42) Dial-up Networking and Mobile Computing: The Basics, Microsoft 
TechNet, available at http://technet.microsoft.com/en-
us/library/cc751107(printer).aspx on January 21, 201 0; pp. 1-26 

(C43) Dominik, Internet post: "redirect," dated November 30, 1997, as 
archived at www.squid-cache.org, document states that archive was 
generated on December 9, 2003, 1 page 

(C44) Douglas Comer, lnternetworking with TCP/IP, 3.ed., 1995 
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(C45) Droms, R., Dynamic Host Configuration Protocol, Network Working 
Group, Request for Comments 1531, 35 pages, October 1993 

(C46) Droms, R., Dynamic Host Configuration Protocol, Network Working 
Group, Request for Comments 2131, 43 pages, March 1997 

(C47) Duane Wessels, Squid and ICP: Past, Present and Future, August 16, 
1997; 15 pages 

(C48) Egevang, K., Francis, P., The IP Network Address Translator (NAT); 
May 1994; 9 pages, Network Working Group, Request for Comments 
1631 

(C49) ELMASRI et al., Fundamentals of Database Systems, 2.ed., Addison-
Wesley, 1994 

(C50) Ex Parte Linksmart Wireless Technology, LLC, No. 2011-009566 
(B.P.A.I., August 23, 2011) 

(C51) Felton, E. W., et al., Wob Spoofing: An Internet Con Game," Technical 
Report 540-96 (Revised Feb. 1997), Department of Computer Science, 
Princeton University, 1996, 1997, 9 pages 

(C52) Fiedler, D., et al., Dr. Website: Using MET A Tags for Identification and 
Control of Pages," http://www.webdeveloper.com/drweb/19971103-
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States District Court, Southern District of California; 

(A7 4) Answer and Counterclaims of Nomad ix Inc. to the Amended Complaint, IP3 Networks, 

Inc. v. Nomadix, Inc., Case No. 04-cv-1485 OMS (POR); 46 pages, filed October 21, 2004, 

United States District Court, Southern District of California; 

(A75) ARAR, Yardena, Prepaid Internet Access Cards: Instant ISP, pcworld.com, 1 page, 

July 14, 1997; 

(A76) Armstead, Internet post: "Re: redirect," dated March 2, 1998, archived at www.squid

cache.org, document states that archive was generated on December 9, 2003, 2 pages; 

(A77) Auric Web Systems, News, web page at http://www.auricweb.com/news.html>, 3 

pages, accessed July 12, 1999, including press releases: Prepaid Card Has Made An Exciting 

Debut, December 10, 1998; ISP's Now Can provide "Commercial Breaks on the Web With Our 

User side Software, December 7, 1998; Beyond Banner Ads, Beyond "Push," June 16, 1998; 

New Internet Advertisement Tool Make a Successful Debut, May 18, 1998; Auric Web System 

announces Micro Gateway, September 1, 1997; Auric Web Systems announces ISP Enhancer, 

December 15, 1997; and Auric Web Systems announces EC Gateway, January 15, 1997; 

(A78) Auric Web Systems unveils software to reduce the opening costs of Internet service 

providers, press release, Auric Web Systems, Inc., Business Wire, 2 pages, March 25, 1997; 

(A79) Auric Web Unveils Tool to Navigate Customer Directly To a Specific Website, press 

release, Auric Web Systems, Inc., 1 page, November 24, 1997; 

(A80) Avolio and Ranum, A Network Perimeter with Secure External Access, 11 pages; 

Trusted Information Systems, January 25, 1994; 

(A81) Bahn (ed.), Microsoft Computer Dictionary, Microsoft Press, 4.ed., 1999, p. 136; 

(A82) Baker, Mary G. et al., Supporting Mobility in MosquitoNet, Proceedings of the 1996 

USENIX Technical Conference, San Diego, CA, 13 pages, January 1996; 

(A83) Beerman, Cord, Re: Support for cern like Pass/Fair proxy limits?; 2 pages, available at 

http://www.squid-cache.org/mail-archive/squid-users/199611 /0385.html (visited 0002-01-2005); 

(A84) Berners-Lee, T. et al., Network Working Group, Request for Comments: 1945, 

"Hypertext Transfer Protocol - HTTP/1. 0," May 1996; 60 pages; 

(A85) Best Western's Supplemental Claim Construction Brief, Unksmart Wireless Technology, 

LLC v. T-Mobile USA, Inc. et al., U.S. District Court of Eastern District of Texas, Marshall Division, 

Case No. 2:08-cv-000264-DF-CE, filed April 16, 2010, pp. 1-16 (including Exhibits 1-2); 

(A86) Blankers, Network solutions for Internet access servers, 12 pages; Ericsson Review, 
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Internet Access Servers 1998; 

(A87) Boutell, CG/ Programming in C & Perl, 7 pages; 1996; 

(A88) Braden, B. Postel, J., Requirements for Internet Gateways, June 1987; 50 pages; 

Network Working Group, Request for Comments 1009; 

(A89) Buying Made Easy: Auric Web Bypasses Credit Cards, Internet Week, 1 page, 

February 17, 1997; 

(A90) Campus World, Presentation by Phil Moore, 1998, 15 pages; 

(A91) Carl-Mitchell, Smoot, Quaterman, John, S., Using ARP to Implement Transparent 

Subnet Gateways; October 1987; 8 pages, Network Working Group, Request for Comments 

1027; 

(A92) Chapman and Zwicky, Building Internet Firewalls, O'Reilly & Associates, 1995; 

(A93) Chatel, M., Classical Versus Transparent IP Proxies; March 1996; 32 pages, Network 

Working Group, Request for Comments 1919; 

(A94) Cisco 2500 Access Server Series, Data Sheet, Cisco Systems, 5 pages, September 

1997; 

(A95) Cisco 2509-2512 Series Access Servers, Product Announcement, I.D. Number: 

027 ALL, Cisco Systems, 8 pages, undated ( 1995 copyright notice); 

(A96) Cisco 6510 Service Selection Gateway, End of Sale Announcement, End-of-Life Notice 

No. 1135, Cisco Systems, 4 pages, April 2005; 

(A97) Cisco 6510 Service Selection Gateway Version 1.0(2), Release Notes, Doc. No. 78-

5181-03, Cisco Systems, 6 pages, undated (1998 copyright notice); 

(A98) Cisco Announces DSL Service Creation and Control Platforms: Enables Service 

Providers to Create Differentiated Internet Services on a Per-Use Basis, press release, Cisco 

Systems, 2 pages, May 26, 1998; 

(A99) Cisco lnternetworking Technologies Handbook, Chapter 15, entitled Dial-up 

Technology, Cisco, pp 1-12; 

(A 100) Cisco Secure ACS 2.1 (4), for Windows NT, Release Notes, Doc. No. 78-5462-01 Rev. 

AO, Cisco Systems, 6 pages, June 15, 1998; 

(A 101) ChoiceNet Administrator's Guide, Livingston Enterprises, 88 pages, January 1997; 

(A 102) Claim Construction Brief of Defendants, Linksmart Wireless Technology, LLC v. T

Mobile USA, Inc. et al., U.S. District Court of Eastern District of Texas, Marshall Division, Case 

No. 2:08-cv-00264-DF-CF, filed April 16, 2010, pp. 1-39; 
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(A 103) Complaint, Demand for Jury Trial; IP3 Networks, Inc. v. Nomadix, Inc., Case No. 04-cv-

1485 OMS (POR); 48 pages, filed July 23, 2004, United States District Court, Southern District of 

California; 

(A 104) Connoly et al., Database Systems: A Practical Approach to Design, Implementation, 

and Management, 3.ed., Addison-Wesley, 2002, p. 72; 

(A 105) Comer, lnternetworking with TCP/IP, 3rd ed., vol. 1, cover, title page, p. 46 (3 pages) 

1995; 

(A106) D. Carrel, L. Grant, TACACS+ Protocol Version 1. 75, 40 pages, Internet Draft 

(TACACS+ )/RFC 1492, Cisco Systems, October 1996; 

(A107) Declaration of Kevin Jeffay, PH.D., Unksmart Wireless Technology, LLC v. T-Mobile 

USA, Inc. et al., District Court of the Eastern District of Texas, Marshall Division, Case No. 2:08-cv-

000264-DF-CF, filed April 16, 2010, pp. 1-53 (including Exhibit A-C); 

(A 108) Declaration of Noah A. Levine in Support of Claim Construction Brief of Defendants, 

Linksmart Wireless Technology, LLC v. T-Mobile USA, Inc. et al., District Court of the Eastern 

District of Texas, Marshall Division, Case No. 2:08-cv-000264-DF-CF, filed April 16,2010, pp. 1-

131 (including exhibits 1-9); 

(A 109) Defendants' Patent Local Rule 4-2 Preliminary Constructions and Extrinsic Evidence of 

Linksmart Technology, LLC v. T-Mobile USA, Inc. et al., U.S. District Court for the Eastern District 

of Texas, Marshall Division, Case no. 2:08-cv-000264-DF-CE, filed April 16, 2010, p.1-6; 

(A 110) Dial-up Networking and Mobile Computing: The Basics, Microsoft TechNet, available at 

http://technet.microsoft.com/en-us/library/cc751107(printer).aspx on January 21, 201 O; pp. 1-26; 

(A 111) Dominik, Internet post: "redirect," dated November 30, 1997, as archived at 

www.squid-cache.org, document states that archive was generated on December 9, 2003, 1 

page; 

(A112) Douglas Comer, lnternetworking with TCP/IP, 3.ed., 1995; 

(A 113) Drams, R., Dynamic Host Configuration Protocol, Network Working Group, Request for 

Comments 1531, 35 pages, October 1993; 

(A114) Drams, R., Dynamic Host Configuration Protocol, Network Working Group, Request for 

Comments 2131, 43 pages, March 1997; 

(A 115) Duane Wessels, Squid and /GP: Past, Present and Future, August 16, 1997; 15 pages 

(A116) Egevang, K., Francis, P., The IP Network Address Translator (NAT); May 1994; 9 

pages, Network Working Group, Request for Comments 1631; 

(A117) ELMASRI et al., Fundamentals of Database Systems, 2.ed., Addison-Wesley, 1994; 
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(A 118) Ex Parte Linksmart Wireless Technology, LLC, No. 2011-009566 (B.P.A.I., August 23, 

2011 ); 

(A 119) Felton, E.W., et al., Wob Spoofing: An Internet Con Game, 'Technical Report 540-96 

(Revised Feb. 1997), Department of Computer Science, Princeton University, 1996, 1997, 9 

pages; 

(A120) Fiedler, D., et al., Dr. Website: Using META Tags for Identification and Control of 

Pages, 'http://www.webdeveloper.com/drweb/19971103-drweb.html, November 3, 1997; 4 pages; 

(A 121) First Supplemental Invalidity Contentions of Cisco Systems, Inc. et al., Linksmart 

Wireless Technology, LLC v. T-Mobile, LLC, Inc., et al., Case Nos. (consolidated) 2:08-cv-00264-

DF-CE, 2:08-cv-00304-DF-CE, 2:08-cv-00385-DF-CD, 2:09-cv-00026-DF-CE, U.S .District Court 

Eastern District of Texas, Marshall Division, 91 pages, May 17, 201 O; 

(A 122) George, Mike, Hardware Hustle hits the Classroom, 3 pages, The Independent, May 

20, 1996; 

(A 123) Grice, Corey, Comcast launches broadband portal, news.cnet.com, 3 pages, January 

4, 1999; 

(A 124) Guido Appenzeller, Merna Roussopoulos and Mary Baker, User-Friendly Access 

Control for Public Network Ports, 8 pages, IEEE Transactions, March 1999; 

(A 125) Hornig, Charles, A Standard for the Transmission of IP Diagrams over Ethernet 

Networks; April 1984; 3 pages, Network Working Group, Request for Comments 894; 

(A 126) Housel and Lindquist, WebExpress: A System for Optimizing Web Browsing in a 

Wireless Environment, 10 pages; Proceedings of the Second Annual International Conference on 

Mobile Computing and Networking; November 1996; 

(A 127) How to Determine the Version of Windows 95/98/Me in Use, May 12, 2007; Microsoft, 

available at http://support.microsoft.com/kb/158238; January 21, 200 (4 pages); 

(A 128) lain Langdon, Education for Changing Times - An Online Learning Framework, 3 

pages, WebNet 96, October 15-19, 1996; 

(A 129) lkudome et al., User Specific Automatic Web Redirection System, Technical Innovation 

Report, Auric Web Systems, August 14, 1997, 8 pages; 

(A130) INFORMATION SCIENCE INSTITUTE, Internet Protocol, DARPA Internet Program, 

Protocol Specification, September 1981, 49 pages, available at 

<http://www.faqs.org/rfcs/rfc791.html> (visited 0002-01-2005); 

(A 131) Interactive Media Works and Netcom Incorporate NetCruiser Software and Internet 

Access with sampleNET, press release, Interactive Media Works, LLC, 1 page, February 5, 1996; 
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(A 132) Interactive Media Works Brings Web Browsing to Pre-Paid Phone Cards with the 

sampleNET Card, press release, Interactive Media Works, LLC, 2 pages, February 13, 1996; 

(A 133) International Telecommunication Union, Telecommunication Standard ITU-T Standard: 

Data Communication Over The Telephone Network, v.8, ITU, September 1994; pp. 1-10; 

(A 134) Invalidity Contentions of AT&T et al., Linksmart Wireless Technologies, Inc. v. T-Mobile 

USA, Inc. et al., District Court of the Eastern District of Texas, Marshall Division, Case Nos. 

( consolidated) 2:08-cv-000264-DF-CE, 2:08-cv-000304-DF-CE, 2:08-cv-000385-DF-CE, 2:09-cv-

00026-DF-CE, October 8, 2009, 754 pages (including appendixes A-C); 

(A 135) Invalidity Contentions of T-Mobile USA, Inc., Linksmart Wireless Technologies, Inc. v. 

T-Mobile USA, Inc. et al., District Court of the Eastern District of Texas, Marshall Division, Case 

Nos. (consolidated) 2:08-cv-000264-DF-CE, 2:08-cv-000304-DF-CE, 2:08-cv-000385-DF-CD, 

2:09-cv-00026-DF-CE, October 8, 2009, 325 pages (including appendixes A); 

(A 136) Kostick, Building a Linux Firewall, 9 pages, Linux Journal, April 1996 (accessed at 

http://delivery.acm.org/10.1145/330000/3255560); 

(A 137) Kostick, Chris, System Administration: IP Masquerading Code Follow-up, Linux 

Journal, (accessed at http://delivey.acm.org/10.1145/330000/327059/), 14 pages, November 

1997; 

(A138) Levene et al., A Guided Tour of Relational Databases and Beyond, Springer, 1999, pp. 

1-12; 

(A 139) Leveridge, Phil C., Campus World and BT's On-Line Education Services, 6 pages; BT 

Technology Journal, v.15, No.2, April 1997; 

(A 140) Linksmart Wireless Technology, LLC Disclosure for Asserted Claims and Infringement 

Contentions Against Defendants; 

(A 141) Linksmart Marksman Brief, Weiss Declaration and Exhibits; 

(A 142) Linksmart Opening Claim Construction Brief, Linksmart Wireless Technology, LLC v. 

T-Mobile, LLC, Inc., et al., Case Nos. (consolidated) 2:08-cv-00264-DF-CE, 2:08-cv-00304-DF

CE, 2:08-cv-00385-DF-CD, 2:09-cv-00026-DF-CE, U.S .District Court Eastern District of Texas, 

Marshall Division, 91 pages, May 17, 201 O; 

(A 143) Livingston ChoiceNet- How it Works, www.livingston.com/Marketing/Products/choice 

net_H1W.shtml, retrieved from <web.archibve.org> purportedly archived on April 30, 1997; 1 

page; 

(A 144) Loon et al., Alleviating the Latency and Bandwidth Problems in WWW Browsing, 13 

pages, Proceedings of the USENIX Symposium on Internet Technologies and Systems, 
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Monterey, California, December 1977; 

(A145) Lopez, Bryan S., An Investigation and Assessment of Linux IPChains and Its 

Vulnerability with Respect to Network Security, Thesis, Naval Postgraduate School, Monterey, 

CA, 136 pages, June 2000; 

(A 146) Luotonen, Arj, Altis, Kevin, World-Wide Web Proxies; April 1994; 8 pages; 

(A 14 7) Maceachern, Doug, Apachel/Perl Integration Project; README; 2 pages, available at 

<http://apache.perl.org>, <http://outside.organic.com/mail-archives/modperl>, and http://www.pin 

g .de/~fdc/mod _perl; 

(A 148) Major Telecom Company launches Education Internet Service for Schools, 3 pages, 

Learning in a Global Information Society, September 20, 1995; 

(A 149) Make users go thru login, available at http://www.microsoft.public.inetserver.iis.active 

serverpages.html (visited October 5, 2005 but including items dated January 19, 1998); 2 pages; 

(A 150) MALKIN, Comprehensive Networking Glossary and Acronym Guide, 1995, title page, 

preface, pp. 46-47, 114-115, 154-155 (4 pages); 

(A 151) MAX 6000 Series Administration Guide, Ascend Communications, Inc., 428 pages 

( copyright notice 1998); 

(A 152) MAX 6000 Series Hardware Installation Guide, Ascend Communications, Inc., 159 

pages ( copyright notice 1998); 

(A 153) MAX 6000 Series Network Configuration Guide, Ascend Communications, Inc., 523 

pages ( copyright notice 1998); 

(A 154) MAX 800 Series Administration Guide, Ascend Communications, Inc., 286 pages 

( copyright notice 1998); 

(A 155) MAX 800 Series Hardware Installation Guide, Ascend Communications, Inc., 51 pages 

( copyright notice 1998); 

(A 156) MAX 800 Series Network Configuration Guide, Ascend Communications, Inc., 280 

pages ( copyright notice 1998); 

(A 157) MAX Glossary, Ascend Communications, Inc., 226 pages ( copyright notice 1998); 

(A 158) MAX RADIUS Configuration Guide, Ascend Communications, Inc., 556 pages, 

( copyright notice 1998); 

(A 159) MAX Reference Guide, Ascend Communications, 307 pages ( copyright notice 1998); 

(A 160) MAX Security Supplement, Ascend Communications, 176 pages ( copyright notice 

1998); 

(A 161) MAX T1/PRI RADIUS Supplement, Ascend Communications, Inc., 82 pages, 1996; 
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(A 162) Memorandum and Order [regarding claim construction issues], Linksmart Wireless 

Technology, LLC v. T-Mobile, LLC, Inc., et al., Case Nos. 2:08-cv-00264-DF-CE, U.S .District 

Court Eastern District of Texas, Marshall Division, 23 pages, June 30, 201 0; 

(A 163) Microsoft Windows NT Server Resource Kit, Version 4.0, Supplement One, Microsoft 

Press, 1997, pp. 88-89; 

(A 164) Microsoft Windows NT Workstation Resource Kit: Comprehensive Resource Guide 

and Utilities for Windows NT Workstation Version 4.0, Microsoft Press, 1996, pp. 1023-1025; 

(A 165) Mockapetris, P., Domain Names- Implementation and Specification, Network Working 

Group, Request for Comments 1035; 52 pages, November 1987; 

(A 166) Mockapetris, P., Domain Names- Concepts and Facilities, November 1987, 49 pages, 

Network Working Group, Request for Comments 1034; 

(A 167) Mod_perl.c; Copyright; 1995-1997 The Apache Group; 20 pages; 

(A 168) NavisConnect User's Guide, Ascend Communications, 46 pages ( copyright notice 

1998); 

(A 169) New Internet Card Offers Free Access, 3 pages; The Yomiuri Shimbun/Daily Yomiuri, 

September 29, 1998; 

(A 170) Newton, Newton's Telecom Dictionary, Telecom Books and Flatiron Publishing, 1 0.ed., 

January 1998, cover, title page, p. 194 (3 pages); 

(A 171) Newton, Newton's Telecom Dictionary, Telecom Books and Flatiron Publishing, 1 0.ed., 

January 1998, p. 208; 

(A 172) Nordstrom, Henrik, Internet post: Re: redirect, dated March 2, 1998, as archived at 

www.squid-cache.org, document states that archive was generated on December 9, 2003; 1 

page; 

(A 173) ODN Web Card, available at <http://www.asahi.com/ad/clients/tsuuha n/entry.html>, 1 

page, March-April 1998, Japan (in Japanese); 

(A 17 4) PC Work, article with picture of ODN Web Card, 1 page, December 1998, Japan (in 

Japanese); 

(A 175) Person et al., Using Windows 95, Platinum Edition, Que Corporation, 1996, pp. 205 (7 

pages); 

(A 176) Phone Cards and the Internet: A Profitable Link, lntele-Card News, 2 pages, March 

1996; 

(A 177) Plaintiff/Counter Defendant IPE Networks lnc.'s Reply to Defendant Nomad ix lnc.'s 

Counterclaim; IP3 Networks, Inc. v. Nomadix, Inc., Case No. 04-cv-1485 OMS (POR); 8 pages, 
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November 15, 2004, United States District Court, Southern District of California; 

(A 178) Plummer, David C., An Ethernet Address Resolution Protocol or Converting Network 

Protocol Addresses to 48.bit Ethernet Address for Transmission on Ethernet Hardware; 

November 1982; 8 pages, Network Working Group, Request for Comments 826; 

(A 179) Pager et al., Secure Public Internet Access Handler (SPINACH), Proceedings of the 

USENIX Symposium on Internet Technologies and Systems, Monterey, California, December 

1997; 12 pages; 

(A 180) Pop Go The Ads with Auric Systems Software, The Los Angeles Times, 1 page, 

January 4, 1999; 

(A 181) Postel, J., Multi-Lan Address Resolution, October 1984; 14 pages, Network Working 

Group, Request for Comments 925; 

(A 182) Prepaid Internet Access Cards, Card Track Online, www.ramresearc.com/card 

trak/news/cf? _ 14f_97.html>, 1 page, July 14, 1997; 

(A 183) Prepaid Web-Surfing Cards Now Available for Easy Internet Access From PCs and 

Video Game Boxes, press releases, Seer Technologies Inc., Business Wire, 2 pages, October 8, 

1996; 

(A 184) Proxy Server Version 2. 0: Reviewer's Guide, 88 pages, 1997; 

(A 185) Request for Comments 2138, Internet Engineering Task Force, April 1997; 

(A 186) Riedman, Pat, A/cone's NetPerks to offer rewards to frequent surfers, Advertising Age, 

1 page, January 6, 1997; 

(A 187) Rigney et al., Request for Comments 2138, Remote Authentication Dial In User 

Service (RADIUS), April 1997, The Internet Engineering Task Force (IETF), The RFC Editor; 

(A 188) Rigney, C., Radius Accounting, Network Working Group, Request for Comments 2139, 

April 1997; 25 pages; 

(A189) Russell, Rusty, Linux IPCHAINS-HOWTO, v.1.0.8, 55 pages, July 4, 2000; 

(A 190) sampleNET Products, <samplenet.com>, retrieved from <web.archive.org>, 

purportedly archived on April 4, 1997; 2 pages; 

(A 191) Sclater, Neil, Markus, John, McGraw-Hill Electronics Dictionary, 6.ed., 1997, cover, title 

pages (2), pp. 110, 119 (5 pages); 

(A 192) S.D. Hubbard et al., Firewalling the Net, 13 pages, BT Technology Journal, v.15, No.2, 

April 1997; 

(A 193) Simpson, et al. (eds.), Oxford English Dictionary, Clarendon Press, 2.ed., v.3, 1998, 

pp. 514-515; 
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(A 194) Simpson, et al. (eds.), Oxford English Dictionary, Clarendon Press, 2.ed., v.7, 1998, p, 

881; 

(A 195) Squid: Optimizing Web Delivery, squid.cache.org, 1 page, August 25, 2009; 

(A 196) Stewart, John N., Working with Proxy Servers, March 1997, Pages 19-22, WebServer 

Magazine; 

(A 197) Stuart Elliot, The Media Business: Advertising - Addenda; Interactive Media Begins 

Samplenet, 1 page, The New York Times, July 17, 1995; 

(A 198) T-Mobile Hotspot, http://hotspot.t-mobile.com/services_about.htm, viewed January 5, 

2009; 

(A 199) The ChoiceNet™ Administrator's Guide, Livingston Enterprises, 88 pages, January 

1997; 

(A200) Trendy, article on second page with picture of Japan Telecom ODN Web Card, 2 

pages, May 1998, Japan (in Japanese); 

(A201) Various authors, www.aquid.cache.org; 4 pages; 

(A202) Videotaped Deposition of Koichiro lkudome, March 4, 2010, pp. 1, 238 and 239; 

(A203) Welsh, Implementing Loadable Kernal Modules for Linux, Dr. Dobb's Software Tools 

for the Professional Programmer, May 1995 (accessed at http://www.ddj.com); 9 pages; 

(A204) Wessels, D., Squid Proxy Server Configuration File 1.932.2 TAG deny_info; March 

1997, 19 pages, available at <http://www.squid-cache.org/mail-archive/squid-users/199703/att-

0250/squid.conf>; (visited 02-01-2005); and 

(A205) Windows History: Windows Desktop Timeline, June 30, 2003; available at 

http://www.microsoft.com/windows/WinHistoryProGraphic.mspx on January 21, 2010, Microsoft, 

pp. 1-2. 

Copies of the above-noted U.S. patents and publications (A 1 )-(A205) are not enclosed 

because they are readily available to the Examiner, in accordance with M.P.E.P. Section 609. 

Accordingly, the Examiner is requested to consider these documents and to indicate 

such consideration by returning a signed copy of the Form PTO-1449 with the next Official 

Communication. 

In accordance with 37 CFR 1.97(b)(3), this Information Disclosure Statement is filed 

before the mailing of a first Office Action on the merits. Accordingly, no fees or statement are 

required. 
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The Examiner is invited to direct any questions to the practitioners identified below at 

the listed telephone/facsimile numbers or e-mail address. 

Date: June 9, 2015 
Hershkovitz & Associates, PLLC 
2845 Duke Street 
Alexandria, Virginia 22314 
Telephone 703-370-4800 
Facsimile 703-370-4809 
E-Mail patent@hershkovitz.net 

RE 1341006.A02; AH/cgvr 
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Respectfully submitted, 
Koichiro lkudome et al. 

/Dinh X. Nguyen/ 

Abraham Hershkovitz, Reg. No. 45,294 
Dinh X. Nguyen, Reg. No. 54,923 
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Date Mailed: 04/24/2015 

Receipt is acknowledged of this reissue patent application. The application will be taken up for examination in 
due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 
Koichiro lkudome, Lomita, CA; 
Moon Tai Yeung, Monrovia, CA; 

Applicant( s) 
Linksmart Wireless Technology, LLC, Pasadena, CA 

Power of Attorney: The patent practitioners associated with Customer Number 40401 

Domestic Priority data as claimed by applicant 
This application is a REI of 09/295,966 04/21/1999 PAT 6779118 
which claims benefit of 60/084,014 05/04/1998 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

If Required, Foreign Filing License Granted: 04/23/2015 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 14/691,246 

Projected Publication Date: None, application is not eligible for pre-grant publication 

Non-Publication Request: No 

Early Publication Request: No 
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Title 

USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

Preliminary Class 

713 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 
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LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

GRANTED 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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Attorney Docket No.: RE1341006 Patent No.: 6,779,118 

POWER OF ATTORNEY BY PATENT APPUCANTJOWNER ·----------------------------
[For All Assigned New Filings and New Single Application Transfe1:r.;J 

I hereby revoke all previous powers of attorney given in the patent application or issued 

patent identified below: 

Application/Patent 
entitled: 

USER SPECIFIC AUTOMATIC DATA REDIRECTION 
SYSTEM 

First Named 
Inventor/Patent Owner: 

Application/Patent No. 
Filed/ 

6,779,118 Issued ,.,..,.,..;.._,.....:.,. _______ WWW .. :~~gust 17, 2004 

I hereby appoint the Practitioners associated with Customer No. 000040401 as my 

attorneys/agents to transact all business in the U.S. Patent and Trademark Office ("USPTO") in 

connection therewith. 

Practitioner(s) associated with Customer Number: Abraham Hershkovitz, Reg. No. 

45,294. 

Please address all correspondence to Customer No. 40401, namely, HERSHKOVITZ & 

ASSOCIATES, PLLC, 2845 Duke Street, Alexandria, VA 22314. 

Please direct all communications and telephone calls to (703) 370-4800 (te,ephone) or 

(703) 370-4809 {facsimile), with reference to the above Attorney Docket Number. 

I am the: 

• Inventor or Joint Inventor 

• Legal Representative of a Deceased or Legally Incapacitated Inventor 

• Person to Whom the Inventor is Under an Obligation to Assign 

0 Assignee of Entire Interest (see the following Rule 3.73(c) Statement) 

Statement under 37 CFR §3.73(c) (Use ONLY if Inventor was Applicant in application as 
filed; if Assignee of entire interest was Applicant in application as filed, no 3. 73(c) Statement is 
necessa,y,) 

The documentary evidence of a chain of title from the original owner(s) to the 
Assignee, as recorded/to be recorded in tile Assignment records of the Office: 
• is attached hereto (copy of recorded Assignment/conveyance, or copy 
of Assignment/conveyance being submitted concurrently for recordation); 
OR 
0 was recorded on June 15, 1999 at Reel/Frame Numbers 10062-40, and 

recorded on July 2, 2008 at Reel/Frame Numbers 21185-416 
for the patent/application identified herein. 

1 
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Attorney Docket No.: RE1341006 Patent No.: 6,779,118 

• Person Who Otherwise Shows Sufficient Proprietary Interest (e,g., a Petition under 37 CFR 
§1.46(b)(2) was granted in the application or ls currently being filed in this document) 

The person executing this Power of Attorney ls authorized to act on behalf of Applicant (if an 

individual or inventor executing this Power of Attorney is Applicant is signing on behalf of only 

themselves, no Name or Title of Representative is required). 

Applicant:_ Linksmart Wireless Technology__,_ __ L_LC __ _ 

Name of Representative of Applicant: ___ K_c.o.ichio_Jk~ud-'--o~m~e __________ _ 

Title of Representative of Applicant: ___________ -----'--P-'--re=s,..cid=-e"-'n-'-'t ____________ _ 

Date: _______________ _April _20.~2_0_1 _5 __ _ 

(If there are additional Applicants, a separate Power must be filed by each.) 

Hershkovitz POA; AH/pjj 
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Attorney Docket No. RE1341006 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. Unassigned 
(Based on USP 6,779,118) 

RE Application Filed: April 20, 2015 

Examiner: Unassigned 

Art Unit: Unassigned 

Conf. No.: Unassigned 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

PETITION UNDER 37 CFR §1.182 AND MPEP §1441 FOR WAIVER OF THE TWO 
MONTH DELAY PERIOD REQUIRED BY 37 CFR §1.176 AFTER PUBLICATION 

AND TO EXPEDITE CONSIDERATION OF THE REISSUE APPLICATION TO ISSUE 

Mail Stop: PETITIONS 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Honorable Commissioner: 

Assignee of the entire title and interest of this Reissue Application and the underlying 

US Patent 6,779, 118 ("the '118 Patent"), Petitioner Linksmart Wireless Technology, LLC 

("Linksmart"), submits this request for relief under the provisions under 37 CFR §1.182 and 

MPEP §1441. The MPEP indicates that the Office will entertain a Petition under 37 CFR 

§1.182 which is accompanied by the required Petition fee, to act on a Reissue Application 

without delaying for the 2 months indicated by MPEP §1441, in order to expedite 

consideration of the Reissue Application to issue. 

Petitioner seeks such relief in that: (1) the error in the original '118 Patent sought to 

be corrected herein is substantial reduction in the number of claims by outright cancellation, 

and simplification of issues by deletion of limitations to narrow the scope of the invention to 

be directed in the remaining claims to modification of the rule set only by the redirection 

server and only while the rule set is correlated to the temporarily assigned network address, 

which errors are substantially remedied by the Preliminary Amendment submitted 

concurrently herewith; and (2) in original examination, the original '118 Patent issued with 

broader claims and also was reexamined, and a Certificate issued with substantially more 

claims that were broader than the amended claims filed herewith, and as such, it is not 

envisioned that a protracted prosecution will be involved for this Reissue Application. 
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Attorney Docket No. RE 1341006 

This is particularly relevant as Linksmark will need issuance of a Reissue Patent on 

this Application for litigation matters. Petitioner respectfully points out that, by statute (35 

USC §252) and regulation (37 CFR §1.178(a), last sentence), the original Patent 

(Reexamination Certificate) remains in force until the Reissue Patent is issued, and only the 

corrected Reissue Patent applies to causes of action that are initiated after issuance. While 

changes to the patented claims are contemplated that substantially reduce the number of 

claims by cancellation and narrowing the remaining claims to more closely define the 

invention, out of an abundance of caution, Linksmart seeks to correct those inadvertent 

errors as quickly as possible before further litigation rather than beginning any new litigation 

with correctable but outstanding errors in the Patent and thereafter trying to request 

accelerated Reissue of the Patent. 

For the reasons given above, as well as the fact that there is no legal or equitable 

reason to unduly burden Patent Owner with the 2 month USPTO delay of prosecution of this 

Reissue Application, especially as any timely, forthcoming bona fide protests to the grant of 

a Reissue Patent on the underlying patent may still be accommodated by the USPTO 

before a Notice of Allowance is mailed, Patent Owner petitions for expedited treatment of 

the present Reissue Application. 

Deposit Account 

The Commissioner is hereby authorized to charge any required fees, and any 

additional fees to maintain this Reissue Application in force, or credit any overpayment 

associated with the filing of this paper, to Deposit Account No. 50-2929. 

Date: April20,2015 

Hershkovitz & Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 
Telephone +1.703.370.4800 
Facsimile +1. 703.370.4809 
Email patent@hershkovitz.net 

RE1341006.A01; AH/pjj 

2 

Respectfully submitted, 
Linksmart Wireless Technology, LLC 

/Abe Hershkovitz/ 
Abraham Hershkovitz 
Registration No. 45,294 
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Electronic Patent Application Fee Transmittal 

Application Number: 

Filing Date: 

Title of Invention: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

First Named Inventor/Applicant Name: Koichiro lkudome 

Filer: Abraham Hershkovitz 

Attorney Docket Number: RE1341006 

Filed as Large Entity 

Filing Fees for Reissue (Utility) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Utility Reissue Basic 1014 1 280 280 

Design and Utility Reissue Basic 1114 1 600 600 

Design and utility Reissue Basic 1314 1 2160 2160 

Pages: 

Claims: 

Reissue claims in excess of 20 1205 23 80 1840 

Independent Claims Reissue 1204 12 420 5040 

Miscellaneous-Filing: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 9920 
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Electronic Acknowledgement Receipt 

EFSID: 22112828 

Application Number: 14691246 

International Application Number: 

Confirmation Number: 1126 

Title of Invention: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

First Named Inventor/Applicant Name: Koichiro lkudome 

Customer Number: 40401 

Filer: Abraham Hershkovitz 

Filer Authorized By: 

Attorney Docket Number: RE1341006 

Receipt Date: 20-APR-2015 

Filing Date: 

Time Stamp: 17:31:00 

Application Type: Reissue (Utility) 

Payment information: 

Submitted with Payment yes 

Payment Type Credit Card 

Payment was successfully received in RAM $9920 

RAM confirmation Number 5047 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

174739 

1 Transmittal Reissue Application 
RE1341006-A0l - Reissue-

1 
Appln-Transmittal.pdf 

no 
a0bf6ebaac60d 1 d 048ba5 7 53 9de 7 4683b4 

08490 

Warnings: 

Information: 

21072760 

2 
RE 1341 006-A0 1 - US6779118-

13 
and-Reexam-Cert.pdf 

yes 
d 8bfb0e4603 aaef37 5 881 cc462ef053 64af0 

1085 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Abstract 1 1 

Drawings-only black and white line drawings 2 2 

Specification 3 5 

Claims 6 7 

Abstract 8 8 

Claims 9 13 

Warnings: 

Information: 

2227556 

3 
Reissue dee filed in accordance with REl 341006-AOl_Dec-by-

3 
MPEP 1414 Assignee.pdf 

no 
93ef2c53a4d664e61 a23575b359f7b346fae 

b118 

Warnings: 

Information: 

RE1341006-A0l Consent-of- 1023435 
Consent of Assignee accompanying the -

4 
declaration 

Assignee-Stmt-of-Ownership. no 1 
pdf 3cfa4bf841 aa727c53d2a2f2f6d36e41 cceee 

,20 

Warnings: 

Information: 
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90549 

5 Application Data Sheet RE 1341006-AOl _ADS.pdf no 3 
860e3f913ee52618dcdd314e0c208cdb205 

64-fca 

Warnings: 

Information: 

This is not an USPTO supplied ADS fillable form 

172912 

6 Preliminary Amendment 
REl 341006-AOl _Prelim-Amdt. 

no 14 
pdf 

aad06de57522a 1417f37cc58f145a5cb934e 
bb6f 

Warnings: 

Information: 

1659244 

7 Power of Attorney 
RE 1341 006-A0l _Power-of-

no 2 
Attorney-by-Applicant.pdf 

cl dbc5a0c7883bc1c5bcb39c194c61 ba089 
4b18b 

Warnings: 

Information: 

127203 

8 Miscellaneous Incoming Letter 
REl 341006-AOl _Pet-to-

no 2 
Expedite.pdf 

382346976ad27b22308a43409f408e3cca9 
142bb 

Warnings: 

Information: 

38267 

9 Fee Worksheet (SB06) fee-info.pdf no 2 
1 bb5d4d9f366cfcec1 5d2b 1 a953f5928cbc5 

6eb7 

Warnings: 

Information: 

Total Files Size (in bytes) 26586665 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PT0/111/\/50 (09-14) 
Apptoved for use rhrough 10/31/2016, 0MB 0651-0033 

U,S. Patent and Traden1ark Offlce; U.S DCPAIHMENT 01= COMMl:l~CE 

Under rhe Paperwork Reduction Act of 199~ no persons are required to respond to a coliection of inforno;:.irion uniess it displays ;:.i valid OMl3 control nurnber 

REISSUE PATENT APPLICATION TRANSMITTAL 
Address to,· Attorney Docket No. RE1341006 

Mail Stop Reissue First Named Inventor Koichiro lkudome 

Commissioner for Patents Ongi11a! Patent Number 6,779,118 
P.O. Box 1450 Originai Patent Issue Date 

August 17, 2004 Alexandria, VA 22313-1450 (Month/Day/Year) 

Express Maii Label No. 

APPLICATION FOR REISSUE OF: 
(Chetk app!icub/e box) ! ✓ ! Utility Patent • Design Patent • Plant Patent 

APPLICATION ELEMENTS (:17 CFR 1.17:1) ACCOMPANYING APPLICATION PARTS 

i. I ::] Fee Transmittal Form (PTO/SB/56) 11, [{] Statement of ,tatu5 and 5upport for all changes to the 

2.• Applicant asserts small entity status. See 37 CFFt 1.27 claims. See 37 CFR 1.l73(c}. 
-----' 

12.. 0 ~c Applicant certifies micro entity status. See 37 CFR 1 29. Power of Attorney 
:), : 

/'-.ppl:cant must attach form PTO/.SB/15,l\ or B or equlva:.:.:nt. 13. [] Information Disclosure Statement {IDS) 

4.[2.J Specification and Claim5 in ooubie coiumn copy of patent format PTOSB/08 or PT0-1449 

(amended.. if appropriate) • Copies of citations attached 

sTZ: Drawtng{s) (proposed amendments.. if appropriate) 
14.• English translation of Reissue Oath/Declaration 

6.[{J Reissue Oath/Declaration or Substitute Statement ((f appiicabfe) 

(37 c:=H 1.17.5) {1rro/A!A;'05, 06, o:07) 15. Return Receipt Postcard (MPEP § 503) 

7.~ Application Data Sheet NOTE: Benefit claims under 37 CFR 1.78 (Should be specifical!y Itemized) 

and foreign priority c!ainos under 37 CF:R. l.55 MUST be ser forth in an 16.[2.J Preliminary Amendment (37 CFR 1.173; MPH'§ 1453) 
Application Data Sheet {ADS). 

8.[_f_j Original U.S. Patent currently assigned'? [2J Yes No 17.[2.J Other: Application Data Sheet 
(ff Yes, check applicable hox(es)) 

0 Written Consent of all Assigness (PTO/AiA/53) 

0 37 CFR 3,73(c) Statement (PTO/AIA/96) 

9.• CD .. ROM or CD-R in dupl:cate, Compute: l):og:a:n (Appendix} m· iarge 
tabie 

Landscape Table on CD 

10 Nucleotide and/or Amino Add Sequence Submission 
(if c;pp!icab!e, items a. - c. are required) 

a. ] Computer Readable Form (CRF) • Th;s is a continuation reissue or divisio11a! reissue application 

b.• Specification Sequence Listing on: (i.e., a second or subsequent reissue application for the same 

i. [J CD-ROM (2 copies) or CD-R (2 copies); or issued patent). (Check box if applicable.) 

iLD Paper 

C. l ___ __i Staternents verifying identity of above copies 

13. CORRESPONDENCE ADDRESS 

[Z The address associated with Customer Nurnber: 4040·1 OR • Correspondence address below 

Name 

Address 

City 
I 

State I I Zip Code I 
Country Telephone I 703-370-4800 
Email patent@hersh kovitz. net 
Signature /Abe Hershkovitzi I 

Date April 20, 2015 
Name (Print/Type) 

I Abraham Hershkovitz I 
Registration No. 45,294 

rhis collect:on of 1nforr••<Hion is required by 37 c::=H 1.173. The inforrnation Ls requited to obra:n ot retain a benefit by the publ:c which is to file (and bv the USPTO to 

process) an applicaUon. ConfidenUa!ity 1s governed by 3~ U.S.C. 1~'.? and 37 CFF{ 1 11 and 1.:llt This coliection 1s est:mated to take 12 minutes to cornplete, ;'nciutfa•g 
g;;:.irhering, preparing, and subrn:tting the completed appUcation form to the USPT(l Tin1e wili va•v depend;'ng upon the :ndividual case. Any con1,11ents on the 
amount of tfnie you require to cornplete this forrn and/or suggestions for reducing th:s burden, should be sent to the Chief information Officer, U.S. Patent and 
Traciernark Office, U.S. Department of Cornrnerce, P.O. Box 14.50, A!exandria, \!A 22313-14.50. DO NOT SEND FEES OR COMPLETED FOFtMS TO THiS ADDRESS. SEND 

TO: Mail Stop Reissue, Commissioner for Patents, P.O. Box 1450, AlexamMa, VA 22313-1450. 

ij you need assistance in completing the form~ ca!! 1-800-PTO-9199 and select option 2. 
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c12) lTnited States Patent 
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(57) ABSTRACT 

A data redirection system for redirecting user's data based 
on a stored rule set. The redirection of data is perforrned by 
a redirection server, which receives the redirectiDn rule se1s 
for each user from ,:n authentica1ion and accounting server, 
and a da1abase. Prior to using the system, users au1hen1icate 
with tbe authentication and accoun1ing server, and receive a 
net,vork address. The authentication and accounting server 
retrieves the proper rule set for the user, and communicates 
1he rnle set and tbe user's address to the redirection server. 
The redirection sen,er then implements the redirection rnle 
set for the user's address. Rule sets are removed front the 
redirection server either when 1he user disconnects, or based 
on some predetermined event. New rule sets are added to the 
redirection server either when a user connects, or based on 
some predetermined event. 

27 Claims, 1 Drawing Sheet 
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USER SPECIFIC AUTOMATIC UAIA 
REDIRECTION SYSTEM 

RELATED APPLICATION 

This application claims priority of U.S. Provisional Appli
cation No. 60/084,014 filed May 4, 1998, the disclosure of 
which is incorporated fully herein by reference. 

FIELD OF THE INVENTION 
JO 

This invention relates to the field of Internet 
communications, more particularly, lo a database system for 
use in dynamically redirecting and flltering Internet tratlic. 

BACKGROUND OF THE INVENTION 

2 
Filtering p,tckets at tbe In1ernet Pro1ocol (JP) layer h,ts 

been possible using a fire,vall device or other packet filtering 
device for several years. Although packet filtering is most 
often used to filter packe1s coming into a priva1e network for 
security purposes, once properly programed, they can filter 
outgoing packets sent from users to a specific destination as 
well. Packet filtering can distinguish, and tilter based on, 1he 
type of lP servic~- contained· within an IP packet. For 
example, the packet Jilter can determine if the packet con
tains FTP (file 1ransfer protocol) data, \V'0l\V da1a, or Telne1 
session data. Service idemiftcation is achieved by identify-
ing the terminating port number contained within each lP 
packet headeL Port numbers are standard within the industry 
to allow for interoperability between equipment. Packet 

LS filtering devices allow network adrninis1rn1ors to Jilter pack
ets based on the source and/or destination inforn1a1ion? as 
well as on the type of service being transmitted within each 
JP packet Unlike redirection technology, p:.cket fi.ltering 
1echnology allows con1rol at the local end of 1he network 

In prior an systems as shown in FlCi. 1 when an Internet 
user es1ablishes a connection wi1h an In1ernet Service Pro
vider (ISP), the user first makes a physical connection 
between their computer 100 and a dial-up m:tworking server 
Hl2, the user provides to the dial--up networking server their 
user ID and password. The dial-up netvvorking server then 
passes the user ID and password, along with a temporary 
interne1 Pro1ocol (lP) address for use by the user to the IS P's 
authentication and accounting server 10,t A detailed 
description of the IP comnrnnic';,tions protocol is discussed 25 

in [nternenvorking with TCP/JP, 3rd ed., Dougfas Comer, 
Prentice Hall, 1995, which is fully incorporated herein by 
reference. T11e authentication and accounting server, upon 
verification of the user ID and password using a database 
106 vvould send an authorization message to the dial-up 30 

networking server 10210 allow 1he user to use the 1emporary 

20 connection, typically by the network administrator. 
[-Imvever, packet fil1ering is very limited because it is s1atic. 
Once packet filtering rnle sets are programed into a firewall 
or other packet filter device, the mle set can only be changed 

IP :.ddrestassigned to tbat user by the dial-up networking 
server and then logs the connection and assigned IP address. 
For 1he duration of th:.1 session, whenever 1he user would 
make:. reques1 to 1he lnternet lHi via a g:.1eway Hi8, the end 35 

user would be identified by the ternporarily assigned IP 
address. 

by manually reprogramming tbe device. 
Packet filler devices are often used with proxy server 

sys1ems, which provide access con1rol to 1he lnterne1 and are 
most often used to control access 10 the world wide web. In 
a typical configuration, a firewall or other padet filtering 
device filters all V,/Vv'\V requests to the Internet from a local 
network, except for packets from the proxy server. That is to 
say that a packe1 filler or firewall blocks all traffic originating 
from within the local network which is destined for con
nection to a remote server on port 80 (the standard \V\VW 
port number). However, the packet fllter or firewall permi1s 
such traffic to and from the proxy serveL Typically, the proxy 
server is programed with a set of destinations that are to be 
blocked, and packe1s destined for blocked addresses are not 
forwarded. vVhen the proxy server receives a packet, the 
destination is checked against a database for approval. If the 

The redirection of Internet traffic is most often done with 
World Wide Web (WWW) traffic (more specifically, traffic 
using the HTll' (hypertext transfer protocol)). However, 
redirection is not limited to \VV>/W traffic, and 1he concept 

4U destination is allowed, the proxy server simply fonvards 
packets betvveen the local user and the remote server outside 
1he firewall. However, proxy servers are limi1ed to either 
blocking or allowing specitic system terminals :.ccess 1o 

is v:.lid for ,tll IP services. To illus1r:.1e how redirection is 
accomplished, consider the following example, which redi
rec1s a user's request for a v,rww page (typic:.lly an html 
(hypertext markup Lrngu,1ge) file) to some otber \'/'NW 45 

page. First, the user instructs the W\VW browser (typically 
software running on the user's PC) to access a page on a 
remote WVv'\V server by typing in the URL (universal 
resource loca1or) or clicking on a URL link. Note that a URL 
nrovides inforn;a(ion abo;t the communications protocol, 50 

the location of the server ( typically an Internet domain name 
or IP address), and the location of the page on the remote 
server. The browser next sends a reques1 to 1he server 
requesting the page, In response to the user's request, the 
web server sends the requested page 1o the browser. The 55 

page, however, con1ains html code instructing the browser to 
request some other vVVv'\V page-hence the redirection of 
the user begins. The browser then requests the redirec1ed 
v,rww page according to the URL contained in the first 
page's htrnl code. Alternately, redirection can also be 60 

accomplished by coding the page such that it instructs the 
browser to run a program, like :. hva applet or the like, 
which then redirects the browser. One disadvantage with 
current redirection technology is tha1 control of the redirec .. 
tion is at the remote end, or \'{WvV server end-and not the 65 

local, or user end, That is to say that the redirection is 
performed by the remote server, not 1he l!Scr's local gateway. 

remote databases. 
A recent system is disclosed in U.S. Pat. No. 5,696,898. 

Tbis patent discloses a system, simil:.r to a proxy server, that 
allows network administrators to restrict specific IP 
addresses inside a firewall from accessing information from 
certain public or otherwise uncontrolled databases (i.e., the 
'W\VW /Internet). According tu lhc di,,dosure., the. "ysle.m ha:s 
a rela1ional da1abase which allows network administrators lo 
restrict specific terminals, or groups of terminals, from 
accessing certain locations. Similarly limited as a proxy 
server, this inven1ion can only block or allow terminals' 
access to remote sites. This systt,m is also static in that mles 
programmed into the database need to be reprogramrning in 
order to change which locations specific 1erminals may 
access. 

SUMMARY OF THE INVENTION 

The present invention allows for creating and implement
ing dynamically changing rules, 1o allow 1he redirection, 
blocking, or allowing, of specific data traffic for specific 
users, as a function of database entries and the user's 
activity. In certain embodiments according to the present 
invention, when the user connects to the local network, as in 
the prior art system, the user's ID and password are sen1 to 
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the authentica1ion accoun1ing server. The user lD and pass
word are checked against information in an authentication 
database. The database also contains personalized filtering 
and redirection informa1ion for the particular user JD. Dur
ing the connection process, the dial-up network server 
provides 1he au1hen1ication accounting server witb the IP 
address tha1 is going 1o be temporarily assigned 1o 1he user. 
The authentication accounting server then sends both the 
user's temporary lP address and all of the particular user's 
filter and redirec1ion informa1ion to a redirection server. The JO 

lP address temporarily assigned to the end user is then sent 
back to tbe end user for use in connecting lo the nehvork. 

4 
ferent communications protocols, and the JP address may 
also be permanently assigned to the PC 100. Dial-up net
work servers 102, PPP and dynamic IP address assignment 
are well known in tbe art. 

An authentication accounting server with Auto-N avi com
ponent (hereinafter, authcn1ication accounting server) 204 is 
used to authenticate user ID and permit, or deny, access to 
the network. The authentication accounting server 204 que-
ries the database 206 to de1ermine if the user ID is autho
rized to access the ne1work. ff the authentication accoun1ing 
server 204 determines the user ID is authorized, the authen-
1ication accounting server 204 signals the dial-up network 
server 102 to assign the PC 100 an IP address, and the 
Auto-Navi component of the authentication accounting 

Once connected to the nct,vork, all data packets sent to, or 
received by, the user include the user's temporary IP address 
in the IP packet header. Tbe redirection server uses tbe filter 
and redirection information supplied by the authentication 
accounting server, for that particular IP address, to either 
allow packets 1o pass 1hrough 1he redirection server 
unmolested, block the request all togetber, or modify 1he 
request according to the redirection information. 

LS server 204 sends the redirection server 208 (1) the filter and 
redirection information stored in database 206 for that user 
ID and (2) the temporarily assigned IP address for the 
session. One example of an authentication ,tccoun1ing server 
is discussed in lLS. Pa1. No. 5,845,070, which is fully 

20 incorporated bere by reference. Other types of authentica
tion ,tccoun1ing servers are known in the arL However, these 
authentication accounting servers lack an Auto-Navi com
ponent. 

\Vhen the user 1erminates 1he connection with the 
network, the dial-up network server informs the authentica
tion accounting server, which in tum, sends a message to 1he 
redirection server telling it to remove any remaining fi.ltering 
and redirection information for the terminated user's tem- 25 

porary IP address. This then allows the dial-up network to 
reassign 1hat IP address to another user. In such a case, the 
authentication accounting server retrieves the new user's 
Jilter and redirection information from tbe da1abase and 
passes it, with the same IP address wbich is now being used 
by a different user, to the redirection server. This new user's 
tilter may be different from the first user's Jilter. 

The system described herein operates based on user Id's 
supplied to it by a computer. Thus the system does not 
""know" wbo 1he human being "user" is at the keyboard of 
the compu1er that supplies a user JD. However, for tbe 
purposes of this detailed description, "user" will often be 
used as a short hand expression for "the person supplying 

30 inputs to a con1puter tba1 is supplying !he system \iVi1h a 
particular user ID." 

The database 206 is a rela1ional database which stores the 
system data. FIG. 3 shows one embodiment of the database 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a typical lnterne1 Service 
Provider environment. 

FIG. 2 is a block diagram of an embodiment of an Internet 
Service Provider environment vvith integrated redirection 
systen1. 

35 
structure. The database, in the preferred embodiment, 
includes tbe following fields: a llser account number, 1he 
services allowed or denied each user (for example: e-mail, 
'folnet, FTP, WWW), and the locations each user is allowed 
to access. 

40 Ruk sds an:: t'mpluy-,d by the; syst,ar1 and are uniljue for 

DET1-\ILED DESCRlPTlON OF THE 
INVENTION 

each user ID, or a group of user ID's. The rule sets specify 
elements or conditions about the user's session. Rule sets 
may contain data about a type of service \Ovhich may or may 
not be accessed, a location which may or may no1 be 

In the following embodiments of the inven1ion, common 
reference numerals are used to represent the same compo
nents. lf the features of an embodiment an: incorporated in1o 
a single system, these componen1s can be shared and per
form all the functions of the described embodiments. 

45 accessed, hovv Jong to keep the l1lk set active, under what 
conditions the rule set should be removed, when and hovv to 
modify the rnle set during a session, and 1he like. Rule sets 
may also have a preconfigured maximum lifetime to ensure 

FIG. 2. shows a 1ypical Internet Service Provider (JSP) 50 
environment with integrated user specific automatic data 
redirection systern. In a typical use of the systern, a user 
employs a personal computer (PC) 100, ,vhich connects 1o 
the network The system employs: a dial-up network server 
Hl2, an authentica1ion accounting server 204, a database 206 55 
and a redirection server 208. 

The PC 100 first connects to the dial-up network server 
102. The connection is typically created using a computer 
modem, however a local area ne1work (LAN) or other 
communications link can be employed. The dial-up network 60 

server 102 is used to establish a communications link with 
the user's PC 100 using a s1andard communications prn1o
col. In the preferred embodiment Point to Point Protocol 
( PPP) is used to establish the physical link between 1he PC 
100 and the dial-up netvvork server 102, and to dynamically 65 

assign the PC 100 an lP address from a list of available 
addresses. However, otber embodiments may employ dif-

their removal from the system. 

The redirection server 208 is logically loc:1ted between 
the user's computer 100 and the network, and controls the 
user's access to the network. Tbe redirection server 208 
performs all 1he central 1asks of the system. The redirection 
server 208 receives information regarding newly established 
sessions from the authentication accounting server 204. Tbe 
Auto-Navi component of the autbentication accounting 
server 204 queries the database for the rnle set to apply to 
each new session, and forwards the mle set and the currently 
assigned lP address 1o the redirection server 208. The 
redirection server 208 receives the lP address and rule set, 
and is programed to implement the rule set for the IP 
address, as well as ether at1end:mt logical decisions such as: 
checking data packets and blocking or allowing the packets 
as a function of the rnle sets, performing 1hc physical 
redirection of data packets based on the ruk sets, and 
dynamically changing the rule sets based on conditions. 
\Vhen tbe redirection server 208 receives information 
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reg,trding a terminated session from the authentication 
accounting server 204, the redirection server 208 removes 
any outstanding rule sets and information associated with 
the session. The redirection server 208 also checks for and 
removes expired rnle sets from time to time. 

6 
The redirection server 208 programs the rule set and lP 

address so as to control (filter, block, redirect, and the 
like) the user's data as a function of the rule set. 

The following is an example of a typical user's rnle set, 
attendant logic and operation: 

If the rnle set for a particular user (i.e., user UserID .. 2) was 
such as to only allow that user to access 1he web site 
wvvw.us.com, and permit Telnet services, and redirect all 
web access from any server at xyz.com to www.us.com, then 

In an alternate embodiment, the redirec1ion server 208 
reports all or some selection of session information to the 
database 206. This information may then be used for 
reporting, or additional rule set generation. 

JO the logic would be as follows: 
Sys1em Features Overview 

In the present embodiment, each specific user may be 
limited to, or allo,v,xt, specific lf' services, such as ¥/WW, 
FTP and Telnet. This allows a user, for example, WWW LS 

access, but not FTP access or Telnet access. A user's access 
can be dynamically changed by editing the user's database 
record and commanding tbe Auto .. Navi component of 1he 
authentication accounting server 204 to transmit the user's 
ne,v rnle set and cmrent IP address to the redirection server 

20 

A user's access can be ""locked" to only allovv access to 
one location, or a set of locations, without affecting other 
users' ,tccess. Each time a locked user at1empts to ,tccess 
another location, 1he redirection server 208 redirec1s the user 25 
to a default location. In such a case, the redirection server 
208 acts either as proxy for the destination address, or in the 
case ofWVv'W traffic the redirection server 208 replies to the 
user's request with a page containing a redirection corn .. 
mand. .30 

A user may also be periodically redirected to a location, 
based on a period of time or some other condition. For 
example, 1he user will first be redirec1ed to a location 
regardless of what location tbe user attempts to reacb, then 
permitted to access otber locations, but every ten minutes the 35 

user is automatically redirected to 1he first loca1ion. The 
redirection server 208 accomplishes such a rnle set by 
setting an initial temporary rnle set to redirect all traffic; after 
the user accesses the redirected location, the redirection 
server then either replaces the temporary rule set with the 4U 

user's standard rnle set or removes the rnle se1 altogether 
from the redirection server 208. After a certain or vari,tble 
time period, such as ten minutes, the redirection server 208 
reinstates the rule set again. 

The foUo\ving steps describe details of a typical user 45 

session: 

A user connects to the dial-up net\vork server 102 through 
computer 100. 

The user inputs user ID and password to the dial-up 
50 

network server 102 using computer 100 whicb for
wards the information to the autbentication accounting 
server 204 

The database 206 would contain the following record for 
user UserlD--2: 

ID 
Passvvord: 
#:f:f####i#t####:t#f## 

### Ruk Sets ### 
################ 
#service rule 

UserID-2 
secret 

http V•l\vv.-.us.com 
http "'.xyz.CGffi-c..,,;;>W',VW.U.S.i..'Offi 

expire 
u 
I] 

the user initiates a session, and sends the correct user JD 
and password (llserlD-2 and secret) to the dial-up 
network server 102. As both tbe user l D and password 
are correct, the authentication accounting server 204 
authorizes 1he dial-up network server 102 lo establish a 
session. The dial-up network server 102 assigns 
UserID-2 an IP address (for example, 10.0.0.l) to the 
user and passes the lP address to tbe authentication 
accounting server 204. 

The Auto-Navi component of 1he authentication account
ing server 204 sends both the user's rnk set and the 
user's IP address (10.0.0.1) to the redirection server 
208. 

The redirection server 208 programs the rnk set and IP 
address so as to filter and redirect the user's packets 
according to the rule set. The logic employed by the 
redirection server 208 to implement the rule set is as 
follows: 
IF source lP-address=l0.0.0.1 AND 

( ((request type=HTTP) AND (destination address= 
\Vww.us.com)) OR (request 1ype=Telnet) 

) THEN ok. 
IF source lP-address=l0.0.0.1 AND 

( (reques1 type=H'lTP) AND (destination address= 
* .xyz.corn) 

) THEN (redirect=www.us.com) 
Tbe redirection server 208 monitors :111 tbe IP packe1s, 

checking each against the rnk se.L In this situation, if IP 
address 10.0.0.1 (the address assigned to user ID UserID-2) 
a1tempts to send a packe1 containing HTTP da1a (i.e., 
attempts to connect to port 80 on any machine within the The authentication accounting server 204 queries data

base 206 and perforrns validation check of user lD and 
pass,vorcl. 

Upon a successful user authentication, the dial .. up net .. 
work server 102 completes 1he nego1iation and assigns 

ss xyz.com domain) the traffic is redirected by 1he reclirec1ion 
server 208 lo \VWw.us.com. Similarly, if the user at1ernpts to 
connect to any service other then HTTP at ww,v.us.com or 
Telnel anywhere, the packet will simply be blocked by 1he 

an IP address to the user. Typically, the authentica1ion 
accoun1ing server 204 logs the connection in the data- 60 
base 206. 

redirection server 208. 
VVhen the user logs out or disconnects from the system, 

tbe redirection server will remove all remaining rule sets. 
The Au1o-Navi component of the au1hentication account

ing server 204 then sends both the user's rnle set 
( contained in database 206) and the user's IP address 
(assigned by the dial-up network server 102) in real 
time to the redirection server 208 so that it can filter the 
user's [P packets. 

Tbe following is another example of a typical user's rnle 
set, attendant logic and operation: 

If the rnle set for a particular user (i.e., user UserID .. 3) was 
65 to force the user to visit the vveb site ,vww.,vidgetselLcom, 

first, then to have unfettered access to other web sites, then 
the icgic would be as follows: 
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The dat,tbase 206 would contain the following record for 
user UserID--3; 

ID UscrID-.3 
top-secret 

8 
1he redirection server redirects a user to a particular web site 
1hat includes a questionnaire. Af1er this web site receives 
acceptable daia in all required fields, !he web site !hen sends 
an authorization to the redirection server that deletes the 
redirection to the questionnaire ,veb site from the rule set for 
the user who successfolly completed 1he ques1ionnaire. Of 
course, 1he 1ype of modification an outside server can make 
to a rnie set on 1he redirec1ion server is not limited to 
deleting a redirection rule, but can include any other type of 

Pc.ssvvord: 
#######ft######## 
### Ruk Sets ### 
###-#-!#/-#-######### 
#service 
http "'=:>\\"1vvv.w{dget-:e11.com 

expire 
lx 

JO modification to the mle set that is supported by the redirec
tion server as discussed above. 

It will be clear to one skilled in the ar1 that 1he invention 
may be implemen1ed to control (block, allow and redirect) 
any type of service, such as 'Telnet, FTP, W\VW rnd the like. 
The invention is easily programmed to accommodate new 

the user initiates a session, and sends the correc1 user lD 
and password (UserID-3 and top-secret) ro the dial-up 
network server 102. i\s both the user ID and password 
are correc1, the authentication accounting server 204 
authorizes tbe dial-up network server 102 to establish a 
session. Hte dial--up network server 102 assigns user lD 

:LS services or net\vorks and is not li:n1ited to those services and 

3 ,rn IP address (for ex,11nple, 10.0.0.l) to the user ,rnd 
passes the IP address 1o the authentication accounting 20 
server 204. 

networks (e.g., the Internet) now know in the art. 
It will also be clear that the inven1ion may be imple-

mented on a non-IP based networks which implemen1 o1her 
addressing schernes, sucb as IPX, MAC addresses and the 
like. While the operational environment detailed in the 
preferred embodiment is that of an ISP connecting users to 
the Internet, it will be clear to one skilled in the art that the 
invention may be implemen1ed in any application where 
control over users· access to a ne1work or nefwork resources 

The Auto-Navi component of the authentication account
ing server 204 sends both the user's rnk set and tbe 
user's IP address (10.0.0.1) io the redirection server 
ZOS. 

The redirection server 208 programs the rnk set and IP 
address so as 1o tilter and redirect the user's packe1s 
according to the rule set. The logic employed by the 
redireciion server 208 to implement the rule se1 is as 
follows: 

25 is needed, such as a local area network, wide area network 
and the like. Accordingly, neither the environrnent nor the 
communications protocols are limited to those discussed. 

IF source IP-address=l0.0.0.l AND 
(request type=HTTP) THEN (redirect= 

V+/\VW. vlidgetse 11.corn) 
THEN SET NEW RULE 
IF source IP-address=l0.0.0.1 AND 

(request type=HTTP) THEN ok. 

.30 

35 

The redireciion server 208 monitors all the IP packets, 
checking each against the rnle set. ln this situation, if IP 
address 10,0.IH (the address assigned to user ID UserID-3) 
attempts to send a packet containing Hl'TP data (i.e., 4U 

aHempts 1o connec1 to port 80 on any machine) tbe trafiic is 
redirected by the redirection server 208 io w,vw.widgetsell
.com. Once this is done, the redirection server 208 will 
remove the rnle set and 1he user if free to use the web 
unmolested. 45 

When the nser logs out or disconnects from the system, 
the redirection server will remove all remaining rule sets. 

In an alternate embodiment a user may be periodically 
redirected to a location, based on the number of other 
factors, such as the number of locations accessed, the 1ime so 
spent at a location, the types of locations accessed, and other 
such factors. 

A user's account can also be disabled atkr the user has 
exceeded a length of time. The authentication accounting 
server 204 keeps 1rnck of user's 1ime oniine. Prepaid use 55 

subscrip1ions can 1hus be easily managed by the aulhen1i
cation accounting Server 204. 

In yet another embodiment, signals from the Internet 110 
side of redirection server 208 c:rn be used to modify rnle sets 
being used by the redirection server. Preferably, encryption 60 

and/or authentication are used to verify that the server or 
other computer on the Internet 110 side of redirection server 
208 is authorized to modify the rnle set or rnle sets that are 
being attempted to be modified. An example of this embocli-
ment is where it is desired that a user be redirected to a 65 

particular web site until the fill out a questionnaire or satisfy 
some other requirement on sucb a web site. In this example, 

What is claimed is: 
1. A system comprising: 
a database witb en1ries correlating each of a plurality of 

user IDs with an individualized rule set; 
a dial-up network server that receives user IDs from 

users/ cornputers; 
a redirection server connected to the dial-up network 

server and a public network, and 
an autbentication accounting server connected lo tbe 

database, the dial-up network server and the redirection 
server; 

wherein the dial-up network server communicates a fi.rs1 
m,tr ID for um: uf tht u:,;-,rs· compu(t:rs and a le.mpo
rarily assigned network address for the first user lD to 
the authen1ication accounting server; 

wherein the authentication acconnting server accesses the 
database and communicates 1he individualized mk set 
that correlates with the first user ID and the temporarily 
assigned network address to the redirection server; and 

wherein data directed toward the public network from 1he 
one of the users' computers are processed by the 
redirection server according to the individualized rnle 
set. 

2. The system of claim 1, wherein the redirection server 
fortbcr provides control over a plurality of data to and from 
1he users' computers as a function of the individualized rnle 
seL 

3. Tbe system of claim 1. wberein 1he redirec1ion server 
f\Jr1her blocks the data to and from the users' computers as 
a function of the individualized rnle set. 

4. The system of claim 1, wherein tbe redirection server 
further allows the da1a to and from the users' computers as 
a fonetion of the individualized rnk set. 

5. The system of claim 1, wherein the redirection server 
fur1her redirec1s the data to and from 1he users' computers as 
a function of the individualized rnle set. 

6. The system of claim 1, wherein tbe redirection server 
further redirects the data from the users' computers to 
multiple destinations as a function of the individualized rnle 
set. 
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7. The system of claim 1, wherein the cbtabase en1ries for 
a plurality of the plurality of users' IDs are correlated with 
a common individualized rnle set. 

K In a sys1em comprising a da1abase with entries corre
lating each of a plurality of user IDs ,vith an individualized 
mie set; a dial-up network server that receives user l Ds from 
users' computers; a redirection server connected to 1he 
dial-up network server and a public network, and an authen
tication accounting server connected to the database, the 
dial-up network server and 1he redirection server, the JO 

method comprising the steps of: 

10 
18. The system of claim 15, wherein the redirec1ion server 

is configured to allow modification of at least a portion of tbe 
mle set as a function of (he- location or locations the user 
access. 

19. The system of claim 15, vvherein the redirection server 
is configured to allow the removal or reinstatement of at 
least a portion of the rule set as a fonction of time. 

20. The system of claim 15, ,vhcrcin the redirection server 
is configured to allow the removal or reinstatement of a1 
least a portion of 1he rule set as a function of 1he data 
transmitted to or from the user. 

communicating a Jirst llser lD for one of the llsers' 
computers and a temporarily assigned network address 
for the first user ID from the dial-up network server to 
the authentication accounting server; 

21. The system of claim 15, wherein the redirection server 
is configured to allow the removal or reinstatement of at 

LS least a portion of the rnle set as a function of the location or 
locations the user access. 

22. The sys1em of claim 15, wherein 1he redirection server 
is configured to allow the removal or reinsta1ement of at 

communicating the individualized rule set that correlates 
,vith the first user [D and the temporarily assigned 
network address to the redirection server from 1he 
authentication accounting server; 

and processing data direc1ed toward the public network 
from the one of 1he users' computers according to the 
individllalized rule set. 

least a poniou of tlie mle se-l as a fonction of some 
20 combination of time, data transmitted to or from the user, or 

9. The method of claim 8, further including the step of 
controlling a plurality of data to and from 1he users' com-

25 
puters as a function of the individualized rule set. 

10. The method of claim 8, further including the step of 
blocking the data to and from the users' computers as a 
function of the individualized rule set. 

11. The me1hod of claim 8, further including tbe step of 
30 

allowing the data to and from the users' compu1ers as a 
function of the individualized rule set. 

12. The method of claim 8, further including 1he s1e_p of 
redirecting the data to and from the users· computers as a 
function of the individualized rule set. 

13. Tbe method of claim 8, further including tbe step of 
redirecting the data from the users' computers to multiple 
destinations a function of the individualized rule set. 

35 

14. The method of claim 8, further including 1he s1e_p of 
creating database entries for a plurality of the plurality of 

40 
users' IDs, the plurality of users' lD further bdng correlated 
with a common individuali,:ed rule seL 

1:'L A system comprising: 
a redirection server programed with a user's rule set 

correlated to a temporarily assigned network address; 45 

wherein the rule set contains at least one of a plurality of 
functions used to control passing between 1he user and 
a public network; 

where in the redirection server is conligured to allow 
automated modification of at least a portion of 1he mle 50 

set correlated to the temporarily assigned network 
address; and wherein the redirection server is config
ured 1o allow modific3tion of at least a portion of 1he 
rule set as a function of some combination of time, data 
transmitled to or from (he user, or location the user 55 

access. 

location or locations the user access. 
23. The system of claim 15, vvherein the redirection server 

has a user side that is connected to a computer using the 
temporarily assigned network address ,md a ne-t,vork side 
connected 1o a computer network and wherein the computer 
using the temporarily assigned network address is connected 
to the computer network through the redirection server. 

24. The system of claim 23 wherein instructions to the 
redirectton server to modtfy the rule set are recetved by one 
or more of the user side of the redirection server and 1he 
network side of the redirection server. 

25. In a system comprising a redirection server containing 
a user's rule set correlated to a temporarily assigned network 
address wherein the user's rule set contains at least one of a 
plurality of functions used to control data passing between 
the user and a public network; the method comprising the 
step of: 

modifying at least a portion of the user's rule set vvhile the 
user's rule set remains correlated to the 1emporarily 
assigned network address in the redirection server; and 
wherein the redirection server bas a nser side that is 
connected to a compmer using the temporarily assigned 
ne1work address and a network address and a network 
side connected to a computer ne1work and wherein the 
computer using the temporarily assigned network 
address is connected to the rnmputer ne1work through 
the redirection server and the method further includes 
the step of receiving instmctions by the redirec1ion 
server to modify a1 least a portion of the user's mle se1 
through one or more of the user side of the redirection 
server and the network side of the redirection server. 

26. The method of claim 25, further including 1he step of 
modifying at least a portion of the user's rule set as a 
fonction of one or more of: time, data transmitted to or from 
the user, and loca1ion or loca1ions the user access. 

16. TI1e system of claim 15, wherein the redirection server 
is configured to allow modifica1ion of al least a por1ion of1he 
rule set as a function of 1ime. 

17. The system of claim 15, wherein the redirection server 
is configured lo allow modification of at leas1 a portion of tbe 
rule se1 as a function of the data transmitted to or from the 
user. 

27. The method of claim 25, farther including the step of 
removing or reinsta1ing at leas1 a portion of the user's rule 
set as a function of one or more of: time, the data transmit1ed 

60 to or from the user and the location or locations the user 
access. 

* * * * * 
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EXPARTE 
REEXAl\HNAHON CER'lTFICATE 

ISSUED UNDER 35 U.S.C. 307 

THE PAIENT lS HEREBY AMENDED AS 
lNDlCATED BELOW. 

Matter enclosed in heavy brnckets [ J appeared in the 
patent, but has been deleted and is no longer a part ofthe 10 

patent; matter printed in italics indicates additions made 
to the patent. 

AS A RESULT OF REEXAMlNATlON. 1T HAS BEEN 
DlffERMlNED THAT: 

The patenlability of claims 2--7 and 9-14 is confirmed. 

Claims 1, 8, 15 and 25 are cancelled. 

Claims 16-23 and 26-27 are de1e1mined 1o be patentable 
as mnended. 

15 

:o 

Claim 24, dependen1 on 3n amended claim, is de1ermined 
to be patentable. 25 

New claims 28-90 are added and determined 1o be patent
able. 

16. [rhe system of claim 15,] A system comprising: 30 

a redirection server progratnmed with a user's rule set 
correlated tc, a ternporari~y assig;ned netivork address/ 
.,,vherein the rule set contains at least one c:,l'a plurality 
o.,(/Unctions used to control data passing henveen the 

35 
user and a public network; 

1-vherein the redirection server is configured to all,· _ _1v1, auto
raated rnod[fication q,(at feast a portion o,(the rule set 
correlated to the ternpc,rarifv t1.ssig.:ned netH:rJrk 
address; 40 

wherein the redirection ser1.;er is corifigured to al!o;,v auto-· 
rnated n1od[ficatic,n t?(at least a portion of.the rule set 
as a function of sorne corahination ~f tifne, data trans
rnitted to orfi--on1 the user: or location the user accesses; 
und 45 

wherein the redirection server is configured to allow 
modification of at least a portion of the rnle set as a 
function of time. 

17. [The system of claim 15,] A system comprising: 

a redirection server prograrruned -with a user's rule set 
correlated to a temporari(v assigned neh-vork address/ 
-...vherein the rule set contains at least one o.f a plurality 
of/Unctions used to control data passing bet1-veen the 

50 

user and a public netivork; 
55 

-...vherein the redirection server is COl?figured to allovv auto-
mated modflication o.fat least a portion o.lthe ruie set 
correlated to the temporarily assigned network 
address; 

1-vherein the redirection server is configured to al!.._,v1, auto- 60 
raated 1nod£fication o.f at feast a portion t?f the rule set 
as a fi.rnction of·sorrie combination of' tirrie .. data trans
rnitted to orfl"o1n the user, or location the user accesses/ 
and 

wherein the redirection server is configured to allmv 65 

modification of ar least a portion of rhe rnle set as a 
func1ion of tbe data transmitted to or from tbe user. 

2 
lit [The system of claim 15,] A system comprising: 
a redirection server progrararned with a user's rule set 

correlated to a ten1porarily assigned network address; 
1vherein the rule set contains at least one of a plurality 
of functions used to control data passing between the 
user and a pubuc netivork: 

K'herein the redirection server is corrfigured to ailov1: r:1uto
mated modtfication o.f at least a portion o.fthe ruie set 
correlated lo the le1nporarily assigned nelivork 
address; 

1-vherein the redirection server is configured to allov1' auto-
1nated 1nodification o./at least a portion o./the rule set 
as a /'unction o./ sorne co1nbination of' tirne .. data trans
ntitted to orjl"on; the user, or location the user accesses; 
and 

wherein the redirec1ion server is configured to allow 
modification of at least a portion of the rule ser as a 
function of 1he loca1ion or locations 1he user [access] 
accesses, 

19. [The system of claim 15,] A system comprising: 
a redirection server prograniraed v/ilh a user)s rule set 

correlated to a ten1porariZv assigned nenvork address; 
iv herein the rule set contains at least one (?la plurality 
cf"fitnctians used to control dc:ta ~uassing beti-veen the 
user and a public neti-vork/ 

ivherein the redirection server is cor!figured to alloiv auto
mated modtfication o.f at least a portion o.fthe ruie set 
correlated to the temporarily assigned network 
address; 

v.,'herein the redirection server is ccnrfigured to ailo11: auto
Ntated modf{ication oJf at least a portion of the rule set 
as a.fUnction q(sorne con1bination oJttirne) data lrans--
1nitted to or f'r.·xrn the use1~ or location the user accesses; 
and 

wherein the redirection server is configured lo allow 1he 
removal or reinstatement of at least a portion of the rnlc 
set as a function of time. 

20. [The sy:,1em of claim 15,] A system comprising,: 
a redirec!i,·_,1n server 

1
or...,1grarnwted v.;ifh a user)s rule set 

correlated to a ten1_porarily assigned network address; 
ivherein the rule set contains at least one o.f'a pluralitJ' 
o(Jimctions used to control data passing between the 
user and a public network: 

v,;herein the redirection server is corrfigured to ailo-..v auto
ntated mod(fication of at least a portion of the rule set 
correlated to the tenzporarily assigned network 
address; 

wherein the redirection server is configured to allow aulo-
rnated n1odffication c~( at least a portion c~(the rule set 
as ajUnction q(son;e cornbination of.tin;(\ delta trans-
1nitted to orfrorn the usel~ or location the user accesses; 
and 

wherein the redirection server is configured to allovv the 
removal or reinstatement of al least a pOLiion of the rnle 
set as a function of the data transmitted to or from tbe 
user. 

21. [The system of claim 15,] A system comprising: 
a redirection server prog,ramn;ed 1-vith a user's rule set 

correlated lo a temporarily assigned net,vork address; 
1vherein the rule set contains at least one o./a _plurality 
qf/Unctions used to control data passing, bet1-veen the 
user and a public netivork,: 

wherein the redirection server is corifigured to al!ovv auto-
mated modification cf at least a portion c,f"the rule set 
correlated to the ten1porarily assigned netivork 
address: 
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30. 771e systerri o.fclairn C v.,herein the individualized ruie 
set includes at least one rule allo1,ving access based on a 
request type and a destination address. 

ivherein the redirection server is co11;fig,ured to allo1v auto
n:ated n1od[fication of'at least a portion oJtthe rule set 
as a jin1ction qf sorne con:bination of tirne, data trans-• 
rnitted to orfi-01n the user, or locatf,· _ _1n rhe user accesses/ 
and 

wherein 1he redirection server i:, configured 1o allow 1he 
removal or reinsta1ment of a1 least a portion of the rule 
set as a fimction of the location or locations tbe user 
[access ]accesses. 

31. The s:vsten; o.f ciaim 1,. 1-vherein the individualized rule 
s set includes at ieast one rule redirecting the data to a nei,v 

destination address based c,n a request tJ'pe and OJ! 

attempted destination address. 

22. [The system of claim 15,] A system comprising: 

32. The raethod of c!ain1 8, Yvherein the individualized nde 
set includes at leasl one rule as a Ji1nction ~fa type of fP 

J
O 

(Internet Protc,col) service. 
33. The 1nethod oj'claim 8, 1vherein the individuaiized ruie 

set includes an initial tempc,rary rule set and a standard ruie 
set, and K'herein the redirection server is configured tc, uti
lize the te,nporary rule setJOr an initial period oftirr1e and to 
thereafter utilize the standard rule set. 

a redirecrion server pr..__1grcunmed ..,,vith a user's ruie set 
correlated to a ten1porari!y assigned nett-vork address; 
1,vherein the ruie set contains at least one of a plurality 
ofjUnctions used to control data passing bet1;veen the 
user and a public network; 

15 34. The method of claim 8, wherein the individualized rule 
set includes at least one rule alh,-win:z, access based on a 
request type and a destination address.-

iv.herein the redirection server is cor!figured to a!lo'.V auto-
1nated n1od[li'cation c~( at least a portic,n .._~( the rule set 
cc,rreiated re, the tenq)orarily assigned net'l!'ork 
address; 

i-vherein the redirection server is co1thiured to aifo..,t' auto
n:ated n1od[fication of'at least a portion of.the rule set 
as ajUnction o.lson;e cornbination CIJ.ctin;e, delta trans
raitted to or front the uset; or location the user accesses; 

35. The method of clailn ,\ 1-vherein the individualized rule 
set includes at least one rule redirecting the data to a ne'.v 

:o destination address based on a request type and an 
atten1pted destination address, 

and 
wherein 1he redirection server i:, configured 1o allow 1he 

25 
removal or reinstatement of at least a portion of the rnle 
set as a func1ion of some combina1ion of 1ime, data 
trnnsmitted to or from the user. or location or locations 
the user [access] accesses. 

23. [J'he system of claim 15,] A system comprising: 
a redirection server prograrruned H'ith a user's rule set 

corrdaled lo a temporarily assigned network address; 
..,,vherein the ruie set contains at least one of a plurality 
oJffunctions used to control data 1-1assing between the 
user and a public tU:'t'.vork; 

ivherein the redirection server is co11;fig,ured to allo1v auto-
1nated n1od[li'cation c~( at least a portion .._~( the rule set 
correlated to the ten1porarify assigned net1vork 
address; 

30 

35 

ivherein the redirection server is configured to allo'I!' auto- 40 

raated rnod[fication q/at feast a portion o.(the rule set 
as a fi1nction of·sorrie combination o.l tinie,. data trans
tniited to or/Yara the user, or location the user accesses; 
and 

wherein tbe redirection senr,,r has a user side that is con- 45 

nected to a cornputer using the temporarily assigned 
network address and a network side connec1ecl to a 
computer network and wherein the computer using the 
temporarily assigned network address is connected to 
the computer network througb the redirection server. 

26. The method of claim 25, further including the step of 
modifying at least a portion of the user's rule set as a func
tion of one or more of: time, data transmitted to or from 1he 
user, and location or locations the user [access] accesses. 

50 

27. The method of claim 25, futiher including tbe step of ss 
removing or reinstating at least a por1ion of the user's rnie 
set as a function of one or more of: time. the data transmitted 
lo or from the user and [the] a location or locations 1he user 
[access] accesses. 

28. 17u.:? .\ystenl of clain11, 11 1herein the individualized rule 60 

set includes al least one rule as a function t?/ a type of [F' 
(Internet Protocol) service. 

29. The system of ciaim 1. wherein the individualized rule 
set includes an initial temporary rule set and a standard rule 
set,. and i-vherein the redirection server is cor1yfigured to uti- 65 

lize the temporary rule setf'or an initial period of titne and to 
thereafter utilize the standard nde set. 

36. A systern comprising: 
a redirection server programn;ed ivith a user's rule set 

correlated to a te1nporarily assigned netivork address; 
wherein the rule set contains at least one t~{ a plurality 
of functions used to control data _passing bet11 1een the 
user and a public net1-vork,: 

i-vherein the redirection server is co1thiured to aifo..,t' auto
ntated mod(fication of at least a portion of the ruie set 
correlated to the te,nporarily assigned netvvork 
address; 

vvherein the redirection server is configured to allow auto-
Ntated modf{ication oJf at least a portion of the rule set 
as a /'unction o./ sorne c.._11nbination of' tirne,. data trans
tnitted lu or/"ron; the use~ or locutiun !he user ucces.._\e~; 
and 

wherein the 1nodified rule set includes at feast one rule as 
ajUnction o.,(a ty~ve o./IP (internet F'rotocof) service. 

37. A systetn co,nprising: 
a redirec!i,·_,1n server 

1
--or...,--,grarnwted v,,•ith a user)s rule set 

correlated to a temporarily assigned network address; 
1vherein the rule set contains at least one oj~a plurality 
o(/imctions used to control data passing between the 
user and a public network; 

'.vherein the redirection server is cor!{igured to alloH,, auto
mated modification cf at least a portion o(the rule set 
correiated tc, the ten1porarilJ' assigned netivork 
address/ 

1-vherein the redirection server is COl?/igured to allovv auto-
1nated ,nodification o_/at least a portion o_/the rule set 
as a function o_/ son;e cornbinatf.._,n o.,( tin;e, data trans-
1nitted to or frorrt the use1~ or iocation the user accesses; 
ana 

K'herein the n;od(,fied rule set includes an initial terripo
rary rule set and a standard rule set, and vvherein the 
redirection server is corifigured to utilize the ten:poral:v 
ruie set j~~,r an initial period o._l tinte and to therec{fter 
utilize the standard ruie set. 

38. A system comprising: 
a redirection server programn;ed ivith a user's rule set 

correlated lo a temporarily assigned net,vork address; 
1vherein the rule set contains at least one o./a _plurality 
qf/Unctions used to control data passing, bet1-veen the 
user and a public netivork,: 

wherein the redirection server is corifigured to al/o;,v auto-· 
mated modification cf at least a portion cf the rule set 
correiated to the ten1porarily assigned netivork 
address; 
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ivherein the redirection server is co11;fig,ured to allo1v auto
n:ated n1od[fication of'at least a portion oJtthe rule set 
as a jin1ction qf sorne con:bination of tirne, data trans-• 
rnitted to orfi-01n the user, or locatf,· _ _1n rhe user accesses/ 
and 

ivherein the modtfied rule set includes at least one rule 
allo1ving access based on a request fy)_-...,e and a destina
tion address. 

39. A syste1n co,nprising: 
a redirection server progratnmed with a user's rule set 

correlated to a ten1porari!y assigned nett-vork address; 
..,,vherein the rule set c,· _ _1ntains at least one oJf a plurality 
of/Unctions used tc, control data passing bet1-veen the 
user and a public network; 

6 
46. 771e SJ'Stera o./claira 44, v.,herein the redirection server 

fi:rther blocks the data to andj"'rora the users' conrputers as a 
fi:nction o./the individualized rule set. 

4 7. The sys ten; 1_~( clailn 44, 1-vherein the redirection server 
s further al/01-vs the data to andf'rom the users) contputers as a 

.fUnction o,(the individuali':::ed rule set. 
48. The L~vsten; of·clain; 44, 1-vherein the redirection server 

.further redirects the data to andfi·on1 the users' cornputers as 
a fi:nction o./ the indf-vidualized rule set. 

10 
49. The system of claim 44, wherein the redirection server 

ji1rther redirects the datajTorrt the users) con1puters to ;-nul
tiple destinations as a.fUnction o,(the individualized rule set, 

50. lhe L~ysten; o,(claim 44, -wherein the database entries 
fOr a plurality of'the plurality t.f'users' lL)s are correlated 
vvith a comn1on individualized rule set. 

51. The ~~vstern o__l claim 44, 1-vherein the individuaiized 
rule set includes at least one rule as ajUnction c~fa type oJfIP 
(Internet Protocol) service. 

iv.herein the redirection server is cor!figured to a!lo'.V auto-
15 

raated 1nod[!lcation (!fat least a portion '-?/the rule set 
cc,rreiated tc, the tenq)orarily assigned net'l!'ork 
address; 

52. The system of' claim 44, 1-vherein the individuaii::ed 
rule set includes an initial temporary rule set and a standard 

:o rule set, and '!!}herein the redirection server is col'l:figured lo 
utilize the temporary ruie se((or an initial period of time and 
to thereafter utilize the standard rule set. 

v,4;erein the redirection server is COl?,figured tc, ailo-H: r:1uto
raated rnod[fication q,(at least a portion o.(the rule set 
as a function of sotne corahination ~f tifne, data trans
raitted to or front the uset; or location the user accesses; 
and 

i-vherein the n1od[lied rule set includes at least one rule 
redirecting the data to a nett' destination address based 
on a request type and an atternpted destination address. 

40. 'if;e raethod of"r:lain1 15, 1/vherein the raod(fied rule set 
includes at least one rule as a firnctic,n of a ~ype off P 
(Internet Protocol) service. 

41. The niethod qfclairn 25, -..,,vherein the rnod(lied rule set 
includes an initial ternporar~v rule set and a standard rule 
set, and '.vherein the redirection server is COJ{/igured to uti-
lize the te1nporary rule setf'or an initial period of tirae and to 
therea_,fter utilize the standard ruie set. 

42. The n:ethod '-'./claim 25, '!!'herein the n:odf/ied rule set 
includes at least one rule allowing access based on a request 
type and a destination address. 

43. The method of claim l 5. wherein the modified rule set 
includes at least one rule redire{'tin,q; the data to a ne1v desti
nation address based 1_1n a request type and an attempted 
deslinalion address. 

44. A L\ystern conzprising: 
a database lvith entries correlating each oj'a plurality of' 

user ll)s ;,vith an indi-vidualized rule set; 

53. T!te SJ1ste;-n of· clailn 44 .. v.,,herein the individualized 
rule set includes at f()ast one rule a!lrxwin.o: access based on a 

25 request type and a destination address. ._, 
5,4. The svstetn o( claim 44, vvherein the individualized 

rule set includes at.,least one rule redirecting the data to a 
nelv destination address based on a request ~ype and an 
attempted destination address. 

30 
55. The L\ystern of clairn 44, 1,vherein the redirection server 

is co,~flgured to redirect data .froJJJ the users' cotn_puters b_v 
replacing a jirsl destination address in an [F' (Internet 
protocol) packet header by a second destination address as a 
fi1nction L,jthe individualized rule set. 

56. ln a ?)'Stern con1prising,· a database 11:ith entries corre-
35 fating each a.fa plurality (?l user Jl)s tvith an individualized 

rule set/ a dial-up ncht1ork server that receives user l[)s fron1 
users' conlputers; a redirection server connected beivveen 
the dial-up neti-vork server and a public nenvork~ and an 
authentication accounting server connected to the database .. 

40 the dial-up net1vork server and the redirection servers, a 
method comprising the steps o/-

a dial-up network server that receives user IDs fimn 
45 

users) cornputers/ 

comn1unicating ajirst user 1[) for one t?{the users' com-
puters and a tenlporarily assigned netH,,ork addressjOr 
the first user ID fron1 the dial-up neti-vork server to the 
authentication accounting, server; 

cotnmunicaling the individualized rule set that correlates 
ivith the first user if) and the teraporari!y assigned net
li'ork address to the redirection server front the authen
tication accounting server; 

a redirection server connected beti,,veen the dial-up net-· 
11:rJrk server and a public netivork. and 

an authentication accounting server connected to the 
database. the dial-up nelYvork server and the redirec- 50 and processing· data directed tovvard the public network 

J'ron1 the one 1_1_,f the users 1 corrtputers according to the 
individualized rule set. 

tion seY1,·er: 

wherein the dial-up network server comtnunicates a .First 
user fl) fOr one oJt the users' computers and a tern po-· 
rariZv assigned nenvork addressfi}r the first user ID to 
the authentication accounting server; 

wherein the authentication accounting ser1.;er accesses the 
database and connnunicates the individualized rule set 
that correlates with the first user fl) and the tetnpo
rarily assigned netv.,'ork address to the redirection 
server; and 

'.vherein data directed toward the public net ... vorkjt"om the 
one o,(the users' computers are processed l~v the redi
rection server according to the individualized rule set 

57. lhe 1nethod o_(clain; 56, fiffther including; the step o_f 
controlling a plurality o(data to andfrom the users' comput-

55 ers as afi1nction of.the individualized rule set. 
58. The method of claim 56.further including the step 

blocking the data to and from the users' computers as a 
fi:nction of the individualized rule set. 

59. lhe 1nethod o_(clciin; 56, fiffther including; the ste1-1 o_f 
60 allowing the data to and .fro,n the users' computers as a 

)Unction t?{lhe individualized rule set. 

45. The syste1n (?lclaira 4{ Yvherein the redirection server 
fitrther provides control over a plurality c:(data to andffo;-n 65 

the users 1 coraputers as a function o._(the individualized rule 

60. The methc,d c:f·claira 56 .. _further including the step c:f· 
redirecting the data to and jYorrt the users' corrtputers as a 
fi:nction of the individualized rule set. 

61. The method of claim 56,further including the step of 
redirecting the data front the users) computers to multiple 
destinations ajUnction o.(the individuali:::ed rule set. set. 
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62. lhe n;ethod o.l clain; 56> fi1rther including.: the step o.l 
creating database entries jbr a plurality o.l the plurali(v o.( 
users' [Ds, the pluraiity of users' JD ji1rther being correia!ed 
with a common individualized rule set 

63, The method o( claim 56, wherein the individuali::.ed 5 
rule set includes at least one rule as ajUnction •?fa type of!.I-1 

(Internet Protocol) ser1,;ice. 

64. Jf1e n1etl1od t~f' clairn 56, 1/vherein the individuali-:::ed 
rule set includes an initial teraporary rule set and a standard 
rule set, and i-vherein the redirection server is cot1;/i/?.:-ured to J 

0 
utiii2e the te1n1-1orary rule se((or an inti al period of tirne and 
to tl1ereajier utilize the standard rule set. 

65. The rnethod of clairri 56> 1,vherein the individualized 
rule set includes at feast one rule a!l .. _}11 1ing access based on a 
request type and a destination address. 

15 
66. The rnethod t~l clain; 56,, -wherein the individualized 

rule set includes at least one rule redirecting the data to a 
ne1v destination address based on a request type and an 
atte1npted destination address, 

67. The rnethod c:,l'claim 56,, lvherein the redirecti,· _ _1n se,n;er :o 

8 
76. 771e SJ'Sterri o./clairri 68) v.,herein the redirection server 

has a user side that is connected to a con1puter using the 
ten1_porarily assigned nefl,vork address and a netvvork side 
connected to a cornputer ner.,vork and 11,herein the con1purer 
using the temporarily assigned network address is con
nected to the cornputer network throug1t the redirection 
server: 

77. The ~~vstern o,_l claim 68 lvherein instrucrions ro the 
redirection server to tnodUj: the rule set are received by one 
or rnore o.l the user side of' the redirection server and the 
net11,ork side c:(the redirection server. 

78. The syste1n qf c!ain1 68, Yvherein the nzod[fied rule set 
includes at least one rule as a /Unction of' a ty1;,e o.l lF~ 
(Inrernet Protocol) service. 

79. The system of clain; 68,, tFherein the 1nod[iied rule set 
includes an initiai terriporary rule set and a standard ruie 
set,, and wherein the redirection server is col'l:figured to uti
lize the ten1pora1J: rule setjbr an initial period o.(tirne and to 
there{{/fer utilize the standard rule set, 

80, The system of claim 68, wherein the mod/lied ruie set 
includes at !east one rule allovving access based on a request 
tJ·pe and a destination address. 

is configured to redirect data f'ron1 the users) con:puters by 
replacin,q; a .,first destination address in an lf-1 (Internet 
protocol) packel header by a second deslinalion address as a 
_fi.tnction o_{the indi-vidualized rule set. 

68, A system comprising: 
a redirection server connected between a user co,nputer 

and a public net1vork) the redirection ser1.;er pro
grannned i-vith a users 1 rule set correlated to a te1n1_-10-
rari~v assigned network address; 

8l. The syste,n (!_{claim 68, 1vherein the mod[/ied rule set 
includes at least one rule redirecting the data to a ne•v desti-

25 nation address based on a request tJ'l-'e and an atternpted 
destination address. 

wherein the rule set contains at least one of a plura!i~v a.( 
/Unctions used ro control data passing ber.,veen rhe user 
and a public net1vork; 

82. Tile systerri o.(clairri 68) vvherein the redirection ser.;er 
is cot{,fi'gured to redirect data frorn the users ' cornputers l~v 
replacing a jirst destination address in an [F' (Internet 

30 protocol) packet header by a second destination address as a 
fta;ction o,_{the mod(fied rule set" 

ivherein the redirection server is co11;fig,ured to allo1v auto
raated 1nod[!lcation (!far feast a portion t?f the rule set 
correlated to the ten1porarily assigned net11,,ork 
address; and 

83. In a system cotnprising a redirection server connected 
bet1veen a user computer and a public nef1-vor~ the redirec
tion server containing a user's rule set correlated to a tetn-

35 porarily assigned netvvork address ivherein the user's rule 
set contains at least one qf a pluralit_v t?f)'i:nctions used to 

iv.herein the redirection server is COlffigured !o allo11,1 auto
raated rnod[fication q(at feast a portion o.(the rule set 
as a fi1nction .-_~( sorne c·ontbination of' rirne_. data trans
rnitted to orjro-tn the user, or location the user accesses. 40 

69. Tile syste1n t?lclairri 68) Yvherein the redirection server 
is configured to allo1v modtfication t?(at least a portion of the 
rule set as a.function of tf-rne. 

70, The svstem of claim 68, wherein the redirection server 
is cu!?/i~?,:ured lo ulluw 1nod(/1'cutiun (ff al h.:a,st a purtion (~,(the 45 

rule set as a/Unction o.,(the data trans,nitred to or front the 
user: 

71. The system o,_{claf-rn 68, -wherein the redirection se,n;er 
is col'l:figured to afluw modf(ication (!_(at least a portion t?(!he 
rule set as a jl1nction o.(the location or locations the user 50 

accesses, 
72. The systen; t?fclailn 68) 1vherein the redirection server 

is configured to allo1v the rernoval or reinstatement of· at 
least a portion of rhe rule set as a function oj'time. 

73. The ~\ysten1 of clairn 68, 1,vherein the redirection server 55 

is coll:fi,'-!-:-ured to a!lovv the ren1oval or reinstatenzent a.( at 
ieast a portion c:fthe ruie set as a function of the data trans
mitted to or from the user. 

74. 771e system o_(clairri 6,\ 1-vherein the redirection server 
is col'l:fi~-ured to alluw the ren1oval or reinstaternent t?/ at 60 

least a _portion of the rule set as a jUnction ~/the location or 
iocations the user accesses. 

75. The s_vsten1 of clailn 68,, 1vherein the redirection server 
is configured to allo1,v the rernova! or reinstate1nent of at 
least a portion o.(the ruie set as a function c:,l'sorne combina- 65 

lion oJfritne_. data tran:,7nitted to or/'ron; the user, or location 
or locations the user accesses. 

controi data passing beti-veen the user and a public nenvork; 
a 1nethod coraprising the step a.t: 

n;od[fj;ing; at leasl a portion of"the user's rule set 1-vhile the 
user's rule ser retnains correlated to the ternporarily 
assigned net1-1 1ork address in the redirection server; and 

K'herein the redirection server has a user side that is con
nected to a cotn_puter using the temporarily assigned 
netvvork address and a net1/vork address and a netM:ork 
side connected to a conynder netivork and 

wherein the coraputer using the ten1_,_vorariZv assigned net--
1vork address is connected to the con1puter nehvork 
through the redirection server and the method further 
includes the step q{recef-ving instructions by the redi
rection server 10 rnod[fj1 at least a portion o_,f the user)s 
rule set through one or more of the user side of the 
redirection server and the net.,,vork side t?(ihe redirec-
tion server. 

84, The method of claim 83,furlher including the step of 
1nodijj1ing at least a portion q_(the user 1s rule set as a/Unc
tion o.fone or rnore t?( tirae, data transrriitted to orjl'om the 
use1: and iocation or locations the user accesses, 

85. ]fie nzethod q(c!airn 83; jiIYther including the step qf 
removing or reinstating at least a portion t~/'the user's ruie 
set as a function o.,(one or 1nore t?f: tifne,, the data transtnitted 
to or /'ran; the user and a location or locations the user 
accesses. 

86. The 1nethod of'clairn 83_. 1vherein the 1nodified rule set 
includes at least one rule as a function of a ~ype of· jp 

(Internet Protocol) service. 
87, The me/hod c,f'claim 83, wherein the modified rule set 

includes an initial ternporary rule set and a standard nde 
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set, and K'herein the redirection server is con.figured to uti
lize the te,nporary rule set for an initial period o.f tifne and to 
thereafter utilize the standard rule set. 

88. The rriethc,d of-ciairn 83> 'lvherein the rriod[,fied rule set 
includes at least one rule alloiving access based on a request 5 

type and a destination address. 
89. The method ofciaim 83, wherein the modified rule sel 

includes at least one rule redirecting the data to a ne1'v desti--

lO 
nofion address based on a request type and an atternpted 
destination address. 

90. The 1nethod l~f'ciain1 83, 1,vherein the redirection server 
is configured to redirect data f'rom the users' co1nputers by 
re1-1lacing a first destination address in an IP (Internet 
_F'rotc,cof) packet header bJ' a second destinatic,n r:1ddress as 
afi.rnction of'the individualized rule set. 

* * * * * 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireiess Technology, LLC 

RE Application No. Unassigned 
(Based on USP 6,779,118) 

RE Application Filed: Concurrently Herewith 

Examiner: Unassigned 

Art Unit Unassigned 

Conf. No.: Unassigned 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

REISSUE Dl;~LARATION UNDER 37 CFR §1.175 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Honorable Commissioner: 

!, Koichiro lkudome, declare as follows: 

1. Linksmart Wireless Technology, LLC, ("Unksmart") is Assignee of entire title and 

interest in original US Patent No. 6,779,118 ("the '118 Patent") and the instant Application 

for Reissue of the '118 Patent, as shown in the Statement of Ownership being submitted 

concurrently herewith. I am President of linksmart and I am authorized to sign any and all 

documents necessary and incidental to the transaction of the business of linksmart. I have 

reviewed and understand the original patent and the amendments filed herewith. 

2. I declare, based on information and belief, that inventors Koichiro lkudome, a citizen 

of Japan, whose residence is Lomita, CA and whose mailing address is 199 S. Los Robles 

Suite 440 Pasadena CA 91101, and Moon Tai Yeung, a citizen of the U.S. and whose 

residence is Monrovia, CA and whose mailing address is 199 S. Los Robles Suite 440 

Pasadena CA 91101, are the original and first inventors of the subject matter claimed in the 

original Patent Application upon which the '118 Patent was issued, and for which a Reissue 

Patent is sougilt for the invention currently claimed in the instant Reissue Application" 
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3. I understand that I have a duty to disdose to the U.S. Patent & Trademark Office all 

information known to me to be material to the patentabi!ity of the above-identified 

application as defined in 37 CFR §1.56. 

4. I declare, based on information and belief, that the Inventors claimed more than they 

had a right to claim in the '118 Patent 

5. One error in the '118 Patent arising from the Inventors claiming more than they had a 

right to claim is that the claims, as interpreted by the PTAB in inter partes Reexamination 

Proceeding No. 95/002,035, were not so limited as to require that the modification of the 

rule set be done by the redirection server while the temporarily assigned network address 

remained unchanged. 

6. That inadvertent error is addressed by amendment of the claims to more clearly 

describe the invention, so that the modification of the rule set must be done by the 

redirection server during a user session, that is, while the temporarily assigned network 

address assigned to a user at the beginning of a session remains unchanged while the 

modification of the rule set is being done by the redirection server. 

7. Every error in the '118 Patent which is being corrected in the present Reissue 

Application arose without deceptive intent on the part of Applicants. 

8. All of the statements that I have made herein based on my own knowledge are true, 

and all of the statements made based on information and belief are believed to be true. I 

acknowledge the duty to disclose information which is material to patentabi!ity as defined in 

37 CFR §1.56. I further acknowledge that statements made herein were made with the 

knowledge that willful false statements and the !ike so made are punishable by fine or 

imprisonment, or both, under Section 1001 of Title 18 of the United States Code, and that 
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such willful false statements may jeopardize the validity of the application or any patent 

issued thereon. 

Date: April 20,2015. 

Title: President 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. Unassigned 

Examiner: Unassigned 

Art Unit: Unassigned 
(Based on USP 6,779,118) 

RE Application Filed: March 20, 2015 Conf, No,: Unassigned 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

CONSENT OF ASSIGNEE AND STATEMENT OF OWNERSHIP 

Commissioner for Patents 
POB 1450 
Alexandria, VA 22313-1450 

Sir: 
linksmart Wireless Technology, LLC ("Linksmart") is Assignee of entire and 

exclusive title and interest in US Patent No. 6,779, 118 and in the Reissue Application 

identified above, by virtue of the Assignment recorded on June 15, 1999 at Reel/Frame 

Numbers 10062-40, and the Assignment recorded on July 2, 2008 at Reel/Frame Numbers 

21185-416. As President of Linksmart, I am authorized to sign any and all documents 

necessary and incidental to the transaction of the business by Linksmart, as pointed out in 

in the Reissue Declaration under 37 CFR §1 175 filed with the present Reissue Application, 

which I executed on behalf of Linksmart. 

As indicated by execution of the Reissue Declaration filed with the present Reissue 

Application on March 20, 2015, Assignee consents to the present Reissue Application. 

Both the Reissue Declaration and the Power of Attorney filed concurrently herewith 

contain the statement that I am an authorized signatory to sign on behalf of Lir.ksmart 

Wireless Technology, LLC. 

Accordingly, all of the requirements for this Statement of Ownership under 37 CFR 

§3.73(c) are submitted herewith. 

On behalf of 
Linksmart Wireless Technology, LLC 

Date: April 20, 2015 

_... _,/-- 7 
/ ? // ... / / 

/ // 4,f (_ .,:'::7 . /4 . ,,?'Z~--z.'."'z:,,.-z ___ ;.,,,.~;:.::5-:;~z::.,,·z-z_---[. _____ _ 
--·-/··,L /,?' ·------,Y--------------------------"'=--

Name: Koichiro lkudome 
-----··- -----------------

Title: President ----------·-------------------------------------------------

RE134 i006.A01; AH/pjj 
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Prior Application Issue Date: August 17, 2004 

Continuity Type (of Parent Appl'n): Non-Provisional 

of Prior (Grandparent) Application: 60/084,014 

Prior Application Filing Date: May 4, 1998 

Prior Application Status: Expired 

Prior Application Patent Number: 

Prior Application Issue Date: 

Signature 

Practitioner's Name: 

Registration Number: 

Signature: 

Date: 

Abraham Hershkovitz 

45,294 

/Abe Hershkovitz/ 

April 20, 2015 

Panasonic-1002 
Page 482 of 497



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RE Applicant: Linksmart Wireless Technology, LLC 

RE Application No. Unassigned 
(Based on USP 6,779,118) 

RE Application Filed: Concurrently Herewith 

Examiner: Unassigned 

Art Unit: Unassigned 

Conf. No.: Unassigned 

For: USER SPECIFIC AUTOMATIC DATA REDIRECTION SYSTEM 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Honorable Commissioner: 

PRELIMINARY AMENDMENT 

Applicant submits the following amendments and remarks in connection with the 

above-identified new Reissue Application. 

A Decision on Appeal was issued in merged inter partes Reexamination No. 

95/002,035 and ex parte Reexamination No. 90/012,342 on February 20, 2015. 

The Commissioner is hereby authorized to charge any deficiency in fees paid 

herewith, or any fees required to maintain this Reissue Application in force, or credit any 

overpayment associated with the filing of this Application or this paper, to Deposit Account 

No. 50-2929. 

Consideration and entry of this Preliminary Amendment are respectfully requested. 
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IN THE CLAIMS: 

The following claims are presented for reissue and replace all previous listings. All 

changes have been made relevant to the Patent and/or Reexamination Certificate, and all 

claims include appropriate status indicators: 

1. (Cancelled in Reexamination) 

2.-7. (Cancelled) 

8. (Cancelled in Reexamination) 

9.-14. (Cancelled) 

15. (Cancelled in Reexamination) 

16. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address; 

wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set as a function of some combination of time, data 

transmitted to or from the user, or location the user accesses; and 

wherein the redirection server is configured to [allow modification of] modify at least 

a portion of the rule set as a function of time while the rule set is correlated to the 

temporarily assigned network address. 

17. (Currently Amended) A system comprising: 

2 
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a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address; 

wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set as a function of some combination of time, data 

transmitted to or from the user, or location the user accesses; and 

wherein the redirection server is configured to [allow modification of] modify at least 

a portion of the rule set as a function of the data transmitted to or from the user while the 

rule set is correlated to the temporarily assigned network address. 

18. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address; 

wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set as a function of some combination of time, data 

transmitted to or from the user, or location the user accesses; and 

wherein the redirection server is configured to [allow modification of] modify at least 

a portion of the rule set as a function of the location or locations the user accesses while the 

rule set is correlated to the temporarily assigned network addresses. 

19. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 
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wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address; 

wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set as a function of some combination of time, data 

transmitted to or from the user, or location the user accesses; and 

wherein the redirection server is configured to [allow the removal or reinstatement of] 

remove or reinstate at least a portion of the rule set as a function of time while the rule set is 

correlated to the temporarily assigned network address. 

20. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address; 

wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set as a function of some combination of time, data 

transmitted to or from the user, or location the user accesses; and 

wherein the redirection server is configured to [allow the removal or reinstatement of] 

remove or reinstate at least a portion of the rule set as a function of the data transmitted to 

or from the user while the rule set is correlated to the temporarily assigned network 

address. 

21. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 
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wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address; 

wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set as a function of some combination of time, data 

transmitted to or from the user, or location the user accesses; and 

wherein the redirection server is configured to [allow the removal or reinstatement of] 

remove or reinstate at least a portion of the rule set as a function of the location or locations 

the user accesses while the rule set is correlated to the temporarily assigned network 

address. 

22. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 

wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address; 

wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set as a function of some combination of time, data 

transmitted to or from the user, or location the user accesses; and 

wherein the redirection server is configured to [allow the removal or reinstatement of] 

remove or reinstate at least a portion of the rule set as a function of some combination of 

time, data transmitted to or from the user, or location or locations the user accesses while 

the rule set is correlated to the temporarily assigned network address. 

23. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

wherein the rule set contains at least one of a plurality of functions used to control 

data passing between the user and a public network; 
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wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address; 

wherein the redirection server is configured to [allow automated modification of] 

modify at least a portion of the rule set as a function of some combination of time, data 

transmitted to or from the user, or location the user accesses; and 

wherein the redirection server has a user side that is connected to a computer using 

the temporarily assigned network address and a network side connected to a computer 

network and wherein the computer using the temporarily assigned network address is 

connected to the computer network through the redirection server. 

24. (Currently Amended) The system of claim 23 wherein [instructions to] the redirection 

server [to modify] modifies the rule set [are] in response to instructions received by one or 

more of the user side of the redirection server and the network side of the redirection 

server. 

25. (Cancelled in Reexamination) 

26. (Currently Amended) The method of claim [25] fil., wherein the method further [including 

the step of] comprises modifying at least a portion of the user's rule set by the redirection 

server as a function of one or more of: time, data transmitted to or from the user, and 

location or locations the user accesses. 

27. (Currently Amended) The method of claim [25] fil., [further including the step of] wherein 

the method further comprises removing or reinstating at least a portion of the user's rule set 

by the redirection server as a function of one or more of: time, the data transmitted to or 

from the user and a location or locations the user accesses. 

28.-35. (Cancelled) 

36. (Currently Amended) A system comprising: 
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a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

[wherein] the rule set [contains] containing at least one of a plurality of functions 

used to control data passing between the user and a public network; 

[wherein] the redirection server [is] being configured to [allow automated modification 

of] modify at least a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address; 

[wherein] the redirection server [is] being configured to [allow automated modification 

of] modify at least a portion of the rule set as a function of some combination of time, data 

transmitted to or from the user, or location the user accesses; and 

[wherein] the modified rule set [includes] including at least one rule as a function of a 

type of IP (Internet Protocol) service. 

37. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

[wherein] the rule set [contains] containing at least one of a plurality of functions 

used to control data passing between the user and a public network; 

[wherein] the redirection server [is] being configured to [allow automated modification 

of] modify at least a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address; 

[wherein] the redirection server [is] being configured to [allow automated modification 

of] modify at least a portion of the rule set as a function of some combination of time, data 

transmitted to or from the user, or location the user accesses; and 

[wherein] the modified rule set includes an initial temporary rule set and a standard 

rule set, and [wherein] the redirection server [is configured to utilize] utilizes the temporary 

rule set for an initial period of time and [to] thereafter [utilize] utilizes the standard rule set 

while the rule set is correlated to the temporarily assigned network address. 

38. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 
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[wherein] the rule set [contains] containing at least one of a plurality of functions 

used to control data passing between the user and a public network; 

[wherein] the redirection server [is] being configured to [allow automated modification 

of] modify at least a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address; 

[wherein] the redirection server [is] being configured to [allow automated modification 

of] modify at least a portion of the rule set as a function of some combination of time, data 

transmitted to or from the user, or location the user accesses; and 

[wherein] the modified rule set includes at least one rule allowing access based on a 

request type and a destination address. 

39. (Currently Amended) A system comprising: 

a redirection server programmed with a user's rule set correlated to a temporarily 

assigned network address; 

[wherein] the rule set [contains] containing at least one of a plurality of functions 

used to control data passing between the user and a public network; 

[wherein] the redirection server [is] being configured to [allow automated modification 

of] modify at least a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address; 

[wherein] the redirection server [is] being configured to [allow automated modification 

of] modify at least a portion of the rule set as a function of some combination of time, data 

transmitted to or from the user, or location the user accesses; and 

[wherein] the modified rule set includes at least one rule redirecting the data to a 

new destination address based on a request type and an attempted destination address. 

40. (Currently Amended) The method of claim [25] fil., wherein the modified rule set 

includes at least one rule as a function of a type of IP (Internet Protocol) service. 

41. (Currently Amended) The method of claim [25] fil., wherein the modified rule set 

includes an initial temporary rule set and a standard rule set, and wherein the redirection 

server is configured to utilize the temporary rule set for an initial period of time and to 

thereafter utilize the standard rule set. 
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42. (Currently Amended) The method of claim [25] fil., wherein the modified rule set 

includes at least one rule allowing access based on a request type and a destination 

address. 

43. (Currently Amended) The method of claim [25] fil, wherein the modified rule set 

includes at least one rule redirecting the data to a new destination address based on a 

request type and an attempted destination address. 

44-67. (Cancelled) 

68. (Currently Amended) A system comprising: 

a redirection server connected between a user computer and a public network, the 

redirection server programmed with a users' rule set correlated to a temporarily assigned 

network address; 

[wherein] the rule set [contains] containing at least one of a plurality of functions 

used to control data passing between the user and a public network; 

[wherein] the redirection server [is] being configured to [allow automated modification 

of] modify at least a portion of the rule set while the rule set is correlated to the temporarily 

assigned network address; and 

[wherein] the redirection server [is] being configured to [allow automated modification 

of] modify at least a portion of the rule set as a function of some combination of time, data 

transmitted to or from the user, or location the user accesses while the rule set is correlated 

to the temporarily assigned network address. 

69. (Currently Amended) The system of claim 68, [wherein] the redirection server [[is]] being 

configured to [allow modification of] modify at least a portion of the rule set as a function of 

time. 

70. (Currently Amended)The system of claim 68, [wherein] the redirection server [[is]] being 

configured to [allow modification of] modify at least a portion of the rule set as a function of 

the data transmitted to or from the user. 

9 

Panasonic-1002 
Page 491 of 497



Attorney Docket No. RE 1341006 

71. (Currently Amended) The system of claim 68, [wherein] the redirection server [[is]] being 

configured to [allow modification of] modify at least a portion of the rule set as a function of 

the location or locations the user accesses. 

72. (Currently Amended) The system of claim 68, [wherein] the redirection server [[is]] being 

configured to [allow the removal or reinstatement of] remove or reinstate at least a portion of 

the rule set as a function of time. 

73. (Currently Amended) The system of claim 68, [wherein] the redirection server [[is]] being 

configured to [allow the removal or reinstatement of] remove or reinstate at least a portion of 

the rule set as a function of the data transmitted to or from the user. 

74. (Currently Amended) The system of claim 68, [wherein] the redirection server [[is]] being 

configured to [allow the removal or reinstatement of] remove or reinstate at least a portion of 

the rule set as a function of the location or locations the user accesses. 

75. (Currently Amended) The system of claim 68, [wherein] the redirection server [[is]] being 

configured to [allow the removal or reinstatement] remove or reinstate [[of]] at least a portion 

of the rule set as a function of some combination of time, data transmitted to or from the 

user, or location or locations the user accesses. 

76. (Original) The system of claim 68, wherein the redirection server has a user side that is 

connected to a computer using the temporarily assigned network address and a network 

side connected to a computer network and wherein the computer using the temporarily 

assigned network address is connected to the computer network through the redirection 

server. 

77. (Currently Amended) The system of claim 68 wherein [instructions to] the redirection 

server [to modify] modifies the rule set [are] received by one or more of the user side of the 

redirection server and the network side of the redirection server in response to instructions 

received by the redirection server. 
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78. (Original) The system of claim 68, wherein the modified rule set includes at least one 

rule as a function of a type of IP (Internet Protocol) service. 

79. (Original) The system of claim 68, wherein the modified rule set includes an initial 

temporary rule set and a standard rule set, and wherein the redirection server is configured 

to utilize the temporary rule set for an initial period of time and to thereafter utilize the 

standard rule set. 

80. (Original) The system of claim 68, wherein the modified rule set includes at least one 

rule allowing access based on a request type and a destination address. 

81. (Original) The system of claim 68, wherein the modified rule set includes at least one 

rule redirecting the data to a new destination address based on a request type and an 

attempted destination address. 

82. (Currently Amended) The system of claim 68, [wherein] the redirection server [is 

configured to redirect] redirecting data from the users' computers by replacing a first 

destination address in an IP (Internet Protocol) packet header by a second destination 

address as a function of the modified rule set. 

83. (Currently Amended) In a system comprising a redirection server connected between a 

user computer and a public network, the redirection server containing a user's rule set 

correlated to a temporarily assigned network address wherein the user's rule set contains at 

least one of a plurality of functions used to control data passing between the user and a 

public network; a method comprising [the step of]: 

the redirection server modifying at least a portion of the user's rule set while the 

user's rule set remains correlated to the temporarily assigned network address in the 

redirection server; [and] 

wherein the redirection server has a user side that is connected to a computer using 

the temporarily assigned network address and a network address and a network side 

connected to a computer network; [and] 

wherein the computer using the temporarily assigned network address is connected 

to the computer network through the redirection server~ and 
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[the method further includes the step of receiving instructions by] the redirection 

server [to modify] modifying at least a portion of the user's rule set through one or more of 

the user side of the redirection server and the network side of the redirection server while 

the rule set is correlated to the temporarily assigned network address, in response to 

instructions received by the redirection server. 

84. (Currently Amended) The method of claim 83, [further including the step of modifying at 

least a portion of the user's rule set as] wherein the modification is a function of one or more 

of time, data transmitted to or from the user, and location or locations the user accesses. 

85. (Currently Amended) The method of claim 83, [further including the step of] wherein the 

modification comprises removing or reinstating at least a portion of the user's rule set as a 

function of one or more of time, the data transmitted to or from the user and a location or 

locations the user accesses. 

86. (Original) The method of claim 83, wherein the modified rule set includes at least one 

rule as a function of a type of IP (Internet Protocol) service. 

87. (Original) The method of claim 83, wherein the modified rule set includes an initial 

temporary rule set and a standard rule set, and wherein the redirection server is configured 

to utilize the temporary rule set for an initial period of time and to thereafter utilize the 

standard rule set. 

88. (Original) The method of claim 83, wherein the modified rule set includes at least one 

rule allowing access based on a request type and a destination address. 

89. (Original) The method of claim 83, wherein the modified rule set includes at least one 

rule redirecting the data to a new destination address based on a request type and an 

attempted destination address. 

90. (Currently Amended) The method of claim 83, wherein the redirection server [is 

configured to redirect] redirects data from the users' computers by replacing a first 
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destination address in an IP (Internet Protocol) packet header by a second destination 

address as a function of the individualized rule set. 

91. (New) In a system comprising a redirection server containing a user's rule set 

correlated to a temporarily assigned network address wherein the user's rule set contains at 

least one of a plurality of functions used to control data passing between the user and a 

public network: a method comprising: 

the redirection server modifying at least a portion of the user's rule set while the 

user's rule set remains correlated to the temporarily assigned network address in the 

redirection server: 

connecting a user side of the redirection server to a computer using the temporarily 

assigned network address and a network side connected to a computer network: 

connecting the computer using the temporarily assigned network address to the 

computer network through the redirection server: 

receiving instructions by the redirection server: and 

the redirection server modifying at least a portion of the user's rule set through one 

or more of the user side of the redirection server and the n etwork side of the redirection 

server while the rule set is correlated with the temporarily assigned network address. 
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Remarks 

The following is a statement of status and support for all changes to the claims in 

accordance with 37 CFR §1.173(c). By this Preliminary Amendment, claims 2-7, 9-14, 

28-35 and 44-67 are cancelled without prejudice or disclaimer (either by Reexamination or 

herein), claims 16-24, 26, 27, 36-43, 68-75, 77, 82-85 and 90 are amended, and claims 76, 

78-81 and 86-89 are unchanged from the Reexamination Certificate issued March 27, 2012 

on the underlying US Patent 6,779,118 ("the '118 Patent"). In the March 27, 2012 

Certificate, it is noted that claims 1, 8, 15 and 25 were cancelled from the '118 Patent. New 

claim 91 is presented herein which is similar to original claim 25, and claims 26, 27 and 

40-43 have been amended to depend from claim 91. Claim 91 also has been corrected, as 

have all other claims now pending upon entry of this Preliminary Amendment, i.e., to more 

clearly claim that (1) the redirection server modifies the rule set, and (2) the redirection 

server modifies the rule set while the rule set is correlated to the temporarily assigned 

network address. This clarification obviates the broader than intended interpretation of the 

claims by the Patent Trial and Appeal Board in inter partes Reexamination Proceeding No. 

95/002,035. No new matter is added, none of the amendments broaden the claims in 

scope, and there is no recapture of limitations previously cancelled. No other substantive 

changes are made in the claims, and other changes are merely editorial or grammatical 

corrections. Accordingly, every amendment in every now-pending claim above is clarified to 

the point that no further explanation is necessary. All claims are in condition for allowance, 

and an early Notice to that effect is respectfully requested. 

The Examiner is invited to direct any questions to the practitioners of record at the 

below-listed telephone and e-mail address. 

Date: April20,2015 

Hershkovitz & Associates, PLLC 
2845 Duke Street 
Alexandria, VA 22314 
Telephone +1.703.370.4800 
Facsimile +1. 703.370.4809 
Email patent@hershkovitz.net 

RE1341006.A01; AH/pjj 
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