
(12) United States Patent 
Miller et al. 

USOO6247058E31 

(10) Patent No.: US 6,247,058 B1 
(45) Date of Patent: Jun. 12, 2001 

(54) METHOD AND APPARATUS FOR Primary Examiner Mark H. Rinehart 
PROCESSING NETWORK PACKETS USING Assistant Examiner Paul Kang 
TIME STAMPS (74) Attorney, Agent, or Firm-David A. Plettner 

(75) Inventors: John P. Miller, Rocklin; Erik E. (57) ABSTRACT 
Erlandson, Roseville, both of CA (US) A network device receives packets from a first network 

(73) Assignee: Hewlett-Packard Company, Palo Alto, Segment, time Stamps the packets as they arrive, and trans 
CA (US) mits the packets to a Second network Segment. By time 

Stamping packets as they arrive, Stale packets can be iden 
(*) Notice: Subject to any disclaimer, the term of this tified and discarded. A Stale packet is a packet that has been 

patent is extended or adjusted under 35 pending in the network device longer than an active timeout 
U.S.C. 154(b) by 0 days. interval, which may be varied based on network traffic levels 

to conserve network bandwidth. Packets may also be dis 
(21) Appl. No.: 09/050,645 carded to conserve packet buffer memory in the network 

device. For example, when an incoming packet arrives and 
(22) Filed: Mar. 30, 1998 an output buffer in which the packet must be stored is full, 
(51) Int. Cl." ......................... G06F 15/16: G06F 15/173; the output buffer is Scanned to identify and discard packets 

HO4L 12/56 that have exceeded a minimum timeout interval, thereby 
(52) U.S. Cl. .......................... 709/234. 709/235. 709/240; allowing the incoming packet to be stored in the output 

370/418; 370/429; 710/53; 710/54; 702/187 buffer. Many network protocols initiate the retransmission of 
(58) Field of Search ..................................... 700,234,235, packets after a timeout interval has expired and an acknowl 

709/240; 370/418, 429, 230; 7053 54. edge packet has not been received. The present invention 
s s s s 702 s: conserves network bandwidth by not transmitting Stale pack 

ets that either will be ignored or redundant when network 
(56) References Cited traffic becomes heavy. The present invention also conserves 

buffer memory by allowing broadcast and multicast packets 
U.S. PATENT DOCUMENTS to be Stored in and transmitted from a single broadcast 

4,799,215 * 1/1989 Suziki, packet output buffer. The proper packet transmission order at 
5,390,299 2/1995 Rege et al... 700 each port is maintained by comparing the time stamp 
5.402,417 3/1995 Aramaki. assigned to the broadcast packet when it arrived at the 
5,781,549 * 7/1998 Dai. network device with the time Stamps of the other packets in 
5,926,458 7/1999 Yin ....................................... 370/230 the output buffer. Finally, the present invention provides 
5,978,928 * 11/1999 Rust ........... ... 702/187 many opportunities for collecting Statistics, Such as the 
5.991,812 * 11/1999 Srinivasan ...... ... 709/234 average latency, mean latency and Standard deviation of the 
6,011,775 * 1/2000 Bonomi et al. ... 370/230 latency of packets processed by network device. 
6,026,074 2/2000 Stadler et al. ....................... 370/230 

* cited by examiner 15 Claims, 10 Drawing Sheets 

86 OUT-OF-BAND 

Ya statises PORT 

100- sos 
--> FORWARDING -- 

102 UNT 104 

Y ? 
TMSIAMP STATISTICS - 

88 90 CLOCK UNI 94 

Y Y 106 y 

BROACASTPACKET 
OUTPUT OUTPUT OUTPUTUFFER OUTPUT OUTPUT 
BUFFER BUFFER BUFFER BUFFER 

O 1 98 N-2 N-1 

OUTPUCONROL 
| UNIT 

v v w T 
N OUT IN OUT OUT IN OUT IN 

PORTO ORT1 PORTN-2 PORTN-1 

  

  

HPE 1031-0001
HPE Co. v. ChriMar Sys., Inc.

IPR Pet. - U.S. Patent No. 8,155,012
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Jun. 12, 2001 Sheet 1 of 10 US 6,247,058 B1 

24 

22 

18 

16 

DATA LINK 

14 

12 

f FIG. 1 
10 (PRIOR ART) 

HPE 1031-0002
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


HPE 1031-0003

1B

w:5.moan:0,Nmane."—
74

2,\I/\I/\I/86\\\//\\\///NW\\\///WVES\/8x/\/Uxx//\xx//\\xx//\.\/\/\/\I\/x/\\/\I\/_,u__n_u_w/\.,x,x.
fI

0/\/\/\2xIxxIx/I\a/H\/om\/9.\mambmnmm\mm::B/\\/\\//\\h/\/\/\S/Illl\\\\///I|I\\\/IIII\\\\1|rammaBwmonm\35:26
22,1n.

m.I 693535Emm52mew<882Nllllllllll 58m:$558
4wxxNNX,‘

a_

PxExSH////’/V[\\\\\\U.........

HPE1031-0003

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Z-N LÀ HOd 
LTTO 

US 6,247,058 B1 Sheet 3 of 10 Jun. 12, 2001 U.S. Patent 

(LHV HOTHd) € ERIT,5)|=| 

?, LYHOd L?IO 

  

HPE 1031-0004
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US 6,247,058 B1 Sheet 4 of 10 Jun. 12, 2001 U.S. Patent 

LINT) TO?| LNO O LTld L?IO 

  

HPE 1031-0005
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


