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2.

IN THE CLAIMS

1. (Currently Amended) A method of maintaining a networked computer system
including first and second nodes and an event processing server, comprising:
the first and second nodes detecting changes in state;
the event processing server receiving notification of the changes in state from the
first and second nodes;
the event processing server correlating the changes in state detected by the first
and second nodes;
the event processing server executing a maintenance decision which affects the
first and second nodes, wherein the maintenance decision is based on the correlating
of the changes in state detected by the first and second nodes, the changes in state a
result of an absence of an event;
wherein the absence of an event comprises at least one of:
an absence of a request for system resources; and
an absence of an event message received within a predetermined time
frame; and
wherein the detecting, transmitting, correlating, and executing occurs without
human intervention([.]]._and

wherein the event processing server comprises an interceptor inserted in a

communication path of the networked computer system, the method further comprising:

at the interceptor, detecting an access request in the communications

path;
generating an event message for the access request;

transmitting the event message to the event processing server; and

in response, receiving a policy message from the event processing server

comprising at least one of:
instructions for allowing the access request to continue along the

communications path, and

instructions for disallowing the access request to continue along the
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communications path.

2. (Canceled)

3. (Original) The method of claim 1 wherein the changes in state are recognized by a

reference monitor.
4. (Original) The method of claim 3 wherein the monitor is a stateful reference monitor.

5. (Original) The method of claim 1 wherein the event processing server receiving the
report is the result of one of the first and second nodes reporting to the event
processing server, and the event processing server polling the first and second nodes.

6. (Original) The method of claim 1 further including the event processing server

updating an operating policy on the network.

7. (Original) The method of claim 6 wherein the updating the operating policy includes at
least one of requesting security policy changes on at least one node, requesting
changes to privileges to access system resources on at least one node, tuning system
parameters on at least one node, and modifying network firewall parameters.

8. (Original) The method of claim 6 further including at least one node enacting the

updated operating policy.

9. (Original) The method of claim 1 further including notifying an external entity of

actions taken.

10. (Original) The method of claim 9, wherein the external entity is a network

administrator.
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11. (Original) The method of claim 9, wherein the external entity is a software

application executing on the network.

12. (Currently Amended) A method for maintaining a networked computer system
including:
at least one node detecting at least one change in state;
an event processing server on the network receiving notification of the at least
one change in state from the at least one node; and
the event processing server responding to the notification by executing a
maintenance decision, wherein the maintenance decision is based on the at least one
change in state from the at least one node, the at least one change in state a result of
an absence of an event;
wherein the absence of an event comprises at least one of:
an absence of a request for system resources; and
an absence of an event message received within a predetermined time
frame; and
wherein the detecting, receiving, and responding occurs without human
intervention[[.]],.and

wherein the event processing server comprises an interceptor inserted in a
communication path of the networked computer system, the method further comprising:

at the interceptor, detecting an access request in the communications

path;

generating an event message for the access request;
transmitting the event message to the event processing server; and

in response, receiving a policy message from the event processing server

comprising at least one of:

instructions for allowing the access request to continue along the
communications path, and

instructions for disallowing the access request to continue along the

communications path.
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