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SECTION 1.
Introduction

Since its early beginnings in the Green project, the Java
language [26] has come a long way in its applicability and
prevalence. While its initial adoption was fuelled by the ability
to add “active content” to web pages, Java has also become a
predominant system and application development language,
providing useful capabilities over and above the language
features through an extensive set of application programming
interfaces (APIs). The APIs' simplify programming by
providing a rich set of domain-dependent libraries, as well as
enabling new programmatic and computational paradigms. As
an example, the Java Cryptography API makes it possible for
applications to easily implement security protocols for their
own needs, while the Jini API provides a specification for Java
bytecode based distributed programming. One of the keys to
Java's success and appeal is its platform independence,
achieved by compilation of source code to a common
intermediate format, namely Java Virtual Machine (JVM)
bytecode, which can then be interpreted by various platforms.
The ability to transport byte code between JVMs is most
commonly encountered while browsing the net, and Java's
platform independence ensures a client-independent
experience.

Although previous language implementations, such as Pascal
and Smalltalk systems, have used intermediate byte code, the
use of bytecode as a medium of exchange places Java bytecode
in a new light. A networked computer can import and execute
Java bytecode in ways that are invisible or partly invisible to
the user. For example, a user (or his browser) may execute a
Java applet embedded within a page as part of the HTIP
protocol, or a client may execute a lookup service proxy as it
prepares to join a Jini community. To protect against execution
of erroneous or intentionally malicious code, the JVM verifies
bytecode properties before execution and performs additional
checks at run time. However, these checks only enforce some
type correctness conditions and basic resource access control.
For example, these tests will not protect against large classes of
undesirable run-time behavior, including denial-of-service,
compromise of integrity, and loss of sensitive information from
password or credit card information files, say. The introduction
of new security architectures [8] for Java has allowed for digital
signature verification and resource access control through the Juniper Ex. 1009-p. 5 
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