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UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

JUNIPER NETWORKS, INC.,
Petitioner,

V.

FINJAN, INC.,
Patent Owner.

Case IPR2019-00031
Patent 8,141,154 B2

Before THOMAS L. GIANNETTI, MIRIAM L. QUINN, and
PATRICK M. BOUCHER, Administrative Patent Judges.

QUINN, Administrative Patent Judge.

DECISION
Denying Institution of Inter Partes Review
35U.S.C. 8314
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L. INTRODUCTION

Juniper Networks, Inc. (“Petitioner”) filed a Petition to institute inter
partes review of claim 1 of U.S. Patent No. 8,141,154 B2 (Ex. 1001, “the
’154 patent”). Paper 2 (“Pet.”). Finjan, Inc. (“Patent Owner”) timely filed a
Preliminary Response. Paper 7 (“Prelim. Resp.”).

We have jurisdiction under 35 U.S.C. § 314. For the reasons
discussed below, we do not institute inter partes review of claim 1 of the

’154 patent.

A. Related Matters

The parties indicate that the *154 patent is involved in Finjan, Inc. v.
Juniper Networks, Inc., Case No. 3:17-cv-05659-WHA (N.D. Cal.) and
other proceedings. Pet. 1; Paper 5.

B.  The ’154 Patent (Ex. 1001)

The *154 patent relates to computer security, and, more particularly,
to systems and methods for protecting computers against dynamically
generated malicious code, such as viruses that enter a computer over the
Internet. Ex. 1001, 1:7-9, 34-37, 8:38—40. The ’154 patent identifies two
types of anti-virus applications that are available to protect against internet
viruses: gateway security applications that shield web content before it is
delivered to a computer, and desktop security applications that shield web
content after it is delivered to the computer. Id. at 1:43-53. Each system
has its disadvantages. Id. at 2:31-45. Gateway security applications fail to
detect certain types of viruses, such as viruses that are generated
dynamically at run-time of a computer program. Id. at 3:31-36. Desktop

security applications may be able to shield dynamically generated viruses;
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however, these applications require the installation of client computer
software and can be vulnerable to hackers. Id. at 4:15-22.

With regard to the embodiment shown in Figure 2, reproduced below,
the *154 patent describes shielding a client computer from dynamically
generated malicious code by passing the input of a function to a security

computer for inspection before the client computer invokes the function. 1d.

at 4:35-43, 8:41-44.
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FIG. 2

Figure 2 depicts a system for protecting a computer from dynamically
generated malicious executable code, including gateway computer 205,
client computer 210, and security computer 215. 1d. at 8:45-47. The

gateway computer 205 receives content from a network, such as the Internet,
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over communication channel 220. 1d. at 8:47—48. “Such content may be in
the form of HTML pages, XML documents, Java applets and other such web
content that is generally rendered by a web browser.” Id. at 8:48—51. Client
computer 210 communicates with gateway computer 205 over
communication channel 225, and communicates with security computer 215
over communication channel 230. Id. at 8:51-54. The client computer
receives content data at client receiver 245, processes the data at content
processor 270, and transmits data at client transmitter 250.

Content modifier 265 modifies original content received by gateway
computer 205 and produces modified content that includes a layer of
protection to combat dynamically generated malicious code. 1d. at 9:13—16.
Specifically, content modifier 265 identifies certain function calls and
replaces them with a substitute function call, and when content processor
270 processes the substitute function, the input is sent to security computer
215 for inspection. Id. at 9:16-28, 10:60—64. Input inspector 275 compares
the input’s security profile to the client computer’s security policy. Id. at
11:40-41. If the operations of the function violate the client computer’s
security policy and are potentially malicious, input inspector 275 sets an
“inspection_result” value to false and the client computer does not invoke
the original function. Id. at 11:1-4, 12:20-24. Otherwise, the
“inspection_result” value is set to true, and the client computer invokes the

original function. Id.

C. Illustrative Claim

Challenged claim 1, reproduced below, is independent.

1. A system for protecting a computer from dynamically
generated malicious content, comprising:

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

IPR2019-00031
Patent 8,141,154 B2

a content processor (i) for processing content received over a
network, the content including a call to a first function, and the
call including an input, and (i1) for invoking a second function
with the input, only if a security computer indicates that such
invocation 1s safe;

a transmitter for transmitting the input to the security computer
for inspection, when the first function is invoked; and

a receiver for receiving an indicator from the security computer
whether it is safe to invoke the second function with the input.

Ex. 1001, 17:32-44.
D.  Asserted Prior Art and Grounds of Unpatentability

The Petition identifies the following references in connection with

Petitioner’s challenge of unpatentability (Pet. 4-5):

a) Gladstone: U.S. Patent No. 7,594,267 B2, filed in the record as
Exhibit 1006;

b) Ji: U.S. Patent No. 5,983,348, filed in the record as Exhibit 1005;

and

¢) Chander: Mobile Code Security by Java Bytecode Instrumentation,
DARPA Information Survivability Conference and Exposition I,
June 12-14, 2001, filed in the record as Exhibit 1008.

Petitioner asserts the following grounds of unpatentability based on

the aforementioned references (Pet. 5):

Challenged Claim Basis References
1 § 103(a) Gladstone and Ji
1 § 103(a) Chander and Gladstone
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