
Patent Owner Finjan, Inc. - Ex. 2002, p.1

ATTORNEY DOCKET NO.: ClSOB-20(0000)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant(s): Philip J.S. Gladstone and Jeffrey A. Kraemer
Serial No.: 10/172,305

For: Stateful Distributed Event Processing And Adaptive Security

Filing Date: June 14, 2002
Examiner: Mohammad W. Reza

Art Unit: 2136

Conf. No.2 3007
 

Certificate of Transmission Under 37 C.F.R. 1.8

I hereby certify that this correspondence is being electronically transmitted to the
United States Patent and Trademark Office via the EFS-Web system on: June 13, 2007

Date: October 18, 2007 By: Penny A. Coelho

(Typed or printed name of person mailing
Document, whose signature appears below)

 Signature: / ac/

MAIL STOP AF g
Commissioner for Patents . [4
PO Box 1450 [K

Alexandria, Virginia 22313 \0go

Sir: VQO {D
\\

AMENDMENT

In response to the Final Office Action mailed on August 21l 2007, please amend

the above-identified Application as follows:

Patent Owner Finjan, Inc. - Ex. 2002, p.1f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Patent Owner Finjan, Inc. - Ex. 2002, p.2

ATTORNEY DOCKET NO.: ClSO3-20(OOOO)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant(s): Philip J.S. Gladstone and Jeffrey A. Kraemer
Serial No.: 10/172,305

For: Stateful Distributed Event Processing And Adaptive Security

Filing Date: June 14, 2002
Examiner: Mohammad W. Reza

Art Unit: 2136

Conf. No.: 3007

Certificate of Transmission Under 37 C.F.R. 1.8

I hereby certify that this correspondence is being electronically transmitted to the

United States Patent and Trademark Office via the EFS-Web system on: June 13, 2007

Date: October18,2007 By: Penny A. Coelho

(Typed or printed name of person mailing

Document, whose signature appears below)

Signature: lpac/

MAIL STOP AF

Commissioner for Patents

PO Box 1450

Alexandria, Virginia 22313

Sir:

AMENDMENT

In response to the Final Office Action mailed on August 21, 2007, please amend

the above-identified Application as follows:

Patent Owner Finjan, Inc. - Ex. 2002, p.2f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Patent Owner Finjan, Inc. - Ex. 2002, p.3

US. Application No.: 10/172,305 Attorney Docket No.: ClSO3-20(0000)

-2-

IN THE CLAIMS

1. (Currently Amended) A method of maintaining a networked computer system

including first and second nodes and an event processing server, comprising:

the first and second nodes detecting changes in state;

the event processing server receiving notification of the changes in state from the

first and second nodes;

the event processing server correlating the changes in state detected by the first

and second nodes;

the event processing server executing a maintenance decision which affects the

first and second nodes, wherein the maintenance decision is based on the correlating

of the changes in state detected by the first and second nodes, the changes in state a

result of an absence of an event;

wherein the absence of an event comprises at least one of:

an absence of a request for system resources; and

an absence of an event message received within a predetermined time

frame; and

wherein the detecting, transmitting, correlating, and executing occurs without

human intervention[[.]]; and

wherein the event processing server comprises an interceptor inserted in a

communication path of the networked computer system, the method further comprising:

at the interceptor, detecting an access reguest in the communications

m;

generating an event message for the access reguest;

transmitting the event message to the event processing server; and

in response, receiving a policy message from the event processing server

WW

instructions for allowing the access reguest to continue along the

communications path, and

instructions for disallowing the access reguest to continue along the
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communications path.

2. (Canceled)

3. (Original) The method of claim 1 wherein the changes in state are recognized by a

reference monitor.

4. (Original) The method of claim 3 wherein the monitor is a stateful reference monitor.

5. (Original) The method of claim 1 wherein the event processing server receiving the

report is the result of one of the first and second nodes reporting to the event

processing server, and the event processing server polling the first and second nodes.

6. (Original) The method of claim 1 further including the event processing server

updating an operating policy on the network.

7. (Original) The method of claim 6 wherein the updating the operating policy includes at

least one of requesting security policy changes on at least one node, requesting

changes to privileges to access system resources on at least one node, tuning system

parameters on at least one node, and modifying network firewall parameters.

8. (Original) The method of claim 6 further including at least one node enacting the

updated operating policy.

9. (Original) The method of claim 1 further including notifying an external entity of

actions taken.

10. (Original) The method of claim 9, wherein the external entity is a network

administrator.
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11. (Original) The method of claim 9, wherein the external entity is a software

application executing on the network.

12. (Currently Amended) A method for maintaining a networked computer system

including:

at least one node detecting at least one change in state;

an event processing server on the network receiving notification of the at least

one change in state from the at least one node; and

the event processing server responding to the notification by executing a

maintenance decision, wherein the maintenance decision is based on the at least one

change in state from the at least one node, the at least one change in state a result of

an absence of an event;

wherein the absence of an event comprises at least one of:

an absence of a request for system resources; and

an absence of an event message received within a predetermined time

frame; and

wherein the detecting, receiving, and responding occurs without human

intervention[[.]]; and

wherein the event processing server comprises an interceptor inserted in a

communication path of the networked computer system, the method further comprising:

at the interceptor, detecting an access reguest in the communications

m;

generating an event message for the access reguest;

transmitting the event message to the event processing server; and

in response, receiving a policy message from the event processing server

comprising at least one of:

instructions for allowing the access reguest to continue along the

communications path, and

instructions for disallowing the access reguest to continue along the

communications path.
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