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57 ABSTRACT 
A system for detecting multiple errors that may occur 
during transfer of data and for correcting up to two of 
these errors simultaneously. The system has a compo 
nent for calculating a number of check bits associated 
with the data word. Also provided is a component for 
grouping all data bits into base groups and multiple 
groups, the sum of the number of base groups and multi 
ple groups being equal to the number of check bits. Up 
to two weights are assigned for each data bit. The sys 
tem distributes the data bits among the groups accord 
ing to the weights assigned thereto. Also provided is a 
component for generating a check bit for each of the 
groups and for padding the data word with the check 
bits to form an appended data word. A generator cre 
ates a predetermined number of syndrome bits, the num 
ber being the number of check bits. Finally, a decoder is 
provided for decoding the syndrome bits to identify the 
erroneous bits in the data word. 

5 Claims, 3 Drawing Figures 
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4,589,112 
1. 

SYSTEM FOR MULTIPLE ERROR DETECTION 
WITH SNGLE AND DOUBLE BETERROR 

CORRECTION 

BACKGROUND OF THE INVENTION 
1. Field of the Invention 
The present invention relates to a system for detect 

ing and correcting errors in data transfer and, more 
particularly, to a system for detecting single or multiple 
bit errors and for correcting single or double bit errors. 

2. Description of the Prior Art 
In any digital system where data is transmitted, one 

or more of the data bits in each data word or message 
may be received in error. This has been a problem from 
the time data processing systems were first invented. 
As more sophisticated data processing operations are 

performed, involving more complex equipment, there is 
a greater need for systems to detect and correct multiple 
errors in data transfers. For example, operations such as 
merging of files, sorting of data within files, numerical/- 
statistical analyses, complex data handling procedures 
and word processing operations require increased reli 
ability in data transfer. In the field of telecommunica 
tions and telemetry, error rates tend to increase when 
data is transmitted over analog lines at high baud rates. 
If data errors occur and are undetected, valuable infor 
mation and system operation itself may be affected. 
Thus, error detecting and correcting features are not 
only advantageous, they are required to improve system 
integrity. 

In response to the problem of error generation during 
data transfers, systems have been developed to detect 
such errors. One of the earliest methods for detecting 
errors was the parity check code. A binary code word 
has odd parity if an odd number of its digits are 1's. For 
example, the number 1011 has three 1 digits and there 
fore has odd parity. Similarly, the binary code word 
1100 has an even number of 1 digits and therefore has 
even parity. 
A single parity check code is characterized by an 

additional check bit that is added to each word to gener 
ate either odd or even parity. An error in a single digit 
or bit in a data word would be discernible since the 
parity check bit associated with that data word would 
then be reversed from what is expected. Typically, a 
parity generator adds the parity check bit to each word 
before transmission. This technique is called padding 
the data word. At the receiver, the digits in the word 
are tested and if the parity is incorrect, one of the bits in 
the data word is considered to be in error. When an 
error is detected at a receiver, a request for a repeat 
transmission can be given so that the error can be cor 
rected. It should be noted that only errors in an odd 
number of digits can be detected with a single parity 
check, since an even number of errors results in the 
parity expected for a correct transmission. Moreover, it 
should be noted that the specific bit in error cannot be 
identified by the parity check procedure as hereinabove 
described. 
A more sophisticated error detection system was 

later devised. Data words of a fixed length of bits were 
grouped into blocks of a fixed number of data words 
each. Parity checks were then performed between dif 
ferent data words as well as for each individual data 
word. The block parity code detected many patterns of 
errors and could be used not only for error detection, 
but also for error correction when an isolated error 
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occurred in a given row and column of the matrix. 
While these geometric codes were an improvement 
over parity check bits perse, they still could not be used 
to detect errors that were even in number and symmet 
rical in two dimensions. 

After parity check codes and geometric codes were 
devised, a code was invented by Hamming, after whom 
it is named. The Hamming code is a system of multiple 
parity checks that encodes data words in a logical man 
ner so that single errors can be not only detected but 
also identified for correction. A transmitted data word 
used in the Hamming code consists of the original data 
word and parity check digits appended thereto. Each of 
the required parity checks is performed upon specific 
bit positions of the transmitted word. The system ena 
bles the isolation of an erroneous digit, whether it is in 
one of the original data word bits or in one of the added 
parity check bits. 

If all the parity check operations are performed suc 
cessfully, the data word is assumed to be error free. If 
one or more of the check operations is unsuccessful, 
however, the single bit in error is uniquely determined 
by decoding so-called syndrome bits, which are derived 
from the parity check bits. It should be noted once again 
that only single bit errors are detected and corrected by 
use of the conventional Hamming code. Double bit 
errors, although detectable by the Hamming code, are 
not correctable. 
The Hamming code is only one of a number of codes, 

generically called error correcting codes (ECC's). 
Codes are usually described in mathematics as closed 
sets of values that comprise all the allowed number 
sequences in the code. In data communications, trans 
mitted numbers are essentially random data patterns 
which are not related to any predetermined code set. 
The sequence of data, then, is forced into compliance 
with the code set by adding to it at the transmitter, as 
hereinabove mentioned. A scheme has heretofore been 
developed to determine what precise extra string to 
append to the original data stream to make the concate 
nation of transmitted data a valid code. There is a con 
sistent way of extracting the original data from the code 
value at the receiver and to deliver the actual data to the 
location where it is ultimately used. For the code 
scheme to be effective, it must contain allowed values 
sufficiently different from one another so that expected 
errors do not alter an allowed value such that it be 
comes a different allowed value of the code. 
A cyclic redundancy code (CRC) consists of strings 

of binary data evenly divisible by a generator polyno 
mial, which is a selected number that results in a code 
set of values different enough from one another to 
achieve a low probability of an undetected error. To 
determine what to append to the string of original data, 
the original string is divided as it is being transmitted. 
When the last data bit is passed, the remainder from the 
division is the required string that is added since the 
string including the remainder is evenly divisible by the 
generator polynomial. Because the generator polyno 
mial is of a known length, the remainder added to the 
original string is also offixed length. 
At the receiver, the incoming string is divided by the 

generator polynomial. If the incoming string does not 
divide evenly, an error is assumed to have occurred. If 
the incoming string is divided by the generator polyno 
mial evenly, the data delivered to the ultimate destina 
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