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SYSTEMS AND METHODS ENABLING 
ANONYMOUS CREDIT TRANSACTIONS 

RELATED APPLICATION DATA 

0001. The present application claims priority from U.S. 
Provisional Patent Application Serial No. 60/186,166, filed 
Feb. 29, 2000, titled “Systems and Methods Enabling 
Anonymous Credit Transactions' and assigned to E-Scor 
ing, Inc., the entire contents of which are herein incorporated 
by reference. 

FIELD OF THE INVENTION 

0002 The present invention relates to electronic pay 
ments in exchange for goods and Services, and more spe 
cifically, to Systems and methods enabling consumers to 
purchase goods and Services from merchants using credit 
cards. 

BACKGROUND OF THE INVENTION 

0.003 Shopping for goods and services using a personal 
computer to place an order on a network, Such as the 
Internet, has exploded in Volume over the past few years due 
to the ever increasing number of merchants Selling goods 
and Services via the Internet, as well as the increasing 
number of consumers online. Online Shopping, which is a 
natural extension to the more traditional catalog shopping, 
enables consumers to quickly and efficiently browse through 
goods at their favorite online Stores without leaving the 
comfort of their own home. The advantages of Such shop 
ping are countleSS- consumers can access Stores that may be 
geographically remote, can order items not otherwise in 
Stock or available at a local Store, can quickly compare items 
from a number of Stores, and can often pay less for the same 
items Sold at conventional Shopping Stores. 
0004. Due to the remote and electronic nature of network 
transactions, just as in conventional catalog ordering most 
purchases over the Internet are made by credit cards. How 
ever, many consumers are concerned about their credit card 
numbers being transmitted over networkS Such as the Inter 
net because of the lack of Secure communications. Along 
with the increase of Internet traffic is an increase in oppor 
tunity for thieves to intercept credit card numbers for their 
own personal use. Because credit card transactions over the 
Internet are not face-to-face, a person having a stolen credit 
card can charge Substantial amounts of goods to that card 
before the credit card company or consumer is even aware 
the theft is occurring, which may result in thousands of 
dollars of losses to the consumer, card issuer, or merchant. 
Furthermore, each time that credit card information is com 
municated to a merchant, another opportunity is presented 
for an unauthorized third party to gain access to the credit 
card data. 

0005. In addition to the possibility that credit card infor 
mation may be stolen each time the information is Submitted 
to a merchant over the network, the use of a credit card also 
enables merchants to Store information Such as the consum 
er's name, Shipping address, and credit card information. 
After the information has been conveyed only once it can 
remain on file with the merchant within a customer database. 
Although this provides Some advantages, Such as the fact 
that for Subsequent purchases the customer need not com 
municate their credit card number to the merchant, this also 
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results in Some undesired consequences. For instance, many 
merchants use this information for Solicitation purposes, 
which is an inconvenience to many consumers. Additionally, 
merchants often also sell or provide this information to other 
entities who use the information to their own advantage, and 
without consumer consent. Further, the more purchases a 
consumer makes, the more physical locations where their 
credit and personal information is Stored will be created. 
This increases the exposure the consumer has to fraudulent 
use of this data by, for example, a person that gains unlawful 
access to the data Stored in the merchant's Storage facilities. 
0006. A number of attempts have been made to alleviate 
the problem of data protection over networkS Such as the 
Internet. For instance, many prior art Systems attempt to 
encrypt credit card numbers at the consumer's computer, 
prior to transmission over the network. Once the data has 
been encrypted it is transmitted over the network to the 
desired location, and decrypted and accessible to the receiv 
ing party. Credit card numbers can be encrypted using any 
of Several techniques, Such as public key encryption and 
SSL. However, applying encryption techniques when trans 
mitting credit card numbers requires a merchant to have 
access to the proper decryption Software. Furthermore, 
encryption may also be overcome by those perSons with the 
ability to intercept credit card numbers transmitted over the 
network. Therefore, although encryption technology exists 
to protect consumer to merchant transactions, protecting 
information that is traded with transaction partners remains 
difficult. 

0007. In addition to problems faced by consumers in 
transactions over networkS Such as the Internet, merchants 
also face potential losses and liability due to fraud. For 
example, a person using a stolen credit card number may 
purchase items of value from a merchant, who then provides 
the items to the thief. When a credit card company refuses 
to pay the merchant because the merchant accepted credit 
card payment over the network without proof of identity, the 
merchant will be forced to incur loses for the value of the 
items. 

0008 What is therefore needed is a system and method 
that protects consumers and merchants alike from the poten 
tial theft of credit card information during transactions, 
particularly, Internet transactions. 

SUMMARY OF THE INVENTION 

0009. The present invention can take blocks of consumer 
credit card numbers and create dynamic mappings of the 
card numbers to account numbers or other card numbers, 
Such as pseudo-random credit card numbers. According to 
one aspect of the invention, the Systems and methods of the 
present invention generate “pseudo-random” credit card 
attributes, which are presented to merchants at the time of 
purchase for Internet, telephone, or mail order purchases. 
The pseudo-random attributes are used by consumers in 
place of the consumer's credit card. Because pseudo-random 
attributes are transmitted to the merchant, the transaction 
between the consumer and merchant will be anonymous. 
Pseudo-random attributes include the card number, name, 
billing Zip code, expiration date, and purchase amount, each 
of which can be used singularly or in combination by an 
authentication Server to authenticate a transaction according 
to consumer preferences, which are captured when the 
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