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AN OUTBOARD PROCESSOR FOR HIGH PERFORMANCE IMPLEMENTATION OF
TRANSPORT LAYER PROTOCQOLS

R. ANDREW MACLEAN and SCOTT E. BARVICK!

Belicore, 444 Hoes Lane, Piscataway, NJ (08854

ADBSTRACT: The high throughputs promised by emerging
network technologles are aften difficult to schieve application-
to-application becuuse of host transport protocel botlenecks.,
This puper deseribes an experimental prototype implementa-
tinn of an outboard protocol processor which eliminates those
botllenecks by perfurming transport layer functions in dedl-
cated hardware, The architesture consists of separate trans.
mit and reecive CPUs, each with checksum and DMA circuits.
Mecasurements made.using an implementalion of the TCP pro-
tocol indiente that this grchitecture can support end-to-cnd
throughputs in cxeess of 11,000 packets/see between UNIX?
hosts.

1. INTRODUCTION

EASUREMENTS of the end-to-end performance of
LANs indicate that ransport and network laycr protocol
implementations often limit throughput between communicat-
ing applications (1}. Several solutions have been proposcd, the
most ¢commeon of which can be calegorized as follows:

1) incrcase the size of the ransport protoco! data unit (TPDU),
2) vptimize the protocol software,

3) change 10 & more cfficient protocol and

4) use a more powerful host processor.

The idea behind the first method is to increase the ratio of
dista bits to header bits so that the protocol processing required
per data hit is reduccd, Depending upon the underlying net-
work, however, this approach may Icad 10 increased lateney in
the network, or the need for fragmentation and reassembly in
the lower Yayers,

Optimization of the communications sofiware for through-
put has been discussed for the case of TCPAP {2]. The method-
ology adopied is to change the existing implementation
software to reduce the protocol processing overhead, Perfor-
marnice comparisons -of optimized and non-optimized imple-
mentations of TCP/IP found in {1} indicaic that significant
pevformance increases can be realized using such techniques..

The TCP and OSI TP4 protocols have been designed pri-
marily {or robustness and utility rather than throughput. Sev-
eral ‘lightweight’ transport layer protocols have been proposcd
which offer performance improvements: NETBLT |3), XTP
[4), NACK [S}, SNR[T}, and VMTP [6) are examples of such

been the responsibility of the host processor. Thus there are
potentially two areas where processing power can be added,
the host or the communications adapter.

While the use of more powerful host processors is a com-
mon solution, there is a growing trend towards increasing the
front end intetligence of the 1/0. There are two primary reasons
for this; firstly, the [/O subsystem often demands response
times which cannot be guaranteed by the host processor or
would cause the host 10 behave inefficiently or erratically. Sec-
ondly, it is often the case that certain compute intensive func-
tions can be performed more quickly or more cost effectively
by specialized hardware than by the host processor. Several
outboard processor designs have been reported [7)-{12}. Our
objective for this project has been to explore the outboard
approach by designing an experimental prototype processor as
a platform for snalyzing ansporl laycr protocols. We call this
processor the Protocol Accelerator (PA), and it is described in
the scetions which follow. One of owr ullimaie aims is to
explore different high specd protocols using this processor as &
platform, in order to determine the most appropriate techniques
for transport of data on high speed Meuapohmn Arca Net-
works.

2. PROTOCOL ACCELERATOR

2.1 System Configuration

The Proiocol Accelerator is a board on the VME sysiem
bus. Figure | shows how the PA integrates into the host sys-
tem. On the network side, the PA is equipped with both input
and. output 32 bit paralicl ports, each supporting data transfer
rates in excess of 320 Mbits/sec. Intentionally, no media access
circuitry has been included on the PA; this provides us with the
capability to connect the Protocol Accelerator 10 a variety of
network: types via appropriate adapters, or, as in Uwe case of
loop-back tesiing, 1o leave out the network circuitry com-
pletely. In future communications subsystems, the transport
protocol acceleration circuiry probably would physically
reside on the network adapter card.

< VME BUS

T 3 &
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protocols. With respect to the hardware, typically, the data link
layer (1o use OSI terminalogy) has been handled by some kind NETWORK/ L——D '
of host network ndapter and the network layer and above has LOOPRACK PROTOCOL ftosT VME
CIRCUIT ¢ ACCELERATON PROCESSOR MIAMORY
1. Scott Barvick is now with Welilleet Communications,
15 Crosby Drive, Bedlord, MA 01730 X
2. UNIX is a registered trademark of UNIX System Laboratories Inc. FIGURE 1. Systcm Configuration
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2.2 Functionality and Data Flow

The previously reponted outboard processors can be caego-
rized into single and muliiple CPU architeciures. The single
CPU implementations {4, 10, 11} include peripheral support for
high data throughputs. The multiprocessor implementations (7,
8,9, 12} use up 1o cight CPUs, typically with no special periph-
eral devices. In our design, we exploit features lrom both of
these approaches with a dual CPU design and special purpose
peripheral circuitry in an architecture optimized for transport
layer processing, )

The internal functions and data flows of the protocol accel-
crator are shown in Figure 2. We use a dual CPU approach to
protocol processing, with one CPU subsystern dedicated to the
transmission, and the other 10 the reception. The transmit and
receive CPUs are both 68020 (25 MHz) based, each with its
own private resources: ROM, parallel YO, interrupt circuitry
and 128 kilobyres of random access memory (RAMY). In addi-
tion there is 128 kilobytes of RAM shared by both CPUs which
is also sccessible 1o the two host busses, VME and VSB. Using
both host busses simullancously, it is possibic for the PA 10
move data blocks both to and from host memory, The transmit
ang receive CPUs have VME bus master capability. All the
data paths shown are 32 bits wide.

23 Operation

On transmit, dala can be piped from one of three locations;
host memory, shared memory, or ransmit CPU memory into
the network port, while the transmit CPU superviscs transfers
ond compiles headers, No intermediate buffering of the appli-
cilion data takes place. We believe this is key to high speed
aperation,

On receive, parallel data from the network is pipelined to
the host memory, local receive CPU memory, or sharcd mem-
ory. In normal operation, the reccive CPU will DMA the
header 10 local memory, perform initial processing to establish
teader integrily and payload destination, and then start a DMA

process 1o transfer the data segment of the packet cither 1o host
memory or to the sharcd memory region. While siorage of the
payload is proceeding, the receive CPU completes its procuss-
ing of the header information. Messages are passed between
the transmitreceive CPUs and the host either by using the
shared memory region or by using intcrmpt mechanisms which
exist among all CPUs (host, ransmit or receive).

The Protocol Accelerator enables a rapid data flow to and
from the network by introducing a high degree of cancum;ncy
into the communication mechanism, Several activities execute
simultaneously:

1) host processing (of higher layers and application),

2) ransmit protocol processing,

3) receive protocol processing,

4} data transfer from host memory 10 the network adaptcy,

5) data transfer from the network adapter to host memory,

6) receive data checksumming,

7} ransmil data checksumming, and

8) MAC frame processing.

2.4 Direct Memory Access

An important feature of the hardware architecture is the
dual direct memory access controllers (DMACs). The DMACs
are capable of moving 32 bit data words at rates of up 10 33
Mbyiesfsec over VME eor 30 MBytes/sec over the VSB bus
directly to and from the network ports. Scatter-gather type
aperations are fully supporied both 1o and from the application
memory. Data paths also exist for DMA of data between the
network ports and any other RAM area on the PA (i.e. CPU
RAM space or shared RAM space) so that intermediate data
buffering is possible whenever necessary.

2.5 Checksumming

The on-board CPUs are capahle of checksumming data at 2
rate in the region of 75 Mbits/scc[13] but operation at this ratc
would Icave no time for protocol processing. To maximize our
data throughput, {t was decided o include hardware
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FIGURE 2. Protocel Accelerator Functional Block Diagram
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checksumming in preference 1o using {aster, more sophisti-
catcd processors for this function,
We usc an ‘on-the-fly” echnique for the checksum and in

order 1o take advantage of this hardware, the checksum field is *

required to trail the fields being checked. In the case of TCP
this requires that the checksum field be moved from its usual
place in the hcader. Although hardware schemes can be
devised which lcave .the checksum ficld in place, these arc
somcwhat more difficult to implement, and because the intent
with this design was (10 produce a testbed suitable for many
protocols, the checksumming circuitry was not designed to be
protoco! specific.

" The circuits utilize 32 bit oncs complement adders and
operate in tandem with the DMA controllers; every word
moved by the DMA controlier is simultaneously applied to the
checksum circuits. On the transmit processor, the circuil auto-
matically inserts 2 32 bit checksum at the end of hath the
header and the data segments. On the receiver these ficlds are
checked, again automatically,

3. TCPIMPLEMENTATION

3.1 Introduction

The ransport protocol used to demonstirate the capabililics
of the Protocol Accelerator is the Transmission Control Proto-
col (TCP). It was chosen because it is currently one of the most
wide-spicad transport prolocols in"use on networks today. It is
also the subject of a preat deal of continuing rescarch, and the
expanding use of UNIX-bused desktop workstations is increas-
ing its penctration. Along with the increased use of TCP is the
fcar that as network rates rise, network throughput may ,not
keep pace or may cven decline as connection-oniented, window
Now-controlled protocols such as TCP become a bottiencck.
Sume researchers do not believe that the protocol is 10 blame
for the low throughput observed when current TCP implemen-
lations arc run over experimental high specd nctworks (2.
Instead, they cite inefficient implementations of the protocol
and imemctions with the host operating systern (UNIX) as the
causes of the poor performance. The intensity of this debate
will grow gs more high performance machines running TCP

observe less than ideal performance over high speed nctworks.

Therefore, TCP was implemented 1o show that with an efficiem
implementation on the proper hardware platform, ¢ven & proto-
col designed for moderaic-speed, error-pronc nctworks can
achicve high throughput.
3.2 Implementation Details

The high performance aspects of the Protocol Accelerator
such as the dual processors, DMA, and on-the-fly checksum
require the design of the transport protocol implementation to
be specific to the PA. Therefore, 2 custom implementation of
TCP was developed. The modules were written in C for the
main protocol processing functions with embedded 63020
Assembly language code to peeform many of the hardware spe-
cific tasks. such as seiting up the DMA conuoller, controlling
timers, and polling swatus flags. No operating sysiem is used on
the PA. Many implementation decisions were made to optimize
speed and efficiency for the ‘main path® of protocol processing
at the expense of processing for infrequent error conditions.
These decisions are justified given the low error rates charac-
teristic of high speed fiber networks.

The dual processor hardware archilecture of the Protocol
Acceleralor leads naturally to the software architecture, The

TCP implementation consists of separate transmit and receive
processes running heir respective tasks on separate micropro-
cessors, The transmitier and receiver do most of their process-
ing on data stored in private memory, but they do communicate
through the shared memory. The bulk of this communication
occurs through the Transmission Control Block (TCB), the
main TCP stale information structure which resides in shared
memory. Al appropriate times, state changes in either the trans-
mitter or receiver are updated in the TCB which may then be
read by the other processor in the course of its work.

As noted in the hardware description, the generic nature of
the PA requires that checksums be placed after the header and
after the data. Other than this differcnce, the implementation
provides all of the TCP functions required 0 transmit and
receive data in the TCP (call) ESTABLISHED state. Among
others, these [unctions include maintaining the rctransmission
queue, providing resequencing for out of order packets, sup-
porting retransmission limers, and packetizing host dawa imo
TCP segments, or TPDUs, It must be noted that 10 minimizc
data movement, host data is moved directly between host
memory and the network interface, This precludes funther scg-
mentation/reassembly of the data at what would be the Internct
Protoco! (IP) layer, Therefore, although certain [unctions of the
1P layer are rolled into the TCP header (IP address, length, pro-
ocol), IP functionality is not claimed.

Another objective of this work is to quamily the efTects of
the cnd host systemn on outboard protocol processing. To this
end 8 UNIX device driver, applications programming interface
(AP1), and application were developed for the host UNIX sys-
tem. The relationships among the components are shown in
Figure 3.

UNIX
APPLICATION
AP

UNIX
TRANSMIT DEVICE
DRIVER PRIVER

TCP TP
TRANSMITTER - RELCEIVER

FIQURE 3. System Software Architecture

UNEX
RECEIVE DEVICE

Because many variations are possible with software in the
UNIX environment, attempts were made to keep the device

* driver, AP, and application code as simplc s possible while

maintaining functional similarity to current methodologies for
protocol/sysiem interfaces. The results may then be used 10
extrapolale meaningful performance expectations of other sys-
tems with different basic parameters such as processor capabil-
ity, network packel size, or bus speeds.
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