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to the invention is that the peripheral device can be

implemented so that any of a variety of types of target

functionality can be included as part of the peripheral

device. .In particular. as described in more detail below,

the peripheral device includes an interface control device

which enables and manages communications between and among

the host computing device. a cryptographic processing

device that is part of the peripheral device. and target

functionality that is also part of the peripheral device.

The interface control device can be adapted to provide an

appropriate interface for each type of target functionality.

Thus. in general. any desired target functionality can be

used with a peripheral device according to the invention. so

long as the target functionality is implemented so as to

enable communication with an interface of the type presented.

Those skilled in the art of data communications can readily

understand how to implement such communication with target -
cm Iss. 8, Mae-l 94f)

functionality in view of the detailed descript on belowtof an
embodiment of a peripheral device according to the invention,

and. in particular. an interface control device of such a
peripheral device.

For example. target functionality of a peripheral device

according to the invention can be embodied as a memory device

adapted to enable non~volatile storage of data. In general.

any such memory device can he used to embody such target

functionality. more particularly. a solid-state disk storage

device {e.g.. NAN flash memory device) can advantageously be
used. Illustratively. a memory device that can be used to

embody target functionality in a peripheral device according

to the invention can he a compact flash memory device. such

as an ATA format flash disk_drive. other solid-state disk
storage devices. such as SdSI disks and IDE disks can be

used. The construction and operation of memory devices in

general, as Well as those identified particularly above. is

well understood by those skilled in that art. so that.
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together with an understanding of the required communication

capability between the target functionality and the interface

control device. a memory device for use with the invention

can be easily constructed and operated. A peripheral device

according to the invention that includes a memory device that

embodies the target functionality can be used. for example.

to securely store data in a manner that enables a user of the

data to easily carry the data with them wherever they go.

Target functionality of a peripheral device according to
the invention can also be embodied as a communications device

adapted to enable communication between the host computing

device and a remote device. In general, any such

communications device can be used to embody target

functionality. A communications device that can be used to
embody target functionality in a peripheral device according

to the invention can include. for example, a data

communications modem (such as. for example, a conventional

telephone line modem, an ISBN modem. a cable modem. or a

wireless modem) or a LAN transceiver {either wired or

wireless and, in the latter case. operating in. for example,

the infrared or radiofrequency spectrum}. The construction

and operation of communication devices in general. as well as

£51135!!!"SHEfiQBBfl
thoae identified particularly above. is well understood by

those skilled in that art. so that. together with an

understanding of the required communication capability

between the target functionality and the interface control

device. a communication device for use with the invention can
be easily constructed and operated. A peripheral device

according to the invention that includes a communications

device that embodies target functionality can be used. for

example. to encrypt electronic mail before transmission to an

addressee. Or, such a peripheral device can be used. for

example. to encrypt data files that a person wishes to

securely transter between a computing device at the person's

place of work and a computing device at the person‘s home.
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Target functionality of a peripheral device according to
the invention can also be embodied as a biometric device.

which is defined herein as any device that is adapted to

receive input data regarding a physical characteristic of a

person based upon a physical interaction of the person with

the device. In general. any such biometric device can be

used to embody target functionality. Biometric devices that

can be used in a peripheral device according to the invention

can include. for example. a fingerprint scanning device. a

retinal scanning device or a faceprint scanning device.

In addition to conventional computational devices for

storing and/or manipulating digital data. a biometric device

includes a sensor for sensing the physical characteristic.

and an analog~to-digital converter to transform the analog

data representing the sensed characteristic into digital

data. For example, a fingerprint scanning device includes a

sensor upon which a person can place a finger. the sensor

sensing the fingerprint of the finger, the content of the

sensed fingerprint being converted into digital data by the

device. Similarly. a retinal scanning device includes a

sensor which can be placed proximate to a person's eye, the

sensor sensing characteristics of the eye such as blood

vessel pattern or iris pattern. the device translating the

content of the sensed characteristics into digital data. The

construction and operation of biometric devices in general.

.L'Eu'hflgfl'50563338
as well as those identified particularly above. is well

understood by those skilled in that art. so that. together

with an understanding of the required communication

capability between the target functionality and the interface
control device. a biometric device for use with the invention

can be easily constructed and operated. Fingerprint scanning

devices and retinal scanning devices that can readily be

modified for use with the invention. i.e. to communicate with

an interface control devica according to the invention, are

known to those skilled in that art. For example. fingerprint
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scanning devices such as those available from Identix

Incorporated of Sunnyvale, California can be used in a

fingerprint scanning device for use with the invention.

A peripheral device according to the invention that

includes a biometric device that embodies the target
functionality can be used. for example. to enable user

authentication to a host computing device before allowing

access to particular data stored on the host computing

device. Such user authentication can be accomplished by

using a biometric device to obtain biometric data from a user

and comparing the biometric data to an appropriate library of

biometric data representing a predetermined group of people

{e.g., authorized users}. The library of data can be stored

in-a memory device of the peripheral device.
when a peripheral device including a fingerprint

scanning device is embodied as a card adapted tO'be inserted

into a slot of a host computing device [e.g.. a slot

conforming to a PCMCIA standard), it may be useful to make

the peripheral device relatively long, so that a portion of

the card on which the sensor is positioned can extend from

the slot of the host computing device. thereby enabling

fingerprints to be scanned while the peripheral device is
inserted in the host computing device. Similarly. for a

alfi'hflgfi'SBEEBBBD
fingerprint scanning device. retinal scanning device or

faceprint scanning device. it may be desirable to form the
device so that the sensor is connected to the remainder of

the device via an appropriate communication line, thus

providing some range of movement of the sensor while the

peripheral device is inserted in the host computing device.

thereby facilitating use of the device.

A biometric device can be used in different ways with a

system according to the invention, depending upon the

capabilities of the biometric device. Using known apparatus

and methods. a "smart” biometric device can be implemented

with the capability to detect the presence of an input to the
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sensor. and. upon such detection. initiate acquisition of the

biometric data and performance by the peripheral device of
the appropriate data comparison. Such a biometric device can

be used to perform user authentication as in step 704 of the

method 700 above. Alternatively, the biometric deVice may be
"stupid“ and require that a user initiate the data

acquisition and authentication process. Such a biometric

device can be used to perform user authentication in a

peripheral device that allows operation without entry of a

proper access code. as in steps 714 and 715 of the
method 700.

Target functionality of a peripheral device according to

the invention can be alsoiembodied as a smart card reader
device adapted to communicate with a smart card, such as. for

example. a smart card compliant with the ISO 7816 standard.

Such a device can be implemented by adapting a conventional

smart card reader. the construction and ggfration f which iswell known to those skilled in that arow
communications interface that enables the smart card reader

to communicate with the interface control device. A

peripheral device according to the invention that includes a

smart card reader device can be used to provide security

features to a smart.card reader. or add to existing security

features of a smart card reader.
It is to be understood that the examples given above are

merely illustrative. not exhaustive. of the_ways in which a
peripheral device according to the invention can be used.

Many more possibilities exist.

FIG. 8 is a block diagram of a peripheral device 800
according to another embodiment of the invention. The

peripheral device 800 includes a cryptographic processing

device 801. an interface control device 802. a first memory

device 803. a second memory device 804, a real-time

clock 805. a host computing device input/output (I/o)

35 interface 806 and target functionality 807.
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The host computing device I/O interface 806 enables

communications between the peripheral device 800 and a host

computing device. The electrical and mechanical

characteristics of the I/D interface 806. as well as the

protocol used to enable communication via the interface 30%
are established in any manner that conforms to the industry

standard specifications for an interface of that type. For

example. a peripheral device according to the invention can

be adapted for insertion into a PCMCIA slot of a host

computing device. In such a peripheral device. the

electrical and mechanical characteristics and communications

protocol for the host computing device I/O interface 806 are

established in conformance with the appropriate PCMCIA

standards. I

The cryptographic processing device 801 can be adapted

to perform security operations. Generally, the cryptographic

processing device 801 can be embodied by any processor

capable of performing the cryptographic operations desired to

be prOVidEd by the peripheral device 800. In one embodiment

of the peripheral device 800, the cryptographic processing

device 801 is a special purpose embedded processor. embodied

on a single integrated chip and designated as MYK-BZ (and

also referred to by the name Capstone). which includes an

ARMSTH processor core and-several special purpose
cryptographic procesSing elements that have been developed by

the Department of Defense. IThe construction and operation of
the Capstone chip is known by those skilled in the art of
cryptographic processing.

The first memory device 303 can be a non-volatile data

storage device which can be used to store computer programs

and persistent data. The first memory device 803 can be

implemented by any appropriate such device {of which there

are many conventional. readily available incarnations). such

as. for example. a conventional flash memory device.

The second memory device 804 can be a volatile data
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storage device that can also be a rapidly accessible data

storage device in which frequently used data and program

instructions can be stored during operation of the peripheral

device 800. The second memory device 804 can also be

implemented by any appropriate such device (of which there

are many conventional. readily available embodiments}. such

as, for example. a conventional random access memory (RAM)
device.

The real-time clook 805 enables the creation of time

stamps. which can be used in a number of security operations.

Advantageously. the time stamps created by the real-time

clock 805 are more secure than thoee that could otherwise he

produced by the relatively insecure clock of a host computing
device. The real-time clock 805 includes a conventional

battery backup device that maintains power to the real-time

clock 805 when the peripheral device 800 is not in use (i.e..

when power is not supplied to the peripheral device 800). so

that the correct time is continuously preserved within the

peripheral device 8005 The real-time cloak 805 (including

battery backup} can be embodied by any conventional such

device. such as the D51302 clock available from Dallas
Semiconductor of Dallas. Texas.

In the peripheral deVice 800, the interface control

device 802 mediates the interaction between the host

computing device. the target functionality 307 and the
cryptographic processing device 801. In one embodiment of

the peripheral device 800. the interface control device 302

is a conventional fieldvprogrammable gate array (FPGA) that
is programmed to perform the functions that it is desired to

implement with the interface control device 802. as described

in more detail below. The interface control device 802.

under control of the cryptographic processing device 801. can

be adapted to enable the peripheral device 800 to assume the

identity of the target functionality 80?. as discussed above.

The interface control device 802 also enables the in-line
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cryptography aspect of the invention, since the interface
control device 802 controls the flow of data between the host

computing device and the target functionality 80?.

FIG, 9A is a b10ck diagram illustrating the flow of data

through the interface control device 802 of FIG. 8. Data

transferred from a host computing device enters the

peripheral device 800 (not demarcated in FIG. 9A} through the
host computing device I/D interface 306. The interface

control device 802 presents the data to a cryptographic

processing device interface 808 (not shown in FIG. 8).

Depending on the configuration of the interface control

device 802, as determined by operation of the peripheral

device driver and/or by settings established during the
manufacture of the peripheral device 800. the data may or may

not be processed by the cryptographic processing device 801

(FIG. 8). Typically (or, in some cases, necessarily), as

discussed in more detail above, cryptographic processing will

occur. The interface control device 802 then causes the data
to be transferred to the target functionality 807. Data

being transferred from the target functionality EDT to the

host computing device follows a similar path in the reverse

direction. When the target functionality 80? is not present

éfihflfifl'SflEfififlflfl
or is not being used. data transferred from the host

computing device. after being presented to the cryptographic

processing device interface 803 and being processed by the

cryptographic processing device 801. is caused to be

transferred back to the host computing device I/O interface

806 (and. from there. to the host computing device) by the
interface control device 802.

FIG. 93 is a blook diagram of a particular embodiment of

an interface control device 910 for use in a peripheral

device according to the invention. As shown in FIG. 9B, the

host computing device commdnicates via a PCMCIA interface and
the target functionality is embodied by a compact flash

memory device. Those skilled in the art will readily
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appreciate how the interface control device 910 can be

modified for use with other host computing device interfaces
and/or target functionalities.

The interface control device 910 includes sets of

configuration registers 911. The data stored in the

configuration registers 911 establish operating

characteristics of the interface control device: in

particular. the content of the configuration registers

enables the interface control device to present to the host

computing device a desired identification of the peripheral

device. and determines whether data passing through the

peripheral device must be subjected to security operations.
A set of configuration registers is maintained for the

host computing device I/o interface, the cryptographic

processing device interface. and the target functionality

_interface. In particular. the content of the host computing

20

25

30

device I/O interface configuration registers is such that the

interaction of the hoet computing device with the peripheral

device is the same as if the security functionality were not

present (unless the data security system.is operating in

security functionality only mode}. The content of the target

functionality interface registers reflects the presence of

the security functionality. The cryptographic processing

device interface registers bridge the gap between the other
two sets of registers.

The remainder of the functional blocks of the interface

control device 910 shown in FIG. QB perform functions and

operate in a manner that can readily be understood by those

skilled in the art from the designation and interconnection
of those blocks in FIG. QB.

In general. the security functionality of a peripheral

device according to the invention can be configured to

perform any cryptographic operation. as well as other,

related mathematical operations. A configuration of the

35 security functionality that enables a particular
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cryptographic or mathematical operation can be produced, for

example. by using appropriate existing cryptographic

Software. application-specific hardware. or combination of

the two. as known by those skilled in the art of producing

cryptographic devices. Following is a description or
exemplary cryptographic an mathematical operations that can

be implemented as part orig-security functionality of a
peripheral device according to the invention. These

cryptographic and mathematical operations are well-known and

can readily be implemented in a peripheral device according

to the invention by a person of skill in the art of

cryptography. .

For example. a peripheral device according to the

invention can implement one or more cryptographic.key
exohange operations. Any key exchange operation can be

implemented. such as. for example, the Department of Defense

Standard. the RSA. the Diffie-Hellman. and the X9.42 {ANSI

Banking Standard) key exchange algorithms.

A peripheral device according to the invention can also

implement one or more hash operations. Any hash operation

can be implemented. such as. for example. the FIPS lBD-l

(SHA—l}. the Message Digest 2 (RSA). and the Message Digest 5
{RSA) algorithms.

A peripheral device according to the invention can also

25 implement one or more digital signature operations. Any
digital signature operation can be implemented. such as, for

example. the F193 186 {DEA - 512. 1024} and the RSA Signature

(512. 768. 1024. 2048] algorithms.

A peripheral device according to the invention can also

30 implement one or more key wrapping operations for both

symmetric and asymmetric keys. A key wrapping operation can

ensure that plaintext keys are not accessible external to the

peripheral device. Any key wrapping operation can be

implemented.

A peripheral device according to the invention can also

aflfihflgfl'EDEEBE’ED 
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implement one or more symmetric encryption operations. Any

symmetric encryption operation can be implemented, such as,

for example, the FIPS 155 (implemented completely in

hardware}. the DES (including BDES. EDE3. CBC and ECB}, the

RC-2 and the RC-4 algorithms.

A peripheral device according to the invention can also

implement one or more asymmetric (public key} encryption

operations. While asymmetric encryption operations underlie

the key exchange operations described above. asymmetric key

operations can also be used independently in a peripheral

device according to the invention for bulk encryption. Any

asymmetric encryption operation can be implemented. such as.

for example. the RSA and Diffie-Hellman algorithms.

A peripheral device according to the invention can also

implement one or more exponentiation operations, which are

required in many cryptographic operations. Any

exponentiation operation can be implemented. Since

peripheeee exponentiation requires a significant amount of

processing time relative to other mathematical operations. it

can be desirable to implement an exponentiation operation in-

dedicated hardware. In one_embodiment of a peripheral deviCe

according to the invention,_the security functionality of the
peripheral device includes a full 1024 bit exponentiator
implemented in hardware.

Various embodiments of the invention have been
described. The descriptions are intended to be illustrative,

not limitative. Thus. it will be apparent to one skilled in

the art that certain modifications may be made to the

invention as described above without departing from the scope
30 of the claims set out below.
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we claim: d
1. A peripheral device. compri ng:
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10

nnecting the security means

e target means to the host computing device in

se to an instruction from the host computing

5 2. A peripheral device as in Claim 1. wher' n the

arget means comprises means for non-volatilely oring data.

”‘1
3. A peripheral device as in Claim 1. w erein the

target means comprises means for enabling co unication

between the host computing device and a rem e device.

20 4. A peripheral device as in Clai 1. wherein the

target means comprises a bigmetric devi e.

5. A peripheral device as in aim 1. wherein the
target means comprises means for co unicating with a smart
card.

25 6. A peripheral device a in Claim 1. further

comprising means for mediatin communication of data between

the host computing device an the target means so that the
communicated data must firs pass through the security means.

7. A peripheral de ice as in Claim 1. further
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comprising means for providing to a host mputing device, in

response to a request from the host c puting device for

information regarding the type of e peripheral device,

information regarding the fun ion of the means for enabling

 
ft A peripheral device. comprising:

security means for enabling one or more security
Operations to he performed on data:

target means for enabling a defined interaction

10 with a host computing device;

means for enabling communication between the

security means and the target means:

means for enabling communication with a boat
computing device; and

15 means for mediating communication of data between

the nest computing device and the target means so that

the communicated data must first pass through the
security means.

19 if
f. A peripheral device as in Claim fifi wherein the

20 target means comprises means for non-volatilely storing data.

If15
Ildi A peripheral device as in Claim . wherein the

target means comprises means for enabling communication

between the host computing device and a remote device.

I
1‘? .. I

pi. A peripheral device as in Claim Bi wherein the
25 target means comprises a biometric device.

62% I!
ll. A peripheral device as in Claim £1 wherein the

target means comprises means for communicating with a smart
card.

13. A peripheral dev ce as in Claim 8, further

flf
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comprising means for providing to a host Computing

reaponse to a request from the host computing de

information regarding the type of the peripher

information regarding the function of the me e for enabling

5 a-defined interaction with a host computing device. /_
/

14. A peripheral device. comprisin H
security means for enabling e or more security

operations to be performed on d a:

target means for enabli a defined interaction

with a host computing aevi

means for enabling ommunication between the

security means and th target means:

means for enab ng communication with a.host

at25 .
)6. A peripheral device as in Claim }(, wherein the

target means comprises means for non-volatilely storing data.

remueu‘soeeeeeo
M

Sggfi A peripheral device as in Claim 14: wherein the
target means comprises means for enabling communication

25 between the host computing device and a remote device.

3? a?
Jar. A peripheral device as in Claim }4, wherein the

target means comprises a biometric device.

3 . . Q#36'. A peripheral device as in Claim )4. wherein the
target means comprises means for communicating with a smart

30 card.
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19. A peripheral device. compr ing:

security means for ens ng one or more security
operations to be perfor d on data:

a solid-state

means for en

security means nd the so ' state disk storage device;
and

means or enabling communication with a host

 

20. A peripheral device

solid-state disk stor

disk drive.

21. A peripheral device. compr ing: ,//

security means
means f

22. A peripheral device as in
ireless communication means c

23. A periph

wireless commu cation

24. A peripheral

/

'sk store IdeVice for storing data:
ling co 'cation between the

    
  

n claim 1. wherein the

evice comprises an ATA format flash

 
 
 
 

 
on between the

ommunication means: and

enabling communication with a host

   
 

  
 

m 21, wherein the

ises a wireless modem.

device as in Claim 21. wherein the

means comprises a wireless LAN

deVice. comp
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regarding a physical characteristic 0 a person based

upon a physical interaction of t person with the

peripheral device;

means for enabling betWeen the

security means and t biometr evice: and

means for en ling communication with a host

 

 

 

25. A peripheral device as in C1 m 24, wherein the

int scanning device.

as in Claim 24. wherein the

a retinal scanning device.

26. A peripheral devi

 

 

 
 

 

 

 
 

 

ing:

one or more security

2?. A peripheral device. compr
security means for enabli

operations to be performed on ata:

ith a smart card:

unication between the

t card communication means:

means for communicating

means for enabling co

security means and the sm
and

means for enabling communication with a host

computing device.

 

 
 
 

28. A data security system. co

a host computi g device '

device interfaces dapted t le communication with
another device:

a periphera co prising:

secur ty mean enabling one or more

security perations to be performed on data;

tar et means for enabling a defined

interac ion with a host computing device;

m ans for enabling communication between the

device

secur ty means and the target means;
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means for enabling co cation with a host

computing device: and

means for oper y con ing the security

means and/or th arget means to the host computing

device in r nse to an instruction from the host

3d»
28’. A data security system. comprising:

a host computing device including one or more

device interfaces adapted to enable communication with

another device:

a peripheral device. comprising:

security means for enabling one or more

security operations to be performed on data:

target means for enabling a defined

interaction with a host computing device; and

means for enabling communication between the

security means and the target means:

means for enabling communication with a host

computing device: and

means for mediating communication of data

between the host computing device and the target

means so that the communicated data must first pass

“BBB“SDEESBBU
through the security means.

'A£Q:&I 0. A data security system, compris ng:
zséi a host computing device incl ing one or more

device interfaces adapted to en la communication with

another device:

a peripheral device.

security means or enabling one or more

security operatic s to be performed on data:

target me s for enabling a defined

interaction th a host computing device: and

means or enabling communication between the
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security means and the target m ns;

means for enabling Comm. cation with a host
computing device; and

means for providing t a host computing

I device. in response to a equest from the host

computing device for formation regarding the type

of the peripheral de ce. information regarding the

function of the me 3 for enabling a defined

33’
.2f. For use in a peripheral device adapted for

communication with a host computing device. performance of

one or more security operations on data. and interaction with

a host computing device in a defined way. a method comprising
the steps of:

receiving a request from a host computing device

for information regarding the type of the peripheral
device: and

providing to the host computing device. in response

to the request. information regarding the type of the
defined interaction.

32. For use in a peripheral device ada ed for

’0 ommunication with a host computing devi . performance of
6? 'one or more security operations on d . and interaction with

a host computing device in a defi d way. a method comprising
25 the steps of:

receiving an ins uction from a host computing

ration of the peripheral device; and

performng curity Operations and/or the defined

interaction ‘ response to the instruction from the host
Computing
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RIPHE EV E WIT NT T RIT F T A ITY
William P. Bialick

Mark J. Sutherland

Janet L. Dolphin-Peterson
Thomas K. Rowland

Kirk w. skeba

Russell D. Housley

TRA T

The invention enables a peripheral device to communicate

with a host computing device to enable one or more security

operations to be performed by the peripheral device on data

stored within the host computing device. data provided from

the host computing device to the peripheral device (which can

then be, for example. stored in the peripheral device or

transmitted to yet another device]. or data retrieved by the

host computing device from the peripheral device (e.g.. data

that has been stored in the peripheral device’s? transmitted
to the peripheral device from another devi . In

particular. the peripheral device can be adapted to enable.

in a single integral peripheral device. performance of one or

more security operations on data. and a defined interaction

with a host computing device that has not previously been

integrated with security operations in a single integral
device. The defined interactions can provide a variety of

types of functionality (e.g.. data storage. data

communication, data input and output. user identificationL/
ia—deeor§bed—furtherfimerew. The peripheral device can also

be implemented so that the security operations are performed

ineline. i.e.. the security operations are performed between

the communication of data to or from the host computing
device and the performance of the defined interaction.

Moreover. the peripheral device can be implemented so that

the security functionality of the peripheral device is

transparent to the host computing device.
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DECLARATION AN‘ DWER OF ATTORNEY FOR PAT? APPLICATION

As a below named inventor. I hereby declare that:

My residence. post office address and citizenship are as stated below
adjacent to my name.

I believe I am the original. first and sole inventor [if only one name is
listed below) or an original. first and joint inventor {if plural names are
listed below) of subject matter (process. machine, manufacture, or
composition of matter. or an improvement thereof} which is claimed and for
which a patent is sought by way of the application entitled: Peripheral
Device flith Integrated figggrity Functionality

which {check} [X] is attached hereto.
[ l and is amended by the Preliminary Amendment attachedhereto‘

I ] was filed on as Application
Serial No. . '

E ] and was amended on (if applicable}.

I hereby state that I have reviewed and understood the contents of the
above-identified application, including the claims. as amended by any

_ amendment referred to above.
Ea

fifl acknowledge the duty to discloae to the United-States Patent and
Errademark Office information known to me to be material to the examination
fibf this application in accordance with Title 37. Code of Federal
gRegulations, § 1.56Ea}.
p

SI hereby claim the priority benefit under Title 35. United States Code.
“15 119 of any foreign application(s} for patent or inventor's certificate
' listed below and have also identified below any foreign application for

patent or inventor‘s certificate for the same invention having a filing
adate before that of the application on which priority is claimed:
fl

 
gPrior Foreign Applicationts) Priority Claimed

‘3 Yes No
‘4 {Number} (Country) (Date Filed)

Yes No
(Number) (Country) (Date Filed)

I hereby claim the priority benefit under Title 35. United States Code.
§§ 119 and 365(a] of any international patent applicationts). listed below.
that do not designate the United'states, but do designate at least one
country other than the United States, and have also identified below any
such international application for the same invention having a filing date
before that of the application on which priority is claimed:

 

Prior International Application(s) Priority Claimed

Yes No

(Number) (Date Filed)
_i________ Ye s No
{Number} . (Date Filed)

l
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I hereby claim the prior - benefit under Title 35. ited States Code.
§ 119{e) of the United States provisional patent applicationtsl listed
below and. insofar as any subject matter of the claims of this application
is not disolosed in such prior United States provisional applicatioMs} in
the manner provided by the first paragraph of Title 35. United States Code.
§ 112. I acknowledge the duty to disclose material information as defined
in Title 3?. Code of Federal Regulations. 5 1.56(a) which became available
between the filing date of the prior provisional application(s} and the
national or PCT international filing date of this application:

 

_fl£oe___________ ____i____i___i___ _i_____i__iii____i___.______________
(Appl. Ser. No.) {Date Filed) (Status~patented. pending. abandoned)

(Appl. Ser. No.) {Date Filed) (Status-patented. pending. abandoned)

I hereby claim the priority benefit under Title 35. United States Code.
§ 120 of the United States patent application(s} listed below and. insofar
as any subject matter of the claims of this application is not disclosed in
such prior United States applicationis) in the manner provided by the first
paragraph of Title 35. United States Code. § 112. I acknowledge the duty to
disclose material information as defined in Title 37, Code of Federal
Regulations. 5 l.56[a) which became available between the filing date of
the prior application{s) and the national or PCT international filing date

:bf this application:
 in

Ed we
fluappl. Ser. No.) (Date Filed} (Status-patented. pending. abandoned}
fl

Mii_fl__iiwi____i_ ____,__________ ______________,__________________
Bfnppl. Ser. No.) {Date Filed) (Status-patented. pending. abandoned)
an
i I hereby claim the priority benefit under Title 35. United States Code, .
fi§§ 120 and 365(C} of any international patent application{s). listed below.

that designate the United States and have also identified below any such
international application for the same invention having a filing date

gbefore that of the application(s) on which priority is claimed. and.
Qinsofar as any subject matter of the claims of this application is not
”disclosed in such prior international applicationis} in the manner providedby the first paragraph of Title 35. United States Code. § 112, I

acknowledge the duty to disclose material information as defined in Title
3?. Code of Federal Regulations. 5 1.56(a) which became available between
the filing date of the prior internatiOnal applicationts) and the national
or PCT international filing date of this application:

Prior InternatiOnal Applicationts) Priority Claimed

ML..._._.____ _,___,__,_________,__ Ye s No
(Number) {Date Filed}
__—_.___.___.... ' Yes No
(Number) (Date Filed)

2
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I hereby appoint the fol -ing attorney. with full , er of substitution,
to prosecute this appliCaclon and to transact all bL_iness in the United
States Patent and Trademark Office connected therewith: David R. Graham.
Reg. No. 35.150.

Please address all correspondence regarding this application to David R-
Graham. 133T Chewpon Avenue. Milpitas. California 95035.

Please direct all telephone calls regarding this application to David R.
Graham at telephone number (408} 945-9912.

I hereby declare that all statements made herein of my own knowledge are
true and that all statements made herein on information and belief are
believed to be true: and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable
by fine or imprisonment or both. under Title 18 United States Code. §

1001 and that such willful false statements may jeopardize the validityofthe application or any patent issued thereon.

 

Inventor's signature Date
Full name of inventor William P. Bjaligk
Residence glagggvjllg. gangland Citizenship us
Post Office Address 7359 Moorland Drive

glarkavjlle. Maryland 21022~lT3§£3
E!

finnventor's signature Date
EPull name of inventor Mark g. sunbezland
amesidence Milpitag, California Citizenship H5
MPost Office Address 1203 Eagle 31 age Way
3 c 'r -? 17

m nI

gInventor' s signature Date
mFull name of inventormJanet L Dolphin- BeteI§On
gResidence Eelvedege. California Citizenship us
gPost Office Address 396 Beach Road
a Bglvggere. galifigxnig 2492;1-2472
hi

Inventor‘s signature Date
Full name of inventormThomas 5. Rowlapd

Residence L95 gatgs, gggi figgn i; Citizenship DEPost Office Address P.Q, Box 33151
Lg; GaLQE. Qalifgrni a 35 931-3157

Inventor's signature Date
Full name of inventor%Ki r5 u, Shepa
Residence firemen;I galifggia Citizenship U5
Post Office Address 4QO galistogg Circle

Fremgnt. galifognig 2g§36-7§ZQ

Inventor's signature Date

Full name of inventor Russell D. Hensley _
Residence Herndon . Virgjgjg Citizenship g§______
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fiat)
IN TH U TA P T T AND T EMARK

William P. Bialick et a1.

its

Peripheral Devi‘te with Integrated Security
Functionality

Spyrus. Inc.

Serial Nb.:. 08/869,305 Filed: June 4. 1997

Examiner: Unknown Group Art Unit: Unknown

Attorney Becket No.: SPY-004

Milpitas. California
August 11. 1997

Assistant Commissioner for Patents
Washington. D. C. 20231

INFORMATION DISCLOSURE STATEMENT

Pursuant to 3? C.F.R. § 1.56. § 1.97 and § 1.98. Applicants

bring the documents (copy of the U.S. Patent enclosed) listed on

the enclosed Form PTO—1449 to the Examiner's attention in the

above~identified application. Citation of these documents shall

not be construed as an admission that the documents-are

necessarily prior art with respect to the instant invention.
Also. citation of these documents shall not be construed as an

admission that the information disclosed therein is, or is

considered to be. material to patentability as defined in 37

C.F.R. § 1.56(b).

I hereby certify that this onrrasnondenm is being Respectfully submitted,depomted with the mind States Postal Service as
first than mail. In In anvnlope Dddrsssnd to: f

Assistant. amniss‘loner for Patents. a (Hushingbon. 0.1:. 20231, on t 11 I997. ‘

3-“.11 ' David R. GrahamDue Reg. No. 36,150Shana re
Attorney for Applicants
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_..__ _ M “a ...f g_. . _. __ __ __ - 1 M'-

ATTORNEY DOIXET M0..- SPf-DIK SERIAL ”0.: US$69.35
APPLICMII'S: HILl'Iam P. Bialick et at.

  
 

  
 

 

U.5. DEPT OF CwHERCE — PATENT m.- IMDEMRK OFFICE
 

 
 

  
  

INFDRHM [ON DISCLOSURE CITATIIM

FILING BATE: .Ima It, 199? GROUP ART UNIT:  

CLASS SLB-CULSS

caputo at £1. N12!“

EMMINEfi'S PUELICATIW
INITIMS DATE

FOR EI GM PATENT DOG—DIEM”

COW" MED, tO-PNDING

EXAMINER‘S SERIAL HUME! ATTORNEY APPLICANT“)
. INITIALS DOCKET NO.|

[m 05336”le Hitliam P. emu-ax at at.

l .EXAMINER 5
" INITIALS

I

l

    
 

  
  

 
YES

 

 

  
 

 

  
Examiner: ln'lt at If citation consider-d, math-r or not citation is in conformance with HPEP I509. DramI line through {Hutton
If not 'In mfwmanca and not considered. Include copy of this form wlth nut mica-Hon to uLawlicanl. 

  

Fom: PTO-1H9
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Other Prior Art

According to the information contained in form PTO-1449 or PTO-892, there are one or more other

prior art/non-patent literature documents missing from the original file history record obtained from

the United States Patent and Trademark Office. Upon your request we will attempt to obtain these

documents from alternative resources.  Please note that additional charges will apply for this service.

This page is not part of the official USPTO record. It has been determined that content
identified on this document is missing from the original file history record.
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Transaction History Date lfifl ?-l [~03 | . BEST COPY E
Data Information retrieved from USPTO Patent _ I :

Application Information Retrieval [PAth I
system records at wwusptogt‘lv

U

f \ limo are? ... DEPARTMENT or DDMHEIIGE. . PM and from Ollie.

x idem»:mmCF PATENTS moWof washinolm or. scoot
mmmm

Dam-LI’II, TI'I'I-s I.I-.-:'I.'I.l in mm or: ill on r — mm

019.4: 1 I nu
[Irwin ii lFl'l'Jl-‘ll-lral-l
13:3? II'ii-iElliF'I'Ji-l I'l'JENIIl':
MILPlTi-‘I'S I‘m afirlfij't

NIT! i—llli‘i-i I END?

32 l] 2
DATE HAILED:

1. 1 fits: / fr"?
NOTICE TO FILE MISSING PARTS OF APPLICA'HON

Filing Date Granted

N1 Application Number and Filing Date have been assigned to title application. However. the items Indicated below are mlsehg. The
required iteme endt identilled belowI must be timely submitted ALONG WITH THE PAYMENT OF it SUHCHA HGE for items I and3-6 only ofsi— tor a C] large entity E] small entity in compliance with 3'! CFR 1.2T. Tile surcharge to set tent: in
37cm 1.1ete). Applicant In given Two MONTHS FROM THE DATE OF THIS NOTICE within which to file all memo items and pay
anyI teea required above to avoid abandonment. Extensions of time may he obtahed bytillng e petition accompanied by the extension
tee mderma preltsinne o! 3? CFR1.133[e).

rr inquired items on this rm are filed within the period outcome, the illuminant owed byappiicent ea s
largo entity El omii entity (verified statement tiled), in s M -‘ . 'r .

_' -1. The statutory beaicflllng lee la:
' Elf missing.El insulllclenll

Applicant moat submit $ I ' «I to can'rpiete the basic tiling tee endbr tile a-velt'flsd smaiientin'
eiaten'lent defining such status ( ? CFH i.2?}.

2. Additional daim leee ol$ ii .' l -' - ' . Including any multlple dependent clatmfeee, are required.Appiioant must eiiheraubn'll't the additional claim tees orcenoei additional dein'le tier which fees are due.
£1 3. The oath or declaration: '

CI ia missing.
III does not covei' the newty eubmlttad items.
El does not Identity the application to which it applies.
B does not mm the oily and state or torsion country of applicant's residence.
An oath or deoiaratim in compliance with 3? OFF! 1‘. 83, including residence iniorrrletion end identifiring hire application by
the above Application Number and Filing Date is required.

It. h anetureteito the oath or declaration laiare:
‘ mlealng.

by a person other than inventor or person qualified under 3? CFR1.42. 1.43. or 1.47.
A properly signed orrih or decimation in compliance with 37 CFR 1.63. identiiyirlg the appiiclation by the abouts
Application Number and Filing Date, is required.

Ci 5. The signature ol the following joint inventorte} Ie rrllselng item the oath or declaration:

 
 

An oath ordectarelion listing the names oieli' inventors and aigned by the omittedinventods). idenh‘hdng this application by
be above Appiicailon Numbereno' Filing Date. is required.

E] a. A a processing fee la required since your check was returned without payment (37 CPR 1.21mi}.
7. Your tiling receipt was mailed In error beoalee your check was rammed llllltt'lout payment.
6.1713 application does not comply wlth the Sequence Rules.

See attached IINotice to Compiy with Sequence Ruiee 3? CFR t‘.&21-l‘.825.’
9. OTHEFI:

root the reaponaa and any questions about thls notice to 'Attantlon: Box Missing Parts.‘

A copy of this notice MUSTbe returned with the response.

 

lnlllal Patent EnamlnatllJnIDhrlelon {may man 202
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Egg IN HE ITED 5mg PATENT AN T o I E

' W
H

n

g a; 9 Applicants: William P. Bialick et al.

a. . _
‘3 Assignee. Spyrus. Inc.

Title: Peripheral Device With Integrated Security
Functionality

Serial No.: 08/869,305 Filed: June 4. 1997

Examiner: Unknown Group Art Unit: 2202

Attorney Docket No.: SPY-004

Milpitas, California
January 5, 1998

Box Missing Parts
Assistant Commissioner for Patents
Washington. D. C. 20231

. RESPONSE TO NOTICE TO FILE MISSING PARTS OF APPLICATION '
FILING DATE GRANTED

Sir:

In response to the "Notice to File Missing Parts of

Application - Filing Date Granted“ mailed by the United States

Patent and Trademark Office on November 4, 1997, the following

documents are enclosed to complete the filing of the above-

referenced patent application:

' I 1. Declaration and Power of Attorney for Patent

Application. signed in counterpart by the invontors in

compliance with 37 CPR 1.63;

2. Copy of Notice to File Missing Parts of Application -

Filing Date Granted: and

3. Verified Statement Under 37 CPR l.9(f} and 1.27(c}

Claiming Small Entity Status by Assignee.
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Enclosed is a check [Check No. 1155} in the amount of

$961.00 for:

1. Statutory basic tiling fee - 5395.00:

2. Additional claim tees - $501.00: and

3. Surcharge for filing declaration on a date later than

the filing date of the application - $65.00.

It is hereby submitted that the enclosed documents complete

the filing of the above—referenced patent application and justify

the filing date of June 4. 199?. This document is being

submitted in duplicate. If there are any questions regarding

this Response, please telephone Applicants‘ undersignea attorney

at {408] 945-9912.

I hereby certify that this mrmsmflence is being
depoaitad ulth the third States Postal Service as
first class mil in an mvnlopa addressed to:
Assistant Commissioner for Patents. Hashington,D.c. 20231, on J r S 199 .

ls‘i— 1i ‘Date Sign ure

Respectfully submitted.

David R. Graham
Reg. No. 36.150
Attorney for Applicants
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=3 I
g-fl DECLARATION A1. a POWER OF ATTORNEY FOR PA'lunfT APPLICATIONC
a: - .

E=pa below named inventor. I hereby declare that: 5III
aresidence. post office address and citizenship are as stated belo
Tacent to my name.

I believe I am the original. first and sole inventor (if only one name is
listed below) or an original, first and joint inventor {if plural names are
listed below) of subject matter (process. machine. manufacture. or
composition of matter. or an improvement thereof] which is claimed and for
which a patent is sought by_way of the application entitled: Peripheralh In t F 'o alit

which (check) [ ] -is attached hereto.
[ ] and is amended by the Preliminary Amendment attached

hereto.

[X1 was filed on June 4, 1997, as Application
Serial No. 03/869,305.

[ l and was amended on (if applicable).

I hereby state that I have reviewed and understood the contents of the
above-identified application. including the claims. as amended by any
amendment referred to above.

I acknowledge the duty to disclose to the United_states Patent and
Trademark Office information known to me to be material to the examination
of this application in accordance with Title 37. Code of Federal
Regulations. 5 1.56ta).

I hereby claim the priority benefit under Title 35. United States Code.
§ 119 of any foreign application(s} for patent or inventor's certificate
listed below and have also identified below any foreign application for
patent or inventor's certificate for the same invention having a filing
date before that of the application on which priority is claimed:

Prior Foreign Application(s) Priority Claimed

NCA Yes No
(Number) (Country) (Date Filed)
——-————— _._—-_ YES NO

(Number) (Country) (Date Filed)

I hereby claim the priority benefit under Title 35. United States Code.
§§ 119 and 365(a} of any international patent application(s}. listed below.
that do not designate the United States, but do designate at least one
country other than the United States. and have also identified below any
such international application for the same invention having a filing date

'before that of the application on which priority is claimed:

‘wrior International Applicationts) Priority Claimed
A Yes No

umber) {Date Filed]
- NO- Yes

\ bmber) (Date Filed}

l
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1

I“!
E“

reby claim the pric.ity benefit under Title 35. United States Code.
19(e) of the United States provisional patent applicationts) listed
ow and, insofar as any subject matter of the claims of this application

moot disclosed‘in such prior United States provisional applicationis) in
: E manner provided by the first paragraph of Title 35, United States Code.
| 5 112. I acknowledge the duty to disclose material information as defined

in Title 37, Code of Federal Regulations. 5 l.56(a) which became available
between the filing date of the prior provisional applicationis) and the
national or PCT international filing date of this application:

H
""h-I-.-u

up
«I

 

   

N-

(Appl. Ser. No.)- (Date Filed) (Status-patented. pending. abandoned)

(Abbi. Ser. No.) (Date Filed) {Status-patented. pending. abandoned)

I hereby claim the priority benefit under Title 35. United States Code.
§ 120 of the United States patent applicationts) listed below and. insofar
as any subject matter of the claims of this application is not disclosed in
such prior United States applicationis) in the manner provided by the first
paragraph of Title 35. United States Code. § 112, I acknowledge the duty to
disclose material information as defined in Title 37, Code of Federal
Regulations, 5 1.56ta) which became available between the filing date of
the prior applicationfs) and the national or PCT international filing date
of this application:

_HLé____________ __________ii_____ __i___________i.___i_______i___.___
{Appl. Ser. No.) (Date Filed) (Status-patented. pending. abandoned)

{Appl. Ser. No.) (Date Filed) [Status-patented. pending. abandoned)

I hereby claim the priority benefit under Title 35. United states Code. -
§§ 120 and 365(c} of any international patent applicationts). listed below.
that designate the United States and have also identified below any such
international application for the same invention having a filing date
before that of the applicationts]_§m.which priority is_claimed. and.
insofar as any subject matter of the claims of this application is not
disclosed in such prior international application{s) in the manner provided
by the first paragraph of Title 35. United States Code. § 112. I
acknowledge the duty to disclose material information as defined in Title
3?. Code of Federal Regulations. 5 l.56{a) which became available between
the filing date of the prior international application(s) and the national
or PCT international filing date of this application:

Prior International Application(s) Priority Claimed

Hag Yes No
(Number) (Date Filed)
_— Ye s No
(Number) -(Date Filed)

2
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I hereby appoint the fo.._owing attorney. with full tower of substitution.
to prosecute this application and to transact all business in the United
states Patent and Trademark Office connected therewith: David R. Graham,
Reg. No. 36.158.

Please address all correspondence regarding this application to David R.
Graham, 133? Chewpon Avenue, Milpitasr California 95035.

Please direct all telephone calls regarding this application to David R.

Graham at telephone number {403}:9§§-9912.

I hereby declare that all statements made herein of my own knowledge are
true and that all statements made herein on information and belief are
believed to be true: and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable
by fine or imprisonment, or both. under Title 18, United States Code. §
1001 and that such willful false statements may jeopardize the validity of
the application or any patent issued thereon.

Inventor's signature Date
Full name of inventor will
Residence k lle M Citizenship us
Post Office Address 1150 rla

Residence Mil it ' u _ Citizenship fig
Post Office Address

Inventor' s signature
Full name of inventor
Residence B e r
Post Office Address

Date /.:L- It} 22

Residence L s alif rnia Citizenship HS
Post office Address P.0. B X 3 157

L at ' *3 7

Inventor‘s signature Date
Dull name of inventor
Residence out ifo Citizenship g§_____
Post Office Address 4

4 3 -T 2

Inventor's signature Date 20 fig (Z?Z
Full name of inventor
Residence Citizenship Hg
Pest Office Address 91§ 59:139 5391; Drive __

flow—fl
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'ereby appoint the . lowing attorney. with ful Eower of substitution.
inrosecute this application and to transact all ousiness in the United
Fates Patent and Trademark Office connected therewith: David R. Graham,
'9. No. 36.150.

ease address all correspondence regarding this application to David R.
aham. 133? Chewpon Avenue, Milpitas. California 95035.

Please direct all telephone calls regarding this application to David R.
Graham at telephone number {408) 945-9912.

I hereby declare that all statements made herein of my own knowledge are
true and that all statements made herein on information and belief are
believed to be-true: and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable
by fine or imprisonment. or both. under Title 13. United States Code. §
1001 and that such willful false statements may jeopardize the validity or
the application or any p ' - thereon.

Inventor' s signature - * '
Full name of inventor WilLigm P. Bigligk
Residence glapgsville. Marxian; citizenship U5
Post Office Address 1150 Moorland Drive

lark vi ar 1 2 29~ ?

Date ML
Residence Mil al' Citizenship us
Post Office Address 12

M . . . . 7

Inventor's signature Date
Full name of inventor '
Residence l eder Citizenship H5 .
Post Office Address

Inventor's signature _ Date fJ.-/£-?2
Full name of inventor
Residence s ‘ Citizenship fig
Post Office Address .'

Invantor s signature

Residence em ' Citizenship US
Post Office Address

4

Inventor‘s signature , - Date 2a I ?
Full name of inventor '
Residence J r 1- 1m.. citizenship HS _
Post Office Address ' ‘
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hreby appoint the f. lowing attorney. with full power of substitution.
prosecute this application and to transact all business in the United
tes Patent and Trademark Office connected therewith: David R. Graham.

9. No. 36.150. '

_3
”Ease address all correspondence regarding this application to David R.

Graham, 133‘? Chewpon Avenue, Milpitas. California 95035.

Please direct all telephone calls regarding this application to David R.
Graham at telephone number (408) 945-9912.

I hereby declare that all statements made herein of my own knowledge are
true and that all statements made herein on information and belief are
believed to be true; and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable
by fine or imprisonment. or both. under Title 18, United States Code, 5
1001 and that such willful false statements may jeopardize the validity of
the application or any patent issued thereon.

Inventor's signature Date
Full name of inventor w is P. ’ k
Residence l r sv Mar 1 Citizenship us
Post Office Address 715 M r1 nd Drive

.3: vil - -

Inventor's signature

Residence Mi 5 .. I Citizenship 33:
Post Office Address

-'?81’?

Inventor ‘ s signature - Date 2L0 - QEC' ?E .Full name of inventor

Residence ‘ Citizenship 11g

Inventor's signature Date (.1. - {’96- 22Full name of inventor
Residence a ‘ citizenship 115
Post Office Address P.

1-1'?I

Inventor's signature Date
Full name of inventor Kir W.
Residence P emo Calif 1 Citizenship 515
Post office Address 00 '

Inventor's signature Date 20 fig {252Full name of inventor

Citizenship Qa—
iv
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U ITED T FATE D

Applicants: William P. Bialick et al.

Assignee: Spyrus. Inc.

Title: Peripheral Device with Integrated Security
Functionality

Serial No.: 08/369,305 Filed: June 4. 1997

Examiner: Unknown Group Art Unit: Unknown

Attorney Docket No.: SPY-004

San Jose, California

Assistant Commissioner for Patents
Washington. D. C. 20231

VERIFIED STATEMENT. UNDER 37 can 1.9m AND 1.27m)
CLAIMING SMALL ENTITY STATUS BY ASSIGNEE

Sir:

I declare that I am an official empowered to act on behalf
of the concern identified aboVe as assignee.

Exclusive rights to the above invention as described in U.S.
patent application Serial No. 08/869,305. filed June 4. 1995 have
been conveyed to and remain with the above concern.

For purposes of paying reduced fees under Section 41 of
Title 35 of the United States Code with regard to this invention.
I declare that the above concern qualifies as a small business
concern as defined in 13 CFR 121.12 and reproducad in 37 CFR
1.9(d). namely. the concern's number or employees. including
those of its affiliates. does not exceed 500 persons and the
concern has not assigned. granted. conveyed. or licensed. and is
under no obligation under contract or law to assign. grant.
convey or license. any rights in the invention to any person who
could not be classified as an independent inventor under 37 CPR
1.9(c1 if that person made the invention. or to any concern which
would not qualify as a small business concern under 37 CFR 1.9(d)
or a nonprofit organization under 37 CFR 1.9(9).

I acknowledge my duty to file. in this application or
patent. notification of any change in status resulting in loss of
entitlement to small entity status prior to paying. or at the
time of paying. the earliest of the issue fee or any maintenance
fee due after the date on which status as a small entity is no
longer appropriate per'3?-CFR-fl.28[b).
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I further declare that all statements made herein of my own
knowledge are true, that all statements made on information and
belief are believed to be true, that these statements are made
with the knowledge that willful false statements and the like so
made are punishable by fine or imprisonment. or both, under
Section 1001 of Title 13 of the United States Code. and that such
willful false statements may jeopardize the validity of this

application, or any patent issued thereon.

Signature: ‘ K #9 Mia—AWE Datezwq7Official's Name: ev' 0' i
Official's Title: S or
Concern's Name: fipxrgs. Inc. _ __._
Concern's Address:WW

_§sD_Q95fli_EA_22lél______________________.__ 
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(; 22 oz
F1 6? STA E P TEN D EMAR

- (FF
William P. Bialick et a1.

Assignee: Spyrus. Inc. (1-336?

Title: Peripheral Device with Integrated Security
Functionality

Serial No.: 08/869,305 Filed: June 4, 199'? RECEIVED

Examiner: Unknown Group Art Unit: 2202 OCT 1 3 I995

Attorney Docket No.: SPY-004 GROUP21UU

Milpitas. California
October 6, 1998

Assistant Commissioner for Patents
washington. D.C. 20231

INFORMATION DISCLOSURE STATEMENT

WITH CERTIFICATION UNDER 37 C.F.R. §1.91(e} (1)

Sir:

Pursuant to 37 C.F.R. 5 1.56. S 1.9? and 5 1.98, Applicants

bring the documents (copies enclosed) listed on the enclosed Form

PTO-1449 to the Examiner's attention in the above-identified

application. These documents were cited by the European Patent

Office in the International Search Report (copy enclosed) for the

corresponding PCT Application No. PCT/USQS/IIOSZ.

Citation of these documents shall not be construed as an

admission that the documents are necessarily prior art with

respect to the instant invention. Also, citation of these

documents shall not be construed as an admission that the

information disclosed therein is. or is considered to be.

material to patentahility as defined in 37 C.F.R. § l.56{b}. ID

The undersigned hereby certifies in accordance g? g:to 3U

with 3': C.F.R. §1.97{e){l) that each item of information g _“'_“ g:1. 0'

no “1
w 3:" E

-— l — c m mc: .. C:anno
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contained in this information disclosure statement was cited in a

conununication from a foreign patent office in a counterpart

foreign application not more than three months prior to the

filing of this information disclosure statement.

I hereby certify that this correspmdance is being Respectfully submitted
deposited with the United states PostaL Service as and certified by.first class mail in an envelope addressed to:
Assistant Dmmissioner for Patents.

Washington. ELC. 20231. on October a 1993. M g
I-

am Signature David R. Graham
Reg. No. 36.150
Attorney for Applicants 
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Transaction History Date mama-I 1
Dale informalron retrieved from USPTO Patenl I

Application Informahon Retrieval {PAIR}
system records at wwwusplagov

' I»

if”? N UNITED STATES uéPARTMENT OF COMMERCE
’ ’ Patent and Trademark Office

an»...a] Adurur. COMMISSIONER OF PATENTS AND TRADEMARKS
Wunhmm. moral-1

_ -v'::r:.‘-'-.>'E:";' . . L: 1-.

Ian-rl‘."il:" F\‘ Cfi'iiqiifiifi
13'}? r

Plan find below andlor marched an Office oommunlcnllon concerning thls nppllcauon or
promdlng.

Comm'Manor NIPIIOI'III Ind Trademark} 
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—Ti‘re MAILING DATE of this communication appears on the cover sheetbeneath the corresponds-roe address—-

Period tor fieapol'lee

A SHURTENED STATUTORY PERlOD FOR RESPONSE IS SET TO EXPIREMONTHS) FROM THEMAIUNG DATE OF THIS COMMUNICATION.

- Emenelona 01 time may be available wider the provident: of a? CFFI 1.1389}. In no event. hot-raver. may a reeponee be timely l’led otter Six {8} MONTHS
Item the melting mm of title wumunbedon.

- It the period for Ieeponee specified above In ieee than thirty [30) days. a reeponee within the tummy n1lrtifl'rum of thirty rectum will be mum Ii'rrely.
- it NO period tor response to epodlied above. sud! period Shel. by catsuit. expire SIX {8} MONTHS l'rom the dialing date of thin confine-flatten.
- Failure to reopen! We the eel or extended period tor response will. by etatute. cause the application to becomAflANDONED (35 U513. g 1313].

Statue

E‘éeponeiye to communioationie) flied onW.
U Thle action is FINAL.

Cl Since this application is In condition for atiowenee except tor tom-lei matters. prouwtten u to the mertte te cloned in
accordance nriih the practice under Exparto Oueyie. 1936 CD. 1 1: 453 06. 213.

Dlepoelyen ol Claims '

Ieimte)Mmletere pending In the application.
0f the above claimie} talere withdrawn from consideration.

El Clelm(e)_.__._.____..—__.__.~____._. lerere a

UCIeImie} r' I J . «J 24'26re retooled.

a Gletm[e} i; 7 M {a letare objected to.
- ..- - A f— 2 mm! .217 _

E/Uairn51W 1 . -1 1’ to nicito iecliI. W) Mgfiemnt. res n or e on
Appilcetlon Pepere

E See the attached Notice of Draflapereon'e Patent Drawing Review. PTO-948.

CI The proposed drawing correction. filed on_____,__ to Li approved El disapproved.-
E The drawingie) filed on____________ ler‘are objected to by the EXerniner.
i: The epecification ta objected to by the Examiner.
CI The oath or declaration to obiecteci to by the Examiner.

Priority under 35 u.s.c. g 11 a (at-(d)

El Acknowledgment la mode of a claim tor foreign priority under 35 U.S.C. § 11 Stei-(d).
.1 All El Some' II None or the CERTIFIED copies of the priority documents have been
Ii received.

E1 received in Application No. (Series CodeISerial Number) ._v _
“J received in this national cease application from the International Bureau (PCT Flute 1 rem).

‘Ccrtitled copies not received

await.) _5' m4!tormetion Disclosure Stetementia}. PTO-1449. Paper Nets}. ___.._._. f/Cl Interview Summary. PTO-til!
otlco of References Cited. PTO-392 El Notice ol Informal Patent Appticalion. PTO-152

[3 Notice oi Dreitepereon'e Patent Drawing Review. PTO-eta D Other
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ApplicationlControl Number: 081869.305 ' PageEArt Unit: 2185

I . This application contains claims directed to the following patentshlir distinct species of the

claimed invention:Wm.

Applicant is required under 35 U.S.C. 121 to elect a single disclosed species for prosecution on

the merits to which the claims shall be restricted if no generic claim is finally held to be allowable.

Gummmhatametmeaiujs gmric‘

Applicant is advised that a response to this requirement must include an identification of the

species that is elected consonant with this requirement, and a listing of all claims readable thereon.

including any claims subsequently added. An argument that a claim is aJIOwable or that all claims are

generic is considered nonresponsive unless accompanied by an election.

Upon the allowance of a generic claim, applicant will be entided to consideration of claims to

additional species which are written in dependent form or otherwise include all the limitations of an

allowed generic claim as provided by 37 CFR lel. If claims are added after the election, applicant

must indicate which are readable uponthe elected species. MPBP § 809.0‘2fa).

Should applicant traverse on the ground that the Species are not paterttalil).r distinct. applicant

should submit evidence or identify such evidence now of record showing the species to be obvious

variants or clearly.r admit on the record that this is the case. in either insttmce. if the examiner finds one of

the inventions unpatemable over the prior art. the evidence or admission may be used in a rejection

under 35 U.S.C. 103(3) of the other invention.

2. During a telephone conversation with Mr, Vavid R. Graham (Reg. No. 36160) on November

6. 1993. a provisional election was made with traverse to prosecute the invention ofthe first species,

claims 1. 4, 5, ‘1'. 3. ll. 13. 14. 17. 24—26. 23.29. 30. 31 and 32. Affirmation oftl'iis election must be

made by applicant in responding to this Office action. Claims 2. 3. 5. 20. 9. 10, 12. 15. 16. 13. 19—20. 21 -

Toshiba_Apricorn 1003-0101
|PR2018-01067



Toshiba_Apricorn 1003-0102 
IPR2018-01067

ApplicationtConcro] Number: DBIEISQJOS
Art Unit: 2735

23 and 27 are wimdrawn from Further consideration by the examiner. 37 CFR l .i42fb). as being drawn to

a nonelected invention.

3. Applicant is reminded that upon the cancellation of claims to a non—elected invention, the

inventorship must be amended in compliance with 37 CFR 1.4301} if one or more of the currently named

inventors is no longer an inventor of at least one claim remaining in the application. Any amendment of

inventorship must be accompanied by a diligently-filed petition under 37 CFR 1.4803) and by the fee

required under 3? CFR 1.1701)‘

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. [in that form the basis

for the rejections tinder this section made in this Office action:

Apumehnflheentitledtoapatentunleasv-

(e) the invention was described in a patent granted on no application for patent by another filed in the United States before
the invention thereof by the 51.111]th for patent. or on an Met-notional application by another who has fulfilled the
requirements of plrn‘gflphx (1). f2)l and (4) or Ieotitm fine) of this title before the invention thereof by the applicant for
patent.

5. Claims 24-26 are rejectexl under 35 U.S.C. 102(e) as being anticipated by Novis et ai (S,?‘?0,349

hereinafter Nevis).

a- Acne-Lawn:

Nevis teaches a peripheral device [10]. cumprising:

(1) security means [SGJWWWWW

performed-manta ;

a biometric device [14 (col. 3. lines 36-44; col. 9. lines 284er
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ApplicaticntControl Number: 081869.305
Art Unit: 2'385 '

means | in] for enabiing communication between

(a) the security means [36] and

{h} the biometric device [14],

[which communication is for transferring captured user characteristic

from biometric 14 to the security means 86 for authentication thereat

(col. 9. lines 26-37] ; and

means [95] for enabling conmiunication with a host computing device

{96].

WW:

Nevis readies that his biometric device comprises either:

(1) a fingerprint scanning device [in order to input biometric identifier such

as a finger print (col. 3. lines 37—40)] or

{2} a retinal scanning device [in order to input biometric identifier such as a -

retinal scan (col. 3, lines 37-40)}.

6. The following is a quotation of 3S U.S.C. 10304) which forms Ihe basis for all ohviousness

rejections set forth in this Office action:

{a} A patent may not be chained thong-tine havenrionis no: identically disclosed ordeecribed an set forth in section 102 ol‘
this title. if the dirfermces between the subject matter snug}: to be patented and the prior art are such that the subject mailer
as a whole would have been obvious at thetimc the invenricnwmade lo I person having ordinary skill in the art to which
said subject mailer pertains. Pamu‘uiry shat] not be negatived by the manner in which the invention was matte.

7. This application currently names joint inventors. In considering patentnbility of the claims under

35 U.S.C. |03(a)‘ the examiner presumes that the subject matter of the various cieirns was commonly

owned at the time any inventions covered therein were made absent any evidence to the contrary.
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ApplicatiorIJCDnLrol Number: 081369.305 _ Page 5
Art Unit: 23"85

Applicant is advised of the obligation under 37 CFR 1.56 to point on: the inventor and invention dates of

each claim that was not commonly owned at the time a later invention was made in order for the

examiner to consider the applicability of 35 USS. 103(c) and potentiei 35 U.S.C. 102(1") or (3) prior an

under 35 U.S.C. 103(a)i

8. Claims I. 8. and 14 are rejected under 35 U.S.C. 103m as being unpaterttable over Novis et al

(5370.849 her

3‘ W41

1. Novis teaches a peripheral device. comprising:

(1] security means [86] for enabling one or more eecurity operation: to be

perfumed on data;

(2) target means [14 (col. 3, lines 36-44, col. 9. lines 28-30) for capturing

biometric input} for enabling a defined interaction with a host cumputing

device;

(3) means {16] for enabling communication between

(a) ' the security means and

(b) the target means ,

fwhieh comunication is for transferring captured user characteristic

from biometric 14 to the security means 36 for authentication Utereai

(col. 9. lines 25-37};

(4) means [95] for enabling eommunicaiion with a host computing device

[96].

ii. Applican't s admined prior art readies:

Toshiba_Apricorn 1003-0104
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ApplicationtCnntrol Number: 08t369.305
Art Unit: 2735

ifiiétififiiliifliéfii

(it) [either] the security means {86] andfor the target means [14] to

(h) the host computing device [96]

MIME

it would have been obvious to a person of ordinary skill in the an at the time the

invention was made to maitain. [even when the security device 203 and the target

device 202 of applican‘t admitted art are implemented in a single unit). the

manshnlmrwtm " ‘ ' .EL: Etifibiml :Df‘fiiiigizfiiiwnhly

(it) [either] the security means [36] andfor the target means [14] to

the host computing device [96]

This is because the admitted prior works fine.

Navis teaches that his target means I4 onmpritses a biometric device [col. 3. lines

4144].

WWW:

These claims do not teach or cover more than those which are covered by claims

1, 8 and 14 and thus are similarly.r rejected with the same rationale applied

thereto.

rl‘i
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ApplicationfControl Number: 081369.305 r r Page 7Art Unit: 2735

Using the above rejected claims 1, 3 and 14 with a host computer device wouid

have been obvious to a person of ordinary skill in the art. This is because

peripheral devices are to be use with host device.

9. Claims 6, ”i. and 13 are objected to as they depend on rejected claims.

10. The prior art made of record and not relied upon is considered pertinent to applicant's disclosure.

ll. Any response to this action should be mailed to:

Comissioner of Patents and Trademarks
Washington, D.C. 20231

or faxed to:

[703) 308-905]. {for formal communications intended for entry)-

0r:

(703)305-9724 (for informal or draft communications. pieaae label
'PROPDSED" or 'DRAFT')

Hand-delivered responses should be brought to Crystal Park 11. 2121 Crystal Drive.
Arlington. VA.. Sixth Floor (Receptionist).

12. Any inquiry consenting this communication or earlier communications from the examiner should

be directed to Examiner Ly Hue whose telephone number is (703) 305-9684. Tire examiner can centrally
be reached on Monday to Friday from 9:30 AM to 6:00 PM.

if attempts to reach the examiner by telephone are uiisucoeesfirl. the examiner's supervisor. Mrt Robert
W. Beausoliel. in, can be reached on (703) HIS-WIS. The fax phone number for this Group is £703)305-9724.

Any inquiry of a general nature or relating to the status of this application or proceeding should be

directed to the Group receptionist whose telephone numberIs (703} 305-Etc/W
l . r . .|.l

éfdfltc‘LY V HUA
PATENT EXAMINER

ART UNIT 2785
L. Hua

November 21], I998
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PB”
1 ' as l q " 1

Transactsn managed 1mm USPTO Patenl !
Retrieval (PAIR)

gov
Date iniormeuofi relri _rmatlon

Apphcanon Info -
system records at www.usplo

(mu gl’flsfié

Attomey Docket No; SPY—00¢

March 11 , 1999

Assistant Commissioner for Patents
Washington. D.C. 20231

Re: Applicants: William P. Bialick et a1.
Assignee: Spyrus. Inc.
Title: Peripheral Device With Integrated Security

Functionality
Serial No.: 08/869.305
Filed: June 4. 1997 '
Examiner: L. Hue
Group Art Unit: 2785

Transmitted herewith are the following documents in the above-
identified application:

(1) Response to Office Action (16 pages):
{2) Check for $63.00 [Check No. 1385):
(3) Return receipt postcard; and
(4) This sheet in duplicate.

The fee is calculated as follows (small entity status is claimed}:

C IN AMEND

Claims Highest
After Number Additional

Am n nt Pai r aims E

Total Claims: 39 - 32 7 63.00

Independent Claims: 8 - 12 = 0 0.00

First filing of one or more multiple

dependent claims {$270 total fee) 3 0.00

Fee for Petition for Extension of Time ( months} 3 0.00

TOTAL FEE: S 63 . 00

I hereby certify that. th'ls cor-resmenee is being Respectfully submitted,deposuod with the United states Penal. Service as
first class maIL in an envelope addressed to: '
Assistant Emmissioner for Patents, Hashington, .
D.C. 20251, on March 11. 1999. J

David R. Graham

M Mfidfiw— Req. No. 36.150
mu umamm Attorney for Applicants

1337 Chewpon Ave.
Milpitas. CA 95035
Tel. 010.: (408) 945—9912
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IN THE flfiITED fiTfiTBfi PAEENT AND TRADEMARK QFFIQE

Applicants: William P. Bialick et al. .1

69.305 Filed: June 4, 1997

Examiner: - . Group Art Unit: 2785

Attorney Docket No.: SPY-004

Milpitas. California
March 11. 1999

Assistant Commissioner for Patents

Qt) washington. D.C. 20231RESPONSE TO OFFICE ACTION

3h?” 1 Sir:
Please enter the following response to the Office Action

dated December 11. 1998, in the above—identified application.

IN THE EpggIELQATIQNAt page 5. line 19. del e “or“ and substitute --.--;

line 20. afgjf/fidevice" (first occurrence).in ert -Jor input to the peripheral
device b

At page 8. line 4. del te "computational" and substitute

--computing--;

line 5. delezé/"computational" and substitute-

--computing—-.:

031i £1955 flHflfiflT unuoeois 02355305

OIFIfiH GLODW

 
HI = .-
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delete/lanother” and substitute --the
peripheral--:

after ”device“ (secoud occurrence}.

insert --302--:

deletefl:another“ and substitute --the

peripheral-~;

after " evice" (first occurrence),

insert --302-~.

At page 9. line 22. del te "3A“ and substitute --3B——.

At page 13. line 5. delete ”an“.

At page 14, line 32. after " “. insert - to enable

& performance of security operationsf-.
K- At page 16, line 21. delete “colloquially“ and Sufistitute

--inform ly--.

At page 20. line 31. delete ”implemented“ and substitute

--ofifiated--,

At page 22. line 9, delete "This" and substitute

-—The--:

line 18. deié:e “peripheral“ and substitute
--target--:

line 30. after "device.". insert ~ (Of course.

in this case, security functionality.

i.e.. user authentication, is used as

part of the step 715)F-.
/

At page 24. line 18, after "below". insert ——[see FIGS. 8.

9A and 93}““.
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/
13, delete "be";

after “also". inséfitI-JHe--;
13. (16:14 "with" and substitute

--torprovide—-.(///’
5. after “806“. insert --.~-.

7. delefe’ "a“ (first occurrence) and
substitute --the--.

18. delete “peripheral".

IN T115 ELAINE

Please cancel Claims 1. 19. 21. 24. 2'? and 23.

Please amend the claims as follows:

2. (Amended) A peripheral device as in Claim [1] 2,
wherein the target means comprises means for non-volatilely

storing data.

3. {Amended} A peripheral device as in Claim [1] E.

wherein the target means comprises means for enabling

communication between the hast computing device and a remote

device.

I

4. (Amended) A peripheral device as in Claim [11,5.

wherein the target means comprises a biometric device.
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I

5. (Amended) A peripheral device as in Claim [llgf

_ wherein the target means comprises means for communicating with a

smart card.

Iff. (Amended) A peripheral device [as in claim 1].

[further] comprising;

security means for enehling one or mere security

ation rme n

t n f r i

com in vi

means fer enabling commenigetieg eegween Lhe eegeggtx
n r m II '

n in

l in h

h in vi

an inegruceion trem the nest eomeeging device; end

means for mediating communication of data between the

host computing device and the target means so that the

communicated data must first pass through the security
means .

gji (Amended) A peripheral device [as in Claim 1].
[further] comprising;
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r t means or enabl'n defined 'n ac ion w

host computing device;

means for enabling QQEQHniQQLiQfl pgtween the securitx

h I 111 new

11

ea f r a 1 con i ri m

h r t m n h host com utin evi in r

en instruction from the host computing device; and

means for providing to a host computing device, in

response to a request from the host computing device for

information regarding the type of the peripheral device.

information regarding the function of the target means [for

enabling a defined interaction with a host computing

device].

information regarding the type the peripheral device.

information regarding the nction of the Eflxgfil means [for

raction with a host computing device].

Jfiiéi (Amended) A peripheral device. comprising:
security means for enabling one or more security

operations to be performed on data;
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target means for enabling a defined interaction with a

host computing device;

means for enabling communication between the security

means and the target means: i

means for enabling communication with a host computing

device; and

6 means tor providing to a host computing device, in
response to a request from the host computing device for

information regarding the type of the peripheral device.

information regarding the function of the LQEQQL means [for

enabling a defined interaction with a host computing

device].
 

r” L:
343’. {Amended} A peripheral device as in Claim [11 91.

J}1f wherein the solid-state disk storage device comprises an ATA
format flash disk drive.
 

q éifir’é’
if. (Amended) A peripheral device as in Claim [21] fi§j

wherein the wireless communication means comprises a wireless

modem.

7
16

fig: {Amended} A peripheral device as in Claim [21] 1g,
wherein the wireless communication means comprises a wireless LAN

transceiver.
 

H};
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'3p351 (Amended) A peripheral device as in Claim [241figgfi

i .. wherein the biometric device comprises a fingerprint scanning. ,L.L

8 deVice.

I}: I [(1
as. (Amended) A peripheral device as in Claim [24] 11,

wherein the biometric device comprises a retinal scanning device.

37
éflf- (Amended) A data security system. comprising:

a host computing device including one or more device

interfaces adapted to enable communication with another

device:

a peripheral device. comprising:

security means for enabling one or more security

operations to be performed on data;

target means for enabling a defined interaction

with a host computing device: and

means for enabling communication between the

security means and the target means:

means for enabling communication with a host

computing device; and

means for providing to a host computing device, in

response to a request from the host computing device

for information regarding the type of the peripheral

device, inrormation regarding the function of the

target; means [for enabling a defined interaction with a

host computing device].
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gfifiaf {amended} For use in a peripheral device adapted for

communication with a host computing device. performance of one or

more security operations on data. and interaction with a host

computing device in a defined way. a method comprising the Steps

of:

communicating with the [receiving an instruction from

a] host computing device to exchange data hfitwfififl the hog;

computing device and [regarding operation of] the peripheral

device; [and]

[performng] Qerfgrming one or more security operations

and the defined interaction [in response to the instruction

from the host computing device] 911 the exchanged data; and

m i tin communication f w n

the hog; computing device and the peripheral QQViEQ so that

h x h n e a mu t first ass thro h n f r

formin the one r securit o erati me.

Please enter the following new claims:

7&4? (New) A peripheral device as in claimé . wherein the

target means comprises means for non-volatilely storing data.

is
gilt (New) A peripheral device as in Claim 11 wherein the

target means comprises means for enabling communication between

the host computing device and a remote device.

9' {a
)6: (New) A peripheral device as in Claim /. wherein the

target means comprises a biometric device.
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I”?
(EH5 {New} A peripheral device as in Claim/31 wherein the

target means comprises means for communicating with a smart card.

I

:3 "L
}1. {New} A peripheral device as in Claimafifi wherein the

means for non—volatilely storing data further comprises a solid-

state disk storage device.

if? :5
36: {New} A peripheral device as in Claim )6, wherein the

means for enabling communication between the host computing

device and a remote device further comprises wireless

communication means.

9Q; - 85’ .
)6: (New) A peripheral device as in Claim L5. wherein the

means for non-volatilely storing data further Comprises a solid-

state disk storage device.

97 $19
Adi {New} A peripheral-device as-in Claim )81 wherein the

solid-state disk storage device comprises an ATA format flash

disk drive.

63 ”‘3'
9f. (New) A peripheral device as in Claim i6: wherein the

means for enabling communication between the host computing

device and a remote device further comprises wireless

communication means.

.30 9‘?
4f. (New) A peripheral device as in Claim 91’. wherein the

wireless communication means comprises a wireless modem.
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’51 “q
k3". (New) A peripheral device as in Claim If. wherein the

wireless communication means comprises a wireless LAN

transceiver.

33 a
J

fid. (New) A peripheral device as in claim.;fi. wherein the

biometric device comprises a fingerprint scanning device.

3“ y}
A5. (New) A peripheral device as in Claim 14, wherein the

biometric device comprises a retinal scanning device.

/IN THE ABfiTRAgT
Line 17. delete “or“ and substitute —-.--.

Line 18. after “device" {second occurrence}I insert/i:£r
l9” .

8 input to the peripheral device by a personf-.

Line 26. delegg.".“ (third occurrence):
Line 27. delete "as described further below“.

REMARKS

claims 1—32 were filed and ere pending. Claims 2. 3. 5. 9.

10. 12. 15. 16. 18—23 and 2? were not examined. since directed to

species that were not provisionally elected for examination by

the Examiner. Claims 24-26 were rejected under 35 U.S.C. S 102.

Claims 1. 4, g, 11, 14, 17 and 28-32 were rejected under
35 U.S.C. § 103. Claims 6. T and 13 were objected to as

dependent on a rejected claim. Claims 1. 19. 21. 24, 27 and 28

have been canceled. Claims 2-?. 13. 14. 20, 22. 23. 25. 26, 30

and 32 have been amended. Claims 33-45 have been added.

-10-
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Reconsideration and allowance of Claims 2-18. 20. 22. 23. 25. 26

29-32. and allowance of Claims 33-45 is requested.

In the Office Action. the Examiner stated:

This application contains claims directed to the
following patentably distinct species of the claimed
invention: rst c nd hird f rth c o
1;;ng L me 3:.

Applicant is required under 35 U.S.C. 121 to elect a
single disclosed species for presecution on the merits
to which the claims shall be restricted if no generic
claim is finally held to be allowable. Currently. the
target means is generic.

Applicant is advised that a response to this
requirement must include an identification of the
species that is elected consonant with this
requirement. and a listing of all claims readable
thereon. including any claims subsequently added. An
argument that a claim is allowable or that all claims
are generic is considered nonresponsive unless
accompanied by an election.

Upon the allowance of a generic claim. applicant will
be entitled to consideration of claims to additional
species which are written in dependent form or
otherwise include all the limitations of an allOWed

generic claim as provided by 31 CFR 1.141. If claims f

are added after the election. applicant must indicate \which are readable upon the elected species. MPEP §
809.02[a1.

Should applicant traverse on the ground that the
species are not patentably distinct. applicant should
submit evidence or identify such evidence now of record
showing the species to be obvious variants or clearly
admit on the retord that this is the case. In either
instance. if the examiner finds one of the inventions
unpatentable over the prior art. the evidence or
admission may be used in a rejection under 35 U.S.C.
103(a) of the other inVention.

During a telephone conversation with Mr. [DIavid R.
Graham (Reg. No. 36.160 [sic]) on November 6. 1993. a
provisional election was made with traverse to
prosecute the invention of the first species. claims.
1. 4. 6. 7. B. 11. 13. 1:1. 17. 24-26. 28. 29. 30. 31
and 32. Affirmation of this election must be made by
applicant in responding to this Office action. Claims
2. 3, 5. 20. 9, 10. 12. 15. 16. 18. 19-20. 21-23 and 27

_ 11 —

1'.
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are withdrawn from further consideration by the
examiner, 37 CPR 1.142(b]. as being drawn to a non-
elected invention.

Applicants confirm the provisional election to proseCute the

invention of the first species [i.e.. the species in which the

target means can be embodied by a biometric device} , originally

pending claims 1. 4. 6-8, 11, 13, 14. 11. 24-26 and 28-32

readable thereon. Applicants have added Claims 33-45. Claims

35, 44 and 45 are also readable on the invention of the elected

first species. Claims 33, 37, 39 and 40 are readable on the

invention of the species in which the target means can be

embodied by means for non—volatilelv storing data. Claims 34. 3B

and 41-43 are readable on the invention of the species in which

the target means can be embodied by means for enabling

communication between the host computing device and a remote

device. Claim 36 is readable on the invention of the species in

which the target means can be embodied by means for communicating

with a smart card.

However. in view of the above amendments and the remarks

below. Applicants contend that all pending claims, including

those readable on non-elected species. are either an allowable

generic claim (i.e., Claims 6, T, a, 13. 14 and 29-32] or are

dependent on an allowable generic claim (i.e.. Claims 2-5. 9~12,

15-18. 20. 22. 23, 25. 26 and 33-45).

The Examiner further stated in the office Action that

"Claims 6. 7. and 13 are objected to as they depend on rejected

claims.” i.e., Claims 6. 7 and 13 would be allowable if rewritten

in independent form to include the limitations of the base claim

_ 12 _
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and any intervening claims. Claims 6. l and 13 have been

rewritten in this manner and are therefore in condition for

allowance. (Claims 7 and 13 have also been amended to simplify a

recitation of the target means.) Further, Claims 2-5 have each

been amended to depend upon Claim 6 and are therefore allowable

as dependent on an allowable claim. Additionally, new Claims 33-

36 each depend upon Claim 7 and are therefore allowable as

dependent on an allowable claim.

Before amendment, Claim 6 recited ”{a] peripheral device as

in Claim 1, further comprising means f9; mediating communication

f w an the h com uti d vice a he me n

the; the ggmmpnigated gate mpst first page through the segflgity

means" {emphasis added]. Since Claim 1 was rejected under 35

U.S.C. § 103 as unpatentable over Novis et al.. the above-

emphasized recitation in Claim 6 is apparently the basis for

allowability of Claim 6. Claims 8 and 29 were also rejected

under 35 U.S.C. § 103 as unpatentable over Nevis et a1. However,

Claims 8 and 29, like Claim 6. recite "means for mediating

communication of data between the host computing device and the

target means so that the communicated data must first pass

through the security means.“ Therefore, Applicants submit that

Claims 5 and 29, like Claim 6, are allowable. Further. Claims 9—

12, which each depend upon Claim 3. are therefore allowable as

dependent on an allowable claim. Additionally. Claims 20. 22.

23, 25 and 26, which have been amended so that each depends

either directly or indirectly upon one of Claims 9v11, are also

allowable as dependent on an allowable claim. Similarly. new

- 13 -
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Claims 37 and 3B. which depend upon Claims 9 and 10.

respectively. are allowable as dependent on an allowable claim.

Before amendment. Claim 7 recited "[a] peripheral device as

in Claim 1. further comprising new for providing to a host

computing device‘ in response to a regnest iron the nos;

0 tin c for i f rma ion re r in he f the

r he al vi inf m t' n r r i t f t on f th

means for enapling Q defined interaction with g host competing

device" {emphasis added). Since Claim 1 was rejected under 35

U.S.C. § 103 as unpatentable over Nevis et al., the above-

emphasized recitation in Claim 7 is apparently the basis for

allowability of Claim 7. Claims 14 and 30 were also rejected

under 35 U.S.C. § 103 as unpatentable over Novis et al. However,

before amendment. Claims 14 and 30. like Claim 7. recited "means

for providing to a host computing device, in response to a

request from the host computing device for information regarding

the type of the peripheral device, information regarding the

function of the means for enabling a defined interaction with a

host Computing device." (Claims 14 and 30 have been amended,

like Claim ?, to simplify a recitation of the target means.)

Therefore. Applicants submit that Claims 14 and 30, like Claim 7.

are allowable. Further, Claims 15-18. which each depend upon

Claim 14, are therefore allowable as dependent on an allowable

claim. Additionally, new Claims 39-45, which each depend upon

one of Claims 15-17 either directly or indirectly. are also

allowable as dependent on an allowable claim.
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Claim 31 recites “[flor use in a peripheral device adapted

for communication with a host computing device. performance of

one or more security operations on data. and interaction with a

host computing device in a defined way, a method comprising the

steps of: receiving a request from a host Computing device for

information regarding the type of the peripheral device; and

ovi- n h in d vice in res e t e

reguggt. information regarding the type of the ggfiggg

interaction {emphasis added}. The above-emphasized part of

Claim 31 recites functionality similar to that of allowable

Claims 3’, 13, 14 and 30. Therefore, Applicants submit that

Claim 31 is allowable.

As amended, Claim 32 recites “[fJOr use in a peripheral

device adapted for communication with a host computing device,

performance of one or more security operations on data. and

interaction with a host computing device in a defined way. a

method comprising the steps of: communicating with the host

computing device to exchange data between the host computing

device and the peripheral device: performing one or more security

operations and the defined interaction on the exchanged data; and

iain mmnitinof xhn nhh

u in vi t e r I h n

hro m ns to rform n he one or m re

security operations" (emphasis added). The above-emphasized part

of Claim 32 recites functionality similar to that of allowable

Claims 6. a and 29. Therefore. Applicants submit that Claim 32

is allowable.
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Claims 1. 19. 21. 24. 21 and 28 have been canceled. thereby

obviating the rejections of those claims.

In View of the foregoing. Applicants submit that Claims 2-

18. 20. 22. 23. 25. 26 and 29—41 are in condition for allowance.

CON ION

Claims 1-32 were pending. Claims 2. 3. 5, 9. 10. 12. 15.

16. 18-23 and 2? were not examined. since directed.to species

that were not provisionally elected for examination by the

Examiner. Claims 1. 4, 8. ll. 14. 1?, 24—26 and 28-32 were

rejected. Claims 6. 7 and 13 were objected to. Claims 1, 19,

21. 24. 27 and 28 have been canceled. Claims 2-7. 13. 14. 20.

22, 23, 25, 26. 30 and 32 have been amended. Claims 33-45 have

been added. In View of the foregoing. it is requested that

Claims 2-18, 20, 22. 23. 25. 26 and 29-45 be allowed. If the

Examiner wishes to discuss any aspect of this application. the

Examiner is invited to telephone Applicants' undersigned attorney

at (408} 945-9912.

I hereby certify that this wrr‘sspordmca is being Respectfully submitted.deposited with the United States Postal Service as
First class mail in an mumps addressed ta:

Assistant commissioner for Patents, Hashingtun, -" F(LC. 20231, on flarc‘n I1. 1922. a

2"“‘23 " David R. GrahamData Si re Reg. No. 36.150
Attorney for Applicants
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Attorney Docket "0.: SPY‘DMW g/Wwas 601%???
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE March 12, 1999

 
-sistant Commissioner for Patents
Washington. D.C. 20231

Re: Applicants: William P. Bialick et al.
Assignee: Spyrus. Inc.

Title: Peripheral Device with Integrated SecuriRECEIVED

Functionality 999Serial No.: 08/869,305 1Filed: June 4. 1997 MAR 23
Examiner: I... Hua. 00
Group Art Unit: 2735 Group 27

Transmitted herewith are the following documents in the above-
identified application:

(1) supplemental Response to Office Action {3 pages]: and
(2] Return receipt postcard.

The fee is calculated as follows (small entity status is claimed):

C II“! D

Claims Highest
After Number Additional

Mgnfignt Paid P9: Claims Rate F29.

Total Claims: 39 - 39 = 0 X $9 = s 0.00

Independent Claims: 9 - 12 = 0 X $38 = S 0.00

First filing of one or more multiple .
dependent claims (52m total fee) 5 0.00

Fee for Petition for Extension of Time [ months} 6 0.00

TOTAL res: - s 0.00

I hereby certify that this curl-emanate is being Respectfully submitted,deposited with the un'lted Stems PesteL Service as
first class mail in an envelope addressed to:
Assistant Cmissloner for Petents, Heeh1ngten, f
0.t. 20234. on Ketch lg, 1222. I

r David R. Graham

'3‘ 6 Reg. No. 35.150
Date 5'. e Attorneyr for Applicants

133'? Chewpon Ave.
Milpitas. CA 95035
Tel. N0.: (408] 945-9912
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 William P. Bialick et a1.

Spyrus. Inc #I
Title: Peripheral Device with Integrated Security

Functionality

Serial No. :- (la/869.305 Filed: June 4. 1997

Examiner: L. Hue - Group Art Unit: 2785 LiJllyf
Attorney Docket No.: SPY-004

Milpitas . California
March 12. 1999

Assistant Commissioner for Patents

W Washington, D.C. 20231
m';\‘fl SUPPLEMENTAL RESPONSE TO OFFICE ACTION

; sir:

Please enter the following supplemental response to the

Office Action dated December 11, 1998. in the above-identified

application. A Response to Office Action was previously

submitted by Applicants on March 11, 1999 (hereinafter. the

"previous Office Action response"), responding to that Office

Action.

W

Please amend the claims as follows: 

96/1. (Twice Amended) A peripheral device [as in Claim 3] ,
' [further] comprising;

se 1:1 m 11 r m r e r't

ogeratigns to be grfigmgg on data:
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J'

 
t r at for ' a ne 'n er cti n wi

men fr 11 n' 'on tw nt r

means and the target means;

m f lin ’c i w'

device;

e n for iat' c i n f etw 1'.

co tin vic d ar t m at t e

0mm n c a m t 55 hrou ri

an ‘ a

means for providing to a host computing device. in

response to a request from the host computing device for

information regarding the type of the peripheral device.

information regarding the function of the target means.. .__ ...._.__——————.——_

REflARKS

In the previous Office Action response. Applicants stated

that Claim 13 had been rewritten in independent form to include

the limitations of the base claim and any intervening claims and

was, therefore, in condition for allowance. However. Claim 13

was inadvertently not amended in that way in the previous Office

Action response. Claim 13 has been amended herein as indicated

ab0ve.

Toshiba_Apricorn 1003-0127
|PR201801067



Toshiba_Apricorn 1003-0128 
IPR2018-01067

Claims 2-18. 20, 22, .23, 25, 26-51116 29—45 are pending.

-Allowance of Claims 2-18, 20, 22, 23. 25. 26 and 2945 is

requested. If the Examiner wishes to discuss any aspect of this

application. the Examiner is invited to telephone Applicants'f

undersigned attorney at (4108} 945-9912.

I hereby certify the: this norrespornmce I: being Respectfully submitted,deposited with the United States PestaL Service as

first alas: mail in an envelope addressed to: 3/ ‘Assistant missimer for eatents, Hashingtan,
n.c. 20231, on March 1; 1999. M R
242.44; a: E e g E David R. GrahamDate Sgne ure Reg. N0. 36.150

Attorney for Applicants 
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f.

HE TED T P T T K Sg§¢é:;{TBS;

William P. Bialick et a1. If?
RECEIVED

APR [Id 1999
Dev'ce With Integrated Security

Filed: June 4. 1997 Group 2700

Group Art Unit: 2735

Milpitas. California
March 24, 1999

Assistant Commissioner for Patents
Washington. D.C. 20231

INFORMATION DISCLOSURE STATEMENT
WITH CERTIFICATION UNDER 37 C.F.R. §l.97{e}(2)

Pursuant to 37 C.F.R. § 1.56, § 1.9? and § 1.98, Applicants

bring the documents (copies enclosed) listed on the enclosed Form

PTO-1449 to the Examiner's attention in the above-identified

application. Citation of these documents shall not be construed

as an admission that the documents are necessarily prior art with

respect to the instant invention. Also. citation of these

documents shall not be construed as an admission that the

information disclosed therein is, or is considered to be.

material to patentability as defined in 37 C.F.R. § l.56(b}.

The undersigned hereby certifies in accordance with 37 CPR

§1.97{e)(2) that no item of information contained in this

information disclosure statement was cited in a communication

'from a foreign patent office in a counterpart foreign application

 
Toshiba_Apricorn 1003-0129
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or, to the knowledge of the person signing the certification

after making reasonable inquiry, was known to any individual

designated in §1.56(c} more than three months prior to the filing

of this information disclosure statement.

I hereby certify that this correspondence is being Respectfully submitted,deposited with the United States Postal Service as
first class mail. in an envelope addrussad to: c
Assistant Cmissioner for Pntsnts.
Remington. D.c. 20231. on larch 1999. " .

3.13-21 , David R. GrahamReg. No. 36.150Data sanctum

Attorney for Applicants
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_ sneer! art

U.5. DEPT OF WMERCE - PM EDIT I...) TRADEMRK OFFICE ATTORNEY DOCKET Mn: SPFDM SERIAL ML: Mfflégjflfa
INFORMATION DISCLOSURE CITATION APPLICANTS: Hillim F. Eialick at ll.

£le: several sheets if necessary} FILING DATE: June It, 199? GROUP ART UNIT: ZTE-S

1'

_man HLHBERmums

m 5 w. 355 12:28?
[In 5 29V: 206 3:22:91.

U. S. PATENTS

EKRH I HER ' 5
INITIALS

EIAHINER'S SERIAL NUMBER APPUO‘NTISI SUI-CLASS FILING DATE
INITIALS BUCKET NO. 

Examiner: Inltial. If citation cmsider‘ad, whether or not :1tatlon is In confomwe with ”SP §$09. Draw Line thruuh CHIP-on
if not in cmfomunca and not maiderid. Includn coma (II this form with new: ion to the appl'ucant.
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I! - _ BEST COPY;

all/r57, 3m“ ' $33a«mi

: . UNITED 'BTATEB DEPARTMENT OF commence

.2 Beam and Trademark OfficeAddress: DIJMMISBDBER OF PATENTS AND TRADEMARIG
W'eehingtan. DC. 20231

03/369‘1305 [MID-1.39? BlfiLlfi-li
u - - J

1 .:- I I

L.I|'l21 men? m_mmnmmute R cam-Inn ...

13:3? swath-rm! AUIENUIE . ' ID - a
annrms CA 95035 ':

wannabes

This Is a cammmicelion 1mm Ihe examiner In charge of yourappllcalicn. 05/ 13'?! '99COWISSIONER OF PATENTS AND TRADEMARKS

NOTICE OF ALLOWABILITY ‘
AII claims being allowable. PROSECUTION ON THE MERITS I5 {OFI REMAINS) CLOSED In his appliceficn. II no! Included hetewlfl'l {or

yly mailed}. a Notice of Allowance and Ieeue Fae Due or other approprleie communication will be mailed In due cause.Thlaccmmunlceflcnlsreapcnalveia Iran?“ __ a r .5“ _ 1.x... H2- -" ._. -' r' «I. M trig!
EzrheelluwedclainflellerareI-Zz‘fll =22, 2-1. 15. 15, £6, a” a! li—géS'. 4‘9???

  

D The drawlnge filed on are acceptable.

D Acknowledgement la made of a claim for Ioral-gn prlnrlty under 36 U.S.c. 1:; Hem-(d).

El All El Some‘ l3 None of the CERTIFIED copies or tl‘lezprlcdty documents havalbean . I.
D received. I I I

[I received In Application No. (Sadaa CedeISerlal Number)

CI recelvad in Il'lle nailonai stage appllcaiion from the International Bureau (PCT Rule 17.2{anl

'Certllied copies not received:  

E] Acho‘ulrledgernani Ie made or a claim [or domestic prlnnry under 35 u.s.c. § 119(3).

A BHOFITENED STATUTORY PEFIIOD FOR RESPONSE to cumpIy with [he reculremanio noleu below Is eel to EXPIRE THREE IIONTHS
FROM THE “DATE MAILED“ of this Office acflenl FeIlure to lImer comply wIII-reaull In ABANDONMENT of Ihla applicailm. Ememlena oi
Iirne may be oblalned under the provlelons of 37 CPR 1.136(3}.

I] Hate II'Ie ahached EXAMINER’S AMENDMENT 0! NOTICE OF INFORMAL APPLICATION. PTO-152. which discloses IhnI Ihe oeih ordeclaradcn ie de‘llclen'l. A SUBSTITUTE OATH OF! DECLARATION IS REQUIRED.

[Rippllcani MUST submit New FORMAL DRAWINGS

[34mm the originally liled drawinga were declared by applicant to be Informal.
l3 Including changes required by the Nolice of Draflperson‘a Paleni Drawing new". PTO-946. eltached hereto or m Paper Nu. .

CI Including manger; required by the proposed drawlng corracuon Iled on which has been wowed
by the exemlner.

 

CI Inciudlng changes required bylhe attached Examiners Amendmenvccmmeni.

Idenlifyinn Indiele web a- the epplicelian number [see 3‘! CFH 1.84M) should be written an Ihe reveree eide oi the drewinge.
The drewlnue ehoulld be filed u e eepareee paper will: a Irenemlitel Ietler eddreeeed In Ihe O‘I'I'Iclel Dreflpemn.

CI Note Ihe attached Examiners con-Imam regardlng REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL

Any response 10 lhls letter should include. In the upper right hand corner. the APPLICATION NUMBER (SERIES CODEI'SEFIIAL NUMBER).
II eppIicenl has received a Notice of Allowance and Issue Fee Due. [he ISSUE HATCH NUMBER and DATE OI the NOTICE OFALLCMIANCE eheuld also be Included.

Amhmanue] - l I
III Notice cl Reremncas Cited. PTO-892

miumallon Disclosure Sialamenlie)‘ PTO-T449. Paper Nam._L LYV. I'IIJA
I:I Nciice of Dreflspereon'e Felon! Drawing Review. PTO-943 PRIMARY WINE I

\_ CI Nciice oi Informal Patent Applicalicn. PTO-152

1‘ III Interview Summary, PTO-413

“ . U Ewan-Ware AmendmanvCornmenl
'7‘] Examine-re Comment Regarding Requrremeni for Depoeil of Biological Material

Examiners Statement oi Heaaons for Allowance r
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4U & I v
UNITED ST. 3., -EPAHTMENT OF COMMERCE

(\ Patent and Trademark OfficeXqlir—flj
NOTICE OF ALLOWANCE AND ISSUE FEE DUE

l'.'I i, I .: II
if-‘r-I'L’Il' II" III:‘III'.I.‘IItI

ll-F'f‘r' [-ill".I-:l"1'_l:..-JI'I l'I'Il.Il-III i-"I II'J. I... .I';'.

m wumamm mm

“Tl-50F I’I-fI-"II-I-IrnItI-‘t' 'II: \_I'.I"I II”: III IIiII I'-I:--Ii ".-l I III;I I .' III'I- J]|Ii.|.'l.‘ IIIImamoN

.‘Iu. III'III IIIII IIIII_ .II.

THE appurtenant IDEN'I'IFIED ABOVE Has BEEN EXAMINED AND Is ALLOWED Foe ISSUANCEas a PA'I'ENI'.
W

THE ISSUE FEE MUST BE PAID WITHINWHOM THE MAILING DATE OF THIS NOTICE OF THIS
APPLICATION SHALL BE REGARD-ED As ABANDONED.WW

HOW TO RESPOND TO THIS NOTICE:
I. Review the SMALL ENTITY status shown above.

tithe SMALL ENTITY le shown as YES. verlfy your It the SMALL ENTITY is shown as NO:
current SMALL ENTITY status:

A. II' the statue Ia changed. pay twice the amount of the
FEE DUE shown above and notify the Patent and A- Pa? FEE DUE Show" flbm- 0’
Trademark Office of the change In status. or

B. It the status is the same. pay the FEE DUE shown
above. B. File verified statement of Small Entity Status before. or with.

payment of “‘2 the FEE DUE shown above.

. Part B-Iesue Fee Transmittal should be completed and returned to the Patent and Trademark Ofllce (PTO) with your
ISSUE FEE. Even It the ISSUE FEE has already been catchy charge to deposit account. Part B Issue Fee Transmittal
should be completed and returned. It you are charging the ISSUE FEE to your deposit account. section '4b' of Part
B-leeue Fee Transmittal should be completed and an extra copy of the form should be submitted.

III. All communications regarding this application must give application number and batch number.
Please direct all communications prior to Issuance to Box ISSUE FEE unless advised to the contrary.

 
IIIPORTANTREMINDER: WIIIy patents Issuing on eppIIcaIioI-Ie mod on orafterDec. 12, 1980 my mouth payment of

melnrenenoe fees. it Is patentee'a responerIIIty to ensure timely payment ofmatntenence
tau when due.

mmmmansmx owes con
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Transaction History Date 'I‘W‘? - 06— 3 3.
Dale information retrieved [rpm USPTO Patent

Application Information Retrieval (PAIR)
system records at wwusniogov

IN THE QNITED STATES PAIEET AND EBAQEMARK OFFIQE

Applicants: William P. Bialick et al. /
Assigyefsi t 1;. Inc.
Titlg: -_ ripheral Device With Integrated Security

. ctionality

Serialliiiotu. .... Filed: June 4, 199?

Examiner: L. Hua Group Art Unit: 2785

Batch No.: U04 ' Allowed: June 7. 1999

Attorney Docket 190.: SPY—004

Milpitas. California
June 16. 1999

Box Issue Fee

Assistant Commissioner for Patents RECEIVEP
Washington. D. c . 20231

menses

renamenWhhn
11

In a Notice of Allowability dated June 7. 1999. in the

SUBMISSION 0F FORMAL DRAWINGS

above-identified application. Applicants were required to submit

formal drawings. Applicants submit herewith nine (9) sheets of

formal drawings consisting of FIGS. 1. 2. 3A. 3B. 4. 5. 6. 7. 8.

9A and 9B. The Official Draftsperson is requested to telephone

Applicants' undersigned attorney at {408} gas—9912 if. there are

any questions or problems with the enclosed formal drawings.

I hereby certify that this mrrosponderme is being Respectfully submitted.demsited with the United state: Postal Service as
first cLass nail in an erweiope addressed to: _Assistant tavnissimer for Patents, Remington,0.0. 20231, on June 16 1999. -

E...“ -12 E} ‘t e é ta David R. Graham -Date sum: Reg. No. 36, 150
Attorneyr for Applicants

- mifiifliiii‘ihm
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Security Target
Functionality Functionality

1%

User connects peripheral device
to host computing device.

Host computing device detects presence
at peripheral device.

Peripheral device establishes its identity.

Host computing device identifies peripheral device.

. User interacts with host computing device
to begin using peripheral device.

FIG. 5
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In} THE [INIIED STATES PATENT AND IEADEMARK QEEIQE

Applicants: William P. Bialick et al.

Assignee: Spyrus. Inc.

Title: Peripheral Device With Integrated Securit
Functionality

Serial No.: 08/869,305 Filed: June 4. 1997

Examiner: L. Hua Group Art Unit: 2785

Batch No.: U04 Allowad: June 7. 1999 DEC 0? W99

Attorney Docket No.: spy-004 Group 2700

Milpitas, California
September 7. 1999

Box Issue Fee
Assistant Commissioner for Patents
Washington. D.C. 20231

PETITION UNDER 3? C.F.R. § 1.9”!(d) {2)

In View of the allowed status of the above-referenced

application. pursuant to 37 C.F.R. § l.9?[d)(2]. Applicants

hereby request consideration of the accompanying Information

Disclosure Statement. Enclosed is a check {Check No. 1451) for

$130.00 for the petition fee under 37 C.F.R. 5 147(1). This

Petition is being submitted in duplicate.

I hereby certify that this correspondence is being Respectfully submitted.deposited with the united States Postal Service as
flrst cLass nail in an envelope addressed to: .-
uslstant Missioner for Patents,
Hashingtm, D.l:. 20251, on tuber if 1999. -

3.2t1: ' David R. GrahamDate 51 re Reg. N0. 36,150
Attorney for Applicants
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T E ITED 5 TE P TE T AND TRADEMAR FFICE

 
Applicants: William P. Bialick et a1.

Assignee: spyrus. Inc.

Title: Peripheral Device with Integrated Secur
Functionality

Serial No.: 03/359305 Filedf June 4. 1991 DEC 07 ‘999

Examiner: L. Hue Group Art Unit: 2785 Group-2309
Batch No.: U04 Allowed: June 7. 1999: I
Attorney Docket No.: SPY-004

I-‘Iilpitafs‘I California
september 7, 1999

Box Issue Fee RFD
Assistant Commissioner for Patents '“EIVFDWashington. D.C. 20231

INFORMATION DISCLOSURE STATEMENT '

WITH CERTIFICATION UNDER 37 c. F R. 51. 9?(e] (wwgwuw
Sir:

Pursuant to 37 C.F.R.-§ 1.56. § i.9?_and § 1.98, Applicants '

bring the documents {copies enclosed} listed on the enclosed Form

PTO—1449 to the Examiner's attention in the above-identified

application. citation of these documents shall not be construed

as an admission that the documents are necessarily prior art with

respect to the instant invention. Also. citation of these

documents shall not be construed as an admission that the

information disclosed therein is. or is considered to be.

material to patentability as defined in 37 C.F.R. 5 1. SEfb).130:“U
The undersigned hereby certifies in accordance with 5? CFR

51. 97(3) (2} that no item of information contained in this?
information disclosure statement was cited in a comunicgion

.I
H

amassmom: 3a
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r-‘f‘ .
from a foreign patent office in a counterpart foreign application

or. to the knowledge of the person signing the certification

after making reasonable inquiry, was knovin to any individual

designated in §1.56{c] more than three months prior to the filing

of this information disclosure statement. except for 11.3. Patent

No. 4.709.135 to Watanabe.

I hereby certify that this correspondence: is being Respectfully submitted
deposited with the Lhitad States Postal Service as and C rtif‘ d bfirst class mail. in an envelope addressed to: e la 3"
Assistant mixximw for Patents, ‘

Hashington, M, 20231. on Sggteflber :’ 1999. k e c‘ flap I
out: I g signIif»: 'd LJI 3‘“ I“ _' David R. Graham

Reg. No. 36.150
Attorney for Applicants 
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“.8. BEFT OF COMERCE .. PATENT A t TRADEMARK OFFICE ATTORNEY DOCKET NO.: SPY-00".

INMHATIDN DISCLOSURE tumor: APPLICANTS: mum P. BTaLick at a1.—ml~{use sgwrat sheets if "seesaw:

INITIALS

l"_.mua wears: IMM‘
I'M-3.”!-

[M‘m_l
Imam2:25:95
.513 592413.: mm Gustafsmut .l. __mam
m 1.323532 mm —mmm mom

mm mm _m_3mm

FOREIGN PAT ENT DOC—UHENTL

I EXMINER'S DOCUMENT PUBLICATION JLRISDICTIONINITIALS NUMBER DATE

OTHER DOCUMENTS

EIAHIHER' 5 AUTHOR”) TITL£. MLIUTION DJITEI PERTINENT WAGES. ETC.
INITIELS

___ . Examiner: Initin 'II' auction considered. mather or not citation is In conformance with HPEP 9639. Draw Lina through citation
'g‘ air-mt in conformance _and not considered. Include copy of this form with nan. mica—Hm ”to the Ippkicant.

PM PTO-1449
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BEST COPYI

PART B—ISSUE FEE WNBW’

Compbumd nu mummy-1h» um. “mum-.10} Box rssu: FEEMum unmmmhmr Ion I ....s
Wuhlnuton. no. 20231

mmmkmhmmhmmlummmmlflfi FEE. M1
W4mhmmmwflam Anhrflmmmdanmlmmmmuofle
WMermmommmflflwbndmflmmImmhmafladmflnmml
mmmmummmmmwmwmmmn bfla]
Wynmmmmm-ndmm Indicalmampmlc 'FEE ADDRESS‘IorWHOM.
mmmmwwmmwmm-ummu

_ . mama?
DfiVID R ERNIE-IN
1337 CHEWPUN FNENLIE
thums ma 19:93.3

mm‘l'lneonlhnol .'" WhumanrmmmdmlmFaeTm. Thbwllmmbewd
wwmmmmmmmum
WIMWWMMMmmnIm

mullhllng
mmmmmmmmmmbmmmm
nmmmmmmmwhm
nulthMMthulmFudflmMm«mm-mm.

A 4 ." . a“;

Saytemher 7,1999
_lzmm mum

GFlfi-Jég,?:lflfi1 QEJITI-II‘S? 0.I'J IILIF'I,

w _ mama, ‘ . 4:

We" _PEHIPHERhL DEVICE WITH 1N'I'E'Efa'I-cm'Eli 9&1:le

4L1) term ext.

TY FLINI'J'I‘IEINEILI'I'Y
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Publication Number: WO1998055911A1 19981210 
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PERIPHERIQUE A FONCTIONS DE SECURITE INTEGREES 

Title - DWPI: Peripheral device with integrated security functionality in which portable computing

module communicates with host device, and includes security functionality which enables security

operations to be performed on data stored in host computer 

Priority Number: US1997869305A

Priority Date: 1997-06-04
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Type Invention Additional Version Office

Current G06F 21/34 - 20130101 EP

ECLA: G06F002134

Abstract:

The invention enables a peripheral device to communicate with a host computing device to enable

one or more security operations to be performed by the peripheral device on data stored within the

host computing device, data provided from the host computing device to the peripheral device

(which can then be, for example, stored in the peripheral device or transmitted to yet another

device), or data retrieved by the host computing device from the peripheral device (e.g., data that

has been stored in the peripheral device or transmitted to the peripheral device from another

device). In particular, the peripheral device can be adapted to enable, in a single integral

peripheral device, performance of one or more security operations on data, and a defined

interaction with a host computing device that has not previously been integrated with security

operations in a single integral device. The defined interactions can provide a variety of types of

functionality (e.g., data storage, data communication, data input and output, user identification), as

described further below. The peripheral device can also be implemented so that the security

operations are performed in-line, i.e., the security operations are performed between the

communication of data to or from the host computing device and the performance of the defined

interaction. Moreover, the peripheral device can be implemented so that the security functionality

of the peripheral device is transparent to the host computing device. 

L'invention permet de faire communiquer un dispositif périphérique avec un ordinateur hôte et

permet au dispositif périphérique d'effectuer une ou plusieurs opérations de sécurité: sur des

données stockées dans l'ordinateur hôte, sur des données fournies par l'ordinateur hôte au

dispositif périphérique (données qui peuvent par exemple être stockées ou être transférées sur un

autre dispositif) ou sur des données récupérées par l'ordinateur hôte dans le dispositif

périphérique (données qui peuvent par exemple avoir été stockées dans le dispositif périphérique

ou y avoir été transférées depuis un autre dispositif). Le dispositif périphérique peut en particulier

être adapté pour permettre d'assurer dans un unique périphérique monobloc l'exécution d'une ou

plusieurs opérations de sécurité sur des données et permettre une interaction définie avec un

ordinateur hôte n'ayant pas été intégré antérieurement aux opérations de sécurité d'un unique

périphérique monobloc. Les interactions définies peuvent porter sur différents types de fonctions

(par exemple stockage de données, entrée et sortie de données, identification de l'utilisateur)

2
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telles que présentées plus loin. Le dispositif périphérique peut également être réalisé pour que les

opérations de sécurité s'effectuent en ligne c.-à-d. entre la communication de données à

destination ou en provenance de l'ordinateur hôte et l'exécution de l'interaction définie. De plus, le

dispositif périphérique peut être réalisé pour que ses fonctions de sécurité soient transparentes vis

à vis de l'ordinateur hôte.

Language of Publication: EN

INPADOC Legal Status Table: 

Gazette Date Code INPADOC Legal Status Impact

2001-09-26 WWW -

Description:  WIPO INFORMATION: WITHDRAWN IN NATIONAL OFFICE   EP   1998926135 

2000-12-04 NENP -

Description:  NON-ENTRY INTO THE NATIONAL PHASE IN:   CA 

2000-04-06 REG -

Description:  REFERENCE TO NATIONAL CODE   DE   8642   IMPACT ABOLISHED FOR DE - I.E. PCT APPL. NOT ENT.
GERMAN PHASE 

2000-03-22 WWP +

Description:  WIPO INFORMATION: PUBLISHED IN NATIONAL OFFICE   EP   1998926135 

2000-03-03 NENP -

Description:  NON-ENTRY INTO THE NATIONAL PHASE IN:   JP   1999502623 

1999-12-24 WWE +

Description:  WIPO INFORMATION: ENTRY INTO NATIONAL PHASE   EP   1998926135 

1999-04-21 121 -

Description:  EP: THE EPO HAS BEEN INFORMED BY WIPO THAT EP WAS DESIGNATED IN THIS APPLICATION 

1999-03-04 DFPE -

Description:  REQUEST FOR PRELIMINARY EXAMINATION FILED PRIOR TO EXPIRATION OF 19TH MONTH FROM
PRIORITY DATE (PCT APPLICATION FILED BEFORE 20040101) 

1998-12-10 AL +
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Description:  DESIGNATED COUNTRIES FOR REGIONAL PATENTS   WO   9855911   A1   GH; GM; KE; LS; MW; SD; SZ;
UG; ZW; AM; AZ; BY; KG; KZ; MD; RU; TJ; TM; AT; BE; CH; CY; DE; DK; ES; FI; FR; GB; GR; IE; IT; LU; MC; NL; PT; SE;
BF; BJ; CF; CG; CI; CM; GA; GN; ML; MR; NE; SN; TD; TG 

1998-12-10 AK +

Description:  DESIGNATED STATES   WO   9855911   A1   AL; AM; AT; AU; AZ; BA; BB; BG; BR; BY; CA; CH; CN; CU; CZ;
DE; DK; EE; ES; FI; GB; GE; GH; GM; GW; HU; ID; IL; IS; JP; KE; KG; KP; KR; KZ; LC; LK; LR; LS; LT; LU; LV; MD; MG; MK;
MN; MW; MX; NO; NZ; PL; PT; RO; RU; SD; SE; SG; SI; SK; SL; TJ; TM; TR; TT; UA; UG; UZ; VN; YU; ZW 

Post-Issuance (US): 

Reassignment (US) Table: 

Maintenance Status (US): 

Litigation (US): 

Opposition (EP): 

License (EP): 

EPO Procedural Status: 

Front Page Drawing:

Assignee - Current US: 
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Record 2/4 AU199878042A Peripheral device with integrated security functionality 

Publication Number: AU199878042A 19981221 

Title: Peripheral device with integrated security functionality 
Title - DWPI: Peripheral device with integrated security functionality in which portable computing
module communicates with host device, and includes security functionality which enables security
operations to be performed on data stored in host computer 
Priority Number: US1997869305A | WO1998US11052A 
Priority Date: 1997-06-04 | 1998-06-01 
Application Number: AU199878042D
Application Date: 1998-06-01
Publication Date: 1998-12-21
IPC Class Table: 

IPC Section Class Subclass Class Group Subgroup

G06F002100 G G06 G06F G06F0021 G06F002100

IPC Class Table - DWPI: 

IPC - DWPI Section - DWPI Class - DWPI Subclass - DWPI Class Group -
DWPI

Subgroup - DWPI

G06F000100 G G06 G06F G06F0001 G06F000100

G06K001467 G G06 G06K G06K0014 G06K001467

Assignee/Applicant: SPYRUS INC 
JP F Terms: 
JP FI Codes: 
Assignee - Original: 
Any CPC Table: 

Type Invention Additional Version Office

Current G06F 21/34 - 20130101 EP

ECLA: G06F002134
Abstract:
Language of Publication: EN
INPADOC Legal Status Table: 

Gazette Date Code INPADOC Legal Status Impact

2000-02-17 MK6 -

Description:  APPLICATION LAPSED SECTION 142(2)(F)/REG. 8.3(3) - PCT APPLIC. NOT ENTERING NATIONAL PHASE
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Post-Issuance (US): 
Reassignment (US) Table: 
Maintenance Status (US): 
Litigation (US): 
Opposition (EP): 
License (EP): 
EPO Procedural Status: 
Front Page Drawing: 

Assignee - Current US: 
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Record 3/4 EP986780A1 PERIPHERAL DEVICE WITH INTEGRATED SECURITY
FUNCTIONALITY | PERIPHERIEGERÄT MIT INTEGRIERTER
SICHERHEITSFUNKTIONSFÄHIGKEIT | DISPOSITIF PERIPHERIQUE A FONCTIONS DE
SECURITE INTEGREES 

Publication Number: EP986780A1 20000322 

Title: PERIPHERAL DEVICE WITH INTEGRATED SECURITY FUNCTIONALITY |
PERIPHERIEGERÄT MIT INTEGRIERTER SICHERHEITSFUNKTIONSFÄHIGKEIT |
DISPOSITIF PERIPHERIQUE A FONCTIONS DE SECURITE INTEGREES 
Title - DWPI: Peripheral device with integrated security functionality in which portable computing
module communicates with host device, and includes security functionality which enables security
operations to be performed on data stored in host computer 
Priority Number: US1997869305A | WO1998US11052A 
Priority Date: 1997-06-04 | 1998-06-01 
Application Number: EP1998926135A
Application Date: 1998-06-01
Publication Date: 2000-03-22
IPC Class Table: 

IPC Section Class Subclass Class Group Subgroup

G06F002100 G G06 G06F G06F0021 G06F002100

IPC Class Table - DWPI: 

IPC - DWPI Section - DWPI Class - DWPI Subclass - DWPI Class Group -
DWPI

Subgroup - DWPI

G06F000100 G G06 G06F G06F0001 G06F000100

G06K001467 G G06 G06K G06K0014 G06K001467

Assignee/Applicant: Spyrus Inc.,San Jose, CA 95131,US,01935471 
JP F Terms: 
JP FI Codes: 
Assignee - Original: Spyrus Inc. 
Any CPC Table: 

Type Invention Additional Version Office

Current G06F 21/34 - 20130101 EP

ECLA: G06F002134
Abstract:

The invention enables a peripheral device to communicate with a host computing device to enable
one or more security operations to be performed by the peripheral device on data stored within the
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host computing device, data provided from the host computing device to the peripheral device
(which can then be, for example, stored in the peripheral device or transmitted to yet another
device), or data retrieved by the host computing device from the peripheral device (e.g., data that
has been stored in the peripheral device or transmitted to the peripheral device from another
device). In particular, the peripheral device can be adapted to enable, in a single integral
peripheral device, performance of one or more security operations on data, and a defined
interaction with a host computing device that has not previously been integrated with security
operations in a single integral device. The defined interactions can provide a variety of types of
functionality (e.g. , data storage, data communication, data input and output, user identification),
as described further below. The peripheral device can also be implemented so that the security
operations are performed in-line, i.e., the security operations are performed between the
communication of data to or from the host computing device and the performance of the defined
interaction. Moreover, the peripheral device can be implemented so that the security functionality
of the peripheral device is transparent to the host computing device. 

L'invention permet de faire communiquer un dispositif périphérique avec un ordinateur hôte et
permet au dispositif périphérique d'effectuer une ou plusieurs opérations de sécurité: sur des
données stockées dans l'ordinateur hôte, sur des données fournies par l'ordinateur hôte au
dispositif périphérique (données qui peuvent par exemple être stockées ou être transférées sur un
autre dispositif) ou sur des données récupérées par l'ordinateur hôte dans le dispositif
périphérique (données qui peuvent par exemple avoir été stockées dans le dispositif périphérique
ou y avoir été transférées depuis un autre dispositif). Le dispositif périphérique peut en particulier
être adapté pour permettre d'assurer dans un unique périphérique monobloc l'exécution d'une ou
plusieurs opérations de sécurité sur des données et permettre une interaction définie avec un
ordinateur hôte n'ayant pas été intégré antérieurement aux opérations de sécurité d'un unique
périphérique monobloc. Les interactions définies peuvent porter sur différents types de fonctions
(par exemple stockage de données, entrée et sortie de données, identification de l'utilisateur)
telles que présentées plus loin. Le dispositif périphérique peut également être réalisé pour que les
opérations de sécurité s'effectuent en ligne c.-à-d. entre la communication de données à
destination ou en provenance de l'ordinateur hôte et l'exécution de l'interaction définie. De plus, le
dispositif périphérique peut être réalisé pour que ses fonctions de sécurité soient transparentes vis
à vis de l'ordinateur hôte.
Language of Publication: EN
INPADOC Legal Status Table: 

Gazette Date Code INPADOC Legal Status Impact

2002-06-05 18D -

Description:  DEEMED TO BE WITHDRAWN   2001-09-26 

2001-06-27 17Q +

Description:  FIRST EXAMINATION REPORT   2001-05-15 

2000-03-22 AK +

Description:  DESIGNATED CONTRACTING STATES:   EP   0986780   A1   AT; BE; CH; CY; DE; DK; ES; FI; FR; GB; GR;

8

Toshiba_Apricorn 1003-0169 
IPR2018-01067



IE; IT; LI; LU; MC; NL; PT; SE 

2000-03-22 17P +

Description:  REQUEST FOR EXAMINATION FILED   1999-12-24 

Post-Issuance (US): 
Reassignment (US) Table: 
Maintenance Status (US): 
Litigation (US): 
Opposition (EP): 
License (EP): 
EPO Procedural Status:  EX-REPORT 2001-05-15 2001 Dispatch of 1st examination report |
RJ-DWDRAW 2001-09-26 2001 Deemed to be withdrawn |  EX-RQ 1999-12-24 1999 Request for
examination
Front Page Drawing: 

Assignee - Current US: 
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Record 4/4 US6088802A Peripheral device with integrated security functionality 

Publication Number: US6088802A 20000711 

Title: Peripheral device with integrated security functionality 
Title - DWPI: Peripheral device with integrated security functionality in which portable computing
module communicates with host device, and includes security functionality which enables security
operations to be performed on data stored in host computer 
Priority Number: US1997869305A
Priority Date: 1997-06-04
Application Number: US1997869305A
Application Date: 1997-06-04
Publication Date: 2000-07-11
IPC Class Table: 

IPC Section Class Subclass Class Group Subgroup

G06F002100 G G06 G06F G06F0021 G06F002100

IPC Class Table - DWPI: 

IPC - DWPI Section - DWPI Class - DWPI Subclass - DWPI Class Group -
DWPI

Subgroup - DWPI

G06F000100 G G06 G06F G06F0001 G06F000100

G06K001467 G G06 G06K G06K0014 G06K001467

Assignee/Applicant: Spyrus Inc.,Santa Clara,CA,US 
JP F Terms: 
JP FI Codes: 
Assignee - Original: Spyrus Inc. 
Any CPC Table: 

Type Invention Additional Version Office

Current G06F 21/34 - 20130101 EP

ECLA: G06F002134
Abstract:

The invention enables a peripheral device to communicate with a host computing device to enable
one or more security operations to be performed by the peripheral device on data stored within the
host computing device, data provided from the host computing device to the peripheral device
(which can then be, for example, stored in the peripheral device or transmitted to yet another
device), or data retrieved by the host computing device from the peripheral device (e.g., data that
has been stored in the peripheral device, transmitted to the peripheral device from another device
or input to the peripheral device by a person). In particular, the peripheral device can be adapted
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to enable, in a single integral peripheral device, performance of one or more security operations
on data, and a defined interaction with a host computing device that has not previously been
integrated with security operations in a single integral device. The defined interactions can provide
a variety of types of functionality (e.g., data storage, data communication, data input and output,
user identification). The peripheral device can also be implemented so that the security operations
are performed in-line, i.e., the security operations are performed between the communication of
data to or from the host computing device and the performance of the defined interaction.
Moreover, the peripheral device can be implemented so that the security functionality of the
peripheral device is transparent to the host computing device.
Language of Publication: EN
INPADOC Legal Status Table: 

Gazette Date Code INPADOC Legal Status Impact

2015-02-17 AS -

Description:  ASSIGNMENT   SPEX TECHNOLOGIES, INC., CALIFORNIA   ASSIGNMENT OF ASSIGNORS INTEREST;
ASSIGNOR:SPYRUS, INC.; REEL/FRAME:034971/0298   2015-02-12 

2012-01-10 FPAY +

Description:  FEE PAYMENT 

2008-06-06 SULP +

Description:  SURCHARGE FOR LATE PAYMENT 

2008-06-06 FPAY +

Description:  FEE PAYMENT 

2008-01-21 REMI -

Description:  MAINTENANCE FEE REMINDER MAILED 

2004-07-07 SULP +

Description:  SURCHARGE FOR LATE PAYMENT 

2004-07-07 FPAY +

Description:  FEE PAYMENT 

2004-01-28 REMI -

Description:  MAINTENANCE FEE REMINDER MAILED 

1998-01-20 AS -
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Description:  ASSIGNMENT   SPYRUS, INC., CALIFORNIA   ASSIGNMENT OF ASSIGNORS INTEREST;
ASSIGNORS:BIALICK, WILLIAM P.; SUTHERLAND, MARK J.; DOLPHIN-PETERSON, JANET L.; AND OTHERS;
REEL/FRAME:008942/0204; SIGNING DATES FROM 19971218 TO 19971223 

Post-Issuance (US): 
Reassignment (US) Table: 

Assignee Assignor Date Signed Reel/Frame Date

SPEX TECHNOLOGIES
INC.,SAN JOSE,CA,US

SPYRUS, INC. 2015-02-12 034971/0298 2015-02-17

Conveyance:  ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS). 

Corresponent:  ROBERT J. ROSE PO BOX 4341 DIAMOND BAR, CA 91765 

SPYRUS INC.,SAN
JOSE,CA,US

BIALICK, WILLIAM P. 1997-12-19 008942/0204 1998-01-20

SUTHERLAND, MARK J. 1997-12-18

DOLPHIN-PETERSON,
JANET L.

1997-12-20

ROWLAND, THOMAS K. 1997-12-18

SKEBA, KIRK W. 1997-12-23

HOUSLEY, RUSSELL D. 1997-12-19

Conveyance:  ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS). 

Corresponent:  DAVID R. GRAHAM 1337 CHEWPON AVE. MILPITAS, CALIFORNIA 95035 

Maintenance Status (US): 
Litigation (US): 
Opposition (EP): 
License (EP): 
EPO Procedural Status: 
Front Page Drawing: 

Assignee - Current US: SPEX TECHNOLOGIES INC. 
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WINDOW STATUS FEES
11.5 Year Closed Paid
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3.5 Year 07/11/2003 01/13/2004 07/12/2004 Closed Paid

7.5 Year 07/11/2007 01/12/2008 07/11/2008 Closed Paid

11.5 Year 07/11/2011 01/12/2012 07/11/2012 Closed Paid

Patent Holder Information

Customer # 23676

Entity Status UNDISCOUNTED

Phone Number 6267964000

Address Leech Tishman Fuscaldo & Lampl
Jeffrey G. Sheldon
100 Corson Street
Third Floor
PASADENA, CA 91103-3842
UNITED STATES

No maintenance
fees are due.

Toshiba_Apricorn 1003-0175 
IPR2018-01067


