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PERIPHERAL DEVICE WITH lN’l‘I'XiRATIil)
SECURITY FUNCTIONALITY

CROSS-REFERENCE TO REL-NIH)
AFI’LICAHDN

This application is related to the commonly owned.
cit-pending United States patent Application entitled
"Modular Security Device." by William P. Biatick. Mark J.
Sutherland. Janet l.. Dolphin-Peterson. Thomas K.
Rowland. Kirk W. Sheba and Russell D. ltuusley. tiled on
the same date as the present application and havingAttorncy
Docket No. SPY-003. the disclosure of which is incorpo—
rated by reference herein.

BACKGROUND OF THE INVENI'ION
t. Field of the invention
This invention relates to a peripheral. ut'ten portable.

device (as wet] as the methods employed by such a periph-
eral device. and systems including such a peripheral device
and a host computing device with which tltc peripheral
device communicates) that can communicate with a host
computing device to enable one or more security operations
to be performed by the peripheral device on data stored
within the host computing device. data provided from the
host computing device to the peripheral device. or data '
retrieved by the host computing device from the peripheraldevice,

1 Retated An
Computing. capability is becoming increasingly portable.

to particular, there are more and more portable peripheral
devices that an: adapted for communication with a host
computing device (Lag, desktop computer, notebook corri—
pttter or personal digital assistant) to enable particular fune-
tionalily to be achieved. These portable peripheral devious
can take a variety of physical forms (c.g.. PCMCIA cards.
smart cards. CD-ROMs) and can perform an monument of
functions (e ,g,. storage. communications and cryptography).

However. while portable computing attracts a number of
advantages. it has a significant disadvantage in that the
computational environment (including the pnnablc periph-
eral devices. the host computing devices in which they are
used. and any other computational devices that communi-
cate with these devices) is more susceptible to security
breaches. i.c.. unauthorized access to. or modification of.
programs audior data resident Within the environment.
Consequently. cryptographic devices and methods have
heen developed for use with such wmputatiunal environ-
ments (as well as other computational environments) to
enable increased levels of environment security to heobtained

FIG. I is a block diagram of a prior art system iinr
cnablinga host computing device to provide secured data to.
and retrieve secured data from. a portable device. In FIG. I.
a system 100 includes a host computing device 101 and a
portable device 102. The Imst computing device It“ and
portable device 102 are adapted to enable communication
between the devices lttl and I02. The host computing
device 10] includes asccurity mechanism 10hr (which can
be embodied by appropriately configured hardware. soft-
ware and/or firmware. such as. for example. a general
purpose mieroprncesmr operating in accordance with
instructions alone or more computer programs stored in a
data storage device such as a hard disk) which can be
directed to perform one or more cryptographic operations.

In the system 1%, if it is desired to provide secured data
from the host computing device wt to the portable device

[it

3o

35

all]

45

50

a5

2
102, the host computing device 101 causes the security
mechanism 10111 to perform appropriate cryptographic
operations on data before the data is transferred to the
portable device 102. Similarly. the host computing device
101 can receive secured data from the portable device 102
and perform appropriate cryptographic operations on thedata to convert the data into a form that enables the data to
be accessed and/or modified by a person who is authorizedto do so.

A significant deficiency of the system 100 is that the
security medianisnt 101:: is itself typically not adequately
secure. It Ls commonly accepted that the components
(including hardware. software andxor firmware) of most host
computing devices are inherently insecure. ~l'his is because
the system design of host computing devices is. typically.
intentionally made open so that components made by dif-
ferent manufacturers can work togethcrseamlcssly. Thus. an
unauthorized person may obtain knowledge of the operation
of the security mechanism Ulla (tug. identify a crypto-
gmpllit: key). there'hy enabling that person to gain access to.
andfor modify, the (thought in be secured) data.

[‘16. 2 is a block diagram of another prior art system for
enabling a host computing device to provide secured data to.
and retrieve secured data from. a portable device. In FIG. 2.
a system 200 includes a host computing device 20L a
ponable device 202 and a security device 203. The host
computing device 201. the portable device 202 and security
device 2a: are adapted to enable utmrnunication between
the devices 201. and 202, and between the devices 201 and
203. The security device 203 includes appropriately config-
ured hardware. software umlmr firmware which can be
directed to perform one or more cryptographic operations.

in the system 200. it it is desired to provide secured data
from the host computing device 201 to the ponable device
202, the host computing device 201 first causes data to he
transferred to the security device 203. where appropriate
cryptographic operations are performed on the data. The
secured data is then transferred hack to the host computing
device 20!. which. In turn. transfers the secured data to the
portable device 202. Similarly. the host computing device
201 can receive secured data from the portable device 202
by. upon receipt ot‘securcd data. transferring the secured
data to the security device 203. which performs appropriate
cryptographic operations on the: data to convert the data into
a form that enables the data to be accessed anrlr‘or moditied
by a person who is authorized to do so, then transfers the
unsecured data back to thI: bust computing device 201,

The system 200 can overcome the problem with the
system 100 identified above-.111: security device 203 can be
constructed so that the cryptographic functionality of the
device 203 can itselfbe made secure. (Such a security device
is often referred to as a security “token.") Ari unauthorized
person can therefore be prevented (or. at least. significantly
deterred) from obtaining knowledge of the opcmtioo of the

. srantrily device 2015. thereby preventing (or significantly
deterring) that person from gaining access to, anchor
modifying. the secured data.

tinwuver, the system 200 may still not always ensure
adequately secured data. In particular. unsecured data may
he provided by the host computing device 20f to the
portable device 202 if the host computing device 2.01—
whether through inadvertent error or deliberate attack by a
user of the host computing device 201. or through malfunc-
tion ofllu: host computing device fill—fails to first transfer
data to the security device 203 for appropriate cryptographic
treatment before providing the data to the portable device
202,
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Additionally. the system 200 requires the use of two
scparalc pcripbcral dcviccs [portable device 202 and secu-
rity device 203) to unable the host computing device 20: to
exchange scoured data with lhc portable device 102, For
scvern] reasons, this may bi: inconvenient. First. both
dwiccs 202 and 103 may not be available at the time that it
is desired to perform a mun: data exchange (cg. one may
have bccn forgotten or misplaced). Second. even if both
dcvicus 202 and 203 an: available, it may not I): possible toconnect hotlt devices 202 anrl 203 at the some time to the
host computing device 201. nothing ust: of thc dcviccs 202
and 203 cumbersome and increasing thc likelihood that
unsecured data is provided by the host computing device
201 to the punable device 202.

SUMMARY OF THE INVEN'I'IUN

A pflt’iphfitfll dcvict: according to the invention can hr:
used to communicate with a host computing device to enable
one or more security operations to In: pcrlbrmcd hy the
peripheral dcvicc on data stored within the host computing
device. data provided from the host computing duviec to the
pcriphurul duvicc (which can then be. for example, stored in
the peripheral etc-vice or transmitted to yet another device) or
data retrieved by the host computing dcvicc from the periph-
crul dcvicc (cg... data that hits been stored in the peripheral _
device, transmittud to the peripheral device from another
device or input to the poriphcrai device by a person). In
particular. the peripheral devicc can be adapted lo enable, in
a Kinglc integral peripheral device. performance ofnne or
more security operations on dulu. and u defined interaction
with a host computing device that has not previously been
integratud with security opcralions in a single integral
device, The defined interactions can provide a variety of
types of functionality (6.3... (Iala sloragc. data
Communication. data input and output. uwr identification).
as describnd further below. The peripheral device can be
implemented so that thc pcriphcral device can be operated in
any one of mull iplc user-selectable modes: 3 security func-
tionality only mode. at target functionality mode. and a
combined security and target functionality mode. The
peripheral rluvioc can also hr: implementcd so that the
security opurations are pc-rl'ormnd invlinc. i.c.. the security
operations an: pcrforrnod bctwccn thc mmmunt‘catiun of
data to or from tho host computing dcviot: and the perfor-
mance of thc dutincd interaction. Moreover. the peripheral
device can be implcmcntcd so that thc woun‘ly functionality
of the peripheral devict: is transparcttt to lhc host computing
device.

Aperipheral device acutrdingtn the invention can advan-
tageously enlblc application of security operations to a wide
variety of interactions with :t host computing device, In
particular. a peripheral device according to the invcntion can
accomplish this without neccstily to use two peripheral
devices: on: that performs 1hr: security upcralions and not:
that performs the defined interaction, This can, for example.
minimize the pissilaility that the device adapted to perform
thr: defraud interaction will he tlfl-‘(I with the trust computing
system Without proper n|1pli€atiun of security operations to
that interaction. Moreover. the provision nl'in-Iinc security
in a peripheral dcvicc according to lhu invcntion enables a
more secure exchange of data between a host computing
device and the peripheral device. overcoming the problems
identified ahuvc in previous systems for pcrfurmingsecurily
operations on data exchanged between such dcviccs.
Additionally. implementing a modular device awarding to
the invention so that the performance out security upcralions
hy the: modular dcvicu is transparent can reduce or eliminate
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the need to modify aspects of the operation of the host
computing dcvico (cg, dcviu: drivers oflhc host computing
device). making implementation and use of a data security
system including the modular device simpler and cusicr.
Thus, the possibility that a usur will use thc system incor-
rectly (cg. fail to apply security operations to an interaction
with thc host computing devicu. or apply the security
operations incorrectly or invomplctcly) is reduced. Making
thc security opcrations transparent can also enhance the
security of those ope-rations.

BRIEF DESCRIPTION UP THE DRAWINGS

FIG. 1 is a block diagram of a prior art syslcm for
enabling a host computing device to provide secured data to.
and retrieve secured data from. It portable device.

FIG. 2 is a block diagram of auolhcr prior art syslcrn [or
enabling a limit computing rlcvicu to provide secured data to.
and retrieve secured data from. a portable device.

FIG. 3A is a block diagram of a system according to theinvention.

FIG. .38 is a perspective vicw of a physical irrtplcmcnta-
tion of the system of FIG. 3A according to one embodiment
of the invention.

FIG. It is a block diagram of a peripheral dcvicc according
to an nmhndimcnt ofthc invention

FIG. 5 is a flow chart of a method. ttcmrding to an
embodiment of the invention, for initiating use of a system
accord ing to the invention.

FIG, 6 is it block diagram of ll system. according to an
cmbortimunt of thc invuntiun. illustrating operation of the
system during a method awarding to the invention as inFIG. 5.

FIGSA 7A and TB is a llow chart of a method. according
to an embodiment of the invention. for using it pcriphcrnl
dcvicc according lu lltc invention.

FIG. 8 is a block diagram nfa peripheral device accordingto another embodiment of the invention.

FIG. 9A is a block diagram illustrating the [low of data
through the interface control device of FIG. 8.

FIG. SIB is a block diagram of it particuiar embodiment of
an interface control device for use in a peripheral device
according to the invention.

DETAILED DESCRIPTION (IF THE
INVENTION

FIG. 3A is a block diagram ot‘a system 300 according to
thc invention. The system 300 includes a host computing
duvicc 3lll anti .1 peripheral device 392 that communicate
via a communications. intert'aoc 363. llurcin, "peripheral
device" can refer to any device that operates outside of a
host computing dcvicc and that is connected to the host
computing device. The peripheral device 3|l2 includes a
security mechanism Stilt: that enalalcs security operations
(examples of which are dcscrilrcd in more detail below) to
he performed on data that is stored within [he hunt comput-
ing device 30]. data that is transmitted from the host
computing device 30! to the peripheral device 302. or data
that is transmitted from the peripheral device to the host
computing device Sill, As explained in more detail below.
thc peripheral device 302 also provides additional function-
ality (referred to hcrcin as "target functionality") In the
system 300, such as. for example. IItt: capability to store data
in u snIiddslate disk storage device. the capability to onatblc
communications from the host computing device 30! to
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another device. the capability to accept biometric input to
enable user authentication to the host eornpulingdeviee 301.
and the capability to receive and read a smart card inserted
into the peripheral devirx 302.

Generally. the communications interface 303 can be any
embodied by any of a variety of communication interfaces.
such as a wireless communications interface. a PCMCIA
interface. a smarleard interface. amrial interface [such as an
R3423? interface). a parallel intdface. a SCSI interface or an
IDE interface. litreh embodiment of the communications
interface 303 includes hardware present in ettch of the host
computing device 301 and peripheral device 392 that oper-
ates in accordance with a communications protocol (which
can be embodied. for example. by software stored in a
memory device artdr‘or firmware that is present in the host
computing device 31" and/or peripheral device 302) appro-
priate for that type of communications interface, as known
to those skilled in the art. Each embodiment of the commu-
nications interface 303 also includes mechanisms to enable
physical engagement. it' any. between the host computing
device 301 and. peripheral dcvirx 302.

Generally. the security mechanism 302" can he mnllg—
urcd to perform any electronic data security operation
(herein. referred to simply Its "security operation")
including, for example. operations that provide one or more '
of the basic cryptographic functions. such as maintenance of
data confidentiality, verification of data integrity. user
authentication and user non-repudiation. Particular security
operations that can be implemented in a peripheral device
aceurding to the invention are described in more detail
below.

The security mechanism 302a can be. for example.
embodied as a security token. Herein, “security token" refers
to a device that performs security operations and that
ineludes one or more meehrtniSrns (such as, I'urexatnple. use
of a hardware random number generator anchor protected
memory) lo provide security for the content of those open--
lions.

FIG. 33 is tr perspective view of a physical implementa-
tion of the system 300 of l-‘lti. 3A. aemnding to one
embodiment of the invention. In FIG. 3”. the peripheral
device 392 is embodied as card 312 that can be inserted
into a corresponding slot 313 formed in a pon able computer
311 that. in FIG. SB, embodies the host computing device
301. Often a peripheral device according to the invention is
a portable device. sud) as the card .312 shown in FIG SB.
Herein. “portable device" can refer generally to any device
that is capable of being easily carried by hand

HO. 4 is a block diagram of in peripheral device 400
according to an embodiment at the invention. The peripheral
device 400 includes security functionality 40L target func—
tionality 402 aunt in host interface 403 that arc former]
together as part of a single physical device. For example. the
security functionality 4m and target functionality 402 can
be enclosed in a single, cant-like housing (designated in
FIG. 4 by the numeral 404) conforming to a l’C‘Mf‘tA cardor smart card standard.

111:: peripheral device 400 can have a number of advan-
tageous characteristics. The peripheral device 400 can be
implemented in a manner that enables [he security opera-
tions of the security functionality 40] to he performed in a
manner that is transparent to a host computing device (and.
depending upon the particular implementation of the periph-
eral device 400. to n user of a system including the periph—
eral] device 400) of a system according to lllL' invention, so
that the bust mmpnting device (and. perhaps. user) is aware
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only of the presence of the target functionality 402.
Additionally. the peripheral device 400 can be implemented
so that security operations are pcri‘onncd "in-line." i.e.. the
security operations are performed between the communica-
tion of data to n: from the host computing device rind the
perlbrmancc of the target functionality provided by the
peripheral device. Furthet. the peripheral device 1le enables
a wide variety of secure target functionality to be easily
protrided lo a host computing (Jet/ice.

FIG. 5 is a flow chart oi it method Hill. recording to an
embodiment of the invention. for initiating use of a system
according to the invention. The method 500 enables an
aspect of the invention in which the presence of security
functionality :L'i pan of a peripheral device is not detected by
a host computing device. thus making the security function-
ality transparent to the host computing device trod. depend-
ing upon the particular manner in which the security fune-
Lionulity is implemented, to a user of the system.

[‘16. IS is a block diagram of a system 690. according to
an embodiment ut‘the invention. illnstralirtguperutlon ofthc
system 60“ during a method according to the invention such
as the method Sill} of FIG. 5. The system 600 includes a host
computing device 601 and a peripheral device 602. The host
computing device mt includes a display device 603" (mg.
a conventional computer display monitor) and user input
device 693!) (mg. a keyboard, mouse, trackball. joystick or
other appropriate device). referred to collectively hereinafter
as user interface device- MIJ. The host computing device bill
also includes. mounted within a housing (IN. a processing
device 605. a memory device 606. an inputfoutput (1/0)
device 607 for enabling communication with the user inter-
face device m3, and an inpultnutput (”0) device 608 for
enabling communication with peripheral device 602. The
devices 605. 606, 607 and 608 can each be implemented by
conventional such devices and can communicate with each
other via a conventional computer has 6139.15 is Well known
and understood, The peripheral device 602 include. security
functionality 611, a memory device fill. an I'DPl-IUI'JIIIPII‘I
(lift) device 613 for enabling communication with the host
computing device 6m and target functionality 614. The
security functionality 61]. memory device 612.. IN) device
613 and target functionality 614 can each be implemented byconventional devices and can communicate with each other
via a conventional. computer bus GIS. as is well known and
understood. The host wmputing, device 601 and the periph-
eral device 602 are shown in simplified fan-n in FIG. 6 to
facilitate clarity in illustration oflhis aspectof the invention;
as described in more detail below and us understand by thus;
skilled in the art, the host computing device fill and the
peripheral device 602 can—and typically will—includeother devices not shown in 1‘10. 6.

Returning to HG. 5, Use of a system according to the
invention begins when. as shown by step 501. a user of the
system conneeLs a peripheral device according to the inven-
tion to a host computing device. Such connection can occur
in any manner that enables the peripheral device to com-
municate with the bust computing device. Frequently, this
will ueeur as a result of a physical mnnection of the
peripheral device to the host computing device. (In general.
such physical connection can occur either before or abut the
host computing device begins operating; however. in the
former case. subsequent steps of the method 50¢Fwith the
exception of, depending upon the implementation of the
peripheral device. the step Sin-cannot be performed until
the host computing device begins operating.) It‘ur example.
the periphcrul device can be embodied in a card {Irdislt (mg.
a card conforming to a l‘(‘M(‘lA form [actor as established
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by the appropriate standard) that is inserted into a corre-
sponding socket formed in the host computing device. Or,
the peripheral device can be embodied in a housing from
which a cord extends, a plug of the cord being inserted into
a mating receptacle formed in the host computing device 5
However, such physical connection need not necessarily
occur; the peripheral device can also be connected to the
host computing device by any type of wireless communi-
cation for which the host computing device contains an
appropriate interface.

Once connection between the peripheral device and the
host computing device is made, the host computing device
detecLs the presence of the peripheral device, as shown by
step 502. Such detection of the presence of a peripheral
device is typically enabled as a standard aspect of the
operating system software of the host computing device.

Typically, once the presence of a new peripheral device is
detected by the operating system software of the host
computing device. the operating system software (or com-
panion software program) also identities the type of the
peripheral device. This can be accomplished, for example,
by a standard software device driver (hereinafter. "host
driver“) for devices of the type that use the host computing
device interface that is being used by the peripheral device
602‘ In FIG 6, the host driver is shown stored in the memory
section 60641I of the memory device 606 of the host com-
puting device 601. (The Card Services or Socket Services
programs that often are bundled with the WindowsSJST"
operating system software for use in performing various
"housekeeping" functions associated with a PCMCIA inter-
face are examples of such drivers) However, in the method
500, before the operating system software can perform such
identification, the peripheral device according to the inven-
tion suspends operation of this aspect of the operating
system software. so that the peripheral device can establish
its identity, as shown by step 503, and explained further
below. As will be apparent from that explanation, perfor-
mance of the step 503 advantageously enables the peripheral
device to assume the identity of the target functionality that
is part of the peripheral device. Since, as described else-
where herein, a peripheral device according to the invention
can include a variety of types of target functionality, the
peripheral device can take a variety of identities.

The particular manner in which operation of the operating
system software is suspended so that the peripheral device as
can establish its identity can depend on the characteristics of
the operating system software author the device interface
However. for many combinations of operating system soft-
ware and device interface, the operating system softwarewaits for confirmation that the device connected to the
device interface is ready for further interaction with the
operating system software before the operating system soft-
ware seeks to identify the type of the device connected to the
interface (the standard for PCMCIA interfaces, for example,
specifies such operation). In such cases, the peripheral
device can be configured to delay inl'on‘ning the operating
system software that the peripheral device is ready for
further interaction until the peripheral device has established
its identity.

The following description of one way in which the step
503 can he implemented can best he understood by reference
to the system 600 shown in FIG. 6. One way in which the
operating system software of a host computing device can
identify the type of a peripheral device is to access a known
memory section of a memory device of the peripheral
device, as estahiished by an interface standard developed for
that type of peripheral device, that stores data representing
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the type of the peripheral device. This is true for a variety of
types of peripheral devices, such as, for example, peripheral
devices that conform to the PCMCIA standard, (The FCMv
CIA standard, for example, includes a specification, called
the Card Infon'nation Structure, that defines, among other
things, a location in a portion of memory of a PCMC‘IA card,
denoted as "attribute memory", that stores data identifying
the type of the PCMCIA card.) In the system 600, the
peripheral device 602 is such a device The memory section
of the memory device 612 of the peripheral device 602
which the host computing device 601 seeks to access is
shown in FIG. 6 as the memory section 6I2rr, and the data
stored therein is referred to herein as “peripheral deviceidentificat ion data."

The peripheral device 602 can be implemented so that the
peripheral device 602 assumes the identity of the target
functionality 614 (whether or not the security functionality
of the peripheral device is also being used). This enables the
host computing device 601 to interact with the peripheral
device 602 as though the peripheral device 602 were a
device of the type of the target functionality 614, without
recognizing that security functionality 611 is present that
may be performing security operations. Thus, the need to
modify aspects of the operation of the host computing
device (cg, the host device driver) to enable performance of
security operations is reduced or eliminated, making imple-
mentation and use of a data security system including the
peripheral device 602 simpler and easier. Since use of the
data security system is easier (org, 3 user need not provide
input to cause the host driver to be appropriately tailored to
enable desired interaction with a security device), the pos-
sibility that a user will use the system incorrectly (cg, fail
lo apply security operations In an inlcraction wilh the host
computing device. or apply the security operations incor-
rectly or incompletely) is reduced.

Though, as shown in FIG. 6, the peripheral device 602
includes security functionality 611 and target functionality
614, the system 600 can be operated so that only the security
functionality 6]] is used. The peripheral device 602 and
peripheral device driver (discussed below) can he imple-
mented so that, when the peripheral device 602 is operated
in that way, the peripheral device identification data stored
in the memory location 612rt identifiesthe peripheral device
602 as a security device.

Returning to FIG. 5, after the peripheral device has
established iLs identity, the host computing device identifies
the peripheral device, as shown by step 504. this can be
implemented as part of the host driver, as indicated above.

Once the host computing device has identified the periph-
eral device (and other host computing device operating
system software operations concluded, if applicable), the
user can begin using the peripheral device (in particular, the
security functionality of the peripheral device), as shown by
step 505 oftbe method 500. Such use can be enabled by one
or more software programs (referred to collectively herein-
after as a ”peripheral device driver," though such programs
can include programs in addition to those conventionally
termed "drivers," such as programs conventionally termed
“applications") that are executed by the host computing
device.

The use of a separate driver to control and interact with
the security functionaiity ofa peripheral device according to
the invention can be advantageous because it reduces or
eliminates the need to modify the host driver. As a practical
matter, such modification of the host driver can likely only
be accomplished by requiring a user to interact with a
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standard host driver to appropriately modify the standard
host driver. This is undesirable because the user may forget
to modify the driver or modify the driver incorrectly or
incompletely.

The peripheral device driver can have previously been
installed on a data storage device (cg, hard disk) ofthe host
computing device (in FIG. 6, the peripheral device driver is
shown stored in the memory section 606!) of the memory
device 606 of the host computing, device 601), or can he
made accessible to the host computing device via an appro-
priate interface (such as a floppy disk drive, CD-ROM drive
or network connection) at a time when the user wishes to
initiate interaction between the host computing, device and
the peripheral device. Additionally, when a peripheral device
according to the invention is used with a host computing
device which utilizes operating system soflwarc that sup-
ports the feature informally referred to as "plug and play”,
it is also possible to store the peripheral device driver in a
memory device ofthe peripheral device and configure the
peripheral device so that, when the peripheral device is
connected for the first time to a particular host computing
device, the host computing device automatically provides
the user with the opportunity to instruct the host computing
device to cause the peripheral device driver to be transferred
from the peripheral device to the host computing device.

FIG. 7 is a flow chart of a method 700, according to an
embodiment of the invention, for using a peripheral device
according to the invention. It is to he understood that the
method 700 shown in FIG. 7' is not the only way to enable
the aspects of use of a peripheral device according to the
invention that are illustrated in HG. ‘t‘; as can be readily
appreciated by those skilled in the art, such aspects can be
implemented using any of a variety of other appropriate
methods. Further, the use of a peripheral device according to
the invention can include aspects not illustrated in FIG. 7;
likewise, such use may not include some of the aspectsillustrated in FIG. '7. The method 70“ of FIG. '7 is shown
merely to aid in the illustration of certain aspects of the
invention, and should not be interpreted as restricting the
manner in which a peripheral device according to the
invention can be used.

To begin using a peripheral device according to the
invention, a user instructs the host computing device to
begin execution of the peripheral device driver, as shown by
step 701 of the method 700, the user having obtained
knowledge of the appropriate command to begin execution
of the peripheral device driver in any appropriate manner
(e.g.. from a user manual accompanying the peripheral
device driver andfor the periphcml device). In general, the
steps of the method WI) occur as a result of operation of a
peripheral device driver; however, operation of the host
driver may be necessary or desirable to enable some aspects
of the method 100 (e.g., execution of a transaction, as in
steps 708, 712 and 715).

As indicated above, a peripheral device according to the
invention can be implemented so that the host driver cannot
detect the presence of the security functionality of the
peripheral device. In such case, the peripheral device driver
enables the detection of the security functionality, as shown
by step 702 ofthe method 700. This can be accomplished by
including instructions as part of the peripheral device driver
that, when the peripheral device driver lirst begins
executing, cause the peripheral device driver to access a
predefined location of a memory device of the peripheral
device (in FIG. 6, the memory section 612b) [or data that
identifies whether the peripheral device is a device having
security functionality that is compatible with the peripheral
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device driver. If the peripheral device is such a device, then
the peripheral device driver can enable the user to make use
of the security functionality of the peripheral device.
Further, the peripheral device driver can be implemented, as
shown in FIG. 7, so that, title: proper security functionality
is not detected, execution of the peripheral device driver
terminates, preventing use of the peripheral device.
Alternatively, the peripheral device driver can he imple-
mented so that, if the proper security functionality is not
detected, the target functionality of the peripheral device can
he used without the security functionality of the peripheral
device.

A peripheral device according to the invention can, in
general, be operated in one of three modes: 1) a mode in
which only the security functionality is used, 2) a mode in
which both the security functionality and the target func-
tionality are used, and 3) a mode in which only the target
functionality is used The user can be enabled to, via the
peripheral device driver, select any one of the three modes
of operation. However, in some applications, it may be
desirable to inhibit operation in one or two ofthe modes, In
particular, it may be desirable to prevent operation of the
peripheral device in the last of the above-listed modes, i.e.,
a mode in which the security functionality is not used, if it
is desired to ensure that use of the target functionality can
only occur with the application of one or more security
operations. This could be accomplished by implementing
the peripheral device driver so that the option to operate in
that mode is not presented to the user, or the peripheral
device could be configured during manufacture to prohibit
operation in that mode. For example, ifthe target function
ality is embodied as a communications device or a memory
device, it may be desirable to ensure that unencrypted datacannot be transferred via the communications device or
stored in the memory device, whether done inadvcnently or
on purpose.

In the method 70‘], all three of the above-listed modes are
available for use, In the step 703 of the method 700, a
determination is made as to whether the security function-
ality is to be used. (As noted above, such use may be
required.) If yes, the peripheral device is operated in one of
the first two modes above (security functionality only, or
security functionality plus peripheral functionality); if no,
the third mode is used (peripheral functionality only).

The peripheral device driver can be implemented so that
the user must successfully enter an acceptable access code
(e .g., a password or PIN) before the user is enabled to use
the peripheral device, in panicular, it can be desirable to
require an access code before enabling a user to use the
security functionality, thus establishing a layer of security
that protects the integrity of the security operations them-
selves, In the method 700, as shown by the step 704, an
acceptable access code must be entered by the user before
the security functionality of the peripheral device can be
used. An access code can be entered, for example, by
inputting the access code in a conventional manner using a
user interface device (e.g., keyboard) of the host computing
device. 0:, an access code can be entered using particular
embodiments of target functionality (such as a biometric
device, discussed in more detail below) that is part of the
peripheral device according to the invention.

Advantageously, an access code can he used not only to
control access to the security (or other) functionality ofthe
peripheral device, but also to identify a “personality" of the
user. Each personality is represented by data that establishes
certain characteristics of operation of the peripheral device,
such as, for example, restrictions on operation of the periph-
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era] device (c.g.. limitations on the types of security opera-
tiom‘x that can be performed) or specification of operating
parameters or characteristics te.g.. cryptographic keys or
specification ofa particular incarnation of a type ofsecurily
algorithm. such as it particular encryption algorithm). A 5
single user can have multiple personalities: each personality
might. for example. correspond to II dillcrcrtt capacity in
Which .1 user acts, Data reprmscrtling personalities and cor-
responding user access codes can be stored in a memory
dcvicr: of the pcriphcral device.

Upon receipt of an acceptable access code. the peripheral
device driver controls the host computing device to presenta user interface that enables the user to cll'ect desired control
of the peripheral device. and. in particular, to use the
peripheral device to perform security operations. as
described below, (If access codes are also used to identify
personalities. upon receipt of an acceptable access code. the
peripheral device driver can also access and rctricv: the data
representing the corresponding pemtnality, so that the
operation of the peripheral device can be controlled
accordingly.) lltc user interface for enabling a user to
operate the peripheral device can be implemented in any of
a variety of well known ways (e.g.. as a graphical user
interface) using methods and apparatus that are well known
to those skilled in the art. Generally. tlte user interface _.
enables the user to perform any functionality that is provided
by the peripheral device. as described in more detail else—
where herein.

As indicated above. a peripheral device according to the
invention can be operated in any of three modes. Once an
acceptable access code has been entered. the peripheraldevice driver can enable the user to select one of the three
modes. as shown in step 705 ol' the method Till].
(Alternatively. as mentioned above, it may be desirable to
present the Itserttnly With the option of choosing the security
functionality only mode or lite security hmetiunality plus
peripheral functionality mode. so as to eliminate the possi-
bility that the tour will effect an unsecured use of the target
functionality.) lt'the security functionality only mode. or the
security functionality plus peripheral functionality mode. is
selected. then the icer interface (and the underlying periph-
eral device driver) enables the user to input all desired or
required instructions regarding the security operations to he
performed for a particular “transaction" (tag, a storage of
data in a memory dwicc. a transmission of data by :t as
communications device. or an exchange of data with a smart
card reader device). as shown by steps 71“ and 7'10 of the
method 100. For example. the user interface can enable the
user to select data to which security operations are to be
performed. specify the application of particular security
operations to data. or specify parameters or other informa—
tion required for a particular security operation. If the
security functionality plus peripheral functionality tnodcmr
the peripheral Functionality only mode. is selected, then the
user interface and peripheral device driver enable the user to _
input at] desired or required instructions regarding use ut‘the
target functionality for the transaction, as shown by steps
7'07 and 7H ofthe method 71!]. Fur exampic. if the target
functionality is embodied as a memory device. the user
interface can enable the user to specify a name for the stored
data. Or, for example, if the target functionality is embodied
as a communications device. the user interface can enable
the user to specify a destination (rug, an electronic mail
address) for the data.

One: the user has provided instructions in stops 7% and
701m step 71“. or in step 7'11,th transaction i5 executed.
as shown by step 703 or step 712 of the method 700. After
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execution of the transaction, die user can be allowed to
execute further transactions. as shown by step 709 of the
method 700. ll is also possible for the user to begin using
another personality (by entering an appropriate access code),
as slutwn by step 709 of the method 700, Eventually. use of
the peripheral device ends. as shown by step Tltl of themethod 700.

The peripheral device and enunciated peripheral device
driver can be implemented so that it is possible to use only
the annuity functionality of the peripheral device. The
peripheral device can he uscd in this manner to. forcxample.
encrypt or decrypt data stored on the host computing device
by receiving the data from the host computing device.
encrypting or decrypting the data as appropriate, then return-
ing the encrypted or decrypted data to the host computingdevice.

As indicated above. the peripheral device and associated
peripheral device driver can be implemented so that it is
possible to use only the target functionality ot’the peripheral
device. even without entering an appropriate access code, In
the mediod 700. such operation is shown by the steps 714.
115 and 716. which function in the same manner as steps
7!], 7l2 and 709, described above. Using the peripheral
device in this way can be useful. for example. when the
target functionality is embodied as a biometric device, as
described further below. that is used to perform user authen-
licaLinn. In particular. if the biometric device is to he used as
the mechanism to enter the access code in step 704. opera-
tion in this mode may be nee-canary (depending on the
capabilities of the biometric device) to enable such use of the
biometric device, {Of course. in this case. security
functionality. in. user authentication, is used as part of the
step 7l5) The step 717 can also enable use of the security
functtonalily to begin by causing a prompt foran appropriate
access code to appear (step 704). Again, eventually. use of
the peripheral device ends (step 713).

As described above. a peripheral device according to the
invention that includes security functionality and target
functionality can be implemented so that the host computing
device is not aware ofthc presence ofthe security Function-
ality. it may also he desirable to shield the user froth
krutwledgc ol' the presence of the rurcurily functionality and
cause predetermined security operations to be performed
automatically. This may be desirable so that, for example. it
is not necrv‘etary for the use: to provide input regarding the
performance of security operations. thus eliminating the
possibility that the user will neglect to provide such input. or
will pl'ttvidc the input incorrectly or incompletely. Or, it may
be desirable to matte security operations transparent to users
to enhance the security of those operations. since. if the
pertbrmantc of such operations is unknown. there will be no
attempt to defeat the security provided by those operations.
[1' such is the case, the peripheral device driver can be
implemented so that the peripheral device can operate only
in the secuflty functionality plus pcnpberal functionality
mode (steps 7ltl. 7t]. TIZ. 114. TIE. 116 and ‘1]? of the
method Till! cannot be performed) and so that no indication
(cg... presentation of a user interface display that allows
input of iruaructinns regulating the performance of security
operations. as in step Tile of the method 700) is given of the
presence of the security functionality of the peripheral
device. Rather. the user would simply be presented with
options regarding operation of the target functionality (step
up of the method 700). in such an implementation, the
peripheral device driver can be implemented to automati-
cally cause one or 1mm: predetermined security operationstu
l'lt.‘ performed based upon a user-specified interaction with
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the target functionality. or the peripheral device can be
configured to cause such security operationsto be performed
any time a specified interaction with the target functionalityUCL'IIIS.

Asiguiftcant advantage of a peripheral device according
to the invention is that the peripheral device can be impleA
mottled so that any of a variety of types of target function-
ality can be included as part of the peripheral device. in
particular. as described in more detail below. the peripheral
dcvicc includes an interface control device which enables
and manages communications between and among the host
computing device. a cryptographic processing device that is
part of the peripheral device. and target functionality that is
also part of the peripheral device. The interface control
device can be adapted to provide an appropriate interface for
each type of target functionality. litter. in general. any
desired target functionality can be used with a peripheral
device according to the invention. to long as the target
functionality is implemented so an to enable communication
with an interface of the type presented. Those skilled in the
art of data communicatinns can readily understand how tn
implement such communication with target functionality in
view ofthe detailed description below (see FIGS. ll, 9A anti
9B) of an embodiment of a peripheral device according. tn
the invention. and. in particular. an interface control device _
of such a peripheral device.

For examplc. target functionality of a peripheral device
according to the invention can be embodied as a memory
device adapted to enable non-volatile storage of data. in
general. any such memory device can be used to embody
strclt target functionality. More particularly. a solid-state disk.
storage device (cg, NAN flash memory device) can advan-
tageously he used. lllustrativcly. a memory device that can
'bc uscd to embody target functionaiily in a pcriphcral device
according to the invention can he a compact flash memory
device. such as an ATA formal flash disk ddvc. Other
soliddstatc disk slorttgc devices. such as. SCSI disks and [DIE
didts can be used. The constmctinn and operation of
memory devicm in general. as well as those identilled
particularly above. is well understand by those skilled in that
art. so that. together with an understanding of the required
communication capability between the target functionality
and the interface control device, a memory device for use
with the invention can be easily constructed and operated. A
peripheral device according to the invention that includes a
memory device that embodies the target functionality can he
used. for example. to securely store data in a manner that
enables a user of the data to easily carry the data with them
wherever they go.

Target functionality of ti peripheral device according tothe invention can also be embodied as a communications
device adapted to enable communication between the host
computing device and a remote device. In general. any such
communications device can be used to embody largcl fune-
tionality. A communicationa device that can be used to
embody target Functionality in a peripheral device according
to the invention can include. for example, a data communi-
cations modern (such as, for example. a eonventimat tele-
phone line mode-m. an lSDN modem. :2 cable modem. or a
wireless modem) or a LAN transceiver (either wired or
wireless and, in Illt‘: lattercase. operating in. fnrcxarnplc. the
infrared or radiafrcquency spectrum). The construction and
operation of communication devices in general. an: well as
those identificd particularly above. is well understood by
those skilled in that art. so that. together with an understand—
ing of the required communication capability between the
target functionality and the interface control device. a cunt-
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medication device for use with the invention can be. easily
constructed and opt-rated. A peripheral device according tothe invention that includes a communications device that
embodies target functionality can he used, for example. to
encrypt electronic mail before transmission to an addressee.
0r. such a peripheral device can he used. for example. to
encrypt data files that u person wishes to securely transfer
between a computing device at the person‘s place. of work
and a computing device at the person's home.

'l‘hrgct functionality of a peripheral device according In
the invention can also be embodied as a biometric device.
which is defined herein as any device that is adapted to
receive input data regarding a physical characteristic of a
person based upon a physical interaction of the person with
the device. in general. any such biometric device can be used
to embody target functionality Biometric devices that can be
Lilit'fid in a peripheral dcvicc according to the invention can
include. for example, a fingerprint scanning device. a retinal
scanning device or a faccprint scanning device.

In addition to conventional computational devices for
storing andror manipulating digital data. a biometric device
includes a sensor for sensing the physical characteristic, and
an analog-to-digital converter to transform the analog data
representing the sensed characteristic into digital data. For
example. it fingerprint scanning device includes a sensor
upon which a person can place a finger, the sensor sensing
the fingerprint ut the finger. the content of the sensed
fingerprint being converted into digital data by the device.
Similarly, a retinal scanning device inClutlcs a sensor which
can be placed proximntc to a person‘s eye. the sensor
sensing characteristics ot’ the eye such as blood vessel
pattern or iris pattern. the device Iramlating the content of
the sensed characteristics into digital data. The construction
and operation of biometric devices in general, as well as
those identified particularly above, is well understood by
those skilled in that art. so that. together with ttn understand-
ing of the rcquircd communication capability between the
target functionality and the interface control device. a bio—
metric device for use with the invention can be easily
constructed and operated. Fingerprint scanning devices and
retinal scanning devices that can readily be modified for use
with the invention. Le. to communicate with an interface
control device according to the invention. are known to
those skilled in that art. For example. fingerprint sunning
devices such as those available from lrlcntix Incorporated of
SunnyValc. Calif. can be used in at llngerprinl scanning
device for use with the invention

A peripheral device according to the invention that
includes a biometric device that embodies the target fune-
tionality can be used. for can mplc. to enable user authenti-
cation to a host computing device before allowing acted; to
particular data stored on the host computing device. Such
user authentication can be accomplished by usingu biomet-
ric device to obtain biometric data from a user and compar-
ing the biometric data to an appropriate library of biometric
data representing a predetermined gmup of people (up...
authoritwd users). The library of data can be stored in a
memory device of the peripheral device.

When a peripheral device including a fingerprint scanning
device is embodied as a card adapted to be inserted into a
slot of a host computing device (tag... a slot conforming to a
I’CMCIA slandutd). it may be useful to make the peripheral
device relatively long, so that a portion of the card on which
the sensor is positioned can extend from the slot of the host
computing device. thereby enabling fingerprints to be
scanned while the pcripheral device is inserted in the host
computing device. Similarly. for a fingerprint sunning
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device, retinal scanning device or laceprint scanning device.
it may he desirable to form the device so that the sensor is
connected to the remainder of the device via an appropriate
communication line. thus providing some range of move-
ment of the sensor white the peripheral device is inserted in
the host computing device, thereby facilitating use of the:device.

Ahiomutric device can be used in different ways with a
system according to the invention. depending upon the
capabilities of lht: biometric device. Using known apparatus
and methods. a "smart" ltiometric device can he imple-
mented with the capability to detect the presence nfan input
to the sensor. and. upon such detection. initiate acquisition
of the biometric data and performance by the peripheral
device of the appropriate data comparison. Such It biometric
device can be used to perform user authentication as in step
1'04 of the method 700 above. Alternatively. the biometric
device may be “stupid“ and require that it user initiate the
data acquisition and authentication process. Such a biomet-
ric device can he used to pert'onn user authentication in a
peripheral device that allot“ operation without entry ofa
proper access code, as in steps 7” and 715 of the method1'00.

Target functionality of a peripheral device according to
the invention can also be embodied as a smart card reader
device adapted to communicate with a smart card, such as.
for example. a smart card compliant with the ISO 7316
standard. Such a device can be implemented by adaptioga
conventional smart card reader. the construction and opera-
tion of which is well known to those skilled in that art. to
provide a communications interface that enables the smart
card reader to communicate with the interface control
device. A peripheral device according to lht: invention that
includes a smart card reader device can he used to provide
security features to a smart card reader, or add to existing
security features of a smart card reader.

It is to he understood that the examples given above are
mostly illustrative. not exhaustive, of the ways in whictt a
peripheral device according to the invention can he used.
Many more possibilities exist.

FIG, it is a block diagram of a peripheral device Mitt
according to another embodiment of the invention. The
peripheral device 800 includes lt cryptographic processing
device 801. an interface control device 802. a first memory
device 803. a second memory device 804. a real-time clock
805, a host computing device inpquulput (VD) interface
806 and target functionality 307.

The host computing device [/0 interface 306 enables
communications between the peripheral device 3|)” and a
host computing chiCC. The electrical and mechanical L'ltar-
acteristic-r of the no interface 806. as wall as the protocol
used to enable commtulication via lht: interface 806 ttfc
established in any manner that conforms to the industry
standard specifications for an interface of that type. For
example. a peripheral device according to the invention can
be adapted for insertion into a Pt‘MClA slot of a host
computing device. In such a peripheral device. the electrical
and mechanical characteristics and communications proto-
col for the host computing device lr‘O interface 806 are
cstalttished in conformance- with the appropriate l’CMCIAstandards.

The cryptographic processing device 801 can be adapted
to perform security operations. Generally. the cryptographic
processing device 501 can be embodied by any processor
capable of performing the cryptographic operations desired
to be provided by the peripheral device 809. In one embodi-
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meat of the peripherzt! device 800, the cryptographic pro—
cessing device. 801 is a special purpose embedded processor.
embodied on a single integrated chip and designated as
MYK-SE (and aLso referred to by the name Capstone). which
includes an Alth"“‘ processor can: and several special
purpose cryptographic promising elements that have been
developed by the Department of Defense. The construction
and operation oflhe Capstone chip is known by those skilled
in the art of cryptographic processing.

The first memory device 803 can be a nun-volatile data
storage device which can be used to store computer pro-
grams and persistent duln. The first memory device 803 cut]
Itc implemented hy any appropriate such device (of which
there are many conventional, readily available incarnation-i).
such as, for example. a conventional flash memory device.

The second memory device till-t can he a volatile data
storage device that can also be a rapidly accessible data
storage devite in which frequently used data and program
instructions can be stored during operation of the peripheral
dcvicr: Ktllr The second memory device 804 can also be
implemented by any appropriate such device (of which there
arr.- many conventional. readily available embodiments).
such as, for example. a conventional random access memory
(RAM) device.

The real-time clock ans enables the creation of time
stamps. which can be used in a number of security opera-
tions. Advantageously. the time stamps created by the real—
time clock 805 are more secure than those that could
otherwise hr: produced by the relatively insecure clock of a
host computing device. The real-time clock HUS inciudes a
conventional battery backup device that maintains pr-war to
the rcpt-tint: clock 8H5 when the peripheral device RM is not
in use (in. when power is not supplied to the peripheral
device 300). so that the correct time is continuously pre-
served within the peripheral device 800. The real-time clock
acts (including battery backup) can be embodied by anyconventional such device, such as the [151302 clock avail-
able from Dallas Semiconductor of Dallas. Texas.

In the peripheral device Hill. the interface control device
802 mediates the interaction between the ttost computing
device. the target Functionality 807 and the cryptographic
processing device 80!. In one embodiment of the peripheral
device 800.1ht: interface control device 802 is a conven-
tional field-programmable gate ttrray tFPGA) that is pm,
grammed to perform the functions that it is desired to
implement with the interface control device 802. as
described in more detail below. The interface control device
802, under control of the cryptographic processing device
801, can be adapted to enable the peripheral device 800 to
assume the identity of the target functionality 807. to;
dismissed above. The interface control device 802 also
enables the in-linc cryptography aspect of the invention.since the interface control device M92 controls the llow of
data between the host computing device and the target
functionality 907.

FIG. 9A is a block diagram illustrating the [low of dula
through the interface control device an: of Flu. B. Data
transferred from a host computing device enters the periph-
eral device 8130 (not demarcated in FIG. 9A) through the
host computing device lit) interface 806‘ 'Ihe interface
control device W2 presents the data to a cryptographic
processing devioe interface Still (not shown in FIG. 8).
Depending on the configuration of the interface control
device 802. as determined by operation of the peripheral
device driver andinr lay settings established during the
manufacture ot'tltc peripheral device 800. the data may or
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may not be processed by the cryptographic processing
device Sill (FIG. 81 Typically (or, in some cases,
necessarily), as discussed in more detail above, crypto-
graphic proceming will occur. The interface control device
802 then causes the data to be transferred to the target
functionality 807. Data being transferred from the target
functionality 807 to the host computing device follows a
similar path in the reverse direction. When the target func-
tionality ill)? is not present or is not being used, data
transferred from the host computing device, after being
presented to the cryptographic processing device interface
808 and being prowswd by the cryptographic processing
device 801, is caused to be transferred back to the host
computing device IIO interface 806 (and, from there, to the
host computing device) by the interface control device 802.

FIG. 9B is a block diagram ofa panicular embodiment of
an interface controldevice 910 for use in a peripheraldevice
according to the invention. As shown in FIG. 9B, the host
computing device communicates via a PCMCIA interface
and the target functionality is embodied by a compact flash
memory device Those skilled in the art will readily appre:
ciatc how the interface control device 9") can be modified
for use with other host computing device interfaces andlor
target functionalitics.

The interface control device 910 includes scLs of configu-
ration registers 911. The data stored in the configuration
rcgistets 911 establish operating characteristics of the inter-
face eontrol device: in particular. the content of the contigu-
ration rcgistcrs enables the interface control device to
present to the host computing device a desired identification
of the peripheral device. and determines whether data pass-
ing through the peripheral device must be subjected to
security operations.

Aset ofcontiguration registers is maintained for the host
computing device IfO interface, the cryptographic process-
ing device interface, and the target functionality interface. In
particular, the content of the host computing device lfO
interface configuration registers is such that the interaction
of the host computing device with the peripheral device is
the same as if the security functionality were not present
(unless the data security system is operating in security
functionality only mode). ”the content of the target func-
tionality interface registers reflects the presence of the
security functionality. The cryptographic processing device
interface registers bridge the gap between the other two sets
of registers.The remainder of the functional blocks of the interface
control device 910 shown in FIG. 9B perform functions and
operate in a manner that can readily be understood by those
skilled in the art from the designation and interconnection ofthose blocks in FIG. 9B.

In general, the security functionality of a peripheral
device according to the invention can be configured to
perform any cryptographic operation, as well as other,
related mathematical operations. A configuration of the
security functionality that enables a pan icutar cryptographic
or mathematical operation can be produced, for example, by
using appropriate existing cryptographic software.
application-specific hardware, or combination ofthe twu, as
known by those skilled in the art of produ cing cryptographic
devices Following is a description of exemplary crypto-
graphic and mathematical operations that can be imple-
mented as pan of the security functionality cfa peripheral
device according to the invention. These cryptographic and
mathematicai operations are well-known and can readily be
implemented in a peripheral device according to the inven-
tion by a person of skill in the art of cryptography.
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For example. a peripheral device according to the inven-

tion can implement one or more cryptographic key exchange
operations. Any key exchange operation can be
implemented, such as, for example, the Department of
Defense Standard, the RSA, the Dillie-tlcllman. and the
X942 (ANSI Banking Standard) key exchange algorithms.

A peripheral device according to the invention can also
implement one or more hash operations. Any hash operation
can be imptemented, such as. for example, the FII’S 180-1
(SHA-l), the Message Digest 2 (RSA), and the Message
Digest 5 (RSA) algorithms.

A peripheral device according to the invention can also
implement one or more digital signature operations. Any
digital signature operation can be implemented, such as, for
example, the FII’S 186 (BSA—512. 1024) and the RSA
Signature (512, 768, 1024, 2048) algorithms.

A peripheral device according to the invention can also
implement one or more key wrapping operations for both
symmetric and asymmetric keys. A key wrapping operation
can ensure that plaintext keys are not accessible external to
the peripheral device. Any key wrapping operation can be
implemented.

A peripheral device according to the invention can also
implement one or more symmetric encryption operations.
Any symmetric encryption operation can be implemented,
such as, for example, the FIPS 185 (implemented com-
pletely in hardware), the DES (including 3DES, EDE3. (“BC
and ECB), the RC-l and the RC—4 algorithms.

A peripheral device according to the invention can also
implement one or more asymmetric (public key) encryption
operations, While asymmetric encryption operations under-
lie the key exchange operations dcscrt'bcd above, asymmet-
ric key operations can also be used independently in a
peripheral device according to the invention for bulk encryp-
tion, Any asymmetric encryption operation can be
implemented. such as. for example, the RSA and Diffic-
l-leltman algorithms.

A peripheral device according to the invention can also
implement one or more exponentialion operations, which
are required in many cryptographic operations. Any expo-
nentiation operation can be implemented. Since exponen-
tiation requires a significant amount of processing time
relative to other mathematical operations, it can be desirable
to implement an cxponcntiation operation in dedicated hard-
ware. in one embodiment of a peripheral device according
to the invention, the security functionality of the peripheral
device includes a full 1024 hit exponentiator implemented in
hardware.

Various embodiments of the invention have been
described. The descriptions are intended to be illustrative,
not limitative. Thus, it will be apparent to one skilled in the
art that certain modifications may be made to the invention
as described above without departing from the scope of the
claims set out below.

We claim:
1. A peripheral device, comprising:
security means for enabling one or more security opera-

tions to be performed on data;
target means for enabling a defined interaction with a host

computing device;
means for enabling communication between the security

means and the target means;
means forenabling communication with a host computing

device;
means for cpcrably connecting the security means and/or

the target means to the host computing device in
response to an instruction from the host computing
device; and
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means for mediating communication of data between the
host computing device and the target means so that the
communicated data must lirst pass through the securitymeans.

21 A peripheral device as in claim 1, wherein the target
means comprises means for non—volatilely storing data.

.1 A peripheral device as in claim 1, wherein the target
means comprises means for enabling communication
between the host computing device and a remote device.

4‘ A peripheral device as in claim I, wherein the target
means comprises a biometric device.

51 A peripheral device as in claim 1. wherein the target
means comprises means for communicating with a smartcard.

6. A peripheral device. comprising:
security means for enabling one or more security opera-

tions to be performed on data;
target means for enabling a defined interaction with a host

computing device;
means for enabling communication between the security

means and the target means,
mcans [or enabling communication with a host computing

device;
means for operably connecting the security means andlor

the target means to the host computing device in
response to an instruction from the host computing
device; and

means for providing to a host computing device, in
response to a request from the host computing device
for information regarding the type of the peripheral
device, information regarding the function of the targetlTIEBI'IS.

7. A peripheral device as in claim 6, wherein the target
means comprises means for non-volatilcly storing data.

8. A peripheral device as in claim 6, wherein the target
means comprises means for enabling communication
between the host computing device and a remote device.

9. A peripheral device as in claim 6, wherein the target
means comprises a biometric device.

10‘ A peripheral device as in claim 6, wherein the target
means comprises means for communicating with a smartcard.

11‘ A peripheral device. comprising:
security means for enabling one or more security opera-

tions to be performed on data;
target means for enabling a defined interaction with a host

computing device;
means for enabling communication between the security

means and the target means;
means for enabling communication with a host computing

device; and
means for mediating communication of data between the

host computing device and the target means so that the
communicated data must first pass through the securitymeans.

12. Aperipheral device as in claim ll, wherein the target
means comprises means for non—votatitety storing data.

13. A peripheral device as in claim 12, wherein the means
for non-volatileiy storing data further comprises a solid-state
disk storage dcviccr

14. A peripheral device as in claim 13, wherein the
solid-state disk storage device comprises an ATA format
flaSh disk drive.

15. Aperiphcral device as in claim 11. wherein the target
means comprises means for enabling communication
between the host computing device and a remote device.
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16. Aperipheral device as in claim 15, wherein the means

for enabling communication between the host computing
device and a remote device further comprises wirelesscommunication means.

17. A peripheral device as in claim [6. wherein the
wireless communication means comprises a wirelessmodem.

18. A peripheral device as in claim [6. wherein the
wireless communication means comprises a wireless LAN
transceiver.

19.11 peripheral device as in claim 11, wherein the target
means comprises a biometric device.

20. A peripheral dev'ce as in claim 19. wherein the
biometric device comprises a fingerprint scanning device.

2|. A peripheral device as in claim 19, wherein the
biometric device comprises a retinal scanning device

22. A peripheral device as in claim 11, wherein the target
means comprises means for communicating with a smart
card.

23. A peripheral device, comprising:
security means for enabling one or more security opera-

tions to be performed on data;
target means for enabling a defined interaction with a host

computing device;
means for enabling communication between the security

means and the target means;
means for enabling communication with a host computing

device;
means for mediating communication ofdata between the

host computing device and the target means so that the
communicated data must first pass through the security
means; and

means for providing to a host computing device. in
response to a request from the host computing device
for information regarding the type of the peripheral
device, information regarding the function of the targetmeans.

24. A peripheral device, comprising:
security means for enabling one or more security opera-

tions to be performed on data;
target means for enabling a defined interaction with a host

computing device;
means for enabling communication between the security

means and the target means;
means forenabling communication with a host computing

device; and
means for providing to a host computing device. in

response to a request from the host computing device
for information regarding the type of the peripheral
device, int'on'nation regardingthe function of the target.

25. A peripheral device as in claim 24, wherein the target
means comprises means for non-volatilcly storing data.

26. A peripheral device as in claim 25, wherein the means
for non-vulatitety storing data further comprises a solid-state
disk storage device.

27. A peripheral device as in claim 26. wherein the
solid-state disk storage device comprises an ATA format
flash disk drive.

28. A peripheral device as in claim 24; wherein the target
means comprises means for enabling communication
between the best computing device and a remote device.

29. Aperipheral device as in claim 28, wherein the means
for enabling communication between the host computing
device and a remote device further comprises wireless
communication means.

Toshiba_Apricorn 1003-0027
|PR2018-01067



Toshiba_Apricorn 1003-0028 
IPR2018-01067

6,088,802
21

30. A peripheral device as in claim 29, wherein the
wireless communication means comprises a wireless
modem.

.31. A peripheral device as in claim 29, wherein the
wireless communication means comprises a wireless LAN
transceiver.

31A peripheral device as in claim 24, wherein the target
means comprises a biometric device.

33. A peripheral device as in claim 32, wherein the
biometric device comprises a fingerprint scanning device.

34. A peripheral device as in claim 32, wherein the
biometric device comprises a retinal scanning device.

35. A peripheral device as in claim 24, wherein the target
means comprises means for communicating with a smartcard.

SIS. A data security system, comprising:
a host computing device including one or more device

interfaces adapted to enable communication with
another device;

a peripheral device, comprising:
security means for enabling one or more securin

operations to be performed on data;
target means for enabling a defined interaction with a

host computing device; and
means for enabling communication between the secu-

rity means and the target means;
means for enabling communication with a host com-

puting device; and
means for mediating communication of data between

the host computing device and the target means so
that the communicated data must first pass through
the security means.

37. A data security system, comprising:
a host computing device including one or more device

interfaces adapted to enable communication with
another device;

a peripheral device, comprising:
security means for enabling one or more security

operations to be performed on data;
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target means for enabling a defined interaction with a

host computing device; and
means for enabling communication between the secu-

rity means and the target means;
means for enabling communication with a host com-

puting device; and
means for providing to a host computing device, in

response to a request from the host computing device
for information regarding the type of the peripheral
device. information regarding the function of the
target means.

38. For use in a peripheral device adapted for communi-
cation with a host computing device, performance clone or
more security operations on data, and interaction with a host
computing device in a defined way, a method comprising the
steps of:

receiving a request from a host computing device for
information regarding the type of the peripheral device;and

providing to the host computingdcvice, in response to the
request, information regarding the type of the defined
interaction.

39. For use in a peripheral device adapted for communi-
cation with a host computing device, performance ofone or
more security operations on data, and interaction with a host
computing device in a defined way, a method comprising the
steps of:

communicating with the host computing device to
exchange data between the host computing device and
the peripheral device;

performing one or more security operations and the
defined interaction on the exchanged data; and

mediating communication of the exchanged data between
the host computing device and the peripheral device so
that the exchanged data must first sass through means
for peri'unning the one or more security operations.
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This application is related to the commonly owned. co-

pending United States Patent Application entitled "Modular

Security Device." by William P. Bialick, Mark J. Sutherland.

Janet L. Dolphin~Petersom Thomas K. Rowland. Kirk wiskeha
and Russell D. Houslev. filed on the same date as the present

application and having Attorney Docket No. SPY-003. the
disclosure of which is incorporated by reference herein.

R UND H INU N

1. Field of the Invention

This invention relates to a peripheral. often portable.

device {as well as the methods employed by such a peripheral
device. and systems including such a peripheral device and a

host computing device with which the peripheral device

cemmunicates) that can communicate with a host computing

device to enable one or more security operations to be

performed by the peripheral device on data stored within the

host computing device. data provided from the host computing

device to the peripheral device, or data retrieved by the

host computing device from the peripheral device.
2. Related Art

Computing capability is becoming increasingly portable.

In particular. there are more and more portable peripheral

devices that are adapted for communication with a host

computing device (e.g.. desktop computer. notebook computer

or personal digital assistant} to enable particular

Toshiba_Apricorn 1003-0030
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functionality to be achieved. These portable peripheral

devices can take a variety of physical forms {e.g.. PCMCIA

cardsr smart cards. CD-ROMs) and can perform an assortment of

functions (e.g.. storage. communications and cryptography].

However, while portable computing affords a number of

advantages. it has a significant disadvantage in that the

computational environment (including the portable peripheral

devices. the host computing devices in which they are used.

and any other computational devices that communicate with

those devices} is more susceptible to security breaches.

i.e.. unauthorized access to. or modification of. programs

and/or data resident within the environment. Consequently.
cryptographic devices and methods have been developed for use

with such computational environments (as well as other

computational environments) to enable increased levels of

environment security to be obtained.

FIG. 1 is a block diagram of a prior art system for

enabling a host computing device to provide secured data to.

and retrieve secured data from. a portable device. In

FIG. 1. a system 100 includes a host computing device 101 and

a portable device 102. The host computing device 101 and

portable device 102 are adapted to enable communication

between the devices 101 and 102. The host computing

device 101 includes a security mechanism 101a (which can be
embodied by appropriately configured hardware. software

and/or firmware. such as. for example. a general purpose

microprocessor operating in accordance with instructions of

one or more computer programs stored in a data storage device

such as a hard disk) which can be directed to perform one or
more cryptographic operations.

In the system 100. if it is desired to provide secured

data from the host computing device 101 to the portable

device 102. the host computing device 101 causes the security

mechanism 101a to perform appropriate cryptographic
operations on data before the data is transferred to the

fifififlgfl“SflE&QEBfl 
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portable device 102. Similarly. the host computing

device 101 can receive secured data from the portable

device 102 and perform appropriate cryptographic operations

on the data to convert the data into a form that enables the

data to be accessed and/or modified by a person who is
authorized to do so.

A significant deficiency of the system 100 is that the

security mechanism 101a is itself typically not adequately

secure. It is commonly aCcepted that the components

(including hardware, software and/or firmware} of most host

computing devices are inherently insecure. This is because

the system design of host computing devices is. typically,

intentionally made open so that components made by different

manufacturers can work together seamlessly. Thus. an

unauthorized person may obtain knowledge of the operation of

the security mechanism 101a (e.g.. identify a cryptographic

key). thereby enabling that person to gain access to. and/or

modify, the (thought to be secured} data. '

FIG. 2 is a block diagram of another prior art system

for enabling a host computing device to provide secured data

to. and retrieve secured data from. a portable device. In

FIG. 2, a system 200 includes a host computing device 201. a

portable device 202 and a security device 203. The host

computing device 201. the portable device 202 and security

device 203 are adapted to enable communication between the

devices 201 and 202. and between the devices 201 and 203.

The security device 203 includes appropriately configured

hardware. software and/or firmware which can be directed to

fifihBSU‘Sflfifififlgfl
perform one or more cryptographic operations.

In the system 200. if it is desired to provide secured

data from the host computing device 201 to the portable

device 202. the host computing device 201 first causes date

to be transferred to the security device 203, where

appropriate cryptographic operations are performed on the
data. The secured data is then transferred back to the host
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computing device 201, which. in turn. transfers the secured

data to the portable device 202. Similarly. the host

computing device 201 can receive secured data from the

portable device 202 by. upon receipt of secured data.

transferring the secured data to the security device 203.

which performs appropriate cryptographic operations on the

data to convert the data into a form that enables the data to

be accessed and/or modified by a person who is authorized to

do so. then transfers the unsecured data back to the host
computing device 201.

The system 200 can overcome the problem with the

system 100 identified above. The security device 203 can be

constructed so that the cryptographic functionality of the

device 203 can itself be made secure. (Such a security

device is often referred to as a security "token.") An

unauthorized person can therefore be prevented (Or. at least.

significantly deterred] from obtaining knowledge of the

operation of the security device 203. thereby preventing [or

significantly deterring}'that person from gaining access to.

and/or modifying. the secured data.

However. the system 200 may still not always ensure

adequately secured data. In particular. unsecured data may

be provided by the host computing device 201 to the portable

device 202 if the host computing device 201 - whether through

inadvertent error or deliberate attack by a user of the host
computing device 201. or through malfunction of the host

computing device 201 - fails to first transfer data to the

security device 203 for appropriate cryptographic treatment
before providing the data to the portable device 202.

Additionally. the system 200 requires the use of two

Separate peripheral devices {portable device 202 and security
device 203) to enable the host computing device 201 to

exchange secured data with the portable device 202. For

seVeral reasons, this may be inconvenient. First, both

devices 202 and 203 may not be available at the time that it

Toshiba_Apricorn 1003-0033
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is desired to perform a secure data exchange (e.g.. one may

have been forgotten or misplaced). Second. even if both

devices 202 and 203 are available, it may not be possible to

connect both devices 292 and 203 at the same time to the host

computing device 201, making use of the devices 202 and 203

cUmbersome and increasing the likelihood that unsecured data
is provided by the host computing device 201 to the portable
device 202.

SUMQARY 9? x33 INVENTQQN

A peripheral device according to the invention can be

used to communicate with a host computing device to enable

one or more security operations to be performed by the

peripheral device on data stored within the host computing
device, data provided from the host computing device to the

peripheral device (which can then be. for example. stored in

the peripheral device or transmitted to yet another deviCe),

or data retrieved by the host computing device firom the

peripheral device (e.g.. data that has been stored in the

peripheral device er‘transmitted to the peripheral device
from another devic . In particular. the peripheral device

can be adapted to enable, in a single integral peripheral

device, performance of one or more security operations on

$5

In. N O

fie

zifw‘hflgfl'SQEEQEBU
data, and a defined interaction with a host computing device

that has not previously been integrated with security

operations in a single integral device. The defined

interactions can provide a variety of types of functionality

{e.g.. data storage, data communication. data input and
output. user identification). as described further below.

The peripheral device can be implemented so that the

peripheral device can be operated in any one of multiple

user-selectable modes: a security functionality only mode, a

target functionality mode. and a combined security and target

functionality moder_ The peripheral device can also be
implemented so that the seourity operations are performed in-

 
Toshiba_Apricorn 1003-0034

|PR201801067



Toshiba_Apricorn 1003-0035 
IPR2018-01067

-6-

line. i.e.. the security operations are performed between the

communication of data to or from the host computing device
and the performance of the defined interaction. Moreover.

the peripheral device can be implemented so that the security

functionality of the peripheral device is transparent to the

host computing device.

A peripheral device according to the invention can

advantageOusly enable application of security operations to a

wide variety of interactions with a host computing device.

In particular. a peripheral device according to the invention

can accomplish this without necessity to use two peripheral

devices: one that performs the security operations and one

that performs the defined interaction. This can. for

example, minimize the possibility that the device adapted to

perform the defined interactiOn will be used with the host

computing system without proper application of security

operations to that interaction. Moreover. the provision or

in-line security in a peripheral device according to the

invention enables a more secure exchange of data between a

host computing device and the peripheral device. overcoming

the problems identified above in previous systems for

performing security operations on data exchanged between such

fifihflgfl"SflE&BEBU
devices. Additionally, implementing a modular device

according to the inventiOn so that the performance of

security operations by the modular device is transparent can

reduce or eliminate the need to modify aspects of the

operation of the host computing device {e.g., device drivers

of the host computing device}. making implementation and use

of a data security system including the modular device

simpler and easier. Thus, the posaibility that a user will

use the system incorrectly (e.g.. fail to apply security

operations to an interaction with the host computing device.

or apply the security operations incorrectly or incompletely)

is reduced. Making the security operations transparent can

also enhance the security of those operations.
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FIG. Ills a block diagram or a prior art system for

enabling a host computing device to provide secured data to.

and retrievefsecured data from. a portable device.
5 FIG. 2 is a block diagram of another prior art system

for enabling a host computing device to provide secured data

to. and retrieve secured data from. a portable device.
FIG. 3A is a block diagram of a system according to the

invention. g///FIG. 3 is a perspective view of a physical

implementation of the system of FIG. 3A according to one
embodiment f the invention.

FIG. 4 is a block diagram of a peripheral device

according tgjdh embodiment of the invention.FIG. 5 is a flow chart of a method. according to an

embodiment of the invention, for initiating use of a system
according t ”the invention. I

FIG. 6 is a block diagram of a system. according to an

embodiment of the invention, illustrating operation of the

system during a method according to the invention as in,

FIG. 5. {

FIG. 7 is a flow chart of a method. according to an

embodiment of the invention. for using a peripheral device

fifihBfiD'EBEfiflEBfl
according to the invention.

FIG. 3 i a block diagram of a peripheral device

according t another embodiment of the invention.

FIG. 9A 'E a block diagram illustrating the flow of data

through the iiterface control device of FIG. 8.
FIG. 93 is a block diagram of a particular embodiment of

an interface control device {or use in a peripheral device

according to the invention.

“ETAILED DESfiRIPTEQN QF THE IEEENTIQH

FIG. 3A is a block diagram of a system 300 according to

the invention. The system 300 includes a host computing
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device 301 and a peripheral device 302 that communicate via a

communications interfaCe 303. Herein. "peripheral device"

can re or to any device that operates outside of a host
device and that is connected to the host

device. The peripheral device 302 includes a

security mechanism 302a that enables security operations
(examples of which are described in more detail below) to be

performed on data that is stored within the host computing

device 30 . data the is trggimitted from the host computing

10;§fivice 0 device? or data that is transmitted
#-

ro A device to the host computing device 301. As
explained in more detail below, the peripheral device 302

also provides additional functionality (referred to herein as

"target functionality") to the system 300. such as. for

example. the capability to store data in a solid-state disk

storage device. the capability to enable communications from

9?-

the host computing device 301 to another device, the

Capability to accept biometric input to enable user

authentication to the host computing device 301. and the

capability to receive and read a smart card inserted into the

peripheral device 302.

Generally. the communications interface 303 can be any

fibfiDQD'EDEEQEBU
embodied by any of a variety of communication intertaces.

such as a wireless communications interface, a PCMCIA

interface. a smart card interface, a serial interface (such
as an RS-232 interface}. a parallel interface. a SCSI
interface or an IDE interface. Each embodiment of the

communications interface 303 includes hardware present in

each of the host computing device 30l and peripheral device

302 that operates in accordance with a communications

protocol (which can be embodied. for exampler by software
stored in a memory device and/or firmware that is present in

the host computing device 301 and/or peripheral device 302}

appropriate for that type of communications interface. as
35 known to those skilled in the art. Bach embodiment of the
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communications interface 303 also includes mechanisms to

enable physical engagement, if any. between the host

computing device 301 and peripheral device 302.

Generally. the security mechanism 302a can be configured

to perform any electronic data security operation (herein.

referred to simply as "security operation") including, for
example. operations that provide one or more of the basic

cryptographic functions, such as maintenance of data

confidentiality. verification of data integrity. user

authentication and user non—repudiation. Particular security

operations that can be implemented in a peripheral device

according to the invention are described in more detail
below.

The security mechanism 302a can be. for example.

embodied as a security token. Herein. "security token“

refers to a device that performs security operations and that

includes one or more mechanisms {such as, for example. use of

a hardware random number generator and/or protected memory)

to provide security for the content of those operations.

FIG. 33 is a perspective view of a physical

implementation of the system 300 of FIG. 3A. according to one

embodiment of the invention. In FIG. . the peripheral

device 302 is embodied as a card 312 that can be inserted

into a corresponding slot 313 formed in a portable

computer 311 that. in FIG. 3B. embodies the host computing

device 301. often a peripheral device according to the

invention is a portable device. such as the card 312 shown in

FIG. 33. Herein, “portable device" can refer generally to

igfiflfifl'fiflfifigfiflfi
any device that is capable of being easily carried by hand.

FIG. 4 is a block diagram of a peripheral device 400

according to an embodiment of the invention. The peripheral

device 400 includes security functionality 401, target

functionality 402 and a host interfaca 403 that are formed

together as part of a single physical device. For example.

35 the security functionality 401 and target functionality 402
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can be enclosed in a single, card—like housing (designated in

FIG. 4 by the numeral 404) conforming to a PCMCIA card or
smart card standard.

The peripheral device 400 can have a number of

advantageous characteristics. The peripheral device 400 can

be implemented in a manner that enables the security

operations of the security functionality 401 to be performed

in a manner that is transparent to a host computing device

(and. depending upon the particular implementation of the

peripheral device 400. to a user of a system including the

peripheral device 400) of a system according to the

invention, so that the host computing device (and, perhaps.

user] is aware only of the presence of the target

functionality 402. Additionally. the peripheral device 400

can be implemented so that security operations are performed

"in-line." i.e., the security operations are performed

between the communication of data to or from the host

computing device and the performance of the target

functionality provided by the peripheral device. Further.

the peripheral device 400 enables a wide variety of secure

target functionality to be easily provided to a host
computing device.

FIG. 5 is a flow chart of a method 500, according to an

affi‘hflfi‘ffl"SBEEBBEED
embodiment of the invention. for initiating use of a system

according to the invention. The method 500 enables an aspect

of the invention in which the presence of security
functionality as part of a peripheral device is not detected

by a host computing device! thus making the security

functionality transparent to the host computing device and.
depending upon the particular manner in which the security

functionality is implemented. to a user of the system.

FIG. 6 is a block diagram of a system 500, according to

an embodiment of the invention. illustrating operation of the

system 600 during a method according to the invention such as

the method 500 of FIG. 5. The system 600 includes a host
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computing device 501 and a peripheral device 602. The host

computing device 601 includes a display device 603a (e.g., a

conventional computer display monitor} and user input

device 603b {e.g.. a keyboard. mouse. trackball. joystick or

other appropriate device). referred to collectively

hereinafter as user interface device 603. The host computing

device 601 also includes. mounted within a housing 604. a

processing device 605. a memory device 605. an input/output

{1/0) device 607 for enabling communication with the user

interface device 603. and an input/output (I/O) device 603

for enabling communication with peripheral device 602. The

devices 605. 606. 60? and 608 can each be implemented by
conventional such devices and can communicate with each other

via a conventional computer'bus 609. as is well known and
understood. The peripheral-device 602 includes security

functionality 511. a memory device 512. an input/output {I/O)

device 613 for enabling communicatidn with the host Computing

device 601 and target functionality 514. The security

functionality 511. memory device 612, 1/0 device 613 and

target functionality 614 can each be implemented by

conventional devices and can communicate with each other via

a conventional computer bus 615. as is well known and

understood. The host computing device 601 and the peripheral

device 602 are shown in simplified form in FIG. 6 to

25 facilitate clarity in illustration of this aspect of the

invention; as described in more detail below and as

understood by those skilled in the art. the host computing

device 601 and the peripheral device 602 can - and typically
will — include other devices not shown in FIG. 5.

Returning to FIG. 5. use of a system according to the

.{Er'hfl'gfl'SDEEIQEEU
invention begins when, as shown by step 501. a user of the
system connects a peripheral device according to the

invention to a host computing device. Such connection can

occur in any manner that enables the peripheral device to

35 communicate with the host computing device. Frequently. this
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will occur as a result or a physical connection of the

peripheral device to the host computing device. (In general,

such physical connection can occur either before or after the

host computing device begins operating: hOWever. in the
former case. subsequent steps of the method 500 ~ with the

exception of. depending upon the implementation of the

peripheral deVice. the step 503 ~ cannot be performed until

the host computing device begins operating.) For example.

the peripheral device can be embodied in a card or disk

[e.g.. a card conforming to a PCMCIA form factor as

established by the appropriate standard} that is inserted

into a corresponding socket formed in the host computing
device. Or. the peripheral device can be embodied in a

housing from which a cord extends. a plug of the cord being

inserted into a mating receptacle formed in the host

computing device. However. such physical connection need not

necessarily occur; the peripheral device can also be

connected to the host computing device by any type of

wireless communication for which the host computing device
contains an appropriate interface.

Once connection between the peripheral device and the

host computing device is made. the host computing device

detects the presence of the peripheral device. as shown by

step 502. Such detection of the presence of a peripheral

device is typically enabled as a standard aspect of the

operating system software of the host computing device.

Typically. once the presence of a new peripheral device

is detected by the operating system software of the host

computing device. the operating system software [or companion

software program) also identifies the type of the peripheral

device. This can be accomplished.'ror example. by a standard

software device driver (hereinafter. “host driver") for

devices of the type that use the host computing device

interface that is.being used by the peripheral device 602.

In FIG. 6. the host driver is shown stored in the memory

Toshiba_Apricorn 1003-0041
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section 606a of the memory device 606 of the host computing

device 601. (The Card Services or Socket Services programs

that often are bundled with the windows95” operating system

software for use in performing various "housekeeping”

functions associated with a PCMCIA interface are an examples
of such drivers.) However. in the method 500. before the

operating system software can perform such identification.

the peripheral device according to the invention suspends

operation of this aspect of the operating system software. so

that the peripheral device can establish its identity, as

shown by step 503. and explained further below. As will be

apparent from that explanation. performance of the step 503

advantageously enables the peripheral device to assume the

identity of the target functionality that is part of the

peripheral device. since. as described elsewhere herein. a

peripheral device according to the invention can include a

variety of types of target functionality. the peripheral

device can take a variety of identities.

The particular manner in which operation of the
operating system software is suspended so that the peripheral

device can establish its identity can depend on the

characteristics of the operating system software and/or the

device interface. However. for many combinations of

flfififlgfl'SBEEBEEB
operating system software and device interface. the operating

system software waits for confirmation that the device

connected to the device interface is ready for further

interaction with the operating system software before the

operating system software seeks to identify the type of the

device connected to the interface (the standard for PChCIA
interfaces. for example. specifies such operation}. In such

cases. the peripheral device can be configured to delay

informing the operating system software that the peripheral

device is ready for further interaction until the peripheral

device has established its identity.

The following description of one way in which the
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step 503 can be implemented can best be understood by

reference to the system figg_shown in FIG. 6. one way in

which the operating system software of a host computing
device can identify the type of a peripheral device is to

access a known memory section of a memory device of the

peripheral device, as established by an interface standard

developed for that type of peripheral device, that stores

data representing the type of the peripheral device. This is

true for a variety of types of peripheral devices. such as.

for example. peripheral devices that conform to the PCMCIA

standard. (The PCMCIA standard, for example. includes a

specification. called the Card Information Structure. that

defines. among other things. a location in a portion of

memory of a PCMCIA card, denoted as “attribute memory“. that

stores data identifying the type of the PCMCIA card} In the

system 600. the peripheral device 602 is such a device. The
memory section of the memory device 612 of the peripheral

device 602 which the host computing device 601 seeks to

access is ShOWn in FIG. 6 as the memory section 612a, and the .

data stored therein is referred to herein as “peripheral

device identification data."

The peripheral device 602 can be implemented so that the

peripheral device 602 assumes the identity of the target

functionality 614 {whether or not the security functionality
of the peripheral device is also being used). This enables

the host computing device 601 to interact with the peripheral

device 602 as though the peripheral device 602 were a device

of the type of the target functionality 614. without

recognizing that security functionality 611 is present that
may be performing security operations. Thus. the need to

modify aspects of the operation of the host computing device
(e.g.. the host device driver) is reduced or eliminated.

making implementation and use of a data security system

including the peripheral device 602 simpler and easier.

Since use of the data security system is easier (e.g.. a user

Toshiba_Apricorn 1003-0043
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need not provide input to cause the host driver to be

appropriately tailored to enable desired interaction with a

security device]. the possibility that a USer will use the

system incorrectly (e.g...fail to apply security operations

to an interaction with the host computing device, or apply

the security operations incorrectly or incompletely) is
reduced.

Though, as shown in FIG. 6. the peripheral device 602

includes security functionality 611 and target

functionality 614. the system 690 can be operated so that

only the security functionality 611 is used. The peripheral

device 602 and peripheral device driver {discussed below} can

be implemented so that. when the peripheral device 602 is

operated in that way. the peripheral device identification

data stored in the memory location 612a identifies the

peripheral device 602 as a security device.

Returning to FIG. 5. after the peripheral device has

established its identity; the host computing device

identifies the peripheral device. as shown by step 504. This
can be implemented as part of the host driver. as indicated
above.

Once the host computing device has identified the

éfifiUEB'SUEEQBBfl
peripheral device (and other-host computing device operating

system software operations.gbnc1uded, if applicable). the
user can begin using the peripheral_device (in particular.
the security functionality of the peripheral device). as
shown by step 505 of the method 500. Such use can be enabled

by one or more software programs (referred to collectively

hereinafter as a “peripheral device driver." though such

programs can include programs in addition to those

conventionally termed "drivers." such as programs

conventionally termed "applications") that are executed by

the host computing device.

The use of a separate driver to control and interact

with the security functionality of a peripheral device
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according to the invention can be advantageous because it

reduces or eliminates the need to modify the host driver. As

a practical matter, such modification of the host driver can

likely only be accomplished by requiring a user to interact

with a standard host driver to appropriately modify the
standard host driver. This is undesirable because the user

may forget to modify the driver or modify the driver

incorrectly or incompletely.

The peripheral device driver can have previously been

installed on a data storage device (e.g.. hard disk) of the

host computing device (in FIG. 6. the peripheral device

driver is shown stored in the memory section 605b of the

memory device 606 of the host computing device 601}. or can

be made accessible to the host computing.device via an

appropriate interface (such as a floppy disk drive. CD-ROM
drive or network connection} at a time when the user wishes

to initiate interaction between the host computing device and

the peripheral device. Additionally. when a peripheral

device according to the invention is used with a host

computing device which utiliz s oper ting system software

that supports the feature:552E:§§I3£§;rreferred to as “plug
and play”. it is also possible to store the peripheral device

driver in a memory device of the peripheral device and

iffi'hflflfl'EEEBQE'BD
configure the peripheral device so that. when the peripheral

device is connected for the first time to a particular host

computing device. the host computing device automatically

provides the user with the opportunity to instruct the host

computing device to cause the peripheral device driver to be

transferred from the peripheral device to the host computing
device.

FIG. 7 is a flow chart of a method 700. according to an

embodiment of the invention. for using a peripheral device
according to the invention. It is to be understood that the

method ?00 shown in FIG. 7 is not the only way to enable the

35 aspects of use of a peripheral device according to the
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invention that are illustrated in FIG. 7; as can be readily

appreciated by those skilled in the art, such aspects can be

implemented using any of a variety of other appropriate

methods. Further, the use of a peripheral device according

to the invention can include aspects not illustrated in

FIG. ?: likewise. such use may not include some of the

aspects illustrated in FIG. T. The method ion of FIG. 7 is

shown merely to aid in the illustration of certain aspects of

the invention. and should not be interpreted as restricting
the manner in which a peripheral device according to the

invention can be used.

To begin using a peripheral device according to the

invention, a user instructs the host computing device to

begin execution of the peripheral device driver, as shown by

step 701 of the method 700. the user having obtained

knowledge of the appropriate command to begin execution of

the peripheral device driver in any appropriate manner (e.g..

from a user manual accompanying the peripheral device driver

and/or the peripheral device}. In general. the steps or the

'method 700 occur as a result of operation of a peripheral

device driver; however. operation of the host driver may be
necessary or desirable to enable some aspects of the

method 700 (e.g.. execution of a transaction, as in

steps 703, 712 and 715).

As indicated above. a peripheral device according to the

fifififlfifl'fiflfifigflflfl
invention can be implemented so that the host driver cannot
detect the presence of the security functionality of the

peripheral device. In such case. the peripheral device

driver enables the detection of the security functionality.

as shown by step 302 of the method 700, This can be
accomplished by including instructions as part of the
peripheral device driver that. when the peripheral device

driver first begins executing. cause the peripheral device

driver to access a predefined location of a memory device of

the peripheral device {in FIG. 6. the memory section 612b)
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for data that identifies whether the peripheral device is a
device having security functionality that is compatible with

the peripheral device driver. If the peripheral device is

such a device. then the peripheral device driver can enable

5 the user to make use of the security functionality of the

peripheral device. Further, the peripheral device driver Can

be implemented. as shown in FIG. 7. so that. if the proper

security functionality is not detected. execution of the

peripheral device driver terminates. preventing use of the

10 peripheral device. Alternatively. the peripheral device

driver can be implemented so that, if the proper security-

functionality is not detected. the target functionality of

the peripheral device can be used without the security

functionality of the peripheral device. _
A peripheral device according to the invention can. in

general. be operated in one of three modes: 1} a mode in

which only the security functionality is used. 2) a mode in

which both the security functionality and the target

functionality are used. and 3) a mode in which only the
target functionality is used. The user can be enabled to.

via the peripheral device driver, select any one of the three

modes of operation. However, in some applications. it may be
desirable to inhibit operation in one or two of the modes.

In particular. it may be desirable to prevent operation of

the peripheral device in the last of the above-listed modes.

i.e.. a mode in which the security functionality is not used.

if it is desired to ensure that use of the target

functionality can only occur with the application of one or

more security operations. This could be accomplished by

30 implementing the peripheral device driver so that the option

to operate in that mode is not presented to the user, or the

peripheral device could be configured during manufacture to

prohibit operation in that mode. For example. if the target

functionality is embodied as a corru'rlunications device or a

35 memory device. it may be'desirable to ensure that unencrypted

fihfl'gfl'EUEESEEEECI
.-
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data cannot be transferred via the Communications device or

stored in the memory device. whether done inadvertently or on
purpose.

In the'method 100, all three of the above-listed modes

5 are available for use. In the step 703 of the method 700. a

determination is made as to whether the security

functionality is to be used. (As noted above, such use may

be required.) If yes. the peripheral device is Operated in

one of the first two modes above {Seourity functionality

10 only. or security functionality plus peripheral

functionality}; if no. the third mode is used (peripheral

fUnctionality only).

The peripheral device driver can be implemented so that

the user must successfully enter an aCCeptable acceSs code

15 (e.g., a password or PIN) before the user is enabled to use

the Peripheral device. In particular, it can be desirable to

require an access code before enabling a user to use the

security functionality. thus establishing a layer of security

that protects the integrity of the security operations

20 themselves. In the method 700. as shown by the step 704. an

acceptable access code must be entered by the user before the

security functionality of the peripheral device can be used.

An access code can be entered. for example. by inputting the

fifififlgfl'fiflfifigflflfl
access code in a conventional manner using a user interface

25 device (e.g.. keyboard) of the host computing device. Or, an

access code can be entered using particular embodiments of

target functionality (such as a biometric device. discussed

in more detail below) that is part of the peripheral device

according to the invention.

30 Advantageously. an access code can be used not only to

control access to the security (or other} functionality of

the peripheral device. but also to identify a ”personality"

of the user. Each personality is represented by data that

establishes certain characteristics of operation of the

35 peripheral device. such as. for example, restrictions on
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operation of the peripheral device (e.g.. limitations on the

types of security operations that can be performed) or

specification of operating parameters or characteristics

[e.g.. cryptographic keys or specifiCation of a particular

5 incarnation of a type of security algorithm. such as a
particular encryption algorithm). A single user can have

multiple personalities: each personality might. for example.

correspond to a different capacity in which a user acts.

Data representing personalities and corresponding user access

10 codes can be stored in a memory device of the peripheral
device.

Upon receipt of an acceptable access code. the

peripheral device driver controls the host computing device
to present a user interface that enables the user_to effect

15 desired control of the peripheral device. and. in particular.

to use the peripheral device to perform security operations.

as described below. {If access codes are also used to

identify personalities. upon receipt of an acceptable access

code. the peripheral device driver can also access and

20 retrieve the data representing the corresponding personality.

so that the operation of the peripheral device can be

controlled accordingly.) The user interface for enabling a

user to operate the peripheral device can be implemented in

any of a variety of well known ways (e.g.. as a graphical

25 user interface) using methods and apparatus that are well

known to those skilled in the art. Generally. the user

interface enables the user to perform any functionality that
is provided by the peripheral device. as described in more

ifihflgfl'fifiEfiBBQU
detail elsewhere herein.

30 As indicated abo e a peripheral device according to the

invention can baffle-sed- in any of three modes. Once an
acceptable access code has been entered. the peripheral

device driver can enable the user to select one of the three

modes. as shown in step 105 of the method 700.

35 (Alternatively. as mentioned above. it may be desirable to

 
Toshiba_Apricorn 1003-0049

|PR201801067



Toshiba_Apricorn 1003-0050 
IPR2018-01067

-21-

 
present the user only with the option of choosing the
security functionality only mode or the security

functionality plus- peripheral functionality mode. so as to

eliminate the possibility that the user will effect an

S unsecured use of the target functionality.) If the security

functionality only mode, or the security functionality plus

peripheral functionality mode. is selected. then the user

interface [and the underlying peripheral device driver}

enables the user to input all desired or required

10 instructions regarding the security operations to be

performed for a particular "transaction" (e.g.. a storage of

data in a memory device. a transmission of data by a

communications device. or an exchange of data with a smart

card reader deVice). as shown by steps 706 and 110 of the

15 method 700. For example. the user interface can enable the

user to select data to which security operations are to be

performed. specify the application of particular security

operations to data. or specify parameters or other

information required for a particular security operation. If

20 the security functionality plus peripheral functionality

mode. or the peripheral functionality only mode, is selected.

then the user interface and peripheral devica driver enable

dfié’uflgfl"EQEEEBBQ
the user to input all desired or required instructions

regarding use of the target functionality for the

25 transaction. as shown by steps 70? and 711 of the method 700.

For example. if the target functionality is embodied as a

memory device. the user interface can enable the user to

specify a name for the stored data. Or. for example. if the

target functionality is embodied as a communications device.

30 the user interface can enable the user to specify a

destination [e.g., an electronic mail address) for the data.

Once the user has provided instructions in steps 706

and 107, in step 710. or in step 711. the transaction is

executed. as shown by step 708 or step 712 of the method 700.

35 After execution of the transaction. the user can be allowed 
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to execute further transactions. as shown by step 709 of the
method 700. It is also possible for the user to begin using

another personality (by entering an appropriate access code).

as shown by step 709 of the method 700. Eventually. use of

the peripheral device ends. as shown by step 718 of the
method 700.

The peripheral device and associated peripheral device

driver can be implemented so that it is possible to use only
M...

the security functionality of the peripheral device. flhie‘

peripheral device can be used in this manner to. for shample.
encrypt or decrypt data stored on the host computing device

by receiving the data from the host computing device.

encrypting or decrypting the data as appropriate. then

returning the encrypted or decrypted data to the host

computing device.

As indicated above. the peripheral device and associated

peripheral device driver can b implemented so that.it is

Dessible to use only theigggzgéerei functionality of the
peripheral device. even without entering an appropriate

h

access code. In the method 700. such operation is shown by

the steps T14. 715 and ?16, which function in the same manner

as steps 711. 112 and 709. described above. Using the

peripheral device in this way can be useful. for example.

1555113913"SEES-933C!
when the target functionality is embodied as a biometric
device. as described further below. that is used to perform

user authentication. In particular. if the biometric device
is to be used as the mechanism to enter the access code in

step 704. operation in this mode may be necessary (depending

on the capabilities of the bigmetric device) to enable such
use of the biometric device. W’ihe step 717 can also enable
use of the security functionality to begin by causing a

prompt for an appropriate access code to appear (step 704).

Again. eventually. use of the peripheral device ends [step

718).

35 As described above. a peripheral device according to the
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invention that includes security functionality and target

functionality can be implemented so that the host computing

device is not aware of the presence of the security

functionality. It may also be desirable to shield the user

from knowledge of the presence of the security functionality

and cause predetermined security operations to be performed

automatically. This may be desirable so that. for example.

it is not necessary for the user to provide input regarding
the performance of security operations. thus eliminating the

possibility that the user will neglect to provide such input.

or will provide the input incorrectly or incompletely. Or,

it may be desirable to make security operations transparent

to users to enhance the security of those operations, since.

if the performance of such operations is'unknown._there will

be no attempt to defeat the security provided by those

operations. If such is the case. the peripheral device

driver can be implemented so that the peripheral device can

operate only in the security functionality plus peripheral

functionality mode (steps 710. 711. T12, T14, 715, 716

and '11? of the method 700 cannot be performed} and so that no

indication [e.g., presentation of a user interface display

that allows input of instructions regarding the performance

EBhDQD'EGEEIBBED
of security operations, as in step 706 of the method 700) is

given of the presence of the security functionality of the

peripheral device. Rather. the user would simply be

presented with options regarding operation of the target

functionality (step 107 of the method 700}. In such an

implementation, the peripheral device driver can be

implemented to automatically cause one or more predetermined

security operations to be performed based upon a user~

specified interaction with the target functionality. or the

peripheral device can be configured to cause such security

operations to be performed any time a specified interaction

with the target functionality Occurs.

A significant advantage of a peripheral device according
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