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PERIPHERAIL, DEVICE WITH INTEGRATED SECURITY FUNCTIONALITY
William 'P. Bialick
Mark J. Sutherland
Janet L. Dolphin-Peterson
Thomas K. Rowland
Kirk W. Skeba
Russell D. Housley

. CROSS-REFERENCE TO RELATED APPLICATION

10

15

20

25

30

This application is related to the commonly owned, co-
pending United States Patent Application entitled "Modular
Security Device," by William P, Bialick, Mark J. Sutherland,
Janet L. Dolphin-Peterson, Tﬁomas K. Rowland, Kirk W. Skeba
and Russell D. Housley, filed on the same date as the present
application and having Attorney Docket No. SPY-OO?, the
disclosure of which is incorporated by reference herein.

BACKGRQUND OF THE INVENTION
1, Field of the Invention

This invention relates to a peripheral, often portable,
device (as well as the methods employed by such a peripheral
device, and systems including such a, peripheral device and a
host computing device with which the peripheral device
communicates) that can communicate with a host computing
device to enable one or more security operations to be
performed by the peripheral device on data stored within the
host computing device, data provided from the host computing
device to the peripheral device, or data retrieved by the
host computing device from the peripheral device.
2. Related Art

Computing capability is becoming increasingly portable.
In particular, there are more and more portable peripheral
devices that are adapted for communication with a host
computing device (e.g., desktop computer, notebook computer
or personal digital assistant) to enable particular

30
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functionality to be achieved. These portable peripheral
devices can take a variety of physical forms (e.g., PCMCIA
cards, smart cards, CD-ROMs) and can perform an assortment of
functions (e.g., storage, communications and cryptography).

However, while pdrtable computing affords a number of
advantages, it has a significant disadvantage in that the
computational environment (including the portable peripheral
devices, the host computing devices in which they are used,
and any other computational devices that communicate with
those devices) is more susceptible. to security breaches,
i.e., unauthorized access to, or modification of, programs
and/or data residené within the environment. Consequently,
cryptographic devices and methods have been developed for use
with such computational environments (as well as other
computational environments) to enable increased lévels of
environment security to be obtained.

FIG. 1 is a block diagram of a prior art system for
enabling a host computing device to provide secured data to,
and retrieve secured data from, a portable device. 1In
FIG. 1, a system 100 includes a host computing device 101 and
a portable device 102. The host computing device 101 and
portable device 102 are adapted to enable communication
between the devices 101 and 102. The host computing
device 101 includes a secun;py mechanigm 10la (which can be
embodied by appropriately cbnfigured hardware, software
and/or firmware, such as, for example, a general purpose
microprocessor operating in accordance with instructions of
one or more computer programs stored in a data storage device
such as a hard disk) which can be directed to perform one or
more cryptographic operations.

In the system 100, if it is desired to provide secured
data from the host computing device 101 to the portable
device 102, the host computing device 101 causes the security
mechénism 10la to perform appropriate cryptographic

35 operations on data before the data is transferred to the
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portable device 102. Similarly, the host computing

device 101 can receive secured data from the portable

device 102 and perform appropriate cryptographic operations
on the data to convert the data into a form that enables the
data to be accessed and/or modified by a person who is
authorized to do so. \

A significant deficiency of the system 100 is that the
security mechanism lOla,is'itself typically not adequately
secure. It is commonly accepted that the components
(including hardware, software and/or firmware) of most host
computing devices are inherently insecure. This is because
the system design of host computing devices is, typically,
intentionally made open so that components made by different
manufacturers can work together seamlessly. Thus, an
unauthorized person may obtain knowledge of the operation of
the security mechanism 10la (e.g., identify a cryptographic
key) . thereby enabling that person to gain access to, and/or
modify, the (thought to be secured) data.

FIG. 2 is a block diagram of another prior art system
for enabling a host computing device to provide secured data
to, and retrieve secured data from, a portable device. 1In
FIG. 2, a system 200 includes a host computing device 201, a
portable device 202 and a security device 203. The host
computing device 201, the portable device 202 and security
device 203 are adapted to enable communication between the
devices 201 and 202, and between the devices 201 and 203.
The security device 203 includes appropriately configured
hardware, software and/ordfigmwareVwhich:can be directed to
perform oﬁéAor more cryptégréphic opefétions.

In the system 200, if it is desired to provide secured
data from the host‘computing device 201 to the portable
device 202, the host computing device 201 first causes data
to be transferred to the security device 203, where
appropriate cryptographic operations are performed on the
data. The secured data is then transferred back to the host
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computing device 201, which, in turn, transfers the secured
data to the portable device 202. Similarly, the host
computing device 201 can receive secured data from the
portable device 202 by, upon receipt of secured data,
transferfing the secured data to the security device 203,
which performs appropriate cryptographic operations on the
data to convert the data into a form that enables the data to
be accessed and/or modified by a person who is authorized to
do so, then transfers the unsecured data back to the host
computing device 201.

The system 200 can overcome the problem with the
system 100 identified above. The security device 203 can be
constructed so that the cryptographic functionality of the
device 203 can itself be made secure. (Such a security
device is often referred to as a security "token.") An
unauthorized person can therefore be prevented (6r, at least,
significantly deterred) from obtaining knowledge of the
operation of the security device 203, thereby preventing (or
significantly deterring) that person from gaining access to,
and/or modifying, the secured data.

However, the system 200 may still not always ensure
adequately secured data. In particular, unsecured data may
be provided by the host computing device 201 to the portable
device 202 if the host computing device 201 - whether through
inadvertent error or deliberate attack by a user of the host
computing device 201, or through malfunction of the host
computing device 201 - fails to first transfer data to the
security device 203 for apppopriate cryptographic treatment
before providing the data to the portable device 202.

Additionally, the system 200 requires thé use of two
separate peripheral devices (portable device 202 and security
device 203) to enable the host cohputing device 201 to
exchange secured data with the portable device 202. For
several reasons, this may be inconvenient. First, both
devices 202 and 203 may not be available at the time that it
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1s desired to perform a secure data exchange (e.g., one may
have been forgotten or misplaced). Second, even if both
devices 202 and 203 are available, it may not be possible to
connect both devices 202 and 203 at the same time to the host
computing device 201, making use of the devices 202 and 203
cumbersome and increasing the likelihood that unsecured data
is provided by the host computing device 201 to the portable
device 202,

SUMMARY OF THE INVENTION

A peripheral device according to the invention can be
used to communicate with a host computing device to enable
one Or more Ssecurity operations to be performed by the
peripheral device on daté éﬁored withiﬁ,;he host computing
device, data provided from the host computing device to the
peripheral device (which can then be, for example, stored in
the peripheral device or transmitted to yet another device),
or data fetrieved by the host computing device from the
peripheral device (e.g., data that has been stored in the
peripheral devic% ?gltransmitted to the peripheral device
from another device¥. In particular, the peripheral device
can be adapted to enable, in a single integral peripheral
device, performance of one or more security operations on
data, and a defined interaction with a host computing device
that has not previously been integrated with security
operations in a single integral device. The defined
interactions can provide a variety of types of functionality
(e.g., data storage, data communication, data input and
output, user identification), as described further below.
The peripheral device can be implemented so that the
peripheral device can be operated in any one of multiple
user-selectable modes: a security functionality only mode, a
target functionality mode, and a combined security and target
functionality mode. The pgfipheral devige can also be
implemented so that the security operations are performed in-
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line, i.e., the security operations are performed between the
communication of data to or from the host computing device
and the performance of the defined interaction. Moreover,
the peripheral device can be implemented so that the security

5 functionality of the‘peripheral device 1is transparent to the
host computing device.

A peripheral device according to the invention can
advantageously enable application of security operations to a
wide variety of interactions with a host computing device.

10 In particular, a peripheral device according to the invention
can accomplish this without necessity to use two peripheral
devices: one'that performs the security operations and one
that performs the defined interaction. This can, for
example, minimize the possibility that the device adapted to

15 perform the defined interaction will be used with the host
computing system without proper application of security
operations to that interaction. Moreover, the provision of
in-line security in a peripheral device according to the
invention enables a more secure exchange of data between a

20 host computing device and the peripheral device, overcoming
the problems identified above in previous systems for
performing security operations on data exchanged between such
devices. Additionally, implementing a modular device
according to the invention so that the performance of

25 security operations by the modular device is transparent can
reduce or eliminate the need to modify aspects of the
operation of the host computing device (e.g., device drivers
of the host computing device), making implementation and use
of a data security s?stem including the modular device

30 simpler and easier. Thus, the possibility that a user will
use tHe system incorrectly (e.g., fail to apply security
operations to an interaction with the host computing device,
or apply the security operations incorrectly or incompletely)
is reduced. Making the security operations transparent can

35 also enhance the security of those operations.

35




BaO

oy

Y RO E T

Fu i

I

-7 -

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. J/is a block diagram of a prior art system for
enabling a host computing device to provide secured data to,
and retrievgfsecured data from, a portable device.

5 FIG. 2 is a block diagram of another prior art system
for enabling a host computing device to provide secured data
to, and retriéve secured data from, a portable device.

FIG. 3A is a block diagram of a system according to the
invention. g//ﬁ

10 FIG. 3B is a perspective view of a physical
implementation of the system of FIG. 3A according to one
embodiment $f the invention.

FIG. 4 is a block diagram of a peripheral device
according to 4n embodiment of the invention.

15 FIG. 5" is a flow chart of a method, according to an
embodiment of the invention, for initiating use of a system
according tg/the invention. '

FIG. 6 is a block diagram of a system., according to an
embodiment of the invention, illustrating operation of the

20 system during*a method according to the invention as in

4

FIG. 5. /
FIG. 7 is a flow chart of a method, according to an
embodiment of the invention, for using a peripheral device
according tz/%he invention.
25 FIG. 8'ig a block diagram of a peripheral device
according tof another embodiment of the invention.
FIG. 9A ”E a block diagram illustrating the flow of data
through the #iterface control device of FIG. 8.
FIG. 9B is a block diagram of a particular embodiment of
30 an interface control device for use in a peripheral device

according to the invention.

DETAILED DESCRIPTION QOF THE INVENTTON

FIG. 3A is a block diagram of a system 300 according to
the invention. The system 300 includes a host computing

36
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device 301 and a peripheral device 302 that communicate via a
communications interface 303. Herein, "peripheral device"

can refer to any device that operates outside of a host
e device and that is connected to the host
5 é§§§5%3§2635; device. The peripheral device 302 includes a

AL
security mechanism 302a that enables security operations

(examples of which are described in more detail below) to be
performed on data that is stored within the host computing

device 301, data that is transmitted from the host computing

lojﬁﬁvicq %O 4&{?%&%%:% devic%flor data that is transmitted
fromd. device to the host computing device 301. As
explained in more detail below, the peripheral device 302
also provides additional functionality (referred to herein as
"target functionality") to the system 300, such as, for

15 example, the capability to store data in a solid-state disk
storage device, the capability to enable communications from
the host computing device 301 to another device, the
capability to accept biometric input to enable user
authentication to the host computing device 301, and the

20 capability to receive and read a smart card inserted into the
peripheral device 302.

- Generally, the communigationsﬁinterface 303 can be any
embodied by any of a variety of communication interfaces,
such as a wireless communications interface, a PCMCIA

25 interface, a smart card interface, a serial interface (such
as an RS-232 interface), a parallel interféce, a SCsI
interface or an IDE interface. Each embodiment of the
communications interface 303 includes hardware present in
each of the host computing device 301 and peripheral device

30 302 that operates in accordance with a communications
protocol (which can be embodied, for example, by software
stored in a memory device and/or firmware thét is present in
the host computing device 301 and/or peripheral device 302)
appropriate for that type of communications interface, as

35 known to those skilled in the art. Each embodiment of the
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communications interface 303 also includes mechanisms to
enable physical engagement, if any, between the host
computing device 301 and peripheral device 302.
Generally, the security mechanism 302a can be configured

5 to perform any electronic data security operation (herein,
referred to simply as "security operation") including, for
example, operations that provide one or more of the basic
cryptographic functions, such as maintenance of data
confidentiality, verification of data integrity, user

10 authentication and user non-repudiation. Particular security
operations that can be implemented in a peripheral device
according to the invention are described in more detail
below.

The security mechanism 302a can be, for example,

15 embodied as a security token. Herein, "security ﬁoken"
refers to a device that performs security operations and that
includes one or more mechanisms (such as, for example, use of
a hardware random number generator and/or protected memory)
to provide security for the content of those operations.

20 FIG. 3B is a perspective view of a physical
implementation of the system 300 of FIG. 3A, according to one
embodiment of the invention. 1In FIG.jgg, the peripheral
device 302 is embodied as a card 312 that can be inserted
into a corresponding slot 313 formed in a portable

25 computer 311 that, in FIG. 3B, embodies the host computing
device 301. Often a peripheral device according to the
invention is a portable dé&iée, such as the card 312 shown in
FIG. 3B. Herein, "portable device" can refer generally to
any device that is capable of being easily carried by hand.

30 FIG. 4 is a block diagram of a peripheral device 400
according to an embodiment of the invention. The peripheral
device 400 includes security functionality 401, target
functionality 402 and a host interface 403 that are formed
together as part of a single phygical device. For example,

35 the security functionality 401 and target functionality 402
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can be enclosed in a single, card-like housing (designated in
FIG. 4 by the numeral 404) conforming to a PCMCIA card or
smart card standard.

The peripheral device 400 can have a number of

5 advantageous characteristics. The peripheral device 400 can
be implemented in a manner that enables the security
operations of the security functionality 401 to be performed
in a manner that is transparent to a host computing device
(and, depending ﬁpon the particular implementation of the

10 peripheral device 400, to a user of a system including the
peripheral device 400) of a.system according to the
invention, so that the host computing device (and, perhaps,
user) is aware only of the presence of the target
functionality 402. Additionally, the pefipheral device 400

15 can be implemented so that security operations are performed
"in-line," i.e., the security operations are performed
between the communication of data to or from the host
computing device and the performance of the target
functionality provided by the peripheral device. Further,

20 the peripheral device 400 enables a wide variety of secure
target functionality to be easily provided to a host
computing device.

FIG. 5 is a flow chart of a method 500, according to an
embodiment of the invention, for initiating use of a system

25 according to the invention. The method 500 enables an aspect
of the invention in which the presence of security
functionality as part of a peripheral device is not detected
by a host computing devigei thﬂs making the security
functionality transparentléo the host computihg device andg,

30 depending upon the particular'manner in which the éecurity
functionality is implemented, to a user of the system.

FIG. 6 is a block diagram of a system 600, according to
an embodiment of the invention, illustrating operation of the
system 600 during a method according to the invention such as

35 the method 500 of FIG. 5. The system 600 includes a host
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computing device 601 and a peripheral device 602. The host
computing device 601 includes a display device 603a (e.g., a
conventional computer display monitor) and user input

device 603b (e.g., a keyboard, mouse, trackball, joystick or

5 other appropriate device), referred to collectively
hereinafter as user interface device 603. The host computing
device 601 also includes, mounted within a housing 604, a
processing device 605, a memory device 606, an input/output
(I/0) device 607 for enabling communication with the user

10 interface device 603, and an input/output (I/0) device 608
for enabling communicationfwith peripheral device 602. The
devices 605, 606, 607 and 608 can each be implemented by
conventional such devices and can communicate with each other
via a conventional computer'bus 609, as is well known and

15 understood. The peripheralAdevice 602 includes security
functionality 611, a memory device 612, an input/output (I/O)
device 613 for enabling communication with the host computing
device 601 and target functionality 614. The security
functionality 611, memory device 612, I/0 device 613 and

20 target functionality 614 can each be implemented by
conventional devices and can communicate with each other via
a conventional computer bus 615, as is well known and
understood. The host computing device 601 and the peripheral
device 602 are shown in simplified form in FIG. 6 to

25 facilitate clarity in illustration of this aspect of the
invention; as described in more detail below and as
understood by those skilled in the art, the host computing
device 601 and the peripheral device 602 can - and typically
will - include other devices not shown in FIG. 6.

30 Returning to FIG. 5, usérﬁf a system according to the
invention begins when, as spown by step 501, a user of the
system connects a peripherai device according to the
invention to a host computing device. Such connection can
occur in any manner that enables the peripheral device to

35 communicate with the host computing device. Frequently, this
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will occur as a result of a physical connection of the
peripheral device to the host computing device. (In general,
such physical connection can occur either before or after the
host computing device begins operating; howgver, in the
former case, subsequent steps of the method 500 - with the
exception of, depending upon the implementation of the
peripheral device, the step 503 - cannot be performed until
the host computing device begins operating.) For example,
the peripheral device can be embodied in a card or disk
(e.g., a card conforming to a PCMCIA form factor as
established by the appropriate standard) that is inserted
into a corresponding socket formed in the host computing
device. Or, the peripheral device can be embodied in a
housing from which a cord extends, a plug of the cord being

15 inserted into a mating receptacle formed in the host

computing device. However, such physical connection need not
necessarily occur; the peripheral device can also be
connected to the host computing device by any type of
wireless communication for which the host computing device

20 contains an appropriate interface.

Once connection between the peripheral device and the
host computing device is made, the host computing device
detects the presence of the periphefal device, as shown by
step 502. Such detection of the presence of a peripheral

25 device is typically enadbled as a standard aspect of the

operating system software of the host computing device.
Typically, once the presence of a new peripheral device

is detected by the operating system software of the host

computing device, the operating system software (or companion

30 software program) also identifies the type of the peripheral

device. This can be accomplished,  for example, by a standard
software device driver (hereinafter, "host driver") for
devices of the type that use the host computing device
interface that is being used by the peripheral device 602.

35 In FIG. 6, the host driver is shown stored in the memory

| ‘
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section 606a of the memory device 606 of the host computing
device 601. (The Card Services or Socket Services programs
that often are bundled with the Windows95™ operating system
software for use in performing various "housekeeping"

5 functions associated with a PCMCIA interface are es examples
of such drivers.) However, in the method 500, before the
operating system software can perform such identification,
the peripheral device according to the invention suspends
operation of this aspect of the operating system software, so

10 that the peripheral device can establish its identity, as
shown by step 503, and explained further below. As will be
apparent from that explanation, performance of the step 503
advantageously enables the peripheral device to assume the
identity of the target functionality that is part of the

15 peripheral device. Since, as described elsewhere herein, a
peripheral device according to the invention can include a
variety of types of target functionality, the peripheral
device can take a variety of identities.

The particular manner in which operation of the

20 operating system software is suspended so that the peripheral
device can establish its identity can depend on the
characteristics of the operating system software and/or the
device interface. However, for many combinations of
operating system software and device interface, the operating

25 system software waits for confirmation that the device
connected to the device interface is ready for further
interaction with the operating system software before the
operating system software seeks to identify the type of the
device connected to the interface (the standard for PC@CIA

30 interfaces, for example, specifies such operation). In such
cases, the peripheral device can be configured to delay

informing the operating system software that the peripheral
device is ready for further interaction until the peripheral
device has established its identity.

35 The following description of one way in which the
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step 503 can be implemented can best be understood by
reference to the system 600 _shown in FIG. 6. One way in
which the operating systgm software of a host computing
device can identify the type of a peripheral device is to
access a known memory section of a memory device of the
peripheral device, as established by an interface standard
developed for that type of peripheral device, that stores
data representing the type of the peripheral device. This is
true for a variety of types of peripheral devices, such as,
for example, peripheral devices that conform to the PCMCIA
standard. (The PCMCIA standard, for example, includes a
specification, called the Card Information Structure, that
defines, among other things, a location in a portion of
memory of ‘a PCMCIA card, denoted as "attribute memory", that
stores data identifying the type of the PCMCIA card.) In the
system 600, the peripheral device 602 is such a device. The
memory section of the memory device 612 of the peripheral
device 602 which the host computing device 601 seeks to
access is shown in FIG. 6 as the memory section 612a, and the
data stored therein is referred to herein as "peripheral
device identification data." o
The peripheral device 602 can be implemented so that the

peripheral device 602 assumes the identity of the target
functionality 614 (whether or not the security functionality
of the peripheral device is also being used). This enables
the host computing device 601 to interact with the peripheral
device 602 as though the peripheral device 602 were a device
of the type of the target functionality 614, without
recognizing that security functionality 611 is present that
may be performing security operations. Thus, the need to
modify aspects of the operationapf the host computing device
(e.g., the host device driver)Yis reduced or eliminated,
making implementation and use of a data security system
including the peripheral device 602 simpler and easier.

Since use of ;he data security system is easier (e.g., a user
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need not provide input to cause the host driver to be
appropriately tailored to enable desired interaction with a
security device), the possibility that a user will use the
system incorrectly (e.g., fail to apply security operations
5 to an interaction with the host computing device, or apply
the security operations incorrectly or incompletely) is
reduced.
Though, as shown in FIG. 6, the peripheral device 602
includes security functionality 611 and target
10 functionality 614, the system 600 can be operated so that
only the security functionalif§.611 is used. The peripheral
device 602 and peripheral device driver (discussed below) can

& be implemented so that, when the peripheral device 602 is

:::g operated in that way, the peripheral device identification

m 15 data stored in the memory location 612a identifies the

;% peripheral device 602 as a security device.

= Returning to FIG. 5, after the peripheral device has

ur established its identityf the host computing device

:d identifies the peripheral device, as shown by step 504. This
?3 20 can be implemented as part of the host driver, as indicated
E’E above.

% Once the host computing device has identified the

peripheral device (and other; host computing device operating
system software operations:goncluded, if applicable), the

25 user can begin using thebpé}iphepalldevice (in«particﬁlar,
the security functioﬁality of the peripherél device), as
shown by step 505 of the method 500. Such use can be enabled
by one or more software programs (referred to collectively
hereinafter as a "peripheral device driver," though such

30 programs can include programs in addition to those
conventionally termed "drivers," such as programs
conventionally termed "applications") that are ekecuted by
the host computing device.

The use of a separate driver to control and interact
35 with the sécurity functionality of a peripheral device

7.
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according to the invention can be advantageous because it
reduces or eliminates the need to modify the host driver. As
a practical matter, such modification of the host driver can

likely only be accomplished by requiring a user to interact

with a standard host driver to appropriately modify the
standard host driver. This is undesirable because the user
may forget to modify the driver or modify the driver
incorrectly or incomplétely. |

The peripheral device driver can have previously been
installed on a data storage device (e.g., hard disk) of the
host computing device (in FIG. 6, the peripheral device
driver is shown stored in the memory section 606b of the
memory device 606 of the host computing device 601), or can
be made accessible to the host computing .device via an
appropriate interface (such as a floppy disk drivé, CD-ROM -
drive or network connection) at a time when the user wishes
to initiate interaction between the host computing device and
the peripheral device. Additionally, when a peripheral
device according to the invention is used with a host
computing device which uti%iz § operating system software
that supports the feature;ggggggglgﬁz¥rfeferred to as "plug
and play", it is also possible to store the peripheral device
driver in a memory device of the peripheral device and
configure the peripheral device so that, when the peripheral
device 1s connected. for the ﬁirst time to a particular host
computing device, the host computing device automatically
provides the user with the o§po£tunity to instruct the host
computing device to cause the periphérél'device driver to be
transferred from the peripheral device to the host computing
device. ‘ '

FIG. 7 is a flow chart of a method 700, according to an
embodiment of the invention, for using a peripheral device
according to the invention. It is to be understood that the
method 700 shown in FIG. 7 is not the only way to enable the
aspects of use of a peripheral device according to the
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invention that are illustrated in FIG. 7; as can be readily
appreciated by those skilled in the art, such aspects can be
implemented using any of a variety of other appropriate

methods. Further, the use of a peripheral device according

5 to the invention can include aspects not illustrated in
FIG. 7; likewise, such use may not include some of the
aspects illustrated in FIG. 7. The method 700 of FIG. 7 is
shown merely to aid in the illustration of certain aspects of
the invention, and should not be interpreted as restricting

10 the manner in which a peripheral devicevaccording to the
invention can be used. |

To begin using a peripheral device according to the
invention, a user instructs the host computing device to
begin execution of the peripheral device driver, as shown by

15 step 701 of the method 700, the user having obtained
knowledge of the appropriate command to begin execution of
the peripheral device driver in any appropriate manner (e.g.,
from a user manual accompanying the peripheral device driver
and/or the peripheral device). In general, the steps of the

20 method 700 occur as a result of operation of a peripheral
device drivef; however, operation of the host driver may be
necessary or desirable to enable some aspects of the
method 700 (e.g., execution of a transaction, as ih
steps 708, 712 and 715).

25 As indicated above, a peripheral device according to the
invention can be implemented so that the host driver cannot
‘detect the presence of the security functionality of the
peripheral device. In such case, the peripheral device
driver enables the detectlon of the security functionality,

30 as shown by step 702 of the method 700, ThlS can be

- accomplished by includlng 1nstructlons as part of the
peripheral device driver that, when the peripheral device
driver first begins executing, cause the peripheral device
driver to access a predefined location of a memory device of

35 the peripheral device (in FIG. 6, the memory section 612b)
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for data that identifies whether the peripheral device is a
device having security functionality that is compatible with
the peripheral device driver. If the peripheral device is
such a device, then the peripheral device driver can enable

5 the user to make use of the security functiocnality of the
peripheral device. Further, the peripheral device driver can
be implemented, as shown in FIG. 7, so that, if the proper
security functionality is not detected, execution of the
peripheral device driver terminates, preventing use of the

10 peripheral device. Alternatively, the peripheral device
driver can be implemented so that, 1f the proper security
functionality is not detected, the target functionality of
the peripheral device can be used without the security
functionality of the peripheral device. _

15 A peripheral device according to the invention can, in
general, be operated in one of three modes: 1) a mode in
which only the security functionality is used, 25 a mode in
which both the security functionality and the target
functionality are used, and 3) a mode in which only the

20 target functionality is used. The user can be enabled to,
via the peripheral device driver, select any one of the three
modes of operation. However, in some applications, it may be
desirable to inhibit operation in one or two of the modes.

In particular, 1t may be desirable to prevent operation of

25 the peripheral device in the last of the above-listed modes,
i.e., a mode in which the security functionality is not used,
if it is desired to ensure that use of the target
functionality can only occur with the application of one or
more security operations. This could be accomplished by

30 implementing the peripheral device driver so that the option
to operate in that mode is not presented to the user, or the
peripheral device could be configured during manufacture to
prohibit operation in that mode. For example, if the target
functionality is embodied 3% a communications device or a

35 memory device, it may bé'dééiréble tb'ensure that unencrypted
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data cannot be transferred via the communications device or
stored in the memory device, whether done inadvertently or on
purpose.
In the method 700, all three of the above-listed modes
5 are available for use. In the step 703 of the method 700, a
determination is made as to whether the security
functionality is to be used. (As noted above, such use may
be required.) 1If ves, the peripheral device is operated in
one of the first two modes above (security functionality
10 only, or security functionality plus peripheral
functionality); if no, the third mode is used (peripheral

functionality only).

;} The peripheral device driver can be implemented so that
g the user must successfully enter an acceptable access code

i 15 (e.g., a password or PIN) before the user is enabled to use
% the peripheral device. 1In particular, it can be desirable to
%ﬁ require an access code before enabling a user to use the

] security functionality, thus establishing a layer of security
E; that protects the integrity of the security operations

f 20 themselves. In the method 700, as shown by the step 704, an
%E acceptable access code must be entered by the user before the
Zg security functionality of the peripheral device can be used.

Ll

An access code can be entered, for example, by inputting the
access code in a conventional manner using a user interface

25 device (e.g., keyboard) of the host computing device. Or, an
access code can be entered using particular embodiments of
target functionality (such as a biometric device, discussed
in more detail below) that is part of the peripheral device
according to the invention.

30 Advantageously, an access code can be used not only to
control access to the security (or other) functionality of
the peripheral device, but also to identify a "personality"
of the user. Each personality is represented by data that
establishes certain characteristics of operation of the

35 peripheral device, such as, for example, restrictions on
[ A
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operation of the peripheral device (e.g., limitations on the
types of security operations that can be performed) or
specification of operating parameters or characteristics
(e.g., cryptographic keys or specification of a particular
5 incarnation of a type of security algorithm, such as a
particular encryption algorithm). A single user can have
multiple personalities: each personality might, for example,
correspond to a different capacity in which a user acts.
Data representing personalities and corresponding user access
10 codes can be stored in a memory device of the peripheral
device.

Upon feceipt of an acceptable access code, the
peripheral device driver controls the host computing device
to present a user interface that enables the user to effect

15 desired control of the peripheral device, and, in particular,
to use the peripheral device to perform security  operations,
as described below. (If access codes are also used to
identify personalities, upon ' receipt of an acceptable access
code, the peripheral device driver can also access and

20 retrieve the data representing the corresponding personality,
so that the operation of the peripheral device can be
controlled accordingly.) The user interface for enabling a
user to operate the peripheral device can be implemented in
any of a variety of well known ways (e.g., as a graphical

25 user interface) using methods and apparatus that are well
known to those skilled in the art. Generally, the user
interface enables the user to perform any functionality that
is provided by the peripheral device, as described in more
detail elsewhere herein.

30 As 1lndicated aboye, a perlpheral device according to the
invention can be?g§§¥é§gﬁ%e& in any of three modes. Once an
acceptable access code has been entered, the peripheral
device driver can enable the user to select one of the three
modes, as shown in step 705 of the method 700.

35 (Alternatively, as mentioned above, it may be desirable to
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present the user only with the option of choosing the
security functionality onliimode or the security
functionality plus. peripheral functionality mode, so as to
eliminate the possibility that the user will effect an
unsecured use of the target functionality.)‘ If the security
functionality only mode, or the security functionality plus
peripheral functionality mode, is selected, then the user
interface (and the underlying peripheral device driver)
enables the user to input all desired or required
instructions regarding the security operations to be
performed for a particular "transaction" (e.g., a storage of
data in a memory device, a transmission of data by a
communications device, or an exchange of data with a smart
card reader device), as shown by steps 706 and 710 of the
method 700. For example, the user interface can enable the
user to select data to which security operations are to be
performed, specify the application of particular security
operations to data, or specify parameters or other
information required for a particular security operation. If
the security functionality plus peripheral functionality
mode, or the peripheral functionality only mode, is selected,
then the user interface andkperipheral device driver enable
the user to input all desired or required instructions
regarding use of the target functionality for the
transaction, as shown by‘steps 707 and 711 of the method 700.
For example, if the target functionality is embodied as a
memory device, the user interface can enable the user to
specify a name for the stored data. Or, for example, if the
target functionality is embodied as a communications device,
the user interface can enable the user to specify a
destination (e.g., an electronic mail address) for the data.
Once the user has provided instructions in steps 706
and 707, in step 710, or in step 711, the transaction is
executed, as shown by step 708 or step 712 of the method 700.
After execution of the transaction, the user can be allowed
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to execute further transactions, as shown by step 709 of the
method 700. It 1s also possible for the user to begin using
another personality (by entering an appropriate access code),
as shown by step 709 of the method 700. Eventually, use of
the peripheral device ends, as shown by step 718 of the
method 700.

The peripheral device and associated peripheral device
driver can be implemented so that it is possible to use only
the security functionality of the peripheral device. ;?h&s*
peripheral device can be used in this manner to, for example,
encrypt or decrypt data stored on the host computing device
by receiving the data from the host computing device,
encrypting or decrypting the data as appropriate, then
returning the encrypted or decrypted data to the host
computing device.

As indicated above, the peripheral device and associlated
peripheral device driver can be implemented so that it is
possible to use only thei%%gz;%erai functionality of the
peripheral device, even without entering an appropriate
access code. In the method 700, such operation is shown by
the steps 714, 715 and 716, which function in the same manner
as steps 711, 712 and 709, described above. Using the
peripheral device in this way can be useful, for example,
when the target functionality is embodied as a biometric
device, as described further below, that is used to perform
user aﬁthentication} In barticuiar, if thé biometric device
is to be used as the mechanism to enter the access code in
step 704, operation in this‘mode may be necéssary (depending
on the capabilities of the bigmetric device) to enable such
use of the biometric device.EV?he step 717 can also enable
use of the security functionality to begin by causing a
prompt for an appropriate access code to appear (step 704).
Again, eventually, use of the peripheral device ends (step
718).

As described above, a peripheral device according to the
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invention that includes security functionality and target
functionality c¢an be implemented so that the host computing
device i1s not aware of the presence of the security
functionality. It may also be desirable to shield the user
5 from knowledge of the presence of the security functionality
and cause predetermined security operations to be performed
automatically. This may be deSirable so that, for example,
it is not necessary for the'user to provide input regarding
the performance of security operations, thus eliminating the
10 possibility that the user will neglect to provide such input,
or will provide the input incorrectly or incompletely. Or,
it may be desirable to make security operations transparent
to users to enhance the security of those operations, since,
if the performance of such operations is ‘unknown, there will
15 be no attempt to defeat the security provided by those
operations. If such 1s the case, the peripheral device
driver can be implemented so that the peripheral device can
operate only in the security functionality plus peripheral
functionality mode (steps 710, 711, 712, 714, 715, 716
20 and 717 of the method 700 cannot be performed) and so that no
indication (e.g., presentation of a user interface display

EROS0° SOEASIBRD

that allows input of instructions regarding the performance

ra
%

of security operations, as in step 706 of the method 700) is
given of the presence of the security functionality of the

25 peripheral device. Rather, the user would simply be
presented with options regarding operation of the target
functionality (step 707 of the method 700). 1In such an
implementation, the peripheral device driver can be
implemented to aﬁtomaticaily cause one or more'predetermined

30 security operations to be performed based upon a user-
specified interaction with the target functionality, or the
peripheral device can be configured to cause such security
operations to be performed any time a specified interaction
with the target functionality occurs.

35 A significant advantage of a peripheral device according

"‘\{ ‘
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to the invention is that the peripheral device can be
implemented so that any of a variety of types of target
functionality can be included as part of the peripheral
device. In particular, as described in more detail below,

5 the peripheral device includes an interface control device
which enables and manages communications between and among
the host computing device, a cryptographic processing
device that is part of the peripheral device, and target
functionality that is also part of the peripheral device.

10 The interface control device can be adapted to provide an
appropriate interface for each type of target functionality.
Thus, in general, any desired target functionality can be
used with a peripheral device according to the invention, so
long as the target functionality is implemented so as to

15 enable communication with an interface of the type presented.
Those skilled in the art of data communications can readily
understand how to implement such communication with target -
functionality in view of the detailed descf&ptf%ﬁégélBW of an 2ﬁ>
embodiment of a peripheral device according to the invention,

20 and, in particular, an interface control device of such a
peripheral device.

For example, target functionality of a peripheral device
according to the invention can be embodied as a memory device
adapted to enable non-volatile storage of data. 1In general,

25 any such memory device can be used to embody such target
functionality. More particularly, a solid-state disk storage
device (e.g., NAN flash memory device) can advantageously be
used. Illustratively, a memory device that can be used to
embody target functionality in a peripheral device according

30 to the invention can be a compact flash memory device, such
as an ATA format flash diskﬂdrive.‘ Other solid-state disk

storage devices, such asysési disks and IDE disks can be
used. The construction and“operation of memory devices in
general, as well as those identified particularly above, is

35 well understood by those skilled in that art, so that,

53




GESTBREG

e
pesid

G090 "

&

_25_

together with an understanding of the required communication
capability between the target functionality and the interface
control device, a memory device for use with the invention
can be easily constructed and operated. A peripheral device
5 according to the invention that includes a memory device that
embodies the target functionality can be used, for example,
to securely store data in a manner that enables a user of the
data to easily carry the data with them wherever they go.
Target functionality of a peripheral device according to
10 the invention can also be embodied as a communications device
adapted to enable communication between the host computing
device and a remote device. 1In general, any such
communica;ions device can be used to embody target
functionality. A communications device that can be used to
15 embody target functionality in a peripheral device according
to the invention can include, for example, a data
communications modem (such as, for example, a conventional
telephone line modem, an ISDN modem, a cable modem, or a
wireless modem) or a LAN transceiver (either wired or
20 wireless and, in the latter case, operating in, for example,
the infrared or radiofrequency spectrum). The construction
and operation of communication devices in general, as well as
those identified particularly above, is well understood by
those skilled in that art., so that, together with an
25 understanding of the required communication capability
between the target functionality and the interface control
device, a communication device for use with the invention can
be easily constructed and operated. A peripheral device
according to the invention that includes a communications
30 device that embodies target functionality can be used, for
example, to encrypt electronic mail before transmission to an
addressee. Or, such a peripheral device can be used, for
example, to encrypt data files that a person wishes to
securely transfer between é computingrdevice at the person's
35 place of work and a cdmputfﬁé device at the person's home.
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Target functionality of a peripheral device according to
the invention can also be embodied as a biometric device,
which is defined herein as any device that is adapted to
receive input data regarding a physical characteristic of a
person based upon a physical interaction of the person with
the device. 1In general, any such biometric device can be
used to embody target functionality. Biometric devices that
can be used in a peripheral device according to the invention
can include, for example, a fingerprint scanning device, a
retinal scanning device or a faceprint scanning device.

In addition to conventional computational devices for
storing and/or manipulating digital data, a biometric device
includes a sensor for sensing the physical characteristic,
and an analog-to-digital converter to transform the analog
data representing the sensed characteristic into digital
data. For example, a fingerprint scanning device includes a
sensor upon which a person can place a finger, the sensor
sensing the fingerprint of the finger, the content of the
sensed fingerprint being converted into digital data by the
device. Similarly, a retinal scanning device includes a
sensor which can be placed proximate to a person's eye, the
sensor sensing characteristics of the eye such as blood
vessel pattern or iris pattern, the device translating the
content of the sensed characteristics into digital data. The
construction and operation of biometric devices in general,
as well as those identified particularly above, is well
understood by those skilled in that art, so that, together
with an understanding of the required communication
capability between the target functionality and the interface
control device, a biometric device for use with the invention
can be easily constructed and operated. Fingerprint scanning
devices and retinal scanning devices that can readily be
modified for use with the invention, i.e. to communicate with

an interface control device according to the invention, are
known to those skilled in that art. For example, fingerprint

LI
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scanning devices such as thosée available from Identix

Incorporated of Sunnyvale, California can be used in a

fingerprint scanning device for use with the invention,
A peripheral device according to the invention that

5 includesia biometric device that embodies the target
functionality can be used, for example, to enable user
authentication to a host computing device before allowing
access to particular data stored on the host computing
device. Such user authentication can be accomplished by

10 using a biometric device to obtain biometric data from a user
and comparing the biometric data to an appropriate library of
biometric data representing a predetermined group of people
(e.g., authorized users). The library of data can be stored
in a memory device of the peripheral device.

15 ‘ When a peripheral device including a fingerprint
scanning device is embodied as a card adapted to be inserted
into a slot of a host computing device (e.g., a slot
conforming to a PCMCIA standard), it may be useful to make
the peripheral device relatively long, so that a portion of

20 the card on which the sensor is positioned can extend from
the slot of the host computing device,, thereby enabling
fingerprints to be scanned while the peripheral device is
inserted in the host computing device. Similarly, for a
fingerprint scanning device, retinal scanning device or

25 faceprint scanning device, it may be desirable to form the
device so that the sensor is connected to the remainder of
the device via an appropriate communication line, thus
providing some range of movement of the sensor while the
peripheral device is inserted in the host computing device,

30 thereby facilitating use of the device.

A biometric device can be used in different ways with a
system according to the invention, depending upon the
capabilities of the biometric device. Using known apparatus
and methods, a "smart" biometric device can be implemented

35 with the capability to detect the presence of an input to the
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sensor, and. upon such detection, initiate acquisition of the
biometric data and performance by the peripheral device of

the apprdpriate data comparison. Such a biometric device can
be used to perform user'éuthentication as in step 704 of the

5 method 700 above. Alternatively, the biometric device may be
"stupid" and require that a user initiate the data
acquisition and authentication process. Such a biometric
device can be used to perform user authentication in a
peripheral device that allows operation without entry of a

10 proper access code, as in steps 714 and 715 of the
method 700,

Target functionality,of a peripheral device according to
the invention can be also#embodied as a smart card reader
device adapted to communicate with a smart card, such as, for

15 example, a smart card compliant with the ISO 7816‘standard.
Such a device can be implemented by adapting a conventional
smart card reader, the construction and‘ggfratiop f which is
well known to those skilled in that art,jwifgyz?“JQ
communications interface that enables the smart card reader

20 to communicate with the interface control device. A
peripheral device according to the invention that includes a
smart card reader device can be used to provide security
features to a smart,card3reader,Aor add to existing security
features of a smart card reader.

25 It is to be understood'that the examples given above are
merely illustrative, not exhaustive, of the ways in which a
peripheral device according to the invention can be used.
Many more possibilities exist.

FIG. 8 is a block diagram of a peripheral device 800

30 according to another embodiment of the invention. The
peripheral device 800 includes a cryptographic‘processing
device 801, an interface control device 802, a first memory
device 803, a second memory device 804, a real-time
clock 805, a host computing device input/output. (1/0)

35 interface 806 and target functionality 807.
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The host computing device I/0 interface 806 enables
communications between the peripheral device 800 and a host
computing device. The electrical and mechanical
characteristics of the I/0 interface 806, as well as the
protocol used to enable communication via the interface 806,
are established in any manner that conforms to the industry
standard specifications for an interface of that type. For
example, a peripheral device according to the invention can
be adapted for insertion into a PCMCIA slot of a host
computing device. In such a peripheral device, the
electrical and mechanical characteristics and communications
protocol for the host computing device I/0O interface 806 are
established in conformance with the appropriate PCMCIA
standards.

The cryptographic processing device 801 can be adapted
to perform security operations. Generally, the cryptographic
processing device 801 can be embodied by any processor
capable of performing the cryptographic operations desired to
be provided by the peripheral device 800. In one embodiment
of the peripheral device 800, the cryptographic processing
device 801 is a special purpose embedded processor, embodied
on a single integrated chip and designated as MYK-82 (and
also referred to by the name Capstone), which includes an
ARM6™ processor core and 'several special purpose
cryptographic processing elements that have been developed by
the Department of Defense The constructlon and operation of
the Capstone chip is known by those skllled 1n the art of
cryptographic processing.

The first memory device 803 can be a non-volatile data
storage device which can be used to store computer programs
and persistent data. The first memory device 803 can be
implemented by any appropriate such device (of which there
are many conventional, readily available incarnations), such
as, for example, a conventional flash memory device.

The second memory device 804 can be a volatile data
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storage device that can also be a rapidly accessible data
storage device in which frequently used data and program
instructions can be stored during operation of the peripheral
device 800. The second memory device 804 can also be
5 implemented by any appropriate such device (of which there
are many conventional, readily available embodiments), such
as, for example, a conventional random access memory (RAM)
device.
The real-time clock 805 enables the creation of time
10 stamps, which can be used in a number of security operations.
Advantageously, the time stamps created by the real-time
clock 805 are more secure than those that could otherwise be
produced by the relatively insecure clock of a host computing
device. The real-time clock 805 includes a conventional
15 battery backup device that maintains power to the real-time
clock 805 when the peripheral device 800 is not in use (i.e.,
when power is not supplied to the peripheral device 800), so
that the correct time is continuously preserved within the
peripheral device 800. The real-time clock 805 (including
20 battery backup) can be embodied by any conventional such
device, such as the DS1302 clock available from Dallas
Semiconductor of Dallas, Texas.
In the peripheral device 800, the interface control
device 802 mediates the interaction between the host
25 computing device, the target functionality 807 and the
cryptographic processing device 801. In one embodiment of
the peripheral device 800, the interface control device 802
is a‘conventional field-programmable gate array (FPGA) that
is programmed to perform the functions that it is desired to
30 implement with the interﬁacé coﬁtrol,device 802, as described
in more detail below. TheVinterface control device 802,
under control of the cryptographic processing device 801, can
be adapted to enable the peripheral device 800 to assume the
identity of the target functionality 807, as discussed above.
35 The interface control device 802 also enables the in-line

59




REGISSID

i

&

G

*
2

ak

- 31 -

cryptography aspect of the invention, since the interface
control device 802 controls the flow of data between the host
computing device and the target functionality 807.

FIG, 9A is a block diagram illustrating the flow of data

5 through the interface control device 802 of FIG. 8. Data

transferred from a host camputing device enters the
peripheral device 800 (not demarcated in FIG. 9A) through the
host computing device I/0 interface 806. The interface
control device 802 presents the data to a cryptographic

10 processing device interface 808 (not shown in FIG. 8).
Depending on the configuration of the interface control
device 802, as determined by operation of the peripheral
device driver and/or by settings established during the
manufacture of the peripheral device 800, the data may or may

15 not be processed by the cryptographic processing device 801
(FIG. 8). Typically (or, in some cases, necessarily), as
discussed in more detail above, cryptographic processing will
occur. The interface control device 802 then causes the data
to be transferred to the target functionality 807. Data

20 being transferred from the target functionality 807 to the
host computing device follows a similar path in the reverse
direction. When the target functionality 807 is not present
or is not being used, data transferred from the host
computing device, after being presented to the cryptographic

25 processing device interface 808 and being processed by the
cryptographic processing device 801, is caused to be
transferred back to the host computing device I/0 interface
806 (and, from there, to the host computing device) by the
interface control device 802.

30 FIG. 9B is a block diagram of a particular embodiment of
an interface control deviée 910 for use in a peripheral
device according to the invention. As shown in FIG. 9B, the
host computing device coﬁmﬁﬁicatés via a PCMCIA interface and
the target functionality is embodied.by a compact flash

35 memory device. Those skilled in the art will readily
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appreciate how the interface confrol device 910 can be
modified for use with other host computing device interfaces
and/or target functionalities.
The interface control device 910 includes sets of
5 configurétion registers 911. The data stored in the
configuration registers 911 establish operating
characteristics of the interface control device: in
particular, the content of the configuration registers
enables the interface control device to present to the host
10 computing device a desired identification of the peripheral
device, and determines whether data passing through the
peripheral device must be subjected to security operations.

2 A set of configuration registers is maintained for the
?E host computing device I/0 interface, the cryptographic

r 15 processing device interface, and the target functionality

gﬁ . interface. In particular‘,"'?th'e content of the host computing
s device I/0 interface configuration registers is such that the
H interaction of the host computing device with the peripheral
EZ device is the same as if the security functionality were not
i 20 present (unless the data security system.is operating in

% security functionality only mode). The content of the target
xé functionality interface registers reflects the presence of

b the security functionality. The cryptographic processing

device interface registers bridge the gap between the other
25 two sets of registers.

The remainder of the functional blocks of the interface
control device 910 shown in FIG. 9B perform functions and
operate in a manner that can readily be understood by those
skilled in the art from the designation and interconnection

30 of those blocks in FIG. 9B.

In general, the secufity functionality of a peripheral
device according to the invention can be configured to
perform any cryptographic Qperation, as well as other,
related mathematical operations. A configuration of the

35 security functionality that enables a particular
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cryptographic or mathematical operation can be produced} for
example, by using appropriate existing cryptographic
software, application-specific hardware, or combination of
the two, as known by those skilled in the art of producing
5 cryptogréphic devices. Following is a description of
exemplary cryptographic and mathematical operations that can
be implemented as part ofj?'security functionality of a
peripheral device according to the invention. These
cryptographic and mathematical operations are well-known and
10 can readily be implemented in a peripheral device according
'~ to the invention by a person of skill in the art of
cryptography. .
For example, a peripheral device according to the
invention can implement one or more cryptographic .key
15 exchange operations. Any key exchange operation can be
implemented, such as, for example, the Department of Defense
Standard, the RSA, the Diffie-Hellman, and the X9.42 (ANSI
Banking Standard) key exchange algorithms.
A peripheral device adcording to the invention can also
20 implement one or more hash operations. Any hash operation
can be implemented, such as, for example, the FIPS 180-1
(SHA-1), the Message Digest 2 (RSA), and the Message Digest 5
(RSA) algorithms.
A peripheral device according to the invention can also
25 implement one or more digital signature operations. Any
digital signature operation can be implemented, such as, for
example, the FIPS 186 (DSA - 512, 1024) and the RSA Signature
(512, 768, 1024, 2048) algorithms.
A peripheral device according to the invention can also
30 implement one or more key wrapping operations for both
symmetric and asymmetric keys. A key wrapping operation can
ensure that plaintext keys are not accessible external to the
peripheral device. Any key wrapping operation can be

implemented.

" 35 A peripheral device according to the invention can also
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implement one or more symmetric encryption operations. " Any
symmetric eéncryption opeération can be implemerted, such as,
for example, the FIPS 185 (implemented completely in

hardware), the DES (including 3DES, EDE3, CBC and ECB), the

5 RC-2 and the RC-4 algorithms.

A peripheral device according to the invention can also
implement one or more asymmetric (public key) encryption
operations. While asymmetric encryption operations underlie
the key exchange operations described above, asymmetric key

10 operations can also be used independently in a peripheral
device according to the invention for bulk encryption. Any
asymmetric encryption operation can be implemented, such as,
for example, the RSA and Diffie-Hellman algorithms.

A peripheral device according to the invention can also

15 implement one or more exponentiation operations, which are
required in many cryptographic operations. Any
exponentiation operation can be implemented. Since
pextpherat exponentiation requires a significant amount of
processing time relative to other mathematical operations, it

20 can be desirable to implement an exponentiation operation in -
dedicated hardware. In one. embodiment of a peripheral device
according to the invention, the secuyipy“functionality of the
peripheral device includes a full 1024 bit exponentiator
implemented in hardware.

25 Various embodiments of the invention have been
described. The descriptions are intended to be illustrative,
not limitative. Thus, it will be apparent to one skilled in
the art that certain modifications may be made to the
invention as described above without departing from the scope

30 of the claims set out below.
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We claim: oy
1. A peripheral device, compriging:

operations to be performed data;
5 target means for enapling a defined interaction

10

(4]

5 2. A peripheral device as in Claim 1, wher
arget means éomprises means for non-volatilely

Y
éz 3. A peripheral device as in Claim 1, wierein the
target means comprises means for enabling comfwunication
between the host computing device and a remgte device.

LEROOD SOESSER

20 4, A peripheral. device és in Clain/ 1, wherein the

target means comprises a bigmetric devige.
5. A peripheral device as in aim 1, wherein the
target means comprises means for coymunicating with a smart

card.

in Claim 1, further

25 6. A peripheral device a
communication of data between

comprising means for mediatin
the host computing device and the target means so that the

communicated data must firsy¥ pass through the security means.

7. A peripheral deyice as in Claim 1, further
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comprising means for providing to a host mputing device, in
response to a request from the host c puting device for
information regarding the type of e peripheral device,
information regarding the fungfion of the means for enabling

. Sed

1] o
}ﬂ A peripheral devige, comprising:

security means for enabling one Or more security

operations to be performed on data;
target means for enabling a defined interaction
10 with a host computing device;
means for enabling communication between the

security means and the target means;
means for enabling communication with a . host

computing device; and

15 means for mediating communication of data between
the host computing device and the target means so that
the communicated data must firét pass through the
security means.

) | i

§. A peripheral device as in Claim #, wherein the

20 target means comprises means for non-volatilely storing data.

15 I

.}ﬂf A peripheral device as in Claim §, wherein the
target means comprises means for enabling communication
between the host computing device and a remote device.

9 ' I

¥{. A peripheral dev?éé as in Claim @, wherein the
25 target means compriseé a biometric device.

9.97 /]

1Z. A peripheral device as in Claim 8, wherein the
target means comprises means for communicating with a smart

card.
13. A peripheral devi#Ce as in Claim 8, further

67:5
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target means for enabli a defined interaction

10 with a host computing’devi

15 means for oviding to a host computing device, in
response to a/request from the host computind device for
information/regarding the type of the peripheral device,
informatjén regarding the function of the means for
enablipg a defined interaction with a host computing
20 ,
2% fats
J5. A peripheral device as in Claim }4, wherein the
target means comprises means for non-volatilely storing data.
2 . | > .
36, A peripheral device as in Claim }4, wherein the
target means comprises means for enabling communication
25 between the host computing device and a remote device.
29" N 24
T. A peripheral device as in Claim )4, wherein the
target means comprises a biémepric device.
’3 . Eo S0 "
i%f A peripheral device as in Claim }f, wherein the
target means comprises means for communicating with a smart
30 card.
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19. A peripheral device, comprjising:
security means for enap¥ing one or more security

operations to be performé€d on data;
a solid-state g#sk storagg device for storing data:
5 means for engbling co Lcation between the

security means And the solffé7state disk storage device;

and
or enabling communication with a host

20. A peripheral device h Claim 1, wherein the

% solid-state disk stor evice comprises an ATA format flash

disk drive.

21. A peripheral device, compri¥fing: P

security means for enab)dng one or more security
15 operations to be performed’on data;
means for wireless communicagting with a remote

device;

means for enapling comm on between the

security means ommunication means; and

20 means £ enabling communication with a host

LEhOB0" SOESIBRO

22. A peripheral device as in m 21, wherein the

ireless communication means c Tises a wireless modem.

ﬂ7

25 wireless commu

23. A periphe device as in Claim 21, wherein the

fcation means comprises a wireless LAN

24. A peripheral device, comp

security means for e
operations to be perfprme n Adata;

30 a biometric vice for feceiving input data
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regarding a physical characteristic of~& person based

upon a physical interaction of t person with the
peripheral device;
means for enabling between the

security means and t biometr evice; and

means for enagbling communication with a host

25. A peripheral device as 1in Clgim 24, wherein the
Tint scanning device.

as in Claim 24, wherein the

a retinal scanning device.

26. A peripheral devi
biometric device compris

ing:
one or more security

27. A peripheral device, compri
security means for enabli
operations to be performed on fMata;
means for communiéating ith a smart card;
means for enabling comflunication between the
security means and the smaft card communication means;
and
means for enabling/communication with a host

computing device.

rising:

28. A data security/system, co

a host computipng device j
device interfaces
another device;

uding one or more

security pperations to be performed on data;
target means for enabling a defined
interact/ion with a host computing device:
mgans for enabling communication between the

securjty means and the target means;
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means for enabling co cation with a host

computing device; and
means for oper ing the security

means and/or th arget means/to the host computing

onse to an instruction from the host

5 . device in re

2 .
29. A data security system, comprising:

a host computing device including one or more
device interfaces adapted to enable communication with

10 another device;
a peripheral device, comprising:
security means for enabling one or more
securilty operations to be performed on data;
target means for enabling a defined
15 interaction with a host computing device; and
means for enabling communication between the
security means and the target means;
means for enabling communication with a host
computing device; and
20 means for mediating communication of data
between the host computing device and the target
means so that the communicated data must first pass

through the security means.

/JL;AL 0. A data security system, compris#ng:

25 a host computing device inclyding one or more
le communication with

device interfaces adapted to en
another device;
a peripheral device, mprising:

security means/Tor enabling one or more

30 security operatios to be performed on data;

target meaps for enabling a defined
interaction wfth a host computing device; and

or enabling communication between the
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security means and the target meéns;
means for endblirig communfAcation with a host
computing device; and
means for providing t¢’ a host computing
5 ‘ device, in response to a/fequest from the host

computing device for formation regarding the type

of the peripheral device, information regarding the

function of the meghs for enabling a defined

dntexaction with A host compuling device,

%

10 j{i For use in a peripheral device adapted for

A

communication with a host computing device, performance of
one Or more security operations on data, and interaction with
a host computing device in a defined way, a method comprising
the steps of:

15 receiving a request from a host computing device
for iﬁformation regarding the type of the peripheral
device; and

providing to the host computing device, in response
to the request, information regarding the type of the

20 defined interaction.

KPR L
32. For use in a, peripheral device adapted for
1" ommunication with a host computing devi ,_performance of

‘one or more security operations on 4 . and interaction with
d way, a method comprising

a host computing device in a defi
25 the steps of:
receiving an insgruction from a host computing
device regarding opération of the peripheral device; and
curity operations and/or the defined

response to the instruction from the host

performng
interaction
30 computing
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PERIPHERAL DEVICE WITH INTEGRATED SECURITY FUNCTIONALITY
William P. Bialick
Mark J. Sutherland
Janet L. Dolphin-Peterson
5 Thomas K. Rowland
Kirk w. Skeba
Russell D. Housley

ABSTRACT
The invention enables a peripheral device to communicate

10 with a host computing device to enable one or more security
operations to be performed by the peripheral device on data
stored within the host computing device, data provided from

]
:‘32 the host computing device to the peripheral device (which can
Ei then be, for example, stored in the peripheral device or
fﬁ 15 transmitted to yet another device), or data retrieved by the
?i host computing device from the peripheral device (e.g., data
:t that has been stored in the peripheral dev1g£)er transmitted
& GQMJQL to the peripheral device from another dev1d@¢ In
g particular, the peripheral device can be adapted to enable,
§§ 20 in a single integral peripheral device, performance of one or
;E more security operations on data,‘andva defined interaction
é with a host compuping device that has not previously been
integrated with sécurity operations in a single integral
device. The defined interactions can provide a variety of
25 types of functionality (e.g., data storage, data
O communication, data input and output, user identificationb/
G ag—described—further-petew. The peripheral device can also

be implemented so that the security operations are performed
in-line, i.e., the security operations are performed between

30 the communication of data to or from the host computing
device and the performance of the defined interaction.
Moreover, the peripheral device can be implemented so that
the security'functionality of the peripheral device is
transparent to the host computing device.
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DECLARATION AN’ JWER OF ATTORNEY FOR PATF APPLICATION
As a below named inventor, I hereby declare that:

My residence, post office address and citizenship are as stated below
adjacent to my name.

I believe T am the original, first and sole inventor (if only one name is
listed below) or an original, first and joint inventor (1f plural names are
listed below) of subject matter (process, machine, manufacture, or
composition of matter, or an improvement thereof) which is claimed and for
which a patent is sought by way of the application entitled: Peripheral
Device With Inteqgrated Security Functionality

which (check) [X] is attached hereto. »

[ ] and is amended by the Preliminary Amendment attached
hereto.

[ 1] was filed on as Application
Serial No.

{f 1 and was amended on (if applicable).

I hereby state that I have reviewed and understood the contents of the
above-identified application, including the claims, as amended by any
. amendment referred to above.
=
Lt
t4T acknowledge the duty to disclose to the United .States Patent and
frrademark Office information known to me to be material to the examination
fiof this application in accordance with Title 37, Code of Federal
yfjRegulations, § 1.56(a).
il ‘
I hereby claim the priority benefit under Title 35, United States Code,
A8 119 of any foreign application(s) for patent or inventor's certificate
; listed below and have also identified below any foreign application for
gybatent or inventor's certificate for the same invention having a filing
gﬁdate before that of the application on which priority is claimed:

Eli

EPrior Foreign Application(s) Priority Claimed
 ? N/A_ Yes No
EE(Number) (Country) (Date Filed)

Yes No

(Number) (Country) (Date Eiled)

I hereby claim the priority benefit under Title 35, United States Code,

§§ 119 and 365(a) of any international patent application(s), listed below,
that do not designate the United ‘States, but do designate at least one
country other than the United States, and have also identified below any
such international application for the same invention having a filing date
before that of the application on which priority is claimed:

Prior International Application(s) Priority Claimed
N/A Yes No
(Number) (Date Filed)
Yes No
(Number) . (Date Filed)
1
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I hereby claim the prior * benefit under Title 35, ited States Code,

§ 119(e) of the United S..ces provisional patent app..cation(g) listed
below and, insofar as any subject matter of the claims of this application
is not disclosed in such prior United States provisional application(s) in
the manner provided by the first paragraph of Title 35, United States Code,
§ 112, I acknowledge the duty to disclose material information as defined
in Title 37, Code of Federal Regulations, § 1.56(a) which became available
between the filing date of the prior provisional application(s) and the
national or PCT international filing date of this application:

N/A
(Appl. Ser. No.) (Date Filed) (Status-patented, pending, abandoned)
(Appl. Ser. No.) (Date Filed) (Status-patented, pending, abandoned)

I hereby claim the priority benefit under Title 35, United States Code,
§ 120 of the United States patent application(s) listed below and, insofar
as any subject matter of the claims of this application i1s not disclosed in
such prior United States application(s) in the manner provided by the first
paragraph of Title 35, United States Code, § 112, I acknowledge the duty to
disclose material information as defined in Title 37, Code of Federal
Regulations, § 1.56(a) which became available between the filing date of
the prior application(s) and the national or PCT international filing date
é%f this application:

& N/A ‘

fi(Appl. Ser. No.) (Date Filed) (Status-patented, pending, abandoned)
G

£3(Appl. Ser. No.) (Date Filed) (Status-patented, pending, abandoned)
13

i
: I hereby claim the priority benefit under Title 35, United States Code, .
;§§ 120 and 365(c) of any international patent application(s), listed below,

gﬁthat designate the United States and have also identified below any such
sinternational application for the same invention having a filing date

={abefore that of the application(s) on which priority is claimed, and,
31nsofar as any subject matter of the claims of this application is not

*dlSclosed in such prior international application(s) in the manner provided
by the first paragraph of Title 35, United States Code, § 112, I
acknowledge the duty to disclose material information as defined in Title
37, Code of Federal Regulations, § 1.56(a) which became available between
the filing date of the prior international application(s) and the national
or PCT international filing date of this application:

Prior International Application(s) Priority Claimed
N/A . Yes No
(Number) (Date Filed)

= v‘ Yes No
(Number) (Date Filed) '
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I hereby appoint the fol :ing attorney, with full , 2r of substitution,
to prosecute this applic..lon and to transact all bu._.ness in the United
States Patent and Trademark Office connected therewith: David R. Graham,
Reg. No. 36,150.

Please address all correspondence regarding this application to David R.
Graham, 1337 Chewpon Avenue, Milpitas, California 95035.

Please direct all telephone calls regarding this application to David R.
Graham at telephone number (408) 945-9912.

I hereby declare that all statements made herein of my own knowledge are
true and that all statements made herein on information and belief are
believed to be true; and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable
by fine or imprisonment, or both, under Title 18, United States Code, §
1001 and that such willful false statements may jeopardize the valldlty of
the application or any patent issued thereon.

Inventor's signature Date
Full name of inventor William P. Bialick
Residence Clarksville, Marvland Citizenship ys

Post Office Address 7150 Moorland Drive
Clarkgville, Marvland 21029 1735

=
L
BInventor's signature Date
GFull name of inventor Mark J. Sutherland
WiResidence Milpitas, California Citizenship US
f1#Post Office Address 1209 Fagle Ridge Wav
£ Milpitag, Califonia 95035-7817
: .
giInventor's signature Date
ﬁFull name of inventor Japet L. Dolphin- Peterson
Residence Belvedere, California Citizenship US
,gPost Office Address 296 Beach Road
o Belvedere, California 94920-2472
,G.'L
Inventor's signature Date
Full name of inventor Thomas K, Rowland
Residence Los Gatos, California Citizenship US

Post Office Address P.O. Box 33157
Los Gatos, California 95031-3157

Inventor's signature Date
Full name of inventor Kirk W. Skeba
Residence Fremont, Califonia Citizenship US__

Post Office Address 400 Calistoga Circle_
Fremont, California 94536-7620

1 oo
e i

Inventor's signature : ' Date

Full name of inventor Rugsell D. Housley 1
Residence Herndon, Virginia Citizenship Ys_

Post Office Address 918 Spring Knoll Drive
Herndon, Virginia

2
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J3¢C 0
THE UNITED STATES ?ATENT AND TRADEMARK OFFICE

Peripheral Devite With Integrated Security

William P. Bialick et al.

Spyrus, Inc.

Functionality
Serial No.: . 08/869, 305 Filed: June 4, 1997
Examiner: Unknown Group Art Unit: Unknown

Attorney Docket No.: SPY-004

Milpitas, California
August 11, 1997

Assistant Commissioner for Patents
Washington, D. C. 20231

INFORMATION DISCLOSURE STATEMENT
Sir:

Pursuant to 37 C.F.R. § 1.56, § 1.97 and § 1.98, Applicants
bring the documents (copy of the U.S. Patent enclosed) listed on
the enclosed Form PT0-1449 to the Examiner's attention in the
above-identified application, . Citation of these documents shall
not be construed as an admission that the documents are
necessarily prior‘artkwith ;esgéct to CQe;;nstant‘invention.
Also, citation of these documents shall not be construed as an
admission that the information disclosed therein is, or is
considered to be, material to patentability as defined in 37

C.F.R. § 1.56(b).

1 hereby certify that this correspondence is being Respectfully submitted,
deposited with the United States Postal Service as

first class mail in an envelope addressed to: & . E

Assistant Commissioner for Patents, Z l

Washington, D.C. 20231, on August 11, 1997, *

z..u‘gl % 8 E & Z David R. Graham
Date Signatlre Reg. No. 36,150

Attorney for Applicants
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o
ATTORNEY DOCKET NO.: SPY-004 | SERIAL No.: 08/869,305

APPLICANTS: William P, Bialick et al.

U.S. DEPT OF COMMERCE - PATENT AM. 1RADEMARK OFFICE

INFORMATION DISCLOSURE CITATION

al sheets if necessary)

FILING DATE: June &, 1997 GROUP ART UNIT: Unknown
U,S. PATENTS
exAMINER' KT PAT MeEdSYl 1SSUE DATE | INVENTOR(S) CLASS SUB-CLASS | FILING DATE
INITIALS® S
&
,ﬁ)gy 'Tsw\ 8/13/% Caputo et al.. 380 26 7/12/%
FOREIGN PATENT DOCUMENTS
EXAMINER'S | DOCUMENT PUBLICATION | NAME(S) COUNTRY TRANSLATION?
INITIALS NUMBER DATE
YES NO
COMMONLY OWNED, CO-PENDING U.S, PATENT APPLICATIONS
EXA&INER‘S SERTAL NUMBER | ATTORNEY APPLICANT(S) CLASS SUB-CLASS FILING DATE
INITIALS DOCKET NO,
— p—
| 08/869, 120 SPY-003 William P. Bialick et al. 614197
QTHER DOCUMENTS
EXAMINER'S AUTHOR(S), TITLE, DATE, PERTINENT PAGES, ETC.
INITIALS B

EXAMINER; Lty b ’(Lg/ oate consineren: /23 /7 8
- L

L]
Initial if citation considered, whether or not citation is in conformance with MPEP §609.
if not in conformance and not considered.

Examiner:

Draw line through citation
Inctude copy of this form with next communication to the applicant.

Form PTQ-1449
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Other Prior Art

According to the information contained in form PTO-1449 or PTO-892, there are one or more other
prior art/non-patent literature documents missing from the original file history record obtained from
the United States Patent and Trademark Office. Upon your request we will attempt to obtain these

documents from alternative resources. Please note that additional charges will apply for this service.

This page is not part of the official USPTO record. It has been determined that content
identified on this document is missing from the original file history record.
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Application information Retrieval (PA\R) '
system records at Www. uspto.gov |

[i-mm‘-—- et a1

or
fw \ UNITED STAT __ DEPARTMENT OF COMMERCE
. « | Patent and Trademark Office

Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231
areg

[ APPLICATION NUMBER | FILING/RECEIPT DATE | FIRST NAMED APPLICANT | ATTORNEY DOCKET NO.TMLE | b

M /e, 505 D005 RTALTTE W I t

B s b g
il MUTT v Pl
JETIN R

Vigy SETEHEN

TSRV VI Tt
IR R W
MY

B0

DATE MAILED: 1

CLbsnase L

NOTICE TO FILE MISSING PARTS OF APPLICATION A
Flling Date Granted .,

An Application Number and Filing Date have been assigned to this application. However, the items indicated below are missing. The |
required items and feer lqenhf!ed below must be imely submitted ALONG WITH THE PAYMENT OF A SURCHARGE for items 1 and
3-8 only of $ forad large entity () small entity in compliance with 37 CFR 1.27. The surcharge is set forth in
37CFR 1.16(s). Appllcant is given TWO MONTHS FROM THE DATE OF THIS NOTICE within which to file all required items and pay .
any fees required above to avoid abandonment. Extensions of time may be obtainad by filing a petition accompanied by the extension :
fee under the provisions of 37 CFR 1.136(a).

\If all required items on this form are filed within the period set above, the lotal’amount owed by applicant as a
large entity U] small entity (verified statement flled), Is $

| 1. The statutory basic filing fee ls:

7 missing. '

0 Insufficient. crrp
Applicant must submit $ ! / Wi 1o complete the basic fillng fee and/or flle a-verified small entity
statement clalming such status (37 CFR127).

/5 2. Additional claim fees of $ / Lt , Including any muitiple dependent claim fees, are required.

. Applicant must either submit thé additional cla/m fees or cancel additional claims for which fees are due.

“{] 3. The oath or declaration: ‘ o P .

0 Is missing.

[J does not cover the newly submitted items.
[0 does not Identity the application to which it applies.
O does not include the city and state or forsign country of applicant's residence.
An oath or declaration In compliance with 37 CFR 1. 63, including residence information and identifying the application by
\ the above Application Number and Filing Date is required.
ﬂq (r hejsignature(s) to the oath or declaration is/are:
missing.
by a person other than inventor or person qualified under 37 CFR 1.42, 1.43, or 1.47.
A properly signad oath or declaration in compliance with 37 CFR 1.63, Identifying the application by the above
Application Number and Filing Date, is requirad.

O 5. The signatura of the following joint inventor(s) is missing from the oath or declaration:

An oath or declaration listing the names of all inventors and signed by the omitted inventor(s), ldentifying this application by
the above Application Number and Filing Date, is required.

0e6AS$ processing fee is required since your check was retumed without payment (37 CFR 1.21(m)).
O 7. Your filing raceipt was mailed in error because your check was retumed without payment.

OJ 8. The application does not comply with the Sequence Rules.
See aftachad “Notice to Comply with Sequence Rules 37 CFR 1.821-1.825.”

O 9. 0THER:

Direct the response and any questions about this notice to “Attention: Box Missing Parts.”

A copy of this notice MUST be returned with the response.

) Ny ke .
RTINS R

Customer Service Center
Initial Patent ExaminatiorvDivision (703) 308-1202
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Seeh!

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE #
'.; _ p‘.Applicants: William P. Bialick et al.
;3 Assignee: Spyrus, Inc.
Title: . Peripheral Device With Integrated Security
Functionality ' ‘
serial No.:  08/869,305  Filed: dJune 4, 1997
Examiner: Unknown Group Art Unit: 2202
Attorney Docket No.: 8SPY-004
"""""""""""""""""""""""""""""""" Milpitas, California
January 5, 1998
Box Missing Parts
Agsistant Commissioner for Patents
Washington, D. C. 20231
‘ , RESPONSE TO NOTICE TO FILE MISSING PARTS OF APPLICATION -
FILING DATE GRANTED
Sir
In>response to the "Notice to File Missing Parts of
Application - Filing Date Granted" mailed by the United States
Patent and Trademark Office on November 4, 1997, the following “
documents are enclosed to complete the filing of the above-
referenced patent application:
. 1. Declaration and Power of Attorney for Patent

Application, signed in counterpart by the inventors in

compliance with 37 CFR 1.63;

2. Copy of Notice to File Missing Parts of Application -
Filing Date Granted; and

3. Verified Statement Under 37 CFR 1.9(f) and 1.27(c)

Claiming Small Entity Status by Assignee.
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Enclosed is a check (Check No. 1155) in the amount of

$961.00 for:

1. Statutory basic filing fee - $395.00;
2. Additional claim fees - $501.00; and
3. Surcharge for filing declaration on a date later than

the filing date of the application - $65.00.

It is hereby submitted that the enclosed documents complete
the filing of the above-referenced patent application and justify
the filing date of June 4, 1997. This document is being‘
submitted in duplicate. If there are any questions regarding
this Response, please telephone Applicants' ﬁndersigned attorney

at (408) 945-9912.

I hereby certify that this correspondence is being Respectfully submitted,
deposited with the United States Postal Service as

first class mail in an envelops addressed to: . /

Assistant Commissioner for Patents, Washington, M ﬁ

D.C. 20231, on January 5, 1998. ‘
|<5-4¢ é‘ N E R é g David R. Graham

Date Signature Reg. No. 36,150

Attorney for Applicants
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listed below)

which (check) [ 1
[ 1

[X]

Regulations,

DECLARATION A,. . POWER OF ATTORNEY FOR PAl.wT APPLICATION

Egma below named inventor,
m

aresidence, post office address and citizenship are as stated belo
Pacent to my name.

I believe I am the original, first and sole inventor (if only one name is
or an original,
listed below) of subject matter (process, machine, manufacture, or
composition of matter,

which a patent is sought by way of the application entitled:
vice With Integrated S

is attached hereto.

[

I hereby state that I have reviewed and understood the contents of the
above-identified application,

amendment referred to above.

I acknowledge the duty to disclose to the United States Patent and
Trademark Office information known to me to be material to the examination
of this application in accordance with Title 37,
§ 1.56(a).

I hereby claim the priority benefit under Title 35,
§ 119 of any foreign application(s)
listed below and have also identified below any foreign application for
patent or inventor's certificate for the same invention having a filing .
date before that of the application on which priority is claimed:

Prior Foreign Application(s)

I hereby declare that:

2

first and joint inventor (if plural names are
or an improvement thereof) which is claimed and for

Peripheral
rity Functionalit

and is amended by the Preliminary Amendment attached
hereto.

was filed on June 4, 1997,
Serial No. 08/869,305.
and was amended on

as Application

(if applicable).

including the claims, as amended by any

Code of Federal

United States Code,
for patent or inventor's certificate

Priority Claimed

e T

i
i

N/A

N/A Yes No
(Numberx) (Country) (Date Filed)

. Yes No
\ (Number) (Country) (Date Eiled)

I hereby claim the priority benefit under Title 35,

§§ 119 and 365(a) of any international patent application(s),

that do not designate the United States, but do designate at least one

country other than the United States,

such international application for the same invention having a filing date
'\before that of the application on which priority is claimed:

\irior International Application(s)

United States Code,
listed below,

and have also identified below any

Priority Claimed

Yes No

umber)

(Date Filed)
Yes No

\ Vmber)
|
D

{

i I

(Date Filed)
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19(e) of the United States provisional patent application(s) listed

ow and, insofar as any subject matter of the claims of this application
wot disclosed in such prior United States provisional application(s) in
8 manner provided by the first paragraph of Title 35, United States Code,
§ 112, I acknowledge the duty to disclose material information as defined
in Title 37, Code of Federal Regulations, § 1.56(a) which became available
between the filing date of the prior provisional application(s) and the
national or PCT international filing date of this application:

g?reby claim the pric. ity benefit under Title 35, United States Code,

N/A -
(Appl. Ser. No.)  (Date Filed) (Status-patented, pending, abandoned)
(Appl. Ser. No.) (Date Filed) (Status-patented, pending, abandoned)

I hereby claim the priority benefit under Title 35, United States Code,

§ 120 of the United States patent application(s) listed below and, insofar
as any subject matter of the claims of this application is not disclosed in
such prior United States application(s) in the manner provided by the first
paragraph of Title 35, United States Code, § 112, I acknowledge the duty to
disclose material information as defined in Title 37, Code of Federal
Regulations, § 1.56(a) which became available between the filing date of
the prior application(s) and the national or PCT international filing date
of this application:

_N/A
(Appl. Ser. No.) (Date Filed) (Status-patented, pending, abandoned)
(Appl. Ser. No.) (Date Filed) (Status-patented, pending, abandoned)

I hereby claim the priority benefit under Title 35, United States Code, .
§§ 120 and 365(c) of any international patent application(s), listed below,
that designate the United States and have also identified below any such
international application for the same invention having a filing date
before that of the application(s), on which priority is claimed, and,
insofar as any subject matter of the ¢laims of this application is not
disclosed in such prior international application(s) in the manner provided
by the first paragraph of Title 35, United States Code, § 112, I .
acknowledge the duty to disclose material information as defined in Title
37, Code of Federal Regulations, § 1.56(a) which became available between
the filing date of the prior international application(s) and the national
or PCT international filing date of this application:

Prior International Application(s) Priority Claimed
N/A__ Yes No
(Number) (Date Filed)

Yes No
(Number) .(Date Filed)
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I hereby appoint the fo. _owing attorney, with full _ower of substitution,
to prosecute this application and to transact all business in the United
States Patent and Trademark Office connected therewith: David R. Graham,
Reg. No. 36,150. ‘

Please address all correspondence regarding this application to David R.
Graham, 1337 Chewpon Avenue, Milpitas, California 95035.

Please direct all telephone calls regarding this application to David R.
Graham at telephone number Q408)ﬁ9ﬁ§=9912m

I hereby declare that all statements made herein of my own knowledge are
true and that all statements made herein on information and belief are
believed to be true; and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable
by fine or imprisonment, or both, under Title 18, United States Code, §
1001 and that such willful false statements may jeopardize the validity of
the application or any patent issued thereon.

Inventor's signature Date
Full name of inventor William P. Bialick
Residence Clarksville, Marvland Citizenship US_____

Post Office Address 7150 Moorland Drive
Clarksville, Marvland 21029-1735

vate /8 fec 47

Residence Milpitas, California ' Citizenship US
Post Office Address 1209 Eagle Ridge Way
Milpitas, Califonia 95035-7817

Inventor's signature

Inventor's signature " Date
Full name of inventor Jan L. Dolphin-Peterson '
Residence Belvedere, California Citizenship US

Post Office Address 296 Beach Road
Belvedere, Califffnia 94920-2472

8 A .
Inventor's signature . /iZk/i?zzlégzi/’ pate /L~ /F-57
Full name of inventor Thomas K. Rowlénd
Residence Los Gatos, California ] Citizenship US
Post Office Address P.0. Box 33157 ‘ '

Los Gatos. California 95031-3157

Inventor's signature Date
Full name of inventor Kirk W, Skeba
Residence Fremont, Califonia Ccitizenship US

Post Office Address 400 Calistoga Cirgle
Fremont, California 94536-7620

/” « v
Inventor's signature é«%ﬁhﬂé?/ /Cé;;ﬁégl Date _ 20 feq 1797
Full name of inventor ERussell D, Houﬁle% /

Residence Herndon, Virginia Citizenship US___

Post Office Address 918 Spring Knoll Drive
Herndon, Virginia

3
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‘ereby appoint the . 1lowing attorney, with ful Dower of substitution,
g0 'prosecute this applsication and to transact all vusiness in the United
;cates Patent and Trademark Office connected therewith: David R. Graham,
Rwg. No. 36,150.

ggg#iease address all correspondence regarding this application to David R.
&kaham, 1337 Chewpon Avenue, Milpitas, California 95035.

Please direct all telephone calls regarding this application to David R.
Graham at telephone number (408) 945-9912.

I hereby declare that all statements made herein of my own knowledge are
true and that all statements made herein on information and belief are
believed to be -true; and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable
by fine or imprisonment, or both, under Title 18, United States Code, §
1001 and that such willful false statements may jeopardize the validity of
Inventor's signature

the application or any patent issu thereon.

Date /7’/"7/?7
Full name of inventor William P. Bialick
Residence Clarksville, Maryland Citizenship US

Post Office Address 7150 Moorland Drive
Clarksville, Marvlagd 21029-1735

Inventor's signature /<:;Z%%é;7 Date /3?/2?<7 47;7

Full name of inventor Mark Sutherland
Residence Milpitas, California Citizenship US
Post Office Address 1209 Eagle Ridge Way :

Milpitas, Califonia 95035-7817

Inventor's signature Date .
Full name of inventor Janet L. Dolphin-Peterson
Residence Belvedere, California Citizenship US_ .

Post Office Address 296 Beach Road
Belvedere, Califbrnia 94920-2472

;

Inventor's signature . ’/27(/;/ Date /A-/f-972
Full name of inventor Thomas K. Rowland

Residence Los Gatos. California . ! citizenship US
Post Office Address P.0. Box 33157 e

Los Gato

c‘llfornla 95031 3157

Inventor's signature _ ) o Date“@fﬁé(éﬂ:
Full name of inventor Rirk W. Skeba

Residence Fremont, Califonia : Citizenship US
Post Office Address 400 Calistoqa Circle
Fremont, California 94536-7620

Inventor's signature ?Eiiz/£7 /ﬁgj Date 2o L 1957

Full name of inventor Rusgell D. Housley 17
Residence Herndon, Virginia /. citizenship US
Post Office Address 918 Spring Knpll Drive

Herndon, Virginia

3
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‘hereby appoint the f. .lowing attorney, with fuli power of substitution,
prosecute this application and to transact all business in the United
gtes Patent and Trademark Offlce connected therewith David R. Graham,
. No. 36,150.

g

-

B sse address all correspondence regarding this application to David R.
Graham, 1337 Chewpon Avenue, Milpitas, California 95035.

Please direct all telephone calls regarding this application to David R.
Graham at telephone number (408) 945-9912.

I hereby declare that all statements made herein of my own knowledge are
true and that all statements made herein on information and belief are
believed to be true; and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable
by fine or imprisonment, or both, under Title 18, United States Code, §°
1001 and that such willful false statements may jeopardize the validity of
the application or any patent issued thereon.

Inventor's signature Date
Full name of inventor William P. Bialick
Residence Clarksville, Marvland Citizenship US

Post Office Address 7150 Moorland Drive
Clarksville, Maryland 21029-1735

Inventor's signature ,ﬁm Date ‘/fﬂe{ ?7
Mark Jz7Sutherland

Full name of inventor Mark
Residence Milpitas, California Citizenship US
Post Office Address 1209 EFagle Ridge Way

Milpitas, Califonia 95035-7817

Inventor's signature”(-\'('3 %4 KQ’—’M_* Date ZO"DEC”?7 )

Full name of inventor angdt [, Dolphin-Peterson
Residence Belveder {fornia Citizenship US

Post Office Address 296 Beach Road
Belvedere, Callﬁsknla 94920-2472

l/,4(///

Inventor's signature . Z7 o/ Date /X-/{92
Full name of inventor Thomas K. Rowland :

Residence Los Gatog, California ! Ccitizenship US

Post Office Address P.0. Box 33157
Los Gatos, California 95031 3157

Inventor's signature ) Date
Full name of inventor Kirk W. Skeba
Residence Fremont, Califonia Citizenship US

Post Office Address 400 Callstoqa Circle -
Fremont, California 94536-7620

Inventor's signature :EEZaqé?/ /fgiiléZ: Date 25 few 1977

Full name of inventor Russell D. Houslev /
Residence Herndon, Virginia /. Ccitizenship US
Post Office Address 918 Spring Knoll Drive

Herndon, Virginia

3
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fg{\ UNITED STATES i PARTMENT OF COMMERCE
Patent and Trademark Office
x Address: COMMISSIONER OF PATENTS AND TRADEMARKS

. 3% Washington, D.C. 20231 2
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APPLICATION NUMBER l FILING/RECEIPT DATE —I FIRST NAMED APRLICANT I ATTORNEY DOCKET NOJ/TITLE
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ﬁ ,(J /i DATE MAILED:
' ‘ WSS :
NOTICE TO FILE MISSING PARTS OF APPLICATION .
Ky ) PR ¢ Flllqg Date Granted, ~ , . . "

PA oy L iy ¢ 4 ?

An Application Number and Filing Date have been assigned to this application. However, the items Indicated below are missing. The
required items and fee7 lggntm?d below must be timaly submitted ALONG WITH THE PAYMENT OF A SURCHARGE for items 1 and

3-6onlyof $ for al] large entity [1small entity in compliance with 37 GFR 1.27. The surcharge is set forth in
37 CFR 1.16(s). Applicant Is given TWO MONTHS FROM THE DATE OF THIS NOTICE within which to file all required items and pay
any fees required above to avold abandonment. Extenslons of time may be obtained by filing a petition accompanied by the extension
fee under the provisions of 37 CFR 1.136(a).

required items on this form are filed within the period set ab, ve, tg':e !Ptal-an?ount owed by applicant as a
e entity (1 small entity (verified statement filed), Is s_z.'L_hA_

. Tgﬂstatutory basic filing fee Is:

 missing.

,.insufflcient. 4,:',‘, P e e
rAppltcam must submit .. /_‘”Z ) complete the basic filing fee ahd/or.file a.verified smallentity . =~ .~ 7.1
statement claiming such status (37 CFRT, 27J )

Addltlonal claim fees of $ _L(z' 2.5 , Including any muitiple dependent claim fees, are requirad.

' Appl/cant must either submit the additional claim fees or cancel additional clalms for which fees are due.
‘3. The oath or declaration:

‘0 is missing.
O does not cover the newly submitted items.
{0 does not identify the application to which it applies.

-0 does not include the city and state or foreign country of applicant’s residence.

.- . An oath or declaration in compliance with 37 CFR 1. 63, including residence information and identifying the appllcallon by
the above Application Number and Filing Date is required.
\fp4 Ignature(s) to the oath or declaration is/are:
missing.
[1 by a person other than inventor or person qualified under 37 CFR 1. 42, 1.43, or 1.47.
A properiy signed oath or declaration in compllance with 37 CFR 1.63, identifying the application by the above

Application Number and Filing Date, is required.

0 5. The signature of the following joint inventor(s) is missing from the oath or declaration:

An oath or daclaration listing the namas of all inventors and signed by the omitted inventor(s), Identifying this application by e
the above Application Number and Flling Date, is roqulred

[J6.A% processing fee is required slnce your check was returned without payment (37 CFR 1.21(m)).
07 Your filing recelpt was malled in error because yaur check was returned WIthout payment

El 8. The application does not comply with the Sequence Rules. : L
T "See attachad “Notice to Comply with Sequence Rules 37 CFR 1.821-1. 825 d
O e. OTHER

" Dlrect the response and any questions about this nolice to “Attention: Box Missing Parts.”

=

g

£

A copy of this notice MUST be returned with the response.

JU‘-KU Tk fr AT

Customer Service Center |
Initial Patent Examination Division (703) 308-1202

500 07
- W o8tz 08859m.m mPART 2-COPY TO BE RETURNED WITH RESPONSE *U.8. GPO: 1096404-498/40515
AB7 109 aeni 0B LC 206 @8 Dor 4 ‘
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IN THE UNITED STATES PATENT AND TRADEMARK QFFICE

Applicants: William P. ﬁialick et al.

Assignee: Spyrus, Inc.

Title: Peripheral Device With Integrated Security
Functionality

Serial No.: 08/869,305 Filed: June 4, 1997

Examiner: Unknown Group Art Unit: Unknown

Attorney Docket No.: SPY-004

San Jose, California

Assistant Commissioner for Patents
Washington, D. C. 20231

VERIFIED STATEMENT.UNDER 37 CFR 1.9(f) AND 1.27(c)
CLAIMING SMALL ENTITY STATUS BY ASSIGNEE

Sir:

I declare that I am an official empowered to act on behalf
of the concern identified above as assignee.

Exclusive rights to the above invention as described in U.S.
patent application Serial No. 08/869,305, filed June 4, 1995 have
been conveyed to and remain with the above concern.

For purposes of paying reduced fees under Section 41 of
Title 35 of the United States Code with regard to this invention,
I declare that the above concern qualifies as a small business
concern as defined in 13 CFR 121.12 and reproduced in 37 CFR
1.9(d), namely, the concern's number of employees, including
those of its affiliates, does not exceed 500 persons and the
concern has not assigned, granted, conveyed, or licensed, and is
under no obligation under contract or law to assign, grant,
convey or license, any rights in the invention to any person who
could not be classified as an independent inventor under 37 CFR
1.9(c) if that person made the invention, or to any concern which
would not qualify as a small business concern under 37 CFR 1.9(4)
or a nonprofit organization under 37 CFR 1.9(e).

I acknowledge my duty to file, in this application or
patent, notification of any change in status resulting in loss of
entitlement to small entity status prior to paying, or at the
time of paying, the earliest of the issue fee or any maintenance
fee due after the date on which status as a small entlty is no
longer appropriate per 37 CFR'1.28 (b) . A
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I further declare that all statements made herein of my own
knowledge are true, that all statements made on information and
belief are believed to be true, that these statements are made
with the knowledge that willful false statements and the like so
made are punishable by fine or imprisonment, or both, under
Section 1001 of Title 18 of the United States Code, and that such
willful false statements may jeopardize the validity of this
application, or any pateng issued thereon.

Signature: '/K..t,: ACWMLU{ Date: lﬁm;gm@; 2S5 qu'7
Official's Name:

Kevin O'Neill, Esdg.

Official's Title: Corporate Secretary

Concern's Name: Spyrus, Inc,

Concern's Address: 2460 North First Street, Suite 100
San Jose, CA 95131

95




QG)ZZ oz
THE UNITED STATES PATENT AND TRADEMARK QOFFICE

William P. Bialick et al.
'//}QSGT

Spyrus, Inc.

Assignee:
Title: Peripheral Device With Integrated Security
Functionality
Serial No.: 08/869,305 Filed: June 4, 1997 RECEIVED
Examiner: Unknown Group Art Unit: 2202 UCT 13 W9B
oy
Attorney Docket No.: SPY-004 GROUP 2100
| Milpitas, California
October 6, 1998

Assistant Commissioner for Patents

Washington, D.C. 20231
INFORMATION DISCLOSURE STATEMENT

WITH CERTIFICATION UNDER 37 C.F.R. §1.97(e) (1)

Sir:
§ 1.97 and § 1.98, Applicants

Pursuvant to 37 C.F.R. § 1.56,

bring the documents (copies enclosed) listed on the enclosed Form

PTO-1449 to the Examiner's attention in the above-identified
These documents were cited by the European Patent

application.
Office in the International Search Report (copy enclosed) for the

corresponding PCT Application No. PCT/US98/11052.
Citation of these documents shall not be construed as an

admission that the documents are necessarily prior art with
Also, citation of these

respect to the instant invention.

documents shall not be construed as an admission that the
or is considered to be,

information disclosed therein is,
§ 1.56(b).

material to patentability as defined in 37 C.F.R.
[ ¥e)

The undersigned hereby certifies in accordance o> é?

. o 8

with 37 C.F.R. §1.97(e) (1) that 'each item of information E% -
- Rl ) ‘ U o

AV~

-1 - a:::

o @

n

[N )
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contained in this information disclosure statement was cited in a
communication from a foreign patent office in a counterpart
foreign application not more than three months prior to the

filing of this information disclosure statement.

I hereby certify that this correspondence is being Respectfully submitted
deposited with the United States Postal Service as

first class mail in an envelope addressed to: and certified by,
Assistant Commissioner for Patents,

Washington, D.C. 20231, on October 6, 1998. ¢

Date Signature David R. Graham

Reg. No. 36,150
Attorney for Applicants
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SHEET 1 OF 1
U.S. DEPT OF COMMERCE - PATENT AND TRAD jF I ATTORNEY DOCKET NO.. SPY-004 SERIAL NO.: 08/869,305 'y
INFORMATION DISCLOSURE CITA APPLICANTS: William P, Bialick et al,
(Use several sheets if neceysary FILING DATE: June 4, 1997 GROUP ART UNIT: 2202
PATENTS
: e iRl
EXAMINER'S PATENT NUMBER | ISSUE DATE INVENTOR(S) CLASS SUB-CLASS FILING DATE
INITIALS
ﬂﬂ[, 5,548,721 8/20/96 Dens Low 395 187.01 4/28/94
6)@ 5,457,590 10/10/95 Barrett et al. 360 133 6/11/N
. | .60, 5/13/97 stone, 111 et al. 395 883 213195
ﬁ)ﬂ | 4,910,776 3/20/90 .Oyke 380 25 2/24/89
RECEIVED
Ut 1.0 190
GROUP 210p
.
FOREIGN PATENT DOCUMENTS
EXAMINER'S DOCUMENT PUBLICATION NAME(S) COUNTRY TRANSLATION?
INITIALS NUMBER DATE
YES NO
/&Z wo 97/29416 | 8/14s97 Mooney st al. pCT X
WO 82/03286 9/30/82 Lofberg PCT X
e ——— = = \
.. COMMONLY 'OWNED, CO-PENDING U.S.  PATENT APPLICATIONS
EXAkINER'S SERIAL NUMBER | ATTORNEY APPLICANT(S) CLASS SUB-CLASS FILING DATE
INITIALS DOCKET NO.
OTHER DOCUMENTS
EXAMINER'S AUTHOR(S), TITLE, DATE, PERTINENT PAGES, ETC. . g
INITIALS L‘Q =
- (") ~
C - "’U
'C: na, m
Ty <
N O
—
o) n
\
. O FEy C‘J
.
nN
oy
EXAMINER: M
Examiner: Initial if citation considered, whether or not citation is in conformance with MPEP §609. Draw Line through citation
if not in conformence and not considered. Include copy of this form with next communication to the applicant.

Form PTO-1449
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Transaction History Date _[§98-(3 -

Date information retrieved from USPTQ Patent l
Application Information Retrieval (PAIR)
system records at www.uspto.gov

T

UNITED STATES . SPARTMENT OF COMMERCE

Patent and Trademark Office

Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231

[ APPLICATIONNO. | FILNGDATE | FIRST NAMED INVENTOR | ATTORNEY. DOCKETNO.- |

TR I i VLT Vi L i (A

Lot 4 EXAMINER ]

FLLE L

|_ARTUNIT | PAPER NUMBER |

!

A ] (D

DATE MAILED: R B RO EY

Please find below and/or attached an Office communication concerning this application or
proceeding.

Commissioner of Patents and Trademarks

PT0O.0A0 (Rav. 2108
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01/ 869, 305

Appiication No. Applicant(s)

Office Action Summar 1 4 Examiner Group Art Unit

—The MAILING DATE of this communication appears on the cover sheet beneath the corraspondence address—-

Period for Response

A SHORTENED STATUTORY PERIOD FOR RESPONSE IS SET TO EXP{RE _%ONTH(S) FROM THE
MAILING DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a response be timely filed after SIX (6) MONTHS
from the mailing date of this communication.

- If the pericd for response spacified above is less than thirty (30) days, a response within the statutory minimum of thirty (30) days will be considered timely.
- If NO period for response is specified above, such period shall, by default, expire SIX (6) MONTHS from the malling date of this communication .
- Failure to respond within the set or extended period for response will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Status
Bﬁsponsive to communication(s) filed on Q@fﬁ'd& g y / ﬁ?.
0O This action is FINAL. ‘

{0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits Is closed in
accordance with the practice under Ex parte Quayle, 1935 C.D. 1 1; 453 O.G. 213.

Dispositjon of Claims ‘
- 32

Claim(s) / ) is/are pending in the application.

Of the above claim(s) is/are withdrawn from consideration.
0 Claim(s) is/are aljowed,

oy # A e 24 -~

] Claim(s) )/ / / i Qs/areargjected. Zé
0 claims)— 6.4 7= /3 is/are objected to. )

— . g Al-23 aud 27 ,
G/Claim(s)_zf%"_%j_}_w_j .ul%_iéjfre sub;’gct to restriction or election
. requirement.
Application Papers

[J See the attached Notice of Draftsperson’s Patent Drawing Review, PTO-948.

O The proposead drawing correction, filed on is Llapproved [} disapproved.y
0O The drawing(s) filed on is/are objected to by the Examiner.

[0 The specification is objected to by the Examiner.

[ The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. § 119 (a)-(d)

O Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 11 9(a)-(d).
{1 Al OSome* [ None ofthe CERTIFIED copies of the priority documents have been
O received.
0 recsived in Application No. (Series Code/Setial Number)
(33 received in this national stage application from the Internationaf Bureau (PCT Rule 1 7.2(a)).

*Certified copies not received:

Att;:hyent(s) ‘ S— o y ?/
nformation Disclosure Statement(s), PTO-1448, Paper No(s). e [ O Interview Summary, PTO-413
otice of References Cited, PTO-892 O Notice of Informal Patent Application, PTO-152
[3 Notice of Draftsperson’s Patent Drawing Review, PTO-948 01 Other

Office Action Summary

U. S. Patent and Trademark Office
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Application/Control Number: 08/869,305 I Page 2
Art Unit: 2785

1. This application contains claimg directed to the following patentably distinct species of the
claimed invention: firgt, second, third, fourth species of target means.

Applicant is required under 35 U.S.C. 121 to elect a single disclosed species for prosecution on
the merits to which the claims shall be restricted if no generic claim is finally held to be allowable.
Currently, the target means is generic.

Applicant is advised that a response to this requirement must include an identification of the
species that is elected consonant with this requirement, and a listing of all claims readable thereon,
including any claims subsequently added. An argument that a claim is allowable or that all claims are
generic is considered nonresponsive unless accompanied by an election.

Upon the allowance of a generic claim, applicant will be entitled to conside‘ration of claims to
additional species which are written in dependent form or otherwise include éll the limitations of an
allowed generic claim as provided by 37 CFR 1.141. If claims are added after the election, applicant
must indicate which are readable upon the elected species. MPEP § 809.02(a).

Should applicant traverse on the ground that the spe‘ciev:s are not patentably distinct, applicant
should submit evidence or identify such evidence now of record showing the species to be obvious
variants or clearly admit on the record that this is the case. In either instance, if the examiner finds one of
the inventions unpatentable over the prior art, the evidence or admission may be used in a rejection

under 35 U.S.C. 103(a) of the other invention.

2, During a telephone conversation with Mr. Vavid R. Graham (Reg. No. 36160) on November
6, 1998, a provisional election was made with traverse to prosecute the invention of the first species,
claims 1, 4, 6, 7, 8, 11, 13, 14, 17, 24-26, 28, 29, 30, 31 and 32. Affirmation of this election must be

made by applicant in responding to this Office ag:g}on, Claims 2, 3, §, 20, 9, 10, 12, 15, 16, 18, 19-20, 21-
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Application/Control Number: 08/869,305 - ' Page 3
Art Unit: 2785
23 and 27 are withdrawn from further consideration by the examiner, 37 CFR 1.142(b), as being drawn to

a non-elected invention.

3. Applicant is reminded that upon the cancellation of claims to a non-elected invention, the
inventorship must be amended in compliance with 37 CFR 1.48(b) if one or more of the currently named
inventors is no longer an inventor of at least one claim remaining in the application. Any amendment of
inventorship must be accompanied by a diligently-filed petition under 37 CFR 1.48(b) and by the fee

required under 37 CFR 1.17(h).

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis
for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless --

(e) the invention was described in a patent granted on an application for patent by another filed in the United States before
the invention thereof by the applicant for patent, or on an international application by another who has fuifilled the
requirements of paragraphs (1), (2), and (4) of section 37](c) of this title before the invention thereof by the applicant for
patent.

5. Claims 24-26 are rejected under 35 U.S.C. 102(e) as being anticipated by Novis et al (5,770,849
hereinafter Novis).
a. Ag per claim 24:
Novis teaches a peripheral device [10], comprisiné:
1) security means {86]-for-enabling-one-or-rmore-security-operations-to-be
perfermed-on-data ;

¥} a biometric device [14 (col. 3, lines 36-44; col. 9, lines 28-363-tor
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Application/Control Number: 08/869,305 Page 4
Art Unit: 2785 : :
3) means | 16] for enabling communication between
(a) the security means [86] and
(h) the biometric device [14],
(which communication is for transferring captured user characteristic
from biometric 14 to the security means 86 for authentication thereat
(col. 9, lines 26-37] ; and
4) means [95] for epabling communication with a host computing device
[96].
b. As per claim 25 or 26:
Novis teaches that his biometric device comprises either:
(1) a ﬁngeq‘arint scanning device (in order to input biometric identifier such
as a finger print (col. 3, lines 37-40)] or
(2) a retinal scanning device [in order to input biometric identitier such as a -

retinal scan (col. 3, lines 37-40)].

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness
rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 102 of
this title, if the differences between the subject matter sought to be patented and the prior art are such that the subject matter
as a whole would have been obvious at the time the invention was made to a person having ordinary skill in the urt to which
said subject matter pertains. Patentability shall not be negatived by the manner in which the invention was made.

7. This application currently names joint inventors. In considering patentability of the claims under
35 U.S.C. 103(a), the examiner presumes that the subject matter of the various claims was commonly

owned at the time any inventions covered therein were made absent any evidence to the contrary.

103




Application/Control Number: 08/869,305
Art Unit: 2785

. Page 5

Applicant is advised of the obligation under 37 CFR 1.56 to point out the inventor and invention dates of
each claim that was not commonly owned at the time a later invention was made in order for the
examiner to consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(f) or (g) prior art

under 35 U.S.C. 103(a).

8. Claims 1, 8, and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable over Novis et al
(5,770,849 her
a. Asperclaims 1.8, and T4:
i Novis teaches a peripheral device, comprising:

1) security means [86] for enabling one or more securi;y operations to be
performed on data;

2) target means [14 (col. 3, lines 36-44, col. 9, lines 28-30) for capturing
biometric input] for enabling a defined interaction with a host computing
device;

3) ineans [16] for enabling communication between
(a) - = ' the security means and: -

() the target means ,
[which communication is for transferring captured user characteristic
from biometric 14 to the security means 86 for authentication thereat

(col. 9, lines 26-371;

4) means [95] for enabling communication with a host computing device
[96].
ii. Applican’t s admitted prior art teaches:
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Application/Control Number: 08/869,305 ‘ Page 6
Art Unit; 2785

1
(1) [either] the security means [86) and/or. the target means [14] to
) v the host computing device [96]
instrictionaiC e HGsEomputng device.
jii. It would have been obvious to a person of ordinary skill in the art at the time the

invention was made to maitain, (even when the security device 203 and the target

device 202 of applican’t admitted art are implemented in a single unit), the

conneating

() [either] the security means [86] and/or the target means [14] to

)] the host computing device [96]

it deyice.

iv. This is because the admitted prior works fine.

b. As per ¢laim 4; 11 or 17:

Novis teaches that his target means 14 comprises a biometric device [col. 3, lines
41-44).

c. As perclaims 32 and 31: . . .s. ¢
These claims do not teach or cover more than those which are covered by claims
1, 8 and 14 and thus are similarly rejected with the same rationale applied
thereto.

d. Ag per Jaims 2 nd 30:
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Application/Control Number: 08/869,305 ‘) Page 7
Art Unit: 2785

Using the above rejected claims 1, 8 and 14 with a host computer device would
have been obvious to a person of ordinary skill in the art. This is because
peripheral devices are to be use with host device.

9. Claims 6, 7, and 13 are objected to as they depend on rejected claims.

10. The prior art made of record and not relied upon is considered pertinent to applicant's disclosure.

11, Any response to this action should be mailed to:

Commissioner of Patents and Trademarks
Washington, D.C. 20231

or faxed to:

(703) 308-9051, (for formal communications intended for entty).
Or;

(703)305-9724 (for informal or draft communications, please label
"PROPOSED" or "DRAFT")

Hand-delivered responses should be brought to Crystal Park II, 2121 Crystal Drive,
Arlington. VA., Sixth Floor (Receptionist).

12, Any inquiry concerning this communication or earlier communications from the examiner should
be directed to Examiner Ly Hua whose telephone number is (703) 305-9684. The examiner can normally
be reached on Monday to Friday from 9:30 AM to 6:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Mr, Robert
W. Beausoliel, Jr., can be reached on (703) 305-9713. The fax phone number for this Group is (703)
305-9724.

Any inquiry of a general nature or relating to the status of this application or proceeding should be
directed to the Group receptionist whose telephone number is (703) 305-3900,

P T D G OZ{}%ZLV/“ e
, LY V. HUA
PATENT EXAMINER
ART UNIT 2785

L. Hua
November 20, 1998
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Applicatjén No. Applicant(s)

BlALIck &
Notice of References Cited . é’ﬁmﬂgé‘z doy T Gm:pm — r At
"j_ LL'—(L-/ 27(3&{- Page_/_of_'A_
U.S. PATENT DOGUMENTS '

* DOCUMENT NO. DATE NAME CLASS | SUBCLASS
A5 720,849 | 6/2X | Novis ET Ac. 23¢] #92,
8|5.¢73, 692 /z/?s DAVLS SF| 28"
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* DOCUMENT NO. DATE COUNTRY NAME CLASS | SUBCLASS
N
0
P
Q
R
]

T
NON-PATENT DOCUMENTS

* DOCUMENT (Including Author, Title, Source, and Pertinent Pages) DATE
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* A copy of this reference is not being funished with this Office action.
118 Ptk st Tacama Ot (See Manual of Patent Examining Procadurae, Section 707.05(a).) Part of Paper No. 5_
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Transaction History Date 199903 |

Patent :
Date \nformauon retrieved from USP?’(C‘)) e | | I:
Apphcation information Retrieva :

oV
system records at WWw. uspto.g

G S H

Attorney Docket No.: SPY-004

IN THE S TATES PATENT AND TRADEMARK QFFICE
March 11, 1999 P‘EGE'\\’ED
Assistant Commissioner for Patents 2A\999 ‘,
Washington, D.C. 20231 - WR /
» R . 3 . 3 127 4 | ﬂ 9‘7“0
e: Applicants: William P. Bialick et al, G“O“

Assignee: Spyrus, Inc.

Title: Peripheral Device With Integrated Security
Functionality

Serial No.: 08/869,305

Filed: June 4, 1997 -

Examiner: L. Hua

Group Art Unit: 2785

Transmitted herewith are the following documents in the above-
identified application:

Response to Office Action (16 pages);
Check for $63.00 (Check No. 1385);
Return receipt postcard; and

This sheet in duplicate.

—~ o~ —~
W
—

The fee is calculated as follows (small entity status is claimed):
CLAIMS AS AMENDED

Claims Highest

After Number Additional .
Amendment Paid For Claims Rate Fee
Total Claims: 39 - 32 = 7 X §9 = § 63;00
Independent Claims: 8 - 12 = 0 X $38 = § 0.00
_ First filing of one or more multiple

dependent claims (8270 total fee) $ 0.00
‘ — Fee for Petition for Extension of Time (____ months) $ 0.00
‘ TOTAL FEE: ‘ S 63.00

I hereby certify that this correspondence is being Respectfully submitted,

deposited with the United States Postal Service as

first class mail in an envelope addressed to:
Assistant Commissioner for Patents, Washington, "
D.C, 20231, on March 11, 1999. ’
David R. Graham
3‘-‘ vq Reg. No. 36,150
Date

Signature Attorney for Applicants
1337 Chewpon Ave,
Milpitas, CA 95035

Tel. No.: (408) 945-9912
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicants: William P. Bialick et al. ) e 67
Assignee: pyrus, Inc. 1%
\ D ' -~
Title: o P&QNpheral Device With Integrated Security
‘tionality

w1 59 ECEN . 75‘?7
serial Ng.: ogf 69,305 Filed: June 4, 1997 R o -

o o
Examiner: —SBMSr™ pra Group Art Unit: 2785 “NR e

97“0

Attorney Docket No.: SPY-004 Gro

Milpitas, California
March 11, 1999

Assistant Commissioner for Patents
Washington, D.C. 20231

RESPONSE TO OFFICE ACTION
Sir:
Please enter the following response to the Office Action

dated December 11, 1998, in the above-identified application.

IN THE SPECIFICATION '
At page 5, line 19, delete "or" and substitute --,--;

! !

line 20, after ‘device" (first occurrence),

insert;;Jbr input to the peripheral

device_by a personf—.

At page 8, line 4, delégg/"computational" and substitute
--computing--;
line 5, deleté/"computational" and substitute

--computing--.;

0371771993 REAGAT  0000004S DBB0Y303

£3.00 0P
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-y
" line 10, delete "another" and sup§titute --the
peripheral--;
after "device" (second occurrence),
insert --302--;
line 11, deléfg#?another" and substitute --the
peripheral--~;
afiii/;device" (first occurrence),
insert --302--~.
At page 9, line 22, deléfgr"BA" and substitute --3B--.
- At page 13, line 5, delete "an".
At page 14, line 32, after ")", ingert --to enable
‘ /9} performance of security operationsf—.
T' At page 16, line 21, delete "colloquially" and sﬁﬁggitute
--informaglly--.
At page 20, line 31, delefe "implemen;ed" and substitute
f-opguated——,.
At page 22, line 9, deléggr"This" and substitute ..
% --The--;
\ line 18, deiéie "peripheral" and substitute
| --target--; ////
- line 30, after "device.", insert -j(Of course,
a in this case, security functionality,
/Q i.e., user authentication, is used as
part of the‘step 715)f-.
At page 24, line 18, after "below", insert --(see FIGS. 8,

9a and 9B)--.
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At page 28, line 13, delete "be";
after "also", insé;:,-Jbe--;
line 18, deléggl"with" and substitute
——tokprovide-—.
At page 29, line 5, after "806", insert --,--.
At page 33, line 7, delefg "a" (first occurrence) and
substitute --the--.

At page 34, line 18, deléte "peripheral".

IN THE CLATIMS

Please cancel Claims 1, 19, 21, 24, 27 and 28.

Please amend the claims as follows:

2. (Amended) A peripheral device as in Claim [1]£é
wherein the target means comprises means for non-volatilely

storing data.

i
3. (Amended) A pér;phe;§; device as in Claim [1] £,
wherein the target means comprises means for enabling

communication between the host computing device and a remote

device.

l

4. (Amended) A peripheral device as in Claim [1] 4,

wherein the target means comprises a biometric device.
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. , /
S 5.  (Amended) A peripheral device as in Claim [1] &,

wherein the target means comprises means for communicating with a

smart card.

l}(. (Amended) A peripheral device [as in Claim 1],

(further] comprising:

security means for enabling one or more security

operations to be performed on data;

target means for enabling a defined interaction with a
host computing device;
means for enabling communication between the security
means and the target means;
1{ means for enabling communication with a host computing

evi

means for operably connecting the security means and/or

the target means to the host computing device in response to

an _instruction from the host computing device:; and

means for mediating communication of data between the
host computing device and the target means so that the
communicated data must fir§t pass through the security

means.

%}( (Amended) A peripheral device [(as in Claim 11,
(further] comprising:
security means for enabling one or more security

operations to be performed on data;
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target means for enabling a defined interaction with a

host computing device;
means for enabling communication between the security

means and the target means;

means for enabling communication with a host computing

device;.
means for operably connecting the securitv means and/or

the target means to the host computing device in response to

an instruction from the host computing device; and

means for providing to a host computing device, in
response to a request from the host computing device for
information regarding the type of the peripheral device,
information regarding the function of the targeg.means [for

enabling a defined interaction with a host computing

devicel].

13. (Amended) A peripheral device as in C m 8, further

omprising means for providing to a host- puting device, in
response to a request from the host mputing device for
information regarding the type the peripheral device,

information regarding the nction of the target means [for

enabling a defined ipféraction with a host computing devicel].

JraA< (Amended) A peripheral device, comprising:
security means £for enabling one or more security

operations to be performed on data;

113



target means for enabling a defined interaction with a
host compﬁting device;

means fér enabling communication between the security
means and the target means;

means for enabling communication with a host computing
device; and

means for providing to a host computing device, in
response to a request from the host computing device for
information regarding tﬁe’type of the peripheral device,
information regarding theifunction of the target means [for

enabling a defined interaction with a host computing

device] .

|4 L3
}6( (Amended) A peripheral device as in Claim [1] 2,

wherein the solid-state disk storage device cémprises an ATA

format flash disk drive.

'Jg} F¢C b

(Amended) A peripheral device as in Claim [21] 2%,

wherein the wireless communication means comprises a wireless

modemn.

o 16
é&f (Amended) A peripheral device as in Claim [21] 34,
wherein the wireless communication means comprises a wireless LAN

transceiver.

v
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8

ap;zf (Amended) A peripheral device as in Claim [24Viz£,
wherein the biometric device comprises a fingerprint scanning

Y

IR
device.

91

M
26. (Amended) A peripherél device as in Claim [24] Zi,

wherein the biometric device comprises a retinal scanning device.

37

20. (Amended) A data security system, comprising:

a host computing device including one or more device
interfaces adapted to enable communication with another
device;

a peripheral device, comprisiné:

security means for enabling one or more security
operations to be performed on data;

target means for enabling a defined interaction
with a host computing device; and

means for enabling communication between the
security means and the target means;

means for enabling communication with a host
computing device; and

means for providing to a host computing device, in
response to a redquest from the host computing device
for information regarding the type of the peripheral
device, information regarding the function of the

target means [for enabling a defined interaction with a

host computing device].
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gﬁﬁéf (Amended) For use in a peripheral device adapted for
communication with a host computing device, performance of one or
more security operations on data, and interaction with a host
computing device in a defined way, a method comprising the steps
of:
communicating with the [receiving an instruction from

al host computing device to exchange data between the host

computing device and [regarding operation of] the peripheral

device; [and]

[performng] performing one or more security operations

and the defined interaction [in response to the instruction

from the host computing device] on_the exchanged data; and

mediating communication of the exchanged data between
the host computing device and the peripheral device so that
the exchanged data nmust first pass through means for

performing the one or more securitv operations.

Please enter the following new claims:

7387 (New) A peripheral device as in Clain®#, wherein the

target means comprises means for non-volatilely storing data.

&

%;ff (New) A peripheral device as in Claim 7, wherein the
target means comprises means for enabling communication between
the host computing device and a remote device.

}6{ (New) A peripheral device as in Claim /, wherein the

target means comprises a biometric device.
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‘means for non-volatilely storing data further comprises a solid-

le

/%%ﬁ (New) A peripheral device as in Claim /7, wherein the
tafget means comprises means for communicating with a smart card.
. . r

13 , | A
37. (New) A peripheral device as in Claim ¢ wherein the

means for non-volatilely storing data further comprises a solid-

state disk stdrage device.
b 18
34. (New) A peripheral device as in Claim }, wherein the
means for enabling communication between the host computing
device and a remote device further comprises wireless
communication means.

A%

7 ' .
9}41 (New) A peripheral device as in Claim 5, wherein the

state disk storage device.
7] A
A0. (New) A peripheral :«device as in Claim 3%, wherein the
solid-state disk storage device comprises an ATA format flash

disk drive.

A A8

4T, (New) A peripheral device as in Claim_}éf wherein the

means for enabling communication between the host»computing
device and a remote device further comprises wireless
communication means.

xy? ég?
441 (New) A peripheral device as in Claim 41, wherein the

wireless communication means comprises a wireless modem.
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) 4
44" (New) A peripheral device as in Claim #1, wherein the

wireless communication means comprises a wirelgss LAN

transceiver.

; 52
, ) ) o
?Ad. (New) A peripheral device as in Claim Z7, wherein the
biometric device comprises a fingerprint scanning device.
24 72
45. (New) A peripheral device as in Claim ¥7, wherein the

biometric device comprises a retinal scanning device.

/ IN THE ABSTRACT

Line 17, delete "or" and substitute --,--.

L.
Line 18, after "device" (second occurrence), ;gsefg/i/ r

i

input to the peripheral device b& a personf-.

Line 26, de%fE;'"’" (third occurrence)f

Line 27, delete "as described further belbw".

REMARKS
Claims 1-32 were filed and are pending. <Claims 2, 3, 5, 9,
10, 12, 15, 16, 18-23 and. 27 were not examinqj, since directed to

r examination by

species that were not provisionally elected f
the Examiner. Claims 24-26 were rejected under 35 U.S.C. § 102.
Claims 1, 4, g, 11, 14, 17 and 28-32 were rejected under
35 U.S.C. § 103. Claims 6, 7 and 13 were objected to as
dependent on a rejected claim. Claims 1, 19, 21, 24, 27 and 28
have been canceled. Claims 2-7, 13, 14, 20, 22, 23, 25, 26, 30

and 32 have been amended. Claims 33-45 have been added.

_.10_
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Reconsideration and allowance of Claims 2-18, 20, 22, 23, 25, 26,
29-32, and allowance of Cldims 33-45 is requested.

In the Office Action, the Examiner stated:

This application contains claims directed to the

following patentably distinct species of the claimed

invention: first, second, third, fourth species of

Applicant is required under 35 U.S.C. 121 to elect a
single disclosed species for prosecution on the merits
to which the claims shall be restricted if no generic
claim is finally held to be allowable. Currently, the

target means is generic.

Applicant is advised that a response to this
requirement must include an identification of the
species that is elected consonant with this
requirement, and a listing of all claims readable
thereon, including any claims subsequently added. An
argument that a claim is allowable or that all claims
are generic is considered nonresponsive unless
accompanied by an election.

Upon the allowance of a generic claim, applicant will
be entitled to consideration of claims to additional
species which are written in dependent form or
otherwise include all the limitations of an allowed
generic claim as provided by 37 CFR 1.141. 1If claims

are added after the election, applicant must indicate (
which are readable upon the elected species. MPEP § }
809.02(a). }

Should applicant traverse on the ground that the
species are not patentably distinct, applicant should
submit evidence or identify such evidence now of record
showing the species to be obvious variants or clearly
admit on the record that this is the case. In either
instance, if the examiner finds one of the inventions
unpatentable over the prior art, the evidence or
admission may be used in a rejection under 35 U.S.C.
103(a) of the other invention.

During a telephone conversation with Mr. ([D]avid R.
Graham (Reg. No. 36,160 [sic]) on November 6, 1998, a
provisional election was made with traverse to
prosecute the invention of the first species, claims,
1, 4, 6, 7, 8, 11, 13, 14, 17, 24-26, 28, 29, 30, 31
and 32. Affirmation of this election must be made by
applicant in responding to this Office action. Claims
2, 3, 5, 20, 9, 10, 12, 15, 16, 18, 19-20, 21-23 and 27

- ll -

/|
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are withdrawn from further consideration by the

examiner, 37 CFR 1.142(b), as being drawn to a non-

elected invention.

Applicants confirm the‘provisional election to prosecute the
invention of the first species (i.e., the species in which the
target means can be embodied by a biometric device), originally
pending claims 1, 4, 6-8, 11, 13, 14, 17, 24-26 and 28-32
readable thereon. Applicants have added Claims 33-45. Claims
35, 44 and 45 are also readable. oh the invention of the elected
first species. Claims 33, 37, 39 and 40 are readable on the
invention of the species in which the target means can be
embodied by means for non-volatilely storing data. Claims 34, 38
and 41-43 are readable on the invention of the species in which
the target means can be embodied by means for enabling
communication between the host computing device and a remote
device. Claim 36 is readable on the invention of the species in
which the target means can be embodied by means for communicating
with a smart card.

However, in view of the above amendments and the remarks
below, Applicants contend that all pending claims, including
those readable on non-elected species, are either an allowablé
generic claim (i.e., Claims 6, 7, 8, 13, 14 and 29-32) or are
dependent on an allowable generic claim (i.e., Claims 2-5, 9-12,
15-18, 20, 22, 23, 25, 26 and 33-45).

The Examiner further stated in the Office Action that
“Claims 6, 7, and 13 are objected to as they depend on rejected
claims," i.e., Claims 6, 7 and 13 would be allowable if rewritten

in independent form to include the limitations of the base claim

- 12 -
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and any intervening claims. Claims 6, 7 and 13 have been
rewritten in this manner and are therefore in condition for
allowance. (Claims 7 and 13 have aiso been amended to simplify a
recitation of the target means.) Further, Claims 2-5 have each
been amended to depend upon Claim 6 and are therefore allowable
as dependent‘on an allowable claim. Additionally, new Claims 33-
36 each depend upon Claim 7 and are therefore allowable as
dependent on an allowable claim.

Before amendment, Claim 6 recited "[a] peripheral device as

in Claim 1, further comprising means for mediating communication

of data between the host computing device and the target means SO

that the communicated data must first pass through the security

means" (emphasis added). Since Claim 1 was fejected under 35
U.S5.C. § 103 as unpatentable over Novis et al., the above-
emphasized recitation in Claim 6 is apparently the basis for
allowability of Claim 6. Claims 8 and 29 were also rejected
under 35 U.S.C. § 103 as unpatentable over Novis et al. However,
Claims 8 and 29, like Claim 6, recite "means for mediating
communication of data between the host computing device and the
target means so that the communicated data must first pass
through the security means." Therefore, Applicants submit that
Claims 8 and 29, like Claim 6, are allowable. Further, Claims 9-
12, which each depend upon Claim 8, are therefore allowable as
dependent on.an allowable claim. Additionally, Claims 20, 22,
23, 25 and 26, which have been amended so that each depends
either directly or indirectly ubon one of Claims 9-11, are also

allowable as dependent on an allowable claim. Similarly, new

..13_
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Claims 37 and 38, which depend upon Claims 9 and 10,
respectively, are allowable as dependent on an allowable claim.
Before amendment, Claim 7 recited "[a] peripheral device as

in Claim 1, further comprising means for providing to a host

computing device, in response to a request from the host

computing device for information regarding the type of the

perivheral device, information regarding the function of the

means for enabling a defined interaction with a host computing

device" (emphasis added). Since Claim 1 was rejected under 35
U.S.C. § 103 as unpatentable over Novis et al., the above-
emphasized recitation in Claim 7 is apparently the basis for
allowability of Claim 7. Claims 14 and 30 were also rejected
under 35 U.S.C. § 103 as unpatentable over Novis et al. However,
before amendment, Claims 14 and 30, like Claim 7, recited "means
for providing to a host computing device, in response to a
request from the host computing device for information regarding
the type of the peripheral device, information regarding the
function of the means for enabling a defined interaction with a
host computing device." (Claims 14 and 30 have been amended,
like Claim 7, to simplify a recitation of the target means.)
Therefore, Applicants submit that Claims 14 and 30, like Claim 7,
are allowable. Further, Claims 15-18, which each depend upon
Claim 14, are therefore allowable as dependent on an allowable
claim. Additionally, new Claims 39-45, which each depend upon
one of Claims 15-17 either directly or indirectly, are also

allowable as dependent on an allowable claim.

122




Claim 31 recites "[flor use in a peripheral device adapted
for communication with a host computing device, performance of
one or more security operations on data, and interaction with a
host computing device in a defined way, a method comprising the
steps of: receiving a request from a host computing device for
information .regarding the type of the peripheral device; and
proviaing to the host computing device, in response to the

requegt, information regarding the tvpe of the defined

interaction (emphasis added). The above-emphasized part of
Claim 31 recites functionality similar to that of allowable
Claims 7, 13, 14.and 30. Therefore, Applicants submit that
Claim 31 is allowable.

As amended, Claim 32 recites "[f]or use in a peripheral
device adapted for communication with a host computing device,
performance of one or more security operations on data, and
interaction with a host computing device in a defined way, a
method comprising the steps of: communicating with the host
computing device to exchange data between the host computing
device and the peripheral device; performing one or more security
operations and the defined interaction on the exchanged data; and

mediating communication of the exchanged data between the host

computing device and the peripheral device éo that the exchanged
data must first pass through means for performing the one or more
securj operationg" (emphasis added). The above-emphasized part

of Claim 32 recites functionality similar to that of allowable

Claims 6, 8 and 29. Therefore, Applicants submit that Claim 32

is allowable.
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Claims 1, 19, 21, 24, 27 and 28 have been canceled, thereby
obviating the rejections of those claims.
In view of the foregoing, Applicants submit that Claims 2-

18, 20, 22, 23, 25, 26 and 29-41 are in condition for allowance.

CONCLUSTON

Claims 1-32 were'pending. Claims 2, 3, 5, 9, 10, 12, 15,
16, 18-23 and 27 were not examined, since directed to species
that were not provisionally elected for examination by the
Examiner. Claims 1, 4, 8, 11, 14, 17, 24-26 and 28-32 were
rejected. Claims 6, 7 and 13 were objected to. Claims 1, 19,
21, 24, 27 and 28 have been canceled. Claims 2-7, 13, 14, 20,
22, 23, 25, 26, 30 and 32 have been amended. Claims 33-45 have
been added. In view of tbe foregoing, it is requested that
Claims 2-18, 20, 22, 23, 25, 26 and 29-45 be allowed. If the
Examiner wishes to discuss any aspect of this application, the
Examiner is invited to telephone Applicants' undersigned attorngy

at (408) 945-9912. .

I hereby certify that this correspondence is being Respectfully submitted,
deposited with the United States Postal Service as

first class mail in an envelope addressed to:

Assistant Commissioner for Patents, Washington, ‘

D.C. 20231, on March 11, 1999. ¢
?;Q@gz 6% "!ﬁ é:l{ ( David R. Graham

Date Signature - Reg. No. 36,150

Attorney for Applicants

_16_
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Attorney Docket No.: SPY-004

et 9969 305 lguc

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

March 12, 1999

Washington, D.C. 20231

Re: Applicants: Wwilliam P. Bialick et al.
Assignee: Spyrus, Inc. .
Title: Peripheral Device With Integrated SecuriﬁECE|VED

Functionality o
Serial No.: 08/869,305 {
Filed: June 4, 1997 MAR 23

Examiner: L. Hua ‘ . 2700
Group Art Unit: 2785 Group

Transmitted herewith are the following documents in the above-
identified application:

(1) Supplemental Response to Office Action (3 pages); and
(2) Return receipt postcard.

The fee is calculated as follows (small entity status is claimed):

CLAIMS AS AMENDED

Claims Highest
After Number Additional
Amendment Paid For Claims Rate Fee
Total Claims: 39 - 39 = 0 X $9 = § 0.00
Independent Claims: 9 - 12 = 0 X 838 =58 0.00
First filing of one or more multiple .
dependent claimg ($§270 total fee) S 0.00
Fee for Petition for Extension of Time ( months) S 0.00
TOTAL FEE: . $ 0.00
I hereby certify that this correspondence is being Respectfully submitted,

deposited with the United States Postal Service as
first class mail in an envelope addressed to:
Assistant Commissioner for Patents, Washington, 4
D.C, 20231, on March 12, 1999. ’
¢ David R. Graham
?'[&«42 Reg. No. 36,150
Date signatlire Attorney for Applicants

1337 Chewpon Ave.
Milpitas, CA 95035
Tel. No.: (408) 945-9912

I
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““Ap@ icants: William P. Bialick et al. f%?gg
e i+

IN THE UNITED STATESIPATENT AND TRADEMARK QFFICE
Spyrus, Inc. /ﬂ

Peripheral Device With Integrated Security

Functionality
Serial No.: 08/869, 305 Filed: June 4, 1997
Examiner: L. Hua : Group Art Unit: 2785 L{}l 77

Attorney Docket No.: SPY-004

Milpitas, California
March 12, 1999

Assistant Commissioner for Patents
Vﬂ Washington, D.C. 20231

\ SUPPLEMENTAL RESPONSE TO OFFICE ACTION
Mo
: Sir:

Please enter the following supplemental response to the
Office Action dated December 11, 1998, in the above-identified
application. A Response to Office Action was previously
submitted by Applicants on March 11, 1999 (hereinafter, the

"previous Office Action response"), responding to that Office

Action.

IN THE CLAIMS

Please amend the claims as, follows:

72
gi}é. (Twice. Amended) A peripheral device [as in Claim 87,
( [further] comprising;
security means for enablin or_mor ecurit

operations to bhe rformed on ta;
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w”’> target ans for enabling a defined interaction with a

. host computing device;

means for enabling communication between the gecurity

means and the target means;

means for enabling communication with a hogt computing

devicge;

means for mediating communication of data between the

, host computing device and the target means so that the

communicated data mus;xfirst pass through the security
eansg; and

means for ﬁroViding’to a host computing device, in
response to a request from the host computing device for
information regarding the type of the peripheral device,

information regarding the function of the target means.

REMARKS
In the previous Office Action response, Applicants stated
that Claim 13 had been rewritten in independent form to include
the limitations of the base claim and any intervening claims and
was, therefore, in condition for allowance. However, Claim 13
was inadvertently not amended in that way in the previous Office

Action response. Claim 13 has been amended herein as indicated

above.
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Claims 2-18, 20, 22, 23, 25, 26 and 29-45 are pending.
- Allowance of Claims 2-18, 20, 22, 23, 25, 26 and 29-45 is
requested. TIf the Examiner wishes to discuss any aspect of this

application, the Examiner is invited to telephone Applicants’
{

undersigned attorney at (408) 945-9912.

I hereby certify that this correspondence is baing Respectfully submitted,
deposited with the United States Postal Service as

first class mail in an envelope addressed to: ¢

Assistant Commissioner for Patents, Washington,

D.C. 20231, on March 12, 1999. v
2-[247 Q e e tg Z David R. Graham

Date Signature Reg. No. 36,150
Attorney for Applicants
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A 2035

IN THE UNITED STATES PATENT AND TRADEMARK QFFI

ApplicapesT William P. Bialiék et al. ;ifj7

Assig W
RECEIVED

Titlel®, ce With Integrated Security -

%, APR 05 199
. 38K nes\k .
Serial NO™= Filed: June 4, 1997 GI'DUP 2700
Examiner: Group Art Unit: 2785

Attorney Docke

Milpitas, California
March 24, 1999

Assistant Commissioner for Patents
Washington, D.C. 20231

INFORMATION DISCLOSURE STATEMENT
WITH CERTIFICATION UNDER 37 C.F.R. §1.97(e) (2)

Sir:

Pursuant to 37 C.F.R. § 1.56, § 1.97 and § 1.98, Applicants
bring the documents (copies enclosed) listed on the enclosed Form
PTO-1449 to the Examiner's attéﬁtion in the above-identified .
application. Citation of thésé?documents shall not be construed
as an admission that the documents are necessarily prior art with
respect to the instant invention. Also, citation of these
documents shall not be construed as an admission that the
information disclosed therein 1s, or is considered to be,
material to patentability as defined in 37 C.F.R. § 1.56(b).

The undersigned hereby certifies in accordance with 37 CFR
§1.97(e) (2) that no item of information contained in this
information disclosure statement was cited in a communication

from a foreign patent office in a counterpart foreign application
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or, to the knowledge of the person signing the certification

after making reasonable inquiry, was known to any individual

designated in §1.56(c) more than three months prior to the filing

of this information disclosure statement.

1 hereby certify that this correspondence is being
deposited with the United States Postal Service as
first class mail in an envelope addressed to:
Assistant Commissioner for Patents,

washington, D.C. 20231, on March 24, 1999,

;“Jﬂ*gi . ‘

Date Signature
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Respectfully submitted,

David R. Graham

Reg. No. 36,150
Attorney for Applicants




.%»7’/5 4T

SHEET 1 OF'1

U.S. DEPT OF COMMERCE - PATENT A.o TRADEMARK OFFICE
INFORMATION DISCLOSURE CITATION

(Use several sheets if necessary)

ATTORNEY DOCKET Nu.: SPY-004

SERIAL NO.:

08/869, 305

APPLICANTS:

William P, Bialick et al.

' GROUP ART UNIT:

F!LING DATE: June &4, 1997 2785
U.S, PATENTS
EXAMINER'S | PATENT NUMBER | ISSUE DATE | INVENTOR(S) CLASS SUB-CLASS | FILING DATE
INITIALS
)
ok 5,694,335 12/2/97 Hol Lenberg 364 514 3/12/96
WA | 5,207,206 3/22/% orton 380 3oy g bk D)
-~ .- T b P T v v
P AFR Py 1999
\T
JZS AN me_
o
[ g o
\ “F 3 o
&)
% [ NF
Ny &/
A A
FOREIGN PATENT DOCUMENTS
EXAMINER'S | DOCUMENT PUBLICATION | NAME(S) COUNTRY TRANSLATION?
INITIALS | NUMBER DATE
) YES NO
COMMONLY OWNED, CO-PENDING U.S. PATENT APPLICATIONS
EXAMINER'S | SERIAL NUMBER | ATTORNEY APPLICANT () CLASS SUB-CLASS | FILING DATE
INITIALS DOCKET NO.
OTHER DOCUMENTS
EXAMINER'S AUTHOR(S), TITLE, DATE, PERTINENT PAGES, ETC.
INITIALS o T )

EXAMINER:

DATE CONSIDERED:

Examiner:
if not in conformance and not considered.

Initial if citation considered, whether or not citation is in conformance with MPEP §609,

Draw Line through citation
Include copy of this form with next communication to the applicant.

e mma Al aA

131




"
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UNITED STATES DEPARTMENT OF COMMERCE
Patent and Trademark Office -

Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231
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This is a communication from the examiner in charge of your application. e/ 07793 ;

COMMISSIONER OF PATENTS AND TRADEMARKS

NOTICE OF ALLOWABILITY

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) GLOSED In this application. If not included herewith (or
;ev}sly mailed), a Notice of Allowance and Issue Fee Due or,other appropriate communication will be mailed in due course.

v Wt Ao £ : i /‘;/3/31
B/Theallowedclaim(s)ls/are'.Z.a"ﬁ, ,ZQ, 22, 23, 2S 26, &d .2'?—1/5, /9?9,

[J The drawings filed on are acceptable.

This communication is responsive to

J Acknowledgement is made of a claim for forsign priority under 35 U.8.C. § 119(a)-(d).
O Al O some* [J None of the CERTIFIED copies of the priority documents have been {
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(1 received. ' e gt

.

[ received in Application No. (Series Code/Serial Number)

O received in this national staga application from the International Bureau (PCT Rule 17.2(a)).

*Certified copies not received:

g Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e).

A SHORTENED STATUTORY PERIOD FOR RESPONSE to comply with the requirements hoted balow is set to EXPIRE THREE MONTHS
FROM THE “DATE MAILED" of this Office action. Failure to timely comply will result in ABANDONMENT of this application. Extensions of
time may be obtained under the provisions of 37 CFR 1.136(a).

[J Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PTO-152, which discloses that the oath or
declaration is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED.

‘E/A‘pplicant MUST submit NEW FORMAL DRAWINGS
mcause the originally filed drawings were declared by applicant to be informal.

a including changes required by the Notice of Draftperson's Patent Drawing Review, PTO-848, attached hereto ar to Paper No.

(O including changes required by the proposed drawing corraction filed on , which has been approved
by the examiner,

O including changes raquired by the attached Examiner's Amandment/Comment.

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the reverse side of the drawings.
The drawings should be filed as a separate paper with a transmittal letter addressed to the Officlal Draftperson.

(0 Note the attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Any response to this letter should include, in the upper right hand corner, the APPLICATION NUMBER (SERIES CODE/SERIAL NUMBER).
If applicant has received a Notice of Aliowance and Issue Fee Due, the ISSUE BATCH NUMBER and DATE of the NOTICE OF
ALLOWANCE should also be included.

Attachment(s) o
[J Notice of References Cited, PTO-892
Information Disclosure Statement(s), PTO-1449, Paper No(s). ? . LYV.HUA
O Notica of Draftsperson's Patent Drawing Review, PTO-948 PRIMARY EXAMINER

(J Notice of Informal Patent Application, PTO-152
O Interview Summary, PTO-413
N O Examiner's Amendment/Comment
“'h_l Examiner's Comment Regarding Requirement for Deposit of Biological Material

Examiner's Statement of Reasons for Allowance
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UNITED ST. :..EPARTMENT OF COMMERCE
Patent and Trademark Office

AN
BNV

mres

NOTICE OF ALLOWANCE AND ISSUE FEE DUE

I B RO

w!uni

L B A L AN
[ R I B R P R BRI T TR R
A O T A WP TR
APPLICATION NO. | FLNG DATE TOTALCLAMS | EXAMINER AND GROUP ART UNIT DATE MAILED
Uif--'.':_-h" ! ' | e y 1N ‘ H‘Yﬂ:l { d s VAT ‘:-)‘E.’
Firet Named L‘ Ll:'ll.j H R :.:r !A,i::\i. poa T Py g s (L N l:l I‘:""|\ LN
Applicant
TITLE OF R R N R P R R R R U N B R A N N NN RS U NN B P N SN SO0 N T P O Y
INVENTION
| classsuscass | Batcno. | appnTyre | swawenty | FEEDUE DATE DUE

ATTY'S DOCKET NO.

R (I F RN AT 'R IR Paid fep bty Fi Flaht L D

W e

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. *
PROSECUTION ON THE MERITS IS CLOSED.

THE ISSUE FEE MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING DATE OF THIS NOTICE OR THIS
APPLICATION SHALL BE REGARDED AS ABANDONED. TORY PERI ENDED.

HOW TO RESPOND TO THIS NOTICE:

. Review the SMALL ENTITY status shown above.
It the SMALL ENTITY is shown as YES, verify your
current SMALL ENTITY status:

If the SMALL ENTITY is shown as NO:

A. If the status is changed, pay twice the amount of the
FEE DUE shown above and notify the Patent and
Trademark Office of the change in status, or

B. If the status is the same, pay the FEE DUE shown
above.

A. Pay FEE DUE shown above, or

B. File verified statement of Small Entity Status befors, or with,
payment of 1/2 the FEE DUE shown above.

. Part B-Issue Fee Transmittal should be completed and returned to the Patent and Trademark Office (PTO) with your
ISSUE FEE. Even if the ISSUE FEE has already been paid by charge to deposit account, Part B Issue Fee Transmittal
should be completed and retumed. If you are charging the ISSUE FEE to your depasit account, section “4b” of Part
B-lssue Fes Transmittal should be completed and an extra copy of the form should be submitted.

IIl. All communications regarding this application must give application number and batch number.
Please direct ail communications prior to Issuance to Box ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents Issulng on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It Is patentee’s responsibility to ensure timely payment of maintenance
fees when due.

PATENT AND TRADEMARK OFFICE COPY
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicants: William P, Bialick et al. /

: iene 4T
Ass:.g?%e\! G UI;‘Spyrus, Inc.

F

Title ripheral Device With Integrated Security
Pt Functionality
| W i
Seriai’ﬁ“;’No,_.:\,.,\{;';'08/869,305 Filed: June 4, 1997
‘.‘.‘..-: ;”\ Rt
Examiner: L. Hua Group Art Unit: 2785
Batch No.: Uo4 ' Allowed: June 7, 1999

Attorney Docket No.: SPY-004

Milpitas, California
June 16, 1999

Box Issue Fee
Assistant Commissioner for Patents RECEIVEF‘

Washington, D.C. 20231
CuN 2 41999
SUBMISSION OF FORMAL DRAWINGS JU“

ina Di '
Sir: | Pmﬁ ivislor

In a Notice of Allowability dated June 7, 1999, in the
above-identified application,“épplicapt‘s_ were required to submit
formal drawings. Applicants submit herewith nine (9) sheets of
formal drawings consisting of FIGS. 1, 2, 3A, 3B, 4, 5, 6, 7, 8,
9A and 9B. The Official Draftsperson is requested to telephone
Applicants' undersigned attorney at (408) 945-9912 if there are

any questions or problems with the enclosed formal drawings.

1 hereby cert1fy that this correspondence is being Respectfully submitted,
deposited with the United States Postal Service as

first class mail in an envelope addressed to: .
Assistant Commissioner for Patents, Washington, k
D.C. 20231, on June 16, 1999. .
£~ ..-Zz a’E ‘c 4 é Zé David R. Graham .
Date Signat Reg, No. 36,150

Attorney for Applicants

1008869305
" NN MO A
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicants: William P. Bialick et al.

Agsignee: Spyrus, Inc. .

Title: Peripheral Device With Integrated Securit
Functionality:}

Serial No.:  08/869,305  Filed: June 4, 1997 .

Examiner: L. Hua Group Art Unit: 2785 RECE‘VED

Batch No.: Uo4 Allowed: June 7, 1999 DEC 07 1999

Attorney Docket No.: SPY-004 Group 2700»

~ Milpitas, California
September 7, 1999

Box Issue Fee
Assistant Commissioner for Patents
Washington, D.C. 20231
PETITION UNDER 37 C.F.R. § 1.97(d) (2)
Sir:

In view of the allowed status of the above-referenced
application, pursuant to 37 C.F.R. § 1.97(4)(2), Applicants
hereby request consideration of the accémpanying_Information
Disclosure Statement. Enclosed is a check (Check No. 1461) for

$130.00 for the petition fee under 37 C.F.R. § 1.17(i). This

Petition is being submitted in duplicate.

1 hereby certify that this correspondence is being Respectfully submitted,
deposited with the United States Postal Service as

first class matl in an envelope addressed to: ¢

Assistant Commissioner for Patents,

Washington, D.C. 20231, on September 7, 1999. -
QQ\ﬂz %“[ £ g ei 7 David R. Graham

Date Sighdtire Reg. No. 36,150

Attorney for Applicants

144




’ IN THE UNITED STATES PATENT AND TRADEMARK OFFICE ‘ﬁk[(

Appliqants: William P, Bialick et al.

Assignee: Spyrus, Inc.

Title: Peripheral Device With Integrated Securid }:
Functionality

Serial No.: 08/869,305 Filed{! June 4, 1997 DEC 07 1999

Examiner: L. Hua Group Art Unit: 2785 | GrOUDZZOD

Batch No.: U04 Allowed: June 7, 1999x\|

v 19 1089
Attorney Docket No.: SPY-004

Mllpltas, California
September 7, 1999

Box Issue Fee f?EWT.‘

Assistant Commissioner for Patents "wfy\ﬂ%[)
Washington, D.C. 20231

INFORMATION DISCLOSURE STATEMENT sy
WITH CERTIFICATION UNDER 37 C.F.R. §1.97(e) (2) ’;{:S;Ui iston

Sir:

Pursuant to 37 C.F.R.:§ 1.56, § 1.97 and § 1.98, Applicants *
bring the documents (copies enclosed) listed on the enclosed Form
PTO-1449 to the Examiner's attention in the above-identified
application. Citation of these documents shall not be construed
as an admission that the documents are necessarily prior art with
respect to the instant invention. Also, citation of these
documents shall not be construed as an admission that the
information disclosed therein is, or is considered to be,

material to patentability as defined in 37 C.F.R. § 1. 56 (b)

IMJOW

The undersigned hereby certifies in accordance with 27 CFR
§1.97(e) (2) that no item of information contained in thigs

information disclosure statement was cited in a communicégion

122

1

’_l

|
14/1999 WSHIFER1
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—

from a foréign patent office in a counterpart foreign application

or, to the knowledge of the person signing the certification

after making reasonable inquiry, was known to any individual

designated in §1.56(c) more than three months prior to the filing

of this information disclosure statement, except for U.S. Patent

No. 4,709,136 to Watanabe.

I hereby certify that this correspondence is being
deposited with the United States Postal Service as
first class mail in an envelope addressed to:
Assistant Commissioner for Patents,
Washington, D.C. 20231, on September 7, 1999.

A

~\.
Dat Signature
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Respectfully submitted
and certified by,

B £ il

‘David R. Graham

Reg. No. 36,150
Attorney for Applicants




U.S. BEPT OF COMMERCE - PATENT A , TRADEMARK OFFICE

INFORMATJON DISCLOSURE CITATION

(Use several

sheets if necessary)

ATTORNEY DOCKET NO.:

SPY-004

) of 1
SERIAL NO.: 08/869,3

[“oe

APPLICANTS:

William P. Bialick et al.

FILING DATE:

June 4, 1997

GROUP ART UNIT:

2785

EXAMINER'S PATENT NUMBER ISSUE DATE INVENTOR(S) 0\ c/o CLASS SUB-CLASS FILING DATE
INITIALS 0
— (=] T
ﬂﬂx 4,709,136 1/24/dr Watanabe SER 131999 w 235 379 06/03/86
M 5,878, 142 3/2/99 Caputo et al, & 38D 25 6/10/96
)
@(l[ 5,790,674 8/4/98 _ Houvener ot al. \@ 380 23 7/19/9%
@Q 5,610,981 3/11/97 Mooney et al, 380 25 2/28/95
;Z)QSL 5,524,134 6/4/96 Gustafson et al. 379 58 4/28/9%
ﬁ;ﬂ 5,828,832 10/27/98 Holden et al, 395 187.01 7/30/96
ﬁ)@', 5,640,302 6/17/97 Kikinis 361 687 3/11/96
Groun P700
FOREIGN PATENT DOCUMENTS
EXAMINER'S DOCUMENT PUBLICATION NAME(S) JURISDICTION TRANSLATION?
INITIALS NUMBER DATE
YES NC
OTHER DOCUMENTS
EXAMINER®S AUTHOR(S), TITLE, PUBLICATION, DATE, PERTINENT PAGES, ETC.
INITIALS

r

DATE CONSIDERED: JJ//C/ 99
[ T

[4
- Examiner; Initiél if citation considered, whether or not citation is in conformance with MPEP g609. Oraw line through citation
~H..if not in conformance and not considered. Include copy of this form with next communication to the applicant,

Form PTO-1449
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BEST COPY.

PART B—ISSUE FEE TRANSMI™

Complete and mall this form, togethér wi.. applicable fees, to: » Box ISSUE FEE
Assistant Commilssloner for: v ...8

Washington, D.C. 20231
MAILING INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE. Blocks 1 Note: The certificate 'M ail be used for d
through 4 should ba completed whare appropriate. Allfurther correspondenceincluding the Issue Fee | Hor- | e certicate o only be u omestic

Recaeipt, the Patant, advance orders and notification of maintenance fees will be mailed to the current ,ﬂ?ﬁ'ﬁﬁtﬁg'ffcﬁffp::;nmm a‘éam':ﬁmﬁfam, s,,f,’: ;’;ﬁ
corraspondence address as indicated unless correctad below or directed otherwise in Block 1, by (a) | assignment or formal drawing, must have its own certilicais of malling.
specilying a new comrespondence address; and/or (b) indicating & separate “FEE ADDRESS" for '

maintenance fee notifications. Certificate of Malling
CURRENT CORRESPONDENCE ADDRESS (Nota: Laglbly mark-up with any comections or use Black 1) 1 hareby certify that this lasue Fee Transmittal is being daposited with
. the United States Postal Sarvice with sufficlent postage for first class '
) Lt /0en s maliinan na:velope addressed fo the Box Issue Fee addrass above on i
. e ekt AL N A R the data jndicated below. :
DAVID R OGRAHAM

M i:l...i':' [ ]-A‘:E] | {\ ._‘)‘l;IIJ ",4,

vid R, Graham {Depositor's name)
Y
M;,Mvw (Signature)

September 7, 1999 (Date)
APPLICATION NO. | Funapate | ToTALcLAmMs | EXAMINER AND GROUP ART UNIT |  pATEMALED
/86D, 305 Q&704 797 s Hilh, L 2 0&/07799
]
:i;mtrw_ BIALICK., WIOUSC 1S4 bermoaxt., = 0 Dava.

m&%& _F"EiF\‘lF*i-ﬂifﬁ‘ﬁ"ﬂ.._~ DEVTUE WITH INTEGRATELDR SECURITY FURCTTOMALTTY

ATTY'S DOCKET NO. | cuaessuciass | BatcHNO. [ APPIN.TYPE | sMALLENTITY | FEEDUE | DATE DUE

)

. BPY-G04 FLEBe0n. 000 L WTILITY YES FEOE, 00 (UEFAT R

1. Change of cormespondence eddrass of indication of “ Fee Address” (37 CFR 1.363). 2. For printing on the patant front page, list
Use of PTO form(s) and Customer Number are recommended, but not required. (1) the names of up to 3 reglsiered patent {1 Da v id R.Graham .
attomeys or agents OR, attematively, (2)
[Jchange of corraspondence address (or Change of Correspondance Address form | the name of a single firm (having as a
PTOV8R/122) attached. member a registered altomey or agent) 2
and the names of up to 2 reglstered patent
[ “Fee Address" indication (or “Fee Address” Indication form FTO/SB/47) attachad. attorneys or agents. If no name is fisted, no
. name will ba printed. s

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 4a, Tha lollowing fees are enclosed (make check payable o Commissioner
PLEASE NQTE: Unlass an assignee ls identified below, no essignea data will appear on the patent. of Patents and Trademarls):
Inclusion of assignea data is only approplate when an assignment has been previously subrmitted to X Fee
the PTO or Is being submitted under separato covar. Complation of this form ks NOT & subsititue for Saue '
filing an assignment’ @ Advance Order - # of Coples__1.g

(A)NAME OF ASSIGNEE Spyrus, Inc.

4b. The following faes or deficlency in thase fees should be charged to:

1a pEPOSIT ACCOUNT NUMBER_5Q-0840
(ENCLOSE AN EXTRA COPY OF THIS FORM)

0] tssus Fee
C] Advance Order - # of Coples

(B) RESIDENCE: (CITY & STATEORCOUNTRY) Santa Clara, Californ

Please chack the appropriate assignee category indicated below (will not ba printed on the patent)
O individus! 3 corporation or other prvats group antity (1 govemment

The COMMISSIONER OF PATENTS AND TRADEMARKS IS requestad to apply the Issua Fea to the application identified above. &8

(Authorized Sigratre) ﬁ . /e E ! (Dats) -2

' y [T} Iy

M . C? \.7 . q‘q ﬁ ™
NOTE; The Issue Fee will not be accepted from anyone other than the applicant; a registered attomey )
or agent; or the assignea or other party In Intarast as shown by the records of the Patent and RECE‘V F n %
Trademark Office, ‘ &
Burden Hour Statement: This form Is estimated to take 0.2 hours to complete. Time will vary 1 99 §
depending on the neads of the individual case. Any comments on the ambunt of time required SEP 7 \9 =3
o complete this form should be sent to the Chief information Officer, Patent and Trademark - S

Office, Washington, D.C. 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS publlshing Divisiuy

ADDRESS, SEND FEES AND THIS FORM TO: Box Issua Fee, Assistant Commissioner for Corres/Atlowed Fites 1 g
Patents, Washington D.C. 20231 . 2 e £
Undar the Paparwork Reduction Act of 1995, no parsons are required to reabond to a collection :

of information unless it displays a valid OMB control number. ¢ 3

. ) ) N
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gx(T Or g,
f %e\& UNITED STATESL ~ARTMENT OF COMMERCE
: ¢ | Patentand Trademark Office
%% j Address: COMMISSIONER OF PATENTS AND TRADEMARKS
o Washington, D.C. 20231
[ apPucaTioNNO. | FILINGDATE | FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |
0g/869, 305 D&/04797 BIALICK W SFY-D04
| EXAMINER |
I LMEL /1206 B
DAVID R GRAHAM : HLIA, L
1337 CHEWPON AVENUE [ ARTUNT | PAPER NUMBER |
MILFITAS CA 95035
2785 /;7____
DATE MAILED:

12716799

Please find below and/or attached an Office communication concerning this application or
proceeding.

Commissloner of Patents and Trademarks
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A
B/

Patent and 1. ademark Office

Address:
Washington, D.C. 20231

UNITED ST* TS DEPARTMENT OF COMMERCE

COMMISSIONER OF PATENTS AND TRADEMARKS

| APPLICATIONNO. | FILING DATE

FIRST NAMED INVENTOR

DR/ o6%9, 3U5 e/ 13l 7T7

I'J'A\[}-;[l' R RRAHAK
1337 CHEWPON AVENUE
MILFITAS CA 95035

proceeding.

L. Hua .
December 14, 1999

PTO-80C (Rev. 2/95)

BIATITR —t o o v 2 &

] ATTORNEY DOCKETNO. |
RRRNS T

LM21l/1216& EXAMINER

—

T e

L, ARTUNT ]

PAPER NUMBER |

DATE MA!

-~-~»~/LEL;/16/99 /;—»

Please find below and/or attached an Office communication concerning this application or

Commissioner of Patents and Trademarks

The Examiner hereby informs the Applicant(s) that the Information Disclosure Statement Under

37 C.F.R. 1.97(c) (1) filed on September 13. 1999, has been received, (i) matched up with its
associated Application No. 08/869,305 after the Notice of Allowance (mailed on June 7, 1999,

and (ii) entered. The references have been considered by the Examiner as indicated in the copy of
initialed Form PTO-1449 attached herewith.

Attachement: Form PTO-1449

277 S
LYy V.Hua

Patent Examiner
Art Unit 2785
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File History Content Report

The following content is missing from the original file history record obtained from the

United States Patent and Trademark Office. No additional information is available.

Document Date - 1999-12-16

Document Title - List of References cited by applicant and considered by examiner

This page is not part of the official USPTO record. It has been determined that content
identifiad an this document is missing from the original file historv record.
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File History Content Report

The following content is missing from the original file history record obtained from the

United States Patent and Trademark Office. No additional information is available.

Document Date -  2000-07-11

Document Title - USPTO Grant

This page is not part of the official USPTO record. It has been determined that content
idantifiad An thic dartimant i< migsine from the original file historv record.
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Electronic Acknowledgement Receipt

k ‘ EFSID: 21563316
Application Number: 08869305
International Application Number:
Confirmation Number: 5587

Title of Invention:

\

PERIPHERAL DEVICE WITH INTEGRATED SECURITY FUNCTIONALITY

First Named Inventor/Applicant Name:

WILLIAM P, BIALICK

Customer Number: 23676 -
Filer: Robert Rose
Filer Authorized B‘y:
Attorney Docket Number: 18835
Receipt Date: 21FEB2015
Filing Date: 04-JUN-1997
Time Stamp: 15:22:00

Application Type:

Utility under 35 USC 111(a) )

Payment information:

Submitted with Payment no -
File Listing:
Document . . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)
Assignee showing of ownership per 37 122408
1 CFR3.73. 373-6088802.pdf ) no 1
1dS9
Warnings:
Information:
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P

\

902057
2 Power of Attorney B SPEX-SB80.pdf - no 1

276

3eddf

Warnings: . " J

Information:

Total Files Size (in bytes){ 2126115

This Acknowledgement Receipt évldences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt wiil establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the applicationasa
national stage submission under 35 U.S.C, 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application,
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PTO/SB/B6 (07-09)
Approved for use through 07/31/2012. OMB 0851-0031

’ . U.S. Patent and Trademark Office; U S. DEPARTMENT OF COMMERCE"
Under the Paperwork Reduction Act of 1995, no persans are required to respond to a collection of information unless it displays a valld OMB control number,

STATEMENT UNDER 37 CFR 3.73(b)
Applicant/Patent Owner: SPEX TECHNOLOG'ES |

Application No./Patent No.: 6088802 ' Flled/issue Date: 07/11/2000
Titled:  PERIPHERAL DEVICE WITH INTEGRATED SECURITY FUNCTIONALITY

SPEX Techologies, Inc.. - _.a corporation

(Name of Assignee)

(Type of Assignee, e.g., corporation, partnership, university, government agency, etc.

states that it is:

1. the assignee of the entire right, title, and interest in;

2. [[] anassignee of less than the entire right, title, and interest in
(The extent (by percentage) of its ownership interest is %); or

3 D the assignee of an undivided interest in the entirety of (a complete assignment from one of the Joint Inventors was made)

the patent application/patent identified above, by virtue of either: -
A. [_] Anassignment from the inventor(s)-of the patent application/patent Identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a

copy therefore is attached.
OR

B. [g] A chain of title from the inventor(s), of the patent app!icatioh/patent identified above, to the current assignee as follows:
' 1. From: BIALICK, et al. To: Spyrus, Inc.

The document was recorded in the United States Patent and Trademark Office at

Reel 008942 . Frame 0204 , or for which a copy thereof is attached.
2. From: Spyrus, Inc. To: SPEX Technoiogies, inc.

The document was recorded In the United States Patent and Trademark Office at

Reel 034971 , Frame 0298 . , orfor which a copy thereof Is attached.
3.From: . : - To: \

The docufnen’t was recorded in the United States Patent and Trademark Office at
Reel , Frame ., or for which a copy thereof is attached.

D Additional documents in the chain of title are listed on a supplemental sheet(s).

“

D As required by 37 CFR 3.73(b)(1)(i), the documentary eviden;:e of the chain of title from the original owner to the assignee waé,
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The un}gcgig{;ed (whose title i supplied below) Is authorized to act on behalf of the assignee.

......

T 3l . 02/18/2015
Signature « Date
Robert Rose t Attorney of record
Printed or Typed Name Title

This collection of information is required by 37 CFR 3.73(b). The informnation is required 1o ¢btain or retain a benefit by the public which Is to fils (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimatad {o take 12 minutes to complete, including
gathering, preparing, and submiting the completed application form ta the USPTO. Time will vary depending upon the individuat case. Any comments on the amount of time
you requira to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandrie, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-8199 and select option 2.
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; PTO/SBIBO (1108}

Approvedfor use through 11/30/2011. OMB 0651-0035

. U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwark Reduction Act of 1985, no p are required to respond 1o & coBection of informat un\essncisplaysavdidOMBoonto&nmnbet.

POWER OF ATTORNEY TO PROSECUTE APPL!CATIONS BEFQRE THE USPTO

I hereby revoke all previous powers of attomey given-in the application idenﬂfied In the attached statement under
37 CFR 3.73(b).

} hereby appoint;

Practitioners associated with the Customer Number: 103677
OR - ‘
D Pféct‘ttioner(s),named below (if more than ten patent practitioners are to be named, then 2 custonier number must be used):

Name Registration Name Registration
Numbsr Number

as attomey(s) or agent(s) ta represent the undersigned before the United States Patent and Trademark Offica (USPTO) in connection with
any and alf patent applications assigned gnjy to the undersignad according to the USPTO assignment records or assignment documents
attashed to this form in accordance with 37 CFR 3.73(b).

Please change the comespondence addrass for the application Menbﬁed in the attached statement under 37 CFR 3,73(b) to:

m The address associated wuh Customer Nismber: 103677
OR

Firm or
Individual Name

Address

City State . Zip
Country l l

Telephone ' N ! Emait

Assignee Name and Address:

SPEX Technologies, Inc.
1860 HARTOG DRIVE
SAN JOSE CA 95131

A copy of this form, together with a statement under 37 CFR 3.73(b) (Form PTO/SB/28 or equivalent) Is required to be
filed in each application in which this form is used, The statement under 37 CFR'3.73(b} may be completed by one of
the practitioners appolnted in this form if the appoiiited practitioner Is authorized to act on behalf of the assignee,
and must identify the application in which this Powsr of Attomey is to be filed.

SIGNATURE of of Record
The individual whose signature and(t}tfe is sxyml' is authorized to act on behalf of the assignee
. Mo i o

Signature _ \75&,’ /e Das . 2/19/2015

Name Tom Hakel Tslephone (408) 392-9131

Tile President '

This collewon cf mfotmaﬂon Is required hy 37 CFR 1.31, 1,32 and 1.33. The informalion is required to abtain or retain 3 benefit by the public which is to fils (and
by the U top tyns, émad by 36 U.S.C. 122 and 37 CFR 1.11 and 1.14, -This coliaction Is estimated lo fake 3 minutes

Y comp!eee including gathedng prepadng. and submitting the complated appiication form to the USPTO. Time will vary depending upon the Individual case. Any
comments on ihe amount of time You require to complets this form and/or suggestions for reducing this burden, should be sant to the Chisf information Officer,
U.S. Palent and Trademark Dffice, U.S. Depariment of Commerca, P.0. Box 1450, Alsxandria, VA 22313-1450. DO NOT SEND FEES OR COMPLEYED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistanca in completing the form, call 1-800-PT0-9189 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFIGE

N R N
UNTTFEN STATES DEPARTMENT OF COMMERCR
United States Patent and Trademark Office

Address. COMMI (ONER FOR PATENTS

Altmdm, Vimma 22313-1450

| APPLICATIONNUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT l ATTY.DOCKETNO/TITLE |
08/869,305 ‘ 06/04/1997 WILLIAM P. BIALICK

S CONFIRMATION NO. 5587
103677 POA ACCEPTANCE LETTER

s e RGP

Diamond Bar, CA 91765
. Date Mailed: 03/02/2015

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 02/21/2015.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/dtvernon/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1of 1
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AT AN

UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTEDN STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address. l(’:gwg.ﬂﬁs“l)o.\m FOR PATENTS

0. Box

el‘r;mw 22313-1450
| APPLICATIONNUMBER | FILING OR 371(C) DATE ] FIRST NAMED APPLICANT | ATTY.DOCKETNO/TITLE |
08/869,305 06/04/1997 WILLIAM P. BIALICK 18835

CONFIRMATION NO. 5587

23676 . POWER OF ATTORNEY NOTICE

Leech Tishman Fuscaldo & Lamp!

Jsfrey G. Shelcon O G

100 Corson Street

Third Fioor
PASADENA, CA 91103-3842

Date Mailed: 03/02/2015

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in responsa to the Power of Attorney filed 02/21/2015.

« The Power of Attorney to you in this application has been revoked by thé assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

/dtvernon/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1of 1

158



Case 8:16-cv-01790 Document 4 Filed 09/27/16 Page 1 of 1 Page ID #155

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
. Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Central District of California on the following
[0 Trademarks or [ Patents. ( [J the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
8:16-cv-01790 9/27/2016 Central District of California
PLAINTIFF DEFENDANT
SPEX Technologies, Inc. Kingston Technology Corporation, et al.
. PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6,088,802 7/11/2000 SPEX Technologies, Inc. '
2 6,003,135 12/14/1999 SPEX Technologies, Inc. .
3,
4
5
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[J Amendment [ Answer [ Cross Bill [0 Other Pleading
PATENT OR DATE OF PATENT : -
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4 -
5 i <.
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
{
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy.to Director. : Copy 3—Upon termination of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 4—Case [ile copy
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\
| BEST COPY

\e7 ':)iv(’,%

Application or Docket Number
PATENT APPLICATION FEE DETERMINATION RECORD
Effective October 1, 1997
CLAIMS AS FILED - PARTI SMALL ENTITY OTHER THAN
(Column 1) (Column 2) TYPE [ ] OR SMALLENTITY
FOR NUMBER FILED NUMBER EXTRA RATE FEE RATE FEE
BASIC FEE Ry 395.00 } oR 790.00
C 9
TOTAL CLAIMS 3 7 minus 20 = } 2 X§11= on | xg22= %,94
WOEPENOENTCLAMS |~ [ 2 mimss-|* 9 x41= or| x82= |73y
MULTIPLE DEPENDENT CLAIM PRESENT
+135= oRr |l +270=| -
* I the difference In column 1 Is less than zero, enter *0° in column 2 ,
| TOTAL or TOTAL |} 767;“ 3
CLAIMS AS AMENDED - PART Il ' ' OTHERTHAN | J
(Cotumn 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
v CLAIMS | HIGHEST
< | REMAINING | NUMBER | PRESENT ADDI- ADDI-
= B  AFTER § PREVIOUSLY | EXTRA RATE | TIONAL RATE | TIONAL
Z BN ~V=NOMENT SR  PAD FOR FEE FEE
= . - '
% Total 3 7 Minus "3 9\ = ’7 x$/a’= . é} OR X$22=
g |independent| * 8 Minus b = X41= on | x82=
<
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +135= or | +270=
TOTAL TOTAL .
6> | or
{Column 1) (Column 2) {Column 3) ADDIT. FEE ADDIT. FEE
CLAIMS HIGHEST
m REMAINING NUMBER PRESENT ADDI- ADDI-
= AFTER PREVIOUSLY | EXTRA RATE [ TIONAL RATE | TIONAL
Z AMENDMENT PAID FOR FEE FEE
E t 4 H L1
g Total 2 9 Minus = x$H= | OR | x$22=
“EJ lindependent| * 9 Minus | ** ) O - x41= OR| x82=
<
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +135= OR | +270=
ADDIT, FEE OR poo, ee
(Column 1) (Column2) .  (Column 3) - .
: & CLAIMS HIGHEST
o} | REMAINING NUMBER PRESENT 'ADDI- ADDI-
z 3| AVENDMENT PAID FOR FEE FEE ||
g Total . Minus - = | | x$11= OR | x$22= |
Z : —
“E-' Jindependent| * Minus | *** = x41= OR | x82= '
<
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +135= OR | +270=
T et han ihe arry o SOl 2 wite 07 I column 8 o2 TOTAL OR ,TOTAL
“ m i 0, enter “20.”
**4i th “Highest Number Previousty Paid For IN THIS SPAGE is loss than S enoreas ADDIT. FEE R apor. FeE
The “Highest Numbar Previously Paid For" (Total or Independent) is the highast number tound in the approprdate box in column 1, i
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Family 1/1

4 record(s) per family

Record 1/4 WO1998055911A1 PERIPHERAL DEVICE WITH INTEGRATED SECURITY
FUNCTIONALITY | DISPOSITIF PERIPHERIQUE A FONCTIONS DE SECURITE INTEGREES

Publication Number: WO1998055911A1 19981210

Title: PERIPHERAL DEVICE WITH INTEGRATED SECURITY FUNCTIONALITY | DISPOSITIF
PERIPHERIQUE A FONCTIONS DE SECURITE INTEGREES

Title - DWPI: Peripheral device with integrated security functionality in which portable computing

module communicates with host device, and includes security functionality which enables security

operations to be performed on data stored in host computer

Priority Number: US1997869305A
Priority Date: 1997-06-04

Application Number: WO1998US11052A
Application Date: 1998-06-01
Publication Date: 1998-12-10

IPC Class Table:

IPC Section Class

G06F002100 G GO06

IPC Class Table - DWPI:

IPC - DWPI Section - DWPI Class - DWPI
GO06F000100 G GO06
G06K001467 G GO06

Assignee/Applicant: SPYRUS INC.,US
JP F Terms:

JP Fl Codes:

Assignee - Original: SPYRUS INC.
Any CPC Table:

Subclass

GO6F

Subclass - DWPI

GO6F

GO6K

Class Group

GO6F0021

Class Group -

DWPI

GO6F0001

G06K0014

Subgroup

GO06F002100

Subgroup - DWPI

GO06F000100

G06K001467
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Type Invention Additional Version Office

Current GO6F 21/34 - 20130101 EP

ECLA: GO6F002134
Abstract:

The invention enables a peripheral device to communicate with a host computing device to enable
one or more security operations to be performed by the peripheral device on data stored within the
host computing device, data provided from the host computing device to the peripheral device
(which can then be, for example, stored in the peripheral device or transmitted to yet another
device), or data retrieved by the host computing device from the peripheral device (e.g., data that
has been stored in the peripheral device or transmitted to the peripheral device from another
device). In particular, the peripheral device can be adapted to enable, in a single integral
peripheral device, performance of one or more security operations on data, and a defined
interaction with a host computing device that has not previously been integrated with security
operations in a single integral device. The defined interactions can provide a variety of types of
functionality (e.g., data storage, data communication, data input and output, user identification), as
described further below. The peripheral device can also be implemented so that the security
operations are performed in-line, i.e., the security operations are performed between the
communication of data to or from the host computing device and the performance of the defined
interaction. Moreover, the peripheral device can be implemented so that the security functionality

of the peripheral device is transparent to the host computing device.

L'invention permet de faire communiquer un dispositif périphérique avec un ordinateur héte et
permet au dispositif périphérique d'effectuer une ou plusieurs opérations de sécurité: sur des
données stockées dans l'ordinateur hoéte, sur des données fournies par l'ordinateur héte au
dispositif périphérique (données qui peuvent par exemple étre stockées ou étre transférées sur un
autre dispositif) ou sur des données récupérées par l'ordinateur héte dans le dispositif
périphérique (données qui peuvent par exemple avoir été stockées dans le dispositif périphérique
ou y avoir été transférées depuis un autre dispositif). Le dispositif périphérique peut en particulier
étre adapté pour permettre d'assurer dans un unique périphérique monobloc I'exécution d'une ou
plusieurs opérations de sécurité sur des données et permettre une interaction définie avec un
ordinateur héte n'ayant pas été intégré antérieurement aux opérations de sécurité d'un unique
périphérique monobloc. Les interactions définies peuvent porter sur différents types de fonctions

(par exemple stockage de données, entrée et sortie de données, identification de I'utilisateur)

2
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telles que présentées plus loin. Le dispositif périphérique peut également étre réalisé pour que les
opérations de sécurité s'effectuent en ligne c.-a-d. entre la communication de données a
destination ou en provenance de l'ordinateur hote et I'exécution de l'interaction définie. De plus, le
dispositif périphérique peut étre réalisé pour que ses fonctions de sécurité soient transparentes vis
a vis de l'ordinateur héte.

Language of Publication: EN

INPADOC Legal Status Table:

Gazette Date Code INPADOC Legal Status Impact
2001-09-26 WWWwW -

Description: WIPO INFORMATION: WITHDRAWN IN NATIONAL OFFICE EP 1998926135

2000-12-04 NENP -

Description: NON-ENTRY INTO THE NATIONAL PHASE IN: CA

2000-04-06 REG -

Description: REFERENCE TO NATIONAL CODE DE 8642 IMPACT ABOLISHED FOR DE - I.LE. PCT APPL. NOT ENT.
GERMAN PHASE

2000-03-22 WWP +

Description: WIPO INFORMATION: PUBLISHED IN NATIONAL OFFICE EP 1998926135

2000-03-03 NENP -

Description: NON-ENTRY INTO THE NATIONAL PHASE IN: JP 1999502623

1999-12-24 WWE +

Description: WIPO INFORMATION: ENTRY INTO NATIONAL PHASE EP 1998926135

1999-04-21 121 -

Description: EP: THE EPO HAS BEEN INFORMED BY WIPO THAT EP WAS DESIGNATED IN THIS APPLICATION

1999-03-04 DFPE -

Description: REQUEST FOR PRELIMINARY EXAMINATION FILED PRIOR TO EXPIRATION OF 19TH MONTH FROM
PRIORITY DATE (PCT APPLICATION FILED BEFORE 20040101)

1998-12-10 AL +
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Description: DESIGNATED COUNTRIES FOR REGIONAL PATENTS WO 9855911 Al GH; GM; KE; LS; MW; SD; SZ;
UG; ZW; AM; AZ; BY; KG; KZ; MD; RU; TJ; TM; AT; BE; CH; CY; DE; DK; ES; FI; FR; GB; GR; IE; IT; LU; MC; NL; PT; SE;
BF; BJ; CF; CG; CI; CM; GA; GN; ML; MR; NE; SN; TD; TG

1998-12-10 AK +

Description: DESIGNATED STATES WO 9855911 Al AL; AM; AT; AU; AZ; BA; BB; BG; BR; BY; CA; CH; CN; CU; CZ;
DE; DK; EE; ES; FI; GB; GE; GH; GM; GW; HU; ID; IL; IS; JP; KE; KG; KP; KR; KZ; LC; LK; LR; LS; LT; LU; LV; MD; MG; MK;
MN; MW; MX; NO; NZ; PL; PT; RO; RU; SD; SE; SG; SI; SK; SL; TJ; TM; TR; TT; UA; UG; UZ; VN; YU; ZW

Post-Issuance (US):
Reassignment (US) Table:
Maintenance Status (US):
Litigation (US):
Opposition (EP):

License (EP):

EPO Procedural Status:

Front Page Drawing:
300

J

%puﬁng w
Davica d—s—b
1| oo 2

<
302a

Assignee - Current US:
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Record 2/4 AU199878042A Peripheral device with integrated security functionality
Publication Number: AU199878042A 19981221

Title: Peripheral device with integrated security functionality

Title - DWPI: Peripheral device with integrated security functionality in which portable computing
module communicates with host device, and includes security functionality which enables security
operations to be performed on data stored in host computer

Priority Number: US1997869305A | WO1998US11052A

Priority Date: 1997-06-04 | 1998-06-01

Application Number: AU199878042D

Application Date: 1998-06-01

Publication Date: 1998-12-21

IPC Class Table:

IPC Section Class Subclass Class Group Subgroup

G06F002100 G G06 GO6F GO06F0021 GO06F002100

IPC Class Table - DWPI:

IPC - DWPI Section - DWPI Class - DWPI Subclass - DWPI  Class Group - Subgroup - DWPI
DWPI

GO06F000100 G G06 GO6F GO06F0001 GO06F000100

G06K001467 G G06 GO6K G06K0014 G06K001467

Assignee/Applicant: SPYRUS INC
JP F Terms:

JP FI Codes:

Assignee - Original:

Any CPC Table:

Type Invention Additional Version Office

Current GO6F 21/34 - 20130101 EP

ECLA: GO6F002134
Abstract:
Language of Publication: EN
INPADOC Legal Status Table:
Gazette Date Code INPADOC Legal Status Impact

2000-02-17 MK6

Description: APPLICATION LAPSED SECTION 142(2)(F)/REG. 8.3(3) - PCT APPLIC. NOT ENTERING NATIONAL PHASE
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Post-Issuance (US):
Reassignment (US) Table:
Maintenance Status (US):
Litigation (US):

Opposition (EP):

License (EP):

EPO Procedural Status:
Front Page Drawing:

con
Bovee

301

300

J

7

303

Poge
e

<
302a

Assignee - Current US:
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Record 3/4 EP986780A1 PERIPHERAL DEVICE WITH INTEGRATED SECURITY
FUNCTIONALITY | PERIPHERIEGERAT MIT INTEGRIERTER
SICHERHEITSFUNKTIONSFAHIGKEIT | DISPOSITIF PERIPHERIQUE A FONCTIONS DE
SECURITE INTEGREES

Publication Number: EP986780A1 20000322

Title: PERIPHERAL DEVICE WITH INTEGRATED SECURITY FUNCTIONALITY |
PERIPHERIEGERAT MIT INTEGRIERTER SICHERHEITSFUNKTIONSFAHIGKEIT |
DISPOSITIF PERIPHERIQUE A FONCTIONS DE SECURITE INTEGREES

Title - DWPI: Peripheral device with integrated security functionality in which portable computing
module communicates with host device, and includes security functionality which enables security
operations to be performed on data stored in host computer

Priority Number: US1997869305A | WO1998US11052A

Priority Date: 1997-06-04 | 1998-06-01

Application Number: EP1998926135A

Application Date: 1998-06-01

Publication Date: 2000-03-22

IPC Class Table:

IPC Section Class Subclass Class Group Subgroup

G06F002100 G GO06 GO6F GO6F0021 GO06F002100

IPC Class Table - DWPI:

IPC - DWPI Section - DWPI Class - DWPI Subclass - DWPI  Class Group - Subgroup - DWPI
DWPI

GO06F000100 G G06 GO6F GO6F0001 GO6F000100

GO06K001467 G G06 GO6K G06K0014 G06K001467

Assignee/Applicant: Spyrus Inc.,San Jose, CA 95131,US,01935471
JP F Terms:

JP FI Codes:

Assignee - Original: Spyrus Inc.

Any CPC Table:

Type Invention Additional Version Office

Current GO6F 21/34 - 20130101 EP

ECLA: GO6F002134
Abstract:

The invention enables a peripheral device to communicate with a host computing device to enable
one or more security operations to be performed by the peripheral device on data stored within the

7
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host computing device, data provided from the host computing device to the peripheral device
(which can then be, for example, stored in the peripheral device or transmitted to yet another
device), or data retrieved by the host computing device from the peripheral device (e.g., data that
has been stored in the peripheral device or transmitted to the peripheral device from another
device). In particular, the peripheral device can be adapted to enable, in a single integral
peripheral device, performance of one or more security operations on data, and a defined
interaction with a host computing device that has not previously been integrated with security
operations in a single integral device. The defined interactions can provide a variety of types of
functionality (e.g. , data storage, data communication, data input and output, user identification),
as described further below. The peripheral device can also be implemented so that the security
operations are performed in-line, i.e., the security operations are performed between the
communication of data to or from the host computing device and the performance of the defined
interaction. Moreover, the peripheral device can be implemented so that the security functionality
of the peripheral device is transparent to the host computing device.

L'invention permet de faire communiquer un dispositif périphérique avec un ordinateur hote et
permet au dispositif périphérique d'effectuer une ou plusieurs opérations de sécurité: sur des
données stockées dans l'ordinateur hoéte, sur des données fournies par l'ordinateur héte au
dispositif périphérique (données qui peuvent par exemple étre stockées ou étre transférées sur un
autre dispositif) ou sur des données récupérées par I'ordinateur hote dans le dispositif
périphérique (données qui peuvent par exemple avoir été stockées dans le dispositif périphérique
ou y avoir été transférées depuis un autre dispositif). Le dispositif périphérique peut en particulier
étre adapté pour permettre d'assurer dans un unique périphérique monobloc I'exécution d'une ou
plusieurs opérations de sécurité sur des données et permettre une interaction définie avec un
ordinateur héte n'ayant pas été intégré antérieurement aux opérations de sécurité d'un unique
périphérique monobloc. Les interactions définies peuvent porter sur différents types de fonctions
(par exemple stockage de données, entrée et sortie de données, identification de I'utilisateur)
telles que présentées plus loin. Le dispositif périphérique peut également étre réalisé pour que les
opérations de sécurité s'effectuent en ligne c.-a-d. entre la communication de données a
destination ou en provenance de l'ordinateur hote et I'exécution de l'interaction définie. De plus, le
dispositif périphérique peut étre réalisé pour que ses fonctions de sécurité soient transparentes vis
a vis de l'ordinateur héte.

Language of Publication: EN

INPADOC Legal Status Table:

Gazette Date Code INPADOC Legal Status Impact
2002-06-05 18D

Description: DEEMED TO BE WITHDRAWN 2001-09-26

2001-06-27 17Q +

Description: FIRST EXAMINATION REPORT 2001-05-15

2000-03-22 AK +

Description: DESIGNATED CONTRACTING STATES: EP 0986780 Al AT, BE; CH; CY; DE; DK; ES; FI; FR; GB; GR;
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IE; IT; LI; LU; MC; NL; PT; SE

2000-03-22 17pP +

Description: REQUEST FOR EXAMINATION FILED 1999-12-24

Post-Issuance (US):
Reassignment (US) Table:
Maintenance Status (US):
Litigation (US):
Opposition (EP):
License (EP):
EPO Procedural Status: EX-REPORT 2001-05-15 2001 Dispatch of 1st examination report |
RJ-DWDRAW 2001-09-26 2001 Deemed to be withdrawn | EX-RQ 1999-12-24 1999 Request for
examination
Front Page Drawing:
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Assignee - Current US:
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Record 4/4 US6088802A Peripheral device with integrated security functionality
Publication Number: US6088802A 20000711

Title: Peripheral device with integrated security functionality

Title - DWPI: Peripheral device with integrated security functionality in which portable computing
module communicates with host device, and includes security functionality which enables security
operations to be performed on data stored in host computer

Priority Number: US1997869305A

Priority Date: 1997-06-04

Application Number: US1997869305A

Application Date: 1997-06-04

Publication Date: 2000-07-11

IPC Class Table:

IPC Section Class Subclass Class Group Subgroup

G06F002100 G G06 GO6F GO06F0021 GO06F002100

IPC Class Table - DWPI:

IPC - DWPI Section - DWPI Class - DWPI Subclass - DWPI  Class Group - Subgroup - DWPI
DWPI

GO06F000100 G G06 GO6F GO06F0001 GO06F000100

G06K001467 G G06 GO6K G06K0014 G06K001467

Assignee/Applicant: Spyrus Inc.,Santa Clara,CA,US
JP F Terms:

JP FI Codes:

Assignee - Original: Spyrus Inc.

Any CPC Table:

Type Invention Additional Version Office

Current GO6F 21/34 - 20130101 EP

ECLA: GO6F002134
Abstract:

The invention enables a peripheral device to communicate with a host computing device to enable
one or more security operations to be performed by the peripheral device on data stored within the
host computing device, data provided from the host computing device to the peripheral device
(which can then be, for example, stored in the peripheral device or transmitted to yet another
device), or data retrieved by the host computing device from the peripheral device (e.g., data that
has been stored in the peripheral device, transmitted to the peripheral device from another device
or input to the peripheral device by a person). In particular, the peripheral device can be adapted
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to enable, in a single integral peripheral device, performance of one or more security operations
on data, and a defined interaction with a host computing device that has not previously been
integrated with security operations in a single integral device. The defined interactions can provide
a variety of types of functionality (e.g., data storage, data communication, data input and output,
user identification). The peripheral device can also be implemented so that the security operations
are performed in-line, i.e., the security operations are performed between the communication of
data to or from the host computing device and the performance of the defined interaction.
Moreover, the peripheral device can be implemented so that the security functionality of the
peripheral device is transparent to the host computing device.

Language of Publication: EN

INPADOC Legal Status Table:

Gazette Date Code INPADOC Legal Status Impact
2015-02-17 AS -

Description: ASSIGNMENT SPEX TECHNOLOGIES, INC., CALIFORNIA ASSIGNMENT OF ASSIGNORS INTEREST;
ASSIGNOR:SPYRUS, INC.; REEL/FRAME:034971/0298 2015-02-12

2012-01-10 FPAY +

Description: FEE PAYMENT

2008-06-06 SULP +

Description: SURCHARGE FOR LATE PAYMENT

2008-06-06 FPAY +

Description: FEE PAYMENT

2008-01-21 REMI -

Description: MAINTENANCE FEE REMINDER MAILED

2004-07-07 SULP +

Description: SURCHARGE FOR LATE PAYMENT

2004-07-07 FPAY +

Description: FEE PAYMENT

2004-01-28 REMI -

Description: MAINTENANCE FEE REMINDER MAILED

1998-01-20 AS -
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Description: ASSIGNMENT SPYRUS, INC., CALIFORNIA ASSIGNMENT OF ASSIGNORS INTEREST;
ASSIGNORS:BIALICK, WILLIAM P.; SUTHERLAND, MARK J.; DOLPHIN-PETERSON, JANET L.; AND OTHERS;
REEL/FRAME:008942/0204; SIGNING DATES FROM 19971218 TO 19971223

Post-Issuance (US):
Reassignment (US) Table:

Assignee Assignor Date Signed Reel/Frame Date

SPEX TECHNOLOGIES SPYRUS, INC. 2015-02-12 034971/0298 2015-02-17
INC.,SAN JOSE,CA,US

Conveyance: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

Corresponent: ROBERT J. ROSE PO BOX 4341 DIAMOND BAR, CA 91765

SPYRUS INC.,SAN BIALICK, WILLIAM P. 1997-12-19 008942/0204 1998-01-20
JOSE,CA,US

SUTHERLAND, MARK J. 1997-12-18

DOLPHIN-PETERSON, 1997-12-20

JANET L.

ROWLAND, THOMAS K. 1997-12-18

SKEBA, KIRK W. 1997-12-23

HOUSLEY, RUSSELL D. 1997-12-19

Conveyance: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

Corresponent: DAVID R. GRAHAM 1337 CHEWPON AVE. MILPITAS, CALIFORNIA 95035

Maintenance Status (US):
Litigation (US):
Opposition (EP):
License (EP):
EPO Procedural Status:
Front Page Drawing:
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Assignee - Current US: SPEX TECHNOLOGIES INC.
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PERIPHERAL DEVICE WITH INTEGRATED SECURITY FUNCTIONALITY

PATENT # APPLICATION # FILING DATE ISSUE DATE
6088802 08869305 06/04/1997 07/11/2000

Payment Window Status

No maintenance

WINDOW STATUS FEES fees are due.
11.5 Year Closed Paid

Window First Day to Pay Surcharge Starts Last Day to Pay Status Fees

3.5 Year 07/11/2003 01/13/2004 07/12/2004 Closed Paid

7.5 Year 07/11/2007 01/12/2008 07/11/2008 Closed Paid

11.5 Year 07/11/2011 01/12/2012 07/11/2012 Closed Paid

Patent Holder Information

Customer # 23676

Entity Status UNDISCOUNTED

Phone Number 6267964000

Address Leech Tishman Fuscaldo & Lampl

Jeffrey G. Sheldon

100 Corson Street

Third Floor

PASADENA, CA 91103-3842
UNITED STATES
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