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FIELD OF INVENTION
The present invention relates to policy enforcement of network services and, more
particularly, to a system and method for network based policy enforcement of intelligent-client

features.

BACKGROUND

The emergence of Internet Protocol (IP) telephony and IP multimedia networks poses
challenges to carriers and service providers, however, it also presents new and expanded
business opportunities. The increasing use of IP telephony has spurred development and
introduction of numerous telephony services. The use of IP telephony protocols as an interface
may assure that a “customer” and a “server” can rely on a common and widely used method for
exchanging information. The protocols developed for IP-based services, features, and media
transport enable migration of signaling and call-control functionality to intelligent end-user
clients. Examples of such protocols include H.323 and the Session Initiation Protocol (SIP). To
the extent that telephony services and features can be implemented in intelligent clients, the
carriers and service provider network’s responsibilities include little more than providing data
pipes.

In practice, however, many next-generation services still depend upon network-based
servers and support, so network providers are probably in no danger of loosing their ability to
sell services. But the trend toward intelligent, IP-based clients is a new dimension in the space
of creation and delivery of telephony and media services. At best, carriers, service providers,
and device manufacturers may have to work together to ensure interoperability. At worst,

carriers and service providers may need to deal with unauthorized delivery of services by
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intellige}lt clients in their networks. Either way, maintaining relevance as providers of services,

and not just transport of the services, is no longer a given for network providers in a world
shared with intelligent clients.

Therefore, if carriers and service providers are to maintain their ability to generate

5  revenue for services offered or supported in their networks, then the service providers’ ability to

enforce the authorization of service usage is important. This is particularly important in next-

generation IP telephony and IP multimedia networks, where many basic and advanced services

may be signaled, controlled, and/or delivered by intelligent end-user clients that are not owned or

controlled by the network providers, thereby enabling potential bypassing by the end user of

10  service agreements or other subscription accounting mechanisms.

McDonnell Boehnen Hulbert & Berghoff 3
300 South Wacker Drive, 32nd Floor

Chicago, IL 60606

(312) 913-0001

IPR2018-00884
Apple Inc. EX1002 Page 6



SUMMARY

In an exemplary embodiment, a method for controlling services in packet-based networks
is provided. The method includes receiving signaling messages within a communication path
between a sender and a recipient device. The signaling messages include an indication of a type

5  of service which the messages are intended to invoke. The method further includes making a
determination of whether the sender or the recipient of the messages is authorized to invoke the
type of service, and filtering the signaling messages based on the determination so as to pass to
the intended recipient device signaling messages having an indication of services that are
authorized.

10 In another respect, the exemplary method for controlling services in packet-based
networks includes receiving a message, which is configured according to a protocol, and
associating the message with a known service that is defined within the protocol. This method
includes requesting a user profile of a user associated with the message that specifies which
services the user is authorized to use. This method also includes determining from the user

15 profile whether the user is authorized to invoke the known service, and filtering the message
based on whether the user is authorized to invoke the known service.

In still another respect, the exemplary embodiment may take the form of a system that
includes a border element and a proxy server. The border element is in a communications path
of session initiation protocol (SIP) signaling messages between end devices, and may filter the

20  SIP signaling messages based on authorized services of the end devices. The SIP signaling
messages include an indication of services. The proxy server may receive a request from the

border element for a user profile of at least one of the end devices, and in response, send the user
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profile to the at least one of the end devices. The user profile specifies which services the at least
on; end device is authorized to use.

These as well as other features and advantages will become apparent to those of ordinary
skill in the art by reading the following detailed description, with appropriate reference to the

5  accompanying drawings.
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BRIEF DESCRIPTION OF FIGURES

Exemplary embodiments of the present invention are described with reference to the
following drawings, in which:

Figure 1 is a block diagram illustrating one embodiment of a network architecture for

5  support of packet-based telephony and multimedia sessions and services according to the present
invention;

Figure 2 is a block diagram illustrating another embodiment of a network architecture for
support of packet-based telephony and multimedia sessions and services according to the present
invention;

10 Figure 3 is a flowchart depicting one embodiment of a method of network-based policy
enforcement of intelligent client features;

Figure 4 illustrates one embodiment of a network policy enforcement entity that may
carry out the method of Figure 3;

Figure S illustrates one embodiment of a SIP-aware firewall functioning as the network

15 policy enforcement point;

Figure 6 illustrates one embodiment of a SIP-aware NAT and a firewall functioning as
the network policy enforcement point; and

Figure 7 illustrates one embodiment of a SIP-aware firewall and a SIP Proxy server

functioning as the network policy enforcement point.

20
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DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

In packet-based networks, intelligent end-user clients with little or no support and/or
knowledge of the network can deliver many features and services. For networks to retain control
over the features and services used by subscribers that use intelligent end-user clients, the

5 networks need to be able to recognize signaling and call control messages and transactions that
implement these features and services within the network. This is particularly important in next-
generation IP telephony and IP multimedia networks where many basic and advanced services
may be signaled, controlled, and/or delivered by intelligent end-user clients which are not owned
or controlled by the network or service providers, thereby enabling the potential bypassing by the

10  end user of service agreements or other subscription accounting mechanisms.

One approach to policing network service usage is to extend signaling and control
protocols, such as the Session Initiation Protocol (SIP), to support informing the intelligent client
as to which services are authorized. This approach is described in U.S. Patent Application Serial
Number 10/243,642, filed on September 10, 2002, and entitled “Architecture and Method for

15  Controlling Features and Services in Packet-Based Networks,” which is entirely incorporated by
reference herein as if fully set forth in this description. This approach relies on the ability of the
client to support required protocol extensions, and to function as the policy enforcement point on
behalf of the network.

In the exemplary embodiment, the present invention describes a system and method for

20  using network-based policy enforcement to control access to, and invocation of, features and
services which may otherwise be delivered to subscribers without the knowledge or authorization
of the network. An operator of an IP telephony and/or IP multimedia network may enforce

authorization or privileges of intelligent end-user clients to utilize or invoke services in the
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network: even when the capabilities for the requisite signaling and call control of those services
may reside in the end-user clients themselves.

In the exemplary embodiment, a policy enforcement point is maintained in the network

by elements that are under control of the network operator. This approach lessens and/or

5 eliminates a need for the network operator to police the selection of client devices, and at the

same time, allows end users to install nearly any suitable device of their choosing.

NETWORK ARCHITECTURE
Referring now to the figures, Figure 1 is a block diagram illustrating one embodiment of
10  anetwork 100. It should be understood that this and other arrangements described herein are set
forth for purposes of example only, and other arrangements and elements can be used instead and
some elements may be omitted altogether. Further, many of the elements described herein are
functional entities that may be implemented as hardware, firmware or software, and as discrete
components or in conjunction with other components, in any suitable combination and location.
15 The network 100 includes functionality of a packet network architecture for support of
packet-based telephony and multimedia sessions and services. The network 100 includes a core
packet network 102, and two local packet networks 104 and 106, as well as intelligent end-user
clients 104a-d and 106a-¢ associated with the local packet networks 104 and 106. Access to the
core packet network 102 is available through border elements 108 and 110, such as a firewall or
20  application layer gateway (ALG) device. Maintaining the border elements 108 and 110 within
the core packet network 102 may protect the core packet network 102 from errant behavior of
extra-network elements, whether malicious or inadvertent. Note that local packet networks 104

and 106 may likewise employ border elements for security purposes.
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’fhe core packet network 102 includes a signaling and call control server 112, an
authentication and authorization sever 114, and a network-based services server 116. The
signaling and call control server 112 intercepts call set-up messages sent between the end-user
clients, e.g., intelligent client 104c, and the core packet network 102 and checks the

5  authentication and authorization server 114 to determine what services the client may invoke. In
turn, the signaling and call control server 112 may contact the network-based services server 116
to invoke any services requested by the client, if the client is authorized to invoke the service.

The local packet networks 104 and 106 may be local area networks (LANs). The LAN
provides local connectivity for end-user clients, while the core packet network 102 provides

10  access to global packet telephony services, as well as possibly to a public packet data network.
The core packet network 102 connects the local packet networks 104 and 106 to other local
networks, as well as to the public switched telephone network (PSTN) via media gateways, for
example.

The local packet networks 104 and 106 may be maintained within private or restricted

15  address spaces. That is, addresses of devices within or residing within a given local packet
network may not be visible or valid to entities in the core packet network 102, or in other local
networks. Rather, a mapping of addresses is used across the boundaries between the core packet
network 102 and the local packet networks 104 and 106. In this case, the border elements 108
and 110 in the core packet network 102 provide the mapping functionality, translating between

20  addresses on the core packet network 102 side and the local packet network side. In an IP
network, for example, this could be supported with Network Address Translation (NAT). This
may also be supported with Realm Specific Internet Protocol (as described in RFC 3104-3105).

Alternatively, this address-mapping function may be accomplished on the local network side, but

McDonneill Bochnen Hulbert & Berghoff 9
300 South Wacker Drive, 32nd Floor

Chicago, IL 60606

(312) 913-0001

IPR2018-00884
Apple Inc. EX1002 Page 12



the core‘vpacket network 102 may still provide a subset of core network addresses that may be
uséd in the mapping, i.e., access to the core packet network 102 first passes through some sort of
core-network border element. Isolating the address space of the local packet networks 104 and
106 from the core packet network 102 introduces a stronger degree of control over access to
5  services and features in the core packet network 102, because clients’ true addresses are hidden
from entities outside the local packet networks 104 and 106, which prevents surreptitious
communications across the boundary between local and core networks.
If address mapping is used at the border between the core packet network 102 and the
local packet networks 104 and 106, then end-user devices can access services in the core packet
10 network 102 with explicit awareness of some element or elements within the core packet
network 102.
Figure 2 illustrates a specific example of a network 200, similar to that illustrated in
Figure 1, in which the packet networks are IP networks. For this example, the SIP signaling and
call control protocol is implemented. However, other signaling protocols, such as H-323, Media
15  Gateway Control Protocol (MGCP), Media Gateway Control (MEGACO), and other standard or
proprietary techniques may alternatively be used. A brief explanation of SIP is given below.
SIP is described in Handley, ef al., “SIP: Session Initiation Protocol,” IETF RFC 2543,
March 1999, which is entirely incorporated by reference herein, as if fully set forth in this
description. SIP is also described in Rosenberg et al., “SIP: Session Initiation Protocol,” IETF
20 RFC 3261, June 2002, the contents of which are entirely incorporated herein by reference, as if
fully set forth in this description. SIP describes how to set up Internet telephone calls,
videoconferences, and other multimedia connections. SIP can establish two-party sessions

(ordinary telephone calls), multiparty sessions (where everyone can hear and speak), and
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multicast sessions (one sender, many receivers). The sessions may contain audio, video, or data.
SIP handles call setup, call management, and call termination. Other protocols, such as real time
protocol (RTP) are used for data transport. SIP is an application layer protocol and can run over
the user datagram protocol (UDP) or the transport control protocol (TCP), for example.

5 SIP supports a variety of services, including locating the callee, determining the callee’s
capabilities, and handling the mechanics of call setup and termination, for example. SIP defines
telephone numbers as uniform resource locators (URLs), so that Web pages can contain them,
allowing a click on a link to initiate a telephone call (similar to the mailto function that allows a
click on a link to initiate a program to send an e-mail message). For example,

10 John_Doe@3Com.com may represent a user named John at the host specified by the domain
name system (DNS) of 3Com. SIP URLs may also contain other addresses or actual telephone
numbers.

| The SIP protocol is a text-based protocol in which one party sends a message in
American standard code for information interchange (ASCII) text consisting of a method name

15  on the first line, followed by additional lines containing headers for passing parameters. Many
of the headers are taken from multipurpose Internet mail extensions (MIME) to allow SIP to
interwork with existing Internet applications.

As an example, consider the following exemplary text encoded message below in Table

INVITE sip:user@biloxi.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com;branch=29hG4bK776asdhds
Max-Forwards: 70

To: User <sip:user@biloxi.com>

From: Sender <sip:sender@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710@pc33.atlanta.com

CSeq: 314159 INVITE

Contact: <sip:sender@pc33.atlanta.com>
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Content-Type: application/sdp
Content-Length: 142

Table 1

This text-encoded message is a SIP INVITE message. The first line of this text-encoded

5 message contains the method name (e.g., INVITE). The lines that follow are a list of header
fields. For example, the fields Via (describing the address at which the user is expecting to
receive responses), To (contains a display name or SIP request-URI towards which the request

was originally directed), From (contains a display name and a SIP request-URI that indicate the

originator of the request), Call-ID (contains a globally unique identifier for this call), CSeq (a

10 traditional sequence number), and Contact (contains a SIP request-URI that represents a direct

route to contact the sender) are header fields. In addition, the From header also has a tag
parameter containing a random string (e.g., 1928301774) that is used for identification purposes.

Other example methods are provided below in Table 2.

METHOD DESCRIPTION

INVITE Request initiation of a session

ACK Confirm that a session has been initiated
BYE Request termination of a session
OPTIONS Query a host about its capabilities
CANCEL Cancel a pending request

REGISTER Inform a redirection server about the

user’s current location

NOTIFY Indicates the status of a request

REFER Requests that the party sending the
REFER be notified of the outcome of the

referenced request

15 Table 2
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To establish a call session, a caller sends an INVITE message to a callee by way of a
proxy server. The transport protocol for the transmission may be TCP or UDP, for example. In
both cases, the headers on the second and subsequent lines of INVITE message describe the

5  structure of the message body, which contains the caller’s capabilities, media types, and formats.
The INVITE message also contains a user identifier to identify the callee, a caller user identifier
to identify the caller, and a session description that informs the called party what type of media
the caller can accept and where the caller wishes the media data to be sent. User identifiers in
SIP requests are known as SIP addresses. SIP addresses are referred to as SIP Universal

10  Resource Indicators (SIP request-URIs), which are of the form sip: user@host.domain. Other
addressing conventions may also be used.

The proxy server will read the INVITE message and may use a location service locally or
remotely located to itself to determine the location of the callee, as identified in the INVITE
message. The proxy server determines the location of the callee by matching the SIP request-

15 URI in the INVITE message to one within a location database, which may be within another
proxy server. The INVITE request is then forwarded to the callee. Upon receiving the INVITE
request, the callee may transmit a response message.

The response message may be a reply code. A reply code may be a three-digit number

with a classification as defined below in Table 3.

CODE MEANING EXAMPLES

1xx Information 100 = server agrees to handle

client’s request

2xx Success 200 = request succeeded
3xx Redirection 301 = page moved
4xx Client Error 403 = forbidden page
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5xx Server Error 500 = internal server error

Table 3
For example, if the callee accepts the call, the callee responds with a 200 OK message.
5  Following the reply code line, the callee also may supply information about the callee’s
capabilities, media types, and formats.

Referring back to Figure 2, the network 200 includes a core IP network 202, and local IP
networks 204 and 206. In this case, end-user clients are SIP user agents, such as SIP user agent
204a-b and 206a-b, and SIP phones, such as SIP phone 204c-d and 206¢c-e. The core [P network

10 202 includes a SIP Proxy server 208, an authentication/authorization server 210, a directory
server 212, and a network-based services server 214. Border elements in the core IP network
202 are NAT firewalls 216 and 218, which incorporate functionality specific to SIP. Such
devices are commonly referred to as SIP-aware firewalls, as illustrated. The NAT firewalls 216
and 218 make it possible, for example, for a SIP client with only a local address within the local

15  area network to initiate and receive SIP-based calls to and from SIP endpoints in the core IP
network 202, or other local networks connected (directly or indirectly) to the core IP network
202.

In order for a SIP phone, e.g., 204c, to establish connectivity beyond its local IP network

204, its user registers with the SIP proxy server 208 in the core IP network 202. The registration
20  process will typically include some sort of verification that authenticates the user and authorizes
use of a set of services. This authentication usually involves communications between the SIP
proxy server 208 and the authentication and authorization server 210 via an additional protocol.
For example, Remote Authentication Dial In User Service (RADIUS) might be used for this

purpose. Assuming the user is successfully authenticated, authorization for use of services could
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be deter£nined according to a user profile stored in the authentication and authorization server

210. The user profile might list services and features to which the user has subscribed, e.g., basic

calls, call waiting, call forwarding, etc. Once registration is complete, the user may invoke
services within the core IP network 202. Note that the user could be a specific person, group, or

5  generic identity (e.g., “‘cafeteria phone”).

While lists of authorized services and features may be stored in the user profile, it is

possible for many of the features themselves to be fully or partially realized directly within the

SIP phone 204c. Thus, a user could decline to subscribe to a certain service in the core IP
network 202, but still obtain that service using the implementation on the SIP phone 204c.

10  Assuming that a carrier or service provider of the network 200 normally charges for that service,
then this user would be acquiring it for free. As noted, one way to attempt to prevent this from
happening is to extend or enhance the SIP protocol to support passing the information about the
user’s authorized services to the SIP phone, as described in U.S. Patent Application Serial
Number 10/243,642, entitled “Architecture and Method for Controlling Features and Services in

15  Packet-Based Networks.” The SIP phone would then only invoke those services for which
authorization has been received, i.e., the SIP phone becomes the policy enforcement point on

behalf of the core IP network 202.

NETWORK-BASED POLICY ENFORCEMENT OF INTELLIGENT-CLIENT FEATURES

20 In the exemplary embodiment, an entity of the network 200 is the policy enforcement
point on behalf of the core IP network 202. The entity is a core-network-based policy
enforcement point that is (1) in the communications path of substantially each and every call

control and signaling message between any end-user client and any call control and signaling
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entity oi‘ the network 202 (including, possibly, another client device); and (2) able to
communicate with, and set parameters of, network elements that monitor and control media data
flow across network boundaries (e.g., border elements 216 and 218). The policy enforcement
point may recognize all call control and signaling messages that pass through it, and filter them
5  according to their content, including, but not limited to, sender, intended recipient, and meaning
within the particular call control and signaling protocol (e.g., message type). In addition, the
policy enforcement point may control media data flow, or augment and/or assist other network
elements that have this function. Such control of media data flow may include, but is not limited
to, ensuring compliance of media streams with agreed-to bandwidth and other network resource
10 usage.

The policy enforcement point may facilitate network-based enforcement of service and
feature privileges on a call-by-call basis, (1) during an initial setup phase of the call or session,
based upon the filtering of call control and signaling messages; and (2) once the call, session,
service, or feature is allowed and/or established, based upon both filtering of subsequent call

15 control messages, and the monitoring and enforcement of any relevant, negotiated media
bandwidth and/or other network resource usage. Note that the term policy enforcement point is a
reference to a logical localization of a set of tasks and functions that may actually be embodied
in one or more physical devices, and/or in a distributed manner.

The network policy enforcement point may use information, if known, regarding

20  authorized services and features of the sender, and/or information, if known, regarding
authorized services and features of the intended recipient, to process each call control and
signaling message according to a policy or policies prescribed by the core IP network. The

filtering of call control and signaling messages constitutes policy enforcement, and for each
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message‘}nay result in the message being forwarded on with or without alterations, the message
being discarded with or without return of an error indication message to the sender, or the
message being discarded with return of an option message to the sender, for example.

For any given message for which the sender is an authorized subscriber to the core

5  network, the sender’s user profile will be known to the network and thus available to the policy
enforcement entity. In this case, policy enforcement will be applied according to the sender’s
authorized services and features, even if the intended recipient is not a subscriber to the core
network, or is a trusted endpoint within the core network. For example, the intended recipient
could be a service element within the core network, or subscriber in another core network.

10 For any given message for which the intended recipient is an authorized subscriber to the
core network, the intended recipient’s user profile will be known to the network and thus be
available to the policy enforcement entity. In this case, policy enforcement will be applied
according to the intended recipient’s authorized services and features, even if the sender is not a
subscriber to the core network, or is a trusted endpoint within the core network. For example,

15  the sender could be a service element within the core network, or a subscriber in another core
network.

A policy enforcement point(s) is (are) the network entity (or entities) at which policy is
set. This could be accomplished at the authentication and authorization server 210, the call
control and signaling server (e.g., the SIP proxy server 208), or any other element that can

20 communicate, directly or indirectly, with a policy enforcement point.

Enforcement of bandwidth and/or other network resource usage according to the
authorized services on a given call, session, service, or feature may be accomplished by

monitoring the associated media stream(s), and comparing statistics compiled with relevant
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paramete:rs established during the call control and signaling phase. The actions taken on calls or

sessions found to be in violation of negotiated bandwidth or other resource usage may range

from dropping excess media data associated with the call or session, to terminating the call or

session. The specific actions may depend upon local policy. If such actions are already

5 encompassed within the functions of existing network entities, such as border elements (e.g.,

NAT firewalls 216 and 218), then the system and method of the present invention may assist
these entities by supplying relevant information collected during the setup of calls and sessions.

Figure 3 is a flowchart depicting one embodiment of a method 300 of network-based

policy enforcement of intelligent client features. Initially, signaling and call control messages

10  are received or intercepted by the policy enforcement point. The policy enforcement point may

be a border element between a local network and a core network, for example, that intercepts all

signaling messages sent in between. Each signaling and/or call control message is then

associated with a known service or feature, or a call-flow segment of a known service or feature,

as shown at block 302. The policy enforcement point then determines whether the sender and/or

15 intended recipient of the message is authorized to use and/or invoke the identified service or

feature, as shown at block 304. The policy enforcement point then filters each signaling and/or

call control message according to whether or not the identified service or feature is authorized

for the sender and/or intended recipient of the message, as shown at block 306. The policy

enforcement point may then communicate with and/or control one or more network entities

20  responsible for monitoring and regulating media data flow across network boundaries in order to

ensure compliance with the authorization of usage of services and negotiated bandwidth, as

shown at block 308. Note that the step of communicating with network entities to monitor

network resource usage is optional on a call-by-call basis, depending upon whether or not the
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call or s\ession is allowed, and whether any associated services or features consume or depend
upon media resources of the network. Each step is considered in further detail below with
reference to Figures 4-7, which will first be described.

Figure 4 illustrates a network policy enforcement entity 400 that may carry out fhe

5 method 300 of Figure 3. The entity 400 includes an interface 402, a processor 404, data storage
406, and program logic 408 stored in the data storage 406. The processor 404 may comprise one
or more smaller central processing units, including, for example, a programmable digital signal
processing engine. The data storage 406 may include any type of storage, such as random access
memory (RAM) or secondary long term storage such as read only memory (ROM), optical or

10  magnetic disks, compact-disc read only memory (CD-ROM), or any other volatile or non-
volatile storage systems.

The interface 402 receives signaling messages between two network end devices and
passes the messages to the processor 404. The processor 404 executes the program logic 408
stored in the data storage 406 to filter the messages based on whether one of the network end

15  devices is authorized to invoke services indicated within the messages.

Figures 5-7 illustrate systems that include an entity (or entities) in a core network that is a
policy enforcement point(s), and that may carry out the method 300 of Figure 3. Three
exemplary embodiments are illustrated. Figure 5 illustrates a SIP-aware firewall functioning as
the network policy enforcement point. Figure 6 illustrates a SIP-aware NAT and a firewall

20  functioning as the network policy enforcement point. Figure 7 illustrates a SIP-aware firewall
and a SIP Proxy server functioning as the network policy enforcement point. These
configurations for the boundary between local and core networks are intended to be

representative, and other combinations are possible.
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Ifl the exemplary embodiments, the packet network is an IP network, capable of
supporting IP telephony and IP multimedia services and features. In addition, the signaling and
call control protocol used in the network is SIP. Further, the end-user clients are SIP phones. It
should be understood that these illustrations are not intended to limit the scope of the method and

5  system of the present invention. For example, the signaling and call control protocol could be
H.323 instead of, or in addition to, SIP. Also, other SIP end-user devices, in addition to, or
nstead of, SIP phones, could be used.

The exemplary configurations are described primarily in relation to the filtering of
signaling and call control messages, i.e., SIP messages. Each configuration includes a firewall

10  component, which, among other capabilities, is SIP-aware. However, as discussed above, the
system and method of the present invention also plays a role in the monitoring and regulation of
network media resource usage. In all three exemplary configurations described below, it is
assumed that the network performs monitoring and regulation functions of network media usage
in the firewall component. That is, on any given call, the determination of the need for network

15 media resources will be made as part of the call control and signaling filtering process, but the
monitoring and regulation may be performed by the firewall.

Figure 5 illustrates a system 500 including a SIP-aware firewall 512 functioning as the
network policy enforcement point. The system further includes a local IP network 502, which
includes a SIP end-user client 504 and a SIP-aware firewall and/or NAT 506. The local IP

20 network 502 may communicate with a core IP network 508 and other local or other carrier IP
network 510. The core IP network 508 includes the SIP-aware firewall 512, a SIP proxy server
514, an authentication and authorization server 516. The other network 510 includes another SIP

endpoint 518, illustrating that end-to-end communications may terminate on one client within the
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local net;:vork 502 and another client within the network 510.

The SIP-aware firewall 512 in the core IP network 508 is in the path of all IP
communications to and from the local IP network 502, regardless of whether or not the local IP
network 502 uses NAT and/or its own firewall 506. No IP packet may pass from the local

S network 502 to the core IP network 508, or from the core IP network 508 to the local IP network
502, without crossing the SIP-aware firewall 512. SIP endpoints outside the local IP network
502 may communicate with SIP clients inside the local IP network 502 either directly or
indirectly through the SIP Proxy server 514. In either case, however, all outside SIP messages to
or from internal clients of network 508 traverse the SIP-aware firewall 512.
10 During the registration process between a SIP phone 504 in the local IP network 502 and
the SIP Proxy server 514 in the core IP network 508, user profile information is retrieved by the
SIP Proxy server 514 from the authentication and authorization server 516, and can be passed to
the SIP-aware firewall 512 for use in the policy enforcement methods. Because the firewall 512
is SIP-aware, the firewall 512 is capable of recognizing SIP messages to and/or from the SIP
15  phones in the local IP network 502. Therefore, the firewall 512 can be a suitable point for
filtering SIP messages according to authorized services of end-users of SIP phones in the local IP
network 502.
Figure 6 illustrates a system 600 including a SIP-aware NAT and firewall 612
functioning as the network policy enforcement point. The system 600 includes a local IP
20 network 602 including a SIP end-user client 604 and a SIP-aware firewall 606. The local IP
network 602 communicates with a core IP network 608 and other local or carrier IP network 610.
The core IP network 608 includes a SIP-aware firewall and NAT 612, a SIP proxy server 614,

and an authentication and authorization server 616. The other network 610 includes another SIP
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endpoint'61 8, illustrating that end-to-end communications may terminate on one client within the
local network 602 and another client within the network 610.
The combined SIP-aware NAT and firewall 612 in the core IP network 608 is in the path
of all IP communications to and from the local IP network 602, regardless of whether or not the
5  local IP network 602 uses NAT and/or its own firewall 606. SIP endpoints outside the local IP
network 602 may communicate with SIP clients inside the local IP network 602 either directly or
indirectly through the SIP Proxy server 614. In either case, however, all outside SIP messages to
or from internal clients of network 608 traverse the SIP-aware NAT/firewall 612.
Similar to the system 500 illustrated in Figure 5, during the registration process between
10  the SIP end-user client 604 in the local IP network 602 and the SIP Proxy sever 614 in the IP
core network 608, user profile information is retrieved by the SIP Proxy server 614 from the
authentication and authorization server 616, and can be passed to the combined SIP-aware NAT
and firewall 612 for use in the policy enforcement methods.
Figure 7 illustrates a system 700 with a SIP-aware firewall 712 and a SIP Proxy server
15 714 functioning as the network policy enforcement point, e.g., core IP network border element.
The system includes a local IP network 702 including a SIP end-user client 704 and a SIP-aware
firewall and/or NAT 706. The local IP network 702 communicates with the core IP network 708
and other local or carrier [P network 710. The core IP network 708 includes the SIP-aware
firewall 712, the SIP proxy server 714, and an authentication and authorization server 716. The
20 other network 710 includes another SIP endpoint 718, illustrating that end-to-end
communications may terminate on one client within the local network 702 and another client
within network 710.

The SIP-aware firewall 712 in the core IP network 708 is in the path of all IP
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communications to and from the local IP network 702, regardless of whether or not the local IP
network 702 uses NAT and/or its own firewall 706. Because the firewall 712 is SIP-aware, the
firewall 712 can ensure that every SIP message outbound from a SIP phone, e.g., SIP end-user
client 704, in the local IP network 702 is forwarded through the SIP Proxy server 714. The SIP
5  Proxy server 714 may then apply policy enforcement to these SIP messages as necessary. For
SIP messages sent to SIP phones in the local IP network 702, it may not always be possible to
ensure traversal of the SIP Proxy server 714. Thus, for SIP messages inbound to SIP phones in
the local IP network 702, the firewall 712 may implement the necessary filtering. (Note that
inbound messages may traverse the SIP Proxy server 714, but such a path is not always ensured).

10  The different treatment of inbound and outbound messages is indicated in Figure 7 by the
unidirectional arrow from the SIP client 718 to the SIP-aware firewall 712 (i.e., inbound only).
As in the systems 500 and 600, the user profile information can be made available to the firewall
712 during the SIP registration process. The SIP Proxy server 714 will have access to this
information, as well.

15 The system 700 illustrates distributed filtering because the implementation of the policy
enforcement is distributed between the SIP-aware firewall 712 and the SIP Proxy 714. All
outbound SIP messages (i.e., from a subscriber in the local IP network 702 toward the core IP
network 708) can be forwarded to the SIP proxy server 714, which then performs the relevant
filtering steps. All inbound SIP messages (i.e., from the core IP network 708, or from a client

20 718 in network 710, to a subscriber in the local IP network 702) can be handled by the SIP-aware
firewall 712. This embodiment is advantageous since processing of inbound messages is
required and because it may not be possible to guarantee that all inbound messages traverse the

SIP Proxy server 714, but it may be possible to guarantee traversal of the SIP-aware firewall 712.
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ASSOCIATING A SIGNALING AND/OR CALL
CONTROL MESSAGE WITH A SERVICE OR FEATURE

5 In the exemplary embodiment, the network policy enforcement point associates each
signaling and/or call control message within a specific protocol to be part of the implementation
of a known service or feature. For example, the policy enforcement point may recognize a SIP
message to be a step in a call flow for implementing call waiting. Thus, each signaling and/or
call control message is matched against an inventory or database of implementations of services

10  and features using the specific signaling and call control protocol.

The database may be included within an authentication and authorization server. The
database may include all known possible ways in which, using the specific signaling and call
control protocol, services and features may be implemented. This supports a wide range of
intelligent end-user client types and/or models in the local network environment, without

15  limitation to the implementations that may be employed for known services. That is, not only
does the network permit authorized invocation of intelligent-client-based services and features
using the specific protocol, but also the network would not restrict the particular implementations
with regard to the signaling and call control sequences. Alternatively, the database may include
only the ways in which, using the specific signaling and call control protocol, services and

20 features are implemented within the core IP network. In this regard, for the specific protocol, the
database of possible implementations of each service and feature is limited only to those known
and used in the network.

The network policy enforcement point may query the database to recognize that a
particular signaling and/or call control message of a specific protocol represents all or part of the

25  invocation of a known service or feature. Note that multiple elements of a protocol message may
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be ‘requi;ed to make the determination of the service or feature. For example, a particular
message type may indicate different services or features, depending upon other parameters in the
message. If the message cannot be identified with a known service or feature, then it could be
deemed unauthorized, and discarded according to the filtering rules.
5 IDENTIFICATION OF SIP MESSAGES WITH FEATURES AND SERVICES
In the exemplary embodiment, the signaling and call control messages that are received
by the network policy enforcement point will be SIP messages. It is assumed that every SIP
message may be recognizable within a known SIP-based service transaction model. An
unrecognizable SIP message may simply be discarded. The inventory of known SIP-based
10 service transaction models comprises those versions implemented by the carrier or service
provider, plus additional versions viewed as common, or accepted, as determined by published
best practices, for example. In certain cases, the contents or format of a SIP message may not
carry a specific request for a feature or service, but rather indicate one or more features or
services that could be supported by the message. One example of this is caller identification
15  (ID). Note that a complete set of transaction models could cover services and features supported
and/or available from the carrier or service provider, as well as possibly services and features
supported and/or available only from intelligent clients and third-party service entities.
The following list provides some examples of services and/or features, and how SIP
messages might be used to identify or interpret them.
20 1. Caller ID. The ability to deliver caller ID on a given call can be discerned by examining
a SIP INVITE message that was used to initiate the call. The contents of Table 1 are
reproduced below to illustrate one example. The caller’s identity can be included in a

number of ways, any of which would allow caller ID do be delivered on the call. For
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10

15

20

25

e}(ample, if any of the three fields “from,” “p-asserted,” or “remote party ID” is set with
valid parameters, then caller ID is possible. As shown below, the “from” field indicates
that this call was initiated by “Sender.”

INVITE sip: user@biloxi.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta .com;branch=z9hGbk776asdhds
Max-Forwards: 70

To: User <sip:user@Biloxi.com>

From: Sender <sip:sender@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710@pc33.atlanta.com

Cseq: 314159 INVITE

Contact: <sip:sender@pc33.atlanta.com>

Content-Type: application/sdp

Content-Length: 142

2. Call waiting and n-way calling. The ability to deliver the call waiting feature is not

3.

associated with specific contents of a SIP message, but rather depends upon authorization
of the subscriber to receive a new call setup request (e.g., SIP INVITE) while currently in
an active call. Note that network-based call waiting can directly include authorization
screening, but intelligent client-based call waiting could potentially bypass the network
check. Hence any inbound call while the subscriber is already in an active call is a
potential candidate for call waiting. N-way calling is similar to call waiting, except that
the new call setups (e.g. ,. SIP INVITESs) are originated by the subscriber who may already
be in an active call. Thus, any outbound call made by a subscriber who is already in an
active call is potentially part of an n-way call setup. For both call waiting and n-way
calling, the network policy enforcement point, e.g., SIP-aware firewall, should have the
ability to recognize that a given subscriber is already in an active call.

Multi-line service. Multi-line service is similar to call waiting and n-way calling in that it

depends upon authorization of the subscriber to have multiple, simultaneous call sessions.
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4, Codec specification. Codec specification can be determined by examining the SDP
associated with the call setup transaction. This may include the initial SIP INVITE, as
well as other messages, which facilitate codec negotiation. Note that mid-call signaling

can also be examined since the codec can be re-negotiated during the call.

DETERMINING AUTHORIZATION FOR A SERVICE OR FEATURE
Determination of whether or not a particular user is authorized to use or invoke a specific
service or feature is based upon information stored by the system and pertaining to the particular
user. Such information is typically associated with or maintained in a database of user profiles.
10  Each user profile contains information specific to a particular user. Note that the term “user” in
the context of a user profile could represent an individual person, a group, or a generic identity
(e.g., “cafeteria phone”). The information in the user profile includes a list of authorized
services and features, and possibly ancillary information, such as times or days that
authorizations apply, or parameters associated with particular services or features, etc. It should
15  be understood that other types of information, and other storage formats besides lists may be
used.
A user profile is generally associated with a subscriber of a carrier or service provider,
and stores user-specific information, including the services and features in the profile. However,
a user may also invoke a temporary or one-time service. For example, a caller who is a
20  subscriber to carrier “A” may be able to call a subscriber to carrier “B,” provided the two carriers
have a peering agreement in place. In this case, the user profile in “B” for the caller from “A”
may be a temporary or default profile with services limited, e.g., to placing basic calls to

subscribers of “B.” Thus, a user profile may be a temporary or dynamic data construct applied,
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for exarr;ple, to a one-time or limited-time use. In addition to the example of callers from a
foreign carrier network, this could apply to a prepaid calling card, or even a single paid call.

Examples of features or services that may be listed as authorized in a user profile include
basic calling, caller ID, call waiting, automatic callback, conference calling, and call forwarding.

5  This list of examples is not intended to limit in any way the types of services that may be made
available to users through authorization in a user profile, or other network database.

Before any service or feature can be used or invoked, a user should be authenticated and
admitted into the system, and the user’s authorized services should be identified from the user’s
profile. This usually requires some sort of a registration process. For a single paid call, for

10  instance, this could be a one-time keypad sequence. For a SIP phone user, this would be a SIP
registration process. In any case, some network entity, e.g., SIP proxy server, receives input
from the user, and then initiates the process of authentication, authorization, and admittance.
This process might be carried out by the network entity that communicates with the user, or by
passing the user’s information to a network server that maintains the user profile data. Assuming

15  the user is authenticated, the user profile may be retrieved, and the user’s authorized services and
features identified.

For calls originating in a foreign carrier’s network, an explicit registration step might be
omitted, and a default profile applied. The profile information would then be passed to the
network entity or entities that carry out the actual policy enforcement. In this case, the caller

20  does not necessarily register with a SIP Proxy server in the home network, but nevertheless is
governed by some set of authorized features and services. The exact makeup of the set may be

provisioned statically in a firewall, according to a peering or service-level agreement between the
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home aI;d foreign carriers. Other methods for feature and service authorization for non-
subscribers may be used as well.
As an example, subscriber services in a SIP-based network require registration of a SIP
User Agent with the network. The SIP User Agent representing the subscriber initiates a SIP
5 registration process with a SIP Proxy server in the core network. For example, the SIP end-user
client 704 registers with the SIP proxy server 714 in the core IP network 708. During this
process, the SIP Proxy server 714 will query the authentication and authorization server 716 to
verify authenticity of the user, and discover what features and services the user is authorized to
invoke. The SIP proxy server 714 may use RADIUS for communications to the authentication
10  and authorization server 716. Note that multiple transactions may be involved, both between the
SIP Proxy server 714 and the user 704, and between the SIP Proxy server 714 and the
authentication and authorization server 716.
Assuming successful registration, the SIP Proxy server 714 will know what features and
services the user may invoke. This information may be in the user’s profile and may include a
15  list, as well as parameters relating to service levels (e.g., quality, priorities, bandwidth and other
resource allocation levels, etc.), and account balances (e.g., remaining prepaid minutes, etc.).
Other feature and service descriptors and/or parameters may also be included.
The user’s profile information is then made available to the policy enforcement entity (or
entities). One method for transferring this information is to use SIP to communicate policy
20  information from the SIP Proxy server 714 to the SIP-aware firewall 712. In this regard, the
SIP-aware firewall 712 may include a SIP User Agent application for terminating SIP-based
communications with the SIP Proxy server 714, and extensions and/or enhancements may be

added to SIP that support carriage of the requisite information. Examples of extension and/or
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enhancer;lents that may be added to SIP to perform this function are described in U.S. Patent
Application Serial Number 10/243,642, filed on September 10, 2002 and entitled “Architecture
and Method for Controlling Features and Services in Packet-Based Networks.”
Note that other protocols could be used to transfer authorization information to the SIP-
5 aware firewall 712. For example, a remote control protocol, such as MGCP or MEGACO
protocol, could be used to transfer the information, and even instruct the ﬁrewafl 712 how to
behave. In this case, the SIP Proxy server 714 would function in conjunction with a control
element that communicates with the firewall 712. This is only a partial list of possible methods
for communication between the SIP Proxy server 714 and the SIP-aware firewall 712.

10 Once the service or feature associated with a given signaling or call control message is
identified (as explained above), the service or feature is checked against the authorized services
and features for the sender and/or the intended recipient of the message. The choice of sender or
intended recipient is based upon which is a recognized user, in combination with the specific
service. That is, whether the specific type of service or feature is designed for delivery to the

15 sender and/or intended recipient of the message, and whether the sender and/or intended
recipient is authorized for that service. For example, if the feature or service is to be delivered to
the user who sent the message, then this user should be authorized. If the feature or service is to
be delivered to the user who is the intended recipient'of the message, then this user should be
authorized. If the feature or service is to be delivered to both sender and intended recipient of

20  the message, then both should be authorized to invoke the service. Once the party to whom the
feature or service is to be delivered is identified, then authorization for the service or feature can
be made by checking against the authorizations discovered during authentication and

authorization, e.g., SIP Proxy registration. Based on the outcome of this step, the system either
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allows o; denies the forwarding of the message. As noted, the specific actions that apply to
either decision constitute the filtering rules and actions (described more fully below).

Note that some of the implementations for services or features may be hosted in the
network. Any such features that are invoked by, or on behalf of, a subscriber using the network

5 implementation can automatically be subject to an authorization check. That is, if the service or
feature is being requested from the network itself, then the network has the guaranteed
opportunity to check for authorization prior to delivering the service or feature. However, for
any service or feature that can be implemented in an intelligent end-user client, the check
provided nevertheless allows the network to verify authorization prior to allowing the signaling

10  and call control messages to travel any further.

The determination as to whether the feature or service is to be delivered to the sender,
intended recipient, or both, depends upon the specific feature or service. The following list
provides some examples.

1. Caller ID. Caller ID is a feature that is delivered to the intended recipient of a SIP

15 INVITE. Therefore, if any of the fields in the SIP INVITE indicate that caller ID could
be delivered, the authorization check should be made for the intended recipient.

2. Call waiting and n-way calling. Call waiting is a feature that is delivered to the intended
recipient. Therefore, if an inbound (e.g., from the core network to a subscriber in a local
network) SIP INVITE is received while the intended recipient is already in an active call,

20 then the intended recipient should be authorized to receive a second call session initiation
to invoke this service. N-way calling is initiated by the sender of the message.

Therefore, if an outbound (e.g., toward the core network from a subscriber in a local

network) SIP INVITE is received while the sender is already in an active call, then the
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10

sender should be authorized to have multiple (up to n) simultaneous sessions to invoke

this service.

. Multi-line service. Multi-line service applies to both inbound and outbound calling of the

subscriber. Therefore, if a subscriber sends an outbound SIP INVITE, or is the intended
recipient of an inbound SIP INVITE, while already in an active call, then that subscriber
should be authorized to have multiple call sessions in order to be allowed to invoke this
service.

Codec specification. Codec specification can be checked against authorizations of the
sender and/or intended recipient. If either is a subscriber, then the authorizations will
have been discovered during SIP registration. If either is a foreign user, then

authorizations may be pre-configured or provisioned.

FILTERING RULES AND ACTIONS

Once the decision to allow or deny forwarding of the signaling/call control message is

15 made, a filtering action may be performed resulting in one of the following:

20

1. Forwarding the message on, unaltered, to the next hop in the path to the intended
recipient.
2. Forwarding the message on, with alterations, to the next hop in the path to the

intended recipient. The alterations will depend upon the message type and the
policy in place for the sender and/or intended recipient.

3. Discarding the message and returning an error indication message to the sender.

4, Discarding the message and returning no indication of that action, or any other
error indication, to the sender.

5. Discarding or holding the message and returning an option message to the sender.
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Tile first possible action of forwarding the message on, unaltered, applies to the case of a
fully allowed message, i.e., one that is unconditionally cleared. For example, if the message is
intended for a user that is authorized to invoke the service, then the message may be forwarded
to this user.

5 The second possible action of altering the message and then forwarding the message on,
applies to the case of a conditionally allowed message. For example, this applies to a message in
which removal or alteration of a parameter restrains the scope of a requested service or feature
within allowable or authorized limits. Alternatively, the alteration may disable an unauthorized
service, while maintaining a required message in an authorized call flow. Other uses of this

10 action may be possible.

The third possible action of discarding the message and returning an error message
applies to the case of an unauthorized service or feature, in which the sender should receive an
error notification. For example, this applies if the signaling or call control protocol specifically
requires an error message in the case of failure to deliver the message. An error message may

15 also be returned if the sender is a trusted network element, and the error message aids or
improves network performance. Other uses of this action may be possible as well.

The fourth possible action of discarding the message and returning no indication of that
action applies to the case of an unauthorized service or feature, in which the sender should not
receive an error notification. For example, if the signaling or call control protocol may

20  specifically forbid an error message in the case of failure to deliver the message. Such an
approach may be taken to help ward off denial-of-service attacks, for instance.

The fifth possible action of discarding or holding the message and returning an option

message to the sender applies to the case of an unauthorized service or feature, in which the
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network fnay choose to offer to the sender. For example, the sender may be attempting to initiate
a 3-way calling feature, but the sender may not be authorized to use this feature. The network, or
elements in the network such as SIP-aware firewall 712 or other policy enforcement point, may
send an option message to the sender asking the sender if he/she would like to utilize this service
5  for the present call. The policy enforcement point may then grant the unauthorized sender use of
the feature for the present call. Depending on any service agreements between the sender and
the network, the sender may be charged an additional fee for this feature, for example.
Other filtering actions may be performed as well depending on the service or feature
requested and/or based on a user’s authorization privileges. For example, after receiving
10  notification of a user’s authorized services, the network policy enforcement point could query
additional databases in the event that a user has multiple user profiles to determine whether to
allow or deny usage of a requested service. Other examples are possible as well.
The filtering action performed depends on the application of the filtering rules to the
outcome of the authorization check. For example, the actions taken depend upon the specific
15  feature or service, and whether or not it is allowed. In the case of a denial, the actions performed
may also depend upon any protocol requirements imposed by SIP as to how to handle discarded
messages. Specifically, whether the error response to the particular SIP method calls for silent
discarding, discarding with an error indication back to the sender, or possibly offering the feature
for use by the sender for the present call. The sample features and services listed above serve as
20  examples below.
1. Caller ID. 1f a SIP INVITE is identified as capable of delivering caller identity
information, and the intended recipient is authorized for caller ID, then the SIP INVITE

is forwarded unaltered to the intended recipient. This is the first of the possible filtering
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aétions. If a SIP INVITE is identified as capable of delivering caller identity information,
and the intended recipient is not authorized for caller ID, then the caller identity
information is removed from the SIP INVITE before it is forwarded to the intended
recipient. This is the second of the possible filtering actions, and it effectively disables

caller ID while permitting the call setup to proceed.

. Call waiting and n-way calling. 1f a SIP INVITE is identified as destined to a subscriber

who is already in a call, and the subscriber is authorized to receive a second call setup
initiation, then the SIP INVITE is forwarded unaltered to the intended recipient (the
subscriber). This is the first of the possible filtering actions. If a SIP INVITE is
identified as destined to a subscriber who is already in a call, and the subscriber is not
authorized to receive a second call setup initiation, then the SIP INVITE is not forwarded
to the intended recipient (the subscriber), and a busy indication is returned to the sender.
This is the third of the possible filtering actions.

For n-way calling, if a SIP INVITE is identified as sent from a subscriber who is
already in a call, and the subscriber is authorized to have multiple sessions, then the SIP
INVITE is forwarded unaltered. This is the first of the possible filtering actions. If a SIP
INVITE is identified as sent from a subscriber who is already in a call, and the subscriber
is not authorized to have multiple call sessions, then the SIP INVITE is not forwarded,
and an error indication is returned to the sender. This is the third of the possible filtering
actions. Alternatively, according to the fifth possible filtering action, a SIP INVITE
message may be sent back to the unauthorized subscriber asking the subscriber whether

he/she would like to utilize n-way calling for the present call. If so, the unauthorized
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subscriber may return the SIP INVITE message and the SIP INVITE message may then

be forwarded unaltered.

. Multi-line service. 1If a SIP INVITE is identified as destined to a subscriber who is

already in a call, or if a SIP INVITE is identified as sent from a subscriber who is already
in a call, and the subscriber is authorized to have multiple, simultaneous call sessions,
then the SIP INVITE is forwarded unaltered. If either of these feature/service
identifications is made, and the subscriber is not authorized to have multiple,
simultaneous call sessions, then the SIP INVITE is not forwarded, and an error
notification is returned to the sender. In the case of an inbound call, the notification may

be a busy indication, for example.

. Codec specification. If a subscriber attempts to negotiate a codec for which the

subscriber is not authorized, then the SIP message or messages that facilitate the
negotiation may be altered to specify a codec that is authorized. Alternatively, the SIP
transaction(s) that attempts the unauthorized codec negotiation may be disabled by the
filtering actions. In this case, presence or absence of error notification may be
determined on the basis of local policy.

Once a successful negotiation is complete, the media monitoring and regulation
component(s) of the SIP-aware firewall are notified as to the selected codec. This
information may be used, e.g., to set a bandwidth allocation for the call to prevent the

unauthorized substitution of a different codec that might consume more bandwidth.
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MEDIA ilESOURCE MONITORING AND REGULATION

If a given service or feature consumes or uses any network media resources, then the size
or amount may be subject to negotiation or network assignment during call control and/or
signaling of the service or feature. For example, a basic call consumes network media

5  bandwidth. The amount allocated by the network may be assigned based upon preset values in a
user profile, or dynamically negotiated in a real-time network-user interaction. In such cases,
there may be network entities that actively monitor and/or regulate resource usage to ensure
compliance with the negotiated or assigned level.

While policing resource usage may already be carried out as part of the function of a

10  network entity, such as a border element, the system and method of the present invention still
assists in the process by providing information required to carry out the monitoring and/or
regulation. For instance, by observing the codec negotiated between endpoints for a given call,
the requisite bandwidth can be determined. This value, in turn, can be supplied to the
appropriate border element in the call’s path, and used to ensure that the media traffic of the call

15 remains within the negotiated limits.

In one embodiment, a firewall in an IP network may already provide bandwidth-limiting
functions based upon RTP streams, and require as input only information regarding a bandwidth
value and an RTP stream identity. Alternatively, a network border element might implement a
control protocol that allows remote instructions to be received.

20 In one example, during the call control and signaling phase, the network policy
enforcement entity can determine: (i) which call, session, service, or feature will utilize network
media resources; and (ii) the expected level, size, or amount of network media resources

required. As another example, during network support of the call or session, or delivery of the
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feature of service, the network policy enforcement entity can ensure that the actual consumption
or usage of network media resources remains with the expected limits.
As noted, the need for the network policy enforcement entity to perform the actions and
tasks associated with monitoring and regulation is determined on a call-by-call basis (where
5  “call” refers to any of: call, session, feature, or service). The actions and tasks apply to those
calls, session, features, or services which consume network media resources.
One example of monitoring and regulatibn of media is based on methods of handling
RTP traffic. The network policy enforcement entity, e.g., firewall, may include such capabilities
as collecting RTP statistics, opening and closing RTP pinholes, and imposing control over RTP
10  streams based upon a combination of external commands and internal logic that compares actual
and expected usage.
The sample features and services listed above serve as additional examples explained
below.
1. Caller ID. Caller ID does not utilize any network media resources, so there are no
15 associated resource monitoring or regulation tasks.

2. Call waiting and n-way calling. Call waiting and n-way calling can be subject to policy
enforcement without involving network resource monitoring and regulation. This can be
done by maintaining sufficient call state information to determine if a particular
subscriber is in an active call when a new SIP INVITE is i1ssued or received, then

20 allowing or denying any relevant call signaling based upon the call state. Alternatively,
discovery of whether or not a particular subscriber is in an active call could be
determined by querying the media elements, e.g., to determine if there are active RTP

ports associated with a particular subscriber. Similarly, the policy enforcement could be
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realized by informing and/or instructing the media regulation components as to the

permissibility of opening multiple RTP sessions for a particular subscriber.

. Multi-line service. The comments for call waiting and n-way calling apply for multi-line

service, as well.

. Codec specification. Policy enforcement in the context of codec specification amounts to

ensuring that the actual bandwidth consumed by a session does not exceed that expected
on the basis of the codec selected during codec negotiation. This can be achieved by
informing the network resource monitoring and regulation entity (e.g., the SIP-aware
firewall) of the codec selection and/or the associated bandwidth consumption expected.
Unauthorized substitution of a higher bandwidth codec can then be prevented by
regulating the bandwidth usage on the call session. The corresponding information
determined is then passed to the network policy enforcement entity, e.g., SIP-aware

firewall, so that the entity may ensure that the agreed-to usage levels are not exceeded.

While exemplary embodiments have been described, persons of skill in the art will

appreciate that variations may be made without departure from the scope and spirit of the

invention. The true scope and spirit of the invention is defined by the appended claims, which

may be interpreted in light of the foregoing.
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CLAIMS

What is claimed is:

1. A method for controlling services in packet-based networks, the method
5  comprising:

receiving signaling messages within a communication path between a sender device and
an intended recipient device, wherein the signaling messages include an indication of a type of
service which the messages are intended to invoke;

making a determination of whether the sender or the intended recipient device of the

10  messages is authorized to invoke the type of service; and
filtering the signaling messages based on the determination so as to pass to the intended

recipient device signaling messages having an indication of services that are authorized.

2. The method of claim 1, wherein filtering the signaling messages comprises
15  altering the signaling messages based on the authorized services of the sender or the intended

recipient device.

3. The method of claim 2, wherein altering the signaling messages comprises
modifying the signaling messages so that the indication of the type of service is within

20  authorized limits.

4. The method of claim 1, wherein filtering the messages comprises discarding the
signaling messages having an indication of services which the sender or the intended recipient

devices are unauthorized to use.
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5. The method of claim 1, further comprising communicating with one or more
network entities responsible for monitoring media data flow within the communication path to

ensure compliance the authorized services.

6. A method for controlling services in packet-based networks, the method
comprising:
receiving a message;
recognizing that the message includes at least part of an indication of a service;
10 determining whether a beneficiary of the service is authorized to invoke or receive the
service; and
processing the message based on whether the beneficiary of the service is authorized to

invoke or receive the service.

15 7. The method of claim 6, wherein recognizing that the message includes at least
part of the indication of the service comprises:
accessing a database including information indicating implementations of services; and

comparing the indication of the service to the information in the database.

20 8. The method of claim 6, wherein the beneficiary is a sender of the message.

9. The method of claim 6, wherein the beneficiary is an intended recipient of the

message.

McDonaell Boehnen Hulbert & Berghoff 4 1
300 South Wacker Drive, 32nd Floor

Chicago, IL 60606

(312) 913-0001

IPR2018-00884
Apple Inc. EX1002 Page 44



10

15

20

10.  The method of claim 6, wherein determining whether the beneficiary of the
service is authorized to invoke or receive the service comprises:

receiving from an authentication server a user profile of the beneficiary that specifies
which services the beneficiary is authorized to invoke or receive; and

comparing the authorized services for the beneficiary to the service indicated in the

message.

11.  The method of claim 6, wherein the message is a session initiation protocol (SIP)

message.

12.  The method of claim 6, wherein the service is selected from the group consisting

of caller-ID, call waiting, multi-way calling, multi-line service, and codec specification.

13.  The method of claim 6, wherein processing the message comprises forwarding the

message to the beneficiary if the beneficiary is authorized to invoke or receive the service.

14.  The method of claim 6, wherein processing the message comprises altering the

message and then forwarding the message to an intended recipient.

15.  The method of claim 14, wherein altering the message comprises altering the

message so as to disable the service.
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16. The method of claim 6, wherein processing the message comprises discarding the

message if the beneficiary is not authorized to invoke or receive the service.

17.  The method of claim 16, further comprising returning an error indication message

to a sender of the message.

18.  The method of claim 6, wherein if the beneficiary is not authorized to invoke or
receive the service, processing the message comprises:
returning an option message to the sender asking the sender if the sender wants to invoke

or receive the service.

19. A method for controlling services in packet-based networks, the method
comprising:

receiving a message, the message configured according to a protocol;

associating the message with a known service that is defined within the protocol;

requesting a user profile of a user associated with the message, wherein the user profile
specifies which services the user is authorized to use;

determining from the user profile whether the user is authorized to invoke or receive the
known service; and

filtering the message based on whether the user is authorized to invoke or receive the

known service.

20.  The method of claim 19, wherein the user is a sender of the message.
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21.  The method of claim 19, wherein the user is an intended recipient of the message.

22.  The method of claim 19, wherein the message is a session initiation protocol (SIP)

5  message.

23.  The method of claim 19, further comprising monitoring network resource usage to

ensure that the user is only utilizing services that the user is authorized to use.

10 24, A system for controlling services in packet-based networks, the system
comprising:
an interface that is in a communications path of signaling messages between a first end
device and a second end device, wherein the interface receives messages according to a protocol;
a processor;
15 data storage; and
program logic stored in the data storage and executable by the processor to associate the
messages with known services that are defined within the protocol, to determine whether at least
one of the first end device and the second end device is authorized to invoke or receive the
services, and to filter the messages based on whether the at least one of the first end device and

20  the second end device is authorized to invoke or receive the services.
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25. A system comprising:

a border element being in a communications path of session initiation protocol (SIP)
signaling messages between end devices, wherein the SIP signaling messages include an
indication of services, and wherein the border element is operable to filter the SIP signaling

5 messages based on authorized services of the end devices; and

a proxy server for receiving a request from the border element for a user profile of at least

one of the end devices, and in response, for sending the user profile to the border element,

wherein the user profile specifies which services the at least one end device is authorized to use.

10 26.  The system of claim 25, wherein the border element is selected from the group

consisting of a firewall, an application layer gateway (ALG), and a SIP-aware firewall.
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ABSTRACT OF THE DISCLOSURE
A system and method for network based policy enforcement of intelligent-client features
is provided. An operator of an [P telephony and/or IP multimedia network may enforce
authorization or privileges of intelligent end-user clients to utilize or invoke services in the
5 network. A network policy enforcement point is maintained in the network by elements that are
under control of the network operator. The network policy enforcement point controls access to,
and invocation of, features and services that may otherwise be delivered to subscribers without
the knowledge or authorization of the network. The network policy enforcement point receives
messages, associates the message with a known service, makes a determination as to whether a
10  beneficiary of the service is authorized to invoke the service, and then filters the messages based

on the determination.
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POLICY ENFORCEMENT OF INTELLIGENT-CLIENT ]
FEATURES

START w— 300

Associating signaling and/or call control message with a

known service or feature 302

|

Determining whether a sender and/or intended recipient
of the message is authorized to use and/or invoke the
identified service or feature

|

Filtering each signaling and/or call control message
according to whether or not the identified service or
feature is authorized for the sender and/or intended ?05

recipient of the message

|

Communicating with one or more network entities to
- a —\
ensure compliance with network resource usage 308

304

(_END )
FIGURE 3
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Case No.: 03-395

DECLARATION AND POWER OF ATTORNEY
FOR PATENT APPLICATION

As a below named inventor, I hereby declare that:
My residence, post office address and citizenship are as stated below next to my name.

I believe I am an original, first and joint inventor of the subject matter which is claimed and for which a patent is
sought on the invention entitled:

SYSTEM AND METHOD FOR NETWORK BASED POLICY
ENFORCEMENT OF INTELLIGENT-CLIENT FEATURES

the specification of which is attached hereto.

I believe the following persons to be inventors of the above-referenced application: (1) David Grabelsky, of Skokie,
Ilinois; (2) Anoop Tripathi, of Lake Zurich, Illinois; (3) Michael Homeier, of Lake Forest, Illinois; and (4) Guanglu
Wang, of Buffalo Grove, Illinois.

I hereby state that I have reviewed and understand the contents of the above-identified spec1ﬁcat10n including the
claims, as amended by any amendment referred to above

I acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR § 1.56.

I hereby claim foreign priority benefits under 35 U.S.C. § 119(a)-(d) or § 365(b) of any foreign application(s) for
patent or inventor's certificate, or § 365(a) of any PCT international application which designated at least one
country other than the United States, listed below and have also identified below, by checking the box, any foreign
application for patent or inventor's certificate, or PCT international application having a filing date before that of the
application on which priority is claimed.

Prior Foreign Application(s):
Number Country Day/Month/Year Filed

1.

I hereby claim the benefit under 35 U.S.C. § 119(e) of any United States provisional application(s) listed below:
Application Number Filing Date

1.

I hereby claim the benefit under 35 U.S.C. § 120 of any United States application(s), or § 365(c) of any PCT
international application designating the United States, listed below and, insofar as the subject matter of each of the
claims of this application is not disclosed in the prior United States or PCT international application in the manner
provided by the first paragraph of 35 U.S.C. § 112, T acknowledge the duty to disclose information which is material
to patentability as defined in 37 C.F.R. § 1.56 which became available between the filing date of the prior
application and the national or PCT international filing date of this application.

Application Number Filing Date Status: patented, pending, abandoned

L.

I hereby appoint the practitioners associated with the Customer Number provided below to prosecute this application
and to transact all business in the Patent and Trademark Office connected therewith, and I direct that all
correspondence be addressed to that Customer Number.

Customer Number: 020306
Principal attorney or agent: Joseph A. Herndon
Telephone number: 312-913-0001
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CHICAGO, ILLINOIS 60606

TELEPHONE (312) 913-0001
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I hereby declare that all statements made herein of my own knowledge are true and that all statements made on
information and belief are believed to be true; and further that these statements were made with the knowledge that
willful false statements and the like so made are punishable by fine or imprisonment, or both, under Section 1001 of
Title 18 of the United States Code and that such willful false statements may jeopardize the validity of the
application or any patent issued thereon.

Full name of first joint inventor: ~ David Grabelsky

Inventor's signature: M W% Date: 5 W )Oo 3
Residence: 3800 Lee Street, Skokie,‘fl’ﬁnois 60076 -

Citizenship: United States of America

Post Office Address: 3800 Lee Street, Skokie, Illinois 60076

Full name of second joint invento ’p oop{Iripathi

Inventor's signature: =9 /> Date: OJ ge!‘/{[ 2’ C)‘)}
Residence: 462]/194Temﬁﬂiﬁg? Road, Lake Zurich, Illinois 60047

Citizenship: India
Post Office Address: 462 Pheasant Ridge Road, Lake Zurich, Illinois 60047

Full name of third joint inventor: ~ Michael Homeier

Inventor's signature: W Date: OS5~ 5e'p 63
8

Residence: 4 Greenwood Avenue, Lake Forest, Illinois 60045
Citizenship: United States of America
Post Office Address: 284 Greenwood Avenue, Lake Forest, Illinois 60045

Full name of fourth joint inventor;
9/ $) 2053
Inventor's signature: Date:

Residence: 43 Canterbury Lane, Buffalo Grove, Illinois 60089
Citizenship: China

Post Office Address: 43 Canterbury Lane, Buffalo Grove, Illinois 60089
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Application Data Sheet

Application Information

Application Type:: Utility
Subject Matter::
Suggested Classification::
Suggested Group Art Unit::
CD-Rom or CD-R?

Title:: SYSTEM AND METHOD FOR NETWORK BASED POLICY ENFORCEMENT OF

INTELLIGENT-CLIENT FEATURES
Attorney Docket Number:: 03,395
Request. for Early Publication?::
Request for Non-Publication?:: Yes
Suggested Drawing Figure::

Total Drawing Sheets:: 7

Small Entity:: No

Petition Included?::

Secrecy Order in Parent Appl.?::

Applicant Information

Applicant Authority type::

Primary Citizenship Country:: U.S.A.
Status:;

Given Name:: David

Family Name:: Grabelsky

City of Residence:: Skokie

State of Residence:: lllinois

Country of Residence:: U.S.A.

Street of mailing address:: 3800 Lee Street
City of mailing address:: Skokie

State or Province of mailing address:: lllinois

September 25, 2003
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Postal or Zip Code of mailing address:: 60076

Applicant Authority type::

Primary Citizenéhip Country:: India

Status::

Given Name:: Anoop

Family Name:: Tripathi

City of Residence:: Lake Zurich

State of Residence:: lIllinois

Country of Residence:: U.S.A.

.Street of mailing address;: 462 Pheasant Ridge Road
City of mailing address:: Lake Zurich

State or Providence of méilin'g address:: Illinois

Postal or Zip Code of mailing address:: 60047

Applicant Authority type::

Primary Citizenship Country:: U.S.A.

Status::

Given Name:: Michael

Family Name:: Homeier

City of Residence:: Lake Forest

State of Residence:: lllinois

Country of Residence:: U.S.A.

Street of mailing address:: 284 Greenwood Avenue
City of mailing address:: Lake Forest

State or Providence of mailing address:: Illinois

Postal or Zip Code of mailing address:: 60045

September 25, 2003
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Applicant Authority type::

Primary Citizenship Country:: China

Status::

Given Name:: Guanglu

Family Name:: Wang

City of Residence:: Buffalo Grove

State of Residence:: lllinois

Country of Residence:: U.S.A.

Street of mailing address:: 43 Canterbury Lane
Cify of mailing address:: Buffalo Grove

State or Providence of mailing address:: lllinois
Postal or Zip Code of mailing address:: 60089

Correspondence Information
Correspondence Customer Number:: 020306
Name Line One::

Name Line Two:: : McDonnell Boehnen Hulbert & Berghoff
Street of Mailing Address :: 32nd Floor

Street of Mailing Address:: 300 S. Wacker Drive

City of Mailing Address:: Chicago

State or Providence of Mailing Address:: IL

Country of Mailing Address:: USA

Postal or Zip Code of Mailing Address:: 60606

Phone Number:: (312) 913-0001

Fax Number:: (312) 913-0002

E-Mail Address:: docketing@mbhb.com

Representative Information

| Representative Customer Number:: | 020306 |

3 September 25, 2003
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Domestic Priority Information

Application:: Continuity Type:: Parent Application:; Parent Filing Date::

Foreign Priority Information

Country:: Application Number:: | Filing Date:: | , Priority Claimed::

Assignee Information

Ass’ignee Name:: 3Com Cdrporation \

4 September 25, 2003
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Application or Docket Number

03, 355

PATENT APPLICATION FEE DETERMINATION RECORD
Effective January 1, 2003

CLAIMS AS FILED - PART |

**f the "Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3.”
The “Highest Number Previously Paid For” (Total or Independent) is th highest numb r found in the appropriat box in column 1.

FORM PTO-875 (Rev. 12/02)

*U.S. Government Printing Office: 2003—499-464/79011

SMALL ENTITY OTHER THAN
(Column 1) (Column 2) TYPE [ OR SMALL ENTITY
TOTAL CLAIMS Q@ RATE | FEE RATE | FEE
FOR NUMBER FILED NUMBER EXTRA BASIC FEE} 375.00 | R [BASIC FEE| 750.00
TOTAL CHARGEABLE CLAIMS o@éfminus 20= |* é X$ 9= or| xste= |70 g{
%* "
| INDEPENDENT CLAIMS S minus3=| R X42= onl xse= |[6 %
l MULTIPLE DEPENDENT CLAIM PRESENT D
+140= OR] +280=
* |f the difference in column 1 is less than zero, enter “0” in column 2 TOTAL OR TOTAL l/02
CLAIMS AS AMENDED - PART I OTHER THAN
(Cglumﬂ 1) (Column 2)  (Column 3) SMALL ENTITY OR SMALLENTITY
CLAIMS HIGHEST
ADDI- ADDI-
< REMAINING NUMBER
- AFTER PREVIOUSLY | ' Daorn RATE |TIONAL RATE | TIONAL
& AMENDMENT PAID FOR FEE FEE
§ Total * Minus ok = X$ 9= OR X$18=
wi : -
E Independent |« Minus ok = X42= OR X84=
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM g
+140= OR|] +280=
TOTAL OR . TOTAL
ADDIT. FEE ADDIT. FEE
(Column 1) (Column 2)  (Column 3) '
CLAIMS HIGHEST,
m REMAINING NUMBER | PRESENT ADDI- ADDI-
; AFTER PREVIOUSLY EXTRA RATE |TIONAL "RATE |} TIONAL
] AMENDMENT PAID FOR FEE FEE
= .
% Total * Minus sk = X$ 9= oR| X$18=
%’ Independent |« Minus deiese = X492 oR X84=
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM E
+140= OR| +280=
TOTAL OR TOTAL
ADDIT. FEE ADDIT. FEE
(Column 1) (Column 2) _ (Column 3)
CLAIMS HIGHEST
o REMAINING NUMBER PRESENT ADDI- ADDI-
E AFTER PREVIOUSLY EXTRA RATE [TIONAL RATE | TIONAL
g AMENDMENT PAID FOR FEE FEE
% Total * Minus sk = X$ 9= orl X$18= '
g Independent |« Minus seick =
< X42= OR| X84=
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM E
+140= OR | +280=
* If the entry in column 1 is less than the entry in column 2, write *0” in column 3. TOT
* If the *Highest Number Previously Paid For” IN THIS SPACE is less than 20, nter 20"  apoiTFee OR popmomes

Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE
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PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
(Case No. 03-395)

In re Application of:
Group Art Unit: TBA

David Grabelsky, et al.
Examiner: TBA

Serial No.: 10/671,375
Confirmation No.: 1853

Filed: September 25, 2003

For:  System and Method for Network Based
Policy Enforcement of Intelligent-Client
Features

INFORMATION DISCLOSURE STATEMENT

Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450
Dear Sir:

Pursuant to the duty of disclosure provided by 35 C.F.R. § 1.56 and §§ 1.97-98,
the applicants wish to make the following references of record in the above-identified
application. Copies of the references are enclosed. Copies of the references are also
listed in the PTO-1449 form enclosed herewith. It is requested that the documents be
given careful consideration and that they be cited of record in the prosecution history of
the present application so that they will appear on the face of the patent issuing from the
present application

Portions of the references may be material to the examination of the pending
claims, however no such admission is intended. 37 C.F.R. 1.97 (h). The references

have not been reviewed in sufficient detail to make any other representation and, in

particular, no representation is intended as to the relative importance of any portion of

McDonnell Boehnen Hulbert & Berghoff
300 South Wacker Drive, Suite 3200
Chicago, IL 60606

Telephone: 312-913-0001

Fax: 312-913-0002
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the references. This Statement is not a representation that the cited references have

effective dates early enough to be “prior art” within the meaning of 35 U.S.C. sections

102 or 103.

CITED REFERENCES
Other Documents
1. Request for Comments: 3303, “Middlebox communication architecture and
framework,” MIDCOM Architecture and Framework, p. 1-34 August 2002.

2. U.S. Patent Application 10/243,642, “Architecture and Method for Controlling
Features and Services in Packet-Based Networks, p. 1-48, Sept. 2002.

Respectfully submitted,

Date: January 8, 2004 @ M

seph A. Herndon
Reglstratlon No. 50,469

McDonnell Boehnen Hulbert & Berghoff
300 South Wacker Drive, Suite 3200
Chicago, IL 60606

Telephone: 312-913-0001

Fax: 312-913-0002
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Sheet 1 of 1

FORM PTO-1449 U.S. Department f Commerc | Atty. Dock t No. S rial No.

(Rev. 2-32) Patent and Trademark Office
03-395 10/671,375
INFORMATION DISCLOSURE
STATEMENT BY APPLICANT
(Use several sheets if necessary) Applicants:

David Grabelsky, et al.

Filing Date: Group:
Sep-25-2003 TBA
U.S. PATENT DOCUMENTS
Examiner Filing
Initial Document Number Date Name Class Subclass Dat if
Appropriat
FOREIGN PATENT DOCUMENTS

Document Number Date Country Class Subclass |- Translation
Yes No

OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc).

1. | Request for Comments: 3303, “Middlebox communication architecture and framework,” MIDCOM
Architecture and Framework, p. 1-34 August 2002.

2. | U.S. Patent Application 10/243,642, “Architecture and Method for Controlling Features and
Services in Packet-Based Networks, p. 1-48, Sept. 2002.

EXAMINER DATE CONSIDERED

EXAMINER: Initial if citation considered, whether or not citation is in conformance with MPEP 609; Draw Iine>through citation if
not in conformance and not considered. Include copy of this form with next communication.

MCDONNELL BOEHNEN HULBERT & BERGHOFF
300 SOUTH WACKER DRIVE
CHICAGO, ILLINOIS 50808
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PATENT

IN THE UNITED STATES'; i’ATENT AND TRADEMARK OFFICE
(Case No. 03-395)

O <
Wemue .
fe Application of:

Group Art Unit: TBA

David Grabelsky, et al.
Examiner: TBA

Serial No.: 10/671,375
Confirmation No.: 1853

Filed: September 25, 2003

For: System and Method for Network Based
Policy Enforcement of intelligent-Client
Features

Commissioner for Patents
P.0O. Box 1450
Alexandria, Virginia 22313-1450

Sir:
TRANSMITTAL LETTER

In regard to the above identified application:
1. We are transmitting herewith the attached:
a. Information Disclosure Statement;
b. PTO Form 1449; and two cited references;

c. Post card.

2. With respect to additional fees:
X_ A. No additional fee is required.
B. Attached is a check in the amount of $

3. Please charge any additional fees or credit overpayment to Deposit Account No. 13-2490.
A duplicate copy of this sheet is enclosed.

4. CERTIFICATE OF MAILING UNDER 37 CFR § 1.8: The undersigned hereby certifies that
this Transmittal Letter and the paper, as described in paragraph 1 hereinabove, are being
deposited with the United States Postal Service with sufficient postage as first class mail in
an envelope addressed to: Commissioner for Patents, P.O. Box, Alexandria, Virginia
22313-1450 on this 8th day of January, 2004,

Date: January 8, 2004 By:

seph A. Herndon
Reg. No. 50,469
McDONNELL BOEHNEN, HULBERT & BERGHOFF
300 SOUTH WACKER DRIVE, SUITE 3200
CHICAGO, ILLINOIS 60606
TELEPHONE: (312) 913-0001
FACSIMILE: (312) 913-0002
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| Ref Hits , Search Query : ; Default
# '_~ | Operator |
S1 4380310 | @ad<"20030925" US-PGPUB; | OR OFF
USPAT
S2 49 | S1 and (message near3 service near3 | US-PGPUB; | OR OFF
filter$3) USPAT
S3 131 | S1 and ((service near3 authoriz$5) US-PGPUB; | OR OFF
with messages) USPAT
S4 5 | S3 and (SIP (session adj initiation adj | US-PGPUB; | OR OFF
protocol)) USPAT
S5 13 | S1 and (service near4 authorized US-PGPUB; | OR OFF
near4 limits) USPAT
S6 0 | S1 and (messages near4 (authorized US-PGPUB; | OR | OFF
adj services)) | USPAT E
S7 1 . S1 and (messages with (authorized - US-PGPUB; | OR " OFF
. } © adj services)) USPAT
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USPAT
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USPAT
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x USPAT
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| ! . USPAT ‘
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! ; . USPAT !
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPI0.gov

| APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. J
10/671,375 09/25/2003 David Grabelsky 03,395 1853
20306 7590 04/03/2007 I T I
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP
300 S. WACKER DRIVE . TOLENTINO, RODERICK
32ND FLOOR
CHICAGO, IL 60606 I ART UNIT I PAPER NUMBER |

2134
| SHORTENED STATUTORY PERIOD OF RESPONSE I MAIL DATE | DELIVERY MODE - J
3 MONTHS 04/03/2007 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

If NO period for reply is specified above, the maximum statutory period will apply and will expire 6 MONTHS
from the mailing date of this communication.

PTOL-90A (Rev. 10/06) IPR2018-00884
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Application No. ' Applicant(s)

10/671,375 GRABELSKY ET AL.
Office Action Summary Examiner Art Unit

Roderick Tolentino 2134

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address -~
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S. C. §133).

Any reply received by the Office tater than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status:

1) Responsive to communication(s) filed on 25 September 2003.
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

#)X] Claim(s) 1-26 is/are pending in the application.

4a) Of the above claim(s) ______ is/are withdrawn from consideration.
5)[] Claim(s) is/are allowed.
6)X] Claim(s) 1-26 is/are rejected.
7)[] Claim(s) ____is/are objected to.
8)[] Claim(s) ____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
0)X] The drawing(s) filed on 25 September 2003 is/are: a) )X accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
1)] The cath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)JAIl  b)[J Some * ¢)[] None of:
1] Certified copies of the priority documents have been received. .
2] Certified copies of the priority documents have been received in Application No. ___
3.[J Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) & Notice of References Cited (PTO-892) 4) [:] Interview Summary (PTO-413)

2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __

3) [X] Information Disclosure Statement(s) (PTO/SB/08) 5) [[] Notice of Informal Patent Application
Paper No(s)/Mail Date 01/12/2004. 6) D Other:

U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20070328

IPR2018-00884
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Application/Control Number: 10/671,375 Page 2
Art Unit: 2134 '

DETAILED ACTION

1. Claims 1 — 26 are pending.

Claim Rejections - 35 USC § 102
. 2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

3. Claims 1, 4 — 10, 13, 16, 20, 21, 23 and 24 are rejected under 35 U.S.C. 102(e)
as being anticipated by Dar et al. U.S. PG-Publication No. (2004/0193906).4

4. As per claims 1, 6, 19 and 24, Dar discloses receiving signaling messages within
a communication 4path between a sender device and an intended recipieht device,
wherein the signaling messages include an indication of a type of service which the
messages are intended to invoke (Dar, Paragraph 0011 and 0027, client requesfed
services in the header) making a determination of wheiher the sender or the intended
recipient device of the messages is authorized to invoke the type of service (Dar,
Paragraph 0011, system determines if client is authorized to use requested services)
and filtering the signaling messages based on the determination so as to pass fo the

intended recipient device signaling messages having an indication of services that are
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authorized (Dar, Paragraph 0011, Inhibits the communication if client requests
unauthorized access).

5. As per claim 4, Dar discloses filtering the messages comprises discarding the
signaling messages having an indication of services, which the sender or the intended
recipient devices are unauthorized to use. (bar, Paragraph 0033, discards the

communication if client requests unauthorized access).

0. As per claim 5, Dar discloses communicating with one or more network entities
responsible for monitoring media data flow within the communication path to ensare
compliance the authorized services (Dar, Paragraph 0005, plurality of aewers).

7. As per claim 7, Dar discloses accessing a database including information
indicating implementations of services and comparing the indication of the service to the
information in the database (Dar, Paragraph 0012, database of authorized services).

8. As per claims 8 and 20, Dar discloses the beneficiary is a sender of the message
(Dar, Paragraph 0011).

9. As per claims 9 and 21, Dar discloses the beneficiary is the recipient of the
message (Dar, Paragraph 0011).

10. As per claim 10, Dar discloses receiving from an authentication server a user
profile of the beneficiary that specifies which services the beneficiary is authorized to
invoke or receive (Dar, Paragraph 0022) and comparing the authorized services for the
beneficiary to the service indicated in the message (Dar, Paragraph 0012, database of

authorized services).
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11.  As per claim 13, Dar discloses processing the message comprises forwarding
the message to the beneficiary if the beneficiary is authorized to invoke or receive the
service (Dar, Paragraph 0011, authorized client).

12.  As per claim 16, Dar discloses processing the message comprises discarding the
mess.age if the beneficiary is not authorized to invoke or receive the service (Dar,

Paragraph 0033, discards the communication if client requests unauthorized access).

13.  As per claim 23, Dar discloses monitoring network resource usage to ensure that
the user is only utilizing services that the user is authorized to use (Dar, Paragraph

0011, checks for authorized services a client is allowed to use).

Claim Rejections - 35 USC § 103
14.  The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

15. Claims 2, 3 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Dar et al. U.S. PG-Publication No. (2004/0193906) in view of Tso U.S. PG-
Publication No. (2002/0124112).

16.  As per claim 2, Dar fails to teach filtering the signaling messages comprises
altering the signaling messages based on the authorized services of the sender or the

intended recipient device. However, in an analogous art Tso teaches filtering the
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signaling messages comprises altering the signaling messages based on the authorized
services of the sender or the intended recipient device (Tso, Paragraph 0011).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Tso’ Header-based Network API with Dar's network
security service security beaause it offers the advantage of successfully receiving the
original message sent by a sender (Tso, Paragraph 0011).

17.  As per claim 3, Dar as modified teaches altering the signaling méssages

- comprises modifying the signaling messages so that the indication of the type of service
is within authorized limits (Tso, Paragraph 0011).

18.  As per claim 14, Dar fails to teach processing the message comprises altering
the message and then forwarding the message to an intended recipient. However, in an
analogous Tso teaches processing the message comprises altering the messagé and
then forwarding the message to an intended recipient (Tso, Paragraph 0011).

19. As per claim 3, Dar as modified teaches altering the signaling messages
comprises modifying the signaling m-essages so that the indication of the type of service

is within authorized limits (Tso, Paragraph 0011).

20. Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Dar et
al. U.S. PG-Publication No. (2004/0193906) in view of Barraclough et al. U.S. PG-
Publication No. (2001/0024436).

21.  As per claim 12, Dar fails to disclose the service is selected from the group

consisting of caller-D, call waiting, multi-way calling, muiti-line service, and codec
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specificatién. However, in an analogous art Barraclough teaches service is selected
from t‘he group consisting of caller-D, call waiting, multi-way calling, multi-line éervice,
and codec specification (Barraclough, Paragraph 0021).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Barraclough’s VO-IP Audio-data terminal processor with
Dar's network security service security because it offers the advantage of using a cost-

effective way to communicate of channels (Barraclough, Paragraph 0004).

22.  Claims 11, 22 and 25 are rejected under 35 U.S.C. 103(a) as being unpatentéble
over Dar et al. U.S. PG-Publication No. (2004/0193906) in view of Orton et al. U.S.
Patent No. (6,678,735).

23. As per claims 11 and 22, Dar fails to disclose the use of SIP signal messaging.
However, in an analogous art Orton teaches (Orton, Col. 3 Lines 10 — 22 and Col. 3
Lines 18 — 23).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Orton's method for a SIP client manager with Dar’s
network security service security because it offers the advantage of managing non-
essential routing information using an SIP environment (Orton, Col. 1 Lines 46 — 50).
24.  As per claim 25, Dar teaches messages sent to a recipient device with requested

“services and filtering unauthorized requests from authorized requests based on

authorized services relating to the sender (Dar, Paragraph 0011) but fails to teach the
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use of SIP signaling and proxy servers. However, in an analogous art Orton teaches
the use of SIP signaling and proxy servers (Orton, Col. 3 Lines 10 — 22 and Col. 3 Lines
18 — 23).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Orton’s method for a SIP client manager with Dar's
network security service security because it offers the advantage of managing non-

essential routing information using an SIP environment (Orton, Col. 1 Lines 46 — 50).

25. Claim 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over Dar et
al. U.S. PG-Publication No. (2004/0193906) in view of Hodge et al. U.S. PG-Publication
No. (2004/0029564).

26. As per claim 15, Dar fails to disclose altering the message comprises altering the
message so as to disable the service. However, in an analogous art Hodge teachés
altering the message comprises altering the message so as to disable the service
(Hodge, Paragraph 0253).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Hodge’s telecommunication call management system with
Dar’s network security service security because it offers the advantage of disabling
unaccountable systems from access to services in order to keep costs down (Hodge,

Paragraph 0002).
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27. Claim 17 is rejected under 35 U.S.C. 103(a) as being unpatentable over Dar et
al. U.S. PG-Publication No. (2004/0193906) in view of Péreifa et al. U.S. Patent No.
(5,809,230).

28.  As per claim 17, Dar fails to teach comprising returniﬁg an error indication
message to a sender of the message. However, in an analogous art Pereira teaches
comprising returning an error indication message to a sender of the message (Pereira,
Col. 5Lines 49 — 53).

At the time the invention was made, it would have been obvious to a person of |
ordinary skill in the ért to use Pereira’s system for controlling access to personal
computer resources with Dar’'s network security seryice security because it offers the
advaniage of protecting unauthovrized accesses to resources (Pereira, Cél. 5 Lines 49 —

53).

29. Claim 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over Dar et
*al. U.S. PG-Publication No. (2004/0193906) in view of Feldbaum et al. U.S. Patent No.
(6,446,206).

30. As per claim 18, Dar fails to teach returning an option message to the sender
asking the sender if the sender wants to invoke or receive the service. However, in aﬁ
analogous art Feldbaum teaches returning an option message to the sender asking the
sender if the sender wants to invoke or receive the service (Feldbaum, Col. 5 Lines 45 —

58).
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At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Feldbaum’s method for access to control of a message
queue with Dar’s network security service security because it offers the advantage of

ensuring a request is authorized or not (Feldbaum, Col. 5 Lines 60 — 67).

31. Claim 26 is rejected under 35 U.S.C. 103(a) as being unpatentable over Dar et
al. U.S. PG-Publication No. (2004/0193906) in view of Young e et al. U.S. PG-
Publication No. (2003/0093563).
32. As per claim 26, Dar fails to teach the border element is selected from the group
consisting of a firewall, an application layer gateway (ALG), and a SIP-aware firewall.
However, in an analogous art Young teaches the border element is selected from the
group consisting of a firewall, an application layer gateway (ALG), and a SIP-aware
firewall (Young, Paragraph 0018).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Young's method for implementing and managing an
access network device with Dar's netvs_/ork security service security because it offers the

advantage of being a more secure system.

Conclusion
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33.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Roderick Tolentino whose telephone number is (571)
272-2661. The examiner can normally be reached on 8:00am - 5:30pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Kambiz Zand can be reached on (571) 272-3811. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you woul‘d like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Roderick Tolentino

Examiner
— ZZAND Art Unit 2134
L LT KAN\B‘ X AMINER
Roderick Tolentino \:\\MA
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PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
(Case No. 03-395)

In the Application of:

David Grabelsky et al. Examiner: Tolentino, Roderick

Serial No. 10/671,375 Group Art Unit: 2134

Filed: September 25, 2003 Confirmation No.: 1853

For:  System and Method for Network Based Customer No.: 20306
Policy Enforcement of Intelligent-Client

Features

R g g W . T g N e

Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

RESPONSE TO THE OFFICE ACTION MAILED APRIL 3, 2007

Dear Sir:

This paper is submitted in response to the Office Action mailed April 3, 2007. Please
enter the following remarks and amendments into the record for this application. Also enclosed
is a Petition for Extension of Time under 35 bC.F.R. 1.136(a) ( 3 month), along with requite fees.

Amendments to the Claims (if any) are reflected in the listing of claims that begins on
page 2 of this paper.

Remarks/Arguments begin on page 8 of this paper.

McDONNELL BOEHNEN 1
HULBERT & BERGHOFF LLP

300 SOUTH WACKER DRIVE, 32ND FLOOR

CHICAGO, IL 60606

(312)913-0001
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AMENDMENTS

IN THE CLAIMS

1. (currently amended) A method for controlling services in packet-based
networks, the method comprising:

receiving signaling messages within a communication path between a sender device and
an intended recipient device, wherein the signaling messages include an indication of a type of
service which the messages are intended to invoke;

making a determination of whether the sender or the intended recipient device of the

messages 1s authorized to invoke the type of service based in part on a recipient device profile;

and
filtering the signaling messages based on the determination so as to pass to the intended

recipient device signaling messages having an indication of services that are authorized.

2. (Original) The method of claim 1, wherein filtering the signaling messages
comprises altering the signaling messages based on the authorized services of the sender or the

intended recipient device.

3. (Original) The method of claim 2, wherein altering the signaling messages
comprises modifying the signaling messages so that the indication of the type of service is within

authorized limits.
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4. (Original) The method of claim 1, wherein filtering the messages comprises
discarding the signaling messages having an indication of services which the sender or the

intended recipient devices are unauthorized to use.

5. (Original) The method of claim 1, further comprising communicating with
onec or more network entities responsible for monitoring media data flow within the

communication path to ensure compliance the authorized services.

6. (currently amended) A method for controlling services in packet-based
networks, the method comprising:

receiving a message;

recognizing that the message includes at least part of an indication of a service;

determining whether a beneficiary of the service is authorized to invoke or receive the

service based on a beneficiary profile; and

processing the message based on whether the beneficiary of the service is authorized to

invoke or receive the service.

7. (Original) The method of claim 6, wherein recognizing that the message
includes at least part of the indication of the service comprises:
accessing a database including information indicating implementations of services; and

comparing the indication of the service to the information in the database.
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8. (Original) The method of claim 6, wherein the beneficiary is a sender of the

message.

9. (Original) The method of claim 6, wherein the beneficiary is an intended

recipient of the message.

10. (Original) The method of claim 6, wherein determining whether the
beneficiary of the service is authorized to invoke or receive the service comprises:

receiving from an authentication server a user profile of the beneficiary that specifies
which services the beneficiary is authorized to invoke or receive; and

comparing the authorized services for the beneficiary to the service indicated in the

message.

11. (Original) The method of claim 6, wherein the message is a session initiation

protocol (SIP) message.

12.  (Original) The method of claim 6, wherein the service is selected from the
group consisting of caller-ID, call waiting, multi-way calling, multi-line service, and codec

specification.

13.  (Original) The method of claim 6, wherein processing the message comprises
forwarding the message to the beneficiary if the beneficiary is authorized to invoke or receive the

service.
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14. (Original) The method of claim 6, wherein processing the message comprises

altering the message and then forwarding the message to an intended recipient.

15. (Original) The method of claim 14, wherein altering the message comprises

altering the message so as to disable the service.

16. (Original) The method of claim 6, wherein processing the message comprises

discarding the message if the beneficiary is not authorized to invoke or receive the service.

17. (Original) The method of claim 16, further comprising returning an error

indication message to a sender of the message.

18. (Original) The method of claim 6, wherein if the beneficiary is not authorized
to invoke or receive the service, processing the message comprises:
returning an option message to the sender asking the sender if the sender wants to invoke

or receive the service.

19.  (Original) A method for controlling services in packet-based networks, the
method comprising:
receiving a message, the message configured according to a protocol;

associating the message with a known service that is defined within the protocol;
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requesting a user profile of a user associated with the message, wherein the user profile
specifies which services the user is authorized to use;

determining from the user profile whether the user is authorized to invoke or receive the
known service; and

filtering the message based on whether the user is authorized to invoke or receive the

known service.

20.  (Original) The method of claim 19, wherein the user is a sender of the
message.
21. (Original) The method of claim 19, wherein the user is an intended recipient

of the message.

22.  (Original) The method of claim 19, wherein the message is a session

initiation protocol (SIP) message.

23. (Original) The method of claim 19, further comprising monitoring network

resource usage to ensure that the user is only utilizing services that the user is authorized to use.

24.  (currently amended) A system for controlling services in packet-based networks,
the system comprising:
an interface that is in a communications path of signaling messages between a first end

device and a second end device, wherein the interface receives messages according to a protocol;
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a processor;

data storage; and

program logic stored in the data storage and executable by the processor to associate the
messages with known services that are defined within the protocol, to determine whether at least
one of the first end device and the second end device is authorized to invoke or receive the

services_according to a user profile, and to filter the messages based on whether the at least one

of the first end device and the second end device is authorized to invoke or receive the services.

25. (Original) A system comprising:

a border element being in a communications path of session initiation protocol (SIP)
signaling messages between end devices, wherein the SIP signaling messages include an
indication of services, and wherein the border element is operable to filter the SIP signaling
messages based on authorized services of the end devices; and

a proxy server for receiving a request from the border element for a user profile of at least
one of the end devices, and in response, for sending the user profile to the border element,

wherein the user profile specifies which services the at least one end device is authorized to use.

26.  (Original) The system of claim 25, wherein the border element is selected
from the group consisting of a firewall, an application layer gateway (ALG), and a SIP-aware

firewall.
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REMARKS

In the Office Action mailed April 3, 2007 Claims 1-26 are currently pending. Claims 1,
4-10, 13, 16, 20, 21, 23 and 24 stand rejected under 35 U.S.C. § 102(e) as being allegedly
anticipated by Dar et al. (US Publication No. 2004/0193906). Claims 2, 3 and 14 stand rejected
under 35 U.S.C. § 103(a) as being allegedly unpatentable over Dar et al. (US Publication No.
2004/0193906) in view of Tso (US Publication No. 2002/0124112). Claim 12, stands rejected
under 35 U.S.C. § 103(a) as being allegedly unpatentable over Dar et al. (US Publication No.
2004/0193906) in view of Barraclough et al. (US Publication No. 2001/0024436). Claims 11, 22
and 25 stand rejected under 35 U.S.C. § 103(a) as being allegedly unpatentable over Dar et al.
(US Publication No. 2004/0193906) in view of Orton et al. (US Patent No. 6,678,735). Claim 15
stands rejected 35 U.S.C. § 103(a) as being allegedly unpatentable over Dar et al. (US
Publication No. 2004/0193906) in view of Hodge et al. (US Publication No. 2004/0029564).
Claim 17 is rejected under 35 U.S.C. § 103(a) as being allegedly unpatentable over Dar et al.
(US Publication No. 2004/0193906) in view of Pereira et al. (US Patent No. 5,809,230). Claim
18 stands rejected under 35 U.S.C. § 103(a) as being allegedly unpatentable over Dar et al. (US
Publication No. 2004/0193906) in view of Feldbaum et al. (US Patent No. 6,446,206). Claim 26
stands rejected under 35 U.S.C. § 103(a) as being allegedly unpatentable over Dar et al. (US
Publication No. 2004/0193906) in view of Young ¢ et al. (US Publication No. 2003/0093563).

Applicants respectively traverse. After a careful review of the Office Action, the cited
portions of the references, and Applicants’ claim clarifications, Applicants respectively request

reconsideration in view of the following remarks.

I. CLAIM REJECTIONS UNDER 35 U.S.C. § 102(e)

Claims 1, 4-10, 13, 16, 20, 21, 23 and 24 stand rejected under 35 U.S.C. § 102(e) as
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being allegedly anticipated by Dar et al. (US Publication No. 2004/0193906) (“Dar 906”).

Applicants respectively traverse.
A. Applicants’ Presently Claimed Invention

The present invention relates to policy enforcement of network services and, more
particularly, to a system and method for network based policy enforcement of intelligent-client
features. Applicants’ Specification at Page 2 Lines 2-4.

As Applicants explain in the Specification section entitled, “NETWORK-BASED
POLICY ENFORCEMENT OF INTELLIGENT-CLIENT FEATURES” and with respect to
Applicants’ Figure 2, in an exemplary embodiment, an entity of the network 200 is the policy
enforcement point on behalf of the core IP network 202. The entity is a core-network-based
policy enforcement point that is (1) in the communications path of substantially each and every
call control and signaling message between any end-user client and any call control and signaling
entity of the network 202 (including, possibly, another client device); and (2) able to
communicate with, and set parameters of, network elements that monitor and control media data
flow across network boundaries (e.g., border elements 216 and 218). The policy enforcement
point may recognize all call control and signaling messages that pass through it, and filter them
according to their content, including, but not limited to, sender, intended recipient, and meaning
within the particular call control and signaling protocol (e.g., message type). In addition, the
policy enforcement point may control media data flow, or augment and/or assist other network
clements that have this function. Such control of media data flow may include, but is not limited
to, ensuring compliance of media streams with agreed-to bandwidth and other network resource

usage. Applicants’ Specification at Page 15 Line 19 — Page 16 Line 10.
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The policy enforcement point may facilitate network-based enforcement of service and
feature privileges on a call-by-call basis, (1) during an initial setup phase of the call or session,
based upon the filtering of call control and signaling messages; and (2) once the call, session,
service, or feature is allowed and/or established, based upon both filtering of subsequent call
control messages, and the monitoring and enforcement of any relevant, negotiated media
bandwidth and/or other network resource usage. Note that the term policy enforcement point is a
reference to a logical localization of a set of tasks and functions that may actually be embodied
in one or more physical devices, and/or in a distributed manner. Applicants’ Specification at
Page 16 Lines 11-18.

The network policy enforcement point may use information, if known, regarding
authorized services and features of the sender, and/or information, if known, regarding
authorized services and features of the intended recipient, to process each call control and
signaling message according to a policy or policies prescribed by the core IP network. The
filtering of call control and signaling messages constitutes policy enforcement, and for each
message may result in the message being forwarded on with or without alterations, the message
being discarded with or without return of an error indication message to the sender, or the
message being discarded with return of an option message to the sender, for example.
Applicants’ Specification at Page 16 Line 19 — Page 17 Line 3.

For any given message for which the sender is an authorized subscriber to the core
network, the sender’s user profile will be known to the network and thus available to the policy
enforcement entity. In this case, policy enforcement will be applied according to the sender’s

authorized services and features, even if the intended recipient is not a subscriber to the core
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network, or is a trusted endpoint within the core network. For example, the intended recipient
could be a service element within the core network, or subscriber in another core network.

For any given message for which the intended recipient is an authorized subscriber to the
core network, the intended recipient’s user profile will be known to the network and thus be
available to the policy enforcement entity. In this case, policy enforcement will be applied
according to the intended recipient’s authorized services and features, even if the sender is not a
subscriber to the core network, or is a trusted endpoint within the core network. For example,
the sender could be a service element within the core network, or a subscriber in another core
network.

A policy enforcement point(s) is (are) the network entity (or entities) at which policy is
set. This could be accomplished at the authentication and authorization server 210, the call
control and signaling server (e.g., the SIP proxy server 208), or any other element that can
communicate, directly or indirectly, with a policy enforcement point. Applicants’ Specification
at Page 17 Lines 4 - 20.

Enforcement of bandwidth and/or other network resource usage according to the
authorized services on a given call, session, service, or feature may be accomplished by
monitoring the associated media stream(s), and comparing statistics compiled with relevant
parameters established during the call control and signaling phase. The actions taken on calls or
sessions found to be in violation of negotiated bandwidth or other resource usage may range
from dropping excess media data associated with the call or session, to terminating the call or
session. The specific actions may depend upon local policy. If such actions are already
encompassed within the functions of existing network entities, such as border elements (e.g.,

NAT firewalls 216 and 218), then the system and method of the present invention may assist
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these entities by supplying relevant information collected during the setup of calls and sessions.
Applicants’ Specification at Page 17 Line 21 — Page 18 Line 7.

Figure 3 is a flowchart depicting one embodiment of a method 300 of network-based
policy enforcement of intelligent client features. Initially, signaling and call control messages
are received or intercepted by the policy enforcement point. The policy enforcement point may
be a border element between a local network and a core network, for example, that intercepts all
signaling messages sent in between. Each signaling and/or call control message is then
associated with a known service or feature, or a call-flow segment of a known service or feature,
as shown at block 302. The policy enforcement point then determines whether the sender and/or
intended recipient of the message is authorized to use and/or invoke the identified service or
feature, as shown at block 304. The policy enforcement point then filters each signaling and/or
call control message according to whether or not the identified service or feature is authorized
for the sender and/or intended recipient of the message, as shown at block 306. The policy
enforcement point may then communicate with and/or control one or more network entities
responsible for monitoring and regulating media data flow across network boundaries in order to
ensure compliance with the authorization of usage of services and negotiated bandwidth, as
shown at block 308. Note that the step of communicating with network entities to monitor
network resource usage is optional on a call-by-call basis, depending upon whether or not the
call or session is allowed, and whether any associated services or features consume or depend
upon media resources of the network. Applicants’ Specification at Page 18 Line 8 — Page 19
Line 3.

Applicants’ presently pending claims are generally directed to such a method and system

for policy enforcement. For example, independent claim 1 now expressly recites a method for
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controlling services in packet-based networks comprising the steps of “receiving signaling
messages within a communication path between a sender device and an intended recipient
device, wherein the signaling messages include an indication of a type of service which the
messages are intended to invoke” and “making a determination of whether the sender or the
intended recipient device of the messages is authorized to invoke the type of service based in part
on a recipient device profile.” The remaining independent claims recite similar limitations.

B. Dar 906 Does Not Teach or Suggest Applicants’ Presently Claimed Invention

Dar 906 does not anticipate Applicants’ presently claimed invention. Unlike Applicants’

presently claimed invention, Dar 906 does not teach or suggest a method and system for policy

2

enforcement that utilizes “a recipient device profile.” Dar 906, naturally therefore, does not

teach or suggest the step of “making a determination of whether the sender or the intended
recipient device of the messages is authorized to invoke the type of service based in part on a

recipient device profile.”

Rather, Dar 906 appears generally related to a method and/or system generally directed to
network service security and regulating accessibility to server-provided services. Dar 90
Paragraph 0001. The April 4, 2007 Office Action appears to rely on Paragraph 0011 of Dar 906
as allegedly teaching or suggesting Applicants’ presently claimed invention. For reference,
Paragraph 11 of Dar 906 reads as follows:

[0011] Implementations of the invention may include one or more of the
following features. The communication comprises a packet of data including
header information and payload data and where the determining means performs
the determining based only on the header information. The determining means
performs the determining using stored authorization associations of indicia of
client identifiers and indicia of corresponding authorized services. The
determining means performs the determining using stored authorization
associations of indicia of at least one of client network address and port numbers.
The system further comprises means for inhibiting the communication from
reaching the intended service if the client from which the communication came is
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unauthorized to access the intended service.
Dar 906 Paragraph 0011 (emphasis added).
According to the portion of Dar 906 relied upon in the presently pending Office Action,

the “determining means performs the determining based only on the header information.” Dar

2

906 is completely silent at to maintaining or establishing a “user profile.” This cited portion of
Dar 906 naturally, therefore; does not teach the step of “making a determination of whether the
sender or the intended recipient device of the messages is authorized to invoke the type of
service based in part on a recipient device profile” as expressly recited in Applicants’ presently
pending claims.

Clearly, as evident by the cited and relied upon portions of the Dar 906 reference
provided above, Dar 906 is merely directed to establishing a “determining means” that “performs
the determining based only on the header information.” Consequently, Dar 906 does not teach,
cither expressly or inherently “making a determination of whether the sender or the intended
recipient device of the messages is authorized to invoke the type of service based in part on a
recipient device profile.”

To anticipate a claim, “each and every element set forth in the claim [must be] found,
either expressly or inherently described, in a single . . . reference.” Vergall Bros. V. Union Oil
Co. of California, 814 F.2f 628, 631 (Fed. Cir. 1987) (M.P.E.P. Section 2131). Consequently,
since Dar 906 does not teach or suggest creating/maintaining or utilizing “a recipient device
profile,” Dar 906 simply also does not teach or suggest the step of ““making a determination of
whether the sender or the intended recipient device of the messages is authorized to invoke the

type of service based in part on a recipient device profile. Consequently, Dar 906 further fails to

teach the subsequent step of “filtering the signaling messages based on the determination so as to
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pass to the intended recipient device signaling messages having an indication of services that are
authorized.” As such, Dar 906 does not to teach every element of the claimed invention and,
therefore does not anticipate Applicant’s presently pending independent claims 1, 6, 19, 24, and
25.

For at least those reasons identified above, Dar 906 fails to teach or suggest all of the
limitations expressly recited in Applicants’ presently pending independent claims 1, 6, 19, and
24. For at least these reasons, Dar 906 in combination with the references cited above fail to
teach or suggest Applicants’ presently pending dependent claims 2-5, 7-18, 20-23, and 26.

1. SUMMARY

Applicants respectfully submit that, in view of the remarks above, the present application,
including claims 1-26, is in condition for allowance and solicit action to that end.

If there are any matters that may be resolved or clarified through a telephone interview,

the Examiner is respectfully requested to contact Applicants’ undersigned representative at (312)

913-0001.
Respectfully submitted,
McDonnell Boechnen Hulbert & Berghoff LLP
Date: September 26, 2007 By: _/Thomas E. Wettermann/
Thomas E. Wettermann
Reg. No. 41,523
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Application No. Applicant(s)

10/671,375 GRABELSKY ET AL.
Office Action Summary Examiner A Unit

Roderick Tolentino 2134

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

" A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be avallable under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

NPJ Responsive to communication(s) filed on 26 September 2007.
2a)X] This action is FINAL. 2b)[] This action is nor\l-final.
3)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O0.G. 213.

Disposition of Claims

4)[XI Claim(s) 1-26 is/are pending in the application.

4a) Of the above claim(s) is/fare withdrawn from consideration.
5)(] Claim(s) ____is/are allowed.
6)J Claim(s) 1-26 is/are rejected.
7)J Ctaim(s) is/are objected to.

8)(] Claim(s) are subject to restriction and/or election requirement.

Application Papers

9)[J The specification is objected to by the Examiner.
10)X] The drawing(s) filed on 25 September 2003 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[J The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[]J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)(JAIl b)(J Some * ¢)[] None of:
1. Certified copies of the priority documents have been received.
2. Certified copies of the priority documents have been received in Application No. __
3.[7] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) E Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)

2) [T] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _ .
3) []] Information Disclosure Statement(s) (PTO/SB/08) 5) L] Notice of Informal Patent Application

Paper No(s)/Mail Date 6) [:] Other:

U.S. Patent and Trademark Office .
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20071126
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Application/Control Number: 10/671,375 Page 2
Art Unit: 2134

DETAILED ACTION

1. Claims 1 - 26 are pending.

Response to Arguments
2. Applicant's arguments filed 09/26/2007 have been fully considered but they are
not persuasive.
3. Applicant argues that Dar fails to disclose, teach or even suggest making a
determination of whether the sender or the intended recipient device of the messages is
authorized to invoke the type of service based in p\art on a recipient device profile.
Examiner respectfully disagrees. As per claims 1, 6, 19 and 24, Dar discloses receiving
signaling messages within a communication path between a sender device and an
intended recipient device, wherein the signaling messages include an indication of a
type of service which the messages are intended to invoke (Dar, Paragraph 0011 and
0027, client requesied services in the header) making a determination of whether the
sender or the intended reeipient device of the messages is authorized to invoke the type
of service based in part on a recipient device profile (Dar, Paragraphs 0008 and 0011,
system determines if client is authorized to use requested services) and filtering the
signaling messag'es based on the determination so as to pass to the intended recipient
device signaling messages having an indication of services that are authorized (Dar,
Paragraph 0011, Inhibits the communication if client requests unauthorized access).
Dar teaches that a client is associated with a source identifier, and in combination Dar's

system will determine if the source is authorized. Dar includes both a device and a
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profile used to determine the authorization by the server. Thus Dar teaches the claimed

limitation.

Claim Rejections - 35 USC § 102
4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language. -

5. Claims 1, 4 - 10, 13, 16, 20, 21, 23 and 24 are rejected under 35 U.S.C. 102(e)
as being anticipate by Dar et al. U.S. PG-Publication No. (2004/0193906).

6. As per claims 1, 6, 19 and 24, Dar discloses receiving signaling messages within
a communication path between a sender device and an intended recipient device,
wherein the signaling messages include an indication of a type of service which the
messages are intended to invoke (Dar, Paragraph 0011 and 0027, client requesied
services in the header) making a determination of whether the sender or the intended
recipient device of the messages is authorized to invoke the type of service based in
part on a recipient device profile (Dar, Paragraphs 0008 fand 0011, system determines if
client is authorized to use requested services) and filtering the signaling messages

based on the determination so as to pass to the intended recipient device signaling
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messages having an indication of services that are authorized (Dar, Paragraph 0011,
Inhibits the communication if client requests unauthorized access).

7. As per claim 4, Dar discloses filtering Athe messages comprises discarding the
signaling messages having an indication of services, which the sender or the intended
recipient devices are unauthorized to use. (Dar, Paragraph 0033, discards the
communication if client requests unauthorized access).

8. As per claim 5, Dar discloses communicating with one or more network entities
responsible for monitoring media data flow within the communication path to ensure
compliance the authorized services (Dar, Paragraph 0005, plurality of servers).

9. As per claim 7, Dar discloses accessing a database including information
indicating implementations of services and comparing the indication of the service to the
information in the database (Dar, Paragraph 0012, database of authorized services).
10.  As per claims 8 and 20, Dar discloses the beneficiary is a sender of the message
(Dar, Paragraph 0011 ).

11.  As per claims 9 and 21, Dar discloses the beneficiary is the recipient of the
message (Dar, Paragraph 0011 ).

12. As perclaim 10, Dar discloses recéiving from an authentication server a user
profile of the beneficiary that specifies which services the beneficiary is authorized to
invoke or receive (Dar, Paragraph 0022)and comparing the authorized services for the
beneficiary to the service indicated in the message (Dar, Paragraph 0012, database of

authorized services).
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13.  As per claim 13, Dar discloses processing the message comprises forwarding
the message to the beneficiary if the beneficiary is authorized to invoke or receive the
service (Dar, Paragraph 0011, authorized c|ieﬁt).

14.  As per claim 16, Dar discloses processing the message comprises discarding the
message if the beneficiary is not authorized to invoke or receive the service (Dar,
Paragraph 0033, discards the communication if client requests unauthorized access).
15.  As per claim 23, Dar discloses monitoring network resource usage to ensure that
the user is only utilizing services that the user is authorized to use (Dar, Paragraph

0011, checks for authorized services a client is allowed to use).

Claim Rejections - 35 USC § 103
16.  The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

17. Claims 2, 3 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Dér etal. U.S. PG-Publication No. (2004/0193906) in view of Tso U.S. PG-
Publication No. (2002/0124112).

18.  As per claim 2, Dar fails to teach filtering the signaling messages comprises
altering the signaling messages based on the authorized services of the sender or the
intended recipient device. However, in an analogous art Tso teaches filtering the

signaling messages comprises altering the signaling messages based on the authorized
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services of the sendér or the intended recipient device (Tso, Paragraph 0011 ).

At the time the inventibn was made, it would have been obvious to a person of ordinary
skill in the art to use Tso' Header-based Network API with Dar's network security
service security because it offers the advantage of successfully receiving the original
message sent by a sender (Tso, Paragraph 0011 ).

19.  As per claim 3, Dar as modified teacheé altering the signaling messages
comprises modifying the signaling messages so that the indication of the type of service
is within authorized limits (Tso, Paragraph 0011 ).

20. As per claim 14, Dar fails to teach processing the message comprises altering
the message and then forwarding the message to an infended recipient. However, in .an
analogous Tso. teaches processing the message comprises altering the message and
then forwarding the message to an intended recipient (Tso, Paragraph 0011). 19. As
per claim 3, Dar as modified teaches altering the signaling messages comprises
modifying the signaling messages so that the indication of the type of service is within

authorized limits (Tso, Paragraph 0011).

21. Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Dar et
al. U.S. PG-Publication No. (2004/0193906) in view of Barraclough et al. U.S. PG-
Publication No. (2001/0024436).

22. As per claim 12, Dar fails to disclose the service is selected from the group
consisting of caller-D, call waiting, multi-way calling, muiti-line service, and codec

specification. However, in an analogous art Barraclough teaches service is selected
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from the group consisting of caller-D, call waiting, multi-way calling, multi-line service,
and codec specification (Barraclough, Paragraph 0021).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Barraclough's VO-IP Audio-data terminal processor witﬁ
Dar's network security service security because it offers the advantage of u;ing a cost-

effective way to communicate of channels (Barraclough, Paragraph 0004).

23. Claims 11, 22 and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Dar et al. U.S. PG-Publication No. (2004/0193906) in view of Orton et al. U.S.
Patent No. (6,678,735).
24. As per claims 11 and 22, Dar fails to disclose the use of SIP signal messaging.
However, in an analogous art Orton teaches (Orton, Col. 3 Lines 10 - 22 and Col. 3
Lines 18 - 23). |

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Orton's method for a SIP client manager with Dar's
network security service security because it offers the advantag'e of managing non\-
essential routing information using an SIP environment (Orton, Col. 1 Lines 46 - 50).
25. As per claim 25, Dar teaches messages sent to a recipient device with requested
services and filtering unauthorized requests from authorized requests based on
authorized services relating to the sender (Dar, Paragraph 0011 ) but fails to teach the

use of SIP signaling and proxy servers. However, in an analogous art Orton teaches the
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use of SIP signaling and proxy servers (Orton, Col. 3 Lines 10 - 22 and Col. 3 Lines 18‘-
23).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Orton's method for a SIP clieﬁt manager with Dar's
network security service security because it offers the advantage of managing non\-

essential routing information using an SIP environment (Orton, Col. 1 Lines 46 - 50).

26. Claim 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over Dar et
al. U.S. PG-Publication No. (2004/0193906) in view of Hodge et al. U.S. PG-Publication
No. (2004/0029564).

27.  As per claim 15, Dar fails to disclose altering the message comprises altering the
message so as to disable the service. However, in an analogous art Hodge teaches
altering the message comprises altering the message so as to disable the service
(Hodge, Paragraph 0253).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Hodge's telecommunication call management system with
Dar's network security service security because it offers the advantage of disabling
unaccountable systems from access to services in order to keep costs down (Hodge,

Paragraph 0002).
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28. Claim 17 is rejected under 35 U.S.C. 103(a) as being unpatentable over Dar et
al. U.S. PG-Publication No. (2004/0193906) in view of Pereira et al. U.S. Patent No.
(5,809,230).

29. As per claim 17, Dar fails to teach comprising returning an error indication
message to a sender of the message. However, in an analogous art Pereira teaches
comprising returning an error indication message to a sender of the message (Pereira,
Col. 5 Lines 49 - 53).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Pereira's system for controlling access to personal
computer resources with Dar's network security service security because it offers the
advantage of protecting unauthorized accesses tb resources (Pereira, Col. 5-Lines 49 -

53).

30. Claim 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over Dar et.
al. U.S. PG-Publication No. (2004/0193906) in view of Feldbaum et al. U.S. Patent No.
(6,446,206).

31. As per claim 18, Dar fails to teach returning an option message to the sender
asking the sender if the sender wants to invoke or receive the service. However, in an
analogous art Feldbaum teaches returning an option message to the sender asking the
sender if the sender wants to invoke or receive the service (Feldbaum, Col. 5 Lines 45 -

58).
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At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Feldbaum's method for access to control of a message
queue with Dar's network security service security because it offers the advantage of

ensuring a request is authorized or not (Feldbaum, Col. 5 Lines 60 - 67).

32. Claim 26 is rejected under 35 U.S.C. 103(a) as being unpatentable over Dar et
al. U.S. PG-Publication No. (2004/0193906) in view of Young e et al. U.S. PG- |
Publication No. (2003/0093563).
33. As per claim 26, Dar fails to teach the border element is selected from the group
consisting of a firewall, an application layer gateway (ALG), and a SIP-aware firewall.
However, in an analogous art Young teaches the border element is selected from the
group consisting of a firewall, an application layer gateway (ALG), and a SIP-aware
firewall (Young, Paragraph 0018).

At the time the invention was made, it would have been obviéus to a person of
ordinary skill in the art to use Young's method for implementing and managing an
access network device with Dar's network security service security because it offers the

advantage of being a more secure system.

Conclusion
34. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time

policy as set forth in 37 CFR 1.136(a).
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A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the‘statutory period for reply expire later
than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Roderick Tolentino whose teiephone number is (571)
272-2661. The examiner can normally be reached on Monday - Friday 9am to Spm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Kambiz Zand can be reached on (5671) 272-3811. The fax phone number

for the organization where this application or proceeding is assigned is 571-27348300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Roderick Tolentino

_ Examiner
Z /——:: ::‘ Art Unit 2134
Roderick Tolentino :
% WER
G
Eg\n%o“\
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U.S. Patent and Trademark Office; U.5. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a ccllection of information unless it contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Application | 44/671 375 Filing 1 2003-09-25 Docket Number | 5 595 At | 2134
Number Date (if applicable) Unit

First Named David Grabelsky et al. Examiner Tolentine, Roderick

Inventor Name

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
1995, or to any design application. The Instruction Sheet for this form is located at WWW.USPTO.GOV

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment(s).

] Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a
submission even if this box is not checked.

[ ] Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[ ] Other

[X] Enclosed

Amendment/Reply
|:| Information Disclosure Statement (IDS)

|:| Affidavit(s)/ Declaration(s}

[] Other

MISCELLANEOUS

|:| Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a period of months
{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17{i) required)

Other

General Authorization

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No 132490
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P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3} the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submissicn related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of reccrds may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiaticns.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, toc whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the Internaticnal Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
ar his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authoerity of 44 U.S5.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used toc make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
(Case No. 03-395)

In the Application of:

David Grabelsky et al. Examiner: Tolentino, Roderick

Serial No. 10/671,375 Group Art Unit: 2134

Filed: September 25, 2003 Confirmation No.: 1853

For:  System and Method for Network Based Customer No.: 20306
Policy Enforcement of Intelligent-Client

Features

R g g W . T g N e

Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

REQUEST FOR CONTINUED EXAMINATION: SUBMISSION IN RESPONSE TO
THE FINAL OFFICE ACTION MAILED NOVEMBER 30, 2007

Dear Sir:

This Request for Continued is submitted in response to the Final Office Action mailed
November 30, 2007. Please enter the following remarks and amendments into the record for this
application.

Amendments to the Claims (if any) are reflected in the listing of claims that begins on
page 2 of this paper.

Remarks/Arguments begin on page 8 of this paper.
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AMENDMENTS

IN THE CLAIMS

1. (currently amended) A method for controlling services in packet-based
networks, the method comprising:

receiving signaling messages within a communication path between a sender device and
an intended recipient device, wherein the signaling messages include an indication of a type of
service which the messages are intended to invoke;

making a determination of whether the sender or the intended recipient device of the
messages 1s authorized to invoke the type of service based in part on a recipient device profile

maintained in part on a remote enforcement point; and

filtering the signaling messages based on the determination so as to pass to the intended

recipient device signaling messages having an indication of services that are authorized.

2. (Original) The method of claim 1, wherein filtering the signaling messages
comprises altering the signaling messages based on the authorized services of the sender or the

intended recipient device.

3. (Original) The method of claim 2, wherein altering the signaling messages
comprises modifying the signaling messages so that the indication of the type of service is within

authorized limits.
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4. (Original) The method of claim 1, wherein filtering the messages comprises
discarding the signaling messages having an indication of services which the sender or the

intended recipient devices are unauthorized to use.

5. (Original) The method of claim 1, further comprising communicating with
onec or more network entities responsible for monitoring media data flow within the

communication path to ensure compliance the authorized services.

6. (currently amended) A method for controlling services in packet-based
networks, the method comprising:

receiving a message;

recognizing that the message includes at least part of an indication of a service;

determining whether a beneficiary of the service is authorized to invoke or receive the

service based on a beneficiary profile stored in part on a remote enforcement point; and

processing the message based on whether the beneficiary of the service is authorized to

invoke or receive the service.

7. (Original) The method of claim 6, wherein recognizing that the message
includes at least part of the indication of the service comprises:
accessing a database including information indicating implementations of services; and

comparing the indication of the service to the information in the database.
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8. (Original) The method of claim 6, wherein the beneficiary is a sender of the

message.

9. (Original) The method of claim 6, wherein the beneficiary is an intended

recipient of the message.

10. (Original) The method of claim 6, wherein determining whether the
beneficiary of the service is authorized to invoke or receive the service comprises:

receiving from an authentication server a user profile of the beneficiary that specifies
which services the beneficiary is authorized to invoke or receive; and

comparing the authorized services for the beneficiary to the service indicated in the

message.

11. (Original) The method of claim 6, wherein the message is a session initiation

protocol (SIP) message.

12.  (Original) The method of claim 6, wherein the service is selected from the
group consisting of caller-ID, call waiting, multi-way calling, multi-line service, and codec

specification.

13.  (Original) The method of claim 6, wherein processing the message comprises
forwarding the message to the beneficiary if the beneficiary is authorized to invoke or receive the

service.
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14. (Original) The method of claim 6, wherein processing the message comprises

altering the message and then forwarding the message to an intended recipient.

15. (Original) The method of claim 14, wherein altering the message comprises

altering the message so as to disable the service.

16. (Original) The method of claim 6, wherein processing the message comprises

discarding the message if the beneficiary is not authorized to invoke or receive the service.

17. (Original) The method of claim 16, further comprising returning an error

indication message to a sender of the message.

18. (Original) The method of claim 6, wherein if the beneficiary is not authorized
to invoke or receive the service, processing the message comprises:
returning an option message to the sender asking the sender if the sender wants to invoke

or receive the service.

19.  (Currently amended) A method for controlling services in packet-based
networks, the method comprising:
receiving a message, the message configured according to a protocol;

associating the message with a known service that is defined within the protocol;

McDONNELL BOEHNEN 5
HULBERT & BERGHOFF LLP

300 SOUTH WACKER DRIVE, 32ND FLOOR

CHICAGO, IL 60606

IPR2018-00884
Apple Inc. EX1002 Page 131



requesting a user profile of a user associated with the message, wherein the user profile

specifies which services the user is authorized to use and is stored in part on a remote server;

determining from the user profile whether the user is authorized to invoke or receive the
known service; and
filtering the message based on whether the user is authorized to invoke or receive the

known service.

20.  (Original) The method of claim 19, wherein the user is a sender of the
message.
21. (Original) The method of claim 19, wherein the user is an intended recipient

of the message.

22.  (Original) The method of claim 19, wherein the message is a session

initiation protocol (SIP) message.

23. (Original) The method of claim 19, further comprising monitoring network

resource usage to ensure that the user is only utilizing services that the user is authorized to use.

24.  (Currently amended) A system for controlling services in packet-based networks,
the system comprising:
an interface that is in a communications path of signaling messages between a first end

device and a second end device, wherein the interface receives messages according to a protocol;
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a processor;

data storage; and

program logic stored in the data storage and executable by the processor to associate the
messages with known services that are defined within the protocol, to determine whether at least
one of the first end device and the second end device is authorized to invoke or receive the

services according to a user profile maintained on a remote enforcement point, and to filter the

messages based on whether the at least one of the first end device and the second end device is

authorized to invoke or receive the services.

25. (currently amended) A system comprising:

a border element being in a communications path of session initiation protocol (SIP)
signaling messages between end devices, wherein the SIP signaling messages include an
indication of services, and wherein the border element is operable to filter the SIP signaling
messages based on authorized services of the end devices; and

a proxy server for receiving a request from the border element for a user profile of at least

one of the end devices the user profile maintained on a storage device, and in response, for

sending the user profile to the border element, wherein the user profile specifies which services

the at least one end device is authorized to use.

26.  (Original) The system of claim 25, wherein the border element is selected
from the group consisting of a firewall, an application layer gateway (ALG), and a SIP-aware

firewall.
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REMARKS

In the Office Action mailed November 30, 2007, Claims 1-26 are currently pending.
Claims 1, 4-10, 13, 16, 20, 21 and 23-25 are rejected under 35 U.S.C. § 102(e) as being allegedly
anticipated by Dar et al. (US Publication No. 2004/0193906). Claims 2, 3 and 14 are rejected
under 35 U.S.C. § 103(a) as being allegedly unpatentable over Dar et al. (US Publication No.
2004/0193906) in view of Tso (US Publication No. 2002/0124112). Claim 12 is rejected under
35 U.S.C. § 103(a) as being allegedly unpatentable over Dar et al. (US Publication No.
2004/0193906) in view of Barraclough et al. (US Publication No. 2001/0024436). Claims 11, 22
and 25 are rejected under 35 U.S.C. § 103 (a) as being allegedly unpatentable over Dar et al. (US
Publication No. 2004/0193906) in view of Orton et al. (US Patent No. 6,678,735). Claim 15 is
rejected 35 U.S.C. § 103(a) as being allegedly unpatentable over Dar et al. (US Publication No.
2004/0193906) in view of Hodge et al. (US Publication No. 2004/0029564). Claim 17 is
rejected under 35 U.S.C. § 103(a) as being allegedly unpatentable over Dar et al. (US Publication
No. 2004/0193906) in view of Pereira et al. (US Patent No. 5,809,230). Claim 18 is rejected
under 35 U.S.C. § 103(a) as being allegedly unpatentable over Dar et al. (US Publication No.
2004/0193906) in view of Feldbaum et al. (US Patent No. 6,446,206). Claim 26 is rejected
under 35 U.S.C. § 103(a) as being allegedly unpatentable over Dar et al. (US Publication No.
2004/0193906) in view of Young ¢ et al. (US Publication No. 2003/0093563).

Applicants respectively traverse. After a careful review of the Office Action, the cited
portions of the references, and Applicants’ claim clarifications, Applicants respectively request

reconsideration in view of the following remarks.

I. CLAIM REJECTIONS UNDER 35 U.S.C. § 102(e)

Claims 1, 4-10, 13, 16, 20, 21, and 23-25 stand rejected under 35 U.S.C. § 102(¢) as
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being allegedly anticipated by Dar et al. (US Publication No. 2004/0193906) (“Dar 906”).

Applicants respectively traverse.

A. Applicants’ Presently Claimed Invention

As Applicants explain in the background section of its Patent Specification, in practice,
certain next-generation services depend upon network-based servers and support, so network
providers are probably in no danger of losing their ability to sell services. But the trend toward
intelligent, IP-based clients is a new dimension in the space of creation and delivery of telephony
and media services. At best, carriers, service providers, and device manufacturers may have to
work together to ensure interoperability. At worst, carriers and service providers may need to
deal with unauthorized delivery of services by intelligent clients in their networks. Either way,
maintaining relevance as providers of services, and not just transport of the services, is no longer
a given for network providers in a world shared with intelligent clients.

Therefore, if carriers and service providers are to maintain their ability to generate
revenue for services offered or supported in their networks, then the service providers’ ability to
enforce the authorization of service usage is important. This is particularly important in next-
generation IP telephony and IP multimedia networks, where many basic and advanced services
may be signaled, controlled, and/or delivered by intelligent end-user clients that are not owned or
controlled by the network providers, thereby enabling the potential bypassing by the end user of
service agreements or other subscription accounting mechanisms. Applicants’ Specification at
Page 2 Line 18 — Page 3 Line 10.

Applicant’s presently claimed invention is generally directed to meeting the needs of
service providers’ ability to enforce the authorization of service usage. To this end, the present

invention relates to policy enforcement of network services and, more particularly, to a system
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and method for network based policy enforcement of intelligent-client features. Applicants’
Specification at Page 2 Lines 2-4.

Referring to Figure 2 of Applicants’ Specification, the network 200 includes a core IP
network 202, and local IP networks 204 and 206. In this case, end-user clients are SIP user
agents, such as SIP user agents 204a-b and 206a-b, and SIP phones, such as SIP phone 204c-d
and 206c-c. The core IP network 202 includes a SIP Proxy server 208, an
authentication/authorization server 210, a directory server 212, and a network-based services
server 214. Border elements in the core IP network 202 are NAT firewalls 216 and 218, which
incorporate functionality specific to SIP. Such devices are commonly referred to as SIP-aware
firewalls, as illustrated. The NAT firewalls 216 and 218 make it possible, for example, for a SIP
client with only a local address within the local area network to initiate and receive SIP-based
calls to and from SIP endpoints in the core IP network 202, or other local networks connected
(directly or indirectly) to the core IP network 202.

In order for a SIP phone, e.g., 204c, to establish connectivity beyond its local IP network
204, its user registers with the SIP proxy server 208 in the core IP network 202. The registration
process will typically include some sort of verification that authenticates the user and authorizes
use of a set of services. This authentication usually involves communications between the SIP
proxy server 208 and the authentication and authorization server 210 via an additional protocol.
For example, Remote Authentication Dial In User Service (RADIUS) might be used for this
purpose. Assuming the user is successfully authenticated, authorization for use of services could
be determined according to a user profile stored in the authentication and authorization server
210. The user profile might list services and features to which the user has subscribed, e.g., basic

calls, call waiting, call forwarding, etc. Once registration is complete, the user may invoke
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services within the core IP network 202. Note that the user could be a specific person, group, or
generic identity (e.g., “cafeteria phone™). Applicants’ Specification at Page 14 Line 7 — Page 15
Line 17.

While lists of authorized services and features may be stored in the user profile, it is
possible for many of the features themselves to be fully or partially realized directly within the
SIP phone 204c. Thus, a user could decline to subscribe to a certain service in the core IP
network 202, but still obtain that service using the implementation on the SIP phone 204c.
Assuming that a carrier or service provider of the network 200 normally charges for that service,
then this user would be acquiring it for free. As noted, one way to attempt to prevent this from
happening is to extend or enhance the SIP protocol to support passing the information about the
user’s authorized services to the SIP phone, as described in U.S. Patent Application Serial
Number 10/243,642, entitled “Architecture and Method for Controlling Features and Services in
Packet-Based Networks.” The SIP phone would then only invoke those services for which
authorization has been received, i.e., the SIP phone becomes the policy enforcement point on
behalf of the core IP network 202.

As Applicants explain in the Specification section entitled, “NETWORK-BASED
POLICY ENFORCEMENT OF INTELLIGENT-CLIENT FEATURES” and with respect to
Applicants’ Figure 2, in an exemplary embodiment, an entity of the network 200 is the policy
enforcement point on behalf of the core IP network 202. The entity is a core-network-based
policy enforcement point that is (1) in the communications path of substantially each and every
call control and signaling message between any end-user client and any call control and signaling
entity of the network 202 (including, possibly, another client device); and (2) able to

communicate with, and set parameters of, network elements that monitor and control media data
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flow across network boundaries (e.g., border elements 216 and 218). The policy enforcement
point may recognize all call control and signaling messages that pass through it, and filter them
according to their content, including, but not limited to, sender, intended recipient, and meaning
within the particular call control and signaling protocol (e.g., message type). In addition, the
policy enforcement point may control media data flow, or augment and/or assist other network
clements that have this function. Such control of media data flow may include, but is not limited
to, ensuring compliance of media streams with agreed-to bandwidth and other network resource
usage. Applicants’ Specification at Page 15 Line 19 — Page 16 Line 10.

The policy enforcement point may facilitate network-based enforcement of service and
feature privileges on a call-by-call basis, (1) during an initial setup phase of the call or session,
based upon the filtering of call control and signaling messages; and (2) once the call, session,
service, or feature is allowed and/or established, based upon both filtering of subsequent call
control messages, and the monitoring and enforcement of any relevant, negotiated media
bandwidth and/or other network resource usage. Note that the term policy enforcement point is a
reference to a logical localization of a set of tasks and functions that may actually be embodied
in one or more physical devices, and/or in a distributed manner. Applicants’ Specification at
Page 16 Lines 11-18.

The network policy enforcement point may use information, if known, regarding
authorized services and features of the sender, and/or information, if known, regarding
authorized services and features of the intended recipient, to process each call control and
signaling message according to a policy or policies prescribed by the core IP network. The
filtering of call control and signaling messages constitutes policy enforcement, and for each

message may result in the message being forwarded on with or without alterations, the message
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being discarded with or without return of an error indication message to the sender, or the
message being discarded with return of an option message to the sender, for example.
Applicants’ Specification at Page 16 Line 19 — Page 17 Line 3.

For any given message for which the sender is an authorized subscriber to the core
network, the sender’s user profile will be known to the network and thus available to the policy
enforcement entity. In this case, policy enforcement will be applied according to the sender’s
authorized services and features, even if the intended recipient is not a subscriber to the core
network, or is a trusted endpoint within the core network. For example, the intended recipient
could be a service element within the core network, or subscriber in another core network.

A policy enforcement point(s) is (are) the network entity (or entities) at which policy is
set. This could be accomplished at the authentication and authorization server 210, the call
control and signaling server (e.g., the SIP proxy server 208), or any other element that can
communicate, directly or indirectly, with a policy enforcement point. Applicants’ Specification
at Page 17 Lines 4 - 20.

Enforcement of bandwidth and/or other network resource usage according to the
authorized services on a given call, session, service, or feature may be accomplished by
monitoring the associated media stream(s), and comparing statistics compiled with relevant
parameters established during the call control and signaling phase. The actions taken on calls or
sessions found to be in violation of negotiated bandwidth or other resource usage may range
from dropping excess media data associated with the call or session, to terminating the call or
session. The specific actions may depend upon local policy. If such actions are already
encompassed within the functions of existing network entities, such as border elements (e.g.,

NAT firewalls 216 and 218), then the system and method of the present invention may assist
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these entities by supplying relevant information collected during the setup of calls and sessions.
Applicants’ Specification at Page 17 Line 21 — Page 18 Line 7.

Figure 3 is a flowchart depicting one embodiment of a method 300 of network-based
policy enforcement of intelligent client features. Initially, signaling and call control messages
are received or intercepted by the policy enforcement point. The policy enforcement point may
be a border element between a local network and a core network, for example, that intercepts all
signaling messages sent in between. Each signaling and/or call control message is then
associated with a known service or feature, or a call-flow segment of a known service or feature,
as shown at block 302. The policy enforcement point then determines whether the sender and/or
intended recipient of the message is authorized to use and/or invoke the identified service or
feature, as shown at block 304. The policy enforcement point then filters each signaling and/or
call control message according to whether or not the identified service or feature is authorized
for the sender and/or intended recipient of the message, as shown at block 306. The policy
enforcement point may then communicate with and/or control one or more network entities
responsible for monitoring and regulating media data flow across network boundaries in order to
ensure compliance with the authorization of usage of services and negotiated bandwidth, as
shown at block 308. Note that the step of communicating with network entities to monitor
network resource usage is optional on a call-by-call basis, depending upon whether or not the
call or session is allowed, and whether any associated services or features consume or depend
upon media resources of the network. Applicants’ Specification at Page 18 Line 8 — Page 19

Line 3.
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Applicants’ presently pending claims are generally directed to such a method and system
for policy enforcement. For example, independent claim 1 now expressly recites a method for
controlling services in packet-based networks comprising the steps of “receiving signaling
messages within a communication path between a sender device and an intended recipient
device, wherein the signaling messages include an indication of a type of service which the
messages are intended to invoke” and “making a determination of whether the sender or the
intended recipient device of the messages is authorized to invoke the type of service based in part

on a recipient device profile maintained in part at a policy enforcement point.” (emphasis

added). As Applicants explain above, a policy enforcement point(s) is (are) the network entity
(or entities) at which policy is set. This could be accomplished at the authentication and
authorization server 210, the call control and signaling server (e.g., the SIP proxy server 208), or
any other element that can communicate, directly or indirectly, with a policy enforcement point.
Applicants’ Specification at Page 17 Lines 4 - 20. The remaining independent claims recite
similar limitations.

B. Dar 906 Does Not Teach or Suggest Applicants’ Presently Claimed Invention

Dar 906 does not anticipate Applicants’ presently claimed invention. Unlike Applicants’
presently claimed invention, Dar 906 does not teach or suggest a method and system for policy

enforcement that utilizes “a recipient device profile maintained at a policy enforcement point.”

Dar 906, naturally therefore, does not teach or suggest the step of “making a determination of
whether the sender or the intended recipient device of the messages is authorized to invoke the

type of service based in part on a recipient device profile.”

Rather, Dar 906 appears generally related to a method and/or system generally directed to

network service security and regulating accessibility to server-provided services. Dar 90
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Paragraph 0001. The November 30, 2007 Final Office Action appears to rely on Paragraphs
[0008], [0011] and [0027] of Dar 906 as allegedly teaching or suggesting Applicants’ previously
claimed invention. Applicants have now revised all of its independent claims to further
distinguish Dar 906 from Applicants presently claimed invention.

For example, Paragraph [0008] describes that the method of Dar “comprises receiving a

data packet, determining, from the header of the packet, a source identifier and a destination

service provider.” (emphasis added) Therefore, according to Paragraph [0008] of Dar 906, this
method of Dar uses only packet header information for determining corresponding authorized
services. This is consistent with the description that Dar 906 provides in Paragraphs [0011] and
[0027].

For reference, Paragraph 11 of Dar 906 reads as follows:

[0011] Implementations of the invention may include one or more of the
following features. The communication comprises a packet of data including
header information and payload data and where the determining means performs
the determining based only on the header information. The determining means
performs the determining using stored authorization associations of indicia of
client identifiers and indicia of corresponding authorized services. The
determining means performs the determining using stored authorization
associations of indicia of at least one of client network address and port numbers.
The system further comprises means for inhibiting the communication from
reaching the intended service if the client from which the communication came is

unauthorized to access the intended service.

Dar 906 Paragraph 0011 (emphasis added).
According to Paragraph 0011 of Dar 906, the “determining means performs the

determining based only on the header information.” Dar 906 is completely silent at to

maintaining or establishing a “user profile maintained at a policy enforcement point.” This cited
portion of Dar 906 naturally, therefore; does not teach the step of “making a determination of

whether the sender or the intended recipient device of the messages is authorized to invoke the
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type of service based in part on a recipient device profile” as expressly recited in Applicants’
presently pending claims. This is consistent with Paragraph [0027] of Dar 906 (“The client
identifiers 42 and the service identifiers 44 can be determined from the headers of packets, as
opposed to payloads of the packets.”)

Clearly, as evident by the cited and relied upon portions of the Dar 906, Dar 906 is
merely directed to establishing a “determining means” that “performs the determining based only
on the header information.” Consequently, Dar 906 does not teach, either expressly or inherently
“making a determination of whether the sender or the intended recipient device of the messages
is authorized to invoke the type of service based in part on a recipient device profile maintained

in part at a policy enforcement point.”

To anticipate a claim, “each and every element set forth in the claim [must be] found,
either expressly or inherently described, in a single . . . reference.” Vergall Bros. V. Union Oil
Co. of California, 814 F.2f 628, 631 (Fed. Cir. 1987) (M.P.E.P. Section 2131). Consequently,
since Dar 906 does not teach or suggest creating/maintaining or utilizing “a recipient device
profile maintained in part at a policy enforcement point,” Dar 906 simply also does not teach or

(3133

suggest the step of “““making a determination of whether the sender or the intended recipient
device of the messages is authorized to invoke the type of service based in part on a recipient
device profile maintained in part at a policy enforcement point. Consequently, Dar 906 further
fails to teach the subsequent step of “filtering the signaling messages based on the determination
S0 as to pass to the intended recipient device signaling messages having an indication of services
that are authorized.” As such, Dar 906 does not to teach every element of the claimed invention

and, therefore does not anticipate Applicant’s presently pending independent claims 1, 6, 19, 24,

and 25.
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For at least those reasons identified above, Dar 906 fails to teach or suggest all of the
limitations expressly recited in Applicants’ presently pending independent claims 1, 6, 19, and
24. For at least these reasons, Dar 906 in combination with the references cited above fail to
teach or suggest Applicants’ presently pending dependent claims 2-5, 7-18, 20-23, and 26.

1. SUMMARY

Applicants respectfully submit that, in view of the remarks above, the present application,
including claims 1-26, is in condition for allowance and solicit action to that end. If there are
any matters that may be resolved or clarified through a telephone interview, the Examiner is
respectfully requested to contact Applicants’ undersigned representative at (312) 913-0001.

Respectfully submitted,
McDonnell Boechnen Hulbert & Berghoff LLP

Date: February 27, 2008 By: _/Thomas E. Wettermann/
Thomas E. Wettermann
Reg. No. 41,523
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10/671,375 GRABELSKY ET AL.
Office Action Summary Examiner ArtUnit
Roderick Tolentino 2134

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 02/27/2008.
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)X] Claim(s) 1-26 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s) _____is/are allowed.
6)X] Claim(s) 1-26 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)X] The drawing(s) filed on 25 September 2003 is/are: a)[X] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)LJAIl  b)[]Some * c)[] None of:
1.0 Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date ______. 6) |:| Other: ____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-08) Office Action Summary Part of Pa ezr l(\l)o1/|\éall(l)36t§ 2802.80506
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DETAILED ACTION

1. Claims 1 — 26 are pending.

Continued Examination Under 37 CFR 1.114
2. A request for continued examination under 37 CFR 1.114, including the fee set
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on

2/27/2008 has been entered.

Response to Arguments
3. Applicant's arguments with respect to claims 1, 6, 19 and 24 have been
considered but are moot in view of the new ground(s) of rejection, as necessitated by

amendment made by applicant on 2/27/2008.

Claim Rejections - 35 USC § 102
4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102

thatform the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.
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5. Claims 1,4 - 10, 13, 16, 19. 20, 21, 23 and 24 are rejected under 35

U.S.C. 102(e) as being anticipated by Schneider et al. U.S. Patent No. (6,785,728).

6. As per claims 1, 6, 19 and 24, Schneider discloses receiving signaling messages
within a communication path between a sender device and an intended recipient device,
wherein the signaling messages include an indication of a type of service which the
messages are intended to invoke (Schneider, Col. 16 Lines 15 — 26, Communications
involving access requests), making a determination of whether the sender or the
intended recipient device of the messages is authorized to invoke the type of service
based in part on a recipient device profile maintained in part on a remote enforcement
point (Schneider, Col. 8 Lines 35 — 45, analyzing through the filter to allow access or
reject access) and filtering the signaling messages based on the determination so as to
pass to the intended recipient device signaling messages having an indication of
services that are authorized (Schneider, Col. 8 Lines 35 — 45, analyzing through the
filter to allow access or reject access).

7. As per claim 4, Schneider discloses filtering the messages comprises discarding
the signaling messages having an indication of services, which the sender or the
intended recipient devices are unauthorized to use (Schneider, Col. 8 Lines 35 — 45,
analyzing through the filter to allow access or reject access).

8. As per claim 5, Schneider discloses communicating with one or more network
entities responsible for monitoring media data flow within the communication path to
ensure compliance the authorized services (Schneider, Col. 8 Lines 35 — 45, analyzing

through the filter to allow access or reject access).
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9. As per claim 7, Schneider discloses accessing a database including information
indicating implementations of services and comparing the indication of the service to the
information in the database (Schneider, Col. 8 Lines 35 — 45, analyzing through the filter
to allow access or reject access).

10.  As per claims 8 and 20, Schneider discloses the beneficiary is a sender of the
message (Schneider, Col. 8 Lines 30 — 39, all users access requests checked by
access filter).

11.  As per claims 9 and 21, Schneider discloses the beneficiary is the recipient of the
message (Schneider, Col. 8 Lines 30 — 39, all users access requests checked by
access filter).

12.  As per claim 10, Schneider discloses receiving from an authentication server a
user profile of the beneficiary that specifies which services the beneficiary is authorized
to invoke or receive (Schneider, Col. 8 Lines 35 — 45, analyzing through the filter to
allow access or reject access) and comparing the authorized services for the beneficiary
to the service indicated in the message (Schneider, Col. 8 Lines 35 — 45, analyzing
through the filter to allow access or reject access).

13.  As per claim 13, Schneider discloses processing the message comprises
forwarding the message to the beneficiary if the beneficiary is authorized to invoke or
receive the service (Schneider, Col. 8 Lines 35 — 45, analyzing through the filter to allow
access or reject access).

14.  As per claim 16, Schneider discloses processing the message comprises

discarding the message if the beneficiary is not authorized to invoke or receive the
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service (Schneider, Col. 8 Lines 35 — 45, analyzing through the filter to allow access or
reject access).

15.  As per claim 23, Schneider discloses monitoring network resource usage to
ensure that the user is only utilizing services that the user is authorized to use
(Schneider, Col. 8 Lines 35 — 45, analyzing through the filter to allow access or reject

access).

Claim Rejections - 35 USC § 103
16.  The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

17.  Claims 2, 3 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Schneider et al. U.S. Patent No. (6,785,728) in view of Tso U.S. PG- Publication
No. (2002/0124112).

18.  As per claim 2, Schneider fails to teach filtering the signaling messages
comprises altering the signaling messages based on the authorized services of the
sender or the intended recipient device. However, in an analogous art Tso teaches
filtering the signaling messages comprises altering the signaling messages based on
the authorized services of the sender or the intended recipient device (Tso, Paragraph

0011 ).
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At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Tso' Header-based Network APl with Schneider’s
distributed administration of access to information because it offers the advantage of
successfully receiving the original message sent by a sender (Tso, Paragraph 0011 ).
19.  As per claim 3, Schneider as modified teaches altering the signaling messages
comprises modifying the signaling messages so that the indication of the type of service
is within authorized limits (Tso, Paragraph 0011 ).

20. As per claim 14, Schneider fails to teach processing the message comprises
altering the message and then forwarding the message to an intended recipient.
However, in an analogous Tso teaches processing the message comprises altering the
message and then forwarding the message to an intended recipient (Tso, Paragraph
0011). 19. As per claim 3, Schneider as modified teaches altering the signaling
messages comprises modifying the signaling messages so that the indication of the

type of service is within authorized limits (Tso, Paragraph 0011).

21.  Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over D
Schneider et al. U.S. Patent No. (6,785,728) in view of Barraclough et al. U.S. PG-
Publication No. (2001/0024436).

22.  As per claim 12, Schneider fails to disclose the service is selected from the group
consisting of caller-D, call waiting, multi-way calling, multi-line service, and codec

specification. However, in an analogous art Barraclough teaches service is selected
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from the group consisting of caller-D, call waiting, multi-way calling, multi-line service,
and codec specification (Barraclough, Paragraph 0021).

At the time the invention was made, it would have been obvious to a person of
ordinary sKkill in the art to use Barraclough's VO-IP Audio-data terminal processor with
Schneider’s distributed administration of access to information because it offers the
advantage of using a cost- effective way to communicate of channels (Barraclough,

Paragraph 0004).

23. Claims 11, 22 and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Schneider et al. U.S. Patent No. (6,785,728) in view of Orton et al. U.S. Patent No.
(6,678,735).

24.  As perclaims 11 and 22, Schneider fails to disclose the use of SIP signal
messaging. However, in an analogous art Orton teaches (Orton, Col. 3 Lines 10 - 22
and Col. 3 Lines 18 - 23).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Orton's method for a SIP client manager with Schneider’s
distributed administration of access to information because it offers the advantage of
managing non\- essential routing information using an SIP environment (Orton, Col. 1
Lines 46 - 50).

25.  As per claim 25, Schneider teaches messages sent to a recipient device with
requested services and filtering unauthorized requests from authorized requests based

on authorized services relating to the sender (Schneider, Col. 8 Lines 35 — 45,
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analyzing through the filter to allow access or reject access) but fails to teach the

use of SIP signaling and proxy servers. However, in an analogous art Orton teaches the
use of SIP signaling and proxy servers (Orton, Col. 3 Lines 10 - 22 and Col. 3 Lines 18-
23).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Orton's method for a SIP client manager with Schneider’s
distributed administration of access to information because it offers the advantage of
managing non\- essential routing information using an SIP environment (Orton, Col. 1

Lines 46 - 50).

26. Claim 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneider et al. U.S. Patent No. (6,785,728) in view of Hodge et al. U.S. PG-Publication
No. (2004/0029564).

27.  As per claim 15, Schneider fails to disclose altering the message comprises
altering the message so as to disable the service. However, in an analogous art Hodge
teaches altering the message comprises altering the message so as to disable the
service (Hodge, Paragraph 0253).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Hodge's telecommunication call management system with
Schneider’s distributed administration of access to information because it offers the
advantage of disabling unaccountable systems from access to services in order to keep

costs down (Hodge, Paragraph 0002).
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28. Claim 17 is rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneider et al. U.S. Patent No. (6,785,728) in view of Pereira et al. U.S. Patent No.
(5,809,230).

29.  As per claim 17, Schneider fails to teach comprising returning an error indication
message to a sender of the message. However, in an analogous art Pereira teaches
comprising returning an error indication message to a sender of the message (Pereira,
Col. 5 Lines 49 - 53).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Pereira's system for controlling access to personal
computer resources with Schneider’s distributed administration of access to information
because it offers the advantage of protecting unauthorized accesses to resources

(Pereira, Col. 5 Lines 49 - 53).

30. Claim 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneider et al. U.S. Patent No. (6,785,728) in view of Feldbaum et al. U.S. Patent No.
(6,446,206).

31.  As per claim 18, Schneider fails to teach returning an option message to the
sender asking the sender if the sender wants to invoke or receive the service. However,
in an analogous art Feldbaum teaches returning an option message to the sender
asking the sender if the sender wants to invoke or receive the service (Feldbaum, Col. 5

Lines 45 - 58).
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At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Feldbaum's method for access to control of a message
gueue with Schneider’s distributed administration of access to information because it
offers the advantage of ensuring a request is authorized or not (Feldbaum, Col. 5 Lines

60 - 67).

32. Claim 26 is rejected under 35 U.S.C. 103(a) as being unpatentable over
Schneider et al. U.S. Patent No. (6,785,728) in view of Young e et al. U.S. PG-
Publication No. (2003/0093563).
33. As per claim 26, Schneider fails to teach the border element is selected from the
group consisting of a firewall, an application layer gateway (ALG), and a SIP-aware
firewall. However, in an analogous art Young teaches the border element is selected
from the group consisting of a firewall, an application layer gateway (ALG), and a SIP-
aware firewall (Young, Paragraph 0018).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Young's method for implementing and managing an
access network device with Schneider’s distributed administration of access to

information because it offers the advantage of being a more secure system.

Conclusion
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Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Roderick Tolentino whose telephone number is (571)
272-2661. The examiner can normally be reached on Monday - Friday 9am to 5pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Kambiz Zand can be reached on (571) 272-3811. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Roderick Tolentino
Examiner
Art Unit 2134
Roderick Tolentino
/R.T./
Examiner, Art Unit 2134

/Benjamin E Lanier/
Primary Examiner, Art Unit 2132
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PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
(Case No. 03-395)

In the Application of:

David Grabelsky et al. Examiner: Tolentino, Roderick

Serial No. 10/671,375 Group Art Unit: 2134

Filed: September 25, 2003 Confirmation No.: 1853

For:  System and Method for Network Based
Policy Enforcement of Intelligent-Client
Features

Customer No.: 20306

R g g W . T g N e

Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

RESPONSE TO THE OFFICE ACTION MAILED MAY 5, 2008

Dear Sir:

This paper is submitted in response to the Office Action mailed May 5, 2008. Please
enter the following remarks and amendments into the record for this application. Also enclosed
is a Petition for Extension of Time under 37 C.F.R. §1.136(a) (3 Months), along with requisite
fees.

Amendments to the Claims are reflected in the listing of claims that begins on page 2 of
this paper.

Remarks/Arguments begin on page 9 of this paper.
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AMENDMENTS

IN THE CLAIMS

1. (currently amended) A method for controlling a plurality of services in packet-
based networks, the method comprising:

receiving a signaling messages within a communication path between a sender device and
an intended recipient device, wherein the signaling messages includes an indication of one & type
of the plurality of services which the messages-are is intended to invoke;

making a determination of whether the sender or the intended recipient device of the
messages 1s authorized to invoke the type of service based in part on a recipient device profile
maintained in part on a remote enforcement point; and

filtering the signaling messages based on the determination so as to pass to the intended

recipient device signaling messages having an indication of which of the plurality of services that

are authorized.

2. (Original) The method of claim 1, wherein filtering the signaling messages
comprises altering the signaling messages based on the authorized services of the sender or the

intended recipient device.

3. (Original) The method of claim 2, wherein altering the signaling messages
comprises modifying the signaling messages so that the indication of the type of service is within

authorized limits.
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4. (Original) The method of claim 1, wherein filtering the messages comprises
discarding the signaling messages having an indication of services which the sender or the

intended recipient devices are unauthorized to use.

5. (Original) The method of claim 1, further comprising communicating with
onec or more network entities responsible for monitoring media data flow within the

communication path to ensure compliance the authorized services.

6. (currently amended) A method for controlling a plurality of services in packet-
based networks, the method comprising:
receiving a message;

recognizing that the message includes at least part of an indication of at least one of the

plurality of services;

determining whether a beneficiary of the at least one of the plurality of services is

authorized to invoke or receive the at least one of the plurality of services based on a beneficiary

profile stored in part on a remote enforcement point; and

processing the message based on whether the beneficiary of the at least one of the

plurality of services is authorized to invoke or receive the at least one of the plurality of services.

7. (Original) The method of claim 6, wherein recognizing that the message
includes at least part of the indication of the service comprises:
accessing a database including information indicating implementations of services; and

comparing the indication of the service to the information in the database.

McDONNELL BOEHNEN 3
HULBERT & BERGHOFF LLP

300 SOUTH WACKER DRIVE, 32ND FLOOR

CHICAGO, IL 60606

(312)913-0001

IPR2018-00884
Apple Inc. EX1002 Page 168



8. (Original) The method of claim 6, wherein the beneficiary is a sender of the

message.

9. (Original) The method of claim 6, wherein the beneficiary is an intended

recipient of the message.

10. (Original) The method of claim 6, wherein determining whether the
beneficiary of the service is authorized to invoke or receive the service comprises:

receiving from an authentication server a user profile of the beneficiary that specifies
which services the beneficiary is authorized to invoke or receive; and

comparing the authorized services for the beneficiary to the service indicated in the

message.

11. (Original) The method of claim 6, wherein the message is a session initiation

protocol (SIP) message.

12.  (Original) The method of claim 6, wherein the service is selected from the
group consisting of caller-ID, call waiting, multi-way calling, multi-line service, and codec

specification.
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13. (Original) The method of claim 6, wherein processing the message comprises
forwarding the message to the beneficiary if the beneficiary is authorized to invoke or receive the

service.

14.  (Original) The method of claim 6, wherein processing the message comprises

altering the message and then forwarding the message to an intended recipient.

15. (Original) The method of claim 14, wherein altering the message comprises

altering the message so as to disable the service.

16. (Original) The method of claim 6, wherein processing the message comprises

discarding the message if the beneficiary is not authorized to invoke or receive the service.

17. (Original) The method of claim 16, further comprising returning an error

indication message to a sender of the message.

18. (Original) The method of claim 6, wherein if the beneficiary is not authorized
to invoke or receive the service, processing the message comprises:
returning an option message to the sender asking the sender if the sender wants to invoke

or receive the service.

19. (Currently amended) A method for controlling a plurality of services in packet-

based networks, the method comprising:
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receiving a message, the message configured according to a protocol;

associating the message with at least one known service of said plurality of services that

is defined within the protocol;
requesting a user profile of a user associated with the message, wherein the user profile

specifies which of the plurality of services the user is authorized to use and is stored in part on a

remote server,
determining from the user profile whether the user is authorized to invoke or receive the

at least one known service of the plurality of services; and

filtering the message based on whether the user is authorized to invoke or receive the at

least one known service of the plurality of services.

20.  (Original) The method of claim 19, wherein the user is a sender of the
message.
21. (Original) The method of claim 19, wherein the user is an intended recipient

of the message.

22.  (Original) The method of claim 19, wherein the message is a session

initiation protocol (SIP) message.

23. (Original) The method of claim 19, further comprising monitoring network

resource usage to ensure that the user is only utilizing services that the user is authorized to use.
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24. (Currently amended) A system for controlling a plurality of services in packet-
based networks, the system comprising:

an interface that is in a communications path of signaling messages between a first end
device and a second end device, wherein the interface receives messages according to a protocol;

a processor;

data storage; and

program logic stored in the data storage and executable by the processor to associate the

messages with known services of the plurality of services that are defined within the protocol, to

determine whether at least one of the first end device and the second end device is authorized to

invoke or receive the services of the plurality of services according to a user profile maintained

on a remote enforcement point, and to filter the messages based on whether the at least one of the
first end device and the second end device is authorized to invoke or receive the services of the

plurality of services.

25.  (currently amended) A system comprising:
a border element being in a communications path of session initiation protocol (SIP)
signaling messages between end devices, wherein the SIP signaling messages include an

indication of at least one services of a plurality of services, and wherein the border element is

operable to filter the SIP signaling messages based on authorized services of the end devices; and

a proxy server for receiving a request from the border element for a user profile of at least
one of the end devices the user profile maintained on a storage device, and in response, for
sending the user profile to the border element, wherein the user profile specifies which services

of the plurality of services the at least one end device 1s authorized to use.
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26.

(Original)

The system of claim 25, wherein the border element is selected

from the group consisting of a firewall, an application layer gateway (ALG), and a SIP-aware

firewall.
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REMARKS

Claims 1-26 are currently pending. In the Office Action mailed May 9, 2008, claims 1,
4-10, 13, 16, 19-21 and 23-24 stand rejected under 35 U.S.C. § 102(e) as being allegedly
anticipated by Schneider et al. (US Patent No. 6,785,728). Claims 2-3 and 14 stand rejected
under 35 U.S.C. § 103(a) as being allegedly unpatentable over Schneider et al. (US Patent No.
6,785,728) in view of Tso (US Publication No. 2002/0124112). Claim 12 stands rejected under
35 U.S.C. § 103(a) as being allegedly unpatentable over Schneider et al. (US Patent No.
6,785,728) in view of Barraclough et al. (US Publication No. 2001/0024436). Claims 11, 22 and
25 stand rejected under 35 U.S.C. § 103(a) as being unpatentable over Schneider et al. (US
Patent No. 6,785,728) in view of Orton et al. (US Patent No. 6,678,735). Claim 15 stands
rejected under 35 U.S.C. § 103(a) as being allegedly unpatentable over Schneider et al. (US
Patent No. 6,785,728) in view of Hodge et al. (US Publication No. 2004/0029564). Claim 17 is
rejected under 35 U.S.C. § 103(a) as being allegedly unpatentable over Schneider et al. (US
Patent No. 6,785,728) in view of Pereira et al. (US Patent No. 5,809,230). Claim 18 stands
rejected under 35 U.S.C. 103(a) as being allegedly unpatentable over Schneider et al. (US Patent
No. 6,785,728) in view of Feldbaum et al. (US Patent No. 6,446,206). Claim 26 stands rejected
under 35 U.S.C. 103(a) as being allegedly unpatentable over Schneider et al. (US Patent No.
6,785,728) in view of Young et al. (US Publication No. 2003/0093563).

Applicants respectively traverse. After a careful review of the Office Action, the cited
portions of the references, and Applicants’ claim clarifications, Applicants respectively request

reconsideration in view of the following remarks.

I. CLAIM REJECTIONS UNDER 35 U.S.C. § 102(e)

Claims 1, 4-10, 13, 16, 19-21 and 23-24 are rejected under 35 U.S.C. 102(¢) as being
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allegedly anticipated by Schneider et al. (US Patent No. 6,785,728).  Applicants respectively

traverse.
A. Applicants’ Presently Claimed Invention

As Applicants explain in the background section of its Patent Specification, in practice,
certain next-generation services depend upon network-based servers and support, so network
providers are probably in no danger of losing their ability to sell services. But the trend toward
intelligent, IP-based clients is a new dimension in the space of creation and delivery of telephony
and media services. At best, carriers, service providers, and device manufacturers may have to
work together to ensure interoperability. At worst, carriers and service providers may need to
deal with unauthorized delivery of services by intelligent clients in their networks. Either way,
maintaining relevance as providers of services, and not just transport of the services, is no longer
a given for network providers in a world shared with intelligent clients.

Therefore, if carriers and service providers are to maintain their ability to generate
revenue for services offered or supported in their networks, then the service providers’ ability to
enforce the authorization of service usage is important. This is particularly important in next-
generation IP telephony and IP multimedia networks, where many basic and advanced services
may be signaled, controlled, and/or delivered by intelligent end-user clients that are not owned or
controlled by the network providers, thereby enabling the potential bypassing by the end user of
service agreements or other subscription accounting mechanisms. Applicants’ Specification at
Page 2 Line 18 — Page 3 Line 10.

Applicant’s presently claimed invention is generally directed to meeting the needs of

service providers’ ability to enforce the authorization of a plurality of services. To this end, the

present invention relates to policy enforcement of network services and, more particularly, to a
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system and method for network based policy enforcement of intelligent-client features.
Applicants’ Specification at Page 2 Lines 2-4 (emphasis added).

Referring to Figure 2 of Applicants’ Specification, the network 200 includes a core IP
network 202, and local IP networks 204 and 206. In this case, end-user clients are SIP user
agents, such as SIP user agents 204a-b and 206a-b, and SIP phones, such as SIP phone 204c-d
and 206c-c. The core IP network 202 includes a SIP Proxy server 208, an
authentication/authorization server 210, a directory server 212, and a network-based services
server 214. Border elements in the core IP network 202 are NAT firewalls 216 and 218, which
incorporate functionality specific to SIP. Such devices are commonly referred to as SIP-aware
firewalls, as illustrated. The NAT firewalls 216 and 218 make it possible, for example, for a SIP
client with only a local address within the local area network to initiate and receive SIP-based
calls to and from SIP endpoints in the core IP network 202, or other local networks connected
(directly or indirectly) to the core IP network 202.

In order for a SIP phone, e.g., 204c, to establish connectivity beyond its local IP network
204, its user registers with the SIP proxy server 208 in the core IP network 202. The registration
process will typically include some sort of verification that authenticates the user and authorizes
use of a set of services. This authentication usually involves communications between the SIP
proxy server 208 and the authentication and authorization server 210 via an additional protocol.
For example, Remote Authentication Dial In User Service (RADIUS) might be used for this
purpose. Assuming the user is successfully authenticated, authorization for use of services could
be determined according to a user profile stored in the authentication and authorization server
210. The user profile might list services and features to which the user has subscribed, e.g., basic

calls, call waiting, call forwarding, etc. Once registration is complete, the user may invoke
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services within the core IP network 202. Note that the user could be a specific person, group, or
generic identity (e.g., “cafeteria phone™). Applicants’ Specification at Page 14 Line 7 — Page 15
Line 17.

While lists of authorized services and features may be stored in the user profile, it is
possible for many of the features themselves to be fully or partially realized directly within the
SIP phone 204c. Thus, a user could decline to subscribe to a certain service in the core IP
network 202, but still obtain that service using the implementation on the SIP phone 204c.
Assuming that a carrier or service provider of the network 200 normally charges for that service,
then this user would be acquiring it for free. As noted, one way to attempt to prevent this from
happening is to extend or enhance the SIP protocol to support passing the information about the
user’s authorized services to the SIP phone, as described in U.S. Patent Application Serial
Number 10/243,642, entitled “Architecture and Method for Controlling Features and Services in
Packet-Based Networks.” The SIP phone would then only invoke those services for which
authorization has been received, i.e., the SIP phone becomes the policy enforcement point on
behalf of the core IP network 202.

As Applicants explain in the Specification section entitled, “NETWORK-BASED
POLICY ENFORCEMENT OF INTELLIGENT-CLIENT FEATURES” and with respect to
Applicants’ Figure 2, in an exemplary embodiment, an entity of the network 200 is the policy
enforcement point on behalf of the core IP network 202. The entity is a core-network-based
policy enforcement point that is (1) in the communications path of substantially each and every
call control and signaling message between any end-user client and any call control and signaling
entity of the network 202 (including, possibly, another client device); and (2) able to

communicate with, and set parameters of, network elements that monitor and control media data
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flow across network boundaries (e.g., border elements 216 and 218). The policy enforcement
point may recognize all call control and signaling messages that pass through it, and filter them
according to their content, including, but not limited to, sender, intended recipient, and meaning
within the particular call control and signaling protocol (e.g., message type). In addition, the
policy enforcement point may control media data flow, or augment and/or assist other network
clements that have this function. Such control of media data flow may include, but is not limited
to, ensuring compliance of media streams with agreed-to bandwidth and other network resource
usage. Applicants’ Specification at Page 15 Line 19 — Page 16 Line 10.

The policy enforcement point may facilitate network-based enforcement of service and
feature privileges on a call-by-call basis, (1) during an initial setup phase of the call or session,
based upon the filtering of call control and signaling messages; and (2) once the call, session,
service, or feature is allowed and/or established, based upon both filtering of subsequent call
control messages, and the monitoring and enforcement of any relevant, negotiated media
bandwidth and/or other network resource usage. Note that the term policy enforcement point is a
reference to a logical localization of a set of tasks and functions that may actually be embodied
in one or more physical devices, and/or in a distributed manner. Applicants’ Specification at
Page 16 Lines 11-18.

The network policy enforcement point may use information, if known, regarding
authorized services and features of the sender, and/or information, if known, regarding
authorized services and features of the intended recipient, to process each call control and
signaling message according to a policy or policies prescribed by the core IP network. The
filtering of call control and signaling messages constitutes policy enforcement, and for each

message may result in the message being forwarded on with or without alterations, the message
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being discarded with or without return of an error indication message to the sender, or the
message being discarded with return of an option message to the sender, for example.
Applicants’ Specification at Page 16 Line 19 — Page 17 Line 3.

For any given message for which the sender is an authorized subscriber to the core
network, the sender’s user profile will be known to the network and thus available to the policy
enforcement entity. In this case, policy enforcement will be applied according to the sender’s
authorized services and features, even if the intended recipient is not a subscriber to the core
network, or is a trusted endpoint within the core network. For example, the intended recipient
could be a service element within the core network, or subscriber in another core network.

A policy enforcement point(s) is (are) the network entity (or entities) at which policy is
set. This could be accomplished at the authentication and authorization server 210, the call
control and signaling server (e.g., the SIP proxy server 208), or any other element that can
communicate, directly or indirectly, with a policy enforcement point. Applicants’ Specification
at Page 17 Lines 4 - 20.

Enforcement of bandwidth and/or other network resource usage according to the
authorized services on a given call, session, service, or feature may be accomplished by
monitoring the associated media stream(s), and comparing statistics compiled with relevant
parameters established during the call control and signaling phase. The actions taken on calls or
sessions found to be in violation of negotiated bandwidth or other resource usage may range
from dropping excess media data associated with the call or session, to terminating the call or
session. The specific actions may depend upon local policy. If such actions are already
encompassed within the functions of existing network entities, such as border elements (e.g.,

NAT firewalls 216 and 218), then the system and method of the present invention may assist
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these entities by supplying relevant information collected during the setup of calls and sessions.
Applicants’ Specification at Page 17 Line 21 — Page 18 Line 7.

Figure 3 is a flowchart depicting one embodiment of a method 300 of network-based
policy enforcement of intelligent client features. Initially, signaling and call control messages
are received or intercepted by the policy enforcement point. The policy enforcement point may
be a border element between a local network and a core network, for example, that intercepts all
signaling messages sent in between. Each signaling and/or call control message is then
associated with a known service or feature, or a call-flow segment of a known service or feature,
as shown at block 302. The policy enforcement point then determines whether the sender and/or
intended recipient of the message is authorized to use and/or invoke the identified service or
feature, as shown at block 304. The policy enforcement point then filters each signaling and/or
call control message according to whether or not the identified service or feature is authorized
for the sender and/or intended recipient of the message, as shown at block 306. The policy
enforcement point may then communicate with and/or control one or more network entities
responsible for monitoring and regulating media data flow across network boundaries in order to
ensure compliance with the authorization of usage of services and negotiated bandwidth, as
shown at block 308. Note that the step of communicating with network entities to monitor
network resource usage is optional on a call-by-call basis, depending upon whether or not the
call or session is allowed, and whether any associated services or features consume or depend
upon media resources of the network. Applicants’ Specification at Page 18 Line 8 — Page 19
Line 3.

Applicants’ presently pending claims are generally directed to such a method and system

for policy enforcement and control of a plurality of services. For example, independent claim 1
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now expressly recites a method for controlling a plurality of services in packet-based networks
comprising the steps of “receiving signaling messages within a communication path between a
sender device and an intended recipient device, wherein the signaling messages include an

indication of one type of the plurality of services which the messages are intended to invoke.”

Claim 1 also now expressly recites the step of “making a determination of whether the sender or

the intended recipient device of the messages is authorized to invoke the one type of the plurality

of services based in part on a recipient device profile maintained in part at a policy enforcement

point.” (emphasis added). Applicants’ remaining independent claims recite similar limitations.

As Applicants explain above, a policy enforcement point(s) is (are) the network entity (or
entities) at which policy is set. This could be accomplished at the authentication and
authorization server 210, the call control and signaling server (e.g., the SIP proxy server 208), or
any other element that can communicate, directly or indirectly, with a policy enforcement point.

Applicants’ Specification at Page 17 Lines 4 - 20.

Also, the plurality of services could comprise telephony and/or media services.
Assuming the user is successfully authenticated, authorization for use of such plurality of
services could be determined according to a user profile stored in the authentication and
authorization server 210. The user profile might list services and features to which the user has
subscribed, e.g., basic calls, call waiting, call forwarding, etc. Once registration is complete, the
user may invoke services within the core IP network 202. Note that the user could be a specific
person, group, or generic identity (e.g., “cafeteria phone”). Applicants’ Specification at Page 14
Line 7 — Page 15 Line 17. While lists of authorized services and features may be stored in the
user profile, it is possible for many of the features themselves to be fully or partially realized

directly within the SIP phone 204c.

McDONNELL BOEHNEN 16
HULBERT & BERGHOFF LLP

300 SOUTH WACKER DRIVE, 32ND FLOOR

CHICAGO, IL 60606

IPR2018-00884
Apple Inc. EX1002 Page 181



B. Schneider ‘728 Does Not Anticipate Applicants’ Pending Claims

Schneider ‘728 does not anticipate Applicants’ presently claimed invention. Unlike
Applicants’ presently claimed invention, Schneider ‘728 is not directed to a system or method
for controlling a plurality of services in packet-based networks, such services being telephony
and/or media services. Schneider ‘728 therefore also does not teach or suggest a user profile that
is stored in an authentication and authorization server and that lists what services and features
from the plurality of services to which the user has subscribed, e.g., basic calls, call waiting, call

forwarding, etc.

Rather, Schneider ‘728 appears generally directed to the control of access to data in a
distributed environment. Schneider ‘728 is not directed to “controlling a plurality of services in
packet-based networks.” Schneider ‘728 discusses an access filter 203 in that all references
made by a user at a user system to a data item on a server must go through at least one access
filter 203. Unlike Applicants’ presently claimed invention, the access filter 203 taught by
Schneider ‘728 does not equate to “controlling a plurality of services in packet based networks.”
The access filter 203 as taught by Schneider ‘728, therefore, does not teach or suggest a system
or method for controlling a plurality of services in packet-based networks, such services being

telephony and/or media services.

The presently pending Office Action relies on Col. 16 Lines 15 - 26 of Schneider ‘728 as
disclosing Applicants’ claimed limitation of “signaling messages include an indication of a type
of service which the messages are intended to invoke.” Office Action page 3. Applicants
traverse. These relied upon portions of Schneider ‘728 merely discuss the access filter 203 that
has a position in Virtual Private Network 201. This access filter 203 purportedly is able to

control access by the user to the resource by interceding in the communication between a user
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and a service on the server which is able to provide the user with access to the information
resource. There is simply no teaching in this cited portion of Schneider ‘728 of Applicants’
“signaling message” that includes an indication of one type of the plurality of services. As
detailed above, such plurality of services could include IP telephony IP multimedia services.
These cited portions of Schneider ‘728 are completely silent as to such plurality of services and
as such, completely silent as to a signaling message that includes “an indication one type of

service of said plurality of services which the message is intended to invoke.”

In addition, the presently pending Office Action relies on Col. 8 Lines 35 — 45 of
Schneider ‘728 as disclosing Applicants’ recited limitation of “making a determination of
whether the sender or the intended recipient device of the messages is authorized to invoke the
type of service based in part on a receipt device profile.” May 9, 2008 Office Action page 3.
Again, Applicants traverse. First, as discussed above, Schneider 728 does not teach or suggest

controlling a plurality of services in a packet-based network. There is simply no teaching or

suggestion in Schneider ‘728 of a plurality of services comprising IP telephony and IP
multimedia services. Rather, Schneider ‘728 merely mentions allowing access to a single
service. In any event, Applicants have revised the pending independent claims to further

distinguish Schneider ‘728.

Second, Schneider ‘728 does not teach or suggest “a recipient device profile maintained
in part on a remote enforcement point.” As Applicants discuss above, with Applicants’ presently
claimed “recipient device profile,” assuming a user is successfully authenticated, authorization
for use of one of a plurality of services could be determined according to a user profile stored in
the authentication and authorization server. As such, the user profile might list a plurality of

services and features to which the user has subscribed, e.g., basic calls, call waiting, call
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forwarding, etc. Schneider ‘728 does not disclose such a “recipient device profile.” Rather, the
relied upon portion of Schneider ‘728 (Col. 8 Lines 35 — 45) merely mentions that a computer
system or terminal 209 or roamer 217 is connected via an access filter 203 directly to a server
211. This cited portion further states that any attempt by a user at user system 209(i) to access
data on server 211(i) must go through access filter 203(a). There is simply no mention of a user
profile that lists a plurality of services and features to which the user has subscribed, e.g., basic

calls, call waiting, call forwarding, etc.

EAN1Y

In addition, Schnieder ‘728 is completely silent as to Applicants’ “a remote enforcement
point.” As discussed above, one such remote enforcement point is disclosed as an entity that is a
core-network-based policy enforcement point that is (1) in the communications path of
substantially each and every call control and signaling message between any end-user client and
any call control and signaling entity of the network 202 (including, possibly, another client
device); and (2) able to communicate with, and set parameters of, network elements that monitor

and control media data flow across network boundaries (e.g., border elements 216 and 218).

There is simply no mention or teaching of such an enforcement point in Schneider ‘728.

To anticipate a claim, “each and every element set forth in the claim [must be] found,
either expressly or inherently described, in a single . . . reference.” Vergall Bros. V. Union Oil
Co. of California, 814 F.2f 628, 631 (Fed. Cir. 1987) (M.P.E.P. Section 2131). Consequently,
since Schneider ‘728 does not teach or suggest “controlling a plurality of services,” Schneider
728 simply also does not teach or suggest a signaling message that “includes an indication of
one type of the plurality of services which the message is intended to invoke.” Schneider 728
therefore does not to teach every element of the claimed invention and, therefore does not

anticipate Applicant’s presently pending Independent Claims.
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Consequently, amended Independent Claims 1, 6, 19, 24, and 25 are allowable for at least
all of the reasons stated above. The remaining claims 2-5, 7-18, 20-23 and 26 are all dependent
on these allowable independent claims and are therefore allowable for at least the reasons stated
above.

If there are any matters that may be resolved or clarified through a telephone interview,

the Examiner is respectfully requested to contact Applicants’ undersigned representative at (312)

913-0001.
Respectfully submitted,
McDonnell Boechnen Hulbert & Berghoff LLP
Date: October 31, 2008 By: _/Thomas E. Wettermann/
Thomas E. Wettermann
Reg. No. 41,523
McDONNELL BOEHNEN 20

HULBERT & BERGHOFF LLP
300 SOUTH WACKER DRIVE, 32ND FLOOR
CHICAGO, IL 60606

(312)913-0001

IPR2018-00884
Apple Inc. EX1002 Page 185



PTO/SB/22 (10-08)

Approved for use through 10/31/2008. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARMENT OF COMMERCE

Under the paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless if displays a valid OMB control number.

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) | Docket Number (Optional)

FY 2009 03-395
(Fees pursuant to the Consolidated Appropriations Act, 2005 (H.R. 4818).)

Application Number 10/671,375 Filed September 25, 2003

For System and Method for Network Based Policy Enforecement of Intelligent-Client Features

Art Unit 2134 Examiner Tolentino, Roderick

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above identified
application.

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Eee Small Entity Fee
[] One month (37 CFR 1.17(a)(1)) $130 $65 $
[] Two months (37 CFR 1.17(a)(2)) $490 $245 $
|Z| Three months (37 CFR 1.17(a)(3)) $1110 $555 $ 1,110.00
[] Four months (37 CFR 1.17(a)(4)) $1730 $865 $
[] Five months (37 CFR 1.17(a)(5)) $2350 $1175 $

Applicant claims small entity status. See 37 CFR 1.27.
A check in the amount of the fee is enclosed.
Payment by credit card. Form PTO-2038 is attached.

The Director has already been authorized to charge fees in this application to a Deposit Account.

XX OO0

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 13-2490.

WARNING: Information on this form may become public. Credit card information should not be included on this form.
Provide credit card information and authorization on PTO-2038.

| am the |:| applicant/inventor.

|:| assignee of record of the entire interest. See 37 CFR 3.71.
Statement under 37 CFR 3.73(b) is enclosed (Form PTO/SB/96).

|Z attorney or agent of record. Registration Number 41,523

|:| attorney or agent under 37 CFR 1.34.
Registration number if acting under 37 CFR 1.34

/Thomas E. Wettermann/ October 31, 2008
Signature Date
Thomas E. Wettermann 312-913-2138
Typed or printed name Telephone Number

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit multiple forms if more than one
signature is required, see below.

[0 Totalof forms are submitted.

This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2. American LegalNet, Inc.

IPR2018:008gA"~"

A\A~A~A~4

Apple Inc. EX1002 Page 186




PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
(MBHB Case No. 03-395)

In re Application of:

David Grabelsky et al.
Examiner: Tolentino, Roderick
Serial No.: 10/671,375
Group Art Unit: 2134
Filed: September 25, 2003
Confirmation No.: 1853
For:  System and Method for Network Based
Policy Enforcement of Intelligent-Client
Features

e M M M e et et e e e

Commissioner for Patents
P.0. Box 1450
Alexandria, VA 22313-1450

GENERAL AUTHORIZATION UNDER 37 C.F.R. § 1.136(a)(3)

Sir:

The Commissioner is hereby generally authorized under 37 C.F.R. § 1.136(a)(3) to treat
any future reply in this or any related application filed pursuant to 37 C.F.R. § 1.53 requiring an
extension of time as incorporating a request therefore, and the Commissioner is hereby
specifically authorized to charge Deposit Account No. 13-2490 for any fee that may be due in
connection with such a request for an extension of time.

Respectfully submitted,
McDonnell Boehnen Hulbert & Berghoff LLP

Date: October 31, 2008 By:  /Thomas E. Wettermann/
Thomas E. Wettermann
Reg. No. 41,523

McDonnell Boehnen Hulbert & Berghoff LLP
300 S. Wacker Drive

Chicago, llinois 60606 IPR2018-00884
312.913.0001 Apple Inc. EX1002 Page 187



Electronic Patent Application Fee Transmittal

Application Number:

10671375

Filing Date:

25-Sep-2003

Title of Invention:

System and method for network based policy enforcement of intelligent-

client features

First Named Inventor/Applicant Name:

David Grabelsky

Filer:

Thomas E. Wettermann

Attorney Docket Number:

03,395

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:

Extension - 3 months with $0 paid

1253

1

IPR2018

-00884"°

Apple Inc. EX1002 Page 188




o ) Sub-Total in
Description Fee Code Quantity Amount USD($)
Miscellaneous:
Total in USD ($) 1110

IPR2018-00884
Apple Inc. EX1002 Page 189




Electronic Acknowledgement Receipt

EFS ID: 4215617

Application Number: 10671375

International Application Number:

Confirmation Number: 1853

System and method for network based policy enforcement of intelligent-

Title of Invention: 4
client features

First Named Inventor/Applicant Name: David Grabelsky
Customer Number: 20306
Filer: Thomas E. Wettermann

Filer Authorized By:

Attorney Docket Number: 03,395
Receipt Date: 01-NOV-2008
Filing Date: 25-SEP-2003
Time Stamp: 19:08:58
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type Deposit Account
Payment was successfully received in RAM $1110

RAM confirmation Number 4453

Deposit Account 132490

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)
Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees) IPR20182.-00884

Apple Inc. EX1002 Page 190




Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document L. . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
. 88307
. . 03_395_OA_Transmittal_2008_|
1 Miscellaneous Incoming Letter no 1
10_31.pdf
1d350f43ce00bf52d81604c5b9a49272de1
@131
Warnings:
Information:
. 162502
Amendment Copy Claims/Response to | 03_395_OA_Response_2008_1
2 K no 20
Suggested Claims 0_31.pdf
de659623a8e18fc6181ee778e435062f2e9
8240
Warnings:
Information:
113110
R " 03_395_3Mo_Ext_2008_10_31.
3 Extension of Time df no 1
p 30ec61da0fc57af0254778988524 7bed 69
Warnings:
Information:
L . . L 24747
4 Authorization for Extension of Time all | 03_395_General_Authorization no 1
replies _2008_10_31.pdf
fdb87c¢9bc0f5e34f2ccf42613b447832b3d4]
7dfc
Warnings:
Information:
29856
5 Fee Worksheet (PTO-06) fee-info.pdf no 2
8a70cc98be58f91f00145af928a69670a754|
dd92
Warnings:
Information:
Total Files Size (in bytes); 418522

IPR2018-00884

Apple Inc. EX1002 Page 191




This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

IPR2018-00884
Apple Inc. EX1002 Page 192




PTO/SB/06 (07-06)

Approved for use through 1/31/2007. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.
** |If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Docket Number | Filing Date
Substitute for Form PTO-875 10/671 ,375 09/25/2003 I:l To be Mailed
APPLICATION AS FILED — PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY [] OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
L Basic Fee N/A N/A N/A N/A
(37 CFR1.16(a). (b). or (c))
[ seARcH FEE
(37 CFR1.16(. (). or (m) N/A N/A N/A N/A
|:| EXAMINATION FEE
(37 CFR 1.16(0), (p), or (q)) N/A N/A N/A N/A
é?%ﬁLREL'I'%I(,I\;I)S minus20= | * X$ = ORI X3 =
INDEPENDENT CLAIMS . N _ -
(37 CFR 1.16(h)) minus 3 = X$ = X$ =
If the specification and drawings exceed 100
sheets of paper, the application size fee due
] pap: pp
A?’F;PCLF'(&TJSN SIZE FEE is $250 ($125 for small entity) for each
( 16(s) additional 50 sheets or fraction thereof. See
35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).
[ MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()))
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL TOTAL
APPLICATION AS AMENDED — PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
- 11/01/2008 | \rrer PREVIOUSLY EXTRA RATE () | Fee $) RATE ($) FEE ($)
E AMENDMENT PAID FOR
E Total 7 cFr « 26 Minus | = 26 =0 Xs$ = OR | x $52= 0
E '2;’2‘;2”1‘??6?}1)) x5 Minus | =5 =0 X$ = OR | x $220= 0
<§E l:l Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD'L OR ADDL 0
FEE FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA RATE () | Fee $) RATE ($) FEE ($)
— AMENDMENT PAID FOR
Z | 1o erem . Minus | * = xs = oR [ xs =
2 e, |- Minus | - - xs = oR [xs =
E D Application Size Fee (37 CFR 1.16(s))
=
< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL
FEE FEE

Legal Instrument Examiner:

/JULIET MCMILLAN/

The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to

process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,

preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.

Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.

IPR2018-00884

Apple Inc. EX1002 Page 193




UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
10/671,375 09/25/2003 David Grabelsky 03,395 1853
20306 7590 02/09/2009
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP | EXAMINER
300 S. WACKER DRIVE TOLENTINO, RODERICK
32ND FLOOR
CHICAGO, 1L 60606 | ARTONIT | papERNUMBER
2434
| MAIL DATE | DELIVERY MODE
02/09/2009 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07) IPR201 8'00884
Apple Inc. EX1002 Page 194



Application No. Applicant(s)
10/671,375 GRABELSKY ET AL.
Office Action Summary Examiner ArtUnit
Roderick Tolentino 2434

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 11/01/2008.
2a)X] This action is FINAL. 2b)[] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)X] Claim(s) 1-26 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s) _____is/are allowed.
6)X] Claim(s) 1-26 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)X] The drawing(s) filed on 25 September 2003 is/are: a)[X] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)LJAIl  b)[]Some * c)[] None of:
1.0 Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date ______. 6) |:| Other: ____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-08) Office Action Summary Part of Pa ezr l(\l)o1/|\éall(l)36t§ 2802.90202
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DETAILED ACTION

1. Claims 1 — 26 are pending.

Response to Arguments
2. Applicant's arguments with respect to claims 1, 6, 19 and 24 have been
considered but are moot in view of the new ground(s) of rejection, as necessitated by

amendment made by applicant on 11/01/2008.

Claim Rejections - 35 USC § 102
3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102

thatform the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

4. Claims 1,4 - 10, 13, 16, 19. 20, 21, 23 and 24 are rejected under 35

U.S.C. 102(a) as being anticipated by Kavanagh U.S. PG-Publication No.
(2003/0081607).

5. As per claim 1, 6, 19 and 24, Kavanagh discloses receiving a signaling
messages within a communication path between a sender device and an intended
recipient device, wherein the signaling messages includes an indication of one type of

the plurality of services which the messages is intended to invoke (Kavanagh,
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Paragraph 0013, analyzing a signaling message), making a determination of whether
the sender or the intended recipient device of the messages is authorized to invoke the
type of service based in part on a recipient device profile maintained in part on a remote
enforcement point (Kavanagh, Paragraph 0013, analyzing a signaling message and
looking for filtering criteria), and filtering the signaling messages based on the
determination so as to pass to the intended recipient device signaling messages having
an indication of which of the plurality of services that are authorized (Kavanagh,
Paragraph 0013, analyzing a signaling message and looking for filtering criteria).

6. As per claim 4, Kavanagh discloses filtering the messages comprises discarding
the signaling messages having an indication of services, which the sender or the
intended recipient devices are unauthorized to use (Kavanagh, Paragraph 0013,
analyzing a signaling message and looking for filtering criteria).

7. As per claim 5, Kavanagh discloses communicating with one or more network
entities responsible for monitoring media data flow within the communication path to
ensure compliance the authorized services (Kavanagh, Paragraph 0013, analyzing a
signaling message and looking for filtering criteria).

8. As per claim 7, Kavanagh discloses accessing a database including information
indicating implementations of services and comparing the indication of the service to the
information in the database (Kavanagh, Paragraph 0013, analyzing a signaling

message and looking for filtering criteria).
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9. As per claims 8 and 20, Kavanagh discloses the beneficiary is a sender of the
message (Kavanagh, Paragraph 0013, analyzing a signaling message and looking for
filtering criteria).

10.  As per claims 9 and 21, Kavanagh discloses the beneficiary is the recipient of the
message (Kavanagh, Paragraph 0013, analyzing a signaling message and looking for
filtering criteria).

11.  As per claim 10, Kavanagh discloses receiving from an authentication server a
user profile of the beneficiary that specifies which services the beneficiary is authorized
to invoke or receive (Kavanagh, Paragraph 0013, analyzing a signaling message and
looking for filtering criteria) and comparing the authorized services for the beneficiary to
the service indicated in the message (Kavanagh, Paragraph 0013, analyzing a signaling
message and looking for filtering criteria).

12.  As per claim 13, Kavanagh dicloses processing the message comprises
forwarding the message to the beneficiary if the beneficiary is authorized to invoke or
receive the service (Kavanagh, Paragraph 0013, analyzing a signaling message and
looking for filtering criteria).

13.  As per claim 16, Kavanagh discloses processing the message comprises
discarding the message if the beneficiary is not authorized to invoke or receive the
service (Kavanagh, Paragraph 0013, analyzing a signaling message and looking for
filtering criteria).

14.  As per claim 23, Kavanagh discloses monitoring network resource usage to

ensure that the user is only utilizing services that the user is authorized to use
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(Kavanagh, Paragraph 0013, analyzing a signaling message and looking for filtering

criteria).

Claim Rejections - 35 USC § 103
15.  The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

16. Claims 2, 3 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Kavanagh U.S. PG-Publication No. (2003/0081607) in view of Tso U.S. PG-
Publication No. (2002/0124112).
17.  As per claim 2, Kavangh fails to teach filtering the signaling messages comprises
altering the signaling messages based on the authorized services of the sender or the
intended recipient device. However, in an analogous art Tso teaches filtering the
signaling messages comprises altering the signaling messages based on the authorized
services of the sender or the intended recipient device (Tso, Paragraph 0011 ).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Tso' Header-based Network AP| with Kavanagh’s general
packet radio service tunneling protocol packet filter because it offers the advantage of

successfully receiving the original message sent by a sender (Tso, Paragraph 0011 ).
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18.  As per claim 3, Kavanagh as modified teaches altering the signaling messages
comprises modifying the signaling messages so that the indication of the type of service
is within authorized limits (Tso, Paragraph 0011 ).

19.  As per claim 14, Kavanagh fails to teach processing the message comprises
altering the message and then forwarding the message to an intended recipient.
However, in an analogous Tso teaches processing the message comprises altering the
message and then forwarding the message to an intended recipient (Tso, Paragraph
0011). 19. As per claim 3, Schneider as modified teaches altering the signaling
messages comprises modifying the signaling messages so that the indication of the

type of service is within authorized limits (Tso, Paragraph 0011).

20. Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over D
Kavanagh U.S. PG-Publication No. (2003/0081607) in view of Barraclough et al. U.S.
PG- Publication No. (2001/0024436).
21.  As per claim 12, Kavanagh fails to disclose the service is selected from the group
consisting of caller-D, call waiting, multi-way calling, multi-line service, and codec
specification. However, in an analogous art Barraclough teaches service is selected
from the group consisting of caller-D, call waiting, multi-way calling, multi-line service,
and codec specification (Barraclough, Paragraph 0021).

At the time the invention was made, it would have been obvious to a person of
ordinary sKkill in the art to use Barraclough's VO-IP Audio-data terminal processor with

Kavanagh’s general packet radio service tunneling protocol packet filter because it
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offers the advantage of using a cost- effective way to communicate of channels

(Barraclough, Paragraph 0004).

22. Claims 11, 22 and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Kavanagh U.S. PG-Publication No. (2003/0081607) in view of Orton et al. U.S.
Patent No. (6,678,735).

23. Asperclaims 11 and 22, Kavanagh fails to disclose the use of SIP signal
messaging. However, in an analogous art Orton teaches (Orton, Col. 3 Lines 10 - 22
and Col. 3 Lines 18 - 23).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Orton's method for a SIP client manager with Kavanagh'’s
general packet radio service tunneling protocol packet filter because it offers the
advantage of managing non- essential routing information using an SIP environment
(Orton, Col. 1 Lines 46 - 50).

24.  As per claim 25, Kavanagh teaches messages sent to a recipient device with
requested services and filtering unauthorized requests from authorized requests based
on authorized services relating to the sender (Kavanagh, Paragraph 0013, analyzing a
signaling message and looking for filtering criteria) but fails to teach the

use of SIP signaling and proxy servers. However, in an analogous art Orton teaches the
use of SIP signaling and proxy servers (Orton, Col. 3 Lines 10 - 22 and Col. 3 Lines 18-

23).
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At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Orton's method for a SIP client manager with Kavanagh'’s
general packet radio service tunneling protocol packet filter because it offers the
advantage of managing non\- essential routing information using an SIP environment

(Orton, Col. 1 Lines 46 - 50).

25. Claim 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over
Kavanagh U.S. PG-Publication No. (2003/0081607) in view of Hodge et al. U.S. PG-
Publication No. (2004/0029564).

26. As per claim 15, Kavanagh fails to disclose altering the message comprises
altering the message so as to disable the service. However, in an analogous art Hodge
teaches altering the message comprises altering the message so as to disable the
service (Hodge, Paragraph 0253).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Hodge's telecommunication call management system with
Kavanagh’s general packet radio service tunneling protocol packet filter because it
offers the advantage of disabling unaccountable systems from access to services in

order to keep costs down (Hodge, Paragraph 0002).

27. Claim 17 is rejected under 35 U.S.C. 103(a) as being unpatentable over
Kavanagh U.S. PG-Publication No. (2003/0081607) in view of Pereira et al. U.S. Patent

No. (5,809,230).
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28. As per claim 17, Kavanagh fails to teach comprising returning an error indication
message to a sender of the message. However, in an analogous art Pereira teaches
comprising returning an error indication message to a sender of the message (Pereira,
Col. 5 Lines 49 - 53).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Pereira's system for controlling access to personal
computer resources with Kavanagh’s general packet radio service tunneling protocol
packet filter because it offers the advantage of protecting unauthorized accesses to

resources (Pereira, Col. 5 Lines 49 - 53).

29. Claim 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over
Kavanagh U.S. PG-Publication No. (2003/0081607) in view of Feldbaum et al. U.S.
Patent No. (6,446,200).
30. As per claim 18, Kavanagh fails to teach returning an option message to the
sender asking the sender if the sender wants to invoke or receive the service. However,
in an analogous art Feldbaum teaches returning an option message to the sender
asking the sender if the sender wants to invoke or receive the service (Feldbaum, Col. 5
Lines 45 - 58).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Feldbaum's method for access to control of a message

queue with Kavanagh’s general packet radio service tunneling protocol packet filter
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because it offers the advantage of ensuring a request is authorized or not (Feldbaum,

Col. 5 Lines 60 - 67).

31. Claim 26 is rejected under 35 U.S.C. 103(a) as being unpatentable over
Kavanagh U.S. PG-Publication No. (2003/0081607) in view of Young e et al. U.S. PG-
Publication No. (2003/0093563).
32. As per claim 26, Kavanagh fails to teach the border element is selected from the
group consisting of a firewall, an application layer gateway (ALG), and a SIP-aware
firewall. However, in an analogous art Young teaches the border element is selected
from the group consisting of a firewall, an application layer gateway (ALG), and a SIP-
aware firewall (Young, Paragraph 0018).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Young's method for implementing and managing an
access network device with Kavanagh's general packet radio service tunneling protocol

packet filter because it offers the advantage of being a more secure system.

Conclusion
Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37

CFR 1.136(a).
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A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Roderick Tolentino whose telephone number is (571)
272-2661. The examiner can normally be reached on Monday - Friday 9am to 5pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Kambiz Zand can be reached on (571) 272-3811. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

IPR2018-00884
Apple Inc. EX1002 Page 205



Application/Control Number: 10/671,375 Page 12
Art Unit: 2434

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Roderick Tolentino
Examiner
Art Unit 2434
Roderick Tolentino
/IR.T./
Examiner, Art Unit 2434

/Kambiz Zand/
Supervisory Patent Examiner, Art Unit 2434
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Doc code: RCEX PTO/SB/30EFS (04-09)

Doc description: Request for Continued Examination (RCE) Approved for use through 05/31/2C09. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a ccllection of information unless it contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Applicaticn Filing Docket Number Art

Number 10671375 Date 2003-09-25 (if applicable) 03-395 Unit 2134
First Named David Grabelsky Examiner Tolentine, Roderick

Inventor Name

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
1995, or to any design application. The Instruction Sheet for this form is located at WWW.USPTO.GOV

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment(s).

] Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a
submission even if this box is not checked.

[ ] Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[ ] Other

[X] Enclosed

Amendment/Reply
|:| Information Disclosure Statement (IDS)

|:| Affidavit(s)/ Declaration(s}

[] Other

MISCELLANEOUS

|:| Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a period of months
{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17{i) required)

[] Other

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No 132490

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

Patent Practitioner Signature

[] Applicant Signature
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Registration Number | 60529

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to
file {and by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
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P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.

EFS - Web 2.1.12

IPR2018-00884
Apple Inc. EX1002 Page 211




Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
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is to process and/or examine your submissicn related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of reccrds may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiaticns.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, toc whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the Internaticnal Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
ar his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authoerity of 44 U.S5.C. 2904 and
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purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used toc make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
(Case No. 03-395)

In the Application of:

David Grabelsky et al. Examiner: Tolentino, Roderick
Serial No. 10/671,375 Group Art Unit: 2134
Filed: September 25, 2003 Confirmation No.: 1853
For: System and Method for Network

Based Policy Enforcement of
Intelligent-Client Features

Nt s s et ot i v vt v’

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450

SUBMISSION WITH REQUEST FOR CONTINUED EXAMNATION

Dear Sir:
With a Request for Continued Examination, Applicants respond to the Office Action

mailed February 9, 2009 as follows.
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REMARKS

In the Office Action mailed February 9, 2009, the Examiner rejected:

claims 1, 4-10, 14, 16, 19-21, 23, and 24 under 35 U.S.C. § 102(a) as being
allegedly anticipated by U.S. Publication No. 2003/0081607 (Kavanagh);

claims 2, 3, and 14 under 35 U.S.C. § 103(a) as being allegedly unpatentable over
Kavanagh in view of U.S. Publication No. 2002/0124112 (Tao)

claim 12 under 35 U.S.C. § 103(a) as being allegedly unpatentable over Kavanagh in
view of U.S. Publication No. 2001/0024436 (Barraclough);

claims 11, 22, and 25 under 35 U.S.C. § 103(a) as being allegedly unpatentable over
Kavanagh in view of U.S. Patent No. 6,678,735 (Orton);

claim 15 under 35 U.S.C. § 103(a) as being allegedly unpatentable over Kavanagh in
view of U.S. Publication No. 2003/0081607 (Hodge);

claim 17 under 35 U.S.C. § 103(a) as being allegedly unpatentable over Kavanagh in
view of U.S. Patent No. 5,809,230 (Pereira);

claim 18 under 35 U.S.C. § 103(a) as being allegedly unpatentable over Kavanagh in
view of U.S. Patent No. 6,446,206 (Feldbaum); and

claim 26 under 35 U.S.C. § 103(a) as being allegedly unpatentable over Kavanagh in
view of U.S. Publication No. 2003/0093563 (Young).

Applicants respectfully traverse the rejections of all pending claims and request

reconsideration.

1. Status of the Claims

Presently pending are claims 1-26, of which claims 1, 6, 19, 24, and 25 are independent

and the remainder are dependent. Claim 1 is directed to a method for controlling a plurality of

services in packet-based networks. The method may include (a) receiving a signaling message

within a communication path between a sender device and an intended recipient device,

wherein the signaling message includes an indication of one type of the plurality of services

which the message is intended to invoke, (b) making a determination of whether the sender or

the intended recipient device of the message is authorized to invoke the type of service based in

part on a recipient device profile maintained in part on a remote enforcement point; and (c)
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filtering the signaling message based on the determination so as to pass to the intended
recipient device signaling message having an indication of which of the plurality of services that
are authorized.

Claim 6 is directed to a method for controlling a plurality of services in packet-based
networks. The method may include (a) receiving a message, (b) recognizing that the message
includes at least part of an indication of at least one of the plurality of services, (¢) determining
whether a beneficiary of the at least one of the plurality of services is authorized to invoke or
receive the at least one of the plurality of services based on a beneficiary profile stored in part
on a remote enforcement point, and (d) processing the message based on whether the
beneficiary of the at least one of the plurality of services is authorized to invoke or receive the at
least one of the plurality of services.

Claim 19 is directed to a method for controlling a plurality of services in packet-based
networks. The method may include (a) receiving a message, the message configured
according to a protocol, (b) associating the message with at least one known service of said
plurality of services that is defined within the protocol, (c) requesting a user profile of a user
associated with the message, wherein the user profile specifies which of the plurality of services
the user is authorized to use and is stored in part on a remote server, (d) determining from the
user profile whether the user is authorized to invoke or receive the at least one known service of
the plurality of services, and (e) filtering the message based on whether the user is authorized
to invoke or receive the at least one known service of the plurality of services.

Claim 24 is directed to a system for controlling a plurality of services in packet-based
networks. The system may include (a) an interface that is in a communications path of signaling
messages between a first end device and a second end device, wherein the interface receives
messages according to a protocol, (b) a processor, (¢) data storage, and (d) program logic
stored in the data storage and executable by the processor (1) to associate the messages with

known services of the plurality of services that are defined within the protocol, (2) to determine
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whether at least one of the first end device and the second end device is authorized to invoke or
receive the services of the plurality of services according to a user profile maintained on a
remote enforcement point, and (3) to filter the messages based on whether the at least one of
the first end device and the second end device is authorized to invoke or receive the services of
the plurality of services.

Claim 25 is directed to a system that includes (a) a border element being in a
communications path of session initiation protocol (SIP) signaling messages between end
devices, wherein the SIP signaling messages include an indication of at least one service of a
plurality of services, and wherein the border element is operable to filter the SIP signaling
messages based on authorized services of the end devices, and (b) a proxy server for receiving
a request from the border element for a user profile of at least one of the end devices the user
profile maintained on a storage device, and in response, for sending the user profile to the
border element, wherein the user profile specifies which services of the plurality of services the

at least one end device is authorized to use.

2. Response to Rejections under 35 U.S.C. § 102(a)

The Examiner rejected claims 1, 4-10, 14, 16, 19-21, 23, and 24 under 35 U.S.C. §
102(a) as being allegedly anticipated by Kavanagh. Applicants respectfully submit that
Kavanagh does not anticipate the subject matter as set forth in independent claims 1, 6, 19, and
24.

Kavanagh discloses a method of filtering data packets in General Packet Radio Service
(GPRS) Tunneling Protocol (GTP) signaling messages between service nodes in a GPRS
network. See, e.g., Kavanagh, [0013]. The method includes analyzing GTP signaling
messages, such as GTP Path Management messages, GTP Tunnel Management messages,
GTP Mobility Management messages, and GTP Location Management messages, against a

plurality of filtering criteria. See, e.g., Kavanagh, [0013]. This analysis step may include
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assessing the validity of data in a GTP signaling message header, such as source, destination,
and mask addresses, message type, and GTP version number. See, e.g., Kavanagh, [0013],
[0034], [0047]-[0050], [0054]. The analysis step may additionally include assessing the validity
of data in accompanying Information elements (IEs), such as End User Address, Access Point
Name (APN), and GSN address. See, e.g., Kavanagh, [0013], [0047]-[0050], [0059]-[0060].
Responsive to the analysis step, the method then includes selectively dropping data packets
from the GTP signaling message or allowing the packets to pass. See, e.g., Kavanagh, [0013].
Thus, at best, Kavanagh discloses filtering data packets in GTP signaling messages
based on the validity of data carried within the packets. Kavanagh, however, fails to disclose or

suggest controlling a plurality of services indicated by or associated with signaling messages, as

recited in claims 1, 6, 19, and 24. Indeed, Kavanagh does not even disclose or suggest
identifying a service indicated by or associated with a signaling message, let alone determining
whether a user or device is authorized to invoke or receive the service. Accordingly, Kavanagh

fails to disclose or suggest at least the recited elements of:

"making a determination of whether the sender or the intended recipient device of [a]
message is authorized to invoke [one] type of service [indicated by the message]
based in part on a recipient device profile maintained in part on a remote
enforcement point,” as recited in claim 1;

o "determining whether a beneficiary of . . . at least one of [a] plurality of services is
authorized to invoke or receive the at least one of the plurality of services based on a
beneficiary profile stored in part on a remote enforcement point," as recited in ¢laim
6;

e "associating [a] message with at least one known service of [a] plurality of services
that is defined within a protocol" or "determining from [a] user profile whether [a] user
is authorized to invoke or receive the at least one known service of the plurality of
services," as recited in claim 19; or

e "program logic stored in the data storage and executable by the processor to

associate . . . messages with known services of [a] plurality of services that are

defined within [a] protocol [and] to determine whether at least one of [a] first end
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device and [a] second end device is authorized to invoke or receive the services of
the plurality of services according to a user profile maintained on a remote

enforcement point," as recited in claim 24.

For at least these reasons, Kavanagh fails to disclose or suggest claims 1, 6, 19, and 24
as a whole, and as such Kavanagh does not anticipate claims 1, 6, 19, and 24. Additionally,
without conceding the Examiner's additional assertions, Applicants submit that dependant
claims 4, 5, 7-10, 14, 16, 20, 21, and 23 are allowable for at least the reasonable that they
depend from claims 1, 6, 19, and 24.

Accordingly, Applicant respectfully requests withdrawal of the rejections under 35 U.S.C.

102(a).

3. Response to Rejections under 35 U.S.C. § 103(a)

The Examiner rejected claims 2, 3, 11-13, 15, 17, 18, 22, 25, and 26 under 35 U.S.C. §
103(a) as being allegedly unpatentable over Kavanagh in view of either Tao, Barraclough,
Orton, Hodge, Pereira, Feldbaum, or Young. Claim 25 is independent, while claims 2 and 3
depend from claim 1, claims 11-13, 15, 17, and 18 depend from claim 6, claim 22 depends from
claim 19, and claim 26 depends from claim 25. As previously described, Kavanagh fails to
disclose or suggest controlling a plurality of services indicated by or associated with signaling
messages, as recited in claims 1, 6, 19, and 24. For similar reasons, Kavanagh fails to disclose
or suggest a system that includes a border element operable to filter signaling messages based
on authorized services of end devices, as recited in independent claim 25.

Moreover, the other teachings cited by the Examiner fail to disclose or suggest
controlling a plurality of services indicated by or associated with signaling messages. The
Examiner cites:

e Tao for a teaching of altering signaling messages and forwarding the message to an

intended recipient;
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e Barraclough for a teaching of a service being selected from the group consisting of
caller-D, call waiting, multi-way calling, multi-line service, and codec specification;

e Orton for a teaching of using SIP signaling messages;

e Hodge for a teaching of altering a message so as to disable a service;

e Pereira for a teaching of returning an error indication message to a sender of a
message;

o Feldbaum for a teaching of returning an option message to a sender asking the
sender of it wants to invoke or receive a service; and

e Young for a teaching of a border element being selected from a group consisting of a

firewall, an application layer gateway (ALG), and a SIP-aware firewall.
See Office Action, p. 5-10. None of these teachings, however, overcome the deficiencies of
Kavanagh. For at least this reason, Applicants submit that claims 2, 3, 11-13, 15, 17, 18, 22,
25, and 26 are not obvious in light of the combination of Kavanagh and either Tao, Barraclough,
Orton, Hodge, Pereira, Feldbaum, or Young.
Accordingly, Applicants respectfully request withdrawal of the Examiner’s rejections

under 35 U.S.C. § 103(a).
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CONCLUSION
In light of the above remarks, the Applicants submit that the present application is in
condition for allowance and respectfully requests notice to this effect. The Examiner is
requested to contact the Applicants' representative below if any questions arise or if he may be

of assistance to the Examiner.

Respectfully submitted,

Dated:_May 7, 2009 By: /Rory P. Shea/
Rory P. Shea

Reg. No. 60,529

McDonnell Boehnen Hulbert & Berghoff LLP
300 South Wacker Drive

Chicago, lllinois 60606-6709

312 913 3337

shea@mbhb.com
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Application No. Applicant(s)
10/671,375 GRABELSKY ET AL.
Office Action Summary Examiner ArtUnit
Roderick Tolentino 2439
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6)X] Claim(s) 1-26 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)X] The drawing(s) filed on 25 September 2003 is/are: a)[X] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119
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3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date ______. 6) |:| Other: ____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-08) Office Action Summary Part of Pa ezr l(\l)o1/|\éall(l)36t§ 2802.90624
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DETAILED ACTION
Claims 1 — 26 are pending.
Continued Examination Under 37 CFR 1.114

A request for continued examination under 37 CFR 1.114, including the fee set
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on

05/07/2009 has been entered.

Response to Arguments
Applicant's arguments with respect to claims 1, 6, 19 and 24 have been

considered but are moot in view of the new ground(s) of rejection.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.
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Claims 1,4 - 10, 13, 16, 19, 20, 21, 23 and 24 are rejected under 35 U.S.C.
103(a) as being unpatentable over Kavanagh U.S. PG-Publication No. (2003/0081607)
in view of Modarressi et al. U.S. Patent No. (6,667,971).

As per claim 1, 6, 19 and 24, Kavanagh teaches receiving a signaling messages
within a communication path between a sender device and an intended recipient device,
(Kavanagh, Paragraph 0013, analyzing a signaling message), making a determination
of whether the sender or the intended recipient device of the messages is authorized to
invoke the type of service based in part on a recipient device profile maintained in part
on a remote enforcement point (Kavanagh, Paragraph 0013, analyzing a signaling
message and looking for filtering criteria), and filtering the signaling messages based on
the determination so as to pass to the intended recipient device signaling messages
having an indication of which of the plurality of services that are authorized (Kavanagh,
Paragraph 0013, analyzing a signaling message and looking for filtering criteria) but
fails to teach wherein the signaling messages includes an indication of one type of the
plurality of services which the messages is intended to invoke. However, in an
analogous art Modarressi teaches wherein the signaling messages includes an
indication of one type of the plurality of services which the messages is intended to
invoke (Modarressi, Col. 1 Lines 26 — 34 and Col. 7 Lines 1 — 5, user selects using an
interface types of services).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Modaressi’'s system for enhanced adsl architecture and

service concepts with Kavanagh’s general packet radio service tunneling protocol
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packet filter because it offers the advantage of having the services provided at any time
(Modarressi, Col. 4 Lines 47 — 55).

As per claim 4, Kavanagh teaches filtering the messages comprises discarding
the signaling messages having an indication of services, which the sender or the
intended recipient devices are unauthorized to use (Kavanagh, Paragraph 0013,
analyzing a signaling message and looking for filtering criteria).

As per claim 5, Kavanagh teaches communicating with one or more network
entities responsible for monitoring media data flow within the communication path to
ensure compliance the authorized services (Kavanagh, Paragraph 0013, analyzing a
signaling message and looking for filtering criteria).

As per claim 7, Kavanagh teaches accessing a database including information
indicating implementations of services and comparing the indication of the service to the
information in the database (Kavanagh, Paragraph 0013, analyzing a signaling
message and looking for filtering criteria).

As per claims 8 and 20, Kavanagh teaches the beneficiary is a sender of the
message (Kavanagh, Paragraph 0013, analyzing a signaling message and looking for
filtering criteria).

As per claims 9 and 21, Kavanagh teaches the beneficiary is the recipient of the
message (Kavanagh, Paragraph 0013, analyzing a signaling message and looking for
filtering criteria).

As per claim 10, Kavanagh teaches receiving from an authentication server a

user profile of the beneficiary that specifies which services the beneficiary is authorized
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to invoke or receive (Kavanagh, Paragraph 0013, analyzing a signaling message and
looking for filtering criteria) and comparing the authorized services for the beneficiary to
the service indicated in the message (Kavanagh, Paragraph 0013, analyzing a signaling
message and looking for filtering criteria).

As per claim 13, Kavanagh dicloses processing the message comprises
forwarding the message to the beneficiary if the beneficiary is authorized to invoke or
receive the service (Kavanagh, Paragraph 0013, analyzing a signaling message and
looking for filtering criteria).

As per claim 16, Kavanagh teaches processing the message comprises
discarding the message if the beneficiary is not authorized to invoke or receive the
service (Kavanagh, Paragraph 0013, analyzing a signaling message and looking for
filtering criteria).

As per claim 23, Kavanagh teaches monitoring network resource usage to
ensure that the user is only utilizing services that the user is authorized to use
(Kavanagh, Paragraph 0013, analyzing a signaling message and looking for filtering

criteria).

Claims 2, 3 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Kavanagh U.S. PG-Publication No. (2003/0081607) and Modarressi et al. U.S.
Patent No. (6,667,971) in view of Tso U.S. PG- Publication No. (2002/0124112).

As per claim 2, Kavangh fails to teach filtering the signaling messages comprises

altering the signaling messages based on the authorized services of the sender or the
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intended recipient device. However, in an analogous art Tso teaches filtering the
signaling messages comprises altering the signaling messages based on the authorized
services of the sender or the intended recipient device (Tso, Paragraph 0011 ).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Tso' Header-based Network AP| with Kavanagh's general
packet radio service tunneling protocol packet filter because it offers the advantage of
successfully receiving the original message sent by a sender (Tso, Paragraph 0011 ).

As per claim 3, Kavanagh as modified teaches altering the signaling messages
comprises modifying the signaling messages so that the indication of the type of service
is within authorized limits (Tso, Paragraph 0011 ).

As per claim 14, Kavanagh fails to teach processing the message comprises
altering the message and then forwarding the message to an intended recipient.
However, in an analogous Tso teaches processing the message comprises altering the
message and then forwarding the message to an intended recipient (Tso, Paragraph
0011). 19. As per claim 3, Schneider as modified teaches altering the signaling
messages comprises modifying the signaling messages so that the indication of the

type of service is within authorized limits (Tso, Paragraph 0011).

Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over D
Kavanagh U.S. PG-Publication No. (2003/0081607) and Modarressi et al. U.S. Patent

No. (6,667,971) in view of Barraclough et al. U.S. PG- Publication No. (2001/0024436).
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As per claim 12, Kavanagh fails to disclose the service is selected from the group
consisting of caller-D, call waiting, multi-way calling, multi-line service, and codec
specification. However, in an analogous art Barraclough teaches service is selected
from the group consisting of caller-D, call waiting, multi-way calling, multi-line service,
and codec specification (Barraclough, Paragraph 0021).

At the time the invention was made, it would have been obvious to a person of
ordinary sKkill in the art to use Barraclough's VO-IP Audio-data terminal processor with
Kavanagh’s general packet radio service tunneling protocol packet filter because it
offers the advantage of using a cost- effective way to communicate of channels

(Barraclough, Paragraph 0004).

Claims 11, 22 and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Kavanagh U.S. PG-Publication No. (2003/0081607) and Modarressi et al. U.S.
Patent No. (6,667,971) in view of Orton et al. U.S. Patent No. (6,678,735).

As per claims 11 and 22, Kavanagh fails to disclose the use of SIP signal
messaging. However, in an analogous art Orton teaches (Orton, Col. 3 Lines 10 - 22
and Col. 3 Lines 18 - 23).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Orton's method for a SIP client manager with Kavanagh'’s
general packet radio service tunneling protocol packet filter because it offers the
advantage of managing non- essential routing information using an SIP environment

(Orton, Col. 1 Lines 46 - 50).
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As per claim 25, Kavanagh teaches messages sent to a recipient device with
requested services and filtering unauthorized requests from authorized requests based
on authorized services relating to the sender (Kavanagh, Paragraph 0013, analyzing a
signaling message and looking for filtering criteria) but fails to teach herein the signaling
messages includes an indication of one type of the plurality of services which the
messages is intended to invoke and the use of SIP signaling and proxy servers.
However, in an analogous art Modarressi teaches wherein the signaling messages
includes an indication of one type of the plurality of services which the messages is
intended to invoke (Modarressi, Col. 1 Lines 26 — 34 and Col. 7 Lines 1 — 5, user
selects using an interface types of services) and Orton teaches the use of SIP signaling
and proxy servers (Orton, Col. 3 Lines 10 - 22 and Col. 3 Lines 18-23).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Orton's method for a SIP client manager with Kavanagh'’s
general packet radio service tunneling protocol packet filter because it offers the
advantage of managing non- essential routing information using an SIP environment
(Orton, Col. 1 Lines 46 - 50).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Modaressi’s system for enhanced adsl architecture and
service concepts with Kavanagh’s general packet radio service tunneling protocol
packet filter because it offers the advantage of having the services provided at any time

(Modarressi, Col. 4 Lines 47 — 55).
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Claim 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over
Kavanagh U.S. PG-Publication No. (2003/0081607) and Modarressi et al. U.S. Patent
No. (6,667,971) in view of Hodge et al. U.S. PG-Publication No. (2004/0029564 ).

As per claim 15, Kavanagh fails to disclose altering the message comprises
altering the message so as to disable the service. However, in an analogous art Hodge
teaches altering the message comprises altering the message so as to disable the
service (Hodge, Paragraph 0253).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Hodge's telecommunication call management system with
Kavanagh’s general packet radio service tunneling protocol packet filter because it
offers the advantage of disabling unaccountable systems from access to services in

order to keep costs down (Hodge, Paragraph 0002).

Claim 17 is rejected under 35 U.S.C. 103(a) as being unpatentable over
Kavanagh U.S. PG-Publication No. (2003/0081607) and Modarressi et al. U.S. Patent
No. (6,667,971) in view of Pereira et al. U.S. Patent No. (5,809,230).

As per claim 17, Kavanagh fails to teach comprising returning an error indication
message to a sender of the message. However, in an analogous art Pereira teaches
comprising returning an error indication message to a sender of the message (Pereira,
Col. 5 Lines 49 - 53).

At the time the invention was made, it would have been obvious to a person of

ordinary skill in the art to use Pereira's system for controlling access to personal
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computer resources with Kavanagh’s general packet radio service tunneling protocol
packet filter because it offers the advantage of protecting unauthorized accesses to

resources (Pereira, Col. 5 Lines 49 - 53).

Claim 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over
Kavanagh U.S. PG-Publication No. (2003/0081607) and Modarressi et al. U.S. Patent
No. (6,667,971) in view of Feldbaum et al. U.S. Patent No. (6,446,200).

As per claim 18, Kavanagh fails to teach returning an option message to the
sender asking the sender if the sender wants to invoke or receive the service. However,
in an analogous art Feldbaum teaches returning an option message to the sender
asking the sender if the sender wants to invoke or receive the service (Feldbaum, Col. 5
Lines 45 - 58).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Feldbaum's method for access to control of a message
queue with Kavanagh’s general packet radio service tunneling protocol packet filter
because it offers the advantage of ensuring a request is authorized or not (Feldbaum,

Col. 5 Lines 60 - 67).

Claim 26 is rejected under 35 U.S.C. 103(a) as being unpatentable over
Kavanagh U.S. PG-Publication No. (2003/0081607) and Modarressi et al. U.S. Patent

No. (6,667,971)in view of Young e et al. U.S. PG- Publication No. (2003/0093563).
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As per claim 26, Kavanagh fails to teach the border element is selected from the
group consisting of a firewall, an application layer gateway (ALG), and a SIP-aware
firewall. However, in an analogous art Young teaches the border element is selected
from the group consisting of a firewall, an application layer gateway (ALG), and a SIP-
aware firewall (Young, Paragraph 0018).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Young's method for implementing and managing an
access network device with Kavanagh's general packet radio service tunneling protocol

packet filter because it offers the advantage of being a more secure system.

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Roderick Tolentino whose telephone number is (571)
272-2661. The examiner can normally be reached on Monday - Friday 9am to 5pm.
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Edan Orgad can be reached on (571) 272-3811. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Christian LaForgia/ Roderick Tolentino
Primary Examiner, Art Unit 2439 Examiner
Art Unit 2439

Roderick Tolentino
/R.T./
Examiner, Art Unit 2439
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(Case No. 03-395)
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David Grabelsky et al. Examiner: Tolentino, Roderick
Serial No. 10/671,375 Group Art Unit: 2134
Filed: September 25, 2003 Confirmation No.: 1853

For: System and Method for Network
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Intelligent-Client Features
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Commissioner for Patents

P.O. Box 1450
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RESPONSE TO OFFICE ACTION MAILED JUNE 6, 2009

Dear Sir:
With a Petition for a Two Month Extension of Time, Applicants respond to the Office

Action mailed June 6, 2009 as follows.

McDONNELL BOEHNEN 1
HULBERT & BERGHOFF LLP

300 SOUTH WACKER DRIVE, 32ND FLOOR

CHICAGO, IL 60606
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REMARKS

In the Office Action mailed June 6, 2009, the Examiner rejected all claims under 35
U.S.C. § 103(a). In particular, the Examiner rejected (a) claims 1, 4-10, 14, 16, 19-21, 23, and
24 as being allegedly unpatentable over U.S. Publication No. 2003/0081607 (Kavanagh) in view
of U.S. Patent No. 6,667,971 (Modarressi), (b) claims 2, 3, and 14 as being allegedly
unpatentable over Kavanagh and Modarressi in view of U.S. Publication No. 2002/0124112
(Tao), (c) claim 12 as being allegedly unpatentable over Kavanagh and Modarressi in view of
U.S. Publication No. 2001/0024436 (Barraclough), (d) claims 11, 22, and 25 as being allegedly
unpatentable over Kavanagh and Modarressi in view of U.S. Patent No. 6,678,735 (Orton), (e)
claim 15 as being allegedly unpatentable over Kavanagh in view of U.S. Publication No.
2003/0081607 (Hodge), (f) claim 17 as being allegedly unpatentable over Kavanagh and
Modarressi in view of U.S. Patent No. 5,809,230 (Pereira), (g) claim 18 as being allegedly
unpatentable over Kavanagh and Modarressi in view of U.S. Patent No. 6,446,206 (Feldbaum),
and (h) claim 26 as being allegedly unpatentable over Kavanagh and Modarressi in view of U.S.
Publication No. 2003/0093563 (Young). Applicants respectfully traverse the rejections of all

pending claims and request reconsideration.

1. Status of the Claims

Presently pending are claims 1-26, of which claims 1, 6, 19, 24, and 25 are independent
and the remainder are dependent. Claims 1, 6, and 19 are directed to methods for controlling a
plurality of services in packet-based networks. Claim 1 recites (a) receiving a signaling
message within a communication path between a sender device and an intended recipient
device, wherein the signaling message includes an indication of one type of the plurality of
services which the message is intended to invoke, (b) making a determination of whether the
sender or the intended recipient device of the message is authorized to invoke the type of

service based in part on a recipient device profile maintained in part on a remote enforcement
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point; and (c) filtering the signaling message based on the determination so as to pass to the
intended recipient device signaling message having an indication of which of the plurality of
services that are authorized.

Claim 6 recites (a) receiving a message, (b) recognizing that the message includes at
least part of an indication of at least one of the plurality of services, (¢) determining whether a
beneficiary of the at least one of the plurality of services is authorized to invoke or receive the at
least one of the plurality of services based on a beneficiary profile stored in part on a remote
enforcement point, and (d) processing the message based on whether the beneficiary of the at
least one of the plurality of services is authorized to invoke or receive the at least one of the
plurality of services.

Claim 19 recites (a) receiving a message, the message configured according to a
protocol, (b) associating the message with at least one known service of said plurality of
services that is defined within the protocol, (¢) requesting a user profile of a user associated with
the message, wherein the user profile specifies which of the plurality of services the user is
authorized to use and is stored in part on a remote server, (d) determining from the user profile
whether the user is authorized to invoke or receive the at least one known service of the
plurality of services, and (e) filtering the message based on whether the user is authorized to
invoke or receive the at least one known service of the plurality of services.

Claim 24 is directed to a system for controlling a plurality of services in packet-based
networks that includes (a) an interface that is in a communications path of signaling messages
between a first end device and a second end device, wherein the interface receives messages
according to a protocol, (b) a processor, (¢) data storage, and (d) program logic stored in the
data storage and executable by the processor (1) to associate the messages with known
services of the plurality of services that are defined within the protocol, (2) to determine whether
at least one of the first end device and the second end device is authorized to invoke or receive

the services of the plurality of services according to a user profile maintained on a remote
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enforcement point, and (3) to filter the messages based on whether the at least one of the first
end device and the second end device is authorized to invoke or receive the services of the
plurality of services.

Claim 25 is directed to a system that includes (a) a border element being in a
communications path of session initiation protocol (SIP) signaling messages between end
devices, wherein the SIP signaling messages include an indication of at least one service of a
plurality of services, and wherein the border element is operable to filter the SIP signaling
messages based on authorized services of the end devices, and (b) a proxy server for receiving
a request from the border element for a user profile of at least one of the end devices the user
profile maintained on a storage device, and in response, for sending the user profile to the
border element, wherein the user profile specifies which services of the plurality of services the

at least one end device is authorized to use.

2. Response to § 103 Rejections based on Kavanagh/Modarressi

The Examiner rejected claims 1, 4-10, 14, 16, 19-21, 23, and 24 under 35 U.S.C. §
103(a) as being allegedly unpatentable over Kavanagh in view of Modarressi. The Examiner
clearly erred in setting forth these rejections, however, because at a minimum Examiner relied
exclusively on Kavanagh for teachings that are clearly not present in that reference.

Kavanagh discloses a method of filtering data packets in General Packet Radio Service
(GPRS) Tunneling Protocol (GTP) signaling messages between service nodes in a GPRS
network, to limit attacks on GPRS networks. See, e.g., Kavanagh, [0012] - [0013]. The method
includes analyzing GTP signaling messages against a plurality of filtering criteria. See, e.g.,
Kavanagh, [0013]. This analysis step may include assessing the validity of data ina GTP
signaling message header, such as source, destination, and mask addresses, message type,
and GTP version number. See, e.g., Kavanagh, [0013], [0034], [0047]-[0050], [0054]. The

analysis step may additionally include assessing the validity of data in accompanying
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Information elements (IEs), such as End User Address, Access Point Name (APN), and GSN
address. See, e.g., Kavanagh, [0013], [0047]-[0050], [0059]-[0060]. Responsive to the analysis
step, the method then includes selectively dropping data packets from the GTP signaling
message or allowing the packets to pass. See, e.g., Kavanagh, [0013].

The Examiner conceded that Kavanagh fails to teach signaling messages that include
an indication of one type of a plurality of services which the messages are intended to invoke.
See Office Action, p. 3. Despite the Examiner's assertions to the contrary, however, Kavanagh
also fails to disclose or suggest (a) determining whether a user or device is authorized to invoke
or receive a service based on a user or device profile stored at a remote device and (b) filtering
or processing messages based on such a determination, as recited in claims 1, 6, 19, and 24.

First, Kavanagh does not teach determining whether a user or device is authorized to
invoke or receive a service. Instead, Kavanagh teaches determining whether data within
GTP packets is valid. See, e.g., Kavanagh, [0013]. Second, Kavanagh does not teach
determining whether a user or device is authorized to invoke or receive a service based on a
user or device profile stored at a remote device. Instead, Kavanagh teaches determining
whether data within GTP packets is valid based on filtering criteria, which is not associated
with a user or device. See, e.g., Kavanagh, [0013]. Third, Kavanagh does not teach filtering or
processing messages based on whether a user or device is authorized to invoke or receive a
service. Instead, Kavanagh teaches dropping packets based on whether data within the
packets is valid. See, e.g., Kavanagh, [0013].

For at least these reasons, Kavanagh fails to disclose or suggest these elements recited
in claims 1, 6, 19, and 24. Because the Examiner relied exclusively on Kavanagh for allegedly
teaching these elements, the factual basis for the Examiner's obviousness rejection was
fundamentally flawed. Consequently, under M.P.E.P § 2142, the Examiner clearly did not
establish prima facie obviousness of claims 1, 6, 19, and 24 over Kavanagh in view of

Modarressi, and Applicants respectfully submit that claims 1, 6, 19, and 24 are allowable.
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Additionally, without conceding the Examiner's additional assertions, Applicants submit that
dependant claims 4, 5, 7-10, 14, 16, 20, 21, and 23 are allowable for at least the reason that
they depend from claims 1, 6, 19, and 24. Accordingly, Applicants respectfully request

withdrawal of these rejections under 35 U.S.C. 103(a).

3. Response to Other § 103 Rejections

The Examiner rejected claims 2, 3, 11-13, 15, 17, 18, 22, 25, and 26 under 35 U.S.C. §
103(a) as being allegedly unpatentable over Kavanagh and Modarressi in view of either Tao,
Barraclough, Orton, Hodge, Pereira, Feldbaum, or Young. Claim 25 is independent, while
claims 2 and 3 depend from claim 1, claims 11-13, 15, 17, and 18 depend from claim 6, claim
22 depends from claim 19, and claim 26 depends from claim 25. As previously described,
Applicants respectfully submit that claims 1, 6, 19, and 24 are allowable. Accordingly,
Applicants submit that dependent claims 2, 3, 11-13, 15, 17, 18, and 22 are allowable for at
least the reason that they depend from claims 1, 6, and 19.

For reasons similar to those described above with respect to claims 1, 6, 19, and 24,
Applicants also submit that Kavanagh fails to disclose or suggest a system that includes a
border element operable to filter signaling messages based on authorized services of end
devices, where a user profile specifies which services of the plurality of services at least one
end device is authorized to use, as recited in claim 25. Because the Examiner relied exclusively
on Kavanagh for allegedly teaching these elements, the factual basis for the Examiner's
obviousness rejection was fundamentally flawed. Consequently, under M.P.E.P § 2142, the
Examiner clearly did not establish prima facie obviousness of claim 25 over Kavanagh in view of
Modarressi and Orton, and Applicants respectfully submit that claim 25 is allowable.
Additionally, without conceding the Examiner's additional assertions, Applicants submit that

dependant claim 26 is allowable for at least the reason that it depends from claim 25.

McDONNELL BOEHNEN 6
HULBERT & BERGHOFF LLP

300 SOUTH WACKER DRIVE, 32ND FLOOR

CHICAGO, IL 60606

IPR2018-00884
Apple Inc. EX1002 Page 251



Accordingly, Applicants respectfully request withdrawal of these rejections under 35 U.S.C.

103(a).

CONCLUSION
In light of the above remarks, the Applicants submit that the present application is in
condition for allowance and respectfully requests notice to this effect. The Examiner is
requested to contact the Applicants' representative below if any questions arise or if he may be

of assistance to the Examiner.

Respectfully submitted,

Dated: November 24, 2009 By: /Rory P. Shea/
Rory P. Shea
Reg. No. 60,529
McDonnell Boehnen Hulbert & Berghoff LLP
300 South Wacker Drive
Chicago, lllinois 60606-6709
312 913 3337
shea@mbhb.com
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Privacy Act Statement
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information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
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A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when
the individual has requested assistance from the Member with respect to the subject matter
of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of
the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the
Administrator, General Services, or his/her designee, during an inspection of records
conducted by GSA as part of that agency’s responsibility to recommend improvements in
records management practices and programs, under authority of 44 U.S.C. 2904 and 2906.
Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce)
directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of
37 CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
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State, or local law enforcement agency, if the USPTO becomes aware of a violation or
potential violation of law or regulation.
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Application No. Applicant(s)
10/671,375 GRABELSKY ET AL.
Office Action Summary Examiner ArtUnit
Roderick Tolentino 2439

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 11/24/2009.
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)X] Claim(s) 1-26 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s) _____is/are allowed.
6)X] Claim(s) 1-26 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)X] The drawing(s) filed on 25 September 2003 is/are: a)[X] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)LJAIl  b)[]Some * c)[] None of:
1.0 Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date ______. 6) |:| Other: ____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-08) Office Action Summary Part of Pa ezr l(\l)o1/|\éall(l)36t§ 2802. 00201
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Application/Control Number: 10/671,375 Page 2
Art Unit: 2439

DETAILED ACTION

1. Claims 1 — 26 are pending.

Response to Arguments
2. Applicant's arguments with respect to claims 1, 6, 19 and 24 have been

considered but are moot in view of the new ground(s) of rejection.

Claim Rejections - 35 USC § 103
3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

4. Claims 1,4 - 10, 13, 16, 19, 20, 21, 23 and 24 are rejected under 35 U.S.C.
103(a) as being unpatentable over Phillips U.S PG-Publication No. (2004/0057188) in
view of Modarressi et al. U.S. Patent No. (6,667,971).

5. As per claim 1, 6, 19 and 24, Phillips teaches receiving a signaling messages
within a communication path between a sender device and an intended recipient device
(Phillips, Paragraph 0004, telecommunications network), making a determination of
whether the sender or the intended recipient device of the messages is authorized to
invoke the type of service based in part on a recipient device profile maintained in part

on a remote enforcement point (Phillips, Paragraph 0025, filter circuit designed to pass

IPR2018-00884
Apple Inc. EX1002 Page 261



Application/Control Number: 10/671,375 Page 3
Art Unit: 2439

and block data based on service), and filtering the signaling messages based on the
determination so as to pass to the intended recipient device signaling messages having
an indication of which of the plurality of services that are authorized (Phillips, Paragraph
0025, filter circuit designed to pass and block data based on service), but fails to teach
wherein the signaling messages includes an indication of one type of the plurality of
services which the messages is intended to invoke. However, in an analogous art
Modarressi teaches wherein the signaling messages includes an indication of one type
of the plurality of services which the messages is intended to invoke (Modarressi, Col. 1
Lines 26 — 34 and Col. 7 Lines 1 — 5, user selects using an interface types of services).
At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Modaressi’s system for enhanced adsl architecture and
service concepts with Phillips system for providing telephone service restrictions
because it offers the advantage of having the services provided at any time
(Modarressi, Col. 4 Lines 47 — 55).
6. As per claim 4, Phillips teaches filtering the messages comprises discarding the
signaling messages having an indication of services, which the sender or the intended
recipient devices are unauthorized to use (Phillips, Paragraph 0025, filter circuit
designed to pass and block data based on service).
7. As per claim 5, Phillips teaches communicating with one or more network entities
responsible for monitoring media data flow within the communication path to ensure
compliance the authorized services (Phillips, Paragraph 0025, filter circuit designed to

pass and block data based on service).
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8. As per claim 7, Phillips teaches accessing a database including information
indicating implementations of services and comparing the indication of the service to the
information in the database (Phillips, Paragraph 0025, filter circuit designed to pass and
block data based on service).

9. As per claims 8 and 20, Phillips teaches the beneficiary is a sender of the
message (Phillips, Paragraph 0025, filter circuit designed to pass and block data based
on service).

10.  As per claims 9 and 21, Phillips teaches the beneficiary is the recipient of the
message (Phillips, Paragraph 0025, filter circuit designed to pass and block data based
on service).

11.  As per claim 10, Phillips teaches receiving from an authentication server a user
profile of the beneficiary that specifies which services the beneficiary is authorized to
invoke or receive (Phillips, Paragraph 0025, filter circuit designed to pass and block
data based on service) and comparing the authorized services for the beneficiary to the
service indicated in the message (Phillips, Paragraph 0025, filter circuit designed to
pass and block data based on service).

12.  As per claim 13, Phillips dicloses processing the message comprises forwarding
the message to the beneficiary if the beneficiary is authorized to invoke or receive the
service (Phillips, Paragraph 0025, filter circuit designed to pass and block data based
on service).

13.  As per claim 16, Phillips teaches processing the message comprises discarding

the message if the beneficiary is not authorized to invoke or receive the service
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(Phillips, Paragraph 0025, filter circuit designed to pass and block data based on
service).

14.  As per claim 23, Phillips teaches monitoring network resource usage to ensure
that the user is only utilizing services that the user is authorized to use (Phillips,

Paragraph 0025, filter circuit designed to pass and block data based on service).

15. Claims 2, 3 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Phillips U.S PG-Publication No. (2004/0057188) and Modarressi et al. U.S. Patent
No. (6,667,971) in view of Tso U.S. PG- Publication No. (2002/0124112).

16.  As per claim 2, Kavangh fails to teach filtering the signaling messages comprises
altering the signaling messages based on the authorized services of the sender or the
intended recipient device. However, in an analogous art Tso teaches filtering the
signaling messages comprises altering the signaling messages based on the authorized
services of the sender or the intended recipient device (Tso, Paragraph 0011 ).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Tso' Header-based Network API with Phillips system for
providing telephone service restrictions because it offers the advantage of successfully
receiving the original message sent by a sender (Tso, Paragraph 0011 ).

17.  As per claim 3, Phillips as modified teaches altering the signaling messages
comprises modifying the signaling messages so that the indication of the type of service

is within authorized limits (Tso, Paragraph 0011 ).
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18.  As per claim 14, Phillips fails to teach processing the message comprises
altering the message and then forwarding the message to an intended recipient.
However, in an analogous Tso teaches processing the message comprises altering the
message and then forwarding the message to an intended recipient (Tso, Paragraph
0011). 19. As per claim 3, Schneider as modified teaches altering the signaling
messages comprises modifying the signaling messages so that the indication of the

type of service is within authorized limits (Tso, Paragraph 0011).

19. Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over D
Phillips U.S PG-Publication No. (2004/0057188) and Modarressi et al. U.S. Patent No.
(6,667,971) in view of Barraclough et al. U.S. PG- Publication No. (2001/0024436).
20. As per claim 12, Phillips fails to disclose the service is selected from the group
consisting of caller-D, call waiting, multi-way calling, multi-line service, and codec
specification. However, in an analogous art Barraclough teaches service is selected
from the group consisting of caller-D, call waiting, multi-way calling, multi-line service,
and codec specification (Barraclough, Paragraph 0021).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Barraclough's VO-IP Audio-data terminal processor with
Phillips system for providing telephone service restrictions because it offers the
advantage of using a cost- effective way to communicate of channels (Barraclough,

Paragraph 0004).
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21.  Claims 11, 22 and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Phillips U.S PG-Publication No. (2004/0057188) and Modarressi et al. U.S. Patent
No. (6,667,971) in view of Orton et al. U.S. Patent No. (6,678,735).

22.  As per claims 11 and 22, Phillips fails to disclose the use of SIP signal
messaging. However, in an analogous art Orton teaches (Orton, Col. 3 Lines 10 - 22
and Col. 3 Lines 18 - 23).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Orton's method for a SIP client manager with Phillips
system for providing telephone service restrictions because it offers the advantage of
managing non- essential routing information using an SIP environment (Orton, Col. 1
Lines 46 - 50).

23.  As per claim 25, Phillips teaches messages sent to a recipient device with
requested services and filtering unauthorized requests from authorized requests based
on authorized services relating to the sender (Phillips, Paragraph 0025, filter circuit
designed to pass and block data based on service) but fails to teach herein the
signaling messages includes an indication of one type of the plurality of services which
the messages is intended to invoke and the use of SIP signaling and proxy servers.
However, in an analogous art Modarressi teaches wherein the signaling messages
includes an indication of one type of the plurality of services which the messages is
intended to invoke (Modarressi, Col. 1 Lines 26 — 34 and Col. 7 Lines 1 — 5, user
selects using an interface types of services) and Orton teaches the use of SIP signaling

and proxy servers (Orton, Col. 3 Lines 10 - 22 and Col. 3 Lines 18-23).
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At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Orton's method for a SIP client manager with Phillips
system for providing telephone service restrictions because it offers the advantage of
managing non- essential routing information using an SIP environment (Orton, Col. 1
Lines 46 - 50).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Modaressi’s system for enhanced adsl architecture and
service concepts with Phillips system for providing telephone service restrictions
because it offers the advantage of having the services provided at any time

(Modarressi, Col. 4 Lines 47 — 55).

24. Claim 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over Phillips
U.S PG-Publication No. (2004/0057188) and Modarressi et al. U.S. Patent No.
(6,667,971) in view of Hodge et al. U.S. PG-Publication No. (2004/0029564).
25.  As per claim 15, Phillips fails to disclose altering the message comprises altering
the message so as to disable the service. However, in an analogous art Hodge teaches
altering the message comprises altering the message so as to disable the service
(Hodge, Paragraph 0253).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Hodge's telecommunication call management system with

Phillips system for providing telephone service restrictions because it offers the
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advantage of disabling unaccountable systems from access to services in order to keep

costs down (Hodge, Paragraph 0002).

26. Claim 17 is rejected under 35 U.S.C. 103(a) as being unpatentable over Phillips
U.S PG-Publication No. (2004/0057188) and Modarressi et al. U.S. Patent No.
(6,667,971) in view of Pereira et al. U.S. Patent No. (5,809,230).

27.  As per claim 17, Phillips fails to teach comprising returning an error indication
message to a sender of the message. However, in an analogous art Pereira teaches
comprising returning an error indication message to a sender of the message (Pereira,
Col. 5 Lines 49 - 53).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Pereira's system for controlling access to personal
computer resources with Phillips system for providing telephone service restrictions
because it offers the advantage of protecting unauthorized accesses to resources

(Pereira, Col. 5 Lines 49 - 53).

28. Claim 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over Phillips
U.S PG-Publication No. (2004/0057188) and Modarressi et al. U.S. Patent No.
(6,667,971) in view of Feldbaum et al. U.S. Patent No. (6,446,2006).

29.  As per claim 18, Phillips fails to teach returning an option message to the sender
asking the sender if the sender wants to invoke or receive the service. However, in an

analogous art Feldbaum teaches returning an option message to the sender asking the
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sender if the sender wants to invoke or receive the service (Feldbaum, Col. 5 Lines 45 -
58).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Feldbaum's method for access to control of a message
queue with Phillips system for providing telephone service restrictions because it offers
the advantage of ensuring a request is authorized or not (Feldbaum, Col. 5 Lines 60 -

67).

30. Claim 26 is rejected under 35 U.S.C. 103(a) as being unpatentable over Phillips
U.S PG-Publication No. (2004/0057188) and Modarressi et al. U.S. Patent No.
(6,667,971)in view of Young e et al. U.S. PG- Publication No. (2003/0093563).
31.  As per claim 26, Phillips fails to teach the border element is selected from the
group consisting of a firewall, an application layer gateway (ALG), and a SIP-aware
firewall. However, in an analogous art Young teaches the border element is selected
from the group consisting of a firewall, an application layer gateway (ALG), and a SIP-
aware firewall (Young, Paragraph 0018).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Young's method for implementing and managing an
access network device with Phillips system for providing telephone service restrictions

because it offers the advantage of being a more secure system.

Conclusion
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Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Roderick Tolentino whose telephone number is (571)
272-2661. The examiner can normally be reached on Monday - Friday 9am to 5pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Edan Orgad can be reached on (571) 272-3811. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Roderick Tolentino

Examiner

Art Unit 2439
Roderick Tolentino

/R.T./
Examiner, Art Unit 2439

/Edan Orgad/
Supervisory Patent Examiner, Art Unit 2439
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
(Case No. 03-395)

In the Application of:

David Grabelsky et al.
Serial No. 10/671,375
Filed: September 25, 2003

For: System and Method for Network
Based Policy Enforcement of
Intelligent-Client Features

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450
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Examiner: Tolentino, Roderick
Group Art Unit: 2134

Confirmation No.: 1853

ESPONSE TO OFFICE ACTION MAILED FEBRAURY 16, 2010

Dear Sir:

In response to the non-final office action mailed February 16, 2010, Applicant requests

favorable reconsideration in view of the following remarks. Applicant believes that no fee is

required at this time. However, please charge any underpayment or credit any overpayment to

Deposit Account No. 132490. In addition, please treat any filing in this matter that requires an

extension of time as incorporating a request for such an extension.

McDONNELL BOEHNEN

HULBERT & BERGHOFF LLP

300 SOUTH WACKER DRIVE, 32ND FLOOR
CHICAGO, IL 60606
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REMARKS

1. Summary of the Office Action

In the non-final office action mailed February 16, 2010, the Examiner rejected all claims
under 35 U.S.C. § 103(a). In particular, the Examiner rejected (a) claims 1, 4-10, 13, 16, 19-21,
23, and 24 as being allegedly unpatentable over U.S. Publication No. 2004/0057188 (Phillips) in
view of U.S. Patent No. 6,667,971 (Modarressi), (b) claims 2, 3, and 14 as being allegedly
unpatentable over Phillips in view of Modarressi in view of U.S. Publication No. 2002/0124112
(Tao), (c) claim 12 as being allegedly unpatentable over Phillips in view of Modarressi in view of
U.S. Publication No. 2001/0024436 (Barraclough), (d) claims 11, 22, and 25 as being allegedly
unpatentable over Phillips in view of Modarressi in view of U.S. Patent No. 6,678,735 (Orton),
(e) claim 15 as being allegedly unpatentable over Phillips in view of Modarressi in view of U.S.
Publication No. 2003/0081607 (Hodge), (f) claim 17 as being allegedly unpatentable over
Phillips in view of Modarressi in view of U.S. Patent No. 5,809,230 (Pereira), (g) claim 18 as
being allegedly unpatentable over Phillips in view of Modarressi in view of U.S. Patent No.
6,446,206 (Feldbaum), and (h) claim 26 as being allegedly unpatentable over Phillips in view of

Modarressi in view of U.S. Publication No. 2003/0093563 (Young).

2. Status of the Claims

Presently pending are claims 1-26, of which claims 1, 6, 19, 24, and 25 are independent
and the remainder are dependent. Claims 1, 6, and 19 are directed to methods for controlling a
plurality of services in packet-based networks. Claim 1 recites (a) receiving a signaling
message within a communication path between a sender device and an intended recipient
device, wherein the signaling message includes an indication of one type of the plurality of
services which the message is intended to invoke, (b) making a determination of whether the
sender or the intended recipient device of the message is authorized to invoke the type of

service based in part on a recipient device profile maintained in part on a remote enforcement

McDONNELL BOEHNEN 2
HULBERT & BERGHOFF LLP

300 SOUTH WACKER DRIVE, 32ND FLOOR

CHICAGO, IL 60606

IPR2018-00884
Apple Inc. EX1002 Page 278



point; and (c) filtering the signaling message based on the determination so as to pass to the
intended recipient device signaling message having an indication of which of the plurality of
services that are authorized.

Claim 6 recites (a) receiving a message, (b) recognizing that the message includes at
least part of an indication of at least one of the plurality of services, (¢) determining whether a
beneficiary of the at least one of the plurality of services is authorized to invoke or receive the at
least one of the plurality of services based on a beneficiary profile stored in part on a remote
enforcement point, and (d) processing the message based on whether the beneficiary of the at
least one of the plurality of services is authorized to invoke or receive the at least one of the
plurality of services.

Claim 19 recites (a) receiving a message, the message configured according to a
protocol, (b) associating the message with at least one known service of said plurality of
services that is defined within the protocol, (¢) requesting a user profile of a user associated with
the message, wherein the user profile specifies which of the plurality of services the user is
authorized to use and is stored in part on a remote server, (d) determining from the user profile
whether the user is authorized to invoke or receive the at least one known service of the
plurality of services, and (e) filtering the message based on whether the user is authorized to
invoke or receive the at least one known service of the plurality of services.

Claim 24 is directed to a system for controlling a plurality of services in packet-based
networks that includes (a) an interface that is in a communications path of signaling messages
between a first end device and a second end device, wherein the interface receives messages
according to a protocol, (b) a processor, (¢) data storage, and (d) program logic stored in the
data storage and executable by the processor (1) to associate the messages with known
services of the plurality of services that are defined within the protocol, (2) to determine whether
at least one of the first end device and the second end device is authorized to invoke or receive

the services of the plurality of services according to a user profile maintained on a remote
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enforcement point, and (3) to filter the messages based on whether the at least one of the first
end device and the second end device is authorized to invoke or receive the services of the
plurality of services.

Claim 25 is directed to a system that includes (a) a border element being in a
communications path of session initiation protocol (SIP) signaling messages between end
devices, wherein the SIP signaling messages include an indication of at least one service of a
plurality of services, and wherein the border element is operable to filter the SIP signaling
messages based on authorized services of the end devices, and (b) a proxy server for receiving
a request from the border element for a user profile of at least one of the end devices the user
profile maintained on a storage device, and in response, for sending the user profile to the
border element, wherein the user profile specifies which services of the plurality of services the

at least one end device is authorized to use.

3. Response to Rejections

a. Claims 1-24

Of these claims, claims 1, 6, 19, and 24 are independent and the remainder are
dependent. As noted above, the Examiner rejected independent claims 1, 6, 19, and 24 under
35 U.S.C. § 103(a) as being allegedly unpatentable over Phillips in view of Modarressi.
Applicant submits that the Examiner did not establish a prima facie case of obviousness of
claims 1, 6, 19, and 24, however, because at a minimum the Examiner based the conclusion of
obviousness on alleged teachings of Phillips that are clearly not present in that reference.

At best, Phillips teaches an incumbent local exchange carrier pre-configuring or
designing a filter circuit to pass or block particular frequencies on a telecommunications line
based whether a competitive local exchange carrier is authorized (i.e., purchased the right) to
provide a class of service (e.g., POTS, ISDN, ADSL, VDSL, etc.) on the incumbent local

exchange carrier's line. See, e.g., Phillips, {1 0005-0006, 0024-0028, Table 1. Despite the
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Examiner's assertions to the contrary, however, Phillips fails to teach (a) determining whether a
sender or intended recipient of a received message (or a beneficiary of a service) is authorized
to invoke or receive a service based in part on a sender or intended recipient (or beneficiary)
profile stored in part at a remote enforcement point (or server) and (b) filtering (or processing)
messages based on the authorization determination.

As an initial matter, Phillips fails to teach determining whether a sender or an intended
recipient of a received message is authorized to invoke or receive a service. Instead, Phillips
at best teaches pre-configuring or designing the filter circuit based on whether a competitive
local exchange carrier—which is neither a sender or an intended recipient of a received
message—is authorized to provide a class of service on a line. Further, Phillips fails to teach
making an authorization determination based on any profile stored at a remote enforcement
point, let alone a sender or intended recipient profile. Indeed, being that Phillips at best
teaches pre-configuring or designing the filter circuit based on whether a competitive local
exchange carrier is authorized to provide a class of service on a line, it would not be
reasonable or logical to rely on a sender or intended recipient profile. Further yet, because
Phillips fails to teach determining whether a sender or intended recipient of a received message
is authorized to invoke or receive a service, Phillips also fails teach filtering messages based on
that authorization determination. In fact, Phillips fails to teach filtering messages based on any
authorization determination. Instead, Phillips at best teaches pre-configuring or designing a
filter circuit based on an authorization determination, and then the filter circuit passing or
blocking signals based on frequency.

In erroneously asserting that Phillips teaches the recited features, the Examiner relied
solely on paragraph 25 of the reference. There, Phillips teaches that a "[flilter circuit .. . can be
readily designed to pass or block frequencies depending on the class of service authorized to
pass through the telecommunications lines to or from the subscriber." See Phillips, §25. As

discussed above, however, the filter circuit is designed depending on the class of service that
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the competitive local exchange carrier is authorized to pass through the telecommunications
line—not services that a sender or intended receiver of a received message is authorized to
invoke or receive as recited in the claims. Moreover, as discussed above, it is the design of the
filter circuit—and not the passing or blocking of signals—that depends on the class of service
authorization. Accordingly, consistent with the other portions of Phillips, paragraph 25 fails to
teach (a) determining whether a sender or intended recipient of a received message is
authorized to invoke or receive a service based in part on a sender or intended recipient profile
stored in part at a remote enforcement point and (b) filtering messages based on the
authorization determination.

Because the Examiner relied exclusively on Phillips for teachings that are clearly not
present in Phillips to reject claims 1, 6, 19, and 24, the factual underpinnings of the Examiner's
obviousness conclusion are flawed. For this reason alone, the Examiner did not establish a
prima facie case of obviousness of independent claims 1, 6, 19, and 24 over Phillips in view of
Modarressi, and Applicant respectfully requests withdrawal of these §103 rejections.
Additionally, without conceding the Examiner's additional assertions, Applicant submits that the
Examiner did not establish a prima facie case of obviousness of dependant claims 2-5, 7-18,
and 20-23 for at least the reason that they depend from claims 1, 6, 19, and 24, and Applicant

respectfully requests withdrawal of these §103 rejections as well.

b. Claims 25-26

Of these claims, claim 25 is independent and claim 26 is dependent. As noted above,
the Examiner rejected claim 25 under 35 U.S.C. § 103(a) as being allegedly unpatentable over
Phillips in view of Modarressi in view of Orton.

As with claims 1, 6, 19, and 24, Applicant submits that the Examiner did not establish a
prima facie case of obviousness of claim 25, because at a minimum the Examiner based the

conclusion of obviousness on alleged teachings of Phillips that are clearly not present in that
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reference. For example, despite the Examiner's assertions to the contrary, Phillips fails to teach
filtering messages based on authorized services of end devices for largely the same reasons
that Phillips fails to teach the features discussed above.

Because the Examiner relied exclusively on Phillips for teachings that are clearly not
present in Phillips to reject claim 25, the factual underpinnings of the Examiner's obviousness
conclusion are flawed. For this reason alone, the Examiner failed to establish a prima facie
case of obviousness of independent claim 25 over Phillips in view of Modarressi in view or
Orton, and Applicant respectfully requests withdrawal of this §103 rejection. Additionally,
without conceding the Examiner's additional assertions, Applicant submits that he Examiner
failed to establish a prima facie case of obviousness of dependant claim 26 for at least the
reason that it depends from claim 25, and Applicant respectfully requests withdrawal of this

§103 rejection as well.

CONCLUSION
In view of the foregoing, Application respectfully requests favorable action. The
Examiner is requested to contact the Applicant's representative below if any questions arise or if

he may be of further assistance to the Examiner.

Respectfully submitted,

Dated: June 15, 2010 By: /Rory P. Shea/
Rory P. Shea

Reg. No. 60,529

McDonnell Boehnen Hulbert & Berghoff LLP
300 South Wacker Drive

Chicago, lllinois 60606-6709

312 913 3337

shea@mbhb.com
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records
from this system of records may be disclosed to the Department of Justice to determine
whether disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures
to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when
the individual has requested assistance from the Member with respect to the subject matter
of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of
the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the
Administrator, General Services, or his/her designee, during an inspection of records
conducted by GSA as part of that agency’s responsibility to recommend improvements in
records management practices and programs, under authority of 44 U.S.C. 2904 and 2906.
Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce)
directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of
37 CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal,
State, or local law enforcement agency, if the USPTO becomes aware of a violation or
potential violation of law or regulation.
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Application No. Applicant(s)
10/671,375 GRABELSKY ET AL.
Office Action Summary Examiner ArtUnit
Roderick Tolentino 2439

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 06/15/2010.
2a)X] This action is FINAL. 2b)[] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)X] Claim(s) 1-26 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s) _____is/are allowed.
6)X] Claim(s) 1-26 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)X] The drawing(s) filed on 25 September 2003 is/are: a)[X] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)LJAIl  b)[]Some * c)[] None of:
1.0 Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) |:| Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date ______. 6) |:| Other: ____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-08) Office Action Summary Part of Pa ezr l(\l)o1/|\éall(l)36t§ 2802. 00823
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DETAILED ACTION

1. Claims 1 — 26 are pending.

Response to Arguments
2. Applicant's arguments filed 06/15/2010 have been fully considered but they are
not persuasive.
3. Applicant argues that Phillips in view of Modarressi fails to disclose, teach or
even suggest, “receiving a signaling message within a communication path between a
sender device and an intended recipient device, wherein the signaling message
includes an indication of one type of the plurality of services which the messages is
intended to invoke; making a determination of whether the sender or the intended
recipient device of the messages is authorized to invoke the type of service based in
part on a recipient device profile maintained in part on a remote enforcement point; and
filtering the signaling messages based on the determination so as to pass to the
intended recipient device signaling messages having an indication of which of the
plurality of services that are authorized,” recited in claim 1. Examiner respectfully
disagrees. Phillips teaches receiving a signaling messages within a communication
path between a sender device and an intended recipient device (Phillips, Paragraph
0004, telecommunications network), making a determination of whether the sender or
the intended recipient device of the messages is authorized to invoke the type of service
based in part on a recipient device profile maintained in part on a remote enforcement

point (Phillips, Paragraph 0025, filter circuit designed to pass and block data based on
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service), and filtering the signaling messages based on the determination so as to pass
to the intended recipient device signaling messages having an indication of which of the
plurality of services that are authorized (Phillips, Paragraph 0025, filter circuit designed
to pass and block data based on service), but fails to teach wherein the signaling
messages includes an indication of one type of the plurality of services which the
messages is intended to invoke. However, in an analogous art Modarressi teaches
wherein the signaling messages includes an indication of one type of the plurality of
services which the messages is intended to invoke (Modarressi, Col. 1 Lines 26 — 34
and Col. 7 Lines 1 — 5, user selects using an interface types of services).

4. Applicant focuses their argument on how Phillips frequency is different from
being a type of service, in the claim language itself, the claim only states a type of
service. Phillips has made it clear that the type of frequency is a type of service on
Paragraph 0025. Phillips shows that a subscriber will have information passed to them
or blocked from them based on what type of service they are authorized to have.
Phillips in the broadest reasonable interpretation reads on the claim language as stated.
Types of service and class or service would be deemed synonymous by one of ordinary

skill in the art.

Claim Rejections - 35 USC § 103
5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

6. Claims 1,4 - 10, 13, 16, 19, 20, 21, 23 and 24 are rejected under 35 U.S.C.
103(a) as being unpatentable over Phillips U.S PG-Publication No. (2004/0057188) in
view of Modarressi et al. U.S. Patent No. (6,667,971).
7. As per claim 1, 6, 19 and 24, Phillips teaches receiving a signaling messages
within a communication path between a sender device and an intended recipient device
(Phillips, Paragraph 0004, telecommunications network), making a determination of
whether the sender or the intended recipient device of the messages is authorized to
invoke the type of service based in part on a recipient device profile maintained in part
on a remote enforcement point (Phillips, Paragraph 0025, filter circuit designed to pass
and block data based on service), and filtering the signaling messages based on the
determination so as to pass to the intended recipient device signaling messages having
an indication of which of the plurality of services that are authorized (Phillips, Paragraph
0025, filter circuit designed to pass and block data based on service), but fails to teach
wherein the signaling messages includes an indication of one type of the plurality of
services which the messages is intended to invoke. However, in an analogous art
Modarressi teaches wherein the signaling messages includes an indication of one type
of the plurality of services which the messages is intended to invoke (Modarressi, Col. 1
Lines 26 — 34 and Col. 7 Lines 1 — 5, user selects using an interface types of services).
At the time the invention was made, it would have been obvious to a person of

ordinary skill in the art to use Modaressi’s system for enhanced adsl architecture and
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service concepts with Phillips system for providing telephone service restrictions
because it offers the advantage of having the services provided at any time
(Modarressi, Col. 4 Lines 47 — 55).

8. As per claim 4, Phillips teaches filtering the messages comprises discarding the
signaling messages having an indication of services, which the sender or the intended
recipient devices are unauthorized to use (Phillips, Paragraph 0025, filter circuit
designed to pass and block data based on service).

9. As per claim 5, Phillips teaches communicating with one or more network entities
responsible for monitoring media data flow within the communication path to ensure
compliance the authorized services (Phillips, Paragraph 0025, filter circuit designed to
pass and block data based on service).

10.  As per claim 7, Phillips teaches accessing a database including information
indicating implementations of services and comparing the indication of the service to the
information in the database (Phillips, Paragraph 0025, filter circuit designed to pass and
block data based on service).

11.  As per claims 8 and 20, Phillips teaches the beneficiary is a sender of the
message (Phillips, Paragraph 0025, filter circuit designed to pass and block data based
on service).

12.  As per claims 9 and 21, Phillips teaches the beneficiary is the recipient of the
message (Phillips, Paragraph 0025, filter circuit designed to pass and block data based

on service).
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13.  As per claim 10, Phillips teaches receiving from an authentication server a user
profile of the beneficiary that specifies which services the beneficiary is authorized to
invoke or receive (Phillips, Paragraph 0025, filter circuit designed to pass and block
data based on service) and comparing the authorized services for the beneficiary to the
service indicated in the message (Phillips, Paragraph 0025, filter circuit designed to
pass and block data based on service).

14.  As per claim 13, Phillips dicloses processing the message comprises forwarding
the message to the beneficiary if the beneficiary is authorized to invoke or receive the
service (Phillips, Paragraph 0025, filter circuit designed to pass and block data based
on service).

15.  As per claim 16, Phillips teaches processing the message comprises discarding
the message if the beneficiary is not authorized to invoke or receive the service
(Phillips, Paragraph 0025, filter circuit designed to pass and block data based on
service).

16.  As per claim 23, Phillips teaches monitoring network resource usage to ensure
that the user is only utilizing services that the user is authorized to use (Phillips,

Paragraph 0025, filter circuit designed to pass and block data based on service).

17. Claims 2, 3 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Phillips U.S PG-Publication No. (2004/0057188) and Modarressi et al. U.S. Patent

No. (6,667,971) in view of Tso U.S. PG- Publication No. (2002/0124112).
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18.  As per claim 2, Kavangh fails to teach filtering the signaling messages comprises
altering the signaling messages based on the authorized services of the sender or the
intended recipient device. However, in an analogous art Tso teaches filtering the
signaling messages comprises altering the signaling messages based on the authorized
services of the sender or the intended recipient device (Tso, Paragraph 0011 ).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Tso' Header-based Network APl with Phillips system for
providing telephone service restrictions because it offers the advantage of successfully
receiving the original message sent by a sender (Tso, Paragraph 0011 ).

19.  As per claim 3, Phillips as modified teaches altering the signaling messages
comprises modifying the signaling messages so that the indication of the type of service
is within authorized limits (Tso, Paragraph 0011 ).

20. As per claim 14, Phillips fails to teach processing the message comprises
altering the message and then forwarding the message to an intended recipient.
However, in an analogous Tso teaches processing the message comprises altering the
message and then forwarding the message to an intended recipient (Tso, Paragraph
0011). 19. As per claim 3, Schneider as modified teaches altering the signaling
messages comprises modifying the signaling messages so that the indication of the

type of service is within authorized limits (Tso, Paragraph 0011).
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21.  Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over D
Phillips U.S PG-Publication No. (2004/0057188) and Modarressi et al. U.S. Patent No.
(6,667,971) in view of Barraclough et al. U.S. PG- Publication No. (2001/0024436).
22.  As per claim 12, Phillips fails to disclose the service is selected from the group
consisting of caller-D, call waiting, multi-way calling, multi-line service, and codec
specification. However, in an analogous art Barraclough teaches service is selected
from the group consisting of caller-D, call waiting, multi-way calling, multi-line service,
and codec specification (Barraclough, Paragraph 0021).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Barraclough's VO-IP Audio-data terminal processor with
Phillips system for providing telephone service restrictions because it offers the
advantage of using a cost- effective way to communicate of channels (Barraclough,

Paragraph 0004).

23. Claims 11, 22 and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Phillips U.S PG-Publication No. (2004/0057188) and Modarressi et al. U.S. Patent
No. (6,667,971) in view of Orton et al. U.S. Patent No. (6,678,735).
24.  As per claims 11 and 22, Phillips fails to disclose the use of SIP signal
messaging. However, in an analogous art Orton teaches (Orton, Col. 3 Lines 10 - 22
and Col. 3 Lines 18 - 23).

At the time the invention was made, it would have been obvious to a person of

ordinary skill in the art to use Orton's method for a SIP client manager with Phillips
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system for providing telephone service restrictions because it offers the advantage of
managing non- essential routing information using an SIP environment (Orton, Col. 1
Lines 46 - 50).

25.  As per claim 25, Phillips teaches messages sent to a recipient device with
requested services and filtering unauthorized requests from authorized requests based
on authorized services relating to the sender (Phillips, Paragraph 0025, filter circuit
designed to pass and block data based on service) but fails to teach herein the
signaling messages includes an indication of one type of the plurality of services which
the messages is intended to invoke and the use of SIP signaling and proxy servers.
However, in an analogous art Modarressi teaches wherein the signaling messages
includes an indication of one type of the plurality of services which the messages is
intended to invoke (Modarressi, Col. 1 Lines 26 — 34 and Col. 7 Lines 1 — 5, user
selects using an interface types of services) and Orton teaches the use of SIP signaling
and proxy servers (Orton, Col. 3 Lines 10 - 22 and Col. 3 Lines 18-23).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Orton's method for a SIP client manager with Phillips
system for providing telephone service restrictions because it offers the advantage of
managing non- essential routing information using an SIP environment (Orton, Col. 1
Lines 46 - 50).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Modaressi’s system for enhanced adsl architecture and

service concepts with Phillips system for providing telephone service restrictions
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because it offers the advantage of having the services provided at any time

(Modarressi, Col. 4 Lines 47 — 55).

26. Claim 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over Phillips
U.S PG-Publication No. (2004/0057188) and Modarressi et al. U.S. Patent No.
(6,667,971) in view of Hodge et al. U.S. PG-Publication No. (2004/0029564).

27.  As per claim 15, Phillips fails to disclose altering the message comprises altering
the message so as to disable the service. However, in an analogous art Hodge teaches
altering the message comprises altering the message so as to disable the service
(Hodge, Paragraph 0253).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Hodge's telecommunication call management system with
Phillips system for providing telephone service restrictions because it offers the
advantage of disabling unaccountable systems from access to services in order to keep

costs down (Hodge, Paragraph 0002).

28. Claim 17 is rejected under 35 U.S.C. 103(a) as being unpatentable over Phillips
U.S PG-Publication No. (2004/0057188) and Modarressi et al. U.S. Patent No.
(6,667,971) in view of Pereira et al. U.S. Patent No. (5,809,230).

29.  As per claim 17, Phillips fails to teach comprising returning an error indication

message to a sender of the message. However, in an analogous art Pereira teaches
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comprising returning an error indication message to a sender of the message (Pereira,
Col. 5 Lines 49 - 53).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Pereira's system for controlling access to personal
computer resources with Phillips system for providing telephone service restrictions
because it offers the advantage of protecting unauthorized accesses to resources

(Pereira, Col. 5 Lines 49 - 53).

30. Claim 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over Phillips
U.S PG-Publication No. (2004/0057188) and Modarressi et al. U.S. Patent No.
(6,667,971) in view of Feldbaum et al. U.S. Patent No. (6,446,2006).

31.  As per claim 18, Phillips fails to teach returning an option message to the sender
asking the sender if the sender wants to invoke or receive the service. However, in an
analogous art Feldbaum teaches returning an option message to the sender asking the
sender if the sender wants to invoke or receive the service (Feldbaum, Col. 5 Lines 45 -
58).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Feldbaum's method for access to control of a message
queue with Phillips system for providing telephone service restrictions because it offers
the advantage of ensuring a request is authorized or not (Feldbaum, Col. 5 Lines 60 -

67).
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32. Claim 26 is rejected under 35 U.S.C. 103(a) as being unpatentable over Phillips
U.S PG-Publication No. (2004/0057188) and Modarressi et al. U.S. Patent No.
(6,667,971)in view of Young e et al. U.S. PG- Publication No. (2003/0093563).
33.  As per claim 26, Phillips fails to teach the border element is selected from the
group consisting of a firewall, an application layer gateway (ALG), and a SIP-aware
firewall. However, in an analogous art Young teaches the border element is selected
from the group consisting of a firewall, an application layer gateway (ALG), and a SIP-
aware firewall (Young, Paragraph 0018).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Young's method for implementing and managing an
access network device with Phillips system for providing telephone service restrictions

because it offers the advantage of being a more secure system.

Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
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the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Roderick Tolentino whose telephone number is (571)
272-2661. The examiner can normally be reached on Monday - Friday 9am to 5pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Edan Orgad can be reached on (571) 272-3811. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Christian LaForgia/ Roderick Tolentino
Primary Examiner, Art Unit 2439 Examiner
Art Unit 2439

Roderick Tolentino
/R.T./
Examiner, Art Unit 2439
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Application No. Applicant(s)

. 10/671,375 GRABELSKY ET AL.
Interview Summary Examiner Art Unit
Roderick Tolentino 2439

All participants (applicant, applicant’s representative, PTO personnel):

(1) Roderick Tolentino. (3) .
(2) Rory Shea. (4) .

Date of Interview: 19 November 2010.

Type: a)X] Telephonic b)[] Video Conference
c) Personal [copy given to: 1)[] applicant  2)[] applicant’s representative]

Exhibit shown or demonstration conducted: d)[] Yes e)] No.
If Yes, brief description:

Claim(s) discussed: 1.

Identification of prior art discussed: Phillips and Modarressi.

Agreement with respect to the claims f)[_] was reached. g)[_] was not reached. h)[X] N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was
reached, or any other comments: Discussed amendments reqarding the profile definition and the determination
methods of the filter would most likely overcome the current art but would still require further search and
consideration.

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE
INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed, APPLICANT IS
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview
requirements on reverse side or on attached sheet.

/Christian LaForgia/
Primary Examiner, Art Unit 2439

U.S. Patent and Trademark Office
PTOL-413 (Rev. 04-03) Interview Summary Paper No. 20101119
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. Itis the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

— Application Number (Series Code and Serial Number)

— Name of applicant

— Name of examiner

— Date of interview

— Type of interview (telephonic, video-conference, or personal)

— Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

— An indication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed

— Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

— The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown or any demonstration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

8) a general indication of any other pertinent matters discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.

IPR2018-00884
Apple Inc. EX1002 Page 307



PTO/SB/31 (07-09)

Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Docket Number (Optional)
NOTICE OF APPEAL FROM THE EXAMINER TO

THE BOARD OF PATENT APPEALS AND INTERFERENCES 03-395

| hereby certify that this correspondence is being facsimile transmitted In re Application of
to the USPTO or deposited with the United States Postal Service with David Grabelsky et al.

sufficient postage as first class mail in an envelope addressed to

“Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313- Application Number Filed
1450" [37 CFR 1.8(a)] 10671375 September 25, 2003
on
For System and Method for Network Based Policy Enforcement of Intelligent-Client Features
Signature
Art Unit Examiner
I;ﬁ]eg or printed 2134 Tolentino, Roderick

Applicant hereby appeals to the Board of Patent Appeals and Interferences from the last decision of the examiner.

The fee for this Notice of Appeal is (37 CFR 41.20(b)(1)) $ 540.00

|:| Applicant claims small entity status. See 37 CFR 1.27. Therefore, the fee shown above is reduced
by half, and the resulting fee is: $

A check in the amount of the fee is enclosed.

O O

Payment by credit card. Form PTO-2038 is attached.

|

The Director has already been authorized to charge fees in this application to a Deposit Account.

|

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment
to Deposit Account No. 132490 )

O

A petition for an extension of time under 37 CFR 1.136(a) (PTO/SB/22) is enclosed.

WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

| am the
[] applicantinventor. /Rory P. Shea/
Signature
assignee of record of the entire interest.
[ See 37 CFR 3.71. Statement under 37 CFR 3.73(b) is enclosed. Rory P. Shea
(Form PTO/SB/96) Typed or printed name
attorney or agent of record. 60529 312 913 3337

Registration number

Telephone number

attorney or agent acting under 37 CFR 1.34.
Registration number if acting under 37 CFR 1.34. December 27’ 2010

Date

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required.
Submit multiple forms if more than one signature is required, see below™.

|:| *Total of forms are submitted.

This collection of information is required by 37 CFR 41.31. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11, 1.14 and 41.6. This collection is estimated to take 12 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Doc Code: AP.PRE.REQ PTOISB/33 (07-09)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Docket Number (Optional)

PRE-APPEAL BRIEF REQUEST FOR REVIEW

03-395

| hereby certify that this correspondence is being deposited with the Application Number Filed
United States Postal Service with sufficient postage as first class mail
in an envelope addressed to “Mail Stop AF, Commissioner for
Patents, P.O. Box 1450, Alexandria, VA 22313-1450" [37 CFR 1.8(a)] 10671375 September 25, 2003
on First Named Inventor
Signature David Grabelsky et al.

Art Unit Examiner
Typed or printed 2134 Tolentino, Roderick

Applicant requests review of the final rejection in the above-identified application. No amendments are being filed
with this request.

This request is being filed with a notice of appeal.

The review is requested for the reason(s) stated on the attached sheef(s).
Note: No more than five (5) pages may be provided.

| am the

/Rory P. Shea/

|:| applicant/inventor.

assignee of record of the entire interest.
|:| See 37 CFR 3.71. Statement under 37 CFR 3.73(b) is enclosed. Rory P. Shea

Signature

(Form PTO/SB/96) Typed or printed name

attorney or agent of record. 60,529 . 312 913 3337

Registration number

Telephone number

|:| attorney or agent acting under 37 CFR 1.34. December 27, 2010

Registration number if acting under 37 CFR 1.34 Date

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required.
Submit multiple forms if more than one signature is required, see below®.

|:| *Totalof —_______ forms are submitted.

This collection of information is required by 35 U.S.C. 132. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11, 1.14 and 41.6. This collection is estimated to take 12 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Mail Stop AF, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
(Case No. 03-395)

In the Application of:

David Grabelsky et al. Examiner: Tolentino, Roderick
Serial No. 10/671,375 Group Art Unit: 2134
Filed: September 25, 2003 Confirmation No.: 1853
For: System and Method for Network

Based Policy Enforcement of
Intelligent-Client Features

Nt s s et ot i v vt v’

Mail Stop AF

Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450

REASONS FOR REVIEW OF FINAL REJECTION

Applicant requests review and withdrawal of the final rejection mailed August 25, 2010,
and allowance of the claims, because the Examiner clearly erred in rejecting the claims. In
particular, Applicant submits that the Examiner clearly erred in rejecting the claimed invention
under 35 U.S.C. § 103(a) as being allegedly obvious over U.S. Publication No. 2004/0057188
(Phillips) in view of U.S. Patent No. 6,667,971 (Modarressi), among other references.

Applicant's claimed invention involves a specific combination of interrelated features for
controlling a plurality of services in packet-based networks. In particular, the claimed invention
involves (a) receiving a message that indicates at least one service of a plurality of services,
(b) determining whether a beneficiary of the at least one service (e.g., a sender, intended
recipient, or other user or device associated with the message) is authorized to invoke or
receive the at least one service based on a beneficiary profile stored in part on a remote
enforcement point, and (c) filtering (or processing) the message based on whether the

beneficiary is authorized to invoke or receive the at least one service. The Examiner did not
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establish prima facie obviousness of this specific combination of interrelated functions over the
cited art, because such art—whether considered alone or in combination—does not disclose,
suggest, or reasonably lead to the recited invention, and because the Examiner did not satisfy
the M.P.E.P. § 2142 requirement to justify the conclusion of obviousness with clearly articulated
reasoning having rational underpinnings.

In rejecting the claimed invention, the Examiner relied exclusively on the primary Phillips
reference for an alleged teaching of determining whether a beneficiary of a service indicated by
a received message is authorized to invoke or receive that service based on a beneficiary
profile stored in part on a remote enforcement point. See, e.g., Final Office Action, p. 2-4, 9. At
best, a Phillips teaches a filter circuit that is pre-configured to pass or block particular
frequencies on an incumbent local exchange carrier’'s telecommunications line based on which
class of service (e.g., POTS, ISDN, DSL, etc.) a competitive local exchange carrier is authorized
to provide on that telecommunications line. See, e.g., Phillips, q{f 0005-0006, 0024-0028,
Table 1. For various reasons, however, Phillips fails to disclose, suggest, or reasonably lead to
the recited feature of the claimed invention.

As an initial matter, Phillips fails to teach determining whether a beneficiary of a
service indicated by a received message is authorized to invoke or receive that service.
Indeed, as described above, Phillips at best teaches passing or blocking frequencies based on
the authorization of a competitive local exchange carrier (i.e., a telephone company), which is
clearly not a beneficiary of a service indicted by a received message (e.g., a sender, intended
recipient, or other user or device associated with the message). Instead, a competitive local
exchange carrier is at best a provider of such service.

Moreover, Phillips fails to teach determining whether a beneficiary of a service indicated
by a received message is authorized to invoke or receive that service based on a beneficiary
profile (e.g., a profile that includes a list of authorized services for the particular beneficiary

associated with the message) stored in part at a remote enforcement point. Indeed, as
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described above, Phillips at best teaches a filter circuit that is pre-configured to pass or block
particular frequencies of all communications that pass through it, regardless of the type of
service indicated by a received message or the type(s) of services that a beneficiary is
authorized to receive or invoke. As such, the filter circuit in Phillips has no need to make an
authorization determination for a particular beneficiary based on a beneficiary profile, let alone a
beneficiary profile stored at another device.

For at least these reasons, the combination of Phillips and Modarressi fails to teach
every feature of the claimed invention. Accordingly, the Examiner did not establish prima facie
obviousness of the claims. See, e.g., Honeywell Int'l v. United States, 609 F.3d 1292, 1300-01
(Fed. Cir. 2010) (“Given the failure to prove that the cited references disclose [claim] element
(a)(3), the government has failed to carry its burden of proving by clear and convincing evidence
that the claimed invention would have been obvious to one of skill in the art.”)

Notwithstanding the clear deficiencies of Phillips, the Examiner continues to rely on
paragraph 25 of that reference as the primary support for the obviousness conclusion. There,
Phillips teaches that a "[f]ilter circuit . . . can be readily designed to pass or block frequencies
depending on the class of service authorized to pass through the telecommunications lines to or
from the subscriber." See Phillips, [ 25. Consistent with the discussion above, however,
paragraph 25 of Phillips teaches that the filter circuit is pre-configured based on the class of
service that the competitive local exchange carrier is authorized to pass through the
telecommunications line—not services that a beneficiary of a service indicated by a received
message is authorized to invoke or receive as in the claimed invention. Moreover, consistent
with the discussion above, paragraph 25 of Phillips fails to make any reference to the filter
circuit making an authorization determination of a particular beneficiary based on a beneficiary
profile, let alone a beneficiary profile stored at another device. Accordingly, paragraph 25 of

Phillips clearly fails to support the Examiner’s obviousness conclusion.
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Applicant also directs the panel to the remarks set forth at pages 4-7 of Applicant's
Response to the Non-Final Office Action mailed February 16, 2010, which are incorporated by
reference herein as additional explanation for how the Examiner clearly erred in rejecting the

claims.

CONCLUSION
In view of the foregoing, Applicant submits that the Examiner clearly erred in rejecting
the claims, and Applicant therefore respectfully requests the panel to withdraw the rejections

and to direct that a notice of allowance be mailed.

Respectfully submitted,

Dated: December 27, 2010 By: /Rory P. Shea/
Rory P. Shea
Reg. No. 60,529
McDonnell Boehnen Hulbert & Berghoff LLP
300 South Wacker Drive
Chicago, lllinois 60606-6709
(312) 913-3337
shea@mbhb.com
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PTO/SB/22 (07-09)

Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARMENT OF COMMERCE

Under the paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) Docket Number (Optional)

FY 2009 03-395
(Fees pursuant to the Consolidated Appropriations Act, 2005 (H.R. 4818).)

Application Number 10671375 Filed September 25, 2003

For  System and Method for Network Based Policy Enforcement of Intelligent-Client Features

Art Unit 2134 Examiner Tolentino, Roderick

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above identified
application.

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Eee Small Entity Fee
One month (37 CFR 1.17(a)(1)) $130 $65 $13000
[] Two months (37 CFR 1.17(a)(2)) $490 $245 $
|:| Three months (37 CFR 1.17(a)(3)) $1110 $555 $
[] Four months (37 CFR 1.17(a)(4)) $1730 $865 $
[] Five months (37 CFR 1.17(a)(5)) $2350 $1175 $

Applicant claims small entity status. See 37 CFR 1.27.
A check in the amount of the fee is enclosed.
Payment by credit card. Form PTO-2038 is attached.

The Director has already been authorized to charge fees in this application to a Deposit Account.

& & OO O

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 13-2490

WARNING: Information on this form may become public. Credit card information should not be included on this form.
Provide credit card information and authorization on PTO-2038.

| am the |:| applicant/inventor.

I:l assignee of record of the entire interest. See 37 CFR 3.71.
Statement under 37 CFR 3.73(b) is enclosed (Form PTO/SB/96).

attorney or agent of record. Registration Number 60,529

I:l attorney or agent under 37 CFR 1.34.
Registration number if acting under 37 CFR 1.34

/Rory P. Shea/ December 27, 2010
Signature Date
Rory P. Shea 312 913 3337
Typed or printed hame Telephone Number

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit multiple forms if more than one
signature is required, see below.

[ Total of forms are submitted.

This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

IPR2018-00884
Apple Inc. EX1002 Page 316




Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records
from this system of records may be disclosed to the Department of Justice to determine
whether disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures
to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when
the individual has requested assistance from the Member with respect to the subject matter
of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of
the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the
Administrator, General Services, or his/her designee, during an inspection of records
conducted by GSA as part of that agency’s responsibility to recommend improvements in
records management practices and programs, under authority of 44 U.S.C. 2904 and 2906.
Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce)
directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of
37 CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal,
State, or local law enforcement agency, if the USPTO becomes aware of a violation or
potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number: 10671375

Filing Date: 25-Sep-2003

Title of Invention: 4
client features

System and method for network based policy enforcement of intelligent-

First Named Inventor/Applicant Name: David Grabelsky
Filer: Rory Patrick Shea
Attorney Docket Number: 03,395

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:

Notice of appeal 1401 1 540 540

Post-Allowance-and-Post-Issuance:

Extension-of-Time:

IPR2018-00884
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. . Sub-Total in
Description Fee Code Quantity Amount USD($)
Extension - 1 month with $0 paid 1251 1 130 130
Miscellaneous:
Total in USD ($) 670
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Electronic Acknowledgement Receipt

EFSID: 9118511
Application Number: 10671375
International Application Number:
Confirmation Number: 1853

Title of Invention:

System and method for network based policy enforcement of intelligent-
client features

First Named Inventor/Applicant Name:

David Grabelsky

Customer Number: 20306
Filer: Rory Patrick Shea
Filer Authorized By:
Attorney Docket Number: 03,395
Receipt Date: 27-DEC-2010
Filing Date: 25-SEP-2003
Time Stamp: 17:09:12

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $670

RAM confirmation Number 2359

Deposit Account 132490

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexaminaﬁslﬁ)&fﬁsﬁg(fﬁe’shgd
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Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document
Number

Document Description

File Name

File Size(Bytes)/
Message Digest

Multi
Part /.zip

Pages
(if appl.)

Miscellaneous Incoming Letter

Interview_Summary.pdf

81179

d611126b3dfa%4b7dfcd71e10f8f0b4804f7
9ac

no

Warnings:

Information:

Amendment/Argument after Notice of
Appeal

Notice_Of Appeal.pdf

284954

2624143de5f018d2870315229250¢82720
d935¢

no

Warnings:

Information:

Pre-Brief Conference request

268135

Preappeal_Brief.pdf

59%cf8dab9f445177a634dd650943e27541

no

Warnings:

Information:

Pre-Brief Conference request

Preappeal_Reasons_for_Revie

123559

w.pdf

5d2¢693f37265ed8ae8fb247b7 cfc1efa8d 5|
992

no

Warnings:

Information:

Extension of Time

Extension_of_time.pdf

332613

ffoch6e572¢320cfc7f4ac9f806a9713b13be
Tdc

no

Warnings:

Information:

Fee Worksheet (PTO-875)

31831

fee-info.pdf

80¢2887900ddced9308bd33b1439144bab)
962e7e

no

Warnings:

Information:

Total Files Size (in bytes);

1122271
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
(Case No. 03-395)
In the Application of:
David Grabelsky et al. Examiner: Tolentino, Roderick
Serial No. 10/671,375 Group Art Unit: 2134
Filed: September 25, 2003 Confirmation No.: 1853

For: System and Method for Network
Based Policy Enforcement of
Intelligent-Client Features

Nt s s et ot i v vt v’

Mailstop AF

Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450

INTERVIEW SUMMARY

On November 19, 2010, Applicant's representative, Rory Shea, discussed the above-
referenced application by telephone with Examiner Roderick Tolentino. During the discussion,
no exhibits were shown nor demonstrations conducted. The participants conferred regarding
the § 103 rejection of independent claim 1 based on U.S. Publication No. 2004/0057188
(Phillips) in view of U.S. Patent No. 6,667,971 (Modarressi). Applicant submitted that the
combination of Phillips and Modarressi clearly fails to disclose, suggest, or reasonably lead to at
least the claimed feature of making a determination of whether the sender or the intended
recipient device of the message is authorized to invoke the type of service based in part on a
recipient device profile maintained in part on a remote enforcement point. In response,
Examiner Tolentino suggested that Applicant make amendments to claim 1 regarding the
recited recipient device profile and the techniques used to make the recited determination.
Examiner Tolentino stated that such amendments would likely overcome the present § 103

rejections based on Phillips and Modarressi, but no agreement was reached.
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Applicant thanks Examiner Tolentino for his time and his suggestions. After further
consideration, however, Applicant has decided to file a notice of appeal and a pre-appeal brief

request for review.

Respectfully submitted,

Dated: December 27, 2010 By: /Rory P. Shea/
Rory P. Shea
Reg. No. 60,529
McDonnell Boehnen Hulbert & Berghoff LLP
300 South Wacker Drive
Chicago, lllinois 60606-6709
(312) 913-3337
shea@mbhb.com

McDONNELL BOEHNEN 2
HULBERT & BERGHOFF LLP

300 SOUTH WACKER DRIVE, 32ND FLOOR

CHICAGO, IL 60606
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This is in response to the Pre-Appeal Brief Request for Review filed

1. [ Improper Request — The Request is improper and a conference will not be held for the following
reason(s):

[] The Notice of Appeal has not been filed concurrent with the Pre-Appeal Brief Request.
[] The request does not include reasons why a review is appropriate.

[] A proposed amendment is included with the Pre-Appeal Brief request.

] Other:

The time period for filing a response continues to run from the receipt date of the Notice of Appeal or from
the mail date of the last Office communication, if no Notice of Appeal has been received.

2. [] Proceed to Board of Patent Appeals and Interferences — A Pre-Appeal Brief conference has been
held. The application remains under appeal because there is at least one actual issue for appeal. Applicant
is required to submit an appeal brief in accordance with 37 CFR 41.37. The time period for filing an appeal
brief will be reset to be one month from mailing this decision, or the balance of the two-month time period
running from the receipt of the notice of appeal, whichever is greater. Further, the time period for filing of the
appeal brief is extendible under 37 CFR 1.136 based upon the mail date of this decision or the receipt date
of the notice of appeal, as applicable.

[] The panel has determined the status of the claim(s) is as follows:
Claim(s) allowed:

Claim(s) objected to:

Claim(s) rejected:

Claim(s) withdrawn from consideration:

— —— —

3. [] Allowable application — A conference has been held. The rejection is withdrawn and a Notice of
Allowance will be mailed. Prosecution on the merits remains closed. No further action is required by
applicant at this time.

4. [X] Reopen Prosecution — A conference has been held. The rejection is withdrawn and a new Office
action will be mailed. No further action is required by applicant at this time.

All participants:

(1) Roderick Tolentino. (3)Edan Orgad.
(2) Christian LaForgia. (4) .
/Christian LaForgia/ /Edan Orgad/
Primary Examiner, Art Unit 2439 Supervisory Patent Examiner, Art
Unit 2439
U.S. Patent and Trademark Office Part of Paper No. 20110124
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Application No. Applicant(s)

10/671,375 GRABELSKY ET AL.
Office Action Summary Examiner Art Unit

Roderick Tolentino 2439

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

)X Responsive to communication(s) filed on 12/27/2010.

a)[J This action is FINAL. 2b)[X] This action is non-final.

3)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4[] Claim(s) 1-26 is/are pending in the application.

4a) Of the above claim(s) ______ is/are withdrawn from consideration.
5[] Claim(s) is/are allowed.
6)X] Claim(s) 1-26 is/are rejected.
7)[J Claim(s) ____is/are objected to.
8)[] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
0)X] The drawing(s) filed on 25 September 2003 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[C] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)J Al b)[J Some * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ____
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) [ Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) L] Notice of Informal Patent Application
Paper No(s)/Mail Date . 6) D Other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Pa <—:A2rl(\l)o1/Ma|I(I)Z)(a)t§2802 0324
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DETAILED ACTION

1. Claims 1 — 26 are pending.

Response to Arguments
2. Applicant's arguments with respect to claim 1 have been considered but are moot

in view of the new ground(s) of rejection.

Claim Rejections - 35 USC § 103
3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically teachd or described as set forth
in section 102 of this title, if the differences between the subject matter sought to be patented and the
prior art are such that the subject matter as a whole would have been obvious at the time the invention
was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

4. Claims 1,4 -10, 13, 16, 19, 20, 21, 23 and 24 are rejected under 35 U.S.C.
103(a) as being unpatentable over Yokota et al. U.S. PG-Publication No.
(2003/0177363) in view of Rowe U.S. Patent No. (7,207,057).

5. As per claims 1, 6, 19 and 24, Yokota teaches, receiving a signaling messages
within a communication path between a sender device and an intended recipient device
(Yokota, Paragraph 0016, service request between a user and a provider with a
verification apparatus via a network), making a determination of whether the sender or

the intended recipient device of the messages is authorized to invoke the type of service
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based in part on a recipient device profile maintained in part on a remote enforcement
point (Yokota, Paragraph 0016, provide services if verification is successful), but fails to
teach wherein the signaling messages includes an indication of one a type of the
plurality of services which the message is intended to invoke and filtering the signaling
messages based on the determination so as to pass to the intended recipient device
signaling messages having an indication of which of the plurality of services that are
authorized. However, in an analogous art Rowe teaches wherein the signaling
messages includes an indication of one a type of the plurality of services which the
message is intended to invoke (Rowe, Col. 12 Lines 26 — 44, user request a type of
service such as adult programming and based on security level whether to deny or
allow the request) and filtering the signaling messages based on the determination so
as to pass to the intended recipient device signaling messages having an indication of
which of the plurality of services that are authorized (Rowe, Col. 12 Lines 26 — 44, user
request authorized based on security level).

6. At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Rowe's System and method for collaborative, peer-to-peer
creation, management & synchronous, multi-platform distribution of profile-specified
media objects with Yokota’s Service providing system in which services are provided
from service provider apparatus to service user apparatus via network because it offers
the advantage of giving a user customizable viewing experience (Rowe, Col. 4 Lines 3 —

7).
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7. As per claim 4, Yokota teaches filtering the messages comprises discarding the
signaling messages having an indication of services, which the sender or the intended
recipient devices are unauthorized to use (Rowe, Col. 12 Lines 26 — 44, user request
authorized based on security level).

8. As per claim 5, Yokota teaches communicating with one or more network entities
responsible for monitoring media data flow within the communication path to ensure
compliance the authorized services (Rowe, Col. 12 Lines 26 — 44, user request a type
of service such as adult programming and based on security level whether to deny or
allow the request).

9. As per claim 7, Yokota teaches accessing a database including information
indicating implementations of services and comparing the indication of the service to the
information in the database (Rowe, Col. 12 Lines 26 — 44, user request a type of service
such as adult programming and based on security level whether to deny or allow the
request).

10.  As per claims 8 and 20, Yokota teaches the beneficiary is a sender of the
message (Yokota, Paragraph 0016, service request between a user and a provider with
a verification apparatus via a network).

11.  As per claims 9 and 21, Yokota teaches the beneficiary is the recipient of the
message (Yokota, Paragraph 0016, service request between a user and a provider with
a verification apparatus via a network).

12.  As per claim 10, Yokota as modified teaches receiving from an authentication

server a user profile of the beneficiary that specifies which services the beneficiary is
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authorized to invoke or receive (Yokota, Paragraph 0050, authentication server) and
comparing the authorized services for the beneficiary to the service indicated in the
message (Rowe, Col. 12 Lines 26 — 44, user request a type of service such as adult
programming and based on security level whether to deny or allow the request).

13.  As per claim 13, Yokota as modified teachs processing the message comprises
forwarding the message to the beneficiary if the beneficiary is authorized to invoke or
receive the service (Rowe, Col. 12 Lines 26 — 44, user request a type of service such as
adult programming and based on security level whether to deny or allow the request).
14.  As per claim 16, Yokota as modified teaches processing the message comprises
discarding the message if the beneficiary is not authorized to invoke or receive the
service (Rowe, Col. 12 Lines 26 — 44, user request a type of service such as adult
programming and based on security level whether to deny or allow the request).

15.  As per claim 23, Yokota as modified teaches monitoring network resource usage
to ensure that the user is only utilizing services that the user is authorized to use

(Rowe, Col. 12 Lines 26 — 44, user request a type of service such as adult programming

and based on security level whether to deny or allow the request).

16. Claims 2, 3 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Yokota et al. U.S. PG-Publication No. (2003/0177363) and Rowe U.S. Patent No.
(7,207,057) in view of Tso U.S. PG- Publication No. (2002/0124112).

17.  As per claim 2, Kavangh fails to teach filtering the signaling messages comprises
altering the signaling messages based on the authorized services of the sender or the

intended recipient device. However, in an analogous art Tso teaches filtering the
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signaling messages comprises altering the signaling messages based on the authorized
services of the sender or the intended recipient device (Tso, Paragraph 0011 ).

18. At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Tso' Header-based Network API with Yokota's Service
providing system in which services are provided from service provider apparatus to
service user apparatus via network because it offers the advantage of successfully
receiving the original message sent by a sender (Tso, Paragraph 0011 ).

19.  As per claim 3, Yokota as modified teaches altering the signaling messages
comprises modifying the signaling messages so that the indication of the type of service
is within authorized limits (Tso, Paragraph 0011 ).

20.  As perclaim 14, Yokota fails to teach processing the message comprises altering
the message and then forwarding the message to an intended recipient. However, in an
analogous Tso teaches processing the message comprises altering the message and
then forwarding the message to an intended recipient (Tso, Paragraph 0011). 19. As
per claim 3, Schneider as modified teaches altering the signaling messages comprises
modifying the signaling messages so that the indication of the type of service is within

authorized limits (Tso, Paragraph 0011).

21.  Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Yokota
et al. U.S. PG-Publication No. (2003/0177363) and Rowe U.S. Patent No. (7,207,057) in

view of Barraclough et al. U.S. PG- Publication No. (2001/0024436).
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22. As perclaim 12, Yokota fails to teach the service is selected from the group
consisting of caller-D, call waiting, multi-way calling, multi-line service, and codec
specification. However, in an analogous art Barraclough teaches service is selected
from the group consisting of caller-D, call waiting, multi-way calling, multi-line service,
and codec specification (Barraclough, Paragraph 0021).

23. At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Barraclough's VO-IP Audio-data terminal processor with
Yokota’s Service providing system in which services are provided from service provider
apparatus to service user apparatus via network because it offers the advantage of

using a cost- effective way to communicate of channels (Barraclough, Paragraph 0004).

24. Claims 11, 22 and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Yokota et al. U.S. PG-Publication No. (2003/0177363) and Rowe U.S. Patent No.
(7,207,057) in view of Orton et al. U.S. Patent No. (6,678,735).

25. Asperclaims 11 and 22, Yokota fails to teach the use of SIP signal messaging.
However, in an analogous art Orton teaches (Orton, Col. 3 Lines 10 - 22 and Col. 3
Lines 18 - 23).

26.  Atthe time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Orton's method for a SIP client manager with Yokota’s
Service providing system in which services are provided from service provider

apparatus to service user apparatus via network because it offers the advantage of
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managing non- essential routing information using an SIP environment (Orton, Col. 1
Lines 46 - 50).

As per claim 25, Yokota teaches messages sent to a recipient device with requested
services and filtering unauthorized requests from authorized requests based on
authorized services relating to the sender (Yokota, Paragraph 0016, service request
between a user and a provider with a verification apparatus via a network), but fails to
teach herein the signaling messages includes an indication of one type of the plurality of
services which the messages is intended to invoke and the use of SIP signaling and
proxy servers. However, in an analogous art Rowe teaches wherein the signaling
messages includes an indication of one type of the plurality of services which the
messages is intended to invoke (Rowe, Col. 12 Lines 26 — 44, user request a type of
service such as adult programming and based on security level whether to deny or
allow the request) and Orton teaches the use of SIP signaling and proxy servers (Orton,
Col. 3 Lines 10 - 22 and Col. 3 Lines 18-23).

27.  Atthe time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Orton's method for a SIP client manager with Yokota’s
Service providing system in which services are provided from service provider
apparatus to service user apparatus via network because it offers the advantage of
managing non- essential routing information using an SIP environment (Orton, Col. 1
Lines 46 - 50).

28. At the time the invention was made, it would have been obvious to a person of

ordinary skill in the art to use Rowe's System and method for collaborative, peer-to-peer
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creation, management & synchronous, multi-platform distribution of profile-specified
media objects with Yokota’s Service providing system in which services are provided
from service provider apparatus to service user apparatus via network because it offers
the advantage of giving a user customizable viewing experience (Rowe, Col. 4 Lines 3 —

7).

29. Claim 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over Yokota
et al. U.S. PG-Publication No. (2003/0177363) and Rowe U.S. Patent No. (7,207,057) in
view of Hodge et al. U.S. PG-Publication No. (2004/0029564).

30. Asperclaim 15, Yokota fails to teach altering the message comprises altering
the message so as to disable the service. However, in an analogous art Hodge teaches
altering the message comprises altering the message so as to disable the service
(Hodge, Paragraph 0253).

31.  Atthe time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Hodge's telecommunication call management system with
Yokota’s Service providing system in which services are provided from service provider
apparatus to service user apparatus via network because it offers the advantage of
disabling unaccountable systems from access to services in order to keep costs down

(Hodge, Paragraph 0002).
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32. Claim 17 is rejected under 35 U.S.C. 103(a) as being unpatentable over Yokota
et al. U.S. PG-Publication No. (2003/0177363) and Rowe U.S. Patent No. (7,207,057) in
view of Pereira et al. U.S. Patent No. (5,809,230).

33. Asperclaim 17, Yokota fails to teach comprising returning an error indication
message to a sender of the message. However, in an analogous art Pereira teaches
comprising returning an error indication message to a sender of the message (Pereira,
Col. 5 Lines 49 - 53).

34.  Atthe time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Pereira's system for controlling access to personal
computer resources with Yokota’s Service providing system in which services are
provided from service provider apparatus to service user apparatus via network
because it offers the advantage of protecting unauthorized accesses to resources

(Pereira, Col. 5 Lines 49 - 53).

35. Claim 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over Yokota
et al. U.S. PG-Publication No. (2003/0177363) and Rowe U.S. Patent No. (7,207,057)
in view of Feldbaum et al. U.S. Patent No. (6,446,206).

36. As perclaim 18, Yokota fails to teach returning an option message to the sender
asking the sender if the sender wants to invoke or receive the service. However, in an
analogous art Feldbaum teaches returning an option message to the sender asking the
sender if the sender wants to invoke or receive the service (Feldbaum, Col. 5 Lines 45 -

58).
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37.  Atthe time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Feldbaum's method for access to control of a message
queue with Yokota's Service providing system in which services are provided from
service provider apparatus to service user apparatus via network because it offers the

advantage of ensuring a request is authorized or not (Feldbaum, Col. 5 Lines 60 - 67).

38. Claim 26 is rejected under 35 U.S.C. 103(a) as being unpatentable over Yokota
et al. U.S. PG-Publication No. (2003/0177363) and Rowe U.S. Patent No. (7,207,057) in
view of Young e et al. U.S. PG- Publication No. (2003/0093563).

39. As perclaim 26, Yokota fails to teach the border element is selected from the
group consisting of a firewall, an application layer gateway (ALG), and a SIP-aware
firewall. However, in an analogous art Young teaches the border element is selected
from the group consisting of a firewall, an application layer gateway (ALG), and a SIP-
aware firewall (Young, Paragraph 0018).

40. At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Young's method for implementing and managing an
access network device with Yokota's Service providing system in which services are
provided from service provider apparatus to service user apparatus via network

because it offers the advantage of being a more secure system.

Conclusion
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Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Roderick Tolentino whose telephone number is (571)
272-2661. The examiner can normally be reached on Monday - Friday 9am to Spm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Edan Orgad can be reached on (571) 272-3811. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Roderick Tolentino

Examiner

Art Unit 2439
Roderick Tolentino

/R.T./
Examiner, Art Unit 2439

/Edan Orgad/
Supervisory Patent Examiner, Art Unit 2439
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