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(57) A method and system for performing a bank-
card transaction provides a transaction card system for
use, for example, on the Internet that allows a transac-
tion card user to input authentication information to a
transaction card issuer, which generates an anonymous
or alternate card number and maintains a link between
the anonymous or alternate card number and the trans-
action card user's transaction card number. An alternate

Method and system for performing a bankcard transaction

aspect makes use, for example, of software on a local
computing device, such as the transaction card user's
personal computer or a point of sale terminal, which
authenticates the transaction card user and generates
the anonymous or alternate card number In sequence
synchronization with the transaction card issuer's
server.
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Description
Cross-Reference to Related Applications

[0001] This application claims priority to applicant's
co-pending application having U.S. Serial No.
60/119,818 filed February 12, 1999 and applicant’s co-
pending application having U.S. Serial No, 60/144,927
filed July 21, 1999.

Field of the Invention:

[0002] The present invention relates generally to
the field of bankcard transactions and more particularly
to a method and system for securely petforming a bank-
card transaction utilizing an anonymous or alternate
card number,

Background of the Invention

[0003] Transaction card transactions that occur
over the Internet today utilizing the transaction card
infrastructure are most commonly performed, for exam-
ple, by a cardholder transmitting his or her credit or debit
card number over an encrypted link, using a standard
universally available web browser and server capability
such as Secure Sockets Layer (SSL) to the merchant
server, The link between the cardholder and the mer-
chant must be encrypted to prevent the card number
from being intercepted and fraudulently read by an
unauthorized third party. This type of fraud is sometimes
referred to as the man-in-the-middle attack. The link is
encrypted so that no eavesdropper can listen in and
steal the card number. However, this method has a
number of disadvantages.

[0004] For example, the cardholder must trust the
merchant with safeguarding the card number. This
leaves the cardholder vuinerable to a risk of fraud by a
merchant or its employees or a merchant who is honest
but who is nevertheless negligent in maintaining the
merchant's web site against break-ins. This risk is great
enough to discourage customers from giving their card
numbers to merchant web sites over the Internet whom
they do not know or with whom they have no previous
experience.

[0005) The particular risk is fimited with credit cards
and debit cards by consumer protection laws and asso-
ciation rules to a maximum exposure, such as $50 limit.
Further, the cardholder has an opportunity, for example,
with a credit card to dispute a charge before it is actually
deducted from the cardholder's account. However, it is
still a nuisance and a risk, and in the event of fraud, it
may be necessary for the cardholder to be issued a new
card and card number. The risk is greater with debit
cards, because the limitation of liability is not as clear,
and the charge is deducted from the cardholder's
account before he or she is informed. Thus, with a debit
card, the cardholder is placed in the position of having

20

25

30

35

40

45

50

58

to dispute the deduction in order to regain his or her sto-
len funds.

[0006] Another disadvantage, for example, is that
when a merchant accepts a card number from a cus-
fomer over the Internet, the merchant has no way of
authenticating that the customer making the purchase is
the actual cardholder. The transaction is treated as a
Mail Order/Telephone Order (MOTO) transaction, aiso
known as a "card not present" transaction. In such a
transaction, the merchant's transaction cost and expo-
sure is much greater than when a customer is physically
present at the point-of-sale. If the customer successfully
disputes having made the transaction, the merchant
payment is reversed by the card issuer.

[0007] These disadvantages provide incentives for
a better approach to security for bankcard transactions
from the standpoint of both cardholders and merchants,
provided it is fast, simple and inexpensive, Many solu-
tions have been proposed to address this need, most
notably the Credit Card Association's standard specifi-
cation, Secure Electronic Transaction (SET) protocol. A
problem with solutions such as SET Is that they impose
a significant cost and performance penalty, requiring
both cardholders and merchants to instali special soft-
ware and/or hardware that add significantly to transac-
tion costs, in terms of both money and time.

Summary of the Iinvention

[0008] It is a feature and advantage of the present
invention to provide method and system for securely
performing a bankcard transaction which affords all of
the account number of security of the SET protocol as
well as the ability to authenticate the customer, while
maintaining the simplicity of sending a transaction card
number over an encrypted link, such as SSL.

[0009] It is another feature and advantage of the
present invention to provide a method and system for
securely performing a bankcard transaction which elim-
inates transmitting the customer's actual card number
over the Internet to the merchant and likewise elimi-
nates the need for a secure link between the customer
and the merchant.

[0010} It is a further feature and advantage of the
present invention to provide a method and system for
securely performing a bankcard transaction, such as a
credit card or debit card transaction, that is fast and
easy to implement and that requires little, if any, modifi-
cation to the existing Internet infrastructure.

[0011] To achieve the stated and other features,
advantages and objects, an embodiment of the present
invention provides a method and system for securely
performing an bankcard transaction in which a transac-
tion card user receives an alternate or anonymous card
number tat is not the user's actual card number but tatis
designed, for example, to pass any validity checks
made by a merchant or the merchant's bank, The alter-
nate or anonymous card number can be used only once
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within a limited time period and cannot be copied and
replayed. Upon receipt of the anonymous or alternate
card number by the transaction card issuer, the anony-
mous card number can be associated by the card issuer
with the proper cardholder and the cardholder's account
can be authorized.

[0012] In an embodiment of the present invention,
the transaction card user authenticates himself or her-
self, for example, to an authenticator of the transaction
card issuer's server. The transaction card user can
authenticate himself or herself, for example, by entering
transaction card user information at a computing device,
such as a personal computer, a personal digital assist-
ant, or a smart card, coupled to the card issuer's server
over a network, such as the internet.

{0013} in addition, in an embodiment of the present
invention, an electronic wallet application of the comput-
ing device can be utilized by the transaction card user
for sending the transaction card user information to the
transaction card issuer's server for user authentication.
The transaction card user information includes, for
example, one or more of a personal identification
number, a password, a biometric sample, a digital sig-
nature or the transaction card number for the transac-
tion card user, and the transaction card user information
can be encrypted.

[0014] In an alternative aspect for an embodiment
of the present invention, the transaction card user
authenticates himself or herself with the transaction
card user information at a local computing device, such
as a personal computer, a personal digital assistant, or
a smart card of the transaction card user. In this aspect,
the transaction card user authenticates himself or her-
self on an application of the transaction card user's local
computing device, such as an electronic wallet applica-
tion, by entering the transaction card user information
on the application at the local computing device.

[0015] In an embodiment of the present invention,
when the transaction card user is authenticated by the
transaction card issuer, a number generator of the
transaction card issuer's server generates an anony-
mous card number for the transaction card user. How-
ever, in the alternative aspect in which the transaction
card user authenticates himself or herself on an applica-
tion of the transaction card user's local computing
device, the anonymous card number is likewise gener-
ated at the local computing device, for example, by a
number generating application of the local computing
device which Is synchronized with the number generator
of the transaction card issuer's server,

[0016} The anonymous card number for an embod-
iment of the present invention is generated according to
a number generating scheme, such as a random
number generating algorithm, a random sequence gen-
erator, and/or a secure-hashing algorithm. Further, the
anonymous card number is generated according to pre-
defined parameters limiting its use to the particular
transaction and/or for a predetermined time period,
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[0017] In an embodiment of the present invention,
the anonymous card number generated by the transac-
tion card issuer is associated with a transaction card
number of the transaction card user, for example, by
linking the anonymous card number with the transaction
card number by either or both of the number generator
or the authorization processor of the transaction card
issuer's server.

[0018] However, in the alternative aspect in which
the anonymous card number is generated at the trans-
action card user's local computing device, the anony-
mous card number is linked with the transaction card
number according to a pre-defined sequence synchro-
nization between the number generator of the local
computing device and the fransaction card issuer's
server.

[0019] In an embodiment of the present invention,
the anonymous or alternate card number is used in a
transaction by the transaction card user in place of the
transaction card user's transaction card number. For
example, the transaction card user sends the anony-
mous card number to the merchant, which in turn sends
it to the merchant' bank with a request for authorization.
The merchant's bank sends the anonymous card
number over the card association network to the trans-
action card issuer. The transaction card issuer's author-
ization processor receives the anonymous card number
linked with the transaction card number and sends an
authorization back to the merchant via the card associ-
ation network and the merchant's bank.

[0020] In another embodiment of the present inven-
tion, the anonymous or aiternate card number is used in
a transaction by the transaction card Issuer after
authenticating the user. For example, the transaction
card user authenticates himself to the issuing bank, and
the issuing bank sends the anonymous card number
directly to the merchant which, in turn, sends it to the
merchant's bank with a request for authorization.
[0021] In another embodiment of the present inven-
tion, the transaction card user authenticates himself to
the transaction card issuer, and the transaction card
issuer sends the anonymous card number, along with
an authorization, directly to the merchant which, in turn,
sends both the anonymous card number and the
authorization to the merchant's bank for verification and
processing. The transaction card user uses the actual
transaction card number and the alternate card number
for billing and communicating to its transaction card
user, and the alternate card number and authorization
number for settlement with the merchant bank and card
processing network.

[0022] Additional objects, advantages and novel
features of the invention will be set forth in part in the
description which follows, and in part will become more
apparent to those skilled in the art upon examination of
the following or may be learned by practice of the inven-
tion.
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Brief Description of the Drawings

[0023]

Fig. 1 is a schematic diagram which illustrates an
overview of examples of key components and the
flow of information between the key components for
an embodiment of the present invention in which an
anonymous or alternate card number is sent to a
cardholder by a card issuer for use in an on-line
bankcard transaction;

Fig. 2 is a flow chart which illustrates an example of
the process of the cardholder performing a bank-
card transaction using the anonymous or alternate
card number which was sent to the cardholder by
the card issuer for an embodiment of the present
invention,;

Fig. 3 is a schematic diagram which illustrates an
overview of examples of key components and the
flow of information between the key components for
an embodiment of the present invention in which an
anonymous or alternate card number is generated
at the cardholder's computing device for use in an
on-line bankcard transaction;

Fig. 4 is a flow chart which illustrates an example of
the process of the cardholder performing a bank-
card transaction using the anonymous or alternate
card number which was generated at the card-
holder's computing device for an embodiment of the
present invention;

Fig. 5 is a schematic diagram which illustrates an
overview of examples of key components and the
flow of information between the key components for
an embodiment of the present invention in which an
anonymous or alternate card number is generated
a point of sale for the cardholder; and

Fig. 6 is a diagram which illustrates a sample of a
Linear Feedback Shift Register used to generate
anonymous or alternate card numbers for an
embodiment of the present invention.

Detailed Description of the Invention

[0024] Referring now in detail to an embodiment of
the invention, an example of which is illustrated in the
accompanying drawings, Fig. 1 is a schematic diagram
which illustrates an overview of examples of key compo-
nents and the flow of information between the key com-
ponents for an embodiment of the present invention in
which an anonymous card number is sent to a card-
holder by a card issuer for use in an on-line bankcard
transaction. An embodiment of the present invention
involves a number of entities, such as a cardholder 2, a
merchant 4, a merchant (acquiring) bank 6, and a card
issuer 8. An embodiment of the present invention also
makes use, for example, of computer hardware and
software, such as a cardholder's computing device 10, a
merchant's website server 12, and a card issuer's
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server 14, each coupled over a network, such as the
Internet 16, as well as a merchant (acquiring) bank
server 18 coupled to the merchant server 12 and also
coupled to the issuing bank server 14 over a card asso-
ciation network 20. in addition, the card issuer's server
comprises, for example, an authenticator 22, an alter-
nate card number generator 24, and an authorization
processor 286,

[0025] In an embodiment of the present invention,
the cardholder 2 receives an alternate card number
(referred to herein as either "anonymous card number"
or "alternate card number") from the cardhoider’s issu-
ing bank 8 that is not the cardholder's actual card
number. The anonymous card number is issued after
the cardholder 2 authenticates himself or herself directly
to the cardholder's card issuer 8. The anonymous card
number is utilized only once within a limited period of
time. It is designed to pass any validity checks made by
the merchant 4 and the merchant's bank 6 and cannot
be copied and replayed. Upon receipt of the anonymous
card number for authorization, the anonymous card
number can be associated by the issuing bank 8 with
the proper cardholder 2 and the cardholder's account
and can be authorized,

[0026] Fig. 2 is a flow chart which illustrates an
example of the process of the user 2 performing a bank-
card transaction using the anonymous or alternate card
number for an embodiment of the present invention in
which the anonymous card number is sent to the card-
holder 2 by the card issuer 8. At S1, the merchant's
server 12 sends a request over the Internet 16 to the
user 2 at the user's computing device 10 for a fransac-
tion card number in connection with an on-line transac-
tion for the user 2. At 82, the user 2 receives the request
at the user's computing device 10 and sends a request
over the internet 16 to the card issuer's server 14 for an
alternate card number. At S3, the card issuer's authen-
ticator 22 receives the request, authenticates the user 2
and obtains an alternate card number linked to the
user's actual card number from the card issuer's
number generator 24, and sends the alternate card
number over the Internet 16 to the user 2 at the user's
computing device 10. At 84, the user 2 at the user's
computing device 10 sends the alternate card number
over the Internet 16 to the merchant' server 12.

[0027] Referring further to Fig. 2, in an embodiment
of the present invention, at $5, the merchant's server 12
receives and sends the alternate card number to the
merchant {(acquiring) bank's server 18 with a request for
authorization. At S6, the merchant (acquiring) bank's
server 18 receives the request for authorization and
sends the request with the alternate card number over
the card association network 20 to the card issuer's
server 14. At 87, the card issuer's authorization proces-
sor 26 receives the request for authorization, links the
alternate card number to the user's actual account for
authorization, and sends an authorization for the alter-
nate card number to the merchant (acquiring) bank's
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“server 18 over the card association network 20. At S8,

the merchant (acquiring) bank's server 18 receives the
authorization and sends it to the merchant’s server 12,
At 89, the merchant's server 12 receives the authoriza-
tion and completes the transaction with the user 2.

[0028] Referring again to Fig. 2, in an embodiment
of the present invention, the cardholder 2 authenticates
himself or herself on-line over a secure (encrypted) line
with the cardholder's issuing bank 8 at S2, utilizing, for
example, an electronic wallet 28 as shown in Fig. 1.
When the cardholder 2 is authenticated, he or she
receives the anonymous card number over the same
line at S3. Alternatively, at S3, the cardholder 2 can
have the anonymous card number sent by the card
issuer 8 directly to the merchant 4, in which case, it is
not necessary for the cardholder 2 to send the anony-
mous card number to the merchant 4 at S4.

[0029] Referring once more to Fig. 2, in an embodi-
ment of the present invention, the cardholder 2 authen-
ticates himself or herself to the cardholder's issuing
bank 8 by typing in his or her card number and a secret
PIN or password or hash of a PIN or password at the
user's computing device 10 and sending it over an
encrypted link to the issuing bank 8 at S2. The
encrypted link ensures that no third party can eaves-
drop and steal the -card number and PIN. The card-
holder 2 can feel secure that the card number, PIN or
password or hashed PIN or password are safe with the
issuing bank 8, as the issuing bank 8 already knows and
safeguards this information. Because the cardholder 2
authenticates himself or herself with a PIN or password,
the issuing bank 8 can authenticate the cardholder 2 to
the merchant 12. If the transaction or the customer's
history warrants, the issuing bank 8 can require more
secure authentication, such as additional secrets,
matching biometrics, and/or digital signatures.

[0030} In an alternative aspect of an embodiment of
the present invention, the issuing bank 8 can install soft-
ware on the cardholder's PC or information appliance
10, such as a smart card or personal digital assistant
(PDA) type computing device, that can generate the
anonymous card number after the cardholder 2 identi-
fies himself or herself to the software and/or appliance
10. Fig. 3 is a schematic diagram which illustrates an
overview of an example key components and the flow of
information between the key components for an alter-
nate aspect of an embodiment of the present invention
in which an anonymous card number is generated at the
cardholder's computing device 10 in an on-line transac-
tion. In this aspect, the card issuer 8 can install software
30 on the cardholder's computing device 10, which can
be a personal computer (PC) or hardware token, such
as a smartcard, that generates the anonymous card
number locally upon authentication of the cardholder 2.
[0031] Fig. 4 is a flow chart which illustrates an
example of the process of the user 2 performing a bank-
card transaction for an embodiment of the present
invention in which the anonymous card number is gen-
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erated at the cardholder's computing device 10. Refer-
ring to Fig. 4, at $10 , the merchant server 12 sends a
request for a transaction card number over the Internet
16 to the cardholder 2 at the cardholder's computing
device 10. At S11, the cardholder 2 receives the request
at the cardholder's computing device 10, and the
number generating software 30 at the cardholder's com-
puting device 10 generates and sends an alternate card
number to the merchant's server 12. At $12, the mer-
chant's server 12 receives the alternate card number
and sends a request for authorization with the alternate
card number to the merchant (acquiring) bank's server
18.

[0032] Referring further to Fig. 4, in an embodiment
of the present invention, at 813, the merchant (acquir-
ing) bank's server 18 receives the request and sends
the request over the card association network 20 to the
card issuer's server 14. At $14, the card issuer's alter-
nate card number generator 24 receives the request,
generates the next number in sequence synchronized
to the cardholder's software 30, links the alternate card
number to the cardholder's actual card number, and
sends the cardholder's actual card number to the card
issuer's authorization processor 26. At 815, the card
issuer's authorization processor 26 receives the card-
holder's actuai card number and sends an authorization
over the card association network 20 to the merchant
(acquiring) bank's server 18. At $16, the merchant
(acquiring) bank's server 18 receives the authorization
and sends it to the merchant's server 12. At 817, the
merchant's server 12 receives the authorization and
completes the transaction with the user 2.

[0033] in another aspect of an embodiment of the
present invention, the card issuer 8, such as a bank,
provides an electronic wallet system, including, for
example, an electronic wallet server. In this aspect, the
issuing bank 8 matches the anonymous card number
with the actual user account. If the electronic wallet gen-
erates an anonymous card number for the cardholder 2
for which the wailet server is not the issuing bank, then
the anonymous card number is sent back to the wallet
server for matching the anonymous card number with
the actual user card number and for sending it to the
issuing bank 8 for authorization. in this situation, the
electronic wallet, in effect, performs an acquiring bank
function.

[0034] Another aspect of an embodiment of the
present invention enables the cardhoider 2 to perform a
transaction, such as a purchase, at a physical point-of-
sale without revealing the cardholder's true card
number, Fig. 5 is a schematic diagram which illustrates
an example of key components and the flow of informa-
tion between the key components for an aspect of an
embodiment of the present invention in which an alter-
nate card number is generated at a point-of sale for a
bankcard transaction. This aspect makes use, for exam-
ple, of a card 32 with no embossed number but with an
input device 34, such as a keypad, a display 36, such as
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