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[57] ABSTRACT

An online commerce system facilitates online commerce
over a public network using an online commerce card. The
“card” does not exist in physical form, but instead exists in
digital form. It is assigned a customer account number that
includes digits for a prefix number for bank-handling
information, digits for a customer identification number,
digits reserved for an embedded code number, and a digit for
check sum. The bank also gives the customer a private key.
During an online transaction, the customer computer
retrieves the private key and customer account number from
storage. The customer computer generates a code number as
a function of the private key, customer-specific data (e.g,
card-holder’s name, account number, etc.) and transaction-
specific data (e.g., transaction amount, merchant ID, goods
ID, time, transaction date, etc.). The customer computer
embeds the code number in the reserved digits of the
customer account number to create a transaction number

specific to the transaction. The customer submits that trans-
action number to the merchant as a proxy for a regular card
number. When the merchant submits the number for

approval, the issuing institution recognizes it as a proxy
transaction number, indexes the customer account record,
and looks up the associated private key and customer-
specific data. The institution computes a test code number
using the same function and input parameters as the cus-
tomer computer. The issuing institution compares the test
code number with the code number embedded in the trans-

action number. If the two numbers match, the issuing
institution accepts the transaction number as valid.

53 Claims, 5 Drawing Sheets
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