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[57] ABSTRACT

An online commerce system facilitates online commerce
over a public network using an online commerce card. The
“card” does not exist in physical form, but instead exists in
digital form. It is assigned a customer account number that
includes digits for a prefix number for bank-handling
information, digits for a customer identification number,
digits reserved for an embedded code number, and a digit for
check sum. The bank also gives the customer a private key.
During an online transaction, the customer computer
retrieves the private key and customer account number from
storage. The customer computer generates a code number as
a function of the private key, customer-specific data (e.g,
card-holder’s name, account number, etc.) and transaction-
specific data (e.g., transaction amount, merchant ID, goods
ID, time, transaction date, etc.). The customer computer
embeds the code number in the reserved digits of the
customer account number to create a transaction number
specific to the transaction. The customer submits that trans-
action number to the merchant as a proxy for a regular card
number. When the merchant submits the number for
approval, the issuing institution recognizes it as a proxy
transaction number, indexes the customer account record,
and looks up the associated private key and customer-
specific data. The institution computes a test code number
using the same function and input parameters as the cus-
tomer computer. The issuing institution compares the test
code number with the code number embedded in the trans-
action number. If the two numbers match, the issuing
institution accepts the transaction number as valid.
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24
30

fZO

36

Payment
Network

32

26

e e —

<Issuing Bank>

Find authenticated court documents without watermarks at docketalarm.com.

APPIT K 1129


https://www.docketalarm.com/

U.S. Patent Dec. 14, 1999 Sheet 1 of 5 6,000,832

/— 20
22 24

Internet

Payment
Network

32
ﬁ

26

Issuing Bank

Fig. 1
DOC KET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Dec. 14, 1999 Sheet 2 of 5 6,000,832

) Vs 20
N

[ Customer Computer I
40 o
[ >
[ Processor J 48 Memory _
/ . \ /—_
44 OSp;sr'?etlrgg @Wser
(" Volatile ) .,
Memory 50 —+~|{ Private ye
- o 46 Key Store Button Ul
: Network I/O A MAC Registration) | 56
N ) Coding Unit Module
58 )
- J

| T

1

64 Internet

EJ

T S

Bank Computing Center
60
L5 — 62
Account Customer
Manager Database
N /

REGISTRATION PHASE

Zig. 2

DOC KET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Dec. 14, 1999 Sheet 3 of 5 6,000,832

28\‘

[ Customer Computer h
40 "
4 N e ~
Processor 48 Memory -
b ~ 44 Operating @/
"Volatile Memory | o6 System
I (e — 54
[Order Formj/ Button Ul |1 |
- J
4 MAC ) |58
Network 1/0O j Coding Unit
- %
- T )
1
34

Merchant

Internet 2 Computer

L,

TRANSACTION PHASE

Fig. 5

[A)OC KET

L A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Dec. 14, 1999 Sheet 4 of 5 6,000,832

Private Key, Transaction-Specific Data, Customer-Specific Data
N J

T \—68

58
[MAC Coding Unit]/

MAC

7‘.?' 4 70

XX XX XXXX XXXX XXXX
N - N - A A

Prefix Customer ID MAC Sum Check

Fig. 5

12

XXXX XXXX XXXX XXXX
N - A N ~ A

Prefix Customer ID MAC Sum Check

Fig. 6

DOC KET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




