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l. I have been retained on behalf of Universal Secure Registry LLC
(“Patent Owner”) in connection with the above-captioned inter partes review
(IPR). I have been retained to provide my opinions in support of USR’s
Conditional Motion to Amend. I am being compensated for my time at the rate of
$625 per hour. I have no interest in the outcome of this proceeding.

2. In preparing this declaration, I have reviewed and am familiar with the
Petition for [PR2018-00809, U.S. Patent No. 9,530,137 (hereinafter “’ 137 patent”),
and its file history, and all other materials cited and discussed in the Petition
(including all prior art references cited therein) and all other materials cited and
discussed in this Declaration.

3. The statements made herein are based on my own knowledge and
opinion. This Declaration represents only the opinions I have formed to date. I may
consider additional documents as they become available or other documents that
are necessary to form my opinions. I reserve the right to revise, supplement, or
amend my opinions based on new information and on my continuing analysis.

I. QUALIFICATIONS

4. My qualifications can be found in my Curriculum Vitae, which
includes my detailed employment background, professional experience, and list of

technical publications and patents. Ex. 2002.
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5. I am currently the Chief of Security and Data Analytics at Amber
Solutions, Inc., a cybersecurity company that develops home and office automation
technology. At Amber, my research studies and addresses abuse, including social
engineering, malware and privacy intrusions. My work primarily involves
1dentifying risks, developing protocols and user experiences, and evaluating the
security of proposed approaches.

6. I received a Master of Science degree in Computer Engineering from
the Lund Instituted of Technology in Sweden in 1993, a Master of Science degree
in Computer Science from the University of California at San Diego in 1994, and a
Ph.D. in Computer Science from the University of California at San Diego in 1997,
specializing in Cryptography. During and after my Ph.D. studies, I was also a
Researcher at the San Diego Supercomputer Center, where I did research on
authentication and privacy.

7. From 1997 to 2001, I was a Member of Technical Staff at Bell Labs,
where I did research on authentication, privacy, multi-party computation, contract
exchange, digital commerce including crypto payments, and fraud detection and
prevention. From 2001 to 2004, I was a Principal Research Scientist at RSA Labs,
where I worked on predicting future fraud scenarios in commerce and
authentication and developed solutions to those problems. During that time I

predicted the rise of what later became known as phishing. I was also an Adjunct
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Associate Professor in the Computer Science department at New York University
from 2002 to 2004, where I taught cryptographic protocols.

8. From 2004 to 2016, I held a faculty position at the Indiana University
at Bloomington, first as an Associate Professor of Computer Science, Associate
Professor of Informatics, Associate Professor of Cognitive Science, and Associate
Director of the Center for Applied Cybersecurity Research (CACR) from 2004 to
2008; and then as an Adjunct Associate Professor from 2008 to 2016. I was the
most senior security researcher at Indiana University, where I built a research
group focused on online fraud and countermeasures, resulting in over 50
publications and two books.

9. While a professor at Indiana University, [ was also employed by
Xerox PARC, PayPal, and Qualcomm to provide thought leadership to their
security groups. I was a Principal Scientist at Xerox PARC from 2008 to 2010, a
Director and Principal Scientist of Consumer Security at PayPal from 2010 to
2013, a Senior Director at Qualcomm from 2013 to 2015, and Chief Scientist at
Agari from 2016 to 2018. Agari is a cybersecurity company that develops and
commercializes technology to protect enterprises, their partners and customers
from advanced email phishing attacks. At Agari, my research studied and
addressed trends in online fraud, especially as related to email, including problems

such as Business Email Compromise, Ransomware, and other abuses based on
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social engineering and identity deception. My work primarily involved identifying
trends in fraud and computing before they affected the market, and developing and
testing countermeasures, including technological countermeasures, user interaction
and education.

10.  Thave founded or co-founded several successful computer security
companies. In 2005 I founded RavenWhite Security, a provider of authentication
solutions, and I am currently its Chief Technical Officer. In 2007 I founded
Extricatus, one of the first companies to address consumer security education. In
2009 I founded FatSkunk, a provider of mobile malware detection software; |
served as Chief Technical Officer of FatSkunk from 2009 to 2013, when FatSkunk
was acquired by Qualcomm and I became a Qualcomm employee. In 2013 I
founded ZapFraud, a provider of anti-scam technology addressing Business Email
Compromise, and I am currently its Chief Technical Officer. In 2014 I founded
RightQuestion, a security consulting company.

11. Ihave additionally served as a member of the fraud advisory board at
LifeLock (an identity theft protection company); a member of the technical
advisory board at CellFony (a mobile security company); a member of the
technical advisory board at PopGiro (a user reputation company); a member of the
technical advisory board at MobiSocial dba Omlet (a social networking company);

and a member of the technical advisory board at Stealth Security (an anti-fraud
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