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The Claims Are Invalid

e Claims 1, 2, 6, 7, 9, and 12 are invalid as obvious o
Jakobsson ‘585 and Maritzen.

e Claim 5 is invalid as obvious over Jakobsson ‘585,
Maritzen, and Niwa.
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Known Techniques With Generic Components

un United States Patent

(54)

()

712)

(73]

@n
(22)

(65]

(63)

(1)

(52)

Weiss

AND APPARATUS FOR SECURE

MET;
Al AYMENT AND IDENTIFICATION

Applicant: UNIVERSAL SECURE REGISTRY,
LLE, Newton, MA (US)

Inventor:  Kenneth P. Weiss, Newton, MA (US)

Assignee; UNT!

AL SECURE REGISTRY,
LLC s

on, MA (LS}

Notice:  Subjeet to any disclaimer, the term of this
patent is extended or adjusted under 35
USLC. 154ib) by 0 days.

This patent is subject to a terminal dis-
claimer,

Appl. No: 15019660
Filed:  Feb 9, 2016
Priar Publication Data

US 20160162902 Al Jun. 9, 2016

Related U.S. Application Data

Continuation of application No. 14/814.740, filed on

Jul. 31, 2015, which is a continuation of application
{Continued)

Ine. €L

Go6Q 200 (2012.01)

GUGE 21732 (2013.01)
{Continued)

US. CL

(& GOGO 20440145 (3013 01): GOSH 21752

(2013.01); GO6F 21435 (2013.01); GOAF
2146245 (2013.01); GR6Q 203676 (2013.01);
GOGQ 200385 (2013.01); GU6Q 203821

i -
o B

DOCKET

_ ARM

(10 Patent No.: US 9,530,137 B2
45y Date of Patent: *Dec. 27, 2016

(2013.01); GOGE 240 (2013.011; GG
20401 (2013011, GOGQ 3006 (2013.01);
(Continued)
(38)  Field of Classilication Search
CPC v s GOBCY 2040145
Soe application file for complete search Ristary

(56) References Cited

1.8, PATENT DOCUMENTS

ATHRID A V1988 Weiss
48062 A 81989 Weiss
(Continued)

FOREIGN PATENT DOCUMENTS
EP 0986200 A2 32000
I 1081632 A1 2001
(Continued)
OTHER PUBLICATIONS

*s Watching You?™, Electronic Tronticr Founda-
3, all pages, hitp: war .org wpvbiometrics-

(Continued)
Primary Examiner — Calvin Cheung
(74) dstorney, Agent. or Firm — Lundo & Anastosi, LLP
IEo) ABSTRACT

ing & wirchess receiver, whers the secand device is config-
ured o receive the authentication information

12 Claims, 28 Drawing Sheets

1. A system for authenticating a user for enabling a
transaction, the system comprising:
a first device including:

a first processor, the first processor programmed to
authenticate a user of the first device based on secret
information and to retrieve or receive first biometric
information of the user of the first device;

a first wireless transceiver coupled to the first processor
and programmed to transmit a first wireless signal
including first authentication information of the user
of the first device; and

a biometric sensor configured to capture the first bio-
metric information of the user;

wherein the first processor is programmed to generate

[Gielermoresignalslincluding the first authentication
information, an indicator of biometric authentica-
tion, and a time varying value in response to valid
authentication of the first biometric information, and
to provide the one or more signals including the first
authentication information for transmitting to a sec-
ond device; and

wherein the first processor is further configured to
receive an enablement signal from the second
device; and

the system further including /the second device that is
configured to provide the enablement signal indicating
that the second device approved the transaction based
on use of the one or more signals;

wherein the second device includes a second processor
that is configured to provide the enablement signal
based on the indication of biometric authentication
of the user of the first device, at least a portion of the
first authentication information, and second authen-
tication information of the user of the first device to
enable and complete processing of the transaction.
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