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Abstract

Fault-tolerant clock synchronization is an important requirement in many distributed sys-
tems, especially in time-critical and safety-critical applications. Frequently, interactive con-
vergence algorithms are used for fault-tolerant clock synchronization, providing advantages
such as fully dislribuled operalion, low message exchange overhead, and simplicily of imple-
mentation. This paper presents the measured performance of three interactive convergence
clock synchronization algorithms. Our experiments were conducted in a distributed UNIX
environment featuring high message delay variation, which poses severe constrainis on the
clock synchronization tightness that may be achieved. The algorithms that were tested are:
FTMA (fault-tolerant midpoint algorithm) [1], AEFTMA (adaptive exponential averaging
fault-tolerant midpoint algorithm) [2], and SWA (sliding window algorithm) [3]. Our ez-
perimental results indicate that SWA outperforms the other algorithms in this environment,
being able to achieve tighter synchronization under different simulated fault conditions. The
superiority of SWA can be attributed to its high degree of fault tolerance, combined with its
ability to treat messages with much longer than expected delays as faults.

1: Introduction

In distributed systems, computers cooperate to provide the expected functionality to
a given application. Some tasks that are often found in such systems are: synchronizing
activities that occur at different points of the system, ordering events in time, enforcing
deadlines, and measuring elapsed time. A system with one or more of these requirements
must use proper synchronization mechanisms to establish an agreed-upon global time scale
among its components. Particularly in the case of safety-critical applications, synchrony
must be maintained in spite of the presence of faults in the system.

Frequently, fault-tolerant clock synchronization is achieved via interactive convergence
algorithms in which nodes exchange their clock values and determine clock correction terms
at regular intervals. This paper presents the measured performance of three interactive con-
vergence algorithms: the sliding window algorithm (SWA) [3], the fault-tolerant midpoint
algorithm (FTMA) [1], and the adaptive exponential averaging fault-tolerant midpoint al-
gorithm (AEFTMA) [2]. The measurements were carried out with an application-level
implementation running in a distributed UNIX environment [2]. This environment poses
some praclical constiraints to clock synchronization, in particular a high variation in the
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message delay. Our results are therefore representative of a broad class of systems where a
low variation in the message delay cannot be achieved. Our experimental results indicate
that SWA maintains tighter clock synchronization than the other algorithms. We will show
that this results from SWA’s higher degree of fault tolerance [3], together with its ability
to treat messages with much longer than expected delays as faults.

2: Background: Interactive convergence algorithms

In a distributed system, time is usually observable in a local reference referred to as
clock lime. Clock times may differ both in absolute value and in rate from an assumed
Newtonian time frame, which is not directly observable and is referred to as real time.

The clock of a node can be represented by a mapping C' from real time to clock time.
For example, C;(t) = T means that at real time ¢ the clock of node ¢ has value T'. Clocks in
different nodes in a distributed system tend to drift apart from each other with the passage
of time, because they typically do not tick at exactly the same rate. This brings about the
need of some form of clock synchronization scheme in systems where a global time scale
must exist. Moreover, clock synchronization must often be achieved in environments in
which challenges such as faults and high message delay variation may exist.

Interactive convergence is a widely used approach to fault-tolerant clock synchronization,
being suitable for a large range of distributed systems applications. Clock synchronization
is accomplished in a fully distributed fashion, allowing every node to exhibit equal func-
tionality with regard to synchronization. No single point of failure exists, and expensive
modules to provide real-time clock references are not required. Interactive convergence
algorithms are driven by the multiple clock sources normally found in distributed systems,
and therefore can be implemented at little additional cost. In addition, such algorithms
usually feature low message exchange overhead, requiring only O(n) messages per round in
an n-node system with broadcast capabilities. Interactive convergence algorithms provide
internal clock synchronization, meaning that the system’s global time scale is not necessarily
synchronized to an external time reference.

In an interactive convergence algorithm, nodes periodically exchange synchronization
messages containing their clock values and then use the received values to adjust their clocks.
The interval of time between successive resynchronizations is dubbed a resynchronization
interval or a round of the algorithm and its duration is denoted by T;,;. A node that is
exchanging messages for the rth time since the clock synchronization process was started is
said to be in its rth resynchronization interval. One technique that can be used to exchange
clock values is broadcasting, which is in fact the method used in our experiments.

The process by which a node assigns a clock value to be sent in an outgoing message
or to be attached to an incoming message is referred to as time-stamping. The clock
value that is sent in a synchronization message is referred to as the sender’s time-stamp
(Tsena)- Similarly, the clock value that is attached to an incoming synchronization message
is referred to as the receiver’s time-stamp (T,..).

Assume that at real time ¢}, ,(¢) node ¢ time-stamps its rth synchronization message

send
with a sender’s time-stamp 77, ,(¢). Let the total message delay between nodes ¢ and j
during the rth resynchronization interval be d,(i, 7), such that i’s message is time-stamped
by j at real time ¢’ ,(¢,7) = 17, (i) + d.(i.7). If j's clock reads T7. (i,7) at real time
tr_.(i,7), then the clock value of i can be estimated by j at real time #7, #7 > 1 (i, ), by
Crits) = T7 a0 + dyy (2, 5) + (C5(85) = T7,.(i, 7)), where d_,(4,7) is ] s estlmate for the

message delay between nodes 7 and j durmg the rth resynchronization interval.
The clock deviation between nodes i and j at real time ¢ is C;(t) — C;(t). The clocks
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of any two nonfaulty nodes a and b in the system deviate by at most A;,; seconds at any
real time t > 0, where A, is referred to as the worst-case clock synchronization tighiness.
Formally, Va,b, Vt > 0, |C (1) — Cy(t)] < Ay

The estimated clock deviation between nodes ¢ and j as measured by node j at real time
i during the rth resynchronization interval is given by

A:] = C](t;) - Cf](t;) Trrﬁr(. ) - T:end(i) - d;ed(ivj) (1)

To simplify the terminology of this paper, we hereafter use the term clock deviation to
refer to a clock deviation estimate. Whenever appropriate, we will remind the reader that
a distinction exists as defined above.

At the end of the rth resynchronization interval, each node j, 1 < j < n, will have
collected a vector of clock deviations A’" = [A7; AL, oo AT S0 AL - AT L] (note
that A%, = 0). A clock correction term CORRY is then calculated from A} by means of a
convergence function. Following this step, the local clock of node j is adjusted by CORR?.

To guarantee that an interactive convergence algorithm maintains synchronization re-
quires that clock synchronization messages be exchanged with some bounded delay d,, .
Message delay is expected to vary in the range [d,.i, dinas], With dyor = dyae — i being
referred to as the message delay variation and d, .. /2 being referred to as the reading error.
Naturally, d, ., affects the worst-case clock synchronization tightness (A;,).

Lundelius and Lynch [4] proved that in a system with n clocks and message delay vari-
ation d,,, the clock synchronization tightness cannot be better than d,,.(1 — 1/n). Such a
lower bound holds under the strong assumptions that all clocks run at a perfect rate and
that there are no failures in the system. Under the same assumptions and also assuming
that clocks initially have arbitrary values, Lundelius and Lynch give a simple algorithm
that achieves this bound. Clearly, this lower bound also holds for the more realistic case
that we consider in which clocks drift and faults occur.

Our implementation performs time-stamping of messages in the application level, using
UNIX system calls for that purpose. This mechanism exhibits a highly variable delay be-
tween the moment a time-stamp is obtained and the corresponding message is actually sent
or received. The resulting message delay variation in an application-level software imple-
mentation is typically several hundreds of milliseconds [2]. According to the Lundelius and
Lynch lower bound, the worst-case clock synchronization tightness (A;,;) should therefore
be on the same order of magnitude.

An interesting aspect of implementing a clock synchronization algorithm in the applica-
tion level is that a high independence of the hardware platform is obtained. Therefore, this
approach can be readily used in existing systems.

Application-level clock synchronization can be used in many applications that do not
require tight synchronization. Nevertheless, we would still like to have the best tightness
that can be achieved in this environment. Considering this goal, our experiments evaluated
three different interactive convergence functions: FTMA, AEFTMA, and SWA.

3: Description of convergence functions

As described in the previous section, interactive convergence algorithms exhibit great
procedural similarity, with variations being limited to the convergence function that is used
to compute the clock correction term at every round. In the remainder of this section, we
describe the convergence functions used by FTMA, AEFTMA, and SWA.
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3.1: Fault-tolerant midpoint algorithm

The fault-tolerant midpoint algorithm (FTMA) [1] relies on the hypothesis that at most
k clocks are faulty at any resynchronization interval. At least n = 3k+ 1 nodes are required
in the system to tolerate k& Byzantine faults.

Assume that, at a given round r of the algorithm, a sorted clock deviation vector X7 =
[1 @9 <<+ @ - x,], & < @41, Is available at node j (note that the elements in X’" are

exactly the elements in A7, except that in X[ they are sorted). To find the clock correc‘non
term, FTMA discards the k lowest and the k highest clock deviations and computes the
arithmetic mean of 244, and x,, 4; that is, CORR}; = (Zpy1 + 20 1)/2.

3.2: Adaptive exponential averaging fault-tolerant midpoint algorithm

The adaptive exponential averaging fault-tolerant midpoint algorithm (AEFTMA) [2]is a
variation of the FTMA algorithm [1]. Assume that CORR}.;,, 4 is the correction term com-
puted via the standard FTMA convergence function (i.e., (2341 + @,_¢)/2) in the rth
resynchronization interval and that CORR'prara is the correction term computed by
AEFTMA in the previous round. Instead of using CORRppy 4 as the correction term
during the rth resynchronization interval, AEFTMA computes its correction term by
CORR ppryra = B(r) - CORRypyy o + (1= B(r)COR R Frrara-

B(r) is a weight factor in effect during the rth resynchronization interval, such that
0 < B(r) < 1. The weight factor “smooths” the clock correction term CORR’,ppraras
introducing a lagging mechanism between adjacent rounds. This approach follows the as-
sumption that correction terms of similar magnitude are expected at every resynchroniza-
tion interval, since changes in the drift rate of clocks are generally caused by intrinsically
slow phenomena such as temperature variation and component aging. Therefore, excessive
correction terms resulting from large message delay variation are attenuated by exponential
averaging. Nevertheless, in order to guarantee a fast recovery of synchrony in case of tran-
sient fault occurrence, the weight factor varies adaptively according to the absolute value of
the clock correction term computed by AEFTMA in the current round (|CORR’, gy prpsal)-

The adaptive control of the weight factor must be chosen according to the expected
message delay variation, which in an application-level implementation is highly depen-
dent on aspects such as CPU and network utilization and the priority assigned to the
clock synchronization process. We used in our implementation a 4-level stepwise function
FUCORR, prraral), which selects the next-round weight factor S(r+ 1) from a set of values
B = {0.1,0.25.0.5,1}. Selection of §(r + 1) is accomplished by comparing the current-
round absolute clock correction term |CORR’y ppras 4] With a set of thresholds €' = {50 ms,
100 ms, 150 ms}, such that g(r + 1) = 0.1 if |[CORR grpraral < 50 ms, f(r 4+ 1) = 0.25 if
50 ms < |CORRy prraral <100 ms, B(r+ 1) = 0.5if 100 ms < |CORR prraal < 150 ms,
and f(r+ 1) =1 |CORR gpraal > 150 ms. Such a function was selected according to
the type of load used during our experiments, which consisted of long-run applications that
generate continuously high CPU load and network utilization.

Note that when f3(r) = 1 the clock correction term resulting from AEFTMA equals
that computed via the standard FTMA convergence function. This allows synchrony to
be quickly reestablished in the presence of a transient fault, since the lagging effect of
previous clock adjustments persists for at most one round after the fault occurred. After
that, AEFTMA enters a memoryless operation mode, behaving exactly like FTMA, until
B(r) is again reduced below 1.
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3.3: Sliding window algorithm

The sliding window algorithm (SWA) tolerates considerably higher percentages of non-
Byzantine faults than other interactive convergence algorithms [3]. However, the algorithm
requires that the number of Byzantine faults must be limited to b < n/4, which is a proper
agsumption for many systems. A basic assumption made by SWA is that the readings of
different “good” clocks by a given node j should differ by a small amount. Therefore, it is
expected that the clock estimates computed by j from the messages received from “good”
clock sources will be clustered within a limited range. The basic operation performed by
SWA consists of locating a cluster of “good” clock values by means of a sliding window
mechanism. Alternatively, SWA can be implemented such that identification of clusters
occurs in a clock deviation vector, which is the approach used in our implementation.

Assume that, at a given round r of the algorithm, a sorted clock deviation vector X_;” =
[1 ®9 - @ -+ x,], ¥; < @541, is available at node j (note that the elements in X_J’“ are

exactly the elements in A, except that in Xij’“ they are sorted). Starting at the leftmost

] ?
element of X]- , SWA slides a window of width w to locate clusters of clock deviation values.
This is done by aligning the left border of the window with each value z; € T; The
window spanning the range of values [z;, x; + w] is referred to as the ith window instance
w;). Iz, € X_JT is the largest clock deviation value such that z; < x, < 2; + w, then the
cardinality of w; (the number of clock deviation values in w;) is given by p; = £ — ¢ + 1.
Among all n possible window instances, SWA selects a window instance w, such that
max(py, Pz, ... Pn) = Pe. If two or more window instances w,, wy, .. . exist such that p, =
Py = ... = p., then an additional criterion is used for window selection. Two possibilities
are to deterministically select the first window instance with cardinality p,., or to select the
window instance with minimum variance among those with cardinality p,. Once a window
instance w, is selected, the clock correction term can bhe calculated by taking either the mean
or the median of the values in w,. This results in a total of four variations of the algorithm:
SWAden, SWAt . SWApean, and SWA%! 13]. Due to several advantages discussed

n [3], SWA! was selected for our implementation. The clock (’orre(’ﬁon term in node j

mecan

(UORR]) computed by SWA%! is given by CORR; = (p.)~ ' 230 oy

The size of the window frame (w) is an important parameter in all variations of SWA.
For SWAZ!  the optimal window size is Ay, + dyor [3]. A window of size w = 100 ms
was selected for the implementation of SWA used during our experiments. This was done
because about 70% of all “good” clock deviation estimates that were collected during our
experiments with the SWA algorithm remain below the 100-ms threshold, meaning that a

window of similar size correctly selects “good” clocks with very high probability.

4: Experimental results

4.1: Message delay distribution and algorithm performance

The experiments described in this section were conducted in an environment in which
the message delay typically follows a distribution similar to that shown in Figure 1." The
main characteristic of interest is the long and thin tail of the distribution. Although a
maximum delay d,.., may be present, its value is usually much greater than d,,;,.

While the vast majority of message delays occur in a small range around the expected
delay, outliers (messages with very long delays) do occur with some regularity. It is these

!A similar distribution was reported in a different environment by Cristian [6].
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