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[s4] AUTOMATIC DISCOVERY OF NETWORK tem that provides a general way of discovering network
ELEMENTS elements, or nodes, connected to a computer network,
[75] Inventor: Jeff C. Wu, Ft. Collins, Colo. and a specific algorithm for discovering nodes con-
. nected to a TCP/IP network, using the SNMP protocol
(73] Assignee: Hewlett-Packard Company, Palo available within the TCP/IP network software. Some
Alto, Calif. nodes on a network, called discovery agents, can con-
[21] Appl. No.: 519,187 vey knowledge of the existence of other nodes on the
_ ) network. The network discovery system queries these
(22]  Filed: May 3, 1990 agents and obtains the information they have about
[51] Int. CLS i GO6F 13/00 other nodes on the network. It then queries each of the
[52] US.ClL .o 395/200; 364/DIG. 1; nodes obtained to determine if that node is also a discov-
] 364/284.4; 364/242.94; 364/222.81 ery agent. In this manner, most of the nodes on a net-
[58] Field of Search ................... 364/DIG. 1; 370/54, work can be discovered. The process of qucrying dis-

370/85.1, 85.12, 85.13, 85.15, 94.1; 395/200, covery agents to obtain a list of nodes known to the

325, 800 discovery agents is repeated at timed intervals to obtain

[56] References Cited information about nodes that are not always active. In a
TCP/IP network, discovery agents are nodes that re-

US. PATENT DOCUMENTS spond 1o queries for an address translation table which

4,644496 2/1987 An}drews ............................. 395/800 [ranslates in‘emet protoco] (IP) addreSS‘eS to physica]
:gggg:g 1?5}333 azg:“e; atl. R :;2//88]’(32 )§ addresses. The data from each node's address transla-
.879, etal ... , . . . .

4914571 4/1990 Baratz et al. ... 364/DIG. 1 tion table is used to obtain both the IP and the physical

. 364/DIG. 1 address of other nodes on the network. These nodes are
. 364/DIG. 1 then queried to obtain additional information. After all
.. 364/DIG. | the nodes on a network are discovered, the list of nodes

4,918,598 4/1990 Ashkin et al. ...
4,991,089 2/1991 Shorter ...............
5,016,163 5/1991 Jesshope et al. ...

5,051,987 9/1991 Conlon ..o o 370/94.1 s written to a database where it can be displayed by the
5,088,032 2/1992 BoSACK .oooocrrrriorni 364/DIG. 1 petwork manager or other users of the network.
Primary Examiner—Thomas M. Heckler
[57) ABSTRACT
Disclosed is a computer network node discovery sys- 16 Claims, 17 Drawing Sheets .
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