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«TCP/IP Hlustrated has already become my most-likely-to-have-the-answer reference book, the first resource I turn
to with a networking question. The book is, all publisher hype aside, an instant classic, and I, for one, am thritled
that something like this is now available.”

— Vern Paxson, ;login:, March/April 1994
“This is sure to be the bible for TCP/IP developers and users.”

— Robert A. Ciampa, Network Engineer, Synernetics, division of 3COM
«_. the difference is that Stevens wants to show as well as tell about the protocols. His principal teaching tools are
straight-forward explanations, exercises at the ends of chapters, byte-by-byte diagrams of headers and the like, and
listings of actual traffic as examples.”

— Walter Zintz, Unix World, December 1993

“TCP/IP lllustrated, Volume 1 is based on practical examples that reinforce the theory — distinguishing
this book from others on the subject, and making it both readable and informative.”

— Peter M. Haverlock, Consultant, IBM TCP/IP Development

“While all of Stevens’ books are excellent, this new opus is awesome. Although many books describe the TCP/IP
protocols, the author provides a level of depth and real-world detail lacking from the competition.”

— Steven Baker, Unix Review, March 1994

“TCP/IP Illustrated, Volume 1 is an excellent reference for developers, network administrators or anyone who needs
to understand TCP/IP technology.”

— Bob Williams, V.P. Marketing, NetManage, Inc.
“W. Richard Stevens has produced a fine text and reference work.”

— Scott Bradner, Consultant, Harvard University OI'T/NSD
“Even marketing weenies (of a technical bent) will appreciate this book, as it is clearly written, and uses lots of
diagrams. [ especially like the author’s thoughtful use of asides—set in smaller type and indented—to explain this
or that concept. ”

— Ron Jeffries, ATM USER, January 1994

“Stevens takes a subject that has been written about rather prolifically, TCP/IP, and does something fresh and useful
with it.”

— Jason Levitt, Open Systems Today, March 7, 1994
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“ is a stone jewel. ... Written by W. Richard Stevens, this book probably provides the most comprehensive
v P/IP available today in print.”

— Boardwatch, April/May 1994
“...you can’t get a better understanding of the workings of TCP/IP anywhere.”
— Tom Nolle, Netwatcher, January 1994

“The book covers all the basic TCP/IP applications, including Telnet, NFS (Network File System), FTP (file transfer
protocol) and TFTP (trivial FTP).”

— Data Communications, January 21, 1994

“The ms he uses are excellent and his writing style is clear and readable. Please read it and keep it on your
book

— Elizabeth Zinkann, Sys Admin, November 1993

“Stevens’ Unix-oriented tions will be e to the network programmer or specialist who wishes to
really understand how th stack is put

— Joel Snyder, Internet World, March/April 1994 issue

the transmission control protocol/Internet protocol (TCP/IP) are covered here, from link layer and
routing implementations to applications such as SNMP and Telnet.”

— Telecommunications, March 1994
S succee
complet
of TCP,

— Eli Charne, ConneXions, July 1994

“The word ‘illustrated’ distinguishes this book from its many rivals.”

— Stan Kelly-Bootle, Unix Review, December 1993
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1049

Introduction
1067 This book describes and presents the source code for the common reference implemen-
tation of TCP/IP: the implementation from the Computer Systems Research Group
1069 (CSRG) at the University of California at Berkeley. Historically this has been distributed
with the 4.x BSD system (Berkeley Software Distribution). This implementation was
1093 first released in 1982 and has survived many significant changes, much fine tuning, and
numerous ports to other Unix and non-Unix systems. This is not a toy implementation,
1097 but the foundation for TCP/IP implementations that are run daily on hundreds of thou-
sands of systems worldwide. This implementation also provides router functionality,
letting us show the differences between a host implementation of TCP/IP and a router.
We describe the implementation and present the entire source code for the kernel
implementation of TCP/IP, approximately 15,000 lines of C code. The version of the
Berkeley code described in this text is the 4.4BSD-Lite release. This code was made pub-
licly available in April 1994, and it contains numerous networking enhancements that
were added to the 4.3BSD Tahoe release in 1988, the 4.3BSD Reno release in 1990, and
the 4.4BSD release in 1993. (Appendix B describes how to obtain this source code.) The
4.4BSD release provides the latest TCP/IP features, such as multicasting and long fat
pipe support (for high-bandwidth, long-delay paths). Figure 1.1 (p. 4) provides addi-
tional details of the various releases of the Berkeley networking code.
1125 This book is intended for anyone wishing to understand how the TCP/IP protocols
are implemented: programmers writing network applications, system administrators
1133 responsible for maintaining computer systems and networks utilizing TCP/IP, and any
programmer interested in understanding how a large body of nontrivial code fits into a
real operating system.

xix
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Organization of the Book

The f figure shows the various protocols and subsystems that are covered. The
italic by each box indicate the chapters in which that topic is described.
2 7 15,16,17 22
mbufs domains socket PCBs
layer
24,25,26
23 27,28,29,30 32
raw
upr Ter sockets
18,19,20 1P multicast 14
routing routing
1 ICMP i 6.8.9 IGMP 13
21 Data 3,4,5 31
ARP Link BPF
media
/1P link
MP, fol-
ith t raw
IP).

Intended Audience

This book assumes a basic understanding of how the TCP /1P protocols work. Readers
unfamiliar with TCP/IP should consult the first volume in this series, [Stevens 1994],

col suite. This earlier referred
current text also assu ¢ under-
That is, in addition to the source code pres
d of the data structures used
h ata structures fit into the oth
nel. Heavy use is made of diagrams throu e text—there are over 250 diagrams.
This data-structures approach allows to use the book in various ways.

Those interested in all the implementation details can read the entire text from start to
finish, following through all the source code. Others might want to understand how the
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. Readers
ens 1994],
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sic under-

approach.
stures and
We show
\d the ker-
diagrams.
ous ways.
ym start to
d how the

xxi

by all the data structures and reading all the
ugh ode.

We anticipate that many readers are interested in specific portions of the book and
will want to go directly to those chapters. Therefore many forward and backward refer-
ences are provided throughout the text, along with a thorough index, to allow individ-

s s.
c ns
E
chapters; most solutions are in Appendix A to maximize the usefulness of the text as a
self-study reference.

Source Code Copyright

All of the source code presented in this book, other than Figures 1.2 and 8.27, is from the
4.4BSD-Lite distribution. This software is publicly available through many sources
(Appendix B).

All of this source code contains the following copyright notice.

*

Copyright (c) 1982, 1986, 1988, 1990, 1993, 1994
The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software
must display the following acknowledgement:

This product includes software developed by the University of
California, Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

LS

EE S S S T S

*

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ‘‘AS IS’'’ AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

* %k kO F

T
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1.1

1.2

Introduction

This chapter provides an introduction to the Berkeley networking code. We start with a
description of the source code presentation and the various typographical conventions
used throughout the text. A quick history of the various releases of the code then lets us
see where the source code shown in this book fits in. This is followed by a description
of the two predominant programming interfaces used under both Unix and non-Unix
systems to write programs that use the TCP/IP protocols.

We then show a simple user program that sends a UDP datagram to the daytime
server on another host on the local area network, causing the server to return a UDP
datagram with the current time and date on the server as a string of ASCII text. We fol-
low the datagram sent by the process all the way down the protocol stack to the device
driver, and then follow the reply received from server all the way up the protocol stack
to the process. This trivial example lets us introduce many of the kernel data structures
and concepts that are described in detail in later chapters.

The chapter finishes with a look at the organization of the source code that is pre-
sented in the book and a review of where the networking code fits in the overall organi-
zation.

Source Code Presentation

Presenting 15,000 lines of source code, regardless of the topic, is a challenge in itself.
The following format is used for all the source code in the text:
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