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Status of this Memo

     This document is an Internet-Draft and is in full conformance with
     all provisions of Section 10 of RFC2026 .

     Internet-Drafts are working documents of the Internet Engineering
     Task Force (IETF), its areas, and its working groups. Note that
     other groups may also distribute working documents as Internet-
     Drafts.

     Internet-Drafts are draft documents valid for a maximum of six
     months and may be updated, replaced, or obsoleted by other docu-
     ments at any time. It is inappropriate to use Internet-Drafts as
     reference material or to cite them other than as "work in pro-
     gress."

     The list of current Internet-Drafts can be accessed at
     http://www.ietf.org/ietf/1id-abstracts.txt

     The list of Internat-Draft Shadow Directories can be accessed at
     http://www.ietf.org/shadow.html .
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1.  Abstract

     The Small Computer Systems Interface (SCSI) is a popular family of
     protocols for communicating with I/O devices, especially storage
     devices.

     This memo describes a transport protocol for SCSI that operates on
     top of TCP.

     The SCSI/TCP protocol aims to be fully compliant with the require-
     ments laid out in the SCSI Architecture Model - 2 [SAM2] document.

2.  Overview

2.1 .  SCSI Concepts

     The endpoint of most SCSI commands is a "logical unit" (LUN). Exam-
     ples of logical units include hard drives, tape drives, CD and DVD
     drives, even printers and processors.

     A "target" is a collection of logical units and is directly
     addressable on the network. The target corresponds to the server in
     the client-server model.

     An "initiator" creates and sends SCSI commands to the target. The
     initiator corresponds to the client in the client-server model.

     A "task" is a linked set of SCSI commands. Some LUNs support multi-
     ple simultaneous tasks. The target uses a "task tag" to distinguish
     between simultaneous tasks. Only one command in a task can be out-
     standing at any given time.

     A SCSI command results in a data phase and a response phase. In the
     data phase, information travels either from the initiator to the
     target, as in a WRITE command, or from target to initiator, as in a
     READ command. In the response phase, the target returns the final
     status of the operation, including any errors. A response ter-
     minates a SCSI command.

2.2 .  SCSI/TCP Functional Overview

     Communication between initiator and target occurs over one or more
     TCP connections. The first TCP connection opened is designated a
     control connection and used for sending control messages, SCSI com-
     mands, and parameters. Additional connections may be opened for
     sending data from the SCSI data phases.
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2.3 .  SCSI/TCP Login

     The purpose of SCSI/TCP login is to create a connection, authenti-
     cate the parties, and authorize the initiator to send SCSI com-
     mands.

     The targets listen on a well-known TCP port for incoming connec-
     tions.  The initiator begins the login process by connecting to
     that well-known TCP port.

     As part of the login process, the initiator and target MAY wish to
     authenticate each other. This can occur in many different ways. For
     example, the endpoints may wish to check the IP address of the
     other party. If the TCP connection uses transport layer security
     [TLS], certificates may be used to identify the endpoints. Also,
     SCSI/TCP includes commands for identifying the initiator and pass-
     ing an authenticator to the target (see Appendix B ).

     Once suitable authentication has occured, the target MAY authorize
     the initiator to send SCSI commands. How the target chooses to
     authorize an initiator is beyond the scope of this document.

     The target indicates a succesful authentication and authorization
     by sending a login response with "accept login".

     After authentication and authorization, other parameters may be
     negotiated using the highly extensible Text Command message that
     allows arbitrary key:value pairs to be passed.

     Finally, if any other TCP control or data connections between the
     initiator and target are currently open, they will be forced closed
     (TCP RST), flushing unacknowledged data.

2.4 .  SCSI/TCP Full Feature Phase

     Once the initiator is authorized to do so, the connection is in
     SCSI/TCP full feature phase. The initiator may send SCSI commands
     to the various LUNs on the target.

     SCSI commands are encapsulated in messages that go over the control
     connection.

     Data phases associated with SCSI commands go over separate data
     connections. Initiators may explicitly request the establishment of
     data connections to targets using the "Open Data Connections" mes-
     sage.  A Target responds by granting some number of data connec-
     tions, (to be established using the well known SCSI/TCP data port),
     and by providing a cookie for the initiator to produce upon
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     establishment of its data connections.

     The targets listen on another well-known TCP port for incoming
     SCSI/TCP data connections. The initiator connects to the well-known
     SCSI/TCP data connection port and provides the cookie it received
     in the "Open Data Connections" response. The cookie occupies the
     first 8 bytes of data sent by the initiator through the data con-
     nection.  The target uses the cookie to match a newly established
     data channel with its corresponding control channel.

2.5 .  SCSI/TCP Connection Termination

     Graceful connection shutdowns are done by sending TCP FINs. Grace-
     ful connection shutdowns MUST only occur when there are no out-
     standing tasks on the connection. A target SHOULD respond rapidly
     to a FIN from the initiator by closing its half of the connection.

     Usually, the initiator will initiate the closing of data channels
     when it no longer needs them for its data transfer operations.
     Similarly, an initiator may initiate the closing of its control
     channel when it has finished all operations with the target device.

     The closing of one data channel has no effect on other data chan-
     nels connecting the initiator and the target.

     A target may wish to close a TCP data connection. Once an initiator
     has received the FIN, it SHOULD not add any more data to be sent
     onto that connection and should close its half of the connection
     when it is done sending the pending data.

     In the case where a control channel is closed, the target should
     clean up all of its state associated with the corresponding initia-
     tor; all outstanding tasks are cancelled and all resources that
     were allocated for the initiator can be freed. Any open data con-
     nections should be forcibly closed (using TCP RST).

2.6 .  Naming

     Domain names, not IPv4 addresses, identify initiator and target
     interfaces.

     In order to express an address that is to be resolved locally
     (without a DNS server), standard conventions are to be used.  For
     example, a domain name of the form d.c.b.a.in-addr.arpa. might
     represent the IPv4 address a.b.c.d.
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