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far more likely to produce a complex family of inter-related concepts with ad-hoc

exceptions. Morelikely, due to the total domain of discourse being so broad, ontology

produced in this mannerwill be extremely context sensitive, leading to many

possibilities for introducing ambiguities and contradictions.

Takinga leaf from ourearlier philosophy of simplification through abstraction

layering, we instead chooseto define a set of ontologies: one per inter-layer boundary.

Figure 7 indicates these ontologies as curved arrowsto theleft of the agentstack.

The communication of factual knowledgeto IAsin the first level of abstraction is

represented by meansof a simple ontology of facts (called the Level 1 Shapes Vector

Ontology). All agents described within this portion of the specification make use of

this mechanism to receive their input. It is worthwhile noting that the knowledge

domaindefined by this ontology is quite rigidly limited to incorporate only a universe

of facts -- no higher-level concepts or meta-concepts are expressible in this ontology.

This simplified knowledge domain is uniform enoughthat a reasonably clean set of

ontological primitives can be concisely described.

Interaction between IA’s isstrictly limited to avoid the possibility of ambiguity. An

agent may freely report outcomes to the Shapes Vector Event Delivery sub-system,

but inter-I[A communication is only possible between agents at adjacent layers in the

architecture.It is specifically prohibited for any agent to exchange knowledge with a

“peer” (an agent within the same layer). If communication is to be provided between

peers, it must be via an intermediary in an upperlayer. The reasons underlying these

rules of interaction are principally that they remove chances for ambiguity by forcing

consistent domain-restricted universes of discourse (see below). Furthermore, such

restrictions allow for optimised implementation of the Knowledge Architecture.
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Onespecific optimisation made possible by these constraints -- largely due to their

capacity to avoid ambiguity and context -- is that basic factual knowledge maybe

represented in termsof traditional context-free relational calculus. This permits the

use of relational database technology in storage and managementof knowledge.

Thus, for simple selection andfiltering procedures on the knowledge base we can

utilise well known commercial mechanisms which have been optimised over a

numberyears rather than having to build a custom knowledge processor inside each

intelligent agent.

Note that we are not suggesting that knowledge processing and retrievalis not

required in an IA. Ratherthat by specifying certain requirementsin a relational

calculus (SQLis a preferable language), the database engine assists by undertaking a

filtering process when presenting a view for processing by the IA. Hence the IA can

potentially reap considerable benefits by only having to process the (considerably

smaller) subset of the knowledge base whichis relevant to the IA. This approach

becomes even more appealing when weconsider that the implementation of choice

for Intelligent Agents is typically a logic language such as Prolog. Such environments

mayincursignificant processing delays due to the heavy stack based nature of

processing on modern Von Neumann architectures. However, by undertaking early

filtering processes using, optimised relational engines and a simple knowledge

structure, we can minimise the total amountof data that is input into potentially time

consuming tree and stack-based computational models.

The placementof intelligent agents within the variouslayers of the knowledge

architecture is decided based upon the abstractions embodied within the agent and

the knowledge transforms provided by the agent. Twocriteria are considered in

determining whether a placementat layer n is appropriate:
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* would the agent be context sensitive in the level n ontology? If so, it should be split

into two or moreagents.

* does the agent perform data fusion from one or moreentities at level n? If so it must

be promotedto at least level n+1 (to adhere to the requirement of no “horizontal”

interaction)

2.2 A Note on the Tardis

A moredetailed description of the Tardis is provided in part 5 of the specification.

The Tardis connects the JA Gestalt to the real-time visualisation system.It also

controls the system’s notion of time in order to permitfacilities such as replay and

visual or other analysis anywhere along the temporal axis from the earliest data still

stored to the current real world time.

The Tardis is unusualin its ability to connect an arbitrary semantic or deduction to a

visual event. It does this by acting as a very large semantic patch-board. The basic

premise is that for every agreed global semantic (e.g. X window packet arrived

[attributelist]) there is a specific slot in an infinite sized table of globally agreed

semantics. For practical purposes, there are 2 slots and therefore the current

maximum number of agreed semantics available in our environment. No slot, once

assigned a semantic, is ever reused for any other semantic. Agents that arrive at a

deduction, which matches the slot semantic, simply queue an eventinto the slot. The

PART 2 OF 2/ APPL-1001 / Page 747 of 1488



PART 2 OF 2 / APPL-1001 / Page 748 of 1488 

WO 02/088926 PCT/AU02/00530

53

visual system is profiled to match visual events with slot numbers. Hence visual

events are matched to semantics.

Asfor the well-known IP numbers and Ethernet addresses, the Shapes Vectorstrategy

is to have incremental assignment of semantics to slots. Various taxonomiesetc. are

being considered for slot grouping. As the years go by,it is expected that someslots

will fall into disuse as the associated semantic is no longer relevant, while others are

added. It is considered highly preferable for obvious reasons, that no slot be reused.

As mentioned, further discussion about the Tardis and its operation can be found in

part 5 of the specification.

3. Inferencing Strategies

The fundamental inferencing strategy underlying Shapes Vectoris to leave inductive

inferencing as the province of the (human) user and deductive inferencing as typically

the province of the IA’s.It is expected that a user of the system will examine

deductive inferences generated bya set of IA’s, coupled with visualisation, in order to

arrive at an inductive hypothesis. This separation of duties markedly simplifies the

implementation strategies of the agents themselves. Nevertheless, we propose further

aspects that may produce a very powerful inferencing system.

3.1 Traditional

Agents can employ either forward chaining or backward chaining, depending on the

role they are required to fulfil. For example, some agents continuously combtheir

views of the knowledge base in attempts to form current, up to date, deductions that

are as “high level” as possible. These agents employ forward chaining and typically

inhabit the lowerlayers of the agent architecture. Forward chaining agents also may

havedata stream inputs from low level “sensors”. Based on these andotherinputs, as
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well as a set of input priorities, these agents work to generate warnings whencertain

security-significant deductions becometrue.

Anotherset of agents within the Shapes Vector system will be backward chaining

(goal driven) agents. These typically form part of the “User Avatar Set”: a collection of

knowledge elements, which attempt to either prove or disprove user queries

(described morefully in Section 8 of this part.).

3.2 Possiblistic

In executing the possiblistic features incorporatedinto the level 2 ontology (described

in Section 7.1 of this part), agents may need to resort to alternative logics. This is

implied by the inherent multi-valued nature of the possiblistic universe. Where a

universe of basic facts can be described succinctly in terms of a fact existing or not

existing, the situation is more complex when symbolic possibility is added. For our

formulation we chose a three-valued possiblistic universe, in which a fact may be

existent, non-existent, or possibly existent.

To reason in such a universe we adopt two different algebra’s. Thefirst a simple

extension of the basic principle of unification commonto computationallogic. Instead

of the normalassignation of successful unifaction to existence and unsuccessful

unification to non-existence, we adoptthe following:

© successful unification implies existence,

* the discovery of an explicit fact which precludes unification implies non-

existence(this is referred to this as a hardfail),

* unsuccessful unification without an explicit precluding case implies possible

existence (this is referred to as a soft fail)
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A second algebra, which maybe used to reason in the possiblistic universe, involves a

technique knownas “predicate grounding” in which a user-directed pruning of a

unification search allowsfor certain specified predicates to be ignored (grounded)

whenpossibilities are being evaluated.

3.3 Vectors

Agents operating at higher levels of the Shapes Vector Knowledge Architecture may

require facilities for reasoning about uncertain and/or incomplete information in a

more continuous knowledge domain. Purely traditional forward or backward

chaining does noteasily express such reasoning, and the three-valued possiblistic

logic may lack the necessary quantitative features desired. To implementsuch agents

an alternative inferencing strategy is used based upon notions of vector algebra in a

multi-dimensional semantic space. This alternative strategy is employed in

conjunction with more conventional backward chaining techniques. The use of each of

the paradigms is dependent on the agent, and the domain of discourse.

Our vector-based approachto inferencing revolves around constructing an abstract

space in which relevant facts and deductions may be represented by geometrical

analogues(suchas points and vectors), with the properalgebraic relationships

holding true. In general, the construction of such a spacefor a large knowledge

domainis extremely difficult. For Shapes Vector, we adopt a simplifying strategy of

constructing several distinct deductive spaces, each limited to the (relatively small)

domain of discourseof a single intelligent agent. The approach is empirical and is

only feasible if each agentis restricted to a very small domain of knowledgeso that

construction of its space is not overly complex.

The definition of the deductive space for an IA is a methodical and analytical process

undertaken during the design of the agentitself. It involves a consideration of the set
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of semantic concepts (“nouns”) whichare relevant to the agent, and across which the

agent’s deductions operate. Typically this concept set will contain elements of the

agent’s layer ontology as well as nouns which are meaningful only within the agent

itself. Once the agent’s concept set has been discovered, we can identify within it a

subset of ‘base nouns’ -- concepts which cannotbe defined in terms of other members

of the set. This identification is undertaken with reference to a semi-formal

‘connotation spectrum’ (a comparative metric for ontological concepts).

Such nouns have two important properties:

* each is semantically orthogonal to every other base noun, and

* every memberof the concept set which is not a base noun can be described as a

combination of two or more base nouns.

Collectively, an 1A’s set of n base nouns defines a n-dimensional semantic space (in

which each base noun describes an axis). Deductions relevant to the agent constitute

points within this space; the volume boundedbyspatial points for the full set of agent

deductions represents the sub-space of possible outputs from that agent. A rich set of

broad-reaching deductions leads to a large volumeof the space being covered by the

agent, while a limited deductionset results in a very narrow agent of more limited

utility (but easier to construct). Our present approach to populating the deductive

space is purely empirical, driven by human expert knowledge. The onus is thus upon

the designer of the LA to generate a set of deductions, which (ideally) populate the

space in a uniform manner.

In reality, the set of deductions that inhabit the space can become quite non-uniform

(“clumpy”) given this empirical approach. Hence rigorous constraint on the domain

covered by an agentis entirely appropriate. Of course this strategy requires an
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appropriate mechanism at a higher abstract layer. However, the population of a

higher layer agent can utilise the agents below them in a behavioural manner thereby

treating them as sub-spaces.

Once an agent’s deductive space has been constructed and populated with deductions

(points), it may be used to draw inferences from observedfacts. This is achieved by

representingall available and relevant facts as vectors in the multi-dimensional

semantic space and considering how these vectors are located with respect to

deduction points or volumes. A set of fact vectors, when added using vector algebra

may precisely reach a deduction point in the space. In that situation, a deductive

inference is implied. Alternatively, even in the situation where no vectors or

combinations of vectors precisely inhabits a deduction point, more uncertain

reasoning can be performed using mechanisms such as distance metrics. For example,

it may be implied that a vector, which is “close enough” to a deduction point, is a

weak indicator of that deduction. Furthermore, in the face of partial data, vector

techniques may be used to hone in on inferences by identifying Facts (vectors),

currently not asserted, which would allow for somesignificant deduction to be

drawn.Sucha situation mayindicate that the system should perhapsdirect extra

resources towardsdiscovering the existence (or otherwise) of a key fact.

The actual inferencing mechanism to be used within higher-level Shapes Vector

agents is slightly more flexible than the scheme we have described above. Rather than

simply tying facts to vectors defined in terms of the IA’s base nouns, we can define an

independentbutspatially continuous ‘fact space’. Figure 8 demonstrates the concept:

a deductive space has been defined in terms of a set of base nouns relevant to the JA.

Occupying the same spatial region is a fact space, whose axes are derived from the

agent's layer ontology. Facts are defined as vectors in this second space:thatis, they

are entities fixed with respect to the fact axes. However, since the fact space and

deduction space overlap, these fact vectors also occupy a location with respect to the
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base nounaxes.It is this location which we use to make deductive inferences based

uponfact vectors. Thus, in the Figure, the fact that the observed fact vector (arrow)is

close to one of the deductions (dots) may allow for assertion of that deduction with a

particular certainty value (a function of exactly how close the vector is to the

deduction point). Note that, since the axes of the fact space are independentof the

axes of the deductive space,it is possible for the formerto vary (shift, rotate and/or

translate, perhaps independently) with respect to the latter. If such a variation occurs,

fact vectors (fixed with regard to the fact axes) will have different end-points in

deduction-space. Therefore, after such a relative change in axes, a different set of

deductions may be inferred with different confidence ratings. This mechanism of

semantic relativity may potentially be a powerful tool for performing deductive

inferencing in a dynamically changing environment.

Aninteresting aspect of the preferred approach to vector-based deductive inferenceis

that it is based fundamentally upon ontological concepts, which can in turn be

expressed as English nouns.This has the effect that the deductions made by an agent

will resemble simple sentences in a very small dialect of pseudo-English. This

language may be a useful medium for a humanto interact with the agent ina

relatively natural fashion.

While the inferencing strategy described above has some unorthodox elementsinits

approachto time-varying probabilistic reasoning for security applications, there are

more conventional methods that may be used within Shapes Vector IA’s in the

instance that the methodfalls short of its expected deductive potential. Frame based

systemsoffer one well understood (although inherently limited) alternative paradigm.

Indeed,it is expected that some IA’s will be frame based in any case (obtained off the

shelf and equipped with ontology to permit knowledge transfer with the knowledge

base).
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As described above, the vector-based deductive engine is able to make weak

assertions of a deduction with an associated certainty value (based on distancesin n-

Dimensional space). This value can be interpreted in a variety of ways to achieve

different flavours of deductive logic. For example, the certainty value could

potentially be interpreted as a probability of the assertion holding true, derived froma

consideration of the current context and encoded world knowledge. Such an

interpretation delivers a true probabilistic reasoning system. Alternatively, we could

potentially consider a more rudimentary interpretation wherein we consider

assertions with a certainty above a particular threshold (e.g. 0.5) to be “ possible”

within a given context. Underthese circumstances, our system would deliver a

possiblistic form of reasoning. Numerousother interpretations are also possible.

3.4 Inferencing for Computer Security Applications

As presented, our JA architecture is appropriate to knowledge processing in any

number of domains. To place the work into the particular context, for whichit is

primarily intended, we will now consider a simple computer security application of

this architecture.

One common,butoften difficult, task facing those charged with securing a computer

networkis detecting access of network assets which appears authorised (e.g¢., the user

has the proper passwordsetc) but is actually malicious. Such access incorporates the

so-called “insider threat” (i.e., an authorised user misusing their privileges) as well as

the situation where confidentiality of the identification system has been compromised

(e.g., passwords have been stolen). Typically, Intrusion Detection Systems are not

good at detecting such security breaches, as they are purely based on observing

signatures relating to improperuseortraffic.

Shapes Vector’s comprehensive inferencing systems allow it to deduce a detailed

semantic model of the network under consideration. This model coupled with a user’s
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inductive reasoning skills, permits detection of such misuse even in the absence of any

prior-known“signature”.

This application of Shapes Vector involves constructing a Gestalt of Intelligent Agents

that are capable of reasoning aboutrelatively low-level facts derived from the

network. Typically these facts would be in the form of observations of traffic flow on

the network. Working collaboratively, the agents deduce the existence of computers

on the network andtheir intercommunication. Other agents also deduceattributes of

the computers and details of their internal physical and logical states. This

information serves two purposes:oneis to build up a knowledgebase concerning the

network, and anotheristo facilitate the visualisation of the network. This latter output

from the agents is used to construct a near real-time 3D visualisation showing the

computers and network interfaces knownto exist and their interconnection. Overlaid

onto this “map” is animation denoting the traffic observed by the agents,classified

accordingto service type.

Observing such a Shapes Vector visualisation a user may note somevisual aspect that

they consider being atypical. For example, the user may note a stream of telnet

packets (whichitself might be quite normal) traversing the network between the

primary network server and node which the visualisation shows as only a network

interface. The implications of such an observation are that a nodeon the networkis

generating a considerable body of data, but this data is formatted such that none of

the Shapes Vector agents can deduce anything meaningful about the computer issuing

the traffic (thus no computer shapeis visualised, just a bare networkinterface).

The human user mayconsiderthis situation anomalous: given their experience of the

network, most high volumetraffic emitters are identified quickly by one or more of

the various IAs. While the telnet session is legitimate, in as muchas the proper

passwordshavebeen provided,the situation bears further investigation.
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To probe deeper, the User Avatar component of Shapes Vector, described morefully

in Section 8 in Part 2 of the specification, can be used to directly query the detailed

knowledge base the agents have built up behindto the (less-detailed) visualisation.

The interaction in this situation might be as follows:

human> answer what Useris-logged-into Computer “MainServer”?

gestalt> Relationship is-logged-into [User Boris, Computer MainServer]

This reveals a user namefor the individual currently logged into the server. A further

interaction mightbe:

human>find all User where id=”Boris”?

gestalt> Entity User (id=Boris, name=”Boris Wolfgang”, type=”guest user”)

An agent has deducedat somestage of knowledge processing that the user called

Boris is logged in using a guest user account. The Shapes Vector user would be aware

that this is also suspicious, perhapseliciting a further question:

human> answer what is-owned-by User Boris”?

gestalt> Relationship is-owned-by [File passwords, User Boris]
Relationship is-owned-by [Process keylogger, User Boris]
Relationship is-owned-by [Process passwordCracker, UserBoris]

The facts have, again, been deduced by one or moreof the IA’s during their

processing of the original network facts. The human user, again using their own

knowledge and inductive faculties, would become more suspicious. Their level of

suspicion might be such that they take action to terminate Boris’ connection to the

main server.
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In addition to this, the user could ask a range of possiblistic and probabilistic

questions aboutthe state of the network, invoking faculties in the agent Gestalt for

more speculative reasoning.

3.4 Other Applications

The IA architecture disclosed herein lendsitself to other applications. For example,it

is not uncommon for the Defence community to have many databases in just as many

formats.It is very difficult for analysts to peruse these databases in order to gain

useful insight. There has been mucheffort aimed at considering how particular

databases maybestructured in order for analysts to achieve their objectives. The

problem has proved to be difficult. One of the major hurdlesis that extracting the

analysts’ needs and codifying them to structure the data leadsto different

requirements not only betweenanalysts, but also different requirements depending

on their current focus. One of the consequencesis that in order to structure the data

correctly, it must be context sensitive, which a relational database is not equipped to

handle.

Shapes Vector can overcome manyof the extantdifficulties by permitting knowledge

and deductionrules to be installed into an IA. This IA, equipped with a flexible user

interface andstrictly defined query language, can then parse the data in a database in

orderto arrive at a conclusion. The knowledgerules and analyst-centric processing

are encodedin the IA, not in the structure of the database itself, which can thus

remain context free. The Shapes Vector system allows incremental adjustmentof the

IA without having to re-format and restructure a database through enhancementof

the IA, or throughan additional IA with relevant domain knowledge. Either the IA

makes the conclusion, or it can provide an analyst with a powerful tool to arrive at

low level deductions that can be used to arrive at the desired conclusion.
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4. Rules for Constructing an Agent

In Section 2 of this part of the specification, several rules governing agents were

mentioned, e.g. no intra level communication and each agent must be context free

within its domain of discourse. Nevertheless, there are still a numberof issues, which

need clarification to see how an agent can be constructed, and someof the resultant

implications.

In a preferred arrangement the three fundamental rules that govern the construction

of an agentare:

1. All agents within themselves mustbe contextfree;

2. If a context sensitive rule or deduction becomes apparent, then the agent must be

split into two or moreagents;

3. No agent can communicate with its peers in the samelevel. If an agent’s deduction

requires input from a peer, then the agent must be promotedto a higherlevel, or a

higherlevel agent constructed which utilises the agent and the necessary peer(s).

In our current implementation of Shapes Vector, agents communicate with other

entities via the traditional UNIX sockets mechanism asan instantiation of a

componentcontrol interface. The agent architecture does not preclude the use of third

party agents or systems. The typical approachto dealing with third party systemsis

to provide a “wrapper” which permits communication between the system and

Shapes Vector. This wrapper needsto be placed carefully within the agent hierarchy

so that interaction with the third party system is meaningful in terms of the Shapes

Vector ontologies, as well as permitting the wrapperto act as a bridge between the

third party system and other Shapes Vector agents. The wrapper appearsas just

another SV agent.
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One of the main implications of the wrapper system is that it may not be possible to

gain accessto all of the features of a third party system.If the knowledge cannot be

carried by the ontologies accessible to the wrapper, then the knowledge elements

cannot be transported throughoutthe system. There are several responses to such
cases:

1. The wrapper maybeplaced at the wronglevel.

2. The Ontology maybe deficient and in needof revision.

3. The feature of the third party system maybeirrelevant and therefore no

adjustments are required.

5. Agents and Time

In this section wediscuss the relationship between the operation of agents and time.

The two main areas disclosed are howthe logic based implementation of agents can

handle data streams without resorting to an embedded, sophisticated temporallogic,

and the notion of synthetic time in order to permit simulation, and analysis of data

from multiple time periods.

5.1 Data Streams and IA’s

Oneof the fundamental problems facing the use of IA’s in the Shapes Vector system is

the changingstatus of propositions. More precisely, under temporalshifts, all “facts”

are predicates rather than propositions. This issue is further complicated when we

consider that typical implementations of an IA do not handle temporal data streams.

Weaddress this problem by providing each [A with a “time aperture” over whichit is

currently processing. A user or a higher level agent can set the value of this aperture.
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Any output from an IA is only relevantto its time aperture setting (Figure 10). The

aperture mechanism allowsthe avoidanceof issues such as contradictions in facts

over time, as well providinga finite data set in whatis really a data stream.In fact, the

mechanism being implemented in our system permits multiple, non-intersecting

apertures to be defined for data input.

With time apertures, we can “stutter” or “sweep” along the temporal domain in order

to analyse long streams of data. Clearly, there are a numberof issues, whichstill must

be addressed. Chief amongst these is the fact that an aperture may be set which does

not, or rather partially, covers the data set wherebya critical deduction must be made.

Accordingly, strategies such as aperture change and multiple apertures along the

temporal domain must be implemented in orderto raise confidence that the relevant

data is inputin orderto arrive at the relevant deduction.

While we are aware that we can implement apertures in order to supply us with

useful deductions for a numberof circumstances,itis still an open question on how to

achieve an optimal set of sweepstrategies for a very broad class of deductions where

confidence is high that we obtain what weare scanning for. One area, which comesto

mind,is the natural “tension” between desired aperture settings. For example, an

aperture setting of 180 degrees(ie., the whole fact space) is desirable as this considers

all data possible in the stream from the beginning of the epoch of capture to the end of

time, or rather the last data captured. However, this setting is impractical from an

implementation point of view, as well as introducing potential contradictions in the

deductive process. On the other hand, a very small aperture is desirable in that

implementationis easy along with fast processing, but can result in critical packets not

being included in the processing scan.

Initial test of an agent, which understands portions of the HTTP protocol, has yielded

anecdotal evidence that there may be optimum aperturesettings for specific domains
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of discourse. HTTP protocol data from a large (5GB) corpus were analysed for a large

network. It was shown that an aperture setting of 64 packets produced the largest set

of deductions for the smallest aperture setting while avoiding the introduction of

contradictions.

The optimal aperturesetting is of course affected by the data input, as well as the

domain of discourse. However, if we determine that our corpusis representative of

expected traffic, then default optimal aperture setting is possible for an agent. This

aperture setting need only then be adjusted as required in the presence of

contradicting deductions or for special processing purposes.

5.2 Temporal Event Mapping for Agents

In the previous section, we discussed how an agent could havetime apertures in

order to process data streams. Theissue of time is quite important, especially when

considering that it takes a finite amountof time for a set of agents to arrive at a

deduction and present a visualisation. Also, a user may wish to replay events at

different speedsin order to see security relevant patterns. To provide such facilities in

Shapes Vector, we introduce the notion of a synthetic clock. All entities in the system

get their current time from the synthetic clock rather than the real system clock. A

synthetic clock can beset arbitrarily to any of the current or past time, andits rate of

changecanalso be specified.

A synthetic clock allowsa user to run the system at different speeds and set its notion

of time for analysing data. The synthetic clock also permits a variety of simulations to

be performed under a number of semantic assumptions (see Section 7 of this part of

the specification)
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The aboveis all very well, but Shapes Vector mayat the sametimebeutilised for

currentreal-time network monitoring as well as running a simulation. In addition, the

user maybeinterested in correlating past analysis conditions with current events and

vice versa. For example, given a hypothesis from an ongoing analysis, the user may

wish to specify that if a set of events occur in specific real-time windowsbased on past

event temporalattributes or as part of an ongoing simulation, then an alarm should be

given andthe results or specific attributes can flow bi-directionally between the past

event analysis and the current event condition. Hence Shapes Vector should be able to

supply multiple synthetic clocks and the agent instances running according to each

clock mustbe distinguishable from each other. All synthetic clocks are contained in

the Tardis that is discussed in detail in Part 5 of this specification.

6. Implications for Higher Level Agents

The criterion that all agents must be contextfree is in fact, not fully achievable. There

are a numberof influencing factors, but chief amongst these is time. An agent judged

to be context free one year, may not be context free later in its lifecycle, despite no

change to its content. For example, consider a simple agent responsible for analysing

the headers of webtraffic (HTTP) to determine which requests wentvia a proxy

server. At the time such an agentis written it may be context free (or more precisely

it’s context is the universally accepted rules of HTTP transactions). However, future

changes to the HTTP protocol or to the commonpractices used by web browsers or

servers may cause it to become context sensitive despite no changesto the agentitself.

Thatis, all deductions produced by the agent becometrue, only in the context of “how

HTTP workedat the time the agent waswritten”.

The abovetends to encourageall agents to hold only one simple or “atom” deduction.

This then ensures context freedom overa very long period of time. However, there are

at least a couple of practical difficulties to such an approach:
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1. A definition of what constitutes an atom deductionthatis valid for all of the

architecture must be determined;

2. A very sophisticated criterion for placement of agents within the agent hierarchyis

neededto the extent that a complete metalogic of semantics right across the agent

architecture would be needed (practically impossible).

7. Higher Level Ontologies

Detail of how the ontologies contribute to the functioning of the Agent architectureis

disclosed in this section. In particular, there is focus on the ontologies abovelevel 1,

and provisionof a brief discourse of the two lowestlevels.

7.1 Level 2

In developing the level 2 ontology, it became apparent that attempting the same

approachas for level 1 would not work. Level 1 focuses very much on “concrete”

objects (e.g. modems, computer) and deterministic concrete relationships(e.g.

connection) in the form ofa traditionalfirst order logic. Adopting a similar approach

for level 2 proved difficult in the light of the desirable criteria for higher level

ontologies, namely that they should:

* Seek to embodya higherlevel of abstraction (relative to the previous, lower, level

ontologies).

* Seek description in terms of “atomic” relationships for each abstraction level, from

which more complex relationships can bebuilt.

* Offer opportunities for fusion activities, which cannot be handled at, lower layers

(since they would be context sensitive).
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Given the abovecriteria, the identification of a set of orthogonal, higher-level object

types or classes on which to base a context-free level 2 ontology was problematic. A

more promising constructive methodology for level 2 wasto focus less on objects in

and of themselves(as the level 1 ontology had done) andinstead to identify a set of

fundamental operations andrelationships. That is, to move towards a description in

termsof higher-levellogics.

The chosen approachfor constructing the level 2 ontology was to consider the types of

knowledge-basedrelations and operators an agent operating at level 2 would require

to support Shapes Vector’s security mission. Such agents would necessarily need to

conduct semantic manipulations of basic objects and concepts embodied in level 1.

Operators that remain generic (like those in level 1) were preferred over security-

specific semantics. The key operators and relations present within the ontology are:

7.1.1 Relationships

These relationships may appearin both ontological statements (assertions) and also as

clauses in ontological queries.

* Simple Set Theoretic Operators. A suite of commonset-basedrelationships are

incorporated, including set membership (Member_of), set disjunction

(Intersection_of), set conjunction (Union_of), and Cartesian_product_of. These

relationships provide the traditional basis for constructing more complex semantic

relationships. Using such relationships we can, for example, express that computer

“dialup.foo.net.au” is a memberof the set of computers that have sent suspicious mail

messages to server “www.bar.com”in the past day.

* Consistency Operators: Consistent_with, Inconsistent_with. The use of these

relationships takes the form “X consistent _with Y” or “X inconsistent_with Y”. Since

we are at a higherlevel, it is clear that contradictions will become apparent which are

either invisible to the lower level agents, or as a result of their aperture settings,
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caused by a temporal context sensitivity. For example, we can use the operator to

express the fact that a conclusion madeby an e-mail agent that an e-mail originated at

“nospam.com”is inconsistent with another observation madebya different agent that

webtraffic from the same machinereports its name as “ dialup.foo.net.au”.

It is important to distinguish between this relationship andthetraditional logical

implies. We cannot constructa practical implementation of implies in our system. There

are several well-knowndifficulties such as an implementation of a safe form of the

“not” operator. Hence we have avoided the issue by providing a morerestricted

operator with a specific semantic which nevertheless serves our purposesfor a class of

problems.

* Based_on. The above Consistent_with and Inconsistent_with relationships are not

sufficient for expressing practical semantics of consistency in Shapes Vector. Given the

broad ranging domains of lowerlevel agents, these relationships beg the question

“consistent (or inconsistent) under what basis?”. Hence the Based_on clause whichis

used in the following manner “X Consistent_with Y Based_on Z”. The rules of sucha

logic may be derived from humanexpert knowledge, or may be automatically

generated by a computational technique able to draw consistency relationships from a

corpusof data. Here, Z represents consistency logic relevant to the particular context.

An implication is that a simple form of type matching is advisable in order to prevent

useless consistency logics being applied to elements being matched for consistency.

The type matching can be constructed by utilising the set theory operators.

° Predicated Existential Operator: Is_Sufficient_for. This relationship takes the form “X

is_sufficient_for Y” and encapsulates the semantics that Y wouldbetrueif X could be

established. Thatis, it is used to introduce a conditional assertion of X predicated on

Y. This facility could be used, for example, to report that it would be conclusively
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shownthat computer “dialup.foo.net.au” was a web serverIF it were observed that

“dialup.foo.net.au” had sent HTMLtraffic on port 80.

* Possiblistic Existential Operator: Possible (X). This relationship serves to denote that

the fact contained within its parentheses has been deemedto be a definite possibility.

Thatis, the generator of the statement has stated that while it may not be able to

conclusively deduce the existence of the fact, it has been able to identify it asa

possibility. This relationship is necessary in orderto be able to handle negation and

the various formsof possibility. Further discussion appears below. Any fact

expressible in the level 1 or level 2 ontology may be placed within a Possible

statement. The most typical use of this operator would be in a response toa

possiblistic query (see below). Note that the possibility relation does not appear as an

operator in a query.

7.1.2 Interrogative Operators

The aboverelationships (except for Possible) also appear as operators in queries made

to the Agent Gestalt at level two. However, there are a numberof operators, which do

not have a correspondingrelation in the ontology. These are now

discussed:

* the usual boolean operators which can also be expressed in terms of set theory are

supplied.

* asserting (Y). This unary operator allows us to ask whether the proposition X is true

if we assumeY is a given (ie. whether X can be established through the temporary

injection of fact Y into the universe). Y may or may notbe relevant in deciding the

truth of X hence the operatoris in stark contrast to the Is_Sufficient_For relation

wherethe truth of Y directly implies the truth of X. There are someinteresting

complexities to implementing the asserting operator in a Prolog environment. The
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assertion must take place in a mannersuchthat it can override a contraryfact. For

most implementations, this means ensuringthatit is at the head of any identical

clauses. One of the implementation methodsis to first work out whether Y is true in

the first place andif not, place in a term with a different arity and direct the query to

the new term in order to bypass the other search paths.

* Is_it_possible. This operator allows for possiblistic queries. It takes the form

“Is_it_possible X” where X maybe anylevel 1 or level 2 ontological construct.

Specifically, ontological relationships may be used,e.g., “Is_it_possible X [relationship

(e.g. Member_of)] Y” . Is_it_possible can be used in conjunction with the asserting

operator(e.g. Is_it_possible X [operator] Y asserting Z) to perform a possiblistic query

where one or more facts are temporarily injected into the universe. Using this operator

wecan, for example, issue a query asking whetherit is possible that computer

“dialup.foobar.net.au” is a web server. Furthermore we could ask whether based on

an assumption that computer“dialup.foo.net.au” is connected via a modem,the

computer makes use of a web proxy. Is_it_possible provides a means for returning

results from predicates as ground facts rather than insisting that all queries resolve to

an evaluated proposition (see Section 3.2 of this part). The evaluation result of a query

of this nature will return either no, or maybe. The maybe result occursif it is possible
or there is no condition found which bars the condition, or no if a condition can be

foundin the universe preventing its possibility.

* Is_it_definitely_possible. This operator is not orthogonalto the previous one. The

evaluation result is either yes, or no. The difference between this operator and the

previous oneis that for it to return true, there must be a set of conditions in the

universe which permit the result to be true, and the relation possibility exists.

e¢ Under_what_circumstances. This operator provides for a reverse style of possiblistic

querying in whicha target fact is given and the queried entity is called upon to
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providethelist of all conditions that would need to hold true for that fact to be

established. For example we can ask under whatconditions wouldit be conclusively

true that a guest user had remotely logged into the computer “dialup.foobar.net.au”.

* Not is one of the more interesting operators. There has been muchdiscussion over

the years on how to implementthe equivalent of logical negation. The problems in

doing so are classic and no generalsolution is disclosed. Rather, three strategies are

generated that provide an implementation approach, whichsatisfies our requirement

for a logical negation operator. For the Shapes Vector system, any Not operatoris

transferred into a possiblistic query utilising negation as failure. Not(x)is

transformed to the negation of Is_it_possible (X). This is where negation operation

maps ‘no’ to ‘yes’, and maps ‘maybe’ to ‘maybe’. Doing so requires us to have the user

makean interpretation of the result based on fixed criteria. However,it is claimed that

such an interpretation is simple. For example: a user may inquire as to whetherit is

“not true that X is connected to Y”. This would be transformed into a query as to

whetherit was possible that X is connected to Y and the result of that second query

negated. If the system determined that it might be possible that X is connected to Y,

the final response would bethat it might be possible thatit is “not true that X is

connected to Y.” Alternatively, if it could be established that the connection was not

possible, the final response would beyesit is “not true that X is connected to Y.”

The abovepossibility operators cause some interesting implementationissues.It

needs to be possible to detect the reason why a queryfails, ie. did it fail due toa

condition contradicting success (hardfail), or that simply all goals are exhausted in

trying to find a match (softfail). As a partial solution to this issue, we must add to the

criteria for constructing an agent. A further criterion is that an agent's clauses are

constructed in twosets: case for the positive, and case for the negative. We attemptto

state explicitly the negative aspects. These negative clauses, if unified, cause a hard

fail to be registered.It is fairly simple to deduce here that we cannot guarantee
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completeness of an agent across its domain of discourse. However,a soft fail

interpretation due to incompletenessof the part of the agent remains semantically

consistent with the logic and the response to the user.

7.2 Level 3 and Above

Ascan be seen, the main characteristics of level 2 when comparedtolevel 1 are the

inclusion of possibilistic reasoning and the introduction of the ability to define

semantics for consistency. If we carry this abstraction path(ie. first order logic to

possibilistic logic) one step further we can surmise that the next fundamental step

should be an ontology which deals with probabilistic logic. For example, semantics to

support opcrators such as “likely”.

Initial operators designated for level three include “is it likely” which hasa set of

qualifiers in order to define what “likely” means. Interpretation based on specific user

profiles will be needed hence user Avatars (see next section in this portion of the

specification) are present in orderto help interpret abstract user queries into precise,

complex ontology.It is suggested that any levels beyond this become much more

mission specific and will begin to include security specific relationships.

In actualfact, the labelled levels “2” and “3” may not be actually be located

consecutively at the second and third layers of the agent hierarchy. Due to the need

for avoiding context sensitivity within a level when introducing new agents, there will

alwaysbe a needto introduce intermediate levels in orderto cater for fusers in a way

that does not necessitate the expansion of the adjacent levels’ ontologies. Hence we

refer here to the labels “level 2” and “level 3” as ontological delineators. Indeed,

current expectations are that the possibilistic reasoning parts of an ontology will be

introduced aroundlevelsix due to fusing agents whichareto be introduced for

Shapes Vector’s security mission.
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7.3 An Example of Possiblistic Querying

Consider a simple IA/fuser designed to accept input from two knowledge sources

-- one describing network hosts and the ports they listen on, and another describing

local file system accesses on a network host. By fusing such inputs, the agent deduces

situations where security has been compromised.

Such an agent may contain the following rules (specified here in pseudo-English):

In reality, the deductive rules within such an agent would be considerably more

complex and would involve many additional factors. The rules are simplified here for

illustrative purposes.

1. If a process Y listens on port P AND P is NOTa recognised port < 1024 THEN

Y is a “non-system daemon”.

2. If a process Y is a non-system daemon AND Y wrote to system file F THEN Y

“corrupted”F,

Consider the situation where, in analysing the data for a time window, the agent

receives the following input:

e Process 1234 listens on port 21

e Process 3257 has written to !letc/passwd

e Process 1234 has written to /etc!passwd

e Process 3257 listens on port 31337

e Process 987 listens on port 1022

e Port 21 is a recognised port

The following possiblistic queries may be issued to the agent:

Is it possible Process 1234 corrupted /etc/passwd?
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In this case, the agent would generate a HardFail (i.e. a “definite no”) since a

contradiction is encountered. The relationship “corrupted” can only be true if Rule 1

has classified Process 1234 as a “non-system daemon”, but that can only happen if

Port 21 is not “recognised”. This last fact is explicitly contradicted by the available

facts.

Is_it_possible Process 987 corrupted /etc/passwd?

In this case, the agent would generate a Soft Fail (i-e., a “maybe”) since, while no

contradiction is present, neither is there sufficient evidence to conclusively show

Process 987 has corrupted /etc/passwd. Rule 1 can classify Process 987 as a non-

system daemon, but there are no observations showing that Process 987 wrote to

/etc/passwd (which doesnot, in itself mean that it did not, given the agent’s

inherently incomplete view of the world).

Under_what_circumstances could Process 987 have corrupted /ete/passwd?

In this case the agent would respond with the fact “Process 987 has written to

/etc/passwd”, whichis the missing fact required to showthat the process corrupted

/etc/passwd.

Is it possible Process 3257 corrupted /etc/passwd?

Notonly is it possible that Process 3257 could have corrupted thefile, there is

sufficient evidence to showthatit definitely occurred. That is, under normal predicate

logic the rules would deduce the “corrupted”relationship. However, since the

Is_It_Possible operator replies either “no or “maybe”, the agentin this case replies

“maybe”.

Can you show that Process 3257 corrupted /etc/passwd?
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This is a straight predicate (i.e., non-possiblistic) query. Since the facts support a

successful resolution under the Rules 1 and2, the agent replies “yes”.

74 An Example of the Use of Consistency

In this section, we describe a simple example showingthe utility of the consistency

logic for a security application.

Consider the case of a simple consistency agent, which understandsthe basics of the

TCP protocol, and in particular is aware of the traditional “three-way handshake”

involved in the establishment of a TCP connection. This agent would be able to

recognise valid handshakes and report the consistency of the packet sequences they

comprise. Consider the following input to such an agent:

° Packet L1 (type="TCP SYN”)

° Packet L2 (type=”"TCP SYN ACK”)

° L2 directly-follows L1

° Packet L3 (Type=”TCP ACK”)

° L3 directly-follows L2

For this input, the agent will recognise the validity of this handshake and beable to

report consistency of the packet sequences bystating:

(L2 directly-follows L1) Consistent_with (L3 directly-follows L2) Based_on “TCP
Handshake (Packet L1 (type=\"TCP SYN\”), Packet L2 (type=\”TCP SYN
ACK\”), Packet L3 (Type=\”TCP ACK\”))”

Alternatively, the same agent could be presented with an invalid handshakeas input,

for example:

e Packet X1 (type="TCP SYN”)

e Packet X2 (type="TCP SYN ACK”)

° X2 directly-follows X1

e Packet X3 (Type="TCP RST”)
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° X3 directly-follows X2

In this case the agent would recognisethat it is invalid for a TCP implementation to

complete two parts of the handshake and then spontaneously issue a Reset packet’0.It

would represent this inconsistency by reporting:

(X2 directly-follows Xl) Inconsistent_with (X3 directly-follows X2) Based_on “TCP
Handshake (Packet X1 (type=\"TCP SYN\”), Packet X2 (type=\"TCP SYN
ACK\”), Packet X3 (Type=\"TCP RST\”))”

Such a statement of inconsistency may be directly interrogated by a user interested in

anomaloustraffic, or alternatively passed as input toaset of security-specific agents,

which would correlate the observation with other input.

Aninteresting implementation issue arises when weconsider the construction of

consistency assertions. The numberof assertions to describe consistency, e.g. for

TCP/IP traffic, may be very large, or dependenton specified environments andit

could be data driven. There is a surprisingly simple possibility for the automatic

generation of consistency assertion sets. Very preliminary investigation has indicated

that data mining methods on designated standard data corpusare very suited for

generating assertion sets, which may then be used as the consistency logic. Data

mining is extensively used in detecting variancesin traffic, but has been less

successful in detecting intrusions. However, data mining has shown to be very

successful in characterising data, and thus is proving an exciting possibility for use in

the Shapes Vector system for describing bases of consistency.

8. User Avatars

It is necessary to have anintelligent interface so that the user may interact with the

agents as a Gestalt. Accordingly, a set of user avatars is constructed. These avatars

preferably contain a level of intelligent processing as well as the usual query parsing

as a result of in one example, commercial voice recognition packages. In order to

maintain consistency, user avatars are apparentatall levels in the ontologies. This
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permits cach avatarto be able to converse with the agents at its level, while still

permitting control and communication methods with avatars above and below. Put

simply, the same reasons for developing the agent hierarchy are applied to the avatar

set. Given the nature of an avatar, it may be argued by somethatthereis little

difference between an agent in Gestalt, and the avataritself. Avatars and Gestalt

agents are distinguished by the following characteristics:

¢ Agents deal with other agents and Avatars.

¢ Avatars deal with agents and users.

¢ Avatars can translate user queries into precise ontology based on specific user

driven adaptive processes to resolve context.

¢ Further to the above, Avatars store user profiles in a mannerso as to interpret

different connotations based on specific user idiosyncrasies. For example, the use of

the probabilistic logic based queries where the term likely can be weighted differently

according to each user.

Oneofthe activities expected of Avatars in the Shapes Vector system is to modify

queries so that they may be made moreprecise before presentation to the Gestalt. For

example, at a high layer of abstraction, a user mayinitiate the query “I have observed

X and Y, am I being attacked?”. An Avatar, givenauser profile, may modify this

query to “Given observations X, Y, based on Z,is it likely that a knownattack path

exists within this statistical profile”.

9. Further Comments on the Architecture

The hierarchical layering of the architecture with interleaved ontologies provides a

strong advantage to Shapes Vector. Each ontology providesa filtering process for the

deductions and knowledge transfer between levels. This helps “stabilise” and reduce

context sensitivity. It also permits a strong methodfor checking the validity of

componentconstruction. However, a price is paid: the filtering between layers implies

that the potential of cach agent to contribute to the Gestalt is constrained. A particular
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agent maybe able to undertake a variety of relevant deductions but these may be

“strained”or “filtered” as the agent passes its knowledge through an ontology layer.

Hencethe theoretical full potential of the Gestalt is never actually realisable.

In order to overcomethe aboveconstraint in a sensible, practical and useful manner,it

is necessary to review continuously the ontology layers in the search for bringing new

relationships and objects into “first class” status so that it may become part of the

ontology itself. That is, lessen the filtering process in a controlled manner. To do so

however, requires much thoughtsince an incorrect change in an ontology level can

wreak havoc with the Gestalt operation. Of courseit is possible to pass richer

knowledge statements by using attributes through the ontology layers. However,it

becomesthe user’s responsibility to ensure that the receiving agents can make sense of

the additionalattributes.

10.1 AAFID

Researchers at Purdue University have designed and implemented an agent-based

architecture for Intrusion Detection, called AAFID (Autonomous Agents for Intrusion

Detection) [Spafford, E and Zanboni, D., ”Intrusion detection using Autonomous Agents”,

Journal of computer Networks, v34, pages 547 —570,2000]. This architecture is based

around a fundamental paradigm of distributed computation. One or more software

agents run on each protected host of a network, communicating any events of interest

to a single “Transceiver” running on the host. This component can perform somehost-

level fusion of alerts, but principally exists to forward significant observations to a

“Monitor” process, which has an even broader purview.

This architecture at first appears to have similarities to the approach described herein,

in that it supports multiple autonomousentities (each with a particular field of

expertise) arranged in a distributed structure with hierarchy-basedfiltering. The

AAFID system, however, does not appear to have a conceptof multiple abstraction

layers-- all agents, transceivers and monitorsall reason within a single universe of
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discourse which, apparently, contains both low-level and fairly high-level concepts.

Furthermore, the operation of these various entities seems to focus purely on a data

driven model; there is no obvious scope for users to set goals for components, nor to

directly query the internal knowledgestate of the system. AAFID’s hierarchical

structuring of agents seems limited to a single rooted tree, as opposed to our system's

support for generalised directed acyclic graph structures. Thereis also no obvious

scope for possiblistic or probabilistic reasoning within the AAFID architecture

coupled with orthogonal semantic ontology layers.

10.2 Comparison with the Bass’ Comments

The following discussion providing some backgroundto the invention is intended to

facilitate a better understanding of the invention. However,it should be appreciated

that the discussion is not an acknowledgment or admission that any of the material

referred to was published, knownor part of the common general knowledge as at the

priority date of the application.

In an edition of the Communications of the ACM “Intrusion Detection Systems &

Multisensor Fusion: Creating Cyberspace Situational Awareness”, in Communications

of the ACM 43(4), April 2000 Bass speculates on the future architecture requirements

for Intrusion Detection Systems. In particular, he discusses the need for data

abduction and points to the requirement for three main levels of semantic ascension.

The Shapes Vector architecture shows some necessary implementation strategies and

architectural modifications in order to achieve that goal state. In particular Shapes

Vector views the concept ascension requirement as a continuum where at any point in

the AI agent Gestalt one “sees” knowledge production on looking “up”, and data

supply looking “down”. The three main levels in the Shapes Vector Gestalt are

delineated by the methods andlogics used(ie. first order predicate, possiblistic and

probabilistic), rather than some delineation as to whetherthere is information, data, or

knowledgeas depicted in Figure 13. Bass requirements for a “discovery moduleetc”
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becomeless important in the Shapes Vector architecture as any such functionis a

pervasive part of the system andis distributed amongst more primitive functions. The

Agent Gestalt feeds the visualisation engines rather than somespecific event though

earlier papers do tend to indicate a separate module and as such those papers are a

little misleading.

11. A Multi -Abstractional Framework for Shapes Vector Agents

The Shapes Vector Knowledge Architecture (SVKA)is intended to provide a

framework, in which large numbersofIntelligent Agents may workcollaboratively,

populating layers of a highly ordered “Gestalt”. Previous definitions of the SVKA

have focussed primarily on macro-aspects of the architecture, describing a system

in which eachlayer of the Gestalt represents a distinct universe of discourse as

described by the ontology associated with it.

Experience with building collaborative Intelligent Agent systems for Shapes Vector

has highlighted the desirability of a more flexible model, one that allows for the

subdivision of these “ontology layers” into a numberof sub-layers. Each sub-layer

in such a divided model shares a common universeof discourse(i.e., all reference a

commonontology). Intelligent Agents can populate any of these various sub-layers,

allowing for the construction of systems capable of very general forms of data

fusion and co-ordination.

Furthermore,it is envisaged that future requirements on the SVKA will involve the

necessity of maintaining several “parallel universes of discourse”(e.g., running a

sub-Gestalt in the domain of Security in parallel with another sub-Gestalt in the

domain of EM Security). Such parallel universes may have entry andexit points

into one another (at which appropriate translations take place). They may

furthermore share similar abstractional levels, or may even overlap the

abstractional levels of multiple other universes.
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In orderto satisfy these two demands, the SVKAdefinition requires elaboration. In

this paper we undertake a redefinition of the architecture which expandsit ina

number of ways to meet these requirements. Key featuresare:

e The SVKAGestalt is divided into an arbitrary numberof Locales,

e A Universe of Discourse and an Instance Numberidentify each Locale,

° Each Locale contains a numberof levels at whichIntelligent Agents may

reside.

° A Locale may optionally nominate a single entry point: a remote locale and a

level within that locale, from which input data is received into the locale,

e A Locale may optionally nominate a single exit point: a remote locale and a

level within that locale, to which output data is sent from thelocale,

11.1 Concepts

The Shapes Vector Knowledge Architecture (SVKA) contains exactly one Shapes

Vector Gestalt Framework (SVGB)or “Gestalt”. The Gestalt is an abstract entity in

which groupsof collaborating software agents may be placed.

The Shapes Vector Gestalt Framework contains an arbitrary number of Shapes

Vector Gestalt Locales (SVGLs) or “Locales”. A Locale is an abstract entity in which

hierarchies of collaborating software agents may be placed. The defining

characteristic of a Localeis thatit is intimately tied to exactly one Universe of

Discourse (UoD). For each UoD there may be multiple Locales simultaneously

active, thus to distinguish these wealso tag each Locale with an instance ID. This is

unique only within the context of all Locales tied to the same UoD.For example
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there can exist a Locale with UoD “Level J Cyber Ontology”, instance 0

simultaneouswith a Locale with UoD “Level 2 Cyber Ontology”, instance 0.

Howevertwo Locales with UoD “Level 1 Cyber Ontology” and instance 0 cannot

co-exist.

Each Shapes Vector Gestalt Locale is divided into an arbitrary number of Shapes

Vector Gestalt Locale Levels (SVGLLs) or “Levels”. A Level is an abstract entity in

which a non-cooperating set of agents may be placed. Each Level has a unique

Level Number within the Locale (a zero or positive real number); Levels are

notionally ordered into a sequence by their Level Numbers.

In addition to a UoD andinstance ID, each Locale also optionally possesses two

additional attributes: an entry point and an exit point. Each refers to a Level of a

remote Locale, that is each reference contains the UoD and instance numberof a

Locale not equal to this Locale, and also nominatesa particular (existent) Layer

within that Locale. The entry point of a Locale defines a source of data, which may

be consumed by the agents at the lowest Level of this Locale. The exit point of a

Locale defines a destination to which data generated by agents in the highest Level

of this Locale may be sent.

It is specifically forbidden for Locales within the Gestalt to be at any timedirectly

or indirectly arrangedin a cycle via their entry and/or exit points. Thatis, it must

be impossible to draw a path from any point in any Locale back to that same point

utilising entries and exits between Locales.

A Shapes Vector Gestalt Locale, which is divided into n Levels, contains n-1 Shapes

Vector Assertion Routers (SVARs) or “Assertion Routers”. An Assertion Routeris a

concrete software entity which receives input from one set of agents, performs

some semantic-basedfiltering, then forwards the relevant sub-sections on to each of
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a set of agents in a second (disjoint) set. Each Assertion Router has an associated

Level Number unique within the Locale (a zero or positive real number); Assertion

outers are notionally ordered into a sequence by their Level Numbers.

Furthermore, each Assertion Router has an Instance ID (a zero or positive integer)

Furthermore, which is globally unique.

There is a one-to-one mapping between Locale Level Numbers and Assertion

Router Level Numbers, defined by the following relationship. The Assertion Router

with Level Number n receives input from agents positioned in Locale Level

Number n and provides output to agents which are residentat the next Locale

Level Numberafter 7.

A ShapesVector Intelligent Agent (SVIA) or “agent” is a concrete software entity

which resides in exactly one Level of exactly one Locale within the Gestalt. Agents

that reside above the lowest Level of the Locale may (optionally) receive input

either from a direct source, or from the Assertion Router within the Locale which

has the next lowest Level Number(or both). An agentthat resides at the lowest

Level of Locale may (optionally) receive input either from a direct source, or from

the Assertion Router present in the entry point remote Locale (if one was specified)

which has a Level Numberequal to the Level defined in the entry point

specification (or both).

Agents which reside below the highest Level of the Locale may (optionally) provide

outputto either a direct sink, or to the Assertion Router with Level may

(optionally) provide outputto either a direct sink, or to the Assertion equalto its

own(or both). An Agent that resides at the highest Level of Router present in the

exit point remote Locale (if one was specified) which has a Level Number equal to

the Level defined in the exit point specification (or both).

PART 2 OF 2/ APPL-1001 / Page 780 of 1488



PART 2 OF 2 / APPL-1001 / Page 781 of 1488 

WO 02/088926 PCT/AU02/00530

86

An agent may never receive input from the same Assertion Router to whichit

provides output.

Figure 12 illustrates these concepts for a single Locale Gestalt of 4 Levels, while

Figure 13 shows a more comprehensive example.

12. Summary

The knowledge-processing elements of the Shapes Vector system incorporate a broad

variety of tools and techniques, some novel and sometraditional, which combineto

enact a flexible and powerful paradigm for multi-abstractional reasoning. The central

feature of the approachdisclosed herein is the methodology of bridging broad

semantic gaps (in the embodimentdescribed thatis illustrated, from very simple

observations about a computer network to high-level statements aboutthe state of

that network) by decomposition into a series of abstraction layers. This specification

describes this layered architecture and also provides details about the forms of

abstraction providedatthe first three layers. These include epistemic logics for

possiblistic reasoning (at level 2) and probabilistic reasoning (at level3).

The key feature of the disclosed knowledgearchitecture that avoids difficulties of

context sensitivity and ambiguity is its simple set of structuring rules. These provide

strict guidelines for placement of agents within abstractional layers and limit the

patterns of communication between agents (preferably prohibiting intra-level

communication as well as insisting on passing through an ontology betweenlayers).

Experience with building and using the Intelligent Agent Architecture it has shown it

to be highly flexible, with the incorporation of “foreign” knowledge processing tools

into the Shapes Vector Gestalt proving a “simple” exercise. The architecture has also

shownitself to provide great potential for approaching knowledge-based deductive

solutions to complex problems not only in the domain of computersecurity but also in

many other domains, both related and unrelated.
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TheIntelligent Agent Architecture features specifically include:
1.

2.

An abstraction hierarchy with multiple layers separated by formal ontologies.

Three particular abstraction layers of interest are those concerned withfirst-

order logic, possibilistic logic and probabilistic logic.

Agents located within a layer of the architecture are prohibited from interacting

with agents within the samelayer (ie. No peer-to-peer communication).

Agents located within a layer of the architecture may communicate with agents

located in the layer immediately below thatlayer {if such exists) and/or agents

located in the layer immediately abovethe layer (if such exists).

The architecture may incorporate a Knowledge Base in which persistent

information resides.

Communication between agents must always be represented in terms of the

ontology sandwiched betweenthe senderand receiver's layer.

Communications must be context-free with respect to that ontology.

Agents within the architecture may operate across a time-window,ie, a

temporal region of current consideration. A user may dynamically alter

parameters of an agent’s time-window.

Third party knowledgeprocessing tools (agents) may be easily wrapped and

inserted into the architecture. The ontologies present within the framework

ensure that only relevant knowledge transfer takes place between such

elements and other agents.
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Part 3 DATA VIEW SPECIFICATIONe-----------n--n-nnmnnnncnnnneennaeennnnnnnnnenennenneee

1. Data View Specification

Data Viewis briefly discussed in Part 1 Section 3.3 of the Shapes Vector Overview,in

this specification. The following is a preferred specification of its characteristics.

1.1 Universe

* a universe hasa variable maximum radius and contains any numberof virtual objects.

* there may be multiple universes.

* the number of universes can be dynamically adjusted using append,insert, and

delete operations specified via the user (human or appropriately programmed

computer).

* universes are identified by unique names, which can be either auto generated - a

simple alphabetic sequence of single characters, or can be specified by the user when

appendingor inserting universes dynamically.

* to assist in simplifying the display, nominated universes can be temporarily hidden.

Howeverall force calculations and position updates continue to occur. Hidden

universes are simply temporarily ignored by the rendering phase of the application. A

universe is then not human observable.

* a universe can be represented as a two-dimensionalplane (in the embodimenta

circle), but it is subject to selective zoom and synthetic strobes in a similar fashion to

Geo View which may provide a third dimension elevation.

* there are at least two possible starting states for a universe:

- the big bang state in whichall objects are created in the centre of the universe;

~ the maximum entropy state in whichall objects are evenly distributed around the

maximum radiusof the universe.

* a universe maybe rendered with a circular grid, with identifying labels placed

around the perimeter. The numberof labels displayed equidistantly around the
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perimeter can be specified statically or dynamically meaning those labels can be fixed

or movein concert with other changes.

* multiple universes are rendered vertically displaced from each other. Inter-grid

separation can be dynamically changeable via a control mechanism, such as a socket

to be discussedlater.

* separation between grids can be specified either globally using inter-grid size or for

specific grids as a distance from adjacentgrids.

¢ different universes can have different radii, and their grids can be drawn with

different grid sizes and colours.

* all initial settings for grid rendering are to be specified through the MasterTable.

These include grid size, inter-grid separation, grid colour, and grid (and hence

universe) radius for each universe.

* grid settings (radius, numberof radii, numberof rings, intergrid spacing) can be

altered dynamically via the user.

* object positions are clampedto constrain them within the universe radius.

As a result of this:

- Whenan object located at the edge of the universe experiences a repulsive force that

wouldplace it outside the universe (forces between virtual objects will be discussed

later in the specification), the object is constrained to stay within the universe so that

the object slides along the rim of the universe away from the source of the repulsive

force. Forces that tend to draw objects away from the rim towardstheinterior of the

universe result in typically straight-line motion towardsthe source of attraction.

* the user may specify which virtual objects or sets of virtual objects are in a particular

universe using an object selector, and this may dynamically change using append or

replace operations on existing specifications.

¢ ifa user replaces the specification of the destination universe for objects matching a

particular object selector, then the objects will move from the universe they were
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originally placed in as a result of this specification to the new universe. Likewise if a

user appendsa new destination universe specification, then all objects in existence that

matchthe associated object selector will appear in the new universe in addition to

whereverthey currently appear.

* in all cases where objects are moved between or duplicated to universes, all force

interactions, phantoms, interaction markers and radius of influence displays will be

updatedto reflect this fact.

~ Force interactions are updated so they only occur between objects in the same

universe.

- Phantoms are moved/duplicated along with the parent primary object.

- Interaction markers are moved/ duplicated to remain connected to the object.

- Radiusof influence displays are duplicated if necessary.

1.2 Objects

* an object hasa set of attributes (consisting of name, value pairs) associated withit.

* an object has a two sets of references to other objects with whichit interacts, named

its mass interaction set and charge interaction set. Events or other external mechanisms

modify these twosets.

* an object can have further sets of references to other objects. These sets have names

specified at run-time by events and can be usedto visualise further interactions with

other objects using markers(see section 1.7 in this part of the specification).

* an object can have further sets of references to other objects that are used in building

aggregate objects - see section 1.3 of this part of the specification for details.

* an object stores values for mass and chargefor each flavour(a term explained later

in the specification) it possesses.

* an object may inhabit one or more universes, and this relationship can be displayed

using markers.
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1.3 Aggregate Objects

* objects can be aggregated to form a composite.

* each aggregate object has one primary (the parent or container) object, and zero or

more secondary objects (the children or containees).

* aggregate objects cannot aggregate hierarchically.

¢ determination of container - containee relationships occurs on thebasis of

“contains” and “contained-in” network object attributes. These relationships are

stored in a database and are always kept upto date and consistent with the latest

knowninformation. This means any new information overrides pre-existing

information. For example:

- Ifanattribute indicates A contains B, then it must be ensuredthatall

relationships where B is a container are removed from the database as they

are no longer valid since B is now a containee. The sameattribute A

containsB also indicates that A can no longer be a child of another object,

since it is now a container, andso all those relationships are removed from

the database. Finally the relationships “ A contains B” and “B is containee of

A”are addedto the database.

* to avoid processing overheads, the actual relationships of objects in the display are

not updated to reflect the state of the relationship database until an objectis re-

instantiated - usually by being moved/ duplicated to another universe.

* the aggregate object is treated as a single object for the purposes of force and

velocity determination, interaction marker, radius of influence, and phantom displays

(subject to the considerations set out below).

* when a new object comesinto existence in a universe(either as result of an event

being received, or as result of dynamic adjusting of destination universe

specifications), it can either become a primary in a new aggregate group,or enter the
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universe as a secondaryin a pre-existing group depending on the

containment/containee relationships in force at the time.

* if a new object enters a universe as a primary in a newly created aggregate, it will

attempt to determine which other objects in the universe should be adopted to

become secondaries. The adoption occurs when another object (potential adoptee)is

located that is a containee of the new object (according to the relationship database).

Whenthe potential adopteeis a primary in an aggregate with secondaries, the

secondaries are evicted before adopting the primary. The evicted secondaries are now

inserted into the universe using the insertion policy in force, and they in turn

determine potential adoptees and adopt where possible as described.

* the summed massesand charges(section 1.5 in this part of the specification) of all

objects within an agpregate are used for force/masscalculations.

* each individual element in an aggregate maintains it’s own mass, and massesoflike

flavour are summed when determining the mass of an aggregate.

* an aggregate object maintains and decaysa single total charge for each flavour.

Whenan object joins an aggregate its charges are added to the summedchargesoflike

flavour for the aggregate. When an object leaves an aggregate no changeis made to

the summedchargeas it cannot be known (because of charge decay) what proportion

of the total charge is due to the object in question.

* whenanobject receives additional charge as result of an event, the new chargeis

addedto the total for the aggregate containingit.

¢ if any object within an aggregate object displays a mass or charge radius of influence

(see section 1.9 in this part of the specification), the mass/ chargeradius is displayed

for the entire group, provided the groupas an entity has a non-zero massor charge of

the flavour as specified by the radius of influence definition. ,

¢ display of phantoms(section 1.7 in this part of the specification) of aggregate objects

is driven only by the primary object. The phantoms appear as duplicates of the

primary object andtrail the primary object's position. If an object matches a
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phantomingspecification, but it happens to be a secondary within an aggregate object
then no action is taken.

* if an object (A) within an aggregate is required to display interaction markers (see

section 1.8 in this part of the specification), the interaction markers are drawn from the

primary of the aggregate object containing A to the primary of the aggregate(s)

containing the destination object(s).

- Inaddition, when interaction markers are drawnin responseto picking of

an object, they are drawn from the primary of the aggregate containing the

picked object to all duplicates in other universesof all destination objects

that are in the relationship to the source object that is being visualised by

the markers.

- -when interaction markers are drawn in response to the matching of an

ObjectSelector, markers are drawn from all duplicates of the source

aggregate object to all duplicates of the destination aggregate object(s).

- - wheninteraction markers are used to highlight duplicates of the same

object in multiple universes, a single multi-vertex markeris displayed

which starts at the duplicate appearing lowest in the stack of universes and

connecting all duplicates in order going up the stack and endingat the

highest appearing duplicate in the stack.

1.4 Object Selector

* An object selector specifies a set of objects using set expressions involving set union

(+), set difference (-), and set intersection (“) operators. The intersection operator has

the highest precedence, difference and union have equal lower precedence.

Parentheses can be used to change operator precedence. The set operations have the

following operands:

- all — set of all objects;

- class( classname ) — set of objects in a givenclass;

PART 2 OF 2/ APPL-1001 / Page 788 of 1488



PART 2 OF 2 / APPL-1001 / Page 789 of 1488 

WO 02/088926 PCT/AU02/00530

94

- objects( predicate ) — set of objects satisfying a predicate expressed in terms of

booleantests ( using and, or, not) on attribute values (e.g. objects(ram >= 128000000

&& type = sun )) and existence of attributes (e.g. objects( attributes( attributename,

attributename, ...)));. The “and” &&) and “or” (| |) operators have equal high

precedence. The “not” operator(!) has lower precedence. Parentheses can be used to

change operator precedence

- Flavor(flavorname) --- set of objects havingall attributes in the given flavour’s

definition.

- instance( objectid ) — set containing object with given objectid.

* Object selectors are named when defined. This nameis used as a shorthand means

of referring to the object selector without havingto repeatits definition, for example

whendefining an action on the basis of an object selector.

* Object Selectors can be defined via a controlport, or via a start-up setting, currently

stored in the ApplicationSettings part of the MasterTablefile.

1.5 Mass, Charge and Flavours

* There exist different flavours of mass and charge.

Aflavour is defined by the useras a collection of five-tuples, each defining the

flavour with respect to a particular class of objects. The tuple consists of flavour name,

object class(or all), attributes expression-listing attributes which mustexist, formula

for mass and formula for charge. There may be multiple such tuples with the same

flavour name, which together define a flavour for multiple classes of objects. The

formulae are used to calculate the amountof mass or charge of the flavour, which the

object possesses, and they are arithmetic expressions involving object attribute value

terms. Note that it is a semantic error for the attributes expression not to include

attributes which feature in the mass or charge formulae. For example:
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Flavour{

Strawberry,

Computer,

Attributes [runs ram data_rate_in data_rate_out],

ram/1024,

data_rate_in + data_rate_out;

I

* If the result of evaluating a mass formulais less than a small positive number(e)

then the value used for the massin calculations should bee.

* An object may have an amountof flavoured mass or chargeif there is a

correspondingdefinition of the flavour for the class of object and the object satisfies

the attributes expression for that flavour.

* Charge maybeset to decay (at a particular rate) or accumulate(ie. a rate of zero) on

a per flavour basis. The decayfunction can be set to one of a fixed set (exponential,

linear and cosine) on a per flavourbasis.

* Mass and charge may each havea radiusofinfluence specified on a per flavourbasis.

Objects that fall within the respective radii of an object may generate a force on the

object as a result of their mass or charge respectively, and objects that lie outside this

region have noinfluence on the object.

* The radii of influence for objects may be graphically depicted at the user’s

discretion. Note that multiple radii may apply dueto different radii for mass and

charge and for different flavours of the same.

* Whenan eventarrives that affects one of the attributes listed in a flavour definition,

then the object’s mass and chargeare to be recalculated using the arithmetic

expressions specified in said flavour definition. The newly calculated mass will

replace the existing mass, and the newly calculated charge will be addedto the

existing charge.

* In addition there are special considerations relating to mass/charge/flavour and

aggregate objects. See section 1.3 in this part of the specification regarding those.
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1.6 Forces

* There are two typesof forces acting on objects in the universe, gravitational (as a

result of the mass of an object) and electrostatic (as a result of the charge on an object).

° The gravitational force is repulsive and the electrostatic force is attractive.

* Forces are two-dimensional vectors andare additive.

* The velocity of an object is proportional to the force acting on it divided by its mass

(ie. acceleration is disregarded). Note that flavours need to be taken into accountin

this calculation.

¢ Thereis a variable maximum velocity which appliesto all objects in a universe.

¢ Only masses and charges of the same flavour may produce a resultant force.

° The velocity due to gravitational forces of an object is contributed by the

gravitational forces which result from each of the objects in its mass interaction set

(using the massvalue for each relevant flavour) which are also within the radius of

influence for mass. These forces are divided by the correspondingly flavoured massof

the object to arrive at velocities.

* The velocity due to electrostatic forces of an object is contributed by the electrostatic

forces which result from each of the objects in its charge interaction set (using the

charge value for each relevant flavour) which are also within the radius of influence

for charge. These forces are divided by the correspondingly flavoured massof the

object to arrive at velocities.

* The net velocity of an object is the sum of the gravitational and electrostatic

velocities for that object.

1.7 Phantoming

* Whenselected, objects will be able to display a history of previous positions by

displaying a ‘phantom’at a numberof previouslocations.
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* Objects for which phantomsare drawnare selected using named Object Selectors.

* Display Parameters for phantomingcanbeset in the ApplicationSettings part of the

MasterTable or via a control socket, and are associated with a previously defined

Object Selector.

* Display parameters include the time spacing between phantoms,the display style

(eg transparent or wire frame), and the numberof phantomsto show.

* Multiple Object Selectors and associated display parameters can be used to display

any desired combination of phantoms.

* In addition there are special considerationsrelating to phantoming and aggregate

objects - see section 1.3 in this part of the specification for those.

1.8 Markers

* Interaction markers may be used to highlight interaction between weakly

interacting objects.

* Interaction markers make use of named Object Selectors to determine which objects

have interaction markers displayed.

* Interaction markers may span multiple universes.

* Display parameters for markers can be set in the ApplicationSettings part of the

MasterTable or via the control socket, and are associated with an interaction type.

* Display parameters for markersincludeline style, width and colour. Each

interaction type is drawn with its own independently specified line style width, and

colour.

* Marker- the user intellectively picking an object on the display can optionally

toggle the display.

* Multiple Object Selectors and associated display parameters can be used to display

any desired combination of markers.

¢ In addition there are special considerations relating to interaction markers and

aggregate objects - see section 1.3 in this part of the specification for those.
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1.9 Radius of Influence Display

* Radiusof influence can be visualised for selected objects as transparent disks.

* Objects for which radius of influence are displayed are selected using the Object

Selector mechanism.

¢ Display parameters include whichflavourto display the radius for, whether the

charge or massradiusis to be displayed, the colour of the displayed disk, and the

transparency level of the displayed disk.

* Display parameters can be set in the ApplicationSettings part of the MasterTable or

via the control socket, and are associated with a previously defined Object Selector.

¢ Multiple Object Selectors and associated radius of influence display parameters can

be in use simultaneously to display any desired combination ofradii.

¢ In addition there are special considerations relating to radius of influence displays

and aggregate objects - see section 1.3 in this part of the specification for those.

1.10 Pulses

¢ A flavoured pulse of charge or mass may beapplied at any location within a

universe, and has influence over the entire universe. Thatis, a flavoured pulse is

applied without regard to the mass andchargeradii associated withits flavour.

1.11 Irregular Functions

¢ Auser may “shake” a universe at any particular moment, by either:

- perturbing each object by a random amount(undera variable maximum)

- ;-randomly placing each object within the universe.
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* A user may reproducethestart state of a universe at any particular moment,as at

least either the big bang or maximum entropystate.

Part 4 GEO VIEW SPECIFICATION--------------------------—------------~---200-20-nennnnee

1. Introduction

1.1 Identification

This document relates to the GeoView Module for the Visuals Sub-system of

Shapes Vector.

1.2 System Overview

1.2.1 General

Shapes Vector is a system, which in the embodimentusedto illustrate its principles

and features provides an analyst or system administrator with a dynamic real-time

visualisation of a computer or telecommunications network. Shapes Vector is an

advanced 3-D graphical modelling tool developed to present information about

extended computer systems. Shapes Vector places users within a virtual world,

enabling them to see, hear and feel the network objects within their part of this

world. The objects may be computers, files, data movements or any other physical

or conceptual object such as groups, connected to the system being navigated.

Seeing an object with a particular representation denotes a class of object and its

state of operation within its network.

Just as familiar objects make up our natural view of the physical world, so too a

computer network is made up of physical objects, such as computers, printers and

routers, and logical objects, such as files, directories and processes.

Shapes Vector models network objects as 3D shapes located within an infinite 3D

universe. An object's visual attributes, such as colour, texture and shading, as well
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as its placement and interaction with other objects, provide the user with Significant

information about the way the real networkis functioning.

1.2.2 Geo View Module Scope

GeoView,along with DataView,is one of the ways in which the user can view, and

interact with, the data produced by the Agents Sub-system. Each of these viewsis

defined by certain characteristics that allow it to provide a unique representation of

the data. GeoView has an emphasis on the physical objects with a geographic

perspective. This means it places a heavy importance on objects related to the

physical rather than the logical world, and that these objects tend to be laid out in a

traditional geographic manner.

While objects such as computers, printers and data links are of prime importanceto

GeoView,logical objects such as network traffic, computer processors, and user

activity are also displayed because of the relationships between the physical and

logical objects.

Figure 1 showsthe library dependencyrelationship between the GeoView module

and other modules. The full relationship between the Sub-systems and betweenthis

module and other modules of this sub-system, is shown in the System/Sub-system

Design Description.

1.3 Overview

This part of the specification provides a Detailed Design for the GeoView Module

of the Visuals Sub-system (CSCI) of the Shapes Vector Project.

This module encompasses the following sub-components:

e Layout Hierarchy

e Layout Structure Template Library (LSTL)
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The contentof this part is based on the Data Item Description (DID) DI-IPSC81435,

Software Design Description (SDD), from the US Military Standard MILSTD-498 [1]

using MIL-STD-498 Tailoring Guidebook [2] for the developmentproject.

Detailed design information in this documentis based on the technical content of

other parts of this specification.

2. Referenced Documents

2.1 Standard

[1] MIL-STD-498, Military Standard - Software Development and
Documentation, US Department of Defence, 5 December 1994.

[2] MIL-STD-498 Overview and Tailoring Guidebook, 31 January 1996.

3. Module-wide Design Decisions

This section presents module-wide design decisions regarding how the modulewill

behave from a user’s perspective in meeting its requirements, and other decisions

affecting the selection and design of the software components that make up the

module.

3.1 Design decisions and goals of Geo View

GeoViewis designed with only one executable.

GeoView has logically divided sub-components: Layout Hierarchy and Layout

Structure Template Library (LSTL).

Unless otherwise specified, the programming language used in GeoView is C++.

The followinglist identifies the design concepts that characterise GeoView:

1. ‘Physical: Due to the focus on the physical world, more importanceis placed
on physical objects and less importance on logical objects.

2. Geographic: The default mechanism for placing objects in the world is to map
them according to a physical location.If this is not possible then other
methods mustbe used.
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3. Shape: Shapeis usedto identify unique objects. Different object types will
have different shapes while similar object types will have similar shapes.

4. Motion: Movementof objects (translation, rotation) typically represents
activity in the world. A moving packet representstraffic flow while a spin-
ning process showsthatit is active.

5. Sound: Soundis linked to movementof objects or a changein visual appear-
ance or a changein state.

6. Feel: Feel or touch senses can be used to provide additional emphasis to
events linked to movementof objects where for example object comeinto
close proximity suddenly.

4, Module Architectural Design

At the architectural level, the sub-systems (CSCJs) are decomposed into modules.

At the detailed design level, the modules are decomposed (if applicable) into

executables or libraries. This section describes the module architectural design.

The major architectural decomposition of GeoView comprises the following

component:

GeoView General (Section 4.1.1 of Part 4) - contains all the classes for the

support of the View, including interfaces with WorldMonitor for handling

incoming events from Tardis, MasterTable for input and output of master

tables, and LayoutHierarchy for handling the layout of network objects

within the world.

and sub-components:

e LayoutHierarchy (Section 4.1.2 of Part 4) - responsible for the node store and
data structure of GeoView.It places graphical (renderable) objects into the
scene graph based on layout rules specified in the MasterTable. It uses the
LSTL to managestructure nodes; and

e LSTL (Section 4.1.3 of Part 4) - responsible for placing network objects (nodes)
into layout structures such as rings, stars, and lines. The LSTL is a generic
library with its components being templates. The layout structures covered
include:

e Tree, Graph, Line, Star, Matrix, Rectangle and Ring.

Figure 15 shows an overview diagram for GeoView. The component/sub-

components are describedat an architectural level in the sections below. Detailed
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design of the sub-components LayoutHierarchy and LSTL is included in Section 5.

GeoView uses the Layout Structure Template Library (LSTL) framework by

instantiating it with the LayoutHierarchy node type.

4.1 Geo View Functional Design

41.1 Geo View General

This section is divided into the following architectural design sub-sections:

e Event Handling

e MasterTable Functionality

e CCI Interface

e GeoView Processing and Caching

4.1.1.1 Event Handling

The World Monitor receives events describing NetworkObjects from the Tardis

process, via shared memory as shownin Figure 15. Each recognised network object

has its own event type, with event types coming in the six variants shown in Table

1.

Event Type Variant Event Handler Functionali

AddObject Create a new NetworkObject

Aeconeeeees
NetworkObject

completel

ReplaceObjectAttribute|Replace a NetworkObject’s
s attributes

RemoveObject Temporarily removes a
NetworkObject (tagged
for deletion which cannot be

Purge zombies Permanently removes a
NetworkObject
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Table 1 Network Object Event Handlers

Currently the handlers for AddObject and AddObjectAttributesare identical, both

addingan object if none exists, and merging in the associated attributes as well.

4.1.1.2 MasterTable Functionality

The MasterTable is a hierarchical repository used for mapping network object

attributes to visual attributes. In operation, whenavisualattribute is required, an

addressis constructed using the application name, the object type, and the network

object. The MasterTable is queried using this address and a list of matching

attributes is returned. These could include direct attribute settings, or attribute

tests, where for example an object might becomea particular colourif the value of a

specified network attribute of the NetworkObject in question is greater than a given

constant. The MasterTable also contains the Layout Rules determining what layout-

structure objects are placedin.

4.1.1.3 CCI Interface

The Component Control Interface (CCI) consists of textual commands sent via a

socket that can be used to drive various portions of the application. Each Shapes

Vector process usually has one or more CCIs, with each CCI being attached to a

logically distinct portion of the application. For example, GeoView has a CCI for

controlling the renderer, one for the SVWorld (shown as Virtual World on Fig.1),

which currently deals mainly with selective zoom and object selectors, and one for

the World Monitor that gives access to commands relating to processing of

incoming events.

When a command arrives on the CCI socket, the CCI thread notifies the main

thread that it wants access to the mutex. The next time the main thread checks (in

SV_View::postTraverseAndRender)it will yield to the CCI thread.It then performs

all necessary processing before relinquishing the lock.
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The notification mechanism is embodiedin a class called ControlMutex that resides

in the svauxlibrary. It allows a higher priority thread to simply check the value of a

flag to see if anyone is waiting on a mutex before relinquishing it, rather than

performing a costly check on the mutex itself. Currently the ControlMutex is not

used in processing, rather the CCI is checked once per renderer cycle in SV_View

(the base view).

Figure 16 shows the processing within the CCI thread as part of the GeoView

thread diagram.

4.1.1.4 GeoView Processing and Caching

The basic structure of processing in GeoView is for external events to arrive

detailing the existence of world objects, facts known about them and_their

relationships to other world objects in the form of attributes. The virtual depiction

of these real world objects occurs graphically via leaf nodes in the GeoView

universe where visual attributes for each type of possible world object is specified

via the Master Table. Such visual attributes may be specified on the basis of

attributes of the world objects.

In order to determine where to place these leaf nodes, the layout rules from the

MasterTable are used. These layout rules specify attachment, containment and

logical groupings of leaf nodes on the basis of their attributes.

To enable this, the building of the GeoView world is broken into the following five

phases, with phases2-5 referred to as the Layout’ process:

1. Event Insertion and Removal

Add or removeattributes arrive encapsulated within network objects via events.

Newleaf nodes in the layout hierarchy are created where necessary attributes and
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inversed attributes are addedto, or removed from, leaf nodes.

Caching for the next four processing steps(i.e. Layout) occurs.

2. Leaf Building

Graphical objects are built according to their visual mapping’s in the MasterTable.

3. Layout Rule Application

Layout-structure, attached-to and located-in rules from the MasterTable are applied to the
objects. Any necessary grouping layout structures are created and_parent-child
relationships are formed thatwill dictate positioning, attachment, and containment.

4. Leaf Edge Creation

New edges between leaf nodesare created.

5. Object Relative Placement

Both leaf nodes and structure nodes are placed on the basis of their hierarchical
relationships (attachment and containment) in the layout hierarchy as well as their parent
structure nodes.

For efficiency, each phase of processing is associated with caching certain

operations such that repeat operations do not occur. The GV_WorldMonitor turns

off the layout flag before the insertion of a batch of events into the root of the

GeoView layout hierarchy After a batch of events has been inserted, the layoutflag

is turned back on, andthe entire batch is processed fully This procedure represents

the start point for caching optimisation in layout hierarchy

If such a caching strategy were not employed, processing time may be greatly

affected. This is due to relative placement using bounds information. For example,

consider Computer A with 20 child modems, each of them attached-to it. As the

sub-structure for attached-to objects (for example ring) is called for EACH of the

child modems, a boundsradius change will occur Since this may affect the overall

composite structure’s boundsradius(i.e. the parent Computer A’s bounds) then the

relative placement algorithm mustbe called for the Computer A’s parent structure.
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This occurs in a recursive mannerto the root layout structure. Without caching, the

relative placement of Computer A would need to occur a minimum of 20 times. By

cachingthe fact that Computer A requires placement(on level base- 2 of the layout

hierarchy tree) it can be guaranteed that Computer A’s relative placementis called

a maximum of once only processing this occurs.

Table 2 provides an overview of which operations are cached and at whatstage of

 

 

 

 
 
 

Level Processing Caching

1 Object insertion and removal Eachleaf nodecreated or altered

Object building and layout Each structure node requiring

placement

3 Edgecreation Leaf nodes requiring edge

updates
4 Base level structure placement|Base Level-I structure 
 

 
placement, leaf
nodes requiring edge updates
Base Level -2 structure

placement,leaf
nodes requiring edge updates

  Base Level-Istructure
placement

 
 

Top Level Structure Placement|Leaf nodes requiring edge 
updates 

 Leaf nodes requiring edge

updates  

4.1.2 LayoutHierarchy

The LayoutHierarchy is the view specific node store and system of data structures

that implement GeoView.It consists of a hierarchy of classes that combine to form a

logical object hierarchy of graphical and grouping objects that parallel the structure

of the Scene Graph.
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4.1.2.1 Class Hierarchy

Theclass relationship diagram for Layout Class Hierarchy is shownin Figure 17

The Layout Hierarchy data structureis a hierarchical, arbitrarily Nodes represent
either logical grouping constructs (i.e.depthed tree. LH_SNodes,
LH_CoordGroupSet or LH_CoordGroups) or graphical objects in the GeoView
universe (i.e. LHLeaf).

All classes inherit from the abstract base class LU_Node. The LU_Root,

LH..EdgeSet and LWCoordGroupSetclasses each represent singleton instances.

LH_Nodeinherits from Cfltem and contains the base interface for all classes in

GeoView. This interface includes the ability to set and check placementflags that
indicate the type of an object add and removeobjects from the scenegraph, look up
operations in the MasterTable and placementspecific functions.

LH_Root providesthe instance for the root of the Geo View universe andis the core
interface to the Layout Hierarchy data structure.It allows the insertion of events
into the World, the look up ofall nodes, the application of layout rules, object
composition and placement caching for speed up.

LH_Leaf represents the actual visual objects in GeoView.It provides an interface
for altering any visual aspects of objects, as well as an interface for maintaining any
attachmentor containmentrelationships an object may have.

LHEdgeSet maintainsthe set of connection lines in the World. It also has provision
for temporarily turning lines on andoff.

LH_CoordGroupSetis a singleton container class for LH_CoordGroup(s)thatis
itself a container for layout structures and/orleaf objects. It groups those objects
together for which specific location data is known, and maintains them positioned
as close as possible to that location.

LH_SNodeis the abstract parent class for the layout structure classes. It provides
the interface to the layout structures allowing insertion and deletion of objects,
calling on the relative placement of objects and the maintenance of graph edges and
location data for layout structures.

The layout structure classes themselves are grouping constructs for leaf objects and

provide the interface to the LSTL generic layout structures. These can be

instantiated with generic objects specific to views and the objects are placed on the
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basis of the traits particular to the layout structure (e.g. Star or Graph). Grouping

rules are specified in the MasterTable.

4.1.2.2 Logical Object Hierarchy

Figure 18 shows Logical Object View of the types of parent-child relationships

allowable in the data structure and how these classes work together to form the

logical object view of the GeoView visual system, whichis also hierarchical.

The three singletons of Root, CoordGroupSet and Top Level Structure form level 0

and level 1 of the layout hierarchytree.

A Rootinstance forms the parent of the tree that represents the logical structure

and interconnections between objects (LWLeaf) and grouping constructs (children

of LU_CoordGroupSet or LH_SNodein Figure 17). The interconnections of these

objects and groupsare mirrored in the Scene Graph, whichis the interface to the

renderer visual system.

At the secondlevel of the hierarchy there are two singleton instances, viz, the Top

Level Structure and the CoordGroupSet. All objects with location data or layout

structures that have inherited location data are placed into a CoordGroup within

the CoordGroupSet representing the geographic region given by the location.

Visual objects when they first enter the world are placed into the Top Level
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Structure, which is the base layoutstructure of the world. CoordOroupscontain

nodeswith specific location data, whilst all nodes beneath the Top Level Structure

undergorelative placement based on the layout structure of which they are a child.

The Top Level Structure works as a default layout structure for leaf nodes that have

no relevant layout rules specified in the MasterTable. The Top Level Structureis

specialin that it is the only structure that mayitself directly contain a child layout

structure.

Structures are layout structures that are children of the Top Level Structure,

whereas sub-structures are Layout Structuresthat are used to group leaf nodes that

are located-in or attached-to other leaf nodes. Note that the concept of attachment

and containmentare the cause of the arbitrary depth of the layout hierarchytree.

Intuitively arbitrary objects may be attached to one another and similarly objects

maybe placed inside of other objectsto, effectively, arbitrary depth.

The grouping objects are akin to the C3DGroup objects and the leaf nodes are akin

to the C3DLeaf objects of the Scene Graph. The parent-child relationships (edges of

the layout hierarchy) are mirrored in structure in the Scene Graph, thus the

locations of children maybe specified relative to the parent object. For more

detailed design of C3D.

4.1.2.3 Processing

This section provides a detailed description of the processing that occurs in the
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phasesof building the Geo View universe outlined in Section 4.1.1.4 of this part.

Description of the individual class methodsis included in Section 5 of this part.

1. RootInitialisation

The singleton instances of LltEdgeSet and LH_CoordGroupSetare created during
the initialisation of the Root (LitRoot) of the layout hierarchy The Top Level
Structure of the hierarchy is also created, which acts as the default structure node
for leaf nodes without parent structures. The root is itself created during the
GeoView initialisation. Each of the singletons are children of Root, and the Root
itself is inserted into the Scene Graph, effectively becoming the Scene Graph parent
of the layout hierarchy

2. Event Insertion and Removal

In this phase, entire objects or attributes of objects are added or removed from the
layout hierarchy data structure. The four operations are ADELOBJECT,
ADD_ATTRIBUTES, REPLACE OBJECT and REPLACE_ATTRIBUTES. This is the
initial phase andis instigated by the insertion of events by World Monitor.

Object attributes may be inversable. This meansthat the attribute relates to two
objects, and can be read in a left to right or right to left manner. For example, for
Object A and Object B, if we have A is_contained_within B, then the inverse of this
is B contains A. When such attributes are added to an object the inverse of the
relationship is added to the secondary object. If attributes are removed, then such
inversed attributes must also be removed from the secondary objects.

Attributes are added to, or removed from, objects that correspond to leaves in the
layout hierarchy class structure and which correspond to graphical objects in the
GeoView universe. These leaf nodes are then cached for further processing at the
end of the insertion of a batch of objects and attributes.

Section 5 of this part contains method descriptions for the following cases:

e Insertion;

e Adding Inverse Attributes;

e NetworkObject Insertion and Removal; and

e Attribute Insertion

3. Leaf Building

In this phase, graphical objects (leaves) are built according to their visual mappings
in the MasterTable.

The LH_Leaf class has an aggregation relationship (‘contains’) to the CV_3DObject
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class, which in turn is derived from the Generic3DObject class. The 3D object class
is a descendant of the C3D object classes (see reference [6]) that implement
rendering. When visual information about a Layout Hierarchy object (leaf node)
arrives via eventsit is passed onto the respective CVjDObject instance.

4. Layout Rule Application

In this phase, the parent-child relationships of leaf nodes to structure nodes and
each other are made on the basis of rules in the MasterTable. The structure nodes
that are required to perform placement of leaf nodes is cached, i.e. data structures
detailing the hierarchical relationship of objects is built, but not physically yet layed
out.

Section 5 of this part contains method descriptions for the following cases:

e Apply Layout Structure Rules to Objects;

- Handle Generic Layout Structures;
- Handle Instance Matches;

e Apply Attached-to Rules to Objects;

e Apply Located-in Rules to Objects;

e Find Satisfied Rules; and

e Compose Objects.

5. Leaf Edge Creation

In this phase, all edges in the GeoView Universe are placed in the LH_EdgeSet
singleton when they are created. The location of their endpoint’s are not
maintained in the traditional hierarchical relative fashion via transform groups in
the Scene Graph since they do not conceptually have a single location, but span
two. As a result of this, each time a node or subtree in the layout hierarchy tree
changes, each edge musthaveits position updated.

Section 5 of this part contains method descriptions for the following cases:

« Create Edges;

e Create Edge;

e Update Edges;

e Add Edge; and

e Add Graph Edge.

6. Object Relative Placement
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In this phase, each level of the layout hierarchy tree undergoes placement by
caching objects requiring placementinto the level above, until the root of the layout
hierarchy tree is reached. In this way, we can ensure that relative placement is
called a maximum of once only on each structurein the entire layout hierarchy.

The parent layout structure of an object places it according to the placement
algorithm of that structure. For example, a ring layout structure places its child
objects spaced evenly around the circumference of a circle. Each layout structure
has settings particular to its layout shape.

4.1.3 Layout Structure Template Library (LSTL)

This section describes the Layout Structure Template Library (LSTL), which

consists of a set of C++ formatting classes. A formatting class is one which contains

pointers to other objects (T) and performs some kind of formatting on those objects.

The LSTLclasses are responsible for placing the objects they are given into layout

structures such as rings, stars, lines etc. The LSTL is a generic library and all

components of the LSTL are templates.

The LSTL contains the following template classes:

¢ GenericGraph<T>

e GenericLine<T>

« GenericMatrix<T>

e GenericRing<T>

e GenericStar.cT>

« GenericRectangle<T>

e CenericTree’<T>

Each of these classes is a template, and can be instantiated to contain any type of

object. The only restriction on the object is that it must supply the required interface

functions as described in Section 5. Each of the classes in the LSTL described in the

sub-sections below defines an interface as described in Section 5 of this part.
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4.1.3.1 GenericGraph

This layout structure places the objects in a graph, based on edge connections

between those objects. The graph algorithm attempts to situate objects by spatially

representing their interconnections whilst minimising edge crossovers. The user

can specify the following settings:

¢ NODE SEPARATIONFACTOR:This value indicates the amount of separation
between nodesin the graph (horizontal spacing) relative to a unit value of 1.0.

e RANK SEPARATION FACTOR:As similar to node separation factor this value
represents the separation between ranks (vertical spacing).

¢ ORIENTATION:This value determines whether the graph is orientated top-to-
bottom orleft-to-right.

The default node separation factor to rank separation factoris a ratio of 1:3. Figure

19 showsthe Object Layout Structure of how the abovesettings relate to the graphs

produced.

4.1.3.2 GenericLine

This layout structure places the objects in a line. The user can specify the following

arguments:

e AXIS; This determines to which axis (x, y or z) the line will be parallel.

e LINEAR DIRECTION:This determines whetherthe line extends along the axis ina
positive or negative direction.

e ORIGIN:This determines whetherthe origin is located at the front back or centre of
theline.

« SEPARATION:This is the amountof spacing the algorithm leaves between each
object in theline.

Figure 20 shows what the DIRECTION and ORIGIN line will look like with

various GenericLine combinations

4.1.3.3 GenericMatrix
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This layout structure places objects in a matrix. By default objects are added into

the matrix in a clockwise spiral as shown below:

2491011 12

238 1 2 13

227 0 3 14

2165 4 15

2019 18 17 16

The user can specify the following arguments:

e WIDTH_SEPARATION:This is the amountof space in the X axis that is left
between objects in the matrix.

e DEPTH_SEPARATION:This is the amount of space in the Z axis that is left between
objects in the matrix.

e DELETE_POLICY:This determines what the algorithm will do whenan object is
removed from the matrix. It can either leave a gap,fill in the gap with thelast object
or shuffle back all of the objects after the gap.

e ORIGIN.POLICY: Determines where the true centre of the matrix is located, either

wherethefirst object in the matrix is placed or at the true centre.

4.1.3.4 GenericRing

This layout structure places objects in a ring. The user can specify the following

arguments:

e ANGULAR DIRECTION:This determines the direction in which objects are placed
on the ring. It can be either clockwise or anti-clockwise.

e RADIUS:This is a minimum radius for the ring. The algorithm will determine a
dynamic radius based on object size and separation andif it is less than the user
specified radius it will not be used.If it is greater it is used rather than the user
specified one.

e SEPARATION:The amount of separation to leave between objects. The greater the
separation the greater the dynamic radiusof the resulting ring.

Figure 21 showsa five-object ring with CLOCKWISEdirection. The origin will

alwaysbeat the centre of the ring.If a ring contains only one object then it will be
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placed at the origin.

4.1.3.5 GenericStar

This layout structure places objects in a star One object will be assigned by the user

as the root of the star and placed at the origin. The rest of the objects will be the

leaves of the star and will be placed using a GenericRing. As well as the

GenericRing arguments the user can also specify:

® ROOT_HEIGHT:This is the amountthat the root of the star is raised above the

plane.

4.1.3.6 GenericRectangle

This layout structure places objects in a rectangle. The user can specify the

following arguments:

« ANGULAR DIRECTION:Thedirection (clockwise or anti-clockwise) in which
objects are placed aroundtherectangle.

e START_SIDE:Theside on which to start layout. The sides are numbered 0-3 with 0
being the top (far) side and subsequent sides extending clockwise.

e WIDTH_SEPARATION:The separation between objects in the width axis.

© DEPTH_SEPARATION:The separation between objects in the depth axis

« WIDTH:Specifies the width dimension of the resulting rectangle.

© DEPTH: This specifies the actual dimensions of the resulting rectangle.

If width or depth values are provided, then the radius of the objects,

WIDTH_SEPARATION and DEPTH_SEPARATIONwill not be used in the layout.

4.1.3.7 GenericTree

This layout structure, like GenericGraph, also places the objects in a Graph, based

on edge connections between those objects. GenericTree uses the same graph

algorithm to determinethe layout, but with different parameters. The “Tree graph is

a directed edge graph, where edgedirection is determined by the MasterTable’s

layoutrules. For example, if the MasterTable specifies a Shared_Data_Link’s layout

PART 2 OF 2/ APPL-1001 / Page 811 of 1488



PART 2 OF 2 / APPL-1001 / Page 812 of 1488 

WO 02/088926 PCT/AU02/00530

117

rule as:

“layout-structure Tree is_connected_to==type_of( Computer»’,

any Shared Data Link network object connected to a Computer, will be laid out as a

Tree, with the direction of the edge from the Shared Data Link to the Computer. In

this way, rather than the layout of a Tree being non-deterministic given the same

set of events, the Tree will be laid out in the same way each time. However, there

are a few exceptions to this rule. If two objects of the same type are connected,orif

at least one of the nodesis a structure node, then the direction becomes non-

deterministic, like GenericGraph.

4.2 Concept of Execution

The execution concept for the GeoView module, including the flow of control,is

described in Section 4.1 and Section 4.3 of this part.

4.3 Interface Design

Like DataView, GeoView interfaces with the Registry module and Tardis, which

allow events and commandsto besentto it. The events arrive from the Intelligent

Agents, and the commandsarrive from the use; via different user tools, such as the

Navigation System (nay) and the Configuration Editor (ConfigEd).

The Tardis handles incoming events from the agents, and commandsare sent to

GeoView via the Command ControlInterface (CCH).

Figure 22 showsthe process interactions between the View Applications

(GeoView/ DataView), the Registry, and the Tardis.

5. Module Detailed Design

This section contains, for the GeoView module, the detailed design descriptions for

the GeoView, LayoutHierarchy and LayoutStructureTemplateLibrary classes.
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5.1 Geo View Classes

5.1.1 Geo View Class Summary

Table 3 identifies a full list and description of the GeoViewclasses.

 

Table 3 GeoView Classes

Class NameDescription Description
GVAction The GeoView specific action class.

GVActionMan The GeoView specific action manager
class. Knows howto iterate over
LayoutHierarchy to refuter all nodes.
 GV 300bject The GeoView 3DObject.

GVPacketMotionEffect Class that allows simple motion effect.

GV_EventFileReader The GeoView specific event file reader.

GV WorldMonitor The GeoViewspecific class for World
Monitor.

The main (singleton) class for GeoView
application

ControlGeoViewWorldService Class for adding GeoView specific services
to the CVSVWorld CCIinterface.

Display/interface handling for GeoView.
GeoViewSettings Subclass of ApplicationSettings to hold the

application specific settings for GeoView.

 

 

5.2. LayoutHierarchy Classes

5.2.1 LayoutHierarchy Class Summary

Table 4 identifies a full list and description of the LayoutHierarchyclasses.
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Table 4 LayoutHierarchy Classes

Description
LH_CoordGroup This class contains a group of nodes whose (x, z) coordinates

all fall within a specific range.
LH_CoordOroupSet This class contains a set of related LH CoordCroup nodes.

LHEdge This class stores information about one edgein the LayoutHi-
erarch
 
LWEdgeSet This class is a container for all edges in the LayoutHierarchy
LH_Graph This class is a container for a group of nodesthat are arranged

as an adirected graph.
LH_Leat The lowest nodein the LayoutHierarchy. An LU_Leaf node

contains a NetworkObject and a corresponding SV9DObject which
contains the 3D data that represents the NetworkObject
according to the mles in the MasterTable
This class is a container for a group of nodesthat are arranged
in a line.

LH_Matrix This class represents a Matrix layout structure. Nodes are
addedto the Matrix in a clockwisespiral.

LH_Node This is the base class for all nodes in a LayoutHierarchy. This
class maintains the following variables LH_Root* mRootOfLfl
-a pointer to the root of the LayoutHierarchy. LH_Node*
mParent.a pointer to the parentof this node
C3DBranchflroup* mBranchGroup .a pointer to the branch

group that contains the geometry of this node. This branch-groupis attached to the branchgroupof this nodesparent.
This means that mRootOfLH.mBranchOroupcontains the
geometry for the entire LayoutHierarchy(via a bit pattern). mt
mPlaced .this variable contains information about whatlayout
rules have been used to place this node

LH_Ring This class represents a ring shaped layoutstructure. A ring
has a LU_Leafas its root anda list of LU_Nodesasits
children. The branchgroup ofthe root in placed underthis
nodes’ branchgroup and the branchgroupof the children are
placed underthe roots’ branchgroup

LU_Root This class is the top level node in the LayoutHierarchy.It is
responsible for maintaining a list of other LH_Nodeobjects
and performing layout operations on them.It contains pointer
to the MasterTable that is used forlayout

LU_SNode This class is the baseclass for all structure nodes in the

LayoutHierarchy. All structure classes (LU_Star LU_Matrix
LU_Lineetc) inherit from this base class and it provides an
extra interface on top of the standard LI-I_Nodeinterface
This class represents a star shaped layout structure. A star has
a LU_Leaf asits root and a list of LH Nodesasits children The
branchgroupof the root in placed underthis nodes’
branchgroup and the branchgroupof the children are placed
underthe roots branchgroup

LU_Tree This class is a container for a group of nodesthat are arranged
as a directed graph, where edge direction is determined by
layout relationships betweendifferent objects

NetworkObject . Contains information about a NetworkObject
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5.2.2 Event Insertion and Removal Methods

5.2.2.1 cflnsert

This is the insertion methodcalled directly by the World Monitor A command,a

network object and an addressare specified. Dependant on the command objects

being added or removed,attributes are added or removed from the GeoView

world.

LH_Root::cflnsert(i COMMAND, NetworkObject)

Onthe basis of the COMMAND--

(where COMMAND = ADD OBJECT or ADD_AfIRIBUTES)

addiInverseAttributes( networkobject ) [Section 5.2.2.2}
cflnsertNetworkObjectAdd( networkobject ) [Section
5.2.2.3]

(where COMMAND =REPLACEOBJECT)

removelnverseAttributes ( networkObject
cflnsertNetworkObjectReplace( networkobject ) ; [Section
5.2.2.3]

addiInverseAttributes ( networkObject ); [Section 5.2.2.2]

(where COMMAND =REPLACEATITRI13UTES)
removelnverseAttributes (networkObect)

cfInsertNetworkObjectAttributesReplace (
networkObject) [Section 5.2.2.3]
addiInverseAttributes( networkObject ) [Section 5.2.2.2]

§.2.2.2 Adding Inverse Attributes

Eachattribute is checkedto see if it has a corresponding inverseattribute. If soa

lookup of the secondary object is made.If it does not exist it is created and the

inverse attribute is addedto it, otherwise the inverse attribute is added to the

existing secondary object.

LH_Root::addInverseAttributes( networkObject)

FOR each attribute in the networkobject
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IF there exists an inverse relationship
Find the objectname from the value of the attribute IF
the leaf named objectname does NOT exist

Create a leaf named objectname
ENDIF

Add the inverse relationship to the leaf using the
name of the object -

ENDIF

ENDFOR

5.2.2.3 NetworkObjectInsertion

Eachof the attributes from the passed in network object are added to the network

object of the leaf node. The leaf nodeis then cached for further processing after the

entire current batch of events hasarrived.

LH_Root::cfInsertNetworkObjectAdd( networkObject, address)

FOR each attribute in the networkobject
Call cfInsertAttrib( attribute, address ) [Section
5.2.2.4]
END FOR

Call layout (leaf)

5.2.2.4 Attribute Insertion

If the leaf object specified by address does notyet exist then a newleaf is created

and added to the lookup hash map.Otherwisethe attribute is addedto the existing

leaf.

LH_Root: :cflnsertAttrib ( attribute, address)

Do a lookup of leaf using address
IF the leaf does not exist yet

Create the leaf

Add attribute to leaf

Add leaf to leaf hash map
OTHERWISE

Add attribute to leaf

IF attribute added successfully
IFattribute added was LOCATEDAT

Do any necessary location processing
ENDIF

ENDIF
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ENDIF

5.2.3 Layout Rule Application Methods

5.2.3.1 applyLayoutstructureRulesToObject

Structure Rules specify the logical groupings of world objects (represented as leaf

nodesin the virtual world) by mapping them to layoutstructures on the basis of

attributetests. If a relevant layout structure is found via the structure rules thenit is

placed into this structure (whichis created if necessary).

LH_Root: :applybayoutStructureRulesToObject( leaf)
call findSatisfiedRules( “layout-structure”, rules,
satisfiers ) on the leaf [Section 5.2.3.4]
IF a satisfying layout structure was found
Process depending on the type of the layout structure

LAYOUT_STRUCTURE_LINE
IF the leaf is not already in a line layout

structure

Call handleGenericLayoutStructure ( rule,
satisfiers, leaf, LINE)

END IF

LAYOUT_STRUCTURE_RING
IF the leaf is not already in a ring layout structure

Call handleGenericLayoutStructure (rule,
satisfiers, leaf, RING)

ENDIF

LAYOUT_STRUCTURE_MATRIX
IF the leaf is not already in a matrix layout

structure

Call handleGenericLayoutStructure C rule,
satisfiers, leaf, MATRIX

ENDIF

LAYOUT_STRUCTURE_STAR
The star layout structure is specially handled.
handleStarLayoutStructure ( )

LAYOUT_STRUCTURE_GRAPH
Note that since graph is designed to merge with other
structure types, no check of being in an existing
graph is made here.

Call handleGenericLayoutStructure( rule, satisfiers,
leaf, GRAPH)

ENDIF
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1. handleGenericLayoutStructure

Assign the primary leaf node (the ‘this’ object) and the secondaryleaf (parameter

‘leaf’) to an appropriate structure (which will possibly need to be created) on the

basis of each satisfying attribute.

LH_Root::zhandleGenericLayoutstructure( rule, satisfiers, leaf, structure)

ITERATEover each of the satisfier attributes

IF there exists a secondary leaf (ie. This is a two-way
-relationship match)

test if any primary leaf ancestor is in type of
structure

test if any secondary leaf ancestor is in type of
structure

IF neither are in a structure already
Create a structure of type structure and add them

both to it

OTHERWISE IF both in different structures

merge those two structures into one of type
structure

OTHERWISE one is not in a structure
add it to the one that IS

ENDIF

OTHERWISE

handle an Instance Match

ENDIF (there exists a secondary leaf node)
END ITERATION (over each attribute)

2. handleinstanceMatch

Eachinstancestructure is stored using a unique objectTlypeName:

mappingLayoutRule key. For each instanceit is checkedto see if a structure for this

particular layout rule and type already exists; if so it is addedto it, otherwise an

entirely new structure with this object’s type and rule signatureis created.

LHRoot: :handlelnstanceMatch( Structure, node, rule, root0OfStar)

Create a unique object key using CfItem: :makeAddress
with

the object type and the rule name
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IF a structure currently has this signature add this leaf
node to that structure

OTHERWISE

create the new structure

add the structure with unique key to a lookup hash map
add this leaf node to the structure

ENDIF

5.2.3.2 applyAttachedToRulesToObject

Placement Rules specify the attachment and containmentrelationships of world

objects on the basis of attribute tests. If a relevant attachmentrelationship is found

via the layout rules then the primary object is either placed into an attachment

relationship as the parent(i.e. things are attachedtoit) or as the child (i.e. attached

to something). During this process any relevant layout rule arguments (LRAs)are

read.

LH_Root: :applyAttachedToRulesToObject( leaf)

Call findSatisfiedRules( “attached-to”, rules, satisfiers

) on the leaf[Section 5.2.3.4]
IF any satisfying rules were found

ITERATE through each satisfying rule found
read any layout rule arguments for this layout rule
IF this is NOT an inverse rule

(The primary object is attached to a single other
parent)

find secondary leaf node using the attribute value
and the leaf hash map

set sub-structure scaling on the basis of any
layout rule arguments

Call composeObjects( primary leaf, secondary leaf,
“attached-to”, LRA’s)

OTHERWISE

(The primary object is the parent of the attached-to
relationship)

ITERATE through each satisfying attribute found
find the secondary leaf node via the attribute

value and lookup
set sub-structure scaling on the basis of any

layout rule arguments
Call composeObjects( second leaf, prime leaf,

“attached-to”, LRA’s)
END ITERATION (each attribute)

END IF (rule is inverse)
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END ITERATION (each rule}

END IF (any satisfying rules found)

5.2.3.3 applyLocatedinRulesTo Object

Placement Rules specify the attachment and containmentrelationships of world

objects on the basis of attribute tests. If a relevant containmentrelationship is found

via the layout rules then the primary object is either placed into a containment

relationship as the parent(i.e. things are contained within it) or as the child (i.e.

inside of something). During this process any relevant LRAsareread.

LH_Root: :applyLocatedlnRulesToObject( leaf)

Call findSatisfiedRules( “located-in”, rules,
satisfiers

on the leaf) [Section 5.2.3.4]

IF any satisfying rules were found
ITERATE through each satisfying rule
Read any layout rule arguments associated with the

rule

IF the rule is NOT inversed

(Primary leaf node will be located in another leaf
node)

find the secondary leaf node via lockup using the
first satisfier attribute value

call composeObjects( primary leaf, secondary leaf,
“located-in”, LRAs)

OTHERWISE

(Secondary leaf node will have other leaf nodes located withinit)
ITERATE through each of the satisfying attributes

find the current secondary leaf node via lookup
with attribute’s value

call composeObjects(secondary leaf, primary leaf,
“located-in”, LRA)

END ITERATION (each satisfying attribute)
END IF (rule is inverse?)

END ITERATION (each satisfying rule)
BEND IF (any satisfying rules were found)

5.2.3.4 findSatisfledRules

Find any matchingstructure rules from the MasterTable for the leaf node. For any

found, record the rule matched, and an array of the satisfying attributes. Wildcards

may be matchedif they are present in the MasterTable. Processing of the unique
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LRAis donein this function also, matching instances as necessary.

LH_Node: :findSatisfiedRules(ruleType, returned list of matching
rules, returned array indexed by matched rulesof a list of attributes that
match the rule )

get the networkObject for this leaf nodebuild the list of
layout mappings associated with objects of this type via
cfGetChildren in mTable (eg.
“MasterTable:GeoView: Computer: layout-structure”) append
to this list any WILDCARD matches
ITERATE through each mapping layout

get the ObjectAttributeTest for the napping layout
IF the layout rule from the mapping layout is of the

required rule type
IF the secondary object is a WILDCARD

(Secondary object wildcard processing)
create any rules and satisfying attributes for this

wildcard

OTHERWISE (secondary object is not a WILDCARD)
(Secondary object normal processing)

IF the right hand side of the layout rule represents
an object type

(Relationship processing)
call getAttributesThatSatisfy to build satisfying

attributes on OAT
OTHERWISE

(Do instance processing)
IF there is a unique flag in the Layout Rule

Arguments
call doUniqueLRAProcessing( TODO )

OTHERWISE (no unique flag)
find first attribute

END IF (unique flag exists?)

5.2.3.5 composeObjects

The passedin parent and child objects are composed or aggregated into an object

composition via attachment or containment,i.e. with containmentthe child is

contained within the parent and with attachmentthe child is attached to the parent.

A child cannot be a descendantof parentis asserted.

Special processing is done in the case wherethechild is in a layout structure

already and the parentis not. In this case the child is removed from the layout
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structure, composed with the parent, and then the entire object composition is re-

inserted back into the original child layout structure.

Consider the case where both the parent and child are already in layoutstructures.

In this instance the parent takes precedence and as such the child is removed from

its layout structure and composed with the parent(implicitly placing it into the

parent’s layout structure.)

LH_Root::composeObjects( parent, child, composition type)

IF the child is already attached-to or located-in
EXIT function

END IF (child already attached-to or located-in)

IF the child is an ancestor of the parent
REPORT error

END IF (check not ancestor)

SET child structure to the layout structure (if any) that
the child is in

IF composition type is attachment
Call attach( child ) on parent

OTHERWISE (composition type not attachment)
Call contain( child ) on parent

END IF (composition type)

IF the child WAS in a layout structure AND the parent is
not

INSERT the new composite object into the child
structure

END IF (child was in layout structure and parent isn’t)

5.2.4 Leaf Edge Creation Methods

5.2.4.1 createEdges

Create any new edgesthat are to be associated with this leaf. During this processing, non
visible edges are updated for LSTL components (for example Graph and Tree structures.)

LH_Leaf: :createEdges ()

ITERATE through attributes associated with this leaf IF

the attribute’s name is “ISCONNECTEDTO”
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Call createEdge( attribute ) [Section 5.2.4.2]
END IF (name is connected to)

END ITERATION

5.2.4.2 createEdge

Using the attribute, find the connected-to node. Ensuring there is no current visible

edge, create a new onetoit.

LH_Leaf: :createEdge( matching attribute)

SET connectedToNode by using the string value of the
passed in attribute
Call cfGetReference( connectedToNode ) to find the node’s

leaf instance (if any)

IF the node is found AND there is no current connection
to it

SET absloc to the absolute location of the current node
SET conabsloc to the absolute location of the

connectedTo node

Call addEdge( this node, bc, conn. node, conloc) on
edgeSet singleton [Section 5.2.4.4}

Call addEdge( edge ) to add any non visible graph edges
to this node[Section 5.2.4.51

END ITF (node found and no current connection)

5.2.4.3 updateEdges

Update edge locations on the basis of this Leaf’s location.

LU_Leaf: :updateEdges()

IF the delay processing flag is set
cache the current leaf for edge processing later
END IF (delay processing flag)

ITERATE through each of mEdges
Call setLocation() on the edge and make it the absolute

location of this leaf
END ITHRATION

IF there is an attached-to structure node

Call updateEdges() on the structure node
END IF (attached-to structure node)

PART 2 OF 2/ APPL-1001 / Page 823 of 1488



PART 2 OF 2 / APPL-1001 / Page 824 of 1488 

WO 02/088926 PCT/AU02/00530

129

IF there is a located-in structure node

Call updateEdges() on the structure node
END IF (located-in structure node)

5.2.4.4 addEdge

An edge is added to the EdgeSet singleton.

LRYdgeSet: :addEdge( nodel, locationl, node2, location2)

IF currentline modulus 100 yields no remainder
ALLOCATE space for another 100 lines and set them
END IF (modulus 100)

Create a new edge
Add it to mEdges
Check for edge visibility and add it to the appropriate
list

5.2.4.5 addGEdge

A non-visible edge interconnection is added on the basis of whetherthere is a

common Graph(or graph sub-typed) parent. This keeps edge information for

Graph andits descendents in the LSTL upto date.

LH_Leaf::addGEdge{ Edge)

SET childNodel via calling getNodel() on edge
SET childNode2 via calling getNode2() on edge

Look for a common graph/tree via calling
findCcommonSNode() on LH_SNode
Add structure edge to the leaf

5.3  LayoutStnictureTemplateLibrary (LSTL) Classes

5.3.1 LSTL Template Class Summary

Table 5 identifies a full list and description of the LSTL classes.

Table 5 LSTL Classes

Description

GenericGraph This template class places the objects in a graph.
GenericLine This template class places the objects in a line.
GenericMatrix This template class places objects in a matrix.

 

 
 

 
 

   

 
   

PART 2 OF 2/ APPL-1001 / Page 824 of 1488



PART 2 OF 2 / APPL-1001 / Page 825 of 1488 

WO 02/088926 PCT/AU02/00530

130

This template class places objects in a ring
This template class places objects in a star

GenericRectangle This template class places objects in a rectangle.
This template class places objects in a tree.

5.3.2 GenericGraph Methods

 

 

 

 

 
 
 
 

 

 

5.3.2.1 Node Separation Factor

This value indicates the amountof separation between nodesin the graph

(horizontal spacing) relative to a unit value of 1.0.

Positivefloating point
Interface: float getNodeSeparationFactor() const

void setNodeSeparationFactor( const float val

5.32.2 Rank Separation Factor

Assimilar to node separation factor this value represents the separation between

 

ranks (vertical spacing). 
Values: Positive floatin

Interface: float getNodeSeparationFactor() const
void setNodeSeparationFactor( constfloat val)  

5.3.2.3 Orientation

This value determines whether the graphis orientated top-to-bottom orleft-to-

right.

TOP_TO_BOTTOM, LEFT_TO_RIGHT

Interface: Graph Orientation Policy getOrientation() const
void setOrientation( const
Graph_Orientation_Policy orient
 

§.3.3. GenericLine Methods

5.3.3.1 Axis

This determines whichaxis (x, y or z) the line will be parallelto.

X_AXIS, Y_AXIS, Z_AXIS

Interface LSTL_LineAxis getAxi() const
void setAxis(const LSTL_LineAxis axis

    
  
 

§.3.3.2 Linear Direction

This determines whetherthe line extends along the axis in a positive or negative
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direction.

Values:

 

[Values “posinive, NEGATIVE
Interface: LSTL_LinearDirection_getDirection() const

void setDirection( const LSTL_LinearDirection dir)

5.3.3.3 Origin

 
  

This determines whetherthe origin is located at the front back or centre of theline.

Values: FIRST. LAST, CENTER

Interface: LSTL_LineOrigin getOrigi() const
void setOrigin( const LSTL_LineOrigi

 

  
5.32.4 Separation

This is the amount of spacing the algorithm leaves between each object in the line. 

Values: Positive floatin 

Interface: float getSeparatio() const
void setSeparation( const float se 

5.3.4 GenericMatrix Methods

5.3.4.1 Width Separation

This is the amountof space in the X axis thatis left between objects in the matrix.

Values: Positive floating point
Interface: float WidthSeparation() const

void WidthSeparation( const float sep

 

 
5.3.4.2 Depth Separation

This is the amountof spacein the Z axis that is left between objects in the matrix.

Values: Positive floatingpoint
 

Interface: float DepthSeparation() const
void DepthSeparation( constfloat sep 

5.3.4.3 Delete Policy

This determines whatthe algorithm will do when an object is removed from the

matrix. It can either leave a gap,fill in the gap with the last object or shuffle back all

of the objects after the gap.

Values: LEAVE GAP FILL_GAP_FROM_END, SHUFFLE

Interface: LSTL_deletePolicy_gctDeletePolic()_const
void setDeletePolicy( const LSTL_deletePolicy poli 
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5.3.4.4 Origin Policy

Determines where the true centre of the matrix is located, either where thefirst

object in the matrix is placed or the true centre.

FIRST, CENTER
LSTL OriginPolicy getOriginPolicy() const

void setOriginPolicy( const LSTL_OriginPoli olic

 

 
 
 

Values:

Interface:

  

 
  

5.3.5 GenericRing Methods

5.35.1 AngularDirection

This determines the direction in which objects are placed on the ring.It can be

either clockwise or anti-clockwise

Values: CLOCKWISE, ANTI-CLOCKWISE

Interface: LSTL AngularDirection getDirectionQ coust

 

void setDirection( const LSTVAngularDirection dir) 
5.3.5.2 Radius

This is a minimum radiusfor the ring. The algorithm will determine a dynamic

radius based on object size and separation andif it is less than the user specified

radius it will not be used.If it is greater it is used rather than the user specified one. 

  
 
 
 Positive floating point

float getRadius() coost
void setRadius( constfloat radius)

Values:

Interface:

 

 

5.3.5.3 Separation

The amountof separation to leave between objects. The greater the separation the

greater the dynamicradiusof the resulting ring.

Positivefloating point
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 Interface: float getNodeSeparation() const
void setNodeSeparation( const float nodeSeparation)

5.3.6 GenericStar Methods

52.6.1 Root Height

This is the amountthat the root of the star is raised abovethe plane.

Interface:

 

void setRootHeight( float rootHeight)  
5.3.7 GenericRectangle Methods

5.3.7.1 Angular Direction

The direction (clockwise or anti-clockwise) in which objects are placed around the

rectangle.

Values: CLOCKWISE, ANTI-CLOCKWISE

Interface: LSTL AngularDirection getDirection~ const

 

 

void setDirection( const LSTLAngularDirection ang) 
5.3.7.2 Start Side

The side on whichto start layout. The sides are numbered 0-3 with 0 being the top

(far) side and subsequentsides extending clockwise.

Integral range [0..3]

Interface: int getStartSide() const
void setStartSide( int startSide)  

5.3.7.3 Width Separation

The separation between objects tn the width axis.

Positive floating point

Interface: float getWidthSeparatin() const
void setWidthSeparation( const float widthSe  

5.3.7.4 Depth Separation

The separation between objects in the depthaxis.
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Positive floating point
Interface: float getDepthSeparation() const

void setDepthSeparation( const float depthseparation

5.3.7.5 Width

 
 
   

  

Specifies the width dimensionof the resulting rectangle. 

Values: Positive floating point

Interface: float getWidth() const
void setWidth( const float width)
 

5.3.7.6 Depth

This specifies the actual dimensionsof the resulting rectangle.

Values: Positive floating point
 

Interface: float getDepth() const
void setDepth( const float depth 

5.3.8 LSTL Class Interface

Each of the classes in the LSTL defines a commoninterface as shown in Table 6.
Table 6 LSTL Class Interface

Desciption
Get an iterator to the first object in the structure.
NOTE:Thetype ofiterator is defined in the class
itself Currently it is vector <T*>.Use
GenericStructure<Foo>:: iterator as the type may
change.
Get aniterator to the last object in the structure
Return constant iterator to beginning of children.

 

  
 

 
 
 

 
 

Method

iterator getFirst() const

 

 
 
 

 
 Getaniterator to the first object

in the structure. 

 
 

 
 
 

 
 
 

iteratorgetLast()const
const_iterator getFirstConst()
const

const iterator getLastconst()
const

int getNumChildren() const Get the numberof objects in the structure.
void insert( T*, element) Insert the given object into the structure. Layoutwill

be called if doLayout is true (This is the default).

void relativePlacement() Perform layout on the objects in the structure.

  

 

 
 

  

Return constant iterator to end of children.

  
 
 
 

  

 Perform layout on the objects in
the structure.

void remove( T*, element)   
 

Remove an object from the structure. Layout will be
called if doLayoutis true. (This is the default) 

 
 Removean object from the

structure. Layout will be called if
doLayoutis true. (This is the
default)_
void set<ATTRIBUTE>(arg Set the appropriate attribute

Get the appropriateattribute.
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Each structure may have additional methods that only apply to it. More details can

be found by looking at the interface of a particular class in automatically generated

documentation or the headerfiles.

5.3.8.1 Memory Allocation

The template classes are not responsible for memory allocation/de-allocation for

the T * objects. In the users application the T objects should be maintained and

pointers passed to the structure templates. The application will be responsible for

complete control of the T objects.

5.3.8.2 Relative Placement

It is up to the user of the template object instance to call relativePlacement() when

they want the layout algorithm to run for a particular layout structure. The layout

algorithms will use the templated objects’ getBoundsRadius()call to ensure no

overlap of the objects that are being placed.

5.3.9 T Interface

The object for instantiating a LSTL class must providethe interface as shown in

Table 7.

Table 7 T Interface

void setLocation( float x, floaty.

Description 
 
 

 
 

 Eachlayout algorithm will call this method
in order to set the location for each object

The current location of the object.
 
 
 

 
   
  

  

 
 

void getLocation ( float& x, float& y.
float& z)
char* getld ()
float getBoundsRadius()

 
  

 
 

  
 

A unique identifier for the object.
Eachalgorithm will take into account the
size of each objectin the structure when
laying them out. This call should return the
radius of a sphere which completely
encompassesthe object.

 

  

6. Appendix for GeoView

This section contains a glossary to the SDD for the GeoView module. It contains
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abbreviations and definitions of terms used in the SDD.

7.1 Abbreviations

The following are abbreviations used in this document.

Term/ Acronym Meaning,

CCI Component Control Interface

CSCI Computer Software Configuration Item

DID Data Item Description

LRA Layout Rule Argument

LSTL Layout Structure Template Library

SDD Software Design Description

SSDD System/Subsystem Design Description

sss System/Subsystem Specification

7.2 Definition of Terms

The following are terms used in this document.

Term

Address

Attachment

Attributes

Batching

Bounds Radius

Building

Composition

Description
A character string uniquely identifying the event and
Operation.

Achild object in an attached-to relationship with a parentobject.

String representations of the facets of a world object orrelationships to other world objects.

Grouping of two or more events.

The radius of influence about an object in GeoView.

The act of giving information to the renderer to rendera leaf
node.

Twoor moreobjects in an attached-to or located-in
relationship.
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Configuration Item The base level abstract class that holds the name of an object
and methodsfor insertion, deletion and lookup of other
objects.

Containment A child object in a located-in relationship with a parent
object.

Edge A physical line interconnecting two leaf nodes.

Events External information arriving in the form of network objects.

Layout The act of combining the processes of leaf building, layout
rule application, edge creation and object placement.

Layout Rules Rules specifying the attachment, containment or layout
structure grouping of a leaf node (representing a world
object) based onits attributes.

Layout Structure A logical grouping construct that does placement on child
leaves based on the shapeof the structure.

Leaf Node GeoView’s graphical building blocks representing objects in
the world.

MasterTable A hierarchical set of mappings from world objects to leaf
nodesspecifying visual attributes and layoutrules.

Network Object An container of one or moreattributes.
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Node

Object

Parent

Placement

Relationship

Root

Scene Graph

Structure

Sub-structure

Top Level

World Objects
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Description

The abstract base parent of layout hierarchyclasses.

Represents either a leaf or layout structure in GeoView.

The node directly above the current one in the layout
hierarchy.

The act of placing an object in the GeoView Universe either
absolutely or relatively.

A string describing the logical connection between twoleaf
nodes.

The singleton instance at the top of the layout hierarchy.

The Java 3D APIdata structure for rendering in 3D worlds

Singleton Recognised design pattern that is used to create aclass that is guaranteed to have only one object instance in
the application.
A Layout Structure thatis a direct child of the top-level
structure

A Layout Structurethatis a direct child of a parentleaf
node. Used for grouping leaf nodes that are in a composite
with the parent leaf node.

The top most structure level of the layout hierarchy where
the parent structureis the top level structure.

Physical or logical objects that exist or are defined in the real
world .eg. Computer, Shared Data Link
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Part 5 TARDIS SPECIFICATION----------2-22200nnnnnannecennnnnnneeeeenennanenannensenenn=

1. Tardis Specification

Tardis is briefly discussed in Section 2.1.4 of the Shapes Vector Overview, Part 1 of
this specification.

The following is a preferred specification of its characteristics in the embodiment

described. However,it is also possible for the Tardis to operate independently and/or

in conjunction with other elements not related to elements of the preferred

embodiment.

It is possible for Tardis to operate with just the Gestalt or just one observation sub-

system such as Geo View or Data View.It is also possible to construct configurations

of the Shapes Vector system in which the event outputs from agentsis fed via the

Tardis to a third-party visualisation or analysis system, or to a text-based event

display. In cases where time-based queuing and semanticfiltering of events is not

required, the system could alternatively be configured in such a wayas the event

outputs from agents are delivered directly to one or more of the view components ina

real time visualisation system.

1.1 Introduction

The Tardis is the event handling sub-system of Shapes Vector. It manages incoming

events from a system Client, in a typical arrangementthe Gestalt, and makes them

available for Monitors (a recipient observation sub-system) to read. There can be

many Clients and Monitors connected to the Tardis at the same time.
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The Tardis receives events from Clients via connections through Tardis Input Portals,

and uses Shared Memoryasits form of inter-process communication with Monitors.

Tardis Input Portals support different types of connections, such as socket transaction.

The flow of data through the Tardis is in one direction only, the Tardis reads from the

connections with the Clients, and writes to Shared Memory,

1.2 Assumptions

For the purposeof this disclosure of a preferred embodiment, it is assumed that the

readeris familiar with the products, environments and concepts thal are used with the

Shapes Vectorinfrastructure disclosed earlier in this specification.

2. Overview of the Tardis

The Tardis receives events from one or more Clients/Sources that can be located

physically close or remote from the Tardis and supplies them to Recipient Systems

that also can be remotely located. A Recipient system mayalso be a Client/Source.

Each Client/Source associates with each event an ordered data value thatis, in an

embodiment, one of an incrementing series of data values. Typically the ordered data

value is representative of real or synthetic time as gauged from an agreed epoch.Since

the data value can be compared with other data values they are useful for ordering

events within a common queue(the term slotis also used in this specification to

describe the function of a queue). Since different events in different queues can have

the same data value they can be identified or grouped to provide a temporal view of

the events that does not haveto be a real time view. For example, by creating one or

more spans or changing the magnitude of the span of the data values output by the

Tardis it is possible to provide control over time and then present events to the

Recipient systems relating to those times. The timed event output to a Recipient
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system could be in synchronisation with real time, if desired by the user observing the

system Recipient system output. It is also possible to change the rate of flow of the

data values selected for output from the Tardis thus controlling the time span over

which those events are presented for observation. There maybe triggers available to

initiate one or more time related outputs that can be set by the observing user to assist
their detection of predetermined events. Further the triggers and their effect may be

determined by wayofcalculations on data values set by the user of the system. Notall

events are of the highest importance hence there is a means by whichdifferent

priority can be allocated for each event and handled by Tardis. So that an event’s

priority will determine its order of output from Tardis and/or whether the event can

be discarded under certain circumstances such as whenthe system is under extreme

load. The unify bit described in this specification is an embodiment of the event

prioritization system.

There is an agreed semantic associated with each event and there will exist in Tardis a

slot for each semantic.

2.1 Components

The Tardis uses several different threads during execution, each fulfilling different

roles within the Tardis. There is the Tardis Master Thread (M Thread), a set of Event

Processing Threads (X Threads), a set of Update Threads (Y Threads), a set of New

Connection Threads (Z Threads) and a set of Control Socket Threads (C Threads).

The Tardis is comprised of various data structures, such as the Tardis Store, Slots,

Cells, Cell Pools and their Managers.

2.2 Overview of Operation

PART 2 OF 2/ APPL-1001 / Page 836 of 1488



PART 2 OF 2 / APPL-1001 / Page 837 of 1488 

WO 02/088926 PCT/AU02/00530

142

As the M Threadstarts, it creates a set of Input Portals, which represent the conduits

through which Clients send events to the Tardis. Each Input Portal creates a Z Thread

to manage new connections for the Input Portal. The M Thread then creates a set of X

Threads (as many as specified by the user) and a set of Y Threads (as many as

specified by the user). It also creates some C Threads for communication with external

processes via CCI (Component ControlInterface), and creates the Tardis Store. Note

that the Tardis is a process, which contains manythreads, including the original

thread created by the process, the M Thread.

The X Threads grab events coming in from the Input Portal Connections and place

them in their corresponding queuesin the Tardis Store. The Tardis Store resides in

shared memory. Whena clock tick occurs, an update begins, which requires the Y

Threads to update the preferred double buffered eventlists (there are write lists and

readlists, which switch every update, giving double buffered behaviour). When a

switch occurs, a newset of eventlists is presented to the Monitors.

The Tardis is able to accept a specified set of instructions/ requests from external

entities through any oneof its CCIs. This functionality is provided via the C Threads,

providing external control and instrumentation for the Tardis.

3. Tardis Concepts

3.1 Events

An event is used to represent the fact that some occurrenceof significance has taken

place within the system, and may have somedata associated with it. There is a global

allocation of event identifiers to events with associated semantics in the system.
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Conceptually, all events in the Tardis are the same, but in implementation, there are

two event formats. Thefirst is an incoming (or network) event, as received by the

Tardis via an Input Portal Connection from Clients. This event consists of an

identifier, a timestamp, an auxiliary field and a variable length data field. The

auxiliary field contains the event's unify flag, type, the length of the event’s data (in

bytes) and some unused space.

The second event format is an Event Cell, as used within the Tardis and read by

Monitors. Event Cells share some of the fields of an incoming event. They havea Cell

Pool Managerpointer (which points to the Cell Pool Manager who managesthecell),

a next cell and previouscell index (to link with other Event Cells), a first Data Cell

index (to link with a Data Cell), a timestamp, an auxiliary field (same content as for an

incoming event) and a fixed size datafield.

The Cell Pool Manager pointer is used when placing a cell back into a free cell list

(within the relevant Cell Pool Manager). The nextcell index is used when thecell is in

a free cell list, a data Cell list or an Event Cell queueorlist. The previous EventCell

index is used when the Event Cell is in an Event Cell queue. The only other difference

between a network event and an Event Cell is that an Event Cell has a fixed size data

field and a first Data Cell index instead of a variable length data field. For reasons of

efficient storage, the first part of the variable length datafield is placed in the fixed

size data field of the Event Cell. The rest is placed in a sequence of Data Cells which

each point (via an index, not an address) to the next Data Cell, with the last possibly

being partially filled. The first of the sequence of Data Cells is pointed to by thefirst

Data Cell index.

The identifier, auxiliary field and timestamp are 64 bits each, with the timestamp

being conceptually divided into two 32 bit quantities. Within the auxiliary field, the

unify flag is 1 bit, the type is 4 bits and the data length is 16 bits (the data length is
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expressed in bytes, allowing up to 64Kb of data to accompanyeach event). This leaves

43 bits of unused space in the auxiliary field.

Thecell indices are all 32 bit (allowing a Cell Pool with more than fourbillion cells).

Thesize of the fixed size data field is to be specified at compile time, but should be a

multiple of 64 bits.

For strong reasonsofefficiency and performance, Event Cells and Data Cells are

stored together in commonpools and are the same size. The format of a cell (Event

and Data Cell) is shown in Figure 23.

The following are examples of some events:

1. object information (one event id for each type of object)

— signal that a new object has been discovered or that an updateofthe attributes of

the object is available.

2. object attribute information (again one event id for each type of object)

— signal that there is new or updated informationfor an object attribute.

3.2 TimeStamp

The timestamp indicates the time at which the event was generatedat the source.It

consists of two 32-bit quantities indicating with second and nanosecond components

the elapsed time since 00:00 Universal Time (UT) 1 January 1970. Note that specifying

this in terms of Universal Timeallays any potential problems with events from

different time zones. The timestampis read but not modified by the Tardis.It is stored

as a single 64-bit quantity, and should be stored so that the Tardis using a single 64-bit

instruction can compare timestamps. The Clients are responsible for ensuring the

timestampis in an appropriate format.
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3.3 Shared Memory

The Tardis creates a shared memory segment during start-up. This is so that the

Tardis and a number of Monitor processes have fast access to the Tardis Store, which

contains all the structures relevant to the Monitors as depicted in Fig. 24.

3.4 Time

Dealing with time within Shapes Vector is complex and raises many issues. The issues

range from therelatively simply issue of having to deal with different time zones

(from sensorsdistributed aboutthe place), to synthetic time andits relationship with

events in the Tardis.

3.4.1 Universal Time

In order for events to be collated and assessed there needs to be a global clock or

frame of reference for time with which events can be time encoded. The standard

Universal Time (UT) is an obvious candidate for such a frame of reference.

3.4.2 Synthetic Time

Synthetic time is closely associated with the readlists. The actual synthetic time

indicates the time associated with the read lists as read by the Monitors.

The Tardis maintains a Synthetic Time Window,whichhas a width (the amount of

synthetic time between the beginning and end of the window)and a velocity (the

amount of synthetic time the window movesbyafter each clock tick). The front edge
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(towardsthe future) of the window represents the Current Synthetic Time. Synthetic

Time and the Synthetic Time Window are shownin Figure 25.

Updates occur at every clock tick. During the update precess, the Y Threads use the

Synthetic Time Windowto process events. Note that the Synthetic Time Window has

no relation with real time, and has no bearing on the amountof real time between

updates, since the timing of an update is controlled by an external clock mechanism.

The Synthetic Time Windowis used to guidethe processing of events.

3.5 Process and Thread Activity

The Monitors and Clients operate independently of the Tardis in different processes.

The Tardis process consists of several different types of Threads, whose behaviour

needsto be controlled to protect shared data.

In order to control the threads, the MThread needsto be able to signal some threads to

engage and to disengage. In order to ensure a thread has disengaged, the MThread

needsto signal the thread to disengage, and then confirm a response from the thread

indicating it has indeed disengaged.This introduces a problem, in that the MThread

maysignal a thread to disengage, but the thread in question may be busy, and will not

check to see if it should disengagein a timely fashion. In this event, the M Thread will

be wasting time waiting for the response. In somecases, this is unavoidable, however,

the thread may be engagedin an activity whichis threadsafe. If this is the case, the

MThread should not wait for a response from the thread, and can continuesafely, so

long as the busy thread checksto seeif it should disengage before engaging in thread

unsafe activity.
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Hence each thread should havea flag it maintains indicating whetherit is engaged or

not. It should also havea flag it maintains indicating whetherit is safely engaged or
not. Finally, the M Thread should maintain a flag per type of threadit controls (ie. one

for X Threads, one for Y Threads and one for Z Threads).

4. Functional Overview of the Tardis

4.1 Tardis Threads

The Tardis is made up of several different types of threads which work together to

make the Tardis function. The M Thread is the master thread, and controls the other

threads and the update process. X Threads have the job of reading events from the

Input Portals, obtaining and populating Event and Data Cells and placing the Event

Cells in the appropriate Slot’s queue. Y Threadsare called on during every update to

take certain Event Cells from a Slot’s queue, and to place them in theSlot’s eventlist.

Z Threads are responsible for creating new connections with Clients through the

Input Portals. C Threads are responsible for handling CCI commands and requests.

This is showninFig.26.

Note that the M Threadis the only thread that directly interacts with another thread.

The scheduling of these threads is important, and revolves around an update, which

occurs whena clock tick occurs. When the Tardis is not doing an update, the X

Threadsare handling incoming events and the Z Threads are handling new

connections. When an update occurs, the X and Z Threads are disengaged and the Y

Threads engaged to update the eventlists. At the end of an update, the Y threads are

disengaged and the X and Z Threads engagedagain.
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The M Thread and the C Threadsare never disengaged.

Figure 27 shows wheneach thread and process is waiting (to be engaged or for the M

Thread, for a clock tick). The shaded areas show wherethe thread or processis not

waiting.

The shaded areas represent time periods where:

* Client processes are possibly sending events throughout the time they are connected

to the Tardis. The Tardis does not have an effect on the processactivity of Clients or

Monitors. Note that a Client may produce a burst of events and then shutdown,orit

mayrunfor an extended period of time, possibly sending events continually or

sporadically.

¢ Monitors are able to read the current read lists. They are able to detect any eventlist

switching during reading. Note that if the Monitors finish their processing of the read

lists and cells, they wait until the next update to go into action again.

* The Tardis is receiving events from Clients and making events available to

Monitors.

* The M Threadis controlling an update.

* The X Threadsare engaged and busystoring incoming events. They are also

detecting Input Portal Connections that have timed out and adding them to their own

“to-remove”lists of Input Portal Connections.
° Y Threads are updating the next readlists (the current write lists) and discarding

old non -unified events.

¢ Z Threads are accepting Client requests for new Input Portal Connections. They are

also creating new Input Portal Connections and placing them in their own “to-add”

lists of Input Portal Connections.

* C Threadsare servicing requests and commandsreceived via CCI.
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The X Threads loop through Input Portal Connections, and collect ones which

timeout, but do not modify the list of Input Portal Connections. The Z Threadscreate

new Input Portal Connections, but also do not modify thelist. This is to avoid X and Z

Threads blocking each other overaccess to the shared list. However, whilst both are

disengaged, the to-add and to-removelists each maintained are used to modify the

sharedlist.

4.2 Tardis Operation

Uponstart-up, the MThread creates the shared memory segment, creates a set of

Input Portals (and a Z Thread per Input Portal), creates a number of X Threads and Y

Threads andthensits in a loop. When a new Client requests an input connection on

an InputPortal, the Z Thread for that Input Portal creates an Input Portal Connection

object whichis later added to the M Thread’s Input Portal Connectionlist.

The Tardis has a numberof X Threads responsible for the managementof incoming

events. X Threads grab events from Input Portal Connections, so each InputPortal

Connection needsto be protected by a lock. These events are stored directly into the

event queue of the appropriate Slot by the X Threads, so each Slot needsto be

protected by a lock. Hence an X Thread can be blocked attempting to get the lock on

an Input Portal Connection, and then on the resulting Slot. This should be expected,

and by having many X Threads, such blocking need notsignificantly affect

performance (the more X Threadsthere are, the more blocking will occur, but it will

be less significant because other X Threadswill use the time constructively).

Whena clock tick occurs, the M Thread begins an update. First it flags the X Threads

and Z Threads to disengage and ensures they are disengagedor safely executing.

Thenit signals the Y Threads to engage. When the Y Threadshavefinished the

update, they are disengaged and the X and Z Threadsare engaged.
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The MThread then updates the current synthetic time, switches the eventlists,

increments the update counter and preparesthe write lists for writing (discarding

events in the write lists, which have been read by Monitors). The order of the last

operationsis critical as the current synthetic time must be updated before the event

lists are switched which must be donebefore incrementing the update counter. The

order is used by the Monitors to detect a switch and preserve data integrity.

The Tardis uses multiple Z Threads (one per Input Portal) to accept new Client

requests for an Input Portal Connection. For the purpose of protecting data from

being written to whilst being read, or written to simultaneously, the Z Threads are

placed in a wait state at the sametime as the X Threads, and started again at the same

time as the X Threads. This means that at any one time, either the Z Threads or the M

Thread has access to the Z Threads’ to-addlists.

However, the Z Threads may be blocked whilst accepting new connections, so the Z

Threadsindicate if they are in a safely executing state. The Z Threads relieve from the

MThreadthe job of accepting and creating new connections, which leaves the M

Thread better able to maintain responsiveness.

The X and Y Threads mayalso declare themselves as safely executing in order to

reduce the latency that comes with waitingfor all X or Y Threads to disengage.

4.3 Tardis Store

Figure 28 gives an overview of the array of Slots residing within the Tardis Store in

shared memory. Each Slot has an index to the first and last Event Cells in its Event

Cell queue.It also has an index to the first event in the read and write lists. All Event

Cells and Data Cells are from a Cell Pool, although which pool does not matter.
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In order to store an event, X Threadsfirst look-up the event id in a Slot Mapping

Array. This returns an index to the array of Slots. The Slot contains all the entities the

X Thread needsto perform its operations (indices, lock, Guaranteed Cell Pool, unify

flag etc.). With this information, the X Thread can obtain and populate the Event Cell

and required Data Cells. The X Thread canalso insert the Event Cell in the Slot’s

queueafter getting hold of the lock for that Slot (as there could be multiple X Threads

trying to insert Event Cells in the same Slot’s queue). The event queue for each Slotis

time-ordered (based on each Event Cell’s timestamp). The last Event Cell in the queue

hasthe largest timestampthefirst in the queue is the smallest. The event queueis

represented by thefirst and last Event Cell indices.

The eventlists shownin Figure 29 have their roles switch between the read and write

lists each update. Theselists are represented by an index to thefirst Event Cell in the

list (the oldest). The lists are separated (broken) from the queueby clearing the index

pointers between the newesteventin the list and the oldest event in the queue. Hence

the Y Threads merely manipulate Slot and Event Cell indices.

Whena switch occurs at the end of an update, the event list nominated as the write

list becomesthe read list (from which Monitors can access the events) and the event

list nominated as the read list becomesthe write list (which Y Threads will manipulate

during the next update).

The eventlists are strictly controlled via several variables for each Slot. These define:

1. The maximum numberof events allowed in an eventlist.

2. The maximum numberof unified events allowed in an eventlist.

3. The maximum number of non-unified events allowed in an eventlist.
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The variables arc adheredto in the order of the potential events. Table 1 below gives

some examples for a potential event queueof: “U, U, N, U, N”, with the last event at

the head:

 

 
 

 

 

 
 

 

 

  
Max Events Max Unified Max Non Added Unified|Added Non

Unified

1 1 1

10 10 0

[5idL'S 5
4..Cti(‘;séC*d 3

(3d 2

Table 1

The three variables provide flexible control over the lists. Similarly, there are variables

accessible via CCI to monitor the demandforplaces in an eventlist (from queued

events), and the events which get into an eventlist (listed events).

Initially, max events is 1, max unified is 1 and max nonunified is 1, as in the case of

the first example in the table above. This gives behavioursimilar to that of Tardis 2.1,

where only one event can be madeavailable to Monitors per update, anditis the first

potential event in the event queue.

For an event that is received by the Tardis, it can “leave” the Tardis in one of three

ways:

* Discarded — An eventis discardedif it is never considered for placing into an event

list. This could be because an X Thread determined it could discard the event, thatis,

not insert it in an event queue. An eventis also discardedif it is placed in a queue, but

subsequent changesto the Slot’s unify flag and a subsequentcall to clear the queue

out resulted in it being discarded.
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¢ Expired — The event madeit into an event queue, but was removed by a Y Thread

from the event queue becauseit did not meetthecriteria to get into a read list and

synthetic time passed it by (non unified).

* Listed — The event madeit into an event queue andinto a read list and was made

available to Monitors. Eventually it was cleared outof a write list.

4.3.1 Guaranteed Cell Pools

The Cell Pool holds a Guaranteed Cell Pool dedicated for each Slot as well as the

Shared Cell Pool, which it uses to store the incoming events and data. When a cell

(event or data) is required for a Slot, the Slot’s Guaranteed Cell Pool Manageris used.

If the Guaranteed Cell Pool Manageris unable to supply a cell (ie. it has no free cells),

it attempts to get a cell from the Shared Cell Pool Manager.

The total numberof cells allocated on start-up by the Cell Pool (Nic) is given by the

following formula:

Nic = (Ngc * Ns) + Nsc where,

Ngcis the number ofguaranteed cells per Slot, ie. per Guaranteed Cell Pool

Nsts the numberofSlots, and

Nscis the numberofshared cells within the Shared Cell Pool.

The Shared Cell Pool and the Guaranteed Cell Pools behave in the same way, they

maintain a linked list of free cells and they have a lock for accessing thatlist. Each cell

has a Cell Pool Managerpointerso that it can be returned to the appropriate Cell Pool

Manager's free cell list.
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Hence noentity in the Tardis needs to makea distinction between a guaranteed cell
and a sharedcell

5. Tardis Clock

A Tardis Clock is a process, which sendsclock tick commandsto the Tardis’ Synthetic

Time CCI server. This action triggers an update in the Tardis and provides the

mechanism for the Tardis to move through synthetic time and makeevents available

to Monitors. The rate at which clock ticks are received by the Tardis in real timeis the

updaterate in real time. It should be notedthatif the Tardis’ synthetic time windowis

less than the Tardis Clock’s period, then it is possible that the Tardis’ synthetic time

could moveahead ofreal time.

5.1 Clock Ticks

Clock ticks occur whena set of rules defined by a virtual FPGA (Field Programmable

Gate Array) is satisfied. The inputs to the FPGAis a word in binary form, where each

bit correspondsto the availability of a clock event for that bit position.

The FPGAis shownin Figure 29, with the table representing the fuse bits shown

below along with the resulting clock tick expression:

tick = (A & C) or (A& B&C)or(C) or(A&B&C)

The fuse bits allow rules to be applied to the input wordbits (A,B,C,...) to determine

whether a clock tick should occur. A fuse bit of 1 means it is not blown and the

relevant bit is input to the relevant AND gate. The results are combined by an OR

gate. If a row of fuse bits is not needed then the fuse bits should all be 0.
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Table 2, of clock counters is also maintained, as is shown below. When a clock event

with a certain ID is received, the clock event count for that event is incremented.

Whena clock tick occurs, all clock event counters are decremented (but cannot be less

than zero). A bit of the FPGA input wordis formed if the corresponding counteris
non Zero:
 

Clock Event ID Clock Event counter FPGAInput word (1) 
1 

 
1

0 
 

Table 2

If each row of fuse bits is considered a binary word (W1, W2, W3,...) then a rule will

failif:

rule fail = 11 & W

So a tick should not occur when:

tick fail = (11 & W1) & (!] & W2) & (11 &W3)

Therefore a tick should occur when:

tick = !((1T & W1) & (I & W2) & (1 &W3))

This can be evaluated very quickly. Note that since it is assumed that the Tardis is

built for a 64-bit architecture, we can allow for 64 unique clock event IDs and as many

rules as required. If we allow for n rules, the fuse bit table uses n 64 bit words.

Event IDs are allocated to clock event sources via CCI, which can also be used asa

mechanism to modify the FPGA fusebit table and the clock event counters.
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6. Monitors

Monitors connect to the shared memory segmentcreated by the Tardis on start-up.

This allows the Monitors to be able to read data from the Tardis Store, such as the

readlists that have just been processed by the Tardis. Note that they may use a Tardis

Store Proxy to dothis.

The Monitors need to wait until a switch has occurred, and they need to be able to

detect a subsequentswitch if one comesbefore they finish reading from thereadlist.

To dothis, the Monitors wait for the update counter to change indicating a switch.

They then read all the data it requires from the array, making local copies of data.It

can verify the integrity of the data by checking that the timestamp has not changed.

This is required every time data is read from the array. Even if the timestamp has not

changed,if a pointer is then used to get data, the timestamp needsto be checked again

to ensure that the pointer hasn’t been de-referenced. This means that a Monitor

should collect all the data it needs from shared memoryfirst, and then act on that data

onceits integrity has been verified.

There may be manydifferent types of Monitors, but they need to get data from the

Tardis in a similar way.

7. Clients

7.1 Overview

Clients communicate with the Tardis via Input Portal Connections. The Tardis’ Z

Threads almost continuously check for new Clients so they can accept new Input
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Portal Connections.

Connections can be made through different Input Portals, so the Tardis may have

Clients sending events via sockets, and other paths, such as via shared memory.

The user and the Clients can request the numberof available Inputs Portals, the type

of available Input Portals, their identifiers and the details for available Input Portals

from the Tardis via CCI, and then establish connections on a specific Input Portal (as

specified by type and identifier). An identifier is preferably an ordered data value

associated with the event by the Client. It may in a preferred embodimentbe a integer

within a range of natural numbers.

There may be manydifferent types of Clients, but they need to send data to the Tardis

in a similar way.

Tardis Appendix/Glossary

A.1 Tardis

The Tardis is the event handling sub-system for Shapes Vector. The Tardis receives

events from Tardis Clients and stores the events in shared memory for Tardis

Monitors to read.

A.2 Tardis Monitor

Tardis Monitors are the event observation sub-systems for Shapes Vector. They read

and process the events made available for Monitors by the Tardis.
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A.3 Tardis Client

Tardis Clients connect to the Tardis and send events through an InputPortal

Connection. The Input Portal can be of several different types, such as a socket

connection or shared memory.

A.4 Input Portal

An InputPortal is an object representing a conduit through which events are sent to

the Tardis. Each Input Portal can have multiple Input Portal Connectionsthat are

specific connections through an InputPortal through whicha single Client sends

events to the Tardis. Each Input Portal has a type and an identifier.

A.5 Mutex

Mutexes are mutual exclusion locks that prevent multiple threads from

simultaneously executing critical sections of code, which access shared data.

A.6 Semaphore

A semaphoreis a non-negative integer count and is generally used to coordinate

access to resources. The initial semaphore countis set to the numberof free resources,

then threads increment and decrementthe count as resources are added and removed.

If the semaphore count drops to zero, which means no available resources, threads

attempting to decrement the semaphorewill block until the countis greater than zero.
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A.7 X Threads (Event Processing Threads)

X Threads are responsible for obtaining a new event from the InputPortal

Connections and processing the event by storing it in the Tardis Store. They also

detect timed out Input Portal Connections.

A.8 Y Threads (Array Managing Threads)

Y Threadsare responsible for updating the lists of events to be read by the Monitors.

They do so by manipulating Slot and Event Cell indices for event queues. Y Threads

are each responsible for updating the event queuefor a specified range of Slots.

A.9 Z Threads

Z Threadsare responsible for accepting new connection requests from new Clients

and creating new Input Portal Connections. These Input Portal Connections are added

to a list, which is added to the M Thread's list when the Z Threadsare waiting.

A.10 Guarantee

Guarantees are a set of pre-allocated Event/ Data Cells (created upon start-up), used

as the first choice of storage area for events and data for each Slot.

Tardis Features Summary

TARDISfeatures specifically include:
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1. A set of slots where each semantic is associated with a unique slot. Noslotis

reused as the system evolves.

2. A slot logic, which allowsfor flexible handling of prioritised events.

A synthetic clock which can besetto tick in a flexible user-specified manner.

4. A taxonomy superimposed overthe slots in order to group and cataloguelike
semantics

It will be appreciated by those skilled in the art, that the inventions described herein

are notrestricted in their use to the particular application described. Neither are the

present inventionsrestricted in their preferred embodiments with regard to particular

elements and/or features described or depicted herein. It will be appreciated that

various modifications can be made without departing from the principles of these

inventions. Therefore, the inventions should be understoodto include all such

modifications within their scope.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. Anevent-handling system that receives from one or more sources one or more

events, each event having associated therewith by the issuing source one of an

ordered data value and a semantic, wherein said event-handling system makes

available one or more events to one or morerecipient systems, said event-handling

system comprising;

one or more event queues having a predetermined semantic wherein events

having said predetermined semantic are queued according to their

associated data value;

a means to determine events to be made available to said one or more

recipient systemsif an event has a data value within one or more defined

said data ranges.

2. An event-handling system according to claim 1 wherein an eventis a statement

of knowledge.

3. An event handling system according to claim 1 wherein a human determines

the semantic.

4, An event-handling system according to claim 1 wherein a human determines

the semantic during operation of said event-handling system.

5. An event-handling system according to claim 1 wherein there is an agreed

semantic mapping of events to a event queue between sources, recipients and the

event handling system.
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6. An event-handling system according to claim 1 wherein a new semantic

requires a new event queue.

7. An event-handling system according to claim 1 further comprising an input

portal for receiving events in accordance with a predetermined method.

8. An event-handling system according to claim 7 wherein said predetermined

methodis socket transactions.

9. An event-handling system according to claim 1 further comprising an output

portal for making available events to recipients in accordance with a predetermined

method.

10. Anevent-handling system according to claim 9 wherein said predetermined

method is shared memory.

11. An event-handling system according to claim 1 wherein one or more said

sources are geographically remote of said event-handling system.

12. Anevent-handling system according to claim 1 wherein one or more said

recipients are geographically remote of said event-handling system.

13. Anevent-handling system according to claim 1 further comprising means to

change the span of one or moresaid ranges.

14. Anevent-handling system according to claim 1 further comprising means to

change the position of one or more said ranges within the span of the ordered data

values.
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15.  Anevent-handling system according to claim 1 further comprising mcans to

change the magnitude of changeof position of one or moreof said ranges within span

of said ordered data values.

16. Anevent-handling system according to claim 13 wherein a humancontrols the

magnitude and position of one or more said ranges.

17. Anevent-handling system according to claim 13 wherein said range controlis

synchronouswith an external time.

18. Anevent-handling system accordingto claim 17 wherein said external timeis

real time.

19. An event-handling system according to claim 1 further comprising one or more

trigger meansto initiate a changein a respective range.

20. An event-handling system according to claim 19 wherein control of said trigger

meansis achieved by logical rules associated with the receipt of zero or moretriggers.

21. An event-handling system according to claim 1 wherein said data value of an

event can be modified by using one or more data value transforms.

22. An event-handling system according to claim 21 wherein said data value

transform is the addition or subtraction of a constant to a data value.

23. Anevent-handling system according to claim 21 wherein said data value

transform is the multiplication of a data value by a constant.
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24, Anevent-handling system according to claim 1 wherein a recipient system

controls the operation of a said trigger means.

25. Anevent-handling system according to claim 1 wherein events are discardedif

their data value is not within a predetermined data value range.

26. Anevent handling systems according to claim 1 wherein said event further

comprisesa priority indicator that has one or more values suchthat said eventis

madeavailable to one or morerecipients in accordance with a priority event handler.

27. Anevent handling systems according to claim 1 further comprising event

priority determination meansthatallocates or changes priority values of one or more

events in one or more queues.

28. An event handling systems according to claim 1 further comprising a control

interface that permits the modification and observation of the event-handling system.

29, An event handling systems according to claim 28 wherein said control interface

permits control of said event queues.

30. An event handling systems according to claim 28 wherein said control interface

permits control of said position of the range within the space spanned by the ordered

data values.

31. Anevent handling systems according to claim 28 wherein said event-handling

system further comprises a means to change the magnitude of the change of position

of the range within the ordered data values and wherein said control interface

controls said means to change the magnitudeof the change.
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32. Anevent handling systems according to claim 31 wherein said control interface

permits control by a human of the magnitude and position of the range.

33. An event-handling system according to claim 28 further comprising one or

more trigger meansto initiate a changein a respective range and wherein said control

interface controls said trigger means.

34. Anevent-handling system according to claim 28 further comprising modifying

a data value with one or more data value transforms wherein said control interface

controls the application of said transforms.

35. Anevent-handling system according to claim 28 wherein said event further

comprises a priority indicator that has one or more values such that said eventis

madeavailable to one or more recipients in accordance with a priority event handler

and wherein said control interface controls the application of said one or morepriority

values.

36. An event-handling system according to claim 28 wherein said control interface

is remotely accessible by means located remote of said event-handling system.

37. Anevent-handling system according to claim 36 wherein a human or a

computer controls said control interface.

38. Anevent-handling system according to claim 29 wherein a humanor a

computer determines the maximum size of an event queue.

39. Anevent-handling system according to claim 29 wherein a human or a

computer determines the maximum quantity of queues.
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40. An event-handling system according to claims 26 and 29 wherein a humanor a

computer determines the maximum quantity of priority events.

41. An event-handling system according to claim 28 wherein a human or a

computer shuts downsaid event-handling system.

42. An event-handling system according to claim 28 wherein one or more said

observations are used to dynamically and autonomously control said event-handling

system.

43. An event-handling system according to claim 1 wherein a recipient system

comprises one or a combination of graphical, aural and haptic representation devices.

44, An event-handling system accordingto claim 1 wherein a recipient system is

also a source.

45. An event-handling system according to claim 1 wherein a recipient system is

another event-handling system.

46. An event-handling system according to claim 1 wherein one or more event

queues have a unique predetermined semantic.

47. A system of one or more event-handling systems according to claim 1 receiving

events from the same sources and providing events to different recipient systems.

48.|Asystem of one or more event-handling systems according to claim 1 receiving

events from the same sources and sharing queues and providing events to the same

recipient systems.
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Figure 1 Shapes Vector Functional Architecture
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Figure 9 Selective Zoom with staircasing.

 
 

con as ~
“ se

‘s, ALS,

Or SREYN, SS,
SS

Pm EEE
CESS Sy

Vee IR SS SSN SSS CD td
 

  
 

Figure 10 JA Time Apertures along a Data Stream

SUBSTITUTE SHEET (RULE 26)

PART 2 OF 2/ APPL-1001 / Page 873 of 1488



PART 2 OF 2 / APPL-1001 / Page 874 of 1488 

WO 02/088926 PCT/AU02/00530

 
Intrusion Detection Knowledge

Leve] 3
Situation Base Threat

Level 2
Situation Refinement

Assessment

 

 
 
  
  
 

 
Knowledge

  
Level 4
Resourcea     

 ment

 

 
Information

Level?
Object Refinement

 
Figure 14 BASSConfiguration

PART 2 OF 2/ APPL-1001 / Page 874 of 1488



PART 2 OF 2 / APPL-1001 / Page 875 of 1488 

WO (12/088926 PCT/AU02/00530

9/19

SVGL (UoD = “Level 1 Cyber Ontology”,instance=0,no entry, no exit)

 

 

 

 

“

&

p  @) @S
oo SVAR (Level=2,instance=10) }----

N

(von
g

--- SVAR(Level=1.5, instance=5) ----

QO&&wd

i
-- SVAR(Level=1, instance=2) ----

(vert) (om)and

@

§
-- SVAR(Level=0, instance=27) - +e

=

©) &) G&Sand

o Agent

§
Fig. 12

PART 2 OF 2/ APPL-1001 / Page 875 of 1488



PART 2 OF 2 / APPL-1001 / Page 876 of 1488 

WO 02/088926

SVGL (UoD 2 “Level 2

locasLevel1.5'LocaleLaval2
LocaleLevel1

LocaLevatO!
1

tance-0,

(ot)
SVAA(Levels1.5,instance=25)

SOR
 SVAR (Level=1, instance=9)

SVAR(Level=0, instance=1} 

PCT/AU02/00530

10/19

roan Cyber Ontology” Instance=0 level=2,nO

 

SVGL (Vo0 = “Level 1tobe Ontology” Inatance=f, no entry,
exite"Level 2 Cyber Ontology” Instance=0 level=0)

Agent (10)
SVAR (Level=2,instance=10)

——.

LocaleLevel3
 

LocaleLevel2
 

LocaleLevel1.5

(ot)
SVAR(Level=1.5, instance=5)

SobU
SVAR(Level=1, instance=2} 

,bocalsLevel|
>

(ovaleLaval0
q

-

SVAR(Level=0,instance=27)
’

Fig. 13

mnARSEITAEEmeee—_etprateasiatatscnOenii Sho

' LocsteLevel2
 

 
SVGL (UoD © “Level 1 EM Ontology”ins tance=0,

entry = “Level 1 Cyber Ontology” instance=0 level=1,exit="Level 2 Cyber Ontology” inatance=0 level=1)

LocaleLaval1

* LevaleLovetO |

bp

PART 2 OF 2/ APPL-1001 / Page 876 of 1488



PART 2 OF 2 / APPL-1001 / Page 877 of 1488 

WO (12/088926 PCT/AU02/00530

Tnsert/ Update
Netvoork Objects

Packeth Aoniter Visual Attributes

 
   
  

 

 

Satting updates, Applicatio
add/change
OjectSelectozs

LayoutHierarchy
Map naw attr to visual attr

Catffram
SV_View::peas

col
Interface

kom
px itatpn>

PART 2 OF 2/ APPL-1001 / Page 877 of 1488



PART 2 OF 2 / APPL-1001 / Page 878 of 1488 

WO (12/088926 PCT/AU02/00530

12/19

CCI Thread Application ThreadETRETRETEet  
  
 

 

 

 
 
 
 

 Process World Monitor

 

 
 
 

  
xz

Traverse wee and write.
“Push”pipe.

  

 
 
 

 

|

‘

|

E

Lock “Pull” pipe f
«may block). r

fear
Unlock “Pull”pipe. 9

Unlock “Push”pipe -
 
 
   

 t
i
i
i

  
   

 
Lock Pull & Push Fipes.

«will block tll end of frame
render)

House-keeping:
Swap pipesProcess M events

 
 

 

 

 
 
 
  

m Change Requests
Delayed Deletions i

Unlock Pull&Fush Pipes. :

Acquire lock{] :
(block) § 4

 

PART 2 OF 2/ APPL-1001 / Page 878 of 1488



PART 2 OF 2 / APPL-1001 / Page 879 of 1488 

WO (12/088926 PCT/AU02/00530

13/19

oo LH_CoordGroupSet

 LH_Leaf LH_Root LH_SNode||LH_EdeeSet||LH_CoonGroup

Fig. 17

ROOT
(singleton)

CoonlGroup Top Level
Set Stucnue

(singleton) (singleton)

Layout
Simcture Leaf

(o.N} <0..N)

 
  attached—to located-in

Leaf Leaf Sub-stucture||Sub-sinucture
{0..N) CR) (0..N) <0..N)

: eo “7 >.

Leaf Leaf
(i..N> qi.N)>

Fig. 18

PART 2 OF 2/ APPL-1001 / Page 879 of 1488



PART 2 OF 2 / APPL-1001 / Page 880 of 1488 

WO (12/088926 PCT/AU02/00530

14/19

Node

Separation

+-———4

Rank

Separation

Fig. 19

Relative Coordinates

DIRECTION|ORIGIN |-4 -3 -2 -1 0 1 2 3 4

POSITIVE D @©@eO ® ©

POSITIVE |BACK |M@ @® @© @® ©

POSITIVE © ®@ ® ® ©

NEGATIVE| FRONT |6) @® @® @® @®

NEGATIVE|BACK ®o ®@ @ ® ®

NEGATIVE|CENTER © ®®o2e8 oO

Fig. 20

PART 2 OF 2/ APPL-1001 / Page 880 of 1488



PART 2 OF 2 / APPL-1001 / Page 881 of 1488 

WO (12/088926 PCT/AU02/00530

15/19

eeeeeeei=

  
PART 2 OF 2/ APPL-1001 / Page 881 of 1488



PART 2 OF 2 / APPL-1001 / Page 882 of 1488 

WO 02/088926 PCT/AU02/00530

16/19

Network Event:

Event ID [Timestamp|Aux Data
Event / DataCell:

Prev Event|First Data .ENS [EADIE [Tees[Aw]Dow |} event cot
} Data Cell 

Figure23 Event Formats

Sharedd Memary

3 | Tardis Storei — senna  
Figure 2 Shared) Memory Use
 
 

Figure 24 Shared Memory Use

 

 
  
  
  

   
  
  

weeeaee—>

  

Past Synthetic Tirne . A Future
; Current

. ithetic
Synthetic Time

~« Time -»
Window ,

Back Front
i:dpe Edge

lace a cemacteced
‘ width peVolocity

Figure 3 Synthetic Time

Figure 25 Synthetic Time

PART 2 OF 2/ APPL-1001 / Page 882 of 1488



PART 2 OF 2 / APPL-1001 / Page 883 of 1488 

WO (12/088926 PCT/AU02/00530

 

 

 
 

 

jnpaal
Portals

M
Thread

Figure 26 Tardis Components

PART 2 OF 2/ APPL-1001 / Page 883 of 1488



PART 2 OF 2 / APPL-1001 / Page 884 of 1488 

WO (12/088926 PCT/AU02/00530

 Y Threads

2 Threads

C Threads

tick tick tick tick

Figure 6 Process and Thread Activity Graph

Figure 27 Process and Thread Activity Graph

PART 2 OF 2/ APPL-1001 / Page 884 of 1488



PART 2 OF 2 / APPL-1001 / Page 885 of 1488 

WO 02/088926 PCT/AU02/00530

19/19

FinerUTrngaycartereee sessolder

write listprs tas eee ee ew ewes

pee renMORINae- iz

ia [To] ()etme

(el oo(eI fe ia
HEISERSEREDSIhieDstleb

i
break

~ FREE3 =
ee

¥ a eeena 7

Figure 28 Tardis Store

bis: A BC ...

 
tick = (A & ©) or (A & B&C) or (C) or (ARB&C)

Figure 29 Tardis Clock (FPGA and fuse bits)

PART 2 OF 2/ APPL-1001 / Page 885 of 1488



PART 2 OF 2 / APPL-1001 / Page 886 of 1488 

International application No.

PCT/AU02/00530

INTERNATIONAL SEARCH REPORT

CLASSIFICATION OF SUBJECT MATTER

Int. Cl. 7: GO6F 3/14, 17/30

According to International Patent Classification (IPC) or to both national classification and IPC

FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

IPC GO6F 3/14, 17/30
Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

AU:IPC AS ABOVE

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

WPAT, USPTO

DOCUMENTS CONSIDERED TO BE RELEVANT

 

Relevantto
claim No.

Category*|Citation of document, with indication, where appropriate, of the relevant passages

WO 0115017A, LG ELECTRONICSINC,1 March 2001

WO 9944160A, THE SABRE GROUPINC,2 September 1999

US $801696A, ROBERTS, 1 September 1998

 

See patent family annex[] Further documents are listed in the continuation of Box C
Special categories of cited documents:
document defining the general state of the art
which is not considered to be ofparticular
relevance

earlier application or patent but published on or
after the international filing date

document which may throw doubts on priority
claim(s) or whichis cited to establish the
publication date of another citation or other special
Teason (as specified)
documentreferring to an oral disclosure, use,
exhibition or other means
document published prior to the internationalfiling
date but later than the priority date claimed

later document published after the internationalfiling date or priority date
and notin conflict with the application but cited to understand the principle
or theory underlying the invention
document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive step
when the documentis taken alone
document ofparticular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is combined
with one or more other such documents, such combination being obvious to
a person skilled in the art
document memberofthe same patent family

Date of the actual completion ofthe international search

25 July 2002
Name and mailing address of the ISA/AU
AUSTRALIAN PATENT OFFICE
PO BOX 200, WODEN ACT 2606, AUSTRALIA
E-mail address: pct@ipaustralia.gov.au
Facsimile No. (02) 6285 3929

Date ofmailing of the international search report
2 AUG 2002

Authorized officer

S KAUL

Telephone No : (02) 6283 2182

 
PART 2 OF 2/ APPL-1001 / Page 886 of 1488



PART 2 OF 2 / APPL-1001 / Page 887 of 1488 

 

International application No,

PCT/AU02/00530
INTERNATIONAL SEARCH REPORT

This Annex lists the known "A" publication level patent family membersrelating to the patent documents cited in the
above-mentioned international search report. The Australian Patent Office is in no way liable for these particulars
which are merely given for the purpose of information.

Patent DocumentCited in Patent Family Member
Search Report

WO=200115017 AU=.200067385

WO 9944160 AU. 28857/99 US 6229534 US 2001022591

US 5801696 EP 817997 GB 2299419 WO=:9630830

END OF ANNEX

  

 

Form PCT/ISA/210 (citation family annex) (July 1998)

PART 2 OF 2/ APPL-1001 / Page 887 of 1488



PART 2 OF 2 / APPL-1001 / Page 888 of 1488 

A2
77

2

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY(PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
22 November 2001 (22.11.2001)

(51) International Patent Classification’: GOIC

(21) International Application Number: PCT/US01/15491

(22) International Filing Date: 14 May 2001 (14.05.2001)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:
09/572,238 17 May 2000 (17.05.2000) US

(71) Applicant! HONEYWELL INTERNATIONAL INC.
[US/US]; 101 Columbia Road, P.O. Box 2245, Morris-
town, NJ 07960 (US).

(72) Inventors: SOEHREN, Wayne, A.; 2308 Sheridan Hills
Road, Wayzata, MN 55391 (US). KEYES, Charles, L.,
16630 Kettle River Blvd., Forest Lake, MN 55025 (US).
BYE, Charles, T.; 15184 Village Woods Drive, Fden
Prairie, MN 55347 (US).

(74) Agents: CRISS, Roger, H.et al.; Honeywell International
Inc., 101 Columbia Avenue, P.O. Box 2245, Morristown,
NJ 07960 (US).

 
PCT

(10) International Publication Number

WO 01/88477 A2

(81) Designated States (national): AE, AL, AM, AT, AU, AZ,
BA,BB, BG,BR, BY, CA, CH, CN, CR, CU, CZ, DE, DK,
DM,EE,ES,FI, GB, GD, GE, GH, GM, HR, HU,ID, IL,
IN, IS, JP, KE, KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU,
LV, MA, MD, MG, MK, MN, MW, MX, NO, NZ, PL, PT,
RO, RU, SD, SE, SG, SI, SK, SL, TJ, 1M, TR, TT, 1A, UA,
UG, UZ, VN, YU, ZA, ZW.

(84) Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European
patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR,IE,
I'l, LU, MC, NL, PT, SE, TR), OAPI patent (BE, BJ, CK,
CG,CI, CM, GA, GN, GW, ML, MR,NE, SN, TD, TG).

Published:

without international search report and to be republished
upon receipt of that report

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes andAbbreviations" appearing at the begin-
ning ofeach regular issue ofthe PCT Gazette.

(54) Title: NAVIGATION SYSTEM, METHOD AND SOFTWARE FOR FOOT TRAVEL

(57) Abstract: A navigation system (400, 500) for mounting on a human. The navigation system (400, 500) includes one or more
motion sensors for sensing motion of the human and outputting one or more corresponding motion signals. An inertial processing
unit (430) coupled to one or more of motion sensors (410) determinesa first position estimate based on one or moreof the corre-
sponding signals from the motion sensors. A distance traveled is determined by a motionclassifier (420) coupled to one or more of

“~ the motion sensors (410), where the distance estimate is based on one or moreof the corresponding motion signals processed in one
or more motion models. A Kalman filter (440) is also integrated into the system, where the Kalman filter (440) receivesthe first po-
sition estimate and the distance estimate and provides corrective feedback signals to the inertial processor (430)forthefirst position
estimate. In an additional embodiment, input from a position indicator (510), such as a GPS, providesa third position estimate, and
where the Kalman [filler (440) provides correction to the first position estimate, the distance estimate and parameters of the motion
model being used.

PART 2 OF 2/ APPL-1001 / Page 888 of 1488



PART 2 OF 2 / APPL-1001 / Page 889 of 1488 

WO 01/88477 PCT/US01/15491

10

15

20

25

30

NAVIGATION SYSTEM, METHOD AND SOFTWARE FOR FOOT

TRAVEL

TECHNICAL FIELD

The present invention relates to navigation systems, and in particular the

invention relates to personal navigation systems.

BACKGROUND OF THE INVENTION

Reliable navigation systems have always been essential for estimating

both distance traveled and position. Someofthe earliest type of navigation

systemsrelied upon navigation by stars, or celestial navigation. Prior to the
developmentofcelestial navigation, navigation was done by "deduced"(or

"dead") reckoning. In dead-reckoning, the navigator finds his position by

measuring the course and distance he has moved from some knownpoint.

Starting from a knownpoint the navigator measures out his course and distance

from that point. Each ending position wouldbe the starting point for the course-

and-distance measurement.

In order for this method to work, the navigator needs a way to measure

his course, and a way to measure the distance moved. Course is measured by a

magnetic compass. Distance is determined by a time and speed calculation: the

navigator multiplied the speed of travel by the time traveledto get the distance.

This navigation system, however,is highly prone to errors, which when

compoundedcanlead to highly inaccurate position and distance estimates.

An example of a more advanced navigation system is an inertial

navigation system (INS). The basic INS consists of gyroscopes, accelerometers,

a navigation computer, and a clock. Gyroscopes are instruments that sense

angular rate. They are used to give the orientation of an object (for example:

anglesof roll, pitch, and yaw of an airplane). Accelerometers sense a linear
change in rate (acceleration) along a given axis.

In a typical INS, there are three mutually orthogonal gyroscopes and

three mutually orthogonal accelerometers. This accelerometer configuration will

PART 2 OF 2/ APPL-1001 / Page 889 of 1488



PART 2 OF 2 / APPL-1001 / Page 890 of 1488 

WO 01/88477 PCT/US01/15491

10

15

20

25

30

give three orthogonal acceleration components which can be vectorially

summed. Combining the gyroscope-sensed orientation information with the

summed accelerometer outputs yields the INS’s total acceleration in 3D space,

At each time-step of the system’s clock, the navigation computer time integrates

this quantity once to get the body’s velocity vector. The velocity vector is then

time integrated, yielding the position vector. These steps are continuously

iterated throughoutthe navigation process.

Global Positioning System (GPS)is one of the most recent developments

in navigation technology. GPS provides highly accurate estimates of position

and distance traveled. GPS usessatellites transmit signals to receivers on the

ground. Each GPSsatellite transmits data that indicates its location and the

current time. All GPS satellites synchronize operations so that these repeating

signals are transmitted at the same instant. The signals, moving at the speed of

light, arrive at a GPS receiverat slightly different times because somesatellites

are farther away than others. The distance to the GPS satellites can be

determined by estimating the amountoftime it takes for their signals to reach

the receiver. When the receiver estimates the distanceto at least four GPS

satellites, it can calculate its position in three dimensions.

Whenavailable, positioning aids such as GPS control navigation error

growth. GPSreceivers, however, require an unobstructed view of the sky, so

they are used only outdoors and they often do not perform well within forested

areas or near tall buildings. In these situations, an individual using a GPSis

without an estimate of both distance traveled and position. Therefore, a need

exists for a system that integrates the best navigation features of known

navigation techniques to provide an individual with estimates of position and

distance traveled, regardless of where they mighttravel.

SUMMARY OF THE INVENTION

Thepresent invention provides solutions to the above-identified

problems. In an exemplary embodiment, the present invention integrates

traditional inertial navigation and independent measurements of distance
traveled to achieve optimal geolocation performance in the absence of GPS or

2
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other radio-frequency positioning aids. The present invention also integrates the

use of GPSto control navigation error growth. However, when GPSsignals are

jammedor unavailable, the present system still provides useful level of

navigation performance.

The expected performance characteristics of reasonably priced

INSsensors, in particular the gyroscopes, havelittle practical value

for long-term navigation applications (>60 seconds) usinginertial

navigation algorithms alone. Dead reckoning techniques provide a

better long-term solution; however, for best performance, these

techniques require motion that is predictable (i.e., nearly constant

step size andin a fixed direction relative to body orientation).

Unusual motions (relative to walking) such as sidestepping are not

handled and can cause significant errors if the unusual motion is used

for an extended period of time. Integratingtraditional inertial navigation

and independent measurementsof distancetraveled offers a solution to achieve

optimal geolocation performancein the absence of GPSorotherradio-frequency

positioningaids.

In one exemplary embodiment, the invention provides a navigation

system for mounting on a human. The navigation system includes one or more

motion sensors for sensing motion of the human and outputting one or more

corresponding motion signals. An inertial processing unit coupled to one or

more of motion sensors determines a first position estimate based on one or more

of the corresponding signals from the motion sensors. A distance traveledis

determined by a motion classifier coupled to one or more of the motion sensors,

where the distance estimate is based on one or more of the corresponding motion

signals. In one embodiment, the motion classifier includes a step-distance model

and uses the step-distance model with the motion signals to determine the

distance estimate.

A Kalman filter is also integrated into the system, where the Kalman

filter receives the first position estimate and the distance estimate and provides

corrective feedback signals to the inertial processorfor the first position
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estimate. In one embodiment, the Kalman filter determines the corrective

feedbacksignals based onthe first position estimate and the distance estimate

and past and present values of the motion signals. In an additional embodiment,

input from a position indicator, such as a GPS, providesa third position estimate,

and where the Kalmanfilter provides correctionsto the first position estimate

and the distance estimate using the third position estimate. The Kalman filter

also provides corrections (e.g., modifications) to parameters of the motion model

based on the errors in the distance estimate. In one embodiment, the

modifications to the model parameters are specific to one or more humans.

The present invention also provides for a motion classification system.

The motion classification system includes first sensors coupled to a processor to

provideafirst type of motion information, and second sensors coupledto the

processor to provide a second type of motion information. In one exemplary

embodiment, the first sensors are a triad of inertial gyroscopes and the second

sensors are a triad of accelerometers. A neural-network is then employed to

analyze the first and second types of motion informationto identify a type of

human motion. The neural-networkis used to identify the type of human motion

as either walking forward, walking backwards, running, walking down

or up an incline, walking up or downstairs, walking sideways,

crawling, turningleft, turning right, stationary, or unclassifiable.

Onceidentified, motion models specific for the motion type are used to estimate

a distance traveled. The distance traveled estimate is then used with the

navigation system for mounting on the human to provide distance

traveled and location information as described above.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure | shows an exemplary methodof the present invention.

Figure 2 shows an exemplary methodof the present invention.

Figure 3 shows an exemplary methodof the present invention.

Figure 4 showsa system of the present invention.

Figure 5 shows a system of the present invention.
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Figure 6 shows an exemplary methodof the present invention.

Figure 7 shows a system of the present invention.

Figure 8 showsplots of neurons representing different types of human

motion.

Figure 9 showsplots of neurons representing different types of human

motion.

DETAILED DESCRIPTION

An exemplary navigation/geolocation system for an individual is

disclosed. The exemplary system provides enhanced navigation andposition

estimates for users traveling on foot. The exemplary system usesinertial

navigation information gathered from the individual, a motion algorithm which

identifies the motion type of the individual (e.g., walking) along with Kalman

filtering to estimate travel distance and position. Moreparticularly, the

exemplary system comparesthe data from the motion algorithm and an inertial

navigation processing unit using the Kalmanfilter to determinereliable travel

distance and position information. This information is then used to estimate the

individual’s position and distance traveled. In one embodiment, the present

system is incorporated into a self-contained apparatus, which is worn by the
user.

The exemplary system can also incorporate information gathered from a

global positioning system (GPS)or other radio frequency positioning aids. GPS

provides superior position and distance traveled information as compared to

either the inertial navigation processing unit or the motion model algorithm. The

exemplary system uses the additional GPS input to correct estimates of distance

and position from the inertial navigation processing unit and modify the motion

model parameters to maintain optimal performance.

Small low-cost inertial sensors (i.e gyroscopes and accelerometers) make

the standard strapdowninertial navigation algorithms useful for only short

periods of time (<60 seconds). Conventional dead-reckoning techniques, which

can provide better navigation performance than inertial navigation over longer

periodsof time, require the individual to move predictably (i.e., nearly constant

5
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step size and in a fixeddirection relative to body orientation) for accurate

geolocation and navigation information. Unfortunately, the user does not always

movein a predictable manner and unusual motions(relative to walking), such as

sidestepping, crawling, running, climbing, etc. are not correctly interpreted by

conventional dead reckoning techniques. As a result, significant errors

accumulate, eroding the accuracy of the conventional dead-reckoning systems.

GPSis one possible means of providing accurate geolocation and

distance traveled information. However, GPS, and other RF location aids, are

not always available becauseof satellite or transmitter outages, obstacles to

radio-signal transmissions, and so forth. This leads to an unacceptable situation

in which the individual’s position and distance traveled are not accurately

accounted for due to the shortcomings of using either the inertial navigation or

traditional dead-reckoning systemsalone.

An advantage of the exemplary system is the ability to continue to

provide accurate estimates of geolocation and distance traveled even when GPS,

or other RF positioning aids, are not available. The exemplary system solves

these, and other, problems by integrating inertial navigation and motion-model

algorithms using a Kalman filter for estimating the geolocation ofthe user in the

absence of GPSor other radio-frequency position aids. The exemplary system

also allows for user-specific enhancements and changes to the motion

classification model when GPSpositioning is used.

Figure 1 shows an exemplary method of estimating foot-travel

position according to the present invention. At 100, one or more

motion signals are sensed through one or more motion sensors, and

one or more navigation signals are sensed through one or more

navigation sensorsfor providing motion data about a user. In one

embodiment, the one or more motion sensors include accelerometers

and gyroscopes as are used in inertial navigation systems. In an

additional embodiment, the one or more motion sensors can further

include magnetic sensors and step sensors as are used in dead ©

reckoning systems.
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At 110,a first position estimate for the foot-travel position is determined

from the one or more motion signals. In one embodiment, the first position

estimate includes an estimate of the individual’s geolocation, along with the

distance traveled, as derived from signals from the accelerometers and

gyroscopes as used in inertial navigation systems.

At 120, a secondposition estimate for the foot-travel position is

determined from the one or more navigation signals. In one embodiment, the

second position estimate includes an estimate of the individual’s geolocation,

along with the distancetraveled, from the magnetic sensors andstep

sensors as are used in dead reckoning systems.

At 130,thefirst position estimate and the second position estimate are

then integrated to determinecorrections to the first position estimate.

In one embodiment, the first and the second position estimates of foot-travel are

determined by using past and presentvaluesof either the navigation signals or

the motion signals. For example, a Kalman filter is used to provide the

corrections to the first position estimate. The first estimate then represents

an optimal system solution. Eitherthefirst or the second position

estimate of geolocation and distance traveled is then displayed in a

human-perceptible form, such as on a display terminal.

Figure 2 shows a second exemplary method of estimatingfoot-

travel position according to the present invention. At 200, one or

more motion signals are sensed through one or more motion sensors,

and one or more navigation signals are sensed through one or more

navigation sensorsfor providing motion data about auser. In one

embodiment, the one or more motion sensors include accelerometers,

gyroscopes, and magnetic sensors as are used in inertial navigation

and/or dead reckoning systems.

At 210, a first position and attitude estimate for the foot-travel position

is determined from the one or more motion signals. In one embodiment, the first

position estimate includes an estimate of the individual’s geolocation and
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attitude, along with the distance traveled, derived from signals from the

accelerometers and gyroscopes used in inertial navigation system.

At 220, a distance traveled estimate for the user is determined from the

one or more navigation signals. In one embodiment, determining the distance

traveled estimate is from a motion modelfor the type of motion being performed

and an estimate of step frequency.

At 230,thefirst position and attitude estimate, the distance traveled

estimate, and heading determined from the magnetic sensors are then

integrated to determine corrections to the first position and attitude

estimate. In one embodiment, the distance traveled and magnetic heading are

compated to equivalent values generated from the first position and attitude

estimates to generate Kalman filter measurements. The Kalmanfilter is used to

provide the correctionsto the first position and attitude estimate. Thefirst

estimate then represents the optimal system solution. Thefirst

position estimate of geolocation and distance traveled is then

displayed in a human-perceptible form, such as on a display terminal.

Figure 3 shows an additional exemplary method of estimating

foot-travel position according to the present invention. At 300, one or

more motion signals are sensed through one or more motion sensors,

and one or more navigation signals are sensed through one or more

navigation sensors for providing motion data about a user. In one

embodiment, the one or more motion sensors include accelerometers,

gyroscopes, and magnetic sensors as are usedin inertial navigation

and/or dead reckoning systems.

At 310,a first position and attitude estimate for the foot-travel position

is determined from the one or more motion signals. In one embodiment,the first

position estimate includes an estimate of the individual’s geolocation and

attitude, along with the distance traveled as derived from an inertial navigation

system.

At 320, a distance traveled estimate for the user is determined from the

one or more navigation signals. In one example, this is determined from

8
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determining both the motion class of the step being taken and the frequency of

the steps.

At 330 one or more RF signals are sensed through one or more

RF antennas. In one embodiment, the RF signals emanate from the

GPSsatellite constellation.

At 340, a third position estimate is determined from a position

indicator. In one embodiment, the position indicator is a GPS

receiver.

At 350, differences betweenthe first position estimate and the third

position estimate are then taken and used by a Kalmanfilter to determine and

provide corrections to the first position and attitude estimate and the model used

to generate the distance traveled estimate at 320. In one embodiment, a

difference betweenthefirst position estimate and the third position estimate is

taken and used by the Kalmanfilter to identify errors in the first position

estimate. The parameters of the motion model (usedto estimate distance

traveled) are then modified based on the errors in the first position estimate.

The first estimate then represents the optimal system solution. The

first and/or the third position estimate of geolocation and distance

traveled is then displayed in a human-perceptible form, such as ona

display terminal.

Figure 4 shows an exemplary navigation system 400 for mounting on a

humanaccording tothe present invention. The system 400 includes a

computeror processor 404 having one or more motion (or navigation)

sensors 410 for sensing motion of the human and outputting one or more

corresponding motion (or navigation) signals. In one example, the sensors 410

include an inertial navigation motion sensor 414 and magnetic sensors 418.

The system 400 further includes a motion classifier 420, where the

motion classifier 420 is coupled to one or more of the navigation sensors and the

motion sensors 410. The motion classifier 420 uses the signals from the sensors

410 to determine a distance estimate. The motion classifier 420 implements an

algorithm, which models step distance. In the exemplary system,a linear
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relationship between step size and walking speed that is tailored to the individual

user is used. One example of this linear relationship is found in Biomechanics

and Energetics ofMuscular Exercise, by Rodolfo Margaria (Chapter 3, pages

107-124. Oxford: Clarendon Press 1976).

In one example, the magnetic sensors 418 and the accelerometers of the

inertial navigation sensors 414 are used to estimate step frequency and direction.

In one embodiment, the magnetic sensors 418 consist of three

magnetic sensors mounted orthogonally. Distance traveled and direction

of travel are determined using both the frequencyof step (i.e., numberof steps

counted perunit time) along with the heading of the steps. The motionclassifier

420 then takes the estimated step length, the frequencyof steps, and the motion

direction for the steps, and calculates the distance traveled estimate.

The system 400 further includes an inertial processing unit 430 coupled

to the motion/navigation sensors 410. The inertial processing unit 430 uses the

signals from the one or more navigation sensors and the motion sensors 410 to

determinethefirst position estimate. The inertial navigation sensors 414

includesa triad of accelerometers and a triad of gyroscopes that

provide the navigation signals of orthogonal movement anddirection

in three dimensionsto the inertial processing unit 430. The inertial

processing unit 430 then processes the signals according to knowntechniques to

providethefirst position estimate and the attitude estimate. The first position

and attitude estimates and distance traveled estimate are then used in

determining corrections that are applied back to the first position and attitude

estimates.

In the exemplary system 400, as motion and direction are sensed by the

magnetic sensors 418 and the inertial navigation sensors 414 (e.g., when the

individual moves) samples of data are taken from the sensors at a predetermined

rate. In one embodiment, the sensors of the inertial navigation sensors 414 are

sampled at a rate of 100 samples/second, where measurements are taken on the

rates on the three axes and the acceleration on the three axes. The sampled data

is then supplied to both the inertial processing unit 430 and the motionclassifier

10
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420. The inertial processing unit 430 processes the data with a navigation

algorithm to determinethe first position estimate, which can include both

direction and heading andthe distance movedin thatdirection.

In the exemplary system, data samples supplied to the motion classifier

420 are analyzed forartifacts indicative of motion, such as peaks exceeding

predetermined thresholds in the acceleration data indicating movement(e.g., a

step) of the individual. As an artifact meeting the requirementto indicate

movement, the time the artifact occurred is recorded and saved in the motion

classifier 420, while the data continues to be analyzed for additional artifacts.

Based on additionalartifacts, along with acceleration information, a rate at
which the individual is stepping is estimated by the motion classifier 420. The

step period(i.e., time between each step) is used by the motionclassifier to

estimate the step distance based on the classification of the motion by the motion

classifier 420.

The system 400 also includes a Kalmanfilter 440 which

receives and integrates the first position estimate and the distance

traveled estimate to determine corrective feedback signals using the

past and present valuesof the navigation signals. In one

embodiment, the Kalmanfilter 440 allowsforpoor distance estimates

to be identified and ignored through Kalmanfilter residual testing,

thus improvingthe overall solution. The residual test provides a

reasonableness comparison between thesolution based on the

distance estimate (and heading angle) and the solution computed

using the inertial navigation equations. This allows the algorithm of

the exemplary system to combine the best features of dead-reckoning

and inertial navigation in the absence of GPSorother RF aids,

resulting in positioning performance exceeding that achieved with

either methodalone.

The Kalmanfilter 440 estimates corrective feedback signals

and provides the corrective signals to the inertial processing unit 430 to

correct the navigation error and thefirst position estimate. In one

11
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embodiment, the data from the motion classifier 420 and the inertial processing

unit 430 are buffered and samples of the data are sent to the Kalmanfilter 440.

This information provides a measure of the length of each step and the time the

step was taken. A total distance traveled is estimated by adding the distances

from the estimates of each step length by the inertial processing unit 430. The

total distance traveled is also estimated through the use of the motion classifier

420 from the rate and numberof steps taken by the individual. The Kalman

filter 440 receives the distance-traveled estimates from the inertial processing

unit 430 and the motionclassifier 420 and uses the difference between the two

values to calculate an error. The error between these two estimates is taken by

the Kalmanfilter 440 and this value is input as a measurement into the Kalman

filter 440 for determining the error correctionsfor the first position estimate.

A simple case to visualize is a sidestep. The motion model assumesthat

the heading given by the magnetic sensorsis the direction of travel. However,

the actual direction is 90 degrees off from the heading. The inertial navigation

sensors sense acceleration in the sideways direction, enabling the inertial

processing unit 430 to accurately estimate the change in position corresponding

to the sidestep. The difference between the motion model solution and the

inertial solution is detected in the residual test, and the motion model input to the

Kalman filter 440 would be ignored. In a conventional dead-reckoning system,

the error in the assumed direction oftravel is difficult to detect, leading to error

buildup when normal walking patterns are not followed. So, based on models of

the inertial sensors in the Kalmanfilter and the motion classification from. the

motion classifier 420, the Kalmanfilter 440 estimates an error in the

measurements made bythe sensors of the inertial navigation sensors 414 and

makes corrections to the standard navigation set. In other words, the Kalman

filter 440 modifies the results of the inertial navigation position and distance

traveled estimate resulting from the inertial navigation sensors 414). Navigation

information (e.g., the first position estimate and the distance estimate) is then

provided by the processor 404 through an output terminal 460 in human

perceptible form.

12
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In an additional embodiment, the present system uses the Kalman filter

440 in a blendedinertial navigation system. In the blended inertial navigation

system, the magnetic heading derived from the magnetic sensors 418 is

compared and integrated with the heading as derived from the inertial processing

unit 430. The difference between magnetic heading and the heading derived

from the inertial processing unit 430 becomes another measurement to the

Kalmanfilter 440. The Kalman filter 440 uses this measurement to correct

errors in either the magnetic sensors orin the heading derived from the inertial

navigation sensors 414 (e.g., from the gyroscopes).

For example, where pairs of steps are detected not only are the step

distances sent to the Kalmanfilter 440, but also the step directions so that the X-,

Y- and Z- coordinate frames of the step direction can be determined. In the

exemplary system, the heading solution derived by the Kalmanfilter is then

taken as a best-estimate heading, where a headingthat is half way between the

heading of the two steps is used to estimate the direction of the sensed motion.

Thus,this additional embodiment does not use a pure magnetic heading, but

rather uses a heading derived from all available sensors.

In an additional embodiment, a dead-reckoning system (having a

magnetometer and accelerometer) could replace the magnetic sensor 418 and the

motion classifier 420 of Figure 4. The dead-reckoning system would provide a

second position estimate based on both sensed heading and step frequency. In

one embodiment, a solid-state “strapdown” magnetometer(consisting of three

flux sensors mounted orthogonally) could be used, where a three-axis

accelerometerset is used to resolve the magnetic fields into a heading angle. A

flux gate type magnetometer could also be used. The first position estimate

provided bythe inertial processing unit 430 and the dead-reckoning system are

then supplied to the Kalman filter, which could supply correction feedback to

both the first and second position estimates.

Figure 5 shows an exemplary system 500 accordingto the present

invention. The system 500 includes componentssimilar to those in system 400,

but system 500 further includes one or more additional position-aiding indicators

coupledto a third input of the system 400 to supply a third position estimate to

13
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the processor 404 of the system 500. Exemplary position-aiding indicators

include a global positioning receiver/processor of a global positioning system

(GPS), and/or an altimeter. In one embodiment, global positioning

receiver/processoris used with a differential GPS (d-GPS) system. In one

embodiment, the position information supplied by the altimeter is used with the

motion classification algorithm to determine the type of motion being performed.

Other input to the system can include humaninput through landmark

identification, and initial position input (i.e., an absolute position).

In an exemplary embodiment, a d-GPS 510 receiver/processor and an

altimeter 520 are incorporated into the system 500. The d-GPS 510 allowsfor

information to be gathered which accurately tracks the time and the position of

the moving user. The use of the d-GPS 510 allows for an additional set of

values for the distance traveled and position for the individual (where the other

values for the position and distance traveled were derived from theinertial

processing unit 430 and the motion classifier 420). The d-GPS 510 provides

superior position and distance traveled data as comparedto eitherthe inertial

navigation or motion classification.

The Kalmanfilter 440 integrates the distance-traveled estimate from the

d-GPS 510 and the inertial processing unit 430. In one embodiment, the

distance-traveled estimate of the two units will result in different values for the

distance traveled. In this embodiment, the Kalmanfilter 440 treats the

difference between these two estimates as a measurement. Based onthis

measurement, the Kalman filter 440 modifies the estimate of the inertial

navigation. The Kalman filter 440 is also programmed to supply estimated

motion data by taking the difference in distance estimate measurements from the

motion model and the d-GPSposition estimate. Based on the difference, errors

in the motion modelestimates(e.g., first position estimate) are identified and

modifications are made to the parameters of the motion models for better

estimates of position and distance traveled by the motion models. In one

embodiment, changes to the motion model parameter values are specific to the

human user.

14
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Additionally, embodiments derive a heading from the d-GPS 510

position estimates when an individual travels a sufficient distance. This heading

information can then be usedto calibrate the magnetometer. This information

can also be used with the heading values from the magnetic sensors and the

inertial processing unit 430 to provide the blended heading solution as

previously described to give the best estimate of the heading usingall available

devices. The distance traveled and the position of the humanis then displayed in

a human perceptible form on the output terminal 460.

An exemplary system consists of a Honeywell Miniature Flight

Management Unit (MFMU), a Watson Industries magnetometer/inertial

measurement unit (IMU) (1-2° heading accuracy), a Honeywell BG1237air

pressure transducer, and a Trimble DGPSbasestation. The MFMU include a

Honeywell HG1700ring laser gyroscope (RLG)-based IMU (1°/hr gyro bias,1

mg acceleration bias) and a Trimble DGPS-capable Force 5 C/A-code GPS

receiver. These components were mounted on a backpack that wasrelatively

rigid when properly strapped on.

The following is an overview of the processing flow and highlights of the

special processing features being done in the navigation with the integrated

Kalman filter.

Kalman Filter Definition

The exemplary Kalmanfilter is implemented with 27 error states. Specifically,

Sv= |Ap,, Ap, Ap,» Av,, Av, ,AV.W,,Wy Vz. 8D,> by, 8b,,ab,,ab, ,ab,,

Fops > Pgps? 2Dpara» ES, Al, daz, del, eb, esl, ecl, es2, ec2]

where
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sv = |Ap, Ap, Ap, ,Av,, Av, AVYWy-8D, 80,, Bb, ab,ab, ,ab,,
Feps» Peps? WDpara» 48, dl, daz, del, eb, esl,ecl, es2, ec2}

Ap, Ap,,Ap,, = horizontalposition errorsin locallevel frame

Av,,Av,,Av, = horizontal velocity errors in local level frame

W..W,.W, = attitude errorin the local level frame
gb, = uncalibrated gyro biases

ab, = uncalibrated accelerometer biases

£9; = GPS clock frequency error

Paps = GPSclock phase error

hb,,,,o = Barometric altimeter bias error

ds = Step model slope error

dl = Step modellength error

daz = Step model azimuth boresighterror

del = Step modelelevation boresight error

eb = magnetometerbiaserror

esl = magnetometer one cycle sine error

ecl = magnetometer one cycle cosine error

es2 = magnetometer two cycle sine error

ec2 = magnetometer two cycle cosine error

The measurements for the exemplary Kalman filter include up to 8 GPS pseudo

ranges, a baro altimeteraltitude, three components of the step length distance

and the magnetometer heading. Since the Kalman is implemented with error

states, these measurementsare all computed as errors from the inertial

navigation solution. The measurementvector is written in the following form:

y=lao, Ap, “ AP Ah, APKinc APYnc AP2c AVnay

The GPS/INSintegration filter, which formsthe basis of this application, has

been implemented manytimes and will not be elaborated on here. Rather just
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the extensions for barometric altimeter motion classification and magnetometer

aiding will be described.

Barometric Altimeter Aiding

There is one Kalman state for the altimeter aiding, the altimeter bias, whichis

treated as a random constant.

sv(18) = altimeter_bias (initial value = 0.0 feet)

Theinitial covariancefor this stateis:

PO(18,18) = 2.7e6 feet”

The correspondingstate transition matrix element and plant covariance term are:

#(18,18) =1.

q(18,18) = 10.feet”

The necessary elements in the measurement matrix, h, are simply

hG,3) = 1.

hGi,18) = 1. .
And the measurementerror covarianceis:

r(i,i) = 9.0 feet”
The index,i, is used to indicate the measurement numberin the measurement

array, since the number of measurementsis a variable.

MotionClassification Aiding

There are four Kalmanfilter states associated with Motion Classification, a slope

for the step length model, a zero velocity step length for the model and azimuth

and elevation boresight errors between the nominal stepping direction and the X

axis of the inertial sensor assembly. Embodiments that classify additional

motions, such as walking backward, walking sideways, or running, may require

additionalfilter states. However, the exemplary embodimenthasfour states for

“normal” walking.
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The states for the basic motion classification (MC) model are:

sv(19) = mc_slope_error (initial value = 0.27 seconds)

sv(j20) = mc_lengthO_error (initial value = 1.4 feet)

sv(21) = mc_azimuth_boresight_error (initial value = 0.0 radians)

sv(22) = mc_elevation_boresight_error (initial value = 0.0 radians)

The initial covariances for these states are:

P0(19,19) = 0.0025 sec”

P0(20,20) = 0.09 feet?

PO(21,21) = 0.0025radians”

P0(22,22) = 0.0025 radians”

The correspondingstate transition matrix elements and plant covariance terms,

assuming a random-walk error model, are

where

0(19,19) =1.

(20,20) =1.

(21,21) =1.

(22,22) =1.

g(19,19) = 07.1

q(20,20) = 07,»

q(21,21) = oF,»

q(22,22) = O00

o,, =random spectralintensity (0.001 usedforall terms)

The equation that describes the Motion Classification (MC) measurementfor the

Kalmanfilteris:

where

z= 0D" +yx dP” -Céd?. +nnc
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z= measurement vector (3x1)

OD” = position error vector in local vertical frame

y = attitude error vector

OP” = delta position since last measurementin localvertical frame

C = bodyto localvertical transformation matrix

6°, = Motion Classification error vector in body coordinates
1 = white noise on position measurements

The equation for step distance in terms ofthe time period ofthe step is also

required for the definition of the Kalmanfilter.

ale
dtso Ss

where

[,andS are step models parameters, unique for each individual

dt, is the time period ofthe step

Typically, several steps will occur during one Kalman period, dt,, , therefore the

total step distance during that period is approximated by

Iydty,
dt. —-Savedl, =

where

dt, is the average period of the steps during the last Kalman period.

From these equations the h matrix for the measurement model are defined. In

one embodiment, the dimension of the matrix is variable, where a maximum

matrix dimension is 13x27. The local vertical navigation position change

components since the last measurements are [dx], dyl, dzl]. The indices for these

measurements are designated k, k+1 and k+2. Then

dxb = C(1,1) dxl + C(2,1) dyl + C(3,1)dzl
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h(k,4) = dey

h(k,8) = dzl

h(k,9) =-dyl

h(k,19) = -C(1,1) */, * dt, /(dt,,. — sy?

h(k,20) = -C(1,1)* dt,, M(dt,,, — 8)

h(k,21) = -C(1,2) * dxb

h(k,22) = C(1,3) * dxb

hk +1,5) = dy,

h(k+1,7) =-dzl

h(k+1,9) = dxl

h(k+1,19 =-C(2,1)*1, *dty, Mdt,,,—S)"

h(k+1,20) = - C(2,1) * dt,, (dt,,, -S)

h(k+1,21) = -C(2,2) * dxb

“h(k+1,22) = C(2,3) * dxb

h{K + 2,6) = dt,

h(k+2,1) = dyl

h(k+2,2) = -dxl

h(k+2,19) = -C(31) #1, * dt, M(dt,,,-S)’

h(k+2,20) = -C(3,1)*dt,, /(dt,,,—S)

h(k+2,21) = -C(3,2) * dxb

h(k+2,22) = C(3,3) * dxb

The measurement covariance terms used for the step distance inputsare:

r(k,k) = 0.09 feet”
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r(k+1,k+1) = 0.09 feet”

r(k+2,k+2) = 0.09 feet?

To avoid causing inappropriate changes to the step model parameters, columns

19 through 22 of the h matrix are set to zero if the class of motion is not

determined to be "walking" or if GPS or some other external position aid is not

available.

Magnetometer Aiding

One exemplary error model for a magnetometeris

hdg_error = eb + es1 sin(hdg) + ecl cos(hdg) + es2 sin(2*hdg) + ec2

cos(2*hdg)

where hdgis the navigation heading and eb, es1, ecl, es2, ec2 are constants, with

eb = biasoffset

esl,ecl = one cycle errors

es2,ec2 = two cycle errors.

The Kalman filter estimates each of these random constants in the error equation

using the following state variables:

sv(23) = eb (initial value = 0.0)

sv(24) = esl (initial value = 0.0)

sv(25) =ecl initial value = 0,0)

sv(26) = es2. (initial value = 0.0)

sv(27) = ec2 (initial value = 0.0)

The initial covariances for these states are:
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P0(23,23) = 9. degree?

P0(24,24) = 9. degree”

P0(25,25) = 9. degree”

P0(26,26) = 9. degree?

P0(27,27) = 9. degree?

The correspondingstate transition matrix elements and plant covariance terms
are:

(23,23) =1.

(24,24) = 1.

(25,25) =1.

(26,26) = 1.

(27,27) =1.

q(23,23) = 0.0 degree”

g(24,24) = 0.01degree?

q(25,25) = 0.01degree”

q(26,26) = 0.01degree”

q(27,27) = 0.0 idegree”

Based on the problem geometry and the heading error equation given above, the

measurement matrix elements are defined below assuming the magnetometer

measurementis the nth measurement.

h(n,7) =-cos(hdg) tan(pitch)

h(n,8) =-sin(hdg) tan(pitch)

h(in,9) =1.0

h(n,23) =-1.0

h(n,24) =-sin(hdg)

h(n,25) =-cos(hdg)

h(n,26) =-sin(2*hdg)
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h(n,27)+=-cos(2*hdg)

where hdg andpitch are the heading and pitch from navigation in radians.

The measurementvariance usedis

r(n,n) = 9.0 degree”

Error Resets

Atthe end of each cycle of the Kalmanprocessing,the errorstate

variables estimated for the barometric altimeter, the magnetometer, the step

model and the navigation parameters are applied to the appropriate correction

terms, The state variables are then reset to zero for the start of the next Kalman

cycle. The barometric error state is summed into an accumulatedbias correction

that is applied to each barometric altitude output. The magnetometererror states

are summedinto the corresponding coefficients of the heading error equation.

This error equation is evaluated for each heading output and the result applied as

a correction to the measured heading. Theerrorstates for the step model are

summed into previous values used for the slope and minimum length parameters

used in the step equation. Atthe start of processing these two parameters are set

to nominal values.

The exemplary embodiments described herein can be

incorporated into a portable unit, which is carried or worn by the

user. For example, each of the components can be incorporated into a

backpack or similar type structure, which can be strapped to the user

with one or morestraps,belts, or fasteners (e.g., hook and loop type

fasteners). Alternatively, the components of the present invention

can be integrated into a single unit, which is worn aroundthe waist

or arm of the user. In addition, the executable portions of the present

invention can be stored on and read from read/writeable storage

medium, including a magnetic, optical or electronic storage medium.

In addition, it is understood that the calculation functions of the
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present subject matter may be executedeither as firmware in a

microprocessor and/or in separate specifically designed circuitry.

Thepresent invention also includes a method of classifying human

motion. In one embodiment, the classified human motion is used in conjunction

with motion models specific for the type of motion identified to providefirst

position estimates. Figure 6 shows an example of the method ofclassifying

human motion. At 600, one or more motion signals are sensed. In one example,

the motion signals are sensed from inertial gyroscopes and accelerometers.

At 610, the motion signals are then comparedto stored motion data. In

one embodiment, the stored motion data includes predetermined maps of

classified human motion. The classes of human motion that can be identified

include walking forward, walking backwards, running, walking downor up an

incline, walking up or downstairs, walking sideways, crawling, turningleft,

turning right, stationary, or unclassifiable. This list of motion type is exemplary

and not limiting. Other motion types are known and considered within the

present invention. At 620, the type of human motion is then identified based on

the comparison of the motion signals to stored motion data.

In one example, comparing the signals to the stored motion data is

executed in a neural network, where one or more neuronsof the motion signals

are generated and compared to neuronsof the stored motion data ofclassified

human motion. The type of motion is then identified as the neuron ofclassified

human motion neuron having the smallest difference (closestfit) to the neuron

generated from the signals.

Figure 7 shows an example of a neural network system 700. In one

embodiment, the neural network system 700 is used to identify andclassify

different types of human motion. Onceclassified, motion models that are

specific to the type of human motion are then used to provide first distance

estimates. In one embodiment, the motion models for the different types of

human motion can be executed in the motion classifier 420 to providethefirst

position estimate. In this example,the type of motion would first be classified.

The motion model for that class of motion would then be applied andafirst
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distance estimate determined. The Kalmanfilter 440 would also be used to

provide feedback corrections to the motion models to provide user specific

motion model corrections.

The neural network system 700 includes a processor 710 to whichis

coupledfirst sensors 720 and second sensors 730. Thefirst sensors 720 provide

a first type of motion information and the second sensors 730 provide a second

type of motion information. In an exemplary embodiment,the first sensors 720

are a triad of inertial gyroscopes and the second sensors 730 are a triad

of accelerometers. Thefirst and second sensors are attached to the

user and measure the angular acceleration and linear accelerations

along an X-axis (defined as a forward direction perpendicular to the

body plane), a Y-axis (defined as sideward direction perpendicular to

the X-axis) and a Z-axis (defined as the direction perpendicular to X

and Y axes). The processor 710 digitizesthe time-series signals from

the six sensors for the sensed motion. The time-series signals are

divided into 2.56-secondsignal segments that correspond to 256 data

points on which Fast Fourier Transform (FFT) computationis

performed. Data analysis and classification are based on the

information embeddedin each signal segment(6 signal slices for the 6

sensors in each segment). The processor 710 then usesthefirst and second

types of motion information to identify a type of human motion.

In one embodiment, a Self-Organizing Map (SOM)neural network is

utilized for identifying and classifying an individual’s motion. For example,

features extracted from the signal segment are fed into the SOM

neural network for clustering analysis as well as classification. The

SOM contains predetermined clusters of neuronsthat represent a

variety of human motion types. For example, predetermined clusters

of neurons can be generated that represent forward and backward

walking, walking sideways, walking up or down a slope, walking up

or downstairs, turningleft, turning right, running,or stationary,

along with other human motions.
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In identifying and classifying the human motion, a motion

vector is received from thefirst sensors 720 and the second sensors

730. The processor 710 creates one or more neuronsrepresenting the

motion vector(s) and then compares the neuron representing the motion input

vector to the clustered neurons representing various types of human motion. In

one embodiment, the type of human motionis identified based on the neurons of

the predetermined human motions which has the smallest difference with the

neurons representing the motion vector.
In a more particular example, the exemplary system 700

classifies the individual’s motion by first constructing samples from

the sensed signals by segmenting the signals for all kindsofdifferent

motion patterns (stationary,left turn, right turn, walking onflat,

walking on slope, walking up/downstairs,etc.). The samples are then

reduced by low-passfiltering and features are extracted from the

data. In the exemplary embodiment, this entails using a FFT to

transform the original time-domain data to the frequency domain by

rejecting componentsof the resulting power spectrum that exceed a

certain cut-off frequency. The information, or the energy,of the

signal is primarily concentrated in the low frequency components, and

the frequency components(coefficients) higher than a cutoff

frequency,f,, can be ignored. The exemplary embodimentuses a cut-

off frequency of 15 Hz. By providing a cut-off frequency the numberof

data points for each sensoris reduced from 256 to 40. The input

feature vector can then be formed by keeping the lower 40 frequency

coefficients for each sensor. The vector length would be 240

(40*6=240) if data from 6 sensors are put together and would be 120 if

either the gyroscope data or the acceleration data were used

separately (for example to avoid input scaling problems). The low-

passfilteringis also helpful for suppressing high-frequencynoise.

Other embodiments omitfiltering altogether, and use band-pass
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filtering, or high-passfiltering, or even adaptivefiltering based on

step frequency or other control variables.

The SOM neural network then clusters the dimensional data

automatically by organizing the position of neurons in the input space

accordingto the intrinsic structure of the input data. SOMis one type

of neural network that can learn the clustering structure of the input data. Itis a

competitive learning system that behaves as an adaptive vector-quantization

system. SOM involves two spaces: feature (or map) space and the input data

space. The feature space ”(m is typically 1 or 2) is usually discretized into a

finite set of values called the map (a set of coordinates where the neurons

locate). Vectors Z in this feature space are only allowedto take values from this

set. An important requirement on this set is that distance between members of

the set exists. For example, a set of regular (fixed), equally spaced points like

those from m-dimensional integer lattice are used for the map,butthis is not

necessary. In one embodiment, fixed (integer lattice) feature locations are used.

Thefinite set of possible values of the feature set is denoted as ‘Y =

{¥, Lv, ye PE, } (for example, for a 6 by 6 2-D map,b is 36). Each element aj

is the coordinate vector of neuron j. Note that the elements of the set are unique,

so they can be uniquely specified either by their indexes or by their coordinates

in the feature space. We will use the notation 'Y (j) to indicate the element yj

of the set Y. The input space K° (d is the dimension orlength ofthe input

vector) is where the input data vectors locate. During the training process, the

position of neuronsin the input space (c,, j =1,...,b) is adjusted and controlled

adaptively by the input data as well as the neighborhood function defined in the

feature space.

Each neuronis then trained so that the position of the neuronsin input

space have beenfixed. After training, the clustering result can be presented by

mapping the input vectors to the SOM map(nearest-neighbor mapping with Lz

distance). The numberat each neuron position in the map space means the

numberof input vectors that are mapped to this neuron location. The
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sharper/narrowerthe (empirical) distribution of the numbers for each class, the

better the clustering results. This means the features extracted can be used to

successfully separate different classes. The performanceof the feature clustering

can be viewed and evaluated by 3-D graphs.

Figure 8 shows 3-D graphs representing a 6x6 SOM mapshowingthe

magnitude of the FFT coefficients of the gyroscope data as the input. Similarly,

Figure 9 shows 3-D graphs representing a 6x6 SOM mapshowing the magnitude

of the FFT coefficients of the acceleration data as the input. Differences in the

SOM mappingsare utilized to distinguish and classify an individual’s motion

given an individual’s motion vector. In one embodiment, the neuron that

has the smallest distance from the inputvector in the input spaceis

selected and theclass (properties) associated with this neuron can be

used to predict the motion status of the input vector. Additional

classifiers can also be used with the present subject matter. These

otherclassifiers include, but are not limited to, K-Nearest Neighbors

(KNN), Multi-Layer Perceptron (MLP), or Support Vector Machine

(SVM).

With respect to the exemplary SOM neural network, twodifferent

algorithms are described. Thefirst is a flow-through version and the secondis a

batch version. The flow-through version, whichis particularly useful for real-

time processing, uses an on-line training algorithm where individual training

samples are presented one at a time. The batch version algorithm needs more

memoryto store all the training data at one time, but is faster. And it is more

closely related to the vector quantization algorithm.

For the SOM batch algorithm,the locations of the neuronsin the feature

space are fixed and take values ze ‘¥. The locations of the neuronsin the input

space 2 are updatediteratively. Given training data x,,i=1,...,2 and initial

centers (neuron positions in input space) ¢,, j =1,...,.b, repeat the following

steps:
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1. Partition

Partition the input data according to the Lz distance between input vectors

and neurons. For each input data point find the winning neuron:

~ fl —|[7, .
Zz, = ‘P(arg min|é, - 3,| ), P= 1,...,n

j

2. Update neuron positions

Update the positions of neurons in input space ¥? using the weighted

average ofall input data samples:

DeK,G,.z)
Cc. — f&l

© YK.)
where Kg is a neighborhood function with width parameter a@. Note the

,i=l1,...,n

neighborhood function is defined in feature space rather than in input space. In

one embodiment, a rectangular or Gaussian neighborhood function can be used.

The function and the width decrease used are

lz-z/
2a? (k)

a kl knoe
_ Jinalak) ~ Qin a )init

 
Kay (, Z')= €xp| —

 

wherekis the iteration step and kmax is the maximum numberofiterations, which

is specified by user. The initial neighborhood width @%,i¢ is chosen so that the

neighborhoodcovers all the neurons. The final neighborhood width @&fina

controls the smoothness of the mapping and is usually chosen to cover only one

neuron.

3. Decrease @, the width of the neighborhood function and repeat

for a fixed numberofiterations or until the quantization error reaches some

small threshold.
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For the SOM flow-through (on-line) algorithm, the SOM algorithm was

formulated in a flow-through fashion, where individual training samples are

presented oneat a time. Here the original flow-through algorithm is presented in

terms of stochastic approximation. Given a discrete feature space

wah,¥,,..,%]

data point x(k) and units ¢, (x), j =1....,.b at discrete time index k:

1. Determine the nearest (Lz norm) neuronto the data point. This is

called the winning neuron:

~ ._||— = 2
Z(k) =Warg mine) -2,(k-D])J

2. Update all the neurons using the update equation:

6, (k) = 2-1) + BOOKgu(P24)GR)-E,k-D) J = Ld

wherethe § is learning rate and K is the neighborhood function similar to the one

usedin the batch algorithm. The only requirementfor learning rate is that it

should gradually decrease with the iteration step k. One possible exponential

learning rate schedule is

Bin

where k and kmax is similar to the parameters used in batch algorithm. When kmax

is large or unknown,alternative schedules include ®(k) = 1 /k and B (k) = 1/((k

-1)/b +1).

BK) = Boi(Fe -

3. Decrease the learning rate and the neighborhood width and

increase k=k + 1.

Although the present invention has been described with reference to

preferred embodiments, workersskilled in the art will recognize that changes

may be madein form anddetail without departing from the spirit and scope of
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the invention. In particular, those in the art will recognize that a signal processor

could perform all the operations for implementing the invention or that multiple

processors could share these operations. Of course, other changes in form and

detail are also within the spirit and scope of the invention as defined in the

following claims.
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1. A navigation system (400) for mounting on a human, the navigation

system (400) comprising:

one or more motion sensors (410) for sensing motion of the human and

outputting one or more corresponding motionsignals;

first means (430) coupled to one or more of the motion sensors to

determinea first position estimate based on one or more of the corresponding

signals; and

second means (420) coupled to one or more of the motion sensors (410)

to determine a distance estimate based on one or moreofthe corresponding

signals.

2. The system of claim 1, wherein the first and second means (430, 420)

include at least one common motion sensor (414).

3. The system ofclaim 1, wherein the second means (420) includes an

electronic compass (418) and the first means (430) doesnot.

4. The system ofclaim 1, whereinthe first means (430) includesan inertial

processor and the second meansdoes not.

5. The system of claim 1, wherein the first and second means(430,

420)include a common processor.

6. The system of claim 1, including means (440) to provide correction

values to the first position estimate using past and present values of the motion

signals.

7, The system of claim 6, wherein the means to provide correction values

comprises a Kalman filter (440).

8. The system of claim 7, wherein the Kalmanfilter (440) respectively

outputs first correction signals to the first means (430).
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9. The system ofclaim 8, including an output terminal (460), where the

output terminal (460)displays the first position estimates in a human-perceptible

form.

10. The system ofclaim 8, including:

means to determine a third position estimate (510); and

means for the Kalmanfilter (440) to provide correctionsto the

first position estimate and the distance estimate usingthe third position
estimate.

11. The system of claim 10, including means (420) to determine the distance °

estimate from a motion model.

12, The system of claim 11, including means (440)for identifying errors in

the distance estimate; and

means for modifying parameters of the motion model based on theerrors

in the distance estimate.

13. The system of claim 7, including means for determining a magnetic

heading and an inertial heading, where the Kalman filter (440) produces a

blended heading from the magnetic heading and the inertial heading.

14. The system ofclaim 1, further including means, including one or more

straps, for mounting the navigation system to a portion of the human.

15. A navigation system (400) for mounting on a human,the navigation

system comprising:

one or more motion sensors (410) for sensing motion of the human and

outputting one or more corresponding motion signals;

an inertial processing unit (430) coupled to one or more of motion

sensors (410) to determinea first position estimate based on one or moreofthe

corresponding signals;
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a motion classifier (420) coupled to one or more of the motion sensors

(410) to determine a distance estimate based on one or more of the

corresponding motion signals; and

a Kalman filter (440) which receivesthefirst position estimate and the

distance estimate and provides corrective feedback signals to the inertial

processing unit (430) forthefirst position estimate.

16. The system of claim 15, wherein the motion classifier (420) includes

magnetic sensors (418) for determining a motion direction and uses the motion

direction to determine the distance estimate.

17. The system ofclaim 16, where the motion classifier (420) includes a

step-distance model and uses the step-distance model to determinethe distance

estimate.

18. The system ofclaim 17, where the motion classifier (420) uses the

motion sensor (410) to determine the frequency of steps to determine the

distance estimate.

19. The system of claim 15, wherein the motion classifier classifies (420) a

user’s motionasstraight, turning, or unknown.

20. The system of claim 15, wherein the Kalman filter (440) determines the
corrective feedback signals based on the first position estimate and the distance

estimate and past and present values of the motion signals.

21. The system of claim 15, including a position indicator (510) which

determinesa third position estimate, and where the Kalman filter (440) provides

correctionsto thefirst position estimate and the distance estimate using the third

position estimate.

22. The system of claim 21, where motion classifier (420) uses a motion

model to determine the distance estimate, and where the Kalman filter (440)
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identifies errors in the distance estimate and modifies parameters of the motion

model based on the errors in the distance estimate.

23. The system of claim 22, where the modified parameters are specific to

one or more humans.

24. The system ofclaim 21, where the position indicator (510)is a global

positioning receiver/processor.

25. The system ofclaim 21, including an output terminal (460), where the

output terminal (460) displays the first position estimate in a human-perceptible

form.

26. The system of claim 15, including one or more straps to mountthe

navigation system to a portion of the human.

27. Amethodofestimating foot-travel position, comprising:

providing one or more motion signals;

determininga first position estimate from the one or more motion

signals;

determining a distance estimate from the one or more motion signals; and

correcting the first position estimate.

28, The method of claim 27, where correcting the first position estimate

includes using past and present values of the motionsignals.

29. The method of claim 27, including displaying the first position estimate

in a human-perceptible form.

30. The method of claim 27, where correcting thefirst position estimate

includes determining a third position estimate based on past and present motion

signals.
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31. The method ofclaim 27, where correcting the first position estimate

includes using a Kalman filter to provide correctionsto thefirst position

estimate.

32. The method of claim 31, including determininga third position estimate

from a position indicator; and

determining a difference between the distance estimate and the

third position estimate, where the Kalman filter uses the difference in

providing correctionsto thefirst position estimate.

33. The method of claim 32, where determining the distance estimate from

the one or more motion signals includes using a motion model.

34, The method of claim 33, including determining a difference between the

distance estimate andthe third position estimate;

identifying errors in the distance estimate; and

modifying parameters of the motion model based ontheerrors in

the distance estimate.

35.|A motion classification system (700) comprising:

first sensors (720) coupled to a processor (710) to providea first type of

motion information; and

second sensors (730) coupled to the processor (710) to provide a second

type of motion information;

neural-network means responsiveto the first and second types of motion

information to identify a type ofhuman motion.

36. The system of claim 35, where the neural-network meansidentifies the

type ofhuman motionaseither stationary, walking, turningright, turning left,

walking up or downaslope, walking up or down stairs, or running.

37. The system of claim 35, wherethefirst sensors (720)are a triad of

inertial gyroscopes and the second sensors (730)are a triad of accelerometers.
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38.  Thesystem of claim 35, where the neural-network meansclusters a

neuron representing the first type and the second type ofmotion information and

identifies the type ofhuman motion based on the clustered neuron.

39. The system of claim 38, where the first sensors (720) and the second

sensors (730) receive a motion input vector, and the neural-network means

compares the clustered neuron representing the motion input vector to stored

clustered neurons representing types of humanmotion to identify the type of

human motion.

40. Amethod of classifying human motion, comprising:

sensing one or more motion signals;

comparing the one or more motion signals to stored motion data; and

identifying a type of human motion based on the comparison ofthe

motion signals to the stored motion data.

41. The method of claim 40, including using the type of human motion in a

motion algorithm to estimate a first position estimate.

42. The method of claim 40, where identifying the type of human motion

includes

classifying the type ofhuman motion as walking forward, walking

backwards, running, walking downor up an incline, walking up or down stairs,

walking sideways, turning left, turning right, stationary, or unclassifiable.

43. The method of claim 40, where comparing includes mapping a neuron of

the motion signals; and

comparing the mapped neuron ofthe motion signals and the navigation

signals to mapped neuronsofthe stored motion data.

44. The methodofclaim 43, where identifying the type ofhuman motion

includes selecting the class ofhuman motion based on which mapped neuron of

the stored motion data has the smallest difference with the neuron of the motion

signals.
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45. The method of claim 40, including digitizing the sensed motionsignals;

and

performing Fast Fourier Transform on the sensed motion signals.
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PORTABLE COMPUTERS

The present invention relates to portable computers and more particularly

but not exclusively to hand-held computers of the kind sometimes referred to as

personal digital assistants.

A personal digital assistant includes data files defining such items as an

electronic diary, address book and other applications such as word processing
software, calculators and the like. As more powerful memories and processors

have been developed in smaller packages it has become possible to provide quite

powerful computers in relatively small portable cases. However, the limitation of

Miniaturisation occurs when a viewing screen and keyboard are needed for data

input and read out. Thus, so called paim top personal computers (PPC) are usually

of the order of 15 cm by 7 cm in order to provide a readable screen and a usable

keyboard. Such palm top computers are known, for example Psion Corporation

have produced a Psion Series 5 (trade mark) PPC having an 8 megabyte RAM and

processor while Hewlett Packard similarly produce PPCs as e.g. the HP320LX

(trade mark). The capabilities of such PPCs may be enhanced by incorporating so

called flash cards enabling the expansion of the RAM by up to 10 megabytes or

more while PCMCIA cards may be provided to enable connection of the PPC to

telephone networks by way of cellular ‘phones or telephony sockets for

communication with other computers and the so called Internet and Intranets.

Most PPCs incorporate a docking arrangement to enable them to be

connected with a desktop computer or other main frame for the purposes of

synchronisation of data files and the like.

However, generally speaking PPCs are not robust and are prone to damage

mainly because of the clam shell design requiring a hinge that opens to reveal the

incorporated keyboard and screen. Thus PPCs are more usually used on a desk top

or table or may be held in one hand while typing with the other.

According to the present invention there is provided a portable computer

including movement detection means responsive to movement of the computer to

produce an electrical output signal representative of such movement, processing

means responsive to the output of said position detection means to determine

detected movement data defining a user’s intention, the processing means using
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said data to provide a mode response selected from a multiplicity of stored

possible modes.

Preferably the movement detection means includes at least one

acceleration or tilt detection means responsive to movement of the computer to

5 produce the output electrical signal. There may be a plurality of acceleration

detection means each producing a respective electrical output signal representative

of movement components in respective directions, the detectors generally being

mounted to detect X and Y movement componentsat a ninety degree angle.

The processing means may include a data input modein which detected

10 movement data is used to generate alphanumeric or graphical data. The

alphanumeric or graphical data may be stored in data storage of the portable

computer or may be output by transmitting means to receiving means connected

to another processing device.

The processing means may include a screen output mode in which

15 detected movement data is used to modify output to display means of the

computer whereby scrolling of displayed information is effected. In the screen

output mode the processing means may be responsive to relative lateral tilting

movement to cause the display of information stored as to one or other side of

currently displayed information. Relative rolling movement may cause the display

20 of information stored as above or below the currently displayed information.

In the screen output mode the processing means may be responsive to

detected movement data to determine a most likely orientation of the computer

display means with respect to a user’s eyeline whereby the signals output to the

display means may cause inversion of the displayed information such that the

25 computer may be held and used in either hand.

The computer may include proximity detection means arranged to provide

signals indicative of the proximity of the display screen to a user's view, the

processing means being responsive to changesin the relative proximity to increase

or decrease density of displayed information.

30 In a further development, security data derived from movement of the

computer defining an authorised user’s password is stored, the processing means

being jocked in a secure modeuntil detected movement data corresponding to the

security data is received.
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The computer may include a sound input device , the processing means

having a second data input mode in which alphanumeric data is derived from input

speech signals. A sound output device may also be included to permit the output

of speech derived from stored data. Alternatively the sound input and output

devices may be combined with a radio transceiver whereby cellular or other radio

telephony networks may be used.

The computer may be housed in a casing shaped to facilitate a user

holding the computer as if holding a writing stylus. The casing is preferably of

substantially radiused triangular cross section along a substantial portion of its

length and may include a flattened section incorporating a display screen. The

casing may include angular shaping between a forward holding area and a rearward

screen area the shaping being such as to provide a natural viewing angle of an

incorporated display screen while the casing is held as a writing stylus. The

shaping may also be such as to facilitate support of the rearward screen area by

the dorsal aspect of a user’s hand between the root of the thumb and index tinger

and the wrist.

A portable computer in accordance with the invention will now be

described by way of example only with reference to the accompanying drawings of

which:

Figure 1 showsa plan view of the computer;

Figure 2 showsa side view of the computer of Figure 1:

Figure 3 is a block schematic diagram of the circuits of the computer of

Figure 1;

Figure 4 is a circuit diagram showing details of the circuitry described with

respect to Figure 3;

Figure 5 is a circuit diagram of a docking station to enable the computer of

Figure 1 to be connected to a desktop or other device;

Figures 6 to 9 are flow charts showing some of the programs incorporated

in the microprocessorof Figure 4;

Figures 10 to 13 are graphical representations of the outputs of the

accelerometers of Figure 4 as analysed by the microprocessor;

Figure 14 is a graphical comparison of the representations of the outputs

of the accelerometers as shownin Figures 10 to 13;
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Figure 15 is a schematic diagram of a power saving arrangement of the

portable computer of Figure 1;

Figure 16 is a schematic diagram of a voice input arrangement of the

portable computer of Figure 1;

Figure 17 shows mounting positions of the accelerometers of Figure 4

with respect to each other;

Figure 18 is a table showing a program response to movement of the

accelerometers of Figure 16 in a particular mode of operation; and

Figure 19 is a schematic diagram of a part of a scroll detector of the

portable computer of Figure 1.

Referring to Figures 1 and 2, the hand-held computer of the present

invention has a case 1 of a moulded plastics material having a triangular barrel

cross section towards the forward end, that is towards the point, with radiused

sides providing a diameter of approximately 15mm. The case is shaped to have a

curve so that when the forward part of the barrel of the casing is held as a writing

stylus using the thumb, index finger and second finger of the user, the screen area

A-A rests comfortably on the dorsal area at the back of the hand between the root

of the thumb and index finger of the hand and the user’s wrist... This provides

some additional support to allow the entire computer to be operated using one

hand only. After assembly the case is sealed using an O-ring seal much in the

manner of sealing watch parts. Coating the casing with wax polythene completes

the sealing of the unit so that to all intents and purposes the case is waterproofed.

The casing is weighted at one end (for example by including a

rechargeable battery 2) at the forward end so that if the item is dropped on to a

surface it tends to fall in a specified manner such that the tio which may include

some impact protection, for example by being rubber cased, prevents any

significant damage to internal components. The weighting also assists balancing

of the unit in a user’s hand.

The case may incorporate a hook 3 for attachment of a strap or key ring

(not shown) and may have a pocket clip 4. The hookis preferably recessed within

the casing.

Externally mounted a small liquid crystal diode screen which may be of the

kind manufactured by Batron and supplied under type number BT42003STYCis

included. To either side of the LCD 5 touch or pressure sensitive switches 6 to 13
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are provided. These switches may be soft programmed to provide functions as

hereinafter described. A touch scroll strip 14 (hereinafter described) is provided in

front of the screen 5 and the system includes a pyroelectric detector 15 used in

determining the proximity of the computer to a user’s eye.

Audio input and output devices are also provided together with an alerting

device. For example, a microphone 16, annunciator 17 and speaker 18 may be

included. Finger switches 18, 19, 20 are provided forward of the annunciator 17

and again may be soft programmedfor functionality. Also visible are gold docking

pins 21 used for connecting the hand-held computer for recharging of the battery 2

and transfer of data by way of a docking device to other computers, for example

desk mounted personal computers.

As an alternative means of transferring data from the computer of the

invention to another processing device or to enable the computer of the invention

to be used as an input device for a PC, an infrared transceiver 22 is mounted

towards the front of the casing 1.

Also included is a light emitting diode 23 which may be of the kind having

three or more colours. Individual colours allow for a small amount of illumination or

may be used to provide indication or alarm functions. Alternatively, a single

coloured red light emitting diode part TLSH180P from Toshiba may be used. This

ultrabright LED aids human night sight viewing and whilst only being of low power

may in a dark environment assist the user.

Turning now to Figure 3, a block schematic diagram of the component

parts of the computer is shown. It will be noted that the display 5 receives inputs

from a microcontroller 30 which may be of the type supplied by Microchip under

the reference PIC16C74. The PIC16C74 includes on board read only memory

(ROM) but in a preferred embodiment an ARM processor with a larger memoryis

used. Also mounted within the casing 1 are two accelerometers 31, 32 which

may be of the kind known as ADXLO5 from Analog Devices Limited and which are

buffered by operational amplifiers, for example National Semiconductor type

LPC662. The keys 6 to 13 and 18 to 20 are here represented as a keypad 33.

Some of the keys may be used to control a speech recorder 34 which is also used

as an interface between the microcontroller 30, and microphone 16 and the

speaker 18. A radio transmitter 35, which may be a radio transceiver, is also

incorporated.
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One function of the radio transmitter may be to allow use of the hand-held

computer of the invention as an input device for a desk mounted or other PC 40

having corresponding receiver 36 and an appropriate converter without physical

interconnection. Other functions of the transceivers 35, 36 may be apparent from

the description hereinafter.

Referring now to Figure 4, the microcontroller 30 is connected to the

display 5 using standard control inputs of the display to provide a visual output of

the result of program activities requested by the user. !t will be noted that the

accelerometers 31 and 32 have associated buffer circuits which each include an

operational amplifier to buffer the input to the microcontroller. The operational

amplifiers 41 may be type LPC662 from National semiconductor.

Power to the accelerometers 31 is by way of a transistor TR2 so that if

the microcontroller 30 determines that no movement of the computer !s occurring

or that the present program does not require use of the accelerometers 31 and 32,

output RB1 may be set to stop current being drawn to minimise battery usage.

The microcontroller may allow periodic sampling during dormant periods so thatif

the computeris picked up the sensors may again be activated.

An EEPROM integrated circuit chip type X24FO64 8 Kbyte from Xicor

providing 8 Kbytes of memoryis also provided accessible from the microcontroller

30 in known manner. Switches S1 to S8 (keys 33 in Figure 3) are wired to

respective inputs of the microcontroller 30.

Note that TR1 controls power input to the back lighting circuitry of the

LCD display 5. Again, the microcontroller 30 will normally bias TR1 off when the

computer is dormant and will maintain TR1 biased off unless back lighting is

requested by operation of one of the keys of the keyboard 33.

For the avoidance of doubt it is here noted that the microcontroller 30

includes a program which uses position outputs from the accelerometers 31, 32 to

determine from the orientation of the computer whether the hand-held computerts

in the left hand or right hand of the user. It is here noted that accelerometer

output may depend upon the tilt angle of the included accelerometers to the

earth’s gravitational field. The keys S1 to S8 are then swapped overin soft

programming mode such that functionality is determined by the apparent top of the

display 5 to the userin its current position. Similarly, determination of orientation

of alphanumeric or other display information on the screen 5 will be determined
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from the orientation of the computer itself. Thus, data output to the screen from

the controller 30 arranged to provide an appropriately oriented display.

The speech recorder 34 is implemented using Sequoia technology sound

recording integrated circuit type ISD2560. The Sequoia technology chip is capable

of recording 60 seconds of speech message in digital form and is connected so

that the microphone 16 can be used to provide an input. The three switches SW1,

SW2 and SW3 may correspond to the fingertip switches 18 to 20 of Figure 1 or

may be selected in software from keys 6 to 13.

In speech recording mode SW1 provides a start and pause control function

for the user, SW2 is a stop or reset function while SW3 switches between the

record and play modes.

Short messages are played back by way of the loud speaker 18. As

currently implemented the microphone 16 is a Maplin type QY62S, the speaker is

from Hosiden type HDR9941. “Speech notes” recorded by this method may be

downloaded to a PC for sorting and categorising.

Turning briefly to Figure 5, the hand-held computer of Figure 1 can be

inserted in a corresponding docking port shaped to align the contact 21 with T5 to

T7 of Figure 5. The contact T5 and TS provide serial receive and transmit paths

for synchronising databases between a PC and the portable computer and also

provide battery charging. Contact T7 provides an earth contact. Speech samples

and other data may be up loaded from a PC to the portable computer.

A Maxim integrated circuit 42, which may be type MAX232IC, converts

RS232 level serial output and input required by current PCs to the voltage level

required by the microcontroller 30 of Figure 4. Note also the ability to receive

radio input by way of an antenna connected to the radio receiver chip type

AMHRR3-418.

Having discussed the hardware of the portable computer of the invention

we shall now consider various uses to which the writing stylus input, voice input

and screen may be used. Exemplary flow charts for some aspects of the use of

the portable computer are attached. While functions are individually discussed in

respect of the flow charts of Figure 6 to 9, it will be appreciated that combinations

of programs may beusedin the implementation of features described hereinafter.

Turning now to Figure 6, the tilt sensor software uses inputs from the

accelerometers 31, 32 which, as shown in Figure 17 to which reference is
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additionally made, are mounted with their respective sensitive axes at right angles

to each other. As will have been seen from Figure 4, the output from each

accelerometer is filtered by a resistor capacitance network to remote high

frequency noise for example, and the outputs are then read by an analogue to

digital converter included within the microcontroller 30. Thus, referring to Figure

6, for special sensing the microcontroller 30, display 5 and analogue to digital

conversion circuits are initialised at 100 and the interrupts and port pins of the

microcontroller 30 are reset or cleared at 105. The output of the accelerometers

31, 32 is read from respective analogue input pins ANO and AN1 of the

microcontroller 30 and an index to a look up table is calculated at step 110 using

the formula! = a + (b1 x 16). In this case a is calibration constant and b1 is the

digitised output of the accelerometer 31. This allows for a look up table allowing

a16 by 16 matrix of left to right position to be determined. For vertical tilt position

the formula] = a + (b2 x 16) where b2 is the output of the accelerometer 32 may

be used to address a further matrix to determine the relative up/down position. By

applying one or more of the indices to the look up table it, is possible to select one

of n screen positions or to determine the amount of movement since the last

reading at step 115. The system then waits for 10ms as indicated at step 120

before repeating the reading of the accelerometer output.

The program allows for the screen 5 to be scrolled in accordance with the

user’s requirements. The mounting of these sensors, as shown in Figure 17,

allows posiitonal movement such as up, down, left and right to resolved to

fractions of a degree.

Using software the microcontroller 30 may use the output from the

accelerometers 31, 32 to determine a user’s requirement for a different view to be

displayed on the screen 5. Thus a virtual hinge is created such that if the user

moves the stylus whilst it is in viewing position the screen information may be

changed to respond to a natural reaction for looking up or down or to theleft or

right. Thus, as shown in Figure 18 in a simplified arrangement, if the display on

the screen at any time is designated as current page (CP) then tilting the stylus

towards the left will cause the display of a page stored as to the right of CP (CR).

The page which was formerly CR (as represented by data held within the storage

of the microcontroller 30 or an associated data store} is now CP. Tilting the stylus

to the right will cause a page of information (CL) to the left of CP to be displayed.
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For the avoidance of doubt the term page is used here as for a screen for

information. Thus the action of tilting the stylus to the Jeft or right is analogous to

the natural inclination to look through a window towards the right or left to obtain

additional information from a scene.

Similarly, if the stylus is turned towards the user information stored at UC

will be displayed and tilting the stylus away results in the information DC being

displayed. It will be appreciated that combiningtilt angles may result in the display
of information up and to the left (UL), up and to the right (UR), down and to the

feft (DL) and down and to the right (DR). This simplified description of a multiple

line screen moving as if a jump is occurring should be considered as allowing single

line scrolling in which CP defines the top line of the screen, DC the line below and

further lines to the limit of screen viewability also being displayed with CP such

that single line scroll movement or smooth scrolling appears to occur. Finer

scrolling modes such as single pixel movements are also possible. The user may

select the rate of response using keys 6 to 13 or fingertip switches 18 to 20. It

should also be noted that the tilt sensor arrangement 31, 32 allows the

microcontroller 30 to determine the most likely viewing angle and to adjust pixel

mapping to the screen accordingly so that if a user holds the stylus in the left hand

the display is inverted to that shownin Figure 1 so that the bottom right corner, as

viewed by a right handed user, becomes the top left corner as viewed by a left

handed user. It should be noted that the microcontroller does not require an input

from the user to determine whether the stylus is being held in the left or right hand

and, if a user changes hands during the course of viewing the screen output will be

inverted accordingly.

It is also possible, particularly if pictorial rather than alphanumeric display

is required, for the screen to enter a “portrait” mode if the stylus is held vertically.

In this case the orientation will be appropriate to the stylus being held with its tip

above or below the waist of the stylus.

To prevent scrolling or orientation change the user may use a soft key 6 to

13 or fingertip switch 18 to 20 to lock and unlock display movement.

Further, while as described with reference to Figure 3, the display screen

is a Batron, in a preferred embodiment a Kopin Cyberdisplay 320 having % VGA

colour resolution may be used. Using the Kopin display and the associated

monocular viewing lens mounted end on to the body allows clear viewing of some
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15 lines of normal text. The Kopin Monocular lens is approximately 20mm by

18mm which gives an acceptable size to a pen body incorporating movement

sensing means asherein described.

In a still further development the pyroelectric detector (Murata type IRA-

E7OOSTO} 15 may be used to detect the presence of the user and the proximity of

the user to the viewing screen 5. Using the Kopin % VGA display it is possible to

decrease the size of character displayed. Thus the microcontroller 30 uses the

output of the pyroelectric detector 15 to determine how close to a user’s eye the

stylus is held and may adjust the size of print so that more charactersare fitted on

the screen 5. In this way large areas of text may be read by holding the screen

close to the user’s eye. A further use of the pyroelectric detector for power saving

purposes it discussed hereinafter. As has been mentioned detection of the

position of the screen with respect to the user’s left or right side is possible.

Referring to Figure 8, clearing of interrupt and set port pins and

initialisation as previously mentioned with regard to Figure 6 is carried out. One of

the accelerometers, for example the accelerometer 31, is read at step 200 andits

value compared with a predetermined value m. Values greater than m indicate that

the display is most likely in the user’s left hand so that as indicated at 215

inverted characters are displayed on the screen 5. If the value read from

accelerometer 31 is less than m then it may be assumed that the stylus is in the

user’s right hand and normal ROM LCD characters are displayed. As indicated at

220, a check may be carried every 10ms to determine the whereabouts for the

screen.

It is envisaged that input to the computer system either for use as a PDA

or for word processing purposes, will be carried out either by hand writing

recognition (HR) or by voice input using the microphone 16. Handwriting

recognition does not require the user to write on a surface, although some users

may find this a preferable method of operation, but requires the user merely to

move the stylus (that is the whole computer) as if writing letters and numbers.

Katakana or Cyrillic texts may also be entered as may symbols.

Thus using one of the two accelerometers 31, 32 and referring to Figures

10 to 14, the output of one of the accelerometers 31, 32 is read at a simple rate

of 100 times per second. The received data is stored in a random access memory

(RAM) buffer as a set of acceleration values against unit time. Using a software
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process of autocorrelation the microcontroller 30 may determine the character

entered. Thus, referring to the Figures, Figure 10 showsthree entries of the letter

C, Figures 11 shows three entries of letter B, Figure 12 3 entries of letter F and

figure 13 three entries of letter H for exemplary purposes only. Feedback to the

user either on the display or by character speech output or simply by an acoustic

beep indication may be used to note acceptance of a character. The validity

indication may be user selectable.

It will be noted from Figure 14 that a single accelerometer output is

distinct for each of the input characters and therefore the microcontroller can

determine the entry made. The entry may be of text which can be reflected to the

viewing screen 5 or maybeinstructions couched in appropriate terms such as “get

Monday diary”. Once the diary has been recovered from the store the appropriate

entries may be displayed on the screen 5 with appropriate soft key indications for

the keys 6 to 13.

Note that predefined user gestures such as drawing an “envelope” to

request e-mail mode or a table for diary mode, for example, may be used. The

instructions may be user selectable or teachable so that on initialisation the user

draws and selects the mode. Subsequently drawing the same symbol will cause

the microcontroller 30 to enter the appropriate selected mode.

Again sensing may be used to move around the displayed area (as

discussed with reference to Figure 6 and Figure 18) or the touch strip controller 14

may be used in combination with the keys 6 to 13 to select appropriate areas.

Entry of information to the diary may also be by handwriting input. It is

convenient here to consider the construction of the touch strip 14 which as shown

in Figure 19 comprises a 0.4mm printed board having a surface area of

approximately 20 mm by 5m with horizontal strips in the 5mm dimension as

indicated as 47 to 50 for Figure 19 which shown a part of the strip 14. The strip

14 thus replaces the rotational elements of potentiometer so that hermetic sealing

of the casing may be complete and a control which is resistant to wear as

provided. The strips 47 to 50 etc, are interfaced to the microcontroller 30 so that

as a finger is moved across the strip direction of movement and speed of

movement may be determined. The information may be used in the same way as

a rotary potentiometer.
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It will be appreciated that incorporating a second strip at right angles to

the strip 14 would allow full functionality of (eg) a computer mouse to be

simulated.

Thus as shown in figure 19, if a user moves a finger such that, for

example, the presence of the finger bridging 48, 49 and 50 subsequent to the

presence of a finger bridging 47 to 50 indicates that the user would wish to rotate

a potentiometer in a counter-clockwise direction. Similarly, detection of a finger

bridging 47 and 48 subsequent to there having been no previous bridge indicates

rotation in a clockwise direction.

It will be appreciated, however, that if the tilt detection mechanism

hereinbefore described indicates that the device is in the left hand rather than the

right hand the functionality of bridging and unbridging Is reversed accordingly.

Entry of data files, for example the composition of letters or reports can be

carried out using either the write sensing arrangement, hereinbefore described, to

determine input alphanumeric which may be stored for subsequent transmission to

a printer or for transfer as data files to a PC for example. Data entered and

converted into appropriate stored information may be displayed on the display

screen if required.

Cursor movement around the display screen to select a position to which

information is to be placed may be by use of either the potentiometer arrangement

described with reference to Figure 19 or by use of the tilt sensing mechanism

hereinbefore described in combination with one of the soft keys to indicate that an

insert or delete position is being selected.

In an alternative method of operation and referring to Figure 7 andinitially

to Figure 7a, use of the stylus of Figure 1 as a non-connected input device for a

PC allows all of the functions of the hand held computer to be duplicated. For

example, where alphanumeric data is input in the manner previously described with

reference to Figures 10 to 14 a more powerful PC may be able to affect

autocorrelation much more rapidly than the microcontroller 30 of the device itself.

In this case, referring specifically to Figure 7a, once the initialisation process has

been completed at 100, one or both of the accelerometers may be read at 705 at

10ms intervals as indicated at step 710 and the voltage data is transferred to the

serial port for transmission by the wireless link or by use of infrared transmission.
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A corresponding program in the PC itself will read from radio receiver 36

and the receive port the data defining the voltage from one or both the

accelerometers. Autocorrelation will be carried out on the reading to generate

appropriate characters at step 725, the characters being displayed on the PC

screen at step 730 and possibly being transmitted back to the hand-held PC.

In an alternative implementation autocorrelation may be carried out within

the microcontroller 30 and data defining input characters themselves be

transmitted to the PC.

Note that the transmission of comma separated variables (CSV) format

ASCII is transmitted at 418 MHz using an amplitude modulated radio transmitter

from RF Solutions of Lewes East Sussex UK. In the PC CMOS voltage levels

converted by the RS232 conversion unit can be used to provide raw data to the

PC. Windows 3.1 terminal software is capable of reading CSV data and

spreadsheet can read and plot data graphically.

In a still further use of the accelerometer 31, 32 arrangement password

protection of the hand-held computer may be provided. Thus, once trained to a

user’s signature, for example, a stored waveform corresponding to accelerometer

voltage outputs read at 10ms intervals can be used. Thus the user does not

require to remember any special passwords and cracking of the signature codeis

extremely difficult since, for example forging a signature will resuit in a different

acceleration pattern to that of the natural signature writer.

Thus it may be possible to use a hand-held computer of this nature to

provide transmission of security information for, for example, electronic point of

sale authorisations, access restriction and thelike.

A still further use of the transmission and reception capability allows a

local area paging system to be developed. Thus if several users work in

reasonable proximity to each otherit is possible to transmit message directly from

one hand-held computer to another such that, for example, telephone messages

taken by one person in an office and files created may be transmitted using a

digital serial identity to another specified hand-held computer unit.

Turning to Figure 16, in addition to the simple 60 second voice note

storage chip 34, the microphone 18 may also be connected by the amplifier and

filter arrangements to provide voice input to the microcontroller 30. Voice

recognition software can thus be used to convert the voice input to data, the keys
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or fingertip switches 18 to 20 having appropriate use for pause, record, etc as

hereinbefore described with reference to the spoken memorandum chip.

Converted data can thus be transferred to the memory or displayed on screen or as

hereinbefore described with reference to using pen input for handwriting

correlation by a PC serial data to the PC representing the voice input can be

provided. This ts indicated at 39.

In an alternative method of working, the microcontroller causes storage of

the speech input in the memory 38 without effecting conversion, the information

being transmitted via the serial output port either in the docking station or by the

radio link to a PC which may use voice recognition software to carry out the

conversions. It may be preferable to use a PC to carry out the conversion rather

than a microcontroller incorporated in the pen since significant processing power

may be required. However, the inclusion of voice recognition software in the

microcontroller 30 ts possible.

It will also be realised that a data store may be used to store received

speech signals. Thus several speech notes each time/date stamped may be held

for subsequent use. if a suitable store is included then the speech storage chip,

hereinbefore described, may be omitted from the stylus to allow additional memory

chip space.

It will be noted that since the hand-held computer of the invention includes

microphone, ioudspeaker and function keys use of the device as a cellular

telephone is also envisaged.

Where cellular phone functionality is included within the stylus or where

the stylus is in contact with a PC for example by IRDA or radio transmission, the

use of the microphone input for substantial dictation purposes is possible and also

the use of substantially larger data files than could otherwise be stored locally.

Thus the input speech will be stored in a buffer by the microcontroller 30

and periodically, when the buffer contains a substantia! amount of data, a network

connection to either network data storage means or to a predetermined PC is

effected. Stored buffered data is then transferred to the remote location. Since

the network connection is not permanently required the cost of transferring the

data by this means is less significant and periods of network signal weakness can

be overcome.

PART 2 OF 2/ APPL-1001 / Page 942 of 1488



PART 2 OF 2 / APPL-1001 / Page 943 of 1488 

10

15

20

25

30

-WO 99/22338 PCT/GB98/03016

15

Data buffered in this manner may be date and time stamped or, if the

stylus incorporates GPS (global positioning systems) may be location stampedalso.

Data may similarly be recovered such that large text documents required

by a user may have portions stored in the buffer for display and sequential

recovery of other parts of the document from the remote location using telephony

as required. Photographic data, for example from a digital camera, may similarly

be saved to the network by wayof the buffered store.

The various functions above described enable the provision of a full PDA

function including diary alarm and scheduling functions as well as data input, file

creation and storage. The user may select the mode of operation using either soft

buttons or movement input and the use of the accelerometers 31, 32 is

determined from the mode selected by the user. Electronic mail and fax facilities

may be incorporated in the PDA functions aliowing reception or transmission of

data via the unit. The transmission capability of the unit may be associated with a

receiver in a printer for example or a printer incorporating a docking station may be

used to allow the printing of data from the PDA. Note that infrared transmission

may be used,

As will be appreciated one of the major problems with any hand-held

portable device is the use of rechargeable batteries which have a limited powerlife

between charges. The hand-held computer of the present invention therefore

incorporates a number of power saving facilities arranged particularly to close

down backlighting of the small LCD screen5if it is not appropriate. Thus if the

accelerometers indicate that there is no current usage of the system then powering

down of the detection circuitry and back lighting of the screen may occur.

However, in a further use of the proximity detector 15, it is possible to turn back

lighting on and off in dependence upon whether the user is looking information on

the screen or not. Thus, referring to Figure 15, the pyroelectric detector

conversion detects presence of movement to maintain back lighting. Pyroelectric

detectors tend to detect presence of a person by movement through a parallel

beam of infrared such that when movement is detected across a Fresnel jens an

AC signal is generated.

Thus the pyroelectric system can be used to detect the presence of a user

and in the absence of use power down of the back lighting at least may occur.

Infrared sensors may similarly be used to detect the presence or absence of body
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heat. Note the pyroelectric detector, as previously described, can be used to

control the character zoom feature hereinbefore described. A suitable detector is a

Murata type IRAE7OOSTO.

In a further implementation of back lighting power down which is

responsive to the viewer’s vision in addition to the viewer’s presence. It is known

that when a subject looks directly at a lens and a flash occurs blood vessels at the

rear of the eyes reflect back to the camera. It is thus possible to periodicaily flash

a low level lignt and to sense red reflection using a photodiode sensor. Thus as

shownat Figure 15, the microcontroller 30 periodically causes an LED 60 to pulse.

At the same time a photodiode 61 is monitored and, assuming presence of a user’s

eye 62 reflecting light from the pulse, the LCD will remain back lit as indicated at

58. It is further noted that a custom-built solar cell {not shown), for example a

Sotarex available from Farnell Electronics, may be used to assist triple charging of

the battery 2.

If a user is not looking directly at the screen at the time the LED 60 is

flashed there will be no reflection and the photodiode 61 will not activate. The

microcontroller may therefore power down the back light 58 thus reducing the

drain on the rechargeable battery 2.

Although the present invention has been described with reference to a

particular implementation using accelerometers other position detection and

location means may be used to implement movement detection arrangements.

While herein references made to alphanumeric data it will be appreciated that

katakana character and Cyrillic script inputs may also be detected using the

acceleration method hereinbefore described.

Note when the hand-held computer is docked with a PC or is receiving

data by way of cellular or radio transmission it is possible to display received

information on the screen 5. Thus as indicated at Figure 9 and initialisation

message is output to the screen 5 and appropriate buffer is cleared. As characters

are received at the serial port are transferred to the microcontroller at 905 and

checked for frame validity at 910. Assuming that there is no error at 910 and that

the received character is not a clear screen message as indicated at 915 then a

characteris transferred to the LCD 5 for display at 920.

Further possible uses of the portable computer of the invention includes

storing large numbers of speech modes which when down loaded to a PC with the
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pen either in a docking station or by IRDA or radio transmission are sorted. In this

process the PC converts the each of the speech notes to text and scans the text

for frequently occurring words, for example “meeting” and then sorts the stored

notes into sub-directories. Alternatively, notes may be sorted by date, subject

matter or size as will occur with a normal windowsfile. Key control words such

as “alarm” may result in the speech note being converted into a timed alarm which

may then be written back to the portable computer so that at the appropriate time

the portable computer either announces the alarm or a vibrate to alert the user, the

alarm being displayed as a text message. It will be appreciated that if a

sufficiently powerful microcontroller is used in the pen then the speech to text

conversion may take place in the portable computer unit. A suitable vibrating

motor for use as a silent alarm can be obtained from Murata of Japan. Situating

the annunciator towards the barrel of the pen near the tip improves transmission,

The microcontroller may cause audio feedback of the current position of

the stylus, for example by causing soundsof flicking pages when the pen is tilted

forward or back.

While most emphasis herein has been on the display of alphanumeric,

Katakana or Cyrillic characters, graphic information may also be viewed. For

example, a file holding pictures related to a person may include three dimensional

picture of that person’s face. By revolving or tilting the computer the view may

switch from a front view to a profile aspect. It will also be appreciated that an

atlas may be stored in the data store and maps mayberotated to align with the

direction of travel for example.

Additional functionality may be introduced to the hand-held computer by

including a touch screen in front of the display screen such that a stylus can be

used to select text or to cause localised movementof a cursor.

An autolocate function may be built into the microcontroller such that if no

movement, ie no change in tilt of either the enclosed accelerometers occurs for a

selectable period, probably 24 hours, the unit will sound an alarm at periodic

intervals so that the user can locateit.

Note that the tilt sensors included herein measure tilt with respect to

earth’s gravity by use of a small beam arrangement. Other position sensors may

be included. Global positioning by satellite is also a possible method of detecting a

change in the position of the portable computer.
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In a symbol counted modeit is possible for a user to flick the pen either as

a tick or across, for example, in relation to a submitted document. The numberof

ticks or crosses may be counted and the result accumulated and transferred to

data store or accumulated in a spreadsheet to which the user may input names,

titles and the like. The use of other symbols in anticipated.

While as hereinbefore described the security signature is by use of

acceleration, a pressure detector may be incorporated into the end of the device to

further increase security by measurement of the profile as well as the two

dimensional! or three dimensional spatial sensor.

As has been mentioned hereinbefore, a number of Keys, switches and

buttons are provided on the casing of the portable computer. I/n a further

implementation an on/off switch may be provided operated by pressure on the

“nib-end”. Whilst such switch pressure is not used for detecting input text per se,

it may be used to turn functions on and off. This may be used in a normal writing

mode, for exampie, touching the pen tip against a writing surface to turn on the

accelerometer detection functions. Releasing pressure on the tip then stops the

accelerometer signals being considered as potential input to be decoded.

Any of the other switches may be used in certain modesto turn on or off

text detection, for example, or to stop screenscrolling for example.

Calculator functions in the portable computer may be provided simply by

writing the numerals and appropriate mathematical symbols in the normal manner.

The tilt sensor software will determine the numerals and characters entered and

perform an appropriate calculation for display on the display screen.

A further function, for example for clock setting causes display of an

analogue clock face on the display means 5. Time changes may be entered by

selecting an appropriate mode and moving the user's wrist. Tilt sensing is used to

determine forward or backward adjustment of the time stored.
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CLAIMS

1. A portable computer comprising movement detection means responsive to

movement of the computer to produce an electrical output signal representative of

such movement, processing means responsive to the output of said position

detection means to determine detected movement data defining a user’s intention,

the processing means using said data to provide a mode response selected from a

multiplicity of stored possible modes.

2. A portable computer as claimed in claim 1, in which the movement

detection means comprises at least one acceleration detection means responsive

to movement of the computer to produce the output electrical signal.

3. A portable computer as claimed in claimed 2, in which a plurality of

acceleration detection means each producing a respective electrical output signal

representative of movement component in respective directions are provided.

4. A portable computer as claimed in claim 3, in which the detectors are

mounted to detect x and y movement components at a 90° angle to each other.

5, A portable computer as claimed in any one of claims 1 to 4, in which the

processing means includes a data input mode and detected movement data is used

to generate alphanumeric or graphical data.

6. A portable computer as claimed in claim 5, in which the generated

alphanumeric or graphical data is stored in a data store.

7. A portable computer as claimed in claim 5, in which the alphanumeric or

graphical data is output by transmitting means to receiving means connected to

another processing device.

8. A portable computer as claimed in any preceding claim, in which the

processing means includes a screen output mode in which detected movement

data is used to modify output to display means of tne computer.
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9. A portable computer as claimed in claim 8, whereby detected movement

data is used to effect scrolling of displayed information such that portions of data

defining alphanumeric or graphic information outside a currently displayed screen

may be selected by the user.

10. A portable computer as claimed in claim 9, in which a relative lateral tilting

movement causes the display of information stored as to one or otherside of the

currently display information.

11. A portable computer as claimed in claim 9 or claim 10, in which relative

rolling movement causes the display of information stored as above or below the

currently displayed information.

12, A portable computer as claimed in any one of claims 8 to 11, in which the

processing means is responsive to detected movement data to determine a most

likely orientation of the computer display means, the processing means causing the

displayed information to be oriented accordingly.

13. A portable computer as claimed in claim 12, in which a plurality of switch

means responsive to user action is included adjacent to the display means, the

respective function of each of the switch means being oriented to match the

orientation of displayed information.

14. A portable computer as claimed in claim 12 or claim 13, comprising a

touch sensitive static potentiometer strip responsive to movement of a users finger

to simulate movement of a potentiometer, the orientation of said potentiometer

reflecting the orientation of the displayed information.

15. A portable computer as claimed in any one of claims 8 to 14, including

proximity detection means which provides signals indicative of the proximity of the

computer display screen to a user’s view, the processing means being further

responsive to changesin relative proximity to increase or decrease the density of

displayed information.
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16. A portable computer as claimed in any preceding claim, in whicn the

processing means stores data defining an authorised user’s password, the

processing means being locked in a secure mode until detected movement data

corresponding to the security data is received.

17, A portable computer as claimed in any preceding claim, further comprising

a sound input device, the processing means being responsive to voice input signals

from a user to derive alphanumeric data.

18. A portable computer as claimed in any preceding claim, including a sound

output device, the processing means being arranged to provide output of speech or

other sound signals derived from stored data.

19. A portable computer as claimed in claim 17, further including a sound

output device in combination with a radio transceiver whereby cellular or radio

telephony networks may be used.

20. A portable computer as claimed in any one of claims 1 to 8, including

radio transmission or infrared transmission means, the processing means being

responsive to detected movementdata to output to the transmission means signals

representative of the detected movement.

21. A portable computer as claimed in any one of claims 1 to 8, including

radio transmission or infrared transmission means, the processing means being

responsive to detected movement data to output to the transmission means signals

representative of alphanumeric characters.

22. A portable computer as claimed in any preceding claim, including radio

transceiver means, the processing means being responsive to detected movement

data which identifies another device to cause the transmission of coded signals

including a messagefor display.
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23. A portable computer as claimed in claimed in claim 22 in which the
processing means is responsive to received encoded radio signals to activate a
paging alert.

5 24, A portable computer as claimed in claim 23, in which the page alert
comprises a tone.

25. A portable computer as claimed in claim 23, in which the paging alert
comprises a operation of a vibrating means.

10

26. A portable computer as claimed in any of claims 22 to 25, in which the
processing means causes the display of a message derived from the information
received.

15 27, A portable computer as claimed in any preceding claim, housedin a casing
shapedto facilitate a user holding the computer as a writing stylus.

28. A portable computer as claimed in claim 27, in which the casing comprises
a radiused triangular cross-section along a substantial portion ofits length.

20

29. A portable computer as claimed in claim 28, in which the casing includes a
flattened section incorporating a display screen.

30. A portable computer as claimed in claim 29, in which the casing includes
25 angular shaping between a forward holding area adapted to rest in the user’s

fingers and rearward flattened area holding a display screen the shaping being such
as to provide a natural viewing angle of the incorporated display screen while the
Casing is held as a writing stylus.

30 31. A portable computer as claimed in claim 30, in which the shaping causes
the rearward screen area to he supported by the dorsal areas of a user’s hand.
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Judith A. Szepesi
Reg. No. 39,393

1279 Oakmead Parkway
Sunnyvale, CA 94085
(408) 720-8300

12/247,950 Page 2 of 11 8689P057
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PTO/SB/33 (07-09)
Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Doc Code: AP.PRE.REQ

Docket Number(Optional)

PRE-APPEAL BRIEF REQUEST FOR REVIEW
8689P057

Application Number Filed

 

| hereby certify that this correspondenceis being submitted

electronically via EFS Web on the date shown below.

12/247,950 Octcber 8, 2008

on December5, 2013 First Named Inventor

Signature_Judith Szepesi/ Philippe Kahn
Examiner

Typed or printedname Judith A. Szepesi Lu, Shirley

Applicant requests review of the final rejection in the above-identified application. No amendmentsare beingfiled
with this request.

This requestis being filed with a notice of appeal.

The review is requested for the reason(s) stated on the attached sheet(s).
Note: No more than five (5) pages may beprovided.

lam the

/Judith Szepesi/[| applicantinventor.
Signature

[| assignee of record of the entire interest.

LJ

See 37 CFR 3.71. Statement under 37 CFR 3.73(b) is enclosed.
(Form PTO/SB/96)

attorney or agent of record.
Registration number 39,393 

attorney or agent acting under 37 CFR 1.34.

Registration numberif acting under 37 CFR 1.34

Judith A. Szepesi
Typed or printed name

(408) 720-8300
Telephone number

December5, 2013
Date

NOTE: Signaturesof all the inventors or assignees of record of the entire interest or their representative(s) are required.
Submit multiple forms if more than one signature is required, see below’.

 
*Total of _.__ssforms are submitted.

This collection of information is required by 35 U.S.C. 132. The information is required to obtain or retain a benefit by the public whichisto file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11, 1.14 and 41.6. This collection is estimated to take 12 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMSTO THIS ADDRESS. SEND TO: Mail Stop AF, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

ifyou need assisiance in completing the form, call 1-800-PTO-9199 and seleci option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed underthe
Freedom ofInformation Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Departmentof Justice to determine whether
disclosure of these records is required by the Freedom ofInformation Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counselin the course of settlement negotiations.

3. A record in this system of records may bedisclosed, as a routine use, to a Memberof
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Memberwith respect to the subject matter of the
record.

4. Arecord in this system of records maybe disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records maybedisclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may bedisclosed, as a routine use, to anotherfederal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuantto
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed,as a routine use, to the Administratcr,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be madein accordance with the GSA regulations governing inspection of records for this
purpose, and anyother relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations aboutindividuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C_ 122(b) or issuance of a patent
pursuant to 35 U_S.C. 151. Further, a record may be disclosed, subjectto the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandonedorin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency,if the USPTO becomes aware ofa violation or potential
violation of law or regulation.
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Electronic Patent Application Fee Transmittal 

Application Number: 12247950

Title of Invention: Method and System for Waking Up a Device Due to Motion

 

First Named Inventor/Applicant Name: Philippe Kahn

fleenh & nzepesitioen Abram

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

recnts|er “an

Basic Filing:

Pages: 

Claims:

Miscellaneous-Filing:

Patent-Appeals-and-Interference:

Notice of Appeal 1 800 800 

Post-Allowance-and-Post-Issuance:

 
Extension-of-Time:
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wo . Sub-Total in

Description Fee Code Quantity Amount USD(S)

Extension - 3 months with $0 paid 1253 1 1400 1400

Miscellaneous:

 
Total in USD (5S) 
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Electronic AcknowledgementReceipt 

EFS ID: 17580860
 

Application Number: 12247950

Title of Invention: Method and System for Waking Up a Device Due to Motion

First Named Inventor/Applicant Name: Philippe Kahn

Filer Authorized By: 

Attorney Docket Number: 8689P057 

Receipt Date: 05-DEC-2013

Application Type: Utility under 35 USC 111(a)

Paymentinformation:

 
 

Submitted with Payment yes

Payment Type Deposit Account 

Payment was successfully received in RAM $2200

Deposit Account 022666 
Document ar . File Size(Bytes)/ Multi Pages
Number DocumentDescription File Name Message Digest|Part/.zip| (if appl.) 
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8689P057_Extension_of_Time.
Extension of Time odf 4a92bd857d27bd5bba2680e1307e9567e1

eb7f38

Warnings: 

Information:

. 1114278
8689P057_Notice_of_Appeal.

Notice of AppealFiled odf calac91024fd56588573ab33<85216ec179
eca7c
 

Warnings:

Information: 

. 1085021
8689P057_PreAppeal_Brief_Re

Pre-Brief Conference request quest.pdf 476169b13499a91e5f1 8653a7348afih6c63

Warnings: 

Information:

32272

3a8dcec626a6698bc14seman866
Fee Worksheet (SB06) fee-info.pdf

Warnings:

Information:

This AcknowledgementReceipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0O/903indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

NewInternational Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary componentsfor
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receiptwill establish the internationalfiling date of
the application.
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Attorney's Docket No. 8689P057 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant : Philippe Kahn,et al Examiner: Lu, Shirley

Appl. No. : 12/247,950 Art Unit: 2681

Filed : October 8, 2008 Conf No: 8961

For - Method and System for CERTIFICATE OF TRANSMISSION: : | hereby certify that this correspondenceis bein

Waking Up a Device Dueto submitted electronically via EFS Webon the date
Motion shownbelow.

Customer No. : 08791 /Judith Szepesi/ December5, 2013
Judith A. Szepesi Date

 
 

E-Filed via EFS Web

Commissionerfor Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450

PETITION FOR EXTENSION OF TIME PURSUANTTO 37 C.F.R. § 1.136 (a)

Madam:

Applicant respectfully petitions pursuant to 37 CFR 1.136(a) for a three month

extensionof timeto file this response to the Office Action mailed 06/05/2013. The

extended period is set to expire on 12/05/2013. The Director is authorized to chargein

the amount of $1,400.00 to Deposit Account No. 02-2666 to coverthe fee for a three

month extension of time.

Please charge any shortages and credit any overages to our Deposit Account

No. 02-2666.

Respectfully submitted,

BLAKELY, SOKOLOFF, TAYLOR & ZAFMAN, LLP

Dated: December 5, 2013 /Judith Szepesi/
Judith A. Szepesi
Reg. No. 39,393

1279 Oakmead Parkway
Sunnyvale, CA 94085
(408) 720-8300
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PTO/SB/31 (09-12)
Approvedfor use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit displays a valid OMB control number.

Docket Number (Optional)
NOTICE OF APPEAL FROM THE EXAMINER TO

THE PATENT TRIAL AND APPEAL BOARD
8689P057

In re Application of

Philippe Kahn,etalvia EFS Webon the date shown below.

Application Number Filed
12/247 ,950 October8, 2008

onDecember5,2013S|For Method and System for Waking Up a Devic
Signature /Judith Szepesi/ Art Unit Examiner
T d inted . .
nomenwudithA.Szepesi Lu, Shirley

| herebycertify that this correspondence is being submitted electronically

Applicant hereby appeals to the Patent Trial and Appeal Board from the last decision of the examiner.

The fee for this Notice of Appeal is (37 CFR 41.20(b)(1))

CJ Applicant claims small entity status. See 37 CFR 1.27. Therefore, the fee shown aboveis reduced
by half, and the resulting fee is:

A ccheckin the amountof the fee is enclosed.

Paymentbycredit card. Form PTO-2038is attached.

The Director has already been authorized to chargefeesin this application to a Deposit Account.

The Director is hereby authorized to charge any fees which maybe required, or credit any overpayment
to Deposit Account No. 02-2666 .

A petition for an extension of time under 37 CFR 1.136(a) (PTO/SB/22) is enclosed.

WARNING:Information on this form may becomepublic. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

lam the

/Judith Szepesi/applicant/inventor.
Signature

assignee of record of the entire interest. . .
See 37 CFR 3.71. Statement under 37 CFR 3.73(b)is enclosed. Judith A. Szepesi
(Form PTO/SB/96) Typed or printed name

attorney or agent of record. 59393 . (408) 720-8300Registration number 

Telephone number

attorney or agent acting under 37 CFR 1.34.
yOrag g December5, 2013Registration numberif acting under 37 CFR 1.34.

Date

NOTE: Signaturesof all the inventors or assignees of record of the entire interest or their representative(s) are required.
Submit multiple forms if more than one signature is required, see below*.

*Total of 1 forms are submitted.

This collection of information is required by 37 CFR 41.31. The information is required to obtain or retain a benefit by the public whichisto file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11, 1.14 and 41.6. This collection is estimated to take 12 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amountof time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMSTO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 
ifyou need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuantto the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonmentof the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Departmentof Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counselin the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Memberof
Congress submitting a request involving an individual, to wnom the record pertains, when the
individual has requested assistance from the Memberwith respect to the subject matter of the
record.

A record in this system of records maybe disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use,to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records maybe disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services,or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, underauthority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be madein accordance with the GSA regulations governing inspection of records for this
purpose, and anyother relevant (.e., GSA or Commerce)directive. Such disclosure shall not
be used to make determinations aboutindividuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record wasfiled in an application which
became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency,if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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UNITED STATES PATENT AND ‘TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
U.S. Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450
WWw.uspto.gov

8791 e 2013-12-09

BLAKELY SOKOLOFF TAYLOR & ZAFMAN Paper No.
1279 Oakmead Parkway
Sunnyvale, CA 94085-4040

 
Application No.: 12/247,950 Date Mailed: 2013-12-09

First NamedInventor: Kahn, Philippe, Examiner: LU, SHIRLEY

Attorney Docket No.: 8689P057 Axt Unit: 2681

Confirmation No.: 8961 Filing Date: 2008-10-08
 
 

Please find attached an Office communication concerning this application or proceeding.

Commissioner for Patents

PTO-90c (Rev.08-06)
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U.S. Patent and Trademark Office

2.

3.

XJ

OOOOaO0

Application No. Applicant(s)

Notice of Non-Compliant 12/247,950 KAHN ETAL.
Pre-Appeal Brief Request for Review Examiner Art Unit

Shirley Lu 2681 
--The MAILING DATE of this communication appears on the cover sheet with the correspondence address--

The Pre-Appeal Brief Request for Review filed on 05 December 2013 is non-compliant for the following reason(s). See
Pre-Appeal Brief Conference Pilot Program, 1296 Off. Gaz. Pat. Office 67 (July 12, 2005). A conferencewill not be held.

The time periodforfiling an appeal brief CONTINUES TO RUN from the receipt date of the Notice of Appeal. 37 CFR
41 .37(a). If no Notice of Appeal has been received, the time periodforfiling a reply continues to run from the mail date
of the last Office communication.

1. []_ The Request wasnotfiled concurrently with a proper Notice of Appeal.

The Requestdoesnot include accompanying arguments for which the review is being requested.

The arguments accompanying the Request exceedfive (5) pages.

The arguments accompanying the Request are directed to petitionable, not appealable, matters.

Anafter-final or proposed amendmentwasfiled with the Request, or after the filing of the Request but before a
panel decision from the pre-appeal brief conference.

The request wasfiled concurrently with a Request for Continued Examination (RCE).

Other(including any explanation in support of the above items):

/Bridget C. Monroe/
Patent Appeals Specialist

571-272-1651
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Doc code: RCEX PTO/SB/30EFS (G7-09)
Doc description: Request for Continued Examination (RCE) Approved for use through 07/31/2012. OMB 0651-0031U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Application|45547950 Filing|5008-10-08 Docket Number | seeqp057 Art|681
Number Date (if applicable) Unit
First Named a: Examiner -

Inventor Philippe Kahn Name Lu, Shirley 

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to anyutility or plant application filed prior to June 8,
1995, or to any cesign application. The Instruction Sheet for this form is located at WWW.USPTO.GOV
 

SUBMISSION REQUIRED UNDER37 CFR1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise.If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment{s). 

Oo Previously submitted. If a final Office action is outstanding, any amendmentsfiled after the final Office action may be considered as asubmission even if this box is not checked.

| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[_] Other

[<x] Enclosed

Amendment/Reply

Information Disclosure Statement (IDS)

[] Affidavit(s)/ Declaration(s)

Other
Cited References

 
MISCELLANEOUS 

CO Suspension of action on the above-identified application is requested under 37 CFR 1.103{c) for a period of months{Period of suspension shall not exceed 3 months; Fee under 3/7 CFR 1.17(i) required} 
[_] Other
 

FEES

The RCEfee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCEisfiled.
The Director is hereby authorized to charge any underpaymentof fees, or credit any overpayments,to
Deposit Account No 022666 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 

[xX] Patent Practitioner Signature [] Applicant Signature

 

 EFS - Web 2.1.15
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Doc code: RCEX PTO/SB/30EFS (G7-09)
Doc description: Request for Continued Examination (RCE) Approved for use through 07/31/2012. OMB 0651-0031U.S.Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit contains a valid OMB control number.

Signature of Registered U.S. Patent Practitioner 

Signature|/Judith Szepesi/ Date (YYYY-MM-DD)| 2014-02-05
 

Name Judith A. Szepesi Registration Number|39393   
This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public whichis to
file {and by the USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upontheindividual case. Any comments on the amount of time you require to complete this form and/or suggestions for
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

EFS - Web 2.1.15
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Privacy Act Statement

 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom of Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Memberof Congress submitting a
requestinvolving an individual, to whom the record pertains, whenthe individual has requested assistance from the
Memberwith respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSAas part of that agency's responsibility to
recommend improvements in records management practices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant (i.e., GSA or Commerce)directive. Such disclosure shall not be used to make
determinations aboutindividuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
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referenced by either a published application, an application open to public inspections or an issued patent.
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Alexandria, Virginia 22313-1450

AMENDMENT AND RESPONSE

Sir:

In responseto the Office Action of July 5, 2013, which was made final, applicants

respectfully request the Examinerto enter the following amendments and consider the

following remarks:

Amendmentsto the Claimsarereflected in the listing of claims, which begins

on page 2 ofthis paper.

Remarks/Arguments begin on page6 ofthis paper.
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Amendments to the Claims:
 

The listing of claims will replace all prior versions, andlistings, of claims in the

application:

Listing of Claims:

1. (Currently Amended) A method comprising:

receiving motion data from a motion sensorin a device, the motion sensor

sensing motion along three axes;

determining an idle sample value for a dominant axis of the device, the dominant

axis defined as the axis with a largest effect from gravity among the three axes;

registering a motion of the device based on the motion data from the motion

sensor;

determining whether the motion caused a changein the dominant axis; and
 

waking up the device when the motion of the device indicates the [[a]] changein

the dominantaxis of the device, the dominant axis being the axis with the largest effect

from gravity amongthe three axes.

2. (Previously Presented) The method of claim 1, wherein determining the

idle sample value for the dominant axis comprises:

processing the motion data to establish an idle sample value; and

processing the idle sample value to establish the dominant axis.

3. (Previously Presented) The method of claim 1, wherein the motion sensor

comprises an accelerometer.

4. (Previously Presented) The methodof claim 2, wherein the idle sample

value comprises an average of accelerations over a sample period along the dominant

axis recorded whenthe device goesto idle modeafter a period ofinactivity.

5. (Previously Presented) The method of claim 2, further comprising

determining the idle sample value for each of the other axes of the device.
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6. (Previously Presented) The method of claim 1, wherein registering the

motion of the device comprises:

processing the motion data to determine a current sample value along the

dominantaxis of the device.

7. (Previously Presented) The method of claim 2, further comprising

comparing a difference between a current sample value along the dominant axis

determined based on the motion of the device and the idle sample value of the

dominant axis against a threshold value.

8. (Original) The method of claim 1, wherein the changein the dominant

axis comprises a changein acceleration along the dominant axis.

9. (Original) The method of claim 1, wherein waking up the device further

comprises configuring the device to return to a last active device state.

10. (Previously Presented) The methodof claim 6, wherein the current

sample value of the dominant axis of the device is an average of accelerations over a

sample period.

11. (Original) The method of claim 6, further comprising determining the

current sample value for each of the other axes of the device.

12. (Canceled)

13. (Previously Presented) The methodof claim 6, wherein processing the

motion data further comprises:

verifying whether the motion data includes one or moreglitches; and

removing the one or moreglitches in the motion data from the motion data before

calculating the average.
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14. (Original) The method of claim 6, further comprising determining that the

device is to be woken up based on the difference between the current sample value and

the idle sample value being greater than a threshold value.

15. (Original) The methodof claim 8, further comprising:

determining a new dominant axis based on the motion data received from the

motion sensor;

computing a difference between the current sample value along the new

dominant axis and an idle sample value along the new dominant axis determined when

the device goesto idle modeafter a period ofinactivity; and

comparing the difference against a threshold value to establish whether to wake

the device up.

Claims 16-24. (Canceled)

25. (Currently Amended) A mobile device comprising:

a dominantaxis logic to determine an idle sample value for a dominant axis of

the mobile device based on motion data, the dominant axis defined as an axis with a

largest effect from gravity among three axes;

a motion sensorto register a motion of the mobile device; and

a powerlogic to activate the device when the motion indicates a changein the

dominantaxis of the device.

26. (Previously Presented) The mobile device of claim 25, further comprising:

a long average logic to calculate an average of accelerations over a sample

period.

27. (Canceled)

28. (Previously Presented) The mobile device of claim 26, further comprising:

a computation logic to determineif the averages of accelerations indicate a

changein the dominant axis of the device.
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29. (Currently Amended) The mobile device of claim 26, further comprising a

glitch corrector logic to correct one or moreglitches in the motion data before the ene-or

rnere average|[s are]] is calculated.

30. (Previously Presented) The mobile device of claim 25, wherein the motion

sensorlogic comprises an accelerometerto detect acceleration along one or more

axes.

31. (Previously Presented) The mobile device of claim 25, further comprising

a device state logic to restore the device to a last active state.

32. (Previously Presented) The mobile device of claim 31, wherein the device

state logic allows userinteraction to customize applications to be displayed when the

device is wokenup.

33. (Previously Presented) A system to wake up a mobile device comprising:

a motion sensor to detect motion along three axes;

a dominantaxis logic to compare an effect of gravity on the three axes, and to

determinean axis of the device experiencing a largest effect of gravity; and

a powerlogic to move the device from an inactive state to an active state upon

detection of a changein the axis experiencing the largest effect of gravity.

34. (Previously Presented) The system of claim 33, further comprising:

a long average logic to calculate an average of accelerations over a sample

period, for accelerations along the dominantaxis; and

a computation logic to determineif the average of accelerations indicates the

changein the dominant axis of the device.

35. (Previously Presented) The system of claim 33, further comprising:

a device state logic to restore the device to one of: a last active state, a preset

customizedstate.
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Remarks/Arguments

Applicants respectfully request consideration of the subject application as

amended herein. This Amendment is submitted in responseto the Office Action mailed

July 5, 2013, which was madefinal. Claims 1-11, 13-15, 25, 26, and 28-35 are rejected.

In this Amendment, claims 1 and 29 have been amended. No claims have been

canceled or added. Applicants reserveall rights with respect to the applicability of the

Doctrine of Equivalents.

Claim Rejections under 35 U.S.C. §112, second paragraph
 

Claims 29 stands rejected under 35 U.S.C. §112, second paragraph, as being

indefinite for failing to particularly point out and distinctly claim the subject matter which

applicant regards as the invention.

Claim 29 has been amended, to moreparticularly point out and distinctly claim

the subject matter which applicant regards as the invention. Applicants respectfully

request withdrawalofthis rejection.

Claim Rejections under 35 U.S.C. §103(a)

Claims 1-8, 10-11, 14-15, 25-26, 28-30, and 33-34 stand rejected under 35

U.S.C. §103(a) as being unpatentable over U.S. Patent Publication No. 2006/0161377

to Rakkola, et al (hereinafter “Rakkola”) in view of U.S. Publication No. 2007/0259716 to

Mattice, et al (hereinafter “Mattice”).

 

Rakkola discusses an energy-efficient acceleration measurement system.

Rakkola’s system includes an accelerometer, responsive to acceleration of the system,

for providing an accelerometer output signal having a magnitudeindicative of at least

one componentof the acceleration. A motion detector is responsive to the

accelerometeroutput signal, and provides a processorinterrupt signal, but only if the

magnitude of acceleration reaches a threshold.

Rakkola notes that in the system described there is “no need to consideroffsets

on different channels when setting threshold levels, and threshold levels can also be set

independently from device orientation and from the vector of gravitational force.”

(Rakkola, paragraph 19). Thusit is an important aspect of Rakkola that the threshold
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levels are independent of the vector of gravitational force, and further that reference

levels are calculated for each axis.

Mattice discusses control of wager-based gameusing gesture recognition.

Mattice notes that a tilt of a device may be detected by a changein gravitational

acceleration, but does not teach or suggestutilizing gravity in determining whetherto

wake up a device. Although Mattice utilizes the term “dominant axis” Mattice references

the “dominant axis of motion” which is the axis along which the user’s motionis largest,

and whichis therefore augmented in analysis. (Mattice, paragraph 156).

Mattice mentions the dominant axis only in paragraphs 156 and 157. In those

paragraphs Mattice states:

As shownat 606at least one operation may be performed to
determine, identify, and/or select a dominant axis of motion. In at least one
embodiment, detected movement along the identified dominant axis may
be augmented or modified, for example, in orderto increaseit's
significance with respect to particular application(s). For example, in one
embodiment, if the identified dominant axis of motion is the x-axis, then
the movement along the x-axis may be augmented (610x). If the identified
dominantaxis of motion is the y-axis, then the movementalong the y-axis
may be augmented (610y). If the identified dominant axis of motion is the
z-axis, then the movement along the z-axis may be augmented (6102). In
some embodiments,it may be desirable to select two axes as the
dominant or primary axes. In such embodiments, detected movement
along eachof the identified dominant axes maybe individually
augmented.

According to specific embodiments, the amount or degree of
augmentation of movementin the dominant axis of motion may vary in
different embodiments, for example, according to the application(s) being
utilized or other characteristics. In some embodiments, user preferences
611 maybe utilized to determine type(s) and/or amount(s) of movement
augmentation. According to specific embodiments, movement along axes
other than the dominant axis of motion may also be augmented (e.g.,
minimized), for example,in order to reduceoreliminateit's significance
with respectto particular application(s).

 

 

Applicants respectfully submit that the term used by Mattice is not equivalentto,

nor relevant to how the term “dominant axis” is used in the present invention. This can
 

be clear for example when Mattice states “it may be desireable to select two axis as the

dominantor primary axes.” (See paragraph 156, emphasis added above). It is

absolutely clear from this that the term “dominant axis” cannot refer to an axis with the
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largest gravitation effect, since it is physically impossible to have two axes with the

largest gravitational effect.

Therefore, Applicants respectfully submit that the use of “dominant axis”in

Mattice is not relevant to the discussion of the present application’s claims.

Firstly, Applicants respectfully submit that the proposed combination is

inappropriate, becauseit would fundamentally alter the functioning of Rakkola and

furthermore Rakkola specifically teaches away from the proposed modification.

The system of Rakkola relies on the data from all three axes. Removing this

aspect, which is called out by Rakkola as being the advantageof the system would

substantially alter the system. MPEP 2143.01 notes that “the proposed modification
 

cannot rendertheprior art unsatisfactory for its intended purpose or change the
 
principle of operation of a reference.” Applicants respectfully submit that the suggested

alteration of selecting a particular axis, and calculating averagesonly for that axis would

substantially change the principle of operation of Rakkola. Therefore, Applicants

respectfully submit that the Examiner’s suggested combination should not be made.

Furthermore, even if the combination were considered, the referencesin

combination do not render the claims of the present invention obvious.

Claim 1 recites in part “determining whether the motion caused a changein the

dominant axis; and waking up the device when the motion of the device indicates the

changein the dominantaxis of the device, the dominant axis being the axis with the

largest effect from gravity among the three axes.” Applicants respectfully submit that

the combination of Rakkola and Mattice does not teach or suggestthis feature.

Rakkola doesnotutilize a dominant axis calculation at all, and therefore cannot

determine whether the motion caused a changein the dominantaxis and utilize the

changein the dominant axis for any action.

Mattice utilizes the term “dominant axis,” but the meaning of the term is the

“dominant axis of motion,” the axis along which the user’s motion occurs. There is no

wayin Mattice for a motion to cause a change in the dominant axis, much less using

that change to wake a device.

Therefore, neither Rakkola nor Mattice determine whether a movement caused a

changein the dominantaxis of the device (where the dominantaxis is the axis with the

largest effect from gravity).
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Furthermore, neither Rakkola nor Mattice teach or suggestutilizing a changein

the dominant axis to wake the device, where the dominantaxis is defined as the axis

with the largest effect from gravity amongthe three axes. Therefore, since the

references in combination do not teach or suggestutilizing the dominantaxis,

experiencing the largest effect from gravity, to wake the device, claim 1, as amended,

and the claims that depend onit, are not obvious over the combination of references.

Claim 25 recites:

A mobile device comprising:
a dominantaxis logic to determine an idle sample value for a

dominant axis of the mobile device based on motion data, the dominant
axis defined as an axis with a largest effect from gravity among three
axes;

a motion sensorto register a motion of the mobile device; and
a powerlogic to activate the device when the motion indicates a

changein the dominant axis of the device.

As noted above, Rakkola does notidentify a dominant axis, defined as the axis

with the largest effect from gravity among the three axes. Mattice does notidentify such

an axis either, as it uses the term “dominant axis” to mean the axis experiencing the

largest user motion. Therefore, the combination of references does not teach or

suggest a powerlogic to activate the device when the motion indicates a changein the

dominantaxis of the device. Therefore, claim 25, and the claims that depend onit, are

not obvious over the combination of Rakkola and Mattice.

Claim 33 recites:

A system to wake up a mobile device comprising:
a motion sensor to detect motion along three axes;
a dominant axis logic to compare an effect of gravity on the three

axes, and to determine an axis of the device experiencing a largest effect
of gravity; and

a powerlogic to move the device from an inactive state to an active
state upon detection of a changein the axis experiencing the largest effect
of gravity.

As noted above, neither Rakkola nor Mattice use an axis experiencing the largest

effect of gravity, in making any decisions. Rather, Rakkola uses data from all axes, and

Mattice uses the axis experiencing the largest user movement. Therefore, neither

Rakkola nor Mattice, alone or in combination teach or suggest a powerlogic to move

the device from an inactive state to the active state upon detection of a change in the
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axis experiencing the largest effect of gravity. Therefore, claim 33 and the claims that

depend onit are not obvious over Rakkola and Mattice.

Claims 9, 31, and 35 stands rejected under 35 U.S.C. §103(a) as being

unpatentable over Rakkola in view of Mattice in view of U.S. Patent No. 6,353,449 to

Gregg, et al (hereinafter “Gregg”). Claim 9 depends on claim 1, and claims 31 and 35

depend on claim 25 and 33 respectively. Each claim includesthe limitationsofits

respective parent.

As noted above, the combination of Rakkola and Mattice do not teach or suggest

using a changein the dominant axis, defined as the axis experiencing the largest effect

from gravity, to wake a device.

Gregg discusses various screen savers for computing devices. Gregg does not

discuss utilizing an axis experiencing a greatest gravitational effect, or movements at

all. Therefore, Gregg cannot remedy the shortcomings of Rakkola and Mattice

discussed above. Therefore, for at least the same reasons advanced above with

respectto their respective parent claims, claims 9, 31, and 35 are not obvious over

Rakkola in view of Mattice, in view of Gregg.

Claim 13 stands rejected under 35 U.S.C. §103(a) as being unpatentable over

Rakkola in view of Mattice in view of U.S. Publication No. 2007/0150136 to Doll, et al

(hereinafter “Doll”). Claim 13 indirectly depends on claim 1, and incorporatesits

limitations.

As noted abovewith respect to claim 1, the combination of Rakkola and Mattice

do not teach or suggest “determining whether the motion caused a change in the

dominant axis; and waking up the device when the motion of the device indicates the

changein the dominantaxis of the device, the dominant axis being the axis with the

largest effect from gravity among the three axes.”

Doll discusses a sensorself-test system for a motion sensor. However, Doll

does not discuss waking up a device, much less waking up a device based on a change

in a dominant axis. Therefore, Doll cannot remedy the shortcomings of Rakkola and

Mattice discussed above with respect to claim 1. Therefore, claim 13 is not obvious

over the combination of references.

Furthermore, the Examiner suggests that the combination of references teaches

identifying glitches and removing them. Examiner referencesthe self-test system of
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Doll, stating that it eaches verifying whether the motion data includes identifying glitches

and removing the glitches in the motion data before calculating the average. Applicants

respectfully disagree. Doll’s system is designed to verify proper operation of a motion

sensorbyinjecting a test signal, and measuring the output of the sensor. Doll then

sends an error message,if a fault is detected. (Doll, paragraph 7). However,firstly, the

measurementof a test signal is not equivalent to a glitch. A glitch is an erroneous

measurementin data, which does notreflect actual movement. Furthermore,there is

no suggestion in Doll to remove such glitches. Because Doll measuresa test signal,

there is no purposein Doll in removing the one or more glitches in the motion data.

Claim 13 recites:

The method of claim 6, wherein processing the motion data further
comprises:

verifying whether the motion data includes one or moreglitches;

ane removing the one or moreglitches in the motion data from the
motion data before calculating the average.

Neither Rakkola nor Mattice alone or in combination address verifying whether

the motion data includes one or more glitches and removing the glitches. As noted

above,Doll also does not teach or suggest such a feature. Therefore, the combination

of Rakkola, Mattice, and Doll does not teach or suggest verifying whether the motion

data includes one or more glitches, and to removethose glitches prior to calculating the

average. Therefore, claim 13 is not obvious over the combination of Rakkola, Mattice,

and Doll. Furthermore, Applicants respectfully submit that claim 13 is not obvious over

the combination of Rakkola, Mattice, and Doll for at least the same reasons as

advanced abovewith respectto claim 1

Claim 32 stands rejected under 35 U.S.C. §103(a) as being unpatentable over

Rakkola in view of Mattice in view of Gregg in view of U.S. Patent No. 6,771,250 to Oh

(hereinafter “Oh”). Claim 32 depends on claim 25, and incorporatesits limitations.

As noted abovewith respect to claim 25, the combination of Rakkola, Mattice,

and Gregg do not teach or suggest “a powerlogic to activate the device when the

motion indicates a changein the dominant axis of the device.”

Oh discusses an application program launcher, which may be used to launch

applications from low power mode. While On discusses waking up a device, Oh does
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not discussutilizing any motion data, much less using a change in the dominant axis to

trigger such waking. Therefore, Oh cannot remedy the shortcomings of Rakkola,

Mattice, and Gregg discussed above.

Furthermore, the Examiner suggests that Oh discusses a device state logic

enabling the user to customize applications to be displayed when the device is woken

up. Applicants respectfully disagree. Oh discusses a launcher, that enables using the

launcher, a user can select one of application programs registered in a menulist of a

launcher program, and immediately execute it. (Oh, column3, lines 21-25). However,

Oh teaches away from customize applications to be displayed when the device is

wokenup by noting that “When hand-held computer 10 is in a power-off state or a sleep

mode, the microcomputer wakes up hand-held computer 10 to display menulist 100

only when the launching signal is inputted from launcher switch 40.” (Oh, column4, line

57-60). There is no suggestion in Oh to allow userinteraction to customize applications

to be displayed whenthe device is woken up.

Claim 32 recites in part “the device state logic allows userinteraction to

customize applications to be displayed when the device is wokenup.”

None of Rakkola, Mattice, and Gregg discuss a launch screen, or customizing

applications to be displayed when a device is woken up. As noted above, Oh doesnot

teach or suggestthis feature either. Therefore, the combination of Rakkola, Mattice,

Gregg, and Oh, do not teach or suggest a device state logic that allows user interaction

to customize applications to be displayed when the device is woken up. Therefore,

claim 32 is not obvious over the references.

Furthermore, claim 32 is not obvious over the combination of Rakkola, Mattice,

Gregg, and Ohfor at least the same reasons advanced above with respect to claim 25.

Conclusion

Applicant respectfully submits that in view of the amendments and discussion set

forth herein, the applicable rejections have been overcome. Accordingly, the present

and amendedclaims should be foundto be in condition for allowance.

If a telephone interview would expedite the prosecution of this application, the

Examineris invited to contact Judith A. Szepesi at (408) 720-8300.
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If there are any additional charges/credits, please charge/credit our deposit

account no. 02-2666.

Dated: February 5, 2014

Customer No. 08791

1279 Oakmead Parkway
Sunnyvale, CA 94085
(408) 720-8300

12/247,950

Respectfully submitted,

BLAKELY, SOKOLOFF, TAYLOR & ZAFMAN LLP

/Judith Szepesi/
Judith A. Szepesi
Reg. No. 39,393
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(54) Abstract Tile: Headphone audie system automatically switched ON/OFF by motion

(87) An audic system comprises at least one pair of
wireless headphones 1 having an active operating

mode and an inactive operating mode, the al least ane at
pair of headshones comprising a solid-state audio
player, a rechargeable battery, means for connacting to
a computer, means for charging the battery, anc @
motion sensor, wherein the motion sensor detects
moverment of the headphones and causes headphanes
to be put into inactive mode when no motion is detected
for 4 certain period of time anc causes headphones to
be outback into active mode when motion is detected,
The system may be used for slory-telling in a
classroam.
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Audio System

Biekd of che havention

The invention tclates to an audio system, in particular to an audio system for usc bath in the

heme and school environment.

Background of the Invention

Teachers often use audin systems in class as part of a lesson. ‘“Shis may form part of a language

lesson, or for younger children, simply an audio story. The whole class is not always involved in

the aucho activity se often a teacher will use an audio system with headphones for cach of the

chddren.

hzisting audio systems in schools are often mains powered tape players. Those participating in

the audio activity listen via a loudspeaker, or wear headphones which are attached by a wire ta

the audio playback device. Hven when using headphones, cach child must listen to the same

story at the same time. As well as being limited to the location of the device, the headphone

wires can become tangled and this presents a hazard in classroomenvironment

Mechanical robustness can be a problem with cxisuing audio systems, especially with systems for

use by small children. They may pull at the wire connecting the beadphoncs to the tape player,

or drop the headphones for example, causing damage.

Battery powered headphones for use with audio systems de exist, but a problem with these,

especially with young children, is that children forget to turn thems off after use resulting in

batrery power quickly draining.

Tt would be desirable to provide an irnproved audio system.
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Sammary of the Invention

teOne aspect of the invention provides an audio systemas spectfied in Claim

Preferred aspects ofthe iivention are specified in the claims dependent on Claim 1.

The invention provides an improved audio system for use either m a bome or school

environment. The system uses rechargeable wireless headphones, each with an in-built digital

audio player aod am automatic on/off control featarc so that beadphoucs are automatically

switched info alow power node when not inuse. “he invention also provides a wireless comote

control console for use with multiple sets of headphones.

Brief Description of the Drawings

In the drawings, which dlustrate preferred erobodaments of the invention;

Figure | shows one set ofheadphones connected to 4 computer;

Ligure 2 shows a screen-shutof the software for ase with the audio system;

Fieure 3 shows muluple sets of headphones connected to a cornputer via 4 base unit; and

figures 4a, 6 and c each illustrate a remote control console.

Detatied Description of the Preferred Embodiments

The system of the invention is shown in its simplest form in Figure 1. The system comprises a

pair of headphoses 1, which are connectable to a personal computer 2 via a cable 3, for example

a standard USB cable, Headphones 1 also comprise « rechargeable battery which is recharged by

the computer vie the USB cable. An LED indicator light 6 indicates the stats headphoncs 1.

 
Headphones 1 have an in-built solid state audio olayer. Solid state audio players use digital audio
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corapression algoritheas to compress digital audio Miles. In this example the audic player is an
e i s

mp3 player which uses an mp3 compression algorithm. Other compression algorithms are

widely available.

The computer 2 is provided with software, which provides an interface for downloading audio

{es stored on computer 2 onto the mp3 player of the headphones 1. Audio files may be for

example children’s stories or Ustetiing games. ‘(he sofpware also provides an interface to the

itertet to allow users to purchase and dowuload audio files to computer 2. A screenshot of the

software is shown in Figure 2, Audio files saved on computer 2 are shown on the left band side
33

4 ofthe screen, and audio files transferred to the solid state rop3 player of headphones 1 are

shown on the tight hand side 5 of the screen. Audio files are transferred frona computer 2 to

headphones { by ‘dragging and dropping’ the vequited Ale from the Hist on left hand side 4 to§ ; Seg PPLE ef

iside 5, 

Cinee the batteries ate charged and audio files downloaded, headphones 1] are disconnected from

compute: 2, A user wears the headphones and Hstens to the downloaded audio files

independenily frorn computer 2.

Headphones i have a series of control buttons 7. ‘These buttons allow theuser to play or pause

an audio file, skip to the next audio file, and may allow the user ta control the volume, Where

the system of the invention is to be used by small children, fewer control buttons on each

headphone is desirable, In an alternative embodiment, for use with very small children,

headphones 1 may have no conerol buttonsatall.

Headphones 1 do not bave an on/off coniral button. Instead, headphones 1 have nwostates of

operation, an active mode where audio is played to the user, and an inactive mode or sleep mode

where no audio is played. Headphones have an in-built motion senser and a controller to control

switching between these two states. In this example the controller is a Mucro-processor.

When headphones i ate not in use, for example when they are ser down on a table, after a set

petiod of ume the hesdphones will power down into the inactive mode to conserve battery. This
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petiod may be, for example, a perind of twenty seconds duting which no motion is detected.

When headphones [are picked up again or moved, the motion detector detects this motion and

headphoncs 1 are switched back into active mode. Cince back in active made, the headphones

may be configured to cewind the audio tack for the period of delay so that play of the audio

track ia continuous.

The motion sensor ray be a tilt sensor or a vibration sensor and is very sensitive to movement.

Tven when a child is sitting sufl Hstening to a story, they will continually make slight movements

and will not be carrpletely stil for the set period of say twenty seconds and the headphones will

remain in active mode.

ina school environment, the teacher is likely to have more than one set of headphones | for use

with the pupils during lessons. Figure 3 shows a base unit 8 that can be used oo recharge the

batteries of fone sets of headphones 1 simultaneously. Base unit § cormects to the mains power

to recharge headphones 1. Hase unit 8 is also connectable to a personal computer 13, for

exatople via a USB cable, tw enable audio files to be transfeered to cach set of headphones 1.

Headphones 1 comnect with connectors 11 and 12 on base unit 8 via equivalent connectors 9 and

10 on the underside of the headband of headphones 1. Connectors 11 enable the batteries of

headphones } to be recharged and connectors 12 connect the mp3 player of headphones 4 tof 2 Peay P
 

compater 13. Coraprater 13 is provided with suftware as previously described. The softwate has

the option of transferring identical audio files to all headphones, or separate files to cach set of

headphones 1. More than one base unit 8 may be daisy chained togetherin seties to allow more

than four paits of headphones to be connected to comiputer 15 at once.

Tn an alternative embodiment, batteries of headphones 1 may be charged wirelessly using

clectromagnctic induction. Audio files may be downloaded onto headphunes 1 by wireless

transtnission, for example this may be via infrared or radio frequency transmission or

electromagnetic coupling.

PART 2 OF 2/ APPL-1001 / Page 1010 of 1488



PART 2 OF 2 / APPL-1001 / Page 1011 of 1488 

a

id

With reference to Figures 4a, b and c, in a school environment a teacher may also wish to use a

remote control console ida, b of c in order to remotely control a set of headphones 1. Remote

control of the headphones ts achieved by wircless wansmission from remote console 14a, b orc

to headphones 1. Wireless tragsmission may be performed using infrared or radio frequency,

Means.

Consoles ida, b and c each comprise a wireless transmitter, for example a radio frequency

transmitter. Headphones 1 for use with console Ida, bh or c additionally compsise a wireless

teceiver, for exaraple a radio frequency receiver. Consoles 14a, hb or c are each powered by

rechargeable batteries. The batteries may be recharged in base unit 8 by placiag the console in

pocket 18. Connector 19 on the console connects with an equivalent connector within pocket 18

on base unit § to enable the console to be recharged.

ln its simplest form, as shown in [pare 4a, console 14a comprises playback controls 16 which

allow the teacher to play or pause a track, to stop a mack, to reset or select first teack and tc skip

in the ext aucie track.

Ina further embodiment, shows ia Figure 4b, console f4b comprises a display sereen 15 in

addision to playback controls 16.  T'woavay comnmunication between console 14b and

headphones 1 allows information frorn the headphones to be displayed on display screen 15 of

console 14b. Information displayed may inclide a list of the available audio files caved an

headphones 1; the ume elapsed of the track that is playing; or au indicator of the batterylife of

individual headphones 1. To allow two-way communication headphones | additionally comprise

a Witeless transmutier, for example a radio frequency transmitter, and console 14b comprises a

Wireless receiver, for example a radio frequency receiver.

 In a farther embodiment, shown in Toure 4c, console 14c has an in-built solid state audio player,

for exampic an mp3 player and a loud speaker 17 in addition to the features described in relation

fo console 14b. This gives a teacher the option to play audio files through speaker U7 for group

listening. In this emborimen:, console i4c is also connectable to a computer £3 to enable audio
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files to be downloaded from cornputer 13 to the mp3 player of console 4c via the software

interface. Console 4e connects to computer 13 is via base unit 8. Connector 20 on console Ide

connects with an equivalent comnectur within pecket 18 on base unit 8 to allow programming of

the audio player. In an ahternative embodiment cousale L4c connects to computer 13 via wireless

transmission.

Use of any of consoles 14a to c is not limited to a classroom. Consoles and beadphores are

battery powered and may be used anywhere, for example oulside in the playground.

Headphones 1 may be configured to work in cither ‘local’ mode, whereby each set of headphones

{ function independently of console 14 and each child may Listen to a different story.

Alternatively they may be configured to work in ‘console’ mode, wherebyeachset of headphones

Tis controlled by console 14 and each child Hsteas to the same story. The mode of operation

ray be set by a switch on cach pair of headphones 1, or in an altemuative embodiment, the mode

of operation may be selected as an option through the computer software when beadphones are

connected to computer 13.

‘The audio system of the invention is suitable for both use in a home environment and use in a

school environment.

it is envisaged that the suftware of the system will initially inchide a mumber of audio files.

‘Teachers ar home users may then purchase further audia files by downloading frors an internet

site, or purchasing additional Gles on a CD-ROMfor example. It is also envisaged that schools

maybe able to ‘rent’ audio files for a certain period oftime froman online audio file library.

In an alternative embodiment of the invention, users may subscribe to an online database, and

the coxapmier software automatically connects to the internet to download new files. When

headphones tare connected to the usct’s computer via the software interface, these new Alles are

automatically transferred to the headphones.
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and maybe configured for use for example with music audio files, or audio files for use in

language lessons for older children.
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i. An audio system comprising at least one pair of wireless headphones having an active mode

and an inactive mode, the at least one pair of headphones comprising a solid-state audio

player, a power source, a controller, means for connecting to a computer, and means for

5 detecting movernent ofthe headphones, wherein the controller causes headphones to be put

into inactive mode when so movement is detected for a certain period of time and causes

headphones to be put back into active mode when movementis detected

2. An audio system as claimed in claim1, wheecin the audio player is an mp3player.

3. An audio system as claimed in claim 1 or 3, wherein the inactive modeis a sleep made.

100 4. An audio system as claimed in any ofclaims 1 to 3, wherein the means for detecting

movement is a motion sensor.

uw Auaudio system as claimed in claim 4, wherein the motion sensoris a vibration sensar.

6. An audio systemas claimed in claim4, wherein the motion sensor is a tit sensor.

7. Ag aucic system as claimed in any preceding claim, wherein the controller ig a micro-

is processor.

& An audio system as claimed in any preceding clain, farther comprising computer saltware

for downloading andiu files to the audio player of the or each pair of headphones.

9. An audio system as claimed in claim 8, wherein the computer software automatically

connects to the internet and automatically downloads audio Giles.

<9 10, An audio system as claimed in any preceding claim, wherein the means for connecting to a

computer is a USB cable.

ree tee
An audio system as claimed in any of claims 1 to 9, wherein the means for connecting to a

computer is via wireless transmission.

g
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20.

An audio system as chimed in any preceding claim, wherein the power source is a

rechargeable battery and the at least one pair of headphones further comprising means for

chargpug the battery.

An audio systesn as claimed in claim 12, wherein the means for charging the batteryis a USB

cable connected to a COTREDURER,

As audio system as claimed in claim 12, wherein the meats for charging the battery is a base

unit, the base unit comprising means for connecting the base uait to a power supply and

means for connecung at least one pair of headphones to the base unit.

An audio system as claimed in any preceding claim, further comprising 4 remote control

console, the remote control console comprising a wireless transmitter for transmitting

signals to the at least one pair of headphoncs and a power source, the at east one pair of

headphones further comprising a wireless receiver.

Anaudio system as claimed in claim 15, wherein the powersource is a rechargeable battery.

Ag audio system as claimed in claim 15 or 16, the at least one pair of headphones further

composing a witeless transmitter and the remote control console further comprising a
witeless rerenver.

An audio system as claimed im claim 17, the retnote control console further comprising a

display screen.

 Ap audio system as claimed in any of claims 15 to 18, the remote control console farther

comprising a solid-state audio player, a loud speaker, and means for connecting to 4

computer,

An audio sysicm as claimed in any of claims 15 to 19, wherein wireless transmitters are radio

frequency transmitters and wireless receivers are radio trequencyreceivers,

8
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An audio system as claimedin any of claicas 15 to 19, wherein the wireless transmitters are

infra red transmitters and wireless receivers ate infra red eeccivers.

Aw audio systern as claimed in any of claims 15 to 21, theat least one pair of headphones

having a console operating mode and a local operating mode and the system comprising

means for switching between console and local operating modes.

An audio system as claimed in claim 22, wherein the ternate contre! console ts used to

remotely control the at least one pair of headphones set to opetate in consale operating

mode,

An audio system substantially as shownin and described with reference to the deawings.

ig
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Amendments to the claims have been filed as follows

An audio system comprising at least one pair of wireless headphones having an active mode

and an inactive mode, the at least one pair of headphones comprising a solid-state audio

player, a power source, a controller, means for connecting to a computer, and means for

detecting movement of the headphones, wherein the controller causes headphones te be put
into inactive made when so movement is detected for a cettain period of time and when

movement is detected the controller causes the headphones to be put back into active mode,

and further causes the audio player to rewind for the period of ume during which no
movement was detected.

An audio system as claimed in claim 1, wherein the andic player is an mp3 player.

An andio system as claimed in claim 1 or 3, wherein the inactive mode is a sleep mode.

An andic system as claimed in any of claims 1 to 3, wherein the means for detecting
movement is a cootion sensor.

An audio system as claimed in claim 4, wherethe motion sensog is a vibration sensor.

An audio system as claimed in claina 4, wherein the motion sensor is a tif sensor.

An avdio system as claimed in any preceding claim, wherein the controller is a micto-

ProcessOg,

An audio system as claimed in any preceding claim, farther comprising computer software¥ j : 2 Pp

far downloading audio Gles to the audio player of the or each pair of headphones.

An audio system as claimed in claim 8, wherein the computer software automatically
connects to the internet and automatically downloads anclio Ales.

An audio system as claimed in any preceding claim, wherein the means for connecting to a
computer is a USB cable.
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18.

19.

An audio systemas claimed in any of claims 1 to 9, wherein the means for connecting to a
computer is via wireless transmission,

Ag audio system as claimed in any preceding claim, wherein the power source is a
techargeable battery and the at least ous pait of headphones further comprising means for
charging the battery.

Ag midio systemas claimed in claim 12, wherein the means for charging the battery is a USB
cable connected to a computer,

An audio systen: as claimed in claim 12, wherein the means for charging the batteryis a base
unit, the base unit comprising means for comnectng the base unit to a power supply and
means for connecting at least one pair of headphonesto the hase anit.

An audio system as claimed in any preceding claim, further comprising a remote control
cousole, the remote control console comprising a wireless transmitter for transmitting
signals to the at least one pair of headphones and a power source, the at least one pair of
headphones further comprising a wireless receiver,

An audio system as claimedin claim 1 5, wherein the power soutce is 2 rechargeable battery,

As audio system as claimed in claim 15 Or 16, the at feast one pair of heaclphones further
comprising a wireless transmitter and the remote contml console farther comprising 4
wueless receiver.

An audio system as claimed in clair 17, the remote contral console further comprising a
display screen.

An audio system as claimed in any of claims 15 to 18, the remote control console further
comprising a solid-state audio player, a loud speaker, and means for connecting to a
conmputer.
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(64 METHOD FOR PROCESSING SEQUENCE OF INPUT DIGITAL SIGNAL

(87Abstract:

PROBLEM TO BE SOLVED: To enable adaptation to both hardware and software by sarting a set of N

current prout digital sienals according to respective numerical values and selectime a center value as an

output value from the sorted list.

SOLUTION: A sampler 301 samples the input signal of an input read 300, the owtput of the sanrpled

received by a quantizer 302, and mulnbit representations of the values of respective input signa

saunples are generated. The multibit representations are received by an N-sample delay circuit 303, and

the oldest sample value is discarded and the next new sample value is held temporarily. All the N sample

values stored in the delay circuit 3085 are rearranged by a sorter 304 in the increasing or decreasing order

and the center sample value in the list where the N sample values corresponding to current time

intervals are arrayed is discriminated and selected by a midpoint selector 305.
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MEDIANVALUE (SAMPLESIZE—1) “2'c3§LW, SAM * (0038) ¥TV—-FY

PLE_SIZED 7 CH A474 MEDIANVALURIE 3 CHA, TZ sort_top_domQ Y—-ra4ay PNY vsbufl] eit
Ud, SOIR UDBIC I 7 VA ENEUTM TD BaePERE CY —bhT SUTV-FY, EUOLD

TORRE NCAA OiteCHS. (ADEOwwieECRAS ICME S14,

(0036) BReENTW4ER sort_bottomupQ Y—y7 4FN 7 ¥ sbuf Ll aim

cbuf[endx] DHA DANYIP. PY TVORIEO Oennnaan bT4UT7V-FY, Hino[SAMPLESIZE] eeeSs 37— SAT, MLS . CHEOMUSEE CLOS ICBM StoN4.,MRAHENS EE, BEHOUVY TUMLEZEN Too g9) deanFy—PlcBwTHRITENS
S CORIMNCMT S47y 7Acndxe meen AF y FOREN

By BHUTVA, cndxlkt VOU AY bE 10 1. UOERATreSRO -Y ave

%, cndxtk OD SSAMPLESIZEK GHL. UT OCR HLT CAF Y7F501, 502):
Bo +-endx3

{00 37) new sample MECHA 11SSR cndxs=SAMPLE SIZE;COLAtMRDN EREDFIO 2. mEALMEOIE—#fFO. new_samplet¢ae
Ve RA (AFYTFHO5~508)

oldest_value  new_samplelC KOU—-+ 29 NYT 7 oldest_value=cbuf[cndx] ;
BWC hE CNS URE TO FOI cbuf[cndx] =new_sample:
sbuf [sndx] ARYL -ERYIF. DOE ADNY [0040) 3. oldest_value@(RHT 4YV—F 7 vy

D7 EMCVY SVERET OD, TORT. Ads PRy Tr HOODr—YaYRADITET. new_sample
UARIECY-—bhENTOS, COMMS SIVS 20 LERMAS Ary 7505~508)

v7 Ald, sndxGhd, *

for (sndx=SBUF_TOP), sndx<=SBUF_BOT: sndx++{

if (sbuf [sndx] ——oldest_value) {

sbuf [sndx_ —new_sample:;
break;

\

}

 
   
       

 
 

  

   

  

[OO11) 14. ARP HBANY Ty eHYOb TS YE

sort top downQ:; (AFYF5O9BKEUS20~5 26)
sort_bottom_upQ; (AFYF5 LOBES 30~5 36)

5. ARMA EAEAMEHAY S

return sbuf/MEDIAN_VALUE]; (AF Y F515)

(0042) AHHROMMC ASEOKRS CHECK DAY CHS. Mit. AIC LOT. WeEOIYE a

SACRHOMOTY 9 YI 4 VEU YIFEB KOBE 2, FOPALAR. AE RAE Ze AaAAN

T4YATAMK “RBC Ko TE425N4S, Licto BNC,

CT. REOUVAT4  nihavittatncon 1 (0044) LROPRAHID, A-P4 +fGOUDEM 2OYUEOMAORMORotY FIRE FLL OBECRMICA E NED, AHAOPORIET 112aRASDLreLOMOLe, CheSNE. Creo CT, MRICKES MeN  
 

 
      

 {HOY —T 4 YFAIRIME SIS T EEES 116 RID, MBO AE-BL PYPUY FL— bee

NECHS. MOR DIC, VATABECHENDA 40 CTHENKES, MAURRAS CRNAIE LaSO

       
  
  

          
 RIMAREO, BIAIEN=7 MEE DED, MERE GX 119 4,

KEWOLT ORHMICREOT CEO EK 9 IDA (0045) N@ORMOVY FVOMRCOU CHR
 

 
 

  
 

HyEEOC.VERABUT, BOVE, RE Ly NDEMOPRNCH kM, HUEGlcld, N

DFP-BERILYATLES SUSANEES PIORBUACH THK, LiMo. PIA
  

 

     
 

 
 

   ble, NOMPRAT SC LDCES, NORE, VU PUPOV—bENIECU ARO

(0043) ATHAOW<S DH OPIARN Zs ETRE Ricwelic 20MLOUYFIVEDS EO 1 DRESS        
  ik, FPCAOPARRMUCTOSM, 4RRcls, CHMCH SHAREDHS. BSUS, AMOUR

Sb Ape AbelReCAS 1 C) Oat hedSHOW OMORRICHINS BR IADEEYETI, ASEOR MRED WS SDECIE id. AT) DEAS IUES, Kee, BRINE 1
CORRBREAPCS SeMicaetKGS CLA 50 UYPOSROeICAOV CASTEAE CH 9 184.
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(0046) SAAIRIONS SRE NID YSVO BU teme

Belt, LCBO, BH-Oet LIYFVee [215] ARORAbY7SABOTT

 

 
 

       
 

      
DOORS AOR-OMMOU Y TIAREST 4 Ftc HHA icAseA7I-Fy—b,

Lica, walla, MEOAAR ES 11 7cFADO [X16] sort_filterO@2MOHTmainby-FYOCE

Hic, LOKORSOUYTVAMEMe N, A CKOR TOTS TERA) «

{

       
      

      

     
    
 

  
 
  

 
      
  

 
 

 

   
    
      

  
   

  
 

 

  
     

 
         

% GWYYTIVESX UES. M7) sort_filterQ. sort_top_downQ, sort_botto
[0047] mupQOUM-FYOCBRIUITL (RB)
CEO) LEAMA LE KSI, ARMAS KAU, [M8] R7 ORRBOR-E,

IN—~FULTBEOVI briKS RMLOMAIC (ASOHARA

BANATYAMA vy FT 4 VERESTE 10 300 AAU-R

CES, 301 UYSS

Cm ORRHA] 302 FAVES

[1] FU vA EOAESNHNEM HOES 303 NYTVF

Bint M, 304 Y%

(2) AEHORBC KD TY vy FRRES TEM 1 305 mel7e

OMEOSears 405 UYSVALY

([H3) Flor EU eVLLAYhe, Efe 410 VUFTLA

       
 

  

[IV BY TLD RYTLERYbOMAID

AAGMUCHBULE NS SY AFLobattoSMT

EmT

(14) AXED—SLHEIEREDBARE—BY 2 PL

420, 425 [heatyay

430 HWA

20.435, 440° fBAD

    for
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(m5) (416 ]

8 Appendix A
_ . S00

Ce)
“Ta Main routine call to sortfilterRa eaepennunnenntontne

. RETR],
— ee SHURSSH TP 7 include <sediaho
BND = SANE NOD! 
 SAMELEBE int sort_fNer{int newsample}

 
int j, medianvalue:

FILE *iptr, “foper,

CARFFERDE] =
HEW_SANPLE . .

main (voidy {

FILE "fper, “foper:

fpty = fopent"arkdatafiletxe”, “e"

 foyer = fopen(*s:lsim_outixt”, “w"}s
  awTe

fie - 532. eS

it Sarno x ‘

1 SBUFTENDE] =RoWSAMPL

-ri

  

 
   
 

  

 
 

 

while ( fscanfifpir, “hd", &{) 1 = BOF) {

mediasvalus = sart_filterd}}:
SBUsfENB-1}?  
  

 ae i

SGRT_TOP_CGWAD) :

forinei{foper, “Sdin", medianvalue};

} 
ah

SRYBOTTOH_UPLE

 
 

 
Yam \(wenianVALUES
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(7 J

Appendix 5

Sdefiee SAMPLE_SIZE 7 /* SAMPLE_SIGE is the sumber of samples stored*/

define SBUP_TOP Q¢* Index of top of amay. shuf[SBUP_TOP].

#define SRUPF_BOTM (SAMPLESISE-D /* Bere, 2 GF

Sdefine MEDIANVALUE GAMPLESiZE/2}  /* Here, = 3. (Integer math!

stazic int chuf[SAMPLESIZE] : f* Declare cireular and sorted buffers. */

static Int chaffSAMPLESESE)

static unsigned char cris; /* Declare indexes tc circular and sorted buffers.

Sistic unsigned char anda;

int sere_flter (int sew_sampiek

int cldesi_vatue;

#* Copy oldest value snd replace with new, */

eon; ** Jocrement ciocular buffer index #/

ones+SAMPLESTAB; /* Set to zero when equal co SAMPLESEE. #

oldest_value = cbuffcndx}; Retain oldest vahis in “oldest_value” 37

cbuffends = newsample: /* Overwrite cin buffer with new valve Ff

/* replace first ocourrence af oldest value in sorted buffer with new seenple. */

for(snda=SBUPF_TOP: SNDN<=SBUP_BOTM;,sndaet) {

ifisboffsmds] == oldest_value} {  /* Found ! */

sbuffsnde = new_sample; /* Overwrite old with new */

break, #* Bods foap ~ done. “f

}

}

é* Since sorted buffer is already soried except for new sumple, one sort tap ta bariowm and

snother sori bottom io tap is sufficient. */
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(8)

sort_too_downd);

sort_hottupd®

return shufTMEDIANVALUER]; Return value located im shul(3}. *Y

PPypepemerceceee! ceaememece® SORT TOP DOWN desccesmanscmemeo

sort_fopdownd) {

ing temps

forfsndaeSBUP_TOP: SNDX<(SBUPF_BOTMsndz++) {/*Sort from inp down?!

if{sbuffandal < obulfendxei) |

temp = shuflandke tl}:

sbufisndx+1} = sbuffandx};

sbufisnda} = tense:

}

}

returnOB);

}

PomcSORTBOTTOM UP fescemesameccatt sash]

sort_bottomust} {

int temp;

foriznda=SBUP_ROTM: smix>SBUP_TOP, sndx—-} ] /*Sort from betram ap*Y

H(sovtisndx] < sbaffyads-1) £

temp = sbuf[sndx];

abaufisndsl = sbuffsreds-2];

sbulfandx-1] = temp:

}

}

shurn(O);

}

FHY kA- YORE

(71) LUBA, 596077259 (72389 Nb DALAR Yayvvy

600 Mountain Avenue, FAUACRHA, 07869 2a-Yye—-y

Murray Hill, New Je —, DYPVI, UPON PASAT
rsey 07974—0636U. S. A. 161
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(Reference 3)

PATENT ABSTRACTS OF JAPAN

(2 Publication number: $004 -O57695

(43)Date of publication of application : 27.82.2001
  

   

 

(Stst.Ch. "HOR:HO.

GIOL 13/00

GiGL 18/00

(21 )Appiieication number : 11-231760 OnAplicant+TOSHIBA VIDEO PRODLUGTS JAPAN
KK

TOSHIBA AVE GO LTD

(22)Date of filing : 18.08.1999 (F2inventor: TAGAWA AKIRA

54)INTEGRATED HEADPHONE SYSTEM
(Ss PAbstract:

PROBLEM TO BE SOLVED: To inform a user of a voice guide on

the basis of contents of operations, to execute the operation and

J Mtoe as to allow a user to make operation with blind touch with
* miniaturization.

SOLUTION: A head phone 16 incorporates a recording andfo reproducing section 3 that is required to reproduce voice
AT information stored in an 1C card §, and a voice guided operationU yore device 2 is fitted to the head phone 18. A GPU in the recordingand reproducing section 3 contrals execution of various

operation modes for the operation af an operation section 2A.In

_ this case of selecting the operation mode, a voice signal denoting
an operation mode correspencding to a slide position of a slide

key 2a is read from the IC card 5, and generated on the basis of

he, aEeat,  
the voice guide information read from a ROM, and reproduced by

speakers of the headphones 1A, 1B via a processing circuit af

the post-stage. The user anters the operation contants in volce

without visual confirmation. In this state, the user depresses a push key 2b and the CPU executes the

selected operation mode.

For more information, please access http‘//wwwipdlinpit.go.jp/homepe_e.ipal, click Patent

& Utility Gazette DB, input a as "Kind code” and input 2001-057695 as "Number", click

search, click blue number, then click DETAIL.
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(19) AAT (J P) a2) 4s Ge at OS $R (A) (11)Sar
4842001 —57695

(P2001 —57695A)
(43)2358 0 OFREIS4E 2 A278 (2001. 2.27) 

(1) Int.cl.’

  

 
 

Bones FI F-VI-}(Bes)
HO4R 1/10 101 HO4R_ 1/10 101B 5D005
G10L 13/00 G1OL_ 3/00 Q 5D045

19/00 9/18 J 9A001

SER RAK ARAOR. OL (+ 8 wD

(21) HSS #7EF11 —231760 (71) EEE, 596082758

HEUPASUSP YYyy NORRSE

(22) HRAB YEpR114F 8 A189 (1999. 8, 18) SHERSH—-TA1818

(DEBRA 000221029

Her + Toe feat

Rapes3TR 3s Hos

(72)780 I A

ERERRHSITAS3 BIR Ber

— Tt + 4 RRSTA

CA AREEA 100076233

THe FR

PAAIHS

(64) (ROG) —thil» K7a>Re

(57) (2) (EEA) [RENFor
 C2) BEAAICHE < APec

LADRATWAEE LL TERY RAYSCHER

CT, FREKO/)HILRNS,

(HERR) Ay PIS 1 BIcI CHR 5ick
OBRPROBElcHESAREER 3 ATRL. 8

BATESEYPRB 2 RROMI S, AEM 3A
DCPU4 APE 2 ADEMEOBMOMFE— BR

RTT 6 HL. EYEE FORA, 2AS7 EA-

2aMADT PRY Y 3 VMICHMIT SEES KARST
Breese. 1CA-F SD SRAWL, ROM4 BD

Sma LBBAT PMICBOSERL, BROOM

HDRTRAY FIEVILA, 1 BOXAE-A CH

EPS, 1PUATRNASCHAICE

Bo COWRICT Py ya2 b RHEL. CPU4

ALEC OBIRE MCSEE— FeRTets,

 

 
 

  

 

 
 

fA sade
, AY Kay ears RWRE PAtes

2a aod ke

eb Jus $-
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- CERFaaKa)

CR) RUE SECIRS5BT
 RRR ENEMBA EE -HIORY CHL BEY CT BicHit

BATaABSTYELC REPT B ScGHEwFE
welin Ailey BD A YAMA E

MlacH SC MBICAIRS 1, AiacaceA6SRES
FEU C, aiaSUAVEFRcHT % EER
&,

PiaYCBCH5NIC PAVETEK Ko THER,
AAVEFROGOEEL — KRESSHIE
ey

PACA CMCSt. aacPREFC ks TREE

NARaEE— FRERIC Ko TMTRAOERHA KE
TEACSe NIBHAT PRL,

RUACHRETROLE ko. CORMICMIES SHE
E-RemTSRfasealsAERD5i

HHL feetCHESCAERR LCHEESUEPBc
HAS SBN AT RAEFRE,

w EUG Lec beeTSAIy ED 4 VB,
(RE 2) BIUESAACHAT 4BSA

REENEMHA EMORY CB EBAY TMM

dicaeAASAABEIC REET BacESED
eATOY BDaa,

AAENRMARICROE, BeseaacaceRAlcaa

SPADESSCATSALE SERRE. af
suaIAD 6 BAI S EMS5are
FRITS SKOOWEHESeERT SBEESER
DTS Zefat A FemERFLAEEES &

MacyTABUCBREERIC Ks CHES
AaCACERAEFROMAORE ReeTSHE
Fae.

AACA TMCoN, ACREFRC ko CREE

NSRWNES— FREER IC Lo CRITEDOMEKR
CERSe NEAT EL,

AACEEFROPEC Ka TC. LOHECHIES4 BE
t-RERTRESeHERDOS aie

HUSCRECER LCAlla UEPERIZ
(GASSBA RAPEFE SY,

WEA LET LER ETHOHE Y Bo VEE,

CHK S) CRRA, BTaCHFE— Bich U

THSRoncKs CENENOL ED}

BERS HN, FGICRE— PICHONIC KOT

£ORBMEC— FRREENS KS ICHMS N,

Malem AT PRARSIS. afcBREERRIc Eo TEE

E— RAISiclcFORMEE— FARENT

Ot beetBraSeeCalaSER

HEAT SK AVCHMENTWOS TC LERWE SZ FR

TH 1 MldaaRI 2 CAROAEA y FO 4 SB,

Cis4) ATRCER(ETRIS, GHEE ABERTS

 

  

 

 

 

 

  

 
  

 

(2)

10

20

30

40

FRA2 0001-57695
2

YY ART VICESNST LEM L T BARR
3 tcRRO—AREA BI a VE

CAPRI) pCaEREFEL. BIRCHEAT
HLNYY FF ab AME ESASRIT NCHS T LR

Weg SaOH 2 CAROhEAy R74 VER,

CAPR G) AACEERRaCaakc
ACES NEELOCHST LARAL T SADIE 1 MidEA
UR 2 cadO—kA Eo VEE,

CRIA7) acFROE AREAL, TOD

KAROMRC Ko CiiacelteAT y FRAPHES K,

CODEAMEMS CL CT YY aA y FADES
ASKMENTHOS T LELZ FRRIR 4 Iz

ACRO—TKEIN y BD t VIB,

CAARIA 8) aad, XE VREAL. A

INESORE TL CHIARARED¢

Moric, MAMA NAaX EY RBI A
BRT OT LRALS SARIN 2 CAO-hA» BF
74/88,

 

 

 

Cae9) ATRCACERARRIL,UATETE X EY)

ARLE L CHAR CHSC LBHAL ST SAKE | 
TyPRAIOR 8 OWTND | DICFRO—-thEBO +

YRS.

CRIFAA)

{o001]

CEOSSRD] AKU, PRSOSae

FRATREEsicAW 51SPERCRO, HRT

SENS BPC Ko CHT EG4AT Li ho CARY

SLEBAIMECE SHEA RISERASHA

fkEO+BIC RS 4,

(0002)

HERO) TKK. HHIOMDTL—YAY

YhT LYSOBREERDL SC BRUT

Bo WMC US TEC, AWASCRRICRAE

HES CEMCESZOC, FOBBLKEV,

(0003) —-feIc. COMOARCla, RHE

HEYABBRACHRO MIT SNKEOKD BB, AK
OPE KO RICIT 5 Feic, BYERS DRAR

th AY FIA VOT— TFVICES NEEODH

4, TOKDCHIRAVAMBENST LICK),

HAMAR y bP APN ICIRA LIGIREE TC, BBER

RVRF TT CHIES SC EPCESD LACAN FI at

YRS CTARRlcERX TeEESSBC TE

MCES, BUC, TCOLS TERREMEACH
Bo

(0004) Ek, HHS SstSORRClk, Mgker

»y RICAACIEECERICECEZ ESIC, AB

AADLEB CHER 2 VEELCE SEOBRDHS,

(0005) COLDICHABORRHERACI, £

DRECHOUWEORUPHEAIREHUESele

 
 

 

  
 

EOOMRAT YFMBLGEE-ReRETSRAOT 50 BERS VY ORBDHMICZBDSENTHOS,
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[0006) 4ZL4e, COLAGHHYHERR

tk, ERLE ICRLER 2 VORBSAMBLELL

Th. ERAOMICRITE— FERRETSie wie

tk, LAPEERAVALCHETSRB

DO. PYERA Ye AMETCHET SZC (FSA E
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EO MRRHIEST. CORIEER EV EMU CH

— FEL BAY hr4 PEO 1 CA ED
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[90010]
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(0013) AAMC EHIE, BERSRATSBIZ,

maPed aCPREPRRIC EABEIZ Eo CRMOMES

— FOR, WFPOmiee— FATYRL, HEERIS

AGREEPPlc k SRMICROE, HECEPROR

DHVFE-RERETS, COLR, WRT RR

(EER. BRCBHEFERROFle ko T, TOPIC Ht

IST SHEL PeRTGS, aEFRC k

2 THIEENS KHEE— FRBKo TRIEDO
BEAT FRARS ticwaem APS

meat LictaalcOWT AR LCHEC

FeIcHas S, THICK), 2-VPU BART’ Bie

SF SHMEE— PRRCE, CHhDE, aPCkAT

DIVE Ay FEAR L OEMeMEES

CePAAEL ES.

[0014]

(JHAOSOBRE) FEROSRBISOUTMe

BML CRIT4. BdATICHShlAy FD

4YREO--KMOMEARL BRAT RAEBe

HERO PU CHAKRAATHMECHS.

[0015] MLlicMTKI, ARMOBREO—hE!

NV BO 4 Ye lik, PEORIHSITSNy PIF

  
 

  
 

 
 

 

 

 
 

 
 
 
 

 

Y (AHT) 1A, 1BEHAL, CNEONY R7aY

LA, 1 Bik, MRE LAVPERMAUT

DAC-ADARMEN, TNEOALE—Ald, PANE

FOAY EI AY 1 BICMASNTOSRABEM 3 Iz

HERES ILCWA.
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(54) COMMAND ENTRY DEVICE

 

(S7)Abstract:

PROBLEM TO SE SOLVED: To provide a command entry device

with excellent operability and user—friendliness.

SOLUTION: An acceleration sensor or the like is Incorporated in

the command entry device 1 such as an earphone microphone

and senses vibration when a user knocks a microphone main

body or the bedy close to a microphone wearing positian by a

finger 24 or the like. The vibration is continuously produced

through continuous knocking and pulses corresponding to the

100 vibration are converted Into a simple cemmand such as on-heok
‘ ar off-hook. Thus, the user can simply enter a command without

the need for the user to seek a smal! button or the like provided

Le 49 to the microphone main body.

zgee
oe

For more information, please access http‘/Awww-ipdl inpit.gojp/homepg_e.mpdl, click Patent

& Utility Gazette DB, input a as “Kindcede” and input 2003-143683 as “Number”, click

search, click blue number, then chick DETAIL.
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