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Hello, Michael C. Bazarewsky here again, with another short clarification post.
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In February, we published Features that are removed or deprecated in Windows 10 Creaters Update
(KB 4014133). Someone | follow on Twitter noticed this part:

TCPChirminey X

iPsec task offload X

The X's here indicate those features are deprecated. This occasionally comes up still on Twitter, with at
least one person seeing this as a real issue...

But | was curious - what was the driving factor behind this deprecation? After all, you'd expect that if
features improve performance reliably, and are in heavy use, we wouldn't deprecate them, right? Well,
it turns out, by phrasing the question that way, I've walked you down the garden path a bit.

| reached out internally, and found out some interesting information that I'm not sure was particularly
widely known, although you can see hints of it.
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Before explaining why they are deprecated, though, | should explain what each of these features did, in
theory, to explain why they were ever listed as features at all. After all, you can't really understand the
implications of a change without understanding the original state, right?

First, let’s talk about TCP Chimney, which is part of a larger concept known as TCP Offload Engine
(TOE.) TCP Chimney moves part of basic TCP processing to a dedicated circuit on a network card. There
are different levels of TOE implementation; TCP Chimney is a subset where the basic setup of a TCP

connection is still handled by the host operating system stack, but once a connection is active, the en-
capsulation and de-encapsulation of data from the network stack into TCP packets over the connec-

tion is handled by the offload engine. The benefit is that it removes workload from the operating sys-
tem and the host system processor cores. However, this benefit comes with some noticeable costs, as
‘ well:

« Ifthere is a flaw in the TCP implementation in the network card, for example a security issue,
you are potentially looking at a firmware update on the network card, ar worse, you may be
stuck with it, depending on the card implementation and the vendor’s support policy for the
network card.

+ Under heavy network loads, performance may actually drop, because you're limited to the
resources on the network card, which may be a bottleneck relative to a fast operating system
stack with fast, available processor cores.

+ The cost for all TCP connection offloading is fixed; there's no way for the operating system to
| optimize specific use cases. The feature assumes that the fixed cost will be offset by the CPU
“ savings, thus there will be an overall improvement in performance. However, impravements in
{ processor performance combined with what real-life TCP workloads look like suggest that, in
2017, ~99% of real-life connections will send enough data for the performance arithmetic to
work out.

« The NIC code wasn't necessarily written with TCP in mind; thus, not ali TCP features are
implementad. For axample, the TCP performance enhancement known as Seiective
Acknowledgement (RFC 2018, from 1996 [!']}, can't be used with TCP Chimney.

Windows first introduced TCP Chimney support as part of the Windows Server 2003 Scaiable Netwaork-
ing Pack. As explained in KB 912222, even when first released, TCP Chimney had conflicts with other
possible performance enhancements — so even at release, & customer saw the issue of not being able
to leverage intelligence in the operating system network stack. Over time, as users called in with sup-
port cases, network card drivers were released to the Windows Update Catalog, and operating systems
and servers mavad forward, we found that several things were true:

1. Very few users actively used TCP Chimney suppart.
2. Very few network cards imglemented the functionality.

3. Over time, less and less customers cared, and less and less NICs offered the ability.
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4, In the Windows 7 / Windows Server 2008 R2 timeframe, we found that the number of customer

support cases around this dropped to zero.

5. In Windows 8 / Windows Server 2012, we changed the operating system to disable this
functionality by default. There was not a customer pushback on this.

6. The industry in general has decided this is not a necessary feature. For example, the Linux kernel
has never implemented this capability, although some specific network card drivers did
implement it, generally poorly. You do not need to take my word for this — the Wikipedia article
on TCP Offlcad covers it sufficiently.

Thus, the end result of all of this is that the TCP Chimney deprecation in Windows 10 Creators Update
is really not a new thing, because disabling it by default was a signal of the future direction. Further-
more, there are na current mainstream network cards that implement this feature, and customers are

not reporting a need for this functionality. So, although deprecation of a feature is something custom-
ers generally need to be aware of and plan for, in this case, that's not a real life concern.

But what about the sacond deprecated feature, [Psec Task Offload? Well, this is another case of the
concept of transferring computing respbnsibiiity from the host processor to the network card. Howev-
ar, this is not basic processing of TCP packets in this case. Instead, IPsec Task Offload, as the name im-
plies, moves the encryption and decryption tasks for network data protected with IPsec to the network
card. As you can imagine, this also requires a smarter network card, with more complicated firmware.
Thus, all of the issues around updates and patches that were present for TCP Chimney are also present
here. Further, because the whole point of IPsec is to secure network communications, security issues
are arguably more critical to correct in this scenarig,

Now, all of that may be okay if there was a sufficient benefit to customers. However, again based on
customer support cases and driver support, we know that several things are true:

1. Processors and systems have gotten fast enough, and have added enough supporting
processar instructions, that in most cases IPsec can be done quickly and efficiently on the host
(and for that matter, more cost effectively), and improves faster than network card offloading
technology. (This does, admittedly, leave the possibility of a workload that is so stressful on the
host CPU that offloading could improve performance, although that's an uncommon edge case.
That said, it's important to remember that “deprecated” does not mean "removed.”)

2. Management of |Psec secrets can be complicated, and needing ta interact with the network
card to manage those adds another layer of complexity.

3. Conceptually, IPsec is a critical security feature in environments where it is used. All
vulnerabilities that may exist are essentially critical vulnerabilities by definition; thus, the ability
to quickly deploy changes is critical. As a major operating system vendor offering iPsec
functionality, Microsoft has the dedicated security staff and deployment capability (with
Windows Update) to make this happen.
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4. Only one certified network card — an older Intel card — ever implemented this feature fully. No
modern shipping mainstream network cards implement this functionality.

5. In the Windows 7 / Windows Server 2008 R2 timeframe, we found that the number of customer
support cases around this dropped to zero.

6. Over time, the industry appears to be moving to TLS over [Psec for many use cases, such as VPN
solutions, thus lowering the importance of IPsec workdoads on Windows machines.

You may notice one of those points — the point around the number of support cases — is a duplicate

from the list for TCP Chimney. This is not a coincidence. In both cases, it's clear from customer interac-
\ tion that real-world impact of deprecation of these features will be near zero. And, as mentioned
above, because deprecation is not the same as removal - the whole point of deprecation is to act as a
customer warning point and allow reaction from the user community and ensure that we aren't miss-
ing something or breaking existing environments — there’s always the chance for us to be proven
wrong on this.

| hope you find this information helpful in understanding some of the thinking behind these features
being deprecated (and, by extension, some of what we use in general for these decisions.)

Thanks!

p.s. What if you feel you are indeed impacted by these changes? In that case, that's what support
channels are for. Open a support case, or, if you have Premier support, request a design change (DCR)
through your account team. That's why we have those channels &

p.p.s. special thanks to Daniel Havey, Mihai Peicu, Praveen Balasubramanian, Don Stanwyck, and Doug
Stamper for technical review assistance and background information!
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