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Have you ever wondered how your computer talks to other computers on your local LAN or to
other systems on the internet?

Understanding the intricacies of how computers interact is an important part of networking and is
of equal interest to a sysadmin as well as to a developer. In this article, we will make an attempt
to discuss the concept of communication from the very basic fundamental level that needs to be
understood by everybody.

TCP/IP PROTOCOL SUITE

Communications between computers on a network is done through protocol suits. The most
widely used and most widely available protocol suite is TCP/IP protocol suite. A protocol suit
consists of a layered architecture where each layer depicts some functionality which can be
carried out by a protocol. Each layer usually has more than one protocol options to carry out the
responsibility that the layer adheres to. TCP/IP is normally considered to be a 4 layer system.
The 4 layers are as follows :

Application layer
Transport layer
Network layer
Data link layer
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1. Application layer

This is the top layer of TCP/IP protocol suite. This layer includes applications or processes that
use transport layer protocols to deliver the data to destination computers.

At each layer there are certain protocol options to carry out the task designated to that particular
layer. So, application layer also has various protocols that applications use to communicate with
the second layer, the transport layer. Some of the popular application layer protocols are :

o HTTP (Hypertext transfer protocol)

e FTP (File transfer protocol)

o SMTP (Simple mail transfer protocol)

e SNMP (Simple network management protocol) etc

2. Transport Layer

This layer provides backbone to data flow between two hosts. This layer receives data from the
application layer above it. There are many protocols that work at this layer but the two most
commonly used protocols at transport layer are TCP and UDP.

TCP is used where a reliable connection is required while UDP is used in case of unreliable
connections.

TCP divides the data(coming from the application layer) into proper sized chunks and then
passes these chunks onto the network. It acknowledges received packets, waits for

the acknowledgments of the packets it sent and sets timeout to resend the packets if
acknowledgements are not received in time. The term ‘reliable connection’ is used where it is not
desired to loose any information that is being transferred over the network through this
connection. So, the protocol used for this type of connection must provide the mechanism to
achieve this desired characteristic. For example, while downloading a file, it is not desired to
loose any information(bytes) as it may lead to corruption of downloaded content.

UDP provides a comparatively simpler but unreliable service by sending packets from one host
to another. UDP does not take any extra measures to ensure that the data sent is received by the
target host or not. The term ‘unreliable connection’ are used where loss of some information
does not hamper the task being fulfilled through this connection. For example while streaming a
video, loss of few bytes of information due to some reason is acceptable as this does not harm
the user experience much.

3. Network Layer

This layer is also known as Internet layer. The main purpose of this layer is to organize or handle
the movement of data on network. By movement of data, we generally mean routing of data over
the network. The main protocol used at this layer is IP. While ICMP(used by popular ‘ping’
command) and IGMP are also used at this layer.
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4. Data Link Layer

This layer is also known as network interface layer. This layer normally consists of device
drivers in the OS and the network interface card attached to the system. Both the device drivers
and the network interface card take care of the communication details with the media being used
to transfer the data over the network. In most of the cases, this media is in the form of cables.

Some of the famous protocols that are used at this layer include ARP(Address resolution
protocol), PPP(Point to point protocol) etc.

TCP/IP CONCEPT EXAMPLE

One thing which is worth taking note is that the interaction between two computers over the
network through TCP/IP protocol suite takes place in the form of a client server architecture.

Client requests for a service while the server processes the request for client.

Now, since we have discussed the underlying layers which help that data flow from host to target
over a network. Lets take a very simple example to make the concept more clear.

Consider the data flow when you open a website.
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Host (your laptop) Target (webserver)

Media for data transfer (e.g. Ethernet)

As seen in the above figure, the information flows downward through each layer on the host
machine. At the first layer, since http protocol is being used, so an HTTP request is formed and
sent to the transport layer.

Here the protocol TCP assigns some more information(like sequence number, source port
number, destination port number etc) to the data coming from upper layer so that the
communication remains reliable i.e, a track of sent data and received data could be maintained.

At the next lower layer, IP adds its own information over the data coming from transport layer.
This information would help in packet travelling over the network. Lastly, the data link layer
makes sure that the data transfer to/from the physical media is done properly. Here again the
communication done at the data link layer can be reliable or unreliable.

This information travels on the physical media (like Ethernet) and reaches the target machine.

Now, at the target machine (which in our case is the machine at which the website is hosted) the
same series of interactions happen, but in reverse order.
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The packet is first received at the data link layer. At this layer the information (that was stuffed
by the data link layer protocol of the host machine) is read and rest of the data is passed to the
upper layer.

Similarly at the Network layer, the information set by the Network layer protocol of host
machine is read and rest of the information is passed on the next upper layer. Same happens at
the transport layer and finally the HTTP request sent by the host application(your browser) is
received by the target application(Website server).

One would wonder what happens when information particular to each layer is read by the
corresponding protocols at target machine or why is it required? Well, lets understand this by an
example of TCP protocol present at transport layer. At the host machine this protocol adds
information like sequence number to each packet sent by this layer.

At the target machine, when packet reaches at this layer, the TCP at this layer makes note of the
sequence number of the packet and sends an acknowledgement (which is received seq number +

1.

Now, if the host TCP does not receive the acknowledgement within some specified time, it re
sends the same packet. So this way TCP makes sure that no packet gets lost. So we see that
protocol at every layer reads the information set by its counterpart to achieve the functionality of
the layer it represents.

PORTS, SERVERS AND STANDARDS

On a particular machine, a port number coupled with the IP address of the machine is known as a
socket. A combination of IP and port on both client and server is known as four tuple. This four
tuple uniquely identifies a connection. In this section we will discuss how port numbers are
chosen.

You already know that some of the very common services like FTP, telnet etc run on well known
port numbers. While FTP server runs on port 21, Telent server runs on port 23. So, we see that
some standard services that are provided by any implementation of TCP/IP have some standard
ports on which they run. These standard port numbers are generally chosen from 1 to 1023. The
well known ports are managed by Internet Assigned Numbers Authority(IANA).

While most standard servers (that are provided by the implementation of TCP/IP suite) run on
standard port numbers, clients do not require any standard port to run on.

Client port numbers are known as ephemeral ports. By ephemeral we mean short lived. This is
because a client may connect to server, do its work and then disconnect. So we used the term

‘short lived’ and hence no standard ports are required for them.

Also, since clients need to know the port numbers of the servers to connect to them, so most
standard servers run on standard port numbers.

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




