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[57] ABSTRACT 

The invention enables a peripheral device to communicate 
with a host computing device to enable one or more security 
operations to be performed by the peripheral device on data 
stored within the host computing device, data provided from 
the host computing device to the peripheral device (which 
can then be, for example, stored in the peripheral device or 
transmitted to yet another device), or data retrieved by the 
host computing device from the peripheral device (e.g., data 
that has been stored in the peripheral device, transmitted to 
the peripheral device from another device or input to the 
peripheral device by a person). In particular, the peripheral 
device can be adapted to enable, in a single integral periph­
eral device, performance of one or more security operations 
on data, and a defined interaction with a host computing 
device that has not previously been integrated with security 
operations in a single integral device. The defined interac­
tions can provide a variety of types of functionality ( e.g., 
data storage, data communication, data input and output, 
user identification). The peripheral device can also be imple­
mented so that the security operations are performed in-line, 
i.e., the security operations are performed between the
communication of data to or from the host computing device
and the performance of the defined interaction. Moreover,
the peripheral device can be implemented so that the secu­
rity functionality of the peripheral device is transparent to
the host computing device.

39 Claims, 9 Drawing Sheets 
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500 

501 -- User connects peripheral device 
to host computing device. 

J 

+ 
- Host computing device detects presence 

of peripheral device . 502 

• 503 - Peripheral device establishes its identity. 

• 504 -- Host computing device identifies peripheral device. 

+ 
505 -- User interacts with host computing device 

to begin using peripheral device. 

FIG. 5 
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