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COMPUTER SECURITY WITH LOCAL AND
REMOTE AUTHENTICATION

TECHNICAL FIELD

[0001] The subject matter disclosed here generally relates
to security support for electrical computers and digital
processing systems, and, more particularly, to an apparatus,
method, and logic for authentication and authorization of a
user.

BACKGROUND

[0002] Authentication and authorization are important
aspects of any security system, including computer security
systems. “Authentication” refers to the verification of the
identity of a person or process before they perform other
system actions. In a communication system, authentication
may involve simply verifying that a message comes from its
stated source. For example, a bank might compare the
signature on a hand-written check to a sample signature on
file. Like signatures, however, many other forms of personal
identification can also be forged. Consequently, so-called
“strong authentication” uses a combination of items belong-
ing to at least two of the following three categories: 1)
personal knowledge (such as a password or personal iden-
tification number); 2) personal possessions (such a cardkey
or other physical token); and 3) personal characteristics
(such as a handwriting sample, voiceprint, fingerprint, or
retina scan).

[0003] In general terms, “authorization” is the process of
enforcing policies for authenticated entities, such as policies
for determining what types of activities, resources, or ser-
vices may be used. Typically, once an entity has been
authenticated, the authorization process will determine
whether that entity has the authority to issue certain com-
mands. For example, in the check-writing scenario described
above, a bank might confirm the availability of funds in the
payer’s account before following the instruction on the
check to transfer funds to the payee. Similarly, in an elec-
tronic computer system, the authorization process may auto-
matically provide an authenticated individual (who is logged
on with the correct username and password) with the author-
ity to issue any command. In fact, “access control” is the
primary means for enforcing authorization policies by grant-
ing, denying, and/or terminating access to an unauthorized
process or device.

[0004] Authentication, authorization, and accounting
(“AAA”) is a term that is sometimes used to describe a
general framework for intelligently controlling access to
computer resources, enforcing policies, auditing usage, and
providing the information necessary to manage those
resources. Various Requests for Comments (“RFC’s) of the
Internet Engineering Task Force (“IETF”) discuss such a
framework and are incorporated by reference here, including
RFC 2903 entitled “Generic AAA Architecture,” RFC 2904
entitled “AAA Authorization Framework,” RFC 2905
entitled “AAA Authorization Application Examples,” and
RFEC 2906 entitled “AAA Authorization Requirements.” In
general terms, these documents describe a system where an
“AAA server” is used to provide authentication, authoriza-
tion, and/or accounting services in response to a user’s
request. The AAA server inspects the contents of the request,
determines what authorization is requested, retrieves policy
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rules from a repository, and then either grants the requested
access or passes along the request to another AAA server.

[0005] One standard protocol by which many devices and
applications communicate with an AAA server is the
Remote Authentication Dial-In User Service (“RADIUS”)
described in Request for Comment (“RFC”) 2865, and
others, of the Internet Engineering Task Force (“IETF”)
which is also incorporated by reference here. RADIUS is a
client/server protocol that enables remote access servers to
communicate with a central server in order to authenticate
dial-in users and authorize their access to a requested system
or service. RADIUS allows an organization to maintain user
profiles in a central database that all remote servers can
share. It thus provides for improved security by allowing
computer resource owners to administer their authorization
policies at a single network point.

[0006] RADIUS and other such security protocols that
rely on centralized databases for authorization can be quite
slow, especially when implemented with low capacity com-
munications networks. For example, in many prior art
systems, authentication requires digitally signing the
request, as well as the exchange of information called
“credentials” between the requester and the server. The
authentication process can therefore impose significant over-
head on the operation of distributed computer systems,
especially when the number of requests transmitted is high.

[0007] U.S. Pat. No. 5,235,642 to Wobber et al. discloses
an apparatus and method for making such access control
systems more efficient by caching authentication credentials.
Acomputer at each node of a distributed system has a trusted
computing base that includes an authentication agent for
authenticating requests received from principals at other
nodes in the system. Requests are transmitted to the servers
as messages that include a first identifier (called an Auth ID)
provided by the requester and a second identifier provided
(called the subchannel value) by the authentication agent of
the requester node.

[0008] Each server process has an associated local cache
that identifies requesters whose previous request messages
have been authenticated. When a request is received, the
server checks the request’s first and second identifiers
against the entries in its local cache. If there is a match, then
the request is known to be authentic, without having to
obtain authentication credentials from the requester’s node.

[0009] If the identifier in a request message does not
match any of the entries in the server’s local cache, then the
server node’s authentication agent is called to obtain authen-
tication credentials from the requester’s node to authenticate
the request message. Upon receiving the required credentials
from the requester node’s authentication agent, the principal
identifier of the requester and the received credentials are
stored in a local cache by the server node’s authentication
agent. The server process also stores a record in its local
cache indicating that request messages from the specified
requester are known to be authentic, thereby expediting the
process of authenticating received requests.

[0010] Although the Wobber et al. server cache may help
minimize server loads, it does not address the problem of
communication load and/or lag times between the client
requester and the server.
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