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I, Eric Cole, hereby declare the following:

I. BACKGROUND AND QUALIFICATIONS

1. I have been asked to respond to certain opinions provided by Dr.
Markus Jacobsson in his declaration (EX2004) that accompanied Patent Owner’s
Response and that responded to my original declaration (EX1009) in this matter..

2. My opinions in my original declaration remain the same.
Additionally, as before, I offer the below opinions and background knowledge
from the lens of a person having ordinary skill in the art at the time of the earliest
possible priority date of the 813 Patent, which I have been told to assume is
February 21, 2006 (a “PHOSITA”).!

3.  As part of my work in connection with this declaration, I have
reviewed the following materials in addition to those materials already reviewed in
preparation of my original declaration (EX1009) and those materials reviewed in
preparation of my recent declaration in support of Petitioner’s Response to Patent

Owner’s Contingent Motion to amend (EX1022):

' This February 21, 2006 is the same earliest possible priority date I was instructed to
assume in my original declaration. See EX1009, at 426. I note that [ had a typographical
error in my Declaration in Support of Petitioner’s Opposition to Patent Owner’s
Contingent Motion to Amend, which had stated an assumed date of “June 9, 2006.”
EX1022, at 42. In preparing that declaration, I had applied the same assumed priority
date set forth in my original declaration (i.e., February 21, 2006). In any event, my
opinions would not have changed based on that slight difference in assumed priority
dates.
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PO’s Preliminary Response (Paper 7);

Declaration of Dr. Jakobsson (EX1033);

U.S. Pub. 2003/0093690 to Kemper (“Kemper”) (EX1034);
U.S. Pub. 2004/0111343 to Lindvall (“Lindvall”) (EX1035).

II. OPINION
A.  Additional Background of Technology

Multi-factor Authentication

4. As I mentioned in both of my previous declarations, it was well
known in the art by 2006 that systems requiring multi-factor authentication (e.g.,
the use of a PIN and a biometric verification) provided enhanced security against
theft compared to systems requiring only one source of information for
authentication. Dr. Jakobsson appears to opine the opposite, namely, that it would
not “enhance security” to employ a system requiring both types of authentication.
See, e.g., Jakobsson Decl. (EX2004) at 992. Respectfully, I disagree—systems
using multi-factor authorization techniques were (and are) almost universally more
secure than systems using only one factor. But a PHOSITA in 2006 was highly
motivated to incorporate different types of authentication into financial
transactions, both to prevent unscrupulous third parties from accessing or using the
user’s financial data and to confirm to a verifier that a financial service is being
requested by an authorized user. Systems requiring multiple types of authentication

presented more obstacles to a would-be attacker because the compromise of the
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first source (e.g., a PIN being overheard or seen, or a system being hacked for
biometric information) would not necessarily implicate the second.

5. For example, Jin et al., cited in my original declaration, provide some
reasons that were known to a PHOSITA as to why systems using both biometrics
and secret information to authenticate a user was more desirable than the use of
biometrics alone or secret information, such as a PIN, alone. PINs suffered from
the weakness that they could be illicitly acquired through observation by an
unscrupulous party, while a person’s biometrics suffer from a different weakness
in that, if compromised, they cannot be changed and place a user at risk for an
attacker masquerading as them.?

6. A PHOSITA would have recognized that requiring both types of
information for verification of a user would allow each source to reconcile the
deficiencies of the other. For example, it wouldn’t matter if the PIN were illicitly
observed, because an unscrupulous observer could not “know” the user’s
biometrics. Additionally, even if biometrics were somehow mimicked, an attacker

could not mimic a PIN—it is either known, or it isn’t. Therefore, it was commonly

2 See Jin (EX1012) at 1-2, 10 (Note: To provide ease of reference, I refer to the exhibit
page number for non-patent or patent publication references); see also Cole Decl.
(EX1009) at 934.
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accepted that “wider adoption of two-factor authentication is desirable” in e-
commerce by 2006.°

Multi-Layered Authentication

7. Multi-layered authentication (i.e., authentication at multiple places in
a security system) was also well-known in the art and had cognizable benefits. For
example, U.S. Pub. 2003/0093690 to Kemper (issued as U.S. Pat. 7,222,361),
entitled “Computer Security With Local And Remote Authentication,” describes a
system in which a user must first be authenticated at a local database to access
services, and then and a remote database in the same session to continue services.*

8. A PHOSITA would have particularly recognized the pros of such an
arrangement in the context of multi-purpose identification devices, such as PDAs
or cell phones. A user may wish to access such devices for reasons other than a
financial transaction, such as to call or send a message to a friend, look at a photo
stored on the device, or change settings on the device. Local authentication using,
for example, secret information and/or a biometric input, protects this information

from unwanted intruders, who may be people with as simple means as your

3 See Harris (EX1013) at 1:28-64; see also Kemper (EX1034) at [0002] (“‘[S]trong
authentication” uses a combination of items belonging to at least two of the following
three categories: 1) personal knowledge (such as a password or personal identification
number); 2) personal possessions (such a cardkey or other physical token); and 3)
personal characteristics (such as a handwriting sample, voiceprint, fingerprint, or retina
scan).”)

* Kemper (EX1034) at Abstract, [0027]-[0029] Figs. 3-4
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